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Abstract: A framework with TIPPSS principles (trust, identity, privacy, protection, safety, and
security) for Clinical Internet of Things (IoT) data and device interoperability is established in this
standard. This includes wearable clinical loT and interoperability with healthcare systems including
electronic health records (EHR), electronic medical records (EMR), other Clinical l1oT devices, in-
hospital devices, and future devices and connected healthcare systems.
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This word cloud was created from the content in this standards document, showing the emphasis on
significant topics:
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Commitments for amendments

This Standard is issued jointly by the Institute of Electrical and Electronics Engineers, Inc. (IEEE) and ULSE
Inc. (ULSE) Comments or proposals for revisions or any part of the standard may be submitted to IEEE
and/or ULSE at any time. Revisions to this Standard will be made only after processing according to the
Standards development procedures of IEEE and ULSE.

Comments or proposals for revisions on any part of the Standard may be submitted to ULSE Inc. at any time.
Proposals should be submitted via a Proposal Request in ULSE's On-Line Collaborative Standards
Development System (CSDS) at https://csds.ul.com.

Any person who would like to partlclpate in evaluatlng comments or in reV1510ns to an IEEE standard is
welcome tejoin g g ) using the
Interests t3b in the Manage Proﬁle & Interests area of the IEEE SA myPrOJect system ! An IEEE Account is
needed to pccess the application.

Comments on IEEE standards should be submitted using the Contact Us form.?

Copyrights

IEEE draf} and approved standards are copyrighted by IEEE under US.atd international copyright laws. They
are made gvailable by IEEE and are adopted for a wide variety of both/public and private uses. Thgse include
both use, by reference, in laws and regulations, and use in private' self-regulation, standardizatidn, and the
promotion| of engineering practices and methods. By makingtthese documents available for use an{ adoption
by public puthorities and private users, IEEE does not waive, any rights in copyright to the documents.

UL's Stanglards for Safety are copyrighted by ULSE.Inc. Neither a printed nor electronic copy of p Standard
should be|altered in any way. All of UL’s Standards and all copyrights, ownerships, and rights| regarding
those Standards shall remain the sole and exclusive property of ULSE Inc.

To purchape UL Standards, visit ULSE’s(Standards Sales site at:
http://ww.shopulstandards.com/How TeOrder.aspx or call toll-free 1-888-853-3503.

Important Notices and Disclaimers Concerning IEEE Standards Docyments

IEEE Starldards documents are made available for use subject to important notices and legal dfsclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimefs), appear
in all standlards-and may be found under the heading “Important Notices and Disclaimers Concerping IEEE
Standards [Doc¢uments.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards
Association (IEEE SA) Board of Governors. IEEE develops its standards through an accredited consensus
development process, which brings together volunteers representing varied viewpoints and interests to
achieve the final product. IEEE standards are documents developed by volunteers with scientific, academic,

! Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
2 Available at: https://standards.ieee.org/content/ieee-standards/en/about/contact/index.html.
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and industry-based expertise in technical working groups. Volunteers are not necessarily members of IEEE
or IEEE SA and participate without compensation from IEEE. While IEEE administers the process and
establishes rules to promote fairness in the consensus development process, IEEE does not independently
evaluate, test, or verify the accuracy of any of the information or the soundness of any judgments contained
in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all warranties,
express or implied, concerning this standard, including but not limited to the warranties of merchantability,
fitness for a particular purpose and non-infringement IEEE Standards documents do not guarantee safety,
security, health, or environmental protection, or guarantee against interference with or from other devices or
networks. In addition, IEEE does not warrant or represent that the use of the material contained in its
standards is free from patent infringement. IEEE Standards documents are supplied “AS IS” and “WITH
ALL FAULTS.”

Use of an|IEEE standard is wholly voluntary. The existence of an IEEE standard does not-imply] that there
are no othgr ways to produce, test, measure, purchase, market, or provide other goods and3erviceg related to
the scope ¢f the IEEE standard. Furthermore, the viewpoint expressed at the time a stafidard is apgroved and
issued is spibject to change brought about through developments in the state of the art:and comments received
from userq of the standard.

In publishjng and making its standards available, IEEE is not suggesting or rendering professionpl or other
services fqr, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other perspn or entity to another. Any person utilizing any IEEE Standards document, should rely [upon their
own independent judgment in the exercise of reasonable care in afly'given circumstances or, as appropriate,
seek the aflvice of a competent professional in determining the-appropriateness of a given IEEE sfandard.

IN NO EYENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES INCLUDING, BUT NOT LIMITED [TO: THE
NEED T PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PRQFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHHR IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE UPON
ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDILESS OF WHETHER SUCH-DAMAGE WAS FORESEEABLE.

Translations

The IEEE [consensus‘balloting process involves the review of documents in English only. In the evient that an
IEEE stanflard istranslated, only the English version published by IEEE is the approved IEEE stapdard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter’s views should be considered the personal views of that individual rather than
the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements made
by volunteers may not represent the formal position of their employer(s) or affiliation(s).
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Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations,
consulting information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of its Societies and subcommittees of the IEEE SA Board of
Governors are not able to provide an instant response to comments, or questions except in those cases where
the matter has previously been addressed. For the same reason, IEEE does not respond to interpretation
requests. Any person who would like fo participate in evaluating comments or in revisions to an [EEE
standard i§ welcome to join the relevant IEEE working group. You can indicate interest in a worlking group
using the Interests tab in the Manage Profile and Interests area of the IEEE SA myProject system.f An IEEE
Account i§ needed to access the application.

Comment$ on standards should be submitted using the Contact Us form.*

Laws and regulations

Users of IEEE Standards documents should consult all applicable Jlaws’and regulations. Complian¢e with the
provisiong of any IEEE Standards document does not constitute ‘compliance to any applicable fregulatory
requiremepts. Implementers of the standard are responsible\for observing or referring to the fapplicable
regulatory|requirements. IEEE does not, by the publicatiopof its standards, intend to urge action|that is not
in complignce with applicable laws, and these documents.may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privady and data
ownership in the context of assessing and using the standards in compliance with applicabld laws and
regulationk.

Copyrights

IEEE draft and<appfoved standards are copyrighted by IEEE under U.S. and international copyfight laws.
They are thade.available by IEEE and are adopted for a wide Varlety of both pubhc and private uses. These
include bdthu ] ! lhrdization,
and the promotion of engineering practlces and methods By maklng these documents avallable for use and
adoption by public authorities and private users, neither IEEE nor its licensors waive any rights in copyright
to the documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license
to photocopy portions of any individual standard for company or organizational internal use or individual,

3 Available at: https://development.standards.ieee.org/myproject-web/public/view.html.
4 Available at: https:/standards.ieee.org/thank-you/contact/.
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non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400;
https://www.copyright.com/. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEHE standard is subjected to review at least every 10 years. When a document is mor€)than 10 years
old and hgs not undergone a revision process, it is reasonable to conclude that its contents, althoyigh still of
some valug, do not wholly reflect the present state of the art. Users are cautioned to check'fo detgrmine that
they have the latest edition of any IEEE standard.

In order tp determine whether a given document is the current edition and whether it has bee)y amended
through tHe issuance of amendments, corrigenda, or errata, visit IEEE Xplote or contact IEEE.] For more
informatidn about the IEEE SA or IEEE’s standards development process;visit the IEEE SA Welbsite.

Errata

Errata, if 4ny, for all IEEE standards can be accessed on.théIEEE SA Website.® Search for standard number
and year ¢f approval to access the web page of the published standard. Errata links are located| under the
Additiona] Resources Details section. Errata are also available in IEEE Xplore. Users are encuraged to
periodically check for errata.

Patents
IEEE stanflards are developed in-compliance with the IEEE SA Patent Policy.”

Attention |s called to the possibility that implementation of this standard may require use of subject matter
covered by patent righfs; By publication of this standard, no position is taken by the IEEE with respect to the
existence pr validity\6f any patent rights in connection therewith. If a patent holder or patent applicant has
filed a stafement.of dssurance via an Accepted Letter of Assurance, then the statement is listed 0{}the IEEE

SA Websjte«at https://standards.icee.org/about/sasb/patcom/patents. Letters of Assurance maly indicate
whether the ‘Submitter is willing or unwilling to grant licenses under patent rights without compdnsation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with the submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that

> Available at: https://standards.ieee.org/about/contact.
¢ Available at: https://standards.ieee.org/standard/
7 Available at: https://standards.ieee.org/about/sasb/patcom/materials.

6
Copyright © 2024 IEEE and ULSE. All rights reserved.


https://www.copyright.com/
https://ieeexplore.ieee.org/browse/standards/collection/ieee/
https://standards.ieee.org/about/contact
https://standards.ieee.org/standard/
https://ieeexplore.ieee.org/browse/standards/collection/ieee/
https://standards.ieee.org/about/sasb/patcom/materials
https://standards.ieee.org/about/sasb/patcom/patents
https://standards.ieee.org/about/contact
https://standards.ieee.org/standard/
https://standards.ieee.org/about/sasb/patcom/materials
https://ulnorm.com/api/?name=UL 2933 2024.pdf

determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

Technologies, application of technologies, and recommended procedures in various industries evolve over
time. The IEEE standards development process allows participants to review developments in industries,
technologies, and practices, and to determine what, if any, updates should be made to the IEEE standard.
During this evolution, the technologies and recommendations in IEEE standards may be implemented in
ways not foreseen during the standard’s development. IEEE standards development activities consider
research and information presented to the standards development group in developing any safety
recommerjdations. Other information about safety practices, changes in technology o\ fechnology
implementfation, or impact by peripheral systems also may be pertinent to safety considegatigns during
implementation of the standard. Implementers and users of IEEE Standards documents ate tespgnsible for
determinijg and complying with all appropriate safety, security, environmental, health, and irfjterference
protection|practices and all applicable laws and regulations.
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Introduction

This introduction is not part of IEEE Std 2933/UL 2933:2024, IEEE/UL Standard for Clinical Internet of T
Data and Device Interoperability with TIPPSS—Trust, Identity, Privacy, Protection, Safety, and Security.

hings (IoT)

This standard for Clinical Internet of Things (CloT) data and device interoperability with Trust, Identity,
Privacy, Protection, Safety, and Security (TIPPSS), addresses the need for specific technical considerations

to be incorporated in the design, development, deployment, and decommissioning/disposal
connected healthcare and clinical IoT devices and systems to help reduce risk to the data, device, p

stages of
atient, and

provider. The purpose of TIPPSS is to help protect humans, devices, and data from harm. Stakeholders expect
an implicit level of assurance at all levels of TIPPSS. It is expected that TIPPSS prmmples are considered as

part of the devieelifecvele—Connected-hren

e-houndaries
s medical

stationary
plies to all
hised from

This standard enables solution providers to follow a structured processand-guidelines for device and systems

developm¢nt, engineering, deployment, operations, and decomimissioning that incorporate

principles|at all device lifecycle stages. These solutions can include¢ hardware, firmware, softwarg,

and/or a dombination of any of those four types of solution.elements. These solutions can al
multiple means of communication, including cellular, Ethernet, IEEE 802.11-based, or IEEE 80!
(Bluetooti®), among others. These can also include the.in€lusion of the reference to existing stan

Multiple gxisting standards exist for safety, security;*and medical devices. This standard provid
frameworl for device manufacturers, deploymént organizations, and other interested parties
TIPPSS elements into their products, architectures, and systems.

TIPPSS has been designed to provide a-framework and practices to address the various interrelat
of factors |that can help achieve safe.and effective interoperability (see Figure 1) in connected
systems lgveraging CIoT devices, For example:

— A|CIoT device needs;to have a unique identity and be secure for it to be trusted.

— Privacy laws.and use cases define the requirements for the level of security requ
cryptographi¢ strength.

— Aldevicemeeds to be secure in order to be safe and provide protection to users and patient

5 TIPPSS
services,
50 include
. 15-based
dards.

es a meta-
to design

ed aspects
healthcare

ired, e.g.,

5

1 - IDE,
‘\Q\)s Nf,}

3 z
N =
s TIPPSS ¢
\ 7}
% o

0 <

Figure 1—TIPPSS
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The practices set forth in this standard aim to enable the improved protection of the human subjects of these
CloT solutions, the critical and sensitive data being stored and exchanged via multiple means, and the CloT
solutions themselves. These practices aim to make CloT solutions more resistant to cyber threats, reduce the
impacts of any potential cyber incident(s), and enable quick and accurate recovery. Due to their exploitation
of weaknesses in individual solution components that can damage entire infrastructures, ransomware attacks
signal the need for TIPPSS principles that take a comprehensive, multi-faceted approach to develop trusted,
safe, and secure CloT systems.

This standard applies to legacy and traditional devices, as well as the evolving ecosystem of CloT solutions
being developed now and in the future. This standard will complement, integrate with, and enhance existing
standards already used for individual connected healthcare solution components. TIPPSS is designed to
augment and promote existing safety and risk management frameworks and techniques to apply them to the
CloT world at scale. This standard is designed to meet today’s needs while being extensible for the future.

This standprd provides the frameworks, guiding principles, processes, and related standards for/incprporating
all these pyinciples into end-to-end systems engineering processes. It enables solution providers to groactively
identify thiese capabilities and gaps within their own systems and processes. The goals ‘are to faciljtate better
and more ¢fficient communications of these expectations and requirements early enough in the depelopment
process to| protect human subjects better, increase end-user satisfaction, increase system resilience, reduce
overall compliance costs, and reduce overall support costs.
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1.2 Purpose

The purpose of this standard is to help enable secured data sharing in connected healthcare solutions
for improved healthcare outcomes, help protect patient and data privacy and security, and assist in

protecting

the subjects and humans who are the ultimate users of these solutions.

8 Published by HL7 International.
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1.3 Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard
and from which no deviation is permitted (shall equals is required to).> '°

The word should indicates that among several possibilities one is recommended as particularly suitable,
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily
required (should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard (may equals
is permitted to).

The word gen-is-used 3 : ibilityand-capabili : iea ausal (can
equals is dble to).

2. Normative references
The folloying referenced documents are indispensable for the application of‘this document (i.e.,|they must
be understood and used, so each referenced document is cited in text and its relationship to this dpcument is
explained). For dated references, only the edition cited applies. For undated references, the latest| edition of
the refererjced document (including any amendments or corrigenda)-applies.

ISO/IEC 27001:2022, Information security management systems-—Requirements. !

ISO/IEC 27002:2022, Information security, cybersecuritysand privacy protection—Information security
controls.

3. Definitions, acronyms, and abbreviations

3.1 Definitions

For the pufposes of this dodument, the following terms and definitions apply. The IEEE Standards Dictionary
Online shuld be consulted-for terms not defined in this clause.'?

Subclausep 3.1.1.through 3.1.3 are groupings of definitions organized as a taxonomy. The subclquses build
on each other and are not necessarily in alphabetical order but in order of complexity.

° The use of the word must is deprecated and cannot be used when stating mandatory requirements; must is used only to describe
unavoidable situations.

19 The use of will is deprecated and cannot be used when stating mandatory requirements; will is only used in statements of fact.

'ISO publications are available from the International Organization for Standardization (https://www.iso.org/home.html) and the
American National Standards Institute (https://www.ansi.org/).

2IEEE Standards Dictionary Online is available at: http://dictionary.ieee.org. An IEEE Account is required for access to the dictionary,
and one can be created at no charge on the dictionary sign-in page.
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3.1.1 loT definitions

actuator: Component of a device that changes one or more physical (electrical, chemical, optical, etc.)
properties. (ISO/IEC 20924:2021, 3.2.1)13

NOTE—The change can be nonmechanical in nature. 4
Internet of Things (IoT): Infrastructure of interconnected people, devices, systems, and information
resources together with services that process and react to information from the physical world and virtual

world. (ISO/IEC 20924:2021, 3.2.4)"!

IoT device: Either an IoT physical and/or IoT virtual device.

IoT gateway: Entity of an IoT system that connects one or more proximity networks and the IoT. flevices on
those networks to each other and to one or more access networks. (ISO/IEC 20924:2021, 3.2.8)"!

IoT physTal device: An instrument, apparatus, implement, machine, appliance, implaht)in vitro reagent, or
material that interacts and communicates over a network with the physical world through sensjng and/or
actuating. (ISO/IEC 20924:2021, 3.2.6)!

IoT system: System providing functionalities of IoT.

NOTE—A# IoT system can include, but may not be limited to, IoT devices, JoT gateways, [oT sensors, and oI actuators.
(ISO/IEC 2§0924:2021, 3.2.9)!!

IoT virtupl device: Software running on a mobile device {app) or computing platform (applicption) that
communidates over a network.

sensor: Cpmponent of a device that measures one.or more physical (physiological, electrical,| chemical,
optical, et¢.) properties. (Adapted from ISO/IEC 20924:2021, 3.2.12)"!
3.1.2 Clinical-related definitions

clinical: Relating to a healthcare setting or healthcare application with professional healthcare ovgrsight.

clinical a¢tuator: A physieal.device or component thereof that changes one or more physical prpperties in
response tp an input intended for clinical contexts of use. (Adapted from ISO/IEC 20924:2021 3.2.1)!!

clinical cdntext: A-clinical setting, environment, or application.

clinical d¢viee: A clinical virtual device and/or clinical physical device.

clinical physical device: An instrument, apparatus, implement, machine, appliance, implant, in vitro reagent,
or material intended for clinical contexts of use.

clinical sensor: A physical device or component thereof that measures one or more physical (includes
physiological, chemical, optical, etc.) properties intended for clinical contexts of use. (Adapted from ISO/IEC
20924:2021 3.2.12)'"

13 ©ISO0. This material is reproduced from ISO/IEC 20924:2021 with permission of the American National Standards Institute (ANSI)
on behalf of the International Organization for Standardization. All rights reserved.

!4 Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement
this standard.
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clinical virtual device: Software running on a mobile device (app) or computing platform (application)
intended for clinical contexts of use.

3.1.3 Clinical loT (CloT) related definitions

Clinical Internet of Things (CIoT): IoT used in a clinical context.

Clinical IoT (CIoT) actuator: A networked clinical actuator.

Clinical IoT (CIoT) application: Clinical IoT (CIoT) software typically running on a non-mobile computing

platform.

Clinical I
additional

Clinical I

Clinical I
and other

Clinical I
Clinical L

NOTE—A
component

Clinical I
NOTE—A
Clinical I

NOTE—A
physical de
in a networ

Clinical I

DT (CloT) component/element: A single entity that performs a single function and com
components/elements to comprise a CloT device.

DT (CIoT) device: A networked clinical device.

DT (ClIoT) ecosystem: The set of systems that make up the environment’in which a C
bystem entities, including humans, operate.

DT (CIoT) mobile app: Clinical IoT software running on amobile device.
DT (CIoT) physical device: A networked clinical physieal device.

Clinical IoT physical device may perform one or“more functions and comprise on
/elements such as a sensor, an actuator, data storage, ¢ommunication capabilities, etc.

DT (CIoT) sensor: A networked clinical sensor.
clinical sensor connected to a network yia a gateway (such as a smartphone) is considered a Clo’]
DT (CIoT) system: An IoT system used in a clinical context.

Clinical IoT system is a network of IoT (cyber-physical system) components, consisting of a mixty
ices, web-server compenents, or software system components that can connect to other system
k for a clinical use case,

DT (CIoT) yirtual device: A networked clinical virtual device.

bines with

oT device

P Or more

[ sensor.

re of cyber-
omponents

314 Ge|||eral definitions

abnormal use: A conscious, intentional act or intentional omission of an act that is counter to or violates
NORMAL USE and is also beyond any further reasonable means of USER INTERFACE-related RISK
CONTROL by the MANUFACTURER. (IEC 62366-1:2015) '3

NOTE—Reckless use, sabotage, or intentional disregard of information for SAFETY are such acts.

15 Copyright

© 2015 IEC Geneva, Switzerland. www.iec.ch
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access control: Protection of system resources against unauthorized access; a process by which the use of
system resources is regulated according to security policy, and usage is permitted only to authorized entities
(users, programs, processes, or other systems) according to that policy. (ISO/IEC 27000:2014, 2.1)'6

accompanying documentation: Materials accompanying a medical device and containing information for
the user or those accountable for the installation, use, and maintenance of the medical device, particularly
regarding safe use. (IEC 62366-1:2015)"2

adaptive (system): A system capable of changing its behavior in response to changes in its environment.

NOTE—In CloT systems, environmental changes might include expanded numbers of patients, patients with
new/different medical conditions, new physical environments, different geographic locations, etc. An adaptive system is
one that can be personalized for a patient or group of patients, including those with special needs. Adaptation is a
requirement for the development of reference architecture.

aggregatdr: A device that collects data from multiple data streams and aggregates the data\into qustomized
data strean/s. It supplies the aggregated data to one or more data consumers. It does not tfanslate the data,
which woyld be the function of a gateway.

NOTE—Aggregators and gateways can be combined.
alert signfl: Any audible, visual, and/or other signal that draws attention¢te a condition (event, isfue, etc.).

architectyre: The fundamental structure or framework underlying a/system and the discipline ¢f creating
such strucfures and systems.

asset: Anything that has value to a person or organization.(NIST SP 800-160v1rl)

attack: Apsault on a system that comes from an intelligent threat—an intelligent act that is a|deliberate
attempt (eppecially in the sense of a method or technique) to evade security services and violate the security
policy of 4 system. (IEC 62443-1-1:2009, 3.2.9)**

NOTE—THere are different commonly recognized classes of attack as follows:

An “active attack” attempts to alter system resources or affect their operation.

— A “passive attack” attempts, to learn or make use of information from the system but does not afffect system
r¢sources.

— An “inside attack” is_ah attack initiated by an entity inside the security perimeter (an “insider”)—i.g., an entity
that is authorized\to'access system resources but uses them in a way not approved by those who |granted the
thorizatior,

&

>

n “outside“attack™ is initiated from outside the perimeter by an unauthorized or illegitimate §ystem user
(including an insider attacking from outside the security perimeter). Potential outside attackers |range from
natelr pranksters to organized criminals, international terrorists, and hostile governments.

&

attribute: A quality or feature regarded as a characteristic or inherent part of someone or something; a trait,
element, aspect, affordance, or property of the person or thing.

authenticate: Verify the identity of a user, user device, or other entity, or the integrity of data stored,
transmitted, or otherwise exposed to unauthorized modification in an information system, or to establish the
validity of a transmission. (IEC 62443-1-1:2009, 3.2.12)'

16 ©ISO. This material is reproduced from ISO/IEC 27000:2014 with permission of the American National Standards Institute (ANSI)
on behalf of the International Organization for Standardization. All rights reserved.
17 Copyright © 2009 IEC Geneva, Switzerland. www.iec.ch.
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authentication: Verifying the identity of a user, process, or device, often as a prerequisite to allowing access
to a system’s resources. (NIST SP 800-63-3)

authenticator: Something the claimant possesses and controls (typically a cryptographic module or
password) that is used to authenticate the claimant’s identity. (NIST SP 800-63-3)

authorization: Right or permission that is granted to a system entity to access a system resource. (IEC 62443-
1-1:2009, 3.2.14)™

authorize: To grant access, typically automated by evaluating a subject’s attributes. (Adapted from NIST SP
800-63-3)

availabili y: Property of hping accessible and unsable upon demand by an authorized entity

27000:2014, 2.9)!3

availabilify manager: An entity that assesses all system devices and component/elemerits to ver
are online] fully functioning, and ready to perform a process or function.

NOTE—A |manager in the services quality and integration/reconciliation of TIPPSS (SQIRT) Layer of Clo
architecturg. All system devices and components are either available or unavailable, and fully functional or cd
in some waly at any point in time.

best practice(s): Adopting the latest technologies or techniques for the design and implemse
interoperaple CloT systems with TIPPSS.

NOTE—THis includes, for example, generally applicable and diseipline specific premarket design and
protocols, postmarket surveillance, operating procedures, guidelines, regulations, etc. that are commonly a

utilized by fhe CIoT medical device community, especially thosé-that pertain to any of the TIPPSS attributes.

Bill of Mhterials (BOM): The list of all physicdl’;and digital materials and their characteristi
required t¢ manufacture a device.

NOTE—A [BOM may be made up of a Hardware-Bill of Materials (HBOM) and a Software Bill of Material.

bootstrapping: Providing just enough introduction and information exchange between a devi
network dnboarding componentito ‘establish a secure channel over which provisioning of th
onboarding credentials can o¢cur.

NOTE—Bgotstrapping consists of the following:

Inpitial establishiment of trust/introduction between device and the network onboarding component.

Spbsequent provisioning of keys or other credentials and configuration information to the device.

(ISO/IEC

ify that all

T reference
mpromised

ntation of

assessment
cepted and

ts that are

(SBOM).

e and the
e device’s

caregiver: A human who provides clinical care, including basic device-related services.

NOTE—The human could be a licensed or allied health professional or a family member.

certificate authority (CA): A company or organization that acts to validate the identities of entities (such as
websites, email addresses, companies, or individual persons) and bind them to cryptographic keys through
the issuance of electronic documents known as digital certificates.

cloud computing: The on-demand availability, over the internet, of computer system resources, especially
data storage (cloud storage) and computing power, without direct active management by the user.
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comprised identity: A device identity that represents components that each have their own identities, for
things within things.

confidentiality: Property that information is not made available or disclosed to unauthorized individuals,
entities, or processes. (ISO/IEC 27000:2014, 2.12)13

controller: The component of a system that sends program messages to and receives response messages from
devices. (IEEE Std 488.2-1992)

controller (identity): In the context of identity, a controller may refer to an entity that can demonstrate
control of a private/public key pair and therefore prove ownership of an identifier.

correct use: Normal use without error (IEC 62366-1:2015)!2

Cyber-Phiysical System (CPS): A system that integrates computation with physical processesyin|a network
manner, whose behavior is defined by both cyber and physical parts of the system. (IEEE Std 2660.1-2020)

decommigsioning: The point in the device lifecycle where it will no longer be(utilized for itp intended
purpose.

deploying organization: Any group or individual that installs, configufes, administers and/or| maintains
Clinical IqT with TIPPSS solutions.

deprovisipning: The removal of access to provisioned services.

device: A instrument, apparatus, implement, machine, contrivance, implant, in vitro reagent, or other similar
or related prticle, including any component, part, or accessoty. (Adapted from the FDA Federal Hood, Drug
and Cosmgtic Act)

NOTE—THe term device used in its most general form\inthis standard refers to cyber devices that include bgth physical
(sensors, a¢tuators, machines, etc.) and virtual devices (software app and applications). A subset of these could be
considered jmedical devices (see definition) based“en their intended use, which is a regulatory concept that|varies with

geography.

Device Identifier Composition Engine (DICE): The hardware requirements and process for dreating an
identity value that is derived 4rom a unique device secret and the identity (a condensed cryptographic
representation) of the first mutable code.

device information deelaration: An artifact that asserts proof of ownership or authorized netwgrks for an
IoT devicg during thedonboarding process.

device lif¢cycle: The series of stages a device goes through from conception, design, development, etc. to
end-of-lifg (EOL).

discovery: A mechanism that will enable an application to access the IoT data without the need to know the
actual source of data, sensor description, or location.

discrete component: An electronic device constructed as a single unit and affixed to a printed circuit board.

NOTE—A component can include but is not limited to resistors, capacitors, packaged ICs (integrated circuits), MCUs,
memory chips, etc.

ecosystem: The set of systems that make up the environment in which a device operates.
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edge device: An edge device is a device that provides an entry point into enterprise, carrier, or service
provider networks.

NOTE—An edge device is any piece of hardware that controls data flow at the boundary between two networks.
Examples include gateways, routers, switches, multiplexers, [oT Gateways, and a variety of other devices. Edge devices
also provide connections into carrier and service provider networks.

effectiveness: Accuracy and completeness with which users achieve specified goals. (IEC 62366-1:2015)"2
electronic health record (EHR or iEHR for integrated HER): A digital version of a patient’s paper chart.

NOTE—An EHR/iEHR is a real-time, patient-centered record that makes information available instantly and securely to
authorized users. While an EHR/iEHR does contain the medical and treatment history of a patient, an EHR/iEHR system
is built to go beyond standard clinical data collected 1 a provider s oilice (see EMK) and can be inclusive ¢f a broader
view of a phtient’s care.

electronid medical record (EMR): Electronic/digital versions of the paper charts in clinician offices, clinics,
and hospitals.

NOTE—EMRs contain notes and information collected by and for the clinicians in that offic¢e, clinic, or hospital and are
mostly used by providers for diagnosis and treatment.

entity: A fesource of any kind that can be uniquely and independently_ identified. [IETF RFC 3986¢, Uniform
Resource [dentifier (URL)]

Fast Healthcare Interoperability Resources (FHIR): A standard describing data formats and elgments and
an applicafion programming interface for exchanging electronic health records.

NOTE—THe FHIR standard was created by the Health Devel Seven (HL7) International health-carg¢ standards
organizatiof.

firmware} Computer programs and data stored in hardware, typically in read-only memory ([ROM) or
programmiable read-only memory (PROM), stich that the programs and data cannot be dynamicaflly written
or modifigd during execution of the progtams. (NIST SP 800-53 Rev. 5)

formative evaluation: User interface evaluation conducted with the intent to explore user interfpce design
strengths, weaknesses, and unafiticipated use errors. (IEC 62366-1:2015)!2

gateway: A relay mechanism that attaches to two (or more) computer networks that have similag functions
but dissimfilar implementations and that enables host computers on one network to communicate [with hosts
on the othg¢r. Also deseribed as an intermediate system that is the translation interface between twg computer
networks. [(IEC62443-1-1:2009, 3.2.53)"3

happy pathA sitnation in a use case where everything happens as it is supposed to

hardware: A physical element, component, or device.

Hospital @Home: A clinical workflow where the patient is cared for at home, using connected healthcare
devices and Clinical IoT connected digitally to a hospital or clinical care team for remote support.

identifier: A pattern to uniquely identify a single entity (instance identifier) or a class of entities (i.e., type
identifier) within a specific context.

identity: An attribute or set of attributes that uniquely describes a subject within a given context. (NIST SP
800-63-3)
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individually identifiable health information: Information, including demographic data, which relates to
the following:

— An individual’s past, present or future physical or mental health or condition;

— The delivery of healthcare to the individual; or

— The past, present, or future payment for the delivery of healthcare to the individual.

and that identifies the individual or for which there is a reasonable basis to believe an individual can be
identified using it. Individually identifiable health information includes common identifiers including name,
address, birth date, and, depending on the local authority, Social Security Number, Social Insurance Number,
or MedicalRecord Number

integrate(l systems design (ISD): A comprehensive approach to design that brings togetherspec

usually co
consider a|
developm

integrity:
logical co
consistend
often inte
informatid

intelligen
always thg

NOTE—A
ecosystem

interface:
62443-1-1

interoper
use the inf

nsidered separately, to develop an integrated holistic system of systems approach. It g
1 the factors and modulations necessary for a holistic integrated systems decision-makit
pnt, and maintenance process.

A quality of a system reflecting the logical correctness and reliability~of the operating s
mpleteness of the hardware and software implementing the ‘protection mechanism
y of the data structures and occurrence of the stored data. In a‘formal security mode, 1

n. (IEC 62443-1-1:2009, 3.2.60)'3

system: A system that involves some elements of\earning and/or adaptation, so the oy
same given the same inputs (not like a deterministic, closed-loop system).

) integrated system may or may not be an intelligent system; however, most devices and systems
or which this standard will apply are likely to-have some level of intelligence.

Logical entry or exit point that provides access to the module for logical information fl
:2009, 3.2.62)!3

hbility: The ability of two or more systems or applications to exchange information and t
ormation that has been'eéxchanged. (ISO/IEC 17788:2014, 3.1.5)!3

local areq network (LAN)+A medium-range network that can typically support communicatid

ranging fr

m a homet0van enterprise such as a hospital.

Manufacturer Authorized Signing Authority (MASA): The entity that, for the purpose of this

signs the

ouchers for a manufacturer’s pledges.

alizations,
ttempts to
hg, design,

ystem, the
5, and the
ntegrity is

[preted more narrowly to mean protection against unauthorized modification or desfruction of

tput is not

lin the CIoT

ows. (IEC

b mutually

n in areas

document,

microcontroller unit (MCU): A compact integrated circuit designed to govern a specific operation in an

embedded

system.

medical device (MD): Any instrument, apparatus, implement, machine, appliance, implant, reagent for in
vitro use, software, material, or other similar or related article intended by the manufacturer to be used, alone
or in combination, for human beings, for one or more of the specific medical purposes of:

— Diagnosis, prevention, monitoring, treatment, or alleviation of disease;

'8 Copyright

© 2014 1IEC Geneva, Switzerland. www.iec.ch
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— Diagnosis, monitoring, treatment, alleviation of, or compensation for an injury;

— Investigation, replacement, modification, or support of the anatomy of a physiological process;

— S

upporting or sustaining life, controlling conception, disinfection of medical devices;

— Providing information by means of in vitro examination of specimens derived from the human body;

and does not achieve its primary intended action by pharmacological, immunological, or metabolic means in
or on the human body but that may be assisted in its intended function by such means.
(GHTF/SG1/N71:2012)

Medical

Device Registrv: A__database containing information relating to medical devices a
5 4 5 <}

d related

metadata (

NOTE—U
postmarket
assessment

monitorin

NOTE—M|
times (epis
interoperabj

OpenlD ¢
verify the
as to obtai

lepending on the purpose of the registry.

age of these registries includes various objectives, including short- and long-term surveillarice, fy
observational study commitments for regulatory bodies, and comparative safety and e
, including those in under-studied subpopulations.

g: The act of surveillance, specifically patient surveillance in this standard.

pnitoring of an individual’s status can occur in different locations (refnote, vehicle, clinic, etc.),
dic, periodic, continuous); results can be communicated synchrofigusly or asynchronously or pj
lity or further use, and stored on the device, on a remote servet,\in'the cloud, or other secure locg

Connect (OIDC): A simple identity layer on top cof\the OAuth 2.0 protocol. It allows
identity of the end-user based on the authentication performed by an authorization serv
h basic profile information about the end-userirnran interoperable and REST-like mann

onboarding: All steps required to provide a dévice with the network credentials and othe

informatiq
organizat|
systems, O
consumer
format, an|
patient: (

— A

A

n and data needed to connect securelyto the network to be operational.

onal interoperability: Coordination of well-understood distributed workflows and ag
rganizations, or people interasting in business processes, such as how the business servi
services will interact, understanding the information, and sharing the information, using
d using it for the correctbusiness processes.

ne or more of the following:

person whorequires medical or dental care.

person receiving medical or dental care or treatment.

Ifillment of
ffectiveness

at different
ocessed for
tion.

clients to
er, as well
T,

r required
tivities by

es and the
the correct

— A person waiting for medical care, receiving 1it, or who has already received it.

— A person under a physician’s care for a particular disease or condition.

— An individual who is receiving needed professional services directed by a licensed medical
practitioner toward maintenance, improvement or protection of health or lessening of illness,

d

isability, or pain.

personal/patient area network (PAN): A short range network that can typically support communication
across devices immediately in the vicinity of a person/patient.
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personal health record (PHR): A health record where health data and other information related to the care
of a patient is maintained by the patient.

personally identifiable information (PII): Information that can be used to distinguish or trace an
individual’s identity, either alone or when combined with other information that is linked or linkable to a
specific individual. (NIST SP 800-63-3)

principle of least privilege (PoLP): The principle that users and programs should only have the necessary
privileges to complete their tasks.

printed circuit board (PCB): A non-conductive substrate on which a pattern of traces of conductive material
(such as copper) has been etched or deposited, which mechanically supports and electrically connects
components (e g (‘npa(‘imrq resistors) that are soldered to the snbstrate but not in(‘lnding the components

attached t¢ it. (IEEE Std 1680.1-2018)

privacy: freedom from intrusion into the private life or affairs of an individual when that intrusjon results
from undye or illegal gathering and use of data about that individual. (NIST SP 800-188)

NOTE—THe definition of privacy may change based on local regulations.

protected|health information (PHI): All “individually identifiable health:information” held or tfansmitted
by a covergd entity or its business associate in any form or media, whethet.electronic, paper, or orall. (Privacy
Rule - U.§. Family Educational Rights and Privacy Act, 20 U.S.C. §1232¢)

protection: A capability that prevents someone or something frem suffering damage, harm, or injyry, as well
as providing for increased safety, efficacy, and security for medical devices and data in connected fhealthcare
systems aipd in the use of Clinical IoT devices.

provider:|An individual or organization providing healthcare.

provisionjng: All steps required to provide avdevice with the network credentials and other information
needed to connect securely to a network and to be recognized and operational in the context of th¢ network.

NOTE—It jincludes the subprocess of bdotstrapping and then, after the device and the network onboarding|component
have establ|shed a secure channel through bootstrapping, the remainder of the onboarding process consists df using this
secure charnel to configure the device\with its onboarding credentials.

recyclingfrepurposing: Theremoval of a device from service from the owning organization and [transfer to
another oranization.

reference| architecture (RA): An authoritative source of information about a specific subject area that
provides donceptual, functional, and architectural guidance. (ISO/IEC 20547-3:2020)"°

NOTE 1—Reference architectures generally serve as a foundation for solution architectures and can also be used for
comparison and alignment of instantiations of architectures and solutions.

NOTE 2—Specifically, regarding CloT systems with TIPPSS, the RA incorporates aspects of RAs within business,
healthcare, and services sectors.

regulatory interoperability: Whether and to what extent integrated CloT systems can effectively operate
under different authorities (nation, country, state, or regions) by adhering to the governing laws,
authorizations, regulations, and policies driven by statutes and enforced by government or agencies tasked
with setting such requirements. In addition, regulatory interoperability can refer to other requirements as

19 Copyright © 2015 IEC Geneva, Switzerland. www.iec.ch
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specified in guidelines, consensus documents, and strategies, and adopted as best practices or certified
through accrediting bodies.

reprovisioning: The act of taking a device that was previously provisioned and provisioning for a different
network context.

Responsible Organization (RO): The organizational entity accountable for the use and maintenance of a
medical device or combination of medical devices. (IEC 62366-1:2015)'?

REST (REpresentational State Transfer): An architectural style for providing standards between computer
systems on the web, making it easier for systems to communicate with each other.

arm. (ISO
14971:2019, 3.18) 2°

role-basedl access control (RBAC): Access control based on user roles (i.e., a collection|of access
authorizatjons a user receives based on an explicit or implicit assumption of a given rel¢).

NOTE—R@¢le permissions may be inherited through a role hierarchy and typically reflect/the permissionf needed to
perform defined functions within an organization. A given role may apply to a single person or several indivjiduals.

roots of tjust: Reliable hardware, firmware, and software components thatperform specific, critidal security
functions.

NOTE—B¢cause roots of trust are inherently trusted, those roots shallbe sécure by design. As such, the impl¢gmentations
of roots of trust start with a known hardware base so that malware cannot tamper with the functions that the ropts provide.
Roots of tryst provide a firm foundation from which to build security and trust.

router: Aldevice that converts data from one physical.communication medium to another, for exagnple, from
serial RS232 to Ethernet. A router also aggregates data from numerous communicating entitles for the
purpose of communicating along a defined path.

safety: Fr¢edom from unacceptable risk of rarm, specifically the prevention of injury or damage tq the health
of people pr damage to property or the environment related to a CloT device or solution.

security: State where information. and systems are protected from unauthorized activities, such|as access,
use, disclgsure, disruption, modification, or destruction to a degree that the related risks to violation of
confidentiplity, integrity, and/availability are maintained and operated at a safe and effective level fhroughout
the lifecydle. (Adapteds«from ISO 81001-1:2021, 3.2.13)

semantic [interoperability: The ability of two or more systems or applications to exchange|data with
unambigupus;shared meaning. (Adapted from Wikipedia)

NOTE—Semantic interoperability 1s a requirement to enable machine computable logic, inferencing, knowledge
discovery, and data federation between information systems. Defines and standardizes information to be shared,
processed, and well-understood (without ambiguity) by systems. Examples of strategies for semantic interoperability are
unambiguous codes and identifiers for health information, e.g., clinical terminologies, taxonomies, or ontologies, such
as LOINC, SNOMED-CT, ICD-10, etc.

session: A discrete connection that starts with trust establishment with a unique peer, either through one-way
or mutual authentication, and all successive communications with the peer until deliberate termination is
accomplished through explicit action from either peer or timed event.

20 ©ISO. This material is reproduced from ISO 14971:2019 with permission of the American National Standards Institute (ANSI) on
behalf of the International Organization for Standardization. All rights reserved.
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single fault condition: A condition in which a single means for reducing risk is defective, or a single
abnormal condition is present (IEC 60601-1:2020)

Software as a Medical Device (SaMD): Software whose intended use is for one or more medical purposes
that performs these purposes without being part of a hardware medical device. (FDA
https://www.fda.gov/medical-devices/digital-health-center-excellence/software-medical-device-samd)

Software Bill of Materials (SBOM): A nested inventory, a list of ingredients that make up software
components. (CISA https://www.cisa.gov/sbom)

Software Identification (SWID) Tag: A structured set of data elements that identify the software product,
characterize the product’s version, the organizations and individuals that had a role in the production and
distribution_of the prndn(‘t information about the artifacts that r‘nmpriqp a software pmdm“r re arionships

between spftware products, and other descriptive metadata.

solution provider: Any group or individual that designs, develops, manufactures, tests, intcgrateg, deploys,
or in other|ways provides Clinical IoT with TIPPSS solutions, including hardware, firmware, softwpre, and/or
services.

stakeholdlers: Entities with an interest in adhering to or applying the standatdand individuals dffected by
the implerpentation of the system(s) designed via application of the standafd.

status: THe state of a system, device, component, or element at any point in time that determiney its ability
to perfornmp a process or function. The state may be at rest or in’ iotion, available or unavailpble, fully
functional|or compromised, etc.

subassemply (SA): A functionally complete part of a Clinical IoT device. The subassembly [includes a
printed circuit board (PCB) as well as all components réquired and listed on its bill of materials (BOM).

summative evaluation: User interface evaluation~conducted at the end of the user interface deyelopment
with the irftent to obtain objective evidence thatythe user interface can be used safely. (IEC 6236611:2015)2

syntactic jnteroperability: The data stricture and data formats that enable data exchange.

NOTE—THis includes data communication and exchange rules, how to arrange/order data, and how to conyert the data
into similaf formats. Examples ofisyntactic approaches are the definition of data formats, well-defined |syntax and
encoding (d.g., message content'striicture, size of headers, size of message body, fields contained in a messape), such as
different versions of HL7 or DICOM.

system of] systems-(§0S): A set of components (e.g., mechanical, electrical, software) and/or subsystems
integrated|to perform’a function or functions based on stakeholders’ needs. This may include subsystems that
may intergct with other subsystems to the benefit of the overall system. In addition, the SoS, or gny system
within the|SeS, may interact with external systems as well.

system service/process: A series of steps usually driven by a software application to control and implement
a function or an operation.

systems engineering: An interdisciplinary approach to the realization of complex systems that aims to satisfy
stakeholders’ needs. It considers system performance in the context of intended use and device lifecycle.
(IEEE/ISO/IEC 15288)

task: One or more user interactions with a medical device to achieve a desired result. (IEC 62366-1:2015)'2

technical interoperability: The communication links, protocols, and infrastructure, represented in the lower
layers of the ISO/OSI communications model, for data exchange.
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threat: Potential cause of unacceptable asset loss and the undesirable consequences or impact of such a loss.
(NIST FIPS 200)

trust: The belief that a person, service, or thing will not cause harm to any other person, device, or thing
when allowed to operate with a specific CIoT device or ecosystem. An outcome of trust is to allow only
designated people, devices, applications, or services to have device or data access with each other.

trust anchor: An authoritative entity represented by a public key and associated data. The public key is used
to verify digital signatures, and the associated data is used to constrain the types of information or actions for

which the

trust anchor is authoritative.

trust framework: A pre-negotiated set of business, legal, and technical agreements that bind all stakeholders

with mutu

al assurance of the reliability and repeatability of online transactions

Universal|Device Identifier (UDI) System: A system established by the U.S. Food and Drug.Adm

(FDA) to

dentify medical devices sold in the United States.

Universal| Serial Bus (USB): USB is an industry standard that establishes specifications f

connector:

, and protocols for connection, communication, and power supply interfacing between

and peripHerals, and other computers.

usability

engineering/human factors engineering: Application of knewledge about human

abilities, ljmitations, and other characteristics to the design of medical devices (including har

software),

usability

systems, and tasks to achieve adequate usability. (IEC62366-1:2015)!?

engineering file: The set of records and other doeuments that are produced by th

engineering process. (IEC 62366-1:2015)"2

usability

est: Method for exploring or evaluating-a-user interface, with intended users, within

intended use environment. (IEC 62366-1:2015)"?

usability:
efficiency

Characteristic of the user interface that facilitates use and thereby establishes eff
and user satisfaction in the infended use environment. (IEC 62366-1:2015)?

use envirgnment: Actual conditions and settings in which users interact with a medical device. (I

1:2015)2

use error
than that 1

use scena

User action or_lack of user action while using the medical device that leads to a diffg
htended by the manufacturer or expected by the user. (IEC 62366-1:2015)"?

Fio: Speecific sequence of tasks performed by a specific user in a specific use environme

resulting rgsponse of a medical device. (IEC 62366-1:2015)!2

inistration

or cables,
computers

behavior,
lware and

e usability

L specified

bctiveness,

EC 62366-

rent result

nt and any

use specification: Application specification summary of the important characteristics related to the context
of use of a medical device. (IEC 62366-1:2015)"?

user: Person interacting with (i.e., operating or handling) the medical device. (IEC 62366-1:2015)!2

NOTE 1—The user can be at the device or operating it remotely.

NOTE 2—The user can be a patient, caregiver, clinician, operator, etc.

user group: Subset of intended users who are differentiated from other intended users by factors that are
likely to influence usability, such as age, culture, expertise, or type of interaction with a medical device. (IEC

62366-1:2

015)"2

31
Copyright © 2024 IEEE and ULSE. All rights reserved.


https://ulnorm.com/api/?name=UL 2933 2024.pdf

IEEE Std 2933-2024/UL 2933:2024

IEEE/UL Standard for Clinical Internet of Things (loT) Data and Device Interoperability with TIPPSS-Trust, Identity,

user inter

Privacy, Protection, Safety, and Security

face: Means by which the user and the medical device interact. (IEC 62366-1:2015)?

user interface evaluation process: Process by which the manufacturer explores or assesses the user
interactions with the user interface. (IEC 62366-1:2015)'2

user interface specification: Collection of specifications that comprehensively and prospectively describe
the user interface of a medical device. (IEC 62366-1:2015)!?

user-managed software: Computer programs stored in and executed by computer hardware, and associated
data that also is stored in the hardware, which may be dynamically written or modified during execution. The
user of the software can operate the software in the cloud, on-prem, on the device, or on a server, and
designate when to apply updates.

user prod]e: Summary of the mental, physical, and demographic traits of an intended user group,

any specig
have a bed

NOTE—T}
challenges

vulnerability: Weakness in an information system, system security proeedures, internal c

implemen

wellbeing

challengesd.

NOTE—W,
biophysical

wellness:

wide area network (WAN): A long-range, network that can cover the earth.

3.2 Acrd
A/D
Al

AICD

| characteristics, such as occupational skills, job requirements, and working conditions,
ring on design decisions. (IEC 62366-1:2015)"?

e user profile needs to consider the fact that, in many cases, the users will alsg_be-patients wh
Hue to their health conditions.

ation that could be exploited or triggered by a threat source.,(NIST FIPS 200)

(or well-being): A state of human equilibrium or balance that is affected by life

ellbeing is stable when one has the resources needéd; to meet life’s challenges at distinct ley
psychological, and social.

A subset of wellbeing, usually focused;enly on biophysical and psychological aspects.

nyms and abbreviations
analog to digital
artifiCial intelligence

automated implantable cardioverter defibrillator

as well as
which can

b may have

ntrols, or

events or

els such as

AID

AI/ML

ALOF

APEC

API

app

automared insutin dehivery

artificial intelligence and machine learning
automatic logoff

Asia-Pacific Economic Cooperation
application programming interface

application
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AUDT audit controls

BIOS basic input/output system

BIT built-in test

BLE Bluetooth Low Energy

BMC baseboard management controller
BRSKI Bootstrapping Remote Secure Key Infrastructure
CA certificate-authority

CBOR Concise Binary Object Representation
CCPA California Consumer Privacy Act

CDI Compound Device Identifier

CGM continuous glucose monitor

CloT Clinical Internet of Things

CMDB configuration management database
COPD chronic obstructive pulmonary disease
CoSWID Concise Software Identification

CPS Cyber-Physical System

CPU central processing unit

CRL certificate revocation list

CVSS Common Vulnerability Scoring System
DAST Dynamic Application Security Testing
DBS deep brain stimulator

DICE Device Identifier Composition ENgine
DICOM Digital Imaging and Communications in Medicine
DPIA Data Protection Impact Assessment
ECG electrocardiogram

EHR electronic health record

EMC electromagnetic compatibility
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EMR electronic medical record

ePHI electronic protected health information
EPROM erasable programmable read-only memory
FDA Food and Drug Administration (United States)
FHIR Fast Healthcare Interoperability Resources
FIPs Fair Information Practices

FMEA —FailwreModes-and Effccts-Analysis

FW firmware

GDPR General Data Protection Regulation

GPIO general purpose input/output

GPU graphics processing unit

GUDID Global Unique Device Identification Database
HDO Health Delivery Organization

HIPAA Health Insurance Portability and Accountability Act
HL7 Health Level Seven

HTA health technology assessment

HW hardware

IAM identity and acce§s management

ICD International Classification of Diseases

IFU instragtions for use

IGAU health data integrity and authenticity

IoC ndicator of COMPIomisSe

IoT Internet of Things

IPG implanted pulse generators

IRB Institutional Review Board

ISAC Information Sharing and Analysis Center

ISD integrated systems design
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LAN local area network

LPC Low Pin Count

MAB MAC Authentication Bypass

MASA Manufacturer Authorized Signing Authority
MCU microcontroller unit

MD medical device

MES ——manufacturing execution-system

MFA multi-factor authentication

MIloT Medical Internet of Things

MLDP malware detection/protection

MUD manufacturer usage description

MVRA Minimum Viable Reference Architecture

NFC near-field communication

NITRD Networking and Information Technology Research and Development Program (U|.S.)

NIST CSH NIST Cybersecurity Framework

OAuth Open Authorization

OIDC OpenID Connect

OSI Open Systems Interconnection

OTA over-the-ait

PA produetion associate

PACS picture archiving and communications system
PAN personat/paticnt arca Network

PCB printed circuit board

PCI Peripheral Component Interconnect

PHI protected health information

PHIPAA Personal Health Information Privacy and Access Act (Canada)
PHR personal health record
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PIA Privacy Impact Assessment

PII personally identifiable information
PIPEDA Personal Information Protection and Electronic Documents Act
PKI public key infrastructure

PM Privacy Manager

POD people, organizations, and devices
PoLP principleof least privilege

PROM programmable read-only memory
PSK pre-shared key

PURL persistent uniform resource locator
PWB printed wiring board

RA reference architecture

RAM random-access memory

RBAC role-based access control

RDP Remote Desktop Protocol

REST Representational State Transfér
RFID Radio Frequency Identification
ROM read-only memory.

SA subassembly

SaMD Software as a Medical Device
SBOM Software Bill of Materials

SAST Static Apptication Security 1estng
SD secure digital

SDK software development kit

SIEM Security Information and Event Management
SiMD Software in a Medical Device
SMBus System Management Bus
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SNMP Simple Network Management Protocol
SOA service-oriented architecture

SOC Security Operations Center

SoS system of systems

SPDX Software Package Data Exchange
SQIRT services quality and integration/reconciliation of TIPPSS
SSDLC ——SecureSoftwarc Development Lifeeyele
SSO Single Sign-On

SW software

SWID Software Identification

TIPPSS Trust, Identity, Privacy, Protection, Safety, and Security
TLS Transport Layer Security

TPM Trusted Platform Module

UDI unique device identifier

UDS unique device secret

Ul user interface

USB Universal Serial Bus

V&V verification and validation

WAN wide area ietwork

WPA Wi-EiProtected Access

ZTA Zero Trust Architecture

4. Trust and identity

4.1 Introduction

The world faces an ever-growing population of devices that connect our homes, our environments, and
ourselves. Some even deliver life-saving information and treatments. Globally, Clinical IoT (CloT) has the
potential to improve health outcomes, facilitate recovery, lower healthcare costs, and increase the availability
and accessibility of data-driven medicine.
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TIPPSS begins with trust and identity as that is the core capability to enable privacy, protection, safety, and
security. The identity of CIoT devices is critical to help verify a level of trust that the people, services, and
things connecting are, in fact, the correct ones and are the reliable, correct, and indisputable assertion of their
identity. In this standard, trust in CIoT means that only trusted services and devices can access and/or control
adevice and/or generated data. This is after verified identification and authentication and is based on assigned
roles and rights. After authentication, and based on assigned roles and rights, the CIoT devices and trusted
services and/or devices can access and/or control the device and/or the generated data. Failures of identity or
trust can compromise privacy as well as the delivery of health services, resulting in potential harm or adverse
events.

The COVID-109 crisis has been a catalyst for the global healthcare system to look beyond the traditional silos
of the clinical setting into decentralized and home-based care delivery models. The decentralization of

populations, even within highly populated environments, characterizes a need to create solutions that enable
patients, their care providers, other healthcare professionals, and patient advocates to securely exchange data
across platform-agnostic technologies and systems. This standard applies to both .centrdlized and
decentralifed healthcare environments.

This clauge considers the set of clinical use cases as analyzed in Annex B to deriye’and framd a generic
methodolqgy that can help enable a wide range of business requirements and technical specifi¢ations for
establishirlg trust and identity in CIoT. This clause considers the current landscape (people, orggnizations,
devices, ahd software) in which users and organizations deploy CloT, the existing and emerging identity
protocols §nd trust frameworks, and the gaps and opportunities for high-fanctioning CIoT. This pfovides the
context fof specific technical and governance definitions, requirementsyneeds, and best practices fpr the trust
and identify aspects of this standard.

In the past, trust and identity expectations and practices for people, organizations, and devices (FOD) have
been incogsistent and often incompatible. In this standard, this deficit is addressed, while easing thg¢ technical
and procedlural interoperability of CloT.

4.2 Overview

Trust and jdentity in TIPPSS are critiealdimensions in the correct and safe operation of a CloT d¢vice. Two
perspectives are used in defining the'réquirements for trust and identity—the macro and micro yiews (see
Figure 2)] The macro perspective is the device and its interactions with the outside “worldf” That is,
communidation and interaction between the device and systems connected over a network (hjrdwire or
wireless). [The micro perspective is the looking “inward” view. The scope includes the trust and fidentity of
all the harflware and software components used to build a device.
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Figure 2—CloT device in context
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The micro perspective is covered in 4.3. This includes requirements for designing, developing, and
manufacturing CloT devices. Manufacturers shall include trust and identity considerations right from the
conceptualization of the device, and build them into the device and the entire manufacturing process. In this
subclause, working through the layers listed in Figure 3, the primary areas of concern for TIPPSS in CloT
are covered.
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When regarding a CIoT device, one should recognize that the processes and practices that produced that
device are an entire world unto themselves. Trust and identity in the micro view take on a different context
from the macro view. Identity is correlated with traceability and trust is related to compliance with
specifications and standards. Tens to thousands of physical, software, and potentially consumable elements
can make up the composition of a device. There are documented challenges of counterfeit and non-compliant
components, particularly concerning CloT devices. It is through the traceability of the elements that a device
is composed, and the ability to verify that these elements meet the specifications and standards that create the
trust that the manufacturer has correctly built the device. Manufacturers shall plan for trust and identity,
starting with the inception of device design, to help provide for the correct embedding of trust and identity
capabilities into device development and manufacturing processes.
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In the creation of a medical device, there may be single or multiple printed circuit boards (PCBs). PCBs
contain multiple components with various functions, such as a central processing unit (CPU), graphics
processing unit (GPU), wireless transceiver, memory, resistor, capacitor, analog to digital (A/D) converter,
general-purpose input/output (GPIO) device, rectifier, and more. In between those components, there are
elements that enable communications and control, such as a System Management Bus (SMBus), a low
bandwidth bus such as a Low Pin Count (LPC) interface, or a baseboard management controller (BMC), as
examples.

Component-to-component communication on a PCB may also include off-the-shelf Bluetooth, near-field
communication (NFC), CPU, and/or GPU components. Medical device manufacturers consume these
components when creating advanced medical devices such as deep brain stimulators (DBS), implanted pulse
generators (IPG), neurostlmulators cardiac-stimulators, insulin pumps, and more. Accordmgly, there is a
need to preven 2 1d put the
device, dg¢vice manufacturer user, or patlent at rlsk For example, a lack of 51gnal ﬁlterl g, power
managemg¢nt, shielding, and even trust between components might compromise the entire system, jmpact the
quality of| data, and permit the device to be hacked and compromised. A PCB can(bg¢-hacked at the
subassembly or chip level, prior to being fully assembled as a final device or thfough backidoors and
vulnerabiljties within a system. The devices are also susceptible to compromiseyduring field| updating,
refurbishmpent, or retooling for reuse, through the physical replacement of components, or the intrdduction of
PCBs/PWBs with compromised components. The previously mentioned communications conduits of an
SMBus, IIPC, and BMC are often targeted either through unchecked basie”input/output systegm (BIOS)
patches or|the inclusion of surreptitious components that can enable system attacks.

NOTE—Whhile hardware-based attacks are real, the predominant attack surfaces for any device (medical or|otherwise),
are through|the introduction of exploits in the firmware, software, and service updates and connections. Accofdingly, this
standard dgtails the TIPPSS recommendations to avert these potentialycompromises and enable a more trusfed, private,
protected, safe, and secure connected medical device from manufacturing throughout the device lifecycle.

4.3.1 Disgrete components

Within a CIoT device, identity starts with the’components used in device construction. The ddfinition of
discrete cqmponents is extended to includetall elements that the manufacturer can affix to a PCB |(including
the circuit|board itself).

Trust that|the manufacturer has‘eorrectly manufactured the device is based upon a combinatign of high
confidenc¢ that they built validated and approved components into the device, and that all manjufacturing
processes |have been complied with during the manufacturing stage. Thus, by using valid and [compliant
components, manufacturers can help avoid the following issues:

—  Coqunterfeit,.misbranded, uprated, or reprocessed components.

— Law-quality product (e.g., sub-standard material).

— Complete component failure (explodes, overheats, shorts, etc.)

— Does not meet lifecycle expectations (i.e., does not last as long as expected, or reduces the
component’s ability to provide reliable performance).

— Intermittent failure or performance reduction due to lack of environmental control [e.g., heat,
electromagnetic interference (EMI)].

— Lack of available products (shortages could force users to integrate sub-standard components).
— Incorrect use of a component (i.e., not connected correctly or following quality requirements).

— Lack of recursive testing (even when in production use). Enabling test modes to continuously check
the component functionality.
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4.3.1.1 Practices and processes

The manufacturer shall reflect the requirements listed in 4.3.1.1.1 through 4.3.1.1.4 in their internal practices
and processes. The manufacturer shall assign owners, typically in the form of roles, to each of the required
activities.

4.3.1.1.1 Component inspection

During all steps of manufacturing, manufacturers shall visually inspect discrete components for obvious
defects.

NOTE—Madern mannfactiring inspection processes nse vision sensors to inspect hath the ontside and inside of a
component| (for the purpose of this discussion, the concept of visual inspection includes the grouping, pf Xd-rays,
ultrasound,|and thermal imaging).

Further, the manufacturer shall use visual inspection to examine manufactured componénts ‘againsf the “gold
unit.” The|gold unit is the representation of the “perfect” unit. In other words, manufaéturers shall compare
new components to a component deemed “perfect” specific to length, width, height, Color, angle, [reflection,
etc.

4.3.1.1.2|Component testing

The testing of discrete components can be in the form of electrical, thermal, pressure/force, [reliability,
quality, ard/or chemical tests as appropriate by the manufacdturer. Manufacturers may use a subspt of those
tests to determine the life expectancy of a component @r the component’s ability to operat¢ in harsh
environmgnts. Thorough testing shall be performed by.the manufacturer to help verify the quality and
reliability jof a discrete component.

4.3.1.1.3|Component certification

There may be grades or levels of use, jbased on system criticality or regulatory requirements, With which
some components are associated to’certify the components for usage. For example, a component that passes
testing with an “A+” grade might be acceptable in medical devices. However, a component that{receives a
“D” gradg might still pass-inspection but with a target for usage in non-critical systems (e.g.} a child’s
inexpensiye toy).

4.3.1.1.4|Component traceability

Manufactyrers shall identify every discrete component either individually or as a member of a supassembly

for traceability. Manufacturers shall also mark each component with a manufacturer’s symbol as well as with
inspection grading. Additionally, manufacturers may identify other components based on the material
composition. Further, manufacturers or subcontractors can direct part mark (DPM) some components with
detailed information, using lasers that etch microscopic information.

Counterfeiting components is a serious and growing problem in the supply chains of all CloT device
manufacturers. Manufacturers shall have documented processes for validating the identity of the suppliers of
components used in their CloT devices. Manufacturers should meet component identification, track, and
traceability requirements as defined in SEMI T20 [B51], SEMI T22 [B52], and their associated subordinate
standards when manufacturing their own components.?! Similarly, manufacturers should require their

2'Numbers in brackets correspond with the sources listed in Annex A.
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component vendors to meet component identification, track, and traceability requirements as defined in
SEMI T20 [B51], SEMI T22 [B52], and their associated subordinate standards. Those standards address
authentication methods via labeling, authentication methods via communication, and qualifications of
authentication services.

In the case that a manufacturer is unable to meet the requirements of SEMI T20 [B51], the manufacturer shall
document all decisions and factors that prevented compliance with SEMI T20 [B51].

4.3.2 Subassembly

CloT devices may be constructed using from one-to-many subassemblies (SAs). SAs are made up of discrete
components. and are functionally nnmplp‘m parts of a final Prndn(‘t This standard focuses on SAs that are
comprised of PCBs and the components mounted on the PCBs. The components mounted on the. PCBs may
or may not have the ability to communicate their identity through electronic means. This standard focuses on
the compqnents that can communicate their identity.

Trust in tHe manufacturing of a device is additive in nature. To achieve a baseline(0ftrust, each ftep of the
manufactyring process shall be known, documented, and demonstrably followed by the manufacturer. Each
SA assembled with expected and identified components increases the trust level/When the final agsembly is
complete pnd it is possible to validate all SAs against a primary bill of materials (BOM), inclyiding both
hardware §nd software, this establishes a level of trust that the device has‘been manufactured and pssembled
correctly gnd in a trustworthy manner.

For CIoT flevices, PCBs should meet a high-reliability electronies standard, and every component of an SA
shall havd a unique identifier that can be traced back to its-source, including the materials ysed in its
manufactyring.

Starting w{ith the incoming inspection of individual~components, manufacturers shall inspect all incoming
components and verify the Certificate of Origin\of'the components. The manufacturing executifon system
(MES) shguld record the certificate and retaincit for the life of the product.

Traceability of components to their mahufacturer and source allows for the provisioning of idlentity for
components that do not have the ability to electronically communicate their identity autonomgusly. The
manufactyrer’s MES/traceability,system should record the identity of these components.

In preparation for the manufaeturing of subassemblies, an MES shall use the device bill of materials (BOM)
to create ‘[itting” lists, including all the necessary components for the device. In the creation of [the kitting
list, the MES shall Jink“back to the Certificate of Origin for each of the individual compong¢nts. Each
component added to-the assembly shall have a unique identifier assigned. Trust requires a known,|approved,
and verifigble identity for the traceability of all components of the SA. Further, during the creation of the
SAs, the nhanufacturer shall add the certificates of origin of each component added to the SA to tHe BOM of
the SA crdated.

For electronic components, the manufacturer shall include its assurance identifier in the component. Each
electronic component [e.g., CPU, GPU, application-specific integrated circuit (ASIC), microcontroller unit
(MCU)] shall provide its identity attributes to the SA or final assembly, and its attributes shall be linked to a
verifiable attestation from the original component manufacturer.

For non-electronic components, manufacturers shall track identifiers during the manufacturing process and
record them in the manufacturing execution system (MES). Manufacturers shall validate identifiers against
a certified supplier list. The SA shall have a hash of all identifiers identified in the SA BOM associated with
the SA. The manufacturer shall certify the hash and BOM of the SA. For high-reliability electronics, the
manufacturer shall provide a cryptographically verifiable hash(es) of the SAs encompassing the final
assembly.
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4.3.2.1.1

Privacy, Protection, Safety, and Security

ractices and processes

Component traceability

Due to the nature of a CIoT device, the manufacturer shall document, retain, and be able to prove the
following:

—  Who manufactured specific components, and the creation and location of manufacture.

— What SA utilized it and when (including time, date, serial number, lot number, assembly equipment,
and, if applicable, the operator/assembler).
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—  EAfpiration date, if applicable.

The devide manufacturer shall meet the minimum requirements for component_trageability

perceived

4.3.21.2

risk as defined in IPC-1782 [B19].

Component identifiers

Every conpponent and nonquantifiable material (e.g., cleaning material, epoxy, silicon rubber) us
shall havq an identifier, such as a serial number or batch/lot number. Where possible, the use
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t level identifiers should be implemented. Where this\is not feasible, manufacturers shal| use batch
vel identifiers. The manufacturer shall documentand retain this information. Addifionally, a
rer shall create a hardware bill of materials (HBOM), which is a comprehensive list| of all the

DM serves

hce document for manufacturers, engineers;and procurement teams to help ensure the dorrect and

wing:

43.21.3

Process traceability

The manufacturing of an SA requires that a recipe list of processes be followed to verify that the SA has been
correctly assembled, tested, and packaged. The manufacturer shall document, retain, and be able to prove

that every

process has been correctly executed.

Manufacturers shall meet the minimum requirements for process traceability based on perceived risk as

defined in

IPC-1782 [B19].
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4.3.3 Device software

Device software is the computer program(s) and data stored in hardware or persistent storage to prevent
dynamic writing or modification during the execution of programs. Management and updating of the device
software is the responsibility of the CloT manufacturer. Device software includes firmware, operating
system, and all additional libraries or drivers required to operate the CloT device.

In the past, applying updates to IoT devices required physical access to occur. A technician would have to
either physically connect via a cable to the device or may need to open a device physically to change
programmable read-only memory (PROM) to apply updates. As the number of devices continues to increase
exponentially, the management and updating of devices have become a significant issue. This issue restricts
manual or physical updating of devices to a very narrow range of life-critical devices; all other devices should
support “over-the-air” (OTA) updates

Prior to afjplying any firmware update to a receiving CloT device:

—  TRe CIoT device shall authenticate the source (the trust anchor) of the command/instruction to update
thg firmware.

— Tje CloT device shall validate that the trust anchor is authorized to command the update.

— TRhe CIoT device shall authenticate the source (server) of the firmware update using| approved
cryyptographic algorithms.

— TRhe ClIoT device shall authenticate the integrity of amy“firmware update file using| approved
cryptographic algorithms.

Supporting an OTA update requires that the device be designed to support this. Design consideratigns include
full or partial firmware updates, single or multiple bootloaders, and support for a Software Bill of Materials
(SBOM). [There are engineering and architecture design considerations to allow the updating of| firmware.
Manufactyrers shall refer to guidelines such as<NIST SP 800-193 [B45] (or jurisdictionally similar
regulationf) for regulatory requirements for the design and implementation of roots of trust and chains of
trust in th¢ firmware update process.

In device [software updates, there ar€ two design patterns—full updates and partial updates fpr specific
components or defined issues. The full update process is simpler than that of a partial update; marfufacturers
shall inclulde design considerations to allow for partial updates to occur.

The trust pnd identity processes for device software center on the authorized trust anchor(s) thiat provide
device software updates,” supply updated device software documentation, e.g., SBOM, and provide
instruction}s on how-tg validate and update the SBOM.

The secur]ty baseline for firmware updates shall follow the guidance in Clause 8 for both full §nd partial
firmware yipdates.

Full device software updates simplify both the update and code management process. Full device software
updates shall be adopted unless extraordinary circumstances exist that prevent their use.

4.3.3.1 Practices and processes

The manufacturer shall reflect the following requirements in their internal practices and processes. The
manufacturer shall assign owners, typically in the form of roles, to each of the required activities.
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4.3.3.1.1 Designing for security

Like quality and manufacturability, the security of a CloT device cannot be addressed after the fact; it needs
to be part of the system design from the initial conceptualization of the device. In designing for security,
manufacturers should adopt a Secure Software Development Lifecycle (SSDLC) approach covering people,
processes, and technologies. Jurisdictional regulators [e.g., NIST, The European Union Agency for
Cybersecurity (ENISA)] have publications outlining the elements that manufacturers should consider.

4.3.3.1.2 Ability to update device software
The ability to support remote or OTA device software updates requires specific hardware design decisions,

for example the (‘npahilifv ta support mnl‘riplp bhootloaders Where QTA npdntPQ can be npp]ipd the device
shall be aljle to fail back to a previous device software version.

4.3.3.1.3 |Software Bill of Materials (SBOM)

Manufactyrers of CloT devices should include the creation, maintenance, and distribution of SBOMs for
device soffware. The use of SBOMs in CloT devices is key in building confidenee and assuring the integrity
of the CIQT ecosystems. In many CloT devices, real resource constraints’may exist. The use of|other data
formats for the SBOM may be appropriate. In these considerations, manufacturers should considet the use of
Concise Binary Object Representation (CBOR) based Software ddentification (SWID), CyclgneDX, or
Concise Spftware Identification (CoSWID) Tags.

For furthef requirements for SBOMs, see Clause 8, Security:

4.3.4 Final product

In terms of healthcare technology, the concepf of a final product might vary based on its position |within the
larger supply chain. For example, for a company that makes subassemblies utilized by companiks that are
building npore complex technology, the concept of a final product might be that subassembly. Additionally,
companieg that make components at\multiple locations and ship to a final assembly facility might consider
each of the elements at each facility as a “final product.” That said, manufacturers of final proglucts shall
uniquely iflentify them to establish clear traceability within a company and across companies and|users.

When considering unique device identifiers (UDIs) specific to the final product, there are twol classes—
identifiers|used integmally within only a single company, and identifiers used between multiple dompanies.
In the firsf class, manufacturers shall establish methods of identification that confirm full traceability from
the moment a cemponent enters the company to the point where the component leaves the compahy.

For the setond class of iﬂpn‘riﬁprq7 manufacturers of ‘rPr‘hnn]ngipq to be distributed outside of thd company
shall use externally recognized unique identification such that full traceability of the technologies can be
established all the way back to the discrete component level. For both classes, identifier formats shall support
version numbering for every revision or change of device components.

At the completion of manufacturing, the device shall have a UDI assigned (provisioned) that is known to the
manufacturer. This ID shall be in addition to the regulatory UDI and shall be valid for the life of the device.
The identifier should be stored in secure hardware (for example, Secure Enclave, TrustZone, etc.).

If the device uses cryptographic data protection, the device identifier shall be bound to any certificate(s) (e.g.,
X.509, MUD, W3C Verifiable Credential) installed on the device.
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Ideally, the device should use asymmetric cryptography and a public/private key pair. If the device uses
symmetric encryption with a single key, the manufacturer shall assess the associated security risks and shall

document

the justification for not using asymmetric cryptography.

A certificate:

a) Is for a specific purpose, and therefore, a device can have multiple certificates supporting multiple
distinct functions.

b) Has a shorter life than the device ID and shall have the capability of being revoked or reissued.

c¢) Can contain the device ID as reference (e.g., in a custom field or extension), but the device ID is not
part of the separately managed cryptographic function managed by the device cryptographic key (as

(S

nhedded in the certificate)

The devic
outside th

b shall only share the public key. The private key shall remain protected and ideally, nev
b device’s secure memory.

Prior to shiipping the completed product, the manufacturer shall record the device idéntifier (ID), U

public cerf
Device ml
cryptogray
interactior]
Module (T

Prior to fig

— In|

ificates in the Manufacturer Device Registry.

anufacturers shall implement technologies that enable the generation and secure
hic material, including keys, passphrases, and certificates, and ‘ether services that help
s between subassembly components. Example implementations of these include Truste
PM), TrustZone, and Secure Enclave.

1d deployment of those devices, device manufactuters shall perform the following:

circuit testing

—  Burn-in testing

— Ky
— Sq

nctional testing

ftware-specific security testing (e.g., fuzz or pen testing)

4.3.5 Manufacturer device registry

Manufacty
registratio|

Once the
occur ovel
and the de

rers of CloT deviges shall have a registry that is accessible by their devices for the |
h, authentication, and authorization of the identity of CIoT devices.

leploying entity installs and configures the device(s), the expectation is that software uj
its lifetime. The entity deploying the updates shall have the means to verify the device
viceyshall have the means to validate the authenticity of the update.

br exposed

DI, and/or

storage of
protect the
d Platform

purpose of

pdates will
s identity,

4.3.5.1 Practices and processes

The manufacturer shall reflect the following requirements (4.3.5.1.1 through 4.3.5.1.5) in their internal
practices and processes. The manufacturer shall assign owners, typically in the form of roles, to each of the
required activities.

4.3.5.1.1

Device identifiers (device ID)

The requirements for device IDs are as follows:
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—  Shall uniquely identify the device.
— Shall be valid for the life of the device.

—  The device software shall have the following:

1)

2)

The ability to use cryptographic certificates as device identifiers

NOTE—Digital Certificates can either be obtained through a trusted vendor, generated through the use of
certificate management software such as OpenSSL or LibreSSL, or generated by a purpose-built
Certificate Management System that abstracts away the complexities. Systems and processes that provide
cryptographic keys or certificates should comply with NIST SP 800-57 [B40], Recommendation for Key

Management.

The capability of binding device identifiers [proprietary ID, S/N, MAC address(es), UDI, DID,

3)
4)

4.3.51.2
Properties

— T}

etc.] to certificates.
Any binding of cryptographic keys shall be to the public key.

If the device uses symmetric encryption, the binding may result in a higher.security
shared keys.

NOTE—IDs and certificates have differing functions and lifetimes and, theréfore, cannot be {

Properties of the device
of the device are as follows:

e manufacturer shall securely generate the device T during manufacturing (provisioni

— Tje device shall securely store its device ID (e’g.; in hardware-protected memory).

— T
H

4.3.51.3
The gener

— 1Id

e manufacturer shall securely store the device ID in the Medical Device Registry and
story Record (DHR).

Generalized requirements(for a medical device registry
hlized requirements for a‘medical device registry are as follows:

entifiers stored inthe/registry are sufficiently secure (content and function of registry).

— The manufacturer'shall enter the device ID into the registry prior to shipment of the final

P
— D
— M

pduct.
bvice D5 shall be issued utilizing recognized trust anchor processes and practices.

edical Device Registry shall store, at a minimum, the following attributes: device ID, O

risk due to

he same.

hg).

or Device

completed

b versions,

manufacturer, make, model, S/N, asset tag ID, and PHI attributes.

— If third-party manufacturers are used, device ID shall be technically and legally protected, consistent
with applicable requirements.

43514

Functions of the device ID

The function requirements of the device ID are as follows:

— Shall be used for tracking device attributes by the deploying organization.
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— Shall be used for identification of devices for service and support purposes by the deploying
organization or manufacturer.

— Shall be used for management of device lifecycle (e.g., shelf life) by the deploying organization or
manufacturer.

43.51.5

The functi

Functions not suitable for device ID

ons that are unsuitable for the device ID are as follows:

— Although device IDs should be unique to each device manufactured, manufacturers shall not use
them to support security and cryptographic functions.

TE—Device IDs follow a set pattern and are predictable; therefore, using them as the basi
ptographic functions nullifies the benefits of strong cryptography.

curity and lifetime requirements for device IDs and cryptographic certificates afe fund
fferent. The requirements may utilize related technologies and implementations; how
all be distinct from each other.

pnnufacturers may embed device IDs in a certificate as supplemental/information. Fof
hen using X.509 certificates, custom fields or extensions can be tised to store the ID.

rtificates need to fulfill a set of requirements that device IDs{cannot fulfill:

Devices shall secure certificates and keep them secrétideally generated as a public/
pair with the private key generated and remainingen the device (i.e., the key is neve
and the public key is shared].

Devices shall have a limited life and suppert revocation and re-issuance.

Devices shall allow multiple certificates*per device to support differing functions (sg
code signing, encrypted communication, authentication, authorization, etc.).

ommissioning

ed point in the CloT device lifecycle, the current operator of the device may determi
reached the end of its;useful life within the organization. It is widespread practice for CI
ved from service from one organization and resold (through third-party organization|
bns. The decommissioning process is the sequence of events that shall occur to help ver
moves all identifying material (e.g., certificates, public keys, W3C decentralized identi

N
Cry
— Se
di
sh
— M
W
—  Cq
1)

2)

3)
4.3.6 Deq
At a defin
device has
to be rem
organizati
operator 1§
the CIoT
being red
Since the

evice thatwas created and issued in the processes of onboarding and using the device
loyed orresold.

for strong

amentally
ever, they

example,

rivate key
r exposed)

cure boot,

he that the
bT devices
5) to other
fy that the
fiers) from
prior to it

hl work to

aré many varieties of major operating systems, and each requires significant manu

arrange the material in accordance with HIPAA and HITECH requirements or to the standards of GDPR for
demonstrable proof to a Supervisory Authority under Article 36 [B8], the manufacturer shall have the device
itself perform the erasure of operator-installed or configured identifiers and certificates.

Subclause

6.12 provides greater detail on decommissioning processes.

4.3.6.1 Practices and processes

The manufacturer shall reflect the following requirements (4.3.6.1.1) in their internal practices and processes.
The manufacturer shall assign owners, typically in the form of roles, to each of the required activities.
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Recycling/repurposing

When recycling or repurposing technology, technology companies such as parts recyclers, qualified disposal
organizations, resellers, or remanufacturers, shall establish full traceability forward and backward as it relates
to being able to determine initial use, new use, and end-of-life. It is critical that technology that has reached
end-of-life, shall be disposed of or decommissioned such that the technology cannot be consumed by another
technology, where that recent technology functions in the same or near-same way as previously defined.

Further, if end-of-life technology is deemed viable for repurposing, then all previous data that might be linked
with a patient, or configurations, certificates, or identities linking to a specific care provider and/or EHR
system, shall be destroyed by the recycling/repurposing organization, where destruction of that data can be
confirmed through testing and validation practices. Lastly, the organization responsible for the

recycling/

repurposing of the device shall maintain data associated with the appropriate decommis

sioning or

destructio

The recyc
standards
shall inclyj
a) Rd
b) W
c¢) Rg
d) Ui
e) Td

f)  Cieating and maintaining documentation around@ll actions performed on the device.

g) Rd

4.4 Mac

Whereas f|
services, t
to in this
types of ef
referred td
componen
device and
a healthca]
and uses 1

h of a device.

er or reseller organizations shall perform a full erasure and rebuild of the device) fo’ fact
hs part of the refurbishment process before selling or deploying the device to‘amew cust
de the following:

placement of persistent storage.
iping of all non-replaceable storage to NIST SP 800-88 Rev. 1 [B42] (or equivalent) st
installation or resetting of the operating environment to factory parameters.
bdating the device to the most current firmware version.

sting the device to verify that it meets operational parameters set by the manufacturer.

moval of organization electronic identifiers; certificates, and asset tags.

o view—Inter-device and systems

raditional identity management has been concerned primarily with people interacting
ne trust and identity ecasystem of CloT includes people, organizations, and devices (PO
tandard as TriPOD~Thus, the environment that is in scope for this standard encompass
tities and the trust and identity interactions that take place among them. Figure 4 uses or
as “Hospital t@Home” in Annex B of this standard to illustrate the CIoT environmg
ts that aren-scope for compliance. In this scenario, a manufacturer produces a portal
markets that device for patient use outside of a clinical setting. A clinician prescribes 4
fe cliniea care plan that includes this type of portable device, and the patient acquires
in‘their home setting.

OI'y “new7?
mer. This

ndards.

vith online
), referred
s all three
e scenario
nt and the
le clinical
patient of
the device

Figure 5, Figure 6, and Figure 7 address each of the three entities separately and provide examples of their
trust and identity interactions within the context of the “Hospital @Home” use case (UC).
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Hospital @Home Use Case

(People, Organizations, Devices)

0

Figure 4—Trust and identity interactions of people, organizations, and devices
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in the CloT Hospital @Home use)case

dresses the “people” component of the Hospital (@Home use case for trust and identity
s. As indicated above, the Hospital @Homg(scenario centers around a clinician prg
a clinic a portable clinical device for use in a home setting. The first identity event t
tlinic’s electronic systems establish the (atient’s identity. An application on a remote
bl the portable device that the patient takeés home. In this case, the patient and a clinician
stablishing their identities in the application and performing a pairing of the remote con|
le clinical device. Identity establishment involves the creation of credentials, and the {
aregiver will use these credentials to authenticate to the remote controller in g
S.

roviders of applications that enable patient credential creation and device pairing shall i
andard security (mechanisms such as multi-factor authentication (MFA) and token-ba
plications. The clinical device may upload its data to the cloud storage of the device maj
atient, clifieian/caregiver, and a Healthcare Practitioner from the patient’s clinic will ng
ties estdblished in the device manufacturer’s electronic systems so they may later auther
from the'device. The Healthcare Practitioner will also need to establish their identity to th
ork~“~which may be through a Gateway—to communicate directly with the portal

events and
scribing a
hkes place
controller
/caregiver
troller and
atient and
ubsequent

corporate
sed access
nufacturer.
ed to have
hticate and
e patient’s
le clinical

device. O

4] 1L 1l D oo 2 ba | i . bealelel s S ) s 41 e h
LUUITTICAIUIU AT U T TAUHTUHUIICT S TUUITIUL Y T US TAUTIS THICUL ~ UIU PT AULIUTUTICT U alr authentreate to the

Gateway for subsequent interactions. Solution Providers of applications that enable people to have trust and
identity interactions within the CloT environment shall incorporate industry-standard security mechanisms
such as MFA and token-based access into the applications.
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Figurp 5—Trust and identity events of people in the “Hospital@Home” use cage

Figure 6 {lepicts the trust and identity events and interactions that)involve “organizations.” The device
manufactyrer will need to communicate with the device for a variéty of reasons such as to install ppdates or
troubleshqot problems. Thus, the device manufacturer will need,to design and/or implement a progess to on-

board theif identity to both the patient’s home network and,the network of the patient’s clinic/ca;le provider
to enable ¢ommunication with a device in either of thesg locations. Once the manufacturer estab

ishes their

identity t¢ these networks, the manufacturer shallluse their credentials to authenticate in qubsequent
interactior]s. The device manufacturer shall adhereito the trust and identity requirements enumergted in 4.3

of this doqument to be TIPPSS compliant.
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Figure 6—Trust and identity events of organizations in the “Hospital @Home” use case
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Figure 7 illustrates the trust and identity events and interactions that involve “devices.” In the context of
Figure 6, devices/things include both hardware and software and represent the largest number of identity
interactions of the three TriPOD entities. The clinical device begins its “life” by having its identity
established/registered in the manufacturer’s systems. Within the home setting, the CIoT device shall be on-
boarded to the patient’s local area network (LAN) and Gateway, and the device shall be paired with the
Remote Controller. Gateways establish their identity to systems and services that exist at both the
manufacturer and the clinic/care provider. In addition, the manufacturer shall register the clinic/care
provider’s identity to enable bilateral, authenticated communication. CloT devices/things shall adhere to the
requirements enumerated in 4.3 and 4.4 of this document to be TIPPSS compliant within the CIloT
environment.
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Figure 7—Trust and identity(events of devices in the “Hospital @Home” use case

4.4.1 Usgr-managed software
User-mangged software. 1. software that connects to or interacts with a CIoT device. The device|may store

the softwqre on local disk storage or in the cloud. The location where the software executes is determined
and managed by the user (operator).

Manufactyrers) of user-managed software shall supply, or link to, an SBOM that provides a qualilfied list of
all software components [iNcCIUding programs, librarics, and software development Kits 5J] on which

the software is dependent.

Since software and vulnerability naming and versioning can be inconsistent between platforms, tools, and
reference databases, manufacturers shall use commonly used conventions for naming and versioning, and
standardized data formats to exchange SBOM data.

4.4.1.1 Practices and processes

The manufacturer shall reflect the following requirements in their internal practices and processes. The
manufacturer shall assign owners, typically in the form of roles, to each of the required activities.
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Software updates

Before applying any software updates on a device, the update process shall authenticate the following:

a)  The source of the update command—If an automated interface triggers a software update process, it
should validate the origin of the update command/instruction. The device shall log and retain all
software update commands.

b)  The source of the sofiware update image—The device shall validate the source of any software
update image prior to downloading it to the device.

c)  The integrity of the software update image—Software update processes shall have a mechanism to
validate the integrity of the received update image file. The software update process shall validate

th

o imagP prinr o applving any npdated imngP to the device

The updat

operationg.

441.1.2

Healthcarg
services i
healthcare
intended f
hardware
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Examples
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Software as a Medical Device (SaMD)

experiences provided through traditional and novel infrastructure, platforms, virtual 1|

volve an array of technology, including but not limited to‘hardware, devices, and sof
ecosystem is also rapidly evolving and growing in thesutilization of SaMD. SaMD i
or use in one or more medical purposes that performs. these purposes without being
medical device. SaMD is not software integral ¢o\a medical device, or software u
ring or maintenance of a medical device. Novel trust'and identity issues are emerging in 4
D that do not exist in non-medical systems, and that do not exist in medical devices, an
dressed by the manufacturer for the benefit'of the protection and safety of humans.

of SaMD include software with a medical purpose that operates on a general-purpose
r software connected to a hardware'medical device, but the device does not need it to i
accessory to the device.

ng trust

y (see definition for an entity in 3.1.4) in the IoT model shall establish a trust relations
o data, which may)include confidential and privacy-restricted information. A CloT dg
mmunication and, therefore, the establishment of trust with many different entities t
inction thfeughout its device lifecycle. These entities could include those used to secure
ion the:device and connect to networking devices, gateways, controllers, servers, and ap

In additio
caregiver

to trust relationships established with hardware and software components, various use
technicians, and vendors, may need to interact with the IoT device. Figure 8 illustrat

hd distinct

eality, and
ware. The
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part of a
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computing
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Figure 9—CloT device lifecycle roles

This standard does not dictate the specific implementation of Zero Trust principles but does embrace the
intent and goals of a Zero Trust approach. Zero Trust is not a standard, but an approach to protecting devices
and establishing secure communications between entities in a Zero Trust Architecture (ZTA). ZTA advocates
that no component of the system should implicitly trust another; rather it should challenge any access to any
secured entity or its data, continuously verify access, and grant only the access required per its role or
function.
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Each trust relationship is unique and may, therefore, employ the same or different methods, including identity
credentials. Each trust relationship shall include the following core elements: authentication, identity,
context, authorization, and audit/accounting.

4.4.2 Authentication

Authentication provides evidence that the entity is what or who it has declared itself to be. There are multiple
forms of identity and different methods to convey and verify those credentials by peer or hierarchical entities,
which may interact with the primary entity and establish a trust relationship. Authenticity is the basis for
establishing trust in the data coming from a device.

Speciﬁc use_cases determine which forms of identitv and convevance methods are apprnpriatp bhased on the

entity andfuse case.

4.4.3 Identity

Identity isjan essential component of authentication. While some authenticating systéms may leverpge device
identifiers| not all identifiers express a true and verifiable identity of the deviceMAn example is MAC-based
“authenticption” or MAC Authentication Bypass (MAB) methods, which use the network addfess of the
device to flistinguish the device. Manufacturers shall not use this as a-unique identifier since otler devices
can easily| spoof or duplicate the value. Similarly, the use of shared“keys such as pre-shared key (PSK)
mechanisths cannot uniquely identify an individual entity ufiless the key is unique to that entity.
Consequently, these mechanisms do not represent true authentication.

To proper]y authenticate a CIoT entity, the CloT device-otuser shall have a unique verifiable identity. An
identity nfay include one or more unique identifiers such as a PKI certificate, key, usernamd/password
credentialg, and biometrics. The CloT device shall maintain its identity over its device lifecycle fo improve
resilience |and help prevent misuse due to compromise. Identity maintenance operations shoulld include
password fomplexity and periodic updates, certificate expiry, renewal, and revocation. Identity asdertions, as
provided by Single Sign-On (SSO), such.as OAuth or tokenized mechanisms like Kerberos, shafll undergo
continuou verification after successful session establishment by the device.

The depldying organization shall consider the sensitivity and impact of compromise in deterthining the
inherent strength of the identity: Strength can be measured based on cipher strength, key lpngths for
certificates, key/credential length, and complexity.

The authgntication framework includes the components and systems used to communicate gnd verify
identities, | such as™ydentity management systems, including identity stores, PKI infrastrug¢ture, and
decentralifed identifier (DID) systems.

4.4.4 Context

In addition to identity, context is a critical factor in establishing trust. Context includes variable factors and
attributes such as the following:

a) Location—Where are the device, peer, or hierarchy located? Is the originating location of the device
or user expected or in a trusted domain?

b) Date/Time—When is a trust established? Is the communication occurring during expected hours of
operation?

¢) Communication method—Is the device or user connecting from an expected or approved method or
medium?
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d) Compliance—Is the device compliant as determined through direct communication or reference to a
trusted third-party system?

e) Risk—Is the device known to be vulnerable due to hardware/software versions, lack of patching, or
lack of other protective agents or methods?

f)  Behavior—Is the device communicating as expected?

For existing devices that lack identity or authentication ability, the use of context becomes a critical factor in
establishing trust. While this standard is based on the use of an explicit identity to establish trust and secure
communications, it does recognize the potential need to elevate trust and increase security for legacy devices.
To the extent that legacy devices do not implement the requirements listed in this standard, trust and security
may be compromised. Stronger trust relationships can be established by incorporating both explicit and

durable idfmtity combined with multiple contextual 1actors as listed in a) thirough 1) above.

4.4.5 Authorization

Authoriza

other entitly in the CloT architecture based on its role. each CloT device has a specific role and sh
specific pgrmissions to accomplish its core function in healthcare delivery. Likewise, different sy

personas i
user, othe
necessary

concept. Hurthermore, access permissions to any other entity, including its configurations or dat
commensyrate with the role of the entity as determined by thé,deploying organization. This con
basis of rdle-based access control (RBAC).

Authorizal

4.4.6 Acgounting/Audit

Accounting is the process of auditing-aceess to the device, remote server, or entity in the [oT sy

includes t
processes

a) D

communicate the data from the device.

ion is the process of establishing permissions to the device, user, server; application/

hteract with the device, and each for a different reason. To reduce the risk to or from a
[ entity, or to the data held or communicated, the CloT<system shall only grant p
for the IoT entity to perform its essential functions. This.is the principle of least privilg

ion is a function of identity as well as context.

he servers or applications that manage and contain the data from the device. Key 3
nclude the following:

bvices and users'shall authenticate to devices or the servers that manage the device o

eploying/organizations shall grant each recipient or user of the device only the privilegg
performnthe required function, and those in conformance with regulations.

bvices and/or supporting systems, such as servers, shall record all access to the CI

kervice, or
all require
stems and
ny device,
ermissions
ze (PoLP)
A, shall be
cept is the

stem. This
ccounting

r hold and

s required

T device,

b) D
to
¢c) D
W

functioning of the device.

hether to receive data from the device, add dafa fo the device, or manipulate the configuration or

The device manufacturer shall design the discrete CloT device network connection such that it is
continuously monitored, and the session automatically terminated based on the explicit completion of the
data exchange, by the direct intervention of the communicating peers, or by a timer based on the risk of
exposure of an untrusted entity from making an unauthorized connection to one of the peers through the
exploitation of a previously authenticated session.
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4.4.7 Device onboarding

The manufacturer may provision device bootstrapping information to the device during the manufacturing
process. The manufacturer shall provide the information to the device before it initiates the onboarding
process. This information pertains only to the device and, once installed, should not change over the lifetime
of the device unless it is reprogrammed by the manufacturer.

Device bootstrapping information should include identifiers, keying material, and additional data required to
establish mutual trust between the device and the onboarding network, such as the following:

a)

b)

Device identifier (e.g., X.509 certificate—DevID, X.509 iDevID per IEEE Std 802.1AR [B17],
Device Identifier Composition Engine [DICE] Compound Device Identifier [CDI])

Sdcret (e.g., private key, public/private Key pair, pre-shared key). Secrets shall be unique. JAs such, a
PJK shall implement a unique key per device, such as Identity PSK (iPSK), Private RSKY(PPSK), or
dyjnamic PSK.

Sdrial number—the unique serial number assigned to the device.
D¢vice information declaration or similar mechanism such as a voucher r€guest.

Mpnufacturer Authorized Signing Authority (MASA) URI.

NOTE—THe device information declaration is the responsibility of the manufacturer, and the manufacturer fnay include
it with the device. The manufacturer may also sign it and provide it to the network onboarding component fqgr the owner
for use during onboarding. This is to allow the IoT device to establish trust with the network as a precyirsor to the
acquisition jof onboarding credentials. Device information declaration.is optional if the trust relationship is ope-way and
the IoT device does not require verification of the onboarding owner or network. Mutual trust between the| IoT device

and the netywork onboarding component requires device information declaration.

Various standards, such as Bootstrapping Remote Secure Key Infrastructure (BRSKI) and Devicg Identifier
Composition Engine (DICE), detail methods to establish identity and securely bootstrap CloT devices to the
network. Key tenets of these architectures include the establishment of identity and trust betweep a device
and its owper, to enable at scale the secure transfer of ownership, and to provide an audit of owndrship. The
BRSKI apd DICE standards are not mutually exclusive, and one or more elements of each may be
implemented simultaneously. While-this“standard does not mandate a specific identity and dnboarding
standard, it does mandate the implementation of identity assertion and trust establishment as outlingd in these

standards fo include the following:

The manufacturer(shall assign a unique identity or secret to the device that is uncorrplated and
statistically unique:

The unique manufacturer device identity or secret should be at least 256 bits and havg the same
sefurity.steehgth used in derived identities.

Thewunique manufacturer device identity shall not change over the lifetime of the device unless
reprogrammed by the manuiacturer.

Manufacturers shall store the identity or secret in a manner that prevents tampering, such as non-
volatile write-once storage or electronic fuse (eFuse) memory.

Manufacturers shall safeguard secrets in a secure storage element that prevents them from being
extracted, tampered with, or modified without detection. Since device bootstrapping credentials
should not change over the lifetime of the device, and if the credential is a certificate, the certificate
should not expire for the expected and documented life of the product.

The unique manufacturer-assigned identity should be used to bootstrap the device and provision new
identities for trust establishment for higher layer services, but not directly for trust establishment.
This process enables multiple unique derived identities to be generated and reprovisioned for
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different trust relationships, including network authentication, device attestation, firmware and
software updates, and secure communications with services, applications, and users.

NOTE—DICE enables even the smallest and least computationally equipped devices to implement strong identity and
secure device updates. DICE works by organizing the boot process into layers and creating secrets unique to each layer
and configuration based on a unique device secret (UDS). DICE produces a Compound Device Identifier (CDI) using a
simple cryptographic one-way key derivation based on the UDS and the identity of the boot code. Successive boot and
application layers implement a similar process by which the next layer’s identity is derived based on the previous layer’s
identity and software. Additional security is provided by implementing power-on latch functions such that lower layer
identities are only available temporarily after the device reset, and identities for a prior layer are deleted from memory
before passing control to the next layer.

The bootstrapping process shall provide mechanisms to support the establishment of mutual trust between
the device and the onboarding network (device owner) that include the following elements:

— The onboarding component or registrar ascertains the identity of the candidate devicé.

— THRQe onboarding component or registrar ascertains whether the onboarding demain|owns the
candidate device and can authorize it to enroll or onboard to the owner’s network.

— THhe device ascertains the identity of the onboarding component or registrar,

— The device ascertains whether the currently connected network is a valid and authorized petwork to
join.

To supporttt security capabilities such as proof of ownership and to,ettboard only to authorized networks, a
device shgll include a device information declaration or similar{meéchanism such as a voucher [request as
specified in IETF RFC 8995 [B11]. A device information declaration or similar mechanism alloys the IoT
device to donsult the device ownership information to determitiewhether the network that is trying fo onboard
the device]also owns it. If so, this provides assurance that the acquired device can be onboarded and used on
this netwdrk. If the owner of the device does not own ‘the network that is trying to onboard the dlevice, the
IoT devic¢ should consult the list of authorized onbgarders in the device information declaration to verify
that the onboarding network is owned by one of th&-entities authorized to onboard it.

Among thp information asserted in the devicésinformation declaration may be the following:

—  Cartificate of the device ownler;

—  Cqrtificates of all entities\(if any) that the device owner has authorized to onboard the [device (in
addition to the devic¢ oywner).

Creation gnd maintenance ‘of the device information declaration shall be the responsibility of the device
manufactyrer (whichtis-the first owner of the device), and as the owner of the device is transferred from one
entity to gnother 'during the device lifecycle, any ownership information that is present in the device
informatidn declaration shall be kept up to date, with each change of ownership clearly recorded by the
deploying|orgarization.

During the bootstrapping process, the device communicates with the network onboarding component of the
network. After both the device and the network onboarding component authenticate, then the device and the
network onboarding component establish a secure channel. The network onboarding component then uses
the secure channel to provision the device’s onboarding credentials to the device. The new credential
establishes the identity and ownership of the onboarded device. This credential (e.g., X.509 iDevld as
referenced in IEEE Std 802.1AR [B17] or a certificate signed by the device owner domain CA) establishes
the device’s identity on the owner network. The credentials shall be renewable by the deploying organization
to help prevent compromise. In the case of a certificate credential, the certificate shall have an expiry and be
renewable by the current owner. Additionally, the owner authenticating identity store or domain CA shall
have the ability to revoke the credential or certificate as required based on retirement or transfer of the device
or due to potential compromise of the device.
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When onboarding is complete, the device has been provided the information it needs to connect to the local
network, such as a network SSID and Extended Authentication Profile (EAP) profile and device certificate,
and the new domain can manage it. The bootstrapping and onboarding process should only recur if the user
resets the device to factory defaults, or if ownership transfers to a new domain and owner.

The network access control systems, such as switches, controllers, routers, firewalls, or gateways should
provision Access Control Lists (ACLs) to limit the device’s communications to only those required for it to

perform it:

s intended function.

To facilitate the generation and provisioning of access control policies, device manufacturers should provide
prescriptive guidance regarding the required communication profile of the devices manufactured. This
manufacturer-driven policy serves to simplify and automate the PoOLP based on detailed knowledge of the

device’s €

pected communications. Manufacturer usage description (MUD) is an example fram

ework that

enables vd

on a MUID File Server define a device’s expected communication profile in a form that allows

into acces

control lists (ACLs) that networks and associated security mechanisms can enforce.

The MUD) solution consists of the following three components at its core:
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URL that an IoT device emits when it connects to the network using’methods like DI
ayer Discovery Protocol (LLDP), or attributes in the certificate.

n Internet-hosted file, also known as a MUD file, that this_JURL points to. This file ¢
pstracted policy that describes the level of communication access that the IoT devic
erform its normal function.

core process that receives the URL from the IoT device, retrieves the file from the
erver, and establishes appropriate access controls’in the network for that IoT device.

nt of the methods used to determine and.apply access controls, the deploying organiz,
e behavior of each device and that of its\peers for anomalous and unexpected communi
Factices and processes

rding a device:

e operator shall move the device into inventory using existing supply chain processes.
e operator shallregister the device into inventory using existing asset management pro
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e configuration and receive them.
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nfigurations, and software updates, the operator shall connect it to the existing system t¢ complete

d If

devices use a wireless network for configuration that 1solates the device irom other dev

ces on the

network, no inbound connections from other networks shall be allowed by the deploying
organization.

e) If the device does not require connection to an existing system, the operator shall connect it to an
isolated network to configure, secure, patch, and update to remediate vulnerabilities.

f)  After connecting to the network, the operator shall connect the device to other systems to interface
with to get what it needs to complete configuration, such as Digital Imaging and Communications in

M

edicine (DICOM), FHIR, or HL7 configurations to send/receive data.
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4.4.7.2 Device identities

Mutual authentication between IoT devices and IoT servers is an important part of secure [oT systems. PKI
certificates are an example of one of the most common and recommended methods to enable secure
communication and control access to IoT devices and services.

Using PKI, one can provide trusted identities to IoT devices and services, allowing authenticated and
encrypted communication without pre-determined cryptographic keys. PKI also supports the use of
authorization certificates that authorize the certificate holder (a device or a service) to access a certain
resource or to belong to a specific group.

When designing a PKI certificate management process, manufacturers shall establish and maintain trust in
the [oT devices and servers thrmlghmlt the entire device lifecvcle and shall seamlessly control their identities.
This mear]s that manufacturers shall establish trusted identities for the device, server, or theirfcgmponents
early in thg product lifecycle.

Each IoT {levice shall go through the following steps:

— TRe IoT device registers on the IoT server.
— TRe 10T server issues a PKI certificate for the device.

— Prpvisioning of the certificate (and optionally of the private/key) to the intended IoT device and
sepver in a secure way. NIST SP 800-130 [B43] describes niethods on how to accomplish this.

4.4.7.3 Sgecret material protection

Systems nged to have the ability to protect critical informiation about subjects from unauthorized efxposure to
both interpal and external threat actors. It is also critical that the processes used to manage the mechanisms
used to prptect this information, such as encryptiori“and cryptographic hashing, have a commens}irate level
of protection based on established and tested industry standards.

4.4.7.3.1|Provisioning

Provisioning of certificates shall*use a process aligned with NIST SP 800-57 [B40] during the device
production or deployment pracess to help prevent certificate exposure.

Organizatjons shall implement secure certificate management processes to mitigate the risks of improperly
provisiondd certifieates.

4.4.7.3.2 |Protecting secure material on the device

Device manufacturers shall implement the Trusted Platform Module (TPM) standard (or equivalent), which
enables the generation of cryptographic keys and other services that help protect the interactions between
subassembly components.

—  Device manufacturers shall perform in-circuit testing, burn-in testing, and functional testing prior to
field deployment of those devices.

—  Device manufacturers shall perform authenticity checks on all credentials, passwords, and certificates
used to access secured material on the device.

— Device manufacturers shall deny access to secured material if the authenticity checks fail.
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— Device manufacturers shall use cryptography, encryption, and digital signatures, either by themselves
or encompassed in protocols such as Kerberos, OAuth2, or SAML, to provide assurance and non-
repudiation of the identities used to access secured information.

— Device manufacturers shall deny access to secure material if non-repudiation checks fail.

4.4.7.3.3 Confidentiality/Privacy

Encryption/Decryption methods, cryptographic hashing, and digital signatures shall utilize algorithms,
methods, and key lengths discussed in ISO/IEC 19790:2012 [B25] and ISO/IEC 24759:2014 [B28] to protect
secured material.

s, and key

Device mgnufacturers shall not use methods, algorithms, and key lengths not permitted by NIS[T SP 800-
131A [B44], or not discussed in ISO/IEC 19790:2012 [B25] and ISO/IEC 24759:2014.[B28].

4.4.7.4 System management

The systerps used to perform these functions need to initialize into a known good state utilizing software and
hardware that provides reasonable and appropriate protection against ‘tampering. Common proyided anti-
tampering|techniques include encryption, hashing, and digital signatures in hardware and softwdre. This is
so users dan trust the system to be a reasonable and appropriate guarantor of trusted informption. The
techniqueg of code signing and secure boot, along with the proper usage of encryption and hashing
techniqueq, can help ensure that the system functions as.a-tfust anchor.

4.4.7.4.1|Code signing

Code sign|ng is the act of authenticating that actors have not tampered with or maliciously altered software,
where the jowner/creator of the (centralized versus decentralized) software sign all released softwgre using a
system inyolving a pair of keys, one public and one private, at a minimum.

4.4.7.4.2|Secure boot

Secure bopting is a standard adopted by the computer industry to initialize a computer into a knjown good
and securqd state using trusted software as determined by the computer manufacturer. Accordingly| computer
manufactyrers shall utilize secure boot practices with boot software that is appropriately signedl and then
validated at beot time, such that control can be handed from the boot software to the computer operating

N TICOTEC 10670.0N15 D241 J. +los
System (Oa}. T C 17075 200 D25 aISCUSSCSthis:

4.4.7.4.3 Trust anchors

The result of the utilization of these techniques is an authoritative entity that infers trust from the usage of
numerous protection techniques to help ensure system integrity. This is known as a trust anchor. NIST [B40]
defines this as “An authoritative entity for which trust is assumed.” The usage of approved
encryption/hashing/digital signature algorithms and key lengths in software and hardware, along with Code
signing and Secure boot techniques, provide a base for proving this assumption correct.
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4.4.7.5 Tokens

In many systems, once authenticated, the user shall obtain an access token. Tokens are pieces of data that
allow application systems to perform the authorization and authentication process.

a)  Access token: Access tokens are credentials used to access protected resources. Systems can use
access tokens as bearer tokens. A bearer token means that the bearer (who holds the access token)
can access authorized resources without further identification.

b) Refresh token: Access tokens may be valid for a short amount of time. Once the token expires, client
applications can use a refresh token to “refresh” the access token. That is, a refresh token is a
credential artifact that lets a client application get new access tokens without having to ask the user

to

log in again.
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visioning

hg is the process of managing access and entitlements to data and resources and mal
o users, 'devices, and systems. It may involve correlating different identifiers that exist
hg targets to a single identity. There are a couple of approaches to provisioning that ar
ofythe provisioning process. One is just-in-time provisioning, and the other is j

rmissions

devices.

1 profiles.
pwner and
1 services.
e assigned
bilities by
nder what
mplete set
ramework
ations and
11 the data
n a single
ded in an
hages. The
ponsibility
necessary

king them
n separate
b based on
Ist-in-case

provisioni

T JUSt=IT=tTITE ProOVISIOIITE TIEATTs TTEKITTE Al [HeITtity KITOWIT t0 OteT SYSterTs at the po

int in time

that the first attempted access to those systems occurs. Just-in-case provisioning refers to pre-loading all the
identities that might potentially need access to a particular system and would be appropriate in situations
where the timing of the first authentication for the identity is unpredictable and the need for prompt access is

critical. A

periodic purge of unused identities shall follow just-in-case provisioning.

4.4.8.1 Practices and processes

NIST SP 800-63-3 [B40] describes the industry best practices and standards that organizations and people

can use to

provision and manage access to systems and devices.

63
Copyright © 2024 IEEE and ULSE. All rights reserved.


https://ulnorm.com/api/?name=UL 2933 2024.pdf

IEEE Std 2933-2024/UL 2933:2024

IEEE/UL Standard for Clinical Internet of Things (loT) Data and Device Interoperability with TIPPSS-Trust, Identity,

4.48.1.1

Privacy, Protection, Safety, and Security

Device usage

The use of a device occurs according to the declaration and validation of the device’s intended use.
Specifically, medical/healthcare devices such as those validated by the FDA or under MDR/IVDR require a
declaration of and compliance with their intended use. Devices used outside the declared or intended uses
are off-label, where users of off-label devices are subject to increased risks. Further, device manufacturers
shall verify the intended use of their devices to help reduce risks to users.

Within the scope for devices used as intended, the use of those devices involves nine steps within and outside
of the device manufacturing environment:

a)  Device manufacturers shall collect and maintain device records.

b) D
15

c) D
d D
e) D
f) D
g D
h) D

i If
m|

Depending
Manufacty
deviations

448.2P

Device m
standards

Reuse

Reuse of t
current ca

Fvice records shall include all data related to the assembly/manufacturing ot the device
work, testing, and validation).

bvices shall log and audit authenticated access to devices for operational and maintenancg
pvices shall log all failed attempts to access the device.

pvices shall respond to valid commands from the device user.

bvices shall provide appropriate status notifications and alerts to device users.

bvices shall follow configuration commands and directives to stote and process informal

enabled, devices shall send telemetry, logging,“and auditing data to a configurat
bnitoring system for monitoring and diagnostics'purposes.

b on the device use case, risk, and availableresources, regulators may not require all of
rers shall follow a formal requirement process and shall document any decisions,
from the previous list.

Factices and processes

hnufacturers shall gemply with AAMI TIR57:2016 [B2] and all associated best pra
for applicable use-cases and usage scenarios.

bacity/and/or at its current location. It requires the deprovisioning of the device from

location a

(including

purposes.

tion.

pvices shall alert device users when an adverse device ot'security event occurs that compromises
TIPPSS principles.

on and/or

the above.
especially

ictices and

he deviee occurs when the operator/user determines that the device is no longer to be utilized in its

its current

hd cpfﬁng and rpprnvic;nninn of it at its new location. There are two distinct fvppc of
=}

euse. The

first type 1

s reuse within the same organization, in which case the following applies:

— If the device requires connection to an existing system to utilize device and security configurations,
and software updates, the operator shall disconnect from the existing system to remove existing
configurations.

— The operator shall disconnect from other existing interfacing systems, such as DICOM, FHIR, or
HL7.

—  The operator shall remove any other site-specific configurations.

—  The operator shall follow best practices for onboarding a device in 4.4.7 to prepare the device for

us

age in its new function and capacity.
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d type is reuse outside the organization, in which case the following applies:

— If the device requires connection to an existing system to utilize device and security configurations
and software updates, the operator shall disconnect from the existing system to remove existing
configurations.

—  The operator shall disconnect from other existing interfacing systems, such as DICOM, FHIR, or
HL7.

— The operator shall remove any credentials, certificates, and identity-specific information from the
device.

—  The operator shall remove any other site-specific configurations.

—  Theoperatorstattsamtize-thedeviceto NEST-SP-860=-88Rev—1+B42For ISOAEC27901 Media

H

— TH
dd

— T}

ri§

indling (A.8.3) standards to remove any configuration information or residual identity

e operator should replace persistent storage media to reduce the risk of data remain
vice.

e operator should reinstall operating systems and application software on the devices to
ks of non-default configurations, data, and system libraries presenting isSues.

— T}
n

ork management and security systems.

jata.

Ing on the

reduce the

e operator shall remove any configuration data, such as MAC Addresses or device identiffiers, from

—  The operator shall remove devices from any inventory, supply chain, and asset managemeit systems.

4.4.9 Deprovisioning

Deprovisi
security of
removal o
deprovisid
when moy
to work in|

A best prg
rather that
inappropri
automatic
that usern
deprovisig
practice w|
grace peri

ning is the removal of access to provisioned'services and plays a key role in maint
electronic systems. It can be part of the decommissioning process. Decommissioning rg
[ a device from service, while deprovisioning refers to the removal of entitlements and
ned device can remain in service. Itis often best practice in organizations to deprovisid
ing it between locations, as just.moving it may cause issues with the device still being
a previous role. It is also best.practice to deprovision a device before resale.

ctice with respect to deprovisioning is to remove the entitlements and authorizations
| just disabling the authentication credential. This decreases the potential for someond
ate access, as would-be the case if an organization recycles usernames and the new “joh

hme. It is important to have clearly documented and published rules and time limits
ning, forinstance, specifying under what circumstances one loses eligibility to Service
puld be'to send “pending service expiration” notifications or reminders to an individual

pd time. Not only does this build trust with users, but it also prevents the extra work of

aining the
fers to the
access. A
n a device
onfigured

0 services
to inherit
hdoe” user

111y has accessito all the services that the old “johndoe” had because the entitlements stilll exist for

regarding
X. A best
Huring that
reinstating

access if

mistake is made regarding eligibility or the user’s eligibility changes during the grace

eriod.

Users shal

1 be able to deprovision unauthorized or expired access.

Subclause 6.12.2 discusses deprovisioning processes and practices as part of the decommissioning process.
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5. Privacy

5.1 Overview

Privacy is defined by the National Institute of Standards and Technology as “assurance that the confidentiality
of, and access to, certain information about an entity is protected.” In the connected healthcare domain,
privacy includes safeguarding individuals against potentially harmful or problematic activities related to
unauthorized access to personal information, including all types of personally identifiable information (PII)
and protected health information (PHI) collection, processing, and dissemination.

Addressin
IoT-based|systems in the healthcare domain. CloT systems require an appreciation of both the g

rivacy requirements in CloT data and device interoperability is vital to developing tru

st in using
thical and

legal miligu as well as the sociopolitical landscape. One of the issues related to the limited-adopfiion of IoT

applications among end-users is the lack of trust in IoT devices concerning data protection, pr|
safety.

The recompmendations in this clause detail how to incorporate privacy by design‘and help maintg

throughoul
recommer
follows:
a) D
b) P

de
c) D

P
d) Py

re
e) A

re
f) C
This list 1
regulation|
not consti
responsibll

t the data and device lifecycles for CloT devices. Figure 10 depiets the approach thi
ds for preserving privacy in CIoT. There are six key elements that are all interrelated. T

ita protection frameworks: Considering data protectiondtameworks from around the wq

jvacy by design: Depicting the fact that privacy needs consideration throughout the lifec
vice and system design.

ita lifecycle: Privacy needs consideration throughout the full data lifecycle (data gatherin
beessing, and retention/destruction).

jvacy Impact Assessment (PIA): A-~framework to support developers in addressin
juirements.

laptive privacy solutions: Any privacy control measures put in place need to be ad
configurable to address futire'privacy risks.

ntext: The context or domain needs to be clear to assess privacy considerations.

s not exclusive{ Users of IEEE Standards documents should consult all applicable
5, including those related to data privacy. Compliance with the provisions of this docu
tute complianice with applicable regulatory requirements. Implementers of this st3
e for observing all such laws and regulations.

jvacy, and

in privacy
s standard
hey are as

rld.
ycle of the

o, sharing,

g privacy

hptive and

laws and
ment does
ndard are
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5.2 Privacy requirements identification

The privad

Privacy, Protection, Safety, and Security

Data Protection
frameworks (HIPAA,
GDPR, ...)

Context (e.g. CloT

Interoperability) Privacy by Design

Ddld liie LyLie (Ddid
gathering, sharing
processing and
retention)

Adaptive Privacy
solutions to mitigate
future risks

Privacy Impact
assessment

Figure 10 —Privacy overview

of this clause is twofold. First, it identifies privacy r€quirements for CIoT in data 4
bility. Second, it develops a Privacy Impact Assessment (PIA) framework or cust
IA intended to help a system designer and developer determine whether the ma
hts have been respected in their design and usage’of CloT devices and data interoperab

, as well as operators and users of-connected healthcare systems, including payers,
ptient advocates, and regulatory experts.

se of this clause is to identifyythe privacy requirements that the manufacturer should em|
and development of interoperable CIoT devices. In addition, it provides end-users arf
with a checklist oftprivacy requirements that should be provisioned in CloT data 4
bility systems and. linked to the different data and privacy protection frameworks.

y.requirements derive from reviewing global regulations and standards related to privad

nd device
bmizes an
In privacy
lity-based

nce for this clause includes medicaldevice manufacturers, hardware, software, and service

providers,

bed within
d solution
nd device

y. Privacy

1 Practice

requireme

4. bt 4. 41 4 £, 1 . b | L 4L h h P e
IS 4alv SUAICIIIUIILS tIdl TUICITIILT I\C_y l_)uva\,_y Pllll\/lPle LC.B., UIC 1I'all  11Iuliiatryg

Principles (FIPPs), Health Insurance Portability and Accountability Act (HIPAA), General Data Protection
Regulation (GDPR) privacy principles] and specify capabilities and functions that those devices and systems
shall be able to perform to show compliance with fundamental privacy objectives and applicable privacy

regulatory

guidance.

Many frameworks, standards, and regulations exist to address privacy in the digital domain around the world.
Those elements need consideration when designing and developing CloT devices and systems.

The privacy requirements identified in this clause are based on the privacy requirements derived from the
use cases and listed in Table C.1, which details key topics for this standard as delineated by the lead, support,
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and consult (L/S/C) roles for each element of the standard for trust, identity, privacy, protection, safety, and
security.

5.2.1 Privacy requirements

The privacy requirements that follow derive from a review of privacy frameworks from around the world, as
listed in Annex E. Annex F contains a table representing privacy regulations/guidance and alignment with
ISO/IEC 29100:2011 [B31] and additional requirements/comments.

Based on the principles across the frameworks listed in Annex E and Annex F, the following list represents
the common pr1vacy requlrements that manufacturers shall follow in this standard when developlng CloT-

2 . . s ISO/IEC
29100:2011 [B31] prov1des a common base by Wthh orgamzatlons can evaluate, develop, an¢l engineer
privacy sollutions across industries. These requirements are as follows:

— Consent and choice: Applications shall only collect information from a data subject when informed
legal consent has been obtained. The applications shall also provide the datasubject with & choice to
withdraw their consent at any stage.

— Pyrpose legitimacy and specification: Applications shall only allow the collection and prdcessing of
a [ata subject’s data for specified and legitimate purposes for this collection/processing. Unless
separately and subsequently authorized, applications shall forbid the processing of collectfd data for
sefondary usage.

— Data collection limitation and data minimization: The.data collected by the deploying organization
shall be the minimum necessary and limited to the ‘puirpose of use. Data subjects shoulfl have the

— Data usage, retention, and storage limitationsAt the end of the data lifecycle, the applicption shall
safely delete data. Applications shall kéep’personal data for no longer than is necessdry for the
pyrpose for which it was captured.

— Agcuracy and quality: Data collectéd by the deploying organization shall be accurate and p to date,
anld applications shall delete orteetify incorrect data.

— Npgtice and access: Deploying organizations shall give data subjects notice when th¢ir data is
cdllected, provide datassubjects access to their data, and update them when required thropghout the
data lifecycle.

NQTE—This includes data collected on the device as well as accumulated by a hosted service.
— Inflividual(participation and transparency: Data subjects should have full control over thejr data and

krlow who'has access to it. They should also have the right to start or stop the data collectipn process
atlany\given time.

— Accountability: Whenever there is a privacy breach, the application shall be able to maintain records
related to the breach events.

— Data protection: Organizations shall use reasonable and appropriate methods determined by a risk
management or Information Security process methodology such as ISO/IEC 27001, ISO/IEC 27002,
NIST Cybersecurity Framework (NIST CSF), or OCTAVE to protect information about data
subjects.

— Privacy compliance: Implemented systems and processes used to safeguard the privacy of data
subjects’ information shall be measured and demonstrated by the manufacturer using an industry-
accepted framework or standard in conjunction with a corresponding Information Security
management framework [such as ISO/IEC 27701:2019 [B30] or the NIST Privacy Framework 1.0
(or greater)]. Local (i.e., geographic) privacy regulations establish the environment in which CloT
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devices are intended to operate. As such, variations in regulatory frameworks will impact the
capabilities and the associated compliance standards that devices shall meet.

5.2.2 Privacy requirements for Clinical loT data and device interoperability

There is a need to map the identified privacy requirements in ISO/IEC 29100 [B31] to the different classes
of CloT interoperability as identified in Clause 10 and Clause 11. This mapping assumes that the RA, as
adopted by the users of this standard, involves a Privacy Manager (PM) component as part of its architecture.
The PM is a functionality that is part of the CloT with TIPPSS reference architecture that can control the
personal and medical information transmitted between various components of a CloT system. Organizations
should design the PM as a distributed authorization privacy protection architecture that takes into
consideration the user’s privacy preference and consent, stores the access log, and keeps track of collected
data. The PV shall store access control policies, and the data subjects shall have the ability to configure their
preferencqd through the PM.

5.3 Privacy Impact Assessment

The purpgse of a Privacy Impact Assessment (PIA) is to conduct a systematicvrisk assessment fo identify
privacy threats and make recommendations regarding technical, administrative, and physical ¢ontrols to
mitigate threats. Privacy threats include unauthorized disclosure, linkage, profiling, and progessing of
personal information (PI) without consent to share or use the information. A PIA in CIoT is important because
of the sensitive data collected and used. Both the manufacturer\of the device itself and the organization
deploying]| it within their organization need to complete this;\To help protect the privacy of [end-users,
including patients and healthcare providers, the PIA shall be\completed at the earliest possible sfage of the
system degign and implementation processes.

A sample|PIA framework for the concepts identified in this standard is shown in Table 1, in¢luding an
“objectivel” and a set of “PIA documentation” for\each topic. These questions serve as a guide to |nitiate the
conversatijpn about privacy. To completelyCevaluate the system’s privacy impact may require other
assessmerits in addition to the PIA. The deploying organization shall assign owners, typically in the form of
roles, to eqch of the activities in the PIA.

Table 1—Privacy Impact Assessment framework

Prfivacy Objective PIA documentation to complefe
requirements
Data collgction: Reduce the quantity of data Document the kinds of personal data that thd
minimizgtion collected to the minimum system/device will collect and process.
1 required for the specific Document why this data is necessary to achigve the
purpose. functionality of the system/device.
Document the procedural and technical controls that
organizations have implemented or will implement to
reduce data collection.
Purpose legitimacy Verify that organizations Document for which purposes organizations will collect
and specification collect only the data necessary and process this data. Include the functionality of the
to fulfill the stated purpose system/device, as well as technical processes (e.g.,
backups), further processing (e.g., big data analysis), and
monetization.

Table continues
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Privacy
requirements

Objective

PIA documentation to complete

Usage, data
retention, and
storage limitation

Reduce the amount of data
stored if it is no longer
necessary.

Document the purposes and duration for data retention.
Consider legal requirements, functionality, and technical
processes. Document the implementation of procedural
and technical controls to remove data outside the required

retention period.
Document the verification of successful and
transmission before deletion.

secure

Consent and choice

Provide users the ability to

Document the obtaining of users’ consent to

process their

participare or withdraw from
the collection, use, and

data for every type Of USc 10reseen.
Document the use of that accessible languag

192

disclosure of personal Document the procedures and technical,contfols
information. implemented to capture and track consent.
Notice arjd access Inform users about the Document the notificationof-users about the|collection,

collection, use, and disclosure
of their personal information
and provide access.

Individugl
participafion and
transparency

Detail the policies and
procedures about the
management of personal
information and make them
publicly available.

use, and disclosure of personal information.

Document the processes t0 give users access
over their data.

Document the usage of accessible language.
Document the fnechanisms in place for userg
their prefenences, including procedures and t
contrals implemented for users to access and
their.personal information.

and control

to exercise
echnical
interact with

Accuracy and

Keep data accurate, complete;

Document the procedural and technical cont

ols

quality and up to date and confirm\it implemented in the system/device to help avpid unlawful
satisfies the intended usage access and tampering and verify integrity.
purposes.

Accountgbility Comply with\privacy and data Document processes to identify and address fncidents that

protection laws.

affect remotely stored data or explain why th
are not relevant to the system/device.
Document successful compliance with all pr
protection laws and who, if anyone, is accou
complying with the law in this area.

€ processes

vacy and data
htable for

Data profection,

Demonstrate protection of data
using reasonable and
appropriate methods.

Use an established Information Security Fraj
as ISO/IEC 27001/27002 or the NIST CSF t
the effectiveness of the data protection scher

mework such
demonstrate
hes used to

protect subjects’ data.

Privacy compliance

Demonstrate methods,
processes, and techniques for
safeguarding data subjects’
privacy.

Use an established privacy risk management

framework

such as ISO/IEC 27701 [B30] or NIST SP 800-53 Rev. 5

[B39].
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5.4 Premarket and postmarket privacy requirements

The following provides a reference for CloT device manufacturers on the specific privacy requirements that
shall be considered during the premarket and postmarket phases of the device lifecycle. Specific
requirements, including additional requirements not listed here, may vary based on the device use case as
well as regional privacy laws in the intended target markets. Those requirements may also vary depending
on the results of the PIA.

Further, these requirements, although focused on the device itself, shall include the larger target operating
environment and any device-related infrastructure utilized to process and store sensitive data, for example,
on the device-supporting network or manufacturer-provided infrastructure, whether on-premise or in the
cloud.

Examples|of design implementations that enable privacy that manufacturers shall implement are.ds follows:

—  Sdcurity of personal data collected: patient, caregiver, clinician, operator, service providerf.

— Application of cryptography to enable protection of confidentiality and integgity of sensitiye data and
aspurance of authenticity, e.g.,

1)] Protection of sensitive data at rest (e.g., in the case of device theft or infiltration).
2)| Protection of data in transit (e.g., clear text HL7 or DICOM(data transmission).
3)] Authentication of source validity (e.g., code signing te_beconfident updates are legifimate).
4)| Features supporting decommissioning and reliablé\data removal.

5)| Definition of permitted data collection and technical implementation.

6)| Safeguarding data transferred as part of sétwicing or complementary services.

7)] Controls to enable assurance of data usage only for legal and specified purposes.

8)| For mobile or remote use cases, enable use-case-specific privacy features like a remqte wipe or
device tracking.

The CloT |device shall manage and protect'the following privacy-related sensitive data including:

—  Idpntities and identifying\data, including secondary data elements such as location.
— Hgalth data.
— Billing and payment information.

— Sqcret materials: account credentials, device identifiers, network credentials, cryptographiic keys, or
ceftificates.

— Injellectual property.

—  Proprietary business information.
— Network and integration-related information.

— Technical information pertaining to device location, operation, or maintenance, e.g., patch, update,
or repair history.

5.4.1 Premarket privacy requirements

Manufacturers should address privacy requirements throughout the device lifecycle. Manufacturers should
design devices during the premarket phase to include capabilities commensurate with the deployment and
usage of the device. Manufacturers and potential distributors, including healthcare organizations, should also

71
Copyright © 2024 IEEE and ULSE. All rights reserved.


https://ulnorm.com/api/?name=UL 2933 2024.pdf

IEEE Std 2933-2024/UL 2933:2024

IEEE/UL Standard for Clinical Internet of Things (loT) Data and Device Interoperability with TIPPSS-Trust, Identity,

Privacy, Protection, Safety, and Security

collaborate premarket to develop processes that monitor consumer privacy experiences and collect the data
to make privacy enhancements.

a)

b)

d)
e)

2

The device manufacturer shall establish the roles required to meet international standards and local
privacy regulations, requirements, and laws. These roles can provide education and empowerment to
enable their success. Such roles may, for example, include a Privacy Officer, Data Protection Officer
(DPO), or HIPAA Compliance Officer. Smaller organizations may opt for a shared-role model.
However, when combining privacy roles with other functions, organizations shall avoid conflicts of
interest.

Manufacturers shall identify and define high-level privacy requirements as determined by device
type, system integration, interoperability, use case, applicable international standards, and local laws
and regulations. These privacy requirements shall be determined based on considerations such as the
foffowing:

1)] Where the manufacturer intends to approve and sell the device from a regulatory. perspective.
This includes the definition of local legal nuances, for example, the definition of what
constitutes private and personal data, what protections each region requirés;or what disclosures
each requires.

2)| The types of data the device collects.
3)] Other purposes for data collection and usage.
4)[ Protections are needed for the data collected.

Mpnufacturers shall derive specific privacy requirements ffom the high-level requirements and
reqlize them via the following:

1)| Governance and business objectives.

2)| Policies and procedures.

3)] Management of supply chain and cenfractors.

4)[ Device architecture and design.

5)] Target operating environment-and system-level integration.

6)| Engineering implementation and realization of privacy controls.
7)| Auditing, reviews, assessments, and testing.

8)] Market release processes and approvals.

9) Regulatory filings required for market approval.

10) Production, storage, and delivery.

11) Education and training of staff, business partners, users, operators, and patients.

1 Pocumentation, as appropriate for each role involved in privacy, including staffl, business
partners, users, operators, patients, and regulators.

13) Supporting contracts and legal agreements.
Manufacturers shall perform and maintain a security risk assessment throughout the device lifecycle.

Manufacturers shall perform a privacy risk assessment in alignment with the security risk assessment
and maintain it throughout the device lifecycle.

The privacy risk assessment shall be performed by the manufacturer as applicable related to all
personal data that may be collected by a device, including but not limited to patient, caregiver,
clinician, operator, and service provider.

As part of the market release process, the manufacturer shall perform the following:
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1)  Privacy-specific verification to be confident that established requirements have been met

2)  Privacy-specific validation to be confident that privacy laws and regulations as appropriate for
the target market have been met

3) A security risk assessment

h)  The manufacturer shall comply with international standards as well as local laws and regulations as
those standards pertain to the following:

1) Data collection limitation and data minimization
2)  Purpose legitimacy and specification

3) Data usage, retention, and storage limitation

4)[ Consent and choice
5)| Notice and access
6)| Individual participation and transparency
7)| Accuracy and quality
8)] Accountability
9)| Information security
10) Privacy compliance
i)  Dgvice local and remote access shall provide for the specified level of access security apd provide
roje-based authorization features to enable proper segregation of device operational functions (e.g.,
clfnical or service functions) and mapping to specific roles (e.g., clinician or service |provider).

nufacturers shall avoid insecure access practiées (e.g., weak, default, or hard-coded pagswords or
shired account names).

j)  The CloT device or CloT integrated system shall incorporate features and functions thaf allow the
offeration of the device in compliance with international privacy standards and local| laws and
repulations and throughout the operating device lifecycle, including data removal or shnitization
bdtween users or at device end-of-life if required. Manufacturers shall document and make these
fuhctions accessible to the userjor operator of the CIoT device.

5.4.2 Pogtmarket privacy requirements

Manufactyrers shall impleent processes that capture privacy feedback from consumers, vepdors, and
healthcarelprovidersiVendors and providers share postmarket privacy requirements and have a responsibility
to collect pnd submit privacy issues to the device manufacturer and other organizations identifi¢gd through
the regulafory.framework.

a) Manufacturers shall perform regular reviews ol changes in clinical practice, device usage,
international standards, and local laws and regulations and, as applicable, lead to an updated privacy
risk assessment as well as result in the implementation of changes and updates to the device.

b) Manufacturers shall establish regular processes that enable the detection and documentation of
privacy failures and violations, including, for example:

1)  Customer (user, operator) feedback.
2) Information obtained by sales, service, and support staff.

3) Implementation of policies and tools that enable monitoring for privacy violations on
manufacturer-provided infrastructure (e.g., a manufacturer-provided cloud service).

4) Log and event data analysis of devices in operation.
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5)  Analysis of returned devices.

6) Private and government entities’ collection and analysis of data on privacy violations, including
security researchers or law enforcement.

7)  Use of third parties for tracking, monitoring, and/or support of devices, especially with tracking
“cookies.”

8)  Security risk assessments and corresponding privacy risk assessments of the supporting
environment and infrastructure using established industry frameworks (e.g., ISO/IEC 27001,
ISO/TEC 27702, NIST Privacy Framework, NIST Cyber Security Framework.)

¢)  The manufacturer shall perform regular reviews of processes, design features, and documentation to
be confident in the continued applicability of international privacy standards as well as local privacy
laws and regulations pertaining to the following:

1)] Data collection limitation and minimization
2)| Purpose legitimacy and specification

3)] Data usage, retention, and storage limitation
4)| Consent and choice

5)] Notice and access

6)| Individual participation and transparency

7)| Accuracy and quality

8)] Accountability

9)| Information security

10) Privacy compliance

5.5 Summary

Privacy in|CIoT interoperability shall meet several requirements to protect individual data and reldted rights,
as outlined in this standard. In this clause, privacy requirements have been identified based on global privacy
frameworls and laws. To fulfili, these privacy requirements, the need for a PM has been idgntified to
configure the privacy policy and:support the end user (data subject) to manage their privacy prefgrences, as
well as a P[A to help ensurgconsideration of privacy within CloT systems. Finally, premarket and postmarket
privacy refuirements in €IoT data and device interoperability have been discussed.

6. Protection

6.1 Protection overview

CloT devices with TIPPSS systems should include technology and process measures that can help maintain
device and system safety, effectiveness, reliability, and security and help protect the device, data,
environment, and humans from harm. This includes (but is not limited to) built-in protections in device and
system design, cybersecurity controls, information protection, maintenance and management of protective
features, backup and restore capabilities, fail-safe operating modes, and decommissioning features. Device
protection (and, by extension, safety and security) needs to be part of the device lifecycle from the very
beginning and extend through market release, production, maintenance, and device end-of-life.
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Protection of CloT devices, data, and humans in a connected healthcare system should be enabled through
several mechanisms, which this clause enumerates, namely: device pairing, authentication, access control,
communications, updates, replacements, resilience, documentation, and decommissioning.

6.2 Device pairing

Solution providers shall consider trusted, secure, and vetted best practices for device-to-sensor pairing, rather
than creating a new protocol or method, to maintain consistency and leverage the experience of other proven
methods, to prevent the following:

— Unintentional pairing with other smart devices.

— Malicious attempts to pair with the sensor and/or device app.

— THe pairing of unauthorized sensors (gray market, refurbished, rogue, insecure, ete.).

When combining a dedicated purpose device, e.g., a CloT sensor, with a generdl>purpose device, e.g., a
smartphorje, tablet, or computer, the solution providers shall identify, assess, and mitigate any new risks that
result from this combination. For example, users can combine a sensor’s data with the smartphonefs location
data, resulting in new risks such as stalking.

6.3 Authentication

Solution providers of CloT devices with TIPPSS shall employ industry-standard methods for authentication
that adequiately protect and uniquely identify the sensor;device, and data, and the following:

—  Shall provide mutual authentication of a sefigor to a device and vice versa (mutual authentication).

— SHall provide authentication of the deyiee to the backend, gateway, or another system (lochl, remote,
or|cloud) and vice versa.

— SHall provide for adequate leyels of authentication of users depending on role (administratpr, patient,
offerator, service provider, healthcare provider, etc.). Authentication for an administrator with high-
leyel system privileges tmay require stronger authentication than for a patient or prgvider, for
example.

— Bgsed on the device use case and use environment, the solution provider should consider|the use of
other access gontrol methodologies, such as discretionary access control (user can allow); mandatory
predefined(e.g., military or controlled situations); or attribute-based (location, ID, other groperties).

6.4 Acc control

CloT with TIPPSS device solution providers shall implement RBACs that:

— Shall provide access control depending on user role and the required level of security.

— Shall implement the least privilege access principles for the respective user roles.

The solution provider shall carefully evaluate any access control features against identified risks that the
feature may introduce, e.g., delayed or less reliable access due to MFA. If security features introduce new
risks (e.g., to patient safety), the solution provider shall carefully evaluate the feature-benefit tradeoff and
shall document the decision. Should the safety risk outweigh the security benefit, manufacturers may decide
not to implement a security feature or provide additional compensating controls.
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6.5.1 Communications between device and sensor

The solution provider shall consider and implement the most suitable and most secure communication
protocols between the device and the sensor that it expects to operate in proximity (e.g., BAN, PAN). This
includes such protocols as IEEE 802.15, IEEE 802.11, wireless standards, end-to-end encryption independent
of the transport layer, and support for the latest available encryption protocols (such as TLS 1.3). Solution
providers shall maintain standards-based encryption protocols at the latest and most current supported levels
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Figure 11 —Device to gateway and backend communication
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6.5.3 Communications between aggregator/gateway and backend

The solution provider shall consider the use of multiple connectivity methods (5G, IEEE 802.11, internet,
etc.) to maintain uninterrupted and secure data transmission between the gateway and the backend (see
Figure 11).

The solution provider shall utilize the most suitable and most secure communication standards between the
aggregator/gateway that are expected to operate at long-distance proximity (WAN). This includes protocols
such as 4G/5G cellular communications, end-to-end encryption independent of the transport layer, and
support for the latest available encryption protocols (such as TLS 1.3).

The solution developers shall consider and utilize trusted, secure, and vetted best practices for updating the
protocols and algarithms used for communications

6.5.4 End-to-end encryption

The solutipn provider shall use end-to-end encryption where it cannot be assumedfo-have contrgl over the
security of individual hops or segments. For example, in a scenario where a device.connects via short-range
wireless tdchnology to a smartphone, which connects over an IEEE 802.11 network to a home royter, which
connects Via TLS over the public Internet to a cloud service, sufficient security at all hops or segrhents shall
be effectively managed by the deploying organization and cannot be assumed.

6.6 Updates
The solutipn provider shall provide the means and processes to update sensors, software applicatigns, locally
connected|devices (e.g., smartphone or another conngeted device), backend, gateway, and other systems in a

secure mapner that provides protection from intentiohal or environmental factors.

The solutipn provider shall consider and utilize established principles of a secure update process t

S

a)  Mhpintain critical functions ofthe'device and sensor during the update.

b) Prpvide for sensor and device security updates throughout their lifetime.

c)  Vgrify the integrity of the updates.

d)  Mpnitor for failures of the sensor, software, or device to take and apply updates.

e) Bgck up critical data and configuration files so that the update does not affect their confldentiality,
infegrity, or-availability.

f)  Prpyidea roll-back function for failed updates, critical data, and configuration files.

If feasible, the solution provider should consider the use of automation and/or intelligent statistical analysis
to determine optimal times to update devices. The solution provider should optimize this analysis based on
system parameters, such as remaining battery time, available bandwidth, operating state, and other relevant
factors.

The solution provider should consider whether it is best to provide a manual override capability so that the
end user or caregiver can specify that an update should not take place at a certain time, for instance, during a
medical emergency, or that an authorized user needs to explicitly approve an update before it commences.

The solution provider should determine the optimal time to back up devices. The solution provider should
optimize this based on system and operating parameters such as remaining battery time, available bandwidth,
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and other relevant environmental factors to update medical devices and/or install security patches. Intelligent
technologies such as artificial intelligence or machine learning (AI/ML) can be used to assist stakeholders in
making these determinations.

When devices have not been updated in a timely manner, the solution provider should consider using a device
management system. This system may use intelligent technologies such as Al, ML, and/or intelligent
statistical analysis to analyze devices and their risks. This system should identify outlier devices in need of
updating, pinpoint susceptible devices, identify potential threats, and identify devices in need of preventative
maintenance.

6.6.1 Third-party and open-source components

The solutjon provider shall monitor open-source and third-party software in use for newly dis¢overed or
disclosed pulnerabilities and important updates impacting the security and privacy of thecapplications and
their data.

The solutjon provider shall provide timely communications and updates according to established best
practices.

6.6.2 Sensor
The solutipn provider shall provide for the sensor to receive and dpply updates throughout its lifefime.
During th¢ update process, the solution provider shall do the’following:

— Fdllow best practices for protecting the integrity*of the update package (e.g., through cod¢ signing).
— Validate that installation occurred without.tampering.

— Prpvide update information to the backend (e.g., success or failure of the update to a newdr version).

The solutipn provider should consider-cteating a “minimal function mode” for the device during updates that
may updaje the critical functioning ‘ef the device. By “minimal function,” it means that the d¢vice shall
continue tp perform its critical fiinctions during the update when deemed to be necessary for the purpose of
the usage pf the device and the'protection and safety of the patient.

Where applicable, the solution provider shall help ensure that the backend monitors the device update status
and detects when devices have not been updated in a timely manner. The solution provider should consider
utilizing aptomatidn and/or intelligent statistical analysis for the proactive identification of devicgs that may
be vulnergble,

6.6.3 Smart device application

The solution provider shall provide maintenance and updates for the smart device apps throughout their
lifetimes.

6.6.4 Backend/Gateway

The solution provider shall provide updates for the backend and/or gateway throughout their lifetime(s).
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6.6.5 Requirement for update independence

Identity,

The solution provider shall maintain reliable operation, including when updates for sensor firmware/software,
smart device app software, and/or the backend/gateway do not occur at the same time. Solution providers
should avoid dependencies between components that require simultaneous updates. If the solution provider
cannot avoid dependencies, solution providers shall document and provide appropriate instructions for

managing them.

6.7 Backup

The solution provider shall provide methods to back up and duplicate firmware, the operating system

environmgnt, applications, configuration files, and data from devices. The solution provider
provide miethods to restore copies of these data to either the device from which the data origina
like devicq. The methods provided by the solution provider shall be executable by the depleying org

Backup and restore methods shall protect the confidentiality, integrity, and availability of bad
solution pfovider shall protect backup data by encrypting it using approved encryption methods di
8.3. Backyp and restore methods can help maintain data integrity and protect.against tampering b
approved hashing methods discussed in 8.3. These methods can also help maintain the availability
and protedtion of critical backup data.

Devices shall provide the means to backup and restore via removable storage, a dedicated backup

the devicgs themselves, or network or cloud-based locations.. Backup methods should include
programs pnd/or application programming interfaces (APIs)s

6.8 Requirements for replacements
If the solufion provider replaces the data aggregator, backend, smart device (e.g., phone), and/or

solution pfovider shall consider whether to-transfer the configuration data and/or patient data {
device.

6.9 Tamper-proofing,and integrity

The solutipn providershall implement measures to help prevent tampering with the smart device
(e.g., smaftphone app), sensors, and data. Specifically, the solution provider:

a)  SHall\previde mechanisms to help prevent unauthorized users (including the patient) froj

shall also
ted or to a
ranization.

kups. The
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y utilizing
bt backups
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bxecutable

tensor, the
0 the new

, software

m altering

th¢ smart device app and/or the device. This includes code and critical settings for bot

the smart

device and software. Solution providers shall implement options such as digital signatures and/or

other techniques for this purpose.

b) Shall provide tamper-proofing of the sensors appropriate to the level of risk, considering the

following options:
1)  Documentation and labeling
i)  Specific warning related to tampering

ii) A specific description of risks related to off-label use or use in a way that is not
with the intended use or use environment, as defined by the solution provider

2)  Physical protection
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3)

Privacy, Protection, Safety, and Security
i)  Tamper-proof casing
ii) Tamper-resistant design
iii) Physical security (locks, etc.)
Tamper protection
i)  Tamper evidence
ii)  Tamper detection

iii) Tamper response

¢)  Shall detect intrusion of either the smartphone app or the sensor. Depending on the complexity and
security requirements of the device, this may include the use of artificial intelligence/machine

le
ot
d) Sh
e) Sh
re
f) Sh
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n device and system resilience, the solution provider'shall consider ways for the device §
bly, in case any component of the system failg;ircluding but not limited to situations
occurs:

teway).

e device is offline (e.g., the deyice battery or phone battery died, or the device or phone
e sensor goes offline (e.g. the sensor runs out of power).

ere is a component failiire(s).

e system detects tampering.

e system detects a security event or compromise.

e system detects signal jamming or interference.

tuatiefis, the sensor and/or device should save data locally on either the sensor or ¢

transmit di

htawhenthe sensorandiordevicerestorescommunieations———— |

pbgies, and

le privacy
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nd system
where the

e device loses connectivity (either between sensor and device, device and backend, or ensor and

rebooted).

levice and

In case of signal loss and loss of signal coverage, the CloT device shall continue to operate safely.

6.10.1 Updates and alerts to trouble

The solution provider shall provide a “heartbeat” to the device and backend and shall provide alerts when the
solution provider notices any of the following conditions and other critical conditions:

— Loss of connectivity (increasingly critical as time goes by).

— Lack of receipt of heartbeat for more than a certain period.
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— Low battery power.

— Inability to update to the latest version.

— Changed status of system resources (memory, disk space, CPU usage, power consumption, etc.).

—  Cryptographic key verification failures.

—  Security events such as malware detection.

— Denial-of-service (DoS) attacks.

—  Other considerations as determined via a thorough risk assessment.

Solution providers shall consider whether the patient or caregiver should be alerted when the app, device,

sensor, an
or caregiv
vital signs
clinical st
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6.10.3 Backup and restore capabilities

The solution provider shall consider, depending on the criticality of the data, whether there should be backups
of firmware, configuration, device clinical data, or patient data.

The solution provider shall consider ways to back up custom data on each device, app, and sensor that may
be specific to that user.

The solution provider shall assess the required recovery point objective (RPO), (i.e., the point of time in
history to which data needs to be restored as it relates to the time frame of data that can be lost) and recovery
time objective (RTO), (i.e., the time it takes to restore data and device functionality). The solution provider
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shall design backup and restore capabilities to meet defined RPO/RTO requirements. For example, if there
is no need to retain device data (RPO = infinite), then the fastest RTO can be achieved by resetting the device.

The solution provider shall encrypt any data backed up to external smart devices or external services if it is
sensitive (e.g., PHI, PII, credentials, sensitive technical data).

If the device use case and data criticality warrant, the solution provider shall store multiple backup copies on
different media and in separate locations.

If data backup is the responsibility of the user or operator, the solution provider shall provide appropriate
instructions.

If the device_use case and data criticality warrant_the solution provider shall retain several histaric backup
versions ahd rotate them on a first-in, first-out (FiFo) basis.

The solutipn provider shall provide a means to restore technical or clinical data as requiréd for th¢ use case.

The solutipn provider should determine the optimal time to backup devices. The solition provifler should
optimize this based on system parameters, such as remaining battery time, available bandwidth, and other
relevant operational and technical factors.

6.10.4 D3ta integrity and quality

The solutipn provider shall implement data integrity and quality.mechanisms to help prevent erropeous data
use as appyopriate for the device, use case, and use environment. For example, the solution provider:

— SHould analyze the data to determine if it is within the expected “physiologic range” for the patient,
arld if it is not, then create an alert to either guestion the data or determine if it is a signal fof a medical
emergency.

— SHould assess the plausibility of the-data., e.g., to assert with reasonable confidence § patient’s
idntity based on historical datayidentify faulty or failing devices or accessories; identifyy the need
fof maintenance or calibratioff.

—  SHould detect and manage unexpected and out-of-range data, e.g., by escalation to a “human in the
lopp.”

— SHould provide features that prevent safety compromises resulting from erroneous data.

— SHould detectunauthorized, expired, or reused accessories if their use could impact patierjt safety.

Depending omndevice design and capabilities, solution providers can perform these data gpality and
plausibility checks on the device or the device backend. This includes the use of multiple and/or hlternative
methods for patient identity validation, especially if the reliable assertion of identity is related to safety risks,
as discussed in Clause 4.

6.11 Documentation and labeling

The solution provider shall provide clear, plain documentation and labeling to adequately inform the patient
about all of the following:

— Requirements for provisioning and configuration of devices.
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—  Security and privacy risks.

— Actions to take during an incident—such as loss of connectivity or non-responsive applications
and/or devices.

—  Detection of a security breach or another compromise.

The solution provider shall provide clear written information so that healthcare staff and caregivers who are
not IT or cybersecurity experts can understand all the following, as needed:

— Requirements for provisioning and configuration of devices.

— Types of adverse events that may occur—Iloss of connectivity, loss of data, application integrity
compromise, etc.
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secure disposal of the data. The solution provider shall be responsible for providing a means of securely
disposing of data and documenting such processes.

To properly provide for data removal across the ecosystem, this may require specific technical features as
well as contractual agreements between parties. When making design decisions on device and system
memory technology, solution providers shall consider the requirements for device decommissioning and data
destruction as part of the decision process.
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6.12.1 Decommissioning legal and regulatory background

There are numerous regulations around the world related to when a device reaches the end-of-life and is
prepared for reuse/recommissioning or disposal/decommissioning. Per the U.S. Health Insurance Portability
and Accountability Act of 1996 (HIPAA) Security and Privacy Rules, no PHI or personal data shall remain
on the device when it reaches the end-of-life. Section 25 of the Singapore Data Protection Act, The Retention
Limitation Obligation, requires organizations to cease to retain documents containing personal data when
their purpose is no longer being served. Article 5(e) of the European Union General Data Protection
Regulation (GDPR) requires that Data Controllers or Data Processors keep personal data in an identifiable
form for no longer than is necessary for the personal data to be processed. The EUNetInfo group collaborated
on CoreHTA standards for medical devices. As part of their health technology assessments (HTAs), Issue
F0101, “Does the technology invade the sphere of privacy of the patient/user?” requires that question to be
answered.

Solution groviders shall utilize technology to reasonably protect the privacy of patients and- shall utilize
decommiskioning procedures to provide affirmative compliance with applicable requirements: When a device
is being pilepared for reuse/recommissioning outside the organization or disposal/decommissioninf, solution
providers [shall remove all stored credentials on the device, such as usernames,’passwordd, wireless
passwordy, or digital certificates, along with personal data. While this standard provides the U.§, EU, and
Singapore|as examples, it is critical to understand the regulations of the target\markets for the d¢vice(s) so
that compliance with them can be achieved. Removing stored credentials.and personal data can| provide a
first step tpward compliance in multiple target markets.

While the|manufacturer shall provide features, processes, and documentation that allow for the qutomation
of remova] of this information, the operator shall verify and validate them (healthcare provider or hospital)
to help prptect data from inadvertent disclosure in complianee' with the HIPAA Security Rule, [Singapore
PDPA Segtion 25, and GDPR Article 5(e). The HIPAA Security Rule, U.S. 45CFR 164.310(d)({i) codifies
this by requiring organizations to address the final dispesition of electronically PHI, and/or the hardware or
electronicjmedia on which the information is stored.-Rart (ii) of that component of the Security Rufe requires
organizatipns to implement procedures for the remeval of PHI from electronic media before the|media are
available for reuse.

The Health Information Technology for Economic and Clinical Health Act (HITECH), which wps enacted
under Title XIII of the U.S. American,Recovery and Reinvestment Act of 2009, has a component called
Breach Ndtification for Unsecured Protected Health Information. This requires organizations to clpar, purge,
or destroy|media consistent with-the requirements in NIST SP 800-88 Rev. 1 [B42] such that the FHI cannot
be retrievgd.

This standard is concefned with mechanisms that exist and have been tested to the NIST SP 800188 Rev. 1
[B42] or |SO/IEC27001 Media Handling (A.8.3) standards so that PHI, personal data, credeptials, and
intellectudl property’ can be erased in compliance with respective national regulations from a|device or
remote/clqud-based storage to meet HIPAA and HITECH standards. Compliance with this document does
not constifute.compliance with applicable regulatory requirements. Users are responsible for obgerving all
applicable laws and regulations, including those related to data privacy.

Device data such as calibration data, maintenance histories, parts replacements, service histories, and recall
replacements/services may not be considered PHI or personal data. The Joint Commission, a U.S.-based
nonprofit tax-exempt organization that accredits U.S. healthcare organizations and programs, and other
accrediting agencies may check the service and maintenance histories of devices as part of program or service
accreditation. Organizations such as the American College of Radiology have checked the integrity and
availability of Device Data. Service providers shall keep this Device Data separate and under different
retention conditions from PHI or personal data. Service providers shall keep this data in a separate logical
partition from PHI or personal data. Service providers shall also keep site-specific configuration data, such
as passwords, identities, and network credentials, in a separate logical partition.
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6.12.2 Decommissioning processes and practices

The decommissioning processes and practices are as follows:

a)

b)

The manufacturer shall provide mechanisms to erase site-specific configuration data, network and
user credentials, personal data, and PHI, to NIST SP 800-88 Rev. 1 [B42] (or equivalent) standards
from:

1)
2)

Transient storage areas such as random-access memory (RAM).

Attached persistent storage, including operational information stored in firmware, erasable

programmable read-only memory (EPROM), persistent memory, hard disks, and
disks.

solid-state

3)

4)

T
m

1)

2)

3)

4)

5)

Removable persistent storage, including secure digital (SD) cards, Universal Seria]
attached storage such as flash drives, hard drives, and solid-state disks, Compact-F
storage, and PCI Express-based removable storage, such as CF Expresss, NVM
Express.

Cloud-based or remote storage.

e manufacturer shall make the following mechanisms available from the device cor
pnus and shall allow the device operator to:

us (USB)-
ash-based
e, and SD

figuration

Erase all attached transient and persistent storage areas eontaining site-specific corfiguration

data, PHI, or personal data, and return them to an initialstate with all data overwrittq
SP 800-88 Rev. 1 [B42] standards to a zero state with*ho data remnants. Provide &
confirmation to the operator/production associate(RA) to conduct this operation.

Erase removable persistent storage inserted inthe device and overwrite it to an initia
all data overwritten to NIST SP 800-88:Rev. 1 [B42] or ISO/IEC 27001 Media
(A.8.3.) standards to a zero state with no.data remnants. Provide affirmative confirmg
operator/ PA to conduct this operatiovand identify:

i)  The bus/connection of the attached media.
i1)  The media serial number:

iii) Identified media dapacity.

iv) Volume label 'of attached media.

Erase cloud-based and/or remote storage containing site-specific configuration daf
personal data.

The méchanism shall perform tests to verify that no data remnants exist in the targe
system.,

[f either the erasure or verification steps fail for the given target device, the device §

n to NIST
ffirmative

state with
Handling
tion to the

a, PHI, or

device or

hall notify

the operator/PA.

6)

Provide affirmative proof to the operator/PA of media erasure or failure to erase in

alignment

with the Breach Notification Rule, GDPR, or other applicable privacy/security regulations.

i) The report shall contain the following:
—  Operator/PA ID who performed the operation.
— Date/Time of operation.
— Device serial number.
— Device model ID/number.

— Data element types erased.
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— Validation that the operation was successful.

i) For removable persistent storage, the mechanism shall provide proof via a report
identifying the bus/connection, media serial number, identified capacity, and volume

label.
iii)  The report shall also contain the following for attached storage:
— Attached persistent storage capacities.

—  Serial numbers of erased storage.

Device manufacturers shall:

)

Clearly identify PHI, personal data, site-specific configuration data, and device data

na—acsuzall acauhara tha dota 1o cto-ad

specific to

2)
3)
4)
Th

1)

2)

3)

4)

5)

6)

da 41
Gevice-operationsas-wermraswaere-tne-aatais-storear

Specifically, identify PHI or personal data elements that are stored in the cloud’a
process them.

Provide a means for the operator/PA to electronically transfer device dataybetween ov
proof of ownership transfer.

Provide contractual language to transfer and/or remove remote,er cloud-based sto
end of the contract or at customer request.

e operator/PA or solution provider working on their behalf ghall:

Execute the erasure mechanisms on decommissioningyor’disposal of devices, data ge
devices and, if needed, data stored locally, remotely, or in the cloud, and docy
according to applicable laws, standards, and regulations.

If the device does not properly execute erasure’mechanisms:

i)  Utilize alternative means, up to andincluding physical destruction, to meet NIS
88 Rev. 1 [B42] standards.

ii)  Contact the manufacturertd address potential systemic issues involving media g
data remnants.

Maintain device and media controls and associated asset management records in g
with U.S. HIPAA Security Rule General Principles 45CFR 164.310(d)(1) and (2).

Keep a list of~disabled accounts to prevent reuse and potential accidental g
entitlements.

Publish disabled certificates used for identification and validation to a certificate rev:
(CRL)when possible.

Hayertheir software check the CRL for invalid certificates, and when presented with
list; deny entitlements and access.

hd how to

ners upon

age at the

nerated by

ment this

T SP 800-

rasure and

ccordance

ranting of

cation list

one on the

7)

Disable all access and entitlements on systems that depend upon the set of authentication

credentials used by the device.

Healthcare organizations and users of these devices cannot be expected to have the capacity to
independently verify or validate media erasure to appropriate standards or the ability to operate the
vendor’s cloud or remote environments to verify the deletion of data to those standards.

Manufacturers shall model data erasure use cases so that users of the devices are able to accurately
erase data on these devices. This is so the users can credibly attest to accurate data erasure under
applicable laws and standards, including the HITECH Act and NIST SP 800-88 Rev. 1 [B42] in the
U.S., GDPR in the EU, ISO/IEC 27001, or ISO/IEC 27002, (or equivalent) as manufacturers are
required to do so.
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7. Safety

7.1 Safe

ty overview

Safety considerations are enabled in a TIPPSS context through the application of a risk management process
to identify hazards, estimate potential harm from digital risks, implement and maintain risk treatment
controls, and establish ongoing monitoring. See Clause 8, for further information on the TIPPSS risk
management cycle.

For CloT with TIPPSS solutions, implementation of controls and protective measures that reduce the
likelihood of occurrence and/or impact to an acceptable level shall accomplish the prevention or reduction of

the risk of]
reduction

Safety is hulti-dimensional. In addition to a security context, safety also requires consideration

mechanicd
electroma

Unless rel
other stan|
Specifical
TIPPSS-e

7.2 Mitig

Although
subset of
interopera

harm. Manufacturers shall implement, document, and monitor safety controls regardin
pffectiveness, and in the context of the device’s use environment and intended use.

1, electrical, etc. as well as environmental considerations including-’but not
bnetic interference, temperature, humidity, air quality, etc.

hted to CIoT data and device interoperability, these safety-related censiderations are ad
dards such as ISO 14971:2019 [B20], ISO 24971:2020 [B21], ISO 81001-1:2021 |
y, IEC 60601-1 [B13] and its subparts address safety and-pérformance requirements p
nabled solutions.

jating safety risks

batient safety risks in general have been.¢overed in other standards or regulations, there
afety risks resulting from the information compromises of data at rest or data in trans
ble systems. Examples of these typesof safety compromises can occur from scenarios i

— T}

anld could result in a detrimental impact on patient care and patient safety. This could lead
offincorrect therapy or delivery of harmful therapy because of incorrect diagnosis or treatf

— Ifp CloT device orsensor were to be compromised by a hack or malware, it could provide
dqta from the patient. Thus improper decisions regarding health management may be mad
fof a self-managing patient utilizing the data or for healthcare providers using the data
cape.

—  The risk of compromise to a CloT device or sensor to alter the patient identification (P

C

e inability of a CloT devige to-collect or transmit data, which would disrupt the clinica

Id compromise patient safety and patient care scenarios, as well as the admission, disc

r their risk

f clinical,
imited to

dressed by
B22], etc.
ertinent to

s aunique
it between
ncluding:

data flow
to the risk
ment.

inaccurate
e, whether
for patient

D), which
harge, and

transfer (ADT) processes for hospital-based clinical systems and modality worklists.

The positive aspects that the use of CloT with TIPPSS devices may realize include the following:

— Reducing the risk of preventable severe adverse events (SAEs) using CloT provided real-time clinical
data and trends.

— Environmental monitoring to inform clinical care based on exposomes and environmental
information.

— Leverage of clinical, environmental, patient lifestyle, research, and genomic data to better inform
precision healthcare.
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—  ClIoT with TIPPSS solution providers shall do the following to mitigate safety risks:

—  Shall identify, document, and communicate the requirements for product safety based on established
and applicable standards.

—  Shall identify, document, and communicate the applicable laws, regulations, and standards that
define specific safety requirements based on the use case, acceptable risk, and target markets.

— Shall develop a risk management process including a safety risk analysis inclusive of cybersecurity
related risks. See Clause 8 of this standard for a risk management cycle overview to inform the
development of a risk management process.

— Shall assess, document, and provide mitigation strategies related to potential safety risks from
compromised CloT devices and solutions and risks due to cybersecurity vulnerabilities, including

b 4+ Vi bt at] £o11 -
yrrotrmmteato—Tthne IUIIUWllls.

a)| Potential impact on the CloT device.

b)| Potential impact on environmental monitoring systems (e.g., ambient temperature,| humidity,
pressure, and external weather).

c)| Potential direct and indirect impact on patient safety.

d)| Potential impact on the patient engagement process.

e)| Potential consequences of compromised operations and business processes.

f)| Potential impacts on clinical ordering and e-prescribing processes and devices.
g)| Potential impacts on the clinical device lifecycle management processes.

h)[ Potential disruption to workflow automation, including the following:

1) Business disruption.

2) Loss of intellectual property.

3) Loss of sensitive data.

4) Compromise of user or network credentials.

See Annek G for more information opr potential direct and indirect patient safety impact, and potential
operationg and business process impact, related to CIoT solutions.

7.3 Quality assurance processes

Every deploying organization shall have internal quality assurance (QA) processes. These QA prgcesses are
important |internal exercises that enable verification that the organization follows proper patfent safety
processes pnd s€rve as an important reminder to all healthcare providers and staff that patient safety processes
should be followed. A compromised CIoT device or sensor coutd create a sequence ot events tnat lead to a
disruption of the QA processes, which in turn could threaten patient safety. Examples of internal QA
processes are as follows:

— System monitoring of important patient care systems.
—  Checking of battery condition in portable patient care devices.

—  Error and pause protection.
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7.4 Other safety risk considerations

When considering the potential safety implications due to direct or indirect risks, organizations sha

Identity,

11 consider

a broad range of scenarios that can lead to harm or can impact the safety and effectiveness of a given device.

These considerations should include the following:

— Impact on device performance or function using unapproved accessories, e.g., the ad-hoc connection

of non-approved devices via USB port.

— Impact on device performance or function due to unexpected network protocols, e.g
vulnerability or discovery scans.

., network

— Unavailability of clinical information due to device compromise or communications disruption.

8. Security

8.1 Seclurrity overview

In this stapdard, the role of security is to provide for the confidentiality, integrity, and availability
informatign applied to CloT with TIPPSS devices and the environmentthe devices operate in, whid
the procesp of preservation of authenticity of information related toata, devices, systems, and pg
requires an initial understanding of risk, risk goals, and security centrols applied to reduce these

to connect and share information securely, detect and support responses to secur
integrate
devices shall support a secure device lifecycle management approach with integrated,
improvemgent.

Security i a desired property of any interconnected CloT device. Security is an enabler
effectivengss, and privacy. Introducing any form of connectivity increases a device’s exposure
threats and the risk of security compromisé.

Devices bpilt on commercial platforms, e.g., common commercial operating systems, automatics
their secuifity risks and therefere\expose the device to all threats that are targeting the platform of
example i§ that there may b€ a-purely coincidental device compromise, not because it is targeted, b
it fits the |profile of an ‘attack or malware. Devices built on proprietary platforms and using f
interfaces) on the other hand, require a dedicated effort and a targeted attack.

Additionally, manufacturers shall take care not to introduce security risks through security
themselvep. Unfortunately, cases have been reported where a security vulnerability in a security|

r of digital
h includes
ople. This
risks to an
[t includes
ty events,

ith security infrastructure, and communicate.§€curity status information. CloT with TIPPSS

ontinuous

for safety,
0 security

lly inherit
hoice. An
ut because
roprietary

functions
tool (e.g.,

ﬁrewall olantarys cnﬂ‘“larp) JALAS. Pvp]nIfPr‘ n-an-attack

Security is the application of administrative, procedural, physical, and/or technical controls that reduce the
risk of compromise due to cybersecurity threats. Security has also been defined as the “state of being

protected,” as “protective measures taken,” as a “collection of tools and practices,” or the “ability t

o protect.”

Stakeholders should also understand cybersecurity per ISO/IEC 27032 [B29], as preservation of

confidentiality, integrity, and availability (CIA) of information in cyberspace.

TIPPSS builds on the classic CIA triad related to information to address requirements in the increasingly
connected healthcare world, with devices that collect data with sensors and informing devices that are
actuators related to healthcare and humans. Due to their CloT use case and risk of harm to the humans that
are using or depending on them, regulatory authorities and governments regulate these devices and data
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further and more strictly than classic enterprise data and IT systems. CloT devices require unique
considerations for trust, identity, privacy, protection, safety, and security.

Specifically, this clause will:

a)

b)

¢)

d)

Security’s
and regul3
(needs an
threats. T
reliability)
(financial,
matters of]

intellectuéT propetty).

Provide a general medical device taxonomy and catalog each individual key component (including
but not limited to hardware, firmware, and software) and document risk-reduction requirements and
safeguards to be built into each component of the medical device.

Define the secure device lifecycle, including design, development, manufacturing, supply chain
management, and assurance of the untampered and unaltered delivery of the device to help maintain
the security and continuity of medical devices and medical services.

R

commend appmn(‘hm to architect a secnre end-to-end connected healthcare system t

at extends

fr
re
R{
in|
in|
ag
R
thi
us

an
fo|

1)
2)
3)

Pr
th

landscape, technology, applications, uses, implementations, and other pertinent considera

m devices to the cloud. This includes defined, implemented, maintained, and document
huirements for each component or device across the device lifecycle.

commend CloT device security measures to be confident in the preservatien of conf
egrity, and availability of the PHI, PII, or other sensitive or critical ddtayon the dg
Cludes built-in security controls to meet privacy requirements (see Clause)5), and protect
quired, stored, processed, or transmitted.

commend security best practices and controls that manufacturérs can design into devi
pir ecosystems, and across entire device lifecycles. Security centrols need to be moni
ers and solution providers alerted when a cybersecurity evetit occurs, the device detect
d/or the device malfunctions. For example, security bes§p practices and controls could i
lowing:

Auditing and accounting for access to data.
Maintaining the integrity of health information.
Maintaining continuity of medical services.

pvide approaches to address the petential need for updating or adjusting security red
ough regular review of changes to applicable laws and regulations, cyber threats, th

purpose originates through a set of foundational objectives that are provided by governy
tions), the business.jtself (objectives and risk tolerance), and consumers or users of
I requirements).These provide the need for sufficient protection against ever-chang
hese foundatignal” objectives typically include aspects of privacy, safety, functio
legal and regulatory compliance (e.g., laws, standards, and market approval), busing
operationdl, reputational), trust (identity assurance, authentication, and non-repudis

national political and economic interests (e.g., protection of critical infrastructure, pr

bd security

dentiality,
vice. This
data when

Ces across
tored, and
b an event,
nclude the

[uirements
e security
ions.

ents (laws
cchnology
ring cyber
hality and
bss drivers
tion), and
tection of

8.2 Organizational cybersecurity foundation

Cybersecurity can only succeed if strategically established top-down and supported by the entire
organization. Solution providers of TIPPSS-compliant CIoT devices and systems shall establish a
cybersecurity foundation covering all aspects of people, processes, and technology, and do so across the
entire organization from executive leadership through engineering and field service technicians.
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8.2.1 Cybersecurity governance

A solution provider of CloT with TIPPSS devices or systems shall establish formal executive responsibilities
for cybersecurity. With regards to cybersecurity for infrastructure, tools, partnerships, products, and services,
executive leadership shall:

—  Rg
g9
Based on
device ang
a) M
b) R
c) Se
d) Se
e) Sy
f) Pl
1)

2)

3)

4)

5)

6)

g) Pg
h) P
8.2.2 Seq
A solutio

Es

tablish the organization’s security governance.

Make cybersecurity part of the organization’s culture.

Define the organization’s business objectives and risk tolerance related to cybersecurity.

Enable success through organizational structure, mandates, incentives, budgets, and staffing.

. . . . ; . P P
CCIVOUICgULAD CXTCULIVT bl ICIIITES OIIKCY b_y‘UCl SCCUIILY dSpCCLS O1 UIC DUSIIITSS, 1llbludlllg
ps, and critical events.

he identified target markets’ applicable laws, regulations, and standards, the CloT wi
solution provider shall establish security governance to address the following:
pnagement responsibilities.
source requirements (people, organization, process, technology).
curity skills and training requirements.
cure development lifecycle and corresponding high-level‘design security controls.
pply chain and SBOM security management plans.
hns for development, production, and maintenance infrastructure security, such as the ft
Engineering tools
Secure production transfer
Production environment
Third-party supplier or contraet manufacturer security
Remote and local servi¢e/support
Security managemént 6f warehouse devices
stmarket security-surveillance and gathering of cybersecurity signals.

pcesses for postmarket security management as well as vulnerability and change manag

urity.as part of the quality management system

programs,

h TIPPSS

llowing:

ement.

provider of CIoT with TIPPSS devices shall have a formal Quality Management Syst

Pm (QMS)

in place that defines the overall quality processes to be followed in the specification, development, release,
production, and maintenance of the devices. Such QMS shall provide for and include specific processes and
requirements for cybersecurity.

8.2.3 Secure Software Development Lifecycle

Solution providers shall establish formal Secure Software Development Lifecycle (SSDLC) processes that
enable an organization to develop and produce devices that meet the required level of security. Such SSDLC
processes shall govern the complete device lifecycle, including the following:

Concept and planning
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— Requirements definition

— Design and architecture

— Development and implementation

—  Verification and validation

— Release and production transfer

— Postmarket management and maintenance

The goal of an SSDLC-based TIPPSS development process is to enable the identification of security risks,
reduction of these risks to an acceptable level through design and architecture decisions and implementation

of securit

7 controls. and through security testing, which is the positive confirmation that all iden

ified risks

have been

Once a CI
dedicated
security ¢
risks, and

These acti
Clause 5)
8.2.4 Ris
Different

different s
the contex

mitigated and that security controls are effective.

pT with TIPPSS device is released for sale and is in operation, the solution provider shd
postmarket surveillance activities and shall monitor the continual effectiveness of th
ntrols, detect, and respond to incidents, identify newly discovered vulnerabilities, asse
provide mitigations to customers.

vities shall be performed by the manufacturer consistent with TIPPSS privacy require
hnd any related agreements the solution provider has with the responsible organization.
k-based approach

ise cases result in different risks that shall be(Considered. Similarly, differing desig

pcurity capabilities. The challenge is to define.the right level of security for a given dey
t of its use cases.

Manufactyrers need to establish a balance between security features and device safety and effectiv|

solution p
compromij
negatively

Security s
that imple
e.g., a higl

Therefore

— Sh

a

ovider shall perform a careful analysis to prevent the design and use of security measurg
se usability, safety, or effectiveness and, conversely, safety or usability measures
impact device security.

menting unsuitable.security measures in the healthcare setting can have negative con:
ner mortality rate:

during therelevant development lifecycle phases, the device manufacturer and solutiot

all\determine the security needs based on legal and regulatory requirements in the targg

11 perform
e device’s
5s security

ments (see

hs provide
rice and in

eness. The
s that may
that may

hould be right-sized, neither too weak nor too restrictive. For example, it has been demponstrated

pequences,

| provider:

t markets,

well as customer _user_operator,_and patient expectations

— Shall specifically assess laws and regulations pertaining to privacy and safety and how these apply

to

security.

—  Shall perform a formal security risk assessment to determine the security level required for a given
device in its use case(s) and use environment(s) and balanced with the device’s technical capabilities.

—  Shall determine security requirements and implement security controls that balance the desired level
of security with aspects of device safety, effectiveness, usability, and capability.

—  Shall perform a formal risk-benefit analysis to assess whether certain security features and controls
may result in other compromises, e.g., device usability. Any risk-benefit decision shall be supported
by the appropriate rationale and shall be documented.
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— Shall consider whether security controls and measures are appropriate for the device’s technical
capabilities, use environment, and use case.

8.2.5 Establishing security requirements

Defining the correct set of security requirements can be challenging. Once defined, organizations should
codify security requirements in their security governance and device and system design. Some security
requirements are prescriptive; for example, compliance with HIPAA privacy and security rules is a mandate
for U.S. healthcare providers. Other aspects of security governance are more difficult to establish, for
example, how to define a business’ risk tolerance and require thoughtful consideration and expertise.

Establishing the right security governance and requirements goes beyond meeting certain regulations. Once

governang

apply exi
implemen

8.2.6 Ide

To delivet
shall devej
that prote

infrastructure.

This shall
operated i
the device]

A security
security ¢

CIoT devi
technolog
— Ui
—  Se
— D

in

— Sd

e 15 established, organizations can determine the detailed and technical security require
ting frameworks (e.g., NIST CSF) and standards (e.g., ISO 27000 series) torhely
ation, as appropriate.

ntified security requirements

on the foundational principles of safety and privacy, the CIoT, with TIPPSS solution
lop and maintain a set of common security requirements and perform specific security
Ct devices and systems, the development and productiofiZenvironment, and the m

result in CIoT devices and systems that provide;the"desired security baseline, can b
h the intended target environments, and allow for, the maintenance of their security pg
and system’s useful life.

risk management-based approach shall:léad to the development and implementation of 3
ntrols and shall be supported by security-specific testing activities.

ce and related solution design shall support required security features for the CloT usg
capabilities, including thefollowing:

hique device and versionridentification.

cure authentication and authorization.

psign featureS:protecting device and solution security and data confidentiality, availal
egrity.

cure device configuration and maintenance.

— D

Iments and
with the

providers
activities
hintenance

e securely
sture over

[ppropriate

cases and

bility, and

ta‘protection

— Logical and physical access security.

— Cybersecurity state awareness, event detection, and logging.

Security activities throughout the secure CIoT solution development lifecycle shall include:

— Secure device lifecycle management best practices, e.g., threat modeling and risk assessment.

— Identification and following of secure engineering best practices as well as adherence to coding and
hardening conventions.
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— Policies and processes to enable supply chain security from discrete component selection and
implementation through production and maintenance.

— Security assessment and testing activities, e.g., application security testing such as Static Application
Security Testing (SAST) or Dynamic Application Security Testing (DAST), malformed input testing
(fuzzing), boundary value analysis (BVA), known vulnerability assessment, malware testing, and

pe

netration testing.

—  Effective vulnerability management and remediation of discovered vulnerabilities by internal and
external stakeholders.

— Verifying that code/programs that run on both devices and supporting infrastructure operate and
execute under the PoLP to help protect infrastructures from potential malware infections.

Security

the requirgd regulatory documentation and artifacts to demonstrate confidence in the secui¢ ¢
maintainability of the device and solution. Typical documentation shall include the following:

— SBOM.

— T
— Tq

—  Se
St

— Ri
—  Se

—  End-user/operator documentation includinga description of security capabilities and cons

— Ju
IS

To enable
the CIoT v
matching
managem

The CloT
environmg
controls n

tivities, including solution development, testing, and release, shall result in the deyell

ceability matrix with mapping of identified risks to implemented controls.
sting plans and reports.
stem diagrams.

curity properties and features documentation [e.g.,{¥ia" a NEMA Manufacturer
pntement for Medical Device Security (MDS2) [B4]].

sk and vulnerability management plans.

curity maintenance plans.

stification for not implementing specific risk controls and mitigation or dispositioning g
ks.

security management and maintenance activities during development, production, and
vith TIPPSS solution pfeviders shall establish a device and software versioning scheme t]
and maintenance cof\device version with the respective documentation, premarkg
nt activities (e.gf{, testing), and postmarket maintenance (e.g., updates).

with the TIPRSS solution provider shall continually monitor for changes in the pertinent
nt, techfiology, device use cases, and threat landscapes, and assess whether security pro|
ped to'be adjusted.

opment of
esign and

Disclosure

traints.

f resulting

operation,
hat enables
t security

regulatory
cesses and

8.3 Basi

¢ security principles

There are four basic security objectives that a CIoT solution shall adhere to in its integrated target operating
environments throughout the solution’s useful life, as follows:

— The solution shall meet a security baseline as determined by a risk-based approach to architecture,
design, and requirements development, which is balanced with use cases, solution capabilities,
applicable laws, and regulations.

—  The solution design and supporting processes shall be such that the security baseline can be managed

in

the intended use environments and can be maintained during its expected life.

95
Copyright © 2024 IEEE and ULSE. All rights reserved.


https://ulnorm.com/api/?name=UL 2933 2024.pdf

IEEE Std 2933-2024/UL 2933:2024
IEEE/UL Standard for Clinical Internet of Things (loT) Data and Device Interoperability with TIPPSS-Trust, Identity,
Privacy, Protection, Safety, and Security

— Devices shall be able to communicate securely within their intended integration environments and
shall provide a unique identity so that operators or other devices can establish trust.

— Devices shall be able to communicate their security status digitally and shall be able to detect, assert,
preserve, and communicate relevant security information and events.

CloT device and solution security capabilities continue to evolve, including the potential to leverage
technologies such as AI/ML, quantum computing, and quantum cryptography, which may be adapted in the
future to address current and future security considerations. Solution providers should stay abreast of
technologies and innovations to advance security solutions in response to potential new and evolving security
threats.

8.3.1 Deyeloping a security baseline

CloT solufion providers shall develop a security baseline by analyzing security risks through a formal risk
assessment process, architectural security review, and/or threat modeling. The selution providers shall
consider g4 complete system view and security relationship of all the elements.'ofj the solutiof, with an
integrated|systems view, from the devices to the environment. Any device or solttion introduged into an
ecosystem| poses a security risk to that ecosystem; for instance, attackers may,uSe a device as a peachhead
for an attafk such as a denial-of-service (DoS) attack, or as a vehicle for malware infection. The sdcurity risk
assessment process should lead to the development of a security baseline for the CIoT solution arfd devices,
which may include a recommendation for implementation of secufity practices such as hardengd design,
least/minignum privilege, or zero trust.

8.3.2 Me¢ting a security baseline

To meet the established CIoT solution baseline, thegolution provider shall develop and deploy guiflelines for
people, prpcess, and technology as follows in 8.312:1 and 8.3.2.3.

icate, and

—  Solution providers shall regularly update all training to account for changes in state of the art security
laws, regulations, and standards.

8.3.2.2 Process

—  Solution providers shall establish and follow device management plans, policies, and procedures that
align with the FDA’s Total Product Lifecycle for Medical Devices (TPLC) approach, and/or the EU
Medical Device Regulation, MDR; 2017/745, and/or other applicable and dependent regulations.??

22 See https://www.fda.gov/about-fda/cdrh-transparency/total-product-life-cycle-medical-devices.

96
Copyright © 2024 IEEE and ULSE. All rights reserved.


https://ulnorm.com/api/?name=UL 2933 2024.pdf

IEEE Std 2933-2024/UL 2933:2024

IEEE/UL Standard for Clinical Internet of Things (loT) Data and Device Interoperability with TIPPSS-Trust, Identity,

Privacy, Protection, Safety, and Security

—  Solution providers shall establish and follow SSDLC plans, policies, and procedures.

—  Solution providers shall define and establish formal security roles and responsibilities.

— SSDLC security activities shall include security considerations during architecture and design, such
as threat modeling, security requirements specification, risk assessment, and vulnerability
management.

—  Solution providers shall document, maintain, and archive process outputs as well as decisions and

ap

provals.

— Solution providers shall establish and analyze security measures and metrics to improve the
individual product and solution security posture, as well as to continually improve security processes
and practices.

— Sa

— Sq
SO
— Sq
th
— Sa

se]
I1S

— The solution provider shall select a platform and other third~party components used in t}

or1j
)
2)

— T}
SO
an

—  TRe solution provider shall establish and document full end-to-end traceability during the
jges of the device development lifecycle, including risk assessment, risk mitigation, security

st
re

8.3.2.3 Technology

Security i
third-party
solution l¢
levels. Foi

lution providers shall establish and follow secure coding conventions.

lution providers shall identify and follow platform hardening practices established by p1
lution elements, e.g., by the OS supplier.

lution providers shall continually perform security activities, e.g., code feyicw or testil
e SSDLC, both at the level of individual modules and at applicable integtation stages.

lution providers shall establish a formal supplier security managetent program. This sh
Curity assessments, documentation, contracting, auditing, and dedicated supply chain 4
k management.

during development, production, or maintenance to:
Provide the desired security baseline.
Provide security maintenance throughout the device and solution’s expected life.

e solution provider shall perform dedi¢ated security assessment and testing during (
lution verification and validation to provide for the successful implementation of securi
d confirmation of meeting requirements.

uirements, controls implementation, and testing.

typically-implemented at various architectural levels: platform (hardware, OS), appli
software; information (data), communication (e.g., network), and at the integrated
velsDifferent security practices and technologies are required to realize security controls|
éxample, anti-malware software may be chosen to protect the OS but may provide little

oviders of

ng, during

all include
nd SBOM

e solution

levice and
y controls

individual

cation and
system or
at varying
protection

for data being transmitted, for which encryption may be a better choice. Similarly, encryption is highly
effective in protecting sensitive data, yet may do little to protect an OS from malware.

Solution providers shall consider security controls at every level for the overall integrated solution
architecture and design across the platform, applications, information, devices, and network. As appropriate
for the device use case and technology capabilities, the CloT with TIPPSS device solution provider shall
establish general security best practices and common principles. Solution providers will realize them in the
solution design, development, and release. The solution architecture and design shall follow commonly

accepted s

ecurity practices, including the following:

a)  Security, protection, safety, effectiveness, and privacy by design

b) Pr

inciple of least privilege
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<)

d)
e)

2)

h)

)

k)

Privacy, Protection, Safety, and Security

Defense in depth architecture:

1
2)
3)

Layered security at the hardware, firmware, software, and service levels
Compensating security controls in case the primary controls fail

Default to the highest level of security.

Zero trust approach and integration capabilities

Use of security trust zones

Hardened design for all solution elements, including applications and third-party components

RBAC and segregation of duties (SOD)

N
re
asy
thg
So|

(c

ted

A
pr|

1)

2)
3)
4)
5)

6)
7)
8)

9)

10

ources based on the roles granted to users. The model consists fundamentally of role defi
ignment, role authorization and, subsequently, permission authorization, ensuring that an éntity
permissions that its role specifies. RBAC allows simultaneous exercising of permissions\for my
ution providers can extend flat RBAC to cover role hierarchies (hierarchical RBAC)and separati|
nstrained RBAC). Solution providers can also modify RBAC to implement other less generic ac
hnologies, e.g., discretionary access control (DAC) and mandatory access controH{MAC).

appropriate for devices and use cases, solution providers shalkimplement authentig
hetices, including the following:

Architecting for least/minimal privilege access and operation, including minimum
(need to know).

Avoid default, easy-to-guess, or hard-coded user Or'device credentials.
Providing means for separate and unique identities for devices and users.
Enforcing minimum requirements for credential length, complexity, and update freq

Implementing local and remote session control features, e.g., limit of failed Iqg
authentication.

Enabling the use of inactive mechanisms (e.g., time-out, automatic log-off).
Implementing cryptographically secure credentials management.

Providing MFA where needed and acceptable (e.g., for remote access or high-privilg
access).

In case the ‘device use case or underlying technology requires alternate auth
mechanisins, carefully evaluating for equivalency and any potential reduction i
posture;and communicating that to the user/operator.

In“the case when devices utilize API communications, utilizing an API gateway
proxying technologies to examine for and protect against threats as part of t

to system
nition, role
has exactly
Itiple roles.
bn of duties
Cess control

ation best

necessary

uency.

g-ons, re-

ge system

lentication
n security

or similar
he overall

Litaat £ q 4] fata tloa soo0 do o2 ] 14 .
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Data minimization.

Interface security:

1)
2)

Close/disable all unused ports and processes.

Close/disable all test and debug ports and features.

Fail-safe mode and capabilities/maintenance of essential functions in case of security compromise or
loss of connectivity.

1)
2)

Design for a fail-safe and/or minimal function mode.

Provide device recovery and restoration functions.
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D

Privacy, Protection, Safety, and Security

Protect confidentiality, integrity, and authenticity of data at rest and in motion through the appropriate

cryptographic methods.

1)  Cryptographic module security: Cryptographic modules used shall meet the security
requirements defined in the most current version of ISO/IEC 19790 [B25], which specifies the
security requirements used by cryptographic systems to protect sensitive information.

2)  Solution providers shall test cryptographic modules using methods conformant with the most
current version of ISO/IEC 24759 [B28], which specifies conformance testing requirements.

3) Enable secret material protection on the device as well as during provisioning, maintenance,

and device lifecycle management.

Implement supporting physical security.

R¢
Su

Sq
dd
sh
st
Io
dg

Tice the nced Tor environmental/external and procedural Security Comntrols.
pport device recommissioning/decommissioning processes and data sanitization,

lution providers shall assess security features and capabilities for inclusion in, the’desig
vice capabilities, integration and use environment, patient risk, and use cas¢The solutiog
all identify and determine security features to be implemented. Solutiongproviders should
ndards, guidance, and best practices, e.g., IEC TR 80001-2-2 [B16] and features like
boff (ALOF), audit controls (AUDT), health data integrity and authenticity (IGAU), 9
tection/protection (MLDP).

8.3.3 Maintaining a security baseline

The CloT
enable the]

a)

b)

¢)

d)

Sh
th

Sh
I

SH
m
SH
[e
us
Sh
in|

1)

with TIPPSS solution provider shall provide security maintenance features and pro
maintenance of a device’s security posture, as follows:

all provide for the maintenance of the device’s security baseline for the expected econo
e product.

all protect the production environment to enable device quality and help prevent devi
mpromise.

all protect the device dperational infrastructure, the production environment, a
hintenance infrastructure, against cyber threats.

all provide or recommend supplemental security protection through commercial te
g., antivirus, host-based intrusion detection system (HIDS), firewall] as appropriate for
E case, desired\security posture, and maintainability.

all provide all necessary security documentation and instructions to the device buyer an
cluding:

Documentation that allows the buyer to assess the device’s security capabilities (€.

h based on
n provider
| reference
automatic
r malware

esses that

mic life of

e security

hd device

hnologies
the device

1 operator,

., SBOM,

2)

3)
4)
5)

MDS2),which should be provided inm machine-readabic format as such standart
available.

s become

Instructions on secure operation, security maintenance, recognition of security events and

compromise, and handling of security events.
Documentation about integration with network and enterprise security systems.

Information about known vulnerabilities and risks.

Description of security risk considerations in the intended use environment as well as risks

outside the intended use environment.

Shall provide documentation to support operator implementation, operation, and security
maintenance, including:
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2)

h)

)

)

k)

1
2)

3)
4)
5)
6)

Privacy, Protection, Safety, and Security

List of external interfaces and protocols used for local and remote access, including description
of use during normal operation and maintenance.

Relevant system security information, e.g., SBOM, system diagrams, security properties and
features, secure operating environment, and security integration.

Description of device security event detection and logging capabilities.
Security risk assessment and plans for continual postmarket risk and vulnerability management.
Traceability matrix (identified security risks to implemented security controls).

Security testing plans and reports.

Shall establish and perform postmarket surveillance policies and processes to collect and analyze

cy, ersecurity Qignnlq and monitor for r‘hnngeq inr‘lnding'

1
2)
3)

4)

Sh
1)
2)
3)
4)
SH
1)
2)
3)
SH
1)
2)

3)

all establish a formal postmarket vulnerability and risk marfagement program, includin

4)

In technology or device use cases.
The threat landscapes.

Application and supply chain vulnerabilities, as reported by vendors, users/operatois, security
researchers, government entities, and regulators.

Security events as provided by device and infrastructure deteetion capabilities| user and
operator reports, service personnel reports, or returned devicés.

oS

Acquisition of and analysis of cybersecurity signals¢
User/operator communication.
Communication with the public, regulators,-government agencies, or law enforcemept.

Release of interim and final mitigation.

all establish formal policies and processes for the deployment of risk mitigation, including:

Communication and distribution'via established business and technical channels.
Secure deployment and update (e.g., utilizing cryptographic technology like code signing).

Version and change manadgement and tracking.

all provide all releyantprocedures that describe its postmarket security activities, inclugling:

Postmarket vulnerability and security risk management plans.

Securityupdate plans, e.g., how organizations will communicate, provide, and deplpy patches
and updates.

Incident management and disclosure plans.

Procedures for (‘n]]er‘ﬁng and ann]v7ing pnc‘rmm‘]{f‘f security information (new vulnerabilities,

5)

6)
7)

threats, incidents, and root causes) as well as user experience.

Update of device design as well as premarket and postmarket security procedures based on
analyzed findings.

Procedures for reporting security incidents as required by applicable laws and regulations.

Publication of regular postmarket surveillance reports.

Shall provide documentation and instructions pertaining to the device’s technical security capabilities
and integration requirements, including:

1)

General product security specifications:
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2)

3)

4)

5)

6)

7)
8)

Privacy, Protection, Safety, and Security

i)  Intended operating environment (firewall rules, ports, interfaces, protocols, addressing

schemes, etc.).
ii)  System diagrams.
iii) Security configuration guidelines.

iv)  Minimum platform/hardware/integration requirements.

v)  Supporting infrastructure requirements and recommended external security controls.

vi) Secure networking/integration (network requirements and diagram).
vii) Safe combination/performance characteristics.

Implemented security controls:

1) Security and hardening features.

il)  Features that protect critical functionality.

iii)  Fail-safe mode.

User roles and privileges:

i) Authentication.

ii)  Access control.

iii) Account and password features and management:

Description of interfaces and ports:

i)  Network, Bluetooth, USB, proprietary, etc.

ii) Interfaces and encryption of data transmitted by or stored externally to the dev
iii) Open/closed/required interfaces and ports and description of their function.

iv) Network data streams (protocol types, origin/destination of data streams,
scheme, etc.).

If applicable: Description ef-remote hosting environment (what, where, and how da
and managed and applicable security controls).

Security event and.incident logging features and log management:
i)  Forensigevidence captures and retention capabilities.

i)  Eventirigger(s).

iii) (Types of data captured.

iv) » Format and integration [e.g., Security Information and Event Management (SIJ

hddressing

a is stored

EM)].

v) Protection and forensic infpgrifv immutable ]ng

vi) Event metadata (where, when, how, etc.).
Device cybersecurity end-of-life/end of support (EOL/EOS information).

Device capabilities to detect and respond to anomalous conditions and events.

8.3.4 Software Bill of Materials (SBOM)

The support and use of SBOM is an emerging requirement within the CloT ecosystem. Within an SBOM, it
is required that the identity of every software component (API, SDK, library) used in the CloT device, shall
be included. Currently, there are three primary formats for an SBOM: Software Package Data Exchange
(SPDX), Software Identification (SWID) tag, and CycloneDX. SBOMs have been identified as a piece of
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critical technology standards and infrastructure. This is driving significant innovation in this sector and
manufacturers should invest the time to stay abreast of the changes.

Per National Telecommunications and Information Administration (NTIA), minimum elements for SBOMs
shall show, for each software component: supplier, component name, version, any unique identifiers like
CPE SWID or persistent uniform resource locator (PURL), dependency relationship, and the author of this
information along with a time/date stamp for when the solution provider generated it.

These minimum elements, according to NTIA, include the following: SBOM, NEMA MDS2, product
description, operating system, network ports and services, sensitive information and data transmitted,
sensitive information and data stored, network and data flow diagram, malware protection, authentication,
network controls, physical controls, encryption, audit logging, remote connectivity, service handling, end-
of-life and_end-of-support, risk summary, third-party certification or attestation, vulnerability and patch
communidation and management processes, information about data storage and data removal.

Others to ¢onsider are as follows:
— Uger information pertaining to the device’s cybersecurity controls, potentialtisks, and othpr relevant
information.

— Global system view: overall system, including the device itselfsand all internal anfl external
cgnnections. For interconnected and networked devices, this view should identify all intejconnected
elements, including any software update infrastructure(s), healthcare facility network impacts,
infermediary connections or devices, cloud connections, et¢:

— D¢scription of security maintenance tasks that are relevant to the operator, including how the
mhnufacturer will communicate cybersecurity information.

8.4 Conimunication security

8.4.1 Intgroperability and security

The solutipn provider shall recommend/appropriate security controls and safeguards. The operatot/user shall

implement these for safe and seciire interoperability aligned with the TIPPSS principles. These requirements

can be further categorized intothe following interoperability scenarios:
— Tgchnical interoperability

— Sgmantic interoperability

— Syntactic.interoperability

—  Otganizational interoperabilits,
5 13 o

— Regulatory interoperability

Technical interoperability is accomplished through communication links, protocols, and infrastructure that
enables the transmission of data between solution components, devices, and systems. It refers to the lower
layers of the Open Systems Interconnection (OSI) model (i.e., transport layer and lower). To enable secure
technical interoperability, solution providers and organizations using CloT solutions shall do the following:

a)  Shall enable information communication from different protocols via protocol conversions (e.g.,
converting from Zigbee to Bluetooth).
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b) Shall conduct risk assessments of the devices, operating environments, ecosystems, and use cases
using well-known frameworks.

c) Shall tailor risk assessments to use standards and requirements applicable to the target devices,
operating environments, ecosystems, and use cases.

d) Shall secure information exchange and confidentiality, integrity, and authenticity.

e)  Shall define information elements pertaining to the exchange of security risks, including:

1)
2)
3)

Threats/Exploits
Vulnerabilities

Events/Incidents

f) SH
C9
g) Sh
h) Sh
dy
i)  Sh
th

j)  Sh

Semantic
and proces
semantic 1
e.g., clinid
enable seg

k) Sh
re

1) Sh

1y

2)

3)
Syntactic

exchange
of syntacti

bF, MITRE D3FEND) as part of a risk mitigation plan.
all develop plans to address and track risk mitigation scenarios and issues.

all maintain safety, effectiveness, and secure interoperability during normal-operations|
ring crises (e.g., natural disasters).

all enable data validation and authentication.

nteroperability is enabled through the definition andstandardization of information to
sed, ensuring it is well-understood by the interoperable systems, without ambiguity. Str
hteroperability include the utilization of unambiguous codes and identifiers for health in|
al terminologies, taxonomies, or ontologies,.such as LOINC, SNOMED-CT, ICD-1
ure semantic interoperability, the CIoT with TIPPSS solution provider shall do the foll

all provide a level of security that enables safety, effectiveness, quality of care, and tr
eived.
all define semantic elements'pertaining to the definition of security risks for the follow
Threats/Exploits
Vulnerabilities

Events/Incidents

interoperability defines the data structure and data formats, including the communi
fules for different kinds and types of data, how to put them together, and in which order.
cuinteroperability approaches are the definition of data formats, well-defined syntax, an

all apply commonly accepted Irameworks, guidance, standards, models, and practices (e.g., NIST

as well as

all develop plans to receive information from stakeholders on securityissues and concefns, assess
bm, and address them in accordance with ISO/IEC 29147 [B32]andTSO/IEC 30111 [BB3].

be shared
ategies for
ormation,
0, etc. To
wing:

ust in care

ng:

cation and
Examples
| encoding

(e.g., message content structure, size ol headers, size of message body, 1ields contained in a message), such
as different versions of HL7 or ISO/IEEE 11073. To enable secure syntactic interoperability, the solution
provider and organizations deploying CIoT solutions shall do the following:

m) Shall implement secure exchange and information confidentiality, integrity, and authenticity.

n)  Shall define syntactic elements pertaining to the enumeration of security risks, including:

1)
2)
3)

Threats/Exploits
Vulnerabilities

Events/Incidents

0) Shall enable data validation and authentication.
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Organizational interoperability focuses on coordination of distributed workflows and activities between
systems, organizations, and people interacting in business processes. This includes defining how business
services and consumer services interact, understanding pertinent information and sharing the information,
using the correct format for the correct business processes. To accomplish secure organizational
interoperability, organizations shall do the following:

— Shall conduct risk assessments of the devices, operating environments, ecosystems, and use cases
using well-known frameworks.
— Shall tailor the assessments to use standards and requirements applicable to the above.

—  Shall apply commonly accepted frameworks, guidance, standards, models, and practices (e.g., NIST
CSF, MITRE D3FEND) as part of a mitigation plan.

—  SHall develop plans to address mitigations and issues and track them.

— SHall maintain safety and effectiveness as well as secure interoperability during normal pperations
as|well as during crises (e.g., natural disasters).

— Shall develop plans to receive information from stakeholders on security issues’and concefns, assess
thgm, and address them in accordance with ISO/IEC 29147 and ISO/IEC'307111.

Regulatory interoperability focuses on ensuring that organizations operating under different legal
frameworls, policies, and strategies can work together and exchange infofmation. Organizations shall do the
following [to enable secure regulatory interoperability:

— SHhall implement secure exchange of clinical, identification and technical informatiop between
dgvices and systems across the ecosystem including allstakeholders (operators, users, patients, etc.).

— SHhall enable the meaningful and actionable, §haring and management of informatipn among
stakeholders as it pertains to security risks: thieats, vulnerabilities, events, and incidents.

— Shall enable encryption of data at rest and it motion.
— Shall enable secure identity and acceéss-management practices.

— Shall validate and authenticate-critical data (e.g., clinical data, firmware updates).
8.4.2 Coinmunicate securely
In case of|lcommunication failure, the device shall provide a fail-safe mode and shall continue it operation

without donnectivity ‘until the service provider or user/operator resolves the issue and | reinstates
communidation.

CloT witlh TIPPSS devices and solutions shall use a level of cryptographic information prdtection as
appropriate for the use case and based on the device’s capabilities, as follows:

— Devices and solutions shall use cryptographic technology to support confidentiality, integrity, and
authenticity of critical data, including patient medical and demographic data, user and device
credentials, device settings and configuration, software updates and patches, intellectual property,
etc.

—  Solution providers shall respond to cryptographic errors or exceptions in consideration of the device
use cases.

— The device shall communicate through end-to-end encryption rather than relying on the security
provided by the transport layer for multiple reasons, including:

1) It may not support the device use case.
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2)
3)

Privacy, Protection, Safety, and Security

All network segments that the data traverses may not support it.

It depends on the actual implementation, thus leaving room for user error and compromise.

Specific considerations shall be applied to the certificates or keys (secret material) used in the cryptographic
process, as follows:

—  Cryptographic secrets (certificates and keys) require special consideration and protection:

1))

2)

Devices and solutions shall protect them during the provisioning process, in memory, and

during updates.

Devices and solutions shall never be exposed to third parties (e.g., a contract manufacturer) and

shall always be protected.

3)
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Devices and solutions shall never use 1dentical (1.e., the same) keys between devices
of devices.

pvices and solutions shall use different keys and certificates for different device function
b separation of risk between said functions. (e.g., the certificate used for managing devig
ffic should differ from the one used for software updates).

rtificate hierarchy shall reflect organizational and product line structure so that solutior
d/or users/operators can specifically manage key revocation for individual lines of busi

roviders and users/operators can use cryptography to addres§thany different use cases th
c’s security posture, provide privacy, and protectybusiness interests. Howevg
ation requires that solutions address all aspects of cryptography, as follows:

gorithms, keys, and certificates shall be selected’by the deploying organization such th
P use case, provides the desired level of proteetion, and can be implemented without und
device hardware.

yptographic functions or secret material. This includes memory protection, secure provis
vice lifecycle management, and\appropriate error and exception handling.

ymmetric cryptography with'a supporting PKI should be the preferred approach. If a
y solution is chosen (e.g:, due to resource limitations), the trade-off in security and hig
mpromise shall be carefully evaluated and formally accepted as part of the manufacturg
cision process.

8.4.3 Coinmunicate-about security

CIoT with
workflows

TIPPSS devices and solutions may be operated in an infrastructure of existing security
Thefefore, those devices and solutions shall provide the following features that als

or groups

5 to enable
e network

providers
hess.

ht improve

Ir, correct

it each fits
lue burden

lution providers shall design a supperting infrastructure to avoid compromise or cofruption of

oning and

symmetric
her risk of
ir’s design

F tools and
o shall be

document
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— The devices and solutions shall be able to withstand interrogation by typical network security tools,
e.g., enterprise asset and risk management systems and discovery and vulnerability scanners.

—  The devices and solutions shall be able to provide version and patch level information when queried.

The user documentation shall describe the type of network handshake or user interaction required to read or
transmit device version and patch information.

If the device or solution includes specific configurable security capabilities and/or if the security features
require management, the device or solution shall be able to provide status information of these capabilities,
e.g., antimalware software installed and running, virus definition file up to date, last date of update.
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— The devices and solutions shall be able to detect security events and, as appropriate for the use case
and capabilities:

1
2)
3)

4)

5)
6)

8.4.4 Communication as a security risk

In addition to the need to communicate securely and to communicate about its security status, a

TIPPSS d

i.e., prevent a device’s connectivity from becoming a security risk. Examples of security risks du

connectivi
(TLS) pro
Network N

CloT with
security ri
functions

security ri

The CloT
exposure

— (I
— D
— U
— C

8.5 Prod

Provide features enabling security event detection, logging, and user/operator notification.

Support integration with security management infrastructure.

Transmit security event information to enterprise security tools or services [e.g., SIEM or

Security Operations Center (SOC)].

Store and immutably retain security events information and other forensically relevant security
event data and metadata for later analysis, including time, location, trigger, indicator of

compromise (IoC), etc.

Provide event and forensic logs.

to security compromise.

bvice or solution shall also protect its interfaces and external communications from col

ty include known vulnerabilities in short-range wireless te€hnology or Transport Layq
ocols, exploitation of Remote Desktop Protocol (RDP), er'the security risks associated W
lanagement Protocol (SNMP).

TIPPSS solution providers shall consider that any interface and connectivity may
bks, no matter the function. In other words, any function that executes via connectivity
for the purpose of security (e.g., patch dowaload or security event data upload) is an d
bk and shall be analyzed and mitigated asgart of the security risk assessment process.

with TIPPSS solution provider shall apply common security strategies to prevent uj
o security risks through connectivity, for example:

ose unused network ports.
sable unused protoeols:.
e, and update to,the latest known version of a communication protocol.

nsider additional security controls, e.g., hardware or software firewalls.

esses, practices, principles, and controls

Provide information on its operating state, e.g., if the device is operating in a fail-safd mode due

CloT with
mpromise,
b to device
r Security
ith Simple

introduce
including
perational

inecessary

8.5.1 CIA triad

In information security, it is common to use the CIA triad, which comprises three core elements that describe
and characterize the main properties of data security—confidentiality, integrity, and availability. These are
the building blocks upon which organizations design security systems, and the essential aspects the systems
assess, when discussing security processes, features, safeguards, etc.

Confidentiality restricts access of unauthorized entities to a resource. Integrity signifies that unauthorized
entities will not improperly alter or remove the resource. Availability helps ensure that authorized entities are
able to access and use the resource as and when required.
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Numerous scholars, including Jeff Rothenberg of the Council on Library and Information Resources, have
added the preservation of information authenticity as a fourth dimension as that provides the assurance that
the data source can be uniquely and undeniably identified.

8.5.2 Confidentiality

Confidentiality means that unauthorized individuals, entities, or processes are not able to gain access to or
disclose information. Confidentiality is a component of privacy and protects information from access by or

disclosure

to unauthorized persons or processes.

Secure design and the use of security technologies can help reduce the risk of a confidentiality breach. The

CloT wit

TIPPSS solution pras ider_as part of their privam/ risk assessments shall determine

which data

elements 1
and capab

The CloT
users, and
— Pr
— A

equire protection as well as the level of protection provided within the limits of the dewi
lities. For details on privacy considerations, please see Clause 5.

with TIPPSS solution provider should implement security technologies thatsolution
operators can apply to achieve the desired level of confidentiality, including:

ptection of operating system and application software.

stem hardening best practices.

cess control principles: role-based, least/minimal privilege:

—  Exjcryption of data at rest and in transit.

— D
— D
— P}

Commonl
solution p
However,

8.5.3 Int¢

Informatid
lifecycle,

persons, p
protection|

ita minimization.
gital hardware protection.

ysical security measures.

Foviders can use and apply as.appropriate for the device or solution use case and its ¢
these may also require complémentary controls, such as physical security measures.

grity

n integrity/means assurance and maintenance of accuracy and completeness of data ove
.e., the protection of data from accidental or intentional alteration or destruction by un
rocessesy or conditions. The solution provider shall implement controls to maintain in{
against intentional and unintentional threats, as follows:

€ usc case

providers,

y used technologies to protect.data confidentiality rely on various cryptographic schemes that

ipabilities.

its device
huthorized
egrity and

—  Protection of critical information:

)

2)

Hashing, i.e., the calculation of a unique digital fingerprint of a file or string that allows

comparing the file or string against the hash to detect unauthorized changes.

Encryption to obfuscate data to prevent deliberate and unauthorized changes.

—  Separation of processing and data:

1)
2)
3)

RBAC.
Least privilege access and operation.

Automatic logoff and timeout functions.
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— Protection of device integrity, i.e., functionality:
1)  Protection of kernel and core functions.

2)  Use of software update and runtime security measures, €.g., code signing and secure boot.

8.5.4 Availability

Availability refers to ensuring that data remains accessible by authorized persons or processes. This includes
the computing or storage systems used to store and process data, the security controls used to protect it, and
the reliability of communication channels used to access it.

Availability covers a wide range of requirements, including prevention against intentional or accidental
destructiof, preservation of access, and also preventing denial-of-service or similar network attacks.

The solutipn provider shall maintain device and information availability through design and,securitly controls,
including:
— Rdgle-based access control.
— Hardware and physical protection.
— Rgdundancy and backup.

— Roll-back and restore functions.

8.5.5 Preservation of authenticity

Research @nd analysis can attribute every type of compromise to either one or several elements ¢f the CIA
triad. For Jexample, installation of malware or compromise of the software supply chain are edamples of
system intpgrity compromises. However, it does make sense to look at the property of Authenticity[separately
as it takesjon a unique function in today’s intereonnected world.

Authenticity includes the following:

— Agsurance of people or_systems’ unique identities through user credentials or cryptographic
ceftificates.
—  Trust in the communication between and information provided by devices and/or people.

— Agsurance of'the authenticity of information including identification of the source.

— Prpviding.fer non-repudiation.

1 TIPPQQ Y 2l laall e Azatls 1ot sad £ tlha H
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information and data, devices, systems, and people (users, operators, patients).

8.6 Security assurance

Security assurance requires demonstration that security efforts resulted in sufficiently reduced risk, helping
to prevent device, data, and solution compromise. Demonstrating compliance with security standards and
best practices, the use of tools like vulnerability scanners or standards managers, and services like penetration
testing and independent security assessments can help provide security assurance.
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Ultimately, continual assessment and timely response to reduce risks can help demonstrate security
assurance. Solution providers can accomplish this by applying frameworks that are relevant to the domains
of the system and the environment it operates in and documenting the results of such. The system and
environment are dynamic and need re-evaluation on an ongoing basis to maintain security assurance.

Security implementations need to be measured against established requirements, which in turn shall be
continually adapted based on threat landscape trends and observed security events. Demonstrating
compliance with requirements and regulations may be sufficient to satisfy an auditor, but the auditor is not
the adversary, and ultimately, sufficient security assurance requires continual reassessment and adjustment.

8.7 Risk management and security

8.7.1 Ris

Risk is aly
acceptabld
comes to |

The intent]
rather to fi
risk mana,
critical ro
provided.

Figure 12
concept of

k management overview

ays present. It is not possible to totally eradicate risk, and it should be mitigated and

levels. Solution providers, users, or operators may accept, share, transfer; or avoid ris
ealthcare, proper risk management is imperative.

of this subclause is not to comprehensively describe risk management practices and pro
bement’s association with security, it is important to understand the key components

e in risk assessment. To focus on healthcare, there have been slight alterations to the

shows the relationship between threats, vulnerabilities, and assets, while Figure 13 in
risk.

Threats

Threats Threats

sapIqeIaulnp

reduced to
k. When it

Cesses, but

cus on the role risk management can play in enhancing seciitity. To comprehend the infricacies of

hat play a
efinitions

cludes the

Figure 12 —Relationship between threats, vulnerabilities, and assets
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Vulnerability

Threat

— A
us
re
ch

Cybersecurity Risk: the potential that a given threat will
exploit vulnerabilities of an asset and causes harm

Figure 13 —Cybersecurity risk—Conceptual

set: An item of value. Including, but not limited to, medical"devices, patients, healthcare
ers, operators, service deliverers, information systems, bat also non-tangible compq
putation or patients’ decisions about where to seek care or which life-supporting tec
osen.

— Threat: Any circumstance or event with thepotential to adversely impact medical

of]
in
pl
in
— Vi
or

— Ri
to
SY]
th

As conceq]
and an as|
risk being]

lividuals such as service recipients, sérvice providers, diagnosticians; treatment ar
hnners; other organizations via unauthorized access, destruction, disclosure, or modi
formation and data being acquired;processed, stored and/or modified; and/or denial of

iinerability: A weakness in asystem that a threat can exploit, which could lead to an ady
result.

sk: The potential that«a threat exploits a vulnerability leading to the compromise of an ass
consequences, and impacting medical patient care devices, healthcare environment, i
stems, ecosystemns,) data, diagnostics, delivery of services that have the potential to cau
e patient, operator, healthcare provider, organization, or environment.

tually depicted in Figure 13, cybersecurity risk requires the presence of a threat, a vu
et of a'given value to an organization. All three shall be present for a risk to exist with t
afunction of the probability of occurrence (i.e., of a threat exploiting a vulnerabilit

providers,
nents like
hnology is

healthcare

erations and assets, including, but not limited to: medical devices and information systems;

d therapy
fication of
ervice.

erse event

et, leading
\formation
ke harm to

nerability,
he level of
) and the

severity o

harm to the asset’s value to the organization.

A method to quantify risk is by estimating probability (as a function of threat and vulnerability) and severity
(as a function of vulnerability and asset value). Specifically in cybersecurity, risk estimators can sometimes
replace or redefine probability as a measure of exploitability. Since statistical analysis of historical or testing
data cannot always predict cybersecurity threats, an estimate of how easy it would be for an attacker to exploit
a vulnerability is generally preferred.

Organizations can express these concepts as follows:

Risk = f (threat, vulnerability, asset value)
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Quantifying risk requires an estimate of the following:
Probability of occurrence = f (threat, vulnerability), e.g., on a 1-4 scale, and
Severity of harm = f (vulnerability, asset), e.g., on a 14 scale.

Calculate the estimated risk level as follows:
Estimated risk = Severity x Probability

As shown in Figure 14, a matrix plot can identify the highest priority risks and the resulting estimate.

Probability of harm qb‘
g
1= 2= 3= 4ﬁ?
Improbable Remote Occasional fbja le
4= &
Catastrophic Mgdlgm
priority
S
S 3= Mec?ium
= Critical ol
- prlorltys\\}
o
2
= 2= 6 &
. Medium Medium
(] Marginal " o
S priority priority
0
2]
1=
Negligible
O
\J
Fi §4— Example for a Risk Level Rating Methodology
Risk quan iﬁcaﬁgt))tes:
— O g&b\zgtions may use other scales for probability and severity.

— Synonyms and other terms may be used, e.g., likelihood or exploitability instead of probability or
impact instead of severity.

— Organizations may choose to use other quantitative approaches or qualitative models.
8.7.2 Asset classification

The classification of a CIoT device’s asset information and data shall be based on asset risk and value to the
organization.

Assets under consideration that could pose a security risk and should be classified as such are as follows:
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— Hardware shall include appropriate security classifications for appropriate use cases, environments,
and local regulations.

— Subsystem and software shall include system categorizations and data classifications for appropriate
localities of use.

— Information assets shall include the following:

1))
2)
3)
4)

Sensitive clinical, personal, and operational information.
User, device, and network credentials.
Intellectual property that requires safeguards.

Virtual—Infrastructure as a service (IaaS), servers, virtual network devices.

5)
— St

8.7.3 Data classification

Data shall
handled in

Device, nd

8.7.4 Vulpherabilities

Vulnerabi

step undeftaken in CIoT solution design and development and deployment, commencing from tg

system, arj
D
D
— M
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m

Vulnerabi
throughoul

Cloud-based information assets.

OM or equivalent shall include system assets and dependencies.

be classified according to locally applicable regulations (HIPAANPHIPAA, GDPR
accordance with all applicable legal and regulatory guidance that applies.

twork, and user credentials shall be classified as sensitives

ities exist along the healthcare technology value chain. Vulnerabilities shall be evaluatq
d solution design to utilization, including-the following:

bsign (component, device, software, subsystem, system, solution).
bvelopment (component, device, software, subsystem, system, solution).
nnufacturing (flaws, supply chain management).

e (administering, workflow).

pintenance (spare parts, updates and patches, supply chain management, EOL, all ¢
cluding hardware, firmware, software, and services).

ities Shall be documented and disseminated to CloT solution providers and users. T}
t the'device lifecycle and its associated risk management processes, including the intro

etc.) and

d for each
chnology,

mponents

nis applies
duction of
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new risks
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improper maintenance, or supply chain management, for example.

Organizations should have the following:

— A

vulnerability disclosure policy in line with ISO/IEC 29147 [B32].

— The ability to easily receive vulnerability information from external sources.

'mponents,

— A vulnerability handling policy and associated organizational processes and frameworks in line with

IS

O/IEC 30111 [B33].

— The ability to responsibly and respectfully communicate and collaborate with vulnerability finders
and reporters to verify, reproduce, and remediate the discovered issues.
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The ability to disseminate advisories and resolutions through the appropriate channels (Healthcare
ISAC, vendor advisories, press, etc.).

The ability to drive appropriate internal and external post-resolution activities.

8.7.5 Threats

The cybersecurity threat landscape is constantly changing. New threats are emerging all the time, and with
each new threat, the potential of an existing vulnerability being exploited is always present. Threats shall be
classified by an organization into the following categories and evaluated continuously, albeit frequencies
might differ for each category:

— N q t‘ul u}

—  Exvironmental Qq,b‘

— Hyman-made 0y
Threats shiall also be categorized into: (19

— Infernal ‘\0\/

—  Ejternal Q o

— Adglvanced persistent threat (APT) QQ

— Erperging \0\‘\

. 7
8.7.6 Risk management cycle N
Organizatjons using CIoT solutions and devices @gt assess the state of their CloT systems, asset, domains,
and vulnefabilities regularly following a fo sk management process (see Figure 15). This pvaluation
shall include an assessment of the current state’and vulnerabilities of all system elements, plus arly changes
and their impacts. Risk assessments shall’be conducted on a regular basis. The organization shall also assess
its ability |[to mitigate risks and wh the appropriate controls and safeguards are in place,| including
building them into devices durin§1e§ n, development, manufacturing, and deployment phases.
O
( U Risk Management h
Iterative and Ongoing Feedback Process

Risk Anghreics Risk Evaluation: Risk Mitiaation: Risk Monitoring:
« Define Use Context =¥ - Compare Estimated Risk - Risk Reduction through WY . On-going Observation
- Identity Hazards against Established Criteria Administrative, Technical, * Assure Risk Limits are
- Estimate Risk « Determine Acceptability or Physical Safeguards Achieved and Maintained
v v
. Risk Criteria & Acceptability: Safeguard: )
!d;::ggl-lazadt + Laws & Regulations + Policies & Procedures ?‘;:2::9& o
* Vulnerabilties P ETIEIENED L EEIRE AT DAY - Security Event Monitoring
e » Risk Tolerance * Security Controls e T e
+ Capabilities & Maturity + Management & Maintenance e

Figure 15—Risk management cycle

More detailed frameworks and standards on risk management, including ones specific to medical devices,
are available, e.g., via ISO/IEC, NIST, HSCC, and AAML.
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9. Human factors and usability

9.1 Overview

The use of IoT connected sensors, actuators and devices continues to increase for the clinical observation
and treatment of patients. While most of these components are typically developed as medical devices, any
device used in a clinical use case is considered within scope of this standard.

Use errors caused by usability issues have become an increasing cause for concern. CloT devices are
sometimes non-intuitive, difficult to learn, and difficult to use. As healthcare evolves, and as our use cases
demonstrate in Annex B of this standard, less skilled users. including patients themselves, are

CloT devi

now using

ces while the devices are becoming more complicated. Usability engineering is intended

and mininjize use errors and thereby reduce use-associated risks.

There are

several usability/human factors standards, including standards specific to niedical dev

such as THC 62366-1:2015 [B14]. IEC 62366-1 defines Human Factors Engineerning-as the app

knowledg

b about human behavior, abilities, limitations, and other characteristics to the design

to identify

ce design,
lication of
f medical

devices (including hardware and software), systems, and tasks to achieve adequate usability. I addition,

ANSI/AA]
on interop

This claus|
actuators,
It focuses

MI/UL 2800-1:2022 [B3] includes requirements for human factors-analysis with a spe
prability.

e of the standard provides guidance and normative requitements for CloT devices such
hind applications (apps) to address CloT connectivity-and technical issues related to hum
on usability related to the technical aspects of fopics such as interoperability, valid

TIPPSS-rglated requirements that apply to products that maybe deployed by both professionals ang
users sucl] as patients or caregivers. It does not deal with general usability aspects related to t
aspects of]the device since this is out of scope of this'standard.

This clau,

pe deals with requirements related to the human factors/usability aspects of cd

establishmjent, loss of connectivity, troubleshoeting, etc. It is intended to be technology agnostic to

possible a

applicatiof, such as setting infusion rates, alarm limits, display of measurements, etc.

This claus|
(L/S/C) ta

e is driven by requirements derived from the use cases and identified in the Lead/Suppd
ble in Annex C.

9.2 Summary.process for Usability Engineering

The mant
Engineeri

factufer of a CloT device shall establish, document, implement, and maintain a

cific focus

hS Sensors,
an factors.
ation, and
untrained
he clinical

nnectivity
the extent

nd avoid implementation specifics. It does not deal with the human factors aspects of the clinical

rt/Consult

Usability

T process that addresses not onty e clinicat functionality but atso the techicat sep,

and maintenance of the CloT device.

operation,

This process is based on IEC 62366-1 [B14], hence further background and guidance can be found in that
standard. The following are key requirements for the manufacturer regarding additional CloT device usability
requirements when a device connects to a network.

9.2.1 Pre

pare the technical use specification

The manufacturer shall prepare a technical use specification that shall include the following:
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— Intended user profile(s)

— Intended use environment(s)

9.2.2 Prepare hazard analysis related to technical user interface use cases and scenarios

The manufacturer shall identify technical user interface characteristics related to device network connectivity
that could be related to safety. Manufacturers and solution providers may accomplish this by conducting a
hazard analysis (typically in accordance with ISO 14971 [B20]) to identify risks due to technical user
interface issues and help reduce the risk of harm to a level that is as low as reasonably possible using the

following

— In VT \/llt Dblf\/tj b] d\/ﬂ;sll.
—  Prptective measures in the CIoT device itself or in the manufacturing process.

— Information related to safe use in the instructions for use (IFU).

The hazar

— 1Id

cgnnectivity.

— Id

cgnnectivity.

—  Sdlection of the hazard-related use cases and scenarios-for summative evaluation.

— In|

Io|l' connectivity.

9.2.3 Est|

The user i

— Tgstable technical requiréments relevant to the user interface concerning the device loT-re
arld operation.

— Rgquired included ‘indications of content in the accompanying documentation related to

1o

— In
re

9.2.4 Est

options:

 identification and analysis shall include the following:

bntification of known or foreseeable hazards and hazardous ittrations related to d

entification and description of hazard-related use caseshand scenarios focusing on g

Corporation of feedback from user testing during concept and product validation relate

Ablish a technical user interface specification

hterface specification shall include the following:

T connectiyity:

HicationS_as to whether training is required for device IoT connectivity setup, opern
moval\from service.

evice loT

evice loT

to device

ated setup

the device

ation, and

ablish a technical user interface verification plan

The manufacturer shall establish and maintain a technical user interface verification plan that documents the

objectives

and methods of the various verification activities.

The manufacturer shall verify that the system has properly implemented the technical user interface

specificati

on.
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9.2.5 Establish a technical user interface validation plan

The manufacturer shall establish and maintain a technical user interface validation plan that documents the

objectives

and methods of the various formative or summative validation activities.

The validation activities should reproduce/simulate the actual user environment to the extent possible.

9.2.6 Perform a technical user interface design, implementation, verification, and formative
validation

The manufacturer shall design and implement the CIoT device user interface, including the accompanying

documentation-and training as-described-inthe technical user interface specification

Verificati

Formative
specific ag

9.2.7 Per

Summativj
connectivi

The manu
the partici

9.3 Req

The requifements in this subclause deriv€ from the L/S/C table in Annex C, which can be consult

the approf]

9.3.1 Gemeral—Human factors requirements

The requiements are-as-follows:

— T}
— T}

n shall be undertaken by the CloT device manufacturer at each stage of the design,
validation should be used as appropriate during the implementation process,totest the
pects of the design.

form technical user interface summative evaluation/validation

e evaluation/validation shall be used to evaluate the usability of the overall design of
ty functionality.

facturer shall use summative evaluation/validation i11"a simulated or actual user enviror]
pation of people representative of the intendedusers.

lirements for the technical aspects of the Clinical loT device user i

riate user needs/requirements‘to these technical requirements.

e Clod=device shall notify users of communications connectivity issues.

e CloT physical device shall alert when it is time to change or replace the physical dev|

sability of

[ the CloT

ment with

hterface

ed to trace

ice battery

or

1t encounters other technical 1ssues.

—  The CIoT device shall indicate that data from a CloT physical device requiring battery replacement

is

questionable.

—  The CIoT device shall notify the user and any connected CloT devices of any software (SW) and/or
firmware (FW) update failures.

— A

CIoT device shall allow the user to disable its non-critical technical alerts.

— Return Instructions for the CIoT physical device should be accessible on the CloT device as well as
any connected CloT devices.

—  All systems should consider accommodations for regional cultural norms.
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—  The CIoT device shall advise users of the result of remote change commands (on the user interface)
that were requested in a timely fashion.

—  The CloT device shall allow local or remote users to distinguish between distinct types of failures
and notify the user.

— The CloT device shall notify users of any remote settings changes made to their devices.
—  The CIoT device shall alert users of any failures of connected CloT devices.

— All ClIoT devices and systems shall consider user interface accommodations for the intended user
group, including those with disabling (visual, auditory, cognitive, mobility, etc.) conditions as well
as cultural and linguistic accommodations.

NOTE—Consider the fact that a user who is also a patient may have one or more disabling conditions.

9.3.2 Acgompanying documentation—Human factors requirements
The requifements are as follows:

—  TRhe manufacturer shall disclose the data communication capabilities ofithe CloT device.
NQPTE—Data communicated includes clinical data communicated, technical data communicafed, control
capabilities, personal data communicated.

— Inptructions for technical setup and use of the CloT devicesshall be readily available.

—  The manufacturer shall disclose disclaimers and wariings for the CIoT device in the accqmpanying
ddcumentation.

— TRhe manufacturer shall provide clear instructions concerning proper environments of yse for the
CloT physical device.

— The manufacturer shall disclose connectivity troubleshooting information in the accqmpanying
ddcumentation, if applicable.

NQTE—Connectivity includes wiréd-connectivity such as USB or RS-232 and wireless connectiyity such as
IEEE 802.11, cellular, IEEE 802.13, etc.

— The manufacturer shalhdisclose which jurisdictional regulatory requirements it complies [within the
agcompanying docimentation.

— TRhe manufacturer shall disclose their accommodations for regional cultural norms in the
acgcompanying documentation.

—  The manufacturer shall disclose the size of the CloT device log.

— T manufactu
deprovisioning instruc

3 letailed ting, and
tions for users to follow.

NOTE—Users include patients, caregivers, service providers, integrators, etc.

— Deployment organizations (integrators, service providers, etc.) and end-users (patients, caregivers,
etc.) shall follow the manufacturer-provided instructions for provisioning and deprovisioning of
CloT devices.

— The manufacturer shall disclose whether the CloT device contains AI/ML in the accompanying
documentation.

— Al CIoT devices shall disclose their accommodations for individuals with disabling (visual, auditory,
cognitive, mobility, etc.) conditions in the accompanying material.
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9.3.3 Trust—Human factors requirements
The requirements are as follows:
— A ClIoT device shall indicate data from an expired or partially functioning sensor or actuator as
questionable on its display.

— A CIoT device shall indicate data from a sensor requiring battery replacement as questionable on its
display.

— A CIoT device shall alert the user if it suspects any connected CloT device is counterfeit.

— A CIoT device shall notify the user if the connected CloT device does not meet the requirements for
its intended use and, as a result, should not use it.

— P4tients shall be able to authorize specific caregivers to view results in any portal\dpplications
prpvided by the deploying organization.

9.3.4 Identity—Human factors requirements
The requifements are as follows:
— The ClIoT physical device shall support NFC or Radio Frequency‘ldentification (RFID) o1l Bar-Code

orflabel or similar with CloT device attributes/identity on the~CloT physical device.

—  CloT physical devices should have a mechanism for entering their physical locations in the hospital,
such as bed number, room number, care unit, hospital.hame, etc.

— Atthenticated caregivers shall be able to establish¢dccounts in any portal applications provided by
thg deploying organization.

9.3.5 Privacy—Human factors requirements
The requiements are as follows:
— If]the CIoT device log contains electronic protected health information (ePHI), the CloT device

shiould give the patienttheopportunity to consent to its collection.

—  The manufacturer Shall enable deployment organizations or end-users to temporarily digable CloT
dgvice commupnication to a portal.

— The manufacturer shall enable deployment organizations to authorize authenticated users/caregivers
to|only yiew’results of specific patients.

— TRe CloT device shall allow the patient to acknowledge/provide permission for any rem¢te change
C()lllllld,llclb.

— Applications (apps) shall support the management of data acquired via user consent.

— Privacy notices shall be easily accessible via the user interface of the CloT device.

—  Users should be able to disable part or all the results reporting from their CIoT devices.

—  CloT devices shall only acquire the minimal amount of data required to meet their intended use.

— The manufacturer shall establish and implement a process to evaluate privacy risks when starting a
new IT project or changing a business process—Define what “high risk” or “risk” means for the
organization from the manufacturer’s perspective and the deploying organization of the CloT
devices.
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The manufacturer shall establish processes to identify, prioritize, and report or disclose data privacy

incidents reported to the manufacturer, as required by local regulations.

The manufacturer shall establish technical measures to implement secure deletion of data upon the

request of the patient.
The CloT device accompanying documentation shall state the intended use of data.

The CIoT device shall limit data collection to the minimum required.

9.3.6 Safety—Human factors requirements

9.3.6.1 G

The requifements are as follows:

9.3.6.2 Technical log safety requirements

The requijements are as follows:

Sdlution shall support limited but safe operation without complete setup of patient informjation.

The manufacturer shall provide information to the user regarding the safe and secure
prpducts.

CloT device shall alert when it is time to charge or replace its batteries.
Gtardrails/limits shall be inherent in any algorithms to limit actuator actions.

The manufacturer shall enable the deployment orgamization to authorize authenticate
erfable/disable the control panels of the remote CloTidevices.

The solution shall notify the remote user/caregiver-if the connection to a specific CloT

The solution shall notify the remote user/carégiver if the connection to all CloT devices h
The solution shall notify the user of ‘any settings changes made remotely and not made by

The CloT device shall have a well:defined method for managing potentially conflicting ¢

The CloT dgvice shall incorporate a technical CloT device log that:

1)] Shallkcapture detected technical errors such as connectivity disruptions, connectivi
etes

use of its

d users to

device has

hs failed.
them.

bmmands.

y failures,

2) — Shall capture Togin atfempts, both successful and unsuccessful.
3)  Shall capture configuration changes.
4)  May capture data streams.

The manufacturer shall disclose the capacity/size of the technical CloT device log.
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9.3.7 Security—Human factors requirements

The requirements are as follows:

— The CIoT device shall detect potential FW or SW compromises and notify the local user and other
connected CIoT devices.

—  The CIoT device shall notify connected CIoT devices of any SW and/or FW update failures.

—  The CIoT device shall support Human intervention to control software and firmware updates.

—  ClIoT device shall communicate the need for SW and/or FW update to the user.

—  CloT device shall notify the user of any SW and/or FW update failures.

— TRe CIoT device shall support secure remote software and firmware updates.

—  CloT device shall update its FW/SW on user acknowledgement.

— T

— The CloT device should support emergency override (“Break the Glass”) provisioning

CQ

ddfinition).

9.3.8 Intgroperability—Human factors requirements

NOTE—Tle current version of the standard does not specifically address interoperability.

The requiements are as follows:

— A
— A

CloT device shall communicate expiration date(s) to other CIoT devices.

CIoT device shall communicate battery status to connected CloT devices.

e CloT device should preserve critical functionality/primary operating funetions off the CloT
dgvice as justified by risk management in the presence of SECURITY conttols.

i.e., safety

nsiderations override SECURITY considerations in certain cases that are rare and excgptional by

— Al CloT devices should communicate known user disabling (visual, auditory, cognitivel mobility,

et

.) conditions to Connected-CloT devices.

— Tje CloT device shall gemmunicate known user allergy and irritation issues, if available.

— T
af]

— T}

e CIoT device shall alert the user if it has not been communicating with connected CI
er a period determined by risk analysis.

e CloT device shall indicate the CloT physical device change only after confirmatio

agtual GloT physical device.

—  All~ClIoT devices should communicate user culture-based accommodations to conne
devices.

T devices

n from the

cted CloT

9.3.9 Verification and validation—Human factors requirements

NOTE—This version of the standard does not specifically address verification and validation.

The requirements are as follows:

— The manufacturer shall evaluate the accompanying documentation (including training) from a

us

1

ability perspective and validate that the information is:

Perceivable by the intended users
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3)
4)

Privacy, Protection, Safety, and Security
Understandable by the intended users

Supports the intended user workflow

Supports correct use by the intended users.

— The deployment organization shall be able to validate proper CloT device to CloT device
connectivity.

— The manufacturer shall execute the various summative validation activities as specified in the
technical user interface plan.

10. Inte

grated systems design (ISD)

The integgjated systems design (ISD) approach provides meaningful guidance for the design; dev
and deployment of connected healthcare solutions that function and safeguard human interests; Thg

value fro
companies
and resear
well as ¢
integrated
and serve
the positiy
technolog

10.1 ISD

There are
an ISD pe

— EA
ca

— Sa
pa

CloT devices and systems has the greatest potential when CloT-based solution
of all sizes and all types of stakeholders, including clinical/medical serviee-provider:
Chers, to leverage CloT devices and integrated systems safely and securely’through inde
llaborative efforts. The CloT healthcare ecosystem can benefit from”this standard
collaborative, and complex systems that can more easily addresssmany diverse health
many more patients with important clinical functions and serviCes. This can potential
e impact on public health and individual health beyond what individual companies, s
es can achieve alone while delivering high-quality and highireliability services.

attributes and characteristics requirements

some general attributes or characteristicsthat any interoperable CloT system should po
'spective. Namely, the design and systeishould be as follows:

tensible, to allow the addition, of iew technologies, devices, functions, analytical ¢
nnectivity, standards, etc.

alable, to be capable of growth by increasing the number of connections, systems, de
tient populations, other'stakeholders, geographic areas, etc.

— T
c

nsparent, enabling-stakeholders, developers, users, and regulators to understand t
ponents, connections, interoperability, and device features, as well as roles and resp

offstakeholders, users or devices that organizations can provide approved access to for systd
arld data. Rlcase refer to Clause 4 (trust and identity), Clause 5 (privacy), and Clause 9 (hunpan factors
arld usability).

— Mpdular, such that subsystems, devices, or information can be swapped out or recon

elopment,
b delivered

facilitate
, patients,
pendent as
to enable
disparities
y increase
ervices, or

ssess from

ipabilities,

Vices, new

he system
nsibilities
m devices

hbined for

maintenance, enhancements, upgrades, or growth. Please refer to Clause 4.

— Interpretable, such that authorized users and stakeholders can understand
recommendations, and elements of the system. Please refer to the Clause 9.

outcomes,

— Robust, such that it can withstand internal and external attacks and enable failsafe mechanisms.
Please refer to Clause 7 and Clause 8.

— Adaptive, to be capable of integrating recent technologies, regulations, environmental considerations,

ne

w or different patients with different conditions, etc.

— Maintainable, to be capable of being supported by stakeholders and users so that the system can
operate within appropriate operating tolerances with a minimum of service provider intervention.
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This includes updating and upgrading the system and its underlying software and hardware
components to address operational and security findings that would otherwise impede operation.

Overall, integrated CloT systems should be designed to address the TIPPSS attributes, along with human
factors, usability, connectivity, data and device interoperability, reliability, dependability, stability,
performance, and robustness. Since such devices operate in uncertain environments (in clinics, at home, in
vehicles, away from home), the devices are required to perform with robustness and acceptable levels of risk.

As such, the CloT system shall include software components to verify data is properly collected, sensors and
actuators are properly functioning, and that data is securely transmitted or stored locally while maintaining
privacy, either to its intended destination(s) in real-time or in the event of a system or communication failure,
to be uploaded after connectivity establishment or re-establishment. A closed-loop approach to system and
data interqperability, confidentiality, integrity, and availability creates a robust, dvnamic, accessible, and
highly funictioning system.

10.2 Do¢umentation requirements
Documentation requirements are as follows:

—  The CloT system manufacturer shall define and document the subject, purpose, and intended use of
thg CloT system.

— The intended-use documentation shall contain informationonwsers, the environment of us¢, off-label
use, and use as described by regulations, authorities, and premarket testing processes for|which the
mpnufacturer has submitted the device, and for which it has received approval, if applicable.

nufacturers, systems, and service providers shall, utilize the intended-use document td provide a
repsonable and understandable description of infended use that matches needs, provides direction to
each user group, and which also identifies any‘populations excluded from the test populafiion(s).

—  The CIoT system/device manufacturer shall update electromagnetic compatibility (EMC) and radio
frgquency (RF), as well as humidity.and atmospheric conditions, information for the hone user, if
applicable, in the documentation,

— TRhe intended-use documenfation shall contain information on the device performance study
prptocol(s) for premarket testing and postmarket testing. This presented information can also include
other data points:

—  Stpdy description that accounts for factors such as disease state, patient condition, physiological state,
arld medications'that might affect device performance in the intended use population, of excluded
pdpulation, for-that device.

1) Clearly described methods, processes, information flows, and training.

2)| « Identification and study of patient subpopulations are necessary.

3) Any inclusion/exclusion criteria related to the environment of use and specific end-user
population(s).

4)  The identification of risks.

— Manufacturers shall provide an intended-use summary to end-users of the CIoT system that clearly
specifies the device classification and certifications (medical device, home-healthcare medical
device, consumer wellness, etc.), the approved environments of use (e.g., clinical, non-clinical), and
the end-users included in device testing.

—  The documentation shall specify the types and profiles, or scope of practice, of end-users expected
to interact with the system.
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10.3 Research and development (R&D) and pre-production requirements

Privacy, Protection, Safety, and Security

The manufacturer shall identify the target user group(s) for each instruction
guide/document/technical manual.

If a medical professional prescribes a CloT device for “off-label” use (i.e., not in agreement with the
stated “intended use”) the medical professional shall clearly explain to the patient/caregiver that the
device’s use is off-label and the medical professional should affix a GENERAL
WARNING/NOTICE about off-label use to the device.

The IFU shall clearly define and document the context, i.e., all physical locations where end-users
will interact with the system, or environment, connectivity requirements, and data access in which
stakeholders can or cannot deploy the system.

The IFU shall clearly list and explain any technical limitations related to the context and/or user
profiles.

The CIoT system manufacturer shall compile and periodically maintain documentation:describing
vdrious system requirements, test results, and verification and validation activities.

The CloT system manufacturer shall provide an IFU, which shall be available fosthe user.

The CloT system manufacturer shall make the IFU accessible on the web-in one step with active
links to other referred clauses in the document; not behind paywalls/subscriptions or nestgd in other
ddcuments making them inaccessible by reasonable and appropriate)means. Manufactfirers shall
mpke available any references made in manufacturer documentation, websites, and supplemental
mhterials to all users, regardless of subscriptions for the documents.

The IFU shall describe all connections of the system and/0p dévice(s) with external netwdqrks and/or
dgvices, including the purpose of each connection and deyvice.

1)] If the system requires periodic maintenance, ‘this shall be stated in the IFU glong with
maintenance instructions.

2)| The CloT system manufacturer shall ptiblicly publish and maintain a vulnerability [disclosure
policy. (ISO/IEC 29147 [B32])

3)] Manufacturers shall write language and explanations in documentation that is undgrstandable
to the home user, advocates,and caregivers.

4)] Manufacturers should, whenever possible, generate all forms of documentation usig pictures
as well as alternative media, which may be a more understandable form of communjcation.

5)] Manufacturers shiould check translated and/or interpreted documents for accuracy angl language
after translationyby user groups who, following the translated documentation, accesg functions
and featuresof the CloT device or system.

The requirements are as Tollows:

The CIoT system manufacturer shall identify and define the target user group(s) and point of use for
the CIoT system/device.

The CloT system manufacturer shall establish pre-defined thresholds for all critical data types to
indicate expected normal system behavior.

The CloT system manufacturer shall establish and execute risk and hazard analysis, mitigations, and
design considerations, including (but not limited to):

1)  Assessment of residual risk and risk acceptance criteria.

2) A specific list of all considered risks in the design of the CloT system.
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3) A specific list and justifications for all established risk controls for the CloT system.
4)  Traceability matrix linking actual risk controls to the risks.

5)  Summary describing the plan for providing validated software updates and patches as needed
throughout the CloT device lifecycle.

6) IFU and product specifications related to recommended risk controls appropriate for the
intended use environment.

7) A plan to protect PII and PHI.

8) A documented method for reconciling competing TIPPSS attributes based on a locally defined
hierarchy.

on regarding
, belng stored,

10.4 Postmarket requirements

—  The CloT system manufacturer shall establish and execute postmarket surveillance and eyaluation.

— The CloT system manufacturer shall record the following in a medical manufacturer devige registry
for each postmarket evaluation, as covered in Clause 4. Namely, récord the following:

1)] The number of devices
2)| The time (in hours) that each device was in use sitice the last evaluation and since pgoduction,
3)] The number and types of device malfunction§’(if any)

4) The number and types of human injurigs, for each device since the last evaluation (p.g., could
cause harm, did cause harm, caused moderate harm, caused severe harm, or caused ¢leath)

5)] The number and type of when each device may have exceeded pre-established boyndaries or
thresholds

—  TRe CloT system manufactureishall establish and execute risk and hazard analysis, mitigations, and
ddsign considerations after the4nitial usage of the system/devices.

— The CloT system mantfacturer shall periodically review the CloT system and devices for security
vylnerabilities.

11. Clo[ reference architecture (RA)

The CloT|RA-for ISD of a complex, integrated, interoperable system of systems adhering to TIPPSS in a
connected|healthcare context was developed considering several RAs from related fields. The Open Group
Architecture Framework (TOGAF), S3 RA for business-driven service-oriented architecture (SOA), and
Homecare Architecture for health smart homes laid the foundation.? Additional complementary
factors/layers were included to address interoperability, TIPPSS attributes, healthcare information
architectures, data-driven healthcare and system failure predictions, and international healthcare policies and
regulations. The ArchiMate reference framework was used to develop the Minimum Viable Reference
Architecture (MVRA) described herein.

The MVRA presents the requirements in alignment with the functional layers of a conceptual RA (see Figure
16) for CloT with TIPPSS, comprised of five key layers, a services quality and integration/reconciliation of

2 Rodriguez, Lina Maria Garcés. “A reference architecture of healthcare supportive home systems from a systems-of-systems
perspective.” (2018). DOIL: DOI:10.11606/T.55.2018. TDE-16102018-111654
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TIPPSS (SQIRT) Layer, and two upper-level layers, namely the Information Architecture Layer and
Governance & Policies Layer, that interact with all other layers of the MVRA.

The five key layers, some corresponding to similar layers in TOGAF Framework include the following:

—  Context Layer

—  Technology Layer

— Application Services Layer

— Healthcare Workflow Services (HWS) Layer
— End-User Services (EUS) Layer

Each of tije five key layers addresses one or more interoperability designs (technical, semantic| syntactic,
operationdl, regulatory), information architecture, or governance and policies requirements. The SQIRT layer
manages a1l interoperability and data/device TIPPSS attributes to be achieved, reconciling conflicfs between
TIPPSS attributes and coordinating processes and communication between five(key layers and the
Informatign Architecture Layer and Governance & Policies Layer. Refer to Annex B, for more defails on the
MVRA fof CloT with TIPPSS as well as a Hospital @Home use-case example.
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Services Quality &
Integration/Reconciliation
of TIPPSS (SQIRT)
Layer

—)

End-User Services (EUS)
Layer

Healthcare Workflow
Services (HWS) Layer

Application Services
Layer

Technology
Layer

Context
Layer

Figurg 16 —Conceptual view of a Minimum Viable Reference Architecture (MVR/
for integrated CloT systems with TIPPSS

Figure D.4 presents afunctional view of the MVRA for a CloT system with TIPPSS; it details the
functional|requirements of components, devices, services, management servers, and information W
layer. See [D.1for-more details on the components shown in the functional view. The requirements
directly aljgmwith the layers and the items depicted within each layer.

J9ABT24N129)1Yydly uonewsoyu)
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minimum
ithin each
hat follow

It should be noted that each of the five layers (EUS, HWS, Application Services, Technology, and Context)
can be further decomposed into Interoperability Levels. The Interoperability Levels include the following:

—  Technology interoperability
— Syntactic interoperability

— Semantic interoperability

— Organization interoperability

— Regulatory interoperability
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Each layer may include one or more of these levels, which is explained in the following subclauses. There is
also additional information in Annex D.

11.1 Context Layer requirements

The Context Layer represents and describes where the system is intended to operate (environment, home,
vehicle, hospital) and who may interact with the system (patient, caregiver, first responder, clinician,
healthcare professional). It does not describe actual system implementation. The components of the Context
Layer have direct contact with the sensors/devices and system(s) in the Technology Layer.

The Context Layer refers to all physical aspects of the system, other than the IoT device itself, including
stakeholddrs (patient, caregiver, healthcare professionals), and the physical location environmgnt (home,
hospital, dlinic, etc.). The stakeholders and end-users may change as the patient moves beétwegn various
locations. [At home, the caregiver and patient need to interact, or may need to intervene, with CIpT system
operationg. In contrast, at a medical facility, experienced medical professionals are expected to bd available.
The level pf risk to the patient and system will also be a function of the location and-stakeholders for each of
the differgnt TIPPSS attributes.

Figure 17 phows that the Context Layer only has a relationship with the Governance & Policies Lgyer. Refer
to D.5 and Table D.1 for additional information.

Context Layer

Governance & Policies

Figure 17 —<Context Layer relationships

Because the stakeholders and environment define the Context Layer, there are no specific [normative
requiremehts.

11.2 Teghnologyt-ayer requirements

The Techrjology Layer includes physical and virtual CloT devices and associated network devicep.

CloT physical devices (HW) refer to the following:

— Physical networking devices such as gateways, physical servers, mobile phones, tablets, and TVs.

—  Other technical parts of the system, e.g., remote IoT server (e.g., including cloud), data processing
(processor), physical network security device/security system, and device for data storage (hard
drive).

—  Technology infrastructure: Cellular, IEEE 802.11, broadband, cloud servers, network management,
enterprise network services, etc.
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CloT virtual devices (SW) refers to the following: technical software such as firmware, operating systems,
device drivers, system services, networking services, application software, supporting software libraries
containing functions, SaMD, and associated configurations.

The Technology Layer also includes third-party devices, which are addressed via interoperability.

Figure 18 shows that the Technology Layer only has a relationship with the Technical and Semantic
Interoperability Levels as well as the Information Architecture and Governance & Policies Layers. Refer to
Annex D and Table D.1 for additional information.

__Technical Interoperabiity
Semantic Interoperability

11.2.1 Sy

The systeT software requirements are as follows:
I

— A
re
re

— A
fa

— E4

pr
le
nd

— In|
re

Technology Layer

Information Architecture
Governance & Policies

Figure 18 —Technology Layer relationships

stem software requirements

software components in the CloT system, ingluding device firmware, gateway soff
mote server software, shall have update capabilities. Bootloaders can be excluded
uirement.

CloT system software update shall haveToll-back functionality, meaning that in case
lure, the CloT device(s) shall remainyfunctional with its current software version.

ch CloT system software component in the CloT system shall periodically, as describ
hctices, manufacturers, seeurity oversight, and or consistent with communications st3
st within up to one-month-intervals, check for available software versions, warning|
tices, and/or updatess

case a potential gystem software update fails, the system shall log this failure along with
hson, date, andtimne.

ware, and
from this

of update

cd by best
ndards, at
5, security

the failure

—  Once the CloT system manufacturer discovers and reports a system software update faflure, open

I
(i.
da

mmunication shall be established with the deploying organization and shall provide a
e., the release of a software update) within the terms of the agreement and in no long

V'S,

resolution
ler than 90

11.2.2 Technology Layer general requirements

The general requirements for the Technology Layer are as follows:

—  The CIoT system manufacturer shall define all critical hardware (mechanical, electrical) and software
features of the CloT system and its components.

— The CloT device or system SQIRT Manager shall hold and monitor critical system parameters
required for proper system functionality.
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11.2.3 Re¢quirements associated with CloT system>hardware and firmware

11.2.3.1 Pefault password requirements

Privacy, Protection, Safety, and Security

The CIoT system components shall have a built-in test (BIT) of critical hardware and software
features and parameters related to the CloT system manufacturer, defining all critical hardware
(mechanical, electrical) and software features of the CloT system and its components.

The CloT system components shall alert the CloT system SQIRT Manager of any pending
degradation of function or performance.

The CIoT system SQIRT Manager shall send an alert signal to appropriate operators and dependent
system components of a critical mechanical device failure.

The ClIoT system SQIRT Manager shall send an alert signal to other system components of a critical
electronic device failure.

The ClIoT system SQIRT Manager shall send an alert signal to other system components of a critical

Lo PR VA |
twdaliv \uUlll}}Ullblll Iarturv.

s
T(Ie system shall monitor and record all single fault conditions (IEC 60601-1 [B13])!

In| case the system requires periodic maintenance, it shall record any occurtence’of maintenance
logally (if applicable) and on the remote server.

The system should use an open communication protocol to allow the user te exchange deyices from
different manufacturers.

In|case a device tries to connect to the CIoT system but uses the wrong communication prptocol, the
SQOIRT Manager shall alert other system components.

The CIoT system should support geo-location reporting.

All factory passwords shall be unique per device or have forced replacement by the user during fifst use.

All factory passwords should be genefated using a mechanism that reduces the risk of automated gttacks and

be at least|six characters long.

11.2.3.2 Medical device.marking and labeling requirements

The requigements ferinedical device marking and labeling are as follows:

Egch.deyice shall have a unique ID assigned by the CloT system manufacturer.

Alfdevice Tecordings; clinicat, techmicat; and attothers; stored om the Temote server sttt include the
unique ID of the device.

The manufacturer shall clearly mark each device with at least the following information:
1) CloT system manufacturer name

2)  Model/part number

3) Manufacturing date

4)  Unique ID

5) Device classification
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— The manufacturer can display the above information on the device Ul, label, or any other visible
means.

—  CloT system manufacturers shall define the classifications for their device(s) according to the classes
and criticality applicable to localities of manufacture and/or usage and make this classification
available online.

11.2.3.3 Personal data requirements

The requirements for personal data are as follows:

— Network devices or components shall spatiotemporally synchronize data collection from the CloT

de
— N
Cl
— N
Cl

— THe design of the CloT system shall allow coupling a specific CloT dewice to a specific ul

— T
ful
ng

2 that 14, 1l 43 £ tadta
VICCStrratr o Ttor T pPatCTS—Statas:T

ptwork device or component shall spatiotemporally synchronize data transmission bg
oT devices that are monitoring the patient’s status and other components withimthe sys

ptwork device or component shall spatiotemporally synchronize the use of-stored dat.
oT devices that are monitoring the patient’s status.

e CloT system shall collect PII and PHI only if required for clinical analysis and proj
hctionality and labeled as such. The CloT system shall not<ollect non-essential PII an
tes them as not being available to the system.

— T}

fofecasting, etc., and/or proper device functionaljty.

— The remote server and the loT gateway shall secure shared sensitive patient data, mitigatin

of]

11.2.3.4

Remote sg

e CloT device shall remove any PII or PHI once transmitted to the edge device condt
ion, forecasting, etc., and/or the remote server, unless required for local analytics,

the threat of exposures like malware anddansomware attacks.

Remote server requirements

rver requirements are as follows:

— T}

each other.
— E4ch CloT deviee'shall use a unique encryption key.

— In|the casé of data communication loss between the CIoT device and the remote server,

S

reptoration.

e CloT system and-the remote server shall cryptographically encrypt communication

11 stote critical data for up to 24 hours and upload it to the remote server upon comij

tween the
tem.

h from the
SeT.
ber system

d PHI and

cting data
prediction,

g the risks

s between

the device
hunication

— In the case of loss of data communication between a CIoT device and a remote server, the remote
server shall alert the user as well as other system components.

— Each ClIoT device shall send its firmware and software versions to the remote server at least once per

CcO

mmunication session.

11.3 Application Services Layer requirements

The Application Services Layer includes application services that support the goals of the EUS Layer, the
Healthcare Workflow Services (HWS) Layer, and the applications that realize them.
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The Application Services Layer provides services to patients, caregivers, and service providers, and provides
information about patients and their environment.

This layer contains all services related to the medical software part of CloT, including healthcare software,
SaMD, Software in a Medical Device (SiMD), and AI/ML.

This layer contains all services and higher-level software associated with the purpose of the device, as
provided by the physical IoT devices, sensors, gateways, servers, etc.

The Application Services Layer refers to all application services that process raw data and output clinical and
other parameters, such as patient SpO2 level, body temperature, insulin level, blood pressure, etc.

App]icaticn services examples are as follows: Patient SpQ2 [ evels Patient Body Temp Patient Insulin
Level, Patjent BP.

Figure 19|shows that the Application Services Layer only has relationships with the Techiical,[Semantic,
and Syntaftic Interoperability Levels as well as the Information Architecture and Governance & Policies
Layers. R¢fer to Annex D and Table D.1 for additional information.

. Technical InterodSrabilty
_Semantic Inforoperabiity
ic\Interope

Application Services Layer

- _In-fc;rm o et
Governance & Policies

Figure 19 —Application Seryices Layer relationships

In case th¢ CIoT system relies on pre-defined‘data sets for its operation, the datasets shall employ traceable
informatiqn.

11.4 Healthcare Workflow Services (HWS) Layer requirements

The Healthcare Workflow Services (HWS) Layer is responsible for capturing and communicating patient
status throjugh signs and\Symptoms monitors.

This may include-applied clinical services once patient clinical data is available from the Applicatign Services
Layer. Fof example, once a certain parameter is above/below its pre-defined threshold, services in the
Healthcar¢e Waorkflow i HWS) Layer may trigger a notification to the healthcare team ko provide
treatment to the patient.

Services in this layer represent macro-flow activities required to bring healthcare to the required level and
quality of services to a patient (e.g., activities provided by the healthcare team, whether local or remote,
including through telehealth) and to provide communications, security, and functionality to enable service
providers to access resources, information, and permissions needed to view, change, interoperate, interact
with systems, and communicate to successfully manage a patient’s condition, consistent with applicable data
privacy requirements.

Services in this layer could make use of AI/ML algorithms to identify abnormalities in the patient’s health
status.
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—  Healthcare Workflow Service: Patient Status and Signs and Symptoms Monitor

—  Patient Status and Sign and Symptoms Monitor: Its aim is to establish patient physical status
(including the use of AI/ML algorithms), through a physical or virtual patient examination, and
monitor their signs and symptoms, demographics, transcriptions, and patient-provided information.

Figure 20 shows that the Healthcare Workflow Services Layer has relationships with all layers except for the

Technical

Interoperability Level. Refer to Annex D and Table D.1 for additional information.

...Semantic Interoperabity
Syntactic Interoperabiliy

CIoT heal
the time th

11.5 End-User Services (EUS) Layer requirements

Services 1
entire Clo
system md

The EUS

interfaces
Applicatig
services.

Figure 21
Interopera
Annex D 4

Healthcare Workflow

Services (HWS) Layer | Regulatory Interoperabiity |
Information Architecture

Governance & Policies

Figure 20 —HWS Layer relationships

hcare workflow services shall provide access to the patient’s personal data that was coll
e system added the device.

h the EUS Layer intend to achieve the requiréments of end-users who directly intera
T system, including home healthcare teamis, healthcare providers and organizations,
nagers, etc.

[Layer includes all types of user applications for patients, caregivers, physicians, etc.,
to third-party systems and -applications such as EMRs and health organizatio
ns can include web and mebile applications, as well as other types of user interface

shows that the EUS Layer only has a relationship with the Syntactic and Orgj
bility Levels as well as the Information Architecture and Governance & Policies Layer
nd Table D.] for additional information.

bcted since

t with the
human IT

including
h records.
UI)-based

\nizational
5. Refer to

Syntactic Interoperability
Organizational Interoperability
__Regulatory Interoperability

Information Architecture
Governance & Policies

End-User Services (EUS)

Layer

Figure 21 —EUS Layer relationships

The EUS Layer contains four service categories: patient, home healthcare team, healthcare provider, and
EUS Manager. Refer to Figure D.4.
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11.5.1 Patient

Services for the patient include access to all EMR, PHI, etc., and associated data and reports, secure
communication with healthcare providers for purposes of transferring images (photos, video), documents,
prescriptions, etc., and for telehealth purposes, control of CloT system devices and monitoring/alerting
features, among others.

11.5.2 Home healthcare team

Services for the home healthcare team (family member or other home healthcare provider) handle interactions
with other end-users such as professional and non-professional caregivers (see Figure D.6.

The EUS Manager enables the home healthcare team to provide or deny access to other end-usprs for the
following services:

— Information

— Transaction negotiation: financial, insurance, and related information

—  Hgrdware

—  Sdqftware

—  Sdrvice features and functions

— Prpvision and manage professional and consumer deviges

—  Sdhedulers

— InJeroperability of all components, including home networking equipment and features
11.5.3 Healthcare provider
The servides for healthcare providers, which may be individuals and/or organizations, offer fungtionalities
required i emergency situations. Forexample, these services often recommend clinicians as bacKup to take
over services provided by architecture for accessing and recording information in health rgcords and

managing |healthcare plans.

Services cpntained in this layer allow CloT systems to be part of a broader e-Health ecosystem.

11.5.4 End User Services (EUS) Manager

EUS is copcerned with the user interface (Ul) or forward-facing interfaces/interactions that an end-user can
have. This includes patient and medical professionals (GUI) all the way to the IT professionals (override
decisions, write code/new apps, improvements, updates, security patches, etc.), as well as payers and
regulatory [review medical/clinical coding (e.g., ICD codes), logging reports of adverse events, incidents,
postmarket surveillance data, etc.]

The EUS Manager offers capabilities to manage configurations (interactions) and modifications of services
(applications) allocated in the SQIRT Layer, Information Architecture Layer, and Governance & Policies
Layer. It also monitors, assesses, and reports on the quality of the end-user services.
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11.5.4.1 End-User Services (EUS) Manager requirements

— The CloT system manufacturer shall provide access to training materials to enable all people
involved with the system to perform their assigned functions. This includes contact websites, phone
numbers, etc. to get further information without having to pay for access and/or information
especially any information referenced in device related information, documents, FDA filings, studies,
reports, user guides, etc.

—  The CloT system, acting in this case as an EUS Manager, shall spatiotemporally synchronize data

Cco

llection from the CIoT devices that are monitoring the patient’s status.

— The CIoT system, acting in this case as an EUS Manager, shall spatiotemporally synchronize data
transmission from the CIoT devices that are monitoring the patient’s status and other components

%%

— T}
st

— TH
da

— The CloT system, acting in this case as an EUS Manager, shall alett.stakeholders of 1

de

— TRe ClIoT system, acting in this case as an EUS Manager, shall alert stakeholders of softw

fa

— The CloT system, acting in this case as an EUS Manager, shall alert other system com

m

— T}
el

— T}
SO

—  The CloT system, acting in this,cas€ as an EUS Manager, shall verify that the CloT devicg

0o1]

— TRe CIoT system, actingyin this case as an (EUS Manager, should log and monitor techn

of
of
m

— If
ca

1)

e CloT system, acting in this case as an EUS Manager, shall spatiotemporally synichi
rage from the CIoT devices that are monitoring the patient’s status.

e CloT system, acting in this case as an EUS Manager, shall make the patient’s-personal
ta collected available for authenticated end-users upon request.

vice failure.

lure and execute failsafe functions to help safeguard patiénts’ data, including PII and P

bchanical device failure.

e CloT system, acting in this case as an EUS:Manager, shall alert other system compot
pctronic device failure.

e CIoT system, acting in this case as ‘an”EUS Manager, shall alert other system com
ftware device failure.

the patient, near the patient, or remote from the patient and is consistent with the defing

all CloT system dewvices, components/elements to identify the system within the context
normal use. This$ so the various system functions can identify and properly ad
bvement or new_Location.

the device l0cation is not consistent with the defined context, then the CIoT system, ac
ke as an EUS Manager, shall comply with the following:

Log information related to patient and device locations, and actions to occur.

onize data
healthcare
hechanical
are device
HI.

ponents of
hents of an
ponents of
is located

d context.

cal details
(location)
dress any

ing in this

2)
3)

Flag the data for future analysis and determination of whether the data is valid.

Send an alert(s) to the patient, healthcare provider, and system operator to request confirmation
that the device is still with the patient, device compromise did not occur, and remove the “flag”

for subsequent data collection.

— The ClIoT system, acting in this case as an EUS Manager, shall verify that data stored on the device,
near the device, or on the remote server is consistent with expected values and not corrupted.

— If'the data structure in a particular location is not consistent with the defined context for that location,
then the CIoT system, acting in this case as an EUS Manager, shall comply with the following:

)

Log information related to each data location and actions to occur, e.g., data is out
for all storage locations, or data becomes corrupted between any two data storage lo
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one data point indicates it is necessary to analyze multiple data points to infer the status of the
patient.

2) Flag the data for future analysis and determination of whether the data is valid.

3)  Send an alert(s) to the patient, healthcare provider, and system operator to request confirmation
that the device is still with the patient, device compromise did not occur, and remove the “flag”
for subsequent data collection.

—  The CIoT system, acting in this case as an EUS Manager, shall monitor the data transfer to its final
storage location and send an alert to the patient, healthcare provider, and system operator if the
amount and structure of the data have changed or transfer interruption occurred.

—  The user interface shall provide means for the user to adjust alert thresholds and to set escalations to

engage additional PLocesses and/or staff.

— Exen in the case that the device was not provided patient information, the CIoT system shhll support
lithited or full operation.

— The CloT system shall support alerts for blind and hearing-impaired users.

— The CloT system, acting in this case as an EUS Manager, shall provide‘ means for the yser and/or
system administrator to modify the authentication value.

— Upon first user login, the CIoT system, acting in this case as EUS \Manager, shall force the user to
change their password.

— In|case a user activated a command via the system UI, th¢)UY shall display a confirmation message
ndtifying the user of successful or failed command execution.

11.5.4.2 End-User Services requirements

An end-uger refers to the patient, the home healthcase team, and the healthcare provider, and the [associated
service cafegories depicted in Figure D.1.

— TRQe manufacturer shall enable the-deployment organization, end-users, etc. with the| ability to
approve software updates prier'to installation as appropriate.

—  All end-users should have secure access to a CloT integrated system communication poftal for the
trgnsfer of personal documents, reports, prescriptions, and other documents containing sensitive
pdrsonal health information and replies compliant with contracts and regulations during business
hdurs of the patientand provider location.

— Once an event triggers an alert, it shall stay active until manually acknowledged by a usef (latching
algrt).

— Tl[e SQIRT Manager shall alert end-users of the pending failure of a non-critical compongnt.

— The CIoT system shall have redundancy to avoid a single point of failure, or single fault condition
that enables notification to the end-user. In a single point of failure there is a record of the failure.

— In case the CIoT system periodic maintenance of the physical CloT devices and
components/elements did not occur on time, the system shall notify the end-users accordingly and
stop CIoT system operation.

— In case the CloT system periodic software updates did not occur on time, the system shall notify the
end users, and if the updates still have not been initiated within 1 week, the end-users are notified
that the system is going offline, and a data store and forward functionality shall begin.

— In the case that a software update modifies basic system functionality, the system should inform the
user accordingly.
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— The manufacturer shall make the personal information gathered by the devices available to the
patient, or other authenticated end-users on-demand in a digital form. See 11.6.4 regarding personal
information.

— The CIoT system manufacturer shall obtain user consent for any personal data mentioned in the
requirements of 11.6.4.

— The CIoT system manufacturer shall provide means for the user to withdraw their consent for
personal data use at any time.

— The CIoT system, acting in this case as an EUS Manager, shall authenticate the user and make sure
that the system is able to access only authorized system content and data.

— The CIoT system should allow high-privileged users (i.e., administrators) to remotely lock devices

ar

11.6 Ser
requirer]

The SQIR|
be for end
or devices
to be corr
This also

reconfiguiable, allows the addition of new devices, etc. The IT professional responsible for the C]|

shall verif]
system ch

SQIRT fu

— O

A | . 41 . dot
/UL VVIPL/ uivil uata.

hents

T function of a CloT system with TIPPSS is concerned with how the.data gets to where
Lusers to use the data; what systems devices/components/elements. with which the data
components/elements where data is not to be shared; and whether and how the data is
ct, and the resolution of the data sampling is specified for €unctions of the system and
includes the actual CloT system configuration and-whether the CIoT system is

y the SQIRT function of the CloT system is effectively overseeing all manager oper
inges.

hctions include the following:

berseeing the integration and interoperability activities and services of the CloT System

— (3

— Observing the Healthcare Workflow and EUS Layers, and the interoperability (
offerational design requirements and emitting events when it detects or anticipates noncon
TIPPSS attributes.

—  Rg
pd

The goal
requireme

solving confligting requirements between multiple TIPPSS attributes to help ensur
ssible compromise of services related to TIPPSS.

is to_help ensure the CIoT systems, devices, and components/elements meet the
ts,

vices quality and integration/reconciliation of TIPPSS (SQIRT)Layer

it needs to
is shared,
verifiable
elements.

scalable,
0T system
ations and

pturing, monitoring, logging, and alerting noncompliance with non-functional requiretpents (i.e.,
TIPPSS) that relate to the servioe-qualities.

nediation)
Ipliance of

e the best

r TIPPSS

Thus, the aim of the SQIRT Layer is to help ensure the CloT systems, devices, and components/elements

meet their

non-functional requirements (TIPPSS).

To meet the SQIRT requirements, the Technology Services/Managers: the SQIRT Manager, the Availability
Manager, and the TIPPSS Managers have been identified, one for each of the six TIPPSS attributes.

11.6.1 SQIRT Manager requirements

The SQIRT Manager coordinates with the other seven managers (Availability Manager and six TIPPSS
Managers) and integrates the repositories of information from the Information Architecture Layer and the
Governance & Policies Layer into system processes. It coordinates and allows the transfer of information
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Identity,

between the EUS Manager and the Information Architecture Layer and the Governance & Policies Layer. It
brings in all system logs; applicable integration, interoperability, TIPPSS policies and plans, interoperation
standards, and healthcare plans. The SQIRT Manager also helps ensure that the TIPPSS attributes are adhered
to and can reconcile any conflicting TIPPSS attributes.

The SQIRT Manager shall determine if an existing system can include a new device in an existing
system and notify the relevant TIPPSS Managers that the new device is now part of the CIoT system.

The SQIRT Manager shall make sure that each device is associated with a unique user and notify the

EUS of the device-user relationships.

The SQIRT Manager shall determine whether multiple devices share data, and track and

report the

interoperability relationships between different CloT system devices and components/elements.

The SQIRT Manager shall determine how multiple devices share data, and track and]\report the

specific data types shared between different CloT system devices and components/elenie

The SQIRT Manager shall determine and implement proper data conversions for da
bgtween different CIoT system devices and components/elements.

The SQIRT Manager shall manage and log all software updates.

The SQIRT Manager shall manage and log all software version numbers.

The SQIRT Manager shall provide for (backward) compatibility.

The SQIRT Manager shall provide a mechanism for an end-user to opt out of data collect

The SQIRT Manager shall notify the CloT system manufacturer at specific intervals, up t
length, that a postmarket evaluation of the device is riecessary.

ts.

ta sharing

on.

1-year in

The SQIRT Manager shall notify the relevant:¢nd-users when patient data is out of boyndaries or

thresholds.

The SQIRT Manager shall notify the CIoT system/device manufacturer when any critical data type

is fout of boundaries or thresholds. Se¢ 10.3 and H.3 for examples of critical data types.

Then the CloT system/device manufacturer shall investigate the reason for the critical dat
oftbounds readings.

The SQIRT Manager shall check compatibility between multiple (CIoT, network, other)

p type out-

levices.

The SQIRT Managershall check compatibility between multiple (CloT, network, other) inputs.

The SQIRT Manager shall check compatibility between multiple (CIoT, network, other) dervers.

the ClIoT system to whether an entity (part) of the system is online and ready when needed for a
service. It notifies the relevant system managers to take appropriate action and notifies all end-users of a
potential system breakdown. This may make use of AI/ML strategies to infer the unavailability or impending
failure of a system entity (part) or overall system degradation.

lements of
process or

Network device or component shall periodically check connectivity to other devices (if applicable)

and the remote server.
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11.6.3 TIPPSS Managers

The TIPPSS Managers are lower-level managers within the SQIRT Layer that do most of the lower-level
monitoring and control, and report to the SQIRT Manager. The SQIRT Manager tells the TIPPSS Managers
what to do and what actions to take.

11.6.3.1 Trust Manager requirements

The Trust Manager monitors and controls the CloT devices and components/elements for all requirements
related to trustworthiness of the CIoT system.

11.6.3.2 identity Manager requirements

The Identity Manager monitors and controls the CIoT devices and components/elements for,all requirements
related to| their unique identification and authentication and related processes. It also mopitors and
authenticaes all end-users of the CloT system.

— The Identity Manager shall verify the authenticity and integrity of ¢ach software updafe prior to
inftallation.

— Afthentication mechanisms used to authenticate users against a device should use bept practice
te¢hnology.

11.6.4 Pijvacy Manager requirements

The PM monitors and controls the CIoT devices and\components/elements for all requirements| related to
maintainir]g privacy of patient personal and sensitiye information and data, and related processes.

— The PM shall provide clear and trarsparent information regarding any personal information,
influding all types of PII and PHI used, stored, and/or processed by one or more d¢vices and

cgmponents/elements of the CIoT-system. Consider compliance with the privacy laws of appropriate
logalities. Examples include the HIPAA Privacy Rule, PIPEDA, GDPR, or ISO/IEC 277(Q1 [B30].

11.6.5 Prtection and Safety Manager requirements

The Prote¢tion and Safety Manager monitors and controls all safety related requirements and prgcesses for
protection|of the patiént, the CloT devices and components/elements, and the environment.

—  The Safety Manager shall alert the SQIRT Manager of pending failures of a critical comppnent.

11.6.6 Security Manager requirements

The Security Manager monitors and controls all security related requirements and processes to assist in the
prevention and/or mitigation of internal or external threats to the CloT system and end-users. The security
manager comprises the current day SIEM service manager (at the time of initial publication): The SIEM
service manager analyzes and manages events to security properties. SIEM service is related to the quality
and security of the entire CloT system. In the event of a breach of security anywhere in the system, the SIEM
shall quickly notify the SQIRT Manager about the breach, which in turn notifies the other affected TIPPSS
Managers and directs each manager to act based on the information from the Governance & Policies Layer
related to TIPPSS plans. The notification shall be sent to all end-users so that appropriate actions can take
place (e.g., one or more components may need to be isolated, or the entire system may need to go offline),
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and send alerts to all CloT managers (SQIRT, EUS, Application Configuration, etc.) for each manager to
initiate corrective actions. A SIEM service manager should minimally detect and mitigate any well-known
security vulnerabilities such as Denial of Service (DoS), and follow the pre-determined protocols to manage
these attacks.

— Manufacturers shall utilize best practice technology to deter well-known outside security breaches at
the time of the system’s design and throughout the device lifecycle. See 10.3 and H.3 related to R&D
and pre-production requirements, which detail what the CIoT system manufacturer shall establish
and execute related to risk and hazard analysis, mitigations and design consideration, and the

po

stmarket requirements in 10.4 and H.4.

—  The CloT system should introduce a single authentication system or means to use various systems
via federated access (FA).

— T}
or
S4

— TRe IoT device shall have a limitation on the number of authentication attemptswithin a ¢

in|
3(

11.7 Information Architecture Layer requirements

The Information Architecture Layer guides all data operations and interoperability.

It contain:
devices an

The Informpation Architecture Layer impacts the whole CloT system. All CloT system layers also

— D
[B
— T
st
pu

Informatid

— D
m

hash sensitive data, such as PII and PHI, using methods defined in the Protection; S
curity clauses.

erval. Once the limit has been reached, the device shall not accept ‘authentication f
min.

structured knowledge, represented as repositories/ontologies, offering “intelligence
d/or systems to achieve their goals.

ita Objects: Other relevant standards, e.g., SNOMED-CT, LOINC, ISO/IEC/IEEE 11
34], ISO/IEEE 11073-10207-[B36], ISO/IEEE 11073-20601 [B37].

ansformation Rules: It provides transformation rules between technical protocols and
indards. Its brokers use, these rules to allow the transformation of messages for int
rposes.

n Architecture.réquirements are as follows:

bdelssueh as ISO/IEC/IEEE 11073-10201 [B34], ISO/IEEE 11073-10207 [B36], etc.

e CloT system shall use data encryption at rest and in transit. Specifically, the system shall encrypt

afety, and

brtain time
or at least

> to CloT

impact it.

73-10201

| semantic
eroperable

ita communicated in CloT systems shall use open standards-based nomenclature and ipformation

11.8 Governance & Policies (G & P) Layer requirements

The Governance & Policies Layer includes standards, policies, guidelines, etc. for data and device
verification and validation, interoperability, trust, identity, privacy, protection, safety, and security (TIPPSS).

This layer

covers all aspects of managing the CIoT devices and systems operations lifecycle.

It provides guidance and policies for managing service-level agreements, including performance, security,
and monitoring.

This layer interacts with all other layers of the reference architecture, so it encompasses the entire 3D RA.
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Therefore, this layer applies to all other layers of the reference architecture. Specifically, this layer contains
quality plans, reconfiguration plans, repositories of missions, services and contract specifications, and system

logs.

The CloT System EUS Manager located in the End-User Services Layer utilizes and modifies the information

contained

in this layer.

— G & P Data Objects: Trust Plans, Identity Plans, Privacy Plans, Protection Plans, Safety Plans,
Security Plans, Interoperability Plans, and Integration Plans

— G & P System Logs: Records all systems operation for audit purposes (a Trust/non-repudiation tactic)

The requifements are as follows:

— N
SO

— N

btwork device or component shall recheck compatibility between all CloT devices with ¢|
ftware upgrade.

btwork device or component shall recheck compatibility between all-CloT devices with ¢|

figmware upgrade.

— N
re
— N
de

ptwork device or component shall recheck compatibility bétween all CloT devices a
blacement.

ptwork device or component shall recheck compatibility between all CIoT devices a
vice is introduced to the system.

11.8.2 Requirements associated with TIPPSS policies and plans

The requifements are as follows:

— (]
th
el

0T should consider the individualfeatures of the TIPPSS architectural framework set to
e overall system configurationthat satisfies all mandatory (shall) and as many desirabl]
pments of the standard as.possible while maintaining TIPPSS and interoperability.

11.8.3 Requirements associated with system logs

The requifements associated with system logs are as follows:

ach device

ach device

ter device

fter a new

determine
e (should)

me.

— Tile system shall store log files of all critical actions and events, along with the date and t

— T

e'system should store log files of all data and information exchanged between the renjote server

and CloT devices, along with the date and time.

— The system shall store security log files of all security-related events, along with the date and time.

— The system shall store critical and security log files for at least 7 years, or until the system or user
exports them to external storage.

—  The system shall store any PII and PHI in log files that are cryptographically encrypted.
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11.9 Lifecycle design and management

In general, a complete view of the device lifecycle includes four distinct sub-cycles aligned via certain
defined interaction points, as depicted in Figure 22. However, it is important to understand that these sub-
cycles “spin” at different speeds, each within its own scope and encompassing different processes not
necessarily directly intertwined with other sub-cycles. For example, the device manufacturer lifecycle
typically applies to an entire product line or version, whereas the healthcare operator/provider device lifecycle
(in the healthcare organization) is typically per the individual physical device.

Medical Device

1 Manufacturer ™
o '-\_. Supply Chain ff q/Qq/

Medical Device
Manufacturer
Development Release
Lifecycle

Cancept - : f

Production

,r = Medical Device .
Manufacturer f !

1 Y 4

\l" :"‘MMM =

Healthcare Delivery
Organization

Figure 22—TIPPSS device lifecycle?*

2% Figure reprinted with permission from Health-ISAC, “Medical Device Cybersecurity Lifecycle Management” whitepaper
(https://hisac.org/medical-device-cybersecurity-lifecycle-management/), ©2020.
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These subsets of the device lifecycle are applicable to general development practices, and shall apply as a
best practice to realize the defined TIPPSS principles as follows:
11.9.1 CloT device manufacturer lifecycle

During the respective lifecycle phases the device manufacturer shall perform the following activities
regarding the TIPPSS principles:

—  Concept phase: Identify target markets; assess risks; identify regulatory strategy; establish high-level

T ations-

— Plhnning phase: Define TIPPSS-specific performance activities; identify roles and rfesponsibilities;
— Rgquirement phase: Define TIPPSS strategy and requirements; determine)desired outcomes of

sign and architecture phase: Identify assets and vulnerabilities; perferm detailed andl TIPPSS-
cific risk assessment; determine how to remediate and mitigatecidentified risks.

— Implementation phase: Follow software engineering and TIRPSS best practices; integrafe and test
— Vg¢rification and Validation (V&V) phase: Determine pteduct compliance with TIPPSS pfinciples
— Rglease phase: Obtain market approval with regulators as needed; transfer to production; felease for

intenance phase: Manage newly identified TIPPSS-related risks; remediate and mitigate as
refjuired; establish continual postmarket surveillance and management.

— EQL phase: Communicate with eustomers; provide final software updates; engage with [customers
or] risk transfer if required; transfer licenses to customer.

11.9.2 CIpT device supply-chain management

To reducg and manage $ecurity risks because of the software supply chain, TIPPSS manufactprers shall
perform the following)aetivities:

— Eftablishpreferred suppliers list: Contractually agreed security practices verifiable through evidence
arld audits; established vulnerability, incident, and breach notification processes; secure deyelopment
i ices: idd ey ion— i endencies;

and-destenp eSprovidingo arib-decumentationtneludin

secure production and distribution.
— Manage approved supplier list: Continual supplier management and input to future purchasing
decisions, closed loop response to vulnerabilities, incidents, and breaches.

— Maintain supplier list: Audits; postmarket surveillance; monitor for timely response to
vulnerabilities, incidents, and breaches; monitor suppliers’ compliance with defined security
requirements.
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11.9.3 CloT device maintenance lifecycle

The manufacturer shall provide the following so that the deployment organization can maintain the device
security over its useful life as follows:

Postmarket surveillance:

Collect and monitor cybersecurity signals; perform postmarket

vulnerability surveillance; collect threat intelligence and vulnerability information; communicate to
customers in a timely fashion.

Vulnerability management and incident response: Assess risk when the manufacturer identifies a new
cybersecurity signal, assesses impact, and determines risk treatment.

%%

SH
m
Vi

11.9.4 CI

Typical 1
provider/h

Pr
1y
2)
3)
4)
5)
6)
7)
Pr
1)
2)

pT device deployment organization lifecycle

5 —d : d b

g

th reporters (e.g., security researchers); if needed, collaborate with government agencie
tigation: Provide patching and software updates or other remediation as deterngined apj

OM maintenance and monitoring: Maintain software composition information vi
hintain up-to-date third-party software list; assess the severity of cyberseeurity vulnera
h Common Vulnerability Scoring System (CVSS) score].

fecycle phases for the role of a TIPPSS deploymeént/organization (such as a
ealthcare delivery organization) are as follows:
e-Procurement:

Shall establish security governance

Shall develop risk management process and establish risk criteria

Shall define roles and responsibilities

Shall define device and sectrity scope

Shall establish budgets, ‘staffing, and training

Shall identify key“processes, documentation, and tools

Shall establish TIPPSS-aware replacement planning processes
pcurement

Shall\define TIPPSS requirements

Select vendors and devices

Engage in coordinated disclosure process: Reporting of newly discovered. cybersecurity issues

.); engage
S.

bropriate.

a SBOM;
ility [e.g.,

healthcare

3)

Shall perform 1nitial risk assessment; shall establish contract terms

Pre-Deployment:

1)  Shall record devices in asset management systems and inventory

2)  Shall perform initial network and identity configurations

3)  Shall update device firmware and software

4)  Shall update digital certificates

Deployment:

1)  Shall conduct pre-deployment testing—installation, configuration, and integration
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2)  Shall conduct and log user and operator training
— Operation:
1)  Shall include, update, and track devices in inventory, risk, and security management systems
2)  Shall monitor operational performance criteria
3)  Shall perform regular maintenance activities
4)  Shall deploy mitigations, updates, and patches
5)  Shall manage change and maintain approved configuration
6)  Shall monitor for and manage security incidents, and report as needed

D SRS SR
SO SO -

1)| Shall sanitize and remove any sensitive data (user, customer, PIL, credentials, ac¢ounts, etc.)

2)| Should remove parts for the purpose of servicing other devices
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Annex B

(informative)

Detailed sample use cases and derived functional needs

B.1 Introduction

The primary goal of developing use cases is to establish a set of user functional needs/requirements that guide

the develo,
involved t
were esta
format, al
approach.

e development of several exemplary use cases, from which the user functional needs/teq
lished. Annex C presents these requirements, as well as additional requiremérits;” in
cating their relevance to the various topics of the standard using a Lead/Support/Cons}

s standard
[uirements
a tabular
it (L/S/C)

NOTE—THough the word “shall” is used in the needs analysis, these are informative functional needs/requiements that

drive the te|
not require

B.2 Ove
The world
and cover
a) C
b) C
c) H
d H

an

It is beliey
coverage 1

It is stron
scenarios
this effort

most needs from a user perspective. Additionakise cases are listed in B.9.

hnical requirements detailed in the normative content of this standard. The,néeds identified in A
ents for implementation to conform to this standard.

iew of the sample use cases

of CIoT is vast. Four sample use cases were seleCted to illustrate the application of th

nnected monitoring device, using a contiiuous glucose monitor (CGM) as an example

lnnex B are

e standard

nnected therapy device, using an automated insulin delivery (AID) system as an example.

spital @Home, using several deyices for a single patient.

me-to-hospital, exploringthe.integration of devices the patient may bring with them to
d the hospital devices.

ed that the user needs/requirements extracted from these four use cases provide a high

or many CIoT uge cases.

bly recomniended that use cases be developed by users of this standard for their spe
hs part of their development process. The approach outlined in this standard can be usd

a hospital

degree of

cific CloT
d to guide

B.2.1 Connected monitoring device—Use Case 1

There are many connected monitoring device-based use cases. The clinical use case of a CGM was chosen,
which has a simple sensor connected to a data acquisition system. This system may connect to remote
server(s). Other use cases build on this initial scenario.

Use Case I: In this use case, the diabetic uses a CGM to monitor blood sugar without assistance from anyone.
The user can connect their CGM to a device management server for the purposes of updating device hardware
and firmware.
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B.2.2 Connected therapy device—Use Case 2

Use Case 2 consists of two use cases that are clinically dissimilar but technically have very similar
requirements and challenges:

B.2.3 Hogpital @Home use case—Use Case 3

Use Case 2a: A person with cardiac issues has an automated implantable cardioverter defibrillator
(AICD). The patient goes home where the AICD communicates with an internet-based portal via an
intermediate gateway such as an app in a smartphone or a separate standalone device. The clinician
can use the portal to view the data provided by the patient’s AICD as well as adjust certain settings
on the device.

Use Case 2b: In this use case the diabetic manages their blood sugar using an AID system (aka as an
artificial pancreas) consisting of a CGM sensor, insulin pump, and “controller.” Their physician and
family can remotely monitor this data.

Use Case B: In this use case the patient is at home (or another non-traditional remote/eare environfent). The
healthcare| institution, due to a lack of available beds, decides to monitor the_patient remotely. It manages

equipmen{ procurement, deployment, and remote monitoring of the patient.

B.2.4 Home-to-Hospital use case—Use Case 4

Use Case {: In this use case, the patient is at home (or in another non-traditional remote care enyironment)
where the|healthcare institution(s) actively monitors them (se¢’B.2.3). The patient’s condition d¢teriorates,
which reqpiires transference back to the hospital for more-ititensive care and therapy. The patient Yrings with
them the edical devices used in the home environment that the hospital may use for monitorirlg or other

purposes.

B.3 Use|case process

There are|different use case methodelogies that use different terminology and approaches. Orgdanizations
should chose and apply a use case methodology during the development of a CloT device andfor system
that workq well for them. This\standard uses the following structured approach (please refer to Figure B.1

and Figur¢ B.2), which stafts;with the scope:

Scopje: In this €ase it would be the scope as stated in the standard’s project authorization (PAR) and
further described in 1.1.

Uje case: Is the general real-life situation within the discussed scope of this standard. THe use case
has ashort name and description that describes the use case. The use case is further decomiposed into
one or more:

—  Narratives: A text description from the actor’s standpoint about their involvement in the use
case. It can also include the following:

1)  User diagrams that visualize the narrative from the user/actor point of view as well as
one or more technical diagrams that visualize the narrative with high level technical
implementation assumptions.

2)  List of actors and stakeholders that are interested parties that the use case may affect.

— Actions: Major decomposed episodes in each narrative:
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Use Cases
Short descriptions of key concepts

Use Cas e Narratives

Stories from Actors’ Perspective

Use Cas e Scenarios

Analyze both the Happy Path (To Be) and Alternative Paths

Privacy, Protection, Safety, and Security

e Scenarios: Variations of the actions that can be happy paths (when things go
as planned) or unhappy paths (i.e., when something does not go as planned).
Each scenario is further organized as

1)  Steps: Breakdown of the scenario into a sequence of steps

—  User needs/requirements: These are informative requirements
from the user’s perspective that drive the creation of the normative
(shall/should) technical requirements that form the bulk of this
document.

User Needs/Requirements
Extract the Clinical loT, TIPPSS and Interoperability Functional and non-Functional Requirements from the user perspective

\\

Figure B.1—Use caga)analysis: Flow from scope to non-technical requjrements

S

Typically,|there is only egeerall scope, in this case it is CloT data and device interoperability wliJh TIPPSS.

However, [there are
describe the use
deconstrugts in

(requirem n{Sfrp

multiple use cases that explore the scope, and potentially multiple nartfatives that
rom the user’s perspective. Each narrative decomposes into actions, epch action
enarios, and each scenario generates multiple non-technical user needs/requirements
the user perspective).
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Use Case a: i Use Case b i Use Case n

Action Ac‘tmn Adion Adtion Action
241 31 32 33
™ | T T . T T T ' T T ™ |

| ——

Scenaric Scenaric Scenaric Scenaric Scenaric Scenaric Scefario
211 221 222 3.11 3.21 322 3p1
| | | | | |
[ [ [ [ — 1
Need Need Need Meed Nesd “Heed Need Need
2211 2212 2221 3.1.1.1 3211 221 3.31.1 3312

Figure B.2—Breakdown and organization of a.typical use case

B.4 TIPRSS stakeholder roles
The following is a list of key CIoT stakeholder roles as reférred to in this standard:

—  Sdlution provider
— Patient

—  Cqregiver

—  Uger

—  Operator

— Mapintainer

— Pgyor

— Rggulator

NOTE—Sybclause.3.1 contains definitions for these terms.

B.5 Use Case 1—Connected monitoring device

B.5.1 Use case description

The diabetic, at the request of their doctor, switched to a CGM system. He/she starts monitoring blood sugar
without any assistance.
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B.5.2 Use case narrative

Caroline is a diabetic who lives on her own in Princeton, New Jersey. Her endocrinologist recommended that
she should use a continuous glucose monitoring (CGM) system consisting of a body attached continuous
glucose sensor and an accompanying CGM controller or a smartphone with a CGM app. The care provider
provides Caroline with the system, has the system set up and gets trained at the doctor’s office. If the
controller uses a cellular connection, or it uses a phone app, this also addresses this aspect of the setup. She
is also provided with a prescription to order additional sensors. Once home, if the controller does not use
cellular, Caroline also connects the controller to her home Wi-Fi and starts monitoring her blood sugar. (See

Figure B.3, Figure B.4, and Figure B.5.)

-t AW
u m{&‘“e

Phone / T
Controller
. Glucose
! ) Sensor

-
Caroline

Viobite Devite
Management
Server

This use case assumes a sehsdpfather than a device.

IT Tech

sensor differs from a device.in the fact that it has no o

minimal Ul and needstg\operate on battery power for

This tends (today) to bdund the possible implementat

approaches.

very
days.

Figure B.3—Use Case 1—Simple continuous glucose monitor (CGM)—User view

PAN (BTLE, NFC, ZB, ...)

1

Mobile Device
Management
Server

IT Tech

The sensor typically uses a PAN technology due to low power
consumption. As a result it must connect to a local gateway
[phone, controller, etc.) to get to the Internet..

The Gateway (Phone/Controller) can connect to the Internet
either via a local LAN to WAN connection typically via a router

Sensor |
Device

Patient

Figure B.4—Use Case 1—Connected monitoring device—Technical view 1

TOTTTECTed 10 3 Capte MiTastruTTaTe or vid @ Cetatar e te—

mobile provider infrastructure.
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Mobile Device
Management | |T Tech
Server

A more complex Sensor/Device connects to
Internet “directly”, either via cellular
communications or a LAN solution via a router.

LAN (Wi-Fi, Ethernet, ...)

Patient Sensor /

B.5.3 Us¢ case actions
Use Case [l actions are as follows:

— Ag¢quire and prepare the CGM device
Aftach the CGM to the patient

Mhnage glucose level

Mhnage the CGM system

B.5.4 Actors and stakeholders

Use Case || actors and stakeholders are as follows:

Actors:

—  C4roline (patient)

Stakeholders:

— Payor
—  Clinician
—  Tdqchniciad (who sets the system up)

—  Mhnufacturer

B.5.5 Use Case 1—Details

B.5.5.1 Use Case 1—Action #1
Acquire and prepare the CGM system.
Scenario 1.1.1: Happy path

Steps:
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The care provider provides Caroline with a sensor and controller/app at the endocrinologist office.

TECHNICIAN/assistant helps with setting up the controller.

Configure CGM controller/CGM app to associate with the CGM sensor.

Verify connectivity between CGM sensor and controller.

Controller acquires device demographics (device id, model, serial number, etc.)

Controller scans a bar-code on the sensor for device demographics, or
Controller uses NFC or RFID on the sensor for device demographics, or

User enters device demographics into the controller.

librates the CGM sensor (if necessary)

a)
b)
¢)
d)
e)
y
2)
3)
f) g
g C
User need|
— L
— L
ay
— L
de

CQO

.].1.04: Communication between the controller/CIoT wirtual device and CloT physical d

.1.1.05: Protocol for synchronizing the CIoT physical devices shall be open and standarg

.]1.1.06: Communication between the Cle T’physical device and controller/CIoT virtual de

.].1.07: ePHI and other data at rest shall be de-identified, pseudonymized, or anonymizeqd

.1.1.08: CIoT physical device’shall communicate its globally unique verifiable device id

.1.1.09: CIoT physieal-"device shall support NFC or RFID or Bar-Code or label wj

.1.1.10: Controller/CloT virtual device should support NFC or RFID or Bar-Code or laj

JJ.1.1I5 User shall be able to validate CIoT physical device to controller/CloT virty

nfigure CGM controller/app with alert levels, etc.

b/requirements:
.1.01: Instructions for handling the CloT physical device shall be readily, available to t

.1.02: Instructions for clinical setup and use of the CIoT physical device system shall
ailable.

.1.03: CloT physical devices shall be able to assess whethér the device can “trust” ¢
vices in the CloT system.

e open standards-based methods for calibration.

e a secure communication scheme.

ssible.

(tributes”/identity on‘the CIoT physical device.

vice demogtaphics/ID.

nnectivity.

nc uscr.

be readily

ther CloT

vice shall

s-based.

vices shall

| wherever

entifier.

ith device

el to enter

hal device

1.1.1.12: Instructions for the technical setup and use of the CloT physical device system shall be
readily available.

1.1.1.13: Demographic data and other data at rest shall be “secure.”

Scenario 1.1.2: CGM sensor does not connect/communicate with CGM controller/app.

Steps:

a)
b)

Get alert on controller or smart device.

Replace with different sensor (current manufacturer or other manufacturer)
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¢) Bring CGM sensor closer to CGM controller/app.

d) (Imagine John Doe cannot get his normal sensor.)

e) Use wired link or alternative wireless link.

f)  Continue to use old glucometer (stick finger to get blood sample)

User needs/requirements:

— 1.1.2.01: System shall support the ability for a user to exchange CloT physical devices from different
manufacturers.

— 1.1.2.02: System should support wired connections for transmission of data as a backup.

— L
w

1

1m

m

Scenario
controllen

Steps:
a) U

b) C

User need,|

.1.2.04: Controller/CIoT virtual device shall notify user of communications conneetivityj

.1.2.06: Controller/CIoT virtual device shall support discernabletechnical alerts f

.1.2.07: Controller/CIoT virtual device shall alert if it deteets‘ah CIoT physical devi

.1.2.09: Controller/CloT virtual device shall alert’and reject a CIoT physical device thg

th CIoT physical device.

paired users.

compatible protocol version.

pet its functional needs (e.g., inadequate accuracy).

pport the same implemented security controls:

.2.10: Controller/CIoT virtual device shall alert and reject a CloT physical device that
fust.”

|.1.3: User cannot enter user.sétup information (demographics, configuration, etc.

/smart device app.

e without setup, information temporarily (if possible).

ntinue te-useold glucometer.

b/requirements:

.2.03: Controller/CIoT virtual device shall continuously monitor quality of communichtions link

issues.

.1.2.05: Controller/CIoT virtual device shall support discernable technicalcalerts for blindl users.

r hearing

e with an

.1.2.08: Controller/ClIoT virtual device shall alert if it detects a CIoT physical device thgt does not

t does not

it does not

on CGM

— 1.1.3.01: System shall support limited but safe operation without complete setup of patient
information.

Scenario 1.1.4: CGM sensor fails to calibrate.

Steps:

a) Receive CloT physical device calibration failure message.

b) Replace with different CloT physical device (current manufacturer or other manufacturer).

c) If

failure continues, then return to using the old glucometer.
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User needs/requirements:

— 1.1.4.01: Controller/CloT virtual device shall detect CloT physical device calibration failure and
notify user.

— 1.1.2.01: System shall support the ability for a user to exchange CloT physical devices from different
manufacturers.

Scenario 1.1.5: Counterfeit CIoT sensor.
Steps:

a) O

b)  Controller/CloT virtual device detects that CloT sensor ID is not properly registered
C
C

to £ oo
ta— Oy ST OT ot poaracy

¢)
d)

ntroller/CloT virtual device does not operate with potentially counterfeit CIoT sensor.

ntroller/CloT virtual device alerts user that CIoT sensor may be counterfeit.

User needp/requirements:
— 1.].5.01: Controller/CloT virtual device shall check that «CIoT physical device caj properly
authenticate and authorizes for usage.

— 1.].5.02: Controller/CIoT virtual device shall alert user.if it suspects a counterfeit CIo[l physical
dgvice.

Scenario ].1.6: Refurbished CIoT sensor.
Steps:

a)  Obtain “new” CIoT sensor from pharmacy.

b)  Cqntroller/application (app)(detects that a solution provider has not appropriately refurpished the
ClJoT sensor.

c)  Controller/application (app) does not operate with potentially refurbished CIoT sensor.
d) Controller/applieation (app) alerts user that CIoT sensor is not properly refurbished.

User needp/requirements:

— 1.].5:01# Controller/CloT virtual device shall check that CloT physical device caj properly

authenticate and authorizes for usage

— 1.1.6.01: Controller/CloT virtual device shall alert user if it suspects CloT physical device is an
unauthorized refurbished CloT physical device.

B.5.5.2 Use Case 1—Action #2
Attach the CGM sensor (to the patient).
Scenario 1.2.1: Happy path

Steps:
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a)
b)
c)
d)
e)
f)
g)

Privacy, Protection, Safety, and Security

Caroline picks a location on her upper left arm.

Clean the location with an alcohol swab.

Place the sensor in that location.

Once she is ready, she switches the glucose sensor on.

The controller and sensor connect to each other.

The controller verifies the demographics data from the sensor is the same as configured.

The sensor continuously reports the glucose readings to the CGM controller/CGM app.

User needs/requirements:

Scenario

Same as S

1
1
1.

S¢

—

—

m

1.
al

—

da

—_ =

CO

—

vi

2.1.01: The CloT physical device shall encrypt data in motion.

.2.1.02: CloT physical device should authenticate controller/CloT virtual device.

.1.08: CIoT physical device shall communicate its globally unique device démographi

.2.1.03: Communication between controller/CIoT virtual device and CloZ; physical devid

hmless open interoperability.

.2.1.04: The user documentation shall disclose data communication capabilities of the Clo

vice.

.2.1.05: CIoT physical device shall communicate all its meéasurements, status, settings, 4

bta-data.

information that can be used to improve those.

1.2.2: CloT sensor does not connect orilcommunicate with CGM controller or smat

cenario 1.1.2 plus the following:

2.2.01: If a communication-disruption occurs, the CloT physical device shall attempt {

ta until connection reestablishment.

.2.2.02: The CloT physical device shall secure any data stored on it.

.2.2.03: If there, is\a.communication disruption, the CloT physical device shall upload sto

ntroller/CloTwirtual device when connection is reestablished.

.2.2.04: The CIoT physical device shall delete any stored data after transmission to contr

'tual device unless otherwise needed by the CloT physical device.

1

s/ID.

e shall use

T physical

nd related

.1.06: To improve effectiveness and performance; the CloT physical device shall conmunicate

tphone.

o store all

red data to

bller/CloT

.2.2.05: The manufacturer shall disclose the size and clinically relevant capacity of]

the CloT

physical device data stored in the user documentation.

Scenario 1.2.3: Glucose reading out of set range.

Steps:

a)
b)
©)
d)

User sets upper and lower limits for glucose levels.

Controller/application (app) alerts user that glucose level is out of range.

User acknowledges alert.

User adjusts glucose level by injecting insulin or eating.
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e)

Privacy, Protection, Safety, and Security

User adjusts alert limits if necessary.

The requirements are as follows:

1.2.3.01: Controller/CIoT virtual device shall support the adjustment of alert limits.

1.2.3.02: Controller/CIoT virtual device shall signal (visual, audible, or haptic) clinical out-of-range

CO

nditions.

1.2.3.03: Controller/CIoT virtual device shall allow the user to disable clinical alerts.

Scenario 1.2.4: Sensor sends inaccurate readings.

Steps:
a) Pqtient believes readings are inaccurate:
1)| Patients receive alert for out-of-range readings.
2)| Patients receive alert that data may be inaccurate.
3)| Patient recognizes readings are not “normal” for him/her.
b) Rgcalibrate sensor.
¢) Iffthe sensor continues to send inaccurate readings, then replac€ the sensor.
d) If}inaccurate readings continue use a manual glucometer.
User needp/requirements:
— 1.2.4.01: Controller/CIoT virtual device shall.detect out-of-range clinical results and notifly user.
— 1.2.4.02: Controller/CloT virtual device shall flag questionable clinical readings (potentjally using
an] Al-based application).
— 1.].2.01: System shall support the-ability for a user to exchange CloT physical devices from different
manufacturers.
Scenario |.2.5: Sensor communicates intermittently.
Same as Sfcenario 1.2.2.
B.5.5.3 Use Case 1—Action #3
Manage glaeoselevel

Scenario 1.3.1: Happy path

Steps:

a)
b)
¢)
d)

Obtain readings from CGM.

Adjust food intake daily based on reading.

Administer medication/insulin as needed.

React to alerts as appropriate.
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User needs/requirements:
— 1.2.3.01: Controller shall support the adjustment of alert limits.
— 1.2.4.01: Controller/CIoT virtual device shall detect out-of-range results and notify user.
Scenario 1.3.2: System generates inaccurate readings.
Same as Scenario 1.2.4.
Scenario 1.3.3: User follows improper diet.

Same as Scenario 1.3.1.

Scenario |.3.4: User administers improper insulin doses.

Same as Scenario 1.3.1.

Scenario |.3.5: User has an allergic reaction to sensor.

Steps:
— Rgad the instruction manual (IFU)

User needp/requirements:

— 1.3.5.01: The CIoT physical device shall provide-dllergy and irritation notification if available.

— 1.3.5.02: The manufacturer shall disclose diselaimers and warnings for the CloT physical device
arld/or CloT virtual device in the accompafying documentation.

Scenario |.3.6: User ignores alerts and CGM readings.

Steps:

— Ont of scope

User needp/requirements;

—  Ng¢ne

Scenario |.3.7:"User loses CGM controller.

Steps:

a) Ifusing CGM app on phone, try to find phone.
b) Borrow CGM controller/app from “friend.”

c¢) Connect to personal sensor (see Scenario 1.1.1).
d) Getreading.

e) Return to “friend.”

User needs/requirements:
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— 1.3.7.01: Return Instructions shall be accessible on the controller/app.

— 1.3.7.02: CIoT physical devices should support geo-location reporting.

— 1.3.7.03: CIoT physical device should support remote wipe/lock.
Scenario 1.3.8: Unintentional abuse (water damage, arc welder, MRI, etc.).
Steps:

a)  User unintentionally subjects the sensor to environmental abuse.

b) Sensor may seem to work normally.

User needp/requirements:

— 1.3.8.01: The manufacturer shall provide clear instructions concerning proper ervironmgnts of use
fof CloT physical device.

Scenario |.3.9: Intentional malicious access.
Steps:

a)  B4d actor intentionally compromises the sensor, or
b) Bgd actor intentionally hacks the sensor to controller data stream, or

¢) B4d actor intentionally compromises the controller/app.

User needp/requirements:
— 1.3.9.01: The link between the CIoT sensorand controller/app shall use secure communidations.

— 1.3.9.02: The communications link between CloT sensor and controller/CIoT virtual d¢vice shall
prptect against person-in-the-middle attacks.

— 1.3.9.03: The controller/Clo T virtual device should detect erratic CIoT sensor behavior.

— 1.3.9.04: The controlles/CloT virtual device and sensor shall support secure remote software and
figmware updates.

— 1.3.9.05: The controller/CIoT virtual device and sensor shall support human intervention{to control
sofftware and/firmware updates.

B.5.5.4 Use Case 1—Action #4

Manage the CGM sensor.
Scenario 1.4.1: Happy path
Steps:

a)  User receives notification from the controller to replace the sensor.
b) Replace sensor assembly.
¢)  Synchronize new sensor to CGM monitor or smartphone.

d) Receive notification to replace the battery.
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User needs/requirements:

v
Scenario
Steps:
a) U
b) U
¢c) C
d If
User need,|
— 1
qy
— 1.
qy
— 1.
re
— 1
b4
B.5.5.5 U
Manage th

1.4.1.01: CloT sensor shall communicate expiration date to controller/CIoT virtual device.

1.4.1.02: Controller shall alert user when the controller needs to exchange the CloT sensor.

1.4.1.03: CloT sensor shall communicate battery status to app/controller.

1.4.1.04: Controller/CIoT virtual device shall alert when it is time to charge or replace CIoT sensor
battery.

1.4.1.05: CIoT physical device shall communicate its “attributes”/identity (ID, SW/FW version, etc.)

1.4.1.06: CIoT physical device shall communicate internal error conditions to controller/CIoT virtual
device and indicate whether the device requires replacement.

1

4.2.01: Controller/CloT virtual devicg'shall indicate data from an expired CloT

.4.2.04: Controllet/CIoT virtual device shall indicate data from a CIoT physical devicq

rsion, etc.).

[.4.2: User ignores sensor replacement advisory.

er receives notification from controller/application (app) to replace sensor.
er ignores notification and continues to use CGM systenu
ntroller continues to display glucose reading marked-as‘questionable.

sensor stops operating, the controller/application (app) will display an appropriate error
b/requirements:

estionable on its display.

1.2.02: Controller/CIoT virtual(device shall indicate data from an expired CloT
estionable during communication.

1.2.03: Controller/CloT virtual device shall indicate data from a CloT sensor requiri
blacement as questionable on its display.

ttery replacenient as questionable during communication.

se Case1—Action #5

.4.1.07: Controller/CIoT virtual device shall communicate its “attributes”/identity (I}, SW/FW

condition.

s€nsor as

s€nsor as

ng battery

requiring

e '€CGM system.

Scenario 1.5.1: Happy path

Steps:

a)
b)
<)
d)
e)

User connects CGM controller with device maintenance server.

User receives notification to update controller software (SW).

Update controller SW.

Receive notification to update sensor firmware (FW).

Update sensor FW.
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User need

Privacy, Protection, Safety, and Security

s/requirements:

— 1.5.1.01: Controller/CIoT virtual device should connect to a device maintenance server.

— 1.5.1.02: Controller/CIoT virtual device shall communicate securely with device maintenance server.

— 1.5.1.03: Controller/ClIoT virtual device shall obtain CloT physical device “attributes”/identity (ID,
SW/FW version, etc.).

— 1.5.1.04: Controller/CloT virtual device shall communicate controller/CIloT virtual device and CloT
physical device “attributes”/identity to server.

— 1.5.1.05: Maintenance server shall detect out-of-date SW and FW.

— 1.5.1.06: Maintenance server shall download SW and FW updates to controller.

— 1L

and FW.

5.1.07: Controller/CloT virtual device shall check authenticity and integrity of dewnl

knowledgement.

iccess or failure).

[.5.2: User ignores controller SW update advisory.

er connects CGM controller with device'maintenance server.
er receives notification to update centroller SW.

er ignores notification.

b/Tequirements:

b.2.01: Controller-shall continue to remind user to update SW/FW if required.

[.5.3: Sensor-SW/FW update failure.

baded SW

.5.1.08: Controller/CIoT virtual device shall communicate need for SW and/or FW updage to user.
.5.1.09: Controller/CIoT virtual device shall update its SW/FW, on user(acknowledgemdnt.
.$.1.10: Controller/ClIoT virtual device shall update the CloT physical'device SW and F, on user

1.5.1.11: Upon completion, controller/CIoT virtual device shdll provide SW/FW update message

(s
Scenario
Steps:
a) U
b) U
c) U
User need
— 1.
Scenario
Steps:
a) R

Ceive notitication to update sensor S W/F W and initiate SW/F W updare.

b) Sensor SW/FW fails to update, and sensor stops working.

User needs/requirements:

— 1.5.1.08: Controller/CIoT virtual device shall communicate need for SW and/or FW update to user.

— 1.5.3.01: CIoT physical device shall notify controller/CIoT virtual device of any SW and/or FW
update failures.

— 1.5.3.02: CIoT physical device shall detect potential FW or SW compromises and notify

CO

ntroller/CloT virtual device.
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Scenario 1.5.4: Controller battery failure (or full discharge).

Steps:

a)
b)
<)

Controller stops operating.
Obtain/borrow a different controller (potentially different manufacturer).

Use old finger stick glucometer.

User needs/requirements:

Scenario |.5.5: Controller SW/FW update failure.

Steps:

a)
b)

c)

User needp/requirements:

1.5.4.01: Controller/CIoT virtual device shall alert when it is time to charge or replace its battery.

Uger receives notification to update controller SW/FW.
Uger initiates controller SW/FW update.

Controller SW/FW fails to update, and controller stops working.

—

.5.1.08: Controller/CIoT virtual device shall communigcate need for SW and/or FW updage to user.
1.5.5.01: Controller/CIoT virtual device shall notify, user of any SW and/or FW update faflures.

1.5.5.02: Controller/CloT virtual device CloT yirtual device notify device management sefver of any
SW and/or FW update failures.

1.5.5.03: Controller/CIoT virtual deviceshall detect potential FW or SW compromises.

1.5.5.04: Controller/CIoT virtualsdevice should maintain a device log that captures allf messages
exchanged with device managenient server

1.5.5.05: Device management server should maintain a device log that captures all| messages
exchanged with the controller/CIoT virtual device.

1.5.5.06: Device log should not include any ePHI.

1.5.5.07: If the'device log contains ePHI, then the device shall restrict access to it.

—_—

.$.5.08: Jf the device log contains ePHI, the CloT device should give the patient the oppprtunity to
cagnsent.

1.5.5:09: The manufacturer shall disclose the size of the CIoT physical device log.

1.5.5.10: If the SW and/or FW update fails, the CloT device shall continue to operate with the
previous SW and/or FW version.

B.6 Use Case 2—Connected therapy device

Figure B.6 and Figure B.7 cover the general case of a therapy device, which can be remotely adjusted. Two
different use case variants are analyzed, which on the surface look quite different but are closely related to
each other.
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B.6.1 Use Case 2a—Connected automated implanted cardioverter defibrillator (AICD)

B.6.1.1 Use Case 2a description

A person with an AICD is experiencing false discharges. The defibrillator settings need to be adjusted.

B.6.1.2 Use Case 2a narrative

Emily is an 85 y/o female who has been experiencing fainting spells. After evaluation by her cardiologist, it
was determined that she was experiencing runs of ventricular tachycardia (VT) which caused the fainting.
Her cardiglogistdecided that she-was-a-suitable-candidate for an- AICD to-manage the VT and she-had surgery
to insert the AICD. After her physician adjusted the device settings, Emlly went home with<p box that
communidates information from the AICD to a portal and that allows her physician to monitor lerfstatus and
adjust, as pecessary. (See Figure B.8 and Figure B.9.)

Clinician/ A

et | Mifg
% Portal
‘Box’ ' je)

Cardiologist

T ICD

“ur

ey
Emily

Figure B.6—Use Case 2a—Connected Therapy Device—
Implanted cardioverter-defibrillator (ICD) —User view
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Figure B.7—Use Case 2a—Connected Therapy Device—Technical yview

B.6.2 Us¢ Case 2b—Connected automated insulin delivery (AID) system

B.6.2.1 Use Case 2b description

A diabetid is living in a healthcare facility (e.g., assisted living hgimey clinic). The patient has an putomated
insulin delivery system which a physician remotely monitors.

B.6.2.2 Use Case 2b narrative

John is a|diabetic, living in an assisted living facility in Florida. Recently he has been havihg trouble
managing |his glucose. His endocrinologist has-evaluated his situation and recommended that he yse an AID
system. Tle AID is provided by the physician‘office and is also set up there: connecting the sensor|and pump
to the confroller, the controller to the facility Wi-Fi and/or cellular system, registering the devide with the
patient poftal and attaching the sensar to John. The doctor, and anyone John authorizes can also monitor his
blood suggr via the portal. (See Figure B.8 and Figure B.9.)
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e Patient Endocrinologist

Portal \f; o

Phone /
Custom Ul

AID Family
Controller
The AID system consists of a Glucose Sensor, Insulin Pump
and Controller which obtains readings and adjust insulin
dals —p -{{-e tH “l H & AL ID HIY - A delits =1}
Glucose e Insulin Gateway component provides connectivity to the Intefnet.
Sensor Pump These components can be packaged in many diffarént
configurations.
John

Figure B.8—Use Case 2b—Connected Therapy Device—Automated Insulin Delivery (AID)

—User view
\)\“_A_,..Caregiver 1
!..Nq- "WM‘ n':}m
(46,50) ’3@ ‘-\‘Caregiver 2
ar ! [}

' cellul

The Caregivers can access the Patient Portal via a
stationary device such as a PC or a mobile device
such as a smartphone or tablet.

As mentioned, the Gateway and Controller can be
‘ combined, or the Controller and Actuator can be

combined, etc.

Figure-B{9—Use Case 2b—Connected Therapy Device—Technical View

B.6.3 UsF casé actions

The use case actions are as follows:

a)  Acquire and prepare the AID system—not applicable to UC 2b.

b) Connect Sensor and Pump (to the patient)—not applicable to UC 2b.
c¢) Connect AICD/AID controller to the facility or cellular infrastructure.
d) Register AICD/AID controller to portal.

e) Connect AICD/AID to the portal.

f)  Collect data and transmit it to the portal.
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g) Physician/caregiver remotely monitors results.
h)  Physician remotely adjusts ICD/AID settings.
B.6.4 Actors and stakeholders
Actors are as follows:

— Patient (John/Emily)
—  Clinician (Endocrinologist/Cardiologist)

— Caregivers (parent, spouse, son/daughter, etc.)

Stakeholdgrs are as follows:
— Pgyor
—  Mhpnufacturer
—  Agsisted-living home

NOTE—Ujser needs/requirements are in italics if the previous scenario or use case stated them.

B.6.5 Us¢ Case 2—Details

B.6.5.1 Use Case 2—Action #1
Acquire and prepare the AID system.
Scenario 2.1.1: Happy path

Steps:

a) Alphysician’s office provides.and sets up an AID system.

b) Physician staff charge the AID controller and the CGM sensor and Insulin Pump
c) Configure AID controler to associate with the CGM sensor.

d)  Vg¢rify connectivity between CGM sensor and controller.

e) Controller@acquires pump demographics (Device ID, Model, Serial Number, etc.)

1)] Controller scans a bar-code on the sensor for device demographics, or

2) Controller uses NEFC or REID on the sensor for device. Hpmngraphir\c’ or

3)  User enters device demographics into the controller.

f)  Calibrate the CGM sensor.

g) Configure the AID controller to associate with the Insulin Pump

h)  Verify connectivity between Insulin Pump and controller.

i) Controller acquires pump demographics (Device ID, Model, Serial Number, etc.)
1)  Controller scans a bar-code on the sensor for device demographics, or
2)  Controller uses NFC or RFID on the sensor for device demographics, or

3)  User enters device demographics into the controller.
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j)  Configure AID controller with alert levels, patient specific settings, etc.

k)  Validate the proper operation of the AID system.

User needs/requirements:

— 1.1.1.01: Instructions for proper device handling shall be readily available to the user.

— 1.1.1.02: Instructions for setup and use of the CloT sensor system shall be readily available.

— 1.1.1.03: Devices shall be able to assess whether the device can “trust” other devices and CloT virtual
devices.

— 1.1.1.04: Communication between the controller/CIoT virtual device and CloT physical device shall

ug
— L
— L
— 1

o1}

dd
— 1.
— 2.

Scenario
—  §9
Scenario
— 59
Scenario
— 59
Scenario

— S9

.1.1.10: Controller/CIoT virtual device shall support NEC or RFID or Bar-Code or lab

e open standards-based methods for calibration.
.1.05: Protocol for synchronizing the devices shall be open and standards-based!
.1.06: Synchronization scheme shall be “secure.”
.1.07: CloT sensor shall encrypt demographics data and other data at nest:
.1.08: CloT sensor shall communicate its globally unique device demographics/ID.

.1.09: CloT sensor shall support NFC or RFID or Bar-Code or tapel with device demog
CloT sensor.

vice demographics/ID.
.1.11: User shall be able to verify CloT sensor to,controller/CloT virtual device conne

.1.01: User shall be able to validate proper system clinical operation.

P.1.2: CGM Sensor does not connect/communicate with AID controller.
me as Scenario 1.1.2

p.1.3: Cannot enter setup information (demographics, configuration, etc.) on AID (
me as Scenario 1.1.3

P.1.4: Sensor fails to)calibrate.

me as Scenarig ;1.4

p.1.5: Insulin-Pump does not connect/communicate with AID controller.

me as:Seenario 1.1.2

raphics/ID

el to enter

tivity.

ontroller.

B.6.5.2

Attach the

se Case 2—Action #2

sensor and pump (to the patient)

Scenario 2.2.1: Happy path

Steps:

a)  User picks a location for the sensor.

1)
2)

Clean the location with an alcohol swab.

Place the sensor in that location.
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b)

2

h)

User needp/requirements:

Privacy, Protection, Safety, and Security

User picks a location for the insulin pump.

1)  Staff prepare and insert catheter.

2)  Staff attach pump to catheter.

Once ready, staff switches the glucose sensor and insulin pump on
The controller and sensor connect to each other.

The controller verifies the device’s demographics data from the sensor and pump are the same as
configured.

The controller gets a reading from the sensor.

1)  The sensor continuously reports the reading, or

2)| The controller queries the sensor for a reading.

The controller runs an AI/ML based algorithm to determine when and the amount)of ipsulin that
shpuld be administered.

Bgsed on the algorithm, the controller periodically tells the insulin pump tolnfuse a certajn dose

1.].1.08: CloT sensor shall communicate its globally unique deyice demographics/ID.
1.2.1.01: The CIoT sensor shall encrypt data in motion.

1.2.1.03: Controller/CloT virtual device shall authenticate CIoT physical device.
1.2.1.04: CloT sensor should authenticate controllét/app.

1.2.1.05: Seamless open interoperability between controller/CIoT virtual device and Clo|l' physical
dgvice.

1.2.1.06: Communication between controller/CIoT virtual device and CIoT physical devige shall be
sefure.

.2.1.01: Controller/ClIoT virtual\device shall check that the actuator properly authenticat¢

w2

.2.1.02: Controller/CIoT, virtual device shall alert user if it suspects a counterfeit actuatof.
.2.1.03: Seamless open interoperability between controller/CIoT virtual device and actugtor

.2.1.04: Secure‘communication between controller/CIloT virtual device and actuator

2.1.06xManufacturers shall provide guidelines concerning data availability.

2.1:07: Manufacturers shall provide guidelines concerning data usability.

2
2
2
2
2.2.1.05: Exchanged data shall include its provenance.
2
2
2.

2.1.08: Manufacturers shall provide guidelines concerning data integrity.

Scenario 2.2.2: Sensor does not connect or communicate with controller.

Same as Scenario 1.1.2

Scenario 2.2.3: Sensor communicates intermittently with controller.

Same as Scenario 1.1.3

Scenario 2.2.4: Sensor sends inaccurate readings.

Same as Scenario 1.1.4
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Scenario 2.2.5: Pump does not connect or communicate with controller.

Steps:

a)  Get alert on controller or smart device.

b) Potential options:

1)  Bring the controller closer to the pump.
2)  Replace with different pump (current manufacturer).
3) Replace with different pump (other manufacturer).
4)  Use wired link or alternative wireless link.
5)] Inject insulin manually based on CGM readings.
User needp/requirements:
— 2.2.5.01: User shall have the ability to exchange actuators from different manufacturers.

Scenario

— 59

Scenario

— 59

Scenario

.1.2.02: Wired connections for transmission of data as a backup.

.].2.03: Continuously monitor quality of link between controller/€loT virtual device

ysical device.

.1.2.04: Notify user of connectivity issues.
.2.5.02: Actuators shall store data during periods of non-connectivity.

.2.5.03: Actuators shall communicate stored data to the controller/CloT virtual

nnection.

.2.5.04: The actuator shall secure any data-stored on it.
.2.5.05: The actuator shall delete any data stored on it as soon as possible.

.2.5.06: System shall operate safely without internet connectivity.

p.2.6: Pump communicates intermittently with controller.

me as Scenario 2.2:5

p.2.7: Pump_administers inaccurate doses.

me as Seewario 2.2.5

p.2.8: AI/ML algorithm failure.

and CloT

device on

Steps:

a) AI/ML algorithm acquiring the glucose level and controlling the pump fails.

User needs/requirements:

—  2.2.8.01: Guardrails/limits shall be inherent in any algorithms to limit actuator actions.

—  2.2.8.02: The device shall alert users to any clinical algorithm failure.

B.6.5.3 Use Case 2—Action #3

Connect controller to the home/facility or cellular infrastructure.
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Scenario

Steps:

Privacy, Protection, Safety, and Security

2.3.1: Happy path

a) If'the controller uses IEEE 802.11, configure it with appropriate SSID and password

b) If the controller uses cellular, insert SIM card (or configure eSIM)

User needs/requirements:

— 2.

— 2.

— 2.

— 2.
Scenario
Steps:

a) V

b) V

authentication/encryption.

¢c) V

User needp/requirements:

— 2.

the accompanying documentation, if applicable.

— 2

Scenario
Steps:

a) V
b) V
c) V
User need

.3.3.01: The manufacturer shall disclose cellular troubleshooting information in the accq
ddcumentation, if applicable

3.1.01: Controller shall support IEEE 802.11g/n/ac, if applicable.
3.1.02: Controller shall support WPA?2 or greater authentication/encryption.

1

Q2. 4 11 1 11 ‘. 200 R VB 4
AL UD CUITUUTIVT STIall Du.lJlJUll, ALJUTZ SU0UL lly CUILITIUAIUS.

B.1.04: Controller shall support 4G/5G if applicable.

p.3.2: Cannot connect to IEEE 802.11 network.

prify the IEEE 802.11 network access point and SSID is available and)has adequate sign3
rify the IEEE 802.11 network access point and SSID support WPA2

rify Wi-Fi password.

.2.01: The manufacturer shall disclose the IEEE 802.11 network troubleshooting info|

P.3.3: Cannot connect to 4G/5G networks.

prify 4G/5G adequrate signal strength.
brify data.availability according to user’s contract.

erify device enables and turned-on data mode.

1l strength.

r greater

rmation in

mpanying

/raquirements:

— 2.3.3.01: The manufacturer shall disclose cellular troubleshooting information in the accompanying
documentation, if applicable.

B.6.5.4 Use Case 2—Action #4

Register controller to patient portal.

Scenario 2.4.1: Happy path

Steps:
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a)
b)
¢)
d)
e)
f)

Privacy, Protection, Safety, and Security

Patient logs into the patient portal with credentials

Patient registers device at the portal using Unique Device Identity

Patient registers device at portal using Unique Device Manufacturer Identity

Patient registers device at portal using manufacturer-assigned model and serial number

Patient registers device at portal using Device MAC address

Device initiates communication with the portal

User needs/requirements:

2.4.1.01: The portal shall authenticate Patient to use it.

2

2
2
2
2
2
N
2
2
2
2
2

Scenario

Steps:

a)

b)

\Y

.4.1.02: The portal shall authorize Patient to use specific aspects of it.

L.1.03: Patient shall communicate securely with the portal.
L.1.04: Patient shall have a system-wide unique ID at a minimum.

.1.05: Patient shall be able to associate CIoT physical devices with themselves.

1.1.07: Controller/CIoT virtual device shall communicatelits Manufacturer Model
hmber.

t.1.08: Controller/CloT virtual device shall communicate its MAC Address.

t.1.09: Controller/CloT virtual device shall communicate securely with patient portal.
t.1.10: The device shall only communicate necessary information to the portal.

L. 1.11: The device shall delete any unnecéssary patient data after communication with t|

1.1.12: Patient shall be able to associate controller/CIoT virtual device with themselves

.4.2: Cannot connect to the IEEE 802.11 network.

prify that the IEEE/802.11 network access point and SSID are available and have adeq

stiength.

\Y

rify The IEEE 802.11 network password.

User need

b/requirements:

1.1.06: Controller/CIoT virtual device has and shall communicatenits’globally unique| verifiable
dgvice identity.

hnd Serial

he portal.

hate signal

2.3.2.01: The IEEE 802.11 network troubleshooting information shall be provided in user guides if
applicable.

Scenario 2.4.3: Cannot connect to 4G/5G networks.

Steps:

a)
b)

Verify 4G/5G adequate signal strength.

Verify data availability according to user’s contract.
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<)
d)

Privacy, Protection, Safety, and Security

Verify the device has enabled data mode.

Verify the SIM (or eSIM) activates properly.

User needs/requirements:

2.3.3.01: If applicable, user guides shall provide cellular troubleshooting information.

B.6.5.5 Use Case 2—Action #5

Connect controller to patient portal.

Scenario
Steps:
a) C
b) C
¢c) C
User need
— 2
— 2
— 2
Scenario
Steps:
a) C
re
b) C
¢c) C
User need
— S9

p.5.1: Happy path

ntroller/gateway initiates communication with the portal
ntroller/gateway and portal mutually authenticate.

ntroller/gateway provides and installs security certificates.

b/requirements:

.$.1.01: Controller/gateway shall only communicate withé trusted portal.
.5.1.02: Portal shall only communicate with a trustéd controller/gateway.

.$.1.03: Device shall accept and install x.509 seCurity certificates.

P.5.2: Portal does not “trust” device/sensor since it is counterfeit.

ntroller/application (app).detects that one or more CloT physical devices are noj
bistered.

ntroller/applicatiof (app) does not operate with potentially counterfeit sensors.

ntroller/application (app) alerts the user that the sensor may be counterfeit.

b/requirements:

t properly

me_as Scenario 1.1.5

Scenario 2.5.3: Portal does not “trust” device/sensor since it has been used.

Steps:
a)

b)
¢)

Controller/application (app) detects inappropriate refurbishment of one or more CloT physical
devices.

Controller/application (app) does not operate with potentially improperly refurbished sensors.

Controller/application (app) alerts user of an inappropriately refurbished sensor.
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User needs/requirements:

Same as Scenario 1.1.6

Scenario 2.5.4: Portal does not “trust” device/sensor since it does not meet requirements.

Steps:
a)

b)
¢)

Controller/application (app) detects that one or more CIoT physical devices does not meet

requirements.

Controller/application (app) does not operate with the CloT physical devices.

Controller/application (app) alerts user that the CloT physical device cannot operate.

User needp/requirements:

2.5.4.01: Controller/CIoT virtual device shall check that the CIloT physical device
refjuirements for its intended use.

meets the

2.5.4.02: Controller/CIoT virtual device shall notify the user if the €loT physical devicg does not

meet the requirements for its intended use and will not operate,

B.6.5.6 Use Case 2—Action #6

Collect dafa and transmit it to the portal.

Scenario 2.6.1: Happy path

Steps:

a)
b)
¢)
d)

Sdnsor communicates with AID controller.

Pymp communicates with the¢ AID controller.

Controller manages dosage based on sensor readings.

Controller communicates with patient portal, uploading data every 15 minutes.
1)] Sensor readings

2)| Dosageadministered.

3)| Errer conditions

4)_Other appropriate data

User needs/requirements:

2.6.1.01: CloT physical device and controller shall communicate securely and reliably.

2.6.1.02: Controller/CloT virtual device and cloud/portal shall communicate securely and reliably.

2.6.1.03: CloT physical device and controller shall support “Continuous” reporting (as often as every

minute) of data from system to cloud/portal.
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Scenario 2.6.2: Intermittent connection to the IEEE 802.11 network.

Same as Scenario 1.2.2

Scenario 2.6.3: Intermittent connection to patient portal using cellular connection.

Same as Scenario 1.2.2

Scenario 2.6.4: The AID becomes compromised.

D operation becomes unstable, slow, or stops operating.

b/requirements:

b.4.01: The manufacturer shall incorporate malware protection.

h.4.02: The manufacturer shall incorporate safe coding practices,

h.4.03: The manufacturer shall conduct a complete threat analysis of the system.
h.4.04: The manufacturer shall conduct vulnerability testing/

h.4.05: The manufacturer shall provide information tethe user regarding the safe and se
products.

.6.5: Friend loses AID controller/app.

nd AID controller/app to friend.

sable communication between 'AID controller/app to portal.
nnect AID controller/app to personal sensor.

bt reading.

trieve from friend.

-enable eormmunication between AID controller/app to portal.

b/requirements:

ure use of

Steps:
a) A
User need,|
— 2.
— 2.
— 2.
— 2.
— 2.
itg
Scenario
Steps:
a) Ld
b) D
¢c) C
d G
e) Rg
f)  Rg
User need
— 2.
to

ya 't Il ui 1111 L DR -1 1 emdad e 1] Vah Sila n IS 11 .
DO UL THTU USTL SIIAll DT dUIC U ICHIPULAIITY UISaUIT CUITUULITI/TIU T VIItual UTVIUT CULIT

portal.

1unication

2.6.5.02: The controller/CloT virtual device shall alert user if it has not been communicating to portal
after a defined time.

B.6.5.7 Use Case 2—Action #7

Endocrinologist/caregiver monitor the results.

Scenario 2.7.1: Happy path
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Steps:

a)  Doctor/caregiver establishes an account in the portal.
b) Patient provides permission for doctor/caregiver to view results in portal.
c¢) Doctor/caregiver logs into the patient portal with credentials

d) Portal allows doctor/caregiver to view the patient’s results.

User needs/requirements:

— 2.7.1.01: Authenticated caregivers shall be able to establish accounts in the portal application.

—  2.7.1.02: Patients shall be able to authorize one or more caregivers to view results.

—  2.J.1.03: Authenticated caregivers shall be able to only view the results of specific ‘patients once
aythorized.

Scenario 2.7.2: Doctor/caregiver connection to the portal via the IEEE 802.11 network fails.

Steps:

a)  Vg¢rify that the IEEE 802.11 network access point and SSID-are available and have adeqpate signal
stjength.

b)  Vg¢rify the IEEE 802.11 network password.

User needp/requirements:

— 1.2.2.01: Provide troubleshooting information in user guides.

Scenario 2.7.3: Doctor/caregiver connection to the portal via cellular network fails.
Steps:

a)  Vgrify that the cellular account is active.

User needp/requirements:

— 1.2.2.01xProvide troubleshooting information in user guides.

B.6.5.8 Use Case 2—Action #8
Endocrinologist remotely changes AID Settings
Scenario 2.8.1: Happy path

Steps:

a)  The doctor decides to adjust the settings on the AID controller.
b) The doctor accesses the portal and the patient’s account.

¢) Doctor makes change.
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d) System acknowledges that change was queued.

e) The patient’s controller asks the patient to accept the change.
f)  Patient accepts the change.

g) The system makes the change to the controller settings.

h)  The system sends the change notification back to the doctor.

User needs/requirements:
— 2.8.1.01: The system shall allow the patient to acknowledge any remote change commands.

— 2.8.1.02: The system shall advise the caregiver of the results of remote change commands (on the

userinterface)they requestedinatimelyfashiop—

Scenario 2.8.2: Physician cannot adjust settings on the controller.
Steps:

a)  The doctor decides to adjust settings on the controller.
b) The doctor accesses the portal and the patient’s account.
¢) Dgctor requests change at the portal.

d) Rgquest fails.

User needp/requirements:

— 2.8.2.01: CloT physical device shall reject commands if it cannot authenticate the source.

— 2.8.2.02: CloT physical device shall reject’commands if the source does not have adeqpate rights
(tqust).

—  2.8.2.03: System shall allow portalapplication to distinguish between failure types and ngtify user.

Scenario 2.8.3: Hacker breaks into portal and attempts to adjust settings on the patient’s CloT physical
device.

Steps:

a)  Unauthorizedser gains access to the Command Center portal

b) Unautherized user changes settings on Jan’s home monitor

c¢) Thesystem informs the Command Center technician of any settings changes to their patignts.

d) Command Center technician can temporarily lock access to the portal.

User needs/requirements:

— 2.8.3.01: The system shall notify the User of any remote settings changes.
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B.7 Use

Privacy, Protection, Safety, and Security

Case 3—Hospital @Home

B.7.1 Use case description

The hospital sends home a patient for intense remote monitoring. The data is aggregated locally and sent to
a “Command Center” where an Al-based service monitors the status. If the patient develops complications
that the system detects, it notifies a human who takes appropriate action.

B.7.2 Use case narrative

Jan Fergu
results we
hospital of
and remot

Within ho
Monitor, §
all interoj
communid
verified th
and verifig

In the hos
technician
data. This
Jan reachd
will then r
B.11.)

efrwentto-the-hospital-ER-beeause-herad-afeverand-aeoungh—The-hospital-tested-the
Fe that Jan tested positive for COVID-19. Normally, Jan would have been admitted; ho|
\ly currently admits patients who are in serious condition. The hospital sent Jan home'fq
e monitoring.

irs, a technician arrived and attached them to a Temperature monitor, Non-Invasive Blog
pO2 monitor, and Respiration monitor, as well as a portable point-of-care lab. These ¢
erable and communicate with a provided home-based device ‘aggregator (#1),
ate real-time results back to the hospital via cellular connection (#2). Before leaving, the
at everything was working locally, registered the system in the hospital Command Cen
d the connection to the hospital was working.

pital, the data from the remote monitoring systemfeeds a “Command Center” whd
5 can view Jan’s results (#3). In parallel, a service (application) using Al continuously a

s a preset threshold, the service will alert a, human in the Command Center (#5). The
pview the results with a physician and send an ambulance if necessary. (See Figure B.10

, and the
wever, the
r isolation

d Pressure
evices are
hich will
technician
er system,

re trained
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service has been trained to monitor Jan for any{€OVID-related worsening of symptoms (#4). If

technician
hnd Figure

Patient Patient
Status {mmmm | Surveillance
Monitor Application
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This Use Case focuses on the collection of data

from a collection of sensors, monitors, diagnostic
and therapy devices.

enter

Figure B.10—Use Case 3—Hospital @Home—User View
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Pt. Status
Monitor
f.‘-.‘--.‘--.‘-u-: Patient
: ith i
i GBI | Surveillance | Watcher
i Application

This Use Case focuses on the collection of data
from a collection of sensors, monitors, diagnostic
and therapy devices using a mix of communication
technologies.

LAN (WiFi, Eth,, etc.)

Sensor/ " Diagn. There can also be an Al component.
| Sensor | | Actuator ‘ | entinn Monitor Pavica
D . ionpl ) I
Patient the application via the Status Monitor, or there
can be parallel paths where the Status Monitor is
optional,

Figure B.11—Use Case 3—Hospital @Home—Technical View

B.7.3 Pre¢-conditions
—  Sqnsors and actuators have previously connected to the aggregator/gateway.
— Previous use cases related to connection handled connection=rélated scenarios.
B.7.4 Us¢ case actions

nnect devices to home aggregator/gateway.
nnect home aggregator to hospital Command Center portal and Al service.

pbmmand Center technicians monitor.the results.

C
C
C
— Co¢mmand Center technician receives alerts at the portal from the Al service.
Command Center technician(mgdifies settings.

C

mmand Center technician alerts emergency services.

— Prpvider discharges-the’patient from home health monitoring.

B.7.5 Actors and stakeholders

Actors:

— Jan, the patient
— Technician (sent to home)
—  Technician (in Command Center)

Stakeholders:

— Payor
— Manufacturers
— Hospital

NOTE—User needs/requirements are in italics if a previous scenario or use case stated them.
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B.7.6 Use Case 3—Details

B.7.6.1 Use Case 3—Action #1

Connect devices to home aggregator (sensors and actuators covered in previous use cases).
Scenario 3.1.1: Happy path

Steps:

a)  Configure an aggregator to associate with the device.

b)  Vgrify connectivity between device(s) and aggregator.
c¢)  Uger enters device demographics (device ID, model, serial number, etc.) into aggregator.
d) Hgspital @Home CloT physical devices discover other local CloT physical devic€s and ponnect to
them as needed.
User needp/requirements:
— 1.].1.01: Instructions for proper CloT physical device handling shall be readily available to the user.
— 1.].1.02: Instructions for setup and use of the CloT physical de¥ice system shall be readily| available.

— 1.].1.03: CloT physical devices shall be able to assess whether the device can “trust” dther CloT
pHysical devices and controller/CIoT virtual devices,

— 1.].1.04: Communication between the controller/CloT virtual device and CloT physical dpvice shall
use Open standards-based methods for calibration.

— 1.].1.05: Protocol for synchronizing the €IeT physical devices shall be open and standards-based.
— 1.].1.06: Communication scheme shall‘be “secure.”
— 1.].1.07: The CIoT physical devieeshall encrypt demographics data and other data at rest|.
— 1.].1.08: ClIoT physical deviee shall communicate its globally unique device demographi¢s/ID.

— 1.].1.09: CloT physical\device shall support NFC or RFID or bar-code or label wjith device
ddmographics/ID onCIoT physical device.

— 1.].1.10: Controller/CloT virtual device should support NFC or RFID or bar-code or label to enter
dgvice demographics/ID.

— 1.].1.11:User shall be able to validate CloT physical device to controller/CloT virthal device
conneetivity.

— 3. 9t—Cormmumication betweer the comtrotier/gateway amd CloT physicat devices siatl use Open
standards-based communication.

— 3.1.1.02: Communication between CloT physical devices and other CIoT physical devices shall use
Open standards-based communication.

— 3.1.1.03: CloT physical devices shall be able to discover and connect with other CloT physical
devices.

— 3.1.1.04: Controllers/gateways shall be able to discover and connect with other CloT physical
devices.

— 3.1.1.05: User shall be able to validate CIoT physical device to CloT physical device connectivity.
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3.1.1.06: The manufacturer shall provide detailed instructions concerning the provisioning of
devices.

3.1.1.07: The manufacturer shall provide detailed instructions concerning the provisioning of
aggregators/gateways.

3.1.1.08: The manufacturer shall provide detailed installation and troubleshooting instructions for
system integrators to follow.

3.1.1.09: The manufacturer shall provide detailed installation and troubleshooting instructions for
intended users (patient, caregiver, service provider, etc.) to follow.

3.1.1.10: User (patient, caregiver, service provider, etc.) shall follow explicit guidelines from the
manufacturer when provisioning the CloT physical device.

.1.11: System integrators shall follow detailed instructions.

.1.12: User (patient, caregiver, service provider, etc.) shall follow explicit \guid
pvisioning of aggregator/gateways.

.].1.13: User (patient, caregiver, service provider, etc.) shall followCexplicit guid

provisioning of aggregators/gateways.

.1.1.14: User (patient, caregiver, service provider, etc.) shall follow)explicit guideline

hnufacturer when deprovisioning the CloT physical device.

.1.15: Manufacturers shall design the aggregator/gateway e enable remote provisionin|
ta logging, and software updates.

B.1.2: Device does not connect/communicate with controller/gateway.

bt alert on controller/gateway or smart device.
place with different device (curtent manufacturer or other manufacturer).
e wired link or alternativewireless link.

ntinue to use device without connectivity until the user/operator resolves the issue.

b/requirements:

me as Scenatio.1.1.2

B.1.3:"Aggregator does not “trust” device/sensor since it is counterfeit.

elines for

elines for

5 from the

p, forensic

Controller/application (app) detects that one or more CloT physical devices are not properly

registered.

Controller/application (app) does not operate with potentially counterfeit sensor.

— 3.
— 3.
P
— 3
dd
— 3
m
— 3.
da
Scenario
Steps:
a) G
b) Rg
c) U
d C
User need
— S9
Scenario
Steps:
a)
b)
c)

Controller/application (app) alerts the user that the sensor may be counterfeit.

User needs/requirements:

Same as Scenario 1.1.5
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Scenario 3.1.4: Aggregator does not “trust” device/sensor since it has been used.

Steps:
a)

b)
©)

Controller/application (app) detects that the solution provider has inappropriately refurbished one or
more CloT physical devices.

Controller/application (app) does not operate with potentially refurbished sensor.

Controller/application (app) alerts the user of an inappropriately refurbished sensor.

User needs/requirements:

Scenario B.1.4: Aggregator does not “trust” device/sensor since it does not meet requirements.

Steps:
a)

b)
c)

User needp/requirements:

B.7.6.2 Use Case 3—Action #2
Connect hpme aggregator to hospital Command Center portal and Al service.

Scenario B.2.1: Happy path

Steps:

a)
b)

c)

d)

e)
f)
2

h)

Samme-as-Scenariot-1-6

Controller/application (app) detects that one or more CloT physical devices do [not meet
reguirements.

Controller/application (app) does not operate with the CloT physical devices.

Controller/application (app) alerts users that the current CloT.physical device cannot be used.

Sqme as Scenario 2.5.4

Adlmin user logsyinte’the Command Center and Al service with credentials.

Adlmin user<pegisters aggregator at the Command Center and Al service using Unigpie Device
Idpntity.

Pqtient.registers aggregator at Command Center and Al service using Unique Device Manufacturer
Idkntity.

Patient registers aggregator at Command Center and Al service using manufacturer-assigned model
and serial number.

Patient registers aggregator at Command Center and Al service using Device MAC address.
Aggregator communicates with the Al service and Command Center.

Verify sensors, actuators, and devices connect to and interoperate with the Al service and Command
Center.

Report results every minute to the Al service and Command Center.

User needs/requirements:
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Scenario

Steps:
a)
b)
<)

Privacy, Protection, Safety, and Security

3.2.1.01: Monitoring portal/application shall authenticate aggregator/gateway.

3.2.1.02: Monitoring portal/application shall authenticate all connected CloT physical devices.

3.2.1.03: The link between the aggregator/gateway and monitoring portal/application shall use secure
communications.

3.2.1.04: The manufacturer shall limit communications between the aggregator/gateway and the
monitoring portal/application to the minimal data set required for the application.

3.2.1.05: Communications between aggregator/gateway and monitoring portal/application shall use
open standards-based interoperable communications.

3.2.1.06: Al service shall authenticate aggregator/gateway.

3

3.
se

3.
se

3.
b4

3
3.

3.
Pq

an

3.
st.

3.
ddg

3.

L. LU0 AL SCIVICE shall authenticate all connected LIo I pnysical dEviCEs.

P.1.11: Al service shall authenticate monitoring portal.

.2.1.14: The manufacturer shall limit communications between the monitoring portal/g

p.1.08: The manufacturer shall secure communications between aggregator/gateway 4
Fvice.

.1.09: The manufacturer shall limit communications between aggregatot/gateway a
Fvice to the minimal data set required for the application.

P.1.10: Communications between aggregator/gateway and Al service shall use open
sed interoperable communications.

P.1.12: Monitoring portal/application shall authenticate*Al service.

rtal/application and the Al service for all communication.

d the Al service to the minimal data set required for the application.

P.1.15: Communications between monitoring portal/application and Al service shall
indards-based interoperable communications.

P.1.16: The manufacturer shall\disclose whether the Device contains AI/ML in the accq
cumentation.

P.1.17: A device shalFcommunicate whether it contains AI/ML.

B.2.2: Aggregator/gateway fails.

U

nd the Al

nd the Al

standards-

.1.13: The manufacturer shall provide for secure* communications between the mnonitoring

pplication

use open

mpanying

erreceives an alert from the Command Center that the aggregator/gateway no longer w

orks.

User substitutes current aggregator/gateway with another from a different manufacturer.

User follows steps from Scenario 3.2.1.

User needs/requirements:

3.2.2.01: Application shall detect failure (lack of communication) of aggregator/gateway.

3.2.2.02: Application shall alert users of aggregator/gateway failures.

3.2.2.03: Application and aggregator/gateway communicate using open standards-based
interoperability protocols.
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Scenario 3.2.3: Al service fails.
Steps:

a)  Verify that the IEEE 802.11 network access point and SSID are available and has adequate signal
strength.

b)  Verify the IEEE 802.11 network password.

User needs/requirements:

— Same as Scenario 2.3.2

Scenario 8.2.4: Command Center fails.
Steps:

a)  Vgrify 4G/5G adequate signal strength.
b)  Vg¢rify data availability according to user’s contract.

c)  Vgrify that the device activated data mode.
User needp/requirements:

—  Sqme as Scenario 2.3.3
B.7.6.3 Use Case 3—Action #3
Command Center technicians monitor Jan’s data.
Scenario B.3.1: Happy path
Steps:

a) Command Center is in a secure restricted access location.

b) Cé¢mmand Center gives)the technician access to the restricted location.
¢) Command Center assigns the technician to monitor specific patients.
d) Tdchnician menitors those patients.

e) Command.Center technician can disable settings changes by home patient.

User needb/requirements:

— 3.3.1.01: The organization shall only authorize authenticated users to establish accounts in the portal
application.

— 3.3.1.02: The organization shall only authorize authenticated users to only view results of specific
patients.

— 3.3.1.03: Authenticated authorized users shall possess the ability to enable/disable the control panels
of the remote devices.

Scenario 3.3.2: Technician connection to portal fails.

Steps:
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a) The Command Center notifies the Command Center technician that there are connection issues for
the portal.

User needs/requirements:

— 3.3.2.01: Command Center shall notify remote user/caregiver if connection to a specific patient has
failed.

— 3.3.2.02: Command Center shall notify remote user/caregiver if connection to all patients has failed.

— 3.3.2.03: Command Center shall notify remote user/caregiver if connection to any connected service
has failed (such as monitoring system, Al service, etc.).

B.7.6.4 Use-Gase-3—Aetion#4
Command Center technician receives alerts from Al service.
Scenario B.4.1: Happy path

Steps:

a) Al service receives data from the patient at home (either directly-or via a feed from the Command
Cdnter portal).
b) Coemmand Center portal receives status and alert feed fromhthe Al service.

¢) Al service receives settings commands from the Commaid Center portal.

d) C¢mmand Center portal advises Technician of an alert from the Al service via the Commgnd Center
pdrtal.

User needp/requirements:

— Sqme as scenario 3.3.1

Scenario B.4.2: Technician connection'to portal fails.
Steps:

a)  Vgrify the IEEE 802711 network access point and SSID is available and has adequate signgl strength.
b)  Vgrify the IEEE802.11 network password.

User needp/requirements:

—  1.2.2401: Provide frnnh]f*ﬂhnn‘ring information in user gnidPQ

B.7.6.5 Use Case 3—Action #5

Command Center technician modifies settings on remote devices in Jan’s home.
Scenario 3.5.1: Happy path

Steps:

a) Command Center technician consults with Jan’s physician.

b) The physician makes the decision to adjust the settings on the remote infusion pump.
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<)
d)
e)
f)

Privacy, Protection, Safety, and Security

Command Center technician makes the change.

System acknowledges that change was queued.

The system makes the change to the settings of the remote infusion pump.

The system sends the change notification back to the Command Center technician.

User needs/requirements:

3.5.1.01: Controller/CIoT virtual device shall safely adjust the CloT physical device settings.

3.5.1.02: CloT virtual device shall indicate CloT physical device change only after confirmation from

ac

tual CloT physical device.

3.
co

5.1.03: CIoT physical device shall respond to a command only if it trusts the-soul
mmand.

B.5.2: Physician cannot adjust the settings on the controller.

e doctor decides to adjust settings on the controller.
e doctor accesses the portal and the patient’s account.
ctor requests change at the portal.

quest fails.
b/requirements:

me as Scenario 2.8.2

.5.3: Hacker breaks into portal:and attempts to adjust settings on the patient’s Clo

nauthorized user(gains access to the Command Center portal.
hauthorized-user changes settings on Jan’s home monitor.

mmand\Center informs technician of any settings changes to their patients.

Scenario
Steps:
a) T
b) T}
¢c) D
d) Rg
User need
— S9
Scenario ]
device.
Steps:
a) Ui
b) Ut
c) C
User need

rce of the

I' physical

k. rer}nierPn‘rQ'

3.5.3.01: System shall notify user of any settings changes not made by them.

B.7.6.6 Use Case 3—Action #6

Command Center technician alerts emergency services.

Scenario 3.6.1: Happy path

Steps:
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a) Command Center alerts technician of a serious condition.

b) Command Center technician consults with physician on duty.

¢) The physician decides to notify EMS to transport Jan to the hospital.

d) Command Center technician contacts EMS

User needs/requirements:

— Same as Scenario 2.8.3.

B.7.6.7 Use Case 3—Action #7

Jan is disg

Scenario
Steps:
a) C
b) C
c) Th
d C
User need
— 3.
pH
— 3.
ag
B.8 Use

harged from home health monitoring.

B.7.1: Happy path

mmand Center alerts Command Center technician of a serious condition.
mmand Center technician consults with physician on duty.
e physician decides to notify EMS to transport Jan to the hospital.

mmand Center technician contacts EMS.

b/requirements:

.1.01: The manufacturer shall provide detaileéd instructions concerning the deprovisionif
ysical devices.

/.1.02: The manufacturer shall provide detailed instructions concerning deprovis
gregator/gateways.

Case 4—Home-to-Hospital

B.8.1 Us¢ case description

A patient
monitors t|
to transfer
devices th

is at home)(or another non-traditional remote care environment) where the hospit
hem (se¢ Hospital @Home Use Case 3). The patient’s condition deteriorates, and the hos
themsback for more intensive care and therapy. The patient brings with them some of tl
ht wore being used in the home environment.

g of CloT

ioning of

1l actively
bital needs
e medical

B.8.2 Use case narrative

Pauline has been at home for isolation and remote monitoring as she recovers from COVID-19. The
technician noticed that their SpO2 had dropped below 90% and their glucose levels were climbing, so their
care team decided to have them return to the hospital (via ambulance) for more intensive monitoring and

therapy.

The hospital admits Pauline to an ICU bed. The hospital staff connects Pauline to a patient monitor that
acquires their electrocardiogram (ECG), blood pressure, temperature, and SpO2. This data also appears at
the monitoring central station and is forwarded to the hospital EMR system. Pauline has diabetes and wears
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and in the hospital EMR.

Unfortunately, Pauline’s condition deteriorates to the point where the hospital places them on a ventilator.
The ventilator data will also appear at the Central Station and in the hospital EMR. (See Figure B.12 and

Figure B.13.)

Clinician |

Nurse Central Station

i —_

Pauline

Figure B.12—Use Case 4—Home-to-Hospital—User View

EMR/EHR  |[«—

Intranet

Aggregator Clinician |
Gateway | T ! . Rl |

Sensor/
Actuat

“Worn Diagn. [ ‘
Sensor Device

=

Actuator

Patient

Figure B.13—Use Case 4—Home-to-Hospital—Technical View

B.8.3 Pre-conditions

—  None
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B.8.4 Use case actions

a)  Connect ICU sensors/actuators/devices to Nursing Central Station (Application).
b) Connect patient worn sensor (from home) to Nursing Central Station (Application) directly.
c¢) Connect patient worn sensor (from home) to Nursing Central Station (Application) indirectly.
d) Nurses at Nursing Central Station monitor Pauline’s results.
e) Connect ICU devices to aggregator/gateway.
f)  Connect aggregator/gateway to EMR/EHR
B.8.5 Actors-and stakeholders
Actors:
—  Pquline, the patient
—  Nuirse (at Central Station)
—  Clinician (using EMR)
Stakeholders:
— Pgyor
—  Mpnufacturers
— Hospital

NOTE—Uger Needs/Requirements are in italics if stated in.a previous scenario or use case.

B.8.6 Us¢ Case 4—Details

B.8.6.1

Connect ICU sensors/actuators/devices to Nursing Central Station (Application).

Scenario #.1.1: Happy-path

Steps:
a)
b)
¢)

d)
e)

Use Case 4—Action #1

Connect device(s) to the appropriate hospital network (wired or wireless).

Enter the device location into the device(s) if possible.

Associate device(s) with Nursing Central using device demographics (Device ID, Model, Serial
Number, etc.) or device location (Bed, Room, Care Unit) into aggregator.

Verify proper connectivity between device(s) and Central Station.

Transfer patient demographics from Nursing Station to device(s), if available.

User needs/requirements:

1.1.1.01: The solution provider shall make instructions for managing the CIoT physical device
available to the user.
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— 1.1.1.02: The solution provider shall make available instructions for setup and use of the CloT
physical device system readily available.

— 1.1.1.03: CIoT physical devices shall assess whether the device can “trust” other CloT physical
devices and controller/CloT virtual devices.

— 1.1.1.04: Communication between the controller/CIoT virtual device and CIoT physical device shall
use Open standards-based communication methods for calibration.

— 1.1.1.05: CIoT physical devices shall use open and standards-based protocols for synchronization.
— 1.1.1.06: Solution providers shall use secure communication schemes.

— 1.1.1.07: Solution providers shall encrypt demographic data and other data at rest and in motion.

— 1. T08CioT pnysical dcevice shall communicate 1ts globally unique device demograpni s/ID.

— 1.].1.09: CIoT physical device shall support NFC or RFID or Bar-Code or label wjith device
ddmographics/ID on CloT physical device.

— 1.].1.10: Controller/ClIoT virtual device should support NFC or RFID or Baf“€ode or lahel to enter
dgvice demographics/ID.

— 1.].1.11: The CloT physical device shall allow the user to validate” CIoT physical [device to
cantroller/CloT virtual device connectivity.

— 3.].1.01: Communication between the controller/gateway and\CIoT physical devices shall use open
standards-based communication methods.

— 3.].1.02: Communication between CloT physical deviees and other CloT physical devices shall use
opjen standards-based communication methods.

— 3.].1.03: CloT physical devices shall allow discovery and connectivity with other CIo[ physical
dgvices.

— 3.].1.04: Controllers/gateways shall allow discovery and connectivity with other CloT physical
dgvices.

— 3.].1.05: The ClIoT physical device shall allow the user to validate CloT physical devige to CloT
pHysical device connectivity/(

— 3.].1.06: Manufacturers shall provide detailed instructions concerning the provisioning of devices.
— 4.].1.01: CloT virtpahdevices shall allow discovery and connectivity with other CIoT virtull devices.

— 4.1.1.02: CloTwvirtual devices should allow the population of CloT physical devices wjith patient
ddmographics.

—  4.].1.03:-€IoT virtual devices should allow the population of CloT virtual devices wijith patient
ddmographics.

— 4.1.1.04: CloT physical devices should have a mechanism for entering their locations in the hospital
such as bed #, room #, care unit, hospital name, etc.

— 4.1.1.05: CloT virtual devices should allow association with CIoT physical devices using the device
ID and/or the device location.

Scenario 4.1.2: Device does not connect/communicate with applications (apps).
Steps:

a)  Get an alert on application (app).
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b) Replace with different device (current manufacturer or other manufacturer).
¢) Use wired link or alternative wireless link.

d) Continue to use the device without connectivity until resolution of issue.

User needs/requirements:

—  Same as Scenario 1.1.2

Scenario 4.1.3: Application (app) does not “trust” device/sensor since it is counterfeit.

Steps:
a)  Application (app) detects improper registration of one or more CloT physical devices.
b)  Application (app) does not operate with potentially counterfeit sensor(s).
¢) Application (app) alerts user to counterfeit sensor(s).

User needp/requirements:

—  Sdme as Scenario 1.1.5

Scenario #.1.4: Application (app) does not “trust” a used deyvice/sensor.
Steps:

a)  Application (app) detects that the solution@rovider has not properly refurbished one or thore CloT
physical devices.

b)  Application (app) does not operate with potentially refurbished sensor(s).

c) Application (app) alerts user to\improperly refurbished sensor(s).

User needp/requirements:

— Sqme as Scenario 1.1.6

Scenario #.1.5: Application (app) does not “trust” device/sensor since it does not meet requirements.

Steps:

a)  Application (app) detects that one or more CloT physical devices does not meet requirements.
b)  Application (app) does not operate with the CloT physical devices.
c) Application (app) alerts users that the CIoT physical device cannot be used.

User needs/requirements:

— Same as Scenario 2.5.4
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B.8.6.2 Use Case 4—Action #2

Connect patient worn sensor (from home) to Nursing Central Station (Application) directly.
Pre-condition—the patient’s device can connect directly to the hospital network (typically via an IEEE
802.11 network), or it is connected to a controller (typically via an IEEE 802.15 network) which supports
connectivity to the hospital network. Otherwise, see Use Case 4 Action #3.

Scenario 4.2.1: Happy path

Steps:

a) If r\ccih]p’ connect the des ipp(c) tothe apprnpriahﬁ hnqpifg] network (\xrifpd orwireless) irectly or

vig its controller.
b)  Exter the device location into the device(s) if possible.

¢) Agsociate device(s) with Nursing Central using device demographics (dewicé ID, mddel, serial
nymber, etc.) or device location (bed, room, care unit) into aggregator.

d)  V¢rify proper connectivity between device(s) and Central Station.
e) Transfer patient demographics from Nursing Station to device(s), if available.
User needp/requirements:

— S4qme as Scenario 4.1.1

Scenario #.2.2: Device does not connect/communicate-with applications (apps).
Steps:

a)  Ggt an alert on application (app).
b) Rgplace with a different device (current manufacturer or other manufacturer).
¢) Uge wired link or alternative- wireless link.

d) Continue to use the device without connectivity until the resolution of issue.

User needp/requirements:

— Sdme as:Seenario 1.1.2

Scenario 4.2.3: Application (app) does not “trust” a counterfeit device/sensor.
Steps:

a)  Application (app) detects improper registration of one or more CloT physical devices.
b) Application (app) does not operate with potentially counterfeit sensor.
c) Application (app) alerts user of the potentially counterfeit sensor.

User needs/requirements:

— Same as Scenario 1.1.5.
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Scenario 4.2.4: Application (app) does not “trust” a used device/sensor.
Steps:

a)  Application (app) detects that the solution provider has not properly refurbished one or more CloT
physical devices.
b)  Application (app) does not operate with potentially refurbished sensor(s).

c) Application (app) alerts user to improperly refurbished sensor(s).

User needs/requirements:

— Sqme as Scenario 1.1.6.

Scenario #.2.5: Application (app) does not “trust” device/sensor since it does not meet requirements.

Steps:

a)  Application (app) detects that one or more CloT physical devices do.ngt'meet requiremerits.
b)  Application (app) does not operate with the CloT physical device(s).
c) Application (app) alerts users that the user cannot use the CloT physical device(s).

User needp/requirements:

— Sdme as Scenario 2.5.4

B.8.6.3 Use Case 4—Action #3

Connect pptient-worn sensor (from home)'to-Nursing Central Station (Application) indirectly.
Pre-condifion—the patient’s device communicates over a cellular connection to the cloud and vig the cloud
to a repos]tory such as an EMR\EHR, portal, etc. The Nursing Central Station accesses the dath from the
portal.

Scenario #.3.1: Happy.path

Steps:

a) TRhedevice is already communicating with the portal, which has associated the device witl} a specific
PETSO.

b) Connect the Nursing Central Station to the portal.

c¢) Associate device(s) with Nursing Central using device demographics (device ID, model, serial
number, etc.) and/or person associated with the device.

d) Verify proper connectivity between the portal and Central Station.

User needs/requirements:

— 4.3.1.01: CloT virtual devices shall allow portal connectivity.
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—  4.3.1.02: CloT virtual devices shall use open standards-based communication to communicate with
the portal.

— 4.3.1.03: CloT virtual devices shall enable association with the correct patient based on patient
demographics or device demographics.

Scenario 4.3.2: Portal does not connect/communicate with the application (app).
Steps:

a)  Get alert on application (app).

b) Continue to use device without connectivity until resolution of issue.

User needp/requirements:

—  S4qme as Scenario 1.1.2

Scenario #.3.3: Application (app) does not “trust” portal.
Steps:
a)  Application (app) alerts the user that it does not trust the portal due to the following:
—1 Potential improper portal registration.
— Portal does not support the application (app).requirements.
— Additional steps as needed.
User needp/requirements:
—  4.3.3.01: CloT virtual device shall’verify the portal’s identity.
—  4.3.3.02: CIoT virtual deyice shall verify that the portal meets the CloT virtual device’s requirements.
Scenario #.3.4: Portal doés not “trust” the application (app).
Steps:

a)  Pqrtal alerts the user that it does not trust the application (app) due to the following:

—1 “Potential improper application (app) registration.

— Portal does not support the applications (apps) requirements.

— Additional steps as needed.

User needs/requirements:
— 4.3.4.01: Portal shall verify CloT virtual device’s identity.

— 4.3.4.02: Portal shall verify that the CloT virtual device meets the portal’s requirements.
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B.8.6.4 Use Case 4—Action #4

Nurses at

Nursing Central Station monitor Pauline’s results.

Scenario 4.4.1: Happy path

Steps:

a)  Nursing Central is in a secure restricted access location.

b) Managers give Caregivers access to the restricted location.

o M ‘o Carec . ficpatients.

d) C3qregivers monitor those patients.

e) C4

ndeded.

f)  Cdregivers go to the patient as needed.

regivers clear technical alerts, adjust technical alerts, and control device settings rgmotely as

rce of the

User needp/requirements:
— 3.5.1.01: Controller/CIoT virtual device shall safely adjust thé)CloT physical device settings.
—  3.5.1.02: CIoT virtual device shall indicate CIoT physical.device change only after confirmation from
the actual CloT physical device.
— 3.5.1.03: ClIoT physical device shall respond to~a command only if it trusts the sou
cgmmand.
— 4.4.1.01: CIoT virtual devices can controhsettings on CIoT physical devices using open

based communication protocols.

1.4.2: Caregiver cannot adjust the setting on the device.

regivers decide o adjust settings on the device.
regiver requests change at the portal.

quest fails.

Scenario
Steps:

a) C4
b) C3
c) Rg
User need

k. rf-qnierPn‘m'

standards-

— Same as Scenario 2.8.2.

Scenario 4.4.3: An unauthorized intruder breaks into Nursing Central and attempts to adjust settings
on the patient’s CloT physical device.

Steps:

a)  Unauthorized user gains access to the Nursing Central.

b)  Unauthorized user changes settings on Pauline’s monitor.
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User needs/requirements:

—  4.4.3.01: Locate devices that have minimal access controls in restricted areas.

B.8.6.5 Use Case 4—Action #5
Connect ICU sensors/actuators/devices to gateway/aggregator.

NOTE—As depicted in the diagram EMR/EHR systems typically do not interface directly to CloT physical devices but
do it through intermediary gateways or aggregators, which take on the burden of converting protocols and combining
and filtering the data streams, which manages the burden on the EMR/EHR. If the interface is direct, then this is like Use
Case 4—Action #1.

Scenario #.5.1: Happy path
Steps:

a) Configure an aggregator to associate with the device.
b)  Vgrify connectivity between device(s) and aggregator.
c¢)  Uger enters device demographics (device ID, model, serial number, €te.) into the aggregator.

d) Io[l physical devices discover other local CIoT physical devic€s and connect to them as npeded.

User needp/requirements:

— Sqme as Scenario 3.3.1.

Scenario #.5.2: Devices do not connect/communic¢ate with controller/gateway.
Steps:

a)  Gg¢t alert on controller/gatewayQr smart device.
b) Rgplace with different device (current manufacturer or other manufacturer).
¢) Uge wired link or altérnative wireless link.

d) Continue to use device without connectivity until resolution of issue.

User needp/requirements:

—  Sdme as Scenario 1.1.2.

Scenario 4.5.3: Aggregator does not “trust” device/sensor since it is counterfeit.
Steps:

a)  Controller/application (app) detects that one or more CloT physical devices is not properly registered.
b) Controller/application (app) does not operate with potentially counterfeit sensor.

c¢) Controller/application (app) alerts the user that the sensor may be counterfeit.
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User needs/requirements:

Same as Scenario 1.1.5.

Scenario 4.5.4: Aggregator does not “trust” a used device/sensor.

Steps:

a)

User needp/requirements:

Scenario #.5.5: Aggregator does not “trust” device/sensor since it does notymeet requirements.

Steps:
a)

b)
¢)

User needp/requirements:

B.8.6.6 Use Case 4—Action #6
Connect apgregator/gateway to EMR/EHR

Scenario #.6.1: Happy-path

Steps:

a)
b)
¢)
d)
e)

Controller/application (app) detects inappropriate refurbishment of one or more CIoT physical
devices/sensors.

Controller/application (app) does not operate with potentially refurbished device(s)/sensor(s).
Con

Sqme as Scenario 1.1.6.

Controller/application (app) detects that one or more CIoT physical devices/sensors doef not meet
refuirements.

Controller/application (app) does not operate with ¢he CloT physical devices/sensors.

Controller/application (app) alerts users that the CloT physical device(s)/sensor(s) cannot|be used.

Sqme as Scenario 2.5.4

Admin user Togs into the EMR/EHR with credentials.

Admin user registers aggregator using Globally Unique Verifiable Device Identity.

Patient registers aggregator at Command Center and Al service using Device MAC address.
Aggregator communicates with the EHR/EMR.

Report results as needed to the EMR/HER.

User needs/requirements:

Same as Scenario 3.2.1.
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Scenario 4.6.2: Aggregator/gateway fails.

Steps:

a)  User receives an alert from the EMR/EHR that the aggregator/gateway no longer works.

b)  User substitutes current aggregator/gateway with another from the same or different manufacturer.

¢)  User follows steps from Scenario 4.2.1.

User needs/requirements:

— Same as Scenario 3.2.2

Scenario
Steps:
a) Ty
b) A
c) A
User need
— 4
dd
— 4.

1.6.4: EMR/EHR fails, or connection fails.

oubleshoot failure.
boregator will buffer data feed to the extent possible.

boregator will forward buffered data when connectivity resummes:

b/requirements:

.$.4.01: Aggregator shall buffer data if it canndt be successfully exchanged with CI|

vice.

h.4.02: Aggregator shall forward buffered’data after an interruption.

B.9 Other CloT use cases

The list o
considereq

f other potential use cases_is almost unlimited. The following subclauses list some
|. Some originated with other standardization efforts.

B.9.1 Us¢ cases from AAMI 2700-1:2019 ICE (Integrated Clinical Environment)

— 59
— Sy

fety interlocks

nchronization with safety interlock

oT virtual

that were

—  Pr

el 11
CCSS COMMUTUT {WOIKIIOW)

—  Smart alarm system

—  Decision support

— Physiological Closed Loop Control (PCLC)

— Medical Device Plug-and-Play Interoperability (MD PnP)

B.9.2 Use cases from NITRD

The Networking and Information Technology Research and Development Program (NITRD) proposed some
use cases as part of a medical device interoperability workshop.
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—  Secamless changes of medical devices

—  Capture of data and settings

—  Supervisory control established

— Autonomous patient therapy

— Data flows through the continuum of care
—  Capture of equipment configurations

— Black box recorder

B.9.3 Use cases from ONC/AHIC common device connectivity

The U.S. Pepartment of Health and Human Services, Office of the National Coordinator/Ameri
Informatign Community (ONC/AHIC) as part of an analysis of needs regarding devices andtheir
to EHR syjstems.
Configure and register a device to communicate with an EHR.
Agsociate patient ID and device information within an HER.
— Communicate measurement information to the EHR.
Communicate device meta-data with each measurement tethe' EHR.
Communicate measurement intervals, etc. within the EFIR.
—  Qtery the device or device intermediary for additiénal information.
—  Gtacefully recover from a lapse in EHR conngctivity.
— Coéommunicate standardized alert types to the EHR.
— Sqt limits and safeguards for device Settings from the EHR to a device.

—  Wiirelessly communicate PoC device information from the device to a device intermediar)

B.9.4 Remote surveillance{minutes to treat)

113

—  “Home” to Physician’/Remote Consult to EHR (primary care visit, pregnancy visit, COPD g
etg.)

— R¢gmote rhonitoring/surveillance of vitals, activity status, IVD (in-vitro diagnostic

an Health
interfaces

or HER.

valuation,

5) results,

egdress/barrier status, medication, device status, device configuration, etc.
— “jome” to Remote Monitoring Service/Command Center
— “Home” to Remote Monitoring and Therapy Control
1) COPD patient monitoring
2)  Chronic Lymphocytic Leukemia
— Pacemaker remote monitoring/glucometer remote monitoring/implanted sensors/ingested
— Remote device management
1) Remote software/firmware update/version control

2)  Remote machine technical status monitoring

3)  Security monitoring and notification
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Error logs, audit logs, access logs, etc. (forensics)

B.9.5 Remote monitoring (seconds to treat)

B.9.6 Au

B.9.7 Other use cases

Hospital device to Central Station/Command Center

ICU to eICU (Hospital Remote Monitoring and Consulting) to EHR

Isolation (Infection Control) ICU to “Next Door”” Monitoring and Therapy Control

In-hospital automatic respiratory monitoring and automated opioid infusion interlocks

During transport (ambulance, helicopter)

D

Ty
ap
R¢
R
In

R

A
1o

R

M
H

1

H
1)

omated documentation of CloT data

pvice tracking/Trace infected device/UDI

usted systems: Device-to-device trust; device to application (app) trast;~applicatiof
plication (app) trust

mote surgery

botic surgery

egration of OR devices

mote audio/video communication to patient/caregiver(FB Portal, Google Nest, etc.)

analysis of the video stream to assess patieftscomfort, patient-clinician interactio
fation, and responsiveness of staff to nurse calls

botic assistance; “pet robot;” therapeutictobots (for Autism, dementia, Alzheimer’s, ef

pnitoring activities of daily living
spital @Home

Pregnancy, infectious disease care (viral, bacterial, etc.), Rural healthcare, chronic di
capsule endoscopy

me dialysis

Medtronic Launches the First and Only Pediatric and Neonatal Acute Dialysis Mac
WS,

h (app) to

ns, patient

Cc.)

pcasc care,

hine in the

2)

3)
4)
5)

FDA Grants Marketing of New Device for Continuous Dialysis Therapy for use in Pediatric

Patients with Certain Kidney Conditions

Italian Nephrologists Invent Renal Replacement Machine for Neonates
The story of the CARPEDIEM Machine

Carpediem, by Claudio Ronco (Author), August 22, 2016

Implanted CloT device

1)
2)

Deep brain stimulation

Implanted pacemaker, defibrillator
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— Ingested CloT device
1) “Ingestible Things are internet connected ingestible medical devices such as smart gut-sensing
pills.”
2)  “The IEM Sensor activates when in contact with stomach fluid and communicates to a wearable
sensor, called the MYCITE patch.” (Otsuka America Pharmaceutical®®)
3) Internet of Ingestible Things
—  Exoskeleton

— Prosthetic, like a patient’s or provider’s artificial limb or organ.

— Nurse call system using smart home contral devices.

—  Fdilure modes affecting trust and identity systems:

1)

2)

3)

Tamper detection: Device detects unauthorized physical tampering (someorig\not
breached its case or one of its modular components). Therefore, its API flags th
trustworthy. Is the “I’ve been tampered with” flag metadata a part of trust protocols

Orphaned device: The manufacturer sets a status of end-of-life for adevice, aban
deactivate it, which has the effect of shutting down identity-related- services so the

no longer call “home.” This affects the UID (issued to the device by the manufad
ability of identity services to authenticate the device, and the@bility of the device to ay
other stakeholders.

Rugged identity: Our identity technologies assumie continuous power, continy
connectivity, continuous internet connectivity,~continuous access to stakeholdq
processes. But the real-world needs devices to opetate despite long latency, noisy, or i
communications (time, reliability, and integtity to the moon or Mars), and low poy
during power outages. This shows the required qualities of tolerance of disruption an
from interruption.

huthorized
it it is not

dons it, or
levice can
turer), the
ithenticate

lous local
r identity
nterrupted
er modes
d recovery

% https://otsuka-us.com/discover/articles-1075
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Annex C

(informative)

Lead/Support/Consult (L/S/C) table

This annex shows how the user functional needs/requirements derived in the use cases map into various
clauses of the standard.

This approach uses a modlﬁed RACI (Respons1b1e Accountable Consulted, and Informed) table, simplified

lear which

sub-group| would address and pr0v1de the technlcal requlrements for the issue. In addltlon thany User
Needs/Requirements crossed group boundaries and it was important to identify which~group had the

responsibility of leading the development of the technical requirements.

NOTE—T}

from the u

The following table documents the results.

Lgad: Implies that the specified clause/subclause(s) of the standard will provide the main

th

Su

fo|
C

Note that

The standgrd clauses were divided.into vertical and horizontal groupings. The vertical oriented cla

standard ¢

P topic/requirement.

' the topic/requirement.

ough the word “shall” is used in the entries of the L/S/C table since the various furictional needs wdre inherited
e case analysis in Annex B. These are informative functional needs/requirements that drive the technical
requirements detailed in the normative content of this standard in the clause/subclause(s)as specified by the
There are npt requirements to conform to this standard.

./S/C table.

ontent for

pport: Implies that the specified clause/subclause(s) of the standard may provide additional content

nsult: Implies that the specified cladse/subclause(s) of the standard may have sgme minor
supporting content.

nly one clause/subclause can be'the “lead” for a requirement, though there can be multiple Support
and/or corfsult.

Lses of the

an stand on their ownyand include the following:
Ty Trust
Id Identity
P Privacy
Pr Proteetion
Saf  Safety

Sec  Security

AI/ML Artificial intelligence and machine learning

The horizontal oriented clauses of the standard touch all the vertical clauses and include the following:

IS

D Integrated Systems Design

Int Interoperability
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— V&V Verification and validation
— HF Human Factors

— 0OoS Out of Scope

Annex B defines the use cases and numbering:

a) Use Case 1—Connected Monitoring Device (CGM)
b) Use Case 2—Connected Therapy Device
1)  Use Case 2a—Connected Therapy Device (AICD)

2) UDL/ Cab\/ 21}_CUJlllebt\/d Tll\/l CLP_)’ D\/Vi\/b (AID)
¢) Uge Case 3—Hospital @Home
d) Uge Case 4—Home-to-Hospital
Line itemg in the LSC table (Table C.1) beginning with the number 1.x.x.x are certespondingly] related to
Use Case Number 1.x.x.X.
Table C.1—Lead/support/consult table
T P|PIS|S I|1|V O
IL/S/C—Lead/Support/Consult r ! rhrfa|e A S & H 0 Lead Req
d|. I F #
u ipo|f]lec D t|V S
User Needs/Requirements from,Use Case 1

1.1.1.01: Instructiops for handling the CIoT physical device shall be X OoS 1
readily available to|the user.
1.1.1.02: Instructiops for clinical setup and use of the CloT physical X OoS 2
device system shal] be readily available.
1.1.1.03: CIoT phypical devices shall be able to assess whethet the L|s|c|c|C|C]|S C|S|S Tr 3
device can “trust” ¢ther CloT devices in the CloT system.
1.1.1.04: Communjcation between the controller/CIoT yirtual device L c|C C[S|S Id 4
and CloT physical device shall use open standards-based methods
for calibration.
1.1.1.05: Protocol for synchronizing the CIoT phySical devices shall C L|S|S ISD 5
be open and standajds-based.
1.1.1.06: Commun{cation between the CloT physical device and C|C|L C|S|C Sec 6
controller/CIoT virfual devices shall gseja secure communications
scheme.
1.1.1.07: ePHI and|other data at test shall be de-identified, L C|S C|C|S Pri 7
pseudonymized, orjanonymizeéd wherever possible.
1.1.1.08: CIoT phypical device shall communicate its globally S|L c|C S|S 1d 8
unique verifiable dgvicdidentifier.
1.1.1.09: CIoT phygical/device shall support NFC or RFID or bar- S L HF 170
code or label with device attributes/identity on the CIoT physical
device.
1.1.1.10: Controller/CIoT virtual device should support NFC or S C L HF 171
demographics/ID.
1.1.1.11: User shall be able to validate CloT physical device to C L|S V& 172
controller/CIoT virtual device connectivity. \Y
1.1.1.12: Instructions for technical setup and use of the CloT Cc|C L HF 173
physical device system shall be readily available.
1.1.1.13: Demographic and other data at rest shall be “secure.” L S C|C|S Pri 308
1.1.2.01: System shall support the ability for a user to exchange C c|C C|L|S Int 9
CloT physical devices from different manufacturers.
1.1.2.02: System should support wired connections for transmission C S|C L|C|C ISD 13
of data as a backup.
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1.1.2.03: Controller/CIoT virtual device shall continuously monitor L|C C|S|C Saf 14
quality of communications link with CIoT physical device.
1.1.2.04: Controller/CIoT virtual device shall notify user of C L|C S{S|C Saf 15
communications connectivity issues.
1.1.2.05: Controller/CloT virtual device shall support discernable L HF 174
technical alerts for blind users.
1.1.2.06: Controller/CloT virtual device shall support discernable L HF 175
technical alerts for hearing impaired users.
1.1.2.07: Controller/CloT virtual device shall alert if it detects an C C C|L|C Int 176
CIoT physical device/ with an incompatible protocol version.
1.1.2.08: Controller/CIoT virtual device shall alert if it detects a L|S C C S|C Tr 177
CIoT physical devike that does not meet its functional needs (e.g.,
inadequate accuracly).
1.1.2.09: Controlle}/CloT virtual device shall alert and reject a CIoT |S | S C|L C|C|C Sec 11
physical device thaf does not support the same implemented security
controls implemen{ed.
1.1.2.10: Controllef/CloT virtual device shall alert and reject a CloT |L | S c|C OfS|C Tr 12
physical device thaf it does not “trust.”
1.1.3.01: System shall support limited but safe operation without L|C C|S|S|C Saf 19
complete setup of patient information.
1.1.4.01: Controlle}/CloT virtual device shall detect CloT physical L C|S|C|C Saf 20
device calibration failure and notify the user.
1.1.5.01: Controllef/CloT virtual device shall check that CIoT LIS CAS |S C|S Tr 180
physical device cai] properly authenticate and authorizes for usage.
1.1.5.02: Controllet/CIoT virtual device shall alert user if it suspects | S |d. c|C|C C|C|C 1d 181
a counterfeit CloT physical device.
1.1.6.01: Controlle}/CIoT virtual device shall alert user if it suspects N(S.|{ L Cc|C C|C|C 1d 182
ClIoT physical devike is an unauthorized refurbished CloT physical
device.
1.2.1.01: The CloT| physical device shall encrypt data in motion: S C|L C|C|C Sec 22
1.2.1.02: CIoT phypical device should authenticate controller/CloT | C | S L C|S|C Sec 185
virtual device.
1.2.1.03: Communjcation between controller/CIoT virtual device and C S|L|C Int 187
CloT physical device shall use seamless open interoperability.
1.2.1.04: The user glocumentation shall disclose data communication L S|S Sec 188
capabilities of the €IoT physical device.
1.2.1.05: CIoT phypical device shall communicate all its C S|C L|S|C Int 63
measurements, statis, settings, and related meta-data.
1.2.1.06: To improye effectiveness‘and performance, the CloT S|C|L C C Pri 115
physical device shdll communicate-all information that can be used
to improve those.
1.2.2.01: If a comnjunicatien disruption occurs, the CloT physical C|C|S L C Saf 16
device shall attempt to.store all data until connection
reestablishment.
1.2.2.02: The CloT physical device shall secure any data stored on it. S L C|C Sec 17
1.2.2.03: If there is a communication disruption, the CIoT physical c|C|S C S|L Int 189
device shall attempt to store all data until connection
reestablishment.
1.2.2.04: The CloT physical device shall delete any stored data after L C Pri 18

transmission to controller/CIoT virtual device unless otherwise
needed by the CloT physical device.

1.2.2.05: The manufacturer shall disclose the size and clinical C C C|C|L|X OoS | 110
capacity of the CloT physical device data store in the user

documentation.

1.2.3.01: Controller/CIoT virtual device shall support the adjustment C S|L C|X OoS | 190

of alert limits.
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1.2.3.02: Controller/CIoT virtual device shall signal (visual, audible, C C|S X OoS 191
or haptic) clinical out-of-range conditions.
1.2.3.03: Controller/CloT virtual device shall allow the user to C S L HF 192
disable clinical alerts.
1.2.4.01: Controller/CloT virtual device shall detect out-of-range C C|S L{X OoS | 193
clinical results and notify user.
1.2.4.02: Controller/ClIoT virtual device shall flag questionable C C C S|CIL{X OoS | 1%4
clinical readings (via AI?).
1.3.5.01: The CIoT physical device shall communicate user allergy L S Saf 23
and irritation issues if available.
1.3.5.02: The manufacturer shall disclose disclaimers and warnings L HF 24
for the CIoT physi¢al device and/or CloT virtual device in the
accompanying docfimentation.
1.3.7.01: Return Inptructions shall be accessible on the L HF 25
controller/app.
1.3.7.02: CIoT phypical devices should support geo-location Sl Int 309
reporting.
1.3.7.03: CIoT phygical device should support remote wipe/lock. S|L S|S|C Sec | 310
1.3.8.01: The manyfacturer shall provide clear instructions C L HF 195
concerning proper gnvironments of use of the CloT physical device.
1.3.9.01: The link etween the CIoT sensor and controller/app shall L S{S|C Sec 196
use secure commuijications.
1.3.9.02: The comrpunications link between CloT sensor and C|L S{S|C Sec 197
controller/CIoT virfual device shall protect against person-in-the-
middle attacks.
1.3.9.03: The contrpller/CIoT virtual device should detect erratic L S S|S|C Saf | 198
CloT sensor behavjor.
1.3.9.04: The contrpller/CloT virtual device and sensor shall support ['C | C L S|C|S Saf 199
secure remote softyare and firmware updates.
1.3.9.05: The contrpller/CloT virtual device and sensor shall sapport | C | C S S|C|L HF 200
human interventior] to control software and firmware updates.
1.4.1.01: CIoT phypical device shall communicate expiration date(s) L C S C Id 201
to controller/CloT yirtual device.
1.4.1.02: Controllef shall alert user when the confrolier needs to C L C C|S|C|C Saf 29
exchange the CloT]|sensor.
1.4.1.03: CIoT sengor shall communicate battery status to C L Cc|S|C|C Saf 33
app/controller.
1.4.1.04: Controllef/CloT virtual devicejshall alert when it is time to C L ClS|C|C Saf 34
charge or replace (JIoT sensor battery:
1.4.1.05: CIoT phypical device/shall communicate its L c|C C|S|S 1d 30
“attributes”/identity (ID, SW/FW version, etc.).
1.4.1.06: CIoT phypical device shall communicate internal error L Cc|C C|S|S 1d 202
conditions to contrller/CloT virtual device and indicate whether the
devices require repjacement.
1.4.1.07: Controller/CloT virtual device shall communicate its C|L S|C|C S|C Id 203
“attributes”/identity (ID, SW/FW version, etc.).
1.4.2.01: Controller/CIoT virtual device shall indicate data froman | C C|L HF 204
expired CIoT sensor as questionable on its display.
1.4.2.02: Controller/CloT virtual device shall indicate data froman | C L|C Int 205
expired CloT sensor as questionable during communication.
1.4.2.03: Controller/CIoT virtual device shall indicate data from a C|L HF 208
CloT sensor requiring battery replacement as questionable on its
display.
1.4.2.04: Controller/CIoT virtual device shall indicate data from a L|C|C Int 207
CloT physical device requiring battery replacement as questionable
during communication.
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1.5.1.01: Controller/CIoT virtual device should connect to a device S L|C Int 209
maintenance server.
1.5.1.02: Controller/CIoT virtual device shall communicate securely L S{S|C Sec | 210
with device maintenance server.
1.5.1.03: Controller/CloT virtual device shall obtain CIoT physical L S Id 211
device “attributes”/identity (ID, SW, FW, etc.).
1.5.1.04: Controller/CIoT virtual device shall communicate S S 1d 212
controller/CIoT virtual device and CIoT physical device
“attributes”/identity to server.
1.5.1.05: Maintenance server shall detect out-of-date SW and FW. S L S|S Sec | 213
1.5.1.06: Maintenance server shall download SW and FW updates to | S C|L C|S|R Sec 37
controller.
1.5.1.07: Controllef/CloT virtual device shall check authenticity and | S S|L S Sec | 214
integrity of downldaded SW and FW.
1.5.1.08: Controllet/CIoT virtual device shall communicate need for S S L HF 31
SW and/or FW update to user.
1.5.1.09: Controllef/ClIoT virtual device shall update its SW/FW, on C|S O[L|S|S Int 37
user acknowledgenpent.
1.5.1.10: Controllef/CIoT virtual device shall update the CloT C C CIL|S|S Int 32
physical device SW and FW, on user acknowledgement.
1.5.1.11: Upon completion, controller/CloT virtual device shall C C C|L|{S|S Int 32
provide SW/FW upjdate message (success or failure)
1.5.2.01 Controller|shall continue to remind user to update SW/FW L]|S S C Int 377
if required.
1.5.3.01: CIoT phypical device shall notify controller/CloT virtual LS S C Saf | 216
device of any SW gnd/or FW update failures.
1.5.3.02: CIoT phypical device shall detect potential FW or SW C L S C Saf | 311
compromises and rjotify controller/CIoT virtual device.
1.5.4.01: Controllet/CIoT virtual device shall alert when it is time to L S S Saf | 217
charge or replace its battery.
1.5.5.01: Controllef/CIoT virtual device shall notify user,of any SW | S S S L HF 319
and/or FW update failures.
1.5.5.02: Controllef/CloT virtual device shall notify device S S L{S C ISD | 320
management servef of any SW and/or FW updat¢ failures.
1.5.5.03: Controlle}/CloT virtual device shall detect potential FW or | S L S Sec 321
SW compromises.
1.5.5.04: Controllef/CIoT virtual device(shpuld maintain a device log S|{S S|L V& | 322
that captures all mgssages exchanged(with device management v
server.
1.5.5.05: Device mpnagement gerver should maintain a device log S|L V& | 323
that captures all mqgssages exchanged with the controller/CIoT \%
virtual device.
1.5.5.06: Device log should not include any ePHI. S Pri 324
1.5.5.07: If the devjceog contains ePHI, then the device shall S S Pri 325
restrict access to it.
1.5.5.08: If the device log contains ePHI, the CIoT device should S L HF 326
give the patient the opportunity to consent.
1.5.5.09: The manufacturer shall disclose the size of the CIoT device L HF 331
log.
1.5.5.10: If the SW and/or FW update fails, the CIoT device shall S L ISD | 377
continue to operate with the previous SW and/or FW version.

User Needs/Requirements from Use Case 2

2.1.1.01: User shall be able to validate proper system clinical S S|L{X OoS | 218
operation.
2.2.1.01: Controller/CloT virtual device shall check that the actuator S C|S 1d 219
properly authenticates.
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2.2.1.02: Controller/CIoT virtual device shall alert user if it suspects S|{S S|C HF 220
a counterfeit actuator.
2.2.1.03: Seamless open interoperability between controller/CIloT S L Int 221
virtual device and actuator.
2.2.1.04: Secure communication between controller/CIoT virtual L S Sec | 222
device and actuator.
2.2.1.05: Exchanged data shall include its provenance. L S S Tr 312
2.2.1.06: Manufacturers shall provide guidelines concerning data L S S Tr 313
availability.
2.2.1.07: Manufacturers shall provide guidelines concerning data L S S Tr 314
usability.
2.2.1.08: Manufactprers shall provide guidelines concerning data L S S Tr 315
integrity.
2.2.5.01: User shal| have the ability to exchange actuators from LS Int 224
different manufactyrers.
2.2.5.02: Actuators|shall store data during periods of non- L Saf | 225
connectivity. Sl
2.2.5.03: Actuators|shall communicate stored data to the S L Int 226
controller/CIoT virfual device on connection.
2.2.5.04: The actuaftor shall secure any data stored on it. Lk Sec | 227
2.2.5.05: The actuaftor shall delete any data stored on it as soon as S Pri 228
possible.
2.2.5.06: System shall operate safely without internet connectivity. S L|S SIS Saf | 316
2.2.8.01: Guardrailp/limits shall be inherent in any algorithms to L S Saf | 229
limit actuator actiops.
2.2.8.02: The devide shall alert users to any clinical algorithm S X OoS | 230
failure.
2.3.1.01: Controllef shall support IEEE 802.11g/n/ac...if applicable} S L ISD | 231
2.3.1.02: Controllef shall support WPA?2 or greater S L ISD | 232
authentication/encijyption.
2.3.1.03: Controllef shall support x.509 security certificates. S L S Sec | 233
2.3.1.04: Controllef shall support 4G/5G if applicable: L ISD | 342
2.3.2.01: The manyfacturer shall disclose the IEEE:802.11 network S HF 234
troubleshooting infprmation in the accompanying documentation, if
applicable.
2.3.3.01: The manyfacturer shall disclose eelltlar troubleshooting S HF 235
information in the gccompanying documentation, if applicable.
2.4.1.01: The porta] shall authenticate.pdtient to use it. S|L S SIS 1d 236
2.4.1.02: The portar shall authorize Patient to use specific aspectsof |L | S S SIS Tr 237
1t.
2.4.1.03: Patient shiall communicate securely with the portal. L Sec | 238
2.4.1.04: Patient shall have @ system-wide unique ID at minimum. S|L S SIS 1d 239
2.4.1.05: Patient shall bevdble to associate CIoT physical devices LS S|S S|C Tr 240
with themselves.
2.4.1.06: Controller/CIoT virtual device has and shall communicate L S S 1d 241
its Globally Unique Verifiable Device Identity.
2.4.1.07: Controller/CIoT virtual device shall communicate its L S S 1d 243
manufacturer model and serial number.
2.4.1.08: Controller/CloT virtual device shall communicate its MAC L S S|S 1d 244
address.
2.4.1.09: Controller/CloT virtual device shall communicate securely | S L S|S Sec | 245
with patient portal.
2.4.1.10: The device shall only communicate necessary information S S Pri 246
to the portal.
2.4.1.11: The device shall delete any unnecessary patient data after Pri 247
communication with the portal.
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2.4.1.12: Patient shall be able to associate controller/CIoT virtual L S|S Tr 158
device with themselves.
2.5.1.01: Controller/gateway shall only communicate with a trusted | L Tr 248
portal.
2.5.1.02: Portal shall only communicate with a trusted LS Tr 249
controller/gateway.
2.5.1.03: Device shall accept and install x.509 security certificates. L SIS Sec | 250
2.5.4.01: Controller/CIoT virtual device shall check that CloT L|C C|S Tr 251
physical device meets the requirements for its intended use.
2.5.4.02: Controller/CloT virtual device shall notify the user if the L|C S S Tr 252
ClIoT physical device does not meet the requirements for its intended
use and will not opgrate.
2.6.1.01: CIoT phygical device and controller shall communicate S|C C|S|L S|S Sec | 253
securely and reliably.
2.6.1.02: Controllef/ClIoT virtual device and cloud/portal shall S|C C|S|L S|S Sec | 255
communicate secuilely and reliably.
2.6.1.03: CIoT phyfical device and controller shall support S L|C Int 256
“Continuous” repofting (as often as every minute) of data from
system to cloud/poftal.
2.6.4.01: The manyfacturer shall incorporate malware protection. C|C|L C Sec | 257
2.6.4.02: The manyfacturer shall incorporate safe coding practices. S L C Sec | 258
2.6.4.03: The manyfacturer shall conduct a complete threat analysis S |L C Sec | 259
of system.
2.6.4.04: The manyfacturer shall conduct vulnerability testing. C|S|L C|C Sec | 260
2.6.4.05: The manyfacturer shall provide information to the user S S|C L HF 261
regarding safe and pecure use of its products.
2.6.5.01: The user $hall be able to temporarily disable S|C|C S L HF 262
controller/CloT virgual device communication to portal.
2.6.5.02: The contrpller/CIoT virtual device shall alert the user ifit S L S Int 263
has not been commnjunicating to portal after a defined time.
2.7.1.01: Authentidated caregivers shall be able to establish accounts |C |L |C | C C S 1d 264
in the portal applicytion.
2.7.1.02: Patients shall be able to authorize one or mgre caregiversto |L [ S [C | C S Tr 265
view results.
2.7.1.03: Authentidated caregivers shall be able to only view results |S |S |S | C S L HF 266
of specific patientsjonce authorized.
2.8.1.01: The systen shall allow the patient to acknowledge any S C S L HF 267
remote change conjmands.
2.8.1.02: The systefn shall advise.the.caregiver of the results of c|C|C L S Int 268
remote change conjmands (on4¢hé.iser interface) in a timely fashion.
2.8.2.01: CIoT phypical deyice)shall reject commands if it cannot L|C c|C|C S Tr 269
authenticate sourcg
2.8.2.02: CIoT phypical device shall reject commands if source does | L | C c|C|C S Tr 270
not have adequate tights (trust?)
2.8.2.03: System shall allow portal application to distinguish cic|c L S Int 271
between failure types and notify user.
2.8.3.01: The system shall notify the user of any remote settings Cc|C L S Int 272
changes.

User Needs/Requirements from Use Case 3

3.1.1.01: Communication between the controller/gateway and CIoT |[S |S|S|S|S |S L Int 273
physical devices shall use open standards-based communication.
3.1.1.02: Communication between CloT physical devices and other |[S |S|S|S|S |S L Int 274
CIoT physical devices shall use open standards-based
communication.
3.1.1.03: CIoT physical devices shall be able to discover and connect | C | C C L Int 275
with other CIoT physical devices.
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3.1.1.04: Controllers/gateways shall be able to discover and connect | C | C C|C L Int 276
with other CloT physical devices.
3.1.1.05: User shall be able to validate CloT physical device to CloT C L V& | 277
physical device connectivity. \Y
3.1.1.06: Manufacturers shall provide detailed instructions S|S C L S ISD | 327
concerning the provisioning of devices.
3.1.1.07: Manufacturer shall provide detailed instructions concerning
the provisioning of aggregators/gateways.
3.1.1.08: The manufacturer shall provide detailed installation and L S ISD | 343
troubleshooting instructions for system integrators to follow.
3.1.1.09: The manufacturer shall provide detailed installation and L S ISD 344
troubleshooting instructions for intended users (patient, caregiver,
service provider, efc.) to follow.
3.1.1.10: User (patfent, caregiver, service provider, etc.) shall follow L S ISD | 345
explicit guidelines from the manufacturer when provisioning the
ClIoT physical devike.
3.1.1.11: System injtegrators shall follow detailed instructions. D S ISD | 346
3.1.1.12: User (patient, caregiver, service provider, etc.) shall follow L S ISD | 347
explicit guidelines for provisioning of aggregators/gateways.
3.1.1.13: User (patfent, caregiver, service provider, etc.) shall follow S|L Int 348
explicit guidelines for deprovisioning of aggregators/gateways.
3.1.1.14: User (patfent, caregiver, service provider, etc.) shall follow S|L Int 379
explicit guidelines from the manufacturer when deprovisioning the
CIoT physical devike.
3.1.1.15: Manufactpirers shall design the aggregator/gateway to S S|L 380
enable remote provfisioning, forensic data logging, and software
updates.
3.2.1.01: Monitorirlg portal/CloT virtual device shall authenticate L|C c|C SIS Tr 278
aggregator/gateway.
3.2.1.02: Monitorirlg portal/CIoT virtual device shall authenticateall |L | C Cc|C S|S Tr 279
connected CloT phiysical devices.
3.2.1.03: The link etween the aggregator/gateway and monitoring C|C|L S Sec | 280
portal/application ghall use secure communications:
3.2.1.04: The manyfacturer shall limit communi¢ations between the L C Pri 281
aggregator/gateway and monitoring portal/application to the minimal
data set required fofr the application.
3.2.1.05: Communjcations between aggregator/gateway and C L Int 282
monitoring portal/ToT virtual devicg shall use open standards-based
interoperable communications.
3.2.1.06: Al servic¢ shall authefiticate aggregator/gateway. L|C C|S S|S Tr 283
3.2.1.07: Al front-dnd shall authenticate all connected CloT physical |L | C C|S S|S Tr 284
devices.
3.2.1.08: The manyfacturer shall secure communications between LS S Sec | 285
aggregator/gateway and'the Al service.
3.2.1.09: The manufacturer shall limit communications between L|IC|C S Pri 286
aggregator/gateway and the Al service to the minimal data set
required for the application.
3.2.1.10: Communications between aggregator/gateway and Al S L Int 287
front-end shall use open standards-based interoperable
communications.
3.2.1.11: Al service shall authenticate monitoring portal. L|C S S|S Tr 288
3.2.1.12: Monitoring portal shall authenticate Al service. L]|C SIS SIS Tr 289
3.2.1.13: The manufacturer shall provide for secure communications C|C|L|S S Sec | 290
between monitoring portal/application and the Al service for all
communication.
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3.2.1.14: The manufacturer shall limit communications between the L C|S Pri 291
monitoring portal/application and the Al service to the minimal data
set required for the application.
3.2.1.15: Communications between monitoring portal/CIoT virtual C|S L Int 292
device and Al front-end shall use open standards-based interoperable
communications.
3.2.1.16: The manufacturer shall disclose whether the device L C S Al 332
contains AI/ML in the accompanying documentation.
3.2.1.17: A device shall communicate whether it contains AI/ML C L C|S Al 333
3.2.2.01: Application shall detect failure (lack of communication) of L Int 293
aggregator/gateway.
3.2.2.02: Applicatipn shall alert users of aggregator/gateway failures. L S Int 294
3.2.2.03: Applicatipn and aggregator/gateway communicate using L Int 295
open standards-basgd interoperability protocols.
3.3.1.01: The orgaijization shall only authorize authenticated usersto | L | S Tr 302
establish accounts {n the portal application.
3.3.1.02: The orgaijization shall only authorize authenticated usersto | S | S L HF 297
only view results of specific patients.
3.3.1.03: Authentidated authorized users shall possess the ability to L S Int 298
enable/disable the ¢ontrol panels of the remote devices.
3.3.2.01: Command Center shall notify remote user/caregiver if L S Int 299
connection to a specific patient has failed.
3.3.2.02: Command Center shall notify remote user/caregiver if L S Int 300
connection to all patients has failed.
3.3.2.03: Commang Center shall notify remote user/caregiver if L S Int 301
connection to any qonnected service has failed (such as monitoring
system, Al service)etc.).
3.5.1.01: Controllef/CIoT virtual device shall safely adjust the CIoT}, ['S | C L S Saf | 304
physical device setfings.
3.5.1.02: Controllef/CIoT virtual device shall indicate CIoT phiysical | S | C L S Int 305
device change only| after confirmation from actual CloT physical
device.
3.5.1.03: CloT phypical device shall only respond te & command L|C S Tr 306
only if it trusts the pource of the command.
3.5.3.01: System shjall notify user shall be notified of any settings S L S Int 307
changes not made By them.
3.7.1.01: Manufactpirer shall provide detailed instructions concerning | S | C c|C|C L S ISD | 329
deprovisioning of (IoT physical devices.
3.7.1.02: Manufactpirer shall provide.detailed instructions concerning | S | C c|C|C L S ISD | 330
deprovisioning of dggregator/gateways.

User Needs/Requirements from Use Case 4

4.1.1.01: CIoT virthal deviees shall allow discovery and connectivity S|L Int 352
with other CIoT viftual'devices.
4.1.1.02: CIoT virthaldevices should allow population of CloT S|L Int 353
physical devices with patient demographics.
4.1.1.03: CIoT virtual devices should allow population of CloT S|L Int 354
virtual devices with patient demographics.
4.1.1.04: CIoT physical devices should have a mechanism for C SIS L HF 355
entering their locations in the hospital such as bed #, room #, care
unit, hospital name, etc.
4.1.1.05: CIoT virtual devices should allow association with CloT S S|L Int 356
physical devices using the device ID and/or the device location.
4.3.1.01: CIoT virtual devices shall allow portal connectivity. S|L Int 357
4.3.1.02: CIoT virtual devices shall use open standards-based S|L Int 358
communication to communicate with the portal.
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4.3.1.03: CIoT virtual devices shall enable association with the S S|L Int 359
correct patient based on patient demographics or device
demographics.
4.3.3.01: CIoT virtual device shall verify the portal’s identity. L SIS 1d 360
4.3.3.02: CIoT virtual device shall verify that the portal meets the L SIS Tr 361
CloT virtual device’s requirements.
4.3.4.01: Portal shall verify CloT virtual device’s identity. L S|S Id 362
4.3.4.02: Portal shall verify that CIoT virtual device meets the S|L Int 363
portal’s requirements.
4.4.1.01: CIoT virtual devices can control settings on CloT physical S|L Int 364
devices using open standards-based communication protocols.
4.4.3.01: Locate dgvices that have minimal access controls in S|L Sec 378
restricted areas.
4.6.4.01: Aggregatpr shall buffer data if it cannot be successfully S|L Int 365
exchanged with CIpT virtual device.
4.6.4.02: Aggregator shall forward buffered data after an S Int 366
interruption.

User Needs/Requirements from other sources

A.001 All CIoT deyices should consider accommodations for S S L HF 167
individuals with digabling (visual, auditory, cognitive, mobility, etc.)
conditions.
A.002 All CIoT de}ices shall disclose their accommodations for S L HF 334

individuals with digabling (visual, auditory, cognitive, mobility, etc.)
conditions in the agcompanying material.

A.003 All CIoT deyices should communicate known user disabling C S L HF 335
(visual, auditory, cpgnitive, mobility, etc.) conditions to consuming
“trusted” CloT devjices.

Authorized procesdes—safe listing. C L C Sec 336
A.004 A CIoT dev]ce shall disclose with which jurisdictional S L HF 337
regulatory requirenpents it complies in the accompanying matexials.

A.005 A CIoT device should communicate with which jurisdictional | S L Int 338
regulatory requirenpents it complies to consuming CloT; devices.

A.006 All CIoT de}ices should consider accommaodations for L HF 339
regional cultural nqrms.

A.007 All CIoT deyices shall disclose their accommodations for L HF 340
regional cultural ngrms in the accompanying\material.

A.008 All CIoT deyices should communicate user culture-based L S Int 341
accommodations td data consumers.

A.010 Shall discloge “all” personal‘information entered, captured, L Pri 349
and generated in agcompanying material.

A.011 Generate a fJlan to proteet personal health information (PHI) L S Pri 350
based on the PHI afsessment:

A.012 Conduct an pssessment to establish lists of “all” personal L S S S Pri 139
health information (PHI) processing activities (GDPR).

A.013 Privacy notice shall be easily accessible via the user interface L S Pri 367
of the CIoT physical device and/or CloT virtual device.

A.014 User should be able to disable part or all the results reporting L S Pri 368
from their ClIoT physical device and/or CloT virtual device.

A.015 Applications shall only acquire the minimal amount of data L S S Pri 369
required to meet their intended use.

A.016 10T physical devices shall limit the data exchanged to that S L Int 370
requested by an CloT virtual device or controller/gateway.

A.017 Applications shall support management of data acquired via S L HF 371
user consent.

A.018 IoT physical devices shall not trust controller/gateway unless | L | S S Tr 372

it provides proof of authorization (consent provided).
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A.019 Manufacturer shall disclose the data communicated by the HF 373
ClIoT physical device and/or CloT virtual device.
A.020 Compliance with national safeguards—Ethics. C C Pri 117
A.021 Data and device protection. C L C|C Sec 121
A.022 Data confidentiality. C|C C C|C Pri 82
A.023 Data minimization: Shall help ensure the personal data you C C Pri 112
are processing is adequate, relevant, and limited to the minimum
data necessary to achieve the stated purpose.
A.024 Data ownership/controller: Who owns private health C C C|C Pri 119
information? Who has the right to protect the data?
A.025 Data Processing Impact Assessment: A Data Protection C C Pri 118
Impact Assessmen{ (DPIA) is a process to help identify and reduce
the data protection frisks of a project.
A.026 Data quality|and accuracy: as it impacts privacy, i.e., if Cc|C S C|C Pri 123
Patient A’s medica] results are accidentally stored to Patient B’s
record, Patient A’s|privacy may be compromised when Patient B
sees the results.
A.027 Data Subjec} Notification about incidents affecting their data. C S Pri 131
A.028 Defense in depth or multi step process shall be defined for C|L C|C]|S C|S|S 1d 56
verifying the identify of the device.
A.029 Device and ¢cosystem access control in terms of hardware C L C|S Sec 122
and software.
A.030 Efficacy of predictive analysis. C C C|C Al 87
A.031 The organizption shall establish and implement a process to C C|C Pri 144
evaluate privacy rigks when starting a new IT project or changing a
business process—Define what “high risk” or “risk” means for the
organization.
A.032 The organizftion shall establish a process to identify, C S C Pri 148
prioritize and repoit for data incidents within 72 hours.
A.033 The organizftion shall establish technical measures to S C|C|C Pri 143
implement secure deletion of data upon the request of the data
subject.
A.034 Exception njechanism, such as HITRUST for, fequesting C|L c|C|C c|C|C 1d 53
exceptions to policy.
A.035 Assurance identity of data (governance)-coming from devices. | L | S S C|C Tr 157
A.036 Human oversight—Algorithms. S|S C C|C Al 92
A.037 Identify appfopriate organizational measures” to mitigate S|C C|C Pri 146
risks and limit expgsure.
A.038 Identify appfopriate technical\‘measures” to mitigate risks S L|C C|C|C Saf | 145
and limit exposure
A.039 Identify insthnces where) personal information is stored for C|S C|S C|C|C Pri 142
longer than necessqry andwdelete unnecessary files.
A.040 Integrity and confidentiality: Shall establish reasonable S|C S|{C|S C|C Pri 113
safeguards to protett data CIA and protect security data
A.041 Limitation of use—State intended use of data; Limit data C S SIS|S Pri 165
collection to the minimum required.
A.042 Multiple layers of identity C|L C C|C|C 1d 160
A.043 Privacy in health safety by default: Consider preserving c|C C|C|C Pri 138
privacy in health safety by default scenarios in devices. Failing
Safely: what does fail safely concerning privacy look like? What is
the most important? How to balance conflicting constraints. For
example, if the device is in a state of failure with limited resources
and it can either destroy the data and maintain privacy or maintain
the data and risk privacy exposure. Which is best?
A.044 Privilege delegation shall be supported. cl|L|Cc|Cc|Cc|C]|C C|C Id 57
A.045 Privileged Identity Management and Privileged Access S|L|C C S|S|C 1d 69
Management.
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A.046 Purpose limitation—primary and secondary data usage. cC|C|C L C|C|C Sec 111
A.047 Shall establish data subjects’ rights—data access, amendment, |C |C |L [C [C | S C|C Pri 114
erasure of inaccurate data, correction, completion, control over
disclosure, sharing, etc.
A.048 There shall be a process for patients to register consumer- S|L CcC|S|C Cc|C 1d 47
grade devices.
A.049 System capabilities address professional users, and client C C C S|S|L HF 168
users with disabling conditions.
A.050 System components shall support Asset L C C|C|C 1d 75
Tracking/Management.
A.051 System objectives, assertions of trustworthiness, and L C ClC|C Tr 68
corresponding zongs of trust.
A.052 Systems/devfices have been tested using mock data prior to C C S|L V& 129
making it available{to real end-users. \Y
A.053 Technical ajd data workflow. C C ClA|S Int 102
A.054 The need fof independent system security audits has been C L Sec 127
considered.
A.055 TIPPSS labgling is transparent about the capabilities and L|C|C ISD 51
purposes of any deyice.
A.056 Transmitting data about adverse reactions to devices or S C|L|C Int 72
components for postmarket surveillance.
A.057 Transparendqy—Be clear about the following: L C|C|C Pri 164
1) Data collectign practices
2) What data is heing collected
3) How each dathp type/element will be used
4) With whom tlje data will be shared
A.058 Trusted Netyvork—Endpoints. L{C|C C C|S|S Tr 103
A.059 User bounddries S|C|L|C C C|C Pri 108
A.060 Vendors car] be rated on different elements such as: storage, C C L|C|C ISD 162
security, etc.
A.061 Critical fundtionality/primary operating functions of the C S|L Sec 374
Device should be prreserved as justified by risk managemerttt in the
presence of SECURITY controls.
A.062 The device ghould support emergency ovetride (“Break the S|L C Sec 375
Glass”) provisionir]g (i.e., safety considerations override SECURITY
considerations in c¢rtain cases that are rare.and exceptional by
definition).
A.063 The device dhall have a well-defined method for managing S|L C Sec 376

potentially conflict

ng commands.
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Annex D
(informative)

Integrated systems design and the conceptual reference architecture

D.1 Introduction

The integrated systems design (ISD) approach provides meaningful guidance for the design, development,

and deplowmmmmﬁcmdﬁgtmd-hmﬁ delivered
value fron CloT devices and systems has the greatest potential when CloT-based solution§ facilitate

companieg of all sizes and all types of stakeholders, including clinical/medical service providers, patients,
and researthers, to leverage CIoT devices and integrated systems safely and securely through independent as
well as cgllaborative efforts. The CloT healthcare ecosystem can benefit from this-standard|to enable
integrated] collaborative, and complex systems that can more easily address many, diyerse health |disparities
and serve jmany more patients with important clinical functions and services. This"can potentially increase
the positiye impact on public health and individual health beyond what individGal companies, sprvices, or
technologjes can achieve alone while delivering high-quality and high-relidbility services.

Applicatidns access and use the data transmitted by CloT devices,{components/elements, and systems in a
growing nhimber of ways with high variety. Data can be accessed increal time and might be episodig, periodic,
continuou$, or on-demand. These can include, and are not limited to, system processes such as rpcognition
of device, patient, and provider for multiple purposes suchvas monitoring, diagnosis, and tregtment. At
another leyel, these include maintaining history, learning from the data at different scales, inferringfcausation,
and predidting the future for various elements of the system. Other processes include alerting anfl ensuring
non-functjonal requirements for improved quality 6f services. Monitoring, status, and predictiop apply to
devices, patients, and providers with the potential to be far-reaching in scope and scale. Likeise, with
exponentigl data growth, the need exists for arChitectures and frameworks, such as TIPPSS, that cgn adapt to
such a scale.

D.2 Context for integrated.systems design for Clinical loT with TIPPSS

Standards fregarding ISD for CToT systems that achieve TIPPSS attributes have the potential to unify globally
connected| healthcare and, provide guidance related to simplifying devices and components, fis well as
interactios among <¢omponents, while protecting humans, data, and devices. The ISD elemepts aim to
provide tagols and te¢hniques for CloT device and system manufacturers and deployment organjzations to
follow dafa, deVice, software, and interoperability processes, which can enable a safer and mgre secure,
cohesive, and comprehenswe system of systems. The goal is to enable the design and productlon of|connected
healthcare'systems-with-THPPSS bt with-enegetne montteringfor HPPSSeomplianeeHHRPYS ISD can
simplify the configuration of technologies into a CloT system of systems (SoS) and ecosystem, enabling
secure data sharing, transfer, interoperability, and improved relevant clinical communications, which can
help improve medical treatment and healthcare outcomes from connected healthcare systems while protecting
patient interests from which the TIPPSS attributes originated. ISD operates as a scaffold upon which
stakeholders may construct the next generations of TIPPSS-compliant CloT devices and systems and build
in new desirable features.

ISD includes considerations for the integration of device and clinical observation, including determination
of device and system status, safer transfer of data between CloT systems, devices, and components, and
processing of data at the appropriate point and location at a variety of scales and scopes. For an individual in
a Hospital @Home situation, such as in Use Case 3 for example, detection of patient status or condition,
critical vital signs and values, environmental conditions, and response to patient status locally and remotely,
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provides a means to incorporate the clinical dialog and performance into modeling for the standard to inform
patient care. Conversely, for home-to-hospital situations, such as in Use Case 4, the patient brings some of
the medical devices used in the home environment. Thus, home-to-hospital situations involve controlling and
operating devices remotely, transferring and administering them in multiple settings, predicting and
forecasting healthcare resource availability at multiple locations, scheduling needed services to be
coordinated in multiple locations, predicting and forecasting the status of devices and systems, human status
during the handoffs between care teams and/or facilities, and more.

D.3 Purpose and goal of integrated systems design

The purpose of this ISD subclause is to provide requirements and recommendations for the design,
developme 3 , 2 3 e TIPPSS
attributes, 1nclud1ng the requlrements that shall be satlsﬁed for a CloT dev1ce system or system— bf-systems
to conform to this standard. As the healthcare ecosystem continues to evolve and expand beyond [traditional
clinical seftings utilizing advances in IoT technology, the human values associated with' TIPPSY attributes
are becomjing increasingly important.

Table C.1]highlights thirty-nine interdependencies and overlaps between ISD requirements and [individual
TIPPSS rdquirements from the use cases and Human Factors perspectives.

Complem¢nting the ISD approach, this annex (Annex D) provides a MVRA. The MVRA endbles us to
envision g robust, adaptive, reusable, and flexible architecture for/the connected healthcare sedtor with a
scaffold fpr hardware, software, services, and connectivity that/ fdcilitate the incorporation qf TIPPSS
attributes it the concept and design stage of connected healthcarésystems and over the system lifecycle. The
MVRA provides a theoretical vision for the overall CloT<system of systems, guiding devic¢ and data
interoperapility, device and data verification and validation] validation of identities of system ddgvices, and
validation|of identities of humans, all while adhering to TIPPSS attributes. This system-of-systems approach
strives to dtrike the best balance between individual best practices and federated optimization withip the CloT
ecosystemy. The ISD-MVRA illustrates how to view the standard in the presence of interoperabl¢ elements
of the systpm of systems to apply all the TIPPSS requirements, ensuring each of the TIPPSS attribytes is met.
The ISD-MVRA mediates all TIPPSS requirements; when an interaction or conflict exists betwegn multiple
elements ¢f the system of systems or between the TIPPSS requirements, the MVRA seeks to re¢oncile the
conflict arld find the best compromise.

D.4 Exténsible and inclusive integrated systems design
The ISD approach isntended to be extensible. The suggestions and requirements put forth are only a starting

point for fhe incorporation and implementation of burgeoning and future technologies, systemq, and data
requiremepts while maintaining TIPPSS attributes.

The CloTLe S L a 2 althea enormous
amounts of data the usage of Wthh can change over tlme Slnce it is dlfﬁcult for people to 1nd1V1dually
monitor, track, analyze, and interpret all the vast amounts of information in the connected healthcare
ecosystem, the ISD of CIoT becomes truly relevant. The benefits of ISD for CloT with TIPPSS include
harmonization and interoperability of elements of the system, data, and human factors to provide the most
value in a wide and diverse clinical ecosystem. Safer and effective leveraging of data, in large volumes and
across populations, can improve insights to enable improved quality of healthcare.

ISD defines a wider set of user and stakeholder requirements to meet the needs of diversity and inclusion.
Clinical ecosystems involve individuals with varying needs, including not only healthy athletes, but also
people with temporary or chronic frailty or health challenges. People might have different abilities related to
hearing, vision, mobility, cognition, and other attributes. It is challenging to be entirely inclusive,
accommodate all needs, and reach all audiences. There is also a need to address cultural, linguistic, and other
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facets of diversity. Envisioning CloT systems that accommodate inclusion, diversity, and multimodal human
factors at inception and into the future, enabled by an extensible TIPPSS standard, is part of the ISD approach.

D.5 Overview of the reference architecture (RA)

The ClIoT reference architecture for ISD was developed considering a number of existing Reference
Architectures (RAs) from related fields. The Open Group Architecture Framework (TOGAF), S3 Reference
Architecture for business-driven service-oriented architecture (SOA), and Homecare Architecture for health
smart homes laid the foundation. Additional complementary factors/layers were included to address
interoperability, TIPPSS attributes, healthcare information architectures, data-driven healthcare and system
failure predictions, and international healthcare policies and regulations. ArchiMate reference framework
was used te-dewe : i in Figyre i

R A_denictedin ay D and-described-h

A simple 2D projection of the MVRA presents the requirements in alignment with the functional [ayers of a
conceptual RA (repeated as Figure D.2) for CloT with TIPPSS, comprised of five key ‘layers, the SQIRT
Layer, and two upper-level, system-wide layers, Information Architecture Layer and &Governance (& Policies
Layer, tha} interact with all other layers of the MVRA.

The five ky layers, some corresponding to similar layers in the TOGAF Framework, include the following:

a)  Context Layer

b) Tgchnology Layer, as in TOGAF

c) Application Services Layer, as in TOGAF

d) Hgalthcare Workflow Services Layer, similar to Business Services in TOGAF

e) End-user Services (EUS) Layer
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A SQIRT Layer (shown if.the upper left section of Figure D.1) contains six sub-layers correspondjng to each

of the TIPPSS attri
layers, eadh of w
also interacts w

Architec re‘é\i&er

functional

@ contains one or more of the seven operational design requirements. The SQ

to be achieved. Each TIPPSS attribute interacts with and operates on tH

nd obtains information and instructions from two system-wide layers—the I

e five key
RT Layer
formation

and the Governance & Policies Layer. The SQIRT Layer helps ensure thjt all non-

system. The SQIRT Layer manages all interoperability and data/device TIPPSS attributes to be
and coordinates processes and communication between the five key layers and the Information Architecture
Layer and Governance & Policies Layer. It also helps ensure the optimization of TIPPSS when conflicts exist
between one or more TIPPSS attributes or requirements.

integrated
achieved,

In addition, as shown in the right section of Figure D.1, an Information Architecture Layer (as in TOGAF)
and a Governance & Policies Layer (as in S3) wrap the entire system and interact with all layers at the system
level (back end) providing standards, healthcare plans, and governing policies and plans for operational
integration of the Integrated CloT System. These two system-wide layers also act on devices, applications,
and services (within each of the five key layers).
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Finally, as shown in Figure D.2, the five key layers of the RA integrate operational design requirements
related to interoperability, information architecture, and governance and policies. Each of the five key layers
contains at least one of the operational design requirements listed in Figure D.3. Table D.1 defines each
operational requirement.

Services Quality &

Integration/Reconciliation ' '
of TIPPSS (SQIRT)

Layer

End-User Services (EUS)
Layer

Healthcare Workflow
Services (HWS) Layer

1ake saidijod(g,eoueulanon

Application Services ~

Layer

1aAe] Bumpsanyaly uonewlou)

Technology
Layer

Context
Layer

Figure D.2—Conceptual view of MVRA for integrated CloT system with TIPPSS

Operational Design
Requirements for
Five Key Layers
INTEROPERABILITY
— {MEDIATION)
Technical Interoperabilty
Semantic Interoperability
Syntactic Interoperability

Organizational Interoperability

Regulatory Interoperability

Information Architecture

Governance & Policies

|

Figure D.3—Interoperability, information architecture, and governance and policies
operational design requirements for five key layers
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