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specific requirements and guidance relating to digital diabetes devices and solutions, such as
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Commitments for amendments

This Standard is issued jointly by the Institute of Electrical and Electronics Engineers, Inc. (IEEE) and
ULSE Inc. (ULSE) Comments or proposals for revisions or any part of the standard may be submitted to
IEEE and/or ULSE at any time. Revisions to this Standard will be made only after processing according to
the Standards development procedures of IEEE and ULSE.

Comments or proposals for revisions on any part of the Standard may be submitted to ULSE Inc. at any
time. Proposals should be submitted via a Proposal Request in ULSE's On-Line Collaborative Standards
Development System (CSDS) at https://csds.ul.com.

Any person who would like to participate in evaluating comments or in revisions to an IEEE standard is
welcomd to join the relevant IEEE working group. You can indicate interest in a working group fising the
Interests|tab in the Manage Profile & Interests area of the IEEE SA myProject system.! An{EEE|Account
is needed to access the application.

Commerjts on IEEE standards should be submitted using the Contact Us form.?

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under USyand international copyright laws.
They arelmade available by IEEE and are adopted for a wide varietyof both public and private us¢s. These
include Both use, by reference, in laws and regulations, and use~in private self-regulation, standagdization,
and the gromotion of engineering practices and methods. By making these documents available fof use and
adoption| by public authorities and private users, IEEE does not waive any rights in copyright to the
documerts.

UL's Stapdards for Safety are copyrighted by ULSE:Inc. Neither a printed nor electronic copy of a|Standard
should bp altered in any way. All of UL's Standards and all copyrights, ownerships, and rights fegarding
those Stqndards shall remain the sole and exclusive property of ULSE Inc.

To purchase UL Standards, visit ULSEs,Standards Sales site at:
http://www.shopulstandards.com/Ho6wToOrder.aspx or call toll-free 1-888-853-3503.

Important Notices-and Disclaimers Concerning IEEE Standards Documents

IEEE St3andards documents are made available for use subject to important notices and legal disglaimers.
These nqtices and disclaimers, or a reference to this page (https:/standards.ieee.org/ipr/disclaimgrs.html),
appear ip allsstandards and may be found under the heading “Important Notices and Disclaimers
Concerning [EEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards
through an accredited consensus development process, which brings together volunteers representing
varied viewpoints and interests to achieve the final product. [IEEE Standards are documents developed by
volunteers with scientific, academic, and industry-based expertise in technical working groups. Volunteers

! Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
2 Available at: https://standards.iece.org/content/ieee-standards/en/about/contact/index.html.
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are not necessarily members of IEEE or IEEE SA, and participate without compensation from IEEE. While
IEEE administers the process and establishes rules to promote fairness in the consensus development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the
soundness of any judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all
warranties, express or implied, concerning this standard, including but not limited to the warranties of
merchantability, fitness for a particular purpose and non-infringement. In addition, IEEE does not warrant
or represent that the use of the material contained in its standards is free from patent infringement. IEEE
standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE Standard does not imply that there
are no offeT ways to produce; test; TIeasure, purctase, market, or provide other goods amd servicgs related
to the scppe of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard isapproved
and issug¢d is subject to change brought about through developments in the state of the arf.and cpmments
received [from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services ffor, or on behalf of, any person or entity, nor is IEEE undertaking tospérform any duty [owed by
any othef person or entity to another. Any person utilizing any IEEE Standards document, should fely upon
his or her own independent judgment in the exercise of reasonable care in any given circumstanges or, as
approprigte, seek the advice of a competent professional in determinifig the appropriateness of a given
IEEE stahdard.

IN NO HVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCEUDING, BUT NOT LIMITED TO: THE
NEED TjO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSJINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT>OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus developiment process involves the review of documents in English only. In the event
that an IEEE standard is~translated, only the English version published by IEEE is the approyed IEEE
standard

Official statements

A statenpent, written or oral, that is not processed in accordance with the IEEE SA Standar1is Board
Operations Manual shall not be considered or inferred to be the oificial position of IEEE or any of its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter’s views should be considered the personal views of that individual rather
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations,
consulting information, or advice pertaining to IEEE Standards documents.
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Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of
interests. For this reason, IEEE and the members of its Societies and Standards Coordinating Committees
are not able to provide an instant response to comments, or questions except in those cases where the matter
has previously been addressed. For the same reason, IEEE does not respond to interpretation requests.
Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not constitute compliance to any applicable
regulatory requirements. Implementers of the standard are responsible for observing or referring to the
applicable regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action
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Data privacy

Users of|IEEE Standards documents should evaluate the standards for consideratjens. of data prijacy and
data owrlership in the context of assessing and using the standards in compliancé with applicable [laws and
regulatiops.

Photogopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusiyie license
to photo¢opy portions of any individual standard for company, or organizational internal use or irjdividual,
non-comjmercial use only. To arrange for payment of licensing fees, please contact Copyright (flearance
Center, [Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 730 8400;
https://wvw.copyright.com/. Permission to photocopy‘portions of any individual standard for edpcational
classrootn use can also be obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of|IEEE Standards documents:'should be aware that these documents may be superseded at|any time
by the issuance of new editions or may be amended from time to time through the issuance of amephdments,
corrigendla, or errata. An official IEEE document at any point in time consists of the current editipn of the
documernt together with any-amendments, corrigenda, or errata then in effect.

Every IHEE standard is\subjected to review at least every 10 years. When a document is more than| 10 years
old and ljas not und€rgone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.
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In order to—determre—whetheraeirerdoctmentisthecurrenteditorardwhethertthasbeeramended
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE.? For more
information about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard
number and year of approval to access the web page of the published standard. Errata links are located
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4 Available at: https://standards.ieee.org/standard/index.html.
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encouraged to periodically check for errata.

Patents

IEEE Standards are developed in compliance with the IEEE SA Patent Policy.?

Users are

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
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Introduction

This introduction is not part of IEEE Std 2621.2-2022/UL 2621-2:2022, IEEE/UL Standard for Wireless Diabetes
Device Security: Information Security Requirements for Connected Diabetes Solutions.

Target

of Evaluation (TOE) overview

Medical devices used for monitoring and managing diabetes provide therapeutic benefits to patients and
effective treatment options for healthcare providers. These connected diabetes devices (CDDs) include
blood glucose meters (BGMs) and continuous glucose monitors (CGMs) (see Figure 1), insulin pumps, and
automated insulin dosing (AID) systems. The ever-increasing connectivity to other devices (such as
smartphones, other CDDs, and cloud-based servers) allows patients, their families, and their healthcare

provider:
of life. A

t the same time, improperly secured CDDs present risks to the safety and privacy o

Figure 1
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5 of that should conform to this standard include simple BGM, more sophisticate
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comprised of mult1ple evaluated CDDs from multrple manufacturers (example dep1cted in Frgure 2):
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Continuous
Glucose

Monitor
(TOE)

Insulin

Pump
(TOE)

Controller
(TOE)

Figure 2—One potential AID s 4 consisting of 3 TOEs,
each applicable t%&ns protection profile

The CDID provides essential services, such as ;@%cted network communications to a companion device, to
support the operation of the device. For example, an insulin pump TOE may receive BG readings from a
BGM or| operational commands from a thandheld remote control. A CGM TOE may wirelessly receive
readings|from an interstitial fluid a a\ﬁasis sensor attached to the body (and external to the TQE). The
wireless [communications are best @}\ght of as a general information channel that should be adequately
protected. Additional security features such as firmware and safety-critical user data integrity protection
should b¢ implemented in 0@ address threats.

associatgd security ts (STs) and evaluations strive to balance the need for high assurance of protection

In order|to make thiggg&dard practical for evaluation of modern medical devices, this stanflard and
via evaly atior;@ e need for safer clinical operation, market viability of devices, and timely availability

to users pnd patients. Use of this standard and derived STs for the evaluation of mass-market gonsumer
medical fe should not be mandated or even recommended without a proper balance. An expmple of
proper bal is the relegation of user authentication requiremen PTIONAL within this ftandard.

While security experts agree that user authentication to the CDD is important to protect against
unauthorized access to security-critical operations (such as user authorization of a remote endpoint pairing),
user authentication should not interfere with safe clinical use. Furthermore, biometrics and other
authentication mechanisms may be resource prohibitive for certain classes of CDDs. For this version of the
standard for CDDs, developers are encouraged to consider safer and more effective user authentication
methods, but this is not currently mandated due to the aforementioned concerns that have yet to be robustly
researched and implemented in practice.

While multiple TOEs may interact in a larger system—for example, a BGM communicating wirelessly
with an insulin pump—each TOE should satisfy the requirements in this standard (and derived ST) and
should be evaluated independently against its ST. Note that this standard does not necessarily assume that
devices authenticated and connected to the TOE are trustworthy. The ST developer should specify the

9
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network information flow security function policy (SFP) [see requirements in the FDP_IFC and FDP_IFF
families in this protection profile (PP)] appropriate for the TOE. For example, if a BGM TOE is permitted
to connect to a commercial-off-the-shelf smartphone, the information flow control functions and policy for
the BGM should reduce the risk that a malicious smartphone (e.g., one that has been commandeered by
malware from an open app store or downloaded from another source) can subvert the integrity of the
BGM’s safety and security functionality. The BGM ST developer may define the network information flow
SFP to allow only status and BG readings to flow out of the BGM and disallow any security-relevant
control and operation commands to flow in from the smartphone. If a commercial-off-the-shelf smartphone
is used directly for safety-relevant control (for example, as the controller in an AID system), then the
safety-relevant portions of the smartphone (hardware, software) would be in scope for evaluation and
should be sufficiently protected from non-safety relevant portions of the smartphone. The precise
specification of the scope, evaluation boundary, and security requirements should be codified in the ST.

This starldard describes these essential security services provided by the CDD and serves as-d fqundation
for a secpre CDD architecture. It is expected that some deployments would also include either tHird-party
or bundl¢d components. Whether these components are bundled as part of the CDD by the manufgcturer or
developad by a third-party, it is the responsibility of the architect of the overall secute €CDD archifecture to
establish|validation of these components. Additional applications that may come pre-installed on fhe CDD
that are rjot validated are considered to be potentially flawed, but not malicious.

Requirements summary for non-technical audiences

This secfion summarizes the security requirements of this standard_in layman’s terms, i.e. intendled for a
wide rarlge of stakeholders in CDD safety and security, many,.0f whom do not have a technicpl and/or
cybersecprity background.

With the|diverse environments where CDDs are used and-the varied mechanisms employed to manage safer
operation) and protection of sensitive data, this standardaims to identify the potential security thfeats and
risks facpd by these devices and then present the functional requirements that counter these threats and
thereby lelp reduce or help minimize risk.

Security functional requirements:summary

The stanglard has defined a set of mandatory security functional requirements (SFRs), grouped accprding to
related fynction or purpose, that can*be summarized as follows:

Iptegrity protection(for CDD firmware/sofiware

This requirement. answers the question: “How can one know the CDD’s software has jnot been
thmpered with?“For example, a security vulnerability in the CDD may be exploited by attackers to
thodify thébehavior of the CDD in such a manner as to make its continued use dangerous or
qtherwiseuhable to fulfill its original design intent.

— Iptegrity protection for safety-critical stored data (e.g., BG readings)
his requirement answers the question: “How does one know any stored data, potentially used as
input for diabetes clinical decisions, has not been tampered with?” For example, a security
vulnerability in the CDD may be exploited by attackers to modify stored BG readings within the
CDD, leading a user, caregiver, or secondary device (e.g., insulin pump) to make poor clinical
decisions that may adversely impact patient health.

—  Secure communications channel
This requirement answers the question: “How can one verify that only authorized devices can
communicate with the CDD and only in authorized ways?” Examples may include: a remote
device, controlled by an attacker, should be prevented from connecting to the CDD and modifying
its life-critical function and/or data. Even if the remote device is authorized to connect, this
requirement further should provide that the remote device is only able to communicate to the CDD

10
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in prescribed ways. Another example may include that an insulin pump CDD may receive BG
readings from an authorized CGM; no other information flow to or from the CGM should be
possible. If the secure communications channel fails to enforce this information flow constraint,
then a commandeered CGM may be able to send additional commands that could adversely impact
operation of the insulin pump.

Commercial best practice cryptography

This requirement addresses a common design and implementation flaw in connected devices in
which the developer may use cryptographic algorithms that are not widely accepted in the
cryptographic community or not certified to well-established standards. Since cryptography forms
the foundation of many higher-level security functions, it is critical that commercial best practices
always be followed in this area.

The stanglard has also defined optional security functional requirements that can be summarized as{follows:

Wser authentication to CDD
Similar to consumer smartphones and other common computing devices, tiSer authgntication
login) can help to ensure that only authorized individuals access the system. A CDD that lacks
yser authentication may be susceptible to unauthorized tampering by a‘malicious user wHo is able
tp obtain physical access to the CDD (e.g., if the CDD is lost or stolen).”"CDDs should bajance the
desire for such physical protection with the challenge of implementing user authentication [that does
ot impact clinical use. Since user authentication is nascent iinthe field of CDDs due|to these
doncerns, this requirement is optional; rationale is further deseribed in this document.

Resistance to physical attack through open ports

This requirement addresses a flaw in which (physical input/output interfaces useql during
development — such as a USB port used to download test firmware from a PC into the CDD — are
Igft open in the final production device rather than permanently disabled during the manuffacturing
process. While physical security is generally beyond the scope of requirements for produfts under
this PP, this kind of physical security may;be critical in preventing an attacker from using|a device
dample (e.g., purchased over the Internet) to reconnoiter the system to understand how fit works,
dearch for software flaws, and testcattacks that could then be exploited over the device’s| network
ihterfaces.

It should be noted that this standdard does not include requirements associated with confi
protectiop of user data, such astBG readings, stored within CDDs. One consensus is that privacy
may bettpr be relegated to back-end systems (e.g., cloud) where this data is aggregated and procesy
than the |CDDs themselves,y This standard recognizes but does not intend to restate or replace a
laws and regulations_tegarding data privacy and security. Users of this standard are respon
referring|to and observing all such laws and regulations. Compliance with the provisions of this
does notfimply cémpliance with any applicable legal or regulatory requirements.

lentiality
concerns
ed rather
pplicable
sible for
standard

Multi-p|art standard

This standard is a multi-part standard consisting of the following parts:

— IEEE Std 2621.1™/UL 2621-1:2022 (connected electronic product security evaluation programs)

— IEEE Std 2621.2™/UL 2621-2:2022 [information security requirements for connected
solutions (this part)]
— IEEE Std 2621.3™/UL 2621-3:2022 (use of mobile devices in diabetes control contexts)
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IEEE Standard for Wireless Diabetes
Device Security: Information Security
Requirements for Connected Diabetes

Sol

1. Overview

1.1 Scc

This starjdard describes the security functional requirements (SFRS), which compose a protectio

(PP), for
process
generic {
to meet S

1.2 Puipose

The pury

appropri
program

1.3 Word usage

The word shall indiCates mandatory requirements strictly to be followed in order to conform to the

and from

The wor

utions

)pe

connected diabetes devices (CDDs). The scope of the PP within the development and e
s described in ISO/IEC 15408.! In particular, a<PP defines the IT security requirem
ype of Target of Evaluation (TOE) and specifiés’the security measures to be offered by
tated requirements.

ose of this standard is to define the SFRs for CDDs as deemed necessary and sufficig
ite set of stakeholders. These requirements are intended to be used within a security e
as defined in other components of this multi-part standard.

which fio deviation is permitted (shall equals is required to).>>

. shotild indicates that among several possibilities one is recommended as particularly

n profile
Valuation
ents of a
hat TOE

nt by an
aluation

standard

suitable,

without
required

(should equals is recommended that).

e - 1o 4] +laait VI £ fa - £ dJasast 4 ~ 1
TICIMTOITITES O CACTUUTITE O UICTS, O UIdat a- CItaIIr CUTT ST 0T aCtIOIT IS~ PICTCUITCUUUTTIUT recessarl y

The word may is used to indicate a course of action permissible within the limits of the standard (may

equals is

permitted to).

The word can is used for statements of possibility and capability, whether material, physical, or causal (can

equals is

able t0).

! Information on references can be found in Clause 2.
2 The use of the word must is deprecated and cannot be used when stating mandatory requirements, must is used only to describe

unavoidabl

e situations.

3 The use of will is deprecated and cannot be used when stating mandatory requirements, will is only used in statements of fact.
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

ISO/IEC 15408-1:2009—Information technology—Security techniques—Evaluation criteria for IT
security—Part 1: Introduction and general model.*

ISO/IEC 15408-2:2008—Information technology—Security techniques—Evaluation criteria for IT
security—Part 2: Security functional components.

ISO/TEC] 15408-3:2008—Information technology—Security techniques—Evaluation criferid| for IT
security--Part 3: Security assurance components.

ISO/IEC|18045, Information technology—Security techniques—Methodology for ITisecurity evalgation.
3. Definitions, acronyms, and abbreviations

3.1 Defiinitions

For the |purposes of this document, the following terms and/définitions apply. The [EEE tandards
Dictionafy Online should be consulted for terms not defined inthis clause.’

adminisfrator: The administrator is responsible for manggement activities, including setting the pgplicy that
is applieql by the service provider, on the device. If the-security policy is defined during manufactyring and
never chainged, then the developer acts as administrator. If management activities can be perform¢d by the
user, thef the user may also act as administrator,

assuran¢e: Grounds for confidence that*a-Target of Evaluation (TOE) meets its security fhnctional

connect¢d diabetes device (CDD): Any type of digital diabetes product whose security requirethents are
compatifjle with this standard[including but not limited to blood glucose meters (BGMs), cqntinuous
glucose nonitors (CGMs), insulin pumps, and automated insulin dosing (AID) systems].

developgr: The entity that brings to market a solution to which this standard applies; while the tfaditional
developgr in this sense\is‘a medical device manufacturer, the entity may be some other systems iptegrator
or servicg providerithat is responsible for the safe and secure development and market deploymgnt of the
solution.

: \Independent testing laboratory that evaluates the TOE against its security target|(ST) by
i i ivities such as vulnerability assessment

immutable firmware: Firmware that cannot, by design, be modified through unauthorized means.
Examples of immutable firmware may include firmware written to read-only memory (ROM) or
electrically erasable programmable read-only memory (EEPROM) whose re-programmability is protected
against unauthorized use.

protection profile (PP): A set of standardized security requirements for a product class, such as connected
diabetes devices.

4 ISO/IEC publications are available from the ISO Central Secretariat (http://www.iso.org/). ISO/IEC publications are available in the
United States from the American National Standards Institute (http://www.ansi.org/).

SIEEE Standards Dictionary Online is available at: http:/dictionary.ieee.org. An IEEE Account is required for access to the
dictionary, and one can be created at no charge on the dictionary sign-in page.
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security functional requirement (SFR): A translation of the security objectives for the Target of
Evaluation (TOE) into a standardized language.

security Target (ST): The manifestation or mapping of protection profile (PP) requirements for a specific,
individual electronic product, for example a specific version/SKU of a manufacturer’s insulin pump. An ST
may also cover multiple, similar instances (e.g., a product family with common security requirements).

security target assessment (ASE): Assurance requirements class defined by ISO/IEC 15408 standard—
this class pertains to the security evaluation of security targets (STs).

Target of Evaluation (TOE): A set of software, firmware and/or hardware possibly accompanied by
guidance.

Target of Evaluation (TOE) security functionality: A set consisting of all hardware, software, and

firmwarg
requirem

user: Ar
and pati
caregivel
user is as

Uf LhC TUE lhdl bildﬁ bC lciicd upol fUl LhC COITCCL CIIfUleIllCIlL Uf th beuIily f

ents (SFRs).

authorized operator of the Target of Evaluation (TOE). For a diabetes device, thé primal

bnt is the most obvious example of authorized user; however, authorized family me
s assisting the patient are other possible examples of authorized user in this case. An af
sumed to be able to access any of the device's documented user interfaces:

3.2 Aclonyms and abbreviations

AID

ASE

AVA

BG

BGM

CDD

CGM

PP

SAR

SFP

automated insulin dosing
security target assessment
active vulnerability assessment
blood glucose

blood glucose meter
connected diabetes device
continuous glucose¢ monitor
protection profile

security assurance requirement

security function policy

inctional

'y owner
mbers or
ithorized

SFR

security functional requirement

ST

TOE

TSF

security target
Target of Evaluation

target of security functionality
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4. Conformance

This clause specifies the mandatory and optional capabilities provided by conformant implementations of
this standard.

4.1 Use of ISO/IEC 15408

This standard conforms to the requirements of ISO/IEC 15408, third edition. The requirements compose a
PP that is ISO/IEC 15408-2:2008 extended and ISO/IEC 15408-3:2008 extended. The methodology applied
for the PP evaluation is defined in ISO/IEC 18045.

lished or

STs appltes v
kept confidential, depending on market demands.

This starjdard shall be applied by the scheme, leveraging scheme-accredited test labs to perforn] security
evaluatiqns for products or components of products against an appropriate ST. After,a lab’ deems § product
has passgd its evaluation, the evaluation results shall be submitted to the scheme" for certifiqation. A
certified [product or component implies no further claims beyond this evaluatien(fesult. In partig¢ular, the
accreditation of products by regulatory bodies or any decisions by consumers to use an evaluated groduct is
beyond the scope of this standard.

4.2 Conventions

The follgwing conventions are used for the completion of opetations:

Vtalicized text within square brackets] indicates an operation to be completed by the ST author

= —

Underlined text indicates additional text previded as a refinement.
— [iBold text within square brackets] indicates the completion of an assignment.
—  [|Bold-italicized text within square brackets] indicates the completion of a selection.

—  Strikethroughtext indicates-text removed as a rrefinement.

Per ISO/JEC 15408 conventiens; the protection profile security problem definition can be found fn Annex
A, security objectives in Arinex B, and rationale in Annex C.

4.3 Mandatory security functional requirements (SFRs)

4.3.1 Cnyptographic operation (FCS_COP)

FCS_COPI Cryptographic operation

FCS_COP.1.1 The TOE Security Functionality (TSF) shall perform [assignment: list of cryptographic
operations] in accordance with a specified cryptographic algorithm [assignment: cryptographic algorithm]
and cryptographic key sizes [assignment: cryptographic key sizes] that meet the following: [assignment: [ist
of standards].
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NOTE—Intent is for compliance to widely used algorithm standards, such as NIST FIPS PUB 197 [B4], PKCS #1
[B9], PKCS #3 [B8], NIST FIPS PUB 186-3 [B3], ISO/IECIS 19790 [B1], and NIST FIPS 140-2 [B2].® Beyond
algorithms, an ST should include key management guidance standards, such as NIST SP800-57 [B6] and NIST SP800-
56 [BS5] series, for example so that key strength is appropriate for intended TOE in-field service life. These
requirements should be met where practically feasible, for example for any software cryptographic modules selected by
the developer in implementing the TSF.

FCS_COP_EXT.1.2 (Extended) The TSF shall provide random numbers that meet [assignment: a defined
quality metric].

NOTE—Current widely used algorithm validation schemes may not validate entropy source quality, hence the need for
an extended requirement. At a minimum, random bit generators (RBGs) require seeding with entropy at least equal to
the greatest security strength of the keys and hashes that it will generate.”

4.3.2 Network authorization and authentication (FIA_NET)

FIA_NHT EXT.1 Extended: Network connection authorization

FIA_NHT _EXT.1.1 The TSF shall require explicit user authorization of arjpermanent cqnnection
associatipn with a remote device.

NOTE—This requirement is intended for networks that offer user authorization oty onnection associationg. In such
cases, explicit user interaction with the TOE may be required to permit the creation of the association arjd prevent
software [from programmatically creating an authorized association. Thes ST developer rationalizes how the user
authorizafion (possibly combined with trusted channel authentication jméchanism from FTP_ITC) is of|sufficient
strength fpr the selected networking technology.

4.3.3 Data authentication (FDP_DAU)

FDP_DAU.1 Basic data authentication

FDP_DAU.1.1 The TSF shall provide a capability to generate evidence that can be used to verify the
validity ¢f [assignment: list of objects or infarmation types].

FDP_DAU.1.2 The TSF shall provide\[assignment: list of subjects] with the ability to verify evldence of
the valid|ty of the indicated information.

NOTE—The intent is that digital Signatures or message authentication codes, in combination with immutablq firmware
that validhtes them, are used to.cover the safety critical user data (e.g., BG readings). Signatures should Jeverage a
manufactyrer-trusted hardware-protected root of trust to guard against tampering of the data (e.g., through exploitable
software yulnerabilities):-In' particular, a non-cryptographic mechanism such as a CRC does not meet the intpnt of this
requiremgnt.

4.3.4 Information flow control policy (FDP_IFC)

FDP_IFC.1 Subset information flow control

FDP_IFC.1.1 The TSF shall enforce the [network information flow control security function policy
(SFP)] on [Subjects: TOE network interfaces, Information: User data transiting the TOE,
Operations: Data flow between subjects]

® The numbers in brackets correspond to those of the bibliography in Annex D.
7 Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement
this standard.
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4.3.5 Information flow control functions (FDP_IFF)

FDP_IFF.1 Simple security attributes

FDP_IFF.1.1 The TSF shall enforce the [network information flow control SFP] based on the following
types of subject and information security attributes: [Subjects: TOE network interfaces, Information:
User data transiting the TOE, assignment: security attributes for subjects and information controlled
under the SFP].

FDP_IFF.1.2 The TSF shall permit an information flow between a controlled subject and controlled
information via a controlled operation if the following rules hold: [assignment: for each operation, the
attribute-based relationship that shall hold between subject and information security attributes].

FDP_IFF.1.3 The TSF shall enforce the [no additional rules].

FDP_IFF.1.4 The TSF shall explicitly authorize an information flow based on the following rples: [no
additiongl rules].

FDP_IFF.1.5 The TSF shall explicitly deny an information flow based on|the following rfyiles: [no
additiongl rules].

NOTE—The intent is that the TOE should protect itself against authenticated but malicious peers that mgy use the
establishefd channel to attack the TOE, by forcing unauthorized TSF configuration changes or behavior. Af example
may inclyde: a continuous glucose monitor (CGM) may implement ,an, information policy that permits § one-way
incoming|flow of sensor readings from an implantable sensor and afone-way outgoing flow of BG readings to a
separately paired and connected pump. In this example, the sensor Cennection protocol may not permit outgping data,
and the pump connection protocol may not accept incoming~data. Both connections should prote¢t against
implemenftation flaws, such as buffer overflows, that could be'€xploited by malicious peers to impact the ogeration of
the CGM| The ST defines the specific network information flow control SFP. A properly constrained arjd assured
network ihformation flow SFP may enable the pairing of “TOEs to untrusted, off-the-shelf computing devicgs such as
smartphomes that would be used to monitor and display CDD-transmitted information (but not control th¢ safe and
secure opg¢ration of the TOE).

4.3.6 TSF integrity checking (FPT-TST)

FPT_TST_EXT.1 Extended: TSF integrity checking

FPT_TST_EXT.1.1 The TSFE shall verify its integrity prior to its execution.

NOTE—The intent is that'digital signatures or message authentication codes, in combination with immutablq firmware
that validtes thems-are used to cover the full firmware and software implementation of the TOE. Signatufes should
leverage 3 manufacturer-trusted hardware-protected root of trust to guard against tampering of the TSF (e.g., through
exploitable software vulnerabilities). In particular, a non-cryptographic mechanism such as a CRC does nof meet the
intent of this requirement. This requirement covers TSF updates, as no post-market installed update can rut] if it, too,

does not aaiiafy this 1cqu11c111c11i.

4.3.7 Inter-TSF trusted channel (FTP_ITC)

FTP_ITC.1 Inter-TSF trusted channel

FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT
product that is logically distinct from other communication channels and provides assured identification of
its end points and protection of the channel data from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit [selection: the TSF, another trusted IT product] to initiate

communication via the trusted channel.
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FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for [assignment: list of
functions for which a trusted channel is required].

NOTE—For example, for IEEE 802.15.4™, the combination of security mode 1 and security level 3 may be used to
meet these requirements, based on IEEE 802.15.4™’s glucose profile as well as guidance from NIST SP800-121 [B7].
The ST developer specifies the TOE communications mechanism and argues why the authentication and encryption
mechanism is of sufficient strength to protect the communication channel against unauthorized access.

4.4 Optional security functional requirements (SFRs)

4.4.1 Authentication failures (FIA_AFL)

FIA_AHL.1 OPTIONAL: Authentication failure handling

FIA AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer, numper], an
administyator configurable positive integer within [assignment: range of acceptable valyes]] unspccessful
authentidation attempts occur related to [assignment: list of authentication events].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts-has been [selecfion: met,
surpassefl], the TSF shall [assignment: /ist of actions].

NOTE—The corrective action should carefully weigh the desire to protect\against unauthorized accesy with the

requiremgnt to provide safety-critical function to the user. The ST developer, specifies and rationalizes the cljoice. The
counter of unsuccessful attempts cannot be reset when the device is powered off.

4.4.2 User authentication (FIA_UAU)

FIA_UAU.1 OPTIONAL: Timing of authentication

FIA_UAU.1.1 The TSF shall allow [assignment: Zist of TSF mediated actions] on behalf of the yser to be
performdd before the user is authenticated.

NOTE—TUser authentication should not get{in'the way of life-critical operation. The ST specifies which opefations are
explicitly fallowed without user authentication.

FIA_UAU.6 OPTIONAL: Re-authenticating

FIA_UAJU.6.1 The TSF 'shall re-authenticate the user under the conditions [assignment: /ist of cpnditions
under which re-authentication is required].

NOTE—TUser authentication should not get in the way of life-critical operation. However, if the optional objectives of
protecting against unauthorized physical access are included in the ST, then the TOE implements some npethod for
ensuring that\a“device no longer in the possession of an authorized user cannot be accessed through its normal
interfaces

4.4.3 TSF Physical protection (FPT_PHP)

FPT_PHP.3 OPTIONAL: Resistance to physical attack

FPT_PHP.3.1 [Refinement] The TSF shall resist [unauthorized physical access to the TOE through

[assignment: list of hardware interfaces).-to-the-fassisnment:1tist-of TSFE-devices/elements}-byresponding
stomatiesthsuehthatthe SERswrenhvaysenforeed. |
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NOTE—While physical security is an objective of the environment rather than the TOE in this PP, it is highly desirable
that TOE developers prevent unauthorized use of external ports: open hardware interfaces can lower the cost of exploit,
including non-physical exploitation of the TOE. For example, an attacker in possession of a TOE sample could use an
active JTAG port to reconnoiter or download and test malicious software, or an attacker could test malicious code
modifications by reprogramming internal TOE flash memory over a USB serial interface. By raising the cost of an
attack, this requirement may improve a TOE’s chances of passing an evaluation since AVA VAN-related testing
should reflect the increased required attack potential due to a lack of easily accessible physical access ports.

This requirement does not necessarily imply the need for any TOE automated response; if external ports are
permanently disabled during the manufacturing process, then the TOE’s resistance is implicit and
automatic.

4.5 Security assurance requirements (SARs)

This staldard defines three custom assurance packages (basic, enhanced-basic, and modérat€), one of
which shall be selected by the ST author in combination with the SFRs described in this standqrd. Each
package |composes security assurance requirements (SARs) to frame the extent to which the gvaluator
assesses fhe documentation applicable for the evaluation and performs independent testing.

The basi¢ package is intended only as a developer (rather than lab) affirmation 'of conformance to fhe SFRs
specified in the ST.

The gengral model for evaluation of TOEs against STs written to conform to either the enhanced-basic or
moderatg packages is as follows:

After the ST has been approved for evaluation, the evaluator shall obtain the ST, TOE, sypporting
gnvironmental IT, the administrative/user guides for'the TOE, and any other artifacts that Will assist
the evaluator in determining conformance to thisistandard. These artifacts may include ardhitecture
description, specification, design, testing, configuration management, and user documentation.

—  The evaluator shall perform actions mandated by the Common Evaluation Methodology (ISO/IEC
18045) for applicable SARs.

—  The evaluator shall perform:dny other additional assurance activities that the evaluat¢r deems
rjecessary in order to achieve sufficient confidence in product conformance to this standarfl and the
groduct's ST.

4.5.1 Bg3sic package SARs
4.5.1.1 Pecurity target (ST)

The ST should:beevaluated as per security target assessment (ASE) activities defined in ISO/IEC [8045.

An evaldator should perform a minimal audit with the developer to establish the product’s capabllities are
compatible with the ST. An evaluator may perform testing to establish product compliance to the ST, but
selection of this package is not intended to require that the developer incur lab costs. The scheme may
perform minimal auditing of the ST and developer prior to including the product in its basic package
products listing.

4.5.2 Enhanced-basic package SARs
4.5.2.1 Security target assessment (ASE)

The ST should be evaluated as per ASE activities defined in ISO/IEC 18045
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4.5.2.2 Vulnerability Survey (AVA_VAN)

Developer action elements:

AVA_VAN.3.1D The developer shall provide the TOE for testing.

Content

and presentation elements:

AVA_VAN.3.1C The TOE shall be suitable for testing.

The TOE shall be evaluated as per AVA_VAN.3 activities defined in ISO/IEC 18045 and ISO/IEC 15408-

3:2008.

4.5.3 M¢
4.5.3.1 ¢
The ST s
4.5.3.2)
Develop
AVA_V,
Content
AVA_V

The TOH
3:2008.

pbderate package SARs

Becurity target assessment (ASE)

hould be evaluated as per ASE activities defined in ISO/IEC 18045
Vulnerability Survey (AVA_VAN)

br action elements:

AN.4.1D The developer shall provide the TOE for testing:

and presentation elements:

AN.4.1C The TOE shall be suitable for testing:

shall be evaluated as per AVA VAN 44activities defined in ISO/IEC 18045 and ISO/IE

C 15408-
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Annex A

(informative)

Securi

ty problem definition

A.1 Threats

CDDs are subject to the threats of traditional computer systems along with those entailed by their mobile
nature. The threats considered in this standard are those of network eavesdropping, network attacks,

physical
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access, and malicious or flawed software, as detailed in the following sections. Of 1
primarily considers threats that could impact clinical function and does Mot
Hiality of locally stored user data (e.g., BG readings). Therefore, the firmware and-executi
n asset to be protected against the defined threats. In addition, while locally stored user d
ngs) are an asset to protect, the goal is to protect the integrity of this usemdata. Anothg
iis standard’s scope is that every threat and countermeasure is considered from the persp
herefore, any data or operation that is safety-critical is also considéred’ security-critic
jould not add undue risk to safety.

NETWORK (Network attack)

ker (not an authenticated network peer) is positioned,on.a network communications cl
e on the network infrastructure. Attackers may initiaté communications with the CDI
cations between the CDD and other endpoints in ordet to compromise the CDD.

PHYSICAL (Physical access)

or theft of the CDD may give rise to unauthorized modification of critical data and TOE
ware. These physical access threats.may involve attacks that attempt to access the devicq
1 user interfaces (especially if the device lacks user authentication to prevent unauthorizeq

airing the TOE to remote~devices, unauthorized physical access to printed or displaye
mbers could be used to establish malicious (yet device-authenticated) remote connections.

BAD_SOFTWARE)(Malicious firmware or application)

loaded onterthe CDD may include malicious or exploitable code or configuration d
es). This-Cede could be included intentionally by its developer or unknowingly by the d
s part of-a’software library, or via an over-the-air software update mechanism. Malicious

may atte

data configurations may also enable attacks against the platform’s system software in order tq

Impt.torexfiltrate data or corrupt the device’s proper functioning. Malicious or faulty so
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hardware ports, and also through-direct and possibly destructive access to its storage medja. In the
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provide

attackers with additional privileges and the ability to conduct further malicious activities. Flawed software
or configurations may give an attacker access to perform network-based or physical attacks that otherwise
could have been prevented.

A14T.

BAD_PEER (Malicious peer device)

A properly authenticated network peer may act maliciously and attempt to compromise the TOE using its

network

connection to the TOE.
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