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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that

are members of ISO or IEC participate in the development of International Standards th

rough

technical committees established by the respective organization to deal with particular fields of

technical activity. ISO and IEC technical committees collaborate in fields of mutual interest.

Other

international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take part in the work.

The procedures used to develop this document and those intended for its further maintenanfe are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for

the different types of document should be noted. This document was drafted in accordance w
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the s
of patent rights. ISO and IEC shall not be held responsible for identifying’any or all such
rights. Details of any patent rights identified during the development of the document will be
Introduction and/or on the ISO list of patent declarations received (seedwww.iso.org/patents) or
list of patent declarations received (see patents.iec.ch).

Any trade name used in this document is information given for thé convenience of users and do
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific tern
expressions related to conformity assessment, as wellras information about ISO's adherence
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.is|
iso/foreword.html.

This document was prepared by Joint Techinical Committee ISO/IEC JTC1, Information techi
Subcommittee SC 34, Document descriptiontand processing languages.

Any feedback or questions on this dociiment should be directed to the user’s national standards b
complete listing of these bodies capbe found at www.iso.org/members.html.
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Introduction

Ever since ebooks have grown in popularity, copyright protection has been an important issue for
authors and publishers.

While the distribution of ebooks around the world is mostly based on the open EPUB standard, most
ebook retailers are using proprietary technologies to enforce usage constraints on digital publications in
order to impede oversharing of copyrighted content. The high level of interoperability and accessibility

gained by the use of a standard publishing format 1s therefore cancelled by the use of proprietary and
closed technologies: ebooks are only readable on specific devices or software applications (a retailer
"lock-In" syndrome); ebooks cannot be accessed anymore if the ebook distributor which protected.the
publication goes out of business or if the DRM technology evolves drastically. As a result, usérs are
deprivyed of any control over their ebooks.

Requirements related to security levels differ depending on which part of the digital publishing market
is addressed. In many situations, publishers require a solution which technically enforces the digital
rights|they provide to their users; most publishers are happy to adopt a DRM solution-which guarantees
an eagy transfer of publications between devices, a certain level of fair-use and provides permanent
accesq to the publications they have acquired. However, in certain use cases, publishers require a
stronger protection measure, which limits the capability for users to transfer publications from one
devicq to another.

This document, as a variation of the ISO/IEC TS 23078-2, is a protectioiytechnology for EPUB publication
with which transferring of the publication to multiple devicesi¢an be limited in accordance with
providers’ policies.

vi © ISO/IEC 2021 - All rights reserved
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Information technology — Specification of DRM technol
for digital publications —

Part 3:

ogy

Device key-based protection

1 Scope

This document defines a technical solution for encrypting resources of EPUB publications, effe
registering a device certificate to providers and securely delivering decryption Keys to reading sy
included in licenses tailored to specific devices. This technical solution uses the passphrase
authentication method defined in ISO/IEC TS 23078-2 for reading systems‘to receive the licen
access the encrypted resources of such digital publications.

2 Normative references

The following documents are referred to in the text in such-a way that some or all of their ¢
constitutes requirements of this document. For dated references, only the edition cited applig

‘tively
stems
based
be and

bntent
s. For

undated references, the latest edition of the referenced'document (including any amendments) applies.

ISO/IEC TS 23078-2:2020, Information Technology”— Specification of DRM technology for
publications—PartZ2: User key-based protection

RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
Profile, Network Working Group, available‘at https://tools.ietf.org/html/rfc5280

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
[SO and IEC maintain tefminological databases for use in standardization at the following addre{

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electrdpedia: available at http://www.electropedia.org/

31
content’key
symmetiic key used to encrypt and decrypt publication resources (3.16)

[SOURCE: ISO/IEC TS 23078-2:2020, 3.2]

digital

(CRL)

SES:

3.2

container

EPUB container

zip-based packaging and distribution format for EPUB publications (3.12)

[SOURCE: ISO/IEC TS 23078-2:2020, 3.4]

3.3
device key
public key in a device certificate (3.4) that is used to encrypt the content key (3.1)

© ISO/IEC 2021 - All rights reserved
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3.4

device certificate
certificate which is issued for a given reading system (3.13) and is signed by the reading system

develo

3.5

per (3.14)

device private key

privat
decry

e key embedded securely in a reading system (3.13), paired with a device key (3.3) and used to
pt the content key (3.1)

3.6

encry
set off
docum

[SOUR
3.7

ption profile
encryption algorithms used in a specific protected publication (3.9) and associated)license
ent (3.8)

CE: ISO/IEC TS 23078-2:2020, 3.3]

license authority

entity
certifi

Note 1
certifi

which delivers provider certificates (3.11) to content providers (3.10) and’reading system developer
Cates (3.15) to reading system (3.13)

to entry: License authority in this document has an additional role to\deliver reading system developer
ates.

[SOURCE: ISO/IEC TS 23078-2:2020, 3.5, modified — Additional releé)and Note 1 to entry have been added.]

3.8

licen
docu
restri

[SOUR

39
prote
public

[SOUR
has bd

3.10

provi
conte
entity|

[SOUR
3.11

e document
ent which contains references to the various keys,dinks to related external resources, rights and
‘tions that are applied to protected publication (39), and user (3.19) information

CE: ISO/IEC TS 23078-2:2020, 3.6]

cted publication
ption (3.12) in which resources (8.16) have been encrypted according to this document

CE: ISO/IEC TS 23078-2:2020,-3.10, modified — The preferred term "LCP-protected publication”
en removed.]

Her
ht provider
that deliverslicénses for protected publications (3.9) to users (3.19)

CE: ISO/IEC TS 23078-2:2020, 3.11, modified — "LCP" before "licenses" has been removed.]

provi

Hercertificate

certifi

cate that is included in the license document (5.8) to identify the content provider (3.10) and

validate the signature of the license document

[SOURCE: ISO/IEC TS 23078-2:2020, 3.12]

3.12

publication

EPUB

publication

logical document entity consisting of a set of interrelated resources (3.16) and packaged in an EPUB
container (3.2)

[SOURCE: ISO/IEC TS 23078-2:2020, 3.13]

2
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3.13
reading system
system which processes EPUB publications (3.12) and presents them to users (3.19)

[SOURCE: ISO/IEC TS 23078-2:2020, 3.14]

3.14
reading system developer
developer

EPULB reading system developer
entity which signs the device certificate (3.4) associated with a reading system (3.13)

3.15

reading system developer certificate

developer certificate

EPUB reading system developer certificate

certificate which is embedded in the reading system (3.13) in order to confirm.that the device cert
(3.4) is valid

3.16

resource

publication resource

content or instructions that contribute to the logic and rendering-of an EPUB publication (3.12)

[SOURCE: ISO/IEC TS 23078-2:2020, 3.15]

3.17

root certificate

certificate possessed by the license authority (3.7).and embedded in each EPUB reading system (3|
order to confirm that the provider certificate (3:11]) or reading system developer (3.14) is valid

[SOURCE: ISO/IEC TS 23078-2:2020, 3.16,.nmodified — "or reading system developer" has been ad

3.18

status document

license status document

document that contains the current status and possible interactions with a license document (3.8)
with historical information

[SOURCE: ISO/IEC TS 23078-2:2020, 3.17]

3.19
user
individual who)consumes an EPUB publication (3.12) using an EPUB reading system (3.13)

[SOURCE: YSO/IEC TS 23078-2:2020, 3.18]

3.20
user'key

ificate

13) in

Hed ]

along

hash value of the user passphrase (3.21), used to authenticate a reading system (3.13) to be able to

ccess

a protected publication (3.9)

Note 1 to entry: User key in this document is only used for authentication purpose to access a protection

publication.

[SOURCE: ISO/IEC TS 23078-2:2020, 3.19, modified — The decryption role has been removed; the

authentication role and Note 1 to entry have been added.]

© ISO/IEC 2021 - All rights reserved
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3.21
user passphrase
string of text entered by the user (3.19) for obtaining access to the protected publication (3.9)

[SOURCE: ISO/IEC TS 23078-2:2020, 3.20]

4 Abbreviated terms

DRM | digital rights management

LCP | licensed content protection

5 Oyerview

In ordpr to deliver a publication to users without risk of indiscriminate redistrjfution, most publication
resoufces are encrypted; and a license document is generated.

The ligense document can be transmitted outside an EPUB container or h€embedded inside it. Following
the EPUB OCF 3.2 specification, META-INF/encryption.xml identifies all encrypted publication
resources and points to the content key needed to decrypt them. This’content key is located inside the
licens¢ document and is itself encrypted using the device key./The device key is a public key whose
paired device private key is present in the device. It is used todecrypt the content key, which in turn is
used to decrypt the publication resources.

The lifense document may also contain links to external resources, information identifying the user,
and information about what rights are conveyed to the.user and which are not. Rights information may
things like the time during which the licenseis valid, or whether the publication may be printed
ied, etc. Finally, the license document always’includes a digital signature to prevent modification
of any|of its components.

NOTE This subclause has been modified(from ISO/IEC TS 23078-2:2020, 5.1. The role of user key has been
removgd and device key has been added.

Figurg 1 shows the relationships among the various components of device key-based protection.

4 © ISO/IEC 2021 - All rights reserved
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OCF (.epub)
encryption.xml Device-dependent
Unprotected Info
Resources 'EncryptedData/CipherReference &

[ | —H / KeylInfo/RetrievalMethod H
I'4 License.lcpl u

v

Protected Resources ) <::| @= Content Key < | |®4 Delice Private Key

Device Key

[ —_— User ; ;
l info Rights || Links

Signature

Key

encrypted data
{1 @ decrypts
— refers to

NOTE1 This figure has been modified from ISO/TEC TS 23078-2:2020, Figure 1. The user key hap been
removed, and device key has been added.

NOTE 2  The content key is encrypted using the device key and decrypted using the device private key; the

mechanism is different in ISO/IEC TS 23078-2, where the content key is encrypted and decrypted using the
user key.

Figure 1. —~Protected publication with a license document

5.2 Protecting the'publication
ISO/IEC TS 23078212020, 5.2 shall apply.

5.3 Licensing the publication

After_awser has requested a protected publication, the following steps are followed by the cpntent
provider to license the protected publication:

a)’ Generate the user key by hashing the user passphrase (as described in 6.4.2). It is assumed that the

user and associated user passphrase are already known to the provider.
b) Store this user key for future use.

c) Encryptthe content key associated with the protected publication using the device key found in the
device certificate. The device certificate has been registered by the reading system in advance (as
described in 7.4.4).

d) Create a device key-based license document (META-INF/license.lcpl) with the following contents:

1) aunique ID for this license;

© ISO/IEC 2021 - All rights reserved 5
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2) the date the license was issued;

3) the URI that identifies the content provider;

4) the encrypted content key;

5) information relative to the user passphrase and user key;

6) information relative to the device key;

e) G
There

7] links to additional information stored outside of the protected publication and license

document (optional);

8) information on specific rights being granted to the user (optional);

9) information identifying the user (optional). Some of the fields in this section maybe encrypted

using the device key.
bnerate a digital signature for the license document data and add it to the license document.

are then two different methods to deliver the license document and protected publication to

the user:

cense document included inside the protected publication: The provider adds the license

decument to the protected publication’s container and delivers this.to the user.

— License document delivered separately: The provider incltides a link to the protected publication
in| the license document, and then delivers just the license document to the user. The reading
system processing the license document downloads the.protected publication and adds the license

d

pcument to the container of the protected publication:

WhicHever method is used, the reading system is presented with an EPUB container that includes the
protedted publication and the license document.

NOTE
added,

5.4

5.4.1

This subclause has been modified fromdSO/IEC TS 23078-2:2020, 5.3. Step b) and step d) 6) have been
and user key has been changed with device’key in step d) 9).

Reading the publication

General

In order to decrypt and refider a protected publication, the reading system follows the steps specified

in 5.4,

NOTE

5.4.2

A dev
obtair

P,5.4.3 and 5.4.4,

This subclause has been extended from ISO/IEC TS 23078-2:2020, 5.4 into 5.4.1, 5.4.2,5.4.3 and 5.4.4.

Registering a device

ce‘registration is mandatory before a device key-base license is obtained. The register link is
edfrom a license status document; and this link is specific to the license to be acquired.

Any user who knows the passphrase of a publication can register the device with the provider, get the

associ

ated device-based license document and open the publication, as long as the accumulated number

of registrations does not exceed the limit defined by the provider.

5.4.3

Acquiring a device key-based license document

After having successfully registered the device, a reading system is able to acquire a device key-based
license document.

© ISO/IEC 2021 - All rights reserved
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5.4.4 Decrypting a resource

After having successfully acquired the device key-based license document, the reading system follows

these steps, in a highly secured manner:
a) Verify the signature for the license document.

b) Getthe device private key associated with the reading system.

) Dacryu
ecT

~J

d) Decryptthe protected resources using the content key.

NOTE The acquiring process of the user key in the step b) in the ISO/IEC TS 23078-2:2020 las been cmanged

to a process for getting the device private key; and the process using the user key in the step,€)-hias been c
to one using the device private key.

5.5 Licensing workflows

5.5.1 General

Device registration is required by this document before a protected publication can be proces
a reading system, which is a difference compared to ISO/IEC TS/23078-2:2020. Such registra
necessary when a reading system gets a protected publicatiomas well as when a protected publi
is transferred from a reading system to another one.

5.5.2 Getting a protected publication

The first time a license document is issued to a user, the provider cannot generate a user-specific
key-based license document because the deviceris not yet registered for this license and therefd
provider server doesn’t know the device key-yet.

The provider therefore issues a license document whose content key is encrypted using a devi

anged

sed by
[ion is
cation

Hevice
re the

ce key

defined by the provider itself. The reading system does not possess the matching device privalte key

and therefore cannot process this version of the license document. It can still retrieve the license
document, register the device,(retrieve an updated license status document and then fetch the
key-based license document tied to the reading system.

The corresponding workflow is illustrated in Figure 2:

Status
Hevice

© ISO/IEC 2021 - All rights reserved
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User Reading system A Provider

1. Request licensing publication

\4

2. License document with provider’s device key

<

3. Register device certificate and update license dgcument

v

<& » @
< > <

4. Request protected publication

\4

5. Protected publication

<&
<

@ 6. Get device private key-and/derive content key

@ 7. Render protected publication

8. Show publication

Figure 2 — Workflow of licensing for getting a protected publication

5.5.3 | Transferring a protected publication

After [successfully opening a protected publication on a device, a user may export this protected
publication and try to open it on another device. In such a case the second reading system, even if
compliant with this document, is not.able to decrypt the content key because its device private key does
not match the device key of the firstdevice.

Such 1eading system thereforfe has to register the new device in order to get a new license document
generqted with the proper@device key information.

The carresponding workflow is illustrated in Figure 3:

8 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=cd15a81161f5af6660ace717156b99aa

ISO/IEC TS 23078-3:2021(E)

User Reading system B Provider

1. Transfer publication tied to reading system A

»
»

2. Register device certificate and update license ddcument

» @
» <4

v

@ 3. Get device private key and derive,content key
@ 4. Render protected publicdtion

5. Show publication

Figure 3 — Workflow of licensing for transferring a protected publication

5.5.4 Register device certificate and updatelicense document

The two previous processes share the same registration and license acquisition process betwepn the
reading system and the provider:

a) The reading system gets a license status document.

b) The reading system gets thejuser key (if it has previously stored it) or generates it by hashipng the
user passphrase.

c) Thereading system'gets the developer certificate and device certificate (assuming that thesg have
already been generated and installed during the installation of the reading system).

d) Thereadingsystem registers the device using the register link found in the license status docyment,
with the user key, developer certificate and device certificate as parameters (see 7.4.4).

e) The previder server verifies that the user key matches the value associated with the owner|of the
licénge. An error is returned if it is not the case.

f)A_The provider validates the device registration, as long as the user key is correct and the limitjon the
number of allowed registrations has not been reached for the current license. An error is reurned

if it is not the case.
g) The provider returns an updated license status document.

h) The reading system requests an updated license document (see 7.3.4.3 and 7.4.3).

i) The provider server issues a device key-based license document.

The corresponding workflow is illustrated in Figure 4:

© ISO/IEC 2021 - All rights reserved 9
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User Reading system Provider

1. Get license status document

2.Get user key @
2. Input passphrase (optional) -

@ 3. Get device certificate

4. Request registering device certificate

@ 5. Check user key

@ 6. Validate device registration

7. Updated license status document

8. Request updated license document

@ 9. Issue device-based license document

10. Device-based license document

Figure 4 — Workflow of registering device certificate and updating license document

6 License document

6.1 [General

ISO/IBC TS 23078-2:2020, 6.1 shall apply.

6.2 [Content conformance

ISO/IBC TS 23078-2:2020, 6.2 shall apply.
6.3 License information

6.3.1 | General
ISO/IRC TS 23078-2:2020, 6.3.1 shall apply.

6.3.2 | Encryption (transmitting keys)

6.3.2.1 “General

To transmit keys, the encryption object shall contain the profile, content_key, user_key objects and
device_key objects in accordance with 6.3.2.5.

NOTE This subclause has been modified from ISO/IEC TS 23078-2:2020, 6.3.2.1. The device key has been
added.

6.3.2.2 Profile

The encryption/profile object shall contain the value defined in Table 1.

10 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=cd15a81161f5af6660ace717156b99aa

ISO/IEC TS 23078-3:2021(E)

Table 1 — Profile information in encryption

Name Value Format/data type

Identifier for the encryption profile used by this ISO/

[EC TS 23078-3 compliant publication. URI

profile

NOTE Table 1 has been modified from ISO/IEC TS 23078-2:2020, Table 2. The value of profile has been

changed.

6.3.2.3 Content key

The encryption/content_key object contains the content key (encrypted using the devicekey) u
encrypt the publication resources. It shall contain the name/value pairs described in Table 2.

Table 2 — Content key information in encryption

sed to

Name Value Format/data type
encrypted_value |Encrypted content key. Base 64 encodedoctet
sequence

Algorithm used to encrypt the content key, identified using the URIs

aleorithm defined in W3C XML Encryption. This shall match the-content key URI

J encryption algorithm named in the encryption, Proefile identified

in encryption/profile.

NOTE This subclause has been modified from ISO/IEC JTS 23078-2:2020, 6.3.2.3. The content|key is

encrypted using the device key.

6.3.2.4 User key

The encryption/user_key object contains information regarding the user key used to authenticg
user. It shall contain the name/value pairs.defined in Table 3.

Table 3.— User key information in encryption

te the

Name Value Format/data ty

pe

Hint to be displayed to the user in order to help him remember the user

text_hint
passphrase.

String

Algorithim used to generate the user key from the user passphrase. This
algorithm URI shall.match the user passphrase hash algorithm specified in the|URI
encryption profile identified in encryption/profile.

NOTE Tahkle\3’has been modified from ISO/IEC TS 23078-2:2020, Table 4. The key_check property h4
removed.

6.3.2:5~" Device key

The encryption/device_key object contains information associated with the device key that is u

s been

sed to

il 4 41 T ol 11 ey 41 L 1 s o - Toll 4
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Table 4 — Device key information in encryption

Name Value Format/data type
DN (Distinguished Name in X.509 as defined in RFC 5280) described in
key_name the device certificate, which is used for identifying the paired device|String
private key.

© ISO/IEC 2021 - All rights reserved
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Table 4 (continued)

Name Value Format/data type

Value of the license document’s id field, encrypted using the device key
and the same algorithm identified for content key encryption in en-|Base 64 encoded octet

key_check cryption/content_key/algorithm. This is used to verify that the reading|sequence
system has the correct device private key.
EXAMPLE Encryption information for a license document with content key, user key and device key for this
documpert:
{
"idl': "efl5e740-697£f-11e3-949a-0800200c9%a66",
"ispued": "2013-11-04T01:08:15+01:00",
"upflated": "2014-02-21T09:44:17+01:00",
"provider": "https://www.imaginaryebookretailer.com",
"en¢ryption": {
"profile": "http://iso.org/ISO-TS-23078-3/basic-profile",
"content key": {
"encrypted value": "/k8RpXgf4E2WEunCp76E8PJhS051NXwAXeTDlioaz¥®CRGVHLAck/KQ3cChS

JxDmC

6.3.3

6.3.3.

1SO/IH

6.3.3.

ISO/IH

KOnRLyAxs1X0aA3z55boQ==",
"algorithm": "http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-mgfip”
by
"user key": {
"text hint": "Enter your email address",
"algorithm": "http://www.w3.0rg/2001/04/xmlenc#shal56™
by

"device key": {
"key name": "CN=SDEVICE ID, O=EDRLab",
"key check": "1jJEjUDipHK30jGt6kFg7dcOLZuicQFEYwQ+TYKATWKM6Xv6kpHFhFTLOKUK/Owww"
}
hks": "...",
hts": "...",
nature": "..."
Links (pointing to external resources)
I General
C TS 23078-2:2020, 6.3.3.1 shall apply.

P Link object

C TS 23078-2:2020;6.3.3.2 shall apply.

6.3.3.3 Link relationships

Link relationships defined in ISO/IEC TS 23078-2:2020, 6.3.3.3 are valid in this document. The
speciffcity ofthis document is that a license document shall have a status link. Table 5 introduces link
relatignships for each link object which is used for value of rel.
Table 5 — Link relationships of link
Relation Semantics Required?
. Location where areading system can redirect a user looking for additional infor-
hint . Yes
mation about the User Passphrase
N Location where the publication associated with the license document can be
publication downloaded Yes
As defined in the IANA registry of link relations: "Conveys an identifier for the
self S " No
link's context
support Supportresources for the user (either a website, an email or a telephone number) [No
12 © ISO/IEC 2021 - All rights reserved
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Table 5 (continued)
Relation Semantics Required?
status Location of the license status document associated with the license document |Yes

NOTE Table 5 has been modified from ISO/IEC TS 23078-2:2020, Table 6. The ‘Required?’ field has been
changed.

EXAMPLE A license document points to a publication, contains the location of the status document and the

1 e £ loiaadal Fan ) 1
IULAdtivII Ul a It auutl LT Ustl Ppdoosplil dot.

{
"id": "efl5e740-697f-11e3-949a-0800200c9%a66",
"issued": "2013-11-04T01:08:15+01:00",
"updated": "2014-02-21T09:44:17+01:00",

"provider": "https://www.imaginaryebookretailer.com",
"encryption": "...",
"links": [
{ "rel": "publication",
"href": "https://www.example.com/file.epub",
"type": "application/epub+zip",

"length": "264929",
"hash": "8b752f93e5e73a3effflc706clc2e267dffcbec01lc382&be2abca9bd57cc8378"

{ "rel": "hint",
"href": "https://www.example.com/passphraseHint?user id=1234",
"type": "text/html"
by
{ "rel": "status",
"href": "https://www.example.com/1lsd/4d8£5e99-7f18-7ab8/status",
"type":"application/vnd.readium.license.status.v1l.0+json"
}
1,
"rights": "...",
"signature": "..."

}
6.3.4 Rights (identifying rights andrestrictions)

ISO/IEC TS 23078-2:2020, 6.3.4 shall apply.

6.3.5 User (identifying the user)
ISO/IEC TS 23078-2:2020,6.3.5 shall apply.

6.3.6 Signaturé-(signing the license)

ISO/IEC TS 23078-2:2020, 6.3.6 shall apply.
6.4 User key

6.411 General

This document uses a passphrase model for authenticating a user. The user passphrase can be anything
at all: a user-defined password, a content provider-defined password, an e-mail address, a library card
number, etc. The user key is defined as a hash of the user passphrase. A user key is sent to the provider
server at the time of registration of a device. The content provider verifies the user key using its own
copy of the user passphrase information, stored in the provider server.

When the reading system opens a protected publication for the first time, it prompts the user for a
passphrase, generates the corresponding user key and stores this information securely for future use.

© ISO/IEC 2021 - All rights reserved 13


https://standardsiso.com/api/?name=cd15a81161f5af6660ace717156b99aa

ISO/IEC TS 23078-3:2021(E)

6.4.2 Calculating the user key
ISO/IEC TS 23078-2:2020, 6.4.2 shall apply.

6.4.3 Hints
ISO/IEC TS 23078-2:2020, 6.4.3 shall apply.

6.4.4 —Requirementsfortheuserkeyanduserpassphrase——
ISO/IHC TS 23078-2:2020, 6.4.4 shall apply.

6.5 Pignature and public key infrastructure
6.5.1 | General

6.5.1.1 Validity of license document

ISO/IRC TS 23078-2:2020, 6.5.1 shall apply.

6.5.1.2 Validity of a device certificate

Since this document allows any reading system with a valid deviceleertificate to register the device and
get a device key-based license document as long as the user knows the passphrase associated with the
licens¢ document, it is critical that the provider can verify that the device certificate is authentic and
has ndt been altered.

When|requested to register a device, the content provider first validates the developer certificate
as well as the device certificate which are sent from the reading system. The validation process is
also ekecuted for checking the validity of the certificate chain among the root certificate, developer
certificate and device certificate.

To mgke sure that the developer certificdte and the device certificate have not been revoked, the
provider also checks a certificate revogcation list maintained by the license authority.

NOTE This subclause has been extended from ISO/IEC TS 23078-2:2020, 6.5.1 into 6.5.1.1 and 6.5.1.2. The
generdl explanation on the validatienprocess of device certificate has been added.

6.5.2 | Certificates

6.5.2.1 Provider certificates

ISO/IRC TS 2307872:2020, 6.5.2.1 shall apply.

6.5.2.2 Root certificate

1SO/IHCPS 23078-2:2020_ 652 2 shall apply

6.5.2.3 Developer certificates

The developer of a reading system shall have a certificate in the [X.509] v3 format, issued and signed
by the license authority using the private key paired with the root certificate: this is referred to here as
the developer certificate. The subject of the developer certificate should represent the reading system
developer.

Reading system developers shall distribute their developer certificates when the reading system is
installed.
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6.5.2.4 Device certificates

A reading system shall have a certificate in the [X.509] v3 format, issued and signed by the developer of
the reading system using the private key paired with its developer certificate: this is referred to here as
the device certificate. The subject of the device certificate should represent a reading system,; it should
not include any user’s personal information.

The reading system should obtain a signed device certificate from the reading system developer via a
proprietary and secure channel at the time the reading system is installed.

For a device certificate to be considered valid, the developer certificate shall have been valid at thle time
the device certificate was signed (as indicated by the issued field); and the developer certificatg shall
not have been revoked.

6.5.3 Canonical form of the license document

ISO/IEC TS 23078-2:2020, 6.5.3 shall apply.

6.5.4 Generating the signature

ISO/IEC TS 23078-2:2020, 6.5.4 shall apply.
6.5.5 Validating the certificate and signature

6.5.5.1 Validating the certificate

a) The reading system shall check the signature of the provider certificate and developer certjficate
using the root certificate it embeds.

b) The reading system shall check the signature of the device certificate using the devgloper
certificate.

c) If a network connection is available, the reading system shall periodically update its certjificate
revocation list, as defined in RFG-5280.

d) The reading system shall‘check that the device certificate, provider certificate, and devgloper
certificate are not revoked, as defined in RFC 5280.

e) The reading system-shall check that the provider certificate has not expired when the license
document was lastupdated.

f) The reading system shall check that the developer certificate has not expired when the r¢ading
system gétsthe device certificate.

6.5.5.2{"\Validating the signature
ISQ/TEC TS 23078-2:2020, 6.5.5.2 shall apply.

6.6 Device key

6.6.1 General

To transfer a content key securely from the provider to a reading system using an asymmetric
cryptographic key, the provider uses the reading system'’s public key called the device key, while the
reading system uses for decryption the associated private key called as device private key. The key pair
is stored in the reading system; and the device certificate, which includes the device key, is sent to the
provider before a device key-based license document is acquired.
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6.6.2 Generating the device key

A key pair (private and public keys defined in RFC 5280) for a reading system should be generated
when the reading system is installed, where the public key is used as device key and the private key
is used as device private key. Then the reading system developer shall sign the device key to make a
device certificate. No human intervention for authentication between the reading system and reading
system developer should be involved for key pair generation and signing.

Here is a possible scenario for key pair generation:

a) Thereading system generates a X.509 key pair during installation.
b) Thereading system sends the public key to the developer and requests signing via a secure channel.
c) The developer signs the public key with the developer private key.

d) The developer returns the signed device certificate to the reading system.

6.6.3 | Recommendations for the device private key protection

Althoygh it is not an interoperability issue, protection measures applicablé.to the handling of the
devicqg private key and the signing process of the device key are very important in this document. It is
recomimended to follow the security guidelines outlined below:

— The device private key should be stored in an encrypted form in the reading system.

— The cryptographic algorithm used to protect the device ptivate key should be at least as secure as
AES-256, defined in FIPS 197.

— The key used for the encryption of the device private®ey should be unique for every reading system.

— The key used for the encryption of the deviceyprivate key should be related to the device H/W
infformation of the reading system, so that a:€epy of the encrypted device private key cannot work
o1 another device.

— Ajcommunication protocol used between the reading system and the reading system developer for
cqrtificate signing should be at least:as secure as SSL, defined in RFC 6101.

— The encryption algorithm used\to protect the device private key and the communication protocol
uged to retrieve the device Certificate should not be open to the public.

7 License status décument

7.1 [General

This clause defines the status of a DRM license along with the interactions that can affect its status. It
also c¢ntains:a history of the events associated with the license.

The ifteractions defined in this document aim at supporting lending in public libraries, where a user

may have the ability to renew a time-limited loan or return one before it expires. And the register
interaction is necessarily used for registering the device certificate of the reading system.

A.2 shows an example of a license status document.

7.2 Content conformance

ISO/IEC TS 23078-2:2020, 7.2 shall apply.
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7.3 License status information

7.3.1 General
ISO/IEC TS 23078-2:2020, 7.3.1 shall apply.

Laoll

N

2.7
WO

I1dall ayp}_y.

7.3.3 Updated
ISO/IEC TS 23078-2:2020, 7.3.3 shall apply.

7.3.4 Links

7.3.4.1 General
ISO/IEC TS 23078-2:2020, 7.3.4.1 shall apply.

7.3.4.2 Link object

Each link object contained in links supports the keys defined in Table 6.

Table 6 — Object list in link

Name Value Format/data type Required?

href Link location. URI or URTtemplate Yes

rel Link relationship to the|Listofwell-known relation values, URIs Yes
document. for.éxtensions as defined in 7.3.4.3

title Title of the link. String No
Expected MIME media type

type value for the extermahre-| MIME media type No, but highly recommendégd
sources.

templated Indicates tharQge*hrefis a Boolean No, default value is "false"
URI template.
Expected profile used to com ‘

. . : i No, default value is "http://ido.org/

profile identify-the external re-|URI 1SO-TS-23078-3/basic-profile”
SOULCE:

NOTE Tablé 6 has been modified from ISO/IEC TS 23078-2:2020, Table 13. The ‘Required?’ field of theprofile

relation has’been changed.

7.3.4:3 Linkrelationships

This-decumentintroduces-the linkrelationships-definedinTable 7 foreachlinkobjectwhichisused for
value of rel.
Table 7 — Allowed value list in rel

Relation Semantics Templated? |Required? HTTP verb

. Location of the license document associated to the

license No Yes GET

status document.

register Action to register a device. Yes Yes POST

return Action to return alicense. Yes No PUT
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Table 7 (continued)
Relation Semantics Templated? |Required? HTTP verb
renew Action to renew a license. Yes No PUT
NOTE Table 7 has been modified from ISO/IEC TS 23078-2:2020, Table 14. The ‘Required?’ field of the
register relation has been changed.

7.3.5

Potential rights

ISO/IBC TS 23078-2:2020, 7.3.5 shall apply.

7.3.6

Events

ISO/IHC TS 23078-2:2020, 7.3.6 shall apply.

7.4

7.4.1

Interactions

General

ISO/IHC TS 23078-2:2020, 7.4.1 shall apply.

7.4.2

Handling errors

ISO/IRC TS 23078-2:2020, 7.4.2 shall apply.

7.4.3

Checking the status of a license

ISO/IBC TS 23078-2:2020, 7.4.3 shall apply.

7.4.4

Regis

Registering a device

fration of the device is mandatory!for every publication before a device key-based license

docunpent can be acquired.

When|a reading system opens a license document for the first time and gets access to its associated
statug document:

— itjghall attempt to register:-the device to the provider using the link exposed in the status document;

— it|shall block the user‘from accessing the publication associated with the license document if the

— i
0

NOTE

—

rggistration fails (the reading system cannot decrypt the protected resource if the registration
prtocess is not‘strccessful);

shall attempt to register itself again if it couldn’t do so the first time the license document was

;[ened.
The requirements for a reading system on registering a device have been modified from

ISO/IEC TS 23078-2:2020, 7.4.4.

During the registration, a reading system shall always send the same unique identifier for a
specific device, no matter which status document it interacts with. Any further interaction with a

provi

der should use the same identifier/name. To consider user privacy and assure the unicity of device

ids, the client should generate device unique ids using a hash value of the device key. Table 8 defines a
HTTP protocol for the register interaction.

18
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otocol for register interaction

Relation Semantics Templated? Required? HTTP verb
register 1A-ssoc1ate a new device with the Yes Yes POST
icense
Parameter* Format Semantics Required?
id Octet sequence A unique identifier for the device. Yes
name String A human readable name for the device. Yes
The user key of the publication, derived from
Base 64 encoded octet _the user passphrase. The algorithm for derl\_l-
user_key sequence ing the user key from the user passphrase is|Yes
q specified in the encryption profile identified
in encryption/profile in the license document;
. g Base 64 encoded DER|The device certificate: an X.509 certificate|No (Yes, [f the
device_certificate " L : . .
certificate containing the device key first time)
N Base 64 encoded DER The readln_g'system developer 'certlflcate:'an No (Yes, |f the
developer_certificate " X.509 certificate used for signing'the device| . .
certificate certificate first time)

NOTE 2

Table 8 has been extended from ISO/IEC TS 23078-2:2020, Table'18. The user_key, device_cer

and developer_certificate parameters have been added.

All parameters in Table 8 shall be URL encode

Table 9 defines the expected behaviour of the server and client on the register interaction.

Table 9 — Expected behaviour of register interaction

d.

ificate

by the server to ‘active’ instead. The server may

If the status was previously set to/ready’, it shall be updated

new event in the events objectof‘the status document.

Server side behaviour HTTP status code Client side behavjour
The server registers the device identified by 'id“if user_key
matches the license owner. It then returns an'updated status . ) ]
document. The server shall update the timeStamp of the status Once the certificate Igregis-
document contained in the status key«of the updated object. | 200 tered properly, the clieht may

also add a

not attempt to register the
device again for this ljcense.

NOTE 3

Table 10 defines expected failures of server response on the register interaction.

Table 10 — Expected failures of register interaction

Table 9 has béenmodified from ISO/IEC TS 23078-2:2020, Table 19.

HTTP Sta- .
Type tus Code Title

hetps// regdlum: org/license-status-document/ 400 Your device could not be registered properly.
error/registration
http://readium.org/license-status-document/ 403 The user kev is incorrect
error/registration/authentication y '
http://regdlum:org/.llcgnse-status-document/ 403 The number of registrations exceeds the limit.
error/registration/limit

The request does not include a device_certif-
http://readium.org/license-status-document/ 406 icate or developer_certificate, or there was
error/registration/not-acceptable no registered device certificate associated

with the device id in the server.
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Table 10 (continued)

HTTP Sta- .
Type tus Code Title
http://readium.org/license-status-document/ Exx An unexpected error has occurred
error/server '

NOTE4  Table 10 has been extended from ISO/IEC TS 23078-2:2020, Table 20. Two error types equivalent to
HTTP status 403 and 406 are added.

Example 1 A simple license with a registration link.

{
"lipks": [

"rel": "register",

"href": "https://example.org/license/aaa-bbbb-ccc/register{?id, name,user
key,d¢vice certificate,developer certificate}",
"type": "application/vnd.readium.license.status.v1l.0+json",
"templated": true

}

]
}
Examplle 2 A sample for a HTTP request body, in which a device registers the'device key.

POST [flicense/aaa-bbbb-ccc/register HTTPS/1.1
Host:|example.org

1d=B9PA0OA331B6ALlF1CBE797FB37138586EBB42539C1DCA4FBEFD2DDOBOBEFES9FCCT

&namefeBook%$20App%20 (Android)

s&user| key=qw¥XxfNDVt3z00Z2yv0O10mzL37wLY1986z0R7mU52G] 433D

&devige certificate=MIIESTCCAzGgAwIBAgIDANkyMAOGCSgGSTb3DQEBCWUAMHUXGTAXBgNVBAOTEGNVCH]lyaW
dodHMyib3Tua3IxGTAXBgNVBASTEGNvcH] yaWdodHMub 3 Tua3 L&) AUBGNVBAMTDURSTSBpbnNpZGUgQOExIJTATBgNV
BCATHFEyQktabXdpVUZVRXArUEx3WnpwdjdIJTmNzVTOwHhcNMTUWNJA4MDUyMDE 1WhcNMjQwODASMDUyMDE1WjB1MR
kwEFwYPVOOKExBjb3B5cmlnaHRzImIyLmt yMRkwEFwYDVQQEExBjb3B5cmlnaHRzLmIyLmt yYMRYWEFAYDVQQDEwW1Cb29r
aWsnUPVydmVyMSUwIwYDVQQUExXwOL2FQONEpiUS9mMDd2Tk5ueFdgT1BoMkkxWEKkIMIIBI JANBgkghki GOwWOBAQEFAA
OCAQ8AMIIBCgKCAQEAU15CkVsQDxxgTkDc4sClfel2esChMv0bPjj9pW1ln3VoBgA6BzZEDNYcpnF9Ic52d0cBWOegSA
1Hb2E¢DnzT94FH7SryCO971A%2F9TqRs2pdHQac9fC0jCrIsmwZ2RmGevEit 00LM1KNhePS1E8nvnt8521DpJWDIGVI
rDIVCEXzy6PcylkZYOyXXYJIxDa886VgjpeegIUKEWTO495aHIdDI7Iacokh4bb8CuEI2rol 3HXcWiivTd]jc7eNK2UF
hyIYe¢QO1iJAVS2FGDjvbL1WnVBUauYgLRWB&3DSeKCDXUGNNWEF14XKBQ700jc3ktaDHbdKmz2XsP1lpil6ZZVET7F4B
gUJwIDAQABO4HhMIHeMASGA1UdDWQEAWIESDAMBgNVHRMBAf8EAJAAMBOGALIUADgQWBBT j90%2FgltDI9%2FTuw02f
FaM4%PBHYjVcjCBoQYDVROJBIGZMIGWgBRDYEpmbCIQWgTCQO8vBnOm$2FsglyxaFS5pHcwdTEZMBCcGALUEChMQY2 9we
XJpZ2h0cy5vcibrcjEZMBCGALIUECXMOY2 OweXJpZ2h0cy5veciSrcjEWMBOGALIUEAXMNRFINIGluc21kZSBDQTE1MCM
GA1UELhMcUTJCS1ptd21VRmIFd2#0THdaenB2NO10OY3NVPYIDANhpMAOGCSgGSIb3DQEBCWUAA4TIBAQCIVTU2JPCY7
1041h$KcM2%2BLKIE9252%2BFfRTk7YzLexCT3%2kt44bairKqgHuyNBzC PLWrHNYaBz %2 F5BX1qxyKm6QgFpUDpVB
T2tID}97%2FmGMiBfCvTxCaRKA1IDPSvZz]$2Fif0tZ2d9n%2BPuBGPZnWibQsg2nH7 7LGRUGIJHBG70%2BLmpg%$2BT2R21
q2FBO¢pdonMzzmx16judWhOvzmc lbt7ZtdgHOhfalwyu2 yLrmmByStD1gI7ZBgDg%2BgFXKOOrWc$2F$2BbgESXZ1yi
RmCNGlazrHUcqHQFLaVGhayLI90mt517z2I0uX0N2sul JGMwB7vg%2F9¢c7d1YP1i1TNvyMS43tnKmhc77BUcCR
&developer certifieateé=MIIESTCCAzGgAwIBAgIDANkyMAOGCSgGSIb3DQEBCWUAMHUX
GTAXB¢NVBAOTEGNveHhyaWdodHMub3Iua3IxGTAXBgNVBASTEGNvcHlyaWdodHMub3Iua3IxFjAUBgNVBAMTDURSTS
BpbnNpZGUgQOExFEA]BgNVBCATHFEYQktabXdpVUZVvRXArUEx3WnpwdjdJITmNzVTOwHhcNMTUwNJA4MDUyMDE1WhcN
M7 QwOPASMDUYMDE IWiB1MRkwFwYDVQOKExBjb3B5cmlnaHRzLmOyLmt yMRkwFwYDVQQLExBIb3B5cmlnadHRzLmoyL
mtyMRYwEFAYDVQODEW1Cb29raWsnU2VydmVyMSUwIwYDVQQUEXwOL2FQNEpiUSImMDdzTk5ueFdgT1BoMkkxWEkOMT
IBIjANBgkdlrki GOwWOBAQEFAAOCAQ8AMIIBCgKCAQEAU15CkVsQODxxgTkDc4sClfel2esChMvObP]j9pW1ln3VoBgA6
BzEDNYcpnE9Ic52d0cBW0egSAiHb2EcDNnzT94FH7SryC971A%2F9TgRs2pdHQacL9fCOjCrIsmwZ2RmGevit0oLM1K
NhePSlE8ivnt8521DpJWDIGVIrDIVCWXzy6PcylkZYOyXXYJIxDa886Vgjpeeg9UKLWTO0495aHIJdDJI7Iaeokh4bb8Cu

EI2rol3HXcWiivTdjc7eNK2UFhyIYecQO1JAVS2FGDjvbL1WnVBUauYgLRwBe3bSeKCDXUGNNWEF14XKBQ700jc3kt
aDHbdKmz2XsPlpil6ZZVE7F4BgUIJwIDAQABO4HhMIHeMASGA1UdDWQEAWIESDAMBgNVHRMBAf3EAJAAMBOGA1UdDgQ
WBBTJ90%2FgltD9%2FTuw02fFaM4%2BHYjVcjCBoQYDVROJBIGZMIGWgBRDYEpmbCJIQWGTCQ8vBnOmM$2FsglyxaF5p
HcwdTEZMBCGAL1UEChMQY29weXJpZ2h0cy5vci5rcjEZMBCcGALUECXMQY2 9weXJpZ2h0cy5veci5rcjEWMBQGAIUEAXM
NRFJINIGluc21lkZSBDQTEIMCMGALIUELhMcUTJCS1ptd21VRmOFd2tQTHdaenB2N0O1OY3NVPYIDANhpMAOGCSgGSIb3D
QEBCWUAA4IBAQCiVTU2JPcY71041h6KcM2%2BLKJIE9252%2BfPYk7YzLcxCT3Z2Zkt44bai rKqqHuyNBzCjPLWrHNYa
Bz%2F5BX1gxyKm6QgFpUDpVBT2tID197%$2FmMGMiBfCvTxCaRKAipSvzi%$2F1if0tZ2d9n%s2BPuUuBGPZnWibQsg2nH77LG
RUuGJHBG70%2BLmpg%$2BT2R21g2FBOodonMzzmx16judWhOVzmclbt7Z2tdgHOhfalwyu2yLrmmByStD1gI7ZBgDg%2B
gFXKOOrWc%2F%$2BbgESXZ1yiRmMCNGIazrHUCgHQFLaVGbzylI90mt517zI0uX0N2sul JIGMwB7vg%2F9¢c7d1YP1ilTN
vyMS43tnKmhc77BUcCR

7.4.5 Returning a publication

ISO/IEC TS 23078-2:2020, 7.4.5 shall apply.
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7.4.6 Renewing a license

ISO/IEC TS 23078-2:2020, 7.4.6 shall apply.

8 Encryption profiles

8.1 General

Instead, the design of both encryption.xml and the license document allow for the identification

In order to maintain maximum flexibility, no specific algorithms are mandated by this doc:Ement.

of encryption algorithms to be discovered by reading systems when presented with"a-pro
publication.

In order to simplify the discovery process, this document defines the notion of\encryption p

ected

rofile,

which is the set of encryption algorithms used in a specific protected publication’dnd associated license

document. Reading systems that implement the algorithms identified in the €ncryption prof
able to decrypt protected publications encoded using such encryption profile. The identificat
the encryption profile in the license document eases the discovery of,these requirements by rq
systems.

This document defines the basic encryption profile 1.0, composed-from a set of associated algo}
extracted from W3C XML Encryption or W3C XML Signature.

Other encryption profiles are (or will be) defined for use-ini production; these profiles are refey
in the ISO-TS-23078-3 encryption profiles registry. Suchvprofiles may use algorithms which a
directly extracted from W3C XML Encryption or W3E€ XML Signature.

le are
ion of
bading

ithms

enced
re not

NOTE This subclause has been modified from ISO/IEC TS 23078-2:2020, 8.1. Identifier of the speciffcation

has been changed as [SO-TS-23078-3.

8.2 Encryption profile requirements

ISO/IEC TS 23078-2:2020, 8.2 shall.apply.

8.3 Basic encryption profile

The basic encryption profile 1.0 for this specification is officially identified by the URI
http://iso.org/ISO-TS-23078-3/basic-profile.

The algorithms defined in Table 11 are associated to the basic encryption profile 1.0.

Table 11 — Algorithm list for the basic encryption profile 1.0

Encryption | Algorithm

target (name) Algorithm (URI) Identified in
pablication re-|AES 256 i ) .
FOurCes bits CBC http://www.w3.0rg/2001/04/xmlenc#aes256-cbc encrypt10n.x1nl

Content key, user

fields (if encrypt-|RSA-OAEP |http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-mgflp License document

ed)
User Passphrase [SHA-256 http:// www.w3.org/2001/04/xmlenc#sha256 License document
Signature EEIDASZ‘%‘glth http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha256|License document

NOTE Table 11 has been modified from ISO/IEC TS 23078-2:2020, Table 28. Encryption algorithms for

content key and signature have been changed.

© ISO/IEC 2021 - All rights reserved

21


https://standardsiso.com/api/?name=cd15a81161f5af6660ace717156b99aa

ISO/1

ECTS 23078-3:2021(E)

9 Integration in EPUB

ISO/IEC TS 23078-2:2020, Clause 9 shall apply.

10 Reading system behaviours

10.1 Detecting protected publications

1SO/IH

10.2
1SO/IE

10.3
1SO/IH

10.4
ISO/IH

10.5
1SO/IH

10.6
Readi
— hd
— hd
— rd
Readi

— st

C TS 23078-2:2020, 10.1 shall apply.

License document processing

C TS 23078-2:2020, 10.2 shall apply.

User key processing

CTS 23078-2:2020, 10.3 shall apply.

Signature processing

C'TS 23078-2:2020, 10.4 shall apply.

Publication processing

C TS 23078-2:2020, 10.5 shall apply.

Device key processing

g systems shall:

ive a device certificate and a paired deviee private key;

ive a developer certificate used towerify the device certificate;
gister the device when opening-a license document for the first time.
g systems should:

pre the device private key in a secure manner;

t the device privdte key associated with the value of device_key/key_name property in the license

d¢cument in a/Seetire manner.

Readi

— tr]

g systerhs)shall not:

ansfer the device private key in any form outside of the reading system.
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Annex A
(informative)

Examples

A.1 Example of a license document

In the following example, the license document contains the following information:
— Profile name: http://iso.org/ISO-TS-23078-3/basic-profile

— Rights: no print, allowing copy as much as 2048 words at once, with starting/and expiration ¢late
— URL of the publication: https://www.example.com/file.epub

— URL of the status document: https://example.org/license/statusfaad-bbbb-ccc

{
"id": "efl5e740-697f-11e3-949a-0800200c9%a66",
"issued": "2013-11-04T01:08:15+01:00",
"encryption": {
"content key": {
"algorithm": "http://www.w3.0rg/2001/04/xmMenc#rsa-caep-mgflp ",
"encrypted value": "/k8RpXgf4E2WEuUnCp76E8RIhSO051INXwAXeTDlioazYxCRGVHLACck/KQ3cCH5IxDm
CKOnRLyAxs1X0aA3z55boQ==""
by

"profile": "http://iso.org/ISO-TS-230¢8-3/basic-profile",

"user key": {
"algorithm"™: "http://www.w3.0rg/2001/04/xmlenc#sha256",
"text hint": "Enter your emailkldddress"

by

"device key": {
"key name": "CN=709el1380£3528-11e5-a2cb-0800200c9%a66, O=DRMinside",
"key check": "1jJEjUDAPHK30jGt6kFg7dcOLZuicQFUYwWQ+TYKAIWKM6Xv6kpHFhF7LOKUK/Owww"

}

}r
"rights": {

"print": O,

"copy": 20438,
"start": A2020-01-01T00:00:00+01:00",
"end": "Z2030-12-31T23:59:59+01:00",

"httpss/)/www.imaginaryebookretailer.com/lcp/rights/tweet": true
by
"links' [
{ "rel": "hint",
Uhtef": "https://www.imaginaryebookretailer.com/lcp/hint",
"type": "text/html"
Y,
{ "rel": "status",
"MTer": "hLLpS://exalple.org/license/status/aaa-bbbb-cccr,
"type": "application/vnd.readium.license.status.v1l.0+json"
}r
{ "rel": "publication",
"href": "https://www.example.com/file.epub",
"type": "application/epub+zip",

"length": "264929",
"hash": "8b752f93e5e73a3effflc706clc2e267dffcbec01lc382cbe2a6cadbd57¢cc8378"
}
1,
"user": {"id": "d9f298a7-7f34-49e7-8aae-4378ecbl1d597"},

"signature": {
"algorithm": "http://www.w3.0rg/2001/04/xmldsig-morefrsa-sha256",
"certificate": "MIIDEJCCAfoCCQDWMOjkYYOjPjANBgkaghkiGOwOBAQUFADBLMQswCQYDVQQGEwWJVUzETMB
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EGA1UECBMKQ2FsaWzZvcmbSpYTETMBEGAIUEBXMKRXZ1cnl3aGVyZTESMBAGAIUEAXMIbGI ) YWxob3NOMB4AXDTEOMDEwW
M3 IxMjYxN1oXDTE1IMDEWM]IxMjYxNlowSzELMAKGALIUEBhMCVVMxEZARBgGNVBAgGTCkNhbG1lmb3JuaWExXEzZARBgNVBA
cTCkV2ZXJ5d2h1cmUxEjAQBgNVBAMTCWxVY2FsaG9zdDCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAOPC
RECG7icpfOH37kuAM7s420gggBoikoTpoSyapy+s5eFSp8HSaqwhIYgZ4SghNLkj3e652SALav7chyZ2vilvitZycY+a
g50n5UTTxDvdwsC5ZNeTycuzVWZALKGhV7VUPEhtWZNmOgruntronNa812WS0aF7P5SbhJ65SDOGprFFaYOSyN6550
P3kgaRA07tDddcAlcmuIlIDRE8tOITIeMkBFk1Qf+1h+3uRP2wztOTECSMRxX/hIkCe5DRFDK2MuDUyc/iY8IbYOhMFFG
w5J7TMWOWZLBOaZHX+Lf510YByPbMH7800dda6T+tLYAVzsmIJdHIFtaRguCaJVt SXKQUAMCAWEAATANBgkghkiGOw0B
AQUFAAOCAQEAI9HIM+FMfgXsRUYOrGxL1w403f3YtAG/ohzt518DKiKUG3YANWRDL/VzXLZaHru7XBC40wmKe fKqoA
ORHyNEddXgtY/aXzO0lfTvp+xirop+D4DwJIIbaj8/wHKWYGBucA/VgGY7JeSYYTUSuz2RoYtJPNRELIXNSA+D+nkJ3d
xdFQ6JFEfVFahN3nCIgRGRIOt1KaNI39CShccCaWT5DeSASLXLPCE rTi/pyDzC4kLEOVIHY1KT71g5RkMO6GeC+TYF

vJtAy

SM2naunA210gyvQHb1 g4 Th /deYOACHDERBWIWOTTPHZ8N 7041 diH/BFA4yxeW] 6pbkGTvnPXNUI21 ThgA==""

"y

hnt8+

SEKzUI

C2F/v
}

}

A.2

In the
devicd

{
"id
"st
"me

Hup

by
"li

{

Falue": "q/3IInic9c/EaJHyGlKkgk5v1z1JINsiQBmxz41ykhyD3dA2§g2ZzrO0enYU9IGxP/xhe5H5Kt2WaJ),
EWrEx1QOwnNE1J5CmIpZ63yRNKNFS5rSRNDMYmMQT/ £kUYco7BUL 7MPPUGOFf4+kaToNW18m/Z1MxDcS3BZAVH
On1f2y3sUcXjes7wHbImDc6dRthbL/E+assh5HEgqakrDuA41M8XNfukEYQJInivghgMLOGM33RnS5nZKH/RPK /
L JfFSTr1X3W3J1ds0/M2Z6wtVeKIugR06c56V6+qKsnMLAQJaeOxxBXmbFAAEyplP9irndDItQZKgbbMIws="

Example of a license status document

following example, the status document indicates that the license has been registered for a single
and may be renewed or returned.

'@ "234-5435-3453-345354",

tus": "active",

Esage'": "Your license is currently active and has been used on one device.",
ated": {

| icense": "2020-08-05T00:00:002",

btatus": "2020-08-08T00:00:002"

hks": [

"rel": "license",

"href": "https://example.org/license/35d9b2d6",

"type": "application/vnd.readium.lcp.license.v1l.0+json",

"profile": "http://iso.org/ISO-TS-230%8-3/basic-profile"

"rel": "register",

"href": "https://example.org/license/35d%2d6/register{?id, name, user key,device
ficate,developer certificatejy

"type": "application/vndsreadium.license.status.vl.0+json",

"templated": true

"rel": "return",
"href": "https://fexample.org/license/35d9b2d6/return{?id, name}",
"type": "application/vnd.readium.license.status.v1l.0+json",

"templated" :{ §fle

"rel": N yenew",
"href":* "https://example.org/license/35d9b2d6/renew{?end, id, name}",
"typ&™: "application/vnd.readium.license.status.vl.0+json",

'Memplated": true

}
iy

"potential rights": {
"end": "2020-09-13T00:00:00Z"

by

"events": |
{
"type": "register",
"name": "eBook App (Android)",

24

"timestamp": "2016-07-14T00:00:002",
"id": "709el1380-3528-11e5-a2cb-0800200c9%a66"
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