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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work

re described in the ISO/IEC Directives, Part 1. In particular, the different approval

'he procedures used to develop this document and those intended for its further anaifjtenance

criteria

tives or

ccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.is@lorg/direc
vww.iec.ch/members_experts/refdocs).

\ttention is drawn to the possibility that some of the elements of this document may be the

4
Q
flights. Details of any patent rights identified during the development\of'the document will b
I
1

st of patent declarations received (see https://patents.iec.ch).

donstitute an endorsement.

or an explanation of the voluntary nature of standards, the meaning of ISO specific teq
xpressions related to conformity assessment, as ‘well as information about ISO's adhe

vww.iso.org/iso/foreword.html. In the IEC, see\www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
Jubcommittee SC 38, Cloud computing and distributed platforms.

\ny feedback or questions on this-document should be directed to the user’s national st

]
needed for the different types of document should be noted. This document‘was drafted in
y

I
€
the World Trade Organization (WTO) principles”in the Technical Barriers to Trade (TBT) see
y

subject

f patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent

e in the

ntroduction and/or on the ISO list of patent declarations received (seewww.iso.org/patents) or the IEC

Any trade name used in this document is information givendor the convenience of users and ¢loes not

ms and
ence to

hnology,

hndards
ml and

A
hody. A complete listing of ‘these bodies can be found at www.iso.org/members.ht
\

vww.iec.ch/national-committees.
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Introduction

This document provides an overview of the audit of cloud services. ISO/IEC 22123-1 defines the term
cloud auditor while ISO/IEC 17789 describes the cloud computing roles and sub-roles and activities
related to the audit of cloud services. ISO/IEC TR 23187 which describes the interactions between cloud
service partners (CSNs), cloud service customers (CSCs), and cloud service providers (CSPs) provides
some perspectives on the role and responsibilities of a cloud auditor. This is covered in part in Clause 5
as shown in Figure 1.

ISO/IEC 22123-1 |
Terms and :
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Approaches to conducting audits | sub-roles
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Frameworks, schemes, and auditing; ISO/IEC TR 23187

programs DR

Annex A

Annex B

Figure 1 — Structure of the document

The strycture of the-document is as follows:

—+

Clause j includesan overview of cloud computing and its major roles. This clause also covers the role d
cloud ayditar,its responsibilities, and its relationship with other major cloud computing roles.

Clause 5 }Jl UVidUb dll OVCI ViUW Uf LiUuL‘l SCI ViLC dudil. iududiug dll C)&pldlldLiUll Ulr LllC lUidLiUllbhiJ
between audit, assessment, compliance, evaluation, assurance and conformity assessment.

Clause 7 builds on the foundation information in Clause 5 to discuss audit specifications and the
challenges associated with a cloud audit.

Clause 8 covers approaches to conducting cloud audit.

Annex A provides information on International Standards relating to audit and frameworks for audit
schemes, certification and authorization.

Annex B is a compilation of available frameworks and standards which can be used for audit schemes,
for certification and for authorization.
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Information technology — Cloud computing — Audit of
cloud services

1 Scope

]

Do

Q)

[

'his document surveys aspects of the audit of cloud services including:

the CSC, CSP, and CSN;

cloud services;

certification, and for authorization.
'his document builds upon the cloud auditor role as defined in ISOHEC 17789 and ISO/IEC 221

[his document is applicable to all types and sizes of organizations that need to plan and
hternal or external audits, and that use, provide and suppor{‘cloud services.

'his document is not intended to describe certification or to identify controls that are p
Isewhere.

' Normative references

'he following documents are referred to ih the text in such a way that some or all of their

ndated references, the latest edition of the referenced document (including any amendments)

SO/IEC 22123-1:2021, Information’ technology — Cloud computing — Part 1: Vocabulary

3 Terms and definitions

pply.
S50 and IEC maintain terminology databases for use in standardization at the following addres

— 1SO.Online browsing platform: available at https://www.iso.org/obp

— “TEC Electropedia: available at https://www.electropedia.org/

) role and responsibilities of parties conducting audit and description of the interactionhs hetween

) approaches for conducting audits of cloud services to facilitate confidence in’delivering apd using

) examples of available frameworks and standards which can be,used for audit schemmes, for

D 3.

conduct

iblished

content

onstitutes requirements of this document. For dated references, only the edition cited applies. For

applies.

or the purposes of this document, the terms and definitions given in ISO/IEC 22123-1 and the f¢llowing

3.1 Terms related to the use of audit and assessment

3.1.1

assurance
activity resulting in a statement giving confidence that a product, process or service fulfils specified
requirement

[

SOURCE: ISO/IEC Guide 2, 15.1]
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3.1.2

attestation
issue of a statement, based on a decision, that the fulfilment of specified requirements has been
demonstrated

Note 1 to entry: The resulting statement, referred to in the source document as a “statement of conformity”, is
intended to convey the assurance (3.1.1) that the specified requirements have been fulfilled. Such an assurance
(3.1.1) does not, of itself, provide contractual or other legal guarantees.

Note 2 to entry: First-party attestation and third party attestation are distinguished by the terms declaration,

certificafion (3.1.Z2) and accreditation, but there is no corresponding term applicable to second party attestation.
[SOURCE: ISO/IEC 17000:2020, 7.3]

3.1.3

authorization

privilegps that give access to designated activities

[SOURCE: ISO 11442:2006, 3.5]

3.1.4

certifichtion

third palrty attestation (3.1.2) related to an object of conformity assessment\(3.1.6), with the exception @
accreditlation

[SOURCE: ISO/IEC 17000:2020, 7.6]

3.1.5

certificphtion audit

audit (3)2.2) carried out by an auditing organization indépendent of the client and the parties that rel
on certification (3.1.4), for the purpose of certifying thé client’'s management system

Note 1 t¢ entry: In the definitions which follow, the term “audit” has been used for simplicity to refer to thir
party certification audit.

Note 2 tp entry: Certification audits includeinitial, surveillance, re-certification audits, and can also includ
special audits.

Note 3 td entry: Certification audits are:typically conducted by audit teams of those bodies providing certificatio
(3.1.4) of conformity to the requirements of management system standards.

Note 4 tp entry: A joint audit (3.211) is when two or more auditing organizations cooperate to audit a singl
client.

Note 5 td entry: A combined audit (3.2.9) is when a client is being audited against the requirements of two or mor
managerpent systems standards together.

Note 6 tp entry«-Alr'integrated audit is when a client has integrated the application of requirements of two o
more managenient systems standards into a single management system and is being audited against more tha
one stanflard:

-

~

=

[SOURCE: ISO/IEC 17021-1:2015, 3.4]

3.1.6

conformity assessment
demonstration that specified requirements are fulfilled

Note 1 to entry: The process (3.1.8) of conformity assessment as described in the functional approach in Annex A

can have

a negative outcome, i.e. demonstrating that the specified requirements are not fulfilled.

Note 2 to entry: Conformity assessment includes activities defined elsewhere in the source document, such as
but not limited to testing, inspection, validation, verification, certification (3.1.4), and accreditation.
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Note 3 to entry: Conformity assessment is explained in Annex A as a series of functions. Activities contributing to
any of these functions can be described as conformity assessment activities.

Note 4 to entry: The source document does not include a definition of “conformity”. “Conformity” does not feature
in the definition of “conformity assessment”. Nor does the source document address the concept of compliance.

[SOURCE: ISO/IEC 17000:2020, 4.1]

3.1.7
compliance

1

|

.
J

S

|

1 4=
qomrpirant

3.1.8
process

3.2 Terms related to cloud service audit

heeting or exceeding all applicable requirements of a standard or other published set of regiiiy

SOURCE: ISO/TR 19591:2018, 3.60]

et of interrelated or interacting activities that use inputs to deliver an intended result

SOURCE: ISO 19011, 3.24]

2.1
ssessment
rocess of collecting and analyzing outcomes to determine course of actions

2.2

udit

ystematic, independent and documented process(3.1.8) for obtaining objective evidence (3.2
valuating it objectively to determine the extent to which the audit criteria are fulfilled

[ote 1 to entry: Internal audits (3.2.10), sometimes called first-party audits, are conducted by, or on beh
rganization itself.

[ote 2 to entry: External audits includethose generally called second and third party audits. Second par
re conducted by parties having an“interest in the organization, such as customers, or by other indiv
heir behalf. third party audits are’ conducted by independent auditing organizations, such as those f
ertification (3.1.4)/registration-of conformity or governmental agencies.

SOURCE: ISO 19011:2618; 3.1]

2.3
loud service audit
udit (3.2.2) of the provision and use of one or more cloud services

[ote 1 tosentry: An audit of a cloud service can include cloud characteristics, cloud deployment, cros
spects;and related management and security functions.

2.4

ements

12) and

h1f of, the

ty audits
duals on
roviding

5 cutting

audit client
organization or person requesting an audit (3.2.2)

Note 1 to entry: In the case of internal audit (3.2.10), the audit client can also be the auditee (3.2.7) or the
individual(s) managing the audit programme. Requests for external audit can come from sources such as
regulators, contracting parties or potential or existing clients.

[

SOURCE: IS0 19011:2018, 3.12]
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3.2.5

audit programme
arrangements for a set of one or more audits (3.2.2) planned for a specific time frame and directed
towards a specific purpose

[SOURCE: ISO 19011:2018, 3.4]

3.2.6

audit scope

extenta

nd boundaries of an audit (3.2.2)

Note 1 td
organiza

Note 2 td
environt

[SOURC

3.2.7
auditee
organiz

[SOURC

3.2.8
auditor
person ¥

[SOURC
3.2.9

combinjed audit

audit (3|

Note 1 f{
manager

[SOURC
3.2.10

internall audit

audit (3
internall

Note 1 td
freedom

[SOURC

entry: the audit scope generally includes a description of the physical and virtual-locations, functions,
tional units, activities, and processes, as well as the time period covered.

entry: A virtual location is where an organization performs work or provides a service usifig<an on-lin
hent allowing individuals irrespective of physical locations to execute processes.

11°)

E: 1SO 19011:2018, 3.5]

htion as a whole or parts thereof being audited

F: 1SO 19011:2018, 3.13]

who conducts an audit (3.2.2)

E: 1S0 9000:2015, 3.13.15]

2.1) carried out together at a single auditee (3.2.7) on two or more management systems

o entry: When two or more discipline-specific management systems are integrated into a singl
hent system this is known as an integrated management system.

1¢°)

E: 1SO 9000:2015, 3.13.2, medified]

|2.2) conducted by,-or on behalf of, an organization itself for management review and othejr
purposes, and-which can form the basis for an organization’s self-declaration of conformity

entry: In many cases, particularly in smaller organizations, independence can be demonstrated by th
from responsibility for the activity being audited.

1)

F: 1S0¢22300:2021, 3.1.134]

3.2.11

joint audit
audit (3.2.2) carried out at a single auditee (3.2.7) by two or more auditing organizations

[SOURCE: IS0 9000:2015, 3.13.3]

3.2.12

objective evidence
data supporting the existence or verity of something

Note 1 to entry: objective evidence can be obtained through observation, measurement, test or by other means.

© ISO/IEC 2022 - All rights reserved
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Note 2 to entry: objective evidence for the purpose of the audit (3.2.2) generally consists of records, statements
of fact, or other information which are relevant to the audit criteria and verifiable.

[SOURCE: ISO 9000:2015, 3.8.3]

3.2.13

party
natural person or legal person, whether or not incorporated, or a group of either

[SOURCE: ISO/IEC 22123-1:2021, 3.4.1]

4 Abbreviated terms

BCR binding corporate rules

(loud SLA cloud service level agreement

(¢SA cloud service agreement

(N cloud service customer

(SN cloud service partner

(SP cloud service provider

(Su cloud service user

HISMA The Federal Information Security;Modernization Act of 2014 (FISMA 2014) (US)
¢DPR General Data Protection Regulation (EU GDPR)
HSPD-12 Homeland Security Presidential Directive 12 (US)
ISMS information securitj-management system

1T information techhology

LGPD Brazil’s keiGeral de Protecdo de Dados

RCIDSS Payment Card Industry Data Security Standard
RIA Privacy impact assessment

RIMS Privacy information management system

§DOC Suppliers Declaration of Conformity

qLO cloud service level objective

SQO cloud service qualitative objective

5 Overview of cloud computing and the activities of a cloud auditor
5.1 Overview of cloud computing

5.1.1 General

Cloud computing, as defined in ISO/IEC 22123-1:2021, 3.2.1, is a paradigm for enabling network access
to a scalable and elastic pool of shareable physical or virtual resources with self-service provisioning

© ISO/IEC 2022 - All rights reserved 5
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and administration on-demand. The cloud computing paradigm is comprised of cloud computing roles
and activities, cloud capabilities types and cloud service categories, cloud deployment models, key
characteristics and cross cutting aspects as shown in Figure 2.

Roles Cloud service Cloud service Cloud service
[and activities] customer (CSC) provider (CSP) partner (CSN)
Private Community Public
Deploypremt W W W
Models —
Cloud ’ )
1. Infrastructure Platform Application
capabilfties . . S
)  capabilities type capabilities type capabilities type )
ypes
(Representative cloud service categories: )
Cloud dervice Communications as a Service (CaaS), Compute as a Service (CompaaS), Data Storage as a Service (DSaa$),
. Infrastructure as a Service (IaaS), Network as a Service (NaaS), Platform-as a Service (PaaS), Software as a
categorfies \_Service (SaaS) )
Broad network access ] [ Multi-tenancy ]
Key . . .. o
o On-demand self-service Rapid elasticity and scalability
Characferistics
[ Resource pooling ] [ Measured service ]
Cloud - Auditability N\~ Performance - Resiliency
computing - Availability - Portability - Rever'sibility
i - Governance - Protection of PII - Security
Cross cpitting - Interoperability _ Regulatory - Service levels and service
aspectq - Maintenance and\yérsioning level agreement
Figure 2 — Overview of cloud computing
5.1.2 [Cloud computing roles, sub-roles and activities
In the cpntext of clotd-Computing and of particular importance to this document is the clarification df
the différent roles,dand their activities. ISO/IEC 22123-1 identifies the major roles of cloud computing
and ISOYIEC 17789 expands on the roles to include sub-roles activities, and their relationship to thp
functioral components and functional layers of cloud computing.
The majlor ¢loud computing roles are:

— Cloud service customer (CSC) is a party which is in a business relationship for the purpose of using
cloud services.

— Cloud service provider (CSP) is a party which makes cloud services available.

— Cloud service partner (CSN) is a party which is engaged in support of, or auxiliary to, activities of
either the CSP or the CSC, or both.

In performing the role, the party (3.2.13) can take on more than one sub-set of the cloud computing
activities of a given role. ISO/IEC TR 23187: provides an overview of and guidance on interactions

© ISO/IEC 2022 - All rights reserved
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between cloud service partners (CSNs), specifically cloud service brokers, cloud service developers and
cloud auditors, with CSPs and CSCs.

ISO/IEC 22123-1 and ISO/IEC 17789 do not claim to describe all possible CSN sub-roles. These standards
have identified three initial sub-roles of the CSN: the cloud service broker, the cloud service developer,
and the cloud auditor. A CSN supports the CSC or CSP or both in delivering or using the cloud services.
In the use of cloud computing and in carrying out the activities of each role, an audit client can be a CSC,
CSP or CSN. Through the delivery and use of cloud services, interaction and related activities initiated
by one party can influence responsive activities from another party or parties.

3.2 Overview of the activities of a cloud auditor

3.2.1 Cloud auditor

Auditors of cloud services and more generally of management systems are‘réquired to [conduct
independent assessments of the CSC’s system specific controls for its cloud setxices. These potentially
dddress stored data, applications, operations, performance, privacy and: security of the cloud
implementation. Security measures that the CSP implements and operates‘are also included.

The cloud auditor is further responsible for assessing the CSC’s_¢loud-specific controls. The audit
gpecification criteria vary and can depend on many factors. The audit specifications (see Clause 7)
dan be set in collaboration with the CSP, by the cloud auditor alene, by standards set independently or
possibly as required by law.

Jince the cloud auditor’s defined audit responsibilitiescover both the use and provision pf cloud
dervices, the auditor can conduct the audit for the CSP, the CSC or both organizations.

The cloud auditor can perform both internal and.extérnal audits.

© ISO/IEC 2022 - All rights reserved 7
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Figure 3 — An example of CSP and CSC responsibilities

responsibility as illustrated in Figure 3 means the audit criteria specifications vary dependin
loud deplogyment model and the cloud services being implemented. It is the responsibility g
or toshave a comprehensive understanding of these implementation in order to establish clea|
[ies‘and ownership of the security controls that are to be audited. It is important to note that
use a CSP’s third party attestations as evidence that the requirements associated with the CS

=

U

have been satisfied.

5.2.2 Responsibilities of a cloud auditor

A cloud auditor’s primary responsibility is to conduct audit to the agreed specifications, policies and
agreements.

The specifications (see Clause 7) can include standards defined by the CSP, CSC or cloud auditor,
standards defined independently, or standards required by law. Certification provided by CSPs and
third party suppliers can be evaluated and considered in the result of the audit. The CSP sets the policies
for auditing CSP’s infrastructures and services.
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All agreements are based on the negotiated cloud service agreement (CSA) or cloud service level
agreement (cloud SLA).

In addition, ISO/IEC 17789:2014, A.4 states that the cloud auditor’s activities focus on the following
categories of audits:

— security audit: see 6.3.4.3;

— privacy audit: see 6.3.4.4;

ol h o4
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Many principles help to make an audit an effective and reliable tool. ISO 19011 discusses principles that
rovide critical guidance to auditors or cloud auditors in performing their tasks including integrity,
hir presentation, professional care, confidentiality, independence, evidence-based approach qnd risk-
ased approach. In addition, an understanding of the relationship between transparency, agsurance
nd accountability is a relevant contributor to audit quality.

QO

Iln addition, the following practises are helpful to ensure an audit is an effective and reliable todl as well
ds maintain compliance with local laws or regulations:

+ Audits can be conducted in a risk-based manner, taking intotaccount concerns regarding the
organizational burden for both the outsourcing institution and-the cloud service provider} as well
as practical, security, and confidentiality concerns regarding access to certain types of lpusiness
premises or data in multi-tenant environments.

+ Audits are subject to the principle of proportionality; they are to be applied in a mannef that is
appropriate, taking into account, in particular, thedinstitution’s size and internal organizafion and
the nature, scope and complexity of its activities,

+ Auditors have a professional duty to presérve their objectivity and to avoid conflicts of Interest.
(Customer audit requirement).

1+ Auditors are expected to treat all infermation received as strictly confidential and handle yith due
care. (Customer audit requirement).

+ Auditors usually are compliant with generally accepted international professional standprds for
auditing and with a codé.of ethics, one such example is the International Professional Hractices
Framework (IPPF) issuged by the Institute of Internal Auditors of North America (I1A).

§.2.3 Cloud auditor’s cloud computing activities

The cloud auditer’can conduct the audit for the CSP, CSC, or both. The cloud audit can inclyde both
ipnternal (see/6:3.2) and external audits (see 6.3.3). ISO 19011:2018, 5.4.1 discusses the ole and
lesponsibilities of the individual(s) managing an audit programme, and 1SO 19011:2018, 5.4.2 ¢xplains
the competence of the individual(s) managing the audit programme.

I50419011:2018, 5.2 lays out objectives for an audit programme and the auditor’s activitie§ can be
dligned with establishing those audit programme objectives. The individual(s) conducting an|audit of
cloud services can refer to those guidelines.

The auditors in conducting an internal or external audit of a cloud-based IT system have to exercise
professional judgement to complete the audit in response to the audit request. In completing the audit
for compliance to SOC 2, for example, the auditor in his/her finding can point to pertinent standards
previously not being considered or overlooked by the requester. This calls into the recommendation
that the auditors need to have appropriate continual development activities to maintain the necessary
competency and knowledge in, e.g. information security, data protection and cloud computing system.
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5.2.4 Relationship of the cloud auditor to CSPs, CSCs, and other CSNs

The cloud auditor interacts with the CSC and CSP in its auxiliary role. In performing its activities, the
cloud auditor inevitably interacts with other CSN sub-roles such as the cloud service developer and
cloud service broker. The relationship is closely dependent on the roles involved in the use and provision
of cloud services as explained in ISO/IEC TR 23187, Clause 6. For example, a party can play more than
one role as a provider of application capabilities type and be using infrastructure capabilities type from
a CSP. A clear delineation of roles, relationship and activities is essential in establishing the audit scope
and objectives. Depending on the objectives of the audit result, the cloud auditor is to work with CSCs,

CSPS or Judit clients (oraganizations reauesting audite) and alion ite audit shacifications (cee Clausca 7)
ot O S Aoeroy—+ ot Tt et e e S reo—crerereop THreoerO Tetrer +

...............

approprjiately to standards and laws (see 7.5).

ISO/IEC| TR 23187 presents several illustrative scenarios of a cloud computing environment whereb
cloud apditor identifies the activities performed in relation to the use or provision of‘thé clou
service ps part of planning the audit objectives. ISO/IEC 17789 and ISO/IEC 22123-1 explicitly assig
the responsibility for providing cloud services to the CSP. Cloud services are being offered in man
incongrpent forms and sizes. The “provider” of the cloud service can be offering €apabilities suc
as data [storage and computing power or access to an application. The activitiegof a CSP can includ
data hapdling, processing data, processing for storage directly or through outsourcing services an
managing the cloud service for users or for a CSP. The cloud auditors establishya’good understanding d
the context, the delivery of the cloud services, and the roles, responsibilitieS-and relationship among th
roles.

T h o= (D = X = o

The cloyid auditor can work independently or as a member of ap-atditing team. It is possible for a
organizftion to assemble an internal assessment and audit. Thisvaudit team will be responsible t
the orgdnization’s audit processes, activities, functions or locations and, as appropriate, authority fo
decisior]-making. In this capacity, the individual auditor is most likely responding to and working wit
senior management and critical stakeholders within the ofganization.

[=Je S e pyen)

6 Overview of the audit of cloud services

6.1 General

A cloud gervice audit is defined in this dedument as an audit of the provision and use of cloud serviceg,
and it i§ described in 8.4.1.2 in ISQ/IEC 17789:2014 to assess a system specific controls against p
specifiefl set of audit criteria tosensure that they have been satisfied. A cloud service audit is ngt
indepenjdent from auditing of ah organization’s system and it is helpful to consider as integral part df
the entite system.

The addption of cloud eomputing requires important changes to many CSC business processes. The
CSPs halve varied business specific needs. The selection of cloud deployment models, cloud services
and CSHs includescéertain complexities since the CSCs select solutions to integrate and interoperat
with their infrastructure that are all built and run differently. The concerns as well as benefits of usin
cloud servicesyprovisioning capabilities and resources, and responsibilities for CSCs and CSPs covere
in Clausps 6and 7 are elements to be considered in the design and implementation of an audit. This ca
contribytetto the strategies and plans for the journey to implement cloud computing.

w0 == Uy TD O

ISO/IEC 27017 provides guidelines for information security controls applicable to the provision and use
of cloud services. It includes implementation guidance for relevant controls specified in ISO/IEC 27002
and additional controls with implementation guidance that specifically relate to cloud services. The
criteria specifications vary and are dependent on several factors. A CSC or an external third party
auditor contracted by the CSC can conduct an external audit, i.e. a second party audit on a CSP. It is
important to note that a CSC can use a CSP’s third party attestations as evidence that the requirements
associated with the CSP have been satisfied.
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6.2 Objectives of an audit of cloud service

6.2.1 General

Cloud computing enables network access to physical or virtual resources and transforms traditional
business information technology (IT) services. It offers benefits associated with the key characteristics
(see Figure 2) and the use of cloud services also requires diligence and care in planning and strategies.
The evidence obtained from audits (3.2.2) and cloud service audits (3.2.3) can help to provide clarity
and understanding to the use of cloud services and in planning for their future developments.

A cloud service audit (3.2.3) offers a practical value to the CSCs or audit client, and it is applicable to all
tiypes and sizes of organizations. CSUs are persons who expect to trust that the cloud ser¥ice groducts
q

re deemed secure to use or deploy cloud service; and have confidence that the CSP(s)lwill lhave the
ppropriate security processes in place to maintain their security posture. In order tobuild trupt, cloud
ervice audits (3.2.3) have an important purpose of cloud computing.

'he CSCs in some circumstances, can seek assurance in determining the adoption of suitable cloud
ervice strategy to meet their business specific needs (6.2.4 and 7.4) and selecting the best solutjon with
CSP or CSPs. There are a few contributors to the challenges: In the cloid computing environnpent, the
hanagement responsibilities are shared between CSCs and CSPs. It ishot a simple task for one party to
honitor and manage one’s environment and it is added complexity-in sharing responsibilities [without
lear visibility of the other environment. CSCs and CSPs have Separate and different configyrations,
overnance practises and policies for addressing each environment.

An audit or a cloud auditis a good start for assessing the organization’s system compatibility for gdoption
f the use of cloud computing. It can provide evaluationiand comparison of the service offerings before
cquisition, determination of potential planning for éxpanding use of cloud services or for preparation
pr cyber insurance and auditing the system for continued use of cloud services.

L W 0 5 T o WL o o =~ =~ _ Q) (A

6.2.2 Audit objectives

An audit (3.2.2) focuses on obtaining ‘oObjective evidence (3.2.12) and evaluating it objectively to
determine the extent to which the audit criteria are fulfilled. The types of audit performed| include
decurity, privacy impact and perferitance. A cloud service audit (3.2.3) typically includes somd of all of
the following as evidence (depending on who the cloud auditor is responsible to not everything in this
tiypical list will apply):

+ fundamentals and impact of cloud computing;

An objective ofcaseloud audit is to determine the impact of cloud computing on the organjzation’s
systems anddts*boundaries. This includes:

— diffekent types of cloud computing architectures and service delivery models;

€loud architecture bring together the necessary components and capabilities to conngcted to
allow applications to run on e.g. cloud capabilities types (see Figure 2). As every orgahization
and every CSP has their own unique environment that result in different types pf cloud
i i i i i i ization.
Assessment is to navigate challenges (7.14) and security threats to adopting a cloud computing
architecture.

— different cloud services;

When an organization is using more than one cloud service which are potentially provided
by different CSPs, the complexity of assessment increases. The audit of any CSP is subject to
negotiation and visibility is further challenged (see 7.9).
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provider management and its role in maintaining service;

The assessment seeks to have a good understanding of the service model and applicable
metrics, the difference between the organization and the cloud service, and the perimeter of
the technology boundary. This is considered as third- and fourth-party risks.

security risk assessment of the system associated with the use of cloud services (see 7.3, 74 on
challenges];

When using a cloud service from a CSP who is using services delivered from another CSP, for
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mple, the assessment does not consider only the benefits of using cloud service but that secupit
s can be compromised. ISO/IEC TR 23187, Clause 10 illustrates some exemplary scenarios th

only representative of a fraction of offerings available. One objective of a cloud servicesaudit ig
5sess the security risk of systems associated with the use of the cloud services. This can includg
bremises systems, management systems, and others.

brent connected services and devices;

objective of a cloud service audit is to assess how these services and devices connected to th
em; security and privacy management; data protection, transfer and.usg; device security an
grity plan; access control.

ww

—0

brnance, policies and processes;

objective of a cloud services audit is to include applicable and required principles, policies angl
heworks by which an organization is directed and contrelled. It also includes the establishment
frategy and policy for the use of IT, and organizationakcontrol of the use of IT. The processe
vhich an organization obtains assurance that the‘tisks to its information, and thereby th
rational capabilities and integrity of the organization, are effectively identified and manage
D see challenges 7.5, 7.6 and 7.14). In view of a clotid service audit (3.2.3), cloud governance an
d security can include:

Pt e (D D

identifying and maintaining security controls;

balancing the responsibilities for security shared between CSC and CSP;

deploying a set of core cloud secutrity controls with an understanding of CSC’s responsibilities
meeting regulatory requirements to protect sensitive data in the cloud computing environment;

1latory compliance and legal procedure (also see 7.6, 7.7, 7.14 on challenges];

jw)

objective of a cloid service audit includes reviewing the use of cloud computing is subjecte
ompliance to<@pplicable and required laws and regulations. This is applicable to using an
iding servicestin the cloud computing environment.

p =]

Fations, performance and security;

objective of a cloud services audit is to assess the operations, performance and security of th

clo

al
d'service are instrumental to the business continuity and impact components and resources df

the

service, e.g. service resilience, scalability and disaster recovery. Audit can include, for example,

an assessment of a disaster recovery plan.

examines whether a specified set of audit criteria are met (see Clause 7);

Per

[SO 19011, the audit criteria can include individually or in combination the following:
requirements defined in one or more management system standards;
policies and requirements specified by relevant interested parties;

statutory and regulatory requirements;
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— one or more management system processes defined by the organization or other parties;

— management system plan(s) relating to the provision of specific outputs of a management
system (e.g. quality plan, project plan);

— exception on external certifications;

Dependent on the business operation, one objective of a cloud services audit is to uncover one or
more audit exceptions or deviations. These can include external certifications that correction to
the controls included for coordination and implementation as they can potentially expose risk to
the auditee’s customer data and intellectual property.

6.2.3 Audit boundaries

The extent and boundaries of the audit, and the audit scope generally includes a description of the
physical and virtual locations, functions, organizational units, activities and ‘ppocesses, as|well as
the time period covered. In a cloud computing environment, security and«empliance are d shared
responsibility between the CSP and the CSC as shown in Figure 3. The audit scope accounts|for this
donsideration and align with an organization’s overall audit programme@nd objectives.

The CSP is responsible for protecting and securing the infrastructurejincluding the hardware, spftware,
retwork and facilities that the CSP utilizes to operate their cloud services, whereas the CSC and|CSN are
rlesponsible for security measures related to the security of their,content and applications that|operate
dn the CSP’s. Just as the responsibility to operate the IT envifenment is shared between the CSP and its
dustomers, so is the management, operation, and verification of IT controls (i.e. inherited, shqred and
dustomer specific controls).

The system boundaries of the shared responsibility model shift depending on the deploymernt model
that the CSC implements and operates as shown{s examples in Figure 3 and will affect the fcope of
the environment in the cloud computing enviconment defined to be audited. The figure presents the
platform and application capabilities types.in which the CSCs have reduced responsibilities jand use
lpss resources, but they also have less control of the environment hosting their sensitive data| Special
dttention to contractual agreements ahd on-going due diligence is included to ensure that the CSPs
thaintained and met the required security measures throughout the duration of the agreement

Understandably an audit of different cloud deployment models is inevitably different as the envifonment
dnd CSA are unique to the<CSCs and CSPs. ISO/IEC TR 23187, Clause 10 illustrates six examples of
different delivery of cloud services involving various roles and activities that are not the antficipated
relationship between users or CSCs with CSPs. It is possible that these examples - reselling jof cloud
dervices, cloud servicel exchange, management of cloud services, cloud data management| service
dnd shared cloud-service, do not have an CSA or cloud SLA directly between CSP and CSC. The audit
dlient and auditor-are to follow diligent evaluation of the cloud computing environment and the audit
dbjectives.

6.2.4 <Relationship of an audit and the organization

Hi gure 4 illustrates how the approprlateness and regularity of audit and assessment can bgnefit an

OF a1 n“’(‘ ctratagic nlanaing anagarannt and hocinnce mcciny Thara 1o o 1ty related
A&ullluu\, SH-5—StrategiePprahih SIS ahagementa e BuSHResSHHSSieh—rere+5—ah1h tef

fundamental relationship between establishing a comprehensive understanding of the organization’s IS
and its risk management, the organization’s strategy, business mission, and audit - see Figure 4. A good
inventory and analysis of the organization’s system can contribute to building the organization’s strategy
and business mission, and to establish the audit scope, objectives, regularities, and specifications.
An audit can involve testing, validating, and verifying each control within the organization’s service
is operating effectively and service description is accurate. The assessment of the audit can be used
to update the organization’s understanding, to help in strategizing the use of cloud services, and to
design an internal or external audit. Auditors can benefit from the review of monitoring efforts while
audit findings can validate the organization’s monitoring efforts. The organization’s assessment efforts
can help to evaluate the application of appropriate technical and non-technical controls (e.g. legal) in
compliance to various countries and geolocation laws and regulations.
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Figure 4 — Relationship and purpose of audit to an organization

ptions, when considering adding cloud computing into their IT strategies, first begin with
hnding cloud computing before transitioning to the cloud or expanding cloud services. An audit
An provide prudent analytical information to the planning and implementation process. A soungl
rategy does not narrowly focus on IT but involves many major functions of an organizatio
iness, legal, finance, operations, procurement and human resources). This is not to be confuse

compan
on-pre

moving [parts across on-premises or cloud-based services.and creating a complex web of infrastructur
when interconnected.

Cloud ¢
consum
emergin
effectiv
operatic
establis

— define the business case for-adopting the use of cloud computing;

— ider

— Conj

size. For example, one very large organization can hayve more than 10 000 virtual machine

N
il
oud implementation or migration plan. Business cloud styategy is asymmetrical, dependent oh
5
ises and managed multiple private data centres. The eloud computing environment introduces

omputing offers many benefits and has\*ransformed the way businesses approach th
ption and delivery of IT services. But ewerything in Figure 2 and the potential to work wit
g technologies cannot be easily turned 'en with a flip of a switch. Organizations are to establis
e risk assessment and managemenb processes before migrating its information technolog
ns to a cloud operating enviroriment. Initiating an audit can provide pertinent information t
h a systematic and vigilant strategic plan. An assessment can include the following areas:

| Spues gy s 0]

itify organization requirements and regulations;

pare internal requirements with cloud service specifications;

— defi

— und

ne metricsahd security parameters (see 7.11, 7.12);

erstand-the differences (challenges) between legacy system (see 7.3.2) and cloud computin

Uy

— develop a high-level objectives and control objectives;

— defi

ne functional domains and organizational priorities;

— decoupling and separating an organization’s business service from the infrastructure used to run it

(i-e.

virtualization);

— consider flexibility to use CSPs that provide reliable and scalable user application, development
environments and infrastructure, and most importantly, meet the organization’s risk profile;

— data sovereignty and accessibility to business customers, stakeholders and users, and the ability for
rapid deployment of new user application;
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— cost allocation and resources subscription.
6.3 Types of cloud audit

6.3.1 Overview

022(E)

From the perspective of ISO 19011, the definition for “audit” (see 3.2.2) supports the description of the

three types of audits in Table 1:

Table 1 — Different types of audits

Other external interested party audit

audit audit

First party audit Second party audit Third partyaudit
Internal audit (3.2.10) External audit External.audit
Organization’s internal assess- . . Certificationand/or accredjtation
External provider audit :
ment audit
Drganization’s outsourced party Statutory, regulatory and sjmilar

|

domputing system audits in this document are categorized into {wo categories, internal aud
party audit) and external audit (Second party audit). It is helpful fer auditing entities to underst
difference. In consideration of the exposition of cloud servicés and an organization’s risk post
grganization considers the frequency or regularity of conducting an audit and assessment to en
dfficiency of controls and to satisfy its governance and laws.

6.3.2 Internal audit

Internal audits (3.2.10), also known as firstyparty audits (see 3.2.2 note 1) can be condy
dn employee of the organization, a person hired by the organization or jointly with an out
donsulting organization. The person conducting an internal audit is acting on behalf of the orga
dnd not as a customer or certificationcbody. An internal audit can include identifying ris}
thitigated to optimize the benefits.of any outsourcing relationship, and to position the organiz
dssess and manage risk as the clotd-services evolve, especially for third party compliance.

An internal audit is generally meant to provide assurance by assessing and reporting
dffectiveness of the governarice, risk management, and control processes and is designed to
drganization achieve strategic, operational, financial, and compliance objectives. An internal
the provision and use_of cloud services will also focus on the organization’s enterprise opera
decurity requirements with the use of cloud computing. It is focused not only on whether the g
Arocesses meet-the requirements of a standard, but on all rules the company has set for its
design of the{audit, which depends on the audit objectives and the information that the orga
is seeking,.gan be much more comprehensive and thorough than other audits. The audit prg
ifdentifies.risks to be mitigated to optimize the benefits of the cloud services.

Internal audits are often associated as first party audits (see 3.2.2 note 1). A CSP can cor

T system audit is generally classified into three categories as illustrated in Table 1. But the cloud

it (First
and this
ure, the
sure the

cted by
sourced
hization
Es to be
ation to

on the
help the
audit of
fion and
ompany
elf. The
hization
actively

duct an

internal audit of its cloud service products and make the report available in response to the re

quest of

its customers.

Generally, as best practise of an ISMS, organizations assess potential risks when making changes to
their structures. This is especially true with the adoption, continued use and in anticipation of expanded
use of cloud computing. By having a clear understanding of the key risks to the organization, the
organizations can make strategical plans to manage those risks. Internal audit provides fundamental
information to assist an organization to determine adequate preparation in reducing risk and a mean

for evaluating migration process.
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In preparing the business case for adopting a cloud strategy, organizations’ internal audit can assess
the following:

— Regulatory compliance: assess the CSPs’ approach to meeting the regulatory requirements with
which the organization has to comply (see 7.5, 7.6).

— Datalocation and ownership: assess whether the location of CSPs data storage and processing meets
the required jurisdictional conditions (7.6.2).

— Business viability and recovery: assess the confidence of getting the organization’s data if and when
the[st lose thelr business, and the impact to recovery capabilities.

— Colg¢cation and data segregation: assess the physical location of data storage and assurance-ofidath
seryer and separation of the organization’s data (7.6.2).

— Systems and data: assess the sensitivity and adaptability of the organization’s dataconsidered fo
pospible use in the cloud environment.

— Orgpnization’s risks and controls: assess CSPs that best align with the organization’s controls angl
evaluate how best to address any gaps.

— Rolg¢s and responsibilities: determine the roles and responsibilities of both the organization angl
CSPfs in ensuring the use of the cloud services.

=

— Asspssment of application: determine the suitability of legacy<er non-cloud systems viability fo
cloyd migration and applicability for use with cloud services:

— Asspssment of applications for migration: non-cloud te.private cloud, non-cloud to public cloud,
priyate cloud to public cloud and private cloud to publj¢ cloud.

— Priyileged user access: assess CSPs control and asstirance of access to the organization data (e.g.
711, 7.14).

6.3.3 [External audit

6.3.3.1 | General

Externall audits are also known assecond party audits and third party audits. A second party audit i
conductled by a person who has an-interest in the organization, such as a customer, partner, or its agent.
It can be conducted on-site pr, off-site by reviewing documents submitted by the organization bein
audited)e.g. ISO/IEC 27001cAthird party audit can be conducted by an independent auditing body, suc
as an agency or governmentagency that provides certification and registration for conformance.

1%2]
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An orgdnization conducts an audit of another organization, e.g. a CSP, to ensure that the CSP meet
the requirements-specified in the CSA. The requirements potentially include similar areas as interng
audit - pssessingvand reporting on the effectiveness of governance, risk management, and contra
processgs thathave been designed to help the organization achieve strategic, operational, financial, an
compliapce objectives.

—_ — — ]

The audit client has the option to request for an external audit of its CSP even when the CSP is certified
by a third party audit. In seeking an external audit, the organization is looking to have a better
understanding of the CSP’s capability to meet the organization’s needs and to determine the contractual
elements.

6.3.3.2 Assessment of parties related to the organization

The CSC considers the assessment of any third parties associated to the organization that access and
process the organization’s data to ensure compliance to the CSC’s or user’s security requirements,
policies and governance. It is a continuing challenge for many organizations to manage third party
audits and aggregate data for a single unified audit profile. The CSC can specify the controls that the
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CSPs can demonstrate compliance within an audit report or assessment of third party connected to the
CSP. The complexity increases for auditing across multiple CSPs and monitoring changes for multiple
cloud services provided by multiple CSPs.

The organization includes a process and governance for monitoring its third party users who have
access to the organization’s data and systems. This assessment to demonstrate the organization’s
process to manage its third party users as well as outsourced vendors. The assessment includes details,
controls, risks, contracts, privacy notices and certificates from the third party users.
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6.3.4.1 Overview

HExemplary tests and audits including scans are subject to negotiation and agreemert, and ypt many
direct testing and access to the CSP’s physical infrastructure are usually non~négotiable. SPs can
dhoose to disallow CSCs to perform such activities or CSPs can limit the range’and types of activities
to remote vulnerability scans and comprehensive walk-in on-site visits. Theréfore, it is very injportant
fpr CSCs to test the effectiveness of the governance framework and policy: The use of cloud servjices will
dontinue to evolve and change with time and testing of the effectiveness/of governance will cpntinue.
(onformance testing will be conducted to validate the procedures ‘overtime. Alternatively, there are
yarious best practise scenarios, e.g. CSCs can design a security breach as tests.

6.3.4.2 Exemplary tests

Hor the use of cloud computing, CSCs and CSUs have to.rely more on assessment and not actuall testing.
A potential CSC can use the description of the CSP’s ptaposed service offerings and attempt to integrate
dnd test some of the services. Depending on the sizg of the potential CSC and the use of cloud gervices
in certain regulated industries, exemplary tests or tests can be arranged that can include 4 deeper
lpvel of peering needs. For example, 1) automatic method to test availability of delivered functions (see
8.5); 2) codes can be built, tested and integrated regularly to ensure that applications are always in a
working state; and 3) penetration testing-after code is deployed especially for the use of the application
dapabilities type.

6.3.4.3 Security audit

A security audit can include-cloud security, system security, endpoint security, vulnerability ass¢ssment,
Qenetration testing, sectirity risk assessment and information security management. For cloyd audit,
dttention is directed to:

—+ Different datg.classification, or authorization level:

(loud consumption model: where the cloud service resides, cloud service model/combination,
dwnership; 1éw implementation or expansion building interoperability, workload provision, 4nd data
gensitivity:

— - Visibility and governance:

In a cloud computing environment, many security controls can be beyond an organization’s IT
perimeter, and visibility to those controls and dataflow further increases the complexities. CSPs can
limit direct access and audit of their systems. The CSPs can agree to provide assurance, e.g. audit and
certification reports. Basing on an assessment or audit of the system on available information from CSC
and CSP, there are areas that cannot completely be accessible to CSCs. A well-crafted and considered
governance and process can help to elevate some visibility gaps. For assessment and audit of cloud
services, visibility increases in complexity when considering the use of multifarious infrastructures,
cloud services, deployment models and CSPs as shown in Figure 2 and Figure 3.

ISO/IEC TS 27008 describes the principles of auditing information security controls with reference to
ISO/IEC 27002, which are general information security control measures, and ISO/IEC 27017, which are
cloud service-specific information security control measures.
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6.3.4.4 Privacy audit

Privacy as the focus of cybersecurity is safeguards of data, but privacy is most concerned with data of
the individual and rights of the individual. In auditing an event, privacy risks look at data processing
as it is the focus in ISO/IEC 27018 (see 6.3.4.4, ISO/IEC 27018:2019 PII Processors and public cloud) on
protection of personally identifiable information (PII) in public clouds carried out by PII processors
using cloud services.

For a privacy audit, the focus begins with the organization’s privacy data architecture and data
classification. The organization establishes an understanding on data as an asset (data subject, specifi
pieces of information such as personal data), data relationships and flows, and the business context)in
which the data is used across the organization. This includes the purpose in processing, legal-basig,
third palrty's involvement and access.

— Dath classification considerations include:
— |how the organization is tracking sensitive data;
— |organization’s data protection impact assessment;
— |jurisdiction;
— |mapping of recipients of data;

— |how service providers are being designated contractually®and processing of data especially
personal information;

— |contractors access and processing of data.

Privacy|audit is to provide an audit trail and reporting-as part of the management workflow that
also coyers security, e.g. authenticate users, validate\identity, process for verification and detailinfg
responsjibilities to individuals.

1=}

A cloud puditor assesses the protection of persenally identifiable information aspects of a cloud servic
and the |CSP's operations against data protection regulations of the appropriate jurisdictions, followin
the guidelines issued by the data protection’authorities and relevant standards. If the CSP is certifie
with a dertain privacy framework, relianee on a report is optional. Privacy impact assessment (PIA) i
subject fo regulations and/or legislation that the CSC and CSP are operating the use of the cloud servicg.
PIA rep¢rt can include documentdtion about measures taken for risk treatment, for example, measure
arising from the use of the information security management system (ISMS) in ISO/IEC 27001.

U =L Ug (D

Vi

Designipg and implementing the appropriate privacy audit is conditioned in part to required lawy
regulatipns, and goveriment requirements, but it is possible for global organizations to establis
a holist]c and globallysharmonized approach to meet compliance to regulations and limit the use @
sensitive informatiei

<

o

6.3.4.5 | Performance audit

A performance audit is designed to assesses the CSP’s ability to meet the performance targets for th
cloud services as stipulated in the cloud SLA.

1%

This audit can be included as part of either security or privacy audit.

6.3.4.6 Financial audit

A financial audit is designed to assess the CSC’s cost management of its consumption and optimization
of resources as they correspond to the performance targets for the cloud services as stipulated in the
cloud SLA.
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6.3.5 Relationship between audit and assessment for cloud computing

An audit (3.2.2) is a formal, systematic, independent, and documented process, as opposed to an
assessment (3.2.1) that simply provides a process to collect information and analyze outcomes to
determine course of action that benefits the organization. Generally, organizations have information
gathered on their own systems and can include governance, policies, privacy, description of roles and
responsibilities, and resources. This information allows the organization to lay out a foundation before
setting out requirements and context that support the business mission and functions. This information
gathered will allow the organizations to determine if a formal audit is needed. The auditor cannot audit
gr-assess—without the applicable information of the perimeter Depending onanorganization'’s needs

gnd size, the information can be an assessment or audit conducted either internally or by dn gxternal
party. For practicality and transparency, the information used is to be collaborated and engaged with
q
g

takeholders from all departments to ensure distinct processes are not unfairly overlooked vertically
nd horizontally.

Although the process of producing an assessment can involve an audit, its purpose is to pfovide a
heasurement rather than to express an opinion, i.e. determination about the{fairness of staterpents or
quality of performance. An assessment can be conducted as of a point in/time, not necessarily over a
period. Generally, an assessment aims to get a snapshot of the current statius and provide a mgasuring
qtick to an ideal or a projected state whereas an audit targets compliance.

An assessment can be conducted by an organization’s internal«{eam or contracted third parfy to do
dn internal check. It is regularly conducted in advance of and iri_preparation for an audit, and it can be
dxtended to a detailed audit. In this approach, an assessment seeks to look at how things can be, and
then comparing how things essentially are with this benohmark. With a pre-emptive assessnjent, the
drganization has time and scope to remedy any issues;wulnerabilities, or gaps. The informatidn for an
dssessment is usually collected in a few different ways;-including surveys, interviews, comparigon with
€
i
Q
g
y
q

xternal standards or frameworks, statistics, or-féviews of records and reports showing hjstorical
information. An assessment can be useful to establish meeting the requirements for a sub-group of
ustomers of an organization, e.g. government sector. Depending on the objectives, an assesgment or
n audit can be conducted annually and is\particularly useful, if not also necessary, to be comsidered
vhen determining major changes such.ds implementing or adding cloud services, to the syst¢m of an
rganization.

6.3.6 Relationships among audit processes and reports

6.3.6.1 General
[able 2 illustrates the’relationship between audit, assessment, compliance, attestation, asgurance,

i
dertification and authorization. All these processes serve different purposes and involve assg¢ssment,
dudit or both.

Table 2 — Relationships among audit process and reports

Description of the process

Audit (3.2.2) - An auditis a “systematic, independent and documented process (3.1.8)
forobtaimimgobjectiveevidence {3-2-1 2 amdevatuating it objectivety todetermine
AUDIT the extent to which the audit criteria are fulfilled”.

The evidence is evaluated impartially to determine whether it satisfies the criteria
that is set for the audit. An audit provides findings and conclusion as supported by
audit evidence that was formulated when defining and formalized audit programme.
ASSESSMENT In comparison, assessment is simply a process of collecting and analyzing outcomes
as opposed to the formal systematic and documented process to obtaining evidence
and producing findings and conclusion.

An audit can follow the simple process of assessment depending on the audit ob-
jectives and scope. An organization or audit client requesting for an assessment
in preparation for adopting cloud services can request an audit or an assessment.

Audit

Assessment
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Table 2 (continued)

Description of the process

Attestation

Attestation (3.1.2) - An attestation is an issue of a statement, based on a decision,
that the fulfilment of specified requirements has been demonstrated.

The audit can be performed to establish, e.g. security compliance, and an evaluation
of the objective evidence obtained from the audit can be used to support a decision
to issue of a statement of attestation. The attestation is met with an issuance of a
statement that fulfilment of specified requirements has been demonstrated based

on-adacicion follavinag raviaas
€t OV VWY

Ot

For example, when the CSPs will not allow CSCs or their representatives or afijau
ditor to perform on-site audits of their facilities or services, the CSP alternatively
substantiate an attestation or assessment report from an independent third/party
This statement can be evaluated and considered in the result of the audit:

Assurance

Assurance (3.1.1) - An assurance is the “activity resulting in a statément of confi
dence that a product, process or service fulfils specified requiretnents.”

An audit programme arranges one or more audits for a spegific time frame. An as
sessment (3.2.1) of the audit findings and conclusion provide evidence that justifies
the reasonability of the assurance. The statement in turh‘is'intended to convey thg
assurance that the specified requirements have been fulfilled.

Compliance

Compliance (3.1.7) - A compliance is “meeting or.exceeding all applicable require
ments of a standard or other published set of requirements”.

A compliant audit or assessment is to establi§h'the applicable requirements have bee
met. The audit reports evaluate the validity of compliance based on, e.g. a defined
baseline standard and not essentially meant to ensure that specified requirements
meet the level of assurance. A blended.approach includes compliance and assurancg
would include compliance with peli¢y and the ability to provide assurance of a trug
assessment to the level of understanding of risks.

Certification

Certification (3.1.4) - A certification is a “third party attestation (3.1.2) related
to an object of conformity\assessment (3.1.6), with the exception of accreditation”

Certification specifically focuses on third party attestation related to products|
processes, or persohs and is used to convey assurance that specified requirements
have been demonstrated. As presented in 6.3.8, conformity assessment includes
certification. The audit is carried out by an organization independent of the cus
tomer. Certification audit includes initial, surveillance, re-certification audits, and
specialaudits.

ISO/IEC 17021-1 also addresses joint, combined and integrated audits. A joint audi
(3.2111) is when two or more auditing organizations cooperate to audit a singlg
customer. A combined audit (3.2.9) is when a customer is being audited against thg
requirements of two or more management systems standards, and an integrated
audit is where a customer has integrated the application of requirements of two o}
more management systems standards into a single management system and is being
audited against more than one standard. Annex A includes a general exemplary lis
of certification, authorization and programs.

ISO/IEC 27006 is primarily intended to support the accreditation of certificatior
bodies providing an information security management system (ISMS) certificatio

By extending from the requirements contained within ISO/IEC 17021-1, it specifies
requirements and provides guidance for bodies providing audit and certification
of an ISMS. The document is good reference source since an ISMS helps protect all
forms of information, whether digital, paper-based or in a cloud system.

A certification audit (3.1.5) carried out by an organization that is independent of the
audit client and the parties to put the necessary assurance seal and set the stage for
attestation (3.1.2) and authorization (3.1.3).
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Description of the process

Authorization

activities”.

Authorization (3.1.3) - An authorization is “privileges that give access to designated

An assessment can be performed so as to issue an authorization. The authorization
is focused, e.g. privileges, access control, authentication, etc. and the process to grant
privileges to designated activities and generally can be coupled with a certification
process in the use of cloud services, e.g. US FedRAMP - see Table 3.

6.3.6.2 Example scenarios of audit processes for cloud computing

Table 3 — Example scenarios on audit processes from the prospective 6fCSCs and C5Ps
What does the process as applied to the example mean | As-
Process Example sce- for sess-| | Audit
narios
Ccsc CSp ment
Audit Prepare a cloud|— begin with an internal|— CSPprovidestotheauditor Vv Vv
computing migra- assessment to build the."data / information
tion plan an audit plan to relating to the identified
AUDIT determine the design perimeter
and operational
effectiveness of| — CSP can use industry
identified perimetet recognized legislations,
frameworks and
— establish audit“ scope, standards to comply
governance,and policies with fundamental cloud
security principles and
— set upyaudit plan and requirements
communicate it to
all ““stakeholders and
management
NOTE Extreme right columns suggest whether an assessment, audit or both are used - see 6.3.5.
© ISO/IEC 2022 - All rights reserved 21


https://standardsiso.com/api/?name=f8c4b7b56b01c5bae9eda5da85bef162

ISO/IEC TR 3445:2022(E)

Table 3 (continued)

What does the process as applied to the example mean As-
Process Example sce- for sess- | Audit
narios
Csc CSP ment
Assessment Organizations|— assessment of the|Assessment of CSP: V V
cons_ideringclo_ud system includes risk and security
Assessment ;ervwesordefm- e.g. an inventory .of management, product
ing a cloud strat- appllcgtlons, risk catalogue in mapping to
eoy —the oroani- analysis ggyernance . R o
S S A AR ., OTZalliZation s capapilities
zations are to de- policies, organization’s
termine wheth- risk appetite, etc — demonstrate compliance
er it is a simple , to fundamental cloud
assessment or a|— leverage 'mapping to security principles and
formal audit standards, frameworks, requirements
CSPs publicly available
security controls to|— contribute information{on
assess  CSPs  overall self-assessment platform
security controls, e.g. e.g. CSA  STAR( ) Self-
determine what and assessment
where datais processed,
and who has access to
which data
— assess the overall level
of security offered by
CSPs
— assess and determine
workload for use . n
the cloud computing
environment
Attestatfion Attestation of|— attain attestation|— provide the CSC with the|
compliance with on securify) controls applicable attestation
federal, national as a basis for reports on the security
Attestation [ andlocal statutes impleimentation  that controls associated with
as well as indus- will be required by an the cloud services
try best practises auditor to validate the
eontrols — the attestation reports,
which can be performed
=~ attestation plays a part by an independent third
as the certification for party
products by third party
— attestations are used
to meet industry
requirements to ensure
compliance with
federal, national and
local statutes as well as
inAuci—ry best pvanficnc

Note that attestations
simply attest that the
tool exists and do not
affirm their operational
viability

NOTE Extreme right columns suggest whether an assessment, audit or both are used - see 6.3.5.
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What does the process as applied to the example mean As-
Process Example sce- for sess- | Audit
narios
CscC CSpP ment
Assurance Measuring and contracted a third party|— include validating the v
assuring CSPs’ to evaluate and validate CSP’s output of a self-
ability to secure- e.g. SLA, negotiate new assessment of e.g. risk
Assurance ly deliver cloud contract, etc. with either management
services CSP or CSN
——— — provideassurance onrisks
assurance involved the associated with managing
process of analysing and and protecting the data in
verifying that can be the cloud on behalf of CSEs
used in the assessment and their users
of audit records or
selected assurance
level, e.g. SOC 2, ISO, etc.
Compliance Meeting compli- review CSP’s|— complianeé_reports are| Vv
ance for required compliance reports prepared by a third party
Compliance | laws, regulations, that are relevant to the and dre made available to
and government business functions of CSCs
requirements the organization;
(see 7.5) — dvariety of different types
leverage the mapping of compliance that can
with industry accepted be required by industry,
security standards, CSCs, etc. to meet a certain
regulations, and type of certification or
controls framewaorks framework.
Certification Meeting certifi- select and prepare the|— provide the required Vv Vv
cation e.g. ISO/ applicable-{controls for certification by a third
Certification [[IEC 27001, SOC audit ag\'some requires party that is valid within
2[SOC2-S0C for audit, that carries over the applicable period
Service Organi- six “'months and is
zations: Trust conducted by outside/
Services Crite- third party auditors.
ria - The SOC 2 This includes what
isareportbased data necessary for
on the Auditing certification
Standards Board
of the\Ameri- verify the certificate is
carCdnstitute of valid, and if necessary,
Cextified Public verify that the provider
ACcountants' maintains the required
(AICPA) existing compliance
Trust Services
Criteria (TSC)].
Authorization |Authorized cloud organizations  review|— CSP is to provide evidence|
o) services, e.g. US the authorization prior of implementing and
FederatRiskamd tocomsidering tie €SP doTuTTeTTting specified
Authorization ||Authorization offering and services security  control  to
Management Pro- an independent third
gram (FedRAMP) party auditor to receive
and maintain the
authorization
NOTE Extreme right columns suggest whether an assessment, audit or both are used - see 6.3.5.
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6.3.7 Conformity Assessment - Objectives and expectations

ISO/IEC 17000 provides terms and definitions applicable to conformity assessment. Conformity
assessment (3.1.6) is the "demonstration that specified requirements are fulfilled". Conformity
assessment procedures provide a means of assuring that the products, services, or systems produced
or operated have the required characteristics, and that these characteristics are consistent from
product to product, service to service, or system to system. Conformity assessment includes sampling
and testing, inspection, supplier’s declaration of conformity, certification, and management system
assessment and registration. It also includes accreditation of the competence of those activities by a

on h governmen gon a a ed on-Hrogo m Bab 7

The collection of all activities that are reeatedly applid to a specified group of proucts, processeyg,
servicey, systems, persons or bodies is referred to as a ‘conformity assessment scheme ‘or ‘schemg’, (é.g.
NIST SP|2000-01).

Confornpity assessment is the demonstration that specified requirements are fulfilled. Detérminatio
on how| the requirements are met is made through testing, inspection, and audit, and it can b
performled by the manufacturer, the purchaser or a third party. Attestation made bya‘manufacturer i
a Suppliers Declaration of Conformity (SDOC). A third party attestation is a certification. The output i
that requirements have been met but not that a product or system is secure.

|72 7 B § V=]

Confornpity assessment decisions are often based on a sample at a pointsin time, and surveillancg
activitigs help ensure ongoing conformity. They can include pre-margket activities, such as quality
checks pt manufacturing plants, and post-market activities, such as_sample testing and complaint
resolutipn. Conformity assessment in the cybersecurity space is challenging, where products are being
updated continuously.

Standar{ds for Conformity Assessment are published by thedS® Committee on Conformity Assessment
(CASCO] in cooperation with the IEC. They involve testing, inspection, SDOC, certification, anl
accreditlation.

6.4 Cloud audit and trust

Cloud cqmputing is not the typical IT infrastructure located within an users’ security boundary. A clou
computjng environment can be a commerc¢ialnetwork-based computing model with resources provide
from geplocation in faraway server. Every/organization’s computing environment and their use of clou
servicey are uniquely different from.other organizations. The CSP manages and virtualizes physic3
resources and can either be providing services directly or indirectly to CSCs or CSUs.

bt ot S Pt

The audit programme objectives described in ISO 19011 emphasize that the audit conducted b
consistgnt with the auditcclient’s strategic direction and support their management system polic
and obj¢ctives. The purpoese of an audit is to provide the audit client with the auditor’s opinion of th
specific|perimeter or.Service, or product as presented and for which the audit programme objective
are credted. The auditor’s opinion enhances the degree of confidence that intended users can place i
the defiped specifi¢ purpose. The viability of the audit provides reasonable confidence that the audi
objectivies canhe-achieved.

2R
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The ch3llenges described in 7.14 cover specific aspects of using cloud services whereas trust (
Confidelll,c) ib dil CLth tUVVClld t}lC audit ad> d VVllU}C- All audit Uf L}Uud SCT ViLCD Clilllb tU lllCCt t}lC aud L
client’s expectations in a demonstrable, verifiable and potentially measurable way. The audit objectives
aligning to the audit plan can clearly be apparent or capable of being logically proved. The audit is
dependent on as well as limited by the requester’s thorough understanding and provision of information,
and readily availability of information from other related parties. For example, in ISO/IEC/TR 23187 and
Subclause 7.14.2, CSPs collaborate with third parties in providing critical functions that are not always
transparent or known to the CSP’s customers. The audit perimeter and the audit stated objectives are
not necessarily covering the organization’s entire system and or necessarily include a variety of specific
services. It can be challenging to establish trust that the audit as a whole is verifiable and measurable.
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7 Audit specifications and challenges

7.1 Overview

The audit specifications build on the consideration of the components discussed in Clause 5 and
Clause 6. Stakeholders such as the audit client, auditee, and auditor will set the perimeter of the audit
- how, why, where, and environment. Subclause 8.3, Figure 8 illustrates an exemplary process for
auditing - identify, assess, plan, initiate, test and monitor - in which setting audit specifications can be
incorporated in the planning. The planning is to determine the focus and boundary of the audit. There
dre many considerations that will be presented in Clause 7.

The audit specifications can be set by the CSP, by the cloud auditor, be determined by indepéndgnt third
party standards or be required by law. All involved parties have to have an agreed/scope and set of
Arocesses, measurements, standards, and metrics for the audit.

7.2 Establishing audit scope

The extent and boundaries of an audit, and the audit scope generally/ineludes a description of the
physical and virtual-locations, functions, organizational units, activities'and processes, as well as the
time period covered. The scope of the audit is critical information\in the audit programme|that an
drganization set up for a specific time frame. The audit scope foreach audit can be aligned yith the
dqrganization’s overall audit programme and objectives.

7.3 Audit risk assessment

71.3.1 General

The audit client and organization have to have a reasonable understanding of security contfols and
dloud computing environment in order to define the boundary for the audit and its objectives. The cloud
dervice audit (3.2.3) typically examines a set of controls covering a variety of topics. The set ¢f topics
gnd the set of controls vary depending«on the audit criteria. For the purpose of categorizing pecurity
dontrols and understanding the responsibilities, Figure 3 illustrates the responsibilities of the [CSP and
(SC relating to the use of cloud cemputing. For cloud computing, examples of control topics include:

+ cloud capabilities types;

+ virtualization;

1+ data management-and storage;

4+ access Control/least privilege access;
+ supporting infrastructure;

4+ governance and policies;

+<{~encryption;

— network security.

As part of an overall cloud strategy, it is necessary to include risk management practises to support
decisions in adoption of cloud computing. Assessing risk is incorporated with assessing the system
compatibility for adoption of the use of cloud computing. When formulating a cloud computing strategy,
organizations can begin to make calculated decisions about what they will and will not accept in order
to mitigate risks associated with the adoption of cloud computing and align with the organization’s risk
acceptance, governance, regulatory requirements and the business mission.
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7.3.2 Risk assessment of cloud computing systems and legacy or non-cloud computing system

An audit or assessment is to provide evidence that aligns with the auditee’s prescribed objectives are
met. This can involve in understanding the integration of the auditee’s on-premises system that includes
alegacy system. The legacy systems can be an older, if not outdated system or application. It can be due
to lack of support or that it is no longer support the needs of a business or an organization. The legacy
systems are generally not created for the use in the cloud computing environment and as a consequence
cannot be easily lifted and dropped into the cloud computing environment. There are challenges for
the legacy systems to meet the compliance associated in the adoption and use of the cloud service. A
Strateg be arefy 3 a Nino h o-mia a aYe
cloud cdmputing environment.

In another word, a legacy system can be part of a non-cloud computing system. A non-cloud $ystem
can be 4 system housed internally that can include applications installed within in-house sefvers angl
mainframes and IT infrastructure behind its firewall. This system allows the organizationto maintaip
the confrol to meet certain compliance while security remains challenging when jincerporating in
a cloud |computing environment. A non-cloud computing system built for use within an internal IT
infrastrjicture faces the similar challenges described above for the legacy one.

7.4 Security controls assessment

Standards that provide information relating to security controls assessment include ISO/IEC 27003
ISO/IEC| 27007, ISO/IEC TS 27008, ISO/IEC 27017, and ISO 19011. ISOAEC 27017 gives guidelines fo
informaftion security controls applicable to the provision and dise of cloud services and include
additionjal controls with implementation guidance specifically relate to cloud services and additiong
implem¢ntation guidance for relevant controls specified in {SO/IEC 27002. ISO/IEC 27007 provide
guidance on managing an information security management system (ISMS) audit programme, o
conductiing audits, and on the competence of ISMS auditors, in addition to the guidance contained i
ISO 190[L1. ISO/IEC TS 27008:2019, Annex C provides.guidance on audit procedures for ISO/IEC 2701
technical controls.

~
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The audjitor assesses security controls of both«the CSC and the CSP. The CSC or the audit client canngt
assume to inherit the CSP’s security controls.The following are some key considerations:

a) The CSP’s security authorization package can include a list of controls that are expected to b
impllemented by the CSC. CSCs are to review this list, consider the context in which they are usin
the|cloud services and prepare a'list of security controls that are the full or partial responsibilit
of the CSC. Cloud auditor reviiews the CSC’s responsibility matrix to validate it against the CSP
seclirity authorization package and focus on the audit of the controls that are identified as the CSC
responsibility.

v U= U4y D

b) Auditors pay special attention to the “configurations” of the CSC’s cloud services and audit thes
configurationsforsecurity. These configurations are associated with the options that CSPs offer t
configure security to meet the needs of the CSCs. However, in order to activate these options, th
CS{ can configure the system appropriately. They can be managed by the CSC in accordance wit
the [configuration management family of controls.

="~ AN 0"

c) Audi pay-spectatatte . e—tec ces ortser—atthentieatiton—and —asstia
level of the digital identities. Every user of a cloud system is a “remote” user authenticating over a

shared medium, for example, the use of multi-factor authentication mechanisms leveraging digital

identity credentials with assurance commensurate with the criticality of the cloud application.

d) Auditors pay special attention to the handling and storage of PII or other sensitive data in cloud
services. Depending on governance and jurisdiction, the management of data is in commensurate
with the risk of exposure of data. For example, for highly sensitive data, it is recommended that the
encryption keys are not to be managed by the CSP who is also providing the storage service.

e) Auditors review how the CSC’s contingency plan is affected by or is integrated with the use of
cloud computing giving consideration to organizational policies and regulatory requirements.

26 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=f8c4b7b56b01c5bae9eda5da85bef162

ISO/IEC TR 3445:2022(E)

An incident response plan including basic processes and understanding escalation procedures, is
particularly crucial for the CSC when a cloud computing system is involved.

7.5 Required laws, regulations, and government requirements

Compliance is not simply meeting the requirements, but when compliance is applied correctly, it is
instrumental to the long-term success of any organization.

The organization’s leadership determines how to sustain the culture and behavior of compliance,

aadadant o Affaotiia ongoag ot oo ida - caomanliaonocn o agarant cuctana o oot tha ongo t
(epnawy (A\.IUPL dlIl Cl1IcTuIve, Ul Sulllbu\-lull VV lu\, \—Ullll.lllull\’\' lllullusblll\,llb J]JL\'IAI LU ITIIIC C U LIIC U Su lZa lon

‘s obligations, and the needs and expectations of its stakeholders. ISO 37031 presents a-compliance
hanagement system that is based on the continual improvement principle.

Audits can also be required to verify compliance with general regulations especially Wwhen prcessing
RIl is involved, for example:

+ privacy [e.g. GDPR, HIPAA, LGPD, CPRA (California Privacy Rights Act)];

data transfer and data protection [GDPR - Standard Contractual, €lauses (SCCs) and [Binding
Corporate Rules (BCRs)]

+ industry specific regulations [e.g. financial services and banking regulations — AICPA (American
Institute of Certified Public Accountants), and Payment Card\Industry Data Security Standprd (PCI
DSS)I;

+ sectors [e.g. health information (US Health Insuranée Portability and Accountability Act pf 1996)
(“HIPAA™)];

+ governments (e.g. GDPR, LPPD, HSPD-121), FISMA2), LGPD);

+ regulatory [e.g. Payment Card Industry Data Security Standard, HIPAA, EU (European Unipn) Data
Protection directive, pharmaceutical].

any CSPs are under continuous audit-for security compliance including, for example, the Payment
(ard Industry (PCI) or ISO/IEC 27001:2013. CSC benefits by inheriting the compliance of thgir cloud
dervices but are still responsible for'their configurations and utilization of the cloud services. C$Ps have
Jtatements of applicability and downloadable audit reports. In general, auditors can map the CYPs prior
dttestations to the cloud sefwices that the CSC are being audited against. Although it is the duty of the
(SC to implement security-best practices, CSPs build in security controls to protect their platforms.
his is because the CSPs“maintain large-scale data centers and are under continuous audit. Physical
dccess to the CSPs’ data centers is not necessary at the CSC level as the CSCs can leverage the physical
decurity attestations from their CSPs.

meeting the-demand and expectations of the consumers and marketplace, technology and dhanging
landscape-evolve separately in different spaces and directions demand updates to regulatipns. For
dxample,nthe US Health Insurance Portability and Accountability Act (HIPAA) applicable to [just the
patientinformation flowing through the healthcare system and not generally to personal health data.
ew, technologles and a greater awareness of pubhc health after a pandemlc can also fundamentally
--------- : : g . ratreotitrolling
how it is used There is a cr1t1ca1 necess1ty to understand how an orgamzatlon uses its data and the
technology interfaces between many components such as devices, networks and ecosystems, and to
apply the appropriate controls not only to satisfy the existing laws and regulations but also to assess
and analyse the information for better understanding of potential risks.

1) Homeland Security Presidential Directive 12: Policy for a Common Identification Standard for Federal Employees
and Contractors

2) The Federal Information Security Modernization Act of 2014 (FISMA 2014) updates the Federal Government's
cybersecurity practices
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7.6 Policies

7.6.1 General

Each organization establishes various policies to support, for example, its organizational goals, trans-
border data flows, data protection, privacy, risk management, incident response, identity, access
management, and its use of cloud service(s), i.e. cloud policy. An audit can involve assessing monitoring
and testing the effectiveness of the policies.

nd local ones. The policies can be used to evaluate whether the compljanc
programme is aligned with the legal and regulatory standards. Standards and frameworks aré ofte
referenged in support of policies or cited as baseline. In cloud computing environment, consideration
are driven by understanding the organization data usage - where, how and who are accessing.and usin
it, to degigning the policies. The audit can assess the policies and reinforce or counteractottier policied.

b
gy U =20\

Policy approaches include, for example:

“Privacy by Design” which is included in the General Data Protection Regulation (GDPR), that th
curtent approach in the data protection guidelines, which requires persens responsible to includ
definitions of the means for processing technical and organizational measures at the time that the
are defined in order to fulfil the basics and requirements of “Privacy by Design”.

~ WD

— Bingling corporate rules (BCR) are data protection policies adhefed to by companies in the EU folr
transfers of personal data outside the EU within a group of undertakings or enterprises.

7.6.2 |Geolocation data

Several [countries are challenged with a requirement\for assessing and authorizing cloud servic
products for usage in government and within some industry sector (e.g. energy, financial). Th
volume pnd backlog quickly become overwhelming; within a specific geo-jurisdiction assessment an
authorization context. This is especially true forPaaS and SaaS cloud service products with thousand
of potertial cloud service products. Globally,cloud service products are not only trusted but it woul
gain significant economic benefits if they:.are also mutually recognized. International standards wi
be at thle core to foster mutual recognition (authorization) of specific cloud service products acros
multiplg geo-jurisdictions.

T — L U7 L (D (D

Control|and management of data’locality serve to satisfy government regulations such as thosp
pertine]It to data security. ThisTincludes using cloud service to repatriate sensitive data from cloug
platform and hold it on-premijses if needed.

7.7 Cloud serviceagreement (CSA)

The CSA can préscribe terms relating to the audit of the CSP and possibly of the CSC. The primary
CSPs cap exertise similar agreements with its secondary CSPs. The cloud SLA ordinarily contains p
collectign of SLOs and SQOs relating to the cloud service, covering aspects of the service. This cap
include pvailability, reliability, performance, security, data protection, compliance and data handling. It
differs from an SLA for services hosted internally as it includes objective measurement defined for level
of service being provided in the cloud computing environment. The cloud SLA can include description of
the methods that CSPs can use to demonstrate compliance to regulatory standards for the use of cloud
services. Listing of standards, policies and regulations together with list of audits and CSC auditing
activities are exemplary document for inclusion in the cloud SLA. ISO/IEC 19086-1 describes the
overview, foundational concepts, and definitions for the cloud SLA framework. ISO/IEC 19086-1:2016,
Clause 10 provides the cloud service level objective (SLO), cloud service qualitative objective (SQO) to
measure the commitment to ten pertinent SLA content areas, namely information security, performance,
availability, accessibility, cloud service support, termination of service, governance, service changes,
service reliability, attestations certifications, data management, and PII protection.
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7.8 Cloud capabilities types, cloud service categories and key characteristics

4 \
Cloud Infrastructure Platform Application
capabilities o _ I
capabilities type capabilities type capabilities type )
types
(Representative cloud service categories: )
Cloud service Communications as a Service (CaaS), Compute as a Service (CompaaS), Data Storage as a Service (DSaaS),

t . Infrastructure as a Service (IaaS), Network as a Service (NaaS), Platform as a Service (PaaS), Software as a
categories \_Service (SaaS) )
Figure 5 — Cloud capabilities types and cloud service categories
In conducting an audit of cloud service, it is essential to understand how to set the aiidit specifications

ip relation to cloud capabilities types and cloud service categories (see Figure 5):

+ characteristics of capabilities types and cloud service categories;
Every capabilities type and cloud service category have different chdracteristics and offer different
benefits and limitations, but also risks. As shown in Figure~3) ‘responsibilities are 3ssigned

differently to CSCs and CSPs. When CSCs use more than one ser¥ice provided by different (SPs, the

audit matrix and definition are defined for internal and extetnal audit.

matching and transitioning workload and platform;

It is necessary to see the workload from top.down and appropriate approaches t¢ legacy
dependency. This includes reviewing profile, wersion used, function in current envifonment
alignment, managing sharing and securing data,across multiple CSPs and cloud capabilitigs types.

The incorporation of various technology such'as containers environment and automatio
various cloud computing platforms.

viability of legacy system;

1 aCross

[t is relevant to manage the data-model and viability to access every representation on every piece
of data in the legacy systemThis includes managing APIs and portfolio to maintain collaporation

and integration between legacy and cloud system.

importance of cloud management sensitivity;

Managing who has access to what and with which privileges is a real challenge in the cloud

environment dGe,to rapid change and large scale. In understanding where are the CSC
consumers and‘employees will help to determining audit boundary, security sensitivity a
and connegtivity.

matching worker skills to the business application;

S users,
hd gaps,

The-consideration is tied to roles and responsibilities in managing credential, governajnce and

compliance in the use of the cloud capabilities types and cloud service categories. Cloud se

"urity is
p’s skills

a—ourpev-nota doctinatinn Pucinncc ymatccinn and nande Arganigatinnal cnlinen and ool
SHouFRey- Rt ae StHa e R— S HHe SSHHSSIo e ReeaSergatZatohareurtudreaRapeopr

are influential for this journey. IT and security teams are enabled to control cloud acces

s and to

provide 360-visibility across the enterprise and cloud infrastructure in order to add a critical layer

of security and governance.

— understand the key characteristics of cloud computing in setting audit specifications;
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[ Broad Network Access ] [ Multi-tenancy ]
Key [ On-demand self-service ] [ Rapid Elasticity and scalability ]
Characteristics

[ Resource Pooling ] [ Measured Service ]

Figure 6 — Key characteristics of cloud computing

1}

These characteristics as shown in Figure 6, are identified as key features and benefits in (thp
use|of cloud computing, and they are not necessarily apparent in totality in every environment.
Understanding these characteristics helps to identify and verify the appropriate security.and ris
mamnagement that is part of the audit scope. For example, scalability can be impacted when usin
seryices that are built upon another CSP.

~

Uy

— maiaging changes and working with partners (see 7.15.2);

=}

A process can be in place for monitoring and implementing 1) maintenance’and versioning, e.g. a
aut¢mated security assessment [27], a change management plan, and in¢orporated in the CSA o
cloyd SLA (ISO/IEC 19086-1:2016, 7.5, 10.10).

=

— hybfrid cloud and multiple CSPs;

leadt two different cloud deployment models. Many organizations will have a private cloud locate
on-premises which can be owned and operated by the organization or hosted on-premises by a CSF.
Thelse organizations can use public cloud located off-premises. These two separate cloud servicep
can|be provided by two different CSPs.

HyHrid cloud as defined in ISO/IEC 22123-1 as a cloud depléyment model that involves using ?

The audit specification in considering cloud service capabilities includes the access points t
each cloud service. The visibilities to the services, setting up appropriate metrics and in meetin
conjpliance. In meeting both compliance requirements and the challenge of visibilities, it would b
critjcal to have the capabilities to integrate application, data, cloud-native as well as many business
to-Qusiness functions.

1 WUy o

Examples include:

— laccess control - accessrelationships, patterns and improve the application of access controlg;
enforce access to cloud infrastructure with predefined policies;

— |visibility;

— |meeting compliance (many native/custom tools do not support the use of more than one clougl
services);

— |settingappropriate metrics;

— |respond to changes and updates;

— change and network behavior;

— integration of multiple cloud services (cloud management, identity management, security
platform management);

— shared security and visibility.

Figure 3 illustrates the shared responsibilities between CSPs and CSCs depending on the use of cloud
service models. While three main roles and sub-roles are included in ISO/IEC 17789 as shown in Figure 2,
it is possible that the sharing of responsibilities can involve multiple other parties that are described in
many documents for example, cloud platform integrator or broker, software development companies
for the applications running on top of cloud services, different DevOps teams and other stakeholders.
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Figure 3 is only an illustration of how responsibilities are split or shared between providers and

users of the cloud services using different cloud capabilities types, i.e. infrastructure cap

abilities

type, application capabilities type and platform capabilities type. In many cases cloud developers can
design seamless movement between capabilities types. When auditing such environment, it is not easy

categorized separate services to capabilities types.

7.9 Cross-cutting aspects

rganizations seek to maximize the benefits of cloud computing-cross cutting aspects for connfectivity,

Cloud - Auditability - Performance - Resiliency
Computing - Availability - Portability - Rever§ibility

i - Governance - Protection of PII - Security
Cross cutting - Interoperability - Regulatory - Service levels'ahd sprvice
aspects - Maintenance and versioning level agréement

Figure 7 — Cloud computing cross cutting aspects

(loud computing is becoming the conduit for many technologies liké/robotic process aut¢mation,
drtificial intelligence, data analytics, and the Internet of Things/(loT). It is also facilitafing the
fundamental changes in the way people work, extending oppdrtunities to access data remotely
gnd enhancing collaboration throughout organizations from%nmtany locations. Across coptinents,
C
i

usiness growth and for the possibilities.

loud computing that involve interactions affected by-technological, information and human
'he challenges are likely to intensify and become&”more difficult to manage as systems grg

ystems, the complexities also include matters;of corporate policy, regulation and international
igure 7). An audit scope will need to recognize and reconcile these challenges within the peri
hulti-connected environment.

7.10 Emerging technologiesand cloud native

As the use of cloud computing is expanding its influence and becoming more agile, offeri
dollaboration between roles)is responding to demands. These motivate many different appro
Handle workloads. When_deploying an application into the cloud environment, organizations
C
;

xamples for auditer-consideration include to:
+ understand\that traditional approaches cannot meet the demands of edge computing;
+ aligndcloud strategy with the use of more than one cloud services and CSPs;

+ ,align cloud strategy with the incorporation of artificial intelligence and edge computing;

|
q
|
domplex and interconnected. In cloud computing environments with internationally interconnected
S
I
1

'here are challenges and ISO/IEC 19941 highlighted the issues for interoperability and portdbility in

aspects.
W more

law (see
meter of

hgs and
hches to
have to

eal with a wide range of resources at different levels of functionality among available cloud s¢lutions.

understand haur data r‘nmpnfa-
e e Ot O Wt a-Co Pt

— align perception of security and privacy to address users, process and technology factors;

— assess effectiveness of the use of any emerging technologies in term of accuracy and completeness

with which users achieve specified goals;
— assess efficiency in view of resources used in relation to the expected results;
— assess virtualization risks;
— assess identity management risks;

— assess the risk of misconfiguration;
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— assess dependencies considerations and cross functional cloud governance.

ISO/IEC TS 23167 discusses a set of common technologies and techniques used in conjunction with
cloud computing. These include virtual machines (VMs) and hypervisors, containers and container
management systems, serverless computing, microservices architecture, automation, platform as
a service systems and architecture, storage services, security, scalability and networking as applied
to the cloud computing technologies. The CSC often uses these common technologies with the cloud
service(s). The cloud native applications are coupled to virtualization and the control and management
of virtualized resources. Iti is prudent to have a full and complete understandlng how the technologles

The potlential challenges that the cloud service developers misaligning security and the framewor
used by|the CSC. In developing the applications to incorporate the technologies in the cloud service, th
cloud ayditor is to gain visibility to resources so as to assess what is deployed, identify the¢loud nativi
applicatfion, and apply the appropriate risk profit to locate any misalignment or gaps in.security.

WA

7.11 Dgfine metrics and security parameters

In definfing metrics include discussing the parties and identifying scenarios,'and the roles they pla
in the usage metrics and implementing information security measures, hée CSCs in using the clou
servicey prepare to understand the metrics used for service quality and*other assurances describe
in the cloud SLAs. The cloud service business manager, for example, exercises this understanding i
perfornling business administration activity as described in ISO/TEC 17789. The CSPs’ activities ar
driven ih providing cloud services and necessitate the use of met¥ics to measure service level objective
(SLOs) gnd service qualitative objectives (SQOs). The cloud auditor in carrying out the activities of th
audit of|the provision and use of cloud services, use a common and unambiguous representation d
metrics|to provide details of the measurements performed: Apart from the CSPs, CSCs and CSNs, othe]
roles such as regulators and policy makers establish their parameters and associated metrics abou
cloud service usage.

=N o (DD =2 T

ot

jwm

Metric is defined in ISO/IEC 22123-1 as a staridard of measurement that defines the conditions an
the rulgs for performing the measurement-and for understanding the results of a measurement.
ISO/IEC|19086-2 is scoped specifically todefine a model for specifying metrics for Cloud Service Leve
Agreemepnts (Cloud SLAs). As described in-the definition, metricis focused on something thatis intende
or need¢d to measure, the data suppdrting the measures needs to be readily obtainable and thereby th
measur¢s to yield quantifiable information.

W =

The mefric definition describes what and how this “something” is to be measured and tracked. Ip
developjng metric definitiomdepends on the intended users, the intended purpose and how the metrif
will be [used. The metrie)definition designs to be logical and specific, comparable, and applicablg.
Establishing metrics-and metric definition can be incorporated with the planning of the cloud servicp
audit (3.2.3). Depending on the purpose of the audit, the metric definition can be used by different
parties Including CSPs, CSCs, and CSNs. As illustrated in ISO/IEC 19086-2:2018, Figure 1, a well-defined
metric definition helps to ease any confusion when comparing and evaluating metrics.

Much effdrts are preoccupied in selecting controls within the process of implementing an Informatiop
Security Management System (ISMSJ as represented in 1SO/TEC 27002 Information Security measures
are necessitated in assisting decision making and improve performance and accountability through
collection, analysis, and reporting of relevant performance-related data. They provide the means for
bridging the implementation, efficiency, and effectiveness of security controls to an organization’s
success in its business mission activities.

If an organization strategizes uses a framework such as the NIST Cybersecurity Framework in defining
controls and formulating requirements, metrics based on the framework as a standard measurement
helps to formulate relevant, measurable and thereby verifiable. The ISO/IEC 19086 series uses the
differentiation of cloud service level objective (SLO) and cloud service qualitative objective (SQO)
whereby SLO has quantitative characteristic of a cloud service and SQO has qualitative characteristic of
a cloud service. It is not only necessary for the auditor to understand the cloud computing environment
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in formulating the metrics to closely applicable to the controls, but the auditor is to ascertain whether
the metrics are applicable to manual, semi-automated or automated (continuously) assessment. Metrics
designed for traditional manual assessment will not be helpful measurement for use with automated
assessment.

7.12 Determining matrix

Matrix brings together gathering of data representation and data collection to cultivate metrics.
Subclause 7.12 discusses defining metrics and security parameters, and they are one of many
OMpoNents feediNg INto any audit programme. I he buitding btocks of a matrix devetop a comprehensive
ljst of risks (internal and external) that potentially have a negative impact on the organizatidn, along
with the controls in place to defend against those risks.

This clause discusses specifically on matrix for specification of audit and emphasizing-the importance
gf determining meaningful measures of effectiveness and impact on the usecef*the cloud [service.
Hffectiveness in relation to accuracy and completeness with which users of the_cloud service|achieve
gpecified goals. The audit specification addresses the infrastructure, process’and technologies,|but also
factoring in the human factor or behaviour in the cloud computing enviroriment.

7.13 Assessment of cloud governance

ISO/IEC 38500 defines governance of IT as a subset or domain ef-organizational governance, ¢r in the
dase of a corporation, corporate governance and to promoté€_ effective, efficient, and acceptable use of
IIT in all organizations, whereby organization is defined as\person or group of people that has|its own
functions with responsibilities, authorities, and relationships to achieve its objectives. Governance for a
dloud computing environment is different from governance for a traditional organization, and jnvolves
different cloud deployment models, roles and respensibilities. This creates complexities in governance
ds highlighted in 7.5, 7.14, 7.3, Security controls assessment, Figure 2, and Figure 3.

A CSC is responsible in attaining complianéé to regulatory standards for the use of cloud dervices.
While a CSP chooses to perform certain audits or obtain certification(s) for a cloud service, this does
ot necessarily ensure end-to-end regulatory compliance for CSCs (see ISO/IEC 19086-1:2016, 10.9).

NOTE Useful references related-ta;governance: ISACA - COBIT - A Business Framework for the Goyernance
dnd Management of Enterprise IT, and'ISO/IEC 27014.

7.14 Challenges of conducting an audit of cloud services

7.14.1 General

There are some potential challenges when conducting an audit of cloud services. Major chpllenges
df cloud audit’are often alluded to visibility, accountability and transparency, and the folloying are
gxamplesof'contributing factors.

1.14.2¢ Third party auditability

ACSCTan be using a ctoud service from a CSPthat Inciudes appiication such as word processing app
from a third party. This app provider will issue certification on the app for vendor assurance. The CSC
will not be able to audit the app. The CSPs and CSCs share responsibilities and control of resources in
cloud service system. The CSC continues to maintain level of certification.

7.14.3 Change management

The challenge of managing and meeting the pace of changes has increased in complexity and risk to
processes across organization and involve multiple systems and locations. Additional complexities
exist for some organizations where the enterprises are not standardized across various CSPs, and
cloud services are not aligned with on-premises operation. The assessment inspects evidence to
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confirm that changes are defined and documented, approved for development, tested, and approved for
implementation.

7.14.4 Patch management

In a traditional IT environment, patch management is focused within the perimeter of operating
systems, servers, third party apps and legacy applications, and includes every endpoint, e.g.
workstations, laptops, servers, devices and more. In a cloud computing environment, the boundary is
harder to define e.g. employees connecting remotely on multiple devices. The challenge of monitoring
patch . . ) . : . i
differenjt applications and CSPs albeit in certain scenarios, patching is the responsibilities of CSPs.

7.14.5 Multi-tenant environment

As explained eloquently in ISO/IEC 22678:2019, 6.4.7, that since cloud resources suchfas computeryg,
storage|and networks are pooled resources shared by many CSCs and/or tenants, commercial auditorf
or govefnment inspectors are not given physical access to equipment specific_to“one CSC without
potentiglly violating the confidentiality of other CSCs using the same pooled reseurce. Some data ca
be spredd across multiple shared storage resources using “sharding”. ISO/IEC 22678:2019, 8.1.2 furthe
expandg on issues relating to formulating policies for multi-tenancy environment.

1
s

7.14.6 |Auditability and assurance

Auditability is essentially an important part of conducting audit-ltis concerned with the capability d
collecting and making available necessary evidential information related to the operation and use @
a cloud pervice. Any issues with achieving the capability jeepardize the objectives of an audit. Audit
are gengrally performed to verify that processes and systems meet requirements (e.g. requirements g
a standdrd), and thereby to provide assurance that such'processes and systems are operating to mee
expectalions (typically expectations of a governing bady or of senior management).
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availability; P
considerations and the business impact. This will help in formulating the requirements, definition
and measurement for the organization and CSPs in making the data and services available. An audit
evaluates the controls around the information with respect to confidentiality, integrity, and availability.
One of the key concerns in auditing, IT and cloud systems, is the availability of resources and expertise
to perform the audit in considering the diverse CSPs, cloud services and cloud computing environment.
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8 Approaches to conducting audits

8.1 Typical Scenarios

Table 4 presents typical scenarios for the use of cloud services and possible areas for assessment in an
audit.

Table 4 — Typical scenarios of audit of cloud services

Erganizations of all types csC CSP
nd sizes
Considering and planning|— initiate an internal assessment of|— assess CSPs and -aligh their
[loud strategy system - capabilities, risk profiles, availabilities, , {capabilitips and
assess data protection, identify functionalities in meeting
management business mission and goals.
— assess cloud service models and plan|— request * or assess [publicly

on how to achieve benefits of cloud
characteristics

avdilable compliance repdrts

—~rxeview CSPs offerings and other
— review and evaluate cloud service associated services

providers and their offerings

assess audit objective evidence|—

Considering continuing moni- | — assess any unauthorized gccess to

oring security posture, CSPs
bfferings and considering
future business needs

against CSA or cloud SLAy<and
identify vulnerabilities and fiecessary
improvement

CSC’s data by third partief

assess separation of peri

meter in

a multi-tenant cloud computing

— assess configuration, security and log environment
of additional virtualization
Expanding toadd more cloud|— assess governahce in monitoring|— assess security and |privacy

fomputing solutions, con-
inuing their cloud strategy
ourney while aligning cloud | —
btrategy with data storage,
inancial, IT security, etc. or
hssess current use of cloud
fomputing strategically.

cloud servicesffom multiple CSPs compliance from differenf CSPs

assess assess control of sensitivd data

security

managing connectivity |—

— assess the value of moving selected
services to the cloud computing
environment

— assess control of sensitive data

— assess how to protect data from
tampering with the use of multiple
cloud services and multiple CSPs

fr.Z Cloud audit - opportunities and meeting objectives

8.2.1 General

An internet search on audit is generally directed to an official and independent examination of an
individual’s or organization’s financial account and statements. The audit opinion is intended to provide
reasonable but not an absolute assurance, and the audit is designed to give a true and fair view based on
compliance to standards and the financial reporting framework. This presents a certain assurance and
understanding of the information risk.

As organizations are using information systems and processing information in digital form, the
objectivity of conducting systematic, independent and documented audit process remains unchanged
but review and examination of objective evidence in meeting the audit criteria is based on information
generated from the information systems in real time. An audit, either it is a financial audit or an
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ISMS audit, adds credibility to an organization’s implied affirmation of its representation and overall
performance. An ISMS audit of an organization based on the use of cloud computing system conducted
against a range of audit criteria as described in ISO 19011:2018. SO 19011:2018, 5.3 identifies risks and
opportunities that it is necessary for the cloud auditor to communicate to the audit client so that they
can be addressed appropriately.

Before an organization can explore the opportunities harvested from an assessment and audit, the audit
scope for each audit can be aligned with the organization’s overall audit programme and objectives.
The information put forward to define the audit scope and ob]ectlves advocates the careful selectlon

the CSP$ and related suppliers. The audit client in setting the audit perimeter and controls isito-consid
the intef-relationship between roles, components and departments.

The audit programme objectives direct the planning and conducting of audits and ‘€nsure the aud
programme is implemented effectively. Clause 7 expands on audit specifications, e.g. scope (7.2},
challenges (7.15), metrics (7.12), and governance (7.14).

8.2.2 [Stakeholders and related activities on cloud audit

it client, which can be either the CSP or the CSC, is responsible for defining the audit programm
s. The audit of the provision and use of the cloud servicegis‘planned and conducted accordin
jectives defined by the cloud auditor. The assessor or{auditor is to work with cloud servic
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and Clayise 5.2.3 discusses the responsibilities of d\cloud auditor. These roles and activities are relate
to perfdrming assessment and audit. There ar€ principal stakeholders of the organization, suppliers
regulatgrs, senior management, employees-and customers who provide relevant contributions to th
audit prpcess while they are not directly performing the audit - see exemplary scenarios 8.1 and variou
processgs 6.2. An audit of an organizatien’s ISMS and cloud computing system focuses on informatio
system and also presents a certain assurance and understanding of the information risk.

[==J7 0 B P By

8.3 Processes - identify, andlyse, evaluate

Processl|is a critical compenent of an audit. It defines a set of interrelated or interacting activities that
use inputs to deliver an.iftended result of an audit. Figure 8 illustrates an example of an audit proces
for intefnal and extérmal audits, and ISO 19011:2018 Figure 1 illustrates the process flow for th
management of an\audit programme. It exemplifies the steps can be duplicated for either an interngl
or external audit\albeit the purpose and roles can deviate. Once an audit process is set, it is importa
to adhere and>document it faithfully to ensure the audit is completed properly with consistent
audit qyality, 'to provide effective communication of audit expectations, to use defined activities fo
automatingrepetitive tasks effectively and mitigate risks
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o Security - How does CSP implement recognized \ o An audit of another organizational audi
security standards? Purpose programme
External o Organization - Is the cloud service supports the b o Organization may use independent
Audit organization’s established cloud policy? auditor
Entities = O CSP meet the defined service metrics Roles o CSCrequests/conducts audit on

o o Compliance to regulatory and legal requirements otential providers
organizations of p g ry gal req / p p

all types and sizes
= should consider
1) to begin with Identify
an internal
audit (1
S—Fo-fottowrritir

external audit

o Security - Risk Assessment that differentiate between|
(2 party) B Internal the rarllge .Of cloud slerv1cesA . . Purpose o An organization internal pf¢gramme
o Organization - Business Mission, business strategy, o Organization uses, éxterhal §ntity to
Audit and use of the cloud services and technology boundary conduct the audit
o Supplier assessment including risks from 3 and 4“‘) Roles o Questions

parties

Assess Plan Initiate Test Monitor

Figure 8 — Example of audit process

8.4 Data flow - lifecycle - confidentiality, integrity, availability

Iln cloud computing, a CSC can also be a data owner who stores oncloud service servers where ufsers can
dccess the data any time and from any place. This can lead to/data outsourcing in vast amount pn cloud
dervice system. This increases security challenges for datadntegrity, authenticity and confidentiality.

It is important for organizations as data holders to:be able to control the use and disclgsure of
personal information. One of the first steps is to categorize the data and to have proper data rgtention
policies or processes. Another step is to determing’ user access rights to data and user provjisioning
dan be automated or manual depending on the use of the type of cloud services. Standards|provide
pertinent guidance in implementing the processes and governance. [SO/IEC 19944-1:2020 elaborates
dn data categories and data identification-qualifiers as a mean to address transparency in acquisition,
Arocessing, and use of the data in the usé.of cloud services.

Ik is possible to have a public auditability as to allow Third party auditor to verify the correctnegs of the
dloud data. Privacy preserving aswell as security are to be considered and incorporated in the fudit for
data storage security and data integrity.

8.5 Automation of cloud service audits and assessments

(rganizations have'audit and assessment management programs of varying scopes and complekity that
fequire significanPresources. An organization’s compliance program can include evaluation [of audit
gdnd assessment.control requirements, objectives, scope, risk, identification of applicable application
dnd system‘owners, evidence collection, and remediation plans. For many organizations, the apdit and
¢

ssessmeny of such a complex control environment is manual, particularly in the evidence cdllection,
ssessmient of control requirements, and objective satisfaction. Managing audit and asspssment
roCesses manually can increase the risk of errors and omissions due to human error. Furthermore,

data to present near real-time visibility on compliance. Automating compliance program processes
improves the efficiency and efficacy of audits and assessments by reducing the required resources,
improving accuracy, and providing near real-time control and environment statuses.

Automating evidence collection, assessment of control requirements and objective satisfaction can be
achieved by implementing an automated assessment system. An automated assessment system collects
and compares machine-readable desired state specifications (i.e. the control objective) with machine-
readable actual state assessment objects (i.e. evidence) and reports the statuses and findings to a
collection system. The collection system collects data, defects, and inventory of controls and displays
reports, statuses, and summaries to a dashboard [27],

© ISO/IEC 2022 - All rights reserved 37


https://standardsiso.com/api/?name=f8c4b7b56b01c5bae9eda5da85bef162

ISO/IEC TR 3445:2022(E)

With the statuses and findings automatically and continuously reported to a single collection system
dashboard, an organization can identify defects quickly and report on the status of control requirement
and objective satisfaction in near real-time. This status can be used to accelerate the review of an
auditor or assessor, improving the efficiency of CSP, CSC, and CSN audit and assessment processes.
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Annex A
(informative)

Sample list of standards and frameworks applicable to audit of

cloud services

O T e o W 0 B T N

A.1 Standards supporting the audit of cloud services

Table A.1 — International Standards relating to audit

[able A.1 includes a sample list of published documents addressing audit, managementsystem 3
nd guidance on audit and certification but not necessarily be specific to cloud sefvice audit (3.2
pllowing documents can also be used for individuals/organizations managifng-the audit pro
nd not necessarily focused on the cloud computing roles and sub-roles.

uditing,
.3). The
bramme

Audit .
Document Description in relation to audit in Gen- | PY1Vq| Secu-
No. eral cy rity
ISO/IEC 15408-1 establishes the general ¢oneepts and principles of
IT security evaluation and specifies thegeneral model of evaluation
given by various parts of ISO/IEC 15408 which in its entirety is meant
to be used as the basis for evaluation of security properties of IT
1SO/IEC products
15408 Series ISO/IEC 15408-2 defines tie required structure and content of| J
(Common security functional componernts for the purpose of security evaluation
Criteria) ISO/IEC 15408-3 definesthe assurance requirements of the evaluation
criteria
ISO/IEC 15408-4, Framework for the specification of evaluation
methods and\activities
SO/IEC contains principles and requirements for the competence, consistency
170211 and impartiality of bodies providing audit and certification of all|
types.of management systems
provides guidance on auditing management systems, including the
principles of auditing, managing an audit programme and conducting
management system audits
S0 19011 V v
concentrates on internal audits (first party) and audits conducted
by organizations on their external providers and other external
interested parties (second party)
givpc gnidn]inpc for nrgnni7afinnn| information cpmlrify standards
1SO/IEC and information security management practises including the
27002 selection, implementation and management of controls taking V
into consideration the organization's information security risk
environment(s)
1SO/IEC specifies requirements and provides guidance for bodies providing
27006 audit and certification of an information security management system| v
(ISMS)
provides guidance on managing an information security management
ISO/IEC system (ISMS) audit programme, on conducting audits, and on the J
27007 competence of ISMS auditors, in addition to the guidance contained in
[SO 19011
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Table A.1 (continued)

Audit
Description in relation to audit in Gen-
eral

Priva-| Secu-
cy rity

Document
No.

— provides guidance on reviewing an organization's information
security controls, e.g. in the organization, business processes and
ISO/IEC TS system environment, including technical assessment

27008 — offers guidance on how to review and assess information security

Controls being managed throughan Information security Management
System specified by ISO/IEC 27001

— defines the requirements for the use of ISO/IEC 27001 in any specific
sector (field, application area or market sector). It explains how to
include requirements additional to those in ISO/IEC 27001, how to v v
refine any of the ISO/IEC 27001 requirements, and how to include
controls or control sets in addition to ISO/IEC 27001:2013, Annex A

— gives guidelines for information security controls applicable to the
provision and use of cloud services by providing:

ISO/IEC
27009

— additional implementation guidance for relevant contyols
1SO/IEC specified in ISO/IEC 27002;

27017 — additional controls with implementation guidance that

specifically relate to cloud services.

— provides controls and implementation guidance for both CSPs and
CSCs

— establishes commonly accepted control ogbjectives, controls and
guidelines for implementing measures."to protect Personally
Identifiable Information (PII) inaccordasice with the privacy principles

1SO/IEC in ISO/IEC 29100 for the public cloud‘Computing environment

27018

— specifies guidelines based on ISQYJEC 27002, taking into consideration
the regulatory requirements-for the protection of PII which can
be applicable within the ecentext of the information security risk
environment(s) of a provider of public cloud services

— specifies requirements ‘and provides guidance for bodies providing

audit and certifigation of a privacy information management system
ISO/IEC (PIMS) accordingto ISO/IEC 27701 in combination with ISO/IEC27001, J
27006-2 in addition tovthe requirements contained within ISO/IEC 27006 and
ISO/IEC 27Z701. Itis primarily intended to support the accreditation of
certification bodies providing PIMS certification

— specifies requirements and provides guidance for establishing,
implementing, maintaining and continually improving a Privacy
Information Management System (PIMS) in the form of an extension

to ISO/IEC 27001 and ISO/IEC 27002 for privacy management within

ISO/IEC L v

27701 the context of the organization

— sneocifies PIMS-related reguirements and nrovides guidance for
r * 1 g 5

PII controllers and PII processors holding responsibility and
accountability for PII processing

A.2 Available frameworks for audit schemes, certification, and authorization

Frameworks can complement or contribute to an assessment and audit. They can be a good tool to
layout risk management, priorities, security constraints, risk tolerances, and assumptions that are
established and used to support operation risk decisions. Establishing and maintaining a mapping to
one or more frameworks involves organization’s resources and time and careful determination on the
applicable framework(s) that best serve the business function and organization’s system. Frameworks
can be considered a good complementary tool but cannot be considered as an assurance or guarantee
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