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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees established 
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical 
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO 
and IEC have established a joint technical committee, ISO/IEC JTC 1. 

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating 
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards 
through a consensus development process, approved by the American National Standards Institute, which 
brings together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers 
are not necessarily members of the Institute and serve without compensation. While the IEEE administers the 
process and establishes rules to promote fairness in the consensus development process, the IEEE does not 
independently evaluate, test, or verify the accuracy of any of the information contained in its standards. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of ISO/IEC JTC 1 is to prepare International Standards. Draft International Standards 
adopted by the joint technical committee are circulated to national bodies for voting. Publication as an 
International Standard requires approval by at least 75 % of the national bodies casting a vote. 

Attention is called to the possibility that implementation of this standard may require the use of subject 
matter covered by patent rights. By publication of this standard, no position is taken with respect to the 
existence or validity of any patent rights in connection therewith. ISO/IEEE is not responsible for 
identifying essential patents or patent claims for which a license may be required, for conducting inquiries 
into the legal validity or scope of patents or patent claims or determining whether any licensing terms 
or conditions provided in connection with submission of a Letter of Assurance or a Patent Statement and 
Licensing Declaration Form, if any, or in any licensing agreements are reasonable or non-discriminatory. 
Users of this standard are expressly advised that determination of the validity of any patent rights, and the 
risk of infringement of such rights, is entirely their own responsibility. Further information may be 
obtained from ISO or the IEEE Standards Association. 

Amendment 3 to ISO/IEC/IEEE 8802-1Q:2016 was prepared by the LAN/MAN of the IEEE Computer 
Society (as IEEE Std 802.1Qca-2016). It was adopted by Joint Technical Committee ISO/IEC JTC 1, 
Information technology, Subcommittee SC 6, Telecommunications and information exchange between 
systems, in parallel with its approval by the ISO/IEC national bodies, under the “fast-track procedure” 
defined in the Partner Standards Development Organization cooperation agreement between ISO and 
IEEE. IEEE is responsible for the maintenance of this document with participation and input from ISO/IEC 
national bodies. 
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Abstract: Enhancements to the forwarding process that supports scheduled traffic is provided in
this amendment to IEEE Std 802.1Q-2014.

Keywords: Bridged Local Area Networks, IEEE 802®, IEEE 802.1Q™, IEEE 802.1Qca™,
IEEE 802.1Qcd™, IEEE 802.1Qbv™, local area networks (LANs), MAC Bridges, metropolitan area
networks, scheduled traffic, Virtual Bridged Local Area Networks (virtual LANs)
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notice” or “Important Notices and Disclaimers Concerning IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards 
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve the final product.
Volunteers are not necessarily members of the Institute and participate without compensation from IEEE.
While IEEE administers the process and establishes rules to promote fairness in the consensus development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the
soundness of any judgments contained in its standards.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness of
material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard. 

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given IEEE
standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE UPON
ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.

Official statements 

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE. 

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board 
445 Hoes Lane 
Piscataway, NJ 08854 USA

Laws and regulations 

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.
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Photocopies 

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to
photocopy portions of any individual standard for educational classroom use can also be obtained through
the Copyright Clearance Center.

Updating of IEEE Standards documents 

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. 

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at http://
ieeexplore.ieee.org/xpl/standards.jsp or contact IEEE at the address listed previously. For more information
about the IEEE SA or IOWA’s standards development process, visit the IEEE-SA Website at http://
standards.ieee.org.

Errata 

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This amendment to IEEE Std 802.1Q-2014 provides enhancements to the forwarding process that support
scheduled traffic.

This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated within the next few years to clarify existing material, to correct possible errors, and
to incorporate new related material. Information on the current revision state of this and other IEEE 802®

standards may be obtained from

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854-4141
USA

This introduction is not part of IEEE Std 802.1Qbv-2015, IEEE Standard for Local and metropolitan area
networks—Bridges and Bridged Networks—Amendment 25: Enhancements for Scheduled Traffic.
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IEEE Standard for 
Local and metropolitan area networks—

Bridges and Bridged Networks

Amendment 25: Enhancements for Scheduled 
Traffic

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, health, or
environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers. These
notices and disclaimers appear in all publications containing this document and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.”
They can also be obtained on request from IEEE or viewed at http://standards.ieee.org/IPR/
disclaimers.html.

(This amendment is based on IEEE Std 802.1Q™-2014 as amended by IEEE Std 802.1Qca™-2015,
IEEE Std 802.1Qcd™-2015, and IEEE Std 802.1Q-2014/Cor 1-2015.)

NOTE—The editing instructions contained in this amendment define how to merge the material contained therein into
the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, and replace.
Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the change
and describes what is being changed either by using strikethrough (to remove old material) and underscore (to add new
material). Delete removes existing material. Insert adds new material without disturbing the existing material. Deletions
and insertions may require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is
used to make changes in figures or equations by removing the existing figure or equation and replacing it with a new
one. Editing instructions, change markings, and this NOTE will not be carried over into future editions because the
changes will be incorporated into the base standard.1

1Notes in text, tables, and figures are given for information only, and do not contain requirements needed to implement the standard.
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2. Normative references

Insert the following reference in alphanumeric order:

IEEE Std 802.1AS™, IEEE Standard for Local and metropolitan area networks—Timing and
Synchronization for Time-Sensitive Applications in Bridged Local Area Networks.
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3. Definitions

Insert the following definitions in alphabetic order, renumbering as appropriate, and renumber the
subsequent terms accordingly:

3.1 gate-close event: An event that occurs when the transmission gate associated with a queue transitions
from the Open state to the Closed state, disconnecting the transmission selection function of the forwarding
process from the queue and preventing it from selecting frames from that queue.

3.2 gate-open event: An event that occurs when the transmission gate associated with a queue transitions
from the Closed state to the Open state, connecting the transmission selection function of the forwarding
process to a queue and allowing it to select frames from that queue.

3.3 gating cycle: The period of time over which the sequence of operations in a gate control list repeats.

3.4 transmission gate: A gate that connects or disconnects the transmission selection function of the
forwarding process from the queue, allowing or preventing it from selecting frames from that queue. The
gate has two states, Open and Closed.
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4. Abbreviations

Insert the following abbreviations in alphabetic order:

PTP IEEE 1588™ precision time protocol

TAI Temps Atomic International—International Atomic Time
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5. Conformance

5.4 VLAN Bridge component requirements

5.4.1 VLAN Bridge component options

Insert the following items at the end of the lettered list, renumbering as necessary:

ac) Support the enhancements for scheduled traffic as specified in 8.6.8.4;
ad) Support the management entities for scheduled traffic as specified in 12.29.

5.13 MAC Bridge component requirements

5.13.1 MAC Bridge component options

Insert the following items at the end of the lettered list, renumbering as necessary:

l) Support the enhancements for scheduled traffic as specified in 8.6.8.4;
m) Support the state machines for scheduled traffic as specified in 8.6.9.

5.24 EVB station requirements

Insert the following new subclause after 5.24.1.2, at the end of Clause 5:

5.25 End station requirements—enhancements for scheduled traffic

An end station implementation that conforms to the provisions of this standard for enhancements for
scheduled traffic shall:

a) Support the enhancements for scheduled traffic as specified in 8.6.8.4.
b) Support the state machines for scheduled traffic as specified in 8.6.9.
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6. Support of the MAC Service

6.5 Quality of service (QoS) maintenance

6.5.2 Frame loss

Insert a new list item b8) at the end of the numbered list:

8) The Bridge supports enhancements for scheduled traffic (8.6.8.4) and the size of the service
data unit exceeds the value of queueMaxSDU (8.6.8.4) for the traffic class queue on which the
frame is to be queued.
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8. Principles of bridge operation

8.6 The Forwarding Process

8.6.6 Queuing frames

Delete the fourth paragraph of 8.6.6 as shown:

VID is not applicable to VLAN-unaware MAC Relays and the above combinations will exclude any
reference to VID when applied to MAC Bridges.

Change NOTE 2 of 8.6.6 as shown:

NOTE 2—Different numbers of traffic classes may be implemented for different Ports can use different numbers of
traffic classes. Ports with media access methods that support a single transmission priority, such as Ethernet, can support
more than one traffic class.

8.6.8 Transmission selection

Change the first paragraph of 8.6.8 as shown:

For each Port, frames are selected for transmission on the basis of the traffic classes that the Port supports
and the operation of the transmission selection algorithms supported by the corresponding queues on that
Port. For a given Port and supported value of traffic class, frames are selected from the corresponding queue
for transmission if and only if

Insert a new paragraph at the end of 8.6.8 as shown:

When the enhancements for scheduled traffic are supported, additional requirements to determine whether a
frame is available for transmission apply, as specified in 8.6.8.4.

8.6.8.2 Credit-based shaper algorithm

Change the text of 8.6.8.2 list item d), and add a NOTE, as shown:

d) idleSlope. The rate of change of credit, in bits per second, when the value of credit is increasing (i.e.,
while transmit is FALSE and the transmission gate for the queue is open [8.6.8.4]). The value of
idleSlope can never exceed portTransmitRate. If the enhancements for scheduled traffic (8.6.8.4) are
not supported, or if GateEnabled is FALSE (8.6.9.4.14), The the value of idleSlope for a given
queue is determined by equal to the value of the operIdleSlope(N) parameter for that queue, as
defined in 34.3. If the enhancements for scheduled traffic (8.6.8.4) are supported, and GateEnabled
is TRUE (8.6.9.4.14), then:

idleSlope = (operIdleSlope(N)  OperCycleTime / GateOpenTime)

where OperCycleTime is as defined in 8.6.9.4.20 and GateOpenTime is equal to the total amount of
time during the gating cycle that the gate state for the queue is Open.

NOTE—When scheduled traffic operation is enabled, credit is accumulated only while the gate is open; therefore, the
effective data rate of the idleSlope is increased to reflect the duty cycle for the transmission gate associated with the
queue; however, the value of operIdleSlope(N) for the queue remains unchanged.
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Change the text of 8.6.8.2 list item f) as shown:

f) credit. The transmission credit, in bits, that is currently available to the queue. If, at any time, there
are no frames in the queue, and the transmit parameter is FALSE, and the transmission gate for the
queue is open (8.6.8.4), and credit is positive, then credit is set to zero.

8.6.8.3 ETS algorithm

Insert a new subclause 8.6.8.4 after 8.6.8.3, renumbering as necessary:

8.6.8.4 Enhancements for scheduled traffic

A Bridge or an end station may support enhancements that allow transmission from each queue to be
scheduled relative to a known timescale. In order to achieve this, a transmission gate is associated with each
queue; the state of the transmission gate determines whether or not queued frames can be selected for
transmission (see Figure 8-12). For a given queue, the transmission gate can be in one of two states:

a) Open: Queued frames are selected for transmission, in accordance with the definition of the
transmission selection algorithm associated with the queue.

b) Closed: Queued frames are not selected for transmission.

A gate control list associated with each Port contains an ordered list of gate operations. Each gate operation
changes the transmission gate state for the gate associated with each of the Port’s traffic class queues. In an
implementation that does not support enhancements for scheduled traffic, all gates are assumed to be
permanently in the open state. Table 8-6 identifies the gate operation types, their parameters, and the actions
that result from their execution. The state machines that control the execution of the gate control list, along
with their variables and procedures, are specified in 8.6.9.

In addition to the other checks carried out by the transmission selection algorithm, a frame on a traffic class
queue is not available for transmission [as required for tests (a) and (b) in 8.6.8] if the transmission gate is in
the closed state or if there is insufficient time available to transmit the entirety of that frame before the next
gate-close event (3.1) associated with that queue. A per-traffic class counter, TransmissionOverrun
(12.29.1.1.2), is incremented if the implementation detects that a frame from a given queue is still being
transmitted by the MAC when the gate-close event for that queue occurs.

Figure 8-12—Transmission selection with gates
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NOTE 1—It is assumed that the implementation has knowledge of the transmission overheads that are involved in
transmitting a frame on a given Port and can therefore determine how long the transmission of a frame will take.
However, there can be reasons why the frame size, and therefore the length of time needed for its transmission, is
unknown; for example, where cut-through is supported, or where frame preemption is supported and there is no way of
telling in advance how many times a given frame will be preempted before its transmission is complete. It is desirable
that the schedule for such traffic is designed to accommodate the intended pattern of transmission without overrunning
the next gate-close event for the traffic classes concerned.

NOTE 2— It is assumed that the implementation can determine the time at which the next gate-close event will occur
from the sequence of gate events. In the normal case, this can be achieved by inspecting the sequence of gate operations
in OperControlList (8.6.9.4.19) and associated variables. However, when a new configuration is about to be installed, it
would be necessary to inspect the contents of both the OperControlList and the AdminControlList (8.6.9.4.2) and
associated variables in order to determine the time of the next gate-close event, as the gating cycle for the new
configuration may differ in size and phasing from the old cycle. 

A per-traffic class queue queueMaxSDU parameter defines the maximum service data unit size for each
queue; frames that exceed queueMaxSDU are discarded [6.5.2 b8)]. The value of queueMaxSDU for each
queue is configurable by management (12.29); its default value is the maximum SDU size supported by the
MAC procedures employed on the LAN to which the frame is to be relayed [6.5.2 b3)].

NOTE 3—The use of PFC is likely to interfere with a traffic schedule, because PFC is transmitted by a higher layer
entity (see Clause 36).

In order for an end station to support the scheduled transmission of frames, it is necessary for its behavior to
be compatible with the operation of the forwarding and queuing mechanisms employed in the Bridges to
which it connects. In effect, the requirements for an end station are for its transmission selection to operate
as if it is a single outbound Port of a Bridge that supports scheduled traffic. There are no particular
requirements for end station support for the reception of scheduled traffic; only for the transmission of
scheduled traffic. 

Insert a new subclause 8.6.9 after 8.6.8, renumbering as necessary:

8.6.9 Scheduled traffic state machines

The execution of the gate operations in a Port’s gate control list (8.6.8.4) is controlled by three state
machines:

a) The Cycle Timer state machine (8.6.9.1);
b) The List Execute state machine (8.6.9.2); and
c) The List Config state machine (8.6.9.3).

One instance of each state machine is instantiated for each Port that supports the enhancements for
scheduled traffic.

Table 8-6—Gate operations

Operation name Parameter(s) Action

SetGateStates GateState, TimeInterval The GateState parameter indicates a value, open or closed, for each 
of the Port’s queues. The gates are immediately set to the states 
indicated in the GateState parameter. This causes gate-close events 
(3.13.1) and/or gate-open events (3.23.2) to occur for any queue 
where the new GateState represents a change of state relative to the 
current state of the gate. After TimeInterval ticks (8.6.9.4.16) have 
elapsed since the completion of the previous gate operation in the 
gate control list, control passes to the next gate operation.
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The Cycle Timer state machine initiates the execution of the gate control list and ensures that the gating
cycle time defined for the Port is maintained.

The List Execute state machine executes the gate operations in the gate control list, in sequence, and
establishes the appropriate time delay between each operation.

The List Config state machine manages the process of updating the current active schedule, interrupting the
operation of the other two state machines while the update process is performed, and restarting them once
the new schedule has been installed.

The state machine notation is specified in Annex E.

An overview of the state machines, showing their relationships and the variables that are used by them, can
be seen in Figure 8-13.

Figure 8-13—Scheduled traffic state machines—overview and relationships
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NOTATION:
Variables are shown both within the machine where they are initialized and between machines where they are used to communicate information. In 
the latter case the arrow styles, running from one machine to another, provide an overview of how the variables are used:

Not changed by the target machine, this variable communicates between state machines for the same port.

Set (or cleared) by the originating machine, cleared (or set) by the target machine, communicates between machines for the same port.

ISO/IEC/IEEE 8802 1Q:2016/Amd. 3:2017(E)

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C/IE
EE 88

02
-1Q

:20
16

/AMD3:2
01

7

https://standardsiso.com/api/?name=c588d59585d7bd43a0f57870bdeb21aa


IEEE Std 802.1Qbv-2015
IEEE Standard for Bridges and Bridged Networks

Amendment 25: Enhancements for Scheduled Traffic

23
Copyright © 2016 IEEE. All rights reserved.

8.6.9.1 Cycle Timer state machine

The Cycle Timer state machine shall implement the function specified by the state diagram in Figure 8-14
and the attendant definitions in 8.6.9.1.1 and 8.6.9.4.

8.6.9.1.1 SetCycleStartTime()

The SetCycleStartTime() procedure determines the time at which the next gate control list execution cycle is
to start. The procedure sets the CycleStartTime variable (8.6.9.4.12) to the start time, based upon the values
of CurrentTime (8.6.9.4.10), OperBaseTime (8.6.9.4.18), OperCycleTime (8.6.9.4.20),
OperCycleTimeExtension (8.6.9.4.21), ConfigChangeTime (8.6.9.4.9), and ConfigPending (8.6.9.4.8),
according to the following rules:

a) If:
ConfigPending = FALSE, and
OperBaseTime >= CurrentTime
(i.e., OperBaseTime specifies the current time or a future time)
Then:
CycleStartTime = OperBaseTime.

b) If:
ConfigPending = FALSE, and
OperBaseTime < CurrentTime
(i.e., OperBaseTime specifies a time in the past)
Then:
CycleStartTime = (OperBaseTime + N*OperCycleTime)
where N is the smallest integer for which the relation:
CycleStartTime >= CurrentTime
would be TRUE.

c) If:
ConfigPending = TRUE, and
ConfigChangeTime > (CurrentTime + OperCycleTime + OperCycleTimeExtension)
Then:
CycleStartTime = (OperBaseTime + N*OperCycleTime)
where N is the smallest integer for which the relation:

Figure 8-14—Cycle Timer state machine
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CycleStartTime >= CurrentTime 
would be TRUE.

d) If:
ConfigPending = TRUE, and
ConfigChangeTime <= (CurrentTime + OperCycleTime + OperCycleTimeExtension)
Then:
CycleStartTime = ConfigChangeTime

NOTE 1—Since the origin of the PTP timescale is 1 January 1970 00:00:00 TAI, CycleStartTime will be larger than
1.3 x 10^18 ns. If sufficient precision is not maintained when computing N, CycleStartTime will not be an integer
multiple of OperCycleTime, which could result in misalignment of the cycles at ports on different bridges.

NOTE 2—If AdminBaseTime is set to the same time in the past in all bridges and end stations, OperBaseTime is always
in the past, and all cycles start synchronized. Using AdminBaseTime in the past is appropriate when you can start
schedules prior to starting the application that uses the schedules. Use of AdminBaseTime in the future is intended to
change a currently running schedule in all bridges and end stations to a new schedule at a future time. Using
AdminBaseTime in the future is appropriate when schedules must be changed without stopping the application.

8.6.9.2 List Execute state machine

The List Execute state machine shall implement the function specified by the state diagram in Figure 8-15
and the attendant definitions in 8.6.9.2.1, 8.6.9.2.2, and 8.6.9.4.

8.6.9.2.1 ExecuteOperation()

The ExecuteOperation() procedure is responsible for fetching the next gate operation from the
OperControlList, along with any parameters associated with it, and performing actions based upon the gate
operation that has been fetched. The value of the ListPointer variable (8.6.9.4.15) is used as an index into
OperControlList. The procedure processes the operation according to its operation name (Table 8-6) as
follows:

Figure 8-15—List Execute state machine

END_OF_CYCLE
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ExecuteOperation(ListPointer);
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a) If the operation name is SetGateStates, then the GateState parameter value associated with the
operation is assigned to the OperGateStates variable (8.6.9.4.22), and the TimeInterval parameter
value associated with the operation is assigned to the TimeInterval variable (8.6.9.4.24). If the
TimeInterval parameter value associated with the operation was 0, the TimeInterval variable is
assigned the value 1.

b) If the operation name is unrecognized, then the ListPointer variable (8.6.9.4.15) is assigned the
value of the OperControlListLength variable (8.6.9.4.23) and the TimeInterval variable (8.6.9.4.24)
is assigned the value 0.

c) If there is no TimeInterval parameter associated with the operation, then the TimeInterval variable is
assigned the value 0.

8.6.9.2.2 SetGateStates()

This procedure sets the gate state for each of the Port’s queues as specified by the value of the
OperGateStates variable (8.6.9.4.22).

NOTE—If the OperGateStates value differs from the previous gate states, the SetGateStates() procedure causes gate-
open and/or gate-close events to occur (3.1, 3.2). It is possible that, on a given queue, the maximum time interval
between any gate-open event and a subsequent gate-close event is smaller than the value of queueMaxSDU, in which
case, frames that are too long to transmit but are shorter than queueMaxSDU could be queued on that queue. Such
frames would never be transmitted, but would eventually be discarded because they exceed the maximum frame lifetime
(6.5.2, 6.5.6). It should also be noted that a Bridge is allowed to discard frames that could never be transmitted
[6.5.2 b8)].

8.6.9.3 List Config state machine

The List Config state machine shall implement the function specified by the state diagram in Figure 8-16
and the attendant definitions in 8.6.9.3.1 and 8.6.9.4.

Figure 8-16—List Config state machine
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ConfigPending = TRUE;

CONFIG_PENDING

ConfigChangeTime <= 
CurrentTime
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8.6.9.3.1 SetConfigChangeTime()

The SetConfigChangeTime() procedure determines the time at which the administrative values of the cycle
configuration variables are to be copied across to the operational variables. The procedure sets the
ConfigChangeTime variable (8.6.9.4.9) to the start time, based upon the values of AdminBaseTime
(8.6.9.4.1) and AdminCycleTime (8.6.9.4.3), according to the following rules:

a) If:
AdminBaseTime >= CurrentTime (8.6.9.4.10)
(i.e., AdminBaseTime specifies the current time or a future time)
Then:
ConfigChangeTime = AdminBaseTime

b) If:
(AdminBaseTime < CurrentTime) and (GateEnabled = FALSE)
(i.e., AdminBaseTime specifies a time in the past, and the current schedule is stopped)
Then:
ConfigChangeTime = (AdminBaseTime + N*AdminCycleTime)
where N is the smallest integer for which the relation
ConfigChangeTime >= CurrentTime
would be TRUE.

c) If:
(AdminBaseTime < CurrentTime) and (GateEnabled = TRUE)
(i.e., AdminBaseTime specifies a time in the past, and the current schedule is running)
Then:
Increment ConfigChangeError counter (12.29.1)
ConfigChangeTime = (AdminBaseTime + N*AdminCycleTime)
where N is the smallest integer for which the relation
ConfigChangeTime >= CurrentTime
would be TRUE.

8.6.9.4 State machine variables

8.6.9.4.1 AdminBaseTime

The administrative value of base time, expressed as an IEEE 1588 precision time protocol (PTP) timescale
(see 8.2 of IEEE Std 802.1AS-2011). This value can be changed by management, and is used by the List
Config state machine (8.6.9.3) to set the value of OperBaseTime (8.6.9.4.18).

NOTE—Time is expressed in the PTP timescale as the number of seconds, nanoseconds, and fractional nanoseconds
that have elapsed since 1 January 1970 00:00:00 TAI.

8.6.9.4.2 AdminControlList

The administrative version of the gate control list for the Port. This value can be changed by management,
and is used by the List Config state machine (8.6.9.3) to set the value of OperControlList (8.6.9.4.19).

8.6.9.4.3 AdminCycleTime

The administrative value of the gating cycle for the Port (3.3). This value can be changed by management,
and is used by the List Config state machine (8.6.9.3) to set the value of OperCycleTime (8.6.9.4.20). The
AdminCycleTime variable is a rational number of seconds, defined by an integer numerator and an integer
denominator.
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8.6.9.4.4 AdminCycleTimeExtension

An integer number of nanoseconds, defining the maximum amount of time by which the gating cycle for the
Port (3.3) is permitted to be extended when a new cycle configuration is being installed. This administrative
value can be changed by management, and is used by the List Config state machine (8.6.9.3) to set the value
of OperCycleTimeExtension (8.6.9.4.21). 

8.6.9.4.5 AdminGateStates

The initial state of the gate associated with each queue for the Port is set by the List Execute state machine
(8.6.9.2), and is determined by the value of the AdminGateStates variable. The default value of
AdminGateStates is open for all queues. The value of AdminGateStates can be changed by management. 

8.6.9.4.6 AdminControlListLength

This value can be changed by management, and is used by the List Config state machine (8.6.9.3) to set the
value of OperControlListLength (8.6.9.4.23).

8.6.9.4.7 ConfigChange

A Boolean variable that acts as a start signal to the List Config state machine (8.6.9.3) that the administrative
variable values for the Port are ready to be copied into their corresponding operational variables. This
variable is set TRUE by management and is set FALSE by the List Config state machine.

8.6.9.4.8 ConfigPending

A Boolean variable, set TRUE by the List Config state machine (8.6.9.3) to signal that there is a new cycle
configuration awaiting installation. The variable is set FALSE when the List Config state machine has
installed the new configuration. The variable is used by the SetCycleStartTime() procedure (8.6.9.1.1) to
control the length of the cycle that immediately precedes the first cycle that uses the new configuration
values. This value can be read by management, as specified in 12.29.1.

8.6.9.4.9 ConfigChangeTime

The time at which the administrative variables that determine the cycle are to be copied across to the
corresponding operational variables, expressed as a PTP timescale. The value of this variable is set by the
SetConfigChangeTime() procedure (8.6.9.3.1) in the List Config state machine (8.6.9.3).

8.6.9.4.10 CurrentTime

The current time maintained by the local system, expressed as a PTP timescale (see 8.2 of IEEE Std
802.1AS-2011).

NOTE 1—Other sources of times can be used to provide a value for the time. The implementation has to ensure that the
same view of time is shared by the implementation and whatever entity is responsible for establishing the time schedule.
The described mechanisms will work also with other formats of time.

NOTE 2—A discontinuity in time will have a predictable effect upon the operation of the state machines, as a
consequence of their definitions. The implementer and/or user is advised to understand what those effects could be, and
either limit such discontinuities or ensure that the results will not adversely affect the application.

ISO/IEC/IEEE 8802 1Q:2016/Amd. 3:2017(E)

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C/IE
EE 88

02
-1Q

:20
16

/AMD3:2
01

7

https://standardsiso.com/api/?name=c588d59585d7bd43a0f57870bdeb21aa


IEEE Std 802.1Qbv-2015
IEEE Standard for Bridges and Bridged Networks

Amendment 25: Enhancements for Scheduled Traffic

28
Copyright © 2016 IEEE. All rights reserved.

8.6.9.4.11 CycleStart

A Boolean variable used as a signal from the Cycle Timer state machine (8.6.9.1) to the List Execute state
machine to start executing the gate control list. Set TRUE by the Cycle Timer state machine and set FALSE
by the List Execute state machine (8.6.9.2).

8.6.9.4.12 CycleStartTime

The time at which the next gate control list execution cycle is to start, expressed as a PTP timescale. The
value of this parameter is set by the SetCycleStartTime() procedure (8.6.9.1.1) in the Cycle Timer state
machine (8.6.9.1).

8.6.9.4.13 ExitTimer

A timer that implements the delay associated with the currently executing gate operation, expressed as an
integer number of nanoseconds. The value is set by the operation of the List Execute state machine (8.6.9.2).

8.6.9.4.14 GateEnabled

A Boolean variable that indicates whether the operation of the state machines is enabled (TRUE) or disabled
(FALSE). This variable is set by management. The default value of this variable is FALSE.

8.6.9.4.15 ListPointer

An integer used as a pointer to entries in the OperControlList (8.6.9.4.19), each entry consisting of a gate
operation with its associated parameters (Table 8-6). A value of zero points at the first entry in the list; a
value of (OperControlListLength)–1 points at the last entry.

8.6.9.4.16 Tick

A Boolean variable, set to TRUE by an implementation-specific system clock function at one nanosecond
intervals, that controls the decrementing of the ExitTimer variable (8.6.9.4.13). This variable is set FALSE
by the operation of the List Execute state machine (8.6.9.2).

NOTE—While the state machine is documented on the basis of a nanosecond clock “tick,” it is anticipated that real
implementations will use a wide variety of clocks that differ in frequency accuracy and granularity. Hence, the
management parameters specified in 12.29 allow a management station to discover the characteristics of an
implementation’s cycle timer clock (TickGranularity) and to set the parameters for the gating cycle accordingly.

8.6.9.4.17 NewConfigCT

A Boolean variable that is used as a signal from the List Config state machine (8.6.9.3) to the Cycle Timer
state machine (8.6.9.1) to indicate that a new configuration is being processed. The variable is set TRUE by
the operation of the List Config state machine and set FALSE by the operation of the Cycle Timer state
machine (8.6.9.1).

8.6.9.4.18 OperBaseTime

The operational value of base time, expressed as a PTP timescale (see 8.2 of IEEE Std 802.1AS-2011). This
variable is used by the List Config state machine (8.6.9.3).
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8.6.9.4.19 OperControlList

The active Gate Control List for the Port; the List Execute state machine executes this list. The contents of
the list is populated dynamically from the AdminControlList (8.6.9.4.2) under the control of the List Config
state machine (8.6.9.3).

8.6.9.4.20 OperCycleTime

The operational value of the gating cycle for the Port (3.3). This variable is set dynamically from the
AdminCycleTime variable (8.6.9.4.3) under the control of the List Config state machine (8.6.9.3).
OperCycleTime is used by the Cycle Timer state machine (8.6.9.1) to enforce the cycle time for the Port.
The OperCycleTime variable is a rational number of seconds, defined by an integer numerator and an
integer denominator.

8.6.9.4.21 OperCycleTimeExtension

An integer number of nanoseconds, defining the maximum amount of time by which the gating cycle for the
Port (3.3) is permitted to be extended when a new cycle configuration is installed. This operational value is
set by the List Config state machine (8.6.9.3) to the value of AdminCycleTimeExtension (8.6.9.4.4). The
value of OperCycleTimeExtension is used by the SetCycleStartTime() procedure (8.6.9.1.1).

8.6.9.4.22 OperGateStates

The current state of the gate associated with each queue for the Port. OperGateStates is set by the List
Execute state machine (8.6.9.2), and its initial value is determined by the value of the AdminGateStates
variable (8.6.9.4.5). 

8.6.9.4.23 OperControlListLength

This variable is set dynamically from the AdminControlListLength parameter (8.6.9.4.6) under the control
of the List Config state machine (8.6.9.3). OperControlListLength indicates the number of entries in the
OperControlList and is used by the List Execute state machine (8.6.9.2) to determine when the end of the list
has been reached.

8.6.9.4.24 TimeInterval

Set to the value of the TimeInterval parameter associated with the currently executing gate operation. Used
in the operation of the List Execute state machine (8.6.9.2).
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12. Bridge management

Insert a new subclause 12.29 after 12.28, as shown, renumbering as necessary.

12.29 Managed objects for scheduled traffic

The Bridge enhancements for support of scheduled traffic are defined in 8.6.8 and 8.6.8.4. 

The objects that comprise this managed resource are as follows:

a) The Gate Parameter Table (12.29.1)

12.29.1 The Gate Parameter Table

There is one Gate Parameter Table per Port of a Bridge component. Each table row contains a set of
parameters that supports the enhancements for scheduled traffic (8.6.8.4), as detailed in Table 12-28. Rows
in the table can be created or removed dynamically in implementations that support dynamic configuration
of ports and components.

Table 12-28—The Gate Parameter Table

Name Data type Operations 
supporteda Conformanceb References

queueMaxSDUTablec sequence of queueMaxSDU RW BE 8.6.8.4, 
12.29.1.1, 
12.29.1.1.1

GateEnabled Boolean RW BE 8.6.9.4.14

AdminGateStates gateStatesValue RW BE 8.6.9.4.5, 
12.29.1.2, 
12.29.1.2.2

OperGateStates gateStatesValue R BE 8.6.9.4.22, 
12.29.1.2, 
12.29.1.2.2

AdminControlListLength unsigned integer RW BE 8.6.9.4.6,
12.29.1.2

OperControlListLength unsigned integer R BE 8.6.9.4.23, 
12.29.1.2

AdminControlList sequence of GateControlEntry RW BE 8.6.9.4.2,
12.29.1.2, 
12.29.1.2.1

OperControlList sequence of GateControlEntry R BE 8.6.9.4.19, 
12.29.1.2, 
12.29.1.2.1

AdminCycleTime RationalNumber RW BE 8.6.9.4.3, 
12.29.1.3

OperCycleTime RationalNumber (seconds) R BE 8.6.9.4.20, 
12.29.1.3

AdminCycleTimeExtension Integer (nanoseconds) RW BE 8.6.9.4.4
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12.29.1.1 The queueMaxSDUTable structure and data types

The queueMaxSDUTable consists of up to 8 entries, one per traffic class supported by the implementation,
each entry consisting of a queueMaxSDU value (12.29.1.1.1) and a TransmissionOverrun counter.

12.29.1.1.1 queueMaxSDU

An unsigned integer value, denoting the maximum SDU size supported by the queue.

12.29.1.1.2 TransmissionOverrun

A counter that is incremented when the implementation detects that the transmission gate associated with a
queue has closed and a frame that originated from the queue is still being transmitted by the MAC.

12.29.1.2 The gate control list structure and data types

The AdminControlList and OperControlList are ordered lists containing AdminControlListLength or
OperControlListLength entries, respectively. Each entry represents a gate operation as defined in Table 8-6.
Each entry in the list is structured as a GateControlEntry (12.29.1.2.1). 

OperCycleTimeExtension Integer (nanoseconds) R BE 8.6.9.4.21

AdminBaseTime PTPtime RW BE 8.6.9.4.1, 
12.29.1.4

OperBaseTime PTPtime R BE 8.6.9.4.18, 
12.29.1.4

ConfigChange Boolean RW BE 8.6.9.4.7

ConfigChangeTime PTPtime R BE 8.6.9.4.9, 
12.29.1.4

TickGranularity Integer (tenths of nanoseconds) R BE 8.6.9.4.16

CurrentTime PTPtime R BE 8.6.9.4.10, 
12.29.1.4

ConfigPending Boolean R BE 8.6.9.3, 
8.6.9.4.8

ConfigChangeError Integer R BE 8.6.9.3.1

SupportedListMax Integer R BE 12.29.1.5
aR= Read only access; RW = Read/Write access.
bB = Required for Bridge or Bridge component support of enhancements for scheduled traffic. 
E = Required for end station support of enhancements for scheduled traffic.

cThe number of queues supported by a Port is available from the traffic class table (12.6.3)

Table 12-28—The Gate Parameter Table  (continued)

Name Data type Operations 
supporteda Conformanceb References
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12.29.1.2.1 GateControlEntry

A GateControlEntry consists of an operation name, followed by up to 2 parameters associated with the
operation, as detailed in Table 8-6. The first parameter, if present, is a gateStatesValue (12.29.1.2.2); the
second parameter, if present, is a timeIntervalValue (12.29.1.2.3).

12.29.1.2.2 gateStatesValue

A list of up to 8 tuples, one for each traffic class supported by the Port, each of which consists of a traffic
class number in the range 0–7 and a gate state that is an enumerated value representing the gate state, open
or closed, for that traffic class (see GateState in Table 8-6).

12.29.1.2.3 timeIntervalValue

An unsigned integer, denoting a TimeInterval in nanoseconds (see TimeInterval in Table 8-6).

12.29.1.3 RationalNumber

A rational number represented by an integer numerator and an integer denominator.

12.29.1.4 PTPtime

A time value, expressed as a PTP timescale (see 8.2 of IEEE Std 802.1AS-2011).

12.29.1.5 SupportedListMax

The maximum value supported by this Port of the AdminControlListLength and OperControlListLength
parameters. It is available for use by schedule computation software to determine the port’s control list
capacity prior to computation.
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17. Management Information Base (MIB)

17.2 Structure of the MIB

Insert a new subclause 17.2.22 at the end of 17.2, as shown, renumbering as necessary.

17.2.22 Structure of the IEEE8021-ST-MIB

The IEEE8021-ST-MIB provides for configuration of scheduled traffic (8.6.8, 8.6.8.4) on ports. Table 17-28
indicates the relationship between the SMIv2 objects defined in the MIB module (17.7.22) and managed
objects defined in 12.29. 

Table 17-28—IEEE8021-ST-MIB Structure and relationship to this standard

MIB table MIB object Reference

ieee8021STMaxSDU subtree

ieee8021STMaxSDUTable Max SDU table, 8.6.8.4, 8.6.9, 12.29.1

ieee8021STTrafficClass Traffic Class (Table index)

ieee8021STMaxSDU queueMaxSDU, 8.6.8.4, 8.6.9, 12.29.1, 
12.29.1.1.1

ieee8021TransmissionOverrun TransmissionOverrun, 8.6.8.4, 8.6.9, 
12.29.1, 12.29.1.1.2

ieee8021STParameters

ieee8021STParametersTable Scheduled Traffic parameter table, 
8.6.8.4, 8.6.9, 12.29.1

ieee8021STGateEnabled GateEnabled, 8.6.8.4, 8.6.9, 8.6.9.4.14, 
12.29.1

ieee8021STAdminGateStates AdminGateStates, 8.6.8.4, 8.6.9, 
8.6.9.4.5, 12.29.1

ieee8021STOperGateStates OperGateStates, 8.6.8.4, 8.6.9, 
8.6.9.4.22, 12.29.1

ieee8021STAdminControlListLength AdminControlListLength, 8.6.8.4, 
8.6.9, 8.6.9.4.6, 12.29.1

ieee8021STOperControlListLength OperControlListLength, 8.6.8.4, 8.6.9, 
8.6.9.4.23, 12.29.1

ieee8021STAdminControlList AdminControlList, 8.6.8.4, 8.6.9, 
8.6.9.4.2, 12.29.1

ieee8021STOperControlList OperControlList, 8.6.8.4, 8.6.9, 
8.6.9.4.19, 12.29.1

ieee8021STAdminCycleTimeNumerator Numerator — AdminCycleTime, 
8.6.8.4, 8.6.9, 8.6.9.4.3, 12.29.1
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17.3 Relationship to other MIBs

Insert a new subclause 17.3.23 at the end of 17.3, renumbering as necessary.

17.3.23 Relationship of the IEEE8021-ST-MIB to other MIBs

The IEEE8021-ST-MIB provides objects that extend the core management functionality of a Bridge, as
defined by the IEEE8021-BRIDGE-MIB (17.7.2), in order to support the additional management
functionality needed when the scheduled traffic extensions, as defined in 8.6.8.4, are supported by the
Bridge. As support of the objects defined in the IEEE8021-ST-MIB also requires support of the IEEE8021-
BRIDGE-MIB, the provisions of 17.3.2 apply to implementations claiming support of the IEEE8021-ST-
MIB.

ieee8021STAdminCycleTimeDenominator Denominator — AdminCycleTime, 
8.6.8.4, 8.6.9, 8.6.9.4.3, 12.29.1

ieee8021STOperCycleTimeNumerator Numerator — OperCycleTime, 
8.6.8.4, 8.6.9, 8.6.9.4.20, 12.29.1

ieee8021STOperCycleTimeDenominator Denominator — OperCycleTime, 
8.6.8.4, 8.6.9, 8.6.9.4.20, 12.29.1

ieee8021STAdminCycleTimeExtension AdminCycleTimeExtension, 8.6.8.4, 
8.6.9, 8.6.9.4.4, 12.29.1

ieee8021STOperCycleTimeExtension OperCycleTimeExtension, 8.6.8.4, 
8.6.9, 8.6.9.4.21, 12.29.1

ieee8021STAdminBaseTime AdminBaseTime, 8.6.8.4, 8.6.9, 
8.6.9.4.1, 12.29.1

ieee8021STOperBaseTime OperBaseTime, 8.6.8.4, 8.6.9, 
8.6.9.4.18, 12.29.1

ieee8021STConfigChange ConfigChange, 8.6.8.4, 8.6.9, 
8.6.9.4.7, 12.29.1

ieee8021STConfigChangeTime ConfigChangeTime, 8.6.8.4, 8.6.9, 
8.6.9.4.9, 12.29.1

ieee8021STTickGranularity TickGranularity, 8.6.8.4, 8.6.9, 12.29.1

ieee8021STCurrentTime CurrentTime, 8.6.8.4, 8.6.9, 8.6.9.4.10, 
12.29.1

ieee802STConfigPending ConfigPending, 8.6.9.4.8

ieee8021STSupportedListMax SupportedListMax, 12.29.1.5

Table 17-28—IEEE8021-ST-MIB Structure and relationship to this standard  (continued)

MIB table MIB object Reference
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17.4 Security considerations

Insert a new subclause 17.4.23 at the end of 17.4, renumbering as necessary.

17.4.23 Security considerations of the IEEE8021-ST-MIB

There are a number of management objects defined in the IEEE8021-ST-MIB module that have a MAX-
ACCESS clause of read-write. Such objects may be considered sensitive or vulnerable in some network
environments. The support for SET operations in a nonsecure environment without proper protection can
have a negative effect on network operations.

The following tables and objects in the IEEE8021-ST-MIB can be misconfigured to interfere with the
operation of the forwarding and queuing mechanisms in a manner that would be detrimental to the
transmission of scheduled traffic:

ieee8021STMaxSDU
ieee8021STGateEnabled
ieee8021STAdminGateStates
ieee8021STAdminControlListLength
ieee8021STAdminControlList
ieee8021STAdminCycleTimeNumerator
ieee8021STAdminCycleTimeDenominator
ieee8021STAdminCycleTimeExtension
ieee8021STAdminBaseTime
ieee8021STConfigChange
ieee8021STConfigChangeTime

a) ieee8021STMaxSDUcan be misconfigured to affect the ability of a Port to transmit frames of greater
than a given SDU size.

b) ieee8021STGateEnabled can be misconfigured to enable/disable scheduled traffic processing.
c) ieee8021STAdminGateStates can be misconfigured to affect the gate states of a Port on startup.
d) ieee8021STAdminControlListLength, ieee8021STAdminControlList,

ieee8021STAdminCycleTimeNumerator, ieee8021STAdminCycleTimeDenominator,
ieee8021STAdminCycleTimeExtension, ieee8021STAdminBaseTime, ieee8021STConfigChange,
and ieee8021STConfigChangeTime can be misconfigured to affect the traffic schedule for the Port.

Some of the readable objects in this MIB module (i.e., objects with a MAX-ACCESS other than not
accessible) can be considered sensitive or vulnerable in some network environments. Thus it is important to
control all types of access (including GET and/or NOTIFY) to these objects and possibly to encrypt the
values of these objects when sending them over the network via SNMP.
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17.7 MIB modules

Insert a new subclause 17.7.22 after 17.7.21, at the end of 17.7, as follows:

17.7.22 Definitions for the IEEE8021-ST-MIB module

IEEE8021-ST-MIB DEFINITIONS ::= BEGIN

-- =============================================================
-- MIB for support of the Scheduled Traffic Enhancements
-- for 802.1Q Bridges.
-- =============================================================

IMPORTS
 MODULE-IDENTITY,
 OBJECT-TYPE,
 Unsigned32,
 Counter64
     FROM SNMPv2-SMI
 TEXTUAL-CONVENTION,
 TruthValue
     FROM SNMPv2-TC
 MODULE-COMPLIANCE,
 OBJECT-GROUP
     FROM SNMPv2-CONF
 ieee802dot1mibs
     FROM IEEE8021-TC-MIB
 ieee8021BridgeBaseComponentId,
 ieee8021BridgeBasePort
     FROM IEEE8021-BRIDGE-MIB
 ;

ieee8021STMib MODULE-IDENTITY
 LAST-UPDATED "201602190000Z" -- February 19, 2016
 ORGANIZATION "IEEE 802.1 Working Group"
 CONTACT-INFO
     "  WG-URL: www.ieee802.org/1

WG-EMail: stds-802-1-L@ieee.org

Contact: IEEE 802.1 Working Group Chair
Postal: C/O IEEE 802.1 Working Group

IEEE Standards Association
445 Hoes Lane
Piscataway
NJ 08854
USA

E-mail: stds-802-1-L@ieee.org"
 DESCRIPTION
     "The Bridge MIB module for managing devices that support
     the Scheduled Traffic Enhancements
     for 802.1Q Bridges.

     Unless otherwise indicated, the references in this MIB
     module are to IEEE Std 802.1Q-2014.

     Copyright (C) IEEE (2016).
     This version of this MIB module is part of IEEE802.1Q;
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     see the draft itself for full legal notices."

 REVISION "201602190000Z" -- February 19, 2016
 DESCRIPTION

 "Initial version published as part of IEEE Std 802.1Qbv."

    ::= { ieee802dot1mibs 30 } 

-- =============================================================
-- Textual Conventions
-- =============================================================

IEEE8021STTrafficClassValue ::= TEXTUAL-CONVENTION
 DISPLAY-HINT "d"
 STATUS      current
 DESCRIPTION
     "A traffic class value.
     This is the numerical value associated with a traffic
     class in a Bridge. Larger values are associated with
     higher priority traffic classes."
 REFERENCE   "12.29.1"
 SYNTAX      Unsigned32 (0..7)

IEEE8021STPTPtimeValue ::= TEXTUAL-CONVENTION
 STATUS      current
 DESCRIPTION
     "A PTPtime value, represented as a 48-bit unsigned integer 
     number of seconds and a 32-bit unsigned integer number of
     nanoseconds.
     The first 6 octets represent the number of seconds: the 
     first octet is the most significant
     octet of the 48-bit seconds value and the sixth octet
     is the least significant octet of the seconds value.
     The remaining octets, 7 through 10,  represent the 
     number of nanoseconds: the seventh octet 
     is the most significant octet of the 32-bit nanoseconds
     value and the tenth octet is the 
     least significant octet of the nanoseconds value."
 REFERENCE   "8.6.8.4, 8.6.9.4, 12.29.1"
 SYNTAX      OCTET STRING (SIZE(10))

-- =============================================================
-- subtrees in the ST MIB
-- =============================================================

ieee8021STNotifications
 OBJECT IDENTIFIER ::= { ieee8021STMib 0 }

ieee8021STObjects
 OBJECT IDENTIFIER ::= { ieee8021STMib 1 }

ieee8021STConformance
 OBJECT IDENTIFIER ::= { ieee8021STMib 2 }

ieee8021STMaxSDUSubtree
 OBJECT IDENTIFIER ::= { ieee8021STObjects 1 }

ieee8021STParameters
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 OBJECT IDENTIFIER ::= { ieee8021STObjects 2 }

-- =============================================================
-- The ieee8021STMaxSDUSubtree subtree
-- This subtree defines the objects necessary for the management
-- of the max SDU size parameters for each traffic class on a Port.
-- =============================================================

-- =============================================================
-- the ieee8021STMaxSDUTable
-- =============================================================

ieee8021STMaxSDUTable OBJECT-TYPE
 SYNTAX      SEQUENCE OF Ieee8021STMaxSDUEntry
 MAX-ACCESS  not-accessible
 STATUS      current
 DESCRIPTION
     "A table containing a set of max SDU 
     parameters, one for each traffic class.
     All writeable objects in this table must be
     persistent over power up restart/reboot."
 REFERENCE   "8.6.8.4, 8.6.9.4, 12.29.1"
 ::= { ieee8021STMaxSDUSubtree 1 }

ieee8021STMaxSDUEntry OBJECT-TYPE
 SYNTAX      Ieee8021STMaxSDUEntry
 MAX-ACCESS  not-accessible
 STATUS      current
 DESCRIPTION
     "A list of objects containing Max SDU size 
     for each traffic class supported by the Port."
 INDEX  { ieee8021BridgeBaseComponentId,

  ieee8021BridgeBasePort,
  ieee8021STTrafficClass  }

 ::= { ieee8021STMaxSDUTable 1 }

Ieee8021STMaxSDUEntry ::=
 SEQUENCE {
     ieee8021STTrafficClass

 IEEE8021STTrafficClassValue,
     ieee8021STMaxSDU

 Unsigned32,
     ieee8021TransmissionOverrun

 Counter64
     }

ieee8021STTrafficClass OBJECT-TYPE
 SYNTAX      IEEE8021STTrafficClassValue
 MAX-ACCESS  not-accessible
 STATUS      current
 DESCRIPTION
     "The traffic class number associated with the row of
     the table.

     A row in this table is created for each traffic class
     that is supported by the Port"
 REFERENCE   "8.6.8.4, 8.6.9.4, 12.29.1"
 ::= { ieee8021STMaxSDUEntry 1 }
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ieee8021STMaxSDU OBJECT-TYPE
 SYNTAX      Unsigned32
 UNITS       "octets"
 MAX-ACCESS  read-write
 STATUS      current
 DESCRIPTION
     "The value of the MaxSDU parameter for the traffic class.
     This value is represented as an unsigned integer. A value
     of 0 is interpreted as the max SDU size supported by
     the underlying MAC.

     The default value of the MaxSDU parameter is 0.

     The value of this object MUST be retained across
     reinitializations of the management system."
 REFERENCE   "8.6.8.4, 8.6.9.4, 12.29.1"
 DEFVAL { 0 }
 ::= { ieee8021STMaxSDUEntry 2}

ieee8021TransmissionOverrun OBJECT-TYPE
 SYNTAX      Counter64
 MAX-ACCESS  read-only
 STATUS      current
 DESCRIPTION
     "A counter of transmission overrun events, where
     a PDU is still being transmitted by a MAC at the
     time when the transmission gate for the queue closed."
 REFERENCE   "8.6.8.4, 8.6.9.4, 12.29.1, 12.29.1.1.2"
 DEFVAL { 0 }
 ::= { ieee8021STMaxSDUEntry 3}

-- =============================================================
-- The ieee8021STParameters subtree
-- This subtree defines the objects necessary for the management
-- of the traffic scheduling mechanism for IEEE Std 802.1Q.
-- =============================================================

-- =============================================================
-- the ieee8021STParametersTable
-- =============================================================

ieee8021STParametersTable OBJECT-TYPE
 SYNTAX      SEQUENCE OF Ieee8021STParametersEntry
 MAX-ACCESS  not-accessible
 STATUS      current
 DESCRIPTION
     "A table that contains the per-port manageable parameters for 
     traffic scheduling.

     For a given Port, a row in the table exists.

     All writable objects in this table must be
     persistent over power up restart/reboot."
 REFERENCE   "8.6.8.4, 8.6.9.4, 12.29.1"
 ::= { ieee8021STParameters 1 }
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ieee8021STParametersEntry OBJECT-TYPE
 SYNTAX      Ieee8021STParametersEntry 
 MAX-ACCESS  not-accessible
 STATUS      current
 DESCRIPTION
     "A list of objects that contains the manageable parameters for 
     traffic scheduling for a port."
 INDEX  { ieee8021BridgeBaseComponentId,

  ieee8021BridgeBasePort
}

 ::= { ieee8021STParametersTable 1 }

Ieee8021STParametersEntry ::=
 SEQUENCE {
     ieee8021STGateEnabled

 TruthValue,
     ieee8021STAdminGateStates

 OCTET STRING,
     ieee8021STOperGateStates

 OCTET STRING,
     ieee8021STAdminControlListLength

 Unsigned32,
     ieee8021STOperControlListLength

 Unsigned32,
     ieee8021STAdminControlList

 OCTET STRING,
     ieee8021STOperControlList

 OCTET STRING,
     ieee8021STAdminCycleTimeNumerator

 Unsigned32,
     ieee8021STAdminCycleTimeDenominator

 Unsigned32,
     ieee8021STOperCycleTimeNumerator

 Unsigned32,
     ieee8021STOperCycleTimeDenominator

 Unsigned32,
     ieee8021STAdminCycleTimeExtension

 Unsigned32,
     ieee8021STOperCycleTimeExtension

 Unsigned32,
     ieee8021STAdminBaseTime

 IEEE8021STPTPtimeValue,
     ieee8021STOperBaseTime

 IEEE8021STPTPtimeValue,
     ieee8021STConfigChange

 TruthValue,
     ieee8021STConfigChangeTime

 IEEE8021STPTPtimeValue,
     ieee8021STTickGranularity

 Unsigned32,
     ieee8021STCurrentTime

 IEEE8021STPTPtimeValue,
     ieee8021STConfigPending

 TruthValue,
     ieee8021STConfigChangeError

 Counter64,
     ieee8021STSupportedListMax

 Unsigned32
 }
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ieee8021STGateEnabled OBJECT-TYPE
 SYNTAX      TruthValue
 MAX-ACCESS  read-write
 STATUS      current
 DESCRIPTION
     "The GateEnabled parameter determines whether traffic scheduling
     is active (true) or inactive (false).

     The value of this object MUST be retained across
     reinitializations of the management system."
 REFERENCE   "8.6.8.4, 8.6.9.4, 12.29.1"
 DEFVAL { false }
 ::= { ieee8021STParametersEntry 1 }

ieee8021STAdminGateStates OBJECT-TYPE
 SYNTAX      OCTET STRING (SIZE(1))
 MAX-ACCESS  read-write
 STATUS      current
 DESCRIPTION
     "The administrative value of the GateStates parameter for the Port.
     The bits of the octet represent the gate states for the 

 corresponding traffic classes; the MS bit corresponds to traffic class 7,
     the LS bit to traffic class 0. A bit value of 0 indicates closed; a 
     bit value of 1 indicates open.

     The value of this object MUST be retained across
     reinitializations of the management system."
 REFERENCE   "8.6.8.4, 8.6.9.4, 12.29.1"
 ::= { ieee8021STParametersEntry 2 }

ieee8021STOperGateStates OBJECT-TYPE
 SYNTAX      OCTET STRING (SIZE(1))
 MAX-ACCESS  read-only
 STATUS      current
 DESCRIPTION
     "The operational value of the GateStates parameter for the Port.
     The bits of the octet represent the gate states for the 

 corresponding traffic classes; the MS bit corresponds to traffic class 7,
     the LS bit to traffic class 0. A bit value of 0 indicates closed; a 
     bit value of 1 indicates open."
 REFERENCE   "8.6.8.4, 8.6.9.4, 12.29.1"
 ::= { ieee8021STParametersEntry 3 }

ieee8021STAdminControlListLength OBJECT-TYPE
 SYNTAX      Unsigned32
 MAX-ACCESS  read-write
 STATUS      current
 DESCRIPTION
     "The administrative value of the ListMax parameter for the Port.
     The integer value indicates the number of entries (TLVs) in the
     AdminControlList.

     The value of this object MUST be retained across
     reinitializations of the management system."
 REFERENCE   "8.6.8.4, 8.6.9.4, 12.29.1"
 ::= { ieee8021STParametersEntry 4 }

ieee8021STOperControlListLength OBJECT-TYPE
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 SYNTAX      Unsigned32
 MAX-ACCESS  read-only
 STATUS      current
 DESCRIPTION
     "The operational value of the ListMax parameter for the Port.
     The integer value indicates the number of entries (TLVs) in the
     OperControlList."
 REFERENCE   "8.6.8.4, 8.6.9.4, 12.29.1"
 ::= { ieee8021STParametersEntry 5 }

ieee8021STAdminControlList OBJECT-TYPE
 SYNTAX      OCTET STRING
 MAX-ACCESS  read-write
 STATUS      current
 DESCRIPTION
     "The administrative value of the ControlList parameter for the Port.
     The octet string value represents the contents of the control list as
     an ordered list of entries, each encoded as a TLV, as follows.
     The first octet  of each TLV is interpreted as an
     unsigned integer representing a gate operation name:

 0: SetGateStates
1-255: Reserved for future gate operations

     The second octet of the TLV is the length field, 
     interpreted as an unsigned integer, indicating the number of
     octets of the value that follows the length. A length of
     zero indicates that there is no value 
     (i.e., the gate operation has no parameters).

     The third through (3 + length -1)th octets encode the 
     parameters of the gate operation, in the order that they 
     appear in the definition of the operation
     in Table 8-6. Two parameter types are currently defined:

- GateState:
 A GateState parameter is encoded in a single octet.
 The bits of the octet represent the gate states for the 
 corresponding traffic classes; the MS bit corresponds
 to traffic class 7,
 the LS bit to traffic class 0. A bit value of 0 indicates
closed; a bit value of 1 indicates open.

- TimeInterval:
 A TimeInterval is encoded in 4 octets as a 32-bit 
 unsigned integer, representing a number of nanoseconds.
The first octet encodes the most significant 8 bits of the 

 integer, and the fourth octet encodes the least 
 significant 8 bits.

     The value of this object MUST be retained across
     reinitializations of the management system."
 REFERENCE   "8.6.8.4, 8.6.9.4, 12.29.1"
 ::= { ieee8021STParametersEntry 6 }

ieee8021STOperControlList OBJECT-TYPE
 SYNTAX      OCTET STRING
 MAX-ACCESS  read-only
 STATUS      current
 DESCRIPTION
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        "The operational value of the ListMax parameter for the Port.
        The octet string value represents the contents of the control list as
        an ordered list of TLVs, as follows.
        The first octet  of each TLV is interpreted as a gate operation name:
            0: SetGateStates
            1-255: Reserved for future gate operations
            
        The second octet of the TLV is the length field, 
        interpreted as an unsigned integer,
        indicating the number of octets of the value that follows
        the length. A length of zero indicates that there is no value 
        (i.e., the gate operation has no parameters).
        
        The third through (3 + length -1)th octets encode the 
        parameters of the gate operation, in the order that they 
        appear in the definition of the operation
        in Table 8-6. Two parameter types are currently defined:
        
        - GateState:
            A GateState parameter is encoded in a single octet.
            The bits of the octet represent the gate states for the 
            corresponding traffic classes; the MS bit corresponds to
            traffic class 7, the LS bit to traffic class 0. 
            A bit value of 0 indicates closed; a 
            bit value of 1 indicates open.
            
        - TimeInterval: 
            A TimeInterval is encoded in 4 octets as a 32-bit 
            unsigned integer, representing
            a number of nanoseconds. The first octet encodes the
            most significant 8 bits of the integer, and the fourth
            octet encodes the least significant 8 bits."
    REFERENCE   "8.6.8.4, 8.6.9.4, 12.29.1"
    ::= { ieee8021STParametersEntry 7 }

ieee8021STAdminCycleTimeNumerator OBJECT-TYPE
    SYNTAX      Unsigned32
    MAX-ACCESS  read-write
    STATUS      current
    DESCRIPTION
        "The administrative value of the numerator of the CycleTime
        parameter for the Port.
        The numerator and denominator together represent the cycle time as
        a rational number of seconds.

        The value of this object MUST be retained across
        reinitializations of the management system."
    REFERENCE   "8.6.8.4, 8.6.9.4, 12.29.1"
    ::= { ieee8021STParametersEntry 8 }

ieee8021STAdminCycleTimeDenominator OBJECT-TYPE
    SYNTAX      Unsigned32
    MAX-ACCESS  read-write
    STATUS      current
    DESCRIPTION
        "The administrative value of the denominator of the 
        CycleTime parameter for the Port.
        The numerator and denominator together represent the cycle time as
        a rational number of seconds.
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