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Foreword

:2014(E)

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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hnical committees collaborate in fields of mutual interest. Other international organizations, gov

International Standard requires approval by at least 75 % of the national bodies casting a vote.

tention is drawn to the possibility that some of the elements of this . document may be the subject
rights. ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

ISO/IEC 9594-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information te
Subcommittee SC 6, Telecommunications and information.exchange between systems, in collabor
ITIU-T. The identical text is published as Rec. ITU-T X.501.(10/2012).

This seventh edition cancels and replaces the ‘sixth edition (ISO/IEC 9594-2:2008), which
technically revised. It also incorporates the Technical Corrigenda ISO/IEC 9594-2:2008/Cor.1:]
ISO/IEC 9594-2:2008/Cor.2:2012.

ISO/IEC 9594 consists of the following parts;“under the general title Information technology — Oper
Inferconnection — The Directory:

— Part 1: Overview of concepts, models and services
— Part 2: Models

—  Part 3: Abstract service definition

— Part 4: Procedures for distributed operation

— Part 5: Protocol specifications

— Part.6: Selected attribute types
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—t Part 7: Selected object classes

— Part 8: Public-key and attribute certificate frameworks

— Part 9: Replication
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Introduction

This Recommendation | International Standard, together with other Recommendations in the ITU-T X.500-series | parts
of ISO/IEC 9594, has been produced to facilitate the interconnection of information processing systems to provide
directory services. A set of such systems, together with the directory information that they hold, can be viewed as an
integrated whole, called the Directory. The information held by the Directory, collectively known as the Directory
Information Base (DIB), is typically used to facilitate communication between, with or about objects such as
application entities, people, terminals and distribution lists.

The Directory plays a significant role in Open Systems Interconnection (OSl), whose aim is to alow, with a minimum
of technical agreement outside of the interconnection standards themselves, the interconnection of information
processing systems:

= fronTdifferentmanfactores,

— under different managements;

—  of different levels of complexity; and
—  of different ages.

This Recommendation | International Standard provides a number of different models for the Difectory as a framgwork
for the other Recommendations in the ITU-T X.500 series | parts of ISO/IEC 9594. The-models are the gverall
(functional) model; the administrative authority model, generic Directory Information Models/providing Directory User
and Administrative User views on Directory information, generic DSA and DSA information models, an Opergtional
Framework and a security model.

The generic Directory Information Models describe, for example, how information about objects is grouped tg form
Directory entries for those objects and how that information provides names for‘objects.

The generic DSA and DSA information models and the Operational\ Framework provide support for Dirgctory
distrilpution.

This Recommendation | International Standard provides a specialization of the generic Directory Information Models to
suppqrt Directory Schema administration.

This Recommendation | International Standard provides thefoundation frameworks upon which industry profiles ¢an be
defingd by other standards groups and industry forums.Many of the features defined as optional in these frameworks
may pe mandated for use in certain environments through profiles. This seventh edition technically revisgs and
enharjces the sixth edition of this Recommendation{International Standard.

This g$eventh edition specifies versions 1 and 2.0f the Directory protocols.

The fjrst and second editions specified only version 1. Most of the services and protocols specified in this editipn are
desighed to function under version 1:However, some enhanced services and protocols, e.g., signed errors, will not
functijon unless al Directory entities involved in the operation have negotiated version 2. Whichever version has been
negotjated, differences between the services and between the protocols defined in the six editions, except for|those
specifically assigned to version’2, are accommodated using the rules of extensibility defined in Rec. ITU-T X519 |
I SO/IEC 9594-5.

Annek A, which is amhintegral part of this Recommendation | International Standard, summarizes the usage of ASN.1
object identifiersinthe 1 TU-T X.500-series Recommendations | parts of |SO/IEC 9594.

Annek B, whichhis an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contafns allvofthe definitions associated with the information framework.

Annex “€; which is an integral part of this Recommendation | International Standard, provides the substhema
administiration schemain ASN. L.

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Service Administration.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Basic Access Control.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains al the definitions associated with DSA operational attribute types.

Annex G, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with operational binding management operations.
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Annex H, which isan integral part of this Recommendation | International Standard, provides the ASN.1 module which

contains al the definitions associated with enhanced security.

Annex |, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which

contains the definitions for LDAP system schema using the ASN.1 ATTRIBUTE information object.

Annex J, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical

terminology associated with tree structures.

Annex K, which is not an integral part of this Recommendation | International Standard, describes some criteria that can

be considered in designing names.

Annex L, which is not an integral part of this Recommendation | International Standard, provides some examples of

various aspects of Schema.

M, which is not an integral part of this Recommendation | International Standard, provides an overview.
tics associated with Basic Access Control permissions.

N, which is not an integral part of this Recommendation | International Standard, provides an extended ex
use of Basic Access Control.

T, which is not an integral part of this Recommendation | International Standard, lists alphabetically the
bd in this Recommendation | International Standard.

of the

hmple

O, which is not an integral part of this Recommendation | International Standard, descripessome DSA specific

or the

bpt of

ations

Bming

terms

Annex U, which is not an integral part of this Reeommendation | International Standard, lists the amendments and

defect reports that have been incorporated to form this edition of this Recommendation | International Standard.
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INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

1
The

framgwork for the other ITU-T X.500-series Recommendations | parts of 1SO/IEC 9594 which define variousiasp
the Djrectory.

The functional and administrative authority models define ways in which the Directory can be distributed

I nformation technology — Open Systems I nter connection —
The Directory: Models

SECTION 1 -GENERAL

Scope

odels defined in this Recommendation | International Standard provide a conceptual and terminolpgical

ts of

both

functionally and administratively. Generic Directory System Agent (DSA) and DSA information models ahd an

Opergtional Framework are also provided to support Directory distribution.

The deneric Directory Information Models describe the logical structure of the Directory Information Base (DIB

the p
than ¢

This
suppa
Thea

spective of Directory and Administrative Users. In these models, the fact that the.Directory is distributed,
entralized, is not visible.

rt Directory Schema administration.
ther ITU-T Recommendations in the X.500 series | parts of SO/IEC9594 make use of the concepts defined

from
rather

Recommendation | International Standard provides a specialization of the generiC Directory Information Models to

n this

Recommendation | International Standard to define specidlizations ofthe generic information and DSA models to

provi
Repli

The

mech
(DIT
and S
direct
authe
Rec.

DSA
Speci

e specific information, DSA and operationa models supporting particular directory capabilities
Cation):
a) the service provided by the Directory is described (in Rec. ITU-T X.511 | ISO/IEC 9594-3) in tef]

the concepts of the information framework:_this allows the service provided to be somewhat indepg
of the physical distribution of the DIB;

b) the distributed operation of the Directory is specified (in Rec. ITU-T X.518 | ISO/IEC 9594-4) g
provide that service, and therefore maintain that logical information structure, given that the DIE
fact highly distributed;

c) replication capabilities offered by the component parts of the Directory to improve overall Dir
performance are specified (in Rec. ITU-T X.525 | ISO/IEC 9594-9).

security model  establishes -a.framework for the specification of access control mechanisms. It provi
bnism for identifying the aceess control scheme in effect in a particular portion of the Directory Informatior
, and it defines three flexible, specific access control schemes which are suitable for awide variety of applic
tyles of use. The security model also provides a framework for protecting the confidentiality and integn
ory operations using-mechanisms such as encryption and digital signatures. This makes use of the framewa
htication definéd.in Rec. ITU-T X.509 | ISO/IEC 9594-8 as well as generic upper layers security tools defi
TU-T X.830\+SO/IEC 11586-1.

modelstestablish a framework for the specification of the operation of the components of the Dirg
Fically!

(eg.,

ms of
ndent

asto
isin

bctory

des a
Tree
ations
ity of
rk for
hed in

ctory.

a) the Directory functional model describes how the Directory is manifested as a set of one or

more

components, each being aDSA;

b) the Directory distribution model describes the principals according to which the DIB entries and

entry-copies may be distributed among DSAS;

c) the DSA information model describes the structure of the Directory user and operational information

heldin aDSA;

d) the DSA operational framework describes the means by which the definition of specific forms of

cooperation between DSAs to achieve particular objectives (e.g., shadowing) is structured.
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2

Nor mative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
congtitute provisions of this Recommendation | Internationa Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of 1EC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1

2.2

Identical Recommendations| International Standards
Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems

I nter connection — Basic Reference Model: The Basic Modél.

Recommendation ITU-T X.500 (2012) | ISO/IEC 9594-1:2014, Information technology — Open-Sy
Interconnection — The Directory: Overview of concepts, models and services.

Recommendation ITU-T X.509 (2012) | ISO/IEC 9594-8:2014, Information technology,~Open Sy
Interconnection — The Directory: Public-key and attribute certificate frameworks.

Recommendation ITU-T X.511 (2012) | ISO/IEC 9594-3:2014, Information techhology — Open S
Interconnection — The Directory: Abstract service definition.

Recommendation ITU-T X.518 (2012) | ISO/IEC 9594-4:2014, Information‘technology — Open Sy
Interconnection — The Directory: Procedures for distributed operation!

Recommendation ITU-T X.519 (2012) | ISO/IEC 9594-5:2014, Information technology — Open Sy
Interconnection — The Directory: Protocol specifications.

Recommendation ITU-T X.520 (2012) | ISO/IEC 9594-6:2014, Information technology — Open Sy
Interconnection — The Directory: Selected attribute types:

Recommendation ITU-T X.521 (2012) | ISO/IEC 9594-7:2014, Information technology — Open Sy
Interconnection — The Directory: Selected object classes.

Recommendation ITU-T X.525 (2012) | ISO/IEE 9594-9:2014, Information technology — Open Sy
Interconnection — The Directory: Replication;

Recommendation ITU-T X.660 (2008) {1SO/IEC 9834-1:2008, Information technology — Open Sy
Interconnection — Procedures for the@peration of OS Registration Authorities: General procedurs
top arcs of the ASN.1 Object I dentifier tree.

Recommendation ITU-T X680 (2008) | ISO/IEC 8824-1:2008, Information technology — Ab
Syntax Notation One (ASN.1):"Specification of basic notation.

Recommendation ITUsR"X.681 (2008) | 1SO/IEC 8824-2:2008, Information technology — AR
Syntax Notation Ope\(ASN.1): Information object specification.

Recommendation, ITU-T X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — AR
Syntax Notation One (ASN.1): Constraint specification.

Recommerdation ITU-T X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Ab
Syntax)Netation One (ASN.1): Parameterization of ASN.1 specifications.

Recammendation ITU-T X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Sy
lnter connection — Security frameworks for open systems: Authentication framework.

Recommendation ITU-T X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Sy
I nter connection — Security frameworks for open systems — Access control framework.

stems

Sstems

stems

stems

stems

stems

Sstems

stems

stems
bs and

stract

Stract

Stract

Stract

stems

[Stems

Recommendation ITU-T X.813 (1996) | | SO/IEC 10181-4:1997, Information technology — Open Systems

I nterconnection — Security frameworks for open systems — Non-repudiation framework.

Paired Recommendations | International Standards equivalent in technical content

Recommendation ITU-T X.800 (1991) (previously CCITT Recommendation), Security architectu
Open Systems I nterconnection for CCITT applications.

re for

SO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference

Model — Part 2; Security Architecture.
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2.3 Other references
— |ETF RFC 3672 (2003), Subentries in the Lightweight Directory Access Protocol (LDAP).

— |ETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road
Map.

— |ETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

— |ETF RFC 4512 (2006), Lightweight Directory Access Protocol (LDAP): Directory Information Models.

— |ETF RFC 4526 (2006), Lightweight Directory Access Protocol (LDAP): Absolute True and False
Filters.

3 Deofinitbiaon
|1=~4

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Communication definitions

The fpllowing terms are defined in Rec. ITU-T X.519 | ISO/IEC 9594-5:
a) application-context;

b) application-entity;

c) application process.

3.2 Basic Directory definitions

The fpllowing terms are defined in Rec. ITU-T X.500 | ISO/IEC 9594-1;
a) Directory;

b) Directory Access Protocol;

¢) Directory Information Base;

d) Directory Operational Binding Management'Protocol;

e) Directory System Protocol;

f)  (Directory) user.

3.3 Distributed operation definitions

The fpllowing terms are defined in Rec \\TU-T X.518 | ISO/IEC 9594-4:
a) accesspoint;

b) hierarchical operational binding;

Cc) name resolution;

d) non-specific hierarchical operational binding;

€) relevant hierarchical operational binding.

34 Replication definitions

The fpllewing terms are defined in Rec. ITU-T X.525 | ISO/IEC 9594-9:
a) cache-copy;
b) consumer reference;

c) entry-copy;

d) master DSA;

€) primary shadowing;

f) replicated ares;

g) replication;

h)  secondary shadowing;
i) shadow consumer;

Rec. ITU-T X.501 (10/2012) 3
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j)  shadow supplier;

k) Shadowed DSA Specific Entry;
[) shadowing;

m) supplier reference.

The definitions of terms defined in this Recommendation | International Standard are included at the beginning of
individual clauses, as appropriate. An index of these termsis provided in Annex T for easy reference.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply.
ACDF  Access Control Decision Function
ACI Access Control Information

ACIA  Access Control Inner Area

ACSA  Access Control Specific Area

ASN.1 Abstract Syntax Notation One

AVA Attribute Vaue Assertion

BER (ASN.1) Basic Encoding Rules

DACD Directory Access Control Domain

DAP Directory Access Protocol

DIB Directory Information Base

DISP  Directory Information Shadowing Protocol
DIT Directory Information Tree

DMD  Directory Management Domain

DMO  Domain Management Organization

DOP Directory Operational Binding Managément Protocol
DSA Directory System Agent

DSE DSA Specific Entry

DSP Directory System Protoeol

DUA Directory User Agent

HOB Hierarchical Operationa Binding

IDM Internet Directly Mapped

LDAP LightweightDirectory Access Protocol

MHS  Message Handling Systems

NHOB Non<specific Hierarchical Operational Binding
NSSR~, YNon-Specific Subordinate Reference

osl Open Systems Interconnection

RDN Relative Distinguished Name
RHOB—Relevant-Hierarehical-Operational-Bindirg-(a-HOB-oF-NHOB-as-apprepriate)
SDSE  Shadowed DSE

TLS Transport Layer Security

TCP Transmission Control Protocol

4 Rec. ITU-T X.501 (10/2012)
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5 Conventions

The term "Directory Specification” (as in "this Directory Specification”) shall be taken to mean Rec. ITU-T X
ISO/IEC 9594-2. The term "Directory Specifications' shall be taken to mean the ITU-T X.500-series Recommend
and all parts of 1SO/IEC 9594.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition

501 |
ations

of the

Directory Specifications, i.e., the 1988 edition of the series of (CCITT) ITU-T X.500 Recommendations and the

ISO/IEC 9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the

ISO/IEC 9594:1995 edition.

Irectory Specification uses the term third edition systems to refer to systems conforming to the third edition
ory Specifications, i.e, the 1997 edition of the series of ITU-T X.500 Recommendations\an
C 9594:1998 edition.

irectory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edit]
rectory Specifications, i.e., the 2001 editions of Recs ITU-T X.500, ITU-T X.501, ITU-T X511, ITU-T X
X.519, ITU-T X.520, ITU-T X.521, ITU-T X.525, and ITU-T X.530, the 2000 edition of.Rec. ITU-T X.50!
-10 of the ISO/IEC 9594:2001 edition.

irectory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition
ory Specifications, i.e, the 2005 editions of the series of ITU-T X.500 Recommendations an

| SO/IEC 9594:2005 edition.
This Directory Specification uses the term sixth edition systems to refer to systems'conforming to the sixth edition
Diredory Specifications, i.e, the 2008 editions of the series of ITU-T X.500 Recommendations an

C 9594:2008 edition.

irectory Specification uses the term seventh edition systems to.réfer to systems conforming to the seventh e
Directory Specifications, i.e., the 2012 edition of the series of ITU-T X.500 Recommendations ar
C 9594:2014 edition.

irectory Specification presents ASN.1 notation in bold Courier New typeface. When ASN.1 types and valu
ced in normal text, they are differentiated from¥“hormal text by presenting them in the bold Courier]
e. The names of procedures, typically referenced'when specifying the semantics of processing, are differer
from pormal text by displaying them in bold Times.\A'ccess control permissions are presented in italicized Times.

If thgitems in a list are numbered (as opposed-'to using "—" or letters), then the items shall be considered step
procedure.

of the
d the

on of
518,
D, and

of the
d the

of the
dH the

dition
d the

es are

tiated

5in a
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6.1

EC 9594-2:2014 (E)

SECTION 2 —-OVERVIEW OF THE DIRECTORY MODELS

Directory Models

Definitions

For the purposes of this Directory Specification, the following definitions apply:

6.1.1

administrative authority: An agent of the Domain Management Organization concerned with various

aspects of Directory administration. The term administrative authority (in lower case) refers to the power vested in an

Admi

nistrative Authority by the Domain Management Organization to execute policy.

admi

6.1.3
formi

6.14
more

6.1.5
6.1.6

6.1.7
the D

6.1.8

6.1.9
N

6.1.2’L directory administrative and operational information: Information used by the Directory for

istrative and operational purposes.

directory information tree (DI T) domain: That part of the global DIT held by the DSAs and-LDRAP sgrvers
ng aDMD.

directory management domain (DMD): A set of one or more DSAS, zero or more L.DAP servers, zgro or
DUAs and zero or more LDAP clients managed by a single organization.

domain management or ganization: An organization that manages a DMD (andthe associated DIT Doinain).
directory user information: Information of interest to users and their applications.

directory system agent (DSA): An Open Systems Interconnection (OSI)application process which is part of
rectory.

(directory) user: The end user of the Directory, i.e., the entity, orperson which accesses the Directory.

directory user agent (DUA): An OSl application process which represents a user in accessing the Diregtory.
DTE — DUAs may also provide arange of local facilitiesto assist users compose queries and interpret the responses.

6.1.10 lightweight directory access protocol (LDAP) client: An application process which represents a user in

acces

6.1.11

respo|

6.2

The
inforn
conce

Thes

5ing the Directory viathe Lightweight Directory Access Protocol (LDAP).

LDAP server: An application process which is part of the Directory, holds a part of the DIB, and Wwhich
nds to requests via the Lightweight Directory“Access Protocol (LDAP).

The Directory and itsusers

Directory is a repository of information and protocols and procedures for accessing and maintaining that
nation. The repository is knowmn as the Directory Information Base (DIB). Directory services provided to usgrs are
rned with various kinds of accessto thisinformation.

brvices provided by the Directory are defined in Rec. ITU-T X.511 | ISO/IEC 9594-3.

A Di
preci
the

morelaccess points'at which such accesses can take place. These concepts areillustrated in Figure 1.

ectory user (e.g.,-aperson or an application-process) obtains Directory services by accessing the Directory.|More
y, a Directory User Agent (DUA) or a Lightweight Directory Access Protocol (LDAP) client actually acgesses
irectory andsinteracts with it to obtain the service on behalf of a particular user. The Directory provides one or

A DUA is manifested as an application-process. In any instance of communication, each DUA represents precisely one

directory.user.

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAS)

and/o

r LDAP servers, each of which provides zero, one or more of the access points. For a more detailed description of

DSAS, see 21.2.

An access point is provided by a particular DSA providing access to distributed directory. The DSA to which a DUA or
LDAP client has an application-association is called the bound DSA.
NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-
processes, persons, etc.). Thisistransparent to the Directory.
NOTE 2 — The DUA functions and a DSA can be within the same open system; it is an implementation choice whether to make
one or more DUAs visible within that open system.
NOTE 3 — A DUA may exhihit local behaviour and structure which is outside the scope of envisaged Directory Specifications.
For example, aDUA which represents a human directory user may provide a range of local facilities to assist its user to compose
queries and interpret the responses.

Rec. ITU-T X.501 (10/2012)
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Access point -

DUA/
LDAP
client

Directory
user

The Directory

X.501(12)_FO1

Figure 1 — Accesstothe Directory

6.3 Directory and DSA Information M odels
6.3.1 Generic Models

Directory information may be classified as either:

— user information, placed in the Directory by, or on behalf of, users; and subsequently-administered py, or
on behalf of, users. Section 3 provides amodel of thisinformation; or

— administrative and operational information, held by the Directory to meet various administrativie and
operational requirements. Section 5 provides a model of this information.\AlSo provided in Section|5 isa
specification of the relationship between the user, administrative and,eperational information models.

Thesg models, presenting views of the DIB from different perspectives, are«referred to as the generic Dirgctory
Information Models.

Directory information models describe how the Directory as a whole represents information. The composition pf the
Diredtory as a set of potentialy cooperating DSAs is abstracted from.the model. The DSA information model, on the
other |hand, is especially concerned with DSAs and the information.that must be held by DSAs in order that the|set of
DSAg comprising the Directory may together realize the Directory information model. The DSA Information Mqadel is
provifled in clauses 22 through 23.

The DSA information model is a generic model describing the information held by DSAs and the relationship between
thisipformation and the DIB and DIT.

Some, but not all, of the information represented by-the DSA information model is accessible viathe Directory alistract
servige. Therefore, administration of all of theinformation described in these Directory Specifications is not pgssible
via the Directory abstract service. It is envisioned that administration of DSA information will initially be & local
matter, but that eventually some generic system management service will be employed to provide access to al pf the
information described in the DSA infermation model.

6.3.2 Specific information models

Subsgquent to the development of generic models for the Directory as a whole and for its components, sgecific
information models are requited for the standardization of particular aspects of the operation of the Directory gnd its
comppnents.

The deneric Directory Information Models establish aframework for the following specific information models:
— ahvaccess control information model;

&\ asubschemainformation model;

L acaollective attribute information model.

The generic DSA Information Model in turn establishes aframework for the following specific information models:
— amodel for aDSA's distribution knowledge;
— amodel for aDSA's replication knowledge.

6.4 Directory Administrative Authority M odel

A Directory Management Domain (DMD) is a set of one or more DSAs and zero or more DUAS managed by a single
organization.

That part of the global DIT held by (the DSAs forming) a DMD is referred to as a DIT Domain. There is a one-to-one
correspondence between DMDs and DIT Domains. The term "DMD" is used when referring to the management of the

Rec. ITU-T X.501 (10/2012) 7
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functional components of the Directory. The term "DIT Domain" is used when referring to the management of
Directory Information. Two important points regarding this terminology are:

— A DIT Domain consists of one or more digoint subtrees of the DIT (see 11.5). A DIT Domain shall not
contain the root of the global DIT.

— Theterm "DMD" may also be used as a general term when both aspects of management are considered

together.

An organization that manages a DMD (and the associated DIT Domain) is referred to as a Domain Management
Organization (DMO).

Figure 2 illustrates the relationship between aDMO, DMD and DIT Domain.

Management of a DUA by a DMO implies an ongoing.responsibility for service to that DUA, e.g., maintenance
cases ownership, by the DMO. The DMO may or may not elect to make use of the Directory Specificati

some|

( B
k Domain management or ganization J
Manages Manages
A 4

DIT Domain

DMD

DUA

Figure 2 — Directory management

X.501(12)_F02

govern any interactions among DUAs and DSA s which are wholly within the DMD.

orin
bns to

An agent of a DMO concerned with various.aspects of Directory administration is referred to as an Administrative

Authd

rity. The term administrative authority (in lower case) refers to the power vested in an Administrative Aut

by a DMO to execute policy.

A DM

D may be assigned an objectidentifier (a DMD-id) for convenience in reference, for example, in search-rule

NOTE — A Directory Administrative Authority Model is specified in Section 4.

hority
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SECTION 3-MODEL OF DIRECTORY USER INFORMATION

7 Directory Information Base

7.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

711 alias entry: An entry of the class "alias’ containing information used to provide an aternative name for an

ObJeC Or a“mcutly.

712 ancestor: The entry at the root of the hierarchy of family members that comprise a compound entry.

713 compound entry: A representation of an object in terms of family members that are hierarchically organized

into dne or more families of entries.

714 derived entry: Entry information in a search result containing attribute values obtained-by performing
on dafa that originated from more than one Directory entry.

7.15 direct superclass: Relative to a subclass — an object class from which the subclassis directly derived.

7.1.6 directory information base (DIB): The complete set of information to which the Directory provides g
and which includes all of the pieces of information which can be read or manipulated using the operations
Directory.

7.1.7 directory information tree (DIT): The DIB considered as a tree;\whose vertices (other than the root) &
Diredory entries.

NOTE — Theterm "DIT" is used instead of "DIB" only in contexts wheretiie tree structure of the information is relevant.

7.1.8 (directory) entry: A named collection of information within the DIB. The DIB is composed of entries.

719 family: A hierarchical subset of family member entries that represents a particular class of information
a conmppound entry. The root of each family within a compoaund entry is the ancestor, but apart from the shared and

7.1.10 family member: A member of ahierarchical collection of entries that comprise a compound entry.

711 immediate superior (noun): Relative to a particular entry or object (it shall be clear from the context
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can therefore be said to represent that object in the DIB.

7.1.17 related entries: A set of (directory) entries, each of which can be identified as holding information in the DIB
about a particular real-world object of interest. Different entries in the set may contain different types of information

about the real-world object, and may even contain conflicting information.

NOTE 1 —The value of information within a set of related entries depends on the reliability of the identification of each entry

with the rea-world.

NOTE 2 — It is possible, but not necessary, for related entries to exist in separate DITs and to have identical distinguished names.
Similarly, it is possible for non-related entries to have identical distinguished names; however, it is recommended that identical

distinguished names be used only for related entries.

Rec. ITU-T X.501 (10/2012)
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7.1.18 subclass. Relative to one or more superclasses — an object class derived from one or more superclasses. The
members of the subclass share all the characteristics of the superclasses and additional characteristics possessed by none
of the members of those superclasses.

7.1.19 subordinate: The converse of superior.

7.1.20 superclass. Relative to a subclass — a direct superclass, or superclass to an object class that is a direct
superclass (recursively).

7.1.21 superior: (Applying to entry or object) immediately superior, or superior to one which is immediately
superior (recursively).

7.2 Objects

The gurpose of the Directory is to hold, and provide access to, information about objects of interest (objects), yvhich
exist {n some 'world'. An object can be anything in that world which isidentifiable (can be named).
NOTE — The objects known to the Directory may not correspond exactly with the set of ‘real’ things in the world! For exapple, a
repl-world person may be regarded as two different objects, a business person and a residential person, as far‘as the Diregtory is
cancerned. The mapping is not defined in this Directory Specification, but is a matter for the users and providers of the Difectory
infthe context of their applications.

An object class is an identified family of objects, or conceivable objects, which share certain’ characteristics. Every
object belongs to at least one object class. An object class may be a subclass of other object-Classes, in which cgse the
memlpers of the former class, the subclass, are aso considered to be members of the latter classes, the superclfasses.
Therg may be subclasses of subclasses, etc., to an arbitrary depth.

7.3 Directory entries

The Directory Information Base (DIB) is composed of (Directory)~entries. An entry is a named collectipn of
information.

Therg are four kinds of entries:

—  Object entries: Representing the primary collection of information in the DIB about a particular gbject.
For any particular object, there is precisely «One object entry or compound entry (see 8.10). The pbject
entry is said to represent the object. AnZobject entry is either a single entry or a compound|entry
comprising an aggregate of entries together representing the object.

— Alias entries: Used to provide aternative names for object entries (possibly the ancestor of a compound
entry, but not child family members).

—  Subentries: Representing a\collection of information in the DIB used to meet administrative and
operational requirements.of the Directory. Subentries are discussed in Section 5.

—  Family members: Specia entries that are components of a compound entry. The ancestor of a compound
entry is aso afamily)member.

A usar view of the structure©f Directory entriesis depicted in Figure 3 and described in 8.2.
Each entry contains an-indication of the object classes, and their superclasses, to which the entry belongs.

Somgq object entrieséare specially designated for the purpose of Directory administration. These entries are tgrmed
administrative entries. The Directory user is not normally aware of this, and views these entries in the same way as
other jobject entries.

7.4 Directory Information Tree (DI T)

In order to satisfy requirements for the distribution and management of a very large DIB, and to ensure that entries can
be unambiguously named and rapidly found, a flat structure is not likely to be feasible. Accordingly, the hierarchical
relationship commonly found among objects (e.g., a person works for a department, which belongs to an organization,
which is headquartered in a country) can be exploited, by the arrangement of the entries into a tree, known as the
Directory Information Tree (DIT).

NOTE — An introduction to the concepts and terminology of tree structures can be found in Annex J.

The component parts of the DIT have the following interpretations:

a) theverticesarethe entries. Object entries may be either leaf or non-leaf vertices, whereas alias entries are
aways leaf vertices. The root is not an entry as such, but can, where convenient to do so [eg., in the
definitions of b) and c) below], be viewed as a null object entry [see d) below];
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b) the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B
means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry
at A. The superior entries (superiors) of a particular entry are its immediate superior together with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate
subordinates together with their subordinates (recursively);

c) theobject represented by an entry is, or is closely associated with, the naming authority (see clause 8) for
its subordinates;

d) theroot represents the highest level of naming authority for the DIB.

A superior/subordinate relationship between objects can be derived from that between object entries. An object is an
immediately superior object (immediate superior) of another object if and only if the object entry for the first object is
the immedratesoperor of any of theobject entries for thesecornd object— T e terms Tmmedratety sotordimate gbj ect,
immefliate subordinate, superior and subordinate (applied to objects) have their analogous meanings.

Permitted superior/subordinate rel ationships among objects are governed by the DIT structure definitions (See’'13.7).

The Directory maintains, in addition to information concerning Directory entries, additional infermation regarding
collegtions of Directory entries. Such collections may be subtrees (of the DIT) or subtree refinements (when not a true
tree sjructure). See clause 12.

8 Directory entries

8.1 Definitions
For the purposes of this Directory Specification, the following definitionsapply:

8.1.1 anchor attribute: A user attribute having friends, as defined within the relevant subschema. An gnchor
attribfite can be used to cause friend attributes to be included in therset of attributes to be selected or considergd for
matching in a Search operation, without having to be itself presentin an entry.

8.1.2 attribute: Information of a particular type. Entriesiare composed of attributes.
8.1.3 user attribute: An attribute holding user information.

814 attribute hierarchy: The aspect of an attribute that permits a user attribute type to be derived from g more
generjc user attribute type. The relationship of the two attribute type definitions (which mandates certain behavipur of
attribytes corresponding to these attribute types)is thus hierarchical.

8.15 attribute subtype (subtype): An attribute type A is related to another attribute type B by the fact that [either
A hag been derived from B, in whichase A is adirect subtype of B, or A has been derived from an attribute type which
is aslibtype of B, in which case A-is.an indirect subtype of B.

8.1.6 attribute supertypé (supertype): An attribute type B is related to another attribute type A by the fagt that
eithen A has been derivedfrom B, in which case B is a direct supertype of A, or A has been derived from an attribute
type which is a subtype.of B, in which case B is an indirect supertype of A.

8.1.7 attribute type: That component of an attribute which indicates the class of information held by that attripute.

8.1.8 attribute value: A particular instance of the class of information indicated by an attribute type.

8.19 attribute value assertion: A proposition, which may be true, false, or undefined, according to the specified
matcrri ng-rules for the type, concerning the presence in an entry of an attribute value of a particular type.

8.1.10 auxiliary object class: An object class which is descriptive of entries or classes of entries and is not used for
the structural specification of the DIT.

8.1.11 collective attribute: A user attribute whose values are the same for each member of an entry collection.

8.1.12 context: A property that can be associated with a user attribute value to specify information that can be used
to determine the applicability of the value.

8.1.13 context assertion: A proposition, which may be true or false, regarding a context type and particular context
values for that type, that determines the applicability of an attribute value.

8.1.14 context type: That component of a context which indicates its type or purpose.

8.1.15 context list: The set of contexts associated with an attribute value.

Rec. ITU-T X.501 (10/2012) 11
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8.1.16 context value: A particular instance of the property indicated by a context type.

8.1.17 derived attribute: An attribute whose value or values is computed in whole or in part at the time of retrieval
rather than directly stored.

8.1.18 derived object class value: A value of an object class whose presence is not administered by a user but is
computed. Derived object class values are categorized as abstract.

8.1.19 direct attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values using the identifier of their attribute type.

8.1.20 distinguished value: An attribute value in an entry that appears in the relative distinguished name of the
entry.

8.1.2 dummy attributer An attribute that is defined as a tiser attribute but which shall never be present in an try.
Only pn anchor attribute can be adummy attribute.

8.1.22 entry collection: A collection of entries belonging to an explicitly specified subtree or subtreerefinement of
the D|T.

8.1.23 friend attributes: A set of user attributes associated with a specific user attribute (knewn as an gnchor
attribyite) by an administrative authority, for inclusion in a set of attributes returned when.the~anchor attribute is
specified, or used potentially to match a predicate which includes a condition on the anchor attribute.

8.1.2 indirect attribute reference: Reference (in the Directory and DSA abstract serviee) to one or more attribute
values using the identifier of a supertype of their attribute type.

8.1.2 matching rule: A rule, forming part of the Directory Schema, which allows’entries to be selected by making a
partiqular statement (a matching rule assertion) concerning their attribute values:

8.1.2 matching rule assertion: A proposition, which may be true, false'or undefined, concerning the presenceg in an

entry of attribute values meeting the criteria defined by the matching rule
8.1.2 operational attribute: An attribute representing operationalrand/or administrative information.
8.1.2 structural object class: An object class used for thestructural specification of the DIT.

8.1.2 structural object class of an entry: With respeet to a particular entry, the single structural object clas used
to determine the DIT Content Rule and DIT Structure Rite applying to the entry. This object class is indicated by the
structuralObjectClass operational attribute. Thiscebject class is the most subordinate object class of the gntry's
structural object class superclass chain.
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8.2 Overall structure

Asdepicted in Figure 3, an entry consists of a set of attributes.

ENTRY
‘ Attribute ‘ ‘ Attribute ‘ coee ‘ Attribute ‘

ATTRIBUTE
One or more per entry

ATTRIBUTE

Attribute Attribute
type value(s)

ATTRIBUTE VALUE(s)
One or more per attribute

Distinguished | | Attribute [ | Attribute
attribute value value

value i
" | Context(s) | | Context(s) |

] Context(s) o

CONTEXT(s).
zero, one or more per attribute value

CONTEXT LIST

<
‘ Context ‘ ‘ Context ‘ LR
7 >
Context Context ‘L‘
ontex ontexi
type value(s) b Fall back

NN

X.501(12)_F03

Figure 3 —Structureof an entry

Each fattribute provides a piece of informationabout, or describes a particular characteristic of, the object to whi¢ch the
entry corresponds.

NOTE 1 — Examples of attributes whichumight be present in an entry include naming information such as the object's pgrsonal
ngme, and addressing information, sueh.as its telephone number.

An altribute consists of an attribute type, which identifies the class of information given by an attribute, and the
corregponding attribute values, which are the particular instances of that class of information appearing in the attribute
within the entry. A user-attribute value may have zero, one, or more contexts associated with it in its context list.
Operdtional attribute values shall not have contexts.

PTE 2 — Attributetypes, attribute values, and contexts are described in 8.4, 8.5 and 8.8 respectively. Operational attributes are
dgscribed in clause12.

ibute {ATTRIBUTE:SupportedAttributes} ::= SEQUENCE {

type ATTRIBUTE. &id ({SupportedAttributes}),
valldes SET SIZE (0..MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{@type}).,
h : Qs a e o Qo - o L
varu v o MA v, -y, \ T
value ATTRIBUTE. &Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context,
...} OPTIONAL,
}

An attribute may be designated as single-valued or multi-valued. The Directory shall ensure that single-valued attributes
have only asingle value. This value may have a context list to associate properties with the attribute value. Attributesin
storage shall have at least one value, but may at times appear to have zero values when transferred to or from storage
(e.g., because values are hidden by access contral).
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8.3 Object classes

Object classes are used in the Directory for a number of purposes:
— describing and categorizing objects and the entries that correspond to these objects;
—  where appropriate, controlling the operation of the Directory;
—  regulating, in conjunction with DIT structure rule specifications, the position of entriesin the DIT;

— regulating, in conjunction with DIT content rule specifications, the attributes that are contained in

entries;

— identifying classes of entry that are to be associated with a particular policy by the appropriate

administrative authority.

&)nq\_ obieetelaccac il ha tntarnatianallhvy otandardiond  Othorc anll bha dAafinad bhay natianal adea i cbr iy ..l—h-_)rities
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and/of private organizations. This implies that a number of separate authorities will be responsible for defining

classgés and unambiguously identifying them. This is accomplished by identifying each object class with,an

identifier when the object classis defined. A notation for this purpose is provided in 13.3.3.

NOTE 1 —An administrative authority may use object classes other than the useful object classes defined and\registered
Difrectory Specifications. An administrative authority may itself specify and register object classes, for example, to suppl
thpse defined in the Directory Specifications.

ject class (a subclass) may be derived from an object class (its direct superclass) which is itself derived fr
even more generic object class. For structural object classes, this process stops at the maostgeneric object class, tg
ordered set of superclasses up to the most superior object class of an object classis its@Superclass chain.

An object class may be derived from two or more direct superclasses (superclasses not part of the same sups
chain). This feature of subclassing istermed multiple inheritance.

Dbj ect
bbj ect

in the
ement

DM an
p. An

rclass

The Joecification of an entry's or family member's object class identifieswhether an attribute is mandatory or oplional;

this specification also applies to its subclasses. The subclass may be saidto inherit the mandatory and optional at
specification of its superclass. The specification of a subclass may indicate that an optiona attribute of the superc
mandgtory in the subclass.

ibute
assis

If an|object class specifies an anchor attribute having friend attributes as optional or mandatory, this automalically

les friend attributes as optional attributes without negessarily being included in any object class definition
any cpntent rule.

An olpject class may define a dummy attribute as a fmandatory or optional attribute if the dummy attribute is an 3
attribpite. If an object class specifies a dummy anchor attribute type as a mandatory or optiona attribute, the g
attribyte shall not appear in an entry of this\object class, but if specified as a mandatory attribute, at least one

orin

inchor
inchor
of its

friengs attribute shall be present. Howeverif a non-dummy anchor attribute type is specified as a mandatory attyibute

type, jpn attribute of the anchor attributeitype shall be present.
Friendl attribute types shall not bepresent if excluded by content rules.

Therg are three kinds of object Classes:

—  abstract object-class;

—  structurd object class; and

— auxiliary object class.

NOTE 2 — Forrestriction on definition of subclasses, see 13.3.1.

Each [object\Class is of precisely one of these kinds, and remains of this kind in whatever situation it is encou
withii the Directory. The definition of each object class shall specify what kind of object that it is.

htered

All entries shall be amember of the object class top and at least one other structural object class.

831 Abstract object class

An abstract object class is mainly used to derive other object classes, providing the common characteristics of such

object classes. An entry shall not belong only to abstract object classes.

top isan abstract object class used as a superclass of all structural object classes.
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In addition to its use for deriving other object classes, an abstract object class value can be a derived value; that is, its
presence is computed or inferred by the Directory. For example, the parent object class value for a particular entry is
computed or inferred from the presence of a family member, of auxiliary object class child, immediately subordinate
to the entry.

8.3.2 Structural object class

An object class defined for use in the structural specification of the DIT is termed a structural object class. Structural
object classes are used in the definition of the structure of the names of the objects for compliant entries.

An object or alias entry is characterized by precisely one structural object class superclass chain which has a single
structural object class as the most subordinate object class. This structural object class is referred to as the structural
object class of the entry.

Strucfural object classes are related to associated entries:
— an entry conforming to a structural object class shall represent the real-world object constrained by the
object class;
—  DIT structure rules only refer to structural object classes; the structural object class of.an entry is used to
specify the position of the entry in the DIT;

— the structural object class of an entry is used, along with an associated DIT content rule, to contrpl the
content of an entry.

The gructural object class of an entry shall not be changed.

8.3.3 Auxiliary object class

Specific applications using the Directory will frequently find it useful to speeify-an auxiliary object class which njay be
used [n the construction of entries of several types. For example, messageflandling systems make use of the auXiliary
classMHS User (see Rec. ITU-T X.402 | ISO/IEC 10021-2) to specify.a package of mandatory and optional mgssage
handljng attributes for entry types whose structural object class is variable, e.g., Organizational Person or Residential
Person.

In ce;ltajn environments, there is a need to be able to add to oxremove from the list of attributes permitted in an ertry of
aparticular, perhaps standardized, class (or classes).

This fequirement may be met by the definition and-use of an auxiliary object class having semantics, knowp and
maintigined within alocal community, which changefrom time to time as needed.

This frequirement may also be met using the fa€ilities of DIT content rule definitions to dynamicaly (i.e., wjthout
registfation) allow the addition or exclusionof attributes from entries at particular pointsin the DIT (see 13.3.3).

Auxiljary object classes are descriptiveef entries or classes of entries.

Therdfore, besides being a member\of the structural object class, an entry may be optionally a member of one orf more
auxilijary object classes.

An entry's auxiliary object.¢lasses may change over time.

NOTE — The unregistered object class facility, available in the first edition of these Directory Specifications to suppgrt the
refluirements discussed/in this clause, is now deprecated in favour of the use of DIT content rules.

834 Object class definition and thefirst edition of this Directory Specification

Objeqt classesdefined using the terminology of the first edition of this Directory Specification will not be classifjed as
one of structural, auxiliary or abstract.

Alias Object tlasses Specified Using the termimorogyof the fiTstedition of this DiTectory Specification may be
considered to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema
accordingly.
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8.4 Attribute types

Some attribute types will be internationally standardized. Other attribute types will be defined by national
administrative authorities and private organizations. This implies that a number of separate authorities will be
responsible for defining types and unambiguously identifying them. This is accomplished by identifying each attribute
type with an object identifier when the type is defined. Using the notation of the ATTRIBUTE information object class
defined in 13.4.8, an attribute type is defined as:

AttributeType ::= ATTRIBUTE.&id

All attributesin an entry shall be of distinct attribute types.

Certain attributes may not be stored and accessible in entries, but are intended to be carried in operations to convey
information, e.g., diagnostics information, that conveniently can be expressed as attributes. Other attributes, called
control attributes, may as part of their definition specify a special procedure to be executed based on the information in
the atfribute. A control attribute may be specified in an operation, placed in entries, etc. See 8.5.3 of Rec. ITU*T"X.520 |
| SO/IEEC 9594-6 for an example.

Therg are anumber of attribute types which the Directory knows about and uses for its own purposes. They includ

L]

a) objectClass —An atribute of thistype shall appear in every entry, and shall indicate the object dasses
and superclasses to which the object belongs.

b) aliasedEntryName —An attribute of thistype shall appear in every alias entry, and shall hold thelname
(see 8.5) of the entry which the alias entry references.

Thesg attributes are defined in 13.4.8.

The types of user attributes which shall or which may appear within an object*or alias entry are governed by| rules
applyjng to the indicated object classes as well as by the DIT content rale for that entry (see 13.8). The types of
attribytes which may appear in a subentry are governed by the rules of the'system schema.

Somg Directory entries may contain special attributes not normally Visible to the Directory User. These attributgs are
called operational attributes and are used to meet the administrative and operational reguirements of the Directory.
Opergtional attributes are discussed in more detail in Section 5,

85 Attribute values

Defining an attribute also involves specifying the syntax, and hence data type, to which every value in such attrjbutes
shall conform. Using the notation of the ATTRIBUTE information object class defined in 13.4.8, an attribute vdlue is
defingd as:

AttrfibuteValue ::= ATTRIBUTE.&Type

An aftribute value may be designated as a distinguished value, in which case the attribute value can form part pf the
relatiye distinguished name of the entry (see 9.3). Generaly, an attribute with a distinguished value will have ¢nly a
single distinguished value. If ‘such an attribute value has associated context information (see 8.8), the cpntext
informnation is not considered)part of the distinguished value when being part of a relative distinguished name (sge 8.8
and 9/3).

NOTE — A distinguished value may have contexts attached, but such context information is not part of a distinguished name.

Clienf-suppliedaralues shall be preserved for storage in the Directory. Comparison values are ephemeral, and shdll not
affect the stored\value.

8.6 Attribute type hierarchies

When defining an attribute type, the characteristics of some more generic attribute type may optionally be employed as
the basis of the definition. The new attribute type is a direct subtype of the more generic attribute type, the supertype,
fromwhich it is derived.

Attribute hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by alowing the
value components of attributes to be accessed by using either their specific attribute type identifier (a direct reference to
the attribute) or by the identifier of a more generic attribute type (an indirect reference).

Semantically and syntactically related attribute types may be placed in a hierarchical relationship, the more specialized
being subtypes to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting
the more generalized attribute type; a filter item so specified is evaluated for the more specialized types as well as for
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the quoted type; a context assertion specified for the more generalized attribute type is also applied to the more
specialized type.

Where specialized subtypes are selected to be returned as part of a search result these types shall be returned if
available. Where the more general types are selected to be returned as part of a search result, both attributes of the
general and the specialized types shall be returned, if available. An attribute value shall aways be returned as a value of
its own attribute type.

For an entry to contain a value of a user attribute type belonging to an attribute hierarchy, that type shall be explicitly
included either in the definition of an object class to which the entry belongs, or in the DIT content rule applicable to
that entry.

All of the attribute types in an attribute hierarchy are treated as distinct and unrelated types for the purpose of
administration of the entry and for user modification of entry content.

An aIItribute value stored in a Directory object or alias entry is of precisely one attribute type. The type is.ind]cated
when|the valueis originally added to the entry.

8.7 Friend attributes

Friendl attributes are user attributes specified by an administrative authority as related in sothe practica way to a
specific anchor attribute. When an anchor attribute is specified in the information to be returned by a Read or Search
opergion, the feature permits friend attributes for the anchor attribute to be returned; subject to servicg and
admimistrative controls (including access control, search rules, etc.). Similarly, when an-anchor attribute is specifigd in a
filter fitem within a search predicate, friend attributes can be used to satisfy the predieate if the matching rule fpr the
friend is compatible with the proposed value.

If an fanchor attribute is permitted within an entry by being included in the‘mandatory or optional lists of objecy class
values for the entry, friend attributes are also permitted unless excluded by content rules. If the anchor attribute ig not a
mandgtory attribute, it may be absent in the entry, even if friend attributes are present.
Any Uiser attribute can be designated within a subschema as an anchorattribute.

NQPTE 1- As an example of an anchor attribute, consider a.hypothetical attribute commsaddr, which has, in a pafticular
subschema, friend attributes which are communications addresses'attribute types, e.g., telephone number, e-mail address] URL,
etg.

The gnchor-friend relationship is neither commutative ner transitive:
— If an anchor attribute A has afriend B; it cannot be deduced that A isafriend of B.
— If an anchor attribute A has aftiend B, and B has afriend C, it cannot be deduced that C isafriend pf A.

If an fattribute A is a friend of some anchor attribute, then all subtypes of A are also friends of that anchor attifibute.
Howsever, it cannot be deduced that supertypes of A are also friends of that anchor attribute.

Designating an attribute as a friend confers no special access control or search-rule protection unless associateq with
memlpership of the anchor's object class (of which it is automatically a member).

NPTE 2 — At present, aceéss)control and search rules make no use of object classes as a means of defining sets of attributes for
special privileges or prategtions.

8.8 Contexts

The ipformation Mmodel may be refined by associating with attribute values properties called contexts. Associateql with
any uper attribute value may be alist of contexts which provide additional information that can be used to determihe the
appli¢ability of the attribute value.

NOTE T —For example, contexis can be used f0 associate a particular language, time, or locale with an atribute value.

Each context consists of a type component, a value component whose syntax is determined by the type, and a
fallback flag. Using the notation of the coNTEXT information object class defined in 13.9, acontext isdefined as:

Context ::= SEQUENCE {
contextType CONTEXT.&id ({SupportedContexts}),
contextValues
SET SIZE (1l..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE,
-}

The contextType component shall hold the object identifier identifying the type of context.
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The contextvalues component shall hold one or more values of the property specified by contextType that are
associated with the particular attribute value.

The fallback component is used to designate one or more attribute values for specific behaviour in relation to a
context type. In addition to having any specific contextvalues of that context type associated with it, an attribute
value for which fallback is TRUE for agiven contextType iS:

— considered as being associated with any value of the given contextType for which no other values of
the same attribute are otherwise associated. Thus, a context assertion of this context type that fails to
match any values of the attribute based on the rules for matching contextvalues shal match with any
attribute value for which £allback is TRUE for this context type.

NOTE 2 — For example, an attempt to select the attribute value associated with a particular language shall yield those
values with fallback Set to TRUE if none of the attribute valuesis otherwise associated with the chosen language.

—  considered as a value to preserve during an operation which resets attribute values for a given atfribute
type. A Modify (reset value) removes al values of a chosen attribute type which have an ‘assogiated
context for which the falilback isset FALSE.

NOTE 3 —Modify (reset value) is further described in 11.3.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

An atfribute value without contexts, or one whose context list does not contain a context of a specifi¢type, is consldered
to be ppplicable under all context values of that specific type.

NQTE 4 — For example, a selection based on the French context value of a language context shall select an attribute valpe that
ddes not have any language context specifically associated with it (as well as those attribute values having the French |lapguage
cantext associated with them specifically).

All contexts in an attribute value's context list shall be of distinct context types.

Contgxt information associated with attribute values may be retrieved ,along with the attribute values (eg., to
differpntiate between those attribute values). A user of the Directory may-also make use of contexts to refine selgction
and retrieval of information during Directory operations.

8.9 Matching rules

8.9.1 Overview

Of paramount importance to the Directory is the ability<to be able to select a set of entries from the DIB based on
assertjons concerning attribute values held by these entries.

A mafching rule allows entries to be selected by rnaking a particular assertion concerning their attribute values.

The most primitive type of assertion is the attribute value assertion. More complex assertions may be supported|using
matching rule assertions. A matching rule. assertion is a proposition, which may be TRUE, FALSE, or UNDEFINED,
concerning the presence in an entry ofvattribute values meeting the criteria defined by the matching rule.

An atfribute value or matching rule assertion is evaluated based on the matching rule associated with the assertion.

A maiching rule is defined through the specification of:

— therange 6fattribute syntaxes supported by therule;

—  the specific types of matches supported by therule;

— thesyntax required to express an assertion of each specific type of match;

—. Srulesfor deriving a value of the assertion syntax from avalue of the attribute syntax, if required.

NOTE = No restrictions are placed on the matching rules that may be defined to support a particular application. Howeve, rules
ddfined to support one particular application may not be widely supported by DUAs and DSAs. Wherever possible, the matching
rulesderined in Rec. I TU-T X.520 [ TSO/MEC 9594-6 should be used In prererence to the Specitication of NEw ONnes.

Sometimes there will be a one-to-one correspondence between a matching rule and the types of matches supported. For
example, the Directory Abstract Service supports a presence matching rule to detect the presence of an attribute of a
given typein an entry.

Sometimes there will be a many-to-many correspondence between a rule and the types of matches supported. For
example, the Directory Abstract Service supports a generic ordering rule allowing greater than or equal and less than or
equal types of matches.
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Attribute value assertion

An attribute value assertion (AVA) is a proposition, which may be TRUE, FALSE, or UNDEFINED, according to the
specified matching rules for the type, concerning the presence in an entry of an attribute value of a particular type. It
involves an attribute type, an asserted attribute value, and optionally an assertion about contexts associated with the
attribute value:

AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes}),
assertion ATTRIBUTE. &equality-match.&AssertionType

({SupportedAttributes}{@type}),

assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL,

-}
ContpxtAssertion ::= SEQUENCE {
cohtextType CONTEXT. &id ({SupportedContexts}),
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yntax of the assertion component of an AVA is determined by the equality matching rule defined f
ite type, and may be different from the syntax of the attribute itself.

1 Evaluation of an AVA
VA is:
a) undefined, if any of the following holds:
1) theattribute typeis unknown;
2) theattribute type has no equality matching rule;

3) thevalue does not conform to the data type indicated by the syntax of the assertion of the attri
equality matching rule;

NOTE — 2) and 3) normally indicate a faulty AVAX1) however, may occur as alocal situation (e.g., a particul3
has not been configured with support for that particular attribute type).

b) true, if the entry contains an attributeof that type, and the attribute contains a value of that value, al
value contains a context that matehesthe assertedcontexts asdescribed in 8.9.2.2;

c) false otherwise.

P Use of assertedContexts or eontext assertion defaults

nclusion of assertedContexts Within an AttributeValueAssertion iSoptional. If assertedContej
ied, then the assertion-shall be evaluated only against those values of the attribute for whig
FtedContexts istrue-asdefined in 8.9.2.3.

bertedContexts tSNot provided within an AttributevalueAssertion, then a default context assertio
blied in the same manner; that is, the assertion shall be evaluated only against those values of the attriby
, as defined 11.8.9.2.3, the default context assertion is true. There are three potential sources for a default ¢

y inthe DSA. They are applied as follows:
1) If assertedContexts iS not provided within an AttributeValueAssertion, then any c
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assertion for the given attribute type which has been sipplied for the operation as a whale_as g

art of

operationContexts asdescribed in 7.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3, shall be applied.
2) If the user has not provided assertedcontexts for the AVA and there is no context assertion f

or the

given attribute type which has been supplied for the operation as a whole, then the default context
assertion for the given attribute type in the context assertion subentries (if any) controlling the entry shall

be applied, asdescribed in 14.7.

3) If there is no context assertion through steps 1) and 2) above, the DSA may apply a locally-defined

default context assertion for the given attribute type. Such a default shall typically reflect

local

parameters, such as the language or location of the place of deployment of the DSA, or the current time

of day, but may be tailored differently by the DSA for each DUA to which it responds.

4) If no context assertion is available from any of these sources, then the assertion shal be evaluated

against all values of the attribute.
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3 Evaluation of assertedContexts

assertedContexts istrueif:

a) allcontexts isspecified (this permits acontext assertion to override any default context assertion that

might otherwise be applied if assertedContexts were omitted from
AttributeValueAssertion); OF

b) each contextAssertion in selectedContexts iStrueasdescribedin 8.9.2.4.

assertedContexts isfalse otherwise.

8.9.2.

4 Evaluation of a ContextAssertion

A ContextAssertion istruefor aparticular attribute value if:

the

a) the attribute value has a context of the same contextType Of the ContextaAssertion and any.
stored contextvalues Of that context matches with any of the asserted contextvalues aecord
the definition of how amatch is determined for that contextType; Or

b) the attribute value contains no contexts of the asserted contextType; Or

c) none of the other attribute values for the attribute satisfies the contextassertisn@ccording to 1
in 8.9.2.2 above, but the attribute value does contain a context of the asserted contextType Wi
fallback Set tO TRUE.

A CoptextAssertion isfalse otherwise.

8.9.3
An at]
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Attribute Type Assertions

ribute type assertion is a proposition, which may be true, false, or undefined, according to the associated con

ibuteTypeAssertion ::= SEQUENCE {
be ATTRIBUTE.&id ({SupportedAttributes}),

aspertedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL,

8.9.3,
Anat

8.9.3.
Thei

-}
1 Evaluation of an attributetype assertion

ribute type assertion is:
a) undefined, if the attribute type is unknewn or if the attribute is not present in the entry;

b) TRUE, if the entry contains an atiribute of that type, and the attribute contains one or more value
contain a context that matchés the assertedcontexts asdescribed in 8.9.3.2;

c¢) FALSE, otherwise.

P Use of assertedContexts o context assertion defaults

hclusion of assertedContexts Within an AttributeTypeAssertion iS optional. If assertedContes

specilied, the assertedcontexts shall be truefor at least one attribute value according to the rules defined in 8.

pf the
ng to
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s that
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If asgertedContextss ISnot provided within an AttributeTypeAssertion, then adefault context assertion r;tay be
applied in the same manner; that is, the default context assertion shall be true for at least one attribute value acc
to thg rules defiried'in 8.9.2.4. The potentia sources for a default context assertion are as specified in 8.9.2.2.

894

Built-in matching rule assertions

rding

A numbey of categories of related matching rules, whose semantics are generally understood and applicable to val
many different types of attributes, are understood by the Directory:

Lies of

—  present;

- equality;

—  substrings;

— ordering;

—  approximate match.

Syntax for asserting certain types of matches associated with these categories of matching rules has been built into the
Directory Abstract Service:

20

— apresent syntax for the present rule;
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— anequality Syntax for equality rules;

— greaterOrEqual and lessOrEqual Syntaxesfor ordering rules;
— initial, any and final syntaxesfor substringsrules;

— an approximateMatch Syntax for approximate matching rules.

The present Syntax may be used for any attribute of any type. The present match tests for the presence of any value of
aparticular type.

Specific equality, substrings and ordering matching rules may be associated with an attribute type when it is defined.
These specific rules are used when evaluating assertions of the equality, ordering and substrings rules made using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made concerning
these attributes are undefined.

The dpproximateMatch Syntax supports an approximate matching rule whose definition isalocal matter to a DSA.

upon the matching rules that shall be used in conjunction with the syntax that has been built into the Dirgctory
t Service.

equality matching rule in which the syntax of the assertion is different from thesattribute syntax to whi¢h the
matching rule applies, rules for deriving a value of the syntax of the assertion from a value’of the attribute syntay shall

Equallity matching rules for attributes used for naming shall be transitive, commutative and have an assertion gyntax
identilcal to the attribute syntax.

A transitive matching rule is characterized by the fact that if a value a metches a value b; and if that value b mat¢hes a
third yalue c; then value a matches value ¢ using the rule.

A commutative matching rule is characterized by the fact that if a value a matches a value b, then that value b matches
the VITI ue a. The attribute presentationaddress is an exampl€ of an attribute supporting an attribute syntax hose
matching rule is not commutative.

With [respect to a specific attribute type, the equality and-ordering rules (if both present) shall always be related in at
least the following respect: two values are equal using the equality relation if and only if they are equal usig the
order{ng relation. In addition, the ordering relation shall be well-ordered; that is, for al x, y and z for which x précedes
y and|y precedes z according to the relation, then X precedes z.

NOTE — These requirements imply that when ordering is defined, it also defines equality.

With [respect to a specific attribute type,the equality and substrings rule (if both present) shall always be related in at
least fhe following respect: for all (X"and y that match according to the equality relation, then for all values z pf the
substfing relation, the result of evaluating the assertion against the value x equals the result of evaluating the asgertion
againgt the value y. That is, two values that are indistinguishable using the equality relation are also indistinguishable
using|the substrings rel ation:

8.9.6 Object Identifier and Distinguished Name equality matching rules

Therg are a number-of equality matching rules used to evaluate attribute value assertions which the Directory knows
about|and usesfer'its own purposes. They include:

~\"~objectIdentifierMatch: Thisruleisused to match attributes with objectIdentifier Syntax.
~ distinguishedNameMatch: Thisruleis used to match attributes with pistinguishedName Synfax.

8.10 Entry collections

8.10.1 Overview

A collection of object and alias entries may have certain common characteristics (e.g., certain attributes that have the
same value for each entry of the collection) because of some common characteristic or shared relationship of the
corresponding objects. Such a grouping of entriesistermed an "entry collection”.

Entry collections may contain object and alias entries that are related by their position in the DIT. These collections are
specified as subtrees or subtree refinements as described in Section 5.

An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.
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8.10.2 Callective attributes
When user attributes are shared by the entries of an entry collection, they are termed collective attributes.

It is also permissible that the same collective attribute be independently associated with two or more of these
collections. In such cases, the entry's collective attribute has multiple values. Collective attributes shall, therefore,
always be specified as multi-valued.

Although they appear to users of the Directory interrogation operations as entry attributes, collective attributes are
treated differently from entry attributes in the Directory information model. This difference is manifested to users of the
Directory modification operations in that collective attributes cannot be administered (i.e., modified) via the entries in
which they appear but shall be administered viatheir associated subentries.

NOTE — The independent sources of these values are not manifested to the users of the Directory interrogation operations.

For g[collective aftribute To appear In an entry, the presence of that aitribute type must be permitted according fto the
DIT gontent rule governing the entry.

Entrigs may specifically exclude a particular collective attribute. This is achieved through the |use df the
collpctiveExclusions attribute, described in 12.7 and defined in 14.6.

8.11 Compound entries and families of entries

A compound entry is a special entry that comprises family member entries. These family members form a hierarchy and
therelpy provide hierarchically organized information about the object represented \by”the compound entryl The
comppund entry is represented in the DIT by an ancestor family member, which is-at.the root of a tree containifpg the
family members.

Family members can themselves be organized into one or more families for, the purposes of filtering and information
retrieyal. Each family is a subtree; distinct families have no common famity,members apart from the shared root that is
the anjcestor. A family thus comprises an ancestor plus a set of subordinaté family members.

A farily is, beside the ancestor, composed of al of the immediately" subordinate family members being of thel same
structural object class. Their subordinate members, if any, are,also part of the same family independent of| their
structural object classes.

Thesg concepts areillustrated in Figure 4.

Compound The Z?]?; Structural
entry. (ancestor) object classA

-
-
~
-
-
-
-
~
-
-
~
-

Structural
object class B

X.501(12)_F04

Figured—Famitesof emriss

A family member that is a child within a family tree is marked with the auxiliary object class child. The presence of
the child object class value for an entry causes the immediately superior entry automatically to be marked with the
abstract object class value parent. An entry that is both a parent and a child within a family tree is marked with
both aobject class values. The ancestor is the only family member that is not of object class child. The construction of
compound entriesis carried out by marking entries with chi1d object class values.

Each subordinate of a non-ancestor family member shall itself be a family member, and marked with a child object
classvaue.

The ASN.1 definition of these object classes can be found in 13.3.3.
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All family members of a compound entry shall be placed in the same naming context as the ancestor. Family members

are

9

9.1

For

9.1
9.1
9.1.

not permitted to be alias entries. An alias shall not point to a child family member.

Names

Definitions
the purposes of this Directory Specification, the following definitions apply:
1 alias, aliasname: An aternative name for an object, provided by the use of alias entries.

2 (alias) dereferencing: The process of converting an object's alias name to its distinguished name.

3 distinguished name (of an entry): the name of an entry which is formed from the sequence of ther

etative

distinguished names (RDNSs) of the entry and each of its superior entries. Every object entry, alias entry and ‘subentry
has pfecisely one distinguished name

9.1.

unampiguous (that is, denote just one object); however, it need not be unique (that is, bethe only name
unampiguously denotes the object).

9.1.
9.1.

5 (entry) name: A construct that singles out a particular entry from all other entri€s:

down|to the member in question not including the RDN for the ancestor.

9.1.7 naming authority: An authority responsible for the allocation of namesin some region of the DIT.
9.1.8 purported name: A construct which is syntactically a name, but which has not (yet) been shown to be
name

9.1.9 relative distinguished name (RDN): A set of one or ‘mere attribute type and value pairs, each of

matches a distinct distinguished attribute value of the entry.

9.2

A (di
unam
unam

repr

Namesin general

repregents the object.

An

ngme of the object.

then the name its object entry would have had were it represented in the Directory.

Syntgctically, each namefor an object or entry is an ordered sequence of relative distinguished names (see 9.3).

Name| : := CHOIGE { -- only one possibility for now -- rdnSequence RDNSequence }

RDNSpquence ::= SEQUENCE OF RelativeDistinguishedName

DistlingliishedName ::= RDNSequence

4 (directory) name: A construct that singles out a particular object from all other object$, A" name sh

6 local member name: A name for a family member constructed by the sequence of RDNs from the an

ectory) name is a construct that identifies a particular object from among the set of all objects. A name sh
biguous, that is, denotes just one object. However, a name need not be unique, that is, be the only nam
biguously denotes the object. A (directory) name also identifies an entry. This entry is either an object entr

ts the object or an dias entry which contains information that helps the Directory to locate the entr

NOTE 1 —The set of names of an ehject thus comprises the set of alias names for the object, together with the disting

Al be
which

cestor

valid

hich

all be
e that
y that
y that

uished

olhject can be assigned a distinguished name without being represented by an entry in the Directory, but this name is

NOTE 2 — Names which are formed in other ways than as described herein are a possible future extension.

Each initial sub-sequence of the name of an object is also the name of an object. The sequence of objects so identified,
starting with the root and ending with the object being named, is such that each is the immediate superior of that which
followsit in the sequence.

A purported nameis a construct which is syntactically a name, but which has not (yet) been shown to be avalid name.

9.3

Relative distinguished name

Each object and entry has at least one relative distinguished name (RDN). An RDN of an object or alias entry consists
of a set of attribute type and value pairs, each of which matches, using the equality matching rule, a distinct
distinguished attribute value of the entry.
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NOTE 1 — The eguality matching rule can be used because for naming attributes, the attribute syntax and the assertion syntax of
the equality matching rule are the same.

The RDNs of al of the entries with a particular immediate superior are distinct. It is the responsibility of the relevant
naming authority for an entry to ensure that this is so by appropriately assigning distinguished attribute values.
Allocation of RDNs is considered an administrative undertaking that may or may not require some negotiation between
involved organizations or administrations. This Directory Specification does not provide such a negotiation mechanism,
and makes no assumption as to how it is performed.

RelativeDistinguishedName ::= SET SIZE (1l..MAX) OF AttributeTypeAndValue
AttributeTypeAndValue ::= SEQUENCE {
type ATTRIBUTE. &id ({SupportedAttributes}),
value ATTRIBUTE. &Type ({SupportedAttributes}{@type}),
}

The that forms an RDN contains exactly one AttributeTypeAndvalue for each attribute which ‘contains
distinguished valuesin the entry; that is, a given attribute type cannot appear twice in the same RDN.

An aftribute value that has been designated to appear in an RDN is called a distinguished value. Thére may be other
values of the same attribute that are not distinguished values and thus may not be used in an RDN,

An RPN for agiven entry is formed by using one distinguished value from each attribute that has distinguished vialues.
The gmplest case is an entry that has one distinguished value; it thus has one RDN, forméd by using that distinguished
valuel More than one attribute in an entry may contribute to the RDN.

Each[RDN for an entry shall contain a type and value pair for each given attriblute type forming part of the RDN.
primhryDistinguished isused to indicate that the value isthe primary distinguished value of that attribute type.

The RDN may be modified, if necessary, by the complete replacement .of\the distinguished value of al contrifputing
attribpites.

Familly members, like other entries, have RDNs. An RDN can consist of multiple attribute type and value pair$. The
local j[member name of a family member is the sequence of RDNs from the ancestor down to that member. The local
memlper name of the ancestor is an empty sequence.

NOTE 2 — RDNSs are intended to be long-lived so that the users of the Directory can store the distinguished names of ¢bjects
(elg., in the Directory itself) without concerns for their obsoléscence. Thus RDNs should be changed cautiously.

NQTE 3 — Changing the RDN of anon-leaf entry automatically changes the name of subordinate entries.

94 Name matching

It is dften necessary in the operation of the Directory to determine if two names match. This requires that correspgnding
RDNS§ be matched. The general approachrto name matching is described here; specific approaches for particular uges for
name|matches are described, wherelgppropriate.

A pUJported RDN is said to mateh a target RDN if each aAttributeTypeaAndvalue in the purported RDN mgtches
with fhe AttributeTypeandValue for the same attribute typein the target RDN.

NOTE — The equality-matching rule can be used because, for naming attributes, the attribute syntax and the assertion symtax of
the equality matchingwrule are the same.

If majching attribute values are not found as a result of the above, then the RDNs do not match.

9.5 Distinguished names

The disti alal lished name of a gi\/m nhj ectis defined as that name which consists of the sequience of the RDNs bf the
entry which represents the object and those of al of its superior entries (in descending order). Because of the one-to-one
correspondence between objects and object entries, the distinguished name of an object is the distinguished name of the
object entry.

NOTE 1 - It is preferable that the distinguished names of objects which humans have to deal with be user-friendly.

NOTE 2 —Rec. ITU-T X.650 | ISO/IEC 7498-3 defines the concept of a primitive name. A distinguished name can be used as a

primitive name for the object it identifies.

NOTE 3 — Because only the object entry and its superiors are involved, distinguished names of objects can never involve alias
entries.

Alias entries also have distinguished names; however, this name cannot be the distinguished name of an object. When
this distinction needs to be made, the complete term "distinguished name of an alias entry" is used. The distinguished

24 Rec. ITU-T X.501 (10/2012)


https://standardsiso.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

| SO/l EC 9594-2:2014 (E)

name of an alias entry is defined, as for the distinguished name of an object entry, to be the sequence of RDNSs of the
aias entry and those of all of its superior entries (in descending order).

It also proves convenient to define the 'distinguished name' of the root, although this can never be the distinguished
name of an object. The distinguished name of the root is defined to be an empty sequence.

An example which illustrates the concepts of RDN and distinguished name appearsin Figure 5.
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Figure5— Deter mination of distinguished names

Alias names

ias, or an alias name, for an object is an alternative name for an object or object entry which is provided
dias entries.

as entry isthus also a name for this object.

Ime of any entry.

edEntryName attfibute. The process may require the examination of more than one dias entry.

particular entry<iirthe DIT may have zero or more alias names. It therefore follows that several alias entrie

as entry-shall have no subordinates, so that an aliasentry is always aleaf entry.

diasentry shall belong to the alias object classwhich isdefined in 13.3.3.

by the

alias entry contains, within the aliasedEntryName attribute, a name of some object. The distinguished ngme of

DTE — The name within the aliasedEntryName iS Said to be pointed to by the alias. It does not have to be the distinguished

onversion of an alias_name to an object name is termed (alias) "dereferencing" and comprises the systematic
ement of alias names, where found within a purported name, by the value of the correspgnding

5 may

to the sameentry. An alias entry may point to an entry that is not aleaf entry and may point to another alias ¢ntry.

Famil

10

10.1

y members are not permitted to be aias entries.

Hierarchical groups

Definitions

For the purposes of this Directory Specification, the following definitions apply:

10.1.1  hierarchical child: For an entry, ahierarchical child is an entry for which it is ahierarchical parent.
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10.1.2 hierarchical group: A hierarchical group is a collection of entries, including compound entries, that forms a
logical tree that is not necessarily related to the DIT.

10.1.3 hierarchical leaf: Thisisan entry within ahierarchical group that has no hierarchical children.

10.1.4 hierarchical level: An integer that gives the distance from an entry within a hierarchica group to the
hierarchical top in form of the number of hierarchical links between the entry and the hierarchical top.

10.1.5  hierarchical link: This is a genera term for the logica relationship between two entries that have a
hierarchical immediate parent/immediate child relationship.

10.1.6 hierarchical parent: For an entry, the hierarchica parents are the immediately hierarchical parent, its
immediately hierarchical parent, recursively al the way up to and including the hierarchical top.

10.1. hie i dbling: For an en he hierarchical siblings are the entries having

jiately

- s ] ad
hierachical parent asitself.
10.1.8 hierarchical sibling-child: For an entry, its hierarchica sibling-children are the complete set of ‘hierarchical
childnen, at al lower levels, of its hierarchical siblings.

10.1.9 hierarchical top: Thisisthe entry within a hierarchica group that is the root of the hierarchy. A hierarchical
top has no immediately hierarchical parent.

10.1.10 immediately hierarchical child: For an entry, an immediately hierarchical child.is an entry for which it|is the
immgdiately hierarchical parent. This immediately hierarchical child does not need to e an immediately suborglinate
entry within the DIT.

10.1.11 immediately hierarchical parent: For an entry, its immediately hierarchical parent is the entry that, within
the hilerarchical group, is its immediately superior entry. The immediately hierarchical parent does not need to be the
immgdiately superior entry within the DIT.

10.2| Hierarchical relationship

Diredtory entries have a hierarchical relationship in the way theycare placed in the DIT. However, entries may alsp have
chical relationships not reflected in the DIT structure. “As*an example, a dynamic organization may not want to
its current organization directly in the DIT, as it may require frequent changes to the DIT structure. There is
therefore a requirement in the Directory to be able to reflect hierarchical relationships independent of the DIT structure.
Hierdrchical groups form such relationships. A hierarchical group forms a logical tree with a root caled the

By referring to hierarchical relationships, it-is\possible in a Search operation to retrieve information not only ffom a

NOTE — Hierarchical groups are-intended to permit modelling of collections of distinct objects that have logically informal
refationships, and particularly. rélationships that are, or could be, temporary. Compound entries, in contrast, model objeqts that

ribe navigatioh within a hierarchical group, it is convenient to define terms for the relationships that a|given

allel to those defined for entry relationships within the DIT (immediately hierarchical child, hierarchical [child,
immefliately hierarchical parent and hierarchical parent). However, it is also convenient to define terms for[more
distant relationships. In some situations, a user may want to retrieve information for hierarchical siblings, and even for
their higrarchical children (hierarchical sibling-children).

An entry can only be amember of asingle hierarchica group at onetime.

An entry that is part of a hierarchical group holds operational attributes as defined in 14.10. These operational attributes
reflect the relationship with other entries within the group, including the hierarchical level of the entry within the group.
When a compound entry is part of a hierarchical group, the ancestor holds these operational attributes.

A hierarchical group has to be completely outside any service-specific administrative area (see 16.3) or has to be
completely contained within a service-specific administrative area. A hierarchical group shall be confined to a
single DSA. The Directory service shall detect and prevent attempts to break these rules.
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10.3 Sequential ordering of a hierarchical group
In some situation, e.g., when transmitting a hierarchical group, a sequential ordering rule is required. The sequential
order of ahierarchical group comes from following all the strands of the hierarchical group as follows:

a) Thetop entry isthefirst entry in the sequence followed by the remaining entries within a complete strand
going down from top to a hierarchical leaf. Itisalocal choice which strands to select as the first one.

b) The next strand to be selected is one that has not previously been selected and which has the maximum
number of entries common with the previous selected strand. If severa strands are identical in that

respect, selection is a local matter. Only those entries not previously included are included in the
sequence.

c¢) Theprocedurein b) isrepeated until all strands have been included.
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SECTION 4 — DIRECTORY ADMINISTRATIVE MODEL

Directory Administrative Authority model

Definitions

For the purposes of this Directory Specification, the following definitions apply:

11.1.1  administrative area: A subtree of the DIT considered from the perspective of administration.

11.1.
11.1.
11.1.

administrative user concept is outside the scope of this Directory Specification.

11.1.5

Admipistrative Authority. Autonomous administrative areas are non-overlapping.

11.1.4
respo
11.1.7

admi
11.14
11.1.1
11.1.1

of andther specific administrative area of the same type.

11.1.]
11.1.]
11.1.]

11.1.]
be tak

11.1.]

configuration (i.e., choice) loy-an Administrative Authority.

11.1.x DMD administrative authority: An Administrative Authority_if’its role as the entity responsible f

administrative entry: An entry located at an administrative point.
administrative point: The root vertex of an administrative area.

administrative user: A representative of an Administrative Authority. The full defipition d

autonomous administrative area: A subtree of the DIT whose entries are all administered by the

DIT domain administrative authority: An Administrative Authority in\its"role as the entity
hsibility for the administration of a part of the DIT.

( DIT domain policy: An expression of the general goals and acceptabl éprocedures for aDIT Domain.

istration of aDMD.
D DMD policy: A policy governing the operation of the DSASi{n aDMD.
0 DMO palicy: A policy defined by aDMO, expressed ivterms of DMD and DIT Domain policies.

|1 inner administrative area: A specific administrative area whose scope is wholly contained within the

|2 policy: An expression by an Administrative Authority of general goals and acceptable procedures.
13 policy attribute: A generic term for any-Directory operational attribute which expresses policy.
14 policy object: An entity with whicha policy is concerned.

|5 policy procedure: A rule defining how a set of policy objects should be considered and what actions §
en asaresult of this consideration.

f the

same

aving

Dr the

scope

houl d

16 policy parameter: A\policy procedure is characterized by certain policy parameters which are subject to

11.1.]
defin
defin

11.1.]

11.2

|7 specific administrative area: A subset (in the form of a subtree) of an autonomous administrativg
for a particdlarvaspect of administration: access control, subschema or entry collection administration.
, Specific.administrative areas of a particular kind partition an autonomous administrative area.

18 specific administrative point: The root vertex of a specific administrative area.

Overview

b area
When

A fundamental objective of the Directory information model is to consider well-defined collections of entries so that
they may be administered consistently as a unit. This clause clarifies the nature and scope of the authorities responsible
for that administration and the means by which their authority is exercised.

The concept of palicy, defined in 11.3, provides the mechanism by which Administrative Authorities exercise control of
the Directory.

Some aspects of the Directory Administrative Model are supported by the Model of Directory Administrative and
Operational Information (see clause 12). This is to alow the modelling of information required for the regulation of
Directory user information and for other administrative purposes.

28
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Other aspects of the Directory Administrative Model require support for the distribution of administrative and
operational information among the component parts of the Directory, i.e., DSAs. Clauses 22 through 24 describe a DSA
Information Model to support these requirements.

11.3 Policy

A policy is an expression by an Administrative Authority, acting as an agent of the DMO, of general goals and
acceptable procedures. A policy is defined in terms of rules that are to be enforced (by the Directory, if appropriate) and
in terms of aspects within which an administrative user has some degree of freedom of action and specific
responsibilities.

An Administrative Authority expresses DMO policy in terms of
— DIT Domain Dnlir‘\l/;

—  DMD Policy.

Thesg policies may be expressed as policy attributes. A model of DIT policiesis defined in 11.6.
NPTE — Clause 14 defines the system schema necessary to support the administration of collective attributes. Clause 15 definesa
framework for supporting subschema administration policies. Clause 17 defines aframework supporting access control pol{cies.

DMD poalicies relate specifically to DSAs as components of the distributed Directory. These DMD policigs are
descr{bed in 11.7 which defines amodel for DSA administration.

Finallly, there are policies which relate to external matters (such as bilatera agreements between DMOs) and are
therefore not further described here.

A poljcy object is an entity with which apolicy is concerned (e.g., a subschema administrative areais a policy object).

A pollcy procedure is arule defining how a set of policy objects should be-Cahsidered and what actions should bejtaken
(and under what circumstances) as a result of this consideration (e.g:)'clause 15 defines subschema administration
policy procedures).

A pollicy procedure is characterized by certain policy parameters which are subject to configuration (i.e., choice) [by an
Admipistrative Authority.

Opergtiona attributes are used to represent policy parameters. The values of such an attribute form an express{on of
somelor all of the policy parameter it represents.

11.4( Specificadministrative authorities

The pdministration of a DIT Domain involves the execution of five functions related to different aspegts of
administration:

—  naming administration;

—  subschema administration;

—  security administration;

—  collectiveG@ttribute administration;
—  servige administration.

A specific Administrative Authority is an Administrative Authority in its role as the entity responsible for one of| these
specific aspeets:of DIT Domain policy.

The term“Naming Authority (see clause 9) identifies the role of the Administrative Authority as it pertains {o the
alocation’ of names and administration of the structure of these names. A role of the Subschema Authority] is to
implement these naming structures in the subschema.

The term Subschema Authority identifies the role of the Administrative Authority as it pertains to the establishment,
administration and execution of the subschema policy controlling the naming and content of entriesin a DIT Domain.
Clause 15 describes Directory support of Subschema Administration.

The term Security Authority (see Rec. ITU-T X.509 | ISO/IEC 9594-8) identifies the role of the Administrative
Authority as it pertains to the establishment, administration and execution of a security policy governing the behaviour
of the Directory with respect to entriesin aDIT Domain.

The term Collective Attribute Authority identifies the role of the Administrative Authority as it pertains to the
establishment and administration of collective attributes (see 12.7) inaDIT Domain.
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The term Service Authority identifies the role of the Administrative Authority as it pertains to the establishment and
administration of service constraints and adjustment.

115 Administrative areas and administrative points

11.5.1 Autonomousadministrative areas

Each entry in the DIT is administered by precisely one Administrative Authority (which may operate in different roles).
An autonomous administrative area is a subtree of the DIT whose entries are all administered by the same
Administrative Authority.

The DIT Domain may be partitioned into one or more non-overlapping autonomous administrative areas.

X.501(12)_F06

Figure 6 — A DLF Domain

11.5.2 Specific administrative areas

In the same way that an Administrative Authority\may operate in a specific role, entries in an administrative arep may
be cansidered in terms of a specific administrative function. When viewed in this context, an administrative grea is
termgd a specific administrative area. There are-six kinds of specific administrative area:

—  subschema administrative aress,

—  access control administrative areas;

—  collective-attribute¢ administrative areas;
—  context defaultladministrative areas;

—  sarvice administrative areas; and

—  passwerd.administrative areas.

An alitonomous-administrative area may be considered as implicitly defining a single specific administrative arpa for

each [specific_aspect of administration. In this case, there is a precise correspondence between each such specific
administrativearea and the autonomous administrative area.

Alternatively, for each specific aspect of administration, the autonomous administrative area may be partitionefl into
non-overTapping Specific adminiSiralive areas.

If so partitioned for a particular aspect of administration, each entry of the autonomous administrative area is contained
in one and only one specific administrative area of that aspect.

A specific Administrative Authority is responsible for each specific administrative area. If, for a particular
administrative aspect, an autonomous administrative area is not partitioned, a specific Administrative Authority is
responsible for that administrative aspect for the entire autonomous administrative area.

1153 Inner administrative areas

For the purpose of security or collective attribute administration, inner (administrative) areas within these kinds of
specific administrative areas may be defined:
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a) torepresent alimited form of delegation; or
b) for administrative or operational convenience (e.g., where the administrative point of a subtree i

sina

DSA other than the one holding the entries within the subtree, that subtree may be designated as an inner

areato allow administration viathe local DSA).

An inner administrative areamay be nested within another inner administrative area.

Inner areas represent areas of limited autonomy. Entries in inner areas are administered by the specific Administrative
Authorities of the specific administrative areas within which they are contained, and also by the Administrative
Authorities of the inner areas within which they are contained. The former authorities have overall control of the
policies regulating these entries, while the latter authorities have (limited) control over those aspects of policy delegated
to them by the former.

1154 Administrative points

The gpecification of the extent of an autonomous administrative area is implicit and consists of the.identificatio
pointfin the DIT (the root of the autonomous administrative area's subtree), an autonomous admihistrative point

ecific

N of a
from

which the administrative area proceeds downwards until another autonomous administrative(point is encountefied, at

which another autonomous area begins.
NQTE 1 — The immediate subordinates of the root of the DIT are autonomous administrative poivits.

Where an autonomous administrative area is not partitioned for a specific aspect of administration, the

admimistrative point is a so the specific administrative point for this aspect of administration.

Where an autonomous administrative area is partitioned for a specific aspect, of administration, then the specificat
the
aredd subtree, a specific administrative point, from which the specific administrative area proceeds downwardg
another specific administrative point (of the same administrative.aspect) is encountered, at which another s
administrative area begins.

Specific administrative areas are always bounded by the autenomous administrative area they partition.

more(specific administrative areas.

The gpecification of the extent of an inner administrative area (within a specific administrative area) consists
identification of the root of the inner (administrative area’s subtree, an inner administrative point. An
admimistrative areais bounded by the specific administrative area within which it is defined.

An afiministrative point corresponding to the root of an autonomous administrative area represents a DIT D
(and DSA) boundary. That is, itsyimmediate superior in the DIT must be under the administrative author
another DMD.

NOTE 2 —Thisimplies that@DMO cannot arbitrarily partition a DIT Domain into autonomous administrative areas.

An pdministrative _point is represented in the Directory information model by an entry holdin
admipistrativeRaole attribute. The values of this attribute identify the type of administrative point. This attrik
defingd in 14.3,

Clauges 22 through 24 describe how administrative areas are mapped onto DSAs and the DSA information model.

Figurg Z-depicts an autonomous administrative area which has been partitioned into two specific administrative

n the

admi :l:istrative area for that aspect coincides with the autonomous administrative.afea. In this case, the autongmous

on of

tent of each specific administrative area consists of the identification of the root of the specific adminisfrative

until
ecific

icular administrative point may be the root of an\autonomous administrative area and may be the root of ¢ne or

Of the
inner

bmain
ty of

g an
ute is

areas

for a-specifrc—aspect—of—admmistratron—(eg—access—controb—tmone—specificadmimistrative—ares—anested
administrative area has been created (e.g., because the subtree isto be held in a different DSA from the remainder
specific administrative area).

inner
of the

Figure 7 uses the abbreviations AAP (Autonomous Administrative Point), SAP (Specific Administrative Point) and |AP

(Inner Administrative Point).
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Figure 7 — Administrative points and areas

1154

An
cal
the

Administrative entries

tries encompassed by the associated administrative area.
Wherg inner administrative areas are used, the scopes of these areas may overlap,

Therdfore, for each specific aspect of administrative authority, a definition is required of the method of combinat]
administrative information when it is possible for entries to be included ip-riore than one subtree or subtree refin
assoc|ated with an inner area defined for that aspect.

NQTE — It is not necessary for an administrative point to represent each pecific aspect of administrative authority. For ex

there might be an administrative point, subordinate to the root of the*autonomous administrative area, which is used for
cantrol purposes only.

116

A DI Domain policy has the following components. DIT policy objects, DIT policy procedures, and DIT
parameters.

DIT Domain policies

An o

administration operational attributes defined-in clause 14 are DIT Domain policy attributes).

For g particular DSA, the possible vatues of a policy parameter may not correspond to distinct, realizable cour
action for that component. This may-be the case, for example, when the DSA lacks the technical capability to pg
all aspects of the policy procedure’(e.g., implement a particular access control scheme). To be well-defined, a
procedure shall take such cireumstances into account as part of its definition.

Specific DIT Domain poliCy objects and attributes are defined in clause 15 to support subschema administration.

117 DM D-pelicies

A DNID policyTs a policy that pertains to the operation of one or more of the DSAs in the DMD. A DMD policy
apply| either to all the DSAsin the DMD in a uniform manner, to a subset of the DSAs in the DMD, or it may ap
one specific DSA.

try located at an administrative point is an administrative entry. Administrative entries may have specia
subentries, as immediate subordinates. The administrative entry and its associated{subentries are used to ¢

htries,
ontrol

on of
bment

Bmple,
laccess

bolicy

perational attribute that represents a-DIT policy parameter is termed a DIT policy attribute (e.g., subs¢hema

5es of
rform

policy

may
ply to

One sort of DMD policy is to restrict or otherwise control the Directory and DSA abstract service provided by one or

more DSAS.
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Examples of such restrictions are:

a)

b)

<)

d)

Limiting the basic service provided to Directory (i.e., non-administrative) users to interrogation
operations only.

Limiting the service provided to users accessing the DSA indirectly, via chaining, including distinctions
based on whether the user request traversed a trusted path.

Limitations on requests accepted from users accessing the DSA directly when chaining is required to
DSAsin the DMD known to be subject to limitations of the kind indicated in the previous point.

Constraints on the kinds of searches certain users can perform, and on the characteristics of such searches
(e.g., relaxation policies).
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SECTION 5-MODEL OF DIRECTORY ADMINISTRATIVE
AND OPERATIONAL INFORMATION

12 Model of Directory Administrative and Operational Information

12.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

12.1.4 directory system schema: The set of rules and constraints concerning operational attributes and subentr

12.1.% entry: A Directory entry or extended Directory entry, depending on the context (either users and
appligations or administration and operation of the Directory) in which the term is used.

12.1.8 subtree refinement: An explicitly specified subset of ‘thé entries in a subtree, where the entries al
locatgd at the vertices of asingle subtree.

12.1.9 subtree specification: The explicit specification.af a subtree or subtree refinement. A subtree specifi
consists of zero or more of the specification elementsase, chop and specification filter. The definition is t

€s,

their

ibtree

BSizes

e not

Cation
brmed

"expllcit" (in contrast to that of an administrative area): because the portion of the DIT subordinate to the base that is

includled in the subtree or subtree refinement is explicitly specified.

122 Overview
From|an administrative perspective, usér.information held in the DIB is supplemented by administrative and opers
information represented by:

— operational attributes, which represent information used to control the operation of the Directory|
access contral. information) or used by the Directory to represent some aspect of its operation (e.g.
stamp infarmiation); and

—  subentries,“which associate the values of a set of attributes (e.g., collective attributes) with entries
the stope of the subentry. The scope of a subentry is a subtree or subtree refinement.

This information, illustrated in Figure 8, may be placed in the Directory by administrative authorities or by DSA
isused by the'Directory in the course of its operation.

Two mechanisms in the Directory abstract service that relate to this view of Directory information are:

ti onal

(eg.,
L time

vithin

5, and

— EntryInformationSelection permitsthe selection of operationa attributes in an entry; and

— thesubentries service control permitsthe List and Search operationsto apply either to object and alias

entries or to subentries.

Access to operational information, as for user information, may be limited by an access control mechanism.

Entries are made visible to Directory users via the Directory abstract service, but their relationships to the DSAs that
ultimately hold them are not. The DSA information model, described in clauses 22 through 24, expresses the mapping

of these entries onto the information repositories of DSAS.
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Figure8—Modd of Directory Administrative and Operational I nfoymation

12.3 Subtrees

12.3.1 Overview

A suhtree is a collection of object and alias entries situated at the vertices of/a tree. Subtrees do not contain subeptries.

The prefix "sub", in subtree, emphasizes that the base (or root) vertex of\this tree is usually subordinate to the r
the D|T.

A sulptree begins at some vertex and extends to some identifiablefower boundary, possibly extending to leay
subtr¢e is aways defined within a context which implicitly-bothds the subtree. For example, the vertex and
boundlaries of a subtree defining a replicated area are bounded by a naming context. Similarly, the scope of a s
defining a specific administrative areais limited to the context of an enclosing autonomous administrative area.

12.3. Subtree specification

Subtrpe specification is the definition of a subset-of the entries below a specified vertex which forms the base
subtree or subtree refinement.

The ertex and/or the lower boundary of the subtree may be implicitly specified, in which case they are determir]
the cgntext within which the subtreeiSused.

The yertex and/or the lower boundary may be explicitly specified using the mechanism specified in this clause
mechpnism may also be used o specify subtree refinements which are not true tree structures.

NOTE — The topological“concept of a (sub)tree is useful in considering such specifications, although a particular specif
mgy determine a collection of entries that are not located at the vertices of a single (sub)tree. The term subtree refiner
preferred when theentries of the collection are not so located.

Specification of-aslbtree consists of three optional elements of specification which identify the base of the subtre
then neduce the:callection of subordinate entries. These elements of specification are:

@ Base — The root vertex of the subtree or subtree refinement produced by the evaluation of a g

Dot of

es. A
lower
ibtree

Of the

ed by

L This

cation
nent is

e, and

ibtree

specification;

b) Chop—A set of assertions concerning the names of the subordinate entries; and

c) Specification filter — A proper subset of the assertive capability of afilter applied to the subordinates.

The specification of asubtree or subtree refinement may be represented by the following ASN.1 type:

SubtreeSpecification ::= SEQUENCE (
base [0] LocalName DEFAULT {},
COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL,
}

-- empty sequence specifies whole administrative area
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The three components of this sequence correspond to the three specification elementsidentified above.

Where avalue of subtreespecification identifies acollection of entries that are located at the vertices of asingle
subtree, the collection is termed a "subtree”; otherwise, the collection is termed a " subtree refinement".

The subtreespecification type provides ageneral purpose mechanism for the specification of subtrees and subtree
refinements. Any particular use of this mechanism defines the specific semantics of precisely what is specified and may
impose limitations or constraints on the components of subtreespecification.

When each of the components of subtreeSpecification isabsent (i.e., avaue of type subtreeSpecification
which is an empty sequence, {}), the subtree so specified is implicitly determined by the context within which the
SubtreeSpecification iSused.

These terms are illustrated in Figure 9, for the case where subtrees are deployed within the context of administrative
areas

g Administrative

A Point (AP)
N
Local name oy
Subtree
A AP
e H 7
AN strati ver
FEATea (AR) FH
Subtree
refinement @ AA
o o

X.501(12)_FO9

Figure 9 — Specification of Subtrees and Subtree Refinements
within the context.e? Administrative Areas

12.3.3 Base

The Hase component of subtreeSpecification represents the root vertex of the subtree or subtree refinement. This
may Ipe an entry which is subordinate to theroot vertex of the identified scope or may be the root vertex of the identified
scopg itself (the default).

The relative name of the root vertex of the subtree with respect to the root vertex of the identified scope is a vgue of
type LiocalName:

LocallName ::= RDNSeque€nce

Note that the root vertexyof the identified scope and the root vertex of the subtree coincide when LocalName is ofnitted
from pubtreeSpedification.

The gomponents of the chopspecification datatype specify assertions concerning the names of the subordinates of

ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {
chopBefore [0] LocalName,
chopAfter [1] LocalName,
...} OPTIONAL,

minimum [2] BaseDistance DEFAULT O,
maximum [3] BaseDistance OPTIONAL,

This type is intended to permit the specification of a tree structure (or subset thereof) starting at the base by two
methods, specific exclusions and base distance.
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12.3.4.1 Specific Exclusions

The specificExclusions component has two forms, chopBefore and chopaAfter, which may be used
individually or in combination.

The chopBefore component defines a list of exclusions, each in terms of some limit point which is to be excluded,
along with its subordinates, from the subtree or subtree refinement. The limit points are the entries identified by a
LocalName, relative to the base.

The chopafter component defines alist of exclusions, each in terms of some limit point whose subordinates are to be
excluded from the subtree or subtree refinement. The limit points are the entries identified by a LocalName, relative to
the base.

12.3.4.2 Minimum and M aximum

Thes¢ components allow exclusion of all entries that are superior to entries that are minimum RDN arcs bel ow, thg base,
as well as entries which are subordinate to entries that are maximum RDN arcs below the base. These-distancgs are
expressed by values of the type BaseDistance:

BasepPistance ::= INTEGER (0..MAX)

For the purpose of chop specifications, a compound entry is counted as a single entry. In a compound entry, all flamily
memlpers are counted as having the same base distance as the ancestor, since they are al part.of the same logical eptry.

A valpe of minimum equal to zero (the default), corresponds to the base. An absent maximum component indicatgs that
no loyver limit should be imposed on the subtree or subtree refinement.

12.3%  Specification Filter

T X.H11 | ISO/IEC 9594-3) applied to the subordinates of a base. Only“entries for which the filter evaluates to trpe are

The gpecificationFilter cCOMponent consists of aproper subset of the assertive capability of afilter (see Rec| ITU-
incl u%i

ed in the resulting subtree refinement. It consists of avalue of type Refinement:

Refipnement ::= CHOICE {
itpm [0] OBJECT-CLASS.&id,
anfl [1] SET SIZE (l1..MAX) OF Refinement)
or [2] SET SIZE (1..MAX) OF Refinemént/,
nogt [3] Refinement,

-}

A Refinement evauatesto TRUE asif it wereafilter making an equality assertion regarding values of the attyibute
type ¢bjectclass only.

If a family member is excluded from\a subtree by this specification, al its subordinate family members ar¢ also
exclufled.

12.4( Operational attributes

Therg are three varieties©f operational attributes. Directory operational attributes, DSA shared operational attriputes,
and OSA specific operational attributes.

Diregtory operational attributes occur in the Directory information model and are used to represent control information
(e.g., jaccess eentrol information) or other information provided by the Directory (e.g., an indication of whether an entry
isaldgaf or non-leaf entry).

DSA shared operational attributes occur only in the DSA Information Model, and are not visible at all in the Dirgctory

Information Models.

DSA specific operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

NOTE — These are described in clauses 23 through 24.

The definition and use of each operational attribute is a matter for specification in the appropriate Directory
Specification.
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12.5 Entries

125.1 Overview

From an administrative perspective, user information held in an entry may be supplemented by administrative and
operational information represented by operational attributes.

The Directory uses the object class attribute and DIT content rules applicable to an entry to control the user attributes
required and permitted in the entry. The operational attributes of an entry are governed by the Directory system schema
(see clause 14) applicable to the entry.

1252

Accessto operational attributes

Although not normally visible, the directory operational attributes within entries may be made visible to authorized

(e.g., pOMINISTaAliVe) USeS of the ditectory abSract Sevice. Catain operational altiibutes (€.9., entryAqI, or

modifyTimestamp) Might also be available to ordinary users.

12.6 Subentries

12.6.1 Overview

entry
to

is a special kind of entry immediately subordinate to an administrative point:~ It ‘contains attributgs that
a subtree (or subtree refinement) associated with its administrative point: JThe subentries and| their

A sirjgle subentry may serve all or severa aspects of administrative authority. Alternatively, a specific aspect of

entry
request.

A subjentry shall not have subordinates.

The gructure of a subentry corresponding to an administrative point is depicted in Figure 10.

subschema administrative authority. Access control and collective attribute authorities may have spvera

is not considered in List and Search operations unless thie subentries service control isincluded jn the

ADMINISTRATIVE ENTRY

User Operational
attributeg attributes
Subentny Subentry
SUBENTRY
Subentry Subtree Object
RDN specification class Attribute Attribute
attribute attribute attribute
X.501(12)_F10
Figure 10 — Structure of a subentry
A subentry consists of:
— acommonName attribute, specified in Rec. ITU-T X.520 | ISO/IEC 9594-6 which contains the RDN of
the subentry;
— asubtreeSpecification atribute, specifiedin clause 14;
— anobjectClass attribute, specified in clause 13, which indicates the purpose(s) of the subentry in the
operation of the Directory;
—  other attributes, depending on the values of the objectclass attribute.
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Subentries may also contain operational attributes with appropriate semantics (see 12.6.4).

12.6.2 Subentry RDN attribute

The commonName attribute used as the subtree identifier serves to distinguish the various subentries that may be defined
as immediate subordinates of a specific administrative entry.

NOTE — The value of this attribute might be selected to serve as a mnemonic to representatives of the Administrative Authority.

12.6.3  Subtree Specification attribute

The subtreeSpecification attribute defines the collection of entries within the administrative area with which the
subtree is concerned.

12.6.4___Use of Object Class attribute
The

ntent of a subentry is regulated by the values of the subentry's objectclass attribute.

The ¢bjectClass attribute of all subentries shall contain the value subentry. The subentry object class is a
structural object class, defined in clause 14, used to include the commonName, subtreeSpecificatiom and
objefktClass attributesin al subentries.

In order to regulate the remaining attributes, the other values of the objectclass attribute, representing the auxiliary
classes allowed for the subentry, shall be used.

The definition of the semantics of one of these values includes an identification and\§pecification of zero or| more
atribyte types that shall or may appear in the subentry when the objectclasgsg. attribute assumes the valug. The
definition of the semantics of avalue for the objectclass attribute shal include:

— an indication of whether an entry may be included in more than one subtree or subtree refinpment
associated with the particular purpose (e.g., it may not be germitted in the case of subschema, but may
be permitted for access control); and if so

— theeffects of the combination of associated subentry, attributes, if any.

A suhjentry of a particular object class may only be subordinatetg-an administrative entry if the administrativdRole
attribyte permits that class of subentry as a subordinate.

As for object and dias entries, information held in a subéntry may be supplemented by administrative and opergtional
information represented by operational attributes. For éxample, a subentry is permitted to contain entry ACI, prqvided
only that this ACI is permitted by and consistent-with the value of the accessControlscheme attribute ¢f the
corregponding access control specific point. Similarly, a subentry may contain amodifyTimestamp.

12.6.% Other subentry attributes

The flemaining attributes within a-stbentry depend on the values of the objectClass attribute. For example, a
subschema attribute may only beplaced in asubentry if itsobjectClass attribute has subschema as one of its values.

12.7 Information modé for collective attributes

An alitonomous administrative area may be designated as a collective attribute specific administrative area in|order
todeploy and administer collective attributes. This shal be indicated by the presence of the |value
Role

inthe
. X ) ) areas
are mdlcated by the prwence of the value id-at-collectiveAttributeSpecificArea in thwe entries
administrativeRole attributes.

If such an autonomous administrative area is not partitioned, there is a single specific administrative area for collective
attributes encompassing the entire autonomous administrative area.

Additionally, a specific administrative area defined for the purpose of collective attribute administration may be further
divided into nested inner areas for the same purpose. The administrativeRole attribute of the administrative entries

for each such inner administrative area shal indicate this by the presence of the vaue
id-ar-collectiveAttributeInnerArea.

An entry collection and its associated collective attributes are represented in the Directory information model by a
subentry, termed a collective attribute subentry, whose objectClass attribute has the vaue
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id-sc-collectiveAttributeSubentry, as defined in clause 14. A subentry of this class may be the immediate
subordinate of an administrative entry whose administrativeRole atribute contains the value
id-ar-collectiveAttributeSpecificArea Or id-ar-collectiveAttributeInnerArea.

Where there are different entry collections within a given collective attribute area, each shall have its own subentry.

The entry collection itself is defined by the value of the subtreesSpecification operational attribute of the subentry.
This value defines the scope of the collective attribute subentry. The user attributes of the subentry are the collective
attributes of the entry collection.
NOTE 1 — Because subtree refinement is based on object class, the association of collective attributes with object entries can be
done in a manner that naturally extends the schema for these entries. For example, the organizationalPerson entries of an
organization might be extended with a set of collective attributes appropriate for all persons affiliated with the organization by
the creation of a subentry whose associated subtree is refined to include only organizationalPerson entries and which
C ItG;I =] t:—IC Ul UGI I;LaL";UI IID fl Uf bU::C\ltl vC atl |Iﬁutca. Addltlul IG::y, [} D:T CUI ItC| It P\U:C fUI au\.: 'l Itl ICD V\IUU:d 1 ICQ‘:II tU IUC Leflned

tolallow collective attributes to become visible in the entries.

Collettive attribute types and non-collective attribute types differ semantically. An attribute type capableof-expressing
collegtive semantics shall be designated as a collective attribute type at the time of its definition.

NPTE 2 — Merging procedures employed by the Directory in the case of independent sources of values of |\ a collective atfribute
type are described in Rec. ITU-T X.511 | ISO/IEC 9594-3.

Collettive attributes may be excluded from appearing in a particular entry through use of thecollectiveExclugions
attribyite defined in clause 14.

12.8 I nformation model for context defaults

An abtonomous administrative area may be designated as a context default Specific administrative area in orfler to
deploy and administer context defaults. This shal be indicated by the presence of the |value
id-af-contextDefaultSpecificArea in the associated administrative.entry's administrativeRole attribyte (in
additijon to the presence of the value id-ar-autonomousarea, and possibly other values).

Such Jan autonomous administrative area may be partitioned in order to deploy and administer context defaults jn the
specific partitions. In this case, the administrative entries for.gach’ of the context default specific areas are indicaled by
the prlesence of thevalue id-ar-contextDefaultSpecificArea intheseentries administrativeRole attr{bute.

If an putonomous administrative areais not partitioned, there is a single specific administrative area for context defaults
encornpassing the entire autonomous administrative area.

Contgxt defaults are represented in the Directory-tnformation model by a subentry, termed a context default sulentry,
whosg objectClass attribute has the value id-sc-contextAssertionSubentry as defined in 14.7. A suberftry of
this class may be the immediate subordinate’of an administrative entry whose administrativeRole attribute coptains
thevdlue id-ar-contextDefaultSpecificArea.

The ¢ontext default subentry defines a set of context assertions, any one of which is applied whenever there|is no
contekt assertion applicable to-agiven attribute type specified by the user when accessing the portion of the DIT dgfined
by the subtreespecification operationa attribute of the subentry. Application of default context assertipns is
described in 8.9.2.2, andin,7.6.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3.
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SECTION 6 — THE DIRECTORY SCHEMA

13 Directory Schema

131 Definitions
For the purposes of this Directory Specification, the following definitions apply:
13.1.1  attribute syntax: The ASN.1 data type used to represent values of an attribute.

object classes, and attribute types, syntaxes and matching rules which characterize the DIB. The Directory. Sche
maniflested as a set of non-overlapping subschemas each governing entries of an autonomous administrative’ared
subschema specific partition thereof). The Directory schema s concerned only with Directory User Infermation.

13.;1 directory schema: The set of rules and constraints concerning DIT structure, DIT content, DIT conte

13.1.3 (directory) subschema: The set of rules and constraints concerning DIT structure, DIT coRtent, object o

t use,
ma is
1 (or a

asses

and gttribute types, syntaxes and matching rules which characterize the DIB entries cwithin an autongmous

administrative area (or a subschema specific partition thereof).

13.1.
the ayixiliary object classes and additional attribute types permitted to appear, or excluded from appearing, in ent
the indicated structural object class.

13.1.
attribyite types. It specifies the permitted and the mandatory context types for the attribute type.

13.1. DIT structure rule: A rule governing the structure of the DIT by specifying a permitted super,
suborginate entry relationship. A structure rule relates a name form, and therefore a structural object class, to su
structure rules. This permits entries of the structural object class identified by the name form to exist in the O
suborginates to entries governed by the indicated superior structure rules.

to the entry. Thisruleisindicated by the governingStructureRule Operationa attribute.

name form: A name form specifies a permissible RDN for entries of a particular structural object cl
name|form identifies a named object class and-0ne or more attribute types to be used for naming (i.e., for the R
Nameg forms are primitive pieces of specification used in the definition of DIT structure rules.

NOTE — Name forms are registered and have global scope. DIT structure rules are not registered and have the scope
administrative area with which they are associated.

DIT content rule: A rule governing the content of entries of a particular structural object class. It sp:fcifies
i

es of

DIT context use: A rule governing the context types that may be assaciated with attribute values of particular

or to
perior
IT as

governing structure rule (of an entry): With respect to a particular entry, the single DIT structure rule that

hss. A
RDN).

of the

13.1.9 superior structure rule;“With respect to a particular entry, the DIT structure rule governing the gntry's

super|or.

13.2 Overview

The Directory Schema is a set of definitions and constraints concerning the structure of the DIT, the possible

ways

entrigs are named; the information that can be held in an entry, the attributes used to represent that information anm their

organjzation <Ato” hierarchies to facilitate search and retrieval of the information and the ways in which val
attribyites may-be matched in attribute value and matching rule assertions.

NOTE)1 — The schema enables the Directory system to, for example:

es of

—  prevent the creation of subordinate entries of the wrong object class (e.g., a country as a subordinate of a person);

—  prevent the addition of attribute-types to an entry inappropriate to the object class (e.g., a serial humber to a person's

entry);

—  prevent the addition of an attribute value of a syntax not matching that defined for the attribute-type (e.g., a printable

string to a bit string).

Formally, the Directory Schema comprises a set of:
a) Name Formdefinitions that define primitive naming relations for structural object classes,

b) DIT Sructure Rule definitions that define the names that entries may have and the ways in which the

entries may be related to one another in the DIT;
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0)

d)

f)
Q)

DIT Content Rule definitions that extend the specification of allowable attributes for entries beyond those
indicated by the structural object classes of the entries;

Object Class definitions that define the basic set of mandatory and optional attributes that shall be
present, and may be present, respectively, in an entry of a given class, and which indicate the kind of
object class that is being defined (see 7.3);

Attribute Type definitions that identify the object identifier by which an attribute is known, its syntax,
associated matching rules, whether it is an operational attribute and if so its type, whether it is a
collective attribute, whether it is permitted to have multiple values and whether or not it is derived from
another attribute type;

Matching Rule definitions that define matching rules;
DIT Context Use definitions that govern the context types that may be associated with attribute values of

Figur
direct

Figur

b 11 isinterpreted as folfows:

any particular attribute type.

b 11 illustrates the relationships between schema and subschema definitions on the one side, and the DIT,
ory entries, attributes, and attribute values on the other.

N
Directory Rulesfor Directory
schema information tree
- J
Us%i TBeIong to
4 A
Subschema Rules for Subischema
DIT structure rule adminiSirative areas
- J
Us&si TBeIong to
Name form )
DIT content rule Rulesfor > Entries
object class
. J
Use Belong to
[ i
Attribute types Rules for .
DIT context use Adttributes
- i J T
Use Belong to
2\
ASN.1 type Rulesfor
matching rule Values
- /

X.501(12)_F11

Figure 11 — Overview of Directory Schema

the items listed vertically on the left represent elements of schema;

the'items listed vertically on the right represent instances of corresponding schema items, instantiated
according to the rules defined by these schema items;

the relationship between items of schemaisillustrated by the "uses’ relationship;
the relationship between instances of different aspects of schema is illustrated using the "belor||g to"

Tetratronship.

The Directory Schema is distributed, like the DIB itself. It is manifested as a set of non-overlapping subschemas each
governing entries of an autonomous administrative area (or a subschema specific partition thereof). A subschema
administrative authority establishes the rules and constraints constituting the subschema.

The subschema administrative authority may elect to use individual elements of the Directory Schema having global
scope which are defined in these Directory Specifications: name forms, object classes and attributes (types and
matching rules). It may also choose to define alternatives to these elements more appropriate to its own environment or
it may choose some intermediate approach, using both standardized and proprietary schema elements.

The subschema administrative authority defines those schema elements whose scope is limited to the subschema: DIT
structure rules, DIT content rules, and DIT context use. In addition, the subschema administrative authority may also
specify which matching rules are applicable to which attribute types.
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The Directory Schema is concerned only with directory user information. Although some support for the specification
of operational information is provided in the notation defined in this clause, the regulation of Directory Administrative
and Operational Information is the concern of the Directory System Schema.

NOTE 2 — The Directory System Schemais described in clause 14.

13.3
Thed

Object class definition

efinition of an object classinvolves:
a) indicating which classes this object classisto be a subclass of;
b) indicating what kind of object classis being defined;

¢) listing the mandatory attribute types that an entry of the object class shall contain in addition to the

1331

There

There
isan

1332

Every
entry

Therg
super

An e|ltry's structural object classes shall not.be:changed. The initial values of the objectclass attribute are prd

by th

Wher
objec]
prese

Wher|
contal
N

N
tg

N

Madatory attributetypes of attitssuperctasses;

d) listing the optional attribute types that an entry of the object class may contain in addition to the oq
attributes of all its superclasses;

€) assigning an object identifier for the object class.
DTE — Collective attributes shall not appear in the attribute types of an object class definition.

Subclassing

are restrictions on subclassing, namely:
— only abstract object classes shall be superclasses of other abstract object classes.
— adtructural object class shall not be derived from auxiliary object classes.
— anauxiliary object class shall not be derived from structural object’classes.

bhstract object class.

Object classattribute

entry shall contain an attribute of type objectclass,to.identify the object classes and superclasses to whi
belongs. The definition of this attribute is given in 13:4.8. This attribute is multi-valued.

shall be one value of the objectclass attributefor the entry's structural object class and a value for each
Classes. top may be omitted.

b user when the entry is created.

P auxiliary object classes are used,"an entry may contain values of the objectclass attribute for the au
classes and their superclasses.allowed by a DIT content rule. If a value for an allowed auxiliary object cl
nt, then values for the superclasses of the auxiliary object class shall aso be present.

P the objectClass @tfibute contains an object identifier value for an auxiliary object class, then the entry
n the mandatory attributes indicated by that object class.
DTE 1 — The reguirément that the objectclass attribute be present in every entry is reflected in the definition of top.

DTE 2 — Becaugeran object class is considered to belong to all its superclasses, each member of the chain of superclasse
p isrepresented by avalue in the objectclass attribute (and any value in the chain may be matched by afilter).

DTE 3Access Control restrictions may be placed on modification of the objectclass attribute.

In co

hjunction with the applicable DIT content rules, the Directory enforces the defined object class for every er

is one special object class, of which every structural object class is-astibclass. This object classis called tog.

tional

top

Ch the

of its

vided

iliary
assis

shall

5 Up to

try in

the DIB. Any attempt to modify an entry that would violate the entry’s object class definition that I1s not explicitly

alow

ed by the entry's DIT content rule shall fail.

NOTE 4 — In particular, the Directory will ordinarily prevent:

attribute types absent from an entry’s structural object class definition and not permitted by the entry's DIT content rule
being added to an entry of that object class;

a)

b)
0)

an entry being created with one or more absent mandatory attribute types for an object class of the entry;
amandatory attribute type for the object class of the entry being deleted.
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13.3.3

Object class specification

Object classes may be defined as instances (information objects) of the oBgecT-cLass information object class:

OBJECT-CLASS ::= CLASS {
&Superclasses OBJECT-CLASS OPTIONAL,

&kind

ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE(1l..MAX) OF UTF8String OPTIONAL,

&ldapDesc UTF8String OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[SUBCLASS OF &Superclasses]

[KEND skimdd

[MPST CONTAIN &MandatoryAttributes]

[MpRY CONTAIN &OptionalAttributes]

[LPDAP-NAME &ldapName]

[LpAP-DESC &ldapDesc]

ID &id }

ObjeftClassKind ::= ENUMERATED {
abgtract
stfructural (1),

aukiliary

(o) I

(2)}

For an object class which is defined using this information object class:

a)

b)

<)

d)

the &superclasses field is used for specifying the set, of object classes which are its
superclasses,

the &kind field is used for specifying the kind of -object class being defined, i.e., whether it
abstract, structural or auxiliary object class;

the sMandatoryattributes field, if relevant,isiUsed for specifying the set of user attribute typd
shall be represented in entries of that object class;

the soptionalattributes field is usedsfor specifying the set of user attribute types that m

direct
is an
s that

Ay be

represented in entries of that object class, except that if an attribute type appears in both the manglatory

and optional sets, it shall be considered’mandatory;

NOTE — There are special rules for.object classes for subentries, where operational attribute types may be inclu
the object class specification.

e

f)

9)

the s1dapName field, if relevant, is used for specifying one or more values for the NAME specifi
used in the corresponding LDAP definition defined either by the IETF or by these Dir
Specifications. It aHows multiple values to be specified.

the s1dappes¢ field, if relevant, is used for specifying the DESC used in the corresponding L

definition defined either by the IETF or by these Directory Specifications.
the sidfigld is used for specifying the object identifier assigned to this object class.

The dbject classesjpreviously mentioned (top and alias) are defined below:

top PBJECT-CLASS ::= {

ded in

Cation
bctory

DAP

KIND abstract

MUBT-CONTAIN {objectClass}

LDAP-NAME {"top"}

ID id-oc-top }
alias OBJECT-CLASS ::= {

SUBCLASS OF {top}
MUST CONTAIN {aliasedEntryName}
LDAP-NAME

ID

{"alias"}
id-oc-alias }

NOTE 1—The object class alias does not specify appropriate attribute types for the RDN of an aias entry. Administrative
Authorities may specify subclasses of the class alias which specify useful attribute types for RDNs of alias entries.

parent OBJECT-CLASS ::= {
KIND abstract
ID id-oc-parent }
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child OBJECT-CLASS ::= {
KIND auxiliary
ID id-oc-child }

Neither the parent nor the child object classes shall be combined with the alias object classto form an alias entry.

The parent object class is derived by the presence of an immediately subordinate family member, marked by the
presence of achild object class value. It may not be directly administered. The child object class value may only be
added or removed when the result is consistent with the architecture of compound entries (e.g., the subordinates of
family members shall always have achild object class).

NOTE 2 —The object classesparent and child do hot specify any appropriate attribute types for the RDNs of family members.
Thiswill be done in the normal way via the appropriate structural object classes and name forms for these entries.

13.4| Attributetype definition

The definition of an attribute type involves:

a) optionaly indicating that the attribute type is a subtype of a previously defined attributetype, its|direct
supertype;

b) specifying the attribute syntax for the attribute type;

c) optionally indicating the equality, ordering and/or substring matching rule(g) fer the attribute type;
d) indicating whether an attribute of this type shall have only one or may have more than one value;
€) indicating whether the attribute type is operational or user;

f)  optionally indicating that a user attribute typeis collective;

g) optionaly indicating that a user attribute type is dummy attriblte type;

h) optionally indicating that an operational attribute is not.user modifiable;

i) for operational attributes, indicating the application;

j)  optionally indicating the object identifier for the associated L DAP attribute syntax;

k) optionally indicating the NAME of the corresponding LDAP attribute type;

[)  optionally indicating the attribute description to be used in the LDAP protocol;

m) assigning an object identifier to the attribute type.

Any pser attribute can be identified by an administrative authority as an anchor attribute, having friend attriputes.
Therdfore, the attribute type definition doesvnot identify the friends of an anchor attribute. This may vary| from
subschema to subschema.

13.4.1 Operational attributes

Somg operational attributes are-under direct user control. In other cases, the operational attribute's values are controlled
by the Directory. In the latter-case, the definition of the operational attribute shall indicate that no user modificatipns to
the atfribute values are permitted.

The Specification of an‘operational attribute type shall indicate its application, which shall be one of the following;
—  Directory operationa attribute (e.g., access control attributes);

— < DSA shared operational attribute (e.g., a master-access-point attribute);

=~ ' DSA gspecific operational attribute (e.g., a copy-status attribute).

13.4. Attribute hierarchies

An attribute hierarchy shall contain either user attributes or operationa attributes but not both. It follows that a user
attribute shall not be derived from an operational attribute, and that an operational attribute shall not be derived from a
user attribute.

An operational attribute that is a subtype of another operational attribute shall have the same application as its
supertype.

If an attribute type is not a subtype of another attribute type, the attribute syntax and matching rules (if applicable) shall
be specified in the attribute type definition. Specifying an attribute syntax shall be done by directly specifying the
ASN.1 datatype.
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If an attribute type is a subtype of an indicated type, the definition need not specify an attribute syntax, in which case its
attribute syntax is that of its direct supertype. If the attribute syntax is indicated and the attribute has a direct supertype,
the indicated syntax shall be compatible with the supertype's syntax, i.e., every possible value satisfying the attribute's
syntax shall also satisfy the supertype's syntax.

If an attribute type is a subtype of another attribute type, the matching rules applicable to the supertype are applicable to
the subtype, unless extended or modified in the definition of the subtype. A matching rule defined for a supertype may
not be removed when defining a subtype.

13.4.3 Friend attributes

The list of friends of an anchor attribute shall only contain user attributes. The relationship imposes no restraints
whatever on the semantics, syntax, or other characteristics of afriend attribute.

N© AR-areher-aitradterray-be-defihed cetrry-ettrHoute:

gr attribute may be defined to be collective. This indicates that the same attribute values will-gppear in the entries
entry collection subject to the use of the collectiveExclusions atribute.

ived attribute is one that contains information using the syntax of attribute infermation, but where the values are

The family-information derived attribute is introduced for use in the'Directory service for the containment of

DSA$ may aso use derived attribute technology to provide other attributes. For example, all operational attributés that
includle the accessPoint value of a specific DSA may (and prebably should) derive the value from a single source of
the information, which may be suitably administered.

13.4.¢ Attribute syntax

If an pgquality matching rule is specified for the attribute type, the Directory shall ensure that the correct attribute $yntax
isusdd for every value of this attribute type.

13.4.71 Matchingrules

Equallity, ordering and substrings matching rules may be indicated in the attribute type definition. The same malching
rule may be used for one or more ofrthese types of matches if the semantics of the rule allows for more than one off these
differpnt types of matches.

NQTE 1 — Thisfact should bé reflected in the definition of the indicated matching rule.
If no pquality matching ruleis indicated, the Directory:

a) treatsvalues of this attribute as having type anvy, i.e., the Directory may not check that those yalues
conform with the data type or any other rule indicated for the attribute;

b) _dees not permit the attribute to be used for naming;
¢€)\7~does not allow individual values of multi-valued attributes to be added or removed;
d) doesnot perform comparisons of values of the attribute;

e) will not attempt to evaluate Avas using values of such an attribute type.

If an equality matching rule isindicated, the Directory:

a) treatsvalues of this attribute as having the type defined in the sType field in the attribute's definition (or
that of the attribute from which the attribute is derived);

b) will use the indicated equality matching rule for the purpose of evaluating attribute value assertions
concerning the attribute;

c) will only match apresented value of a suitable data type as specified in the attribute type definition.

NOTE 2 — This subclause applies equally to an attribute whose equality matching rule uses an assertion syntax different from the
syntax of the attribute type.
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If no ordering matching rule is indicated, the Directory shall treat any assertion of an ordering match using the syntax
provided by the Directory Abstract Service as undefined.

If no substrings matching rule is indicated, the Directory shall treat any assertion of a substring match using the syntax
provided by the Directory Abstract Service as undefined.

An attribute type shall only specify matching rules whose definition applies to the attribute's attribute syntax.

13.4.8

Attributes may be defined as values of the aTTrIBUTE information object class:

ATTR
&d
&T
&e

Attr
us
di
di
ds

Attribute definition

IBUTE ::= CLASS {

erivation ATTRIBUTE OPTIONAL,

pe OPFIONAL——either—&Fype—or—&derivation—required—
quality-match MATCHING-RULE OPTIONAL,

MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,

rdering-match
hbstrings-match
ingle-valued

bllective

himmy

operational extensions

b-user-modification BOOLEAN DEFAULT FALSE,

SYNTAX-NAME. &id OPTIONAL,

UTF8String OPTIONAL,
BOOLEAN DEFAULT FALSE,
OBJECT IDENTIFIER UNIQUE }
SYNTAX {
BTYPE OF
TH SYNTAX
UALITY MATCHING RULE &equality-match]
DERING MATCHING RULE &ordering-match]
BSTRINGS MATCHING RULE &substrings-match]
NGLE VALUE &single-valued]

&derivation]
&Typel

LLECTIVE &collectivel

Y &dummy]

USER MODIFICATION &no-user-modification]
BAGE &usagel
DAP - SYNTAX &ldapSyntax]
DAP -NAME &ldapName]
DAP-DESC &ldapDesc]
BSOLETE &obsolete]

&id }

ibuteUsage ::= ENUMERATED {
erApplications (0),
FectoryOperation (1),
ptributedOperation (2),
AOperation (3),

}

For an attribute'type which is defined using this information object class:

isasubtype;

age AttributeUsage DEFAULT userApplications;

SEQUENCE SIZE(l..MAX) OF UTF8String (OPTIONAL,

a)~the sderivation field, if relevant, is used for specifying the attribute type, of which this attributg type

D) he &Type TI€d, IT Televant, IS used 10r SpecCitying the syntax. 1nis snal be an ASN.L type an

required if the sderivation field is not relevant;

itis

c) thesequality-match field, if relevant, isused for specifying the equality matching rule;

d) thesordering-match field, if relevant, is used for specifying the ordering matching rule;

e) thessubstrings-match field, if relevant, isused for specifying the substrings matching rule;

f) the &single-valued field is used for specifying that an attribute of the type shall have only one value
by using the value TrRUE, while a multi-valued attribute type is defined by not applying this field or by

using the value FALSE;
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9)

h)

)

the scollective field isused for specifying that an attribute of the type is a collective attribute type by
using the value TRuE, while an attribute type that is not a collective attribute type is defined by not
applying thisfield or by using the value FALSE;

the &dummy field is used for specifying that an attribute of the type is a dummy attribute type by using
the value TRUE, while an attribute type that is not a dummy attribute type is defined by not applying this
field or by using the value FALSE;

the eno-user-modification field isused for specifying that an operationa attribute of the type is not
user modifiable by using the value TRUE, while an attribute type that is user modifiable is defined by not
applying thisfield or by using the value FALSE;

the susage field is used for indicating the operational usage of an attribute of this type.
userApplications means it is a user attribute type, directoryOperation,

k)

m)

n)

0)

distributedOperation, and dSAOperation mean it is a directory, distributed, or DSA opergtional
attribute type respectively;

the s1dapsyntax field, if relevant, is used for specifying the object identifier for the syntax used flor the
corresponding LDAP attribute type ;

the s1dapName field, if relevant, is used for specifying one or more values for thelNAME specifitation
used in the corresponding LDAP definition either defined by the IETF(Cor“by these Dirgctory
Specifications;

the &ldappesc field, if relevant, is used for specifying the DESC used‘in the corresponding LDAP
attribute type specification;

the sattributeDescription field, if relevant, shall specify the attribute description used in the L DAP
protocol possibly including relevant attribute options, but not inctuding possible tagging options.

the &id field is used for specifying the object identifier assigned to this attribute type.

The attribute types defined in the first edition of this Directory Specification, which are known to and used by the

Diregfory for its own purposes, are defined as follows:

objeftClass ATTRIBUTE ::= {

WIH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

LDAP-SYNTAX oid.&id

LDAP-NAME {"objectClass™}

ID id-at-objectClass }
aliapedEntryName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQPALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

LDAP-SYNTAX dn. &id

LDAP-NAME {"aliasedObjectName"}

ID id-at-aliasedEntryName }

NQTE — The matching rulesteferred to in these definitions are defined in 13.5.2.

The ¢bjectClass and/aliasedEntryName attributes are defined as user attributes even though they are used for
Directory operations.and semantically should be defined as operational. Thisis because these attributes were defined as
user gttributes hefore the operationa attribute concept and must remain as user attributes to facilitate interwgrking

betwgen systems implementing different editions of this Directory Specification.

13.5 M nfrhing rule definition

13.5.1 Overview

The definition of amatching rule involves:

a)
b)
0)
d)

e

optionally defining the parent matching rules from which the present matching rule may be derived;
defining the syntax of an assertion of the matching rule;
specifying the different types of matches supported by the rule;

defining the appropriate rules for evaluating a presented assertion with respect to target attribute values
held in the DIB;

assigning an object identifier to the matching rule.
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A matching rule shall be used to evaluate attribute value assertions of attributes indicating the rule as their equality
matching rule. The syntax used in the attribute value assertion (i.e., the assertion component of the attribute value
assertion) is the matching rul€e's assertion syntax.

A matching rule may apply to many different types of attributes with different attribute syntaxes.

The definition of a matching rule shall include a specification of the syntax of an assertion of the matching rule and the
way in which values of this syntax are used to perform a match. This does not require a full specification of the attribute
syntax to which the matching rule may apply. A definition of a matching rule for use with attributes with different
ASN.1 syntaxes shall specify how matches shall be performed.

The applicability of defined matching rules to the attributes contained in a subschema specification (over and above the
matching rules used in the definition of these attribute types) is indicated through the subschema specification
operational attributematchingRuleUse, defined in 15.7.7.

1352 Matching rule definition

Matclhing rules may be defined as values of the MATCHING-RULE information object class:

MATCHING-RULE ::= CLASS {

&PhrentMatchingRules MATCHING-RULE OPTIONAL,

&AEsertionType OPTIONAL,

&upiqueMatchIndicator ATTRIBUTE OPTIONAL,

&lfapSyntax SYNTAX-NAME. &id OPTIONAL,

&lfdapName SEQUENCE SIZE(1l..MAX) OF UTF8String OPTIONAL,

&lfdapDesc UTF8String OPTIONAL,

&ifd OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {

[PARENT &ParentMatchingRules]

[SENTAX &AssertionTypel

[UNIQUE-MATCH-INDICATOR &uniqueMatchIndicator]

[LPAP-SYNTAX &ldapSyntax]

[LPpAP-NAME &ldapName]

[LPAP-DESC &ldapDesc]

ID &id }

For ajmatching rule which is defined using this informationebject class:

d) The &ParentMatchingRules field “iS used if the matching rule being defined combings the
characteristics of two or more othermatching rules. It is given as a set of two or more object identifiers
for the matching rules that supply-the basic characteristics of the matching rule being defined| (e.g.,
matching algorithm); it shall be.omitted for a basic matching rule.

b) s&AssertionType iSthe syntax for an assertion using this matching rule; if it is omitted, the asgertion
syntax is the same syntax ‘as that of the attribute the rule is applied to unless the matching rule spgcifies
otherwise. If it is present, it may specify arestriction on the parent matching rule(s) if present, but in this
case it shall be compatible with the syntax for the parent matching rule(s) (i.e., a value complying with
&AssertionType shal aso comply with sAssertionType for the parent matching rule(s)).

C) &uniqueMatchIndicator iSa natification attribute type. When present, unique matching is required.
For amapping-based matching rule (see 13.6), that means mapping against the mapping table shall| yield
an unambiguous result. If there are multiple matches against the mapping table, the search request shall
hergected with a serviceError with problem ambiguousKeyAttributes. In addition, a notifigation
attribute of the type specified by thisfield shall be placed in CommonResults of the error returned.

NOTE 1 — Such a situation can occur in geographical matching when, for example, an assertion can specify "Néwton"

asalocality in the United Kingdom; there are many distinct towns with this name, which need to be distinguishgd by a
qualitier (€.0-, 'Newton, Cambs).

d) thesldapsyntax field, when relevant, is used for specifying the object identifier for the syntax used for
the corresponding LDAP assertion type;

€) the sldapName field, if relevant, is used for specifying one or more values for the NAME specification
used in the corresponding LDAP definition defined either by the IETF or by these Directory
Specifications;

m) the sldappesc field, if relevant, is used for specifying the DESC used in the corresponding LDAP
matching rule specification;

f) thesidfieldisused for specifying the object identifier assigned to this matching rule.
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If two or more matching rules are used for ParentMatchingRules, the result isa combined matching rule that returns
aresult, for valuesthat are compatible with AssertionType, as prescribed by the following rule:

a) if theresult of any parent matching rule is TRUE, the combined matching rule shall return TRUE;

b) otherwise, if the result of any parent matching rule is FALSE, the combined matching rule shall return
FALSE; or

¢) otherwise, the combined matching rule shall return undefined.

The following table shows the rules of combination of two matching rules A and B; the table could in principle be
extended into multiple dimensions, with similar result patterns, to cover the case of three or more parent matching rules:

Rule A
TRl IE EAL QE | II\IHEEI_NED
TRUE TRUE TRUE TRUE
Rule B FALSE TRUE FALSE FALSE
UNDEFINED TRUE FALSE UNDERINED

By cgmbining matching rules as specified above, it is possible to obtain valid matching in caseS.where the malching
would otherwise fail.
NPTE 2 — A specific case of the use of a parent matching rule is with the combination of an afbitrary matching rule wjth the
specia matching rule ignoreIfabsentMatch. The latter causes a filter-item to return TRUET,the attribute is absent; |if it is
present, the normal rules apply. This enables a search filter to examine entries when some attributes specified in the search filter
arg absent. See 8.7.1 of Rec. ITU-T X.520 | ISO/IEC 9594-6.

The dbjectIdentifierMatch matching ruleis defined asfollows:

objeftIdentifierMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
LDAP-SYNTAX oid.&id
LDAP-NAME {"objectIdentifierMatch"}
ID id-mr-objectIdentifierMatch }

A pregsented value of type object identifier matches a target vatue of type object identifier if and only if they both have
the e number of integral components, and each intégral component of the first is equa to the correspanding
comppnent of the second. This matching rule is inherent in the definition of the ASN.1 type object identifier.
objeftIdentifierMatch iSan equality matchingtule.

The distinguishedNameMatch is defined asfollows:

distfinguishedNameMatch MATCHING-RULE ::= {

SYNTAX DistinguishedName

LDAP-SYNTAX dn.é&id

LDAP-NAME {"distinguishedNameMatch"}

ID id-mr-distinguishedNameMatch }

A pregsented distinguished name value matches a target distinguished name value if and only if al of the following are
true:

a) thenumber of RDNsin each isthe same;
b) corresponding RDNs have the same number of AttributeTypeAndvalue;

C)>ocorresponding AttributeTypeAndvalue (i.e, those in corresponding RDNs and with idgntical
attribute types) have attribute values which match as described in 9.4.

distinguishedNameMatch ISan equality marcning rule.

13.6 Relaxation and tightening

Relaxation and tightening are functions that in a systematic way modify the matching of one or more filter items. If
relaxation is performed, the modification of the matching is done in such a way as to increase the likelihood of having
more matched entries. Relaxation is performed when the number of matched entries is below a certain minimum.
Tightening is performed in a similar way when the number of matched entries is above a certain maximum. There are
two modes of relaxation/tightening:

a) thematching rule applied for a particular attribute type can be replaced by matching rule substitution in a
stepwise fashion until the required effect is achieved or the possibilities have been exhausted as detailed
in 13.6.1; and
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b) the relaxation/tightening can be applied as part of a mapping-based matching as detailed in 13.6.2.

13.6.1 Matching rulesubstitution

The matching rule substitution can be controlled by a governing-search-rule within a service-specific administrative
area (see 16.10.7). It can aso be controlled by the user in the search request (see 10.2.1 of Rec. ITU-T X.511 |
| SO/IEC 9594-3). In both cases, the RelaxationPolicy construct, as defined in 16.10, controls the substitution.

Relaxation/tightening by matching rule substitution modifies the action of a filter by systematically substituting the
previously applicable matching rules for selected attributes onto matching rules that provide looser (or tighter)
matching. Having relaxed, or tightened by matching rule substitution, the whole of the search process is re-evaluated on
the same set of entries within the scope of the search. Re-evaluation can continue until no more relaxations exist, or
until a satisfactory return (less than or equal t0 maximum, or more than minimum, by reference to the controlling
RelajpeatieonPetiey-clerentoHsiade:

The result is that the filter remains the same for each re-evaluation, but the individual matching rules used.to.evpluate
the filter undergo a substitution as necessary (see Figure 12). Relaxation may either be evaluated on a@SA bytDSA
basis|using no coordinated relaxation between DSAS, or may alternatively use the chainedRelaxation component of
ChaihingArguments to define what relaxation isto be used.

Filter
v O O
rel axation —p Matching rule mapping

S N A A !

Filter evaluation on lecal
part of DIT.

X.501(12)_F12

Figure 12 — Matching.rulé substitution

Wher} a relaxation policy is to be used, the DSA befare starting a local search makes a basic substitution foif each
attribyite type for which a basic substitution is defined) as specified by the relaxation policy.
NOTE 1—-A particular useful application of basie- substitution is, as an example, for the localityName attribute type to
supstitute the caseIgnoreSubstringMatch Matching rule with the generalwordMatch matching rule in situations where this
mgtching rule is more appropriate and the useris expected to formulate a substrings filter item accordingly.

If tod few entries result from the seareh; as applied to this particular DSA, the first relaxation policy is applied; [if too
few entries still result, the next relaxation policy is applied; and so on.

Similgrly, if too many entriesresult from the search, the first tightening policy is applied in a similar fashion. There is
no reyersal from atighteningto arelaxation, or vice versa.

A relgxation applied by orle set of MRSubstitution for a particular attribute applies until countermanded by another
MRMapping. The_cGountermanding can be explicit by specifying the matching rule, or implicit by omitting the
oldMptchingRuilé identifier.

If a relaxed-evaluation is performed due to too few results from the previous evaluation, and if too many results are
returned from the relaxed evauation, some or al of the results from the relaxed evaluation shall be returned. If a
tightgned eval uation is performed due to too many results from the previous evaluation, and if too few are returned from
the tightened evaluation, some or al of the results from the previous evauation shall be returned. In either case, the
relaxation or tightening process stops.

An applicable relaxation policy appliesboth to £ilter Or extendedFilter, as appropriate.
NOTE 2 — Because relaxation allows filter item evaluations to be relaxed or tightened for the ordinary filter, the need for
extended filters to achieve more complex filtering is diminished.

A DSA may supply the proposedRelaxation notification attribute (see 6.13.15 of Rec. ITU-T X.520 |
ISO/IEC 9594-6) in a search result within the notification subcomponent of the partialOutcomeQualifier.
The information here can then in a subsequent search request be used as a user-supplied relaxation policy.

As an ultimate case of relaxation, a policy can cause a particular filter item to be evaluated as TRUE (or FALSE, if the
filter-item is negated) in accordance with the nul1Match matching rule.
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Within a service specific administrative area, validation against search-rules is performed after possible basic
substitutions have been made, as dictated by the search-rule against which the search request is being evaluated. A
governing-search-rule is selected prior to any subsequent matching rule substitution, including possible basic
substitutions specified in the search request.

13.6.2 Mapping-based matching

Mapping-based matching is relevant for the Search operation when the users conception of the real world may in
several ways differ from the idealized model often used by the Directory. As an example, users notions of locality
names and how localities relate to each other may be quite different from how localities are represented in the
Directory. To bridge that gap and to improve the rate of successful searches, it is essential to have a mapping between
the users' conception of some real-world objects, including their mutual relationships, and the Directory model for the
same objects. The same mapping should aso alow for "fuzzy" matching, i.e., alowing some attribute values to reflect
moreffhan thelt precise dermition.

NOTE 1 - As an example, a user may specify alocation name in the filter, but the object being looked for may be closd to the

bdrder in aneighbouring location.

The mapping-based matching is applicable to geographical aspects of White Pages searches, business category appects
of Ydlow Pages searches, etc.

The mapping-based matching employs some intermediate table, a mapping table, in order to ¢ontrol the mapping. The
exact|behaviour of a mapping-based matching and the structure of the mapping table are local matters. Howevégr, the
basic|principle for the technique is common asillustrated in Figure 13.

M apping-based matching Mapped
filteritems

Mappable
filter items
for specified

attribute types List of possible
matchable )
Mapping

values algorithm
(Intermediate
> table) ‘l/ Result
>

X.501(12)_F13
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Figure 13 — Mapping-based matching

Using this technique, filter items fordesignated attribute types (mappable filter items) go through a mapping pfocess
using| a mapping table and somé kind of mapping algorithm. This mapping results in some new filter items falled
mapped filter items as replacements for the mappable filter items. In exception cases, the mapping is not performed and
information is returned as to-the exact nature of the exception.

The qumber of mapped-filter items does not need to be the same as the number of mappable filter items, and Will in
generpl be differents

A filter item of fype extensibleMatch with the type specification absent cannot be a mappable filter item.

A mapping-based mapping may be local to a DSA. If the Search evaluation is distributed, other DSASs participating in
the eyatuation phase of a Search may apply their own mapping-based mapping. However, the mapping used dan be

a A Ntha ok 3 L a na h-a-3-n-aad gme'ﬂts
NOTE 2—To be able to provide a consistent service to users, administrators of DSAs potentially participating in a distributed
Search evaluation should consider harmonizing their mapping tables and functions.

Figure 14 illustrates the principle behind the establishment of the mapping function between the real world and the
Directory model of that world. Users have some perception of the real world. This perception may not consider al
aspects of the real world. The aspects of the real world that have some importance for how a user formulates a Search
request constitute a model of the real world. This model then forms the basis for how the mapping is performed. The
precise model of the real world has to be based on experience and is likely to require regular updates based on observed
search behaviour by users.
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Figure 14 — Information derivation

model of the real world may only involve a subset of the attribute types used by a user(na Search reques
ply only asingle attribute type is relevant. As an example, in considering a model of thie real world with resg

are not mapped, but are retained and used together with the mapped filter items for,entry match.

del of the real world is used for establishing a mapping table of matchable-values, i.e., a set of values
fially matched against the mappable filter items. How this mapping table-of matchable values is establishg
matter. Matching against this mapping table can then result in zero or fmore matches. Each match resultsin
mapped filter items. The mapping agorithm determines how the Mapped filter items are applied against &
this is done is alocal matter. It could be based on values of traditional attributes in the entries or it could be
ues planted in the entries that have no meaning outside the Diregtory, e.g., numeric identifiers.

ay mapping is employed and the resulting mapped filteritéms are handled is conveniently specified by ref
Dfilters as defined in 16.5 and further detailed in Annex Q. The concept of subfilters is only used heré
ptive tool. An implementation can use any other algarithm giving the same resuilt.

pd filter itemsin away determined by the detaited mapping algorithm. The resulting matched entries are the
entries matched by each of the subfilters.

DTE 3 — In many situations, the mappabl efilter itemswill be replaced by alogical OR of the mapped filter items.

ble combinable mappable filteritems could be used to satisfy a single match against the mapping table. M
tems are applicable to a single mapping-based match if and only if they are combinable filter items; that is
ned as elements within asingle subfilter.

DTE 4 — For example, «wO separate geographical names ANDed together in a subfilter can be used to specify a

pgraphical location_of~useful size, where the use of a single geographical name may specify an ambiguous or o
ographical locatiof.

natching of afilter item against the mapping table is performed using the matching rule implied or specifi

that f

N
al

and i];the search regquest.

Iter itemy possibly after a basic matching rule substitution either specified in the governing-search-rule (i

'FE 5— This could involve a complex matching rule like generalwordmatch defined in Rec. ITU-T X.520 | ISO/IEC

t, and
ect to

fies, only locality-related attribute types would be relevant to consider. Filter items'ot referring to such attribute

to be
d isa
bne or
htries.
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subfilter is evaluated against the mapping table, and the resulting mapped filter items are combined with the non-

union

are in principle two different modes of mapping. Each mappable filter item could be mapped one at the tifne, or

iitiple
D say,

single
jersize

ed by
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NOTE 6 — These Directory Specifications do not specify how an implementation combines the relevant matching rules into a
combined matching. It is expected that implementation may restrict what combinations of filter items and matching rules that are
supported.

If the matching attempted by a filter item or combinable filter items against the mapping table does not result in any
match for any subfilter, i.e., the match yields a FALSE or undefined result, it will result in zero mapped filter items. If
there are mappablefilter itemsin every subfilter, the Search would yield no result. An error shall then be returned to the

user.

In some situations, e.g., in geographical zonal matching, it is a requirement that the matching against the mapping table
yields a single, unambiguous result. If a subfilter matches more than one entry in the mapping table or if different
subfilters match different entries in the mapping table, the search may return too many unwanted entries. Instead,
information is returned to the user to alow anew and better targeted search request to be initiated.
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NOTE 7 —In asimpler situation, the mappable filter items are just checked against the mapping table. If this match is successful,
the mappabl e filter items are used unchanged.

The mapping can be dynamic in the sense that the mapping can be adjusted (relaxed) if the search yields zero or too few
matched entries. The details on how such a relaxation is performed are outside the scope of these Directory
Specifications. These are determined by local requirements. The relaxation can be performed in steps, potentially
causing more entries to be found. The relaxation shall be done in such away that when one additional step in relaxation
istaken, all entries returned from previous steps are returned together with potentially some new entries.

The relaxation is performed in steps by specifying different levels of relaxation. A level of zero corresponds to no
relaxation. Level one corresponds to a first level of relaxation, etc. Figure 15 is an abstract way of illustrating this
stepwi se relaxation mechanism. What the different levels of relaxations exactly imply is not defined by these Directory
SpeC|f|cat|ons The relaxation level can be controlled by the RelaxationPolicy construct, WhICh may be supplled in

as specified by the RelaxationPolicy.

4131211 0

X501(12) F15

Figure 15 — Sear ch rélaxation

The gxtendedarea Search control is an integer that provides an aternative way of controlling the level of relaxation
for a mapping-based matching algorithm. It is part of the.customization of a mapping-based mapping algorithm whether
it can|be controlled by this search control.

If the|lextendedarea search control present inasearch request and its use is allowed for a mapping-based algofithm,
any level specification in the RelaxationPolicy, Whether included in the search or the governing-search-rile, is
ignored.

The includeAllareas Search conttol option specifies the mode of relaxation when this is controlled Ry the
extehdedArea Search control. |fthis option is set, the relaxing is performed as described above, i.e., potentially| more
entrigs are returned for higher<|evels of relaxation (inclusive relaxation). If this option is not set, the user ig only
intergsted in the result cofresponding to the incremental relaxation (exclusive relaxation). The latter codld be
intergsting, if the user is@tepwise relaxing and is not interested in getting entries that were returned in previous results,
but only additional enttiesresulting from the latest step of relaxation.

NQTE 8 — There.is\no guarantee (particularly with a complex filter) that the user will not get some entries received prevjoudly,

ndr that all entries that could be of interest will be returned. For example, looking for French restaurants in Winkfield cou|d fail;

relaxing todaek for al restaurants in the Winkfield area but excluding Winkfield would then cause the mixed-cuisine White Hart
Inh restatirant in Winkfield to be left out of the search results.

Somg mapping-based matching algorithms may not support exclusive relaxation or may be customized not to alljow it.
In this case, the includeAllareas Search control option snal be ignored for that mapping function and a possible
relaxation shall be performed as an inclusive relaxation.

In some environments, it may also be relevant to be able to specify a negative level for relaxation, which corresponds to
a tightening of the matching. In this case, the includeallareas search control option has no significance and is
ignored, if present. Tightening may not be relevant for all types of mapping-based matching.

A DSA may simultaneously support several mapping functions, i.e., hold multiple mapping tables with corresponding
mapping algorithms. The reasons for multiple mapping functions could be:

a) The mapping function to be done is dependent on the type of application. Geographical zonal matching
(see 8.8 of Rec. ITU-T X.520 | ISO/IEC 9594-6) is a particular important application of mapping-based
matching. Other examples are mapping-based matching for Yellow Pages searches, bibliographic
searches, etc.
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b) Within a particular application, the detailed specification for how the mapping is performed may vary
dependent on specific conditions. As an example, the mapping for geographical zonal matching may
depend on the geographical area (e.g., as reflected by the baseobject of the Search) or by the type of
search the user is attempting, i.e., based on information in the search filter. As another example, mapping
may depend on the language used in the request.

If multiple mapping functions are simultaneously applicable and the execution of one of these results in an exception
condition that shall be reported to the user, an implementation is not required to check whether multiple exceptions exist
(but it may do so).

A mapping-based mapping specification (see later) determines whether the extendedarea search control shall be
applicable for the mapping function in question. If several mapping functions are active for the same Search operation
and some of those can be controlled by extendedarea search control, they all perform simultaneous relaxation or
tightgr I extendedArea ; i i 2 include Teas yearch
contrl option.
NQTE 9 — The example given earlier shows that using includeAllAreas with more than one mapping-based \mapping can
giveriseto difficulties.

If thelextendedarea search control specifies alevel of relaxation or tightening not supported by the‘DSA for some of
the mjapping functions affected by that search control, then the DSA shall perform the mappingased on best effort. If
the extendedarea search control specifies alevel of relaxation or tightening not supported-by-the DSA for any of the
mappjng functions affected by that search control, a searchserviceProblem notification attribute with the value id-
pr-upavailableRelaxationLevel shall bereturnedinthenotification parameterof CommonResults.

NPTE 10-If the evaluation of a Search operation is distributed across multiple DSAS~such DSAs may employ different
m@pping functions giving inconsistent result unless some coordination among the DSAs iséstablished.

Althagugh the details of mapping-based matching are local matters, it is possible’to define the overall characteristics of
mappj ng-based matching by defining a special type of matching rules ealled mapping-based matching rules. Such a
matching rule is defined as an instance of the MATCHING-RULE information object class. However, it is differen| from
traditional matching rules in the sense that it does not specify matching in the traditional sense and therefore dogs not
specify syntax for the matching. However, as part of its definition it\gives specifications of its purpose, how it is applied
and How exception conditions are handled. The specific behaviour of a mapping-based matching rule can parfly be
described by an instance of the ASN.1 information object™“class derived from the below generic (parametgrized)
MAPP[[NG-BASED-MATCHING information object class.. This information object class is only intended to specify|those

aspeds that are potentially customizable. This Directery Specification does not dictate how and where an instafce of
such an information object class is stored, just that it(is made available to the DSA in some way.
MAPP[ING-BASED-MATCHING

{SplectedBy, BOOLEAN:combinablg,;MappingResult, OBJECT IDENTIFIER:matchingRule} ::d
cLasp {

&splectBy SelectedBy OPTIONAL,

&ApplicableTo ATTRIBUTE,

&sphbtypesIncluded BOOLEAN DEFAULT TRUE,

&cpmbinable BOOLEAN (combinable),

&mpppingResults MappingResult OPTIONAL,

&ugerControl BOOLEAN DEFAULT FALSE,

&ekclusive BOOLEAN DEFAULT TRUE,

&mptching-rulé MATCHING-RULE. &id (matchingRule),

&i OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX

[SELECT BY &selectBy]

APPLICABLE TO &ApplicableTo

[SPBTYPES INCLUDED &subtypesIncluded]

(e{0) ABLE Scombinable

[MAPPING RESULTS &mappingResults]

[USER CONTROL &userControl]

[EXCLUSIVE &exclusivel

MATCHING RULE &matching-rule

ID &id }

The MAPPING-BASED-MATCHING information object class has the following field specifications:

a) ThesselectBy field isadummy reference for a specification of how an instance of a specialization of
the information object classis selected for a mapping-based mapping. The specialized information object
class shall, if applicable, specify an ASN.1 type determining together with a textual description on how
the selection is to be performed. This component shall be ignored if the user in the search request
supplies a non-empty mapping component of the RelaxationPolicy construct.
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b)

NOTE 11 —1In principle, several instances possibly of different derived information object classes can be
selected by the same search request.

The sapplicableTo field specifies what filter items shall be considered mappable filter items by
specifying the attribute types for such filter items. Any filter item for an attribute type listed by this
subcomponent is subject to mapping-based matching. This component shall always be present. Attribute
types listed by this component may not necessarily all be present in the filter. The value is determined by
the information object instance of a speciaization of this information object class.

The &subtypesIncluded field is a value of boolean type which specifies whether an instance of a
derived information object class can accept subtypes of sapplicableTo attributes, in addition to the
specified attribute types. If absent, subtypes are permitted, provided that they are not turned off by other
mechanisms. The value is determined by the information object instance of the derived information
object class.

13.7
13.7.1

d)

f)

0)

h)

i)

DIT structure-definition

Overview

The &scombinable field is a value of boolean type that, if TRUE, permits the mapping-based matching to
use multiple combinable filter items in the satisfaction of the match against the mapping-table. The
combinable isadummy reference for the value of this component to be determined by a specialization
of thisinformation object class.

The smappingResults field is dummy reference for a specification on how exception conditions are
reported. The derived information object class shall specify an ASN.1 typéxfer reporting relevant
exception conditions.

The susercontrol field is a value of boolean type which specifies whether an instance of a derived
information object class and its associated mapping-based matching rule can be controlled ky the
extendedArea Search control.

NOTE 12 — If several mapping-based matchings are simultaneouslybeing applied, it may be appropriate to let
only one of these allow use of the extendedarea Search control.,

The gexclusive field is a value of boolean type whiCh\specifies whether an instance of a derived
information object class and its associated mapping-based matching rule allows exclusive relaxatjon to
be performed. The value, if present, is determined by the information object instance of the derived
information object class. If the value is FaLSE or.if’the DSA does not support exclusive matching for this
mapping-based matching, this particular mapping shall act as if the includeallareas search cpntrol
option were set.

NOTE 13 - If several mapping-based matchings are simultaneously being applied, it may be appropriate to let

only one of these allow exclusive relaxation.

The smatching-rule field is aValue of object identifier type identifying the matching-based maiching
rule for which this instance provides additional specification and which shall be applied for the mapping-
based matching. The matchingRule dummy reference for the value of this component is [to be
determined by a specialization of thisinformation object class. The matching rule specified shall bg used
for the particular mapping-based matching.

The &id field isanobject identifier allocated to the particular mapping-based mapping.

A furjJdamental ‘'aspect of the Directory schema s the specification of where an entry of a particular class may be placed

in thg

13.7.2

DIT and:how it should be named, considering:

ﬁm‘m T T .

the hierarchical relationship of entriesin the DIT (DIT structure rules);

Name form definition

The definition of a name form involves:

56

a)
b)

©)

d)

specifying the named object class;

indicating the mandatory attributes to be used for the RDNs for entries of this object class where this
name form applies;

indicating the optional attributes, if any, that may be used for the RDNs for entries of this object class
where this name form applies;

assigning an object identifier for the name form.
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If different sets of naming attributes are required for entries of a given structural object class, then a name form shall be
specified for each distinct set of attributes to be used for naming.

Only structural object classes are used in name forms.

For entries of a particular structural object class to exist in a portion of the DIB, at least one name form for that object
class shall be contained in the applicable part of the schema. The schema contains additional name forms as required.

The RDN attribute (or attributes) need not be chosen from the list of permitted attributes of the structural object class as
specified in its structural or alias object class definition.

NOTE — Naming attributes are governed by DIT content rules and DIT context use in the same way as other attributes.
A name form is only a primitive element of the full specification required to constrain the form of the DIT to that

required by the administrative and naming authorities that determine the naming policies of a given region of the DIT.
The rEmaining aspects of the Specification of DIT structure are discussed in 13.7.5.

13.7.83 Nameform specification

Name forms may be defined as values of the NAME - FORM information object class:

NAME|FORM ::= CLASS {
&nphmedObjectClass OBJECT-CLASS,
&MpndatoryAttributes ATTRIBUTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&lflapName SEQUENCE SIZE(l..MAX) OF UTF8String OPTIONAL)
&lfdapDesc UTF8String OPTIONAL,
&ifl OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
NAMES &namedObjectClass
WIEH ATTRIBUTES &MandatoryAttributes
[AND OPTIONALLY &OptionalAttributes]
[LPAP-NAME &ldapName]
[LpAP-DESC &ldapDesc]
ID &id }

For ajname form which is defined using this information object-class:
a) the snamedobjectclass field isused fargpecifying the structural object class for which the name form
applies;
b) the sMandatoryattributes field isthe set of attributes which shall be present in the RDN of thg entry
it governs;
¢) thesoptionalAttributes.fieldisthe set of attributes which may be present in the RDN of the entry it
governs;

€) the sldapName field, if relevant, is used for specifying one or more values for the NAME specifigation
used in the corresponding LDAP definition either defined by the IETF or by these Dirgctory
Specifications;

m) the s1dappesc field, if relevant, is used for specifying the DESC used in the corresponding LDAP
attribut€ type specification;

d) thesid field isused for specifying the object identifier assigned to this name form.

All atfribute typésin the mandatory and optional lists shall be different.

object class superclass chain represented in the subschema.

Some subschema specifications may include name forms for more than one structural object class per structural object
class superclass chain represented in the subschema.

In either case, with respect to a particular entry, only the most subordinate structural object class in the structural
superclass chain present in the entry's objectClass attribute determines the DIT content rule and DIT structure rule
applying to the entry. This class is referred to as the structural object class of the entry and is indicated by the
structuralObjectClass operational attribute.
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13.7.5 DIT structureruledefinition

A DIT structure rule is a specification provided by the subschema administrative authority which the Directory uses to
control the placement and naming of entries within the scope of the subschema. Each object and alias entry is governed
by asingle DIT structure rule. A subschema governing a subtree of the DIT will typically contain several DIT structure
rules permitting several types of entries within the subtree.

A DIT structure rule definition includes:
a) aninteger identifier which is unique within the scope of the subschema;
b) anindication of the name form for entries governed by the DIT structure rule;
c) theset of allowed superior structure rules, if required.

The set of DIT structure rules for a subschema specifies the forms of distinguished names for entries governed by the
subschema.

A DI structure rule allows entries in a given subschema to subscribe to a particular name form. The'form of the
last RDN component of an entry's bistinguishedName iS determined by the name form of the D structure rule
governing the entry.

The namedobjectClass component of the name form (the name form's object class) corresponds to the structural
object class of the entry.

A DIT structure rule shall only permit entries belonging to the structural object class identified by its associated|name
form.|It does not permit entries belonging to any of the subclasses of the structural object'class.

With [respect to a particular entry, the DIT structure rule governing the entry istermed the entry's governing striicture
rule. Thisrule may be identified by examining the entry's governingStructugeRule attribute.

With [respect to a particular entry, the DIT structure rule governing the éntry's superior is termed the entry's superior

stru:IJre rule.
An entry may only exist in the DIT as a subordinate to another entry’(the superior) if aDIT structure rule existsjin the
governing subschema which:

— indicates aname form for the structural object class of the entry; and

— ether includes the entry's superior structuférule as a possible superior structure rule or does not specify
asuperior structure rule, in which case the entry shall be a subschema administrative point.

If an[ entry which is itself a subschema administrative point is not included for the purposes of subsghema
administration in its subschema subentry, the.the subschema from the immediately superior subschema administrative
areaip used to govern the entry.

Entrigs which are administrative point.entries but have no subschema subentry (e.g., newly created administrativg point
entrigs) have no governing structure nule. The Directory shall not allow subordinates to be created below such entries
until & subschema subentry has been added.

If an pntry is converted to_ anew subschema administrative point, then the governing structure rule of all entriesjin the
new gubschema administfative areais automatically changed to that implied by the new subschema.

13.7.6 DIT structure rule specification
The gostract syftax of aDIT structureruleis expressed by the following ASN.1 type:

DITSErudtureRule ::= SEQUENCE {
rulléldentifier RuleIdentifier,
shall-be—unigue—within—the—scope—of—the—subschema
nameForm NAME-FORM. &id,
superiorStructureRules SET SIZE (1..MAX) OF RuleIdentifier OPTIONAL,
RuleIdentifier ::= INTEGER

The correspondence between the parts of the definition, as listed in 13.7.5, and the various components of the ASN.1
type defined above, is asfollows:

a) theruleIdentifier componentidentifiesthe DIT structure rule uniquely within a subschema;

b) the nameForm component of the DIT structure rule specifies the name form for entries governed by the
DIT structurerule;
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C) the superiorStructureRules component identifies permitted superior structure rules for entries
governed by the rule. If this component is omitted, then the DIT structure rule applies to a subschema

administrative point.

The sTRUCTURE-RULE information object classis provided to facilitate the documentation of DIT structure rules:
STRUCTURE-RULE ::= CLASS {
&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE.&id OPTIONAL,
&id RuleIdentifier }
WITH SYNTAX {
NAME FORM &nameForm
[SUPERIOR RULES &SuperiorStructureRules]
ID &id }
13.8 DIT content ruledefinition
138.1 Overview
A DIT content rule specifies the permissible content of entries of a particular structural, ©bject class v

identification of an optional set of auxiliary object classes, mandatory, optional and precluded-attributes. Coll

atribi
A DI

For al

Every
of the

If no

permitted by the structural object class definition.

The O

Asa
class

ites shall beincluded in DIT Content rulesif they are to be permitted in an entry.

[ content rule definition includes:

a) anindication of the structural object class to which it applies;

b) optionaly, anindication of the auxiliary object classes allowed forentries governed by the rule;

¢) optionaly, an indication of the mandatory attributes, over ahd above those called for by the stry
and auxiliary object classes, required for entries governed.by the DIT content rule;

auxiliary object classes, permitted for entries goverried-by the DIT content rule;

€) optionaly, an indication of optional attribute(s)~from the entry's structural and auxiliary object
which are precluded from appearing in entries governed by the rule.

hy valid subschema specification, thereis at most one’DIT content rule for each structural object class.

entry in the DIT is governed by at most one'BLT content rule. Thisrule may be identified by examining the)
entry's structuralobjectClass attribute:

DIT content rule is present for a struCtural object class, then entries of that class shall contain only the attr

IT content rules of superclasses)of the structural object class for an entry do not apply to that entry.

DIT content rule is associated with a structural object class, it follows that al entries of the same structural
Will have the same DIT content rule regardless of the DIT structure rule governing their location in the DIT.

An

assoc|ated with a subset-of the auxiliary object classes identified by the DIT content rule. This association is refleg

the

An
way:

try governed by, aDIT content rule may, in addition to the structural object class of the DIT structure ru

try's objectClass atribute.

try's content shall be consistent with the object classes indicated by its objectclass attribute in the foll

a the
ective

ctural

d) optionaly, an indication of the optional attributes, over.and above those called for by the structurgl and

asses

value

butes

bbj ect

le, be
ted in

DWing

~  mandatory attributes of object classes indicated by the objectclass attribute shall always be pres

ent in

the entry;

— optional attributes (not indicated as additional optional or mandatory in the DIT content rule) of auxiliary

object classes indicated by the DIT content rule may only be present if the objectclass att
indicates these auxiliary object classes.

ribute

Mandatory attributes associated with the structural or indicated auxiliary object classes shall not be precluded in aDIT
content rule.
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13.8.2

DIT content rule specification

The abstract syntax of aDIT content rule is expressed by the following ASN.1 type:

DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS.&id,
auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET SIZE (1l..MAX) OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
precluded [3] SET SIZE (1l..MAX) OF ATTRIBUTE.&id OPTIONAL,
}

The correspondence between the parts of the definition, as listed in 13.8.1, and the various components of the ASN.1
type defined above, is asfollows:

on

Thed

CONT
&s
&A
&M
&0
&P

WITH
ST

[A]
[M]
[M]
[M]

13.9
Thed

a)
b)

0)

d)

€)

the structuralobjectClass component identifies the structural object class to which the DIT, cf
rule applies;

the auxiliaries component identifies the auxiliary object classes allowed for an entry to whi
DIT content rule applies;

bntent

th the

the mandatory component specifies user attribute types which an entry to whichthe DIT content rule

applies shall contain in addition to those which it shall contain according to itsstructural and au
object classes;

the optional components specify user attribute types which an entry\towhich the DIT conter
applies may contain in addition to those which it may contain according to its structural and au
object classes;

iliary

t rule
iliary

the precluded component specifies a subset of the optional user attribute types of the structuryd and

auxiliary object classes which are precluded from an entry towhich the DIT content rule applies.

DTE — Content rules for directly identified attributes (e.g., attributes in themarndatory, optional, and precluded lists) appl
ly to the attributes that they specify, and not to subtypes and friend attributes.

ONTENT - RULE information object classis provided to facilitate the documentation of DIT content rules:
ENT-RULE ::= CLASS {
EructuralClass OBJECT-CLASS.&id\UNIQUE,
hxiliaries OBJECT-CLASS OPTIONAL,
andatory ATTRIBUTE ORTIONAL,
btional ATTRIBUTE OPTIONAL,
recluded ATTRIBUTE-OPTIONAL }
SYNTAX {
RUCTURAL OBJECT-CLASS &structuralClass

UXILIARY OBJECT-CLASSES &Auxiliaries]
JST CONTAIN &Mandatory]
LY CONTAIN &Optionall]
JST-NOT CONTAIN &Precluded] }

Context typedefinition

efinition of a eontext type involves:

y rules

1391

a) gpecifying the syntax of the context;

b)_Sspecifying the syntax of a context assertion;

¢) ' optionaly specifying a default value for the context;
t—defntg-the-semeanticsof-the-context:

e) specifying how matches are done;

f)  specifying behaviour in the absence of a context value; and
g) assigning an object identifier to the context type.

Context value matching

A presented context assertion matches a stored context value of the same context type according to the description of
matching which is part of the context definition.

60

Rec. ITU-T X.501 (10/2012)


https://standardsiso.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

| SO/l EC 9594-2:2014 (E)

13.9.2 Context definition

Contexts are defined using the coNTEXT information object class:

CONTEXT ::= CLASS {
&Type,
&defaultValue &Type OPTIONAL,
&Assertion OPTIONAL,
&absentMatch BOOLEAN DEFAULT TRUE,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
WITH SYNTAX &Type
[DEFAULT-VALUE &defaultValuel
[ASSERTED AS &Assertion]
[ABSENT-MATCH —&absemtMatchi
ID &id }
a) TheesType field isused for specifying the syntax: This shall be an ASN.1 type
b) A pErFauLT-VALUE Will cancel out effect (a) of ABsENT-MATCH. Effect (b) of aABsENT MATCH colld be
assumed for any context defined with a DEFAULT-VALUE, in which case the aBsENT MaTCH field|could
be dispensed with.
If sdefaultvalue isspecified, then entry modification requests to add values with contexts will behave
in amanner consistent with the following pre-processing and post-processing specification.
NOTE — A DSA is not obligated to implement the exact sequence of steps below, so long as the end result exhibits the same
externally observable behaviour.
Pre-frocessing
For each modifyEntry request to add values with contexts, remove values.with contexts or remove all value$ with
contekts. For each context type applicable to the attribute type, if thelcontext type is defined with a &defaultVYalue,
then:
1) if the context type is not explicitly listed in the request, add the context type with the &defaultvalue to
the request;
2) for each stored attribute value of the attributertype, if the attribute value does not have the contex{ type,
then add the context type with the &defaultValue to the attribute value.
Normal Processing
Post-processing
For egach modifyEntry request to add values with contexts, remove values with contexts or remove all values with
contekts. For each context type applicable’to the attribute type, if the context type is defined with a sdefaultvhlue,
then flor each stored attribute value of the attribute type,
3) if the attribute value-does not have the context type, then remove the attribute value;
4) if the attribdte~value has the context type and the only context value of that context type |s the
&defaultvalue, remove the context (but not the attribute value).
If the|eassertioniSomitted, the context assertion syntax is the same as eType.

Speci

fying sab&entMatch as FALSE in a context definition has the following two effects:

values of that context type. That is, if an attribute value contains no contexts of an asserted context

a)-An attribute value that does not have a context of the specified context type is treated as though it as no

Type,

then the contextAssertion evaluatesto FALSE.

b) The £fallback component of context values of such a context type is treated as being set to FALSE

regardless of its actual setting.

When a context is defined, the specification shall include a description of the semantics of the context, and how a match
is evaluated.

Rec. ITU-T X.520 | ISO/IEC 9594-6 specifies selected Context Definitions.
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13.10 DIT Context Use definition

13.10.1 Overview

A DIT Context Use is a specification provided by the subschema administrative authority to specify the permissible
context types that may be stored with an attribute, and the mandatory context types that shall be stored with an attribute.

A DIT Context Use definition includes:

a) anindication of the attribute type to which it applies;

b) optionally, an indication of the mandatory context types that shall be associated with values of the

attribute type whenever the attribute is stored;

¢) optionaly, an indication of the optional context types that may be associated with values of the attribute

If no PIT Context Use definition is present for a given attribute type, then values of attributes of that type shall’cf

LA rartlha otteil b Lo of
ty P vwhChCvetrcart oottt TS StOreor

bntain

no coptext lists. For a given subschema administrative area, there can be only one DIT Context Use for a given atfribute

type. A DIT Context Use may be defined to apply to all attribute types, in which case it shall be the only-DIT C
Use i the subschema.

13.10

The gostract syntax of aDIT Context Useis expressed by the following ASN.1 type:

DITCpntextUse ::= SEQUENCE {
atgkributeType ATTRIBUTE. &id,
mapdatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id ORTIONAL,
opkionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

The gorrespondence between the parts of the definition, as listed in 13.40.1, and the various components of the A
type defined above, isasfollows:

a) theattributeType component identifies the attribute type to which the DIT Context Use applies; if it

2 DIT Context Use specification

-}

if it applies to any attribute type, the object identifier id-oa-allAttributeTypes may be
(defined in Annex B);

value of the given type whenever the@itribute is stored. If thisis omitted, then attribute values may
without context lists;

Cc) the optionalContexts component specifies context types that may be associated with an atf]

present, then all attributewalues shall appear with the mandatory context types and no others. If
omitted and mandatoryContexts is also omitted, it is equivalent to having no DIT Context Use f
attribute type; thatlis) attribute values of the given attribute type shall not have associated context lig

The QIT-CONTEXT-USE-RULE-information object class is provided to facilitate the documentation of the DIT C
Userlles:
DIT-{ONTEXT-USE-RULE ::= CLASS {
&afktributeType ATTRIBUTE. &id UNIQUE,
&Mpndatory CONTEXT OPTIONAL,
&Optional CONTEXT OPTIONAL}
WITH| SYNTAX {
ATTRIBUTE TYPE &attributeType

bntext

SN.1

used

b) the mandatoryContexts component specifies context types that shall be associated with an atfribute

exist

ribute

value of the given type whenever the attribute is stored. If this is omitted but mandatoryConteits is

hisis
or the
itS.

bntext

. 1
o TtoryT

[OPTIONAL CONTEXTS &Optional] }

13.11 Friendsdefinition

The definition of a set of friends involves:

a) specifying the anchor attribute that has the set of friends;
b) specifying the set of attributes that are the friends of the anchor.

The FrRIENDS information object classis provided to facilitate the documentation of sets of friends:

FRIENDS ::= CLASS {
&anchor  ATTRIBUTE.&id UNIQUE,
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&Friends ATTRIBUTE }

WITH

SYNTAX {

ANCHOR &anchor
FRIENDS &Friends }

Any given attribute can only have one set of friendsin any subschema.

Exam

ple:

postal FRIENDS ::= {
ANCHOR {postalAddress}
FRIENDS { physicalDeliveryOfficeName |

___ streetAddress }

13.12

Whil¢ these Directory Specifications specify syntaxes as ASN.1 data type, LDAP assigns object ‘identifier
differpnt syntaxes. The following information object class may be used to define LDAP syntaxes.

SYNTAX-NAME ::= CLASS {

&desc UTF8String,

&Type,

&if OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {

DEEC &desc

DIRECTORY SYNTAX &Type

ID &id }
The different fields have the following meeting:

Rec.

14

141

The [
needs
atribi

Form

postalCode |
postOfficeBox |

Syntax definitions

a) thesdesc fieldisused for specifying the LDAP description of the syntax;

b) the eType field is used for specifying the corresponding ASN.1 data type for the syntax as specif
used by these Directory Specifications; and

¢) thesid fieldisfor specifying the object identifier assigned to the syntax.
TU-T X.520 | ISO/IEC 9594-6 defines syntaxes based on this information object class:

Directory System Schema

Overview

irectory System Schema.is a-set of definitions and constraints concerning the information that the Directory
to know in order to-operate correctly. This information is specified in terms of subentries and opera
ites.

DTE — The systemé&chema enables the directory system to, for example:

prevent the ‘@ssociation of subentries of the wrong type with administrative entries (e.g., the creation of a subs
subentry-subordinate to an administrative entry defined only as a security administrative entry);

to ajperson's entry).

o the

ed or

itself
itional

chema

preventithe addition of inappropriate operational attributes to an entry or subentry (e.g., a subschema operational attribute

A1y, /the Directory System Schema comprises a set of

a) Object class definitions that define the attributes that shall or may be present in a subentry of a
class;

given

b) Operationa Attribute Type definitions that specify the characteristics of operationa attributes known and

used by the Directory.

The complete definition of an operational attribute includes a specification of the way in which the Directory uses and
(if appropriate) provides or manages the attribute in the course of its operation.

The Directory System Schema is distributed, like the DIB itself. Each Administrative Authority establishes the part of
the system schemathat will apply for those portions of the DIB administered by the authority.

The Directory System Schema defined in this Directory Specification is an integral part of the Directory System itself.
Each DSA participating in a directory system requires a full knowledge of the system schema established by its
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Administrative Authority. The system schema for an Administrative Area may be defined by the Administrative
Authority using the notation defined in this clause.

The Directory System Schemais not regulated by DIT structure or content rules. When an element of system schemais
defined, a specification of how it isused and where it appearsin the DIT is provided.

Certain aspects of the directory system schema are specified in the following subclauses.

The directory system schema required to support directory distribution is specified in clauses 25 through 28.

14.2 System schema supporting the administrative and operational infor mation model

Although subentry and subentryNameForm are specified using the notation of clause 13, subentries are not
regulated by DIT structure or DIT content rules,

14.21 Subentry object class

The gubentry object classis a structural object class and is defined as follows:

subehtry OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND structural
MUET CONTAIN {commonName |
subtreeSpecification}
LDAP-NAME {"subentry"}
ID id-sc-subentry }

14.2.2  Subentry nameform

The gubentryNameForm name form alows entries of class subentry tobenamed using the commonName attribjite:

subeptryNameForm NAME-FORM ::= {

NAMES subentry
WIH ATTRIBUTES {commonName }
ID id-nf-subentryNameForm }

No other name form shall be used for subentries.

14.2. Subtree Specification operational attribute

The gubtreeSpecification operationa attribute type, whose semantics are specified in clause 12, is defined as
follows:

subtfreeSpecification ATTRIBUTE ::= {

WIH SYNTAX SubtreeSpecification

USAGE directoryOperation
LDAP-SYNTAX subtreeSpec.&id

LDAP-NAME "subtreeSpecification"

ID id-oa-subtreeSpecification }

area possibly with.refinement by selection on an object class filter) which may be subject to the policies defined by the

NOTE — Thispermits a single complex policy (e.g., a search-rule) to be directed at many object class combinations, in digoint
iong of¢an administrative area, while being defined in a single subentry.

14.3 System schema supporting the administrative model

The Administrative Model defined in clause 11 requires that administrative entries contain an administrativeRole
attribute to indicate that the associated administrative areais concerned with one or more administrative roles.

The administrativeRole operational attribute typeis specified asfollows:

administrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS.&id

EQUALITY MATCHING RULE objectIdentifierMatch
USAGE directoryOperation
LDAP-SYNTAX oid.&id

LDAP-NAME "administrativeRole"

ID id-oca-administrativeRole }
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The possible values of an attribute of this type defined by this Directory Specification are:

id-ar-autonomousArea
id-ar-accessControlSpecificArea
id-ar-accessControlInnerArea
id-ar-subschemaAdminSpecificArea
id-ar-collectiveAttributeSpecificArea
id-ar-collectiveAttributeInnerArea
id-ar-contextDefaultSpecificArea
id-ar-serviceSpecificArea
id-ar-pwdAdminSpecificArea

The semantics of these values are defined in clause 12.

Thea i strat eRole aH-OHal—e LHE Lol SLH-&LE HO a a amae L a
an agministrative entry. A subentry not of a class permitted by the administrativeRole attribute mayq
suborfinate to the administrative entry.
14.4( System schema supporting general administrative and operational requirements
The fpllowing clauses describe subschema operational attributes which are not attributes in the- usbid sense (i.e., g
held yithin an entry), but may be thought of as 'virtual' attributes, representing information Which is derivable
from pxisting operational attributes, their values, and other information). Such virtual attributes are valid for all g
withip an administrative area. This has the effect that these subschema operationa atttibates appear to be pres
every|entry.
1441 Timestamps
An afribute of the createTimestamp oOperational attribute type indicatesthé time that an entry was created:
creafeTimestamp ATTRIBUTE ::=

WIH SYNTAX GeneralizedTime

--| as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

EQPALITY MATCHING RULE generalizedTimeMatch

ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime.&id

LDAP-NAME "createTimeéstamp"

ID id-oa-createTimestamp }
An atfribute of themodi fyTimestamp.Operational attribute type indicates the time that an entry was last modified;
modifyTimestamp ATTRIBUTE-::= {

WIFH SYNTAX GeneralizedTime

--l|as per 46.3 b) or(c) of Rec.ITU-T X.680 | ISO/IEC 8824-1

EQPALITY MATCHING -RULE generalizedTimeMatch

ORPERING MATCHING-RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime.&id

LDAP -NAME "modifyTimestamp"

ID id-oca-modifyTimestamp }
An at! =

re not
(e._g.,
ntries
ent in

the entry (see 15.3) was created or last modified. It is availablein every entry:

subschemaTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime

as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation

ID

id-oa-subschemaTimestamp }
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65


https://standardsiso.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

| SO/l EC 9594-2:2014 (E)

The generalizedTimeMatch and generalizedTimeOrderingMatch matching rules are defined in
Rec. ITU-T X.520 | ISO/IEC 9594-6.

14.4.2 Entry Modifier operational attributes

An attribute of the creatorsName operational attribute type indicates the distinguished name of the Directory user that
created an entry:

creatorsName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn.&id
LDAP-NAME "creatorsName"

id-oa-creatorsName }

ribute of the modifiersName operational attribute type indicates the distinguished name of the Directory user

that 1ast modified the entry:

modifiersName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQPALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO| USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn.&id
LDAP-NAME "modifiersName"
ID id-oa-modifiersName }

14.4.3 Subentry identification operational attributes

An atfribute of the subschemaSubentryList operational attributetype identifies the subschema subentry that ggverns
the entry. It isavailable in every entry:

subsfhemaSubentryList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQPALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO| USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX dn.&id
LDAP-NAME {"siibschemaSubentry"}
ID ¥d-oa-subschemaSubentryList }

An dftribute of the accessControlsubentryList operationa attribute type identifies all access control subgntries
that &ffect the entry. It is available in every entry.

accepsControlSubentrylList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQPALITY MATCHING RULE distinguishedNameMatch
NO| USER MQDIFICATION TRUE
USAGE directoryOperation
ID id-oa-accessControlSubentryList }

An atfribute of the collectiveAttributeSubentryList operationa attribute type identifies all collective attribute
subentries that affect the entry. It isavailablein every entry:

collectiveAttributeSubentryList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-collectiveAttributeSubentryList }

An attribute of the contextDefaultSubentryList operational attribute type identifies all context default subentries
that affect the entry. It isavailablein every entry:

contextDefaultSubentryList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName

66 Rec. ITU-T X.501 (10/2012)


https://standardsiso.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

| SO/l EC 9594-2:2014 (E)

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-contextDefaultSubentryList }

An attribute of the serviceadminSubentryList operationa attribute type identifies all service administration
subentries, if any, that affect the entry. It isavailable in every entry affected by any such subentry.

serviceAdminSubentryList ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-serviceAdminSubentryList }
An gtribute of the pwdAdminSubentryList oOperationa attribute type identifies the password adminisd'ation

ry, if any, that affect the entry. It is available in every entry affected by any such subentry.

inSubentryList ATTRIBUTE ::= {

H SYNTAX DistinguishedName

ALITY MATCHING RULE distinguishedNameMatch

GLE VALUE TRUE

USER MODIFICATION TRUE

GE directoryOperation

P-SYNTAX dn.&id

P-NAME "pwdAdminSubentryList"
id-oa-pwdAdminSubentryList }

The jassubordinates operationa attribute indicates whether any subordinate entries exist below the entry holding

prevent disclosure of the existence of subordinates, the operational attribute itself shall be protected by access contfols.

NOTE — A vaue of TRUE may be returned when no subordideates exist if all possible subordinates are available only thrpugh a
ndn-specific subordinate reference (see Rec. ITU-T X.518.f/SO/IEC 9594-4) or if the only subordinates are subentries of child
ily members.

bordinates ATTRIBUTE ::= {

WIH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }

145 System schema stpporting access control

If a gubentry containg prescriptive access control information, then its objectclass attribute shall contain the|value
accepsControlSubentry.

accepsControlSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-accessControlSubentry }

A subentry of this object class shall contain precisely one prescriptive ACI attribute of atype consistent with the value
of the accessControlScheme attribute of the corresponding access control specific point.

14.6 System schema supporting the collective attribute model

Subentries supporting collective attribute specific or inner administrative areas are defined as follows:
collectiveAttributeSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-collectiveAttributeSubentry }

A subentry of this object class shall contain at least one collective attribute.
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Collective attributes contained within a subentry of this object class are conceptually available for interrogation and
filtering at every entry within the scope of the subentry's subtreeSpecification éttribute, but are administered via
the subentry.

ThecollectiveExclusions operational attribute allows particular collective attributes to be excluded from an entry:

collectiveExclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

ID id-oa-collectiveExclusions }

This attribute is optional for every entry.

clude al collective attributes from an entry.

14.7 System schema supporting context assertion defaults

Subentries providing default values for context assertions are defined as follows:

contpxtAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary
MUBT CONTAIN {contextAssertionDefaults}
ID id-sc-contextAssertionSubentry }

A subjentry of this object class shall contain acontextAssertionDefaults attribute:

contpxtAssertionDefaults ATTRIBUTE ::= {
WITH SYNTAX TypeAndContextAssertion
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-oa-contextAssertionDefault }

Wherjever a context is evaluated and no context assertionsis provided by the user, the Directory provides cpntext
assertion defaults equal to the values of this attribute in«the context assertion subentry controlling the entry |being
accesped, as described in 8.9.2.2.

NQTE — TypeAndContextAssertion iS defined in 7.6 of (and evaluation of it is defined in 7.6.3 of) Rec. ITU-T H.511 |
ISO/IEC 9594-3.

14.8 System schema supporting thesser vice administration model

servliceAdminSubentry OBJECT-GLASS ::= {

KIND auxiliary
MUBT CONTAIN {searchRulés}
ID id-sc-gerviceAdminSubentry }

A subjentry of this object.class shall contain a searchRules operationa attribute:

searfhRules ATTRIBUTE ::= {

WIH SYNTAX SearchRuleDescription
EQPALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

ID id-oa-searchRules }

SearbhRulebBeseription—+=—SEQUENCE—{

COMPONENTS OF SearchRule,
name [28] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description [29] UnboundedDirectoryString OPTIONAL,

A value of the searchRules operational attribute is either a search-rule containing actual search restrictions, or itisa
dummy search-rule that specifies no search restrictions at all. This dummy search-rule is identified by having an id of
zero and by having no serviceType component (or any other components of searchrule other than id and dmdz1d).
dmd1d isan identifier for the controlling DMD (see 6.4).
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14.9 System schema supporting password administration

If a subentry holds password policy information, then its objectcClass attribute shall contain the value
pwdAdminSubentry:

pwdAdminSubentry OBJECT-CLASS ::= {
KIND auxiliary
MUST CONTAIN { pwdAttribute }
LDAP -NAME {"pwdAdminSubentry"}
ID id-sc-pwdAdminSubentry }

A subentry of the object class pwdadminsubentry may contain the following attributes pwdModi fyEntryAllowed,
pwdChangeAllowed, pwdMaxAge, pwdExpiryAge, pwdMinLength, pwdVocabulary, pwdAlphabet,
pwdDictionar pwdExpiryWarning pwdGraces pwdFailureDuration pwdLockoutDuration,
pwdMpxFailures, pwdMaxTimeInHistory, pwdMinTimeInHistory, pwdHistorySllots,
pwdRpcentlyExpiredDuration, pwdEncAlg.

pwdAktribute contains the password attribute that is being controlled by the password administration subentry.
Every password attribute can only have at most one password policy that applies to it. If twe_or more shibtree
specifications overlap, then only one of them can apply to each entry in the overlapping space-as controlled by the
pwdAfiminSubentryList attributein each entry.

pwdAftribute ATTRIBUTE ::= {

WIH SYNTAX ATTRIBUTE. &id
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE

LDAP-SYNTAX oid.&id

LDAP-NAME "pwdAttribute"

ID id-at-pwdAttribute }

One password attribute is currently defined, userpwd which contains.a password stored in clear text or encrypted. This
attribyite shall have a matching rule for comparison of a proposed password value with the password value stored|in the
Directory. For each defined password attribute, two attributesfor password history and recently expired paspword
respettively are needed as well as a matching rule for comparison of a presented password value with a password stored
in the history. The attribute userPwdHistory and the matching rule userpPwdHistoryMatch are defined fpr the
userpwd password attribute. The atribute WserPwdRecentlyExpired and the matching | rule
userpwdHistoryMatch are defined for the userpPwd Using the userpwd type.

If new password attributes using other syntaxes‘are needed, new attributes and new matching rules will also be defined.
The fpllowing parameterized objects can be used'for that.

14.9. Definition of an history attribute from the password attribute, the history matching rule and an ¢bject

identifier
pwdHf story{ATTRIBUTE:passwordAttribute, MATCHING-RULE: historyMatch, OBJECT IDENTIFIER:ild}
ATTRIBUTE ::= {

WIfH SYNTAX PwdHistory{passwordAttribute}

EQUALITY MATCHING -RULE historyMatch

USAGE directoryOperation

ID id}
PwdHfistory{ATTRIBUTE:passwordAttribute} ::= SEQUENCE {

time GeneralizedTime,

papsword passwordAttribute. &Type,

..

14.9. Defnition of arecently expir ed password atir Ibute ir om the password atiribute and an obj ect identifier
pwdRecentlyExpired{ATTRIBUTE:passwordAttribute, OBJECT IDENTIFIER:id} ATTRIBUTE ::= {
WITH SYNTAX passwordAttribute.&Type
EQUALITY MATCHING RULE passwordAttribute.&equality-match
SINGLE VALUE TRUE
USAGE directoryOperation
ID id}

14.9.3 Definition of a password history matching rule from the password attribute and an object identifier
pwdHistoryMatch{ATTRIBUTE:passwordAttribute, OBJECT IDENTIFIER:id}
MATCHING-RULE ::=

SYNTAX passwordAttribute.&Type

ID id}

Rec. ITU-T X.501 (10/2012) 69


https://standardsiso.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

SO/

EC 9594-2:2014 (E)

14.10 System schema supporting hierarchical groups

hierarchyLevel ATTRIBUTE ::= {
WITH SYNTAX HierarchyLevel
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hierarchyLevel }
HierarchyLevel ::= INTEGER
hierarchyBelow ATTRIBUTE ::= {

WIFH SYNTAX HierarchyBelow

EQEALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hierarchyBelow }
HierprchyBelow ::= BOOLEAN
hierprchyParent ATTRIBUTE ::= {

WIH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-hierarchyParent }
hierprchyTop ATTRIBUTE ::= {

WIH SYNTAX DistinguishedName

EQPALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-hierarchyTop, ¢
Theq

Dired

memlper of a hierarchical group. This attribute shall*take the value zero for the hierarchical top. This attribute sh

be pr¢
The y

fory shall create and maintain this attribute. The Directory shall delete this attribute when the entry is no |

bsent in a child family member.

indi
hier.
attrib

The 1
existi

ierarchyBelow operational attributé-indicates whether the entry has any hierarchical children. A value of

es that hierarchical children exist. A value of FALSE or the absence of the attribute type indicates th
chical children exist. The Directory shall creste and maintain this attribute. The Directory shall delet
ite when the entry is no longef member of a hierarchical group.

ierarchyParent attfibute shall be present in an Add Entry or Modify Entry operation when a new entry
hg entry becomes @-hierarchical child. The attribute value shall be the distinguished name of the immeg

ierarchyLevel operational attribute shall be preésent in any entry that is a member of a hierarchical grouI. The

onger
| not

TRUE
at no
e this

or an
iately

hierajchical parent. If\the immediately hierarchical parent is a compound entry, the value shal be the distingdished

namej
attrib
that i

Then

of the ancestor{ Otherwise, the Directory shall return an Update Error with problem parentNotancestor]
ite shall not\be present in a child family member, in an entry that is not within a hierarchical group, nor an
b the hierarchical top.

ierarchyTop attribute points to the top entry of the hierarchical group. This attribute is supplied and main

. This
entry

ained

by th

p Ditectory. The attribute value shall be the distinguished name of the top entry. If the top entry is a com,

ound

entry, the value shall be the distinguished name of the ancestor. This attribute shall not be present in a child family
member, in an entry that is not within a hierarchical group, nor an entry that is the hierarchical top.

NOTE — This attribute provides a unique identification of the hierarchical group to which the entry belongs.

When an entry within a hierarchical group is deleted by a Remove Entry operation, all its hierarchical children are
removed from the hierarchical group.

14.11 Maintenance of system schema

It isthe responsibility of DSAs to maintain consistency of subentries and operational attributes with the system schema.
Inconsistency between various aspects of system schema, and between system schema and subentries and operational
attributes, shall not occur.
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The Directory executes entry addition and modification procedures whenever a new subentry is added to the DIT or an
existing subentry is modified. The Directory shall determine whether the proposed operation would violate the system
schema; if it does, the modification shall fail.

In particular, the Directory ensures that subentries added to the DIT are consistent with the values of the
administrativeRole dttribute, that the attributes within the subentry are consistent with the values of the subentry's
objectClass dattribute.

The value of the administrativeRole attribute may be modified to permit classes of subentries to be subordinate to
the administrative entry that are not yet present. The value of the administrativeRole attribute shall not be modified
S0 asto cause existing subentries to become inconsistent.

The Directory also ensures, where the values of operational attributes are provided by the Directory, that they are
correct

1412 System schemafor first-level subordinates

The Directory enforces the following rules and constraints on entries created immediately subordinate tothie DIT rpot:
—  All such entries shall be created as administrative point entries.

— The object class and naming attributes of such entries shall be as specifiedtin~Rec. ITU-T X|660 |
ISO/IEC 9834-1.

15 Directory schema administration

15.1 Overview

The qverall administration of the directory schema of the global DIT.istealized through independent administrat|on of
the sybschemas of the autonomous administrative areas of the DIT Demains that constitute the global DIT.

Coordlination of the administration of the directory schema at boundaries between DIT Domainsis a subject for bilateral
agreement between DMOs and is beyond the scope of this Djrectory Specification.

The qubschema administrative capabilities defined in thisiclause for the purpose of managing a DIT domain include:
a) creation, deletion and modification of subschema subentries;

b) support of the publication mechanism for the purpose of permitting DSASs to include schema information
in operational binding protocol.exchanges and DUASs to retrieve subschema information via DAP;

¢) subschema regulation for.the” purpose of ensuring that any modify operations will be performed in
accordance with the applieable subschema specification.

152 Policy objects

A sulischema policy object.may be one of the following:

— asubschiema administrative area;

— an ebject or aias entry within a subschema administrative area;
— -auser attribute of such an object or alias entry.

An autonomous administrative area may be designated as a subschema specific administrative area in ordler to
admii st the subschema. This shall be indicated by the presence of the vaue id-oa-

subs = Yok o= AT e EasSocTared ol Stratrve e VS adl a VeRole acldition

to the presence of the value id-oa-autonomousArea, and possibly other values).

Such an autonomous administrative area may be partitioned in order to deploy and administer the subschema of the
specific partitions. In this case, the administrative entries for each of the subschema specific administrative areas are
indicated by the presence of the value id-oa-subschemaAdminSpecificArea In these entries
administrativeRole attributes.
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15.3 Policy parameters

Subschema policy parameters are used to express the policies of the subschema Administrative Authority. These
parameters, and the operational attributes used to represent them, are:

— aDIT dtructure parameter: used to define the structure of the subschema administrative area and to store
information about obsolete DIT structure rules which some entries may have identified as their
governing DIT structure rule. This parameter is represented by the diTstructureRules and
nameForms operational attributes;

— aDIT content parameter: used to define the type of content of object and alias entries contained within
the subschema administrative area and to store information about obsolete DIT content rules which the
Directory may have used in determining the content of some entries. This parameter is represented by the
dITContentRules, objectClasses, attributeTypes, contextTypes, friends, and
dITContextUse Operational attributes;

— amatching capability parameter: used to define the matching capabilities supported by matching rules as
applied to the attribute types defined in a subschema administrative area. This parameter i$ repregented
by thematchingRules and matchingRuleUse Operational attributes.

A sirjgle subschema subentry is used by the subschema authority to administer the subschema'for the subs¢hema
administrative area. For this purpose, the subschema subentry contains the operational attributeSepresenting the policy
parameters used to express subschema policies. The subtreespecification attribute of (@ subschema subentry shall
specify the whole subschema administrative areg, i.e., it shall be an empty sequence.

The subschema subentry is specified as follows:

subsfhema OBJECT-CLASS ::= {

KIND auxiliary

MAY CONTAIN { dITStructureRules |
nameForms |
dITContentRules |
objectClasses |
attributeTypes |
friends |
contextTypes |
dITContextUse |
matchingRules |
matchingRuleUse |
ldapSyntaxes }
ID id-soc-subschema }

The gperational attributes of the subschemasubentry are defined in 15.7.

154 Policy procedures

Therg are two policy procedures associated with subschema administration:
— asubschemamodification procedure;
— an entry_ modification procedure.

155 Substhema madification procedures

A subschema~authority may administer a subschema in a dynamic fashion, including making restrictive subs¢ghema
modl ications. ThIS may be accompllshed by modlfymg the values of the subschema operatlonal attrlbutes using

area. A subschema authorlty may also create new subschema areas, or remove eX|st|ng subschema areas by creating or
removing subschema subentries, respectively.

Before the subschema authority extends the DIT structure or DIT content rules by adding a new rule, or by adding an
auxiliary object class, or a mandatory or an optional attribute to an existing rule, the referenced schema information
shall be described in the appropriate attribute in the subschema subentry. Name forms, object classes, attribute types
and matching rules that are referenced (directly or indirectly) by a dITStructureRule, dITContentRule OF by a
matchingRuleUse attribute shall not be removed from the subschema subentry.

The definition of information objects such as object classes, attribute types, matching rules, name forms and LDAP
syntaxes, which have been registered (i.e., assigned a name of type object identifier), are static and cannot be modified.
Changes to the semantics of such information objects require the assignment of new object identifiers.
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DIT structure and DIT content rules may be active or obsolete. Only active rules are used to regulate the DIT. The
identification and preservation of obsolete rulesisan administrative convenience allowing location (and possibly repair)
of entries added under old rules that have since changed.

This obsolete mechanism shall be used where restrictive changes are made to DIT structure or DIT content rules
creating inconsistencies in the DIB; otherwise, the appropriate active rule may be modified directly. The Directory
permits deletion of obsolete rules at any time.

NOTE — The obsolete mechanism provided in subschema operational attributes ensures that all entries with obsolete schema can
be identified and repaired before the obsol ete subschema operational attribute is deleted.

It is the responsibility of the Subschema Administrative Authority to maintain consistency of entries with the active
subschema by means of the Directory abstract service, or by other local means. This may be done at the convenience of
the Subschema Administrative Authority. It is not defined when such an adjustment of inconsistent entries should be
done : :UVVCVU, dc:ﬁl.‘luu Uf u'uau:etc |u:m |JI ;UI tU thC :U\..at;un (=] Id IC‘JC!;I Uf ;I TCUI IDISI.J-U It <l Itl ICD VV;:: III(J:\C thl taSk

more(difficult.

15.6 Entry addition and modification procedures

The Directory executes entry addition and modification procedures whenever a new entry is added to the DIT|or an
existing entry is modified. The Directory shall determine whether the proposed operation wouldviolate a substhema
policy.

In paticular, the Directory shall ensure that entries added to the DIT are consistent.with appropriate active¢ DIT
structure and DIT content rules.

The Directory shall allow interrogation of entries which are inconsistent with their active rules.

The Directory enforces active rules when requested to modify the DIB. If anentry is inconsistent with its active fule, a
request to modify the entry shall be permitted if it repairs an existinglinconsistency, or does not introduce @ new
inconsistency. A request which introduces a new inconsistency shall fail*

For any valid entry in a valid subschema administrative area, there'ean be only one most subordinate structural phject
class|in the structural object class superclass chain. When an_eritty is added to the DIT, the Directory determings this
most pubordinate structural object class from the objectclass attribute values provided and permanently associptes it
with fhe entry viathe entry's structuralobjectClass attribute.

Wher} an entry is created, values of the objectclass attribute shall be provided so that the content of the entry is
consigtent with the DIT content rule governing thetentry. In particular, where a value of the objectclass atfribute
identiffies a particular object class having superetasses other than top, then valuesfor all of these superclasses sha|l also
be provided. Otherwise, the Directory operation creating the entry shall fail.

Diredtory users may subsequently add or delete values of the objectclass attribute for the auxiliary object clagses of
an entry. The content of an entry shall’remain consistent with the DIT content rule governing the entry following a
change to the values of the onjectclass attribute. In particular, where a value of the objectclass attribute
identifies a particular object ¢lass having superclasses other than top is added or deleted, then values for all of|these
superflasses shall aso be.added or deleted, except where such superclasses are also present in the superclass ¢hains
assoc|ated with other valles'not being added or deleted respectively.

15.7 Subschema policy attributes

The fpllowing:subclauses specify the subschema policy operational attributes. These attributes are:

~ ' present in the subschema subentry. The values of these attributes are administered via Directory modify
operations using the distinguished name of the subschema subentry;

— availablefor interrogation in all entries governed by the subschema.

The ASN.1 parameterized type unboundedDirectoryString, Used in the following definitions, is defined in Rec.
ITU-T X.520 | ISO/IEC 9594-6.

The integerFirstComponentMatch and objectIdentifierFirstComponentMatch equality matching rules are
also defined in Rec. ITU-T X.520 | ISO/IEC 9594-6.

For management purposes, a number of human-readable name components and a description component are
optionally allowed as components of a humber of the subschema policy operational attributes defined in the following
subclauses.
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A number of subschema policy operational attributes defined in the following subclauses contain an obsolete
component. This component is used to indicate whether the definition is active or obsolete in the subschema
administrative area.

15.7.1 DIT Structure Rules operational attribute

The diTstructureRules operational attribute definesthe DIT structure rules which are in force within a subschema:

dITStructureRules ATTRIBUTE ::= {

WITH SYNTAX DITStructureRuleDescription

EQUALITY MATCHING RULE integerFirstComponentMatch

USAGE directoryOperation

LDAP-SYNTAX dITStructureRuleDescription.&id

LDAP-NAME "dITStructureRules"

ID id-soa-dITStructureRule }
DITSkructureRuleDescription ::= SEQUENCE {

COMPONENTS OF DITStructureRule,

name [1] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,

depcription UnboundedDirectoryString OPTIONAL,

obgolete BOOLEAN DEFAULT FALSE,

b
The diTstructureRules operational attribute is multi-valued; each value defines one DLF structure rule.
The gomponents of DITStructureRule have the same semantics as the corresponding ASN.1 definition in 13.7.
15.7.2 DIT Content Rules operational attribute
The qITContentRules oOperationa attribute defines the DIT content rules which are in force within a subsc
Each \value of the operational attribute istagged by the object identifier ofythe structural object class to which it pet
dITCpntentRules ATTRIBUTE ::= {

WITH SYNTAX DITContentRuleDescription

EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

LDAP-SYNTAX dITContentRuleDesceription.&id

LDAP-NAME "dITContentRules™

ID id-soa-dITContentRules }
DITCpntentRuleDescription ::= SEQUENCE {

COMPONENTS OF DITContentRule,

name [4] SET SIZE (1.:MAX) OF UnboundedDirectoryString OPTIONAL,

depcription UnboundedDirectoryString OPTIONAL,

obgolete BOOLEAN-DEFAULT FALSE,

by
The d1TCcontentRules operationa attribute is multi-valued; each value defines one DIT content rule.

Thed

15.7.

pMponents of bIT¢ontentRule have the same semantics as the corresponding ASN.1 definition in 13.8.2.

M atching'Rules oper ational attribute

ThenfatchingRules operational attribute specifies the matching rules used within a subschema:

~

nema.
tains:

matchingRules ATTRIBUTE ::= {
WITH SYNTAX MatchingRuleDescription
EQUAL MA p U objeactIdentifie irstComponen atech
USAGE directoryOperation
LDAP-SYNTAX matchingRuleDescription.&id
LDAP-NAME "matchingRules"
ID id-soa-matchingRules }

MatchingRuleDescription ::= SEQUENCE {

identifier MATCHING-RULE. &id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [0] UnboundedDirectoryString OPTIONAL,

74

-- describes the ASN.1l syntax

-}
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The identifier component of a value of the matchingRules dattribute is the object identifier identifying the
matching rule.

The description component contains anatural language description of the algorithms associated with the rule.
The information component contains the ASN.1 definition of the assertion syntax of therule.

Such an ASN.1 definition shall be given as an optional ASN.1 Imports production, followed by optional ASN.1
Assignment productions, followed by an ASN.1 Type production. All type names defined in Directory modules are
implicitly imported and do not require explicit import. All type names, whether imported or defined via an Assignment,
are local to the definition of this syntax. If the ASN.1 type includes a user-defined constraint and is not one of the
ASN.1 types defined in the Directory modules, then the |ast UserDefinedConstraintParameter Of the constraint

shall be an actual parameter whose governing type is syntaxConstraint and whose value is the object identifier
asggnndfnthnrnndTﬂnf

SyntpxConstraint ::= OBJECT IDENTIFIER

NOTE 1—-The ASN.1 productions Imports, Assignment, and Type are defined in Rec. ITU-T X.680 |(ISO/IEC 8824-1.
UgderDefinedConstraintParameter iSdefined in Rec. ITU-T X.682 | ISO/IEC 8824-3.

NOTE 2 — A typical ASN.1 definition is simply a Type name.

ThenatchingRules operational attribute is multi-valued; each value describes one matching rule.

15.7.4  Attribute Types operational attribute

The dttributeTypes operationa attribute specifies the attribute types used within@subschema:

attrfibuteTypes ATTRIBUTE ::= {

WITH SYNTAX AttributeTypeDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponéntMatch
USAGE directoryOperation

LDAP-SYNTAX attributeTypeDescription.&id
LDAP-NAME "attributeTypes"

ID id-soa-attributeTypes.}

AttrlibuteTypeDescription ::= SEQUENCE ({

idpntifier ATTRIBUTE. &id,

name SET SIZE (1..MAX) OF, UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,

obgolete BOOLEAN DEFAULT FALSE,

information [0] AttributeTypeInformation,

b}

The 1dentifier component of a vaue of the attributeTypes attribute is the object identifier identifying the

AttrfibuteTypeInformation ::= SEQUENCE ({
defivation [0] ATTRIBUTE.&id OPTIONAL,
eqpalityMatch [1] MATCHING-RULE.&id OPTIONAL,
orfleringMatch [2] MATCHING-RULE. &id OPTIONAL,
substringsMatch [3] MATCHING-RULE.&id OPTIONAL,
atfributeSyntax [4] UnboundedDirectoryString OPTIONAL,
mufl ti~valued [5] BOOLEAN DEFAULT TRUE,
colllective [6] BOOLEAN DEFAULT FALSE,
DEFAULT TRUE,
application AttributeUsage DEFAULT userApplications,

The derivation, equalityMatch, attributeSyntax, multi-valued, collective and application
components have the same semantic as the equivalent pieces of notation introduced by the corresponding information
object class.

The attributeSyntax component contains atext string giving the ASN.1 definition of the attribute's syntax. Such an
ASN.1 definition shall be given as specified for the information component of the Matching Rules operational
attribute.
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15.75 Object Classes operational attribute

The objectClasses operational attribute specifies the object classes used within a subschema.

objectClasses ATTRIBUTE ::= {

WITH SYNTAX ObjectClassDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX objectClassDescription.&id
LDAP -NAME "objectClasses"
ID id-soa-objectClasses }
ObjectClassDescription ::= SEQUENCE {
identifier OBJECT-CLASS.&id,
na SET—SIZE (T —MAX)OF UnboumdedbirectoryStrinmg OPTIONAL, ]
deEEription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
information [0] ObjectClassInformation,
by

The identifier component of avalue of the objectclasses attribute is the object identifier, identifying the pbject
class.

The dbjectClasses operationa attribute is multi-valued; each value describes one object class:

ObjeftClassInformation ::= SEQUENCE {
supclassOf SET SIZE (1l..MAX) OF OBJECT-CLASS.&id OPTIONAL,
kipnd ObjectClassKind DEFAULT structural,
mahdatories [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
opkionals [4] SET SIZE (1..MAX) OF ATTRIBUTE.é&id OPTIONAL,
S

The dubclassof, kind, mandatories and optionals components have the same semantics as the correspanding
pieces of notation introduced by the corresponding information object class.

15.7.6 Name Formsoperational attribute

The nameForms operational attribute specifies the name forms used within a subschema.

nameforms ATTRIBUTE ::= {

WIH SYNTAX NameFormDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX nameFormDescription.&id
LDAP -NAME "nameForms"
ID id-soa-nameForms }
NameFormDescription ::£ 'SEQUENCE {
idpntifier NAME - FORM. &id,
napme SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obkolete BOOLEAN DEFAULT FALSE,

information \V[0] NameFormInformation,

NameFormInformation ::= SEQUENCE {

subordinate OBJECT-CLASS.&id,
namingMandatories SET OF ATTRIBUTE.&id,
namingOptionals SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

oo

The subordinate, namingMandatories and namingOptionals components have the same semantics as the
corresponding pieces of notation introduced by the corresponding information object class.
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15.7.7 Matching Rule Use oper ational attribute

ThematchingRuleUse Operationa attribute is used to indicate the attribute types to which a matching rule appliesin a
subschema:

matchingRuleUse ATTRIBUTE ::= {
WITH SYNTAX MatchingRuleUseDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX matchingRuleUseDescription.&id
LDAP-NAME "matchingRuleUse"
ID id-soa-matchingRuleUse }
MatchingRuleUseDescription ::= SEQUENCE {
idgntitier MATCHING-RULE. &1d,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,

information [0] SET OF ATTRIBUTE.&id,

The jdentifier component of a value of the matchingRulesUse dattribute is the object identifier identifying the
matching rule.

The information component of avalue identifies the set of attribute types to which the'matching rule applies.

15.7. Structural Object Class operational attribute type

Every entry inthe DIT hasa structuralobjectClass operational attribute which indicates the structural objec class
of thg entry:

strufpturalObjectClass ATTRIBUTE ::= {
WIH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
NO| USER MODIFICATION TRUE
USAGE directoryOperation
LDAP-SYNTAX oid.&id
LDAP-NAME "structuralObjectClass"
ID id-soa-structuralObjectClass }

15.7.9  Governing Structure Rule oper ational attribute

Every entry in the DIT, with the exception of administrative point entries that have no subschema subentry, [has a
govefningStructureRule operationa’ attribute which indicates the governing structure rule of the entry:

govefningStructureRule ATTRIBUTE ::= {

WIH SYNTAX INTEGER

EQUALITY MATCHING -RULE integerMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-governingStructureRule }

15.7.10 CentextTypesoperational attribute

The dontextTypes Operational attribute specifies the context types used within a subschema.

contextTypes ATTRIBUTE ::= {

WITH SYNTAX ContextDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-contextTypes }

ContextDescription ::= SEQUENCE {

identifier CONTEXT.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] ContextInformation,

o)
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The identifier component of avalue of the contextTypes operationa attribute is the object identifier identifying
the context type.

The contextTypes oOperational attribute is multi-valued; each value describes one context type:

ContextInformation ::= SEQUENCE {
syntax UnboundedDirectoryString,
assertionSyntax UnboundedDirectoryString OPTIONAL,

}

The syntax and assertionSyntax components have the same semantics as the corresponding pieces of notation
introduced in the corresponding information object class.

The syntax component and the assert:.onSyntax component each contaln atext strlng glvmg the ASN 1 definition

of th

prod
type
inclug
Userll
Synt
N
Ug
in
N

15.7.11 DIT Context Use operational attribute
The d1TContextUse Operationa attribute is used to indicate the contextswhich shall or may be used with an attri
dITCpntextUse ATTRIBUTE ::= {
WITH SYNTAX DITContextUseDescription
EQPALITY MATCHING RULE objectIdentifierFirstCoOmponentMatch
USAGE directoryOperation
ID id-soa-dITContextUse }
DITCpntextUseDescription ::= SEQUENCE {
identifier ATTRIBUTE. &id,
napme SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
deEcription UnboundedDirectoryString OPTIONAL,
obkolete BOOLEAN DEFAULT" FALSE,
information [0] DITContextUselnformation,
}
The jdentifier component of avalue of the dITContextUse oOperationa attribute is the object identifier

attrib
The

information component of a value identifies the mandatory and optional context types associated wi

ction. All type names deflned in Directory modules are implicitly imported and do not require explicit.i |mpo
ames, whether imported or defined via an Assignment, are local to the definition of this syntax. If-the/ASN.
les a user-defined constraint and is not one of the ASN.1 types defined in the Directory modules, then th
DefinedConstraintParameter of the constraint shall be an actual parameter whoseOgoverning ty
bxConstraint and whose value is the object identifier assigned to the constraint.

DTE 1—-The ASN.1 productions Imports, Assignment, and Type are defined in Rec. ITU-Ty X.680 | ISO/IEC §
erDefinedConstraintParameter iS defined in Rec. ITU-T X.682 | ISO/IEC 8824-3<SyntaxConstraint IS (
15.7.3.

DTE 2 — A typical ASN.1 definition issimply a Type name.

ite type to which it applies, The value id-oa-allattributeTypes indicatesthat it appliesto al attribute

optional

Type
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824-1.
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bute;
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attribyite type identified hy“identifier:

DITCpntextUseInformation ::= SEQUENCE {
mahdatoryContexts [1l] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
opkionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
b

15.7. 12—F+iendsoperational-att-bute

CHOSopTratto

The friends operationa attribute is used to indicate the sets of attribute types which are friends within a subschema:

friends ATTRIBUTE ::= {

WITH SYNTAX FriendsDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-friends }

FriendsDescription ::= SEQUENCE ({

anchor ATTRIBUTE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
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friends [0] SET SIZE (1..MAX) OF ATTRIBUTE.&id,

-}

The anchor component of a value of the friends attribute is the object identifier of the attribute type that is the
anchor to the set of friends. The £riends component of avalue of the friends attribute is the set of object identifiers
of the attribute types that are the friends of the anchor attribute type.
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SECTION 7 —DIRECTORY SERVICE ADMINISTRATION

16 Service Administration M odel

This clause provides a model for how an administrative authority can control, constrain and adjust the service both with
respect to what a user can specify in a Search, a Read or Modify Entry request and what information isto be returned.

16.1 Definitions

16.1. effectively present attribute type: An attribute type that is present in at least one non-negated filter item in
each pubfilter of a search filter and which fulfils the requirements as specified for that attribute type in)the rejevant
search-rule. For definitions of negated and non-negated filter items, see 7.8.1 of Rec. ITU-T X.511 | ISOJIEC 9594-3.

16.1.2 governing-search-rule: A search-rule with which a particular operation complies, and ‘which hag been

16.1.3 named-service: A collection of service-types that together provide an overal service, e.g., a White [Pages

16.1.% request-attribute-type: An attribute type that according to a search-rule specification may be represertted in
the filter of a Search operation.

16.1.6 Search-rule: The detailed specification of the service constraints/enhancement aspects provided for algiven
servige-type primarily intended for a given user-class and tailored t6.a'particular group of users.

16.1.7 service-type: A globaly unique identification of aService capability for a particular purpose within g well-
defingd scope, e.g., a capability of search for a particular type of entries within an area of the DIT. Not all aspects of a
servige-type may be available to all users.

16.1.8  subfilter: A Boolean component of a filtef that comprises only logical ANDs of non-negated filter itens and
of nepated filter items, i.e., that can be expressed informally as NOT (filter-item). Any filter can be expressefl in a
canorjical form comprising alogical OR of subfilters as discussed in Annex Q.

16.1.9 user-class: An identified set of-users that due to their functions, position in an organization, etc., can ipvoke
certain aspects of the service-types within a named-service. Different groups of usersidentified by their names within a
user-¢lass may see variationsin thelservice provided. A user group can span user-classes.

16.2 Service-type/user-elass model

The Directory Abstract\Service as specified in Rec. ITU-T X.511 | ISO/IEC 9594-3 is the representation of all the
servige capabilities offered by the Directory Specifications. A service-type is a subset of that service for performing a
partiqular function,e.g., searching for a particular type of object within a defined scope.

A naned-serviceis a collection of service-types for a particular purpose, e.g., to provide a White Pages servlice, a
partiqulartype of Y ellow Pages service, etc.

A servi ( pecify
entry mformanon selection, i.e.,, Read and Modify Entry operatlons For the purpose of service adm| nlstratlon aread
or a modifyEntry request is considered in some respect equivalent to a search request with subset equa to
baseObject and filter equal toand : {}. Service administration does not affect what information can be modified
by a Modify Entry operation. Thisis solely governed by access control.

An object identifier identifies a service type, thereby giving it a global unique identification. Different user-classes,
dependent on their role, position in the organization, etc., may have somewhat different perceptions of a service-type. A
user-class is identified by an integer that is only required to be unique with a DMD. Different DMDs could assign a
different identifier to what could be considered the same user-class. However, it is expected that administrative
authorities cooperating to provide a common named-service across several DMDs will coordinate the user-group
identifiers. Even for a particular user-class, there may be variations in the service available to users in the class. Such
variations are based on the distinguished names of the users. As an example, users of a particular user-class in one
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country may not have exactly the same view of a service-type as the users of the same user-class in another country,
e.g., to reflect loca privacy laws. The definition of a service-type for a user group is expressed by a search-rule
specifying the details as to how the operation isto be performed.

The service-type and the user-class for which it is primarily intended are indicated in a search-rule.

A user group may span several user-classes. A user within a user-class could possibly also utilize search-rules that were
primarily intended for other user-classes, e.g., users in a user class with a greater capability would also be granted
permissions intended for user-classes that are generally offered lower service capabilities.

A user group is not directly identified by a search-rule, but is indirectly identified by having the Invoke permission to
that search-rule. A user group can invoke any search-rule to which it has the Invoke permission. If a particular user has
the Invoke permission to several search-rules for the same service-type but for different user-groups, the procedures
defined in these Directory Specifications will, everything else being equal, select the search-rule with the highest user-
grouy identifier. This allows the administrative authority by proper assignment of user-class identifiers to contrgl this
selecfon.

16.3 Service-specific administrative areas

An aljitonomous administrative area may be designated as a service-specific administrative areadn-order to deplqy and
admimister search-rules. This shall be indicated by the presence of the value id-ar-servicespecificArea |n the
assoc|ated administrative entry's administrativeRole attribute (in addition to the presence of the value iq-ar-
autopomousArea, and possibly other values).

Such [an autonomous administrative area may be partitioned in order to deploy and-administer search-rules in sgecific
partitjons. In this case, the administrative entries for each of the service-specific administrative areas are indicaied by
the pilesence of the value id-ar-serviceSpecificArea in these entries administrativeRole atributes. Sprvice
policiles for superior service-specific administrative areas are not relevant subordinate to such an administrative entry.

If sugh an autonomous administrative area is not partitioned, there js asingle service-specific administrative arga for
search-rules encompassing the entire autonomous administrative area:

r more search-rules are represented in the Directory information model by a subentry, termed a service subentry,
objectClass attribute contains the value id-sc-serviceAdminSubentry, as defined in 14.8. A suberjtry of
lass shall be the immediate subordinate of an administrative entry whose administrativeRole atfribute

The gvaluation phase of an operation within a service-specific administrative area is among other dependent on| what
base pbject is used for the operation, possibly. after alias dereferencing. Search-rules are therefore tied to entries. When
object for an operation has been determined, the search-rules tied to that entry are candidates for governing the
search. The ties between search-rules within a subentry and entries within the service-specific administrative arga are
established by the subtreespecification operationa attribute of the subentry. The entries identified by the yalues
subtreeSpecification. Qperationa attribute are in this way tied to the search-rules placed in the|same

icular entry can be assaciated with search-rules from multiple subentries; these may have the same or diffferent
subtree specifications. Conyversely, different parts of the administrative area can be targeted by the one subentry,|using
multiple values of the 'subtree specification.

The grguments of, an-operation can be validated against a search-rule by using an algorithm called the search-valiglation
functijon.

Operation
arguments

TRUE (OK)
- » oor
FAL SE (not OK)

Search-validation
function
Search-rule
e o

X.501(12)_F16

Figure 16 — Sear ch-validation function
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An operation is valid and allowed to proceed if, and only if, the search-validation-function yields TRUE for at least one
of the available search-rules associated with the base object for the operation. For a search-rule to be available for an
operation, the requestor must have Invoke permissions to the attribute value that holds the search-rule. If there is only
one available search-rule with which the operation complies, this search-rule is called the governing-search-rule for that
operation, i.e., the search-rule that is used when the operation is further progressed. If there are several such search-
rules, one of these is selected by local choice as the governing-search-rule. The procedure for selecting a governing-
search-rule is given in 19.3.2.2.1 of Rec. ITU-T X.518 | ISO/IEC 9594-4. The governing-search-rule is thereby
permanently associated with the operation for its evaluation within the service-specific administrative area. Thisis also
the case when part of the operation is carried out by other DSAs holding parts of that service-specific administrative
area.

It is the choice of administrative authorities as to whether:

— 0 collect several search-rules req na different Invoke permissions into a single siben
requiring access control down to attribute value level if these Invoke permissions vary from va
value); or

—  to collect search-rules with the same access control permissions into distinct subentries,-so’that access
control permissions can be granted on the basis of permissions to the complete attribute; different
subentries can then hold different access control permissions.

e is no search-rule available for an operation specifying a base object entry within a service-specific
administrative area, or if the search validation function returns FALSE for all available search-rules, the operation is
rej with an error.

Therg may be users that should not be limited by service restrictions, e.g., administrators, and there may be eftries,

The gcope of a Search operation cannot cross the border of a service-specific administrative area. Rec. ITU-T X518 |
| SO/IEC 9594-4 specifies procedures that do not allow a Search operation starting within a particular service-sgecific
administrative area to go outside that area even when aliases,are dereferenced during the search evaluation. Likewise, a
search starting outside a service-specific administrative aféa cannot spread into that area.

16.4 I ntroduction to search-rules

Search-rules are expressions of policies that, on one hand, constrain and adjust operations that can be carried ot in a
regiofn of the DIT, and, on the other hand, assist in their execution by guiding the operation process. A search-rule has
the fdllowing main characteristics:

— it gives requirements_that an operation shall meet if the operation is to be carried out based oh that
search-rule;

— it specifies adjustment of the operation request;

— it provides_specification for details of the evaluation of the operation, e.g., by specifying relaxation
policiesif’'too many or too few entries are found for Search operation; and

—  ityrevides entry information selection specifications.

Wher} a processing of an operation starts, the base entry of the operation corresponds to one or more service subantries
whose subtree-specification values include that base entry. Thereby, potentially a number of candidate-search-rulles are
identified) The details of the operation are evaluated against these candidate-search-rules. An operation can oily be
executed IT a compatible search-rule can be found.

16.5 Subfilters

If asearch-ruleis designed to control the Search operation, it may specify a set of attribute types that may be present in
a filter of a search request. These attribute types are called the request-attribute-types for the search-rule. Other
attribute types shall not be present in the filter in any form, negated or non-negated. This subclause further qualifies
what it means for an attribute type to be present in a search filter. A search-rule aso specifies requirements on valid
combinations of request attribute types. It might be a requirement that certain attribute shall be present; it might be a
requirement that at least one out of two attribute types shall be present; it might be a requirement that one attribute type
is not allowed without another being present, etc. To further elaborate on how to express combinations, it is useful to
introduce the concept of subfilters.
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According to propositional calculus, any filter whatsoever can be written as a sequence of subfilters separated by OR
operators. This can be written as:

f:f1+f2+...+fr

where each subfilter, f;, is a sequence of filter items or negated filter items that are separated by AND operators, which
can be written as:

fi =filfi2 ... fis
where fj; is either afilter item or its negation.
The subfilter concept is further described in Annex Q.

For afilter to comply with a search-rule, each subfilter shall comply with the search-rule.

For affilter item to effectively represent an attribute type in a subfilter, it is required to comply with the requirements of
the rgquest-attribute-profile for the attribute type. The request-attribute-profiles are part of the search-rule spegifigation.
If a Jeast one filter-item for an attribute type in each subfilter complies with the request-attribute-profile fgr that
attribyite type, the attribute type is said to be an effectively-present-attribute-type.

16.6 Filter requirements

For an attribute type to be effectively present in afilter, the attribute type or, if the includesubtypes option pf the
request-attribute-profile is set, one of its subtypes shall be present in at least one nenznegated filter item off each
subfilter. Such a non-negated filter item shall comply with all of the following requirements:

— It shall be anon-negated filter item that is not one of the following types:
greaterOrEqual,
lessOrEqual,
present Of contextPresence unless explicitly allowedby the request-attribute-profile.
— It shal comply with the request-attribute-profile specification for that attribute type.

— Ifitisan extensibleMatch filter item, the attribute type shall be specified in the type component of
theMatchingRuleAssertion.

NOTE — If this last restriction is not introducedi-this filter item could implicitly include an unspecified nuniber of
attribute typesinto the search filter and thereby-impair the search validation procedure.
If an gttribute type is represented in afilter, it shall_be effectively present.

It is dlowed to have extensibleMatch filteritems without the type component in the filter. Their presence dogs not
affect| the search validation against search-rules. However, such a filter item shall only be applied to attributes Whose
types| are request-attribute-types, e\ represented in the governing-search-rule by a request-attribute-profile
(see 16.10.2).

16.7 Attribute infor mation selection based on sear ch-rules

Outsifle a service-specific-administrative area, attribute information returned is selected by the selection comgonent
of the operation requiest’ possibly modified by the operationContext 0Of the CommonArguments, and any cpntext
defaults established’either within a context default specific administrative area or by local context defaults. For a $earch
opergion, selegtion of information may also be modified by the matchedvaluesonly component ih the
SearfhArgument. However, when an operation is controlled by a governing-search-rule, this search-rule may specify
what |nformation is to be returned. When thisis the case, the user attribute information returned shall be the interspction
of whal the governing-search-rule specifies and what would have been returned had there been no governing-search-
rule. If the entry information selection in the selection component specifies selection of operational attributes, the
same rule shall apply for operational attributes. If the entry information selection does not specify return of operational
attribute information, operational attribute information returned shall solely be determined by the governing-search-
rule.

A governing-search-rule may specify what attribute information is to be returned completely independently of what
attribute types may be specified in asearch filter.

When information is to be returned based on hierarchical groups, selection of attribute information from such entriesis
based on the principle above, except that matchedvaluesonly specifications have no effect.

NOTE — Family member selection is not governed by the above principle (see 16.10.6).
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16.8 Access contr ol aspects of search-rules

Search-rules provide some additional access control capabilities besides those capabilities described in clause 18. In a
service-minded approach, it is necessary to apply restrictions on how operations can be formulated and what
information can be returned. This should be based not only on the identity of the user, but also on the service-type and
the user-class, thereby allowing the administrative authorities to tailor the service based on quality of information,
charging considerations, etc.

The access control capabilities as defined in clause 18 are used for ensuring that only proper user groups can invoke
search-rules. These capabilities can also protect information never to be accessed by particular user groups.

A DSA that caches information originating from a service-specific administrative area may not have search-rules for
controlling the restnctlons on that mformaruon As for access control (see 18. 8 2) a Securlty Administrator should be

e that

may $implify requirements on DUA and DSA implementations.

The hasic context feature allows the user to specify contexts for the Search filter and for entry information selgction;
and it allows the administrative authorities to establish context defaults within a context default specific administrative
area. |These defaults apply indiscriminately to al users and to al service-types. However, the context featlre as
provifled by the search-rules allows the user to specify a minimum of context-information, and it alows the
admimistrative authorities to make individual context specifications for each search-rule. In addition, it is possibile, as
indicgted in 16.8, to provide access control like function through proper design(of the search-rule context specifidation.
Use gf context specifications in search-rules could make establishment of-Cantext default specific administrative areas
redundant.

16.1Q  Search-rule specification

The dearchrRule ASN.1 datatype gives the syntax of a search:rule.

SearfhRule ::= SEQUENCE {
COMPONENTS OF SearchRuleId,

serviceType [1] OBJECT IDENTIFIER OPTIONAL,
usprClass [2] INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
atkributeCombination [4] AttributeCombination DEFAULT and:{|},
oukputAttributeTypes [5] SEQUENCE SIZE (1l..MAX) OF ResultAttribute OPTIONAL,
deffaultControls [6] ControlOptions OPTIONAL,
mahdatoryControls [7] )ControlOptions OPTIONAL,
seprchRuleControls [81] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
reflaxation [11] RelaxationPolicy OPTIONAL,
adflitionalContxol [12] SEQUENCE SIZE (1l..MAX) OF AttributeType OPTIONAL,
alllowedSubset [13] AllowedSubset DEFAULT '111'B,
imposedSubseft [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL,
}
SearfhRuleId ::= SEQUENCE {
id INTEGER

dmdId [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING {baseObject(0), oneLevel(l), wholeSubtree(2)}

ImposedSubset ::= ENUMERATED {baseObject(0), oneLevel(l), wholeSubtree(2),...}

RequestAttribute ::= SEQUENCE {

attributeType ATTRIBUTE. &id ({SupportedAttributes}),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({SupportedAttributes}{@attributeType}) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,

84 Rec. ITU-T X.501 (10/2012)


https://standardsiso.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

| SO/l EC 9594-2:2014 (E)

values SEQUENCE OF ATTRIBUTE.&Type
({supportedattributes}{@attributeType}),
...} OPTIONAL,

contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,

contextCombination [4] ContextCombination DEFAULT and:{},

matchingUse [5] SEQUENCE SIZE (l1l..MAX) OF MatchingUse OPTIONAL,
ContextProfile ::= SEQUENCE ({

contextType CONTEXT. &id ({SupportedContexts}),
contextValue SEQUENCE SIZE (1l..MAX) OF CONTEXT.&Assertion
({supportedContexts}{@contextType}) OPTIONAL,

)
ContpxtCombimatior Tr=CHOICE—

coptext [0] CONTEXT.&id ({SupportedContexts}),

anfl [1] SEQUENCE OF ContextCombination,

or [2] SEQUENCE OF ContextCombination,

nok [3] ContextCombination,

L
MatchingUse ::= SEQUENCE {

reptrictionType MATCHING-RESTRICTION. &id ({SupportedMatchingRestrictions}),

reptrictionvValue MATCHING-RESTRICTION. &Restriction
({supportedMatchingRestrictions}{@restrictionType}),

efinition of the following information object set is defeérred, perhaps to
fandardized profiles or to protocol implementation conformance statements.
he set is required to specify a table constraint on-the components of
hpportedMatchingRestrictions

:
wHOU

SuppprtedMatchingRestrictions MATCHING-RESTRICTION .:y= {...}

AttrfibuteCombination ::= CHOICE {
atfribute [0] AttributeType,

anfl [11] SEQUENCE OF AttributeCombination,
or [2] SEQUENCE OF AttributeCombination,
nok [31] AttributeCombination,
3
Resu[ltAttribute ::= SEQUENCE {
atkributeType ATTRIBUTE. &1d/({SupportedAttributes}),
oukputValues CHOICE {
electedValues SEQUENCE OF ATTRIBUTE.&Type
E ({supportedAttributes}{@attributeType}),
atchedvValuesOnly NULL } OPTIONAL,
cohtexts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL,
1
ContfolOptions ;= )SEQUENCE {
sefpviceControXs [0] ServiceControlOptions DEFAULT {},
seprchOptions [1] SearchControlOptions DEFAULT {searchAliases},
hiErarchyOpticns [2] HierarchySelections OPTIONAL,
1
Entryldimit ::= SEQUENCE {
default INTEGER,
max INTEGER,
.o}
RelaxationPolicy ::= SEQUENCE {
basic [0] MRMapping DEFAULT {},

tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,

maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1,
.o}
MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,
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substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL,
-}
Mapping ::= SEQUENCE {
mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY {-- shall be an--
-- object identifier of a mapping-based matching algorithm -- })
level INTEGER DEFAULT O,
-}
MRSubstitution ::= SEQUENCE {
attribute AttributeType,

oldMatchingRule [0] MATCHING-RULE.&id OPTIONAL,
newMatchingRule [1] MATCHING-RULE.&id OPTIONAL,

-}

16.101 Search-ruleidentification components

The ild component allows for the unique identification of search-ruleswithin aDMD. The value zero is reserved f
empty search-rule. The purpose of an empty search rule is described in 16.3.

The
toget
N

The i
searc

The derviceType component is an object identifier that identifies the service-type supported by this search-rulg

comp)
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type,
for ar

16.10

The 1
be ref
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Specit
comp
comp

a seajrch request with default filter (ada. ¢ { }) complieswith this component.

Thef

Thef

d1d component gives a unique identification of the DMD that has established the search-tule. This comy
er with id permits the definition of aunique, global identification of a search-rule.

DTE — How this uniqueness isto be policed is outside the scope of this specification.

d component (with the value of zero) and the dmdld components are the only components relevant for the
N-rule.

pnent shall always be present except for an empty search-rule.

serClass component indicates the user-class for which the searchizrule is primarily intended. For a given sg

empty search-rule.

2 Request-attribute-profiles

nputAttributeTypes component shall specify reguest-attribute-profiles for all attribute types that shall o
Dresented in a search filter. If a search filter<includes a filter item for an attribute type not representeq
st-attribute-profile, the search validation agéainst this search-rule fails. The RequestAttribute dat3
ies the requirement on afilter item for theattribute type specified in the filter item to be effectively present.
pnent is absent, the search-rule does notput any restriction on the presence of attribute types, i.e., any opg
ies with this component. If the component is present, but empty, only a read request, amodifyEntry regu

bl lowing subcomponents arerelevant for all operation types controlled by search-rules:

a) TheattributéType subcomponent specifies the attribute type for which this specification applie]
the only maridatory subcomponent. There can only be one Requestattribute specification for a
attribute_type within a search-rule. If this is the only subcomponent, except possibly fq
includeSubtypes subcomponent, there are no restrictions on search filter items for this attributg
excepbithat if such filter items are in thefilter, at least one of them shall be non-negated.

b) <The includesubtypes subcomponent specifies that this request-attribute-profile can be satisfie
filter item for a subtype of this attribute type.
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there can be several search-rules specifying the same user-class: This component shall always be present ¢xcept
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bllewing subcomponents are only relevant for the Search operation:

86

C¢) The selectedvalues subcomponent provides a set of attribute values of the type given in
attributeType. If this attribute type is represented in the filter, there shall be at |east one non-negated
filter item for this attribute type that matches at least one value of this subcomponent. Otherwise, this

attribute type is not effectively present in the filter.

If this subcomponent is absent, the above matching evaluatesto TRUE.

If an empty set of attribute values is given, this attribute type can only be effectively present in:
— apresent filter itemif the contexts subcomponent is not present; or

— acontextPresent filter itemif the contexts subcomponent is present.

d) The defaultvalues subcomponent does not affect the evaluation of a search request against the
search-rule, but controls the Search operation when a search-rule has been selected as the governing-
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search-rule. This component provides a set of attribute values of the type given in attributeType. If a
filter item using this attribute type is defined within the filter, but there is no attribute of this type present
in an entry (or afamily grouping), then thisfilter item evaluates to TRUE (or to FAL SE if negated) if the
filter item matches one of the values in this subcomponent. If this subcomponent is absent, there are no
default values.

If this component is present, but empty, it indicates that this component takes all possible values, i.e., a
filter item for this attribute type always evaluates to TRUE (or to FALSE if negated) if the attribute type
is absent in an entry.
NOTE 1 — This reflects the situation where a filter item shall be ignored if an attribute of the type referenced is
absent.

If an entry holds an attribute of thistype, normal matching against this attribute is done.

ESTRE—CONTE arée—amoWwea—to1€

item for this attribute type. A particular context type shall not be represented more than oncexi
subcomponent.

— If the subcomponent is absent, any context information may be present in a filter .item fqr this
attribute type.

— If the subcomponent is present, only context types specified by this subcompaenent may be pyesent
in a filter item for this attribute type. If it is an empty sequence, no context information may be
present in afilter item for this attribute type.

— If only a context type is specified, any context value of that type'may be present in the cpntext
assertion.

this

— If context values for a given context type are present in thisssubcomponent, only those values may
be present in a corresponding context assertion in afilter,item.

If the context specification in the filter item does not comply with the above, the filter item dogs not
comply with the request-attribute-profile for the attribute type.

f) The contextCombination subcomponent specifiésthe valid combination of the context types as|listed
in the contexts subcomponent within this reguest-attribute-profile. If this subcomponent is gosent,
there is no regtriction on the combination of these context types. If an invalid combination of cpntext
types is present, the filter item does not comply with the request-attribute-profile for the attributg type.
This component may specify that certaineontext types shall unconditionally be present.

g) The matchingUse subcomponent is_tised to specify possible constraints on the use of the appljcable
matching rule, e.g., minimum lengths for substring matching. The applicable matching rule is tHe one
that actually is going to be used.before any relaxation but after a possible basic substitution. The dletails
on the restrictions and how they are evaluated are described as part of the restriction specification. |f this
subcomponent specifiesta matching restriction defined for the matching rule to be used, it is checked
whether this matching-testriction is violated or whether unsupported aspects of the matching rule hpve to
be applied. If that iS the case, then:

— if theperformExactly Search control option is not set, the implementation may use alocal rple on
how to.apply the matching rule in a different way;

NOTE 2 — Such a local rule requires a customization capability to be applied for the matching fule in
guestion.

—~\if the performExactly Search control option is set or it is not possible to apply alocal rule, the
search reguest does not comply with this search-rule.

16.10.3-" Attribute combinations

The attributeCombination COMPONENt SPECITIES the valid combinaion of the request-attripute-types as lised in the
inputAttributeTypes component. If this component is absent or has the default value (and : { }), thereis no
restriction on the combination of request-attribute-type and all relevant types of operations comply with this component.
If an invalid combination of request-attribute-types is present, the search validation against this search-rule fails. This
component may specify that certain attribute types shall unconditionaly be effectively present in the filter. This
component shall be absent if inputAttributeTypes is absent or empty. If this component is present and has a
non-default value, only a Search operation with a non-default filter can potentially comply with this component.

16.10.4 Attributesin theresult

The outputAttributeTypes component specifies what attribute types (or their subtypes if the
noSubtypeSelection Service control option is not set) will potentially be present in the result, subject to access
control (see 16.7). If a matched entry or compound entry does not contain any of the attributes defined in this
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component, it is not included in the result. A similar rule applies for individual family member marked as the result of
the matching or through operations specified by control attributes in the additionalControl component. If such a
family member holds none of the attribute types defined by this component, this corresponds to the family member and
all its subordinates being explicitly unmarked. The Resultattribute data type specifies the details about how such
an attribute type shall be represented in the result. This component does not affect search validation. If absent, the
search-rule does not affect the entry information selection except as possibly specified by the familyReturn and
additionalControl components. Thiscomponent has the following subcomponents:

a) TheattributeType subcomponent specifies the attribute type for which this specification applies. It is
the only mandatory subcomponent. There can only be one Resultattribute Specification for a given
attribute type within a search-rule.

b) The outputvalues subcomponent specifies what attribute values of this attribute type are candidates
for hning ratirned  The sat of values m::l\]l he_further roctricted h\]l the context cnhr\nmpnnmf’ entry
information selection as provided by the requestor, access control, etc. If this subcomponent is alisant, all
the attribute values are candidates. The selectedvalues choice provides a set of attribute valuesjof the
type given in attributeType. Only those values listed are candidates for attribute’ values [to be
returned. The matchedvaluesonly choice specifies that only those attribute values of the attribute that
contributed to the filter returning TRUE via filter items other than present are candidates for [being
returned (see 10.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3 for a definition of thetesm "contributed").

c) The context subcomponent holds a set of context profiles that specify what attribute value information
isreturned for this attribute type.

— If this subcomponent is absent, the search-rule does not make any' restrictions on what attribute
values can be returned based on contexts.

— If a context type is not included in this subcomponent, fio° context information of this type is
returned with any returned attribute value of this attributedtype.

— If acontext profile does not include the contextvalué datatype, al context values of the cpntext
type are returned with each attribute value.

— If one or more context profiles include the contextvalue data type, each such context profile is
treated as a ContextaAssertion to be applied against the attribute values as specified in 8(9.2.4.
Only those attribute values for which_this evaluation yields TRUE for all such context typgs are
returned. If this selection results in novalue being returned for this attribute type, the attributelis not
included in the result. Likewise, if this selection results in no information left for an entry, thig entry
is not returned.

— If dl returned attribute valués'of this attribute type have the same { context type, context valug} pair
to be returned, such a context value is removed from all the attribute values. If that |eaves a cpntext
without any context value, it is completely removed.

NOTE — Thiswill permit a service to be tailored in such a way that a user with simple equipnpent in
most cases.can receive information without contexts.

16.105 Service and searchicontrols

The defaultControls(Component, if present, is used to specify setting of bits not explicitly set for an operation|in the
ServliceControlOpfions within the service controls of the operation argument, and if the operation is a Seardh, the
SearfhControlQptions and HierarchySelections. If any specific option is absent, the defaultContjrols
elemant, if present,'is used.

If all| the hierarchyOptions subcomponent is absent in defaultControls, Or the defaultControls iS gosent,
chy selectlon shall not be used. If the hierarchySelection component is prwent ina search argume
specitli clements in
mandatoryControls and searchRuleControls shall be omitted.

If the defaultControls component is completely absent, it shall be considered to take the standard default value
{ serviceControls { }, searchOptions {searchAliases} }.

The mandatoryControls component specifies, by setting specific bits, the bitstring options that shall be present as
specified in defaultControls; if any bit specified by mandatoryControls differsin the user-supplied options from
defaultControls, the search validation against this search-rule fails. Bits not specified by the
mandatoryControls component are taken as zero. If the operation is a Read or Modify Entry operation, only the
serviceControls subcomponent is considered.

The searchRuleControls component specifies, by setting specific hits, the bitstring options that are to be taken from
the defaultControls rather than from the user-supplied options. Bits not specified by the searchRuleControls
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component are taken as zero. If the operation is a Read or Modify Entry operation, only the serviceControls
subcomponent is considered.

NOTE —If the user supplies Uy o p in @ Search operation, and the default bits are Dg ¢ N, the result of applying the
defaultControls component is a bit string Coy ¢, y Where bits O to p are taken from U and the remaining ones from D. The
search validation against this search-rule fails if the bitstring C&M is not equal to D&M, where C means Cyy, n , ‘&' represents a
bitwise-AND operation, and My, n iS the bitstring specified by mandatorycontrols. Otherwise, the value of options that is
used is (C&~S | D& S) where Sisthe bitstring specified by searchRulecontrols, ~Sisits bitwise negation, and | represents a
bitwise-OR operation. This last manipulation has the effect of excising the bits indicated by searchrRulecControls and
replacing them with the default bit values. The familyGrouping component specifies a family grouping specification that, if
present, takes precedence over (i.e., substitutes for) the familyGrouping in the commonArguments of the search argument.

16.10
The £

The 1

fami

specification takes precedence with respect to the specification in memberselect component, while the se

argun
comp
ignor
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const
const

in a dearch request. If RelaxationPolicy isincluded in both the search-rule and in the search request, addi

Specit
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.6 Family specifications

amilyReturn component specifies family member return selection. It adjusts the specification given |
lyReturn in the EntryInformationSelection (Or its default) of the search argument.The searc

pent specification takes precedence with respect to familySelect component, i.e., if~the familysd
pnent is present in the search argument, a possible familyselect component in the search-rule sh
bd.

7 Control of relaxation

Felaxation component defines the relaxation policy using the RelaxationPolicy construct. The
uct is described here, covering both the case whereit is included in a-Search-rule and the case where it isin

ications are given in 10.2.2 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

elaxationPolicy hasthe following subcomponents;
a) The basic subcomponent, if present, definéS:MRMapping, i.e., a set of matching-rule substit

without tightening or relaxation). This pertits the selection of a more appropriate match than the o
match. Omission of the item or supplying it with an empty set causes al the norma matching
without applying any mapping-based matching to be used for the first evaluation.

b) The tightenings subcomponent, if present, comprises a sequence of substitutions and of map)

entries are too numerousy(greater than max imum).

¢) Therelaxations.Subcomponent, if present, comprises a sequence of substitutions and mappingg
defined by MrRMapping, that are to be applied in the order given, one at the time, if the matched ¢
are too few (less than minimum).

d) The maxifmum subcomponent shall always be present if tightenings is present, and then specifi
numberiob entries found above which atightening is to be applied.

€) Théminimum subcomponent specifies the number of entries found for which (or below wh
felaxation isto be applied; if absent, it defaults to zero.

DTE 1% Relaxation/tightening is not affected by the per formExactly search control option.

uct may be included in a search request in the relaxation component. The procedure associated Wi{v this
I

and/or mapping-based matching functions that are applied to a search filter for the first eval uatio:r (i.e,
i

[ (i.e.,

y the
h-rule
arch
lect
bl be

same
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Litions
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rules

DiNgS,

each defined by MrRMapping,-that are to be applied in the order given, one at the time, if the matched

each
ntries

es the

ch) a

hce-of

M atclhihgyrule substitutions and mappings are defined by MRMapping €lements, each of which consists of a sequet
Mapping e€lements and a sequence-Ool MRSubstitution elements. he sequence orders ol these elements na
significance.

A Mapping element has the following components:

ve no

d) The mappingFunction component identifies a mapping-based mapping function with associated

mapping table to be applied.

b) The 1evel component identifies the level of relaxation (or tightening if negative) to be applied for the
mapping-based matching. This component shall be ignored if the susercontrol is set for the mapping-
based matching and the extendedarea search control isincluded in the search request, in which case

the value specified in extendedarea is applied.

NOTE 2 — For the basic substitution and mapping, the 1evel should in many cases be set to zero.
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A MRSubstitution element has the following components:
ad) attribute describesthe attribute to which the substitution is to be applied.

b) oldMatchingRule iSthe matching rulethat isto be substituted for. If absent, it applies to the previously
applicable matching rule of the specified type for the attribute, if there is one. For basic substitution, or if
basic substitution is not performed, for the first relaxation/tightening substitution, the applicable
matching is the one that would otherwise have been used. For subsequent substitutions, the applicable
matching rule is the one brought in by the previous substitution. If this subcomponent specifies a
matching rule that is not the previously applicable matching rule, then no substitution is performed.

NOTE 3—As an example, if the filter item is of type equality and thereby selecting an equality matching rule, and this
subcomponent specifies a substring matching rule, then no substitution is performed.

c) newMatchlngRule isthe object |dent|f|er for the substltute matching rule that is to be used in place of

item, and FALSE for anegated item(i.e, in accordanceW|th id-mr- nullMatch)

rule is specified for which there is a matching restriction for the attribute type (see 16.1012; item g)) that
will make the search request non-compliant with the governing-search-rule; or._an unsupporied or
incompatible matching rule is specified, the substitution is abandoned and no{further substitutjon is
performed for the attribute type.

NQTE 4 — It is assumed that a DSA will not allow invalid substitutions to be present in a search;rule

The following applies only for matching rule substitution specified in a search request.(If’a ma]chi ng
g

One fttribute can have multiple MRSubstitution €lements in an MRMapping provided that the combination of
attribyite and oldMatchingRule (if present) is unique. When oldMatchingRulelis)absent in one MRSubstitukion,
but i$ present in another MRSubstitution, the latter takes precedence in mapping the matching rule defingd by
oldMptchingRule.

16.10.8 Additional control component

The additionalcontrol component alows the effect of a governing-search-rule to be adapted to a specific
envirpnment where additional control of a Search operation is required. It specifies one or more control attribute fypes.
The semantics, syntax and placement of such a control attribute-type referenced by this component shall be defiped as
part If the control attribute definition. Such a specificatioh may be made outside these Directory Specificatigns. A

contrgl attribute specified includes a part of its definitienzprocedures to be executed based on the information prqvided
by thé¢ control attribute.

This gomponent does not affect the search-validatior function.

A control attribute could be placed in such-way that it affects several entries, e.g., in a service-specific adminisirative
point|or in a service administration subentry. It can also be placed in individual entries. When a control attriqute is
placefl in individual entries, it can only.affect entry information selection for those entries. A control attribut¢ may
result] in certain entries or family members being explicitly unmark, which will prevent their presence in the $earch
resul]
NQTE 1By placing a contral attribute in the service-specific administrative point, the control attribute can affect the way
metching is performed. Asan’' example, an attribute type specified in afilter item can be mapped into or supplemented by 4 set of
atfribute types (“friendly” attribute types) against which matching can be performed in some defined way, e.g., to obtain the same
effect provided by attribute subtyping. Similarly, a control attribute could adjust the entry information returned.
NOTE 2 — By plaging a control attribute in agiven entry, it is possible to take individual requirementsinto account, e.g., tq cover
personal dataprotection requirements.

If compoundentries are been marked or unmarked as the result of the processing of one or more control attributes, this
shall | be_ done before appIy| ng the farnlly return speufrcanon (as specmed by the familyReturn ip the
Entr 0 : R 3 xplicit
unmarkl ng results in no member of acompound entry bei ng returned the compound entry is compl etely removed from
the result.

16.10.9 Miscellaneous components

The allowedsubset component specifies the valid choices of the Search request subset specification. This search-
rule component is ignored if the imposedsubset Search-rule component is present and the usesubset Search control
isnot set in a search request. Asdefault, any subset choiceis possible. If the subset parameter of a search request
does not specify a value compatible with this search-rule component, the search validation against this search-rule fails.
For aRead or Modify Entry operation to comply with this component, it must include the value baseobject.

The imposedsubset component specifies a subset that substitutes the subset specification in a search request. If
this component is not present or if the usesubset search control is set in the search request, no substitution is
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performed and the restriction expressed by the allowedsubset is exercised. This component shall be ignored when
evaluating aread Or modi fyEntry request against a search-rule.

The entryLimit component has two subcomponents. The default subcomponent indicates the size limit to be

imposed by the Directory if the sizeLimit Service control is not set. The max subcomponent indicates the maximum
allowable value for the sizeLimit Service control. If exceeded, the effective sizeLimit iSreduced to thismax value.
This component shall be ignored when evaluating a read or modi fyEntry request against a search-rule.

16.10.10 ASN.1 information object classes

The SEARCH-RULE, REQUEST-ATTRIBUTE and RESULT-ATTRIBUTE information object classes are provided to
facilitate the documentation of search-rules:

SEARCH=RULE—::=CLASS {
&djndId OBJECT IDENTIFIER,
&sprviceType OBJECT IDENTIFIER OPTIONAL,
&ugerClass INTEGER OPTIONAL,
&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&cpmbination AttributeCombination OPTIONAL,
&OutputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&dpfaultControls ControlOptions OPTIONAL,
&mpndatoryControls ControlOptions OPTIONAL,
&sparchRuleControls ControlOptions OPTIONAL,
&familyGrouping FamilyGrouping OPTIONAL;
&fpmilyReturn FamilyReturn OPTIONAL,
&aflditionalControl AttributeType OPTIONAL,
&rplaxation RelaxationPolicy OPTIONAL,
&alllowedSubset AllowedSubset DEFAULT '111'B,
&imposedSubset ImposedSubset QPTIONAL,
&eptryLimit EntryLimit OPTIONAL,
&i INTEGER UNIQUE }
WITH| SYNTAX {
D ID &dmdId
[SERVICE-TYPE &serviceTypel
[UBER-CLASS &userClass]
[INPUT ATTRIBUTES &InputAttributeTypes]
[COMBINATION &combination]
[OPTPUT ATTRIBUTES &OutputAttributeTypes]
[DEFAULT CONTROL &defaultControls]
[MANDATORY CONTROL &mandatoryControls]
[SEARCH-RULE CONTROL &searchRuleControls]
[FAMILY-GROUPING &familyGrbuping]
[FAMILY-RETURN &familyReturn]
[APDITIONAL CONTROL &adddtionalControl]
[RELAXATION &relaxation]
[ALLOWED SUBSET &allowedSubset]
[IMPOSED SUBSET &imposedSubset]
[ENTRY LIMIT &entryLimit]
ID &id }
REQUEST-ATTRIBUTE- : : = CLASS {
&afktributeType ATTRIBUTE. &id,
&SplectedValues ATTRIBUTE. &Type OPTIONAL,
&DpfaultValues SEQUENCE {
ntxyType OBJECT-CLASS.&id OPTIONAL,
SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,
&c SEQUENCEOF CurrtextProfite OPTIONAL
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT FALSE }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[SELECTED VALUES &SelectedValues]
[DEFAULT VALUES &DefaultValues]
[CONTEXTS &contexts]
[CONTEXT COMBINATION &contextCombination]
[MATCHING USE &MatchingUse]

[INCLUDE SUBTYPES

&includeSubtypes] }

RESULT-ATTRIBUTE ::= CLASS {
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&attributeType ATTRIBUTE. &id,

&outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type,
matchedValuesOnly NULL } OPTIONAL,

&contexts ContextProfile OPTIONAL }

WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[OUTPUT VALUES &outputvValues]

[CONTEXTS &contexts] }

16.11 Matchingrestriction definition

An administrative authority may want to put restrictions on how a matching rule is applied. As an example, arestriction

on a qlhdring mn‘rr‘hing ule may. clr_'mr‘ify minimum Imgfhc on qlhd‘ringc Prn\/irlad n-a search filter item.Such a

restri¢tion is of a permanent nature and has no dynamic characteristics, asit is the case for search relaxation.

Withiin a service-specific administrative area, restrictions can be applied by the proper construction of searchirules, and
thisig the only place where matching restrictions can be introduced.

Matclhing restrictions may be defined as values of the MATCHING-RESTRICTION information objectyclass:

MATCHING-RESTRICTION ::= CLASS {

&Rpstriction,

&Rliles MATCHING-RULE. &id,

&ifd OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {

REBTRICTION &Restriction

RULES &Rules

ID &id }

For ajmatching rule restriction that is defined using this information objégt class:
@) &Restriction isthe syntax for the matching restriction to be applied;

b) &Rules isthe set of matching rules to which thisrestriction can be applied. The restrictions can oply be
specified for a basic matching rule, i.e., doesonot include the sParentMatchingRules field|in its
definition;

C¢) &idistheobjectidentifier assignedtoit.

Severjal matching restrictions can be defined for.any*one matching rule, but only one can be applied in a given situgtion.

16.12 Search-validation function

The search-validation function is an.abstract function that is used to determine the compatibility of a search request with
aparticular search-rule. The search*validation function yields TRUE if the search request complies with the search-rule.
Othenwise, it yields FALSE. For asearch request to comply with a search-rule:

—  attribute typés-other than those represented by the inputattributeTypes shall not be present in any
form in the-search filter, negated or non-negated;

— if anattribute typeis present in afilter, it shall also be effectively present;
NOTE — Thisimplies that an attribute type shall not be only represented by negated filter items.

— «the condition for the effective presence of request attributes as specified by the search-rule
attributeCombination component shall be fulfilled;

~ if there are request-attribute-profiles that include the selectedvalues sSubcomponent, the
corresponding attributes shall only be represented by non-negated filter items;

— the subset specification in the search argument shall comply with the search-rule subset specification;

— the mandatory control as specified by the mandatoryControls component shall be exactly as in
defaultControls for the search-rule.

For an attribute type represented by one or more filter items in a subfilter to be effectively present in that subfilter, at
least one of the filter items shall comply with the Requestattribute specification for that attribute type, i.e.:

— thefilter items shall be of type as specified in 16.6;

— if the selectedvalues subcomponent is present and non-empty in the request-attribute-profile, the
filter item shall match this subcomponent;
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— the context specification in the filter item shall comply with the context specifications in the request-
attribute-profile;

— the matching rule specification in the filter item shall comply with the matching rule specifications in the
request-attribute-profile; and

— any matching restriction shall be fulfilled.
The detailed search-validation procedure is specified in clause 13 of Rec. ITU-T X.511 | ISO/IEC 9594-3.
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SECTION 8 — SECURITY

Security model

Definitions

This Directory Specification makes use of the following terms defined in Rec ITU-T. X.800 | 1SO 7498-2
(formerly:CCITT. X.800 | SO 7498-2).

— access.contral:

Thef

1711

thems

17.1.2

prote

17.2

The [
DIB.
Rec.

Two

and the access control scheme.
DTE — Clause 18 defines two access control schemes known as Basic Access Control and Simplified Access Contrgl, and

N

clguse 19 defines Rule-based Access Control. These schemes may be used in conjunction with local administrative cd

hg
in

1721

— authentication;

—  security policy;

— confidentiaity;

—  integrity.

Dllowing terms are defined in this Directory Specification:

access control scheme: The means by which access to Directory information-and-potentially to access
el ves may be controlled.

'ted items of the Directory are entries, attributes, attribute values and names;
Security policies

Such access is generaly in conformance with some’ administration-controlled security policy
TU-T X.509 | ISO/IEC 9594-8).

hspects or components of the security policy which effect access to the Directory are the authentication proce

Wwever, since local administrative policy <has’no standardized representation, it cannot be communicated in sha
ormation.

Authentication procedur esand mechanisms

protected item: An element of Directory information to which acceSs-can be separately controlled.

rights

The

irectory exists in an environment where various administrative authorities control access to their portion ¢f the

(see

dures

ntrols;
Howed

Authentication procedures and mechanisms in the context of the Directory include the methods to verify and propagate

wheré

N
CcQ

Genef
conju

P Necessary:
— theidentity of ZDSAs and Directory users,

— theidentity-of the origin of information received at an access point.
DTE 1 - The administrative authority may stipulate different provisions for the authentication of administrative ug
Impared to previsions for the authentication of non-administrative users.

al-use.authentication procedures are defined in Rec. ITU-T X.509 | ISO/IEC 9594-8 and can be us
hction with the access control schemes defined in this Directory Specification to enforce security policy.

jers as

ed in

N

DTE'2 — Future editions of the Directory Specifications may define other access control schemes.

NOTE 3 —Loca administrative policy may stipulate that authentication taking place in certain other DSAs (e.g., DSAs in other
DMDs) isto be disregarded.

In general, there will be a mapping function from the authenticated identity (e.g., human user identity as authenticated
by an authentication exchange) to the access control identity (e.g., the distinguished name of an entry, together with an
optional unique identifier, representing the user). A particular security policy may state that the authenticated identity
and the access control identity are the same.

17.2.2  Access control scheme

The definition of an access control scheme in the context of the Directory includes methods to:

94

—  specify access control information (ACl);
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— enforce access rights defined by that access control information;
— maintain access control information.

The enforcement of access rights applies to controlling access to:
—  Directory information related to names,
—  Directory user information;
—  Directory operational information including access control information.

Administrative authorities may make use of all or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

However adml nlstratlve authormes may i puIaIe separate prowsons for the protectlon of some or all of the Directory

provisions for the protectlon of operational mformanon

NQTE 1 — Administrative policy may grant or deny any form of access to particular attributes (e.g., operational attr{butes)
irfespective of access controls which may otherwise apply.

through the use of the operational attribute accesscontrolscheme. The scope of such a scheme is defined py an
Accegs Control Specific Area (ACSA), which is a specific administrative area that is.the responsibility ¢f the
corregponding Security Authority. This attribute is placed in the Administrative Entry for the correspanding
Administrative Point. Only administrative entries for Access Control Specific PointSvare alowed to contdin an
accepsControlScheme attribute.

OTE 2 —If this operational attribute is missing with respect to access to a given entry;.then the DSA shall behave as for|a first
edition DSA (i.e, itisalocal matter to determine an access control mechanism and its.effect on operations, results and errgrs).

The Directory provides a means for the access control scheme in force in a particular portion of the.DIB to be idETJ:tifin

accepsControlScheme ATTRIBUTE ::= {

WIH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE

USAGE directoryOperation

id-aca-accessControlScheme }

Any subentry or entry in an ACSA is permitted to containsentry ACI if and only if such ACI is permitted and congi stent

17.3 Protection of Directory operations
Therg are two forms of protection availablefor Directory operations: confidentiality and integrity.

Confidentiality is available only on ajpoint-to-point basis through the use of Transport Layer Security (TLS), Which
may be invoked for the Internet Directly Mapped (IDM) Directory protocols, for the Open Systems Interconngction
(OSI)| Transport Layer on top of\the Transmission Control Protocol (TCP) and for LDAP. TLS is not availablg for a
pure [0Sl Directory protocol. stack. It is noted that point-to-point protection may be inadequate in a distrjbuted
envirpnment; however, end-to*end confidentiality is only provided through the protection of the attributes themselyes.

Integrity is provided,ifi, two ways. Point-to-point integrity may be provided for IDM Directory protocols and for Il DAP
through the use of TLS. End-to-end integrity may be provided by signing and optionally chaining signed Dirgctory
opergions using @PTIONALLY - PROTECTED as specified below. The PDUs containing the Directory operations are not
protegted; rather, the arguments, results, and errors are protected. There is no mechanism for providing a $ecure
persigtentaecord of events such as DAP operations.

; ' v, fat the
option of the generator be accompamed by thelr d|g|ta| signature. ThIS caoablllty is specmed by means of thefollowmg
type:

OPTIONALLY-PROTECTED{Type} ::= CHOICE {
unsigned Type,
signed SIGNED{Type} }

The OPTIONALLY-PROTECTED-SEQ iS used instead of oPTIONALLY-PROTECTED When the protected data type is a
sequence data type that is not tagged.

OPTIONALLY-PROTECTED-SEQ{Type} ::= CHOICE {
unsigned Type,
signed [0] SIGNED{Type} }
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The sIGNED parameterized data type, which describes the signed form of the information, is specified in 6.1 of
Rec. ITU-T X.509 | ISO/IEC 9594-8.

When the signed aternative is taken, the information shall be DER encoded (see 6.2 of Rec. ITU-T X.509 |
| SO/IEC 9594-8) following the principles specified in 6.3 of Rec. ITU-T X.509 | |SO/IEC 9594-8.

18 Basic Access Control

18.1 Scope and application

This clause def| nes one specmc access control scheme (of possi ny many) for the Di rectory The access control scheme
defin vaue
basif-access-control. Clause 17.2.2 deSCI’IbeS WhICh entries contain the accessControlScheme Opérgtional
attribyite.
NOTE — An access control scheme known as "Simplified Access Control” is specified in 18.9. It is defined as a,subset|of the
Basic Access Control scheme. When Simplified Access Control is used, the accessControlscheme operational attribute shall
hgvethevalue simplified-access-control. Additional access control schemesknown as "Rule-based/Access Contrpl" are
specified in clause 19.

The gcheme defined here is only concerned with providing means of controlling access t@ the Directory information
withip the DIB (potentially including tree structure and access control information). It‘does not address contr¢lling
access for the purpose of communication with a DSA application-entity. Control of access to information mears the
prevention of unauthorized detection, disclosure, or modification of that information.

18.2 Basic Access Control model

The Basic Access Control model for the Directory defines, for every Djrectory operation, one or more points at which
accesp control decisions take place. Each access control decision invalves.

— that element of Directory information being accessed; Called the protected item;
—  the user requesting the operation, called the reguestor;
— aparticular right necessary to complete a portion of the operation, called the permission;

— one or more operational attributes that -eollectively contain the security policy governing access tp that
item, called ACI items.

Thus|the basic access control model defines:

— theprotected items;

—  theuser classes;

— the permission categories required to perform each Directory operation;

—  the scope of application and syntax of ACI items;

— the basic algerithm, called the Access Control Decision Function (ACDF), used to decide whether a
particular.requestor has a particular permission by virtue of applicable ACI items.

18.2.1 Protected.items

A prgtected itemis an element of Directory information to which access can be separately controlled. The protected
items|of thé Directory are entries, attributes, attribute values and names. For convenience in specifying access control
policiles; Basc Access Control prowd& the means to |dent|fy collections of related items, such as attributes in anjentry

18.2.2  Accesscontrol permissionsand their scope

Accessis controlled by granting or denying permissions. The permission categories are described in 18.2.3 and 18.2.4.

The scope of access controls can be a single entry or a collection of entries that are logically related by being within the
scope of asubentry for a particular administrative point.
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Permission categories are generally independent. Since al Directory entries have a relative position within the DIT,
access to user and operational information always involves some form of accessto DIT related information. Thus, there
are two main forms of access control decision associated with a Directory operation: access to entries as named objects
(referred to as entry access); and access to attributes containing user and operational information (referred to as
attribute access). For many Directory operations, both forms of permission are required. In addition, where applicable,
Separate permissions control the name or error type returned. Some important aspects of permissions categories, forms
of access, and access control decision making are as follows:

a)

b)

To perform Directory operations on entire entries (e.g., read an entry or add an entry), it is usualy
necessary for permission to be granted with respect to the attributes and values contained within that
entry. Exceptions are permissions controlling entry renaming and removal: in neither case is attribute or
attribute value permissions taken into account.

To perform Directory operations that require access to attributes or attribute values, it is necessary to

18.2.3

The

Discl
1SO/I
categ
grant

0)

d)

€)

f)
¢))

h)

Permission categoriesfor entry access

have entry access permission to the entry or entries that contain those attributes or values.

NOTE 1 - Theremoval of an entry or of an attribute does not require access to the contents of the entry. orf of the
attribute.

The decision whether or not to permit entry access is strictly determined by the position.of the entry in
the DIT, in terms of its distinguished name, and is independent of how the Directory-locates that enfry.

A design principle of Basic Access Control is that access may be allowed only when'there is an explicitly
provided grant present in the access control information used by the Directory to make the access cpntrol
decision. Granting one form of access (e.g., entry access) never automatically or implicitly grarts the
other form (e.g., attribute access). In order to administer meaningful Directory access control polidies, it
isthus usually necessary to explicitly set access policy for both formsef-access.
NOTE 2 — Certain combinations of grants or denials areillogical, but«it i's the responsibility of users, rather than
the Directory, to ensure that such combinations are absent.
NOTE 3 - Consistent with the above design principle, grantingor denying permissions for an attributg value
does not automatically control access to the related attribute, Moreover, in order to access an attribute valye(s) in
the course of a Directory interrogation operation, a user nust be granted access to both the attribute type pnd its
value(s).
The only default access decision provided in thesmode is to deny access in the absence of explicit fccess
control information that grants access.

A denial specified in access control information always overrides agrant, all other factors being equal.

A particular DSA may not have the access control information governing the Directory data it caches.
Security Administrators should be“aware that a DSA with the capability of caching may pose a
significant security risk to other DSAS, in that it may reveal information to unauthorized users.

For the purposes of interrogation, collective attributes that are associated with an entry are projected
precisely asif they werettributes that form part of the entry.
NOTE 4 — For thepurposes of maodification, collective attributes are associated with the subentry that] holds

them, not with entries within the scope of the subentry. Modify-related access controls are therefore not rglevant
to collective attributes, except when they apply to the collective attribute and its val ues within the subentry|

permission categories used to control entry access are Read, Browse, Add, Remove, Modify, Rehame,
pseOnError,«Export, and Import and ReturnDN. Their use is described in more detail in Rec. ITU-T X|511 |
F-C 9594-3."Annex M provides an overview of their meaning in general situations. This subclause introduges the

bries by<briefly indicating the intent associated with the granting of each. The actual influence of a parlié:ular
bd permission on access control decisions are, however, determined by the full context of the ACDF and

contr

bl {decision points for each Directory operation.

CESS

a)

b)

c)

Read, if granted, permits read access for Directory operations which specifically name an entry (i.e., as
opposed to the List and Search operations) and provides visibility to the information contained in the
entry to which it applies.

Browse, if granted, permits entries to be accessed using Directory operations which do not explicitly
provide the name of the entry.

Add, if granted, permits creation of an entry in the DIT subject to controls on all attributes and attribute
values to be placed in the new entry at time of creation.

NOTE 1 —In order to add an entry, permission shall also be granted to add at least the mandatory attributes and
their values.

NOTE 2 —There is no specific "add subordinate permission”. Permission to add an entry is controlled using
prescriptiveACI operational attributes as described in 18.3.
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d)

e

f)

a

Remove, if granted, permits the entry to be removed from the DIT regardless of controls on attributes or
attribute values within the entry.

Modify, if granted, permits the information contained within an entry to be modified.

NOTE 3 —In order to modify information contained within an entry other than the distinguished name attribute
values, appropriate attribute and value permissions shall also be granted.

Granting Rename is necessary for an entry to be renamed with a new RDN, taking into account the
consequential changes to the distinguished names of subordinate entries, if any; if the name of the
superior is unchanged, the grant is sufficient.
NOTE 4 —In order to rename an entry, there are no prerequisite permissions to contained attributes or values,
including the RDN attributes; this is true even when the operation causes new attribute values to be added or
removed as aresult of the changes of RDN.

g/

h)

)

18.24 Permission categoriesfor attribute and attribute value access
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Export, if granted, permits an entry and its subordinates (if any) to be exported; that is, removed frgm the
current location and placed in a new location subject to the granting of suitable permissions gt the
destination. If the last RDN is changed, Rename is also required at the current location.
NOTE 5 — In order to export an entry or its subordinates, there are no prerequisite permissions to cortained
attributes or values, including the RDN attributes; this is true even when the operation causes attribute values to
be added or removed as a result of the changes of RDN.

Import, if granted, permits an entry and its subordinates, if any, to be imported; that is, removed from
some other location and placed at the location to which the permission applies (subject to the grantjng of
suitable permissions at the source location).

NOTE 6 —In order to import an entry or its subordinates, there are no-prerequisite permissions to cortained
attributes or values, including the RDN attributes; this is true even when the operation causes attribute v ues to
be added or removed as a result of the changes of RDN.

ReturnDN, if granted, allows the distinguished name of the'entry to be disclosed in an operation resyi

t.

The germission categories used to control attribute and attribute’alue access are Compare, Read, FilterMatch| Add,
Remave, and DiscloseOnError. They are described in more'detail in Rec. ITU-T X.511 | ISO/IEC 9594-3. Annjex M
provigles an overview of their meaning in general situations. This subclause introduces the categories by Rriefly
indicating the intent associated with the granting of eaeh! The actua influence of a particular granted permissipn on
access control decisions are, however, determined by, the full context of the ACDF and access control decision points

for egch type of Directory operation.

a)
b)

c)
d)

€)

f)

0)

Compare, if granted, permits attributes and values to be used in a Compare operation.

Read, if granted, permits attributes and values to be returned as entry information in a Read or $earch
access operation.

FilterMatch, if granted/ permits evaluation of afilter within a search criterion.

Add, if granted-for an attribute, permits adding an attribute subject to being able to add all specified
attribute valugs; 1f granted for an attribute value, it permits adding a value to an existing attribute.

Remove,-if_granted for an attribute, permits removing an attribute complete with all of its valyes. If
granted for an attribute value, it permits the attribute value to be removed from an existing attribute

DisclfoseOnError, if granted for an attribute, permits the presence of the attribute to be disclosed by an
attribute or security error. If granted for an attribute value, it permits the presence of the attribute vglue to
be disclosed by an attribute or security error.

Invoke, if granted the object (always an operatlonal attribute or a value of an operatlonal attribyte) to

VVI Ilbl I LI 1T |JC|IIIIDDIUII appllcb wal UC II IVUI’\W UI'l IJC| |a|| UI LI I auu 11 Il.lbal.le U3l U_y LI I LJ\DI"\ The
function carried out by invocation is attribute-dependent. No other permissions are required for user for
the operational attribute or on the entry/subentry that holdsiit.

18.3 Access control administrative ar eas

The DIT is partitioned into subtrees termed "autonomous administrative areas’, each of which is under the
administrative authority of a single Domain Management Organization. It may be further partitioned into subtrees
termed "specific administrative areas’ for the purposes of specific aspects of administration; aternatively, the whole of
an autonomous administrative area may comprise a single specific administrative area. Each such specific
administrative areais the responsihility of a corresponding specific administrative authority. A particular administrative
areamay be shared by severa specific administrative authorities. See clause 11.

98 Rec. ITU-T X.501 (10/2012)


https://standardsiso.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

| SO/l EC 9594-2:2014 (E)

18.3.1  Accesscontrol areasand Directory Access Control Domains

In the case of access control, the specific administrative authority is a Security Authority, and the specific
administrative area is termed an "Access Control Specific Area' (ACSA). The root of the ACSA istermed an "Access
Control Specific Point". Each Access Control Specific Point is represented in the DIT by an Administrative Entry which
includes access-control-specific-area as a vaue Of itS administrativeRole oOperationa attribute; it has
(potentially) one or more subentries which contain access control information. Similarly, each Access Control Inner
Point is represented in the DIT by an Administrative Entry which contains access-control-inner-area asavalue
of itsadministrativeRole oOperationa attribute; it also has (potentialy) one or more subentries which contain access
control information. Each such administrative entry which has a subentry containing prescriptive ACI information has
basic-access-control, simplified-access-control, Or other relevant value as a vaue of its
accessControlScheme operational attribute. Each subentry that belongs to an Access Control Specific Point and
which_contains access control information has accessControlsubentry as avalue of its object class attribute. An
administrative entry and its subentries may hold operational attributes (such as access control information) which. felate,
ively, to the administrative point (and possibly its subentries) and to collections of entries A(within the
administrative area) defined by the subentry subtreeSpecification.

The 3ccessControlscheme attribute shall be present if and only if the holding administrativeentry is an gccess
contrgl specific entry. An administrative entry can never be both an access control specific and an-access control|inner
entry] corresponding values can therefore never be present simultaneously in the administrativeRole attribute]

The gcope of a subentry that contains access control information, as defined by its subtreesSpecification (Which
may include subtree refinements), is termed a Directory Access Control Domain (DACD):

NOTE — A DACD can contain zero entries, and can encompass entries that have not yet been-added to the DIT.

The $ecurity Authority may permit an Access Control Specific Area to be partitioned into subtrees termed|inner
(admijnistrative) areas. Each such inner areaistermed an "Access Control Inner Area' (ACIA) with access-control-
innef-area as the value of the administrativeRole oOperational dttribute. Each subentry of the correspgnding
administrative point that contains prescriptive ACI has, as before, .an{accessControlSubentry Vvalue within its
object class attribute.

The gcope (subtreeSpecification) specified in a subentry. within an ACIA is also a DACD and contains gntries
inside the associated Access Control Inner Area.

ACIAs dlow a degree of delegation of access control:adthority within the ACSA. The authority for the ACSA still
retains authority within the ACIA since the ACI in the-subentries of the ACSA's administrative point apply as well as
the ACI in the subentries of the relevant ACIAs (clause 18.6 explains how the ACSA controls authority).

In summary, in evaluating access controls, the'type of access control scheme (e.g., Basic Access Control) is indjcated
by the accesscontrolscheme attribute value of the relevant access control specific entry; the role of each relevant
administrative entry within the ACSA.is-indicated by itS administrativeRole dattribute values; the presence of
prescfiptive access control in a particutar subentry is indicated by an accessControlSubentry value in its pbject
class pttribute.

Subentries, like other entries; can hold an entryacz attribute for protection of its own contents.

18.3.2  Associating eontrols with administrative areas

Access to a given entry is (potentially) controlled by the totality of superior access control administrative points|(both
inner|and specific) up to and including the first non-inner access control administrative point or Autongmous
Admipistrative-Point encountered moving up the DIT from the entry towards the root. Access Control Specific Roints
super|or to this access control administrative point have no effect on access control to the given entry.

NOTE)1 — An Autonomous Administrative Point is considered implicitly to be an Access Control Specific Point for the plrpose

o " . R H I . 1
Ol TS TUESCITPUOT, EVEITTT TUTS TIOU aSSOCTAEd WItIT Ay Presermptrive T Cormrors:

Some important points regarding the association between access controls and administrative areas are:

a) Access controls for Directory information may apply to only selected entries, or may have scope
extending throughout portions of the DIB that are logically related by a common security policy and a
common Access Control administration.

b) Access control may be imposed on entries within ACSAs or within ACIAs by placing
prescriptiveACI attributes (see 18.5) within one or more subentries of the corresponding Access
Control Administrative Entry, with scope defined by an appropriate subtreeSpecification.

NOTE 2 —prescriptiveAcT attributes are not collective attributes. There are a number of significant differences
between prescriptiveacI and collective attributes:
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although aprescriptiveact attribute may affect access control decisions for each entry within the scope of
the subentry that holdsit, the prescriptiveact attribute is not considered to supply accessible information to
any such entry or to bein any sense a part of such an entry;

prescriptiveACI dattributes are associated with the access control aspects of administration, and are
associated with Access Control Specific and Inner Points, not with entry-collection administrative points;

the purpose of a prescriptiveacI attribute is to express a policy that influences across a defined set of
entries, while the purpose of a collective attribute is to provide information that associates a user-accessible set
of attributes within a defined set of entries;

prescriptiveACI attributes represent policy information that will, in general, not be widely accessible by
ordinary users. Administrative users who need to access prescriptiveAcI information can access them as

operational attributes within subentries.

A prescriptiveACI operationa attribute contains Aciitems (see 18.4.1) common to al entries

d)

f)

9)

NOTE 3 — Protection of access.control information is described in 18.6.

within the scope of the subentry, i.e, DACD, in which the prescriptiveact occurs. Ay [
normally contains entries inside the associated Access Control Specific Area (but can containng €
at al).

ACD
ntries

Although particular actztems may specify attributes or values as protected items, |ACIItems are

logically associated with entries. The particular set of aAcTItems associated with an \éntry and wi h the

contents of that entry is acombination of:

— AcIitems that apply to that particular entry, specified as values of (the entryaci opergtional
attribute, if present (see 18.5.2);

— ACIItems fromprescriptiveAcI operational attributes applicable to the entry by virtue of |being
placed in subentries of administrative entries whose scope includes the particular entry (see 18(5.1).

Each entry (controlled by entryact and/or prescriptiveact) necessarily falls within one angl only

one ACSA. Each such entry may aso fall within one or moreACIAS nested inside the ACSA cont
the entry. The prescriptiveacI that potentially affectsthe outcome of access control decisiong
given entry are located within subentries (of the administrative entry) for the ACSA and for each

containing the entry. Other subentries cannot affect access control decisions regarding that entry.

If an entry is within the scope of more thanené DACD, the complete set of acIItems tha
potentially affect access control decisions regarding that entry includes all prescriptiveacCT
attributes of those DACDs, in addition .terany entryAcI attributes in the entry itself. An exam
shown in Figure 17. The effective access.control at entry E1 is a combination of the prescriptiy
for DACD1, DACD2, DACD3, and entryact (if present) in entry E1. The effective access con
entry E2 is a combination of thé-prescriptiveact for DACD1 and DACD3, and entrya
present) in entry E2.

The subtreeSpecification attribute in each subentry defines a collection of entries with
administrative area- 'Since a subtreeSpecification may define a subtree refinement, DACD
arbitrarily overlap~within the intersection of their respective administrative areas. For smp
Figure 17 does'not show administrative points, subentries, or administrative areas; however, it m
considered-as-three DACDs in the same ACSA with each DACD corresponding to a single suber
the administrative point for that ACSA (and there are no ACIAS). Alternatively, Figure 17 m

hining
for a
ACIA
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eACI
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1 (if
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considered in the context of asingle ACSA containing a single ACIA where DACDL1 is congruent
ACSA and DACD3 is congruent to the ACIA (DACD1 and DACD2 would correspond to subent

adm| nlstranve areas, subentn% and DACDs
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184 Representation of Access Control I nformation

18.4.1 ASN.1for Access Control I nformation

Figure 17 — Effective Access Control using DACBs

e

X501(12)_F17

Access Control Information is represented as a set of AcTItems, Where each AcIItem grants or denies permissignsin

regardl to certain specified users and protected items.
In A9N.1, theinformation is expressed as:

ACIItem ::= SEQUENCE {

idpntificationTag UnboundedDirectoryString,

precedence Precedence,
auEhenticationLevel AuthenticationLevel,
itpmOrUserFirst CHOICE {

i temFirst [0] SEQUENCE {
protectedItems ProtectedItems,
itemPermissions SET,"OF ItemPermission,
Y

iserFirst [1] 'SEQUENCE {
userClasses UserClasses,
userPermissions SET OF UserPermission,
...}

Y

S

[0] NULL OPTIONAL,

f13 NULLOPTIONAL;
attributeType [2] SET SIZE (1..MAX)
OPTIONAL,
allAttributeValues [3] SET SIZE (1..MAX)
OPTIONAL,
allUserAttributeTypesAndvValues [4] NULL OPTIONAL,
attributevValue [5] SET SIZE (1l..MAX)
OPTIONAL,
selfValue [6] SET SIZE (1l..MAX)
OPTIONAL,
rangeOfValues [7] Filter OPTIONAL,
maxValueCount [8] SET SIZE (1..MAX)
OPTIONAL,
maxImmSub [9] INTEGER OPTIONAL,

OF

OF

OF

OF

OF

AttributeType

AttributeType

AttributeTypeAndValue

AttributeType

MaxValueCount
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restrictedBy [10] SET SIZE (1l..MAX) OF RestrictedValue
OPTIONAL,
contexts [11] SET SIZE (1l..MAX) OF ContextAssertion
OPTIONAL,
classes [12] Refinement OPTIONAL,
e}
MaxValueCount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER,
S )
RestrictedvValue ::= SEQUENCE {
type AttributeType,

Userflasses ::= SEQUENCE {

alllUsers [0] NULL OPTIONAL,
thisEntry [1] NULL OPTIONAL,
napme [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,

usprGroup [3] SET SIZE (1l..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames

subtree [4] SET SIZE (l1l..MAX) OF SubtreeSpecification OPTIONALY
ItempPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in ACIItem
usprClasses UserClasses,
grapntsAndDenials GrantsAndDenials,
UserPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in ACIItem
prptectedItems ProtectedItems,
grpntsAndDenials GrantsAndDenials,
AuthpnticationLevel ::= CHOICE {
bapicLevels SEQUENCE {
evel ENUMERATED, {none (0), simple(l), strong(2),...},
ocalQualifier INTEGER-OPTIONAL,
igned BOOLEAN._DEFAULT FALSE,
other EXTERNAL,

GranksAndDenials.\: = BIT STRING {
--| permissions that may be used in conjunction
--|with any\ ¢omponent of ProtectedItems
grpntAdd (0),
depyAdd (1),
grapntDiscloseOnError (2),
dehyDiscloseOnError (3),

grantRead (4),
denyRead (5),
grantRemove (6),
denyRemove (7).,

-- permissions that may be used only in conjunction
-- with the entry component

grantBrowse (8),

denyBrowse (9),

grantExport (10),
denyExport (11),
grantImport (12),
denyImport (13),
grantModify (14),
denyModify (15),

102 Rec. ITU-T X.501 (10/2012)


https://standardsiso.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

gr
de
gr
de
gr
de
gr
de
gr
de

| SO/l EC 9594-2:2014 (E)

antRename (16),
nyRename (17),
antReturnDN (18),
nyReturnDN (19),

permissions that may be used in conjunction
with any component, except entry, of ProtectedItems

antCompare (20),
nyCompare (21),
antFilterMatch (22),
nyFilterMatch (23),
antInvoke (24) ,
nyInvoke (25) }

18.4.2 Description of AClItem Parameters

18.4.

.1 Identification Tag

ificationTag iS used to identify a particular aciItem. This is used to discriminate among-ndividual
ems for the purposes of protection, management and administration.

.2 Precedence

lence is used to control the relative order in which aczItems are considered during-the course of making an
control decision in accordance with 18.8. AcIItems having higher precedence values may prevail over ¢thers
wer precedence values, other factors being equal. Precedence values are integers.and are compared as such.

lence can be used by a superior authority within the Security Authority te permit partial delegation of gccess

contrl policy setting within an ACSA. This can be achieved by the superior authiority setting a general policy at g high

lence and authorizing users representing the subordinate authority (e.d,, associated with an ACIA) to create and
y ACI with alower precedence, in order to tailor the general policy for specific purposes. The partial delegation
uires the means for the superior authority to limit the maximum‘precedence which the subordinate authority can
to ACI under its control.

Basid Access Control does not specify or describe how to limiit the maximum precedence that can be used|by a

18.4.2.3 Authentication L evel

Wher
be as
exces
additi
authe
authe
level
loca
valug]
ACII

dinate authority. Thisisto be done by local means.

bnticationLevel defines the minimum requestor security level required for thisacIitem. It hastwo fornis:

— basicLevels which indicates the-level of authentication, optionally qualified by positive or nepative
integer localgualifier, andwhether the request isrequired to be signed;

— other: an externaly defined measure.

basicLevels iSused, an AuthenticationLevel consisting of a level and optiona localQualifiey shall
signed to the requestor by the DSA according to local policy. For a requestor's authentication level to meet or
d a minimum requirement, the requestor's 1evel shall meet or exceed that specified in the actItem, and in
on the requestor's LocalQualifier shall be arithmetically greater than or equal to that of the aAcIItem. $trong
ntication of the requestor is considered to exceed a requirement for simple or no authentication, and gmple
ntication exceeds a requirement for no authentication. For access control purposes, the "simple" authentigation
requires a _password; the case of identification only, with no password supplied, is considered "none'|. If a
loualifier is not specified in the aczItem, then the requestor need not have a corresponding value (if such a
is present, it isignored). In addition to meeting or exceeding above requirements, the request shall be signed|if the
Lemt Specifies signed equal TRUE.

Wher

other 1S USED, AT dpPIOPNAE Authenticationbevel Sat DE asSgned to the Tequestor by the DSAactording

to loca policy. The form of this authenticationLevel and the method by which it is compared with the
AuthenticationLevel inthe ACl isaloca matter.

NOTE 1 — An authentication level associated with an explicit denia indicates the minimum level to which a requestor shall be

aul

thenticated in order not to be denied access. For example, an actItem that denies access to a particular user class and requires

strong authentication will deny accessto all requestors who cannot prove, by means of a strongly authenticated identity, that they
arenot in that user class.

NOTE 2 — The DSA may hase authentication level on factors other than values received in protocol exchanges.
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18.4.2.4 itemFirst and user First Parameters

Each aciItem contains achoice of itemFirst Or userFirst. The choice allows grouping of permissions depending
on whether they are most conveniently grouped by user classes or by protected items. itemFirst and userFirst are
equivalent in the sense that they capture the same access control information; however, they organize that information
differently. The choice between them is based on administrative convenience. The parameters used in itemFirst or
userFirst are described below.

a) ProtectedItems define the items to which the specified access controls apply. It is defined as a set
selected from the following:

entry means the entry contents as a whole. In case of a family member, it also means the entry
content of each subordinate family member within the same compound attribute. It does not
necessarily include the information in these entries. This element shall be ignored if the classes

element is present, since this latter element selects protected entries (and subordinate_flamily
members) on the basis of their object class.

allUserAttributeTypes Mmeans all user attribute type information associated with the entry, but
not values associated with those attributes.

allUserAttributeTypesAndvValues means all user attribute information_associated with the
entry, including al values of all user attributes.

attributeType Means attribute type information pertaining to spegcific)attributes but not yalues
associated with the type.

allAttributevValues means all attribute value information pertaining to specific attributes.
attributevValue means a specific value of specific attributes.

selfvalue means the attribute value assertion corresponding to the current requestor; The
protected item selfvalue applies only when the aceess controls are to be applied with respett to a
specific authenticated user. It can only apply in the Specific case where the attribute specifieq is of
DistinguishedName Of uniqueMember Syntax and the attribute value within the specified
attribute matches the distinguished name of the originator of the operation.
NOTE 1-—allUserAttributeTypes and allUserAttributeTypesAndvalues 00 not include opergtional
attributes, which should be specified on a perwéttribute basis, using attributeType, allAttributevalfes Or
attributeValue.

rangeOfValues means any attribute value which matches the specified filter, i.e., for whi¢h the
specified filter evaluated on that attribute value would return TRUE.
NOTE 2 — Thefilter is not evaluated on any entries in the DIB; it is evaluated using the semantics definedin 7.8

of Rec. ITU-T X.511 | ISO/IEC 9594-3, operating on a fictitious entry that contains only the single atfribute
value which isthe protectéed item.

The following itemsprovide constraints that may disable the granting of certain permissions to projected
itemsin the same SEQUENCE:

maxValuéCount restricts the maximum number of attribute values allowed for a specified attribute
type. Itis examined if the protected item is an attribute value of the specified type arjd the
permission sought is add. Values of that attribute in the entry are counted without regard to cpntext
on.aecess control and as though the operation which adds the values were successful. If the niimber
of valuesin the attribute exceeds maxCount, the ACI item is treated as not granting add access

maxImmSub restricts the maximum number of immediate subordinates of the superior entry|to an
entry being added or imported. It is examined if the protected item is an entry, the permission
sought is add or import, and the immediate superior entry is in the same DSA as the entry |being

added—or |mpnrfor~| Hmediate-suberdinates-of—the Gunnﬂnr onhr\l are-counted—-without reg d to

context or access control as though the entry addition or |mport| ng Were successful. If the number of
subordinates exceeds maxImmSub, the ACI item is treated as not granting add or import access.

restrictedBy restricts values added to the attribute type to being values that are aready present
in the same entry as values of the attribute valuesin. It is examined if the protected item is an
attribute value of the specified type and the permission sought is add. Values of the valuesin
attribute are checked without regard to context or access control and as though the operation which
adds the values were successful. If the value to be added is not present in valuesin, the ACI item
is treated as not granting add access.

contexts restricts values added to the entry to having context lists that satisfy al of the context
assertionsin contexts. It isexamined if the protected item is an attribute value and the permission
sought is add. If the value to be added does not satisfy the context assertions, the ACI item is treated

104 Rec. ITU-T X.501 (10/2012)


https://standardsiso.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

d)

e

| SO/l EC 9594-2:2014 (E)

as not granting add access; if it does satisfy all of them, the ACI item is treated as not denying add

access.

NOTE 3 - Thisisonly relevant when the permission sought is add, and all context assertions shall be satisfied. It

does not provide for general use of contexts to differentiate protected items for other permissions.

- classes meansthe contents of entries (possibly afamily member) which are restricted to those that
have object class values that satisfy the predicate defined by Refinement (see 12.3.5), together (in

the case of an ancestor or other family member) with the entry contents as a whole of

each

subordinate family member entry; it does not necessarily include the information in these entries.

NOTE 4 — By therulesfor entry and classes, al family members inherit the access control of the ancestor or
of superior family members within the same family. This does not preclude family members being subject to

further policies from entryACI oOr prescriptiveacI that increase or decrease protection.

e asses defines 3
from the following:
— allusers meansevery directory user (with possible requirements for authenticatidnLeve

— thisEntry means the user with the same distinguished name as the entry being aCtessed, or

lected

1).
if the

entry is a member of a family, then additionally the user with the distinguished name ¢f the

ancestor.
— name iSthe user with the specified distinguished name (with an optional unique identifier).
— userGroup iSthe set of users who are members of the groupofNames, 0r groupO£fUnique

ames

entry, identified by the specified distinguished name (with an optiona unique identifier). Members

of a group of unique names are treated as individua object names, and not as the names of
groups of unique names. How group membership is determinied is described in 18.4.2.5.

other

— subtree is the set of users whose distinguished namesdall within the definition of the (unrefined)

subtree.
SubtreeSpecification iS used to specify a subtree relative to the root entry named in base

. The

base represents the distinguished name of the rootef subtree. The subtree extends to the leaves pf the

DIT unless otherwise specified in chop. The (% of a specificationFilter cOomponent
permitted; if present, it shall be ignored.

S not

NOTE 5 — subtreespecification doesnot alow subtree refinement because a refinement might require a

DSA to use a distributed operation in orderto determine if agiven user isin a particular user class. Basic
Control is designed to avoid remote operations in the course of making an access control decision. Memi
in a subtree whose definition includesonly base and chop can be evaluated locally, whereas membersh
subtree definition using specifdicationFilter can only be evaluated by obtaining information from thd
entry which is potentially inanether DSA.

ItemPermission contains.a collection of users and their permissions with respect to Protecteds
within an itemFirst. Specification. The permissions are specified in grantsAndDenials as disq
in item f) of this subelause. Each of the permissions specified in grantsandpenials is conside
have the precedence level specified in precedence for the purpose of evaluating access ¢
information as.discussed in 18.8. If precedence is omitted within ItemPermission, then prece
istaken fromthe precedence specified for the AcTItem (see 18.4.2.2).

UserPermission containsacollection of protected items and the associated permissions with res
usérClasses Within a userFirst gpecification. The protected items are specifig
protectedItems as discussed in 184.2. The associated permissions are specifig
grantsAndDenials as discussed in item f) of this subclause. Each of the permissions specif
grantsAndDenials iS considered to have the precedence level specified in precedence f
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purpose of evaluating access control information as discussed in 18.8. If precedence is omitted

vithin

f)

UserPermission, the precedence is taken from the precedence specified for the acIrtem

(see 18.4.2.2).

GrantsAndDenials Specify the access rights that are granted or denied in the AczItem Specification.
The precise semantics of these permissions with respect to each protected item is discussed in

Rec. ITU-T X.511 | ISO/IEC 9594-3.
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0) UniqueIdentifier may be used by the authentication mechanism to distinguish between instances of
distinguished name reuse. The value of the unique identifier is assigned by the authentication authority
according to its policy and is provided by the authenticating DSA. If this field is present, then for an

accessing user to match the name user class of an AcITtem that grants permissions, in addition
requirement that the user's distinguished name match the specified distinguished name, the authenti
of the user shall yield an associated unique identifier, and that value shall match for equality wi
specified value.

to the
cation
th the

NOTE 6 —When authentication is based on supplied securityParameters, the unique identifier associated

with the user may be taken from the subjectUniqueIdentifier field of the sender's certificate
optional certificationPath.

18.4.2.5 Determining group membership

in the

Deterfnining whether a given requestor s a group member requires checking two criteria. Also, the determinaiio

be co|

grougs are discussed below.

185

evauated, the DSA shall assume that the requestor does not belong to the groupdf;the ACI item
the permission sought, and does belong to the group if it denies the permission sought.

NOTE 1 — Access control administrators should beware of basing access controls'en membership of non-
available groups or groups which are available only through replication (and\which may, therefore, be
date).

NOTE 2 — For performance reasons, it is usually impractical to retrieve:group membership from remote D

Compare operation to check membership prior to applying thistlause.

b) In order to determine whether the requestor is a member of a userGroup user class, the foll
criteria apply:

— The entry named by the userGroup spegification shall be an instance of the object
groupOfNames Of groupOfUniqueNames;

ignored, even if they represent thesnarmes of groups of which the originator could be found to be a m
Hence, nested groups are not supported when evaluating access controls.

ACI operational attributes

Access control information is storedvin the Directory as an operational attribute of entries and subentries
opergional attribute is multi-valued, which allows ACI to be represented as a set of acI1tems (defined in 18.4).

185.1 Prescriptive accessieontrol information

A Pragscriptive ACI attribte is defined as an operational attribute of a subentry. It contains access control inform
appli¢able to entrieswyithin that subentry's scope:
presfriptiveéAGI ATTRIBUTE ::= {

WIH SYNTAX ACIItem

EQUALITY "MATCHING RULE directoryStringFirstComponentMatch

USAGE directoryOperation

ID id-aca-prescriptiveACT }

h may

nstrained if the group definition is not known locally. The criteria for membership and the treatment ofrnon-local

a) A DSA isnot required to perform a remote operation to determine whether the requeStor belongs to a
particular group for the purposes of Basic Access Control. If membership in thexgroup cannot be

jrants

ocally
out of

BAS as

part of the evaluation of access controls. However, in certain circumstances it may be practical, and a DSA is
permitted, for example, to perform remote operations to obtain or refresh alocal copy of a group entry or lise the

bwing

class

—  Thename of the requestor shall be a value of the member Or uniqueMember attribute of that entry.
NOTE 3 —Vaues of the member Or unigqueMember attribute that do not match the name of the requesior are

bmber.

The

ation

185.2  Entry access control information

An Entry ACI attribute is defined as operational attributes of an entry. It contains access control information applicable
to the entry in which it appears, and that entry's contents:

entryACI ATTRIBUTE ::= {
WITH SYNTAX ACIItem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
ID id-aca-entryACI }
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1853 Subentry ACI

Subentry ACI attributes are defined as operational attributes of administrative entries, and provide access control
information that applies to each of the subentries of the corresponding administrative point. Prescriptive ACI within the
subentries of a particular administrative point never applies to the same or any other subentry of that administrative
point, but can be applicable to the subentries of subordinate administrative points. Subentry ACI attributes are
contained only in administrative points and do not affect any element of the DIT other than immediately subordinate
subentries.

In evaluating access control for a specific subentry, the ACI that shall be considered is:
— theentryacr within the subentry itself (if any);
— the subentryacI within the associated administrative entry (if any);

—  prescriptiveACI aso0ocialed Wil Other Televant admimiStrative points Withitr the Same access cpntrol
specific area (if any).

subehtryACI ATTRIBUTE ::= {
WIH SYNTAX ACIItem
EQPALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
ID id-aca-subentryACI }

18.6 Protecting the ACI

ACI gperational attributes may be subjected to the same protection mechanisms as-ordinary attributes. Some important
related points are;

d) The identificationTag provides an identifier for each aCIItem. This tag can be used to renjove a
specific acx1tem value, or to protect it by prescriptive or.entry ACI.

NOTE 1 - Directory rules ensure that only one acrItem per access control attribute possesses any specific
identificationTag Value.

b) The creation of subentries for an Administrativve’ Entry may be access controlled by means ¢f the
subentryACI operational attribute in the Administrative Entry.

NOTE 2 — The right to create prescriptive agcess controls may also be governed directly by security poligy; this
provision is required to create access controls in new autonomous administrative areas.

18.7| Accesscontrol and Directory opgerations

Each |Directory operation involves making‘a series of access control decisions on the various protected items thet the
opergion accesses.

For spme operations (e.g., Modify.@perations), each such access control decision must grant access for the operatifon to
succeed; if access is denied to any/protected item, the whole operation fails. For other operations, protected itefns to
which access is denied are simply omitted from the operation result and processing continues.

If the requested accessCis“denied, further access control decisions may be needed to determine if the usér has
DisclloseOnError permissions to the protected item. Only if DiscloseonError permission is granted may the
Diredtory respond.with an error that reveals the existence of the protected item; in all other cases, the Directory dcts so
asto gonceal the'existence of the protected item.

accessteontrol requirements for each operation, i.e., the protected items and the access permission required to
5 each protected item, are specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

18.8 Access Control Decision Function

This subclause specifies how an access control decision is made for any particular protected item. It provides a
conceptual description of the Access Control Decision Function (ACDF) for basic-access-control. It describes
how ACI items are processed in order to decide whether to grant or deny a particular requestor a specified permission
to agiven protected item.
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18.8.1 Inputsand outputs

For each invocation of the ACDF, theinputs are:

a)
b)

c)
d)

the requestor's Distinguished Name (as defined in 7.3 of Rec. ITU-T X.511 | ISO/IEC 9594-3), unique
identifier, and authentication level, or as many of these as are available;

the protected item (an entry, an attribute, or an attribute value) being considered at the current decision
point for which the ACDF was invoked;

the requested permission category specified for the current decision point;

the ACI items associated with the entry containing (or which is) the protected item. Protected items are
described in 18.4.2.4. The scope of influence for ACI items within a prescriptiveacT attribute is
descnbed |n 18.3.2 and 18.5.1. The scope of influence for ACI items Wlthln an entryACI attrlbute is

A jute is

deﬁcrlbed in 1853

When an entry is afamily member, it also inherits the access control of the ancestor or of superior flamily
members within the same family. This does not preclude family members being subject to flurther
policiesfrom entryACI Or prescriptiveAcI that increase or decrease protection.

In addlition, if the ACI items include any of the protected item constraints described in 18.4.2.4,-the Whole entry and the

number of immediate subordinates of its superior entry may aso be required as inputs.

The qutput is adecision to grant or deny access to the protected item.

In any particular instance of making an access control decision, the outcome shall bethe same as if the stepsin 18.8.2

through 18.8.4 were performed.
18.8.2 Tuples

For epch ACI value in the ACI items of 18.8.1 d), expand the value into’'a’set of tuples, one tuple for each elemgnt of
the itemPermissions and userPermissions Sets. Collect all tuples from al ACI values into a single set. |Each

tuplecontains the following items:

( userClasses, authenticationLevel, protectedItems, grantsAndDenials, precedencsg )

For gny tuple whose grantsAndpenials specify both’grants and denias, replace the tuple with two tuples|—one

specifying only grants and the other specifying only denials.
18.8.3 Discarding non-relevant tuples

Perfofm the following stepsto discard all non;relevant tuples:

1)

Discard al tuplesthat da.not include the requestor in the tuple'suserclass (18.4.2.4 b)) asfollow

v

—  For tuples that (grant access, discard all tuples that do not include the requestor's identity |n the
tupless userclasses eement taking into account uniqueIdentifier elements if relpvant.
Where atuple specifies auniqueIdentifier, a matching value shall be present in the requﬁor's
identity.ifthe tuple is not to be discarded. Discard tuples that specify an authentication level higher
than.that associated with the requestor in accordance with 18.4.2.3.

— _Fortuples that deny access, retain all tuples that include the requestor in the tuple's userclgsses
element, taking into account uniqueIdentifier €lements if relevant. Also retain al tuplgs that
deny access and which specify an authentication level higher than that associated with the regpestor
in accordance with 18.4.2.3. All other tuples that deny access are discarded.

NOTE 1 — The second requirement in the second sub-item above (i.e., to retaln any tuple that denies

and olco MM.F.M an oot ooty oR In. r\l l«-\ nln v M-.nn oot HEN PN RV 128 c-lm-\ Feet

2)
3

4)

o
aecess-ana-alse-spectHres-ar-anthentreatronteveHhrgher that-assectated-wihrthereguesior-reflects

the fact that the requestor has not adequately proved non-membership in the user class for which the
denial is specified.

Discard al tuplesthat do not include the protected item in protectedItems (18.4.2.4 @)).

Examine all tuples that include the maxvalueCount, maxImmSub, restrictedBy, Of contexts.
Discard all such tuples which grant access and which do not satisfy any of these constraints (18.4.2.4 a)).

Discard al tuples that do not include the requested permission as one of the set bits in
grantsAndDenials (18.4.1, 18.4.2.4f)).

NOTE 2 —The order in which discarding of non-relevant tuples is performed does not change the output of
the ACDF.
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Selecting highest precedence, most specific tuples

Perform the following steps to select those tuples of highest precedence and specificity:

Grant accessif and only if one or more tuples remain and all grant access. Otherwise deny access.

18.9

189.1

This
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189.2

Thef

19

191

1)
2)

3)

a)

b)

0)

This
defin

Simplified Access Control

Introduction

Definition of Simplified Access Control functionality

inctionality of Simplified Access Control is defined as follows:

Rule-based Access Control

Scope and application

Discard all tuples having aprecedence less than the highest remaining precedence.

If more than one tuple remains, choose the tuples with the most specific user class. If there are any tuples
matching the requestor with UserClasses element name Or thisEntry, discard all other tuples.
Otherwise, if there are any tuples matching userGroup, discard al other tuples. Otherwise, if there are
any tuples matching subtree, discard all other tuples.

If more than one tuple remains, choose the tuples with the most specific protected item. If the protected
itemis an attribute and there are tuples that specify the attribute type explicitly, discard al other tuples. If
the protected item is an attribute val ue, and there are tuples that spemfy the attnbute value epr|C|tIy,

attn bute value explicitly.

bubclause describes the functionality of an access control scheme, known as Simplified Access Control, that is
ned to provide a subset of functionality found in Basic Access Control.

access control decisions shall be made only on the basis of. ac1Item values of prescriptivead: and
subentryACI operational attributes.

NOTE 1 —entryact, if present, shall not be used to make access control decisions.
access control specific administrative areas shall-be supported. Access control inner administrativeg areas

shall not be used. Particular access decisions shall be made on the basis of actitem values obfained
from asingle Administrative Point, or from:subentries of that Administrative Point.

NOTE 2 —Values of prescriptiveacI attributes appearing in subentries of Administrative Points confaining
NO id-ar-accessControlSpecificArea Administrative Role attribute value shall not be used to] make
access control decisions.

all other provisions shall be as'defined for basic access control.

Clause defines a specific access control scheme (of possibly many) for the Directory. The access control sgheme
herein is identified with the accessControlsScheme Operational attribute by giving it the value rule-bdsed-

accegs-control\or if used in conjunction with the basic or simplified access control schemes defined in clauge 18,
ruleland-basic-access-control Of rule-and-simple-access-control. Clause 17.2.2 describes Wwhich

purpose of communication with another DSA or LDAP server. Control of access to information means the prevention
of unauthorized detection, disclosure, or modification of that information.
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Rule-based Access Control model

There may be environments where information relating to the clearance (instead of identity) of the requestor is used in
determining whether or not access to an attribute value is to be denied. This is defined as Rule-based Access Control
and uses administratively imposed access control policy rules in determining when access is to be denied to certain
contents of the Directory. If accessis denied under Rule-based Access Control, it cannot be allowed under other access
control schemes. The Rule-based Access Control model identifies the information used in determining whether access
isto be denied. Thisis applied to every operation. Each access control decision involves:

a) Access control information associated with the attribute values being accessed. This access control

See R

The s
use o
assoc

Thea

information is called a security label.

b) Access control information associated with the user requesting the operation. This access control

information is called the clearance. The user requesting the operation is called the requestor.

policies.

gure 18.

Access control decision
Access request

t
Requestor argumen P> Grant/deny

Operation, DN,
authentication level,
and clearance

AcceSsdecision
grant/deny

Protected Security | abel

item X501(12)_F18

ﬁ

Access control policy rules

Figure 18 — Rule-based.Aecess Control Decision M odel

beurity label(s) can be securely associated With attribute values by binding the label to the information throu
f a digital signature or other integrity\techanism. A security label is a property of the attribute value
ated with the value as a context.

earance is needed to enable a comparison to be made against the security label. The clearance can be bound

Distinguished Name of the requestor through a public-key certificate with a subjectbDirectoryAttrik

exten
policy
N
o

The s
secur

19.3

sion or through an attribute eertificate. The means selected for providing the clearance is a matter for the se
in effect.

DTE — The use of other.elearance information (e.g., that associated with any intermediate DSAs which may have chair
eration), is outsidetherscope of this Directory Specification.

ty policy.is either identified in the security label or defined for the environment containing the labelled objeg

Access control administrative ar eas

ecurity rulesitorbe applied in making an access control decision are defined as part of the security policy.

¢) Ruleswhich define whether an access is authorized given a security label and a clearance, calledisgeurity

gh the
bnd is

to the
utes
curity

ed the

The
.

As for basic access control (see 18.3), the DIT is divided into administrative areas including Access Control Specific
Areas (ACSAS). The administrative entry for an ACSA identifies the labelling security policies (access rules) that are
applicable for that administrative area as well as the applicable access control scheme (rule-based-access-
control Of rule-and-basic-access-control Of rule-and-simple-access-control Or some other access
control scheme).

194

Security Label

19.4.1 Introduction

Secur

110

ity labels may be used to associate security-relevant information with attributes within the Directory.
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Security labels may be assigned to an attribute value in line with the security policy in force for that attribute. The
security policy may aso define how security labels are to be used to enforce that security policy.

A security label comprises a set of elements optionally including a security policy identifier, a security classification, a
privacy mark, and a set of security categories. The security label isbound to the attribute value using a digital signature
or another integrity mechanism.

19.4.2 Administration of Security Labels
A security label is assigned to an attribute value by an administrative function before being placed in the Directory.

This administrative function is responsible for assigning security labels to attribute values in line with the security
policy inforcefor the ACSA.

The hirding-et-asecurity-tabe-is-protected-usinga-digital-signal . } Hy pksA—h ionis
ied by the administrative function, or creator of the attribute value.

19.4.3 Labedled Attribute Values

A sequrity label context associates a security label with an attribute value. Only a single label can beassociated with an
attribyte value. That is, the security label context is single-valued. In addition, matching rules for the security] |abel
contekt are not supported.

NOTE — The concept of contextsisintroduced in 8.8.

attrfibuteValueSecurityLabelContext CONTEXT ::= {

WITH SYNTAX SignedSecuritylLabel -- At most one security label context can
-- be assigned to an attribute value
ID id-avc-attributeValueSecurityLabelContext }
SignpdSecurityLabel ::= SIGNED{SignedSecurityLabelConteft}
SignpdSecurityLabelContent ::= SEQUENCE {
atfkHash HASH{AttributeTypeAndvalue},
ispuer Name OPTIONAL, -- name of labelling authority

keyIdentifier KeyIdentifier OPTIONAL,
sefurityLabel SecurityLabel,

-}

SecufityLabel ::= SET {
sepurity-policy-identifier SecurityPolicyIdentifier OPTIONAL,

sepurity-classification SecurityClassification OPTIONAL,
prijivacy-mark PrivacyMark OPTIONAL,
sepurity-categories SecurityCategories OPTIONAL,

(ALL EXCEPT ({ -- none, (at\least one component shall be present --}))

SecukityPolicyIdentifier ::= OBJECT IDENTIFIER

SecufityClassification’ ::= INTEGER {

unparked (0
uEElassified (1),
e

reptricted (2),
copfidential' (3),
sefret (4),
top-secret (5)}

PrivacyMark ::= PrintableString(SIZE (1..MAX))

SecurityCategories ::= SET SIZE (1..MAX) OF SecurityCategory

This context is not used to filter or select particular attributes, as for other contexts, and the mechanisms associated with
contexts (fallback, default context values, etc.) are not used to apply rule-based access control.

The attHash component contains the resulting value of applying a cryptographic hashing procedure to DER-encoded
octets, as defined in Rec. ITU-T X.509 | ISO/IEC 9594-8.

The issuer component conveys the name of the labelling authority.

The keyIdentifier component may be the identifier of a certified public key as held in the Subject Public Key
Identifier extension field defined in Rec. ITU-T X.509 | ISO/IEC 9594-8 or the identifier of a symmetric key and
associated security control information.
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The securityLabel component is composed of a set of elements optionally including a security policy identifier, a
security classification, a privacy mark, and a set of security categories as defined in 8.5.9 of Rec. ITU-T X.411 |

SO/

195

EC 10021-4.

Clearance

A clearance attribute associates a clearance with a named entity including DUAS.

clearance ATTRIBUTE ::= {
WITH SYNTAX Clearance

ID id-at-clearance }
Clearance ::= SEQUENCE {
POLITY LT ODJECIT IUDENTIFIERY
clpssList ClassList DEFAULT {unclassified},

se
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acces

For ¢
acces
operg

urityCategories SET SIZE (1..MAX) OF SecurityCategory OPTIONAL,

List ::= BIT STRING {

arked (0),

lassified (1),

tricted (2),

hfidential (3),

bret (4),

bSecret (5)}

rityCategory ::= SEQUENCE {

be [0] SECURITY-CATEGORY.&id({SecurityCategoriesTable}),

lue [1] EXPLICIT SECURITY-CATEGORY.&Type ({SecurityCategoriesTable}{@type}),

}

RITY-CATEGORY ::= TYPE-IDENTIFIER
rityCategoriesTable SECURITY-CATEGORY ::= {o.7}
olicyId component conveys an identifier that may-be used to identify the security policy in force to whi

INCE classList and securityCategories relaes:

lassList component includes alist of classifieations that are associated with the named entity.

r restrictions within the context of acilassList.

DTE — A clearance is securely bound'to a named entity using an attribute certificate (Rec. ITU-T X.509 | ISO/IEC 959
blic-key certificate extension figldh(e.g., within the subjectDirectoryAttribute extension) (Rec. ITU-T X
O/IEC 9594-8), or by means outside the scope of this Directory Specification.

Access Control.and Directory operations

Directory operation involves making a series of access control decisions on the attribute values that the opd
5eS,

bme operations (e.g., the Remove Entry operation), even though the operation may appear to have succee
5 is denied to one or more attribute values, the hidden attributes would remain in the Directory. For
ionis;, protected items to which access is denied are ssimply omitted from the operation result and proc

contifues.

ch the

ecurityCategories (see 8.5.9 of Ree! ITU-T X.411 | ISO/IEC 10021-4) component, if present, provides

1-8), a
509 |

ration

ded if
other
pssing

The access control requirements for each operation are specified in Rec. ITU-T X.511 | ISO/IEC 9594-3.

The agorithm by which any particular access control decision is made is specified as:

112

— If access to dl the attribute values of an entry is denied under rule-based-access-control, the

accessisdenied to that entry for all operations.

— If access to all the attribute values of an attribute is denied under rule-based-access-contro
accessisdenied to that attribute for all operations.

1, the

— Rule-based access control affects operations on reading attribute values (e.g., Read, Search) in that the
attribute value is not visible (the operation is carried out as though the attribute value is not present) if

access is denied to the attribute value.
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— Rule-based access control affects operations which involve removing an entry (e.g., Remove Entry) in
that they do not remove those attribute values to which accessis denied.

— Rule-based access control affects operations which involve removing an éttribute type (e.g., Modify
Entry — Remove Attribute) in that they do not remove those attribute values to which accessis denied.

— Rule-based access control affects operations which involve removing an attribute value (e.g., Modify
Entry — Remove Value) in that these operationsfail if the accessis denied to the attribute value.

19.7 Access Control Decision Function

This subclause specifies how an access control decision is made for any particular attribute value. It provides a
conceptual description of the Access Control Decision Function (ACDF) for rule-based-access-control. It
describes how a clearance and a security label are processed in order to decide whether to grant or deny a particular
requestor a specified permission to a given attribute value. The decision function applies the security policy rules which
establish whether an access is authorized on an attribute value given its security label and the requestor's clearancg. The
definition of the security rules is outside the scope of these Directory Specifications. A simplified example of segurity
policy rulesfor rule-based-access-control isgivenin M.10.

For efch invocation of the ACDF, theinputs are:

a) therequestor's clearance (as defined in 19.5);

b) attribute value being considered at the current decision point for which the ACBF was invoked;
c) thesecurity policy in force for the access-control-specific area;

d) security label bound to the attribute value.

The qutput is a decision whether to deny access to the attribute value.

For ahy particular instance of making an access control decision, the outeome shall be the same asif the steps in 19.6
were performed.

19.8 Use of Rule-based and Basic Access Control

If both rule-based and basic access control arein effect, the.arder in which they are applied is alocal matter, except that
if accessis denied to the entry, an attribute type or an attribute value by either mechanism, it shall not be granted by the
other Imechanism. In this respect, DiscloseOnError (see'18.2.3 and 18.2.4) permission of basic-access-contyol iS
apermnission that shall not override adeny of rule*based-access-control.

20 Data Integrity in Storage

20.1 Introduction

In sofne situations, the Directory may not give sufficient assurance that data is unchanged in storage, regardless of
access controls. The integrity-of data stored in the Directory may be validated using digital signatures held as part jof the
Directory Information.~Either the digital signature of an entry or selected attributes within an entry may be held|as an
attribyite (see 20.2), or.the digital signature of asingle attribute value may be held in a context (see 20.3).

NQTE — Confidentiality of attribute valuesis outside the scope of this specification.

20.2 Protection of an Entry or Selected Attribute Types

Data Integrity of attribites in storage is pravided through the ise of digital signatures held alongside the attributes they
are protecting. The integrity of awhole entry, or of all attribute values for selected attributesin an entry, is protected by
an attribute holding a digital signature of al the attribute values being protected.

This digital signature is created by an authority or directory user responsible for placing the information in the directory
entry. The digital signature can be validated by any user reading the attribute values for the entry. The directory service
itself is not involved in the creation or validation of the digital signature held in this attribute.

This integrity mechanism protects the integrity of directory attributes both in storage and during transfer between
components of the Directory (DSAs and DUAS). This integrity mechanism does not depend on the security of the
directory service itself.

Digital signatures applied to the whole entry do not include operational, collective attributes or the
attributeIntegrityInfo itself. Any attribute value contexts are included.
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The following defines an attribute type to hold a digital signature, along with associated control information, which
provides integrity of awhole entry or al values of selected attribute types.

attributeIntegrityInfo ATTRIBUTE ::= {
WITH SYNTAX AttributeIntegrityInfo
SINGLE VALUE TRUE

ID id-at-attributeIntegrityInfo }
AttributeIntegrityInfo ::= SIGNED{AttributeIntegrityInfoContent}
AttributeIntegrityInfoContent ::= SEQUENCE {
scope Scope, -- Identifies the attributes protected
signer Signer OPTIONAL, -- Authority or data originators name
attribsHash AttribsHash, -- Hash value of protected attributes
N

Signpr ::= CHOICE ({
thlisEntry [0] EXPLICIT ThisEntry,
thirdParty [1] SpecificallyIdentified,

3

ThisEntry ::= CHOICE {
onflyOne NULL,
sppcific IssuerAndSerialNumber,

1y

IssuprAndSerialNumber ::= SEQUENCE {
ispuer Name,
serial CertificateSerialNumber,

oy

SpecfificallyIdentified ::= SEQUENCE {
name GeneralName,
ispuer GeneralName OPTIONAL,
sefpial CertificateSerialNumber OPTIONAL }
(WLTH COMPONENTS { ..., issuer PRESENT, serial PRESENT } |
(WETH COMPONENTS { ..., issuer ABSENT, serial ABSENT }))

Scopp ::= CHOICE {
whpleEntry [0] NULL, -- Signature protects all attribute values in this entry
sellectedTypes [1l] SelectedTypesy

-- Signature protects all attribute values of the selected attribute types

SelefptedTypes ::= SEQUENCE (STZE (1..MAX) OF AttributeType
AttrfibsHash ::= HASH{HashedAttributes}
HashpdAttributes ::=\SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}

-l Attribute type’ and values with associated context values for the selected Scope
integrityInfo (OBJECT-CLASS ::= {

SUBCLASS QF\' {top}

KIND auxiliary

MUBT CONTAIN {attributeIntegrityInfo}

ID id-oc-integrityInfo }

AnAttributeIntegrityInfo value can be created in three different ways:

a) An administrative authority can create and sign the value, and the public key to verify the signature is
known by off-line means.

b) The owner of the entry, i.e., the object represented by the entry, can create and sign the value. If the
owner has several certificates, or expected to have that in the future, the certificate has to be identified by
the CA issuing the certificate together with the certificate serial number.

c) A third party may create and sign the value. The name of the signer, the name of the CA issuing the
certificate and the certificate serial number isrequired.
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If the scope is wholeEntry, all the applicable attributes shall be ordered as specified for a set-of type in 6.2 of Rec.
ITU-T X.509 | ISO/IEC 9594-8. If scope is selectedTypes, the ordering shall be the same as the one given in the
SelectedTypes

NOTE 1—If a user does not retrieve all the complete attributes that are defined within the Scope data type, it will not be
possible for the user to verify the integrity of the attributes.

The creator of the attributeIntegrityInfo attribute shall, when creating the attribsHash data type, use DER
encoding (see 6.2 of Rec. ITU-T X.509 | ISO/IEC 9594-8) of the attributes ordering the attributes as specified above,
and then create the hash from the resulting encoding.

NOTE 2 — The creator needs to have full knowledge of all the attribute syntaxes to create the hash.

The verifier of the integrity shall produce its own version of AttribsHash using the same procedure as above for
retrieved attributes, and then compare the result with the valuein the at tribsHash component.

NOTE 3 —The verification is only possibleif the verifier has full knowledge of al the attribute syntaxes.

An entry that shall hold an attributeIntegrityInfo attribute shall include the integrityInfo auxiliary d

class.

20.3

The fpllowing defines a context to hold a digital signature, along with associated control infermation, which pr
integlity for a single attribute value. Any attribute value contexts are included in the.jntegrity check, excludi
contekt used to hold signatures.

attrfibuteValueIntegrityInfoContext CONTEXT ::= {
WITH SYNTAX AttributeValueIntegrityInfo

ID
Attr
Attr

si
av

AVIHpsh ::= HASH{AttributeTypeValueContexts?}

Attr
ty’
va
co

The

ibuteValueIntegrityInfo ::= SIGNED{AttributeValueIntegrityInfoContent}

ibuteValueIntegrityInfoContent ::= SEQUENCE {
jner Signer OPTIONAL, -- Authority or data(originators name
[Hash AVIHash, -- Hash value of protected attribute

ibuteTypeValueContexts ::= SEQUENCE {

be ATTRIBUTE. &id ({SupportedAttributes}),

lue ATTRIBUTE. &Type ({SupportedAttributes}{@type}),
htextList SET SIZE (1..MAX) OF Context OPTIONAL,

ontextList shall be ordered as specified for a set-of typein 6.2 of Rec. ITU-T X.509 | ISO/IEC 9594-8.

Context for Protection of a Single Attribute Value

id-avc-attributeValueIntegrityInfoContext ¢}

}

Attribute type and value with assodciated context values

}

bj ect-

vides
g the
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SECTION 9 —DSA MODELS

21 DSA Models

This clause is concerned with general models describing various aspects of the components comprising the Directory,
Directory System Agents (DSAS). Subsequent clauses treat additional DSA models.

21.1 Definitions

2111 DIB fragment: The portion of the DIB that is held by one master DSA, comprising one or more ngming
contekts.

21.1.2 context prefix: The sequence of RDNs leading from the Root of the DIT to the initial vertex of a naming
contekt; corresponds to the distinguished name of that vertex.

21.1.3 naming context: A subtree of entries held in asingle master DSA.

21.2 Directory Functional Model

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAs)
and/of LDAP servers. Each DSA provides zero, one or more of the access points. Each LDAP server provides ¢ne or
moreljaccess points. Thisisillustrated in Figure 19. Where the Directory is¢oemposed of more than one DSA or L DAP
servey, it is said to be distributed. The procedures for the operation of the Ditectory when it is distributed are specified
in Ref. ITU-T X.518 | ISO/IEC 9594-4.

The Dirgctery

7
>

X.501(12)_F19

Figure 19 — The Directory Provided by Multiple DSAs

NOTEL-A DSA will likely exhibit local behaviour and structure which is outside the scope of envisaged Dilectory
Specifications. For example, a DSA which is responsible for holding some or &l of the information in the DIB will normally do
so by means of a database, the interface to which isalocal matter.

A particular pair of application-processes which need to interact in the provision of directory services may be located in
different open systems. Such an interaction is carried out by means of Directory protocols, as specified in
Rec. ITU-T X.519 | ISO/IEC 9594-5, or by means of the Lightweight Directory Access Protocol (LDAP), as specified
in |[ETF RFC 4510.

NOTE 2 — LDAP server behaviours are specified in IETF RFC 4510 and may differ from DSA behaviours specified in this
clause.

Clause 23 specifies the models that are used as the basis for specifying the distributed aspects of the Directory. A
framework for the specification of operational models concerned with particular aspects of the operation of the
components of the Directory, DSAS, is provided in clauses 25 through 28.
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21.3 Directory Distribution M odel

This subclause defines the principles according to which the DIB can be distributed across multiple DSAs.
NOTE 1 —The DIB may also be distributed across any number of LDAP servers, which may or may not coexist with one or more

DSAs. LDAP servers and their characteristics and behaviours are specified in IETF RFC 4510 and may differ from DSA
characteristics and behaviours specified in this clause.

Each entry within the DIB is administered by one, and only one, DSA's Administrator who is said to have
administrative authority for that entry. Maintenance and management of an entry shall take placein aDSA administered
by the administrative authority for the entry. This DSA isthe master DSA for the entry.

Each master DSA within the Directory holds a fragment of the DIB. The DIB fragment held by a master DSA is
described in terms of the DIT and comprises one or more naming contexts. A naming context is a subtree of the DIT, all
entries of which have a common administrative authority and are held in the same master DSA. A naming context starts
at a Vertex of the DIT (other than the root) and extends downwards to leaf and/or non-leaf vertices. Suchyvértices
constitute the border of the naming context. The superior of the starting vertex of a naming context is not-held in that
mastgr DSA. Subordinates of the non-leaf vertices belonging to the border denote the start of further naming eontexts.
NQTE 2 —-The DIT is therefore partitioned into disoint naming contexts, each under the administrative authority of alsingle
mester DSA.
NOTE 3 — A naming context in itself is not an administrative area having an administrative poiftyor an explicit gubtree
ification, but it may coincide with an administrative area.

ssible for amaster DSA's administrator to have administrative authority for several disjoint naming contexts. For

RDNs$ which lead from the root of the DIT to the initial vertex of the subtree comprising the naming context| This

A master DSA's administrator may delegate administrative authority far/any immediate subordinates of any entry held
locally to another master DSA. A master DSA that delegated autharity is called a superior DSA and the context that
holds| the superior entry of one for which the administrative authority was delegated, is called the superior naming
. Delegation of administrative authority begins with the reot and proceeds downwards in the DIT; that is,|it can
ccur from an entry to its subordinates.

Figurg 20 illustrates a hypothetical DIT logically partitionéd into five naming contexts (named A, B, C, D and E), vhich
are physicaly distributed over three DSAs (DSA 1, DSA 2, and DSA 3).

From|the example, it can be seen that the naming_contexts held by particular master DSAs may be configured sq as to
meet [a wide range of operational requirements! Certain master DSAs may be configured to hold those entrigs that
represent higher level naming domains within some logical part(s) of the DIB, the organizational structure of d large
comppny say, but not necessarily all the subordinate entries. Alternatively, master DSAs may be configured tg hold
only fhose naming contexts representing primarily leaf entries.

From|the above definitions, the limiting case for a naming context can be either a single entry or the whole of the PIT.

Whilgt the logical to physicalymapping of the DIT onto master DSAs is potentially arbitrary, the task of information
locatipn and managementiisssmplified if the master DSAs are configured to hold a small number of naming contexts.

DSA$ may hold entry*Copies as well as entries. Shadowed entries, the only sort of entry-copy considered [n the
Diredtory Specifications, are maintained by means of the shadowing service described in Rec. ITU-T X|525 |
| SO/IEC 9594+9. Jn addition to this standardized sort of replicated information, two additional non-standardized sorts of
entry{copy may be encountered in the Directory.

—  Copies of an entry may be stored in other DSA(s) through bilateral agreement.

— Copies of an entry may be acquired by storing (Tocally and dynamically) a cache-copy of an entry which
results from a request.
NOTE 4 — The means by which these copies are maintained and managed is not defined in these Directory Specifications. Due to
more precise handling of features like access control, it is recommended that the shadow service be used instead of using
cached-copies.
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. DIB object entry
O DIB alias entry

Figure 20 — Hypothetical DIT

A DSA holding an entry-copy is a shadow DSA for that entry. A shadowDSA may hold a copy of a naming context or a
portign thereof. The specification of the portion of a naming context that is shadowed is termed a unit of replicatioh.

ribed in 9.2 of Rec. ITU-T X.525 | ISO/IEC 9594-9, ca unit or replication is defined within the Dirgctory
informnation model, and a specification mechanism is provided..The shadowing mechanism in the Directory is baged on
the definition of the subset of the DIT that will be shadowed. This subset is called unit of replication. The ynit of
ion comprises a three-part specification which defines the scope of the portion of the DIT to be replicategd, the
attribyites to be replicated within that scope, and the requirements for subordinate knowledge. The unit of repligation
plicitly causes the shadowed information to‘include policy information in the form of operational attributes held
ies and subentries (e.g., access control information) which isto be used to correctly perform Directory opergtions.
The grefix information to be included begins at an autonomous administrative point and extends to the replication base

The griginator of a Directory requestisinformed (via fromEntry) as to whether information returned in responge to a
request is from an entry-copy or not:-"A service control, dontUseCopy, iS defined which alows the user to prohibit the
use of entry-copies to satisfy therequest (although copy information may be used in name resolution).

In order for a DUA to begin-processing a request, it shall hold some information, specifically the presentation
about|at least one DSAthat it can contact initially. How it acquires and holds this information is alocal matter.

partiqularly likely)if modification involves aliases or aliased objects which may be in different DSAs. The inconsigtency
shall pe corrected by specific administrator action, for example, to delete aliases if the corresponding aliased
have peendeleted. The Directory continues to operate during this period of inconsistency.
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SECTION 10 - DSA INFORMATION MODEL

22 Knowledge

221 Definitions
For the purposes of this Directory Specification, the following definitions apply:
2211 category: A characteristic of a knowledge reference that qualifiesit as identifying a master or a shadow DSA.

commonly usable: A characteristic of areplicated area that permits general distribution of the access pdi nt of
holding it; acommonly usable replicated areais normally a complete shadow copy of a naming context.

cross reference: A knowledge reference containing information about a DSA that holds an,entry or pntry-
copy.| Thisis used for optimization. The entry need have no superior or subordinate relationship to any entry in thg DSA

DIT bridge knowledge reference: A knowledge reference containing information*about a DSA that|holds
in adifferent DIT. The entry need have no superior or subordinate relationship to any_entry in the DSA holding

immediate superior reference: A knowledge reference containing information about a DSA that holgls the
namimg context (or a commonly usable replicated area derived from it) that is immediately superior to one held by the
DSA for which the knowledge referenceis relevant.

22.1. knowledge (information): DSA operational information held by a DSA that it uses to locate remote erjtry or
entry{copy information.

22.1. knowledge reference: Knowledge which associates, either directly or indirectly, a DIT entry or entry-copy

with the DSA in which it is located.
22.1. master knowledge: Knowledge of the master DSA\for a naming context.

22.1.9 non-specific subordinate reference: A knowledge reference containing information about a DSA that|holds
one of more unspecified subordinate entries or entry<Copies.

22.1.10 referencepath: A continuous sequence of knowledge references.
22.1.11 root naming context: The set of subordinate references of the root to be held by thefirst level DSASs.

22.1.12 shadow knowledge: Knowledge of one or more shadow DSAs for a naming context (if the knowlefige is
specific) or contexts (if non-specific).

22.1.13 subordinate reference: A knowledge reference containing information about a DSA that holds a specific
suborflinate entry or entry-cepy.

22.1.14 superior refenence: A knowledge reference containing information about a DSA considered capable of
resoljing (i.e., findifig-any entry within) the whole of the DIT.

22.2 I ntroduction

The DIB_is distributed across a large number of master DSAS, each holding and having administrative authority for a
DIB o ; ecified i

In addition, these and other DSAs may hold copies of portions of the DIB.

It is a requirement of the Directory that, for particular modes of user interaction, the distribution of the directory be
rendered transparent, thereby giving the effect that the whole of the DIB appears to be within each and every DSA.

In order to support this operational requirement, it is necessary that each DSA be able to gain access to the information
held in the DIB associated with any name (i.e., any object's distinguished or alias names). If the DSA does not itself
hold an object entry or object entry-copy associated with the name, it shall be able to interact with a DSA that does,
either directly or indirectly by means of direct and/or indirect interactions with other DSAs.

When the Directory user indicates that entry-copy information shall not be used to satisfy his request, the DSA
servicing the request must be able to gain access, directly or indirectly, to the master DSA holding the entry information
associated with the name supplied in the user's request.
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This clause defines knowledge as that DSA operationa information required to achieve these technical objectives.
Subsequent clauses specify the representation of knowledge in the context of a general DSA information model.
NOTE — The preceding statements represent technical objectives of the Directory. Readlization of these technical objectives
depends on other matters (e.g., policy matters) in addition to a consistent configuration of knowledge in DSAs. Clauses 25
through 28 establish a framework to address some of these matters.

Annex P contains an illustration of the modelling of knowledge. The illustration is based on the hypothetical DIT given

inFig

22.3

ure 20.

Knowledge References

Knowledge is that operational information held by a DSA that represents a partial description of the distribution of entry
and entry-copy information held in other DSAs. Knowledge is used by a DSA to determine an appropriate DSA to

conta
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Ct when arequest received from a DUA or another DSA cannot be satisfied with locally held information.

ledge consists of knowledge references. A knowledge reference associates, either directly or indirectty, the
irectory entry with aDSA holding the entry or a copy of the entry.

Knowledge Categories
are two categories of knowledge reference: master knowledge references and shadow knowledge references

br knowledge is knowledge of the access point of the master DSA for anaming context.

ers to shadow consumers by means of the replication procedures described in Rec. ITU-T X.
F-C 9594-9. Shadow knowledge is knowledge of the access point of a sét_of one or more shadow DSAS
ated area (a naming context or a portion thereof).

A that is the object of shadow knowledge shall hold a commonly-usable replicated area. One form of repl
hat is commonly usable is a complete shadow copy of a naming:context. An incomplete shadow copy of an
kt held by a DSA may be commonly usable if it is sufficiently complete to satisfy the interrogation request
commonly make to the DSA. It is the responsibility of the administrative authority who causes shadow know

a)

en DSA may hold both master and shadow knowiledge, the latter involving multiple shadow DSAS, regar
Ular naming context. The specific knowledge.used in the processing of arequest received from a DUA or
e.g., in the name resolution process, is determined by a DSA specific selection procedure whereby the)

\ capable of progressing the request.
DTE — The Directory Specificationstdo ‘not constrain how master and shadow knowledge is used by DSAs (othd

eeified in Rec. ITU-T X.511 | ISOAEC 9594-3).

Knowledge Reference Types

nowledge possessédhby a DSA is defined in terms of a set of one or more knowledge references wherg
nce associates,-€ither directly or indirectly, entries (or entry-copies) of the DIB with the DSA which holds
S (Or entry-copies).

A may holdthe following types of knowledge reference:

superior references;

name

adow
525 |
for a

cated
bming
s that
ledge

DSA holding an incomplete copy of a haming context. to be distributed that the replicated area be comimonly

ing a
other
DSA

Lites, based on any non-standardized criteria deemed appropriate by the administrative authority, an access pgint of

r than

lirectly through constraints on BSA® behaviour, for example, the dontusecopy and copyshallpo service contiols as

each
those

- immediate superior references;

—  subordinate references;
— non-specific subordinate references; and
—  crossreferences.

A knowledge reference of a particular type shall be either a master or shadow knowledge reference.

In addition, a DSA that participates in shadowing as a shadow supplier and/or consumer may hold one or more of the
following types of knowledge reference:

— supplier references; and
—  consumer references.

These knowledge reference types are described below.
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22.3.2.1 Superior References

A superior reference consists of:
—  the Access Point of aDSA.

Each non-first level DSA (see 22.5) shall maintain at |east one superior reference. The superior reference shall form part
of areference path to the root. Unless some method outside the standard is employed to ensure this, for example within
a DMD, this shall be accomplished by referring to a DSA which holds a naming context or replicated area whose
context prefix has fewer RDNs than the context prefix with fewest RDNs held by the DSA holding the reference.

22.3.2.2 Immediate Superior References

An immediate superior reference consists of:

S o . N itet . et s or
entry-copies) by the DSA holding the reference;

—  the Access Point of the DSA holding that naming context (as entries or entry-copies).

Immediate superior references are an optiona reference type that only occur when there is a hierarchical opergtional
binding to the referenced DSA (see clause 24 in Rec. ITU-T X.518 | ISO/IEC 9594-4). In the absence of such explicit
opergional bindings, an immediate superior naming context may be referenced by means of a crossreference.

22.3.2.3 Subordinate References

A subjordinate reference consists of:

— acontext prefix corresponding to a naming context immediately subordinate to one held (as entrjies or
entry-copies) by the DSA holding the reference;

—  the Access Point of the DSA holding that naming context (asentries or entry-copies).

All naming contexts immediately subordinate to naming contexts held by a master DSA shall be represented by
suborflinate references (or non-specific subordinate references as described in 22.3.2.4).

In the case where a DSA holds entry-copies, the subordinat€;naming contexts may or may not be represented,
deperjding on the shadowing agreement in effect.

22.3.2.4 Non-Specific Subordinate References

A non-specific subordinate reference consists of:

— the Access Points of a DSA_ that holds the entries (or entry-copies) of one or more immediately
subordinate Naming Contexts.

This fype of reference is optional, to allow for the case in which a DSA is known to contain some subordinate gntries
(or entry-copies) but the specific RDNSof those entries (or entry-copies) is not known.

For epch naming context that it halds, a master DSA may hold zero or more non-specific subordinate references. DSAs
accesped via a non-specific reference shall be able to resolve the request directly (either success or failure). In thelevent
of failure, a serviceErroxrreporting a problem of unableToProceed isreturned to the requestor.

In the case where a DSA holds entry-copies, the non-specific subordinate references may or may not be represented,
deperyding on the shadowing agreement in effect.

22.3.25 CrossReferences

A crdss réference consists of :
— aCaontext Prefix:

—  the Access Point of a DSA which holds the entries or entry-copies for that naming context.

This type of reference is optional and serves to optimize Name Resolution. A DSA may hold any number (including
zero) of crossreferences.

22.3.2.6 Supplier References

A supplier reference held by a shadow consumer DSA consists of:

— the context prefix of the naming context from which the replicated area received from the shadow
supplier is derived,

— the identifier of the shadowing agreement that the shadow consumer has established with a shadow
supplier;
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—  the Access Point of the shadow supplier DSA;
— anindication of whether the shadow supplier of the replicated areais or is not the master; and
— optionally, the access point of the master DSA if the supplier is not the master.

22.3.2.7 Consumer References

A consumer reference held by a shadow supplier DSA consists of :

— the context prefix of a naming context from which the replicated area provided by the shadow supplier is

derived;
— theidentifier of the shadowing agreement that the shadow supplier has established with a consumer
—  the Access Point of the shadow consumer DSA.

; and

22.4 Minimum Knowledge
It is dproperty of the Directory that each entry can be accessed independently of where arequest is generated.

It is dso a property of the Directory that, to achieve adequate levels of performance and availability, some reques
be sgisfied using a copy of an entry, while other requests may only be satisfied using the-entry itself (i.4
information held at the master DSA for the entry).

ts can
., the

To reglize these location independence properties of the Directory, each DSA shall maintain a minimum quanfity of

know]edge which depends on the particular configuration of the DSA.

The ¢bjective of these minimum requirements is to permit the distributed name-resolution process to estab
refergnce path, as a continuous sequence of master knowledge references, to all paming contexts within the Direct

It is gso arequirement that the minimum knowledge consists of referencesthat can be processed by the DSA (se
of Ref. ITU-T X.519 | ISO/IEC 9594-5).

Beyond these minimum requirements, additional knowledge may .be employed to establish other reference p3
copies of naming contexts. Cross reference knowledge (master and shadow) may be employed to establish opti
refergnce paths to naming contexts and copies of naming contexts.

The minimum knowledge requirements for DSAs are spegified in 22.4.1-22.4.4.

22.4, Superior Knowledge

Each[DSA that is not a first level DSA shall maintain at least one superior reference. Additional superior refet
may e held for operational reasons as aternative paths to the root of the DIT.

2242  Subordinate Knowledge

A DSA that is the master DSA of .alnaming context shall maintain subordinate or non-specific subordinate referen
categpry master knowledge to each-master DSA holding (as master) an immediately subordinate naming context.

2243 Supplier Knowledge

For each shadow suppliér DSA that suppliesit with areplicated area, a shadow consumer DSA shall maintain a su
refergnce. If the shadow consumer's subordinate knowledge for the copy of the naming context is incomplete, i

lish a
Dry.
£ 12.3

ths to
mized

ences

ces of

pplier
shall

use ifs supplier~reference to establish a reference path to subordinate information. This procedure is descriljed in

clausg 20 of ReeMTU-T X.518 | ISO/IEC 9594-4.

22.4.4 .~ €Consumer Knowledge

For each shadow consumer DSA that 1T SUppHes WITh a replicaled area, a shadow supplier DSA shal main
consumer reference.

225 First Level DSAs

an a

The DSA referenced by a superior reference assumes the burden of establishing areference path to all of the DIT that is
unknown to the referring DSA. A DSA referenced by other DSAs may itself maintain one or more superior references.

This recursive superior referral process stops at a set of first level DSAs upon whom the ultimate responsibility f
establishment of reference pathsfalls.

A first level DSA is characterized as follows:
a) it doesnot hold a superior reference;
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b) it may hold one or more naming contexts immediately subordinate to the root of the DIT (as master or
shadow DSA for the naming context); and

¢) it holds subordinate references (of category master and/or shadow) and non-specific subordinate
references (of category master and/or shadow) which account for all the naming contexts immediately
subordinate to the root of the DIT which it does not itself hold.

The administrative authorities for first level DSAs are jointly responsible for the administration of the immediate
subordinates of the root of the DIT. This set of subordinate references is called the root naming context. The procedures
governing this joint root naming context are determined by multilateral agreements which are outside the scope of these
Directory Specifications.

The subordinate references making up the root naming context are conceptually placed in DSA specific entries (DSES)
immediately subordinate to the root DSE (see 24.2). The DSE type shall be subr.
NOTE — In arelated entries environment, it is possible that some first-level entries will have the same name, creating.nultiple

DITs. The administrative authorities for the associated first level DSAs are jointly responsible for the administration”of these
DITs.

To limit the quantity of interrogation requests that might be directed to a master first level DSA (i.e., @DSA thet is a
mastdr for a naming context immediately subordinate to the root of the DIT), it is possible to establistvshadow firsf level
DSAg for that master first level DSA. Such shadow DSAs hold copies of the entries and the root naming context held in
its master (or supplier) first level DSA. They therefore may serve as a superior reference for non-first level DSAs.

22.6 Knowledgereferencesto LDAP servers

LDAP does not have the concept of knowledge references. However, DSA may have knowledge references to | DAP
serveys in the form of subordinate references, non-specific subordinate references and cross references. An ILDAP
servef may also beincluded in the root context held by first level DSAS.

The references to an LDAP server may be both of category master and/or/shiadow.

23 Basic Elements of the DSA I nformation Model

23.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

23.1.1 DSA information tree: The set of all(DSEs held by a DSA when viewed from the perspective of their n]:mes.

23.1.2 DSA shared attribute: An operationa attribute in the DSA information model associated with a particular
namejwhose value or values, if held by Several DSAS, areidentical (except during periods of transient inconsistengy).

23.1.3 DSA specific attribute:-An operational attribute in the DSA information model associated with a particular
namejwhose value or values, if-held by several DSAS, need not be identical.

2314 DSA specific entry(DSE): The information held by a DSA that is associated with a particular name; the DSE
may (but need not) contaifthe information associated with the corresponding Directory entry.

23.1% DSE type<An indication of the particular purpose of a DSE; a DSE may serve multiple purposes angl thus
have nultiple types.

23.2 fkntroduction

The Directot Y tfermatton-model-describeshow-the Dilcx,t\_uy as-awhote Feprese: fts-tRformettor-abett ubjwta ke 'ing a
distinguished name and optionally alias names. In its description of the DIT, entries and attributes, the composition of
the Directory as a set of potentially cooperating DSAsis abstracted from the model.

The DSA information model, on the other hand, is especially concerned with DSAs and the information that must be
held by DSAs in order that the set of DSAs comprising the Directory may together realize the Directory information
model. It is concerned with:

— how Directory information (object and alias entries and subentries) is mapped onto DSAS;

—  how copies of Directory information may be held by DSAS;

—  the operational information required by DSASs to perform name resolution and operation evaluation; and
— the operational information required by DSAs to engage in shadowing and to use shadowed information.
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The purpose for modelling a representation of DSA operational information such as knowledge is to establish the
general framework for management access to DSA operational information.

23.3 DSA Specific Entriesand their Names

In the DSA information model, the information repositories holding the information associated with a particular name
are termed DSA Specific Entries (DSES). Directory entries exist in the DSA information model only as information
elements from which DSEs may be composed. Operational attributes specific to the DSA information model comprise
the other variety of information element from which DSEs may be composed.

If a DSA holds any information concerning a name directly (i.e., information held in a repository identified by the
name), it is said to know or have knowledge of that name.

For epeh-namekne . A -ar-theHrormaton e Adirectty-assoctated-with-thername-otherthan the
itself by one DSE. This latter information (i.e., the RDN and its relationship to the DI T):|is not
repregented explicitly as attributes in the DSA information model; the set of names known by a DSA_constitiite an
impligit fabric on which the associated DSEs can be considered to be attached.

NOTE — One consequence of the way the DSA information model handles names is that, for DSEs that are-nét of type entry,
alilas or subentry, the AVA(Ss) expressing the RDN of the DSE is not modelled as held in (an) attribute(s),

The st of al names known by a DSA, together with the information associated with each name, \when viewed frgm the
perspgctive of these names, is termed the DSA information tree for that DSA. A DSA infarmation tree is depided in
Figurg 21.

Root DSE
Root @
‘ DSA-specific
attributes
[ ] DSE
Adm;g: ittrai\l ;e Directory DSA-shared DSA-specific
(AP) entry attributes attributes
DSE
Subentry @
‘ ‘ Directory DSA-shared DSA-specific
subentry attributes attributes
AP
DSE (e.g., for subordinate references)
‘ ‘ ‘ ‘ ‘ ‘ ‘ DSA-shared DSA-specific
attributes attributes
X.501(12)_F21

Figure21 — A DSA Information Tree

The minimum information that a DSA may associate with a name, and thus know the name, consists of an expression of
the purpose for which the name is known (i.e., the role played by the name in the operation of the DSA knowing it).
This purpose is represented in the DSA information model by the DSA specific attribute, dseType.

In addition, a DSE may hold other information associated with the name such as an entry or entry-copy, DSA shared
attributes and DSA specific attributes.

A DSE may represent a Directory entry directly, a portion of an entry or no Directory information. The information held
in aDSE varies, depending on its type or purpose. In general, the following sorts of DSEs may occur in DSAS.
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— A DSE directly representing a Directory entry contains the user and operational attributes corresponding
to that Directory entry (as depicted in DSE 2 in Figure 21). The DSE may also contain DSA shared and
DSA specific attributes.

— A DSE representing a portion of an entry (as a result of shadowing) contains some of the user and
operational attributes corresponding to the Directory entry, DSA specific attributes and may also contain
DSA shared attributes.

— A subentry DSE representing, for example prescriptive ACI or collective attributes, contains the relevant
user and operational attributes corresponding to a Directory subentry (as depicted in DSE 3 in Figure 21).
The DSE may also contain DSA shared and DSA specific attributes.

— A DSE representing no Directory entry information contains only DSA shared and/or DSA specific
attnbutes (as dep|cted |n DSEs 1 and 4 in F|gure 21) For example aDSE representl ng a subordl nate
' o specific

sin a
52 any

Basic Elements

is comprised of three basic elements. the DSE type, some number of DSA operational attributes (the DSE type
of these) and optionally an entry or entry-copy.

DSA Operational Attributes

arieties of operational attribute occur in the DSA information model that do not correspond to informat{on in
ory entries. Those are DSA shared and DSA specific attributes.

A shared attribute is an operational attribute in the DSA information model associated with a particular |name
b value or values, if held by several DSASs, are identical (exceptduring periods of transient inconsistency). Al DSA

A specific attribute is an operational attribute in the DSA information model associated with a particular [name

b value or values, if held by several DSAS, need not:be identical. A DSA specific attribute represents operational

ation that is specific to the functioning of thex\DSA holding it. A DSA cannot hold a shadow-copy| of a

NOTE — While a shadow-supplier DSA may provide & shadow-consumer DSA with a DSA specific attribute, thisis conceptually

a shadow-copy of information held by the stipplier but, rather, information produced by the supplier for the consumer|which

the consumer may then use and modify
2342 DSE Types
The type of a DSE, represented(in-the DSA information model by the DSA specific operational attribute dsefrype,
indicates the particular purpose(or role) of a DSE. This purpose is indicated by the named bits of the single valuelof the
dseType attribute. As a DSE may serve several purposes, several named bits of the dseType attribute may be|set to
repregent these purposesCAynumber of combinations of named bits that are likely to occur are specified in Annex @.
The phrase "a DSE(of-type x" is used in the Directory Specifications to indicate that the named bit x of the PSE's
dseType attribute\has been set. For a DSE of type x, other named bits may or may not be set, as required. The atgrnate
phrase "the DSE\type includes x" may also be used
The $yntactic specification of the dseType operational attribute may be expressed using the attribute notatijon as
follows:
dseType ATTRIBUTE ::= {

WITH SYNTAX DSEType

EQUALITY MATCHING RULE bitStringMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-dseType }

This DSA specific operational attribute is managed by the DSA itself.
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The ASN.1 type that represents the syntax of the possible values of the dseType attribute isbsEType. Itsdefinitionis:

DSEType ::= BIT STRING {

root (0), -- root DSE

glue (1), -- represents knowledge of a name only

cp (2), -- context prefix

entry (3), -- object entry

alias (4), -- alias entry

subr (5), -- subordinate reference

nssr (6), -- non-specific subordinate reference

supr (7), -- superior reference

Xr (8), -- cross reference

admPoint (9), -- administrative point

subentry (10), -- subentry

shhdow (IT), -- shadow copy

immSupr (13), -- immediate superior reference

rhpb (14), -- rhob information

sa (15), -- subordinate reference to alias entry

dspBubentry (16), -- DSA Specific subentry

familyMember (17), -- family member

difBridge (18)} -- DIT bridge reference
--wrjiteableCopy (19) writeable copy (currently not used)

The Vidlues of DSEType are:

a) root: Theroot DSE contains DSA specific attributes, used by the DSA; that characterize that DSA as a
whole. The name corresponding to the root DSE is the degeneraté:name consisting of a sequence of zero
RDNSs.

NOTE — Information that characterizes a DSA that is to be niade available via the Directory abstract serjice is
contained in the DSA's entry. A DSA may, but need not, hold its own entry or a copy of its own entry.

b) glue: A glue DSE represents knowledge of a name only: A DSA holding a context prefix DSE or g cross
reference DSE may hold glue DSEs to represent the hames of the superiors of the context prefix orf cross
reference DSE if no other operational informatian:(e.g., knowledge) is associated with those nameg. This
isillustrated in Figure 22. A DSE of type glue shall not have any other pseType bit set.

C) cp: The DSE representing the context préefix of a naming context.

d) entry: A DSE that holds an object entry.

€) alias: A DSE that holds an aljasentry.

f)  subr: A DSE that holds a specific knowledge attribute to represent a subordinate reference.

g) nssr: A DSE that holds a non-specific knowledge attribute to represent a non-specific suborflinate
reference.

h) supr: A DSE that'helds a specific knowledge attribute to represent the DSASs superior references.
i) xr: A DSE thatholds a specific knowledge attribute to represent a cross reference.

i) admPointTA DSE corresponding to an administrative point.

K) subentry: A DSE that holds a subentry.

) £hadow: A DSE that holds a shadow-copy of an entry (or part of an entry) or other information
(e.g., knowledge) received from a shadow-supplier; this named bit is set by the shadow consumer.

m) immSupr: A DSE that holds a specific knowledge attribute to represent an immediate superior refergnce.

) 3 £y AN ot Lol ol | HIE P e Hey &l o ey H 4 H H £ H Q
L) LIIOD. A O UIAl TIUTUS cdlTiimimol Al VE PJUITIC AN SUDTTIL y THITUTTTICALTUTT TCLTTVEU TTUTTT A SUPTTTUT In

a Relevant Hierarchical Operationa Binding (i.e., in either a Hierarchical Operationa Binding or a Non-
specific Hierarchical Binding as described in clauses 24 and 25 of Rec. ITU-T X.518 | ISO/IEC 9594-4).

0) sa: A quaifier of asubr DSE indicating that the subordinate naming context entry is an aias.

p) dssubentry: A DSE that holdsaDSA specific subentry.
() familyMember: A DSE that holds afamily member.
r) ditBridge: A DSE that holdsaDIT bridge reference.

The use of this operational attribute to represent aspects of the DSA information model is described in clause 23.
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Representation of DSA Information

This clause treats the representation of DSA information. It describes the representation of DSA operational information
(knowledge), Directory user information and Directory operational information.

24.1

Representation of Directory User and Operational Information

This clause specifies the representation of Directory user and Directory operational information in the DSA information
model.

24.1.1 Object Entry

An object entry is represented by a DSE of type entry which contains the user and Directory operational attributes

ratechwithrthe Directory-entry—Thenameof the DSEtsthenameof-the-obfectentry-(retheobrect'sdistingi shed

assoC|

namej.

If the

2412

Ana
the R

If the
24.1.3

DSE holds a copy of the entry, the DSE type includes shadow.

AliasEntry

as entry is represented by a DSE of type alias which contains the attributes associated with the alias entry (i.e.,

DN attributes and the aliased object name attribute). The name of the DSE is the name of the dlias entry.
DSE holds a copy of the alias entry, the DSE type includes shadow.

b Administrative Point

An

admimistrative point. The name of the DSE is the name of the administrative'goint.

If thg DSE represents an entry, the DSE type includes entry. If the\DSE holds a copy of the administrative
information, the DSE type includes shadow.

24.1.

A suljentry is represented by a DSE of type subentry Which contains the operational and user information asso

with
If the

2411

A family member (including the ancestor) istepresented by a DSE of type £amilyMember. The ancestor asoiso

type ¢

24.2

A kn
operg
refere

The pame of this'DSE shall be the primary distinguished name and may include alternative names and c
nation ifithey are present in the context prefix of the naming context held by the referenced DSA. In the cage of a
hat-holds a shadow, the name of the DSE may include a subset of the alternative names. In the case of a DSE that

inforr
DSE
is not|

ministrative point is represented by a DSE of type admPoint which contains the attributes associated with the

Subentry

he subentry. The name of the DSE is the name of thé'subentry.

DSE holds a copy of the subentry, the DSE type'is subentry and shadow.

Family member
ntry; itisthe only family memberthat is permitted to have this DSE type.

Representation of-K nowledge References

inced DSA.

alcapy, the name of the DSE shall include all distinguished names.

N

TE —Name resolution 1S enhanced It every distinguisned value (and thus every alternative distinguished name) IS present.

2421 Knowledge Attribute Types

DSA

operational attributes are defined in the DSA information model to expressaDSA's:
—  knowledge of its own access point;
—  superior knowledge;
—  gpecific knowledge (its subordinate references);
— non-specific knowledge (its non-specific subordinate references);
—  knowledge of its supplier(s), optionally including the master, if it is a shadow consumer;
—  knowledge of its consumer(s) if it is a shadow supplier;

Rec. ITU-T X.501 (10/2012)
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bwledge reference consists of a DSE of an appropriate type which holds a correspondingly appropriatel DSA
lional attribute and\which isidentified by a name bearing a defined relationship to the naming context held by the
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—  knowledge of secondary shadows, if it is a shadow supplier; and
—  knowledge of another DIT.
Object Identifier values are assigned in Annex F for these operational attributes.
24.2.1.1 My Access Point

ThemyAccessPoint operational attribute type is used by a DSA to represent its own access point. It is a DSA specific
attribute. All DSAs shall hold this attribute in their root DSE. It is single-valued and managed by the DSA itself.

myAccessPoint ATTRIBUTE ::= {
WITH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE
NO| USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-myAccessPoint }

The ASN.1 type AccessPoint is defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.1' specification is
reprofluced here for the convenience of the reader.

AccepsPoint ::= SET ({
aeltitle [0] Name,
adfilress [1] PresentationAddress,

prptocolInformation [2] SET SIZE (1l..MAX) OF ProtocolInformation OPTIONAL,
-- [6] Not to be used

-}
How pDSA obtains the information held in myAccessPoint is not described inthe Directory Specifications.
An afribute of themyaccessPoint attribute type shall be held in a DSE)0ftype root.

The ipformation held in myaccessPoint may be employed in the DOP when establishing or modifying an opergtional
binding.

24.2.1.2 Superior Knowledge

The guperiorknowledge operational attribute type\is used by a non-first level DSA to represent its superior
refergnees. It is a DSA specific attribute. All non-first level DSAs shall hold this attribute in their root DSE. It is multi-
valuefl and managed by the DSA itself.

supekiorKnowledge ATTRIBUTE ::= f
WIH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
NO| USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-superiorKnowledge }

A DHA may acquire the information held in superiorknowledge by means not described in the Dirgctory
Specifications. It might.-dso construct it from its immediate superior references, e.g., from its immediate superior
refergnce whose context-prefix has the least number of RDNsin its name.

The guperiorKnowledge dattributetypeisheldin aDSE of type root.

The Information held in superiorknowledge may be employed by a DSA when constructing a continyiation
refergnce returned in a DAP or DSP referral or when performing chaining.

24.2.1.3 Specific Knowledge

Specific knowledge consists of the access points for the master DSA of a naming context and/or shadow DSASs for that
naming context. It is specific because the context prefix of the naming context is known and associated with the access
point information. Specific knowledge is represented by the specificknowledge Operationa attribute type. It is a
DSA shared attribute, is single-valued, and managed by the DSA itself.

specificKnowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-specificKnowledge }
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The ASN.1 type MasterAndShadowAccessPoints iS defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.1
specification is reproduced here for the convenience of the reader.

MasterAndShadowAccessPoints ::= SET SIZE (1l..MAX) OF MasterOrShadowAccessPoint
MasterOrShadowAccessPoint ::= SET {
COMPONENTS OF AccessPoint,
category [3] ENUMERATED (
master (0),
shadow (1)} DEFAULT master,

chainingRequired [5] BOOLEAN DEFAULT FALSE,

A DSA may acquire the information held in specificKnowledge by means not described in the Directory
Specifications. Tn the case of a cross reference (DSE of type xr), it might also construct it from information recelyed in
the crossReference component of chainingResults of a DSP reply. In the case of a subordinate referénce|(DSE
of tyge subr), it might construct it from information received in the DOP when establishing or modifyingaHOB.

The gpecificKnowledge dttribute type is held in a DSE of type subr, immSupr, Or xr. It is used’by a DA to
repregent subordinate, immediate superior and cross references.

Theipformation held in specificknowledge may be employed by a DSA when constructing-acontinuation refg¢rence
returned in a DAP or DSP referral (or when performing chaining) and when constructing/Shadowed DSA Specific
Entrig¢s (SDSES) of type subr, immSupr, or xr provided in the DISP.

24.2.1.4 Non-Specific Knowledge

ecific knowledge consists of the access points for the master DSA of Yone or more naming contexts and/or
shadgw DSASs for the same one or more naming contexts. It is non-specificiecause the context prefixes of the ngming
contekt(s) is (are) not known. The immediate superior of the naming context(s) is known, however, and the accesg point
information is associated with its name. Non-specific knowledge.js represented by the nonsSpecificKnowledge
opergiona attribute type. It isa DSA shared attribute, is multi-valuedand managed by the DSA itself.

nonSpecificKnowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAgcessPointsMatch
NO| USER MODIFICATION TRUE

USAGE distributedOperation

id-doa-nonSpecificKnowledge }

The MasterandShadowAccessPoints Valug consists of an access point for a master DSA holding one or| more
suborginate naming contexts, and zero or,mere access points of DSAs holding shadows of some or all of these naming

may acquire the information held in nonspecificknowledge by means not described in the Dirgctory
Specifications. In the case of a-non-specific subordinate reference (DSE of type nssr), it might also construct if from
information received in the DOP when establishing or modifying a NHOB.

The fonspecificKnewledge dttribute type is held in a DSE of type nssr. It is used to represent non-sgecific
suborginate references.

The ipformation held in nonspecificKknowledge may be employed by a DSA when constructing a continyiation
refergnce returned in aDAP or DSP referral (or when performing chaining) and when constructing SDSEs of typelnssr
provigled.in the DISP.

anlior 1l o

24.2.;..5 SJ'JHII\;I IARRATAAAR= )Y\

The supplier knowledge of a shadow consumer DSA consists of the access point(s) and shadowing agreement
identifier(s) for its supplier(s) of a copy (or copies) of areplicated area. Optionally, if the supplier is not the master of
the naming context from which a replicated area is derived, the access point of the master may be included in supplier
knowledge. Supplier knowledge is represented by the supplierKnowledge oOperationa attribute type. It is
DSA specific, multi-valued and managed by the DSA itself.

The ASN.1 syntax for a value of supplierKnowledge iS SupplierInformation. A vaue of this attribute is
composed of a shadow supplier DSA's access point and the agreement 1D of the shadowing agreement between the
supplier DSA and the consumer DSA holding the DSA specific attribute (expressed as a value of the type
SupplierOrConsumer), an indication of whether the supplier of the replicated area is or is not the master of the
naming context from which it is derived, and, if not, optionally, the access point of the master DSA.
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SupplierOrConsumer ::= SET {
COMPONENTS OF AccessPoint, -- supplier or consumer
agreementID [3] OperationalBindinglID,
-}
SupplierInformation ::= SET {
COMPONENTS OF SupplierOrConsumer, -- supplier
supplier-is-master [4] BOOLEAN DEFAULT TRUE,

non-supplying-master [5] AccessPoint OPTIONAL,

supplierKnowledge ATTRIBUTE ::= {
WITH SYNTAX SupplierInformation
EQUALITY MATCHING RULE supplierOrConsumerInformationMatch
NO TRUE

USAGE dSAOperation
id-doa-supplierKnowledge }

may acquire the information held in supplierKnowledge by means not described in the Dir
Specifications. A shadow consumer DSA might also construct it from information received in’the DOP
establlishing or modifying a shadowing agreement.

The gupplierKnowledge attribute type is held in a DSE of type cp. It is used to represent’ one or more sul
refergnces. All shadow consumer DSAs shall hold avalue of this attribute for each shadowing agreement they eng
as a gonsumer.

pctory
when

pplier
Bgein

The ipformation held in supplierknowledge May be employed by a DSA whencanstructing a continuation reférence

returned in a DAP or DSP referral. The agreementID component (its type, operationalBindingID, iS defi
28.2) lof supplierknowledge isrequired in the operations of the DOP for thanaging a shadowing agreement and
the D] SP operations.

24.2.1.6 Consumer Knowledge

The ¢onsumer knowledge of a shadow supplier DSA consists of the access point(s) and shadowing agre
identifier(s) for the consumer(s) of a copy (or copies) of a naming context provided to them by the supplier. Con
know]edge is represented by the consumerknowledge operationa attribute type. It is DSA specific, multi-valug
manaped by the DSA itself.

The ASN.1 syntax for a value of consumerknowledge iS ConsumerInformation (Wwhich has the same syn
Supp|LierOrConsumer, but refers to a consumeér-access point).

erInformation ::= SupplierOrConsumer -- consumer

erKnowledge ATTRIBUTE %:'= {

WIH SYNTAX ConsumerInformation

EQPALITY MATCHING RULE \_supplierOrConsumerInformationMatch
NO| USER MODIFICATION TRUE

USAGE dSAOperation

id-doa-consumerKnowledge }

may acquire-the information held in consumerknowledge by means not described in the Dir
ifications. A.shadow supplier DSA might also construct it from information received in the DOP when establ
or mqdifying shadowing agreements.

The qonsumerknowledge attribute type is held in a DSE of type cp. It is used to represent one or more con

ned in
inal

bment
sumer
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shing

sumer

refergnees. All shadow supplier DSAs shall hold a value of this attribute for each shadowing agreement they eng

pge in

as a supplier.

The agreementID component of consumerKnowledge iS required in the operations of the DOP for managing a

shadowing agreement and in all the DISP operations.
24.2.1.7 Secondary Shadow Knowledge

Secondary shadow knowledge consists of information a supplier DSA (e.g., a master DSA) may choose to maintain
regarding consumer DSAs that are engaged in secondary shadowing from its perspective. Secondary shadow knowledge
is represented by the secondaryshadows operational attribute type. It is DSA specific, multiple-valued and managed

by the DSA itself. The ASN.1 syntax for a value of secondaryShadows iS SupplierAndConsumers. It cOnsi
the access point of a shadow supplier and alist of its direct consumers.
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SupplierAndConsumers ::= SET {
COMPONENTS OF AccessPoint, -- supplier
consumers [3] SET OF AccessPoint,
}
secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE supplierAndConsumersMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-secondaryShadows }

The consumers component of SuppliersAndConsumers contains only access points of DSAs that hold commonly

p H 4 1. " J
usabl ecopresof-arepticatectares

A supplier DSA may obtain the information required to construct values of this attribute from a consumer\D$A by
following the procedure described in 23.1.1 of Rec. ITU-T X.518 | ISO/IEC 9594-4.

The decondaryshadows attribute typeis held in a DSE of type cp.

Support for secondary shadow knowledge is optional.
24.2.1.8 DIT Bridge Knowledge

A master DSA of a naming context in another DIT is represented by a ditBridgekKnowledge, Which consists of a
doman identifier and its access point. The diTBridgeKnowledge Operational attribute containg the
DITBridgeKnowledge Of all known such DSAs. It is a multi-valued, DSA shared attribute and is managed lyy the
DSA fdministrator. This attribute is held in a DSE of type root, which additionally gets the DSE type ditBridge for
DIT Qridge reference.

ditBridgeKnowledge ATTRIBUTE ::= {
WIH SYNTAX DitBridgeKnowledge
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
NO| USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-ditBridgeKsiowledge }

The ASN.1 type pitBridgeKnowledge iS defined in Rec. ITU-T X.518 | ISO/IEC 9594-4. Its ASN.1 specificafion is
reprofluced here for the convenience of the reader.

DitBfidgeKnowledge ::= SEQUENCE {
dopainLocalID UnboundedDirectoryString OPTIONAL,
acfessPoints MasterAndShadowAccessPoints,

}

The ipformation held in ditBridgeknowledge Will be employed by the DSA when performing a Search opearation
involying related entries.

24.2.1.9 Matching Rules

Four pquality matching rules for the preceding knowledge attributes are specified below. They apply to attributes with
syntakes of types AccessPoint, MasterAndShadowAccessPoints, SupplierInformafkion,
ConsmerInformation and SuppliersAndConsumers.

24.2.1.9-1 Access Point Match

The ATCESS Point Match rule 1S Specified as.

accessPointMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-accessPointMatch }

The accessPointMatch matching rule applies to attribute values of type accesspPoint. A vaue of the assertion
syntax is derived from a value of the attribute syntax by using the value of the [0] context specific tag (Name)
component. Two values are considered to match for equality if the Name component of each match using the matching
procedure for DistinguishedName Values.
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24.2.1.9.2 Master And Shadow Access Points Match
The Master and Shadow Access Point Match equality matching rule is specified as:

masterAndShadowAccessPointsMatch MATCHING-RULE ::= {
SYNTAX SET OF Name
ID id-kmr-masterShadowMatch }

The  masterAndShadowAccessPointsMatch  matching rule applies to  attributes of  type
MasterAndShadowAccessPoints. A value of the assertion syntax is derived from a value of the attribute syntax by
removing the category and address components of each sgT in the SET OF MasterOrShadowAccessPoints.
Two such values are considered to match for equality if both values have the same number of seT oF elements, and,
after ordering the seT oF elements of each in any convenient fashion, the ae-title component of each pair of SET

oF elements matches using the matching procedure for di stingui shedNameMatch

24.2.1.9.3 Supplier or Consumer Information Match

The Supplier or Consumer Information Match rule is specified as:

suppllierOrConsumerInformationMatch MATCHING-RULE ::= {
SYNTAX SET {
Ee-title [0] Name,
greement-identifier [2] INTEGER}
ID id-kmr-supplierConsumerMatch }

The | supplierOrConsumerInformationMatch matching rule applies ~to-/ attribute vaues of | type
SuppllierInformation Of ConsumerInformation (and other attributes\having values compatible| with
SuppllierInformation OF ConsumerInformation). A value of the assertian syntax is derived from a value pf the
attribpite syntax by selecting the seT components with tags that match the seT components of the assertion syntax|. Two
such yalues are considered to match for equality if the ae-title component of each (after removing the explicit [0]
tag imformation) matches using the matching procedure for DistinguishedName values and the identifier
comppnent contained in the agreement component of each (&ffer removing the explicit [2]1 and SEQUENJE tag
informnation) matches using the matching procedure for INTEGERWVal ues.

24.2.1.9.4 Suppliersand Consumers Match

The Supplier and Consumers Match rule is specified as:

suppllierAndConsumersMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-supplierConsumefsMatch }

The $upplier and Consumers Match tule applies to attribute values of type supplierAndConsumers (and|other
attribpites having values compatiblé with supplierandconsumers). Two such values are considered to mat¢h for
equal|ty if the ae-title component of each (after removing the explicit [0]1 tag information) matches using the
matching procedure for bistinguishedName values.

2422 Knowledge Reference Types
This subclause specifiesthe representation of knowledge in the DSA information model.

24.2.2.1 Self\Reference

A self reference represents a DSA's knowledge of its own access point. It is represented by a value of the attribute
myAcgéssPoint held in the DSA'sroot DSE, a DSE of type root.

24.2.2.2 Superior Reference

A superior reference is represented by a DSE of type supr and root which contains a superiorknowledge attribute.
Since a superiorKnowledge attribute value may contain access points of severa DSAS, it may therefore represent
several superior references.

24.2.2.3 Immediate Superior Reference

An immediate superior reference is represented by a DSE of type immsupr which contains a specificKnowledge
attribute. The name of the DSE holding the attribute corresponds to the context prefix of the naming context held by the
referenced superior DSA.
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Since a specificKnowledge dttribute value may contain access points of several DSAS, it may therefore represent
several immediate superior references, at most one of category master and zero or more of category shadow.

If the DSE holding the immediate superior reference is received from a shadow supplier, the DSE type includes
shadow.

24.2.2.4 Subordinate Reference

A subordinate reference is represented by a DSE of type subr which contains a specificknowledge attribute. The
name of the DSE holding the attribute corresponds to the context prefix of the relevant naming context held by the
referenced subordinate DSA.

Since a specificKnowledge dttribute value may contain access points of several DSAS, it may therefore represent
several_subordinate references, at most one of category master and zero or more of category shadow.

If thel DSE holding the subordinate reference is shadowed information, received from a shadow supplier, the DSE type
€S shadow.

The DSE may aso include immsupr in a DSA holding two naming contexts, one superior to the othér, whi¢h are
separgted by a third single-entry naming context held in another DSA. An example of this situation is depicted in
Annek P.

24.2.2.5 Non-Specific Subordinate Reference

A nop-specific subordinate reference is represented by a DSE of type nssr (and emtxy normally) which contpins a
nonSpecificKnowledge dattribute. The name of the DSE holding the attribute corresponds to the name formed by
eliminating the final RDN of the context prefixes of the naming context held by the referenced subordinate DSAS.

Sincg a nonsSpecificKnowledge dattribute value may contain access points of several DSAS, it may therefore
t several non-specific subordinate references, at most one of cafegory master and zero or more of cafegory
shadpw. Each nonspecificknowledge éttribute value represents arelated set of non-specific subordinate refefences
—theDSAs of category shadow hold one or more replicated areasdesived from the naming context(s) held by thg DSA

The DSE includes shadow in the situation of a shadow DSA when the DSE corresponds to an entry for whi¢h the
DSA has non-specific subordinate knowledge and for which only the nonspecificknowledge attribute fior the
ecific subordinate reference is shadowed(

SE includes cp and shadow in the situation of a shadow DSA whose replicated area does not include the cpntext
entry and the master DSA for thelnaming context has non-specific subordinate knowledge for the context prefix.

SE includes admPoint and-shadow in the situation of a shadow DSA when the DSE corresponds |to an
imistrative point, the entry-information for the administrative point is not shadowed, and the master DSA fpr the
g context has non-specific’subordinate knowledge for the administrative point.

Wher} the administrative_point coincides with a context prefix in the preceding two cases, the DSE may include
admPpint, cp and shadow.

24.2.2.6 CrossReference

A crgss reference is represented by a DSE of type xr which contains a specificknowledge attribute. The ngme of
the DISE holding the attribute corresponds to the context prefix of the naming context held by the referenced DSA.

Since a specificKnowledge attribute value may contain access points of severa DSAS, it may therefore represent
several cross references, at most one of category master and zero or more of category shadow.

24.2.2.7 Supplier Reference

A supplier reference is represented by a DSE of type ep which contains a supplierKnowledge attribute. The name of
the DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

Since a supplierkKnowledge attribute may have severa values, it may represent several supplier references. Each
attribute value represents one supplier reference.
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24.2.2.8 Consumer Reference

A consumer reference is represented by a DSE of type cp which contains a consumerknowledge attribute. The
of the DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

Since a consumerkKnowledge attribute may have several values, it may represent several consumer references.
attribute value represents one consumer reference.
24.3 Representation of Names and Naming Contexts

24.3.1 Namesand Glue DSEs

As described in 23.3, the minimum mformatlon that a DSA may associate with aname isthe purpose for which it

contekt prefix name associated with the cross reference. When no other information is associated with such sul
nameg, they are represented in the DSA information model by glue DSEs.

A context prefix is represented by a DSE of type cp. If the context{prefix corresponds to an entry, the DSE

includles entry. If it corresponds to an alias, the DSE type includésralias. If the context prefix corresponds
administrative point, the DSE type includes admPoint.

The qubtree of entries and subentries subordinate to the context prefix is represented by DSEs as described in
to 24]1.5.

The regpresentation of the subordinate knowledge of thelhaming context is represented by DSES as described in 24.

A refjicated area (a shadow-copy of all or part.of anaming context) is represented as above except that the DSH
incluxes shadow in each DSE for which user ©r operational attributes are received from the shadow supplier.
case ¢f incomplete replicated areas, DSEs Of type glue may occur to represent a bridge between the separate pie
the shadowed information. No user or gperational attributes are associated with these (or any) glue DSEs.

2433 Example

Figurg 22 illustrates an example of the mapping of a portion of the DIT (that corresponding to a naming context
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the information tree of a DSA.Tn addition to the naming context information itself, the DSA's root DSE containing its

super|or reference (this is-not the DSA information tree for a first level DSA), a glue DSE and a DSE represen
refergnece (either a crossireference or an immediate superior reference) to an immediately superior naming conte
also depicted.
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Figure 22 — DSEsfor a Naming Context

DSA information tr'eg
for the Naming Context
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25

SECTION 11 - DSA OPERATIONAL FRAMEWORK

Overview

25.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

251

.1 cooperative state: With respect to a second DSA, the state of a DSA for which an operational bi

instance has been established and has not been terminated.

251

251

the teymination of an operational binding instance.

251

251
251

25.1
oper.

251
251

251
expr

25.2 I ntroduction

This Pirectory Specification defines application protocol information exchanges and associated DSA procedurg
defing the distributed operation of the Directory. Clauses 25 through 28 define a DSA operational framework

mod

Two PSAsinteract in a cooperative manner because, in addition to their technical capacity to exchange informatig

agrepment” subsequently to engage in some sort of interaction.

nding

.3 non-cooperative state: With respect to a second DSA, the state of a DSA prior to the establishment o

4 operational binding: A mutua understanding between two DSAs that, oncéestablished, expresses

% operational binding establishment: The process of establishing an operational binding instance.
.6 operational binding instance: An operational binding of a specific type between two DSAS.

.T operational binding management: The process of establishing, terminating or modifying an instance]

.8 operational binding modification: The process of medifying an operational binding instance.
.9 operational binding termination: The process of-terminating an operational binding instance.

.J0 operational binding type: A particular typelof operational binding specified for some distinct purpost
esses the "agreement” of two DSAs to engage in.specific types of interaction (e.g., shadowing).

d s certain common elementsin these information exchanges and procedures.

.2 directory operational framework: Provides the framework from which specific operational n||odels
concerned with particular aspects (e.g., shadowing or creating a naming context) of the operation of the compong
the Oirectory (DSAS) may be derived by application of the framework. It factors out common elements whi
present in all interactions between Directory components.

ints of
th are

after

their

of an

gional binding. This management may be achieved viainformation‘exchanges defined by Directory Specifications,
viaefchanges defined in other Specifications, or by other means.

b, that

S that
which

n and

perfofm procedures associated with these exchanges, each has been configured to accept certain interactions with the

other

Thesg clauses are.concerned with the expression of a common framework for the specification of the structure
elemants of thec€ooperation between two DSAS.

bjectiveof this framework is that it be sufficiently general to account for all of the forms of DSA cooperatjon to
%ined in this and future editions of these Directory Specifications. The framework is used within these Dir

Specilicati ing and hierarchical operational binding types,

One
be d

26

of the

bctory

Operational bindings

26.1 General

This clause is concerned with the definition of a general framework, the DSA operational framework, within which the
specification of the nature of the cooperative interactions of components of the Directory (DSAS) may be structured in
order to achieve acommonly agreed objective.
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The general framework factors out common features which characterize al interactions between DSAs. By applying the
DSA operational framework to specific aspects of cooperative interaction between DSAS, the resulting specifications
will be both concise and consistent so that the overall number of mechanisms a DSA shall support will be reduced.

The mutual understanding between two DSAs that, once established, expresses their "agreement” subsequently to
engage in some sort of interaction is termed an operational binding. Two DSAs may share as many operational binding
instances of a specific type as are required.

The DSA operationa framework provides a common approach to the definition of an operational binding type. An
operational binding type is a particular type of operational binding specified for some distinct purpose, that expresses
the "agreement" of two DSASs to engage in specific types of interaction (e.g., shadowing). This interaction alows
operations from awell-defined set to be invoked by one or the other party to the agreement.

Two particular DSAs that have reached such an "agreement” share an operational binding instance of a specific
opergiona binding type. They are said to be in the cooperative state of that instance of an operational binding typ

D

Prior [to the establishment or after the termination of an operationa binding instance, two DSAs are said(to be jn the
non-gooper ative state.

Opergtional binding management is the process of establishing, terminating or modifying an instance:of an opergtiona
binding. This management may be achieved via information exchanges defined by these Directory’ Specifications, via
exchanges defined in other Specifications, or by other means.

Thesg general concepts are depicted in Figure 23.

X.501(12)_F23

Agreement @ % Operations

C] Operational binding — Initiation
Figure 23 — An operational binding

26.2| Application of the operational framework

The gpplication of the DSA) operational framework to define an operational binding type is concerned with the
following basic elements:

a) twoDSAS;
b) anagreement” of the service that one DSA will provide to another DSA;

c)_<aset of one or more operations, together with the accompanying procedures a DSA shall follow, through
which the service can be realized;

d) aspecification of the DSA interactions needed to manage the agreement.

The relationship of these basic elements is expressed by an operational binding. An operational binding comprises the
set of these basic elements that are involved to represent the abstract agreement in technical terms. It represents the
environment, governed by an "agreement”, in which one DSA provides a defined service to the other (and vice versa).

26.2.1 TwoDSAs

The DSA operationa framework provides a structure within which the interaction of one DSA with another and the
procedures they consequently execute may be specified.

The two DSAs may each play an identical role in the operational binding, in which case both DSAs may manage the
operational binding, both DSAs may invoke the same operations on each other, and both DSAs are constrained to
follow the same set of procedures. Thisis termed a symmetric operational binding.
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Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. This
istermed an asymmetric operational binding.

26.2.2 Theagreement

An "agreement"” is a mutual understanding reached between the administrative authorities of two DSASs about a service
that shall be provided by one DSA to the other (and/or vice versa). The "agreement” is initially negotiated by the
administrative authorities of the DSAs by means outside of the scope of these Directory Specifications.

Parameters of this "agreement” can be formalized by the recording in a DSA of an ASN.1 data type for use in a protocol
exchange in the management of the operationa binding. In this way, both DSAs reach a mutual understanding of the
service that each is providing to the other.

26.2. Operations
Operdtions are the basic medium that DSAs use to interact. A pair of DSAs will pass on one or more ‘opergtions
betwegen themselves, in order to provide the agreed-to service.

Whilgt a DSA may be technically capable of supporting a large number of operations, it may. only be willing to
coopgrate with another DSA in the processing of a small number of these operations, or in the precessing of opergtions
that only have particular values set for certain parameters.

The gefinition of an operational binding type requires the enumeration of the operationsthiat can be exchanged. It also

The framework provides generic operations for managing an instance of/an-operational binding. These opergtions

plication of the framework to the specification of a particularoperational binding type requires the initigtor of

ishment, modification and termination. Whenever a management operation is applied to an operational bindjng of
the sjecified type, the DSA shall follow the corresponding procedure.

26.3 States of cooperation

The dgeneric operational model defines two states of-Cooperation, as governed by an instance of a particular opergtional
bindipg type, between two DSASs as seen by one DSA with respect to the other DSA and three transitions between| these
stateq Each identified instance of an operational binding type shared by two DSAs has its own states of coopetation.
The qates of cooperation are:

a) Non-cooperative state:NA particular identified instance of an operationa binding type has not| been
established or hasbeen terminated between the two DSAs. The interaction between the two DSAH (with
respect to the identified instance of an operational binding type) is not defined. A DSA contacted by
another withawhem it is in a non-cooperative state may, for example, refuse to engage in any interpction
at al, or itmay be prepared to service the request.

b) Cooperative state: There is an instance of an operational binding of the type in question between the two
DSAsSH Their cooperative behaviour is governed by the definition of the operational binding type and its
gpecific parameters and associated procedures.

intergctions or by other means.

The Jrr:ansitions between these two states of cooperation may be invoked in two ways: by standardized prgtocol

The interactions between two DSAS to manage an instance of an operationa binding (e.g., to establish and terminate a
shadowing agreement) are distinct from their potential interactions as governed by the binding (e.g., the interaction to
update a unit of replication).

The state transitions are as follows:

a) The establishment transition creates an instance of an operational binding of a particular type between
two DSAS, resulting in the movement from the non-cooperative to the cooperative state.

b) The termination transition destroys a particular instance of an operational binding of a particular type
between two DSAS, resulting in the movement from the cooperative to the non-cooperative state.

¢) The modification transition modifies the parameters of a particular instance of an operational binding
between two DSAS, resulting in the movement from the cooperative state to the cooperative state.
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These generic states and transitions are illustrated in Figure 24.

Non-cooperdive
stae

Establishment Termination

Cooperative
state \

27

27.1

Whe
shall

\I\@| cation
X.501(12)_F24

Figure 24 — States of cooperation

Operational binding specification and management

Operational binding type specification

applying the framework to define a specific type of operational binding, théfellowing characteristics of th

be specified:

a)

b)

d)

e

Symmetry
A specification of the respective roles of the DSAs that. are party to the operational binding.

b type

Operational bindings may be symmetric, in which case'the role of one DSA is interchangeable with the

other and both DSAs exhibit the same external interactions. They may also be asymmetric, in whicl

N case

each DSA plays a distinct role and both DSAs exhibit different external interactions. In this latter case,

the Directory operational framework distinguishes the two abstract roles as"ROLE-A" and "ROLE

Each of the abstract roles "ROLE-A" and~'ROLE-B" have to be associated with a concrete rolg
defined semantics (e.g., "ROLE-A" as'shadow supplier, "ROLE-B" as shadow consumer).

Agreement

A definition of the semanticsand representation of the components of the "agreement”. This inforn
parameterizes the specific instance of an operational binding between two DSASs.

Initiator

A definition which yof the two abstract roles "ROLE-A" and "ROLE-B" is allowed to initial
establishment, madification or termination of an operational binding of this type.

Management procedures

A set of procedures that a DSA shall follow when the operational binding of this type is establ
modified or terminated.

Type identification

This identifies the type of DSA interaction that is determined by the operational binding.
identifiers are object identifier values.

B".
b with

hation

e the

shed,

These

Aal-eat

HP=O- ok naratione ol e
ApPpPtatrorCtormeAtS, - Optratronsantproceaurts

This identifies the set of application-contexts whose operations (or a subset thereof) may be employed

during the cooperative phase of the operational binding.
For each operation referenced by the operational binding type, a description of the procedures

to be

followed by a DSA if the operation isinvoked is required (this may be done by reference to another part

of these Directory Specifications).

For those operational bindings that are to be managed using the generic operational binding management operations

provided in this clause, the binding type shall

OPERATIONAL-BINDING, OP-BINDING-COOP and oP-BIND-ROLE defined in this clause.
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27.2 Operational binding management

In general, the management of an operational binding requires initially the establishment of an operational binding
instance. This may optionally be followed by one or more modifications to some or all of the parameters of the initial
agreement, and finally may involve the termination of the operational binding instance. The precise details of how an
instance may be managed are defined during the definition of the operational binding type. This type definition requires
the specification of:

a) theinitiator of each of the management operations (this can be either, both, or neither of the two DSAS);

b) the parametersfor each of the management operations; and

c) the proceduresthat each DSA shall follow for each of the management operations.
During the establishment of an operational binding instance, an operationa binding instance identifier (binding id) is
Ccreatgd. This 1dentitier, when combined with the disinguished names of the wo DSAS Involved 1n the operational
binding, will form a unique identifier for the binding instance. All management operations subsequent’fo the

establlishment of the operational binding instance will use the binding id to identify which operational binding ingtance
is beiphg modified or terminated.

The ipitiator of the establish operation aways transfers the parameters of the "agreement” to thetsecond DSA. In
additijon, the initiator may also transfer some establishment parameters which are specific to itswrole in the opergtional
binding. If the responding DSA iswilling to enter into the operational binding, it may return.in-the result establishment
paranpeters which are specific to its role. If the responding DSA is unwilling to enter into-the operational bind|ng, it
shall feturn an error, which may optionally contain an agreement with a revised set of\parameters. This is depigted in
Figurg 25 in the case where Role A and in Figure 26 in the case where Role B isthe.initiator of the establish operation.

Result (p,_ 9

: R

Establish (a, pg &)
DSAA
Error (@)

a Agreement o N
b Establishment parameter

X.501(12)_F25

Figure 25 —DSA with Role A initiating establishment

Result (pg _, »)

Establish (a, ps_, g)
DSAA
Error (@)

a_Agreement _ _
b Establishment parameter

X.501(12)_F26

Figure 26 — DSA with Role B initiating establishment

27.3 Operational binding specification templates

For the definition of a specific type of operational binding, the following three ASN.1 information object classes may
be used as templates. They allow those parts of the operational binding type that can be formalized to be specified by
the use of ASN.1. Other aspects of the operational binding type, such as the procedures a DSA has to follow when an
operationa binding is established or terminated, have to be specified by some other means (this can be done in a
manner similar to the informal description of the DSA procedures during the name resolution process described in
Rec. ITU-T X.518 | ISO/IEC 9594-4).

140 Rec. ITU-T X.501 (10/2012)


https://standardsiso.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

| SO/l EC 9594-2:2014 (E)

2731 Operational binding information object class

OPERATIONAL-BINDING ::= CLASS {
&Agreement ,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[SYMMETRIC &both]
[ASYMMETRIC
[ROLE-A &roleA]
[ROLE-B &roleB]]
ID &id }

The ¢PERATIONAL-BINDING information object class serves as a specification template for an opérational bi

type.
defini

2732

OP-B
&a
&0

WITH

[a

The

operg
of thi
defin
bindi

ition of an operational binding type and the fields of the variable notation is as follows:

a) The ASN.1 type of the agreement parameter that is used for this type of ,opérational binding i
referenced by the AGREEMENT field.

cooperation phase of an operational binding instance of the defined type are those enumerated foll

optional apprLIES TO field is present and followed by alist of references to operations that are sg
from the application context. This list is an object class setyeomposed of instances of the oPERA
information object class.

¢) Theclassof the operational binding is defined by the syMMETRIC or ASYMMETRIC fields. In the cas
symmetric operational binding, the term symMeTRIC'IS followed by a single information object o
oP-BIND-ROLE that is valid for both roles of(the operational binding. In the case of an asym
operational binding, the term asyMMETRIC S followed by two information objects of class op-E
ROLE, one referenced by the subfield Ron.E<A and the other by ROLE-B.

d) The object identifier value that serves,to identify this type of operational binding is defined by t
field.

Operational binding cooper atiof infor mation object class

[NDING-COOP ::= CLASS {
bplContext APPLICATION-CONTEXT,
berations OPERATION OPTIONAL }
SYNTAX {

&applContext
PPLIES TO  &Operations] }

DP-BINDING-COOF information object class serves as a specification template for the identification
fions of a named application context, some aspect of which is determined by the operational binding. An in
class is\meaningful only within the context of a particular operational binding type. A variable notat
bd for this*class to simplify its use as a template. The correspondence between the definition of an opers
ng typeand the fields of the variable notation is as follows:

nding

A variable notation is defined for this class to simplify its use as a template. The correspondence betwegn the

s that

b) The application contexts and the operations of these application-contexts that are employed withjn the

bWing

the appLICATION-CONTEXTS field. All operations of alisted application-context are selected unless the

ected
TION

e of a
class
etric
IND-

he ID

of the
stance
onis
tional

(S X > d A
way determined by an operational binding.

b) TheapprLIEs To field, if present, identifies the particular operations to which the operational bi
applies. If the field is absent, the operational binding applies to al the operations o
application-context.
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27.3.3 Operational binding role information object class

OP-BIND-ROLE ::= CLASS {
&establish BOOLEAN DEFAULT FALSE,
&EstablishParam,
&modify BOOLEAN DEFAULT FALSE,
&ModifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }

WITH SYNTAX {
[ESTABLISHMENT-INITIATOR &establish]
ESTABLISHMENT-PARAMETER &EstablishParam
[MODIFICATION-INITIATOR &modify]
[MODIFICATION-PARAMETER &ModifyParam]
[TERMINATION-INITIATOR &terminate]
[TERMINATION-PARAMETER &TerminateParam] }

The dp-BIND-ROLE information object class serves as a specification template for roles of an operationalbinding type.
An instance of this class is meaningful only within the context of a particular operational binding type. A variable
notatijon is defined for this class to simplify its use as a template. The correspondence between-the definition|of an
opergional binding role and the fields of the variable notation is as follows:

ad) The ESTABLISHMENT-INITIATOR field indicates whether the DSA assuming’the defined role¢ may
initiate the establishment of an operational binding of a particular type.

b) The EsTABLISHMENT-PARAMETER field definesthe ASN.1 type for the parameters exchanged by 3 DSA
assuming the defined role when an instance of the operational ‘binding type is established. (If no
parameters are to be exchanged, then the NuL.L. ASN.1 type shall be specified.

¢) The mMopiFICcATION-INITIATOR field indicates whether the DSA assuming the defined rolg¢ may
initiate the modification of an operational binding of a particular type.

d) The mMopiFicaTioN-PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding type is modified.

€) The TERMINATION-INITIATOR field indicates:whether the DSA assuming the defined rolg may
terminate the establishment of an operational_binding of a particular type.

f) The TERMINATION-PARAMETER field déefines the ASN.1 type exchanged by a DSA assumirg the
defined role when an instance of the gperational binding type is terminated.

Thesg Directory Specifications define three Opérational Binding information objects as expressed by the follpwing
informnation object set.

OpBihdingSet OPERATIONAL-BINDING. ::= {
shhdowOperationalBinding |
hiErarchicalOperationalBinding |
nohSpecificHierarchicalQperationalBinding }

Additional operational bindingtypes may be defined in the future.

28 Operationsfor operational binding management

This flause defines a set of operations that can be used to establish, modify and terminate operational bindings of
vario stypc—s These operations are generic in the way that they can be used to manage operational bindi ings of any type.

NOTE — By using this facility, arbltrary types of operatlonal bindings may be managed These operations (together with the
associated application-context) provide a means of extensibility concerning DSA interactions. New types of operational bindings
may be defined in the future which extend the functionality that is provided between DSAS.

28.1 Application-context definition

The set of operations for managing operational binding instances can be used for the definition of an application-context
in the following two ways:

a) An application-context may be constructed containing only the operations for operational binding
management. An application-context for generic operational binding management is defined in Rec.
ITU-T X.519 | ISO/IEC 9594-5.
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The operations that may be exchanged during the cooperative phase of the operational binding form one

or more separate application-contexts.

b) The set of operations can be imported into the module used to define a specific application-context. The
operational binding management operations can then be used together with the operations of the

cooperative phase within a single application-context.

NOTE — The first approach is useful in the case where a specialized component of a DSA wants to use an association solely for
managing the set of operational bindings of that DSA, and it is not prepared to accept any of the operations defined for the co-
operative phase (e.g., Update Shadow).

28.2

Establish Operational Binding operation

2821 Establish Operational Binding syntax

The H
type
agree
signe
X.51]
Other

In the case of a symmetrical operational binding, either of the two DSAs may take the initiative to establi

operg

In the
operg
bindi

esta
AR
RE
ER
co

Esta

Fstablish Operational Binding operation allows establishment of an operational binding instance of a pred
between two DSAs. This is achieved through the transfer of the establishment parameters and the ter
ment which were defined in the definition of the operational binding type. The arguments of the gperation
| (see 17.3) by the requestor. If the target component of the SecurityParameters (See 7.10.of Rec. |
| | ISO/IEC 9594-3) in the request is set to signed and a result is to be returned, the result may be o
Wise, the result shall not be signed.

fional binding instance of the predefined type.
fional binding, or either of the two DSAs may take the initiative depending on the definition of the opera

g type.

blishOperationalBinding OPERATION ::= {

GUMENT EstablishOperationalBindingArgument

SULT EstablishOperationalBindingResult

RORS {operationalBindingError | securityError}
DE id-op-establishOperationalBinding. }
blishOperationalBindingArgument ::=

=fined
ms of

ay be
TU-T
gned.

sh an

case of an asymmetrical operational binding, just one of the roles is designated;to initiate the establishment| of an

tional

OPFIONALLY-PROTECTED-SEQ { EstablishOpetrationalBindingArgumentData }
EstaplishOperationalBindingArgumentData\.: := SEQUENCE {
bipdingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
acfessPoint [2] AccessPoint,
-- symmetric, Role A initiates, or Role B initiates
infitiator CHOICE {
pymmetric [3]1( OPERATIONAL-BINDING.&both.&EstablishParam
({opBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({opBindingSet}{@bindingType}),
roleB-initiatesg [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({opBindingSet}{@bindingType}) },
agfkeement [6] OPERATIONAL-BINDING.&Agreement
({opBindingSet}{@bindingType}),
vallid [71 vValidity DEFAULT {},
sepurityParameters [8] SecurityParameters OPTIONAL,
}
OperatiomatBimtingID———SEQUENCE—Y
identifier INTEGER,
version INTEGER,
}

OpBindingSet OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

Validity ::= SEQUENCE {

validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,

Rec. ITU-T X.501 (10/2012)
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...} DEFAULT now:NULL,

validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time,
e } DEFAULT explicitTermination:NULL,
-}

Time ::= CHOICE {

utcTime UTCTime,

generalizedTime GeneralizedTime,
-}

EstablishOperationalBindingResult ::=
OPTIONALLY-PROTECTED-SEQ { EstablishOperationalBindingResultData }

EstaplishOperationalBindingResultData ::= SEQUENCE {
bipdingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
acfessPoint [2] AccessPoint,
--| symmetric, Role A replies, or Role B replies
infitiator CHOICE {
pymmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam

({opBindingSet}{@bindingType}),
foleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam

({opBindingSet}{@bindingType}),
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam

({opBindingSet}{@bindingType})} OPTIONAL,

o 7

COMPONENTS OF CommonResultsSeq }

28.2.2 Establish Operational Binding arguments

The pindingType component shall specify which type of operationa binding is to be established. An operg
binding type is defined by an instance of the OPERATIONAL -BINDING information object class which assigns an
identifier value to the operational binding type. If the receiver does not recognize or support the operationa bi
type, |t shall return an operationalBindingError Withrproblem unsupportedBindingType.

The §indingID component, when present, shall held an identification of the new operational binding instance.
bindfingID is absent within the operation argument; the responding DSA shall assign an ID to the operational bi
instarjce and return it in the bindingID component of the EstablishOperationalBindingResult dataty

tional
bbj ect
nding

If the
nding
pe. In

either| case, when establishing an operational binding, both the identifier and version components ¢f the

OperhtionalBindingID value shall be assigned and issued by the DSA making the assignment. The identi
comppnent of the operationalBindingID data type shall be unique for all operationa bindings between an
DSAs. However, the DSA not making the assignment shall accept an identifier component that is only U
within a specific operational Ainding type. If the identifier component specifies an identifier already in use f
partiqular binding type, dhe” responding DSA shall return an operationalBindingError With pr
duplficatelID.

NQTE — A pre-edition 5 system may not follow the above rule for assigning identities.
The dccessPoint/COmponent shall specify the access point of the initiator for subsequent interactions.

The initiator component shall specify the role the DSA issuing the Establish Operational Binding ops
assumes/The semantics of the roles are defined as part of the definition of the operational binding type. It isa chd

fier
y two
nique
Dr the
bblem

ration
ice of

three dltérnatives:

144

The symmetric alternative shall be taken if the type of operational binding requires identical roles for
the two DSAs. The establishment parameter for the initiating DSA is determined by the op-BIND-ROLE
associated with the symmeTRIC field of the instance of the oPERATIONAL-BINDING information object
class. If this alternative is chosen in the request, but the operational binding type specifies asymmetric

roles, then the responding DSA shal return an operationalBindingError With problem
notAllowedForRole.

The rolea-initiates aternative may be taken if both roles may be the initiator of an asymmetric
operational binding and it shall be taken when only the initiating DSA may take ROLE-A. The
establishment parameter for the initiating DSA is determined by the op-BIND-ROLE associated with the
ROLE-A field of the instance of the oPERATIONAL-BINDING information object class. If the DSA in
ROLE-A is not alowed to initiate the operationa binding, the responding DSA shall return an
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operationalBindingError With problem notAllowedForRole. If the responding system does not
accept the role allocation, it shall return an operationalBindingError With problem
roleAssignment.

The roleB-initiates dternative may be taken if both roles may be the initiator of an asymmetric
operational binding and it shall be taken when only the initiating DSA may take ROLE-B. The
establishment parameter for the initiating DSA is determined by the op-BIND-ROLE associated with the
ROLE-B field of the instance of the OPERATIONAL-BINDING information object class. If the DSA in
ROLE-B is not allowed to initiate the operationa binding, the responding DSA shal return an
operationalBindingError With problem notAllowedForRole. If the responding DSA does not

accept the role allocation, it shall return an operationalBindingError Wwith problem

roleAssignment.

accor

The 4
instari

paranpeter is defined by the AGReeMENT field of the oPERATIONAL-BINDING information objectfor the opers

bindi

Thevalid component shall specify the duration of the operational binding.

Wher

ding to the operatlonaJ binding type should be another data type then the responding DSA shaJI rety
operptionalBindingError with problem parametersMissing.

greement cOmponent, when present, shall specify the terms of agreement governing the opérational bi
ce. Its actual content depends on the type of operational binding to be established. The ASN.1 type fd

Ng type.

— ThevalidFrom subcomponent shall specify the starting time of the-operational binding instance.
now alternative is taken, the operational binding becomes active when the operation has succeg
completed. If the time aternative is taken, the operational binding becomes active at the specified
If the receiving DSA cannot accept the starting time, e.g., the’starting time makes no sense or for|
reasons, it shall return an operationalBindingError With/problem invalidStartTime.

— The validuntil shall specify the time that the dperational binding instance is terminated.
explicitTermination aternative is taken, the-operational binding is active until exp
terminated. If the time alternative is taken, the epérational binding isterminated at the time specif
the receiving DSA cannot accept the ending time, e.g., the ending time makes no sense or for
reasons, it shall return an operationalBindingError With problem invalidEndTime.

avalue of Time in the uTcTime Syntax, the value of the two-digit year field shall be normalised into a fou

nding
r this
itional

If the
sfully
time.
other

f the
icitly
ed. If
other

-digit

year Yalue as follows:

—  If the 2-digit value is 00 through'49 inclusive, the value shall have 2000 added to it.

—  If the 2-digit value is 50 throtugh 99 inclusive, the value shall have 1900 added to it.
The Use of GeneralizedTime may-prevent interworking with implementations unaware of the possibility of chgosing
eithef uTcTime OF GeneralizedTime. It isthe responsibility of those specifying the domains in which this Dirgctory
Specification will be used, e.gs, profiling groups, as to when the GeneralizedTime may be used. In no casg shall
uTCTlime be used for representing dates beyond 2049.
If thelvalidity datatypeis an empty sequence or if the valid component is not present, then the operational binding
isval|d from the curfent'time and until it is explicitly terminated.
The decurityParameters component shall be present if the request is signed or if the result or error is requested to
be signed.
28.2.3 C-Establish Operational Binding results
If the Establish Operational Binding operation succeeds, the result shall be returned.

ThebindingType component shall have the same value as that provided by the establishment initiator.

The bindingID component shall hold a valid identification of the established operational binding instance if the
corresponding component of the request was absent (see 28.2.2). Otherwise, it may be present, but shall then echo the

value

in the request.

The accessPoint component shall specify the access point of the responding DSA for subseguent interactions.

The initiator component shall specify the role that the responding DSA assumes. The semantics of the roles are
defined as part of the definition of the operational binding type. It is a choice of three alternatives:
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— The symmetric alternative shall be taken if the corresponding alternative was taken in the received

reguest. The establishment parameter for the responding DSA is the same as given in the request.

— The rolea-replies dternative shall be taken, if the initiating DSA took the ROLE-B. The
establishment parameter for the responding DSA is determined by the or-BIND-ROLE associated with

roLE-A field of the instance of oPERATIONAL-BINDING information object class.

— TheroleB-replies aternative shall be taken if the initiating DSA took ROLE-A. The establishment

parameter for the responding DSA is determined by the op-BIND-ROLE associated with ROLE-B fi
the instance of OPERATIONAL-BINDING information object class.

eld of

If the result is to be signed by the responding DSA, the securityParameters component of CommonResultsSeq

shall

28.3
28.3.

indi

OP-B[IND-ROLE and OPERATIONAL-BINDING information object.

The gomponents of an operational binding that can be modified are the content of the agreement for the opers

bindi
Oper

targ

If the|initiator of the Modify Operational Binding operation according todhe operational binding type is not aloyv

be the initiator, the responding DSA shall return an  operationalBindingError With pr
notAlllowedForRole
modifyOperationalBinding OPERATION ::= {

ARGFUMENT ModifyOperationalBindingArgument

REBULT ModifyOperationalBindingResult

ERRORS {operationalBindingError | seéurityError}

CODE id-op-modifyOperationalBinding }

ModifyOperationalBindingArgument ::=
OP['IONALLY-PROTECTED-SEQ { ModifyOperationalBindingArgumentData }

ModifyOperationalBindingArgumentData ::= SEQUENCE ({
bipdingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bindingID [1] OperationalBindingID,
acfpessPoint [2] 'AdcessPoint OPTIONAL,
--| symmetric, Role A(initiates, or Role B initiates
infitiator CHOICE {
pymmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam

newBindingID [6] OperationalBindingID,
newAgreement [7] OPERATIONAL-BINDING.&Agreement

be present.

M odify Operational Binding operation
1 Modify Operational Binding syntax

ed by the MopIFICcATION INITIATOR fidld(s) within the definition of the operational binding type usi

ng and its period of vdidity. Further, a modification parameter can be specified\by”the initiator of the M
tional Binding operation. The arguments of the operation may be signed (see’17.3) by the requestor.

({opBindingSet}{@bindingType}),
FoleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam

({opBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam

({opBindingSet}{@bindingType})} OPTIONAL,

Thecrrtodify Operational Binding operation is used to modify an established operational binding. The right to mo:Eify is

g the

itional
odify
If the

t component of the securityParameters (see 7.10 of Rec. ITU-T X.51% HSO/IEC 9594-3) in the requiest is
set to|signed and aresult is to be returned, the result may be signed. Otherwise;the result shall not be signed.

ed to
bblem

oL s a3
t{opBindingSet{ebindingType ) —OPTIoNAE;

valid [8] ModifiedvValidity OPTIONAL,
securityParameters [9] SecurityParameters OPTIONAL,
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ModifiedValidity ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
...} DEFAULT now:NULL,
validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time,
unchanged [2] NULL,
... } DEFAULT unchanged:NULL,
-}
ModifyOperationalBindingResult ::= CHOICE {
null NULL,
prptected— Tt OPTIONALLY-PROTECTED-SEQ{ ModtfyoperationaiBimdingResuItData—F;
b
ModifyOperationalBindingResultData ::= SEQUENCE {
hewBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
hewAgreement OPERATIONAL-BINDING. &Agreement ({OpBindingSet}{@.bindingType}),
ralid Validity OPTIONAL,

.7

COMPONENTS OF CommonResultsSeq

}
2832 Modify Operational Binding argument

The pindingType component shall specify which type of operationa binding is to be modified. If no operg
binding of the specified type has been established between the twe)DSAS, the responding DSA shall retu
oper tionalBindingError\NHh[NOUEH]invalidBindingType.

operhtionalBindingError With problem roleAssignment.

The gpewBindingID component(shall hold the revised identifier of the operational binding instance. The vex
comppnent of newBindingID Shall be greater than that of bindingID. The identifier Subcomponent shall r
unchdnged. If the identif¥er subcomponent in this component is different from the identifier subcompon
bindfingID component;)the responding DSA shall return an operationalBindingError Wwith pr
invallidNewID.

The gewagreemenit component, if present, shall contain the modified terms of agreement governing the operg

itional
rn an

ID iS

This

nding
f the
esent.
rm an

sion
BMain
ent of
bblem

itional

binding instance*The ASN.1 type for this parameter is defined by the AGREEMENT field of the OPERATIONAL-BINDING

informnation\object class template of the operational binding type. If newAgreement iS not present, the agreeni

ent is

not changed by the operation.

The valid component, if present, may be used to indicate a revised period of validity for the altered agreement.

If the

valid component is absent, the validFrom component is presumed to have the value now and the validuntil

component is assumed unchanged. If the validFrom component is present and refersto an instant of time in the f
the current agreement remains in effect until that time, unless operational binding is explicitly terminated befor
time.

uture,
e that

The securityParameters component shall be present if the request is signed or if the result or error is requested to

be signed.
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28.3.3 Modify Operational Binding results

If the

Modify Operational Binding operation succeeds, the result shall be returned.

The newBindingID component shall echo the newBindingID component in the request.

ThebindingType component shall echo the bindingType component in the request.

The newAgreement component shall echo the newAgreement component in the request.

The valid component shall echo the valid component in the request.

If the result is to be signed by the responding DSA, the securityParameters component of CommonResultsSeq
shall be present.

2841 Terminate Operational Binding syntax

The Terminate Operational Binding operation is used to request the termination of an established operational bi
instarjce. The right to request termination is indicated by the TERMINATION INITIATOR field(s) within the defi

of th
templ
Secu
to be

notA

If the|initiator of the Terminate Operational Binding operation according<{o)the operational binding typeisnot a
to be the initiator, the responding DSA shal return an_ operationalBindingError With pr
Il lowedForRole
inateOperationalBinding OPERATION ::=

term
AR
RE
ER
CO

Term
OoP

Term
bi
bi

in

te
se
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Terminate Operational Binding operation

b operational binding type using the oP-BIND-ROLE and OPERATIONAL-BINDING information object
lates. The arguments of the operation may be signed (see 17.3) by the requestor:-If the target component
FityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) in the réquest is set to signed and arg
eturned, the result may be signed. Otherwise, the result shall not be signed:

GUMENT TerminateOperationalBindingArgument

SULT TerminateOperationalBindingResult

RORS {operationalBindingError | securityError}
DE id-op-terminateOperationalBinding }
inateOperationalBindingArgument  :f:+=

FTONALLY-PROTECTED-SEQ { TerminateOperationalBindingArgumentData }

nding
ition
class
of the
sult is

owed
bblem

inateOperationalBindingArgumentData ::= SEQUENCE {

ndingType [0] ORERATIONAL-BINDING.&id({OpBindingSet}),

ndingID [1] OperationalBindinglID,

symmetric, Role A initiates, or Role B initiates

itiator CHOICE {

pymmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({opBindingSet}{@bindingType}),

FoleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({opBindingSet}{@bindingType}),

FoleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({opBindingSet}{@bindingType})} OPTIONAL,

rminateAt [5] Time OPTIONAL,

burityParameters [6] SecurityParameters OPTIONAL,

-}
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TerminateOperationalBindingResult ::= CHOICE {
null [0] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ{ TerminateOperationalBindingResultData },
-}
TerminateOperationalBindingResultData ::= SEQUENCE {
bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

o7

I

COMPONENTS OF CommonResultsSeq }

28.4.1

The 4
bindi

oper

The y
prese
of bi
itis
bindi
shall
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Bindi
TERM
Other

The t
thisc

The decurityParameters component shall be present ifithe request is signed or if the result or error is reques

be sig
28.4.1
If the|
Then
Thep
The t

If thd
shall

Itis
initi

28.5

—Termimate Operationat Bimdimgargument

btionalBindingError With problem invalidBindingType.

Nt in the bindingID shall beignored. If there are supplicate IDs for different binding types,-then the combi

eturn an operationalBindingError With problem invalidBindingType

hg operation assumed during the Establish Operational Binding operation. This component shall be present
[NATION-PARAMETER Of the initiator's op-BIND-ROLE information/object for the taken alternative is pr
Wise, it shall be absent.

erminateAt component, when present, shall specify atime'at which the operational binding shall termin
bmponent is not present, the operational binding terminateSat the completion of the operation.

ned.

B Terminate Operational Binding result

Terminate Operationa Binding operation-succeeds, the result shall be returned.
ewBindingID component shall echo.the newBindingID component in the request.
indingType component shall echo the bindingType component in the request.
erminateAt componentshall echo the terminateat component in the request.

result is to be signed by the responding DSA, the securityParameters component of CommonResult
De present.

ot possible far.the responding DSA to return the termination parameter defined for its role to the termi
or.

Operational Binding Error

indingType component shall specify which type of operational binding is to be terminated. If no-operdtional
ng of the specified type has been established between the two DSAS, the responding DSA shall-return an

indingID component shall specify the operational binding instance to be terminated. The version compgonent

hation

hdingType and bindingID components shall be used for identifying the operational (binding to be terminated. If
ot possible to locate an existing operational binding between the two DSAs where the binding type and the
ng id fit the combination of the bindingType and bindingID components in‘the request, the responding DSA

nitiator component, when present, shall specify the role that the DSA issuing the Terminate Opergtional

if the
esent.

ate. |f

ted to

sSeq

nation

An Operational BINdMg Effor reports a problem relaled 10 the Usage of opealions for management of_operational
bindings. If the arguments of the operation were signed (see 17.3) by the requestor or if the errorProtection
parameter of the securityParameters datatype was set to signed in the request, then the error parameters may be
signed. Otherwise, they shall not be signed.

operationalBindingError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED-SEQ {OpBindingErrorParam}
CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED ({
invalidID (0),
duplicateID (1),

unsupportedBindingType (2),
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notAllowedForRole (3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),

currentlyNotDecidable (9),
modificationNotAllowed (10),

invalidBindingType (11),
invalidNewID (12),
Y
bindingType [1] OPERATIONAL-BINDING.&id({OpBindingSet}) OPTIONAL,

agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({opBindingSet}{@bindingType}) OPTIONAL,
refryAt 37 Time—OPTIONEL;

o 1

o 7

COMPONENTS OF CommonResultsSeq }

The values of problem have the following meanings:

d) invalidID: Theoperationa binding ID given in the request is not known by thefeceiving DSA or isin
the wrong state for the requested operation.

b) duplicaterID: The operational binding ID given in the establishment<request aready exists pt the
responder. This may be caused by a prior attempt to establish an operational binding instance when the
result was lost and initiator has repeated the establishment request.

C) unsupportedBindingType: The requested operational binding type is not supported by the DSA

d) notallowedForRole: A management operation on the operational binding instance has been reqliested
which is not alowed for the role that the requestor plays (e.g., a Terminate Operational Bilrnding
operation has been issued by a DSA that takes a role which is not allowed to initiate the terminat{on of
the operationa binding instance).

€) parametersMissing: Any required establishment or termination parameters that are defined fpr the
type of operational binding are missing.

f) roleassigmment: The requested role assignment for an asymmetric operationa binding instange has
not been accepted.

0) invalidStartTime: The specified-starting time for the operational binding instance has not| been
accepted.

h) invalidEndTime: The specified termination time for the operationa binding instance has notl been
accepted.

i) invalidagreement: The terms of agreement for the requested operational binding instance haye not
been accepted. The terms of agreement that would be accepted by the responding DSA can be returped in

agreementProposal.

j)  currentlyNotDecidable: The DSA is not able to decide on-line about the establishment or
modifieation of the requested operational binding instance. A time when the request should be repeated
can begivenin retryat.

k) nlodificationNotAllowed: The Modify Operational Binding operation is rejected since modififation
i$ not permitted for this binding instance.

|) invalidBindingType: A modifyOperationalBinding Of @ terminateOperationalBinding
request specifies an operational binding type not established between the two DSAs in question.

m) invalidNewID: The new binding ID given in the requestisinvalid.

The bindingType component shall be the same as that transmitted by the invoker of the failed operational binding
management operation.

he agreementProposal component shall only be used in response to an establishOperationalBinding request
to propose arevised set of agreement parameters as described in 28.2.

The retryat component shall be used only in conjunction with the problem value currentlyNotDecidable tO
indicate a time when the EstablishOperationalBinding Of modifyOperationalBinding request should be
retried.
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The commonResultsSeq component (see 7.4 of Rec. ITU-T X.511 | ISO/JEC 9594-3) includes
SecurityParameters. The SecurityParameters component (see 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3)
shall beincluded in the commonResultsseq if the parameter of the error isto be signed by the responder.

28.6 Operational Binding Management Bind and Unbind

The DSA Operational Binding Management Bind and DSA Operational Binding Management UnBind operations,
defined in 28.6.1 and 28.6.2, are used by a DSA at the beginning and end of a particular period of operational binding
management activity.

28.6.1 DSA Operational Binding Management Bind
A DSA Operational Binding Management Bind operation is used to begin a period of operational binding management.

dSAOperationalBindingManagementBind OPERATION ::= dSABind

The gomponents of the dsaoperationalManagementBind are identical to their counterparts in dsaBind (seg Rec.
ITU-T X.518 | ISO/IEC 9594-4).

28.6.2 DSA Operational Binding Management Unbind

The Unbinding at the end a period of providing operational binding management is for the OSI_environment speciflied in
7.6.4Jand 7.6.5 of Rec. ITU-T X.519 | ISO/IEC 9594-5 and for the TCP/IP environment i09:2.2 of Rec. ITU-T X.519 |
I SO/IEC 9594-5.
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SECTION 12 — INTERWORKING WITH LDAP

29 Overview
29.1 Definitions
29.1.1 LDAP requestor: A DSA that is capable of issuing requests via the Lightweight Directory Access Protocol
(LDAP) and that is capable of understanding and handling LDAP responses.
29.1. - LDAP ICqJUIIdCl . I"\\ DS"\\ that IO \JQ’JG{J:U Uf ul |dC|5ta| Id;IIU !JIICII PIU\.’CQI.IIH IG’:"U%Q ||||t|aed by :..DAP
clients.
29.2 Introduction
LDAP servers that make part of a distributed directory contain their part of the distributed DIT. Naming across al| DSA
and LIDAP servers requires to be coordinated.
As dipcussed in 6.2, a DSA that is directly connected to (having an application-association with) a DUA or an L DAP
clientlis acting as a bound DSA.
The support of an LDAP client using the LDAP protocol by a DSA may be providediin-two distinct ways:

— AnLDAP-DAP gateway is provided between the LDAP client and.the DSA; or

— TheDSA acts asan LDAP server by supporting the LDAP protocol .
An LDAP-DAP gateway is outside the scope of these Directory Specifications.
A DdA that is able to handle LDAP operations is called a LDAP ¢eSponder. An LDAP responder may be a DSA that
also 4cts as bound DSA or it may be a DSA that receives an LLBAP request being imbedded in an 1dapTrangport
request (see Rec. ITU-T X.511 | ISO/IEC 9594-3).
An LPAP server is added to a directory infrastructure by “connecting to a DSA. A DSA that in this way acts ps the
interfpce to an LDAP is acting as an LDAP requestor-and shall in the communication with the LDAP server act|as an
LDAP client. An LDAP responder may receive arequest that is initiated by a DUA, but is to be forwarded|to an
adjacent LDAP server meaning that it has to cenvert a DAP request to an LDAP request and subsequently convert a
possible LDAP result to a DAP result or error.
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Figure 27 — LDAP interworking scenarios

p 27 illustrates a possible directory infrastructure comprised of interconnected DUAs, LDAP clients, DSA
P servers.
b 27 also illustrates different interworking scenarios:

a) A request initiated by an LDAP client may-be processed by a DSA (LDAP responder), not acting
bound DSA for the LDAP client.

DTE — If the LDAP responder is also acting as the bound DSA for the same operation, the procedures is outside the sg
bse Directory Specifications, but is determined entirely by the LDAP specifications.

b) A request initiated by an LDAP-client may be processed by an LDAP server accessed through g

operation. If the DSA is\acting both as bound DSA and as LDAP requestor for the same operatig
DSA acts according to-the L DAP specifications.

c) A requestinitiated\by a DUA may be processed by an LDAP server.

Overview of bound DSA handling L DAP operations

fubclause is only ‘eoncerned with the situation where a DSA acting as a bound DSA receives an LDAP requ
lers two situations:

s and

Bs the
ope of

DSA

acting as LDAP requestor, where this LDAP requestor is different from the bound DSA for a paricular

n, the

est. It

estor;

other

— _the'request is to be forwarded to an LDAP server towards which the DSA also acts as LDAP reqU
and

— therequest is to be forwarded into the Directory infrastructure, i.e., it has to be forwarded to some
DA

When the request is to be forwarded to an adjacent LDAP server, the DSA forwards the request unchanged to the LDAP
server and returns the result(s) unchanged to the LDAP client, with the following exceptions:

a) It shal useitsown nameinthe LDAPbindRequest.

b) It needs to generate a unique value for MessageID for each request sent to the LDAP server. This
will typically be different from the value provided in the received request.

value

¢) An unknown Unsolicited Notification received from the LDAP server shall be ignored. The DSA may
act on a Notice of Disconnection by generating an LDAP response with LDAPResult with resultcode

having the value unavailable for each adjacent LDAP client with outstanding requests.
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When the LDAP request is to be forwarded into the Directory infrastructure, then the DSA may act as a proxy for the
LDAP client in the following areas:

a)

b)

The DSA may sign the generated 1dapTranport request using it own credentials and may set the
target component of the securityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) to
signed to request the result to be signed.

Fill the ServiceControls data type according to local policy for the DSA (see 12.1.2 of Rec. ITU-T X.511
| ISO/IEC 9594-3).

Verify signatures on received results.
Persuade returned referrals on behalf of the LDAP client.
Prepare received results for transmission to the LDAP client.

30.3

The UDAP server considers the DSA as an LDAP client and the DSA must act accordingly.

304
30.4.1

General LDAP requestor characteristics

a)
b)

0)
d)

L DAP extension mechanisms

General

It shall useitsown namein the LDAPbindRequest.

It needs to generate a unique value for MessageID for each request sent to the KDAP server. It ¢annot
copy the value provided in InvokeId (or the MessageID). Otherwise uniqueness cannot be guargnteed
as reguests may come from multiple DUAs and/or LDAP clients. The DSA-/needs to maintain a mgpping
between MessageID values sent to the LDAP server and the InvokeId (OfMessageID) values regeived
in requests (similar to norma DSA behaviour when chaining messages.on the DSP).

The receipt of an unknown LDAP Controls value shall be ignored:

An unknown Unsolicited Notification received from the LDAP server shall be ignored. The DSA may
act on a Notice of Disconnection by generating an LDAP response with LbAPResult With resulfcode
with value unavailable for each outstanding requestifrom an LDAP client if the request is ot an
LDAP search request or is an LDAP search request, where the LDAP server istheinitia performer

Exterfsion LDAP mechanisms are described below and are documented in attributes held by the root DSE of thg DAP

serves

capafjilities of an LDAP server. A DSA acting.asan LDAP responder may also hold such attributes in the root DSE.

304.2

LDAP controls

(see 31.1.4, 31.1.5 and 31.1.8). A DSA acting as LDAP requestor may read these attributes to learn about the

As dégscribed in 4.1.11 of IETF RFE4511, LDAP uses controls to add new capabilities to operations. A Corjtrol
specification is given an object identifier. An LDAP server maintains an attribute of type supportedcontrol holding

ations
bbj ect

Berver

maintains an attri bute of type supportedFeatures hoId| ng the object |dent|f|ers of the extended features it supports
(see 31.1.8).

31

311
3111

L DAP specific system schema

Operational Attributetypesfrom IETF RFC 4512

Introduction

IETF RFC 4512 defines a number of DSA specific operational attributes relevant for a DSA acting as LDAP responder
or for DSA functioning as LDAP requestor. Attributes of these types, when present, shall be placed in the root DSE.
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Only abrief description of the attribute typesis given here. Detailed information may be found in IETF RFC 4512.

A DSA acting as abound DSA toward an LDAP, or as a DSA responder, may support some or all of the attribute types
listed in this clause.

NOTE 1 — If the bound DSA for an LDAP client is not the same as the LDAP responder, the LDAP operational attributes
supported by the bound DSA may nhot be supported by the LDAP responder, causing return of unexpected errors.

NOTE 2 — Attributes of the attribute types listed in this clause, when present, are held in the root DSE. When an LDAP client or
aDUA accesses the root DSE using an empty distinguished name, it always accesses the root DSA of the bound DSA.

A DSA acting as LDAP requestor may read some or all of the attributes in the root DSE of adjacent LDAP servers to
adapt to the capabilities of those LDAP servers.
NOTE 3 — As the root DSE does not hold an attribute of type objectClass, the standard LDAP way of emulating a Read
operation cannot be u%d Instead an LDAP %arches with an ORed fllter speC|fy|ng the pr%nce of the attribute types of
infere ; se the
p||f|ed fllter specified in this RFC for ‘ absolute true' .

31.1.2 Naming contexts

An atfribute of type namingContexts lists the context prefixes of holds the distinguished names of the haming cpntext
held by an LDAP server.

namihgContexts ATTRIBUTE ::= {

WIH SYNTAX DistinguishedName
USAGE dSAOperation
LDAP-SYNTAX dn.&id

LDAP-NAME "namingContexts"

ID id-lat-namingContexts }

31.1.3 Alternative server

An atfribute of type altserver liststhe URLSreferring to aternative servers.

altSprver ATTRIBUTE ::= {
WIFH SYNTAX IAS5String
USAGE directoryOperation
LDAP-SYNTAX ia5String.&id
LDAP-NAME "altServer"
ID id-lat-altSexver }

31.1.4 Supported extension

An atfribute of type supportedExtension lists object identifiersidentifying the extended operations.

suppprtedExtension ATTRIBUTES:\:= {

WIH SYNTAX OBJECT IDENTIFIER

USAGE dSAOperation

LDAP-SYNTAX oid.&id

LDAP-NAME "supportedExtension"

ID id-lat-supportedExtension }

31.1.% Supportedecontrol

An atfribute of.fype supportedcontrol lists object identifiers identifying the request controls the server support

1

suppprtédControl ATTRIBUTE ::= {
WIH -SYNTAX OBJECT IDENTIFIER
USkGE————————————dS5AOperation
LDAP-SYNTAX oid.&id
LDAP-NAME "supportedControl"
ID id-lat-supportedControl }

31.1.6 Supported SASL Mechanisms

An attribute of type supportedsaLsMechanisms lists the SASL mechanisms that the server recognizes and/or
supports.

supportedSASLMechanisms ATTRIBUTE ::= {

WITH SYNTAX DirectoryString{ub-saslMechanism}
USAGE dSAOperation
LDAP-SYNTAX directoryString.&id
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LDAP-NAME "supportedSASLMechanisms"

ID

id-lat-supportedSASLMechanisms }

31.1.7 Supported LDAP version

<Lrts.

An attribute of type supportedLDAPVersion liststhe versions of LDAP that the server supports.
supportedLDAPVersion ATTRIBUTE ::= {

WITH SYNTAX INTEGER

USAGE dSAOperation

LDAP-SYNTAX integer.&id

LDAP-NAME "supportedLDAPVersion"

ID id-lat-supportedLDAPVersion }
31.1.8—Sdppertec-eattres
An atfribute of type supportedFeatures lists object identifiers identifying elective features that the server.supp
suppprtedFeatures ATTRIBUTE ::=

WIH SYNTAX OBJECT IDENTIFIER

USAGE dSAOperation

LDAP-SYNTAX oid.&id

LDAP-NAME "supportedFeatures"

ID id-oat-supportedFeatures }
3119 LDAP Syntaxes
An atfribute of type 1dapsyntaxes lists supported LDAP syntaxes.
ldapByntaxes ATTRIBUTE ::= {

WIH SYNTAX LdapSyntaxDescription

EQPALITY MATCHING RULE objectIdentifierFirstComponéntMatch

USAGE directoryOperation

LDAP-SYNTAX ldapSyntaxDescription. &id

LDAP-NAME {"ldapsyntax"}

ID id-soa-ldapSyntaxes<}
LdapfyntaxDescription ::= SEQUENCE {

identifier SYNTAX-NAME. &id,

depcription UnboundedDiwr'ectoryString OPTIONAL,

-+ 3
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Annex A

Object identifier usage

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called UsefulDefinitions in which al
non-leaf nodes in the subtree are assigned names.

UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 7}

DEFIEIII.QNq o=
BEGI

EKPORTS All
The types and values defined in this module are exported for use in the othér” ASN.[1
-- mpdules contained within these Directory Specifications, and for the use, of/other
applications which will use them to access Directory services. Other appYications
mpy use them for their own purposes, but this will not constrain extemsions and
mpdifications needed to maintain or improve the Directory service.

ID ::= OBJECT IDENTIFIER

ds IP ::= {joint-iso-itu-t ds(5)}

:
H

he following definition is for ASN.1l definitions moved fxom
-- Rpc. ITU-T X.660 | ISO/IEC 9834-1:

id Ip ::= {joint-iso-itu-t registration-procedures(17)<module(l) directory-defs(2)}

-- The following defition is for ASN.1l definitions“of LDAP schema

intefnet ID ::= {iso(l) identified-erganization(3) dod(6) internet (1)}
ldapfdir ID ::= {internet directoxy(1l)}

ldapfenterprise ID ::= {internet private/(4) enterprise(l)}

ldapfx509 ID ::= {ldap-dir x509+15) }

ldap| openLDAP ID ::= {ldap-enterprise openLDAP(4203) ldap(1l)}

open[.DAP-attributes ID ::= {ldap-openLDAP attributeType(3)}
openLDAP-controls ID ::= {ldap-openLDAP controls(10)}

ldap}wall ID ::= {ldapfenterprise wahl (1466)}

ldap|dynExt ID ::= {ldap-wall 101 119}

ldapfattr ID ::= {d1dap-wall 101 120}

ldapfmatch ID ::=({1dap-wall 109 114}

ldap} syntax ID ::d{=){ldap-wall 115 121 1}

cosine ID(:s= {itu-t(0) data(9) pss(2342) ucl(19200300) pilot(100)}
cosiheAttr ID\7:= {cosine pilotAttributeType (1)}

-- cptegories of (information object

modulle ID ::= {ds 1}
servjiiceElemént ID ::= {ds 2}
appllicationContext ID ::= {ds 3}
attrfibuteType ::= {ds
attrfibuteSyntaxVendor ::= {ds

-- T S
objectClass ID ::= {ds 6}
-- attributeSet ID ::= {ds 7}
algorithm ID ::= {ds 8}
abstractSyntax ID ::= {ds 9}
-- object ID ::= {ds 10}
-- port ID ::= {ds 11}
dsaOperationalAttribute ID ::= {ds 12}
matchingRule ID ::= {ds 13}
knowledgeMatchingRule ID ::= {ds 14}
nameForm ID ::= {ds 15}
group ID : {ds 16}
subentry ID ::= {ds 17}
operationalAttributeType ID ::= {ds 18}
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operationalBinding ID ::= {ds 19}
schemaObjectClass ID ::= {ds 20}
schemaOperationalAttribute ID ::= {ds 21}
administrativeRoles ID ::= {ds 23}
accessControlAttribute ID ::= {ds 24}
--rosObject ID ::= {ds 25}
--contract ID ::= {ds 26}
--package ID ::= {ds 27}
accessControlSchemes ID ::= {ds 28}
certificateExtension ID ::= {ds 29}
managementObject ID ::= {ds 30}
attributeValueContext ID ::= {ds 31}
-- securityExchange ID ::= {ds 32}
idmProtocol ID ::= {ds 33}
probjem To—TT={ds 3%F
notification ID ::= {ds 35}
matchingRestriction ID ::= {ds 36} -- None are currently defirned
contfpolAttributeType ID ::= {ds 37}
keyPlirposes ID ::= {ds 38}
passpordQuality ID ::= {ds 39}
attrfibuteSyntax ID ::= {ds 40}
-- mpdules
useffilDefinitions ID ::= {module usefulDefinitions(0) 7}
infofmationFramework ID ::= {module informationFramework(l) 7}
direfptoryAbstractService ID ::= {module directoryAbstractService(2) 7|}
distfibutedOperations ID ::= {module dist¥ibutedOperations(3) 7}
-- pfotocolObjectIdentifiers ID ::= {module protocolObjectIdentifiers(4) [7}
seleftedAttributeTypes ID ::= {module-sélectedAttributeTypes(5) 7}
selefptedObjectClasses ID ::= {module‘selectedObjectClasses(6) 7}
authpnticationFramework ID ::= {module authenticationFramework(7) 7}
algofpithmObjectIdentifiers ID ::= {module algorithmObjectIdentifiers(8)| 7}
direfptoryObjectIdentifiers ID ::= {module directoryObjectIdentifiers(9)| 7}
-- upperBounds ID ::= {module upperBounds (10) 7}
-- dpp ID ::={module dap(1l) 7}
-- dkp ID;w:= {module dsp(12) 7}
distfibutedDirectoryOIDs ID”::= {module distributedDirectoryOIDs(13) [7}
direfptoryShadowOIDs ID ::= {module directoryShadowOIDs (14) 7}
direftoryShadowAbstractService ID ::= {module
directoryShadowAbstractService(15) 7}
-- dlisp ID ::= {module disp(16) 7}
-- dpp ID ::= {module dop(17) 7}
opBinpdingManagement ID ::= {module opBindingManagement (18) 7}
opBihdingOIDs ID ::= {module opBindingOIDs(19) 7}
hierprchicalOperationalBindings ID ::= {module
hierarchicalOperationalBindings (20) 7[}
dsaOperationalAttributeTypes ID ::= {module
dsaOperationalAttributeTypes (22) 7}
schemaAdministration ID ::= {module schemaAdministration(23) 7}
basifAccessControl ID ::= {module basicAccessControl (24) 7}
direfptoryOperationalBindingTypes ID ::= {module
directoryOperationalBindingTypes (25) (7}
certlificateExtensions ID ::= {module certificateExtensions(26) 7}
direftoryManagement ID ::= {module directoryManagement (27) 7}
enhahcegdSecurity ID ::= {module enhancedSecurity(28) 7}
-- djiréctorySecurityExchanges ID ::= {module
-- directorySecurityExchanges (29) 7}
iDMProtocolSpecification ID ::= {module iDMProtocolSpecification(30) 7}
directoryIDMProtocols ID ::= {module directoryIDMProtocols(31l) 7}
attributeCertificateDefinitions ID ::= {module
attributeCertificateDefinitions(32) 7}
serviceAdministration ID ::= {module serviceAdministration(33) 7}
ldapAttributes ID ::= {module ldapAttributes(34) 7}
commonProtocolSpecification ID ::= {module
commonProtocolSpecification(35) 7}
oSIProtocolSpecification ID ::= {module oSIProtocolSpecification(36) 7}
directoryOSIProtocols ID ::= {module directoryOSIProtocols(37) 7}
ldapSystemSchema ID ::= {module ldapSystemSchema(38) 7}
passwordPolicy ID ::= {module passwordPolicy (39) 7}
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-- synonyms

id-oc ID ::= objectClass

id-at ID ::= attributeType

id-as ID ::= abstractSyntax

id-mr ID ::= matchingRule

id-nf ID ::= nameForm

id-sc ID ::= subentry

id-oa ID : operationalAttributeType
id-ob ID : operationalBinding
id-doa ID : dsaOperationalAttribute
id-kmr ID : knowledgeMatchingRule
id-soc ID ::= schemaObjectClass
id-soa ID ::= schemaOperationalAttribute
id-a ID = admimistrativeRoies
id-afa ID ::= accessControlAttribute
id-a ID : applicationContext

-- ifl-rosObject ID ::= rosObject

-- ifl-contract ID ::= contract

-- ifd-package ID ::= package

id-afScheme ID ::= accessControlSchemes
id-c ID ::= certificateExtension
id-m ID ::= managementObject

id-a ID ::= attributeValueContext
-- ifd-se ID ::= securityExchange

id-i ID ::= idmProtocol

id-p ID ::= problem

id-n ID ::= notification

id-m ID ::= matchingRestriction
id-c ID ::= controlAttributeType
id-k ID ::= keyPurposes

id-p ID ::= passwordQuality
id-aks ID ::= attributeSyntax
--idf1lc ID ::= ldapControl

id-apx ID ::=MattributeSyntax
id-1px ID ::=-1ldap-syntax

id-1fx ID e:= ldap-x509

id-1pt ID”::= ldap-attr

id-1pr ID ::= ldap-match

id-opt ID ::= openLDAP-attributes
id-cpat ID ::= cosineAttr

-- LPAP syntax object identifiers

--usprpwdMatch ID ::= {id-1s 0}
--usprPwdHisoricMatch ID ::= {id-1s 1}

-- LPDAP control objectiidentifiers

--pwfControl ID ::= {id-1lc 0}

- -pwResponse ID ::= {id-1lc 1}

-- opbsoletemodule identifiers

-- upefulDefinition ID ::= {module 0}

-- ipf6rmationFramework ID ::= {module 1}

-- directoryAbstractService ID ::= {module 2}

-- distributedOperations ID ::= {module 3}

-- protocolObjectIdentifiers ID ::= {module 4}

-- selectedAttributeTypes ID ::= {module 5}

-- selectedObjectClasses ID ::= {module 6}

-- authenticationFramework ID ::= {module 7}

-- algorithmObjectIdentifiers ID ::= {module 8}

-- directoryObjectIdentifiers ID ::= {module 9}

-- upperBounds ID ::= {module 10}

-- dap ID ::= {module 11}

-- dsp ID : {module 12}

-- distributedDirectoryObjectIdentifiers ID ::= {module 13}

-- unused module identifiers
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END

160

directoryShadowOIDs
directoryShadowAbstractService
disp

dop

opBindingManagement
opBindingOIDs
hierarchicalOperationalBindings
dsaOperationalAttributeTypes
schemaAdministration
basicAccessControl
operationalBindingOIDs

-- UsefulDefinitions

ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID

e es ee es es es es e ee e e

{module
{module
{module
{module
{module
{module
{module
{module
{module
{module
{module

14}
15}
16}
17}
18}
19}
20}
22}
23}
24}
25}
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Annex B

Information framework in ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex provides a summary of al the ASN.1 type, value and macro definitions contained in this Directory
Specification. The definitions form the ASN.1 module InformationFramework.

InformationFramework {joint-iso-itu-t ds(5) module(l) informationFramework(l) 7}

DEFIEIIIQNq O
BEGI

EKPORTS All
The types and values defined in this module are exported for use in the other” ASN.[1
-- mpdules contained within these Directory Specifications, and for the use, of’ other
applications which will use them to access Directory services. Other applications
mpy use them for their own purposes, but this will not constrain externsions and
mpdifications needed to maintain or improve the Directory service.

IMPORTS
--| from Rec. ITU-T X.501 | ISO/IEC 9594-2
directoryAbstractService, id-ar, id-at, id-mr, id-nf, id-06a, id-oc,
idfsc, selectedAttributeTypes, serviceAdministration

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l)usefulDefinitions(0) 7}

SeprchRule
FROM ServiceAdministration serviceAdministration

--| from Rec. ITU-T X.511 | ISO/IEC 9594-3

TypeAndContextAssertion
FROM DirectoryAbstractService directoryAbstractService

--| from Rec. ITU-T X.520 | ISO/IEC\/9594-6

bopleanMatch, commonName, dn, geheralizedTime, generalizedTimeMatch,
geheralizedTimeOrderingMatch,’ integerFirstComponentMatch, integerMatch,
infegerOrderingMatch, objectIdentifierFirstComponentMatch, oid, subtreeSpec,
UnpoundedDirectoryString

FROM SelectedAttributeTypes selectedAttributeTypes;

-- aftribute data types

Attrfibute {ATTRIBUTE:SupportedAttributes} ::= SEQUENCE {

type ATTRIBUTE. &id ({SupportedAttributes}),
vallues SET SIZE (0..MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
valluesWithContext SET SIZE (1..MAX) OF SEQUENCE {

ralue ATTRIBUTE. &Type ({SupportedAttributes}{@type}),

bonteXxtList SET SIZE (1..MAX) OF Context,

. C~} "OPTIONAL,

X

e o o !

AttributeType ::= ATTRIBUTE.&id
AttributeValue ::= ATTRIBUTE.&Type

Context ::= SEQUENCE {

contextType CONTEXT. &id ({SupportedContexts}),
contextValues
SET SIZE (1l..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE,
cee }

AttributeValueAssertion ::= SEQUENCE {
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type ATTRIBUTE. &id ({SupportedAttributes}),
assertion ATTRIBUTE. &equality-match.&AssertionType
({SupportedAttributes}{e@type}),
assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [l] SET SIZE (l..MAX) OF ContextAssertion } OPTIONAL,

s}

ContextAssertion ::= SEQUENCE {
contextType CONTEXT. &id ({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF
CONTEXT . &Assertion ({SupportedContexts}{@contextType}),

cee }
Attr TT= cE—
type ATTRIBUTE. &id ({SupportedAttributes}),

aspertedContexts SEQUENCE SIZE (1l..MAX) OF ContextAssertion OPTIONAL,

required to specify a table constraint on the values component of YAttribute, the
-- vhlue component of AttributeTypeAndValue, and the assertion compomnent of
-- AftributeValueAssertion.

SuppprtedAttributes ATTRIBUTE ::= {objectClass | aliasedEntryName, ...}

-- Dpfinition of the following information object set is defeéerred, perhaps to
-- skandardized profiles or to protocol implementation conformance statements. The set
-- ip required to specify a table constraint on the context specifications.
SuppprtedContexts CONTEXT ::= {...}

-- npming data types

Name| : := CHOICE { -- only one possibility for, now -- rdnSequence RDNSequence }
RDNSpquence ::= SEQUENCE OF RelativeDistinguishedName

DistfinguishedName ::= RDNSequence

RelatkiveDistinguishedName ::= SET-'SIZE (1l..MAX) OF AttributeTypeAndValue
AttrfibuteTypeAndValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
vallue ATTRIBUTE. &Type ({SupportedAttributes}{@type}) .,

oy

-- shbtree data types

SubtkeeSpecification ::

= SEQUENCE ({
bage [0]

LocalName DEFAULT {},
COMPONENTS~OF ChopSpecification,
sppcificationFilter [4] Refinement OPTIONAL,

-- empty. sequence specifies whole administrative area

LocalName ::= RDNSequence

ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET SIZE (1..MAX) OF CHOICE ({
chopBefore [0] LocalName,
chopAfter [1] LocalName,
...} OPTIONAL,

minimum [2] BaseDistance DEFAULT O,
maximum [3] BaseDistance OPTIONAL,

BaseDistance ::= INTEGER(0..MAX)

Refinement ::= CHOICE {
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item [0] OBJECT-CLASS.&id,
and [1] SET SIZE (1..MAX) OF Refinement,

or [2] SET SIZE (l1..MAX) OF Refinement,

not [3] Refinement,

e}
-- OBJECT-CLASS information object class specification
OBJECT-CLASS ::= CLASS {

&Superclasses OBJECT-CLASS OPTIONAL,

&kind ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&ldapName SEQUENCE SIZE(l..MAX) OF UTF8String OPTIONAL,
&lgapbesT UTF8String OPTIONAL;
&ifl OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
[SPBCLASS OF &Superclasses]
[KLND &kind]
[MPST CONTAIN &MandatoryAttributes]
[MAY CONTAIN &OptionalAttributes]
[LPAP-NAME &ldapName]
[LPAP-DESC &ldapDesc]
ID &id }
ObjeftClassKind ::= ENUMERATED {

abgptract (0),
stfkuctural (1),
augiliary (2)}

-- opject classes

top PBJECT-CLASS ::= {

KIND abstract
MUBT CONTAIN {objectClass}
LDAP-NAME {"top"}

ID id-oc-top }

aliap OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUBT CONTAIN {aliasedEntryName}

LDAP-NAME {"alias"}

ID id-oc-alias }
parept OBJECT-CLASS ::= {

KIND abstract

ID id-oc-parent }
chilfl OBJECT-CLASS ::= {

KIND auxiliary

ID id-oc-child }

-- AFTRIBUTE~information object class specification

ATTRIBUTE"::= CLASS {
&dprivation ATTRIBUTE OPTIONAL,
&Type OPTIONAL, -- either &Type or &derivation required
&equality-match MATCHING-RULE OPTIONAL,
&ordering-match MATCHING-RULE OPTIONAL,
&substrings-match MATCHING-RULE OPTIONAL,
&single-valued BOOLEAN DEFAULT FALSE,
&collective BOOLEAN DEFAULT FALSE,
&dummy BOOLEAN DEFAULT FALSE,
-- operational extensions
&no-user-modification BOOLEAN DEFAULT FALSE,
&usage AttributeUsage DEFAULT userApplications,
&ldapSyntax SYNTAX-NAME.&id OPTIONAL,
&ldapName SEQUENCE SIZE(1l..MAX) OF UTF8String OPTIONAL,
&ldapDesc UTF8String OPTIONAL,
&obsolete BOOLEAN DEFAULT FALSE,
&id OBJECT IDENTIFIER UNIQUE }
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WITH SYNTAX {
[SUBTYPE OF
[WITH SYNTAX
[EQUALITY MATCHING RULE
[ORDERING MATCHING RULE
[SUBSTRINGS MATCHING RULE

&derivation]
&Typel
&equality-matchl]
&ordering-match]
&substrings-matchl]

[SINGLE VALUE &single-valued]

[COLLECTIVE &collectivel
[DUMMY &dummy]
[NO USER MODIFICATION &no-user-modification]
[USAGE &usagel
[LDAP-SYNTAX &ldapSyntax]
[LDAP-NAME &ldapName]
[LDAP-DESC &ldapDesc]
[OBSOLETE &opsoretet
ID &id }
AttrfibuteUsage ::= ENUMERATED {
usprApplications (0),
difectoryOperation (1),
diptributedOperation (2),
dsAOperation (3),

-- aktributes

objeftClass ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
LDAP-SYNTAX oid.&id

LDAP-NAME {"objectClass"}

ID id-at-objectClass }
aliapedEntryName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQPALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

LDAP-SYNTAX dn.&id

LDAP-NAME {"aliasedObjectName"}

ID id-at-aliasedEntryName }

-- MATCHING-RULE information object\.class specification

MATCHING-RULE CLASS {
&PErentMatchingRules

s =

MATCHING-RULE OPTIONAL,

&ApsertionType OPTIONAL,
&upiqueMatchIndicator ATTRIBUTE OPTIONAL,
&lfapSyntax SYNTAX-NAME. &id OPTIONAL,
&lfdapName SEQUENCE SIZE(1l..MAX) OF UTF8String OPTIONAL,
&lfdapDesc UTF8String OPTIONAL,
&ifd OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
[PARENT &ParentMatchingRules]
[SENTAX &AssertionTypel
[UNIQUE-MATCH-INDICATOR &uniqueMatchIndicator]
[LPAP~SYNTAX &ldapSyntax]
[LPpAP > NAME &ldapName]
[LDAP-DESC &I1dapDesc]
ID &id }
-- matching rules
objectIdentifierMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
LDAP-SYNTAX oid.é&id
LDAP-NAME {"objectIdentifierMatch"}
ID id-mr-objectIdentifierMatch }
distinguishedNameMatch MATCHING-RULE ::= {
SYNTAX DistinguishedName

LDAP-SYNTAX dn.&id
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LDAP-NAME {"distinguishedNameMatch"}
ID id-mr-distinguishedNameMatch }

-- MATCHING-RULE information object class specification

MAPPING-BASED-MATCHING

{SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule} ::=

cLass {
&selectBy SelectedBy OPTIONAL,
&ApplicableTo ATTRIBUTE,
&subtypesIncluded BOOLEAN DEFAULT TRUE,
&combinable BOOLEAN (combinable) ,
&mappingResults MappingResult OPTIONAL,
&u LLCOIILILOL BOOLEANDEFAEULT FALOL,

clusive BOOLEAN DEFAULT TRUE,
tching-rule MATCHING-RULE. &id (matchingRule),

OBJECT IDENTIFIER UNIQUE }
SYNTAX {

[SELECT BY &selectBy]
APPLICABLE TO &ApplicableTo
[SPBTYPES INCLUDED &subtypesIncluded]
COMBINABLE &combinable

PPING RESULTS &mappingResults]
ER CONTROL &userControl]
CLUSIVE &exclusive]
CHING RULE &matching-rule
&id }

E-FORM information object class specification

FORM ::= CLASS {

medObjectClass OBJECT-CLASS,
&MpndatoryAttributes ATTRIBUTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&lflapName SEQUENCE SIZE(l..MAX), OF UTF8String OPTIONAL,
&lfdapDesc UTF8String OPTIONAL,
&ifl OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
NAMES &namedObjectClass
WIEH ATTRIBUTES &MandatoryAttributes
[AND OPTIONALLY &OptionaldAtttributes]
[LPAP-NAME &ldapName]
[LPAP-DESC &ldapbesc]
ID &id-}

-- SITRUCTURE-RULE class_and DIT structure rule data types

DITSkructureRule ::=_SEQUENCE ({
rulleIdentifier RuleIdentifier,
-7 shall be unique within the scope of the subschema
nameForm NAME-FORM. &id,

superiorStruc¢tureRules SET SIZE (1l..MAX) OF RulelIdentifier OPTIONAL,

)

Rulefldentifier ::= INTEGER

STRUCTURE-RULE ::= CLASS {

&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE.&id OPTIONAL,
&id RuleIdentifier }

WITH SYNTAX {
NAME FORM &nameForm
[SUPERIOR RULES &SuperiorStructureRules]
ID &id }

-- DIT content rule data type and CONTENT-RULE class

DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS.&id,
auxiliaries SET SIZE (1l..MAX) OF OBJECT-CLASS.&id OPTIONAL,
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mandatory
optional
precluded

)

CONTENT -RULE CLASS {
&structuralClass
&Auxiliaries
&Mandatory
&Optional
&Precluded

WITH SYNTAX {

STRUCTURAL OBJECT-CLASS
[AUXILIARY OBJECT-CLASSES

[1]
[2]
[31]

SET SIZE (1..MAX) OF ATTRIBUTE.&id
SET SIZE (1..MAX) OF ATTRIBUTE.&id
SET SIZE (1..MAX) OF ATTRIBUTE.&id

OBJECT-CLASS.&id UNIQUE,
OBJECT-CLASS OPTIONAL,
ATTRIBUTE OPTIONAL,
ATTRIBUTE OPTIONAL,
ATTRIBUTE OPTIONAL }

&structuralClass
&Auxiliaries]

OPTIONAL,
OPTIONAL,
OPTIONAL,

[MPSTCONTEIN
[MAY CONTAIN
[MPST-NOT CONTAIN

sMamdatory]
&Optionall
&Precluded] }

CONTEXT ::= CLASS {
&Type,
&dpfaultvalue &Type OPTIONAL,
&Apsertion OPTIONAL,
&apsentMatch

SYNTAX {

BOOLEAN DEFAULT TRUE,
OBJECT IDENTIFIER UNIQUE }

WIH SYNTAX &Type
[DEFAULT-VALUE &defaultValuel]
[ABSERTED AS &Assertion]
[ABSENT-MATCH &absentMatch]
ID &id }
DITCpntextUse : SEQUENCE {
atkributeType ATTRIBUTE. &id,
mahdatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

WITH

}

SYNTAX {

ionalContexts

ONTEXT-USE-RULE
tributeType

RIBUTE TYPE
DATORY CONTEXTS
TIONAL CONTEXTS

[2] SET SIZE (1..MAX) OF\CONTEXT.&id OPTIONAL,

=

cLass {
ATTRIBUTE.&id UNIQUE,
CONTEXT OPTIONALS
CONTEXT OPTIONAL}

&attributeType
&Mandatoryl
&Optionall }

FRIENDS ::= CLASS {
&apchor  ATTRIBUTE.&id UNIQUE,
&Ffiends ATTRIBUTE.}
WITH| SYNTAX {
AN[HOR &anchor
FRIENDS &Friends }
SYNTAX-NAME\:= CLASS {
&lfdapDesc UTF8String,
&Type OPTIONAL,
&i OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
LDAP-DESC &ldapDesc
[DIRECTORY SYNTAX &Typel
ID &id }

-- system schema information objects

-- object classes

subentry OBJECT-CLASS

SUBCLASS OF
KIND
MUST CONTAIN

166

ii=

{top}

structural

{commonName |
subtreeSpecification}
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LDAP-NAME {"subentry"}

ID id-sc-subentry }
subentryNameForm NAME-FORM ::= {

NAMES subentry

WITH ATTRIBUTES {commonName}

ID id-nf-subentryNameForm }
subtreeSpecification ATTRIBUTE ::= {

WITH SYNTAX SubtreeSpecification

USAGE directoryOperation

LDAP-SYNTAX subtreeSpec.&id

LDAP-NAME {"subtreeSpecification"}

ID id-oa-subtreeSpecification }
admipistrativeRole ATTRIBUTE ::= {

WIH SYNTAX OBJECT-CLASS.&id

EQUALITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

LDAP-SYNTAX oid.&id

LDAP-NAME {"administrativeRole"}

ID id-oca-administrativeRole }
creafeTimestamp ATTRIBUTE ::= {

WI'H SYNTAX GeneralizedTime

EQ
OR
SI
NO
Us
LD
LD
ID

modi
WI

EQ

as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

ALITY MATCHING RULE generalizedTimeMatch

ERING MATCHING RULE generalizedTimeOrderingMatch

GLE VALUE TRUE

USER MODIFICATION TRUE

AGE directoryOperation

AP - SYNTAX generalizedTime.&id

AP - NAME {"createTimestamp"}
id-oa-createTimestamp }

fyTimestamp ATTRIBUTE ::= {

TH SYNTAX GeneralizedTime

as per 46.3 b) or c) of Rec. ITU-T X:680 | ISO/IEC 8824-1
JALITY MATCHING RULE generalizedTimeMatch

ORPERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime.&id

LDAP-NAME {*modifyTimestamp"}

ID id-oa-modifyTimestamp }
substhemaTimestamp ATTRIBUTE ::= {

WIH SYNTAX GeneralizedTime

--| as per 46.3 b)-or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

EQPALITY MATCHING RULE generalizedTimeMatch

ORPERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaTimestamp }
creatorsName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX dn.&id

LDAP-NAME {"creatorsName"}

ID id-oa-creatorsName }
modifiersName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE
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NO USER MODIFICATION TRUE

USAGE directoryOperation
LDAP-SYNTAX dn.&id

LDAP-NAME {"modifiersName"}

ID id-oa-modifiersName }

subschemaSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX dn.&id

LDAP-NAME {"subschemaSubentry"}

ID td—oa-subschemasubentryLtst—F
accepsControlSubentryList ATTRIBUTE ::= {

WIH SYNTAX DistinguishedName

EQPALITY MATCHING RULE distinguishedNameMatch

NO| USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-accessControlSubentryList }
collpctiveAttributeSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQPUALITY MATCHING RULE distinguishedNameMatch

NO| USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-collectiveAttributeSubentryList }
contpxtDefaultSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO| USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-contextDefaultSubentryList }
servliceAdminSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO| USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-serviceAdminSubentryList }
pwdAfiminSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQPALITY MATCHING RULE “.distinguishedNameMatch

SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX dn.&id

LDAP -NAME {"pwdAdminSubentryList"}

ID id-oa-pwdAdminSubentryList }
hasSpbordinates ATTRIBUTE ::= {

WIH 'SYNTAX BOOLEAN

EQPALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }
accessControlSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-accessControlSubentry }
collectiveAttributeSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-collectiveAttributeSubentry }
collectiveExclusions ATTRIBUTE ::= {
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WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

USAGE directoryOperation

ID id-oa-collectiveExclusions }
contextAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUST CONTAIN {contextAssertionDefaults}

ID id-sc-contextAssertionSubentry }
contextAssertionDefaults ATTRIBUTE ::= {

WITH SYNTAX TypeAndContextAssertion

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

ID td-oa-contextasserttionbefautt—F
servliceAdminSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUBT CONTAIN {searchRules}

ID id-sc-serviceAdminSubentry }
searfhRules ATTRIBUTE ::= {
WITH SYNTAX SearchRuleDescription
EQPUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
ID id-oa-searchRules }
SearfhRuleDescription ::= SEQUENCE {
COMPONENTS OF SearchRule,
naEe [28] SET SIZE (1l..MAX) OF UnboundedDireetéryString OPTIONAL,
depcription [29] UnboundedDirectoryString OPTIONAL;,

pwdAfminSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUBT CONTAIN { pwdAttribute }

LDAP-NAME {"pwdAdminSubentry"}

ID id-sc-pwdAdminSubentry }
pwdAftribute ATTRIBUTE ::= {

WIffH SYNTAX ATTRIBUTE ~&id

EQUALITY MATCHING RULE objectIdentifierMatch

SINGLE VALUE TRUE

LDAP-SYNTAX oidy&id

LDAP-NAME {"pwdAttribute"}

ID id-at-pwdAttribute }
pwdHf story{ATTRIBUTE:passwordAttribute, MATCHING-RULE: historyMatch, OBJECT IDENTIFIER: i
ATTRIBUTE ::= {

WIfH SYNTAX PwdHistory{passwordAttribute}

EQUALITY MATCHING RULE historyMatch

USAGE directoryOperation

ID id}
PwdHfistory{ATTRIBUTE:passwordAttribute} ::= SEQUENCE {

time GeneralizedTime,

papsword passwordAttribute.&Type,

e 7
pwdRecentlyExpired{ATTRIBUTE:passwordAttribute, OBJECT IDENTIFIER:id} ATTRIBUTE ::= {

WITH SYNTAX passwordAttribute. &Type

EQUALITY MATCHING RULE passwordAttribute.&equality-match

SINGLE VALUE TRUE

USAGE directoryOperation

ID id}

pwdHistoryMatch{ATTRIBUTE:passwordAttribute, OBJECT IDENTIFIER:id}

MATCHING-RULE ::= {
SYNTAX passwordAttribute.&Type
ID id}
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hierarchyLevel ATTRIBUTE ::= {
WITH SYNTAX HierarchyLevel
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hierarchyLevel }
HierarchyLevel ::= INTEGER
hierarchyBelow ATTRIBUTE ::= {

WITH SYNTAX HierarchyBelow

EQEREITT_MRTCHTNG‘RUEE“bUUTEEnMEtcn
SINGLE VALUE TRUE

NO| USER MODIFICATION TRUE
USAGE directoryOperation
ID

Hier[rchyBelow : := BOOLEAN

hierprchyParent ATTRIBUTE
WITH SYNTAX

ri=

DistinguishedName

id-oa-hierarchyBelow }

EQPALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE
USAGE directoryOperation
ID

hierprchyTop ATTRIBUTE ::= {

WITH SYNTAX

DistinguishedName

id-oa-hierarchyParent }

EQPALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE
USAGE directoryOperation
ID id-oa-hierarchyTop }

-- object identifier assignments

-- object classes

id-of-top OBJECT IDENTIFIER ::= {id-oc 0}
id-of-alias OBJECT IDENTIFIER ::= {id-oc 1}
id-of-parent OBJECT IDENTIFIER ::= {id-oc 28}
id-of-child OBJECT IDENTIFIER ::= {id-oc 29}
-- aftributes

id-af-objectClass OBJECT IDENTIFIER ::= {id-at 0}
id-afk-aliasedEntryNamé OBJECT IDENTIFIER ::= {id-at 1}
id-af-pwdAttribute OBJECT IDENTIFIER ::= {id-at 84}
-- mptching rul€es

id-mf-objectIdentifierMatch OBJECT IDENTIFIER ::= {id-mr 0}
id-mf-distinguishedNameMatch OBJECT IDENTIFIER ::= {id-mr 1}
-- operational attributes

id-oa-excludeAllCollectiveAttributes  OBJECT IDENTIFIER ::= {id-oa 0}
id-oa-createTimestamp OBJECT IDENTIFIER ::= {id-oa 1}
id-oa-modifyTimestamp OBJECT IDENTIFIER ::= {id-oa 2}
id-oa-creatorsName OBJECT IDENTIFIER ::= {id-oa 3}
id-oa-modifiersName OBJECT IDENTIFIER ::= {id-oa 4}
id-oa-administrativeRole OBJECT IDENTIFIER ::= {id-oa 5}
id-oa-subtreeSpecification OBJECT IDENTIFIER ::= {id-oa 6}
id-oa-collectiveExclusions OBJECT IDENTIFIER ::= {id-oa 7}
id-oa-subschemaTimestamp OBJECT IDENTIFIER ::= {id-oa 8}
id-oa-hasSubordinates OBJECT IDENTIFIER ::= {id-oa 9}
id-oa-subschemaSubentryList OBJECT IDENTIFIER ::= {id-oa 10}
id-oa-accessControlSubentryList OBJECT IDENTIFIER ::= {id-oa 11}
id-oa-collectiveAttributeSubentryList OBJECT IDENTIFIER ::= {id-oa 12}
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id-oa-contextDefaultSubentryList OBJECT IDENTIFIER ::= {id-oa 13}
id-oa-contextAssertionDefault OBJECT IDENTIFIER ::= {id-oa 14}
id-oa-serviceAdminSubentryList OBJECT IDENTIFIER ::= {id-oa 15}
id-oa-searchRules OBJECT IDENTIFIER ::= {id-oa 16}
id-oa-hierarchyLevel OBJECT IDENTIFIER ::= {id-oa 17}
id-oa-hierarchyBelow OBJECT IDENTIFIER ::= {id-oa 18}
id-oa-hierarchyParent OBJECT IDENTIFIER ::= {id-oa 19}
id-oa-hierarchyTop OBJECT IDENTIFIER ::= {id-oa 20}
id-oa-pwdAdminSubentryList OBJECT IDENTIFIER ::= {id-oa 21}

-- id-oa-pwdStartTime OBJECT IDENTIFIER ::= {id-oa 22} X.509|Part8
-- id-oa-pwdExpiryTime OBJECT IDENTIFIER ::= {id-oa 23} X.509|Part8
-- id-oa-pwdEndTime OBJECT IDENTIFIER ::= {id-oa 24} X.509|Part8
-- id-oa-pwdFails OBJECT IDENTIFIER ::= {id-oa 25} X.509|Part8
-- id-oa-pwdFailureTime OBJECT IDENTIFIER ::= {id-oa 26} X.509|Part8
-- if-oT-pwdGracesused OBJECT IDENTIFIER TT= {1d-0a 27 X 509 Parts ]
-- ifl-oa-userPwdHistory OBJECT IDENTIFIER ::= {id-oa 28} X.509|Part8
-- ifl-oa-userPwdRecentlyExpired OBJECT IDENTIFIER ::= {id-oa 29} X.509|Part8
-- ifl-oa-pwdModifyEntryAllowed OBJECT IDENTIFIER ::= {id-oa 30} X.509|P4arts
-- ifl-oa-pwdChangeAllowed OBJECT IDENTIFIER ::= {id-oa 31} X.509]Rart8
-- ifi-oa-pwdMaxAge OBJECT IDENTIFIER ::= {id-oa 32} X.509|Part8
-- ifl-oa-pwdExpiryAge OBJECT IDENTIFIER ::= {id-oa 33} X!509|Part8
-- ifi-oa-pwdMinLength OBJECT IDENTIFIER ::= {id-oa 34} )X/509|Parts8
-- ifi-oa-pwdVocabulary OBJECT IDENTIFIER ::= {id-oa 35} X.509|Part8
-- ifi-oa-pwdAlphabet OBJECT IDENTIFIER ::= {id-oa/,36} X.509|Part8
-- ifl-oa-pwdDictionaries OBJECT IDENTIFIER ::= {id-o6a.'37} X.509|Part8
-- ifl-oa-pwdExpiryWarning OBJECT IDENTIFIER ::= {id-oa 38} X.509|Part8
-- ifl-oa-pwdGraces OBJECT IDENTIFIER ::= {id-oa 39} X.509|Part8
-- ifi-oa-pwdFailureDuration OBJECT IDENTIFIER ::=X{id-oa 40} X.509|Part8
-- ifl-oa-pwdLockoutDuration OBJECT IDENTIFIER x:=’/{id-oa 41} X.509|Part8
-- ifi-oa-pwdMaxFailures OBJECT IDENTIFIER-%:= {id-oa 42} X.509|Part8
-- ifl-oca-pwdMaxTimeInHistory OBJECT IDENTIFIER/::= {id-oa 43} X.509|Part8
-- ifi-oa-pwdMinTimeInHistory OBJECT IDENTIFIER ::= {id-oa 44} X.509|Part8
-- ifi-oa-pwdHistorySlots OBJECT IDENTIFIER ::= {id-oa 45} X.509|Part8
-- ifl-oa-pwdRecentlyExpiredDuration OBJECT IDENTIFIER ::= {id-oa 46} X.509|Part8
-- ifi-oa-pwdEncAlg OBJECT IDENTIFIER ::= {id-oa 47} X.509|Part8
id-op-allAttributeTypes OBJECT, IDENTIFIER ::= {id-oa 48}

-- spbentry classes

id-sf-subentry OBJECT IDENTIFIER ::= {id-sc 0}
id-sfp-accessControlSubentry OBJECT IDENTIFIER ::= {id-sc 1}
id-sfp-collectiveAttributeSubentry OBJECT IDENTIFIER ::= {id-sc 2}
id-sp-contextAssertionSubentry OBJECT IDENTIFIER ::= {id-sc 3}
id-sfp-serviceAdminSubentry OBJECT IDENTIFIER ::= {id-sc 4}
id-sfp-pwdAdminSubentry OBJECT IDENTIFIER ::= {id-sc 5}

-- ame forms

id-nf-subentryNameForm OBJECT IDENTIFIER ::= {id-nf 16}

-- aflministratiye, roles

id-af-autonomoydsArea OBJECT IDENTIFIER ::= {id-ar 1}
id-af-accesgsCGontrolSpecificArea OBJECT IDENTIFIER ::= {id-ar 2}
id-af-accessControlInnerArea OBJECT IDENTIFIER ::= {id-ar 3}
id-af-subschemaAdminSpecificArea OBJECT IDENTIFIER ::= {id-ar 4}
id-af~€ollectiveAttributeSpecificArea OBJECT IDENTIFIER ::= {id-ar 5}
id-ar-collectiveAttributeInnerArea OBJECT IDENTIFIER ::= {id-ar 6
id-ar-contextDefaultSpecificArea OBJECT IDENTIFIER ::= {id-ar 7}
id-ar-serviceSpecificArea OBJECT IDENTIFIER ::= {id-ar 8}
id-ar-pwdAdminSpecificArea OBJECT IDENTIFIER ::= {id-ar 9}

END -- InformationFramework
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Annex C

Subschema administration in ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

annex contains the ASN.1 type, value and information object definitions for subschema administration as defined

in clause 15, in the form of an ASN.1 module, SchemaAdministration.

SchemaAdministration {joint-iso-itu-t ds(5) module(l) schemaAdministration(23) 7}

DEFIEIIIQNq O
BEGI

IMPORTS

idfsoa, id-soc, informationFramework, ldapSystemSchema,  séeélectedAttributeTypes

ATTRIBUTE, AttributeUsage, CONTEXT, DITContentRule, DITStructureRule, MATCHING-RULH,
NAME-FORM, OBJECT-CLASS, ObjectClassKind, objectIdentifierMatch, SYNTAX-NAME

ldppSyntaxes

at
in
ma
ob

subs
KI

MAY CONTAIN { dITStructureRules |

E
T
-- mpdules contained within the Directory Specifications, and for the use of .other
a
u
m

KPORTS All
he types and values defined in this module are exported for use in the other” ASN.[1

Be them for their own purposes, but this will not constrain extensions and
bdifications needed to maintain or improve the Directory service.

from Rec. ITU-T X.501 | ISO/IEC 9594-2

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(¥) usefulDefinitions(0) 7}

FROM InformationFramework informationFramework

FROM LdapSystemSchema ldapSystemSchema
from Rec. ITU-T X.520 | ISO/IEC 9594=%6

FributeTypeDescription, dITContentRuleDescription, dITStructureRuleDescription,
teger, integerFirstComponentMatch, integerMatch, matchingRuleDescription,
tchingRuleUseDescription, nameFormDescription, objectClassDescription,
jectIdentifierFirstComponentMatch, oid, UnboundedDirectoryString

FROM SelectedAttributeTypes selectedAttributeTypes;

thema OBJECT-CLASS : = ){
ND auxiliary

nameForms |
dITContentRules |
objectClasses |
attributeTypes |
friends |
contextTypes |
dITContextUse |
matchingRules |
matx,hal.us?\ulcsoc i

ldapSyntaxes }

LDAP-NAME {"subschema"}

ID id-soc-subschema }

dITStructureRules ATTRIBUTE ::= {
WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX dITStructureRuleDescription.&id
LDAP-NAME {"diTStructureRules"}
ID id-soa-dITStructureRule }

DITS
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COMPONENTS OF DITStructureRule,

name [1] SET SIZE (1l..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
e}

dITContentRules ATTRIBUTE ::= {
WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX dITContentRuleDescription.&id
LDAP-NAME {"dITContentRules"}
ID id-soa-dITContentRules }

napme [4] SET SIZE (l1l..MAX) OF UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
b
matchingRules ATTRIBUTE ::= {
WITH SYNTAX MatchingRuleDescription
EQPALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX matchingRuleDescription.&id
LDAP-NAME {"matchingRules"}
ID id-soa-matchingRules }
MatchingRuleDescription ::= SEQUENCE {
identifier MATCHING-RULE. &id,
napme SET SIZE (1l..MAX) OF UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,

information [0] UnboundedDirectoryString OPRTIONAL,
-- describes the ASN.1l syntax

L
attrfibuteTypes ATTRIBUTE ::= {
WIH SYNTAX AttributeTypeDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoxyOperation
LDAP-SYNTAX attributeTypeDescription.&id
LDAP -NAME {"attributeTypes"}
ID id=soa-attributeTypes }
AttrfibuteTypeDescription ‘t.f= SEQUENCE {
identifier ATTRIBUTE. &id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
depcription UnboundedDirectoryString OPTIONAL,
obgolete BOOLEAN DEFAULT FALSE,
information . 0] AttributeTypeInformation,
AR
AttrfibuteTypeInformation ::= SEQUENCE {
defkivation [0] ATTRIBUTE. &id OPTIONAL,
egpalityMatch [1] MATCHING-RULE.&id OPTIONAL,
orderingMatch 12] MATCHING-RULE. &1d OPTIONAL,
substringsMatch [3] MATCHING-RULE.&id OPTIONAL,
attributeSyntax [4] UnboundedDirectoryString OPTIONAL,
multi-valued [5] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [7] BOOLEAN DEFAULT TRUE,
application AttributeUsage DEFAULT userApplications,
objectClasses ATTRIBUTE ::= {
WITH SYNTAX ObjectClassDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
LDAP-SYNTAX objectClassDescription.&id
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LD
ID

ObjectClassDescription

AP -NAME

{"objectClasses"}
id-soa-objectClasses }

SEQUENCE {

identifier OBJECT-CLASS.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] ObjectClassInformation,
e}

ObjectClassInformation ::= SEQUENCE {
subclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural,

Name
su.
na
na

..

matc

Lol

[4]

orms ATTRIBUTE
H SYNTAX
ALITY MATCHING
GE

P-SYNTAX

P -NAME

ormDescription
ntifier
e
cription
olete
formation

-}

FormInformation

bordinate
ingMandatories

EingOptionals

[0l

3

SET SIZE (I —MAX) OF ATTRIBUTE =id
SET SIZE (1l..MAX) OF ATTRIBUTE.&id

OPTIONAL;
OPTIONAL,

NameFormDescription
objectIdentifierFirstComponentMatch
directoryOperation
nameFormDescription.&id
{"nameForms"}

id-soa-nameForms }

RULE

s =

SEQUENCE {

NAME - FORM. &id,

SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
UnboundedDirectoryString OPTIONAL,
BOOLEAN DEFAULT FALSE,
NameFormInformation,

T e=

SEQUENCE {

OBJECT-CLASS. &id,

SET OF ATTRIBUTE.&id,

SET SIZE (1..MAX) OF\ATTRIBUTE.&id OPTIONAL,

hingRuleUse ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleUseDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

LDAP-SYNTAX matchingRuleUseDescription.&id

LDAP-NAME {"matchingRuleUse"}

ID id-soa-matchingRuleUse }
MatchingRuleUseDescription ::= SEQUENCE {

idpntifier MATCHING-RULE. &id,

napme SET SIZE (1l..MAX) OF UnboundedDirectoryString OPTIONAL,

depcription UnboundedDirectoryString OPTIONAL,

obgolete BOOLEAN DEFAULT FALSE,

information/ [0] SET OF ATTRIBUTE.&id,

1
strufpt@ralobjectClass ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

LDAP-SYNTAX oid.&id

LDAP-NAME {"structuralObjectClass"}

ID id-soa-structuralObjectClass }

governingStructureRule ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
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USAGE directoryOperation

LDAP-SYNTAX integer.&id

LDAP-NAME {"governingStructureRule"}

ID id-soa-governingStructureRule }
contextTypes ATTRIBUTE ::= {

WITH SYNTAX ContextDescription

EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-contextTypes }
ContextDescription ::= SEQUENCE {

identifier CONTEXT.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,

de

ob

ECrTptTUn_______UnbUﬁnﬂEﬂDTTEccorybtrlng OPTIONAL;
olete BOOLEAN DEFAULT FALSE,

information [0] ContextInformation,

b
ContpxtInformation ::= SEQUENCE {
syEtax UnboundedDirectoryString,
aspertionSyntax UnboundedDirectoryString OPTIONAL,
1
dITCpntextUse ATTRIBUTE ::= {
WIH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContextUse }
DITCpntextUseDescription ::= SEQUENCE {
identifier ATTRIBUTE. &id,
napme SET SIZE (1..MAX) OF UnboundedDiyectoryString OPTIONAL,
deEcription UnboundedDirectoryString OPTIONAL,
obkolete BOOLEAN DEFAULT FALSE,

information [0] DITContextUseInformation,

..

DITC

-}

bntextUseInformation ::= SEQUENCE {

mahdatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
opkionalContexts [2] SET SIZE /f(1..MAX) OF CONTEXT.&id OPTIONAL,
1
friehds ATTRIBUTE ::= {
WIFH SYNTAX ExiendsDescription
EQPALITY MATCHING RULE ,~oObjectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-friends }
FriepdsDescription«3= SEQUENCE {
anfhor ATTRIBUTE. &id,
napme SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
deEcription UnboundedDirectoryString OPTIONAL,
obkolete BOOLEAN DEFAULT FALSE,
friiends [0] SET SIZE (1..MAX) OF ATTRIBUTE.&id,

..

-- o

-- s

id-s

-- s

>,

bject 1dentifier assignments
chema object classes
oc-subschema OBJECT IDENTIFIER ::= {id-soc 1}

chema operational attributes

id-soa-dITStructureRule OBJECT IDENTIFIER ::= {id-soa 1}
id-soa-dITContentRules OBJECT IDENTIFIER ::= {id-soa 2}
id-soa-matchingRules OBJECT IDENTIFIER ::= {id-soa 4}
id-soa-attributeTypes OBJECT IDENTIFIER ::= {id-soa 5}
id-soa-objectClasses OBJECT IDENTIFIER ::= {id-soa 6}
id-soa-nameForms OBJECT IDENTIFIER ::= {id-soa 7}

Rec. ITU-T X.501 (10/2012)

175


https://standardsiso.com/api/?name=adfee8fb34350ffc2dbb8addea7f1709

| SO/l EC 9594-2:2014 (E)

id-soa-matchingRuleUse
id-soa-structuralObjectClass
id-soa-governingStructureRule
id-soa-contextTypes
id-soa-dITContextUse
id-soa-friends

END --

SchemaAdministration

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER

8}

10}
11}
12}
13}
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Annex D

Service administration in ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined

in clause 16 in the form of an ASN.1 module, ServiceAdministration.

ServiceAdministration {joint-iso-itu-t ds(5) module(l) serviceAdministration(33) 7}

DEFIEIIIQNq =
BEGI
-- EKPORTS All
-- The types and values defined in this module are exported for use in the other” ASN.[1
-- mpdules contained within these Directory Specifications, and for the use, of’ other
-- applications which will use them to access Directory services. Other applications may
-- upe them for their own purposes, but this will not constrain extensions and
-- mpdifications needed to maintain or improve the Directory service.
IMPORTS
--| from Rec. ITU-T X.501 | ISO/IEC 9594-2
difectoryAbstractService, informationFramework
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(¥) usefulDefinitions(0) 7}
ATTRIBUTE, AttributeType, CONTEXT, MATCHING-RULE, OBJECT-CLASS,
SupportedAttributes, SupportedContexts
FROM InformationFramework informationFramework
--| from Rec. ITU-T X.511 | ISO/IEC 9594-3
FampilyGrouping, FamilyReturn, HierarchySelections, SearchControlOptions,
SekviceControlOptions
FROM DirectoryAbstractService directoryAbstractService;
-- types
SearfhRule ::= SEQUENCE {
COMPONENTS OF SearchRulelds
sefviceType [1] OBJECT IDENTIFIER OPTIONAL,
usprClass [2] INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
atkributeCombinatidny [4] AttributeCombination DEFAULT and:{|},
oukputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
deffaultControls [6] ControlOptions OPTIONAL,
mahdatoryControls [7] ControlOptions OPTIONAL,
sehrchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
rellaxation [11] RelaxationPolicy OPTIONAL,
adfitionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
al FHowedSubset EWB,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL,
e}
SearchRuleId ::= SEQUENCE {
id INTEGER,
dmdId [0] OBJECT IDENTIFIER }
AllowedSubset ::= BIT STRING {baseObject(0), oneLevel(l), wholeSubtree(2)}
ImposedSubset ::= ENUMERATED {baseObject(0), oneLevel(l), wholeSubtree(2),...}
RequestAttribute ::= SEQUENCE {
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attributeType
includeSubtypes
selectedValues

defaultvValues
entryType
values

contexts
contextCombination
matchingUse

!

ATTRIBUTE. &id ({SupportedAttributes}),
[0] BOOLEAN DEFAULT FALSE,
[1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({supportedattributes}{@attributeType}) OPTIONAL,
[2] SEQUENCE SIZE (0..MAX) OF SEQUENCE ({
OBJECT-CLASS.&id OPTIONAL,
SEQUENCE OF ATTRIBUTE.&Type
({supportedAttributes}{@attributeType}),
...} OPTIONAL,
[3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
[4] ContextCombination DEFAULT and:{},
[5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL,

ContpxtProftie—Tr=—SEQUENCE—
cohtextType CONTEXT. &id ({SupportedContexts}),
coptextValue SEQUENCE SIZE (1l..MAX) OF CONTEXT.&Assertion

oy

({supportedContexts}{@contextType}) OPTIONAL,

ContpxtCombination ::= CHOICE {
coptext [0] CONTEXT.&id ({SupportedContexts}),

anfl [1] SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
nogt [3] ContextCombination,

MatchingUse ::= SEQUENCE {

reptrictionType
reptrictionvalue

oy

efinition of the

MATCHING-RESTRICTION. &id ({SupportedMatchingRestrictions}),
MATCHING-RESTRICTION. &Restriction
({supportedMatchingRestrictions}{@restrictionType}),

following information object, set is deferred, perhaps to

D
skandardized profiles or to protocol implementation conformance statements.
-- The set is required to specify a table constraint on the components of
SppportedMatchingRestrictions

SuppprtedMatchingRestrictions MATCHING-RESTRICTION ::= {...}

AttrfibuteCombination

::= CHOICE {

atkribute [0] AttributeType,

anfl [1] SEQUENCE OF AttributeCombination,
or [2] SEQUENCE OF¢AttributeCombination,
not [3] AttributeCombination,
o
ResufltAttribute ::= SEQUENCE {
atkributeType ATTRIBUTE. &id ({SupportedAttributes}),
oufputValues CHOICE {
electedValues SEQUENCE OF ATTRIBUTE.&Type
E ({supportedAttributes}{@attributeType}),
atchedValuesOnly NULL } OPTIONAL,

coptexts [0] SEQUENCE SIZE (l1..MAX) OF ContextProfile OPTIONAL,
b
ContpolOptions ::= SEQUENCE {
serviceControls [0] ServiceControlOptions DEFAULT {},
searchOptions [1] SearchControlOptions DEFAULT {searchAliases},
hierarchyOptions [2] HierarchySelections OPTIONAL,
e}
EntryLimit ::= SEQUENCE {
default INTEGER,
max INTEGER,
.o}
RelaxationPolicy ::= SEQUENCE {
basic [0] MRMapping DEFAULT {},

tightenings [1]
relaxations [2]

SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
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maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1,
e}
MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1l..MAX) OF Mapping OPTIONAL,
substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL,
e}
Mapping ::= SEQUENCE {
mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY {-- shall be an--
-- object identifier of a mapping-based matching algorithm -- }),
level INTEGER DEFAULT O,
e}
MRSupstitution ::= SEQUENCE {
atkribute AttributeType,

olfiMatchingRule [0] MATCHING-RULE.&id OPTIONAL,
nepMatchingRule [1] MATCHING-RULE.&id OPTIONAL,

Ly

-- ABN.1l information object classes

SEAR[H-RULE ::= CLASS {

&dmdId OBJECT IDENTIFIER,

&:ErviceType OBJECT IDENTIFIER OPTIONAL,
&uperClass INTEGER OPTIONAL,
&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&cpmbination AttributeCombination OPTIONAL,
&OutputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&dpfaultControls ControlOptions OPTIONAL,

ndatoryControls ControlOptions OPTIONAL,

&sparchRuleControls ControlOptions OPTIONAL,
&fpmilyGrouping FamilyGrouping OPTIONAL,
&fpmilyReturn FamilyReturn OPTIONAL,

&afilditionalControl AttributeType OPTIONAL,
&rplaxation RelaxationPolicy OPTIONAL,
&alllowedSubset AllowedSubset DEFAULT '111'B,
&ipposedSubset ImposedSubset OPTIONAL,
&eptryLimit EntryLimit OPTIONAL,
&i INTEGER UNIQUE }
WITH| SYNTAX {
D ID &dmdId
[SERVICE-TYPE &serviceTypel
[UBER-CLASS &userClass]
[INPUT ATTRIBUTES &InputAttributeTypes]
[COPMBINATION &combination]
[OPTPUT ATTRIBUTES &OutputAttributeTypes]
[DEFAULT CONTROL &defaultControls]
[MANDATORY CONTROZL &mandatoryControls]
[SEARCH-RULE CONTROL &searchRuleControls]
[FAMILY-GROUPING &familyGrouping]
[FAMILY - RETURN &familyReturn]
[ADDITIONAL/ CONTROL &additionalControll]
[RELAXATION &relaxationl]
[ALLOWED SUBSET &allowedSubset]
[IEEOSED SUBSET &imposedSubset]
[ENTRY LIMIT &entryLimit]
ID &id }
REQUEST-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE. &id,
&SelectedValues ATTRIBUTE. &Type OPTIONAL,
&DefaultValues SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type } OPTIONAL,
&contexts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT FALSE }

WITH SYNTAX {
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OPTIONAL,
OPTIONAL }

ATTRIBUTE TYPE &attributeType
[SELECTED VALUES &SelectedValues]
[DEFAULT VALUES &DefaultValues]
[CONTEXTS &contexts]
[CONTEXT COMBINATION &contextCombination]
[MATCHING USE &MatchingUse]
[INCLUDE SUBTYPES &includeSubtypes] }
RESULT-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE. &id,
&outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type,
matchedValuesOnly NULL }
&contexts ContextProfile
WITHSYNTAX—
ATTFRIBUTE TYPE &attributeType
[OPTPUT VALUES &outputvValues]
[CDNTEXTS &contexts] }
MATCHING-RESTRICTION ::= CLASS {
&Rpstriction,
&Rliles MATCHING-RULE. &id,
&ifd OBJECT IDENTIFIER UNIQUE }
WITH| SYNTAX {
REBTRICTION &Restriction
RULES &Rules
ID &id }
END |- ServiceAdministration
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Annex E

Basic Access Control in ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex provides a summary of al of the ASN.1 type and value definitions for Basic Access Control. The definitions
form the ASN.1 module BasicAccessControl.

BasicAccessControl {joint-iso-itu-t ds(5) module(l) basicAccessControl (24) 7}
DEFINITIONS ::=
BEGIN

-- EKPORTS All

-- The types and values defined in this module are exported for use in the othex‘\ASN.
-- mpdules contained within these Directory Specifications, and for the use of‘'other
-- applications which will use them to access Directory services. Other applicdtions may
-- upe them for their own purposes, but this will not constrain extensionsy,and
-- mpdifications needed to maintain or improve the Directory service.

=)

IMPORTS
--| from Rec. ITU-T X.501 | ISO/IEC 9594-2

difrectoryAbstractService, id-aca, id-acScheme, informationFramework,
sellectedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 7}

ATTRIBUTE, AttributeType, AttributeTypeAndValue, ContextAssertion, DistinguishedName,
MATCHING-RULE, objectIdentifierMatch, Refinement, ;SubtreeSpecification,
SupportedAttributes

FROM InformationFramework informationFramewotk

-- from Rec. ITU-T X.511 | ISO/IEC 9594-3

Fillter
FROM DirectoryAbstractService directoryAbstractService

--| from Rec. ITU-T X.520 | ISO/IEC’9594-6
difrectoryStringFirstComponentMatch, NameAndOptionalUID,

UnpoundedDirectoryString, UniqueIdentifier
FROM SelectedAttributeTypes selectedAttributeTypes;

accepsControlScheme ATTRIBUTE ::= {

WIH SYNTAX OBJECT IDENTIFIER

EQPALITY MATCHING - RULE objectIdentifierMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-aca-accessControlScheme }
-- types

ACIItem, ::= SEQUENCE {

idbatificationTag UnboundedDizectoryString,
precedence Precedence,
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE {
protectedItems ProtectedItems,
itemPermissions SET OF ItemPermission,
... )
userFirst [1] SEQUENCE {
userClasses UserClasses,
userPermissions SET OF UserPermission,
Y
...}
.o}
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Precedence ::= INTEGER(0..255,...)
ProtectedItems ::= SEQUENCE {
entry [0] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType
OPTIONAL,
allAttributeValues [3] SET SIZE (l1l..MAX) OF AttributeType
OPTIONAL,
allUserAttributeTypesAndvValues [4] NULL OPTIONAL,
attributeValue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue
OPTIONAL,
selfvalue [6] SET SIZE (l1l..MAX) OF AttributeType
OPTIONAL;
rahgeOfValues [7] Filter OPTIONAL,
makValueCount [8] SET SIZE (1l..MAX) OF MaxValueCount
OPTIONAL,
makImmSub [9] INTEGER OPTIONAL,
regtrictedBy [10] SET SIZE (1..MAX) OF RestrictedValue
OPTIONAL,
cophtexts [11] SET SIZE (1..MAX) OF ContextAssertion
OPTIONAL,
clhsses [12] Refinement OPTIONAL,
b
MaxVhlueCount ::= SEQUENCE {
type AttributeType,
makCount INTEGER,
b
Restfictedvalue ::= SEQUENCE {
type AttributeType,
valluesIn AttributeType,
L
Userflasses ::= SEQUENCE {
alllUsers [0] NULL OPTIONAL,
thisEntry [1] NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF \NameAndOptionalUID OPTIONAL,
usErGroup [3] SET SIZE (1l..MAX) -OF NameAndOptionalUID OPTIONAL,
-- dn component-'shall be the name of an
-- entry of GroupOfUniqueNames
supbtree [4] SET SIZE (l1l+.MAX) OF SubtreeSpecification OPTIONAL,
L
ItempPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,

-- defaults to precedence in ACIItem

-- permissions that may be used in conjunction
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usprClasses UserClasses,

grantsAndDenial's ) GrantsAndDenials,
UserPermisgion ::= SEQUENCE {

precedence Precedence OPTIONAL,

-- defaults to precedence in ACIItem
prptéctedItems ProtectedItems,
grantsAndDenials GrantsAndDenials,

AuthenticationLevel ::= CHOICE ({
basicLevels SEQUENCE {
level ENUMERATED {none (0), simple(l), strong(2),...},
localQualifier INTEGER OPTIONAL,
signed BOOLEAN DEFAULT FALSE,
other EXTERNAL,
GrantsAndDenials ::= BIT STRING {
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-- with any component o

f ProtectedItems

grantAdd (0),
denyAdd (1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),
grantRead (4),
denyRead (5),
grantRemove (6),
denyRemove (7),

-- permissions that may

be used only in conjunction

| SO/l EC 9594-2:2014 (E)

-- with the entry component
grantBrowse (8),
denyBrowse (9),
grantExport (10),
depyEXpOTt T
grantImport (12),
depyImport (13),
grpntModify (14),
depyModify (15),
grhntRename (16),
depyRename (17),
grantReturnDN (18),
depyReturnDN (19),
--| permissions that may be used in conjunction
--|with any component, except entry, of ProtectedItems
grantCompare (20),
depyCompare (21),
grapntFilterMatch (22),
depyFilterMatch (23),
grantInvoke (24) ,
dehyInvoke (25) }
-- aftributes
prespriptiveACI ATTRIBUTE ::= {
WITH SYNTAX ACIItem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperatioen
ID id-aca-prescriptiveACI }

entryACI ATTRIBUTE ::= {

WITH SYNTAX ACIItem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
ID id=aca-entryAcCI }
subehtryACI ATTRIBUTE ::={
WIH SYNTAX ACIItem
EQPALITY MATCHING ‘RULE directoryStringFirstComponentMatch
USAGE directoryOperation
ID id-aca-subentryACI }

-- aktributes

id-afa-accessControlSchem

opject identifier assignments

id-aca-prescriptiveACT
id-aca-entryACI
id-aca-subentryACI

access control schemes

basicAccessControlScheme
simplifiedAccessControlScheme
rule-based-access-control
rule-and-basic-access-control

rule-and-simple-access-control OBJECT

END -- BasicAccessControl

e OBJECT IDENTIFIER ::= {id-aca 1}
OBJECT IDENTIFIER ::= {id-aca 4J
OBJECT IDENTIFIER ::= {id-aca 5}
OBJECT IDENTIFIER ::= {id-aca 6}
OBJECT IDENTIFIER : {id-acScheme
OBJECT IDENTIFIER : {id-acScheme
OBJECT IDENTIFIER : {id-acScheme
OBJECT IDENTIFIER : {id-acScheme

IDENTIFIER : {id-acScheme
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Annex F

DSA operational attributetypesin ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type and value definitions contained in clauses 23 and 24 in the form of an ASN.1
module, DsAOperationalAttributeTypes.

DSAO

ds
DEFI
BEGI

IMPO

di
se

AT

Oop

perationalAttributeTypes {joint-iso-itu-t ds(5) module(1)

=ﬁ:\nr=l--i onallAttri 'hni-n"l":rrng (22) '7}
kITIONS si=
N

KPORTS All
he types and values defined in this module are exported for use in the othér ASN

bplications which will use them to access Directory services. Other-dpplications
pe them for their own purposes, but this will not constrain extensions and
bdifications needed to maintain or improve the Directory service.

E
T
-- mpdules contained within these Directory Specifications, and for the use“of other
a
u
m

RTS

from Rec. ITU-T X.501 | ISO/IEC 9594-2

tributedOperations, id-doa, id-kmr, informationFraméwork,opBindingManagement,
ectedAttributeTypes

ROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1l) usefulDefinitions(0) 7}
RIBUTE, MATCHING-RULE, Name

ROM InformationFramework informationFramewoxk

rationalBindingID

FFROM OperationalBindingManagement opBindingManagement
from Rec. ITU-T X.518 | ISO/IEC 9594-4

cessPoint, DitBridgeKnowledge,‘MasterAndShadowAccessPoints
FROM DistributedOperations distributedOperations

from Rec. ITU-T X.520 |<ISO/IEC 9594-6

ifStringMatch, directoryStringFirstComponentMatch

FROM SelectedAttributeTypes selectedAttributeTypes ;

(=)

may

dseType ATTRIBUTE ::£A
WIFH SYNTAX DSEType
EQPALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE
NO| USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-dseType }
DSETypey : := BIT STRING {
robt (C) ; root—PSE
glue (1), -- represents knowledge of a name only
cp (2), -- context prefix
entry (3), -- object entry
alias (4), -- alias entry
subr (5), -- subordinate reference
nssr (6), -- non-specific subordinate reference
supr (7), -- superior reference
Xr (8), -- cross reference
admPoint (9), -- administrative point
subentry (10), -- subentry
shadow (11), -- shadow copy
immSupr (13), -- immediate superior reference
rhob (14), -- rhob information
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sa (15), -- subordinate reference to alias entry
dsSubentry (16), -- DSA Specific subentry
familyMember (17), -- family member
ditBridge (18)} -- DIT bridge reference
--writeableCopy (19) writeable copy (currently not used)

myAccessPoint ATTRIBUTE ::= {

| SO/l EC 9594-2:2014 (E)

WITH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-myAccessPoint }
ALIKIDUILL (.= {
AccessPoint
EQUALITY MATCHING RULE accessPointMatch
NO| USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-superiorKnowledge }
specfificknowledge ATTRIBUTE ::= {
WIfH SYNTAX MasterAndShadowAccessPoints

EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE
NO| USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-specificKnowledge }
nonSpecificKnowledge ATTRIBUTE ::= {

WIH SYNTAX MasterAndShadowAccessPoints

EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
NO| USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-nonSpecificKnowledge }

Supp[lierOrConsumer ::= SET {

COMPONENTS OF AccessPoint, =< supplier or consumer
agfpeementID [3] OperationalBindingID,
L

SuppllierInformation ::= SET {
COMPONENTS OF SupplierOrConsumer, -- supplier
supplier-is-master [4] BOOLEAN DEFAULT TRUE,

noh-supplying-master [5]-~ AccessPoint OPTIONAL,

suppllierKnowledge ATTRIBUTE ::= {

WIH SYNTAX SupplierInformation
EQUALITY MATCHING RULE supplierOrConsumerInformationMatch
NO| USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-supplierKnowledge }
ConspmerInformation ::= SupplierOrConsumer -- consumer
conshmérKnowledge ATTRIBUTE ::= {

WITH SYNTAX ConsumerInformation

EQUALITY MATCHING RULE supplierOrConsumerInformationMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-consumerKnowledge }
SupplierAndConsumers ::= SET {

COMPONENTS OF AccessPoint, -- supplier

consumers [3] SET OF AccessPoint,

e}
secondaryShadows ATTRIBUTE ::= {

WITH SYNTAX SupplierAndConsumers

EQUALITY MATCHING RULE supplierAndConsumersMatch
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NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-secondaryShadows }

ditBridgeKnowledge ATTRIBUTE ::= {
WITH SYNTAX DitBridgeKnowledge
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-ditBridgeKnowledge }

-- matching rules

accessPointMatch MATCHING-RULE ::= {

SYNTAX—Name
ID id-kmr-accessPointMatch }

mastprAndShadowAccessPointsMatch MATCHING-RULE ::= {
SYNTAX SET OF Name
ID id-kmr-masterShadowMatch }

suppllierOrConsumerInformationMatch MATCHING-RULE ::= {
SYNTAX SET {
Ee-title [0] Name,
greement-identifier [2] INTEGER}
ID id-kmr-supplierConsumerMatch }

suppllierAndConsumersMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-supplierConsumersMatch }

-- opbject identifier assignments

-- dpa operational attributes

id-dpa-dseType OBJECT IDENTIFIER ::= {id-doa
id-dpa-myAccessPoint OBJECT IDENTIFIER ::= {id-doa
id-dpa-superiorKnowledge OBJECT IDENTIFIER ::= {id-doa
id-dpa-specificKnowledge OBJECT IDENTIFIER ::= {id-doa
id-dpa-nonSpecificKnowledge OBJECT\IDENTIFIER ::= {id-doa
id-dpa-supplierKnowledge OBJEGT IDENTIFIER ::= {id-doa
id-dpa-consumerKnowledge OBJECT IDENTIFIER ::= {id-doa
id-dpa-secondaryShadows OBJECT IDENTIFIER ::= {id-doa
id-dpa-ditBridgeKnowledge OBJECT IDENTIFIER ::= {id-doa
-- khowledge matching rules

id-kjnr-accessPointMatch OBJECT IDENTIFIER ::= {id-kmr
id-kpr-masterShadowMatch OBJECT IDENTIFIER ::= {id-kmr
id-knr-supplierConsumerMatch OBJECT IDENTIFIER ::= {id-kmr
id-kr-supplierConsumersMatch OBJECT IDENTIFIER ::= {id-kmr

END |- DSAOperationalAttributeTypes
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Annex G

Operational binding management in ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational
Bindings relevant to this Directory  Specification in the form of the ASN.1 module

OperationalBindingManagement.

OperationalBindingManagement {joint-iso-itu-t ds(5) module (1)

opEindingManagemnnf(1R\ 7}
DEFINITIONS ::=

BEGIN

EKPORTS All
The types and values defined in this module are exported for use in the pthér ASN.[1
-- mpdules contained within these Directory Specifications, and for the use”of other
applications which will use them to access Directory services. Other-a@pplications may
uge them for their own purposes, but this will not constrain extensions and
mpdifications needed to maintain or improve the Directory service.

IMPORTS
--| from Rec. ITU-T X.501 | ISO/IEC 9594-2
difrectoryAbstractService, directoryShadowAbstractService,
diptributedOperations, directoryOSIProtocols, enhancedSecurity,
hiprarchicalOperationalBindings, commonProtocolSpecification

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 7}

OP'IONALLY-PROTECTED-SEQ
FROM EnhancedSecurity enhancedSecurity

hiprarchicalOperationalBinding, nonSpecifdicHierarchicalOperationalBinding
FROM HierarchicalOperationalBindings “hierarchicalOperationalBindings

-- ffrom Rec. ITU-T X.511 | ISO/IEC 9594-3

CommonResultsSeq, securityErrok,) SecurityParameters
FROM DirectoryAbstractSeryice directoryAbstractService

--| from Rec. ITU-T X.518(|)ISO/IEC 9594-4

AcfessPoint, dSABind
FROM DistributedO@pefrations distributedOperations

--| from Rec. ITUST X.519 | ISO/IEC 9594-5

idferr-operationalBindingError, id-op-establishOperationalBinding,
id}op-modifyOperationalBinding, id-op-terminateOperationalBinding,
OPERATION, ERROR

FROM CommonProtocolSpecification commonProtocolSpecification

APPEHTECATION—CONTEXT
FROM DirectoryOSIProtocols directoryOSIProtocols

-- from Rec. ITU-T X.525 | ISO/IEC 9594-9

shadowOperationalBinding
FROM DirectoryShadowAbstractService directoryShadowAbstractService ;

-- bind and unbind
dSAOperationalBindingManagementBind OPERATION ::= dSABind

OPERATIONAL-BINDING ::= CLASS {
&Agreement ’
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&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[SYMMETRIC &bothl]
[ASYMMETRIC
[ROLE-A &roleA]
[ROLE-B &roleB]]
ID &id }
OP-BENDING=COOPTT= CLASS

&applContext APPLICATION-CONTEXT,
&Operations  OPERATION OPTIONAL }
WITH| SYNTAX {
&applContext
[APPLIES TO &Operations] }

OP-B[IND-ROLE ::= CLASS {
&eptablish BOOLEAN DEFAULT FALSE,
&EptablishParam,
&mpdify BOOLEAN DEFAULT FALSE,
&MpdifyParam OPTIONAL,
&tprminate BOOLEAN DEFAULT FALSE,
&TprminateParam OPTIONAL }

WITH| SYNTAX {
[EBTABLISHMENT-INITIATOR &establish]
ESTABLISHMENT-PARAMETER  &EstablishParam
[MDDIFICATION-INITIATOR  &modify]
[MDDIFICATION-PARAMETER  &ModifyParam]
[TERMINATION-INITIATOR &terminate]
[TERMINATION-PARAMETER &TerminateParam] }

-- operations, arguments and results

estaplishOperationalBinding OPERATION :z:= {
AR[UMENT EstablishOperationalBindingArgument

REBULT EstablishOperationalBindingResult
ERRORS {operationalBindingErrotr | securityError}
CODE id-op-establishOperationalBinding }

EstaplishOperationalBindingArgument ::=
OP['IONALLY-PROTECTED-SEQ \{/ EstablishOperationalBindingArgumentData }

EstaplishOperationalBindingArgumentData ::= SEQUENCE {
bipdingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
acfessPoint [2] AccessPoint,
-~ symmetric, Role A initiates, or Role B initiates
infitiator CHOICE {
pymmetrie [3] OPERATIONAL-BINDING.&both.&EstablishParam
({opBindingSet}{@bindingType}),
FoYeA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({opBindingsSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({opBindingSet}{@bindingType}) },
agreement [6] OPERATIONAL-BINDING.&Agreement
({opBindingSet}{@bindingType}),
valid [7] Validity DEFAULT {},
securityParameters [8] SecurityParameters OPTIONAL,
.o}
OpBindingSet OPERATIONAL-BINDING ::= {

shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

OperationalBindingID ::= SEQUENCE {
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identifier INTEGER,

version INTEGER,
e}
Validity ::= SEQUENCE {

validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
...} DEFAULT now:NULL,

validUntil [1] cCHOICE {
explicitTermination [0] NULL,
time [1] Time,

... } DEFAULT explicitTermination:NULL,

Time| : := CHOICE {
utfTime UTCTime,
geheralizedTime GeneralizedTime,

EstaplishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ {
EstaplishOperationalBindingResultData }

EstaplishOperationalBindingResultData ::= SEQUENCE {
bihdingType [0] OPERATIONAL-BINDING.&id({OpBindingSet}),
bihdingID [1] OperationalBindingID OPTIONAL,
acfessPoint [2] AccessPoint,
--| symmetric, Role A replies, or Role B replies
infitiator CHOICE {
pymmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam

({opBindingSet}{@bindingType})),
foleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({opBindingSet}{@bindingType}) ,
FoleB-replies [5] OPERATIONAL-BINDING.&roleB,&EstablishParam
({opBindingSet}{@bindingType}) },

ool s

COMPONENTS OF CommonResultsSeq }

modifyOperationalBinding OPERATION ::={
ARFUMENT ModifyOperationalBindingArgument

REBULT ModifyOperationalBindingResult
ERRORS {operationalBindingError | securityError}
COpPE id-op-modifyOperationalBinding }

ModifyOperationalBindingArgument ::=
OP[FIONALLY-PROTECTED-SEQ-{ ModifyOperationalBindingArgumentData }

ModifyOperationalBindingArgumentData ::= SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bihdingID [1] OperationalBindingID,
acfessPoint [2] AccessPoint OPTIONAL,
--| symmetricy Role A initiates, or Role B initiates
infitiator CHOICE {
Eymmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam

({opBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam

({OpBindingSet}{@bindingTypeJ) ,
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({opBindingSet}{@bindingType})} OPTIONAL,

newBindingID [6] OperationalBindinglID,
newAgreement [7] OPERATIONAL-BINDING.&Agreement
({opBindingSet}{@bindingType}) OPTIONAL,
valid [8] ModifiedValidity OPTIONAL,
securityParameters [9] SecurityParameters OPTIONAL,
L)
ModifiedValidity ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] Time,
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...} DEFAULT now:NULL,

validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time,
unchanged [2] NULL,
... } DEFAULT unchanged:NULL,
.}
ModifyOperationalBindingResult ::= CHOICE {
null NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ{ ModifyOperationalBindingResultData },
e}

ModifyOperationalBindingResultData ::= SEQUENCE {

TewBinmdinmgID—OperationaIBindingID;

bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
hewAgreement OPERATIONAL-BINDING. &Agreement ({OpBindingSet}{@.bindingTyped) ,
ralid Validity OPTIONAL,

e o o/

e o o 7

COMPONENTS OF CommonResultsSeq

}

termfinateOperationalBinding OPERATION ::= {
ARGFUMENT TerminateOperationalBindingArgument

REBULT TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding }

TermfinateOperationalBindingArgument ::=
OP[FIONALLY-PROTECTED-SEQ { TerminateOperationalBindifigArgumentData }

TermfinateOperationalBindingArgumentData ::= SEQUENCE,{

bipdingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID;
--| symmetric, Role A initiates, or Role B initiates
infitiator CHOICE {
pymmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({opBindingSet}{@bindingType}),
roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({opBindingSet}{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({opBindingSet}{@bindingType})} OPTIONAL,
tefminateAt [5] Time OPTIONAL,
sepurityParameters [6] SecurityParameters OPTIONAL,
b
TermfinateOperationalBindingResult ::= CHOICE {
nulll NULL,
prptected [1] _OPTIONALLY-PROTECTED-SEQ{ TerminateOperationalBindingResultData },
L
TermlinateOperationalBindingResultData ::= SEQUENCE {
bindingID OperationalBindingID,
bipndingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
tefminateAt GeneralizedTime OPTIONAL,

ool s

e e ey

COMPONENTS OF  CommonResultsSeq }
-- errors and parameters

operationalBindingError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED-SEQ {OpBindingErrorParam}

CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED ({
invalidID (0),
duplicateID (1),

unsupportedBindingType (2),
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notAllowedForRole (3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),

currentlyNotDecidable (9),
modificationNotAllowed (10),

invalidBindingType (11),
invalidNewID (12),
Y
bindingType [1] OPERATIONAL-BINDING.&id({OpBindingSet}) OPTIONAL,

agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({opBindingSet}{@bindingType}) OPTIONAL,

refryAt 37 Time—OPTIONEL;
COMPONENTS OF CommonResultsSeq }
END |- OperationalBindingManagement
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