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Foreword

ISO (the International Organization for Standardization) and |IEC (the In
Electrotechnical Commission) form the spéecialized system for

standardization. National bodies that are members of ISO or IEC partici
development of International StandardsJthrough technical commit
blished by the respective organization.to deal with particular fields o
activity. ISO and IEC technical committees collaborate in fields of mutu

Other international organizations;\governmental and non-governmental,

with [SO and |EC, also take part in the work.

In the field of information technology, ISO and IEC have establish
technical committee,JSO/IEC JTC 1. Draft International Standards adog
joint technical committee are circulated to national bodies for voting.

ternational
worldwide
bate in the
ees esta-
f technical
bl interest.
in liaison

ed a joint
ted by the
Publication

as an International Standard requires approval by at least 75 % of the national

bodies casting.a vote.

International Standard ISO/IEC 7816-3 was prepared by Joint
Committee ISO/IEC JTC 1, Information technology, Subcommitt
[dentification cards and related devices.

This second edition cancels and replaces the first edition (ISO/IEC 78
which has been technically revised. It also incorporates Amendment
Amendment 2:1994.

ISO/IEC 7816 consists of the following parts, under the general title /|
technology — Identification cards — Integrated circuit(s) cards with cor
— Part 1: Physical characteristics
— Part 2: Dimensions and location of the contacts
— Part 3: Electronic signals and transmission protocols

— Part 4: Interindustry commands for interchange

Technical
pe SC 17,

6-3:1989),
11992 and

hformation
tacts:

— Part 5: Numbering system and registration procedure for application

identifiers

— Part 6: Interindustry data elements

— Part 7: Interindustry commands for structured card query language

Annex A of this part of ISO/IEC 7816 is for information only.
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Information technology — Identification cards

— (Integrated circuit(s) cards with contacts —

Part 3:

Electronic signals and transmission protocols

1 Scope

This pprt of ISO/IEC 7816 specifies the power and signal
structlires, and information exchange between an
integrated circuit(s) card and an interface device such as
a termjinal.

It also| covers signal rates, voltage levels, current valués)
parity | convention, operating procedure, transmission
mechgnisms and communication with the card.

It dodgs not cover information and instruction content,
such as identification of issuers and users, jservices and
limits,| security features, journaling *and instruction
definitjons.

2 Normative references

The fqllowing standdrds’contain provisions which, through
reference in this_téxt; constitute provisions of this part of
ISO/IBC 7816. At )the time of publication, the editions
indicated werg valid. All standards are subject to revision,
and parties\ to agreements based on this part of
ISO/IHC/Z816 are encouraged to investigate the possibility

of applying-the most recent editions of the standards

ISO 7816-131987"), Identification cards — |Integrated
circujt(s] cards with contacts — Part1] Physical
charaoteristics.

ISO 7816-2:1988", Identification cards — |Integrated

circuit(s) cards with contacts — Part 2: Dimehsions and
location of the contacts.

ISO/IEC 7816-4:1995, Information technology + Identifi-
cation cards — Integrated circuit(s) cards with contacts
— Part 4: Interindustry commands for interchange.

3 Terms and definitions

The term "identification card” is defined in ISQ/IEC 7810.
For the purposes of this part of ISO/IEC 7816, [the follow-
ing definitions apply.

3.1 devices

3.1.1

interface device
terminal, communication device or machine to] which the
card is electrically connected during operation
3.1.2

operating card

listed below. Members of ISO and IEC maintain registers
of currently valid International Standards.

ISO 1177:1985, Information processing — Character

structure for start/stop and synchronous character
oriented transmission.
ISO/IEC 3309:1993, Information technology — Tele-

communications and information exchange between
systems — High-level data link control (HDLC) procedures
— Frame structure.

ISO/IEC 7810:1995,
characteristics.

Identification cards — Physical

Y Currently under revision.

card which can correctly carry out all its functions

3.2
etu (abbreviation for “elementary time unit”)
nominal duration of a moment on contact 1/O

3.3 resets

3.3.1

cold reset

first reset occurring after activation
3.3.2

warm reset

any reset which is not a cold reset
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For the purposes of this part of iISO/IEC 7816, the follow-
ing notations apply.

state H high state logic level
state L low state logic level
state Z mark or high state, as defined in ISO 1177

state A space or low state, as defined in ISO 1177

© ISO/IEC

4.2 Operating conditions

4.2.1 Classes of operating conditions

This part of ISO/IEC 7816 defines two classes of operat-
ing conditions. Through contact VCC, the interface device
shall provide to the card the following nominal supply
voltage:

XY' hexXadecimal notation, equal to XY to the base 1o

4 Electyical characteristics

4.1 Genefral

4.1.1 Eleg¢trical circuits

Contact asgignments are specified in ISO 7816-2, sup-
porting at Igast the following electrical circuits.

GND grdund, reference voltage

VCC poyver supply input

1/0 input or output for serial data

CLK clofk signal input

RST reset signal input

VPP prdgramming power input, optional use by the
cand

4.1.2 Abbreviations

For the purposes of this clause, the following abbrevia-
tions apply

Cin input capacitance

Cour oufput capacitance

e 5V under class A,

e 3 V under class B.

Consequently, cards and interface deviees shall |work
either in class A only, or in class B only, or in class A and
in class B, denoted as class AB later(on.

Class A cards shall operate wWith’class A and clas$ AB
interface devices. Class AB.‘¢ards shall operate | with
class A, class B and class AB interface devices. Cldss B
cards shall operate with-glass B and class AB interface
devices; they shall Be designed in such a way that|they
will not be damaged)under class A operating cond|tions
(by definition, ,ax{damaged card no longer operatels as
specified or eontains corrupt data).

4.2.2 ‘Selection of the operating class

Figure 1 shows the decisions to be made by an intdrface
device in selecting the class of operating conditions fo be
applied to a card. Decisions shown are based [upon
information implicit in the interface device, except Where
the word “card” is present.

When available in the interface device, the first opefating
conditions to be applied to the card shall be class B.

Under class A operating conditions, a class B card|shall
not provide an Answer-to-Reset (see 6).

If the card does not provide an Answer-to-Reset, thep the
interface device shall deactivate the card; after a delay of
at least 10 ms, the interface device shall apply the

lec cufrent at VCC operating conditions of the next available class.
hu high level input cGirent ) )

) If the card provides an Answer-to-Reset without a [class
e low level inputycurrent indicator (see 6.5.6), then the interface device shall japply
| hidh level Bot " or maintain class A operating conditions when available,
OH 9 put current or deactivate the card.
loL low Jevel output current
| e If the card provides an Answer-to-Reset with a [class
PP cufremtatvrr indicator, and the interface device is applying a class of
t fall time, from 90 % to 10 % of signal amplitude operating conditions supported by the card, then normal

. . . ) operation may continue.

tr rise time, from 10 % to 90 % of signal amplitude

Ve voltage at VCC

Vin high level input voltage
Vi low level input voltage
Vou high level output voltage
Vou low level output voltage

Vep voltage at VPP

If the Answer-to-Reset does not indicate the current class
of operating conditions, but another class supported by
the interface device, then the interface device shall
deactivate the card; after a delay of at least 10 ms, the
interface device shall apply the operating conditions of
that class.

NOTE — Some cards conforming to ISO/IEC 7816-3:1989 could be
damaged when operating under class B conditions and should be used
only in class A interface devices.
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Start with lowest
available voltage

Error handling

Apply next higher class
)
Delay
Answer is valid ? Card answers A
to reset ?
De-activate

Card indicates

Current class
class ?

is accepted ?

Another)class
is available ?

Current class
isA ?

Continue
normal operation

Class A is
available ?

De-activate

De-activate

Y

Normal operation
Delay unider class A

Figure 1 — Selection of thé class of operating conditions by the interface device

4.3 Voltage and current values

4.3.1| Measurement conventions

All meiasurements are defined with respect to contact GND and in an ambient temperature range from 0° C tq 50° C. All

currents flowing into theCeard are considered positive. All timings shall be measured with respect to the hppropriate
threshpld levels as defined in 4.3.2 to 4.3.6.

An elettrical circuifiJs-not active when the voltage with respect to contact GND remains between 0 V and 0,4 V for currents
less tHan 1 mAflowing into the interface device.

4.3.2|VCC

This contactis used to provide the card with the power supply. In table 1, the current value is averaged over 1 ms. The
maximum current is defined for the card. The interface device shall be able to deliver this current within the range
specified for the voltage values and may deliver more.

Table 1 — Electrical characteristics of VCC under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Class A 4,5 5,5 v
Vee Class B 2,7 3,3
Class A, at maximum allowed frequency 60
lec Class B, at maximum allowed frequency 50 mA
When the clock is stopped (see 5.3.4) 0,5
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The power supply shall maintain the voltage value in the specified range despite transient power consumption as defined

in table 2.
Table 2 — Spikes on /¢
Class Maximum charge 2 Maximum duration Maximum variation ? of /..
A 20 nAs 400 ns 100 mA
B 10 nA s 400 ns B0 _mA
2 The maximum charge is half the product of the maximum duration and the maximum variation.
b The maximum variation is the difference in supply current with respect to the average value.
4.3.3 1/0
This contact is used as input {reception mode) or output (transmission mode). The information gxchange through contact
I/0 uses thg following two logic states as defined in I1ISO 1177:
— statd Z if the card and the interface device are in reception mode or if this state is imposed by the transmitter,
— statg A if this state is imposed by the transmitter.
When the tfvo ends of the line are in reception mode, the line shall be at state Z (high state). When the two ends are in
non-matched transmit mode, the logic state of the line may be indeterminate. Ruring operation, the interface devicg¢ and
the card shall not both be in transmit mode.
The interfage device shall be able to support the defined range of inputicurrents when the input voltages are ip the
allowed range. The interface device shall present to the card an impéedahce such that it will not prevent the card|from

being able {

o keep the output voltages in the defined range.

Table 3 — Electrical characteristics of 1/O unider normal operating conditions

Symbo Conditions Minimum Maximum Unit
Vi 0,70 x V¢ Vee v
hu Viy -300 +20 LA
Vi 0 015 x Vce %
In Vi -1000 +20 pA
Vou External pull-up resistor: 20 kQ to V¢ 0,70 x Ve Ve \Yj
low Von +20 HA
Vou oL =1mA?2 0 0,15 x Ve v

k t Cp = 30 pF; Cour = 30 pF 1 us
The voltage pn /O shall remainbetween - 0,3V and V.. + 0,3 V.
2 Interfacel device implementations should not require the card to sink more than 500 pA.

4.3.4 CLK"

This contact is used to provide the card with the clock signal. The actual value of the frequency of the clock signal is

designated

by f. See 5.2 and 6.5.2 for the ranges of values of f.

The duty cycle of the clock signal shall be between 40 % and 60 % of the period during stable operation. When switching
the frequency from one value to another, care should be taken to ensure that no pulse is shorter than 40 % of the
shortest period allowed by the card as defined in table 7. No information shall be exchanged when switching the
frequency value. Two different times are recommended for switching the frequency value:

—imm

—imm

ediately after the answer to reset, or

ediately after a successful PPS exchange (see 7.4).
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Table 4 — Electrical characteristics of CLK under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Vin 0,70 x Ve Vee \%
" Viy -20 +100 A
Vi 0 0,5 Vv
hy Vi =100 +20 A
R I C = 30 pF 9 % of period
The vpltage on CLK shall remain between —-0,3Vand V. + 03 V.

4.3.5 RST

This dontact is used to provide the card with the reset signal according to either 5.3.2 (cofd_reset) or 5.3.3 (wdrm reset).

Table 5 — Electrical characteristics of RST under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Vi 0,80 x Vg Vee \
im Viy =20 +150 A
Vi 0 012 x Ve %
e Vi -200 +20 A
f: Cn =30 pF 1 us
The Joltage on RST shall remain between - 0,3V and Vi + 0,3 V.

4.3.4 VPP

Undef class B operating conditions, this contact is reserved for future use.

Undef class A operating conditions, this contact may be used to provide the card with the programming power| required to
write |or to erase the internal non-volatile memory. Table 6 defines two activated states on contact VPP: pausg state and
programming state. The interface._device shall maintain contact VPP at pause state unless the card requires the

programming state.

Table 6 ~—Electrical characteristics of VPP under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Vpp 0,95 X VCC 1,05 X VCC V
Iop Pause state 20 mA
Ver . 0,975 x P 1,025 x P \%
lop Programming state | mA

th a 200 us

NOTES

The power shall not exceed 1,5 W when averaged over any period of 1 s.

1 When needed, the card provides the interface device with the values P and | (see 6.5.4).
2 VPP state control, as specified in clauses 8 and 9, is only relevant under class A operating conditions.

a

The rate of change of the voltage on VPP value shall not exceed 2 V.us™.
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5 Card operating procedure

5.1 General overview

The electrical circuits shall not be activated until the
contacts of the card are mechanically connected to the
contacts of the interface device.

© ISO/IEC

5.3 Information exchange

5.3.1 General

If the card supports the class of operating conditions,
then the card shall answer to any reset according to
clause 6. After completion of any answer to reset, the
interface device may initiate a warm reset of the card.

The interactjon between the interface device and the card
shall be cgnducted through the following consecutive
operations dpecified in the subsequent subclauses.

— Activition of the electrical circuits by the interface
device.

— Information exchange between the card and the
interfacg device always initiated by the card answer-
ing to the cold reset.

— Deadtivation of the electrical circuits by the inter-
face dejice.

The sequerce of deactivation of the electrical circuits
should be cpncluded before the mechanical disconnection
between the contacts of the card and the contacts of the
interface dgvice.

5.2 Activation

In order td initiate an interaction with a mechanically
connected fard, the interface device shall activate the
electrical cirfcuits in the following order shown on figure 2«

— RST |shall be put to state L (see 4.3.5).

— VCC|shall be powered according tothe operating
conditigns selected by the interface device: class A
or clasg B (see 4.3.2 and table 1).

—1/0O ip the interface device shall ‘be put in reception
mode (see 4.3.3).

— Undgr class A, VPP shallbe put to pause state (see
4.3.6). Under class B{ VPP is reserved for future use.

— CLK]|shall be<{provided with a clock signal (see
4.3.4). | At least>during the answer to reset, the
frequerjcy fofthe clock signal shall lie in the range:

* 1|t6-5 MHz under class A or

The answer to a warm reset may differ from the answer
to the previous, either cold or warm, reset, \ |After
completion of any answer to reset indicating| the
negotiable mode (see 6.6), the interface . device |may
initiate a PPS exchange as specified in clause 7.

The operating procedure of commands: depends or the
transmission protocol. The half-dUplex transmissiop of
asynchronous characters with th€ interface device a$ the
master is specified in clause 8, The half-duplex asynghro-
nous transmission of blocks \\svSpecified in clause 9. \Vhen
no transmission is expected from the card (e.g., |after
completion of a command and before initiating the|next
command), the interface device may even stop the flock
signal if the card, supports clock stop.

NOTE — ISO/IEG.78164 specifies interindustry commands for| inter-
change. Other'e@mmands are specified either in existing standards or
in additional'standards to be defined.

5.3(2-Cold reset

According to figure 2, the clock signal is applied to CLK at
time Ta. The card shall set the /O line to state Z \vithin
200 clock cycles of the clock signal (ta) being applied to
CLK (time ta after Ta). The card is reset by maintgining
RST at state L for at least 400 clock cycles (tb) aftgr the
clock signal is applied to CLK (time tb after Ta).

weel L L

i (3 te

et
undetine!
llo Pl A A -

i N -e— Answe
® 1 to 4 MHz under class B. - i
ta < ZOTO @ < tb %Q' < tc £ 40 SOO

By the end of the sequence of activation of the electrical
circuits (RST in state L, VCC powered, /O in reception
mode in the interface device, VPP at pause state when
operating under class A, CLK provided with a suitable and
stable clock signal), the card is ready for a cold reset
according to the timing specified in 5.3.2 and figure 2.

Figure 2 — Activation and cold reset

At time Tb, RST is put to state H. The answer on /O shall
begin between 400 and 40 000 clock cycles (tc) after the
rising edge of the signal on RST (time tc after Tbh).
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If the

answer does not begin within 40 000 clock cycles

with RST at state H, the signal on RST shall be returned to

state

L and the electrical circuits shall be deactivated by

the interface device according to 5.4.

NOTES

1 The internal state of the card is assumed not to be define_d before

a cold peset—Fherefore-the-design-oi—the—card—has—to-aveid—Hrproper—
operatipn.
2 Th¢ interface device may initiate a cold reset of the card at its

discretjon at any time.

5.3.3 Warm reset
According to figure 3, the interface device initiates a
warm| reset by putting RST to state L for at least 400
clock [cycles (time te) while VCC and CLK remain stable.
VCeaq_ < _ _ _ _ _i_ o_ o o_ o_ o o~ o_.
VPA_ i i o o o_ o . o_ o_ .
s 10 < tf >
7 é i /di 1 \.&:: T
I/()_ undefined | B R 0
Te T4 - Answer
Wl 200 400 _ 400 _ {40000
f f f f

Figure 3 — Warm reset

At time Td, RST is put to state~H. The answer on I/O shall

begin
rising

If the
with
state

between 400 and 40000 clock cycles (tf) after the
edge of the signal.onRST (time tfafter Tad).

answer does_not begin within 40 000 clock cycles
RST at state H~the signal on RST shall be returned to
L and thé.electrical circuits shall be deactivated by

the irfterface“device according to 5.4.

5.3.4—€tockstop

ISO/IEC 7816-3:1997(E)

Previous
la— Next
character Te f character
1860 _ 7%
f B f

< th

Figure@— Clock stop

When the clock igZstepped (from time Te to time T1, CLK

shall be maintained either at state H or at s
state is indicated by parameter X as defined in

tate L; the
6.5.5.

At time {7)the interface device restarts the clogck and the

information exchange on I/O may continue af
700¢lock cycles (time th after TH).

5.4 Deactivation

When information exchange is concluded or ab
unresponsive card, detection of card
interface device shall deactivate the electrical
the following order shown on figure 5.

— RST shall be put to state L.

renmpoval),

er at least

brted (e.g.,
the
circuits in

— CLK shall be put to state L (unless tHe clock is

already stopped at state L).

— VPP shall be deactivated (if it has been {ctivated).

— 1/O shall be put to state A.
— VCC shall be deactivated.

For cards supporting clock stop, when the interface
device expects no transmission from the card and when
I/O has remained at state Z for at least 1860 clock
cycles (time tg), then according to figure 4, the interface

device

may stop the clock on CLK (at time Te).

v
undefined
W

Figure 5 — Deactivation
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6 Answer-to-Reset

6.1 General configuration

By definition, the Answer-to-Reset is the value of the

sequence O

f bytes sent by the card to the interface

© ISO/IEC

— T=b to T=13 are reserved for future use.

— T=14 refers to transmission protocols not standar-
dized by ISO/IEC JTC 1 SC 17.

— T=15 does not refer to a transmission protocol, but
only qualifies global interface bytes (see 6.4.3.2).

device as thp-apswerto-a—+eset—On—theHO—eHeodit—each
byte is convleyed in an asynchronous character. TS The Initial Character
Each succegsful reset operation shall induce on /O an |
initial charadqter TS followed by at most 32 characters in The Format Character
the following order shown on figure 6. T0 codes Y(1Jdnd K
TO Format character, mandatory |
i ) ) The Interface Characters
TAG) TBO|TCG) TD() ... Interface characters, optional TA(1) gldbal
T1T2..TK ... Historical characters, optional | codes Fl and DI
TCK . Check character, conditional TB(1) 15 giobal,
| codes Il and P11
e The ipitial character sets up the convention to
decode |every subsequent character. TC) 1. .. global,
e The fgrmat character announces the first interface L codes N
charactgrs and all the historical characters. TD(1)
. .codesY(2)and T
* The presence of interface characters is indicated by I
a bit mdp technique initiated by the format character.
TA(2)
» The pfesence of historical characters is indicated by |- - - global, "
a numbegr coded in the format character. | codes specific mode
* The pfesence of the check character depends ‘ah TB(2) 1. .. global,
the valde(s) of parameter T in some interface bytes: I codes P12
For notation| 'simplicity, TO TA() ... T1 ... TCK\hereafter TC(2) specific
designate the bytes as well as the characters in which - 5P
they are copveyed. l
TD(2) . codes Y(3)and T
6.2 Parameter T I ‘ . .
TA(3) - TAG) TB(G) TCG) (i>2)
Parameter [T refers to a_dransmission protocol and/or - — specific after T#15,
qualifies intprface bytes. {n~eVery byte TD(i) (see 6.4.3.1), L — global after T=15.
TA(2) (see §.5.7) or PPSO*see 7.3), the bits b4 to b1 code ‘ . '
a value of garameter\, TD(i) codes Y(i+1)and T
— T=0 fefefs to the half-duplex transmission of asyn-
chronoq;s characters specified in clause 8. T The Historical Characterls
" tmax—t5characters)
— T=1 refers to the half-duplex asynchronous trans- E
mission of blocks specified in clause 9. T®
——T=2' and T=3 are reserved for future full-duplex |
operations. TCK The Check Character
— T=4 is reserved for an enhanced half-duplex trans-

mission of asynchronous characters.

Figure 6 — Configuration of the Answer-to-Reset
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6.3 Asynchronous character
6.3.1 Elementary tim

During the answer to reset, the etu shall be equal to 372
clock cycles.

372
letu = —

ISO/IEC 7816-3:1997(E)

The receiver shall confirm m1 before 0,7 etu (in receiver

time). Then the receiver shall receive m2 at (1,510,2) etu,

m3 at (2,640,2) etu, ... m9 at (8,5+0,2) etu and m10 at
a |e h ad

(O 65+0 2) etu. Character on th

N/ checlk a fl
\W,0Xv, <L) Clu. wiidia y io UHCLKEU O e iy,

NOTE — Such tolerances ensure that the signal measurement zones
are all distinct from the signal transition zones.

The delay between the leading edges of two consecutive

+*
i

See aJso 6.4.1 for an alternate measurement of the etu
value [and 6.5.2 for its general expression.

6.3.2) Character frame

Beforg a character, the circuit 1/O shall be at state Z.
Accorfing to figure 7, a character consists of ten conse-
cutivd moments; each moment is either at state Z or at
state |A.

- The first moment m1 shall be at state A; this
moment is the “start moment”.

L The eight moments m2 to m9 convey a byte.

- The last moment m10 shall ensure the character

|

parity; it conveys the “parity bit"”.
7 | m1 m2m3m4ms m6m7ms mg m10 Next
T T T T T 1 character
R
1/Q [& < 8moments —={2. Guardtime &
Al g B _L:l
A :
O t1 tn  t10

i~ (N £0,2) etu —=—i

Figure 7 — Character frame

Within every character, if the state echahges at the end of
moment mn, then the delay from the character leading
edge [to the mn trailing edge shal) be the following (see
figure| 7).

tn =(n%0,2) etu

The tfansmitter time.origin is the character leading edge.
Wher| searching fora character, the receiver samples 1/O
periodically: the-sampling time shall be less than 0,2 etu.
The receiver_timme origin is the mean between the last
obserpationrofistate Z and the first observation of state A.

RAaTarTars ahal ¥ Tasay T & T & T = ki

Cnaracilers blldli UC al jeast 1£ cuwu, 1.e,, e UUIdlIUIl UI
one character, (10+0,2) etu, followed by, a [guardtime.
While in guardtime, the card and the interface flevice shall
remain both in reception mode (in error-free opgration), so
that 1/O is maintained at state Z.

During the answer to reset, the)delay between [the leading
edges of two consecutive Tharacters sent bly the card
shall not exceed 9 600 etd. This maximum value is named
“initial waiting time".

6.3.3 Error signal and character repetition

During theZanswer to reset, the following procedure is
mandatafyy for the cards offering the protocol T=0; it is
optiondl for the interface devices and for other|cards.

As shown in figure 8, when character parity i$ incorrect,
the receiver shall transmit an error signal by [putting the
I/O circuit to sate A at (10,540,2) etu in receiler time for
one etu minimum, two etu maximum. Then the receiver
shall expect a repetition of the character.

For detecting an error signal, the transmitter $hall check
the state of the I/O circuit at (1140,2) etu in [transmitter
time, i.e., after the character leading edge.

— The correct reception is assumed if the [state is Z.

— The incorrect reception is assumed if the state is
A. After a delay of at least two etu after detection of
the error signal, the transmitter shall fepeat the
character.

If no character repetition is provided by the card,

— the card ignores and shall not suffer dgmage from
the error signal coming from the interface dlevice;

— the interface device shall be able to |nitiate the
repetition of the entire reset operation.

a)- Without parity error
1 1 LI T 1 1 1 ] 1 I
Start By‘te(l) Parity | Guardtime | Start Byte(|+1 )
b)- With parity error Repetition
L 1 1 1 1 ] I | 1
Start Byte()) Parity Lol | | Start Byte(i)

Figure 8 — Character transmission and repetition diagram
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6.4 Answer-to-Reset structure

6.4.1 Initial character and coding convention

Figure 9 shows the initial character TS.

— The moments m1 to m4 define a synchronization
sequence with value of (2)AZZA.

© ISO/IEC

6.4.2 Format byte TO

According to figure 11, byte TO contains two parts.

— The bits b8 to b5 form Y(1); each bit equal to 1

indicates the presence of a further interface byte.

— The bits b4 to b1 form K which codes the number of

historical bytes from 0 to 15.

— The mpments mb to m7/ indicate inverse or direct
conventiop with values of AAA or ZZZ respectively.

— The mpments m8 to m10 are equal to AAZ.

Z m1 m2 m3 md m5 m6 m7 m8 m9 m10
' 722 '
20 A}z Z|A} or AALZ (2
AAA l
A

Figure 9 — Initial character TS

NOTE — The $ynchronization sequence allows the interface device to
determine theletu initially used by the card. An alternate measurement
of etu is a thirdl of the delay between the first two falling edges in TS.
Transmission |and reception mechanisms in the card (including the
tolerances described in 6.3.2 and 6.3.3) should be consistent with this
alternate defirfition of etu.

TS sets up the convention to code bytes in all subsequent
characters. [The convention consists of

— the cofling of values 1 and 0 by states Z and A for
the nine moments m2 to m10,

— the bit significance for the eight moments m2 to m9.

Character parity is correct when there is an even number
of bits set gt 1 in the nine moments m2 to m10.

TS has two| possible values shown as characters’ of ten
moments at states Z or A and according to the coding
convention,|as bytes of eight bits with valdgs of 1 or O.

— Charagter (2)AZZAAAAAAZ sets yup the inverse
conventipn where state A codes—valle 1 and moment
m2 conveys the most significant-bit (msb first). When
decoded|by inverse convention; the conveyed byte is
equal to |3F'.

— Charagter (2)AZZAZZZAAZ sets up the direct
conventipn where state’Z codes value 1 and moment
m2 conveys the Jeast significant bit (Isb first). When
decoded| by direct® convention, the conveyed byte is
equal to|'3BX

Figure 10 SheWws—the—byte—trame—as—used—hereatter—Hhe

TA(1) is present if bb=1,
TB(1) is present if b6=1,
TC(1) is present if b7,
TD(1) is presentf b8=1.

Ko Number of histori€alkbytes, from 0 to 15

b8| b7 | b6 | b5| b4 | b3 | b24 byl
msb |si]
- Y('] ) - K e
Y1) .o Indicator for the presence of interface bytes

Figure'11 — Coding of TO

6.4.3 Interface bytes TA(i) TB(i) TC(i) TD(i)

6.4.3.17 TDIi)

According to figure 12, byte TD(i) contains two parts.

— The bits b8 to bs form Y(i+1); each bit equal
indicates the presence of a further interface byte.

— The bits b4 to b1 form a value of parameter |T as

defined in 6.2.
b8| b7 | b6 | bb| b4 | b3 | b2 1
msb Igb
e Y(i+1 ) —_——— T >
Y(i+1)..... Indicator for the presence of interface bytes
TA(i+1) is present if b5=1.
TB(i+1) is present if b6=1.
TC(i+1) is present if b7=1.
TD(i+1) is present if b8=1.
T Protocol reference and/or interface byte qualifier

Figure 12 — Coding of TD(i)

byte consists of eight bits denoted as b8 to bl with
values of 1 or 0; b8 is the most significant bit (msb) and
b1 the least significant bit (Isb).

b8| b7 | b6 | b5 bd | b3 | b2 | b1

msb Isb

Figure 10 — Byte frame

10

Therefore TO conveys Y(1) and TD() conveys Y(i+1

byte TA(i) for b5, byte TB(i) for b6, byte TC(i) for b7,

byte conveying Y(i).

If TD(i) is absent, the interface bytes TA(i+1), TB(i+1),

TC(i+1) and TD(i+1) are absent.

). In
the byte conveying Y(i), the bits b8 to b5 state whether
byte
TD(i) for b8 are present or absent (depending on whether
the relevant bit is equal to 1 or 0) in this order after the
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If two or more values of parameter T are present in TD(1)
TD(2) ..., they shall be present in ascending numerical
order. If present, T=0 shall be first, T=15 shall be last.
The value T=15 is forbidden in TD(1).

The “first offered protocol” is defined as follows.

— If TD(1) is present, then the first offer is T.

I Tﬁ{‘l) o abcant thaon +tho nn'\,l ffaor o To0
ot Sae Re—tReh—tr aa et y T

ISO/IEC 7816-3:1997(E)

6.5 Content of the global interface bytes

6.5.1 General

This subclause specifies the content of the global inter-
face bytes. ISO/IEC JTC 1 SC 17 reserves for future use

all the global interface bytes not defined in this subclause
and all the unused values of the integers defined hereafter

6.4.3)2 TA(i) TB(i) TC(i)

The ipterface bytes TA(i), TB(i) and TC(i) fori =1, 2, 3, ...
are either global or specific.

- Global interface bytes refer to parameters of the
rtegrated circuit(s) within the card, see 6.5.

— Specific interface bytes refer to parameters of a
tfansmission protocol offered by the card.

The ipterface bytes TA(1) TB(1) TC(1) TA(2) TB(2) are
global. The interface byte TC(2) is specific; it is defined
for T+0, see 8.2. The interpretation of the interface bytes
TA(i) [TB(i) TC(i) for i > 2 depends on the value of para-
metef T in TD(i-1).

=

- If T#15, the bytes are protocol T specific.

- If T=15, the bytes are global.

If mgre than three interface bytes TA() TB(i) TC(i). are
defingd for the same value of parameter T and\‘are
presgnt in the Answer-to-Reset, they shall be (present
subsg¢quently after TD(i-1) TD(i) ... which all indicate the
samg value T, therefore, they are unambiguously
identified as appearing after the first, the second or the
nth ogcurrence of T in TD(i-1) for i > 2.

NOTE|— The combination of parameter T.with the bit map technique
allowd to send only useful interface bytes and when needed, to use
defaulf values for parameters corresponding to absent interface bytes.

6.4.4 Historical bytes T1 T2 ... TK

The historical bytés—designate general information, for
example, the card”manufacturer, the chip inserted in the
card,[the masked’ ROM in the chip, the state of the life of
the dard. ISQJIEC 7816-4 specifies the content of the
histoficallbyites.

in this subclause.

This subclause specifies the bytes TA{) TB(1) TC(1)
TA(2) TB(2) and TA(i) for i > 2 after the first ocgurrence of
T=15 in TD(i-1). These bytes codg-in~binary the unsigned
positive integers Fl, DI, Il, PI1,"N:"PI2, XI and Ul which
are either equal to or usedit® compute thg values of
parameters F, D, N, P, |, X-and U presented hereafter.

— If present, such.acbyte shall be interpreted in order
to process correctly‘any protocol.

— If such a byte is absent, then when neegled, default
values shalkbe used for the relevant paramieters.
TA(1) codes (see 6.5.2)

— F}, the reference to a clock rate convefsion factor
over the bits b8 to b5, see table 7.

— DI, the reference to a baud rate adjustment factor
over the bits b4 to b1, see table 8.
TB(1) where b8 = 0 codes (see 6.5.4)

— I, the reference to the maximum programming
current over the bits b7 b6, see table 9.

— PI1, the value of the programming voltage over the
bits b5 to b1.

NOTE — The interface device may ignore the bit b8 of TH(1).

TC(1) codes (see 6.5.3)

— N, the reference to compute the extrd guardtime
over the eight bits.

TA(2) is the specific mode byte (see 6.5.7 and 6.6).

TB(2) codes (see 6.5.4) an alternative to PI1 uging

— PI2, the value of the programming voltage over the
eight bits.

If K isThot nutt, ASWEer- T CONtMNUEsS on K

historical bytes T1 T2 ... TK.

6.4.5 Check byte TCK

The value of byte TCK shall be such that the exclusive-
oring of all the bytes TO to TCK inclusive is null.

If only T=0 is indicated, possibly by default, byte TCK
shall be absent. If T=0 and T=15 are present and in all the
other cases, byte TCK shall be present.

TAIli) after the first occurrence of T=15 in TD(i-1) for i > 2
codes (see 6.5.5 and 6.5.6)

— Xl, the reference to the clock stop indicator over the
bits b8 b7, see table 10.

— UI, the reference to the class indicator over the bits
b6 to b1, see table 11.

NOTE — Interface devices complying to ISO/IEC 7816-3:1989 normally
ignore TA(i) TB(i) TC(i) after T=15in TD(i-1) for i > 2 as interface bytes
specific of a protocol they do not support.

1
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6.5.2 Transmission factors F and D

Parameters F and D are respectively the clock rate
conversion factor and the baud rate adjustment factor.
The etu used on circuit 1/O depends upon the actual
values of transmission factors F and D. The etu shall be
equal to F/D clock cycles.

© ISO/IEC

— In the specific mode (see 6.6.2),

o if b5=0 in TA(2), Fi and Di shall apply immediately
after successful completion of the answer to reset;

o if b5=1 in TA(2), implicit values shall be used.

6.5.3 Extra guardtime N

-
letu—Dx

| ol

The minimum value of the frequency f shall be 1 MHz.

The maximu
Fl. The defa

For computi
take one of

—Fian
accordin
and Di 3
— Fd arj

— Fn an
PPS exd

During the 4

d Dd, the default values 372 and 1;

m value is given by table 7 as a function of
It maximum value is 5 MHz.

hg the etu, the pair of factors F and D shall
the following three pairs of values:

i Di, the values indicated by the card in TA(1)
g to tables 7 and 8; if TA(1) is absent, then Fi
re set at default values;

d Dn, the values negotiated by a successful
hange in the ranges Fd to Fi and Dd to Di.

nswer to reset, Fd and Dd shall apply. After

the answer [to reset, the values of F and D depend upon

the mode of

operation (see 6.6).

— In the negotiable mode (see 6.6.3), Fd and Dd shall

continug

to apply until a PPS exchange has been

succesdfully completed (see 7.4). Immediately after
the sucg¢essful PPS exchange, Fn and Dn shall apply:

Table 7 — Fi, indicated values of the clock rate conversion factor

Parameter N is the extra guardtime used to send €h3

rac-

ters from the interface device to the card. No ‘éxtra

guardtime is used to send characters from the.card tq
interface device. The default value is N = 0,

the

In the range 0 to 254, N indicates that, béefore being ready

to receive the next character, thé/~card requires
following delay from the leading edge of the pre
character (sent either by the,€ard or by the inte
device).

12 etu~ % (Ox N?)

the
ious
face

In the formula, Q shall'take either one of the two valyes:

— F/D, i.e thie values used for computing the etu, if

T=15 is absent in the Answer-to-Reset;

— Fi/BiNif T=15 is present in the Answer-to-Reset

N=25%indicates that, during the transmission protpocol,

thesminimum delay between the leading edges of
consecutive characters is the same in both directioq
transmission. The value of this minimum delay is

— 12 etu for T=0,
— 11 etu for T=1.

two
s of

Fl 0000 0001 0010 0011 0100 0101 0110 o011

Fi 372 372 558 744 1116 1488 1860 RFY
f (mgx.) MHz 4 5 6 8 12 16 20 —]

RFU = Reserved for Future Use

Fl 1000 1001 1010 1011 1100 1101 1110 111

Fi RFU 512 768 1024 1536 2048 RFU RFY
f (m3gxD MHz — 5 7.5 10 15 20 —_ —

Table 8 — Di, indicated values of the baud rate adjustment factor

DI 0000 0001 0010 0011 0100 0101 0110 0111

Di RFU 1 2 4 8 16 32 RFU

DI 1000 1001 1010 1011 1100 1101 1110 111

Di 12 20 RFU RFU RFU RFU RFU RFU

12
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6.5.4 Programming parameters P and |

Parameters P and | are respectively the programming
voltage and the maximum programming current; they
define the programming state on contact VPP.

— Programming voltage: Vpp = P V.

— Maximum programming current: /pp = | mA.

ISO/IEC 7816-3:1997(E)

6.5.7 Specific mode byte TA(2)

TA(2) is the specific mode byte. According to figure 13, it
describes the relevant features of the specific mode of
operation of the card (see 6.6.2).

b8 b7 [ b6 | b5 b4 | b3| b2 | b1

In tHe range 5 to 25, PIT gives the value P in volts. PI1=0
indidates that VPP is not electrically connected in the card
whigh internally generates the programming power from
the power supplied on contact VCC. Any other value of
P11 {s reserved for future use.

In tHe range 50 to 250, PI2 gives the value P in decivolts.
Any [other value of PI2 is reserved for future use. If PI2 is
present, the value of PI1 should be ignored.

If T£15 is absent in the Answer-to-Reset, the default
valugs are P =5 and | =50. If T=15 is present, VPP is not
conrlected in the card unless TB(1) and/or TB(2) is
present.

Table 9 — Maximum programming current |

I 00 01 10 1"

I 25 50 RFU RFU

6.5.6 Clock stop indicator X

Parameter X indicates according to table 10 whethér the
card|supports clock stop (XI200) or not (XI=00) and, when
supdorted, which electrical state is preferred on-CLK when
the ¢lock is stopped. The default value is %= "clock stop
not $upported”.

Table 10 — Clock stop indicator X
Xl 00 01 10 1

X || Not supported | State\l/| State H | No preference

6.5.p Class indicator U

Parameter Usindicates the class(es) of operating condi-
tiong accepted by the card. According to table 11, each
bit of M| \represents a class of operating conditions
defined-in" 4.2.1: b1 for class A, b2 for class B. The

TS Isb
S —— T —_—

b8........ Indicator of ability for changing the mode of operation
Capable to change if b8=0
Unable to change if b8=1

b7+6 ......RFU (00 when not used)

b5.......... Indicator of definition of parameters
Defined by the interfage\bytes if b5=0
Implicitly defined, netBythe interface bytes if b5

—_

T Protocol to e Used in the specific mode

Figure 13 — Coding of TA(2)

6.6. Modes of operation

6.6.1 General overview

After the answer to reset, the card is in one of the follow-
ing two modes of operation:

— either the specific mode if TA(2) is pregent,

— or the negotiable mode if TA(2) is absept.

Figure 14 shows selection and switching of modes of
operation of the card.

Warm reset

fic mode

ATR : Specific mode

ﬂq}' Answer to reszl ‘ e

modifying

reset F D
\ ATR : Negotiable mode

defatit—vatteisH—="ontyctass A supported-
Table 11 — Class indicator U
00 0001 00 0010

u

00 0011 | Any other value

u A only Aand B RFU

B only

Warm reset

Figure 14 — Mode selection and switching

13
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6.6.2 Specific mode

In the specific mode, directly after the answer to reset,
the protocol indicated by TA(2) shall apply using for F and

D (see 6.5.7):

— either the values Fi and Di if b5=0 in TA(2),

— or implicit values if b5=1 in TA(2).

However, the
to invoke the

NOTES

© ISO/IEC

arameters selection

~
O
-

Q

=
Q

('v)

=
[V

-

2
'IS

7.1 Generai

This clause specifies an explicit protocol and parameters
selection. This clause applies immediately after any
answer to reset indicating the negotiable mode.

interface device may initiate a warm reset
negotiable mode in the card.

1 If a card sgnds TA(2) to an interface device not aware of the

existence of th

b specific mode, then the card cannot rely on an

additional reset o switch to the negotiable mode.

2 If aninterfade device has detected a TA(2) byte, then the interface
device should nqt issue a second reset before the answer to reset is

Anrniatalhs ranas

LUIMIPICLCIlY 1CLC

6.6.3 Nego

In the negotig
as long as th
the card allo
PPS request 3

— If no A
to reset,
shall appl

— For an
other valy
to Fi and
PPS requ
negotiabl

successflil PPS exchange (see 7.4),

protocol s

If the Answe
14) and only

and Dd imm
quently, such

An interface
“first offered
switch from
supported by

P Y PPy | L PR T |
ved or the card has timed out.

tiable mode

ble mode, an “implicit selection” is possible
e first byte sent by the interface device to
s an unambiguous distinction between a
nd a command of the protocol.

PS request is sent directly after the answer
hen the “first offered protocol” (see 6.4.3.1)
vy using Fd and Dd (see 6.5.2).

pther protocol offered by the card and/or
es of parameters F and D in the ranges_Fd
Dd to Di, the interface device shall send-a
est using Fd and Dd to switch from" the
e mode to the specific mode. Directly-after a
thé\ négotiated
hall apply using Fn and Dn.

[-to-Reset offers only ene.protocol (T=0 to
Fd and Dd, this protocolshall start using Fd
bdiately after the answer to reset. Conse-
a card need not,support PPS.

device which~supports neither PPS nor the
protocol<may either reset the card to try to
the negotiable mode into a specific mode
the nterface device or reject the card.

NOTES

The PPS requests and responses shall b

| a
the same way as the Answer-to-Reset, i.e., at the 'same
baud rate (therefore using Fd and Dd), accordihg to [the
convention set up by TS (see 6.4.1) and with_the minimal
delay of 12 etu between the leading\(@dges of two
consecutive characters. However if (the interface HQyte
TC(1) is present in the Answer-to-Reset with a vdlue
different from ‘FF’, the additiondl guardtime (see 6.5.3)
shall be ensured. The delay betWeéen the leading edgeg of
two consecutive characters of'the PPS response shall |not
exceed the “initial waiting-time" (see 6.3.2).

i n
transngited

7.2 PPS protocol

Only the interface devices are permitted to start the PPS
exchanges:

— The interface device shall send a PPS request to
the* card.

— If the card receives an erroneous PPS request, it
shall not send any response.

— If the card receives a correct PPS request, it shall
send a PPS response, if implemented, or the injtial
waiting time will be exceeded.

— If the initial waiting time is exceeded, the interface
device shall either reset or reject the card.

— If the interface device receives an erroneous PPS

response, it shall either reset or reject the card.

— If the PPS exchange is unsuccessful, then [the
interface device shall either reset or reject the cardg.

7.3 Structure and content of PPS request and
response

The PPS request and PPS response each consist of pne
initial byte PPSS, followed by a format byte PPSO, three
optional parameter bytes PPS1, PPS2, PPS3 and a chgck

1 Awarm reset issued in the negotiable mode may switch the card

into the specific

mode.

2 1f T=0is present in a multi-protocol card, then T=0 is in the first
position in the Answer-to-Reset. Therefore, in negotiable mode, only
T=0 can be implicitly selected in such a card.

3 Ifeither T=0 or T=1 is offered with values Fi and Di different from
Fd and/or Dd, then the interface device may
¢ either select implicitly the protocol using Fd and Dd,

* or transmit a PPS request using Fd and Dd to negotiate other
values Fn et Dn.

14

byte PCK as the last byte (see figure 15).

PPSS identifies the PPS request or response and is equal
to 'FF".

PPSO indicates by the bits b5, b6, b7 equal to 1 the
presence of the optional bytes PPS1, PPS2, PPS3,
respectively. The bits b4 to b1 convey a value of
parameter T to propose a protocol. The bit b8 is reserved
for future use and shall be set to 0.

PPS1 allows the interface device to propose values of F
and D to the card. Coded in the same way as in TA(1),
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these values shall lie in the ranges Fd to Fi and Dd to Di
respectively. If an interface device does not send PPS1, it
proposes to continue with Fd and Dd. The card either
acknowledges both values by echoing PPS1 (then these
values become Fn and Dn) or does not send PPS1 to con-
tinue with Fd and Dd (then Fn is set to 372 and Dn to 1).

PPS2 and PPS3 are reserved for future use.

ISO/IEC 7816-3:1997(E)

8 Protocol T=0, half-duplex transmission
of asynchronous characters

8.1 Scope

This clause defines the structure and processing of com-
mands in a half-duplex transmission of asynchronous

The yalue of PCK shall be such that the exclusive-oring of
all the bytes PPSS to PCK inclusive is null.
PPSS The Initial Character
PPSO The Format Character
The Parameter Characters
PPS1
|
PPS2
]
PPS3
I The Check Ch t
PCK e Chec aracter

Figure 15 — Structure of PPS request and response

7.4 |Successful PPS exchange

If thg PPS response echoes exactlysthé PPS request, then
the [PPS exchange is successful)® This is the most
common case. However other cases may occur.

A PPS exchange is also~Successful when the PPS

response is in the following conditions.

— PFSS_Response=RPSS_Request.

— PFSO_Response"

4 The bits*b1 to b4 shall be echoed.

4 The bit'b5 shall be either echoed or set to 0.

characters. These commands are initiated tl;y the inter-

face device. This clause covers transmiésion
card specific control.

The protocol starts after either the answer to
or a successful PPS exchange [se€ 7).
8.2 Character level

The character frame-is as defined for the ans

in 6.3, using thesconvention set up by TS in &

into account~6.5.2 and 6.5.3 according to t
operationdpn 6:6. The card and the interface
use thelerror signal and character repetition
6.3.3% ’

control and

reset (see 6)

ver to reset
4.1, taking
he mode of
Hevice shall
hccording to

Any transition on VPP triggered by a procedurde byte shall

occur within 12 etu from the character leading

The specific interface byte TC(2) codes the i
WI over the eight bits; the null value is reserv
use. If no TC(2) appears in the Answer-to-Res
default value is WI = 10. The interval between
edge of any character sent by the card and
edge of the previous character (sent either by
by the interface device) shall not exceed 960
This maximum delay is named the “work wait]

On the work waiting time overflow, VPP shall
maintained at pause state.

edge.

hteger value
bd for future
et, then the
the leading
the leading
the card or
WI x (Fi / f).
ng time".

be set to or

8.3 Structure and processing of commmands

8.3.1 General overview

The interface device initiates every command
a five-byte header which tells the card what]

by sending
to do. The

command processing continues with the tr

bnsfer of a

If b5=1, PPS1_Response = PPS1_Request.

that Fd land Dd shall be used.

® The bit b6 shall be either echoed or set to 0.
If b6=1, PPS2_Response = PPS2_Request.
If b6=0, PPS2_Response and PPS2_Request are
both absent.

® The bit b7 shall be either echoed or set to 0.
If b7=1, PPS3_Response = PPS3_Request.
If b7=0, PPS3_Response and PPS3_Request are
both absent.

Any other case of PPS exchange shall be interpreted as
unsuccessful.

variable number of data bytes in one direction under the

control of procedure bytes sent by the card.

It is assumed that the card and the interface device know
a priori the direction of transfer, in order to distinguish

— commands for incoming data transfers where the
data bytes enter the card while processing and

— commands for outgoing data transfers where the
data bytes leave the card while processing.

15
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8.3.2 Command header

The header is a sequence of five bytes designated CLA,
INS, P1, P2, P3.

All

reserved for

— CLA is an instruction class. The value 'FF' is

reserved for PPS (see 6.6.3).

— INS is an instruction code in the instruction class.
The instruction code is valid only if the bits b8 to bR

© ISO/IEC

8.3.3.3 Acknowledge bytes

ACK is used to control data transfer and VPP state (see

4.3.6, table 6 and 6.5.4).

— If exclusive-oring ACK and INS gives '00' or 'FF',
then VPP shall be set to or maintained at pause state.

— If exclusive-oring ACK and INS gives '01' or 'FE’,
then VPP shall be set to or maintained at programming

are not equal to either '6' or '9".

— P1 P2 gre a reference (e.g., an address) completing
the instruftion code.

— P30 cpdes the number n of data bytes denoted as
D(1) to D(n) to be transferred during the command.
* In gn outgoing data transfer command, P3=0
introduces a 256-byte data transfer from the card.
® In gn incoming data transfer command, P3=0
introduces no data transfer.

remaining| encoding possibilities for the header are
ther parts of ISO/IEC 7816. After trans-

mitting the hgader, the interface device shall wait for a
character conjeying a procedure byte.

8.3.3 Proc

8.3.3.1

dure bytes

Gernleral

There are thrge types of procedure bytes (see table 12).

— NULL is equal to '60".

— In ACK, the bits b8 to b2 are all equal or™all
complementary to those of INS, apart from the_values
'6X' and BX".

— SW1 i equal to '6X' or '9X', except for\'60".

At each procedure byte, the card can (proceed with the

command byj

NULL or ACK, or cenclude by an end

sequence SW1 SW2, or show its diSapproval by becoming

unresponsive

8.3.3.2 Nul

byte

NULL requests no further action neither on VPP state nor
on data transfer. Jheninterface device shall only wait for a
character conpeying a procedure byte.

state.
— If the bits b8 to b2 in ACK have the same value

as

those in INS, then all remaining data bytes, D{))to Dfn),

if any remain, shall be transferred subsequently.

— If the bits b8 to b2 in ACK are gomplementary| to

those in INS, then only the next data, byte, D(i), if
remains, shall be transferred.

pne

After these actions, the interfacé device shall wait for a

character conveying a procedure byte.

8.3.3.4 Status bytes

SW1 requests VPPjto be set to or maintained at pa
state. The intetface device shall wait for a character ¢

veying a SW2 byte. There is no restriction on SW2 valye.

SW1 SW2 form the end sequence indicating the ¢

ise
on-

a(d

status\at the end of the command. The normal ending is

indicated by SW1 SW2 = '9000'.

This part of ISO/IEC 7816 does not interpret the other
sequences where the bits b8 to b5 of SW1 are equal
‘9"; their meaning relates to the application itself.

bnd

If the bits b8 to b5 are equal to '6', then the meanind of
SW1 is independent of the application. ISO/IEC JTC 1

SC 17 reserves for future use those values, apart from
following five values.

6"
D
.
57"
oF!

The card does not support the instruction class.
The instruction code is not programmed or is inva
The reference is incorrect.

The length is incorrect.

No precise diagnosis is given.

If SW1 is neither '6E' nor '6D’, then the card supports
instruction.

id.

the

Table 12 — Procedure bytes

Byte Value Result on VPP Result on data transfer Then reception of
NULL ‘60’ No action No action A procedure byte
ACK INS Pause state All remaining data bytes A procedure byte
INS @ '01" Programming state All remaining data bytes A procedure byte
INS @ 'FF’ Pause state The next data byte A procedure byte
INS @ ‘'FE’ Programming state The next data byte A procedure byte
SWi1 ‘BX" (#'60'), '9X’ Pause state No action A SW2 byte

16
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9 Protocol T=1, half-duplex asynchronous
transmission of blocks

9.1 Scope and principles

This clause defines the structure and processing of com-
mangds—in—an h::lf_rinph: P

ISO/IEC 7816-3:1997(E)

9.2.1.2

receive ready block

block conveying the number of the expected I-block, used
as a positive or negative acknowledgment

9.2.1.3
supervisory block
block conveying transmission control information

ne\’/nr‘hrr\nr\us tran nnnnnn
blocs. The interface device and the card may initiate
thes¢ commands. This clause covers card specific
contol and data transmission control such as flow
control, block chaining and error correction.

The protocol starts after either the answer to reset (see 6)
or a puccessful PPS exchange (see 7). The main charac-
teristics of the protocol are the following.

- The protocol starts with a first block sent by the
interface device; the protocol continues with alternat-
ing the right to send a block.

-1 A block is the smallest data unit which can be
gxchanged. A block may be used to convey
* application data transparent to the protocol,

¢ transmission control data including transmission
error handling.

- The block structure allows to check the received
Hlock before processing the conveyed data.

The protocol applies the principle of layering of the OSI
reference model. A particular attention has minimized
intergctions across boundaries. Three layers are defined.

-I- The physical layer transmits momentsiérganized in
asynchronous characters according t0_9.3.

- The data link layer includes accharacter component
nd a block component.

Q

® The character component handles the block
identification (recognizing the start and the end of
a block) and ensures)controls according to 9.6.

® The block component exchanges blocks accord-
ing to 9.7.

- The application layer processes commands, which
imvolves.thevexchange of at least one block or chain
df blocks-in each direction.

922
error detection code
content of the epilogue field, resulting,“from an error
checking method applied to all bytes .invthe plologue field
and in the information field

9.2.3
field
one of the three components of the block, | defined as
prologue field, information-field and epilogue fig¢ld

9.2.3.1
prologue field
first field of ca\block, conveying the subfields: node
address byteprotocol control byte and length|byte

9.2.3.2
information field
fieldvof a block, conveying data, generally application data

9.2.3.3
epilogue field
final field of a block, conveying the error detecfion code

9.24
subfield
functional component of a field

9.2.4.1

node address byte
subfield of the prologue field, indicating both| destination
and source addresses of the block and conftrolling VPP
state

9.2.4.1.1

destination node address
portion of the subfield node address, identifying the
intended receiver of the block

9.24.1.2

source node address
portion of the subfield node address, identifying the
sender of the block

9.2.4.2

9.2 Terms and definitions

For the purposes of this clause, the following definitions
apply.

9.2.1

block

sequence of bytes comprising two or three fields defined
as prologue field, information field and epilogue field

9.2.1.1

information block

block whose primary purpose is to convey application
layer information

protocol control byte
subfield of the prologue field, containing transmission
control information

9.243

length byte

subfield of the prologue field, containing the number of
bytes transmitted in the information field of the block

9.25

transmission control

function used to control the data transmission between
the interface device and the card, including VPP state
control, block transmission with sequence control,
synchronization and recovery of transmission errors

17
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For the purposes of this clause, the following abbrevia-
tions apply.

BGT block guardtime
BWI block waiting time integer

BWT  block waiting time

© ISO/IEC

9.4 Block frame

9.4.1 General

A block is a sequence of bytes: each byte is conveyed in
an asynchronous character. As shown in figure 16, a
block consists of the following fields.

CRC cycligregurdarey—check

T aralac: fiald o ot - Ny
me—proregHe—ere—tS—manaatory,—tt——consrsts—of a
node address byte, a protocol control byte @and a
CWI charafter waiting time integer length byte.

CWT  charafcter waiting time

DAD destifation node address

EDC error |[detection code

I-block information block

IFS maximum information field size
IFSC  IFS f¢r the card

IFSD IFS fr the interface device
INF inforrpation field

LEN length byte

LRC longifudinal redundancy check
NAD node|address byte

(ON]| open|systems interconnection
PCB protofol control byte

R-block receiye ready block

R receiye ready

SAD sourge node address

S-block supefvisory block

WTX  waiting time extension

9.3 Character frame

The characterlframe is as defined for the answer to reset

— The information field is optional; it consists of Zero
to 254 bytes.

— The epilogue field is mandatory;it\consists of ¢ne
or two bytes.

Prologue field Information field Epilogue field

NAD| PCB | LEN INF EDC
1 byte | 1 byte |1 byte

0 to 254 bytes 1 or 2 bytes (LRC or CRC)

L— Data length ——
<y |

Error detection code

Figure 16 — Block frame

The protocol defines three types of blocks.

— An information block (l-block) is used to conyey
information for use by the application layer. In additipn,
it conveys a positive or negative acknowledgment.

— A receive ready block (R-block) is used to convey a
positive or negative acknowledgment. Its information
field shall be absent.

— A supervisory block (S-block) is used to exchange
control information between the interface device 3nd
the card. Its information field may be present depehd-
ing on its controlling function.

NOTE — This separation allows the design of the protocol control fand

the application portions of the device microcode to be relatiyely
independent of one another.

9.4.2 Prologue field

in 6.3 (except for 6.3.3), using the convention set up by
TS in 6.4.1, taking into account 6.5.2 and 6.5.3 according
to the mode of operation in 6.6.

The error signal and character repetition according to
6.3.3 shall not be used, so that the minimum delay
between the leading edges of two consecutive characters
of a block may be reduced to 11 etu, according to the
interface byte TC(1) specified in 6.5.3.

Character parity allows to check a block in addition to the
error detection code (see 9.4.4 and 9.5.4).

18

9.4.2ZT Node address byte

NAD allows to identify the source and the intended desti-
nation of the block; it may be used to distinguish between
multiple logical connections when they coexist.

The bits b1 to b3 are the source node address SAD and
the bits b5 to b7 the destination node address DAD. The
bits b4 and b8 are used for VPP state control (see 9.6.1).

When the addressing is not used, the values of SAD and
DAD shall be set to 0. Any other value of NAD where SAD
and DAD are identical is reserved for future use.
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In the first block sent by the interface device, NAD shall
set up a logical connection by associating the addresses
SAD and DAD. Subsequent blocks in which NAD contains
the same pair of addresses SAD and DAD are associated
with the same logical connection. During information
exchange, other logical connections may be set up by
other pairs of addresses SAD and DAD.

NOTE — For example, blocks sent by the interface device with the
values x for SAD and v for DAD and blocks sent by the card with the

ISO/IEC 7816-3:1997(E)

0| b7 b6 | b5] b4 | b3 | b2 | b1

msb Isb

B8 ., 0 (PCB of I-blocks)
D7 o Send-sequence number, N(S)
o G J T More-data bit, M-bit

valueg y for SAD and x for DAD belong to a logical connection denoted
by (x, ). whereas blocks sent by the interface device with the values v
for SAD and w for DAD and blocks sent by the card with the values w
for SAD and v for DAD belong to another logical connection (v, w).

9.4.2.2 Protocol control byte

PCB tonveys information required to control transmission.
PCB Hefines whether a block is an I-block, an R-block or
an Siblock.

In the PCB of every I-block, the bit b8 is set to 0.
he bits b7 b6 are used as shown in figure 17. The
Hits b5 to b1 are reserved for future use and shall be
get to O.

- In the PCB of every R-block, the bits b8 b7 are set
b 10. The bits b6 to b1 are used as shown in figure
18.

- In the PCB of every S-block, the bits b8 b7 are set
b 11. The bits b6 to b1 are used as shown in figure
19.

—~

=

9.4.213 Length byte

LEN Jindicates the number of bytes present in the
information field of the block (see also 9.5:2).
The doding for LEN shall be the followihg.

- The value ‘00’ indicates that.the information field is
bsent.

Q

- Any value from '01'(@e~FE' is the number of bytes
present in the information field, from 1 to 254.

- The value 'FE\Nis)reserved for future use.

9.4.3 Information field

The yse-of INF depends upon the block type.

Figure 17 — Coding of I-block PCH

1 O | b6 | b5] b4} b3 | bR | b1

msb Isb
B80T . 10 (RCB, of R-blocks)
b6-b5b4-b3H2-b1

O-N(R)M0000.......= Error-free

O-N(R}0001 ...%0 EDC or character parity error

O-N(R)}-0010.%....... Other errors
Any othier value of b6-b5-b4-b3-b2-b1 is RFU.

NOTE.# The value of N(R) states whether the R-block|indicates an
error.or not. The bits b4 to b1 may optionally be evaluatgd.

Figure 18 — Coding of R-block PCB

1 1 b6 | b5} b4 | b3 | b2 | b1
msb Isb
b8H7 e 11 (PCB of S-blocks)
b6-b504-030b2-b1 ........... (b6 is the response bit)
000000 ............ RESYNCH request
100000............ RESYNCH response
000001 ............ IFS request
100001 ............ IFS response
000010............ ABORT request
100010............ ABORT response
000011 ............ WTX request
100011 ... WTX response
100100........... Error on VPP state

Any other value of b6-b5-b4-b3-b2-b1 is RFU.

Figure 19 — Coding of S-block PCH

— When present in an I-block, INF conveys appli-
cation information.

— INF shall be absent in an R-block.

— When present in an S-block, INF conveys non
application information.

* INF shall be present with a single byte in an
S-block adjusting IFS and WTX.

¢ INF shall be absent in an S-block signalling an
error on VPP state or managing chain abortion or
resynchronization.

9.4.4 Epilogue field
EDC conveys the error detection code of the block. The
protocol uses either a LRC or a CRC.

— The longitudinal redundancy check (LRC) consists
of one byte. Its value shall be such that the
exclusive-oring of all the bytes of the block is null.

— The cyclic redundancy check (CRC) consists of
two bytes. For its value, see ISO/IEC 3309.
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9.5 Protocol parameters

9.5.1 Specific interface bytes for T=1

If present in the Answer-to-Reset after the first occur-
rence of T=1 in TD(i-1) for i > 2, the specific interface

bytes TA() T

B(i) TC(i) are used to set up the protocol

parameters at non-default values.

For notation

© ISO/IEC

The bits b4 to b1 of the first TB(i) give CWI from 0 to 15.
The default value of CWI is 13. CWT is calculated from
CWI by the following formula.

CWT = (11 + 28W)) ety

Therefore the minimum value of CWT is 12 etu.

9.5.3.2 Block waiting time

simplicity, these three bytes are hereafter

named the first TA(i), the first TB(i) and the first TC(i).

9.5.2 Information field sizes

9.5.2.1 IFS

for the card

IFSC is the maximum length of information field of blocks

which can b

received by the card. The initial value of

IFSC is set up by the first TA(i) with 32 as default value.

9.5.2.2 IFS

for the interface device

IFSD is the mjaximum length of information field of blocks

which can be
value of IFSD|

received by the interface device. The initial
is 32.

9.5.2.3 Coding for IFSC and IFSD

At the start

the protocol, IFSC and IFSD are initialized.

During the prptocol, IFSC and IFSD may be adjusted by

S(IFS request
one byte nanm
bytes IFS shd

— The v4
use.

— The v

NOTE — The bl
prologue, inform
equal to IFS plug

and S(IFS response) where INF consists of
ed IFS. In any case, the first TA(i) and the
Il be coded as follows.

lues '00" and 'FF' are reserved for future

lues '01' to 'FE' are the numbérs\1 to 254.

bck size is the total number of (byteS present in the
ation and epilogue fields. The-maximum block size is
four or five, depending upon'the length of the epilogue.

9.5.3 Waiting times

9.5.3.1

CWT is defi

Chgracter waiting time

hed“as the maximum delay between the

leading edgeg

oftwo consecutive characters in the block

BWT is defined as the maximum delay betweeén' [the
leading edge of the last character of the block recgived by
the card and the leading edge of the first character of [the
next block sent by the card (see figure 2}).,.BWT is uped
to detect an unresponsive card.

Last character of a block
sent by the interface device

First character of a next block

sent by the card
| o, I
|

Figure 21 — Block waiting time
and block guardtime

The bits b8 to b5 of the first TB(i) give BWI from 0 t¢ 9.
Fhe values 10 to 15 are reserved for future use. [The
default value of BWI is 4. BWT is calculated from BWI| by
the following formula.

BWT =11 etu + 28W|X96OX§Z—2 s

9.5.3.3 Block guardtime

BGT is defined as the minimum delay between the leading
edges of two consecutive characters sent in opposite
directions. The value of BGT shall be 22 etu.

Consequently, the delay between the last character ¢f a
block received by the card and the first character of|the
next block sent by the card shall be at least BGT but at
most BWT (see figure 21).

9.5.4 Error detection code

(see figure 205

NOTE — When

there is a potential error in the length, CWT may be

used to detect the end of a block.

Character Next character

I
B

L
N

t<CWT

Fig

20

ure 20 — Character waiting time

The bit b1 of the first TC(i) indicates the error detection
code to be used:

— CRCif b1=1;
— LRC (default value) if b1=0.

The bits b8 to b2 are reserved for future use and shall be
set to 0.
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9.6 Character component operation at data
link layer

9.6.1 VPP state control

VPP state (see 4.3.6, table 6 and 6.5.4) is managed by
the interface device under the control of NAD and PCB

h torc cont bay dho oopd Didc 1O ond bA Af tho NAND
chargete+rs—Sse DY—the & R4 0Tt

ISO/IEC 7816-3:1997(E)

9.7 Block component operation at data link
layer

9.7.1 Notations

The following notations are used in the descriptions of the
protocol.

L) Y T T OoTto oo o

byte [shall be used as follows.

b8=0, b4=0
VPP Ehall be set to or maintained at pause state.

b8=1, b4=0
VPP Ehall be set to programming state until reception of
the FCB character.

b8=(, b4=1
VPP Ehall be set to programming state until reception of
another NAD character.

b8=1, b4=1
This [coding is forbidden.

If a parity error occurs on the NAD character, VPP shall be
set tp or maintained at pause state.

If a|time-out occurs, i.e., if the card fails to send an
expgcted character within CWT or BWT, VPP shall be set
to o maintained at pause state.

Any ransition on VPP triggered by a character shall occur
withjn 12 etu from the character leading edge:

9.6.2 Error-free operation

At the beginning of the protocol; the interface device has
the fright to send. When T=1-has been selected, the
interface device sends only\blocks.

Whegn either the carg-or/the interface device has sent a
block, it switches~toureception mode. When either the
card| or the interface device has received the number of
bytep accordingto the length subfield, it assumes that it
has fhe right-tovsend.

|-blocks are denoted as follows.

I(N(S), M)
I-block where N(S) is the send-sequence number of the
block and where M is the more-data-bit (see $.7.2.2)

N,(S), Np(S)
send-sequence numbers of/|-blocks where indices a and
b distinguish sources A and B

R-blocks are denoted\as follows.

R(N(R))
R-block where, N{(R) is the number of the expected I-block

S-blocks-ate denoted as follows.

S(RESYNCH request)
S-block requesting a resynchronization

S(RESYNCH response)
S-block acknowledging the resynchronization

S(IFS request)
S-block offering a maximum size of the informpation field

S(IFS response)
S-block acknowledging IFS

S(ABORT request)
S-block requesting a chain abortion

S(ABORT response)
S-block acknowledging the chain abortion

S(WTX request)
S-block requesting a waiting time extension

S(WTX response)
S-block acknowledging the waiting time extengion

S(Error on VPP state)
S-block informing the card of a VPP state erro

S(IFS...) and S(WTX...) contain INF, whosge coding is
defined by rules 3 and 4 in 9.7.2.3.
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