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Identification cards - Integrated circuit(s) cards with
contacts -

Part3:
Electronic signals and transmissio

AMENDMENT 1 : Protocol type
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9 Protocol type T=1, asynchronous half duplex
block transmission protocol

This transmission protocol is defined as the protocol type
T=1in a TD, byte of the Answer-to-Reset (see 6.1.4.3).
This clause defines the structure and processing of
commands for transmission control and for IC card specific
control in an asynchronous half duplex block transmission
protocol. These commands may be initiated either by the
interface device or the card.

© ISO/IEC

9.1 Definitions and abbreviations
9.1.1 Definitions

For the purposes of this part of ISO/IEC 7818, the following
definitions apply to clause 9.

9.1.1.1 block: A succession of characters comprising two
or three fields defined as prologue field, information field
and epilogue field.

ThL main characteristics of the block transmission protocol
arg the following:

a) [A block is the smallest data unit which can be
transmitted between an IC card (ICC) and an interface
device (IFD).

'|A block may be used to convey

(1) application data which is transparent to
the transmission protocol;

(2) transmission control data including
transmission error handling, (see 9.1).

b) | The definition of the block structure aliows the correct
reception of the whole block to be checked before
processing the data conveyed by the block.

¢) | The identification of a block (recognizing the stag’and
the end of a block) is handled in the chara
component of the data link layer.

d) [ The protocol starts either after the answer to reset or
the protocol type selection (PTS) (clause 7) with afirst
block sent by the IFD and contindes With/alternatin

right to send a block.

This protocol uses the character( franfe \def|
answer to reset and the phys
glgbal interface bytes (see 64 44 hun sdifi

protocol type selection. This ¢
stiucture of a block and orgar

- | Specitic interface co

THis protocol is designeth<accorting to the principle of
layering of the OSI ‘teference/model, with particular
atlention to the  minimization of interactions across
bdundaries. Three_ layers are defined:

- | The physical layer exchanges bits according to 6.1
- | The \data_link_layer is defined by the character

component and block component. The character
ording to 6.1.2.

9.1.1.2 destination node address; DAD: The portion of
the subfield node address (NAD) which is used to identify
the intended receiver of the block.

9.1.1.3 epilogue field: The final field of a blockItcontains
the error detection code (EDC) byte(s).

checking method, applied
atign\field\t

ree comporients of the block
iomor epilogue.

ad fesses of the block and VPP state control.

9.1.1.10 prologue field: The first field of a block. It
contains subfields for node address (NAD), protocol control
byte (PCB) and length (LEN).

9.1.1.11 protocol control byte; PCB: A subfield of the
prologue field. It contains transmission control information.

9.1.1.12 receive ready block; R-block: A block which
contains positive or negative acknowledgements. It contains
the block number of the expected I-block.

9.1.1.13 source node address; SAD: The portion of the
subfield node address (NAD) which is used to identify the
sender of the block.

9.1.1.14 subfield: A functional component of a field.

9.1.1.15 supervisory block; S-block: A block which
contains transmission control information.

The character repetition and error signalling described
in 6.1.3 shall not be used, so that the minimum delay
between two consecutive characters may be reduced to
11 etu, according to the interface character TC1. The
block component exchanges blocks defined in 9.6.2.

- The application layer processes commands, which
involves the exchange of at least one block or chain of
blocks in each direction.

9.1.1.16 transmission control: A function used to control
the data transmission between the interface device (IFD)
and the IC card (ICC). It includes VPP state control, block
transmission with sequence control, synchronization, and
recovery of transmission errors.
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9.1.2 Abbreviations

BGT  Block guardtime IFS
BWI Block waiting time integer INF
BWT  Block waiting time LEN
CRC Cyclic redundancy check LRC
Cwi Character waiting time integer NAD
CWT Character waiting time

DAD Destination node address PCB
EDC Error detection code R-block
I-block  Information block R

ICC Integrated circuit(s) card, IC card SAD
IFD Interface device S-block
IFS Information field size WTX
IFSC Information field size for the card XOR
IFSD Information field size for the interface device

9.2 Character frame

The character frame is as defined for the answer to reset
in 6.1.2 and 6.1.4.4 (last paragraph) unless modified by

PTS in 7.2 (5th paragraph).

9.3 Block frame
A block is a series of characters (9.2) containing
- prologue field (mandatory)

- information field (optional)
- epilogue field (mandator,

as shown in figure 9. Q

AN

OSI——Open-systems-interconnestion———————

ISO/IEC 7816-3:1989/Amd.1:1992 (E)

Information field size integer
Information field

Length

Longitudinal redundancy check
Node address

Protocol control byte
Receive ready block
Receive ready
Source node adc

.4.3)

Figure 9 - Block Structure

\irél@cke\ﬁke}d‘/ Information Field Epilogue Field
\Pro col Length (see 9.4.2) Error detection
addre ontrol code LRC or CRC
b
NAD CB LEN INF EDC
1 byte 1 byte 1 byte 0 to 254 bytes 1 or 2 bytes
T <€— Data length = *
N >
—_

Error detection code
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9.4 Basic elements of the block
9.4.1 Prologue field

This field is mandatory and consists of three bytes: the
node address, the protocol control byte and the length.

9.4.1.1 Node address (NAD)

ISO/IEC 7816-3:1989/Amd.1:1992 (E)

9.4.1.3 Length (LEN)

LEN indicates the number of bytes transmitted in the
information field of the block (see also 9.5.1).

The coding shall be

'00' to 'FE'  codes the number of bytes in the information
field from 0 to 254.

'FE is reserved for future use.

Thie NAD of the first block sent by the IFD shall establish
the association of the addresses SAD and DAD by which
a Ipgical connection is defined. Subsequent blocks in which
theé NAD field contains the same SAD/DAD address pair
ar¢ associated with the same logical connection. Other
logical connections during the subsequent information
exchange may be similarily defined by other SAD/DAD

Xc+yp and y.=x, belong to one logical connection - denoted by (X,
-, Whereas blocks sent by the IFD with v, as SAD and w, as\DAD

- An informatiOn. block
information~for
addition, it
acknowledgement:

- A receive ready block (R-block) is used to convey
positive ~Jor” negative acknowledgements; its
information field shall not be present.

- A-supervisory block (S-block) is used to exchange
control information between the IFD and the ICC; its
information field may be present depending on its
controlling function

9.4.2 Information field (INF)

The presence of INF is optional. When present, INF
conveys either application data in I-blocks\ or non
application control and status information in Sblocks. The
number of bytes transmitted ig’indfsated by -LEN.

9.4.3 Epilogue field

), or a CRC (cyclic
one byte in length, while
wtes. The LRC is calculated as the
3R) oball the bytes starting with the NAD
of the information field, and is typically

9.5.1 Information field sizes (IFS)

9.5.1.1 Information field size for the card (IFSC)

IFSC is the maximum length of information field of blocks
which can be received by the card. The initial value of IFSC
is given by IFSI in the specific interface character TA, (i>2).
The default value is 32.

The coding shall be

'00’ is reserved for future use.
'01'to 'FE’  codes values for IFSC from 1 to 254.
'FF is reserved for future use.

NOTE - The block size is the total number of all bytes transmitted in
the prologue, information, and epilogue fields. The maximum block
size is equal to IFSC plus 4 or 5 (depending upon the length of the
epilogue field).

9.5.1.2 Information field size for the interface device
(IFSD)

NOTE - This separation allows the design of the protocol control and
the application portions of the device microcode to be relatively
independent of one another.

The PCB defines whether a block is an I-block, an R-block,
or an S-block. For PCB coding details see 9.6.2.4.

IFSD is the maximum length of the information field for
blocks which can be received by the interface device. The
initial value is defined as 32.

The coding shall be as for IFSC in 9.5.1.1.
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9.5.2 Waiting times

9.5.2.1 Character waiting time (CWT)

The character waiting time (CWT) is defined as the
maximum time between the leading edges of two
consecutive characters in the same block. See figure 10.

The least significant half byte (b4 to b1) of TB, (i>2) codes
iti i i t CWT is

ISO/IEC 7816-3:1989/Amd.1:1992 (E)

9.5.2.3 Block guardtime (BGT)

The block guardtime (BGT) is defined as the minimum time
between the leading edges of two consecutive characters
sent in opposite directions. Consequently the delay
between the last character of a received block and the first
character of a transmitted block shall be at least BGT but
less than BWT. See figure 11.

The value 0f BGT shallbe 22 work ety

calculated by
CWT = (2°"™ 4+ 11) work etu

Therefore the minimum value of CWT is equal to 12 work
etu. See 6.1.4.4 definition of work etu.

Next character

L LA

Character

L L L L L

i W T N S T b I T S T |

fe—t < cwt—]

Figure 10 - Character waiting time (CWT)

The default value of CWI is 13.

NOTE - When there is a potential error in the length, thé
be used by the receiving node to detect the end of a b

9.5.2.2 Block waiting time (BWT)

The most significant h
the block waiting ti

calculated by

where 0<BWI<9) and BWI>9 is reserved for future

use.

Last character of a block sent by the IFD

AL 560000

First character of a next block
sent by the ICC

9.5.3 Indication of protocol options

The specific interface character TC, (i>2) indicates the fform
of the error detection code by

bit b1 = 1 Use of CRC

is controlled by bits b8 and b4 of the

byte s
immédiately follows. Bits b8 and b4 of NAD
ignate

8=0, b4=0 requires VPP to be returned to or kept inidle
state.

b8=1, b4=0 requires setting the active state of VPP. VPP
is returned to idle state on receipt of| the
PCB.

b8=0, b4=1 requires setting the active state of VPP until
reception of another NAD byte by |[the
interface device.

b8=1, b4=1 is forbidden.

It a parity error occurs on the NAD, VPP is returned to or
kept in idle state.

If a time-out occurs, i.e. if the card fails to send an
expected character within CWT or BWT, VPP is returngd to
or kept in idle state.

All transitions on VPP triggered by a character shall ogcur
within 12 etus from the leading edge of this character.

9.6.1.2 Error-free operation

rrrrrr

fe———— BGT < t < BWT ————————]

Figure 11 - Block guardtime (BGT) and biock waiting
time (BWT)

The default value of BWI is 4.

The block waiting time is used to detect an unresponsive
card.

After answer to reset with or without protocol type selection,
the interface device has the right to send. This is
considered to be the beginning of the block transmission
protocol. When protocol T=1 has been designated an
interface device sends only blocks.

When either the ICC or IFD has sent a complete block, it
switches to receiving state. When either the ICC or IFD has
received the number of characters in accordance with the
length subfield, it assumes that it has the right to send.
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9.6.2 Data link layer - Block component

In the procedure description the following notation will be
used.

9.6.2.1 Notation (see 9.4.1.2)

The following notations are used to identify terms used in
the descriptions of how the protocol functions.

© ISO/IEC

An I-block carries its send sequence number N(S). N(S)
consists of one bit and is counted modulo 2. Its value starts
with N(S)=0 either after the start of the block transmission
protocol or after resynchronization and is incremented after
sending each |-block.

The numbers N(S) of I-blocks sent by the IFD and of those
sent by the ICC are counted independently from each
other. Acknowledgement of a transmitted I-block is

indicated when N(S) of the next received |-block is different
$ramm NS i aivaed l-block

|-blgTks—aredenotedby

I(N{S),M) N(S) is the send sequence number and M
is the more data bit (see 9.6.2.2.2).
N.(B),Ny(S) To distinguish the segquence numbers

sent by sources A or B the indices a and
b are added to N(S).

R-blocks are denoted by

R(N(R)) R-block indicating receive ready (R), and

N(R). N(R) is the block number of the
next message the receiver expects to
receive.

S-Hlocks are denoted by

S(RESYNCH request) S-block indicating RESYNCH

request

S(RESYNCH response)  S-block indicating RESY

response
S(IFS request) S-block indicating IFS offer

S-block indica
acknowledge

S(ABORT request) S«blot ind
S(ABORT response) 0 i
S(I:TX request)

TX response)

S(IFS response)

ey

S(Ypp error response
The S-blocks S(IFS.-and S(WIX...) contain INF, whose
cogling is defined by rules 3 and 4 in 9.6.2.2.3.

9.64.2.2 Error-free operation

9.4.2.2.1_General procedures (see 9.4.1.2)

The dirst block transmitted by the IFD to the ICC after the
an i Hbe

LLASARRER R AR

An R-block carries N(R), which is the value of N(S) inthe
next expected I-block. Acknowledgement of an |-block-is
indicated when the N(R) of the received next R-block is
different from the N(S) of the sent I-block (see(9)6.2.2.3,
Rule 2.2).

In errorfree operation R-blgeRs
9.6.2.2.2).

ot IFSD~respectively, it should divide the information
ks, each with LEN less than or equal to IFSC or
Send the multiple blocks using chaining function.
e chaining of blocks is controlled by the M-bit ("More
2*bit") in the PCB of an I|-block. The M-bit indicates two
ates of an I-block:

0 = last block of chain

1 = chained data follows in subsequent block(s)

Figure 12 illustrates the chaining function.

[ Applic | ation | Data_|is transmitted by

HocE Hawl [HoesFR

FD  (0.1) I(1.1) 1(0,0)

'°C GG GG H_H
R(1) R(0) 1(0,0)

P = Prologue

E = Epilogue

Figure 12 - Chaining function

either an I-block or an S- block.

After a block (I-, R- or S-block) has been sent, an
acknowledgement shall be received before start of the
transmission of the next block, as described in the
following.

When the receiver receives a More data |-block correctly,
it shall send R(N(R)), where N(R) is equal to N(S) of the
next |-block.

NOTE - I-blocks with LEN=0 may be used within a chain (see
scenario in A.1.4.3).
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9.6.2.2.3 Protocol rules for the error-free operation

ISO/IEC 7816-3:1989/Amd.1:1992 (E)
9.6.2.3 Error handling
9.6.2.3.1 Errors detected by the receiver of a block

The tasks of the block layer are to transmit blocks, to
detect transmission and sequence errors, to handle such
errors and to resynchronize the block transmission protocol.
Therefore the protocol of the block layer should be able to
handle the following errors

Rule 1:  The interface device sends the first block: either
an |-block with N(S)=0 and M (More data bit),
designated as [(0,M), or an S-block.

Rule 2.1: I(N,(S),0) sent by A
is acknowledged by
to transmit application data and to indicate
readiness to receive the next I-block from A.

Rule 2.2: I{N,(S),1) sent by A

Rule 3:

Rule 4:

Rule 5:

is acknowledged by

R(N,(R)) sent by B [where N,(R) is not equal to
N.(S)]

to indicate that the received block was correct
and the readiness to receive the next |-block
from A.

NOTE - Chaining is only possible in one direction at a time.

If the ICC requires more than BWT to process
the previously received I-block, sgnds

integer multiplier of the BWT value. )
acknowledges by S(WTX response)
same INF.

The time allocated startg’a

IFSC it cap~s
acknowledg '@
INF. The IFD as$uyrfie

long as no othe
S(IFS request).

IFSC and IFSD are each coded as a byte binary
integér in the INF of these S-blocks.

Chaining is indicated by the M-bit, where
I(N(S),0) is a non chained block or the last block
of a chain. I(N(S},1) is part of a chain and will be
followed by at least one chained block.

-BWT timeouUl. The delay between the leading edgg of
the last character of a block and/|the
leading edge of the first character’of|the
next block exceeds BWT.

- Reception of an invalid block. Examples are

a) a parity error in one or mere-characters of a blpck,

ith
the
ved

the

ailure/to receive S(... response) after having sgent
theTelevant S(... request).

chronization in this protocol is attempted at three
consecutive levels. It one level is unsuccessful, then|the
pext level is tried.

The three synchronization levels are
for the IFD

a) Retransmission of blocks

b) Use of S(RESYNCH request)

c) Resetting or deactivation of the ICC
for the ICC

a) Retransmission of blocks

b) Use of S(RESYNCH response)

c) Without action by the IFD, the card becormes
unresponsive

9.6.2.3.2 Protocol rules for the error handling

Rule 6: S(RESYNCH request) may be sent only by [the
IFD to reach resynchronization and to ini}ate

resetting the communication parameters of fthe
block transmission protocol to its initial values.

R(N(R)) requests transmission of the next
chained I-block [I(N(S)=N(R),...) and
acknowledges the received chained I-block
I(NOT N(R),1).

Rule 6.1: If a loss of synchronization is detected by the
receiver, the receiver gets back the right to send
after a silence on 1/0 greater than the larger of
CWT or BGT.

Rule 6.2: S(RESYNCH request) shall be responded to by
S(RESYNCH response) from the ICC.

Rule 6.3: After the IFD has received S(RESYNCH
response), the protocol is initiated.


https://standardsiso.com/api/?name=09880db75776e4360b409b14945d8557

ISO/IEC 7816-3:1989/Amd.1:1992

Rule 6.4: After the IFD has failed a maximum of three
times in succession to reach the intended
resynchronization by sending
S(RESYNCH request), it resets the ICC.

Rule 6.5: When an S(RESYNCH request) is received, the
previously sent block is assumed not to have
been received.

© ISO/IEC

9.6.2.4 Coding of PCB
9.6.2.4.1 PCB of I-blocks

In all I-blocks the most significant bit (b8) of the PCB is set
to zero.

The other 7 bits are used as shown in figure 13.

PCB of I-blocks

Rt -
received or a BWT timeout (with the IFD) occurs,
an R-block is sent, which requests with its N(R)
for the expected I-block with N(S)=N(R).

Ryle 7.2: When an R-block was sent and an invalid block
is received or a BWT timeout (with the IFD)
occurs, this R-block is retransmitted.

Rdle 7.3: When an S(... request)-block was sent and the
received answer is not S(... response)-block or a
BWT timeout occurs (only IFD), the
S(... request)-block is retransmitted.

When an S(... response)-block was sent and an
invalid block is received or a BWT timeout
occurs (only IFD), an R-block is sent.

Ryle 7.4.1:  After failing to receive an error free block at
the beginning of the protocol, the IFD makes
a maximum of two further attemp
succession before resetting or deactiy
the ICC.

Ryle 7.4.2:  During the protocol, if the IFD fails to re
an error free block it maks
two further attempts i
sending S(RESYNCH req

Rile 7.4.3: If the 1CC fails {o reqeive

after a seco
remains in re

R(0).

Rile 7.6: If the fiys

I I | 1 1 ! 1
0 b7 b6 b5 b4 b3 b2 bi
1 i | L i

I 1
I L— Reserved
Reserved
Reserved

Reserved

Reserved

More data~bit M

Segd Seéquence number

PCB of R-blocks

Errorfree
EDC or parity error
Other errors

1
T T Tl

o NR) O 0 0 O

0 NRP O O 0 1

0 NR) O 0 1 0

(all other values reseved)

Figure 14 - Coding of R-block PCB

NOTE - The value of N(R) states whether the R-block is an error
indicating block or not. Bits b1 to b4 may optionally be evaluated.

9.6.2.4.3 PCB of S-blocks

In all S-blocks both the most significant bits (b8 and b7) of
PCB are set to one.

Rdle 8: When the The other 6 bits are used as shown in figure 15.
receives an _nvald b —— T
maximum_of one more S(IFS request) block in I T 1 b6, b5 b4 b3 b2 bl | PCB ol R-blocks
order A0\ gelicit an S(iFS response). After the (06 is the RESPONSE bit)
second failure it remains i i .
4 ns in receive mode 0 0 0 0 0 0 RESYNCH request
. N L . 1 0 0 0 0 0  RESYNCH response
Rdle 9: . The abortion of a chain can be initiated by either 6 0 0 0 0 1 IFS request
the sender or receiver of a chain sending an 1 0 0 0 0 1 IFs ,ngonse
S(ABORT request).
( q ) 0 g g 8 1 0  ABORT request
1 1 O ABORT response
The S(ABORT request) shall be answered by an 6 0 0 o 1 1 wix 1
H reques
S(ABORT response), after which an R-block may 1 0 0 0 1 1 WX response

be sent depending on whether it is necessary to
give back the right to send.

NOTE - Abortion of chaining may be due to physical error in the ICC,
such as ICC memory error.

1 0o o0 1 0 0 Vpp error response

(all other values reserved)

Figure 15 - Coding of S-block PCB
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Annex A
(informative)
Scenarios

NOTE - See 9.6.2.1 for notation A.1.4 Chaining function
(see 9.6.2.2.3, Rule 2.2, Rule 5)
Additional examples of notation:
A.1.4.1 IFD sends chained I-blocks

1(0.0) — (Correctly received 1(0.0))

Scenario 5:
1(0.0) +> (Error in receipt of 1(0.0). see 9.6.23.1)

IFD ICC
A.1 Error-free operation
: 10.1)
A.1.1 Exchange of |-blocks :;
(see 9.6.2.2.3, Rule 1, Rule 2.1) 53 IRRY)
54
Scenario 1: 58 ©.0)
IFD icC
11 1{0.0) ————
12 A — 1(0.0)
13 1(1.0) —
14 D 1(1.0)

A.1.2 Request for waiting time extension
(see 9.6.2.2.3, Rule 3)

1(1.0)
Scenario 2: K0.0)
21 1(0.0) ——e .
22 +«—————  S(WTX request) ICC uses the M-bit to force |an
23 S(WTX response)  ————————p acknowledgement for a sent I-block
24

(see NOTE at the end of 9.6.2.2.2)

Scenario 7:
A.1.3 IFS adjustment
(see 9.6.2.2.3, '@ 71 1(0.0) _—
7.2 T 1(0.1)
A.1.3.1 ICC is initiator 7.3 R(1) e
74 e 1(1.0) (with LEN=0)
S i03: 75 111.0) B —
cenario 3: - — 100)

31 1(0.0)

32 S(IFS request)

33 S(IFS Tespo

34 (0.0)
A.1.3.2 IFD is initiator
Scenario 4

4.1 1(0.0) ——

42 e 1(0.0)

43 S(IFS request) —p

44 < SUES

45 11.0) ——e>

46 D 1(1.0)


https://standardsiso.com/api/?name=09880db75776e4360b409b14945d8557

ISO/IEC 7816-3:1989/Amd.1:1992 ©ISO/IEC

A.2 Error handling Scenario 13: (see 9.6.2.3.2, Rule 7.1, Rule 7.2, Rule 7.6)
A.2.1 Exchange of I-blocks IFD ICC
Scenario 8 (Starting protocol): 131 10.0) —_—
(see 9.6.2.3.2, Rule 7.5) 182 + 100
IFD icc B3 RO —-f—»
134 4——?—— R(1)
B T(0.0) +> 135 RO) -—#
82 e R{0) 136 - R(1)
83 1(0.0) —_— 137 R(0) —
84 D ——— 0.0} 138 e |(0.0)
139 1(1.0) —_—

Sgenario 9 (see 9.6.2.3.2, Rule 7.1, Rule 7.6):

91 1(0.0) —
92 4—+— 1(0.0)
93 R(0) ————
94 D 1{0.0)
95 1.0 —p
S(WTX request)
Sgenario 10: {see 9.6.2.3.2, Rule 7.1, Rule 7.5, Rule 7.6)
S(WTX request)
101 1{0.0) +>
102 4——é— 1{0.0)
103 R(0) ————
104 P —
105 110.0) ——y
106 PP ——
——l
107 1(1.0) —
Q—é-—— S(WTX request)
S¢enario 11: (see 9.6.2.3. e R(0) —f——»
— S(WTX Request)
1M1 1(0.0)
S(WTX resp >
1.2
15.6 e — 1(0.0)
13 R(0)
187 1(1.0) —ndly
114
15 R(0)
16 A.2.3 Request for IFSI adjustment
(see 9.6.2.3.2, Rule 7.3)
17 1(1.0)
Scenario 16:
Sgenario 12: (see\9)6.2.3.2, Rule 7.1, Rule 7.2, Rule 7.6)
161 1(0.0) —
121 00 > 162 <+ S(FS request
122 c——é—— 1(0.0) 163 R(O)
123N RO +’ 16.4 «——————  S(FS Request)
124 g—é—— R(1) — s ;
125 RO ’ 166 D — 1(0.0)
126 D —— 1(0.0)
127 1(1.0) —_—
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