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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

—+

ake partin the work

The procedures used to develop this document and those intended for its further majinten
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria ne
the different types of document should be noted. This document was drafted in accordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documernt may be thg
df patent rights. ISO and IEC shall not be held responsible for identifyingZany or all sucl
rights. Details of any patent rights identified during the development of .the document will h
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents) o
list of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

Hor an explanation of the voluntary nature of standards, the meaning of ISO specific tel
gxpressions related to conformity assessment, as well*as information about ISO's adherend
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www
iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

This second edition cancels and replaces the first edition (ISO/IEC 27050-1:2016), which h
echnically revised.

—

The main changes compared to the previous edition are as follows:

— the titles of differentparts of the ISO/IEC series have been updated;

- Clause 3 has been.aligned to the Directives, Part 2.

oy

ny feedback or-questions on this document should be directed to the user’s national standard
omplete listing of these bodies can be found at www.iso.org/members.html.

Q

o>y

list of all parts in the ISO/IEC 27050 series can be found on the ISO website.
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Introduction

This document provides an overview of electronic discovery and describes related terminology,
concepts, and processes that are intended to be leveraged by other parts of the ISO/IEC 27050 series.

Electronic discovery often serves as a driver for investigations as well as evidence acquisition and
handling activities (covered in ISO/IEC 27037). In addition, the sensitivity and criticality of the data
sometimes necessitate protections like storage security to guard against data breaches (covered in
ISO/IEC 27040).

vi © ISO/IEC 2019 - All rights reserved
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Information technology — Electronic discovery —

Part 1:
Overview and concepts

1 Scope

lectronic discovery is the process of discovering pertinent Electronically Stored Infermatipn (ESI)
r data by one or more parties involved in an investigation or litigation, or simjlax proceeding. This
ocument provides an overview of electronic discovery. In addition, it defines’related tefms and
escribes the concepts, including, but not limited to, identification, preservatien, collection, prqcessing,
eview, analysis, and production of ESI. This document also identifies other‘relevant standards (e.g.
50/IEC 27037) and how they relate to, and interact with, electronic discOvery activities.

— = Q. O O

=]

his document is relevant to both non-technical and technical persennel involved in some or &ll of the
lectronic discovery activities.

(0}

2 Normative references

—

he following documents are referred to in the text.itr'such a way that some or all of their| content
onstitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the refergniced document (including any amendments)|applies.

Q

et

50/1IEC 27000, Information technology — Security techniques — Information security manpagement
ystems — Overview and vocabulary

%)

Terms and definitions

L)

1

or the purposes of this decument, the terms and definitions given in ISO/IEC 27000 fand the
bllowing apply.

-

[P0 and IEC maintain terminological databases for use in standardization at the following addijesses:

- ISO Online brewsing platform: available at https://www.iso.org/obp

1+ IEC Electropedia: available at http://www.electropedia.org/

31

dhain.of custody
demonstrable possession, movement, handling, and location of material from one point|in time
until another

3.2
custodian
person or entity that has custody, control or possession of Electronically Stored Information (3.9)

3.3

data breach

compromise of security that leads to the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to protected data transmitted, stored or otherwise processed

[SOURCE: ISO/IEC 27040:2015, 3.7]

© ISO/IEC 2019 - All rights reserved 1
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3.4
discovery
process by which each party obtains information held by another party or non-party concerning a matter

Note 1 to entry: Discovery is applicable more broadly than to parties in adversarial disputes.

Note 2 to entry: Discovery is also the disclosure of hardcopy documents, Electronically Stored Information (3.9)
and tangible objects by an adverse party.

Note 3 to entry: In some jurisdictions, the term disclosure is used interchangeably with discovery.

3.5
disposition
range of processes associated with implementing records retention, destruction or transfer, deeisionfs
which are documented in disposition authorities (3.6) or other instruments

[SOURCE: ISO 15489-1:2016, 3.8]

3.6
electronic archive
long-term repository of Electronically Stored Information (3.9)

Note 1 toentry: Electronic archives can be online, and therefore accessible, or eff-line and not easily accessible.

Note 2 tolentry: Backup systems (e.g. tape, virtual tape, etc.) are not intendéd to be electronic archives, but rathg
data profection systems (i.e. recovery mechanisms for disaster recoveryand business continuity).

—

3.7
electronic discovery
discover) (3.4) that includes the identification, preservation, collection, processing, review, analysis, g
productjon of Electronically Stored Information (3.9)

—

Note 1 t¢ entry: Although electronic discovery is often considered a legal process, its use is not limited to the
legal donpain.

3.8
Electronically Stored Information
ESI
data or |nformation of any kind apdifrom any source, whose temporal existence is evidenced by being
stored if or on any electronic medium

Note 1 tp entry: ESI includes traditional e-mail, memos, letters, spreadsheets, databases, office documents,
presentafions and other electronic formats commonly found on a computer. ESI also includes system, application
and file-3ssociated metadata’(3.19) such as timestamps, revision history, file type, etc.

Note 2 tp entry: Electronic medium can take the form of, but is not limited to, storage devices and storage
elements.

[SOURCE: ISO/IEC 27040:2015, 3.16]

3.9
ESI analysis

element of an electronic discovery (3.8) process focused on evaluating Electronically Stored Information
(3.9) for content and context to identify facts, relationships, key patterns, and other features that can
lead to improved understanding of an ESI (3.9) corpus

Note 1 to entry: Content and context can include key patterns, topics, people and discussions.

3.10

ESI collection

element of an electronic discovery (3.8) process focused on gathering Electronically Stored Information
(3.9) and other related material

2 © ISO/IEC 2019 - All rights reserved
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3.11

ESI identification

element of an electronic discovery (3.8) process focused on locating potential sources and the criteria
for selecting potentially relevant Electronically Stored Information (3.9)

3.12

ESI preservation

element of an electronic discovery (3.8) process focused on maintaining Electronically Stored Information
(3.9) in its original or existing state

ote 1 to entry: In some matters or jurisdictions, there can be requirements to prevent spoliatien [(3.21) of
lectronically Stored Information (3.9).

N =

3.13

BSI processing

element of an electronic discovery (3.8) process focused on extracting Electronically Stored Infarmation
(B.9) and converting it, if necessary, to forms more suitable for ESI review (3.16)\and ESI analysis (3.10)
3
H
e
S

14

SI production
lement of an electronic discovery (3.8) process focused on deliveringlop making available Electonically
tored Information (3.9)

Note 1 to entry: ESI production can also include getting Electronically Stored Information (3.9) in appropriate
fprms and using appropriate delivery mechanisms.

Note 2 to entry: ESI production can be to any person or organization.

3.15

HSIreview

element of an electronic discovery (3.8) processfocused on screening Electronically Stored Infarmation
(B.9) based on specific criteria

N

C

ote 1 to entry: In some matters or jurisdictions, Electronically Stored Information that is considered privileged
An be excluded from production.

3.16

ipvestigation

systematic or formal process of inquiring into or researching, and examining facts or materials
associated with a matter

Note 1 to entry: Materials can take the form of hardcopy documents or Electronically Stored Information (3.9).
3.17

legal hold

drocess of suspending the normal disposition (3.5) or processing of records and Electronically Stored
Ihformdtion (3.9) as a result of current or anticipated litigation, audit, government investigation or
dthef; suich matters

—

ote—ttoentry Theissued commurmication thatimptements the tegat—hold—camratsobetatted—a “hold,”
“preservation order,” “preservation notice,” “suspension order,” “freeze notice,” “hold order,” or “hold notice.”

» o«

3.18
metadata
data that defines and describes other data

[SOURCE: ISO/IEC 11179-1:2015, 3.2.16]

3.19

provenance

information that documents the origin or source of Electronically Stored Information (3.9), any changes
that have taken place since it was originated, and who has had custody of it since it was originated

© ISO/IEC 2019 - All rights reserved 3
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3.20
sanitize
render access to target data on storage media infeasible for a given level of effort

Note 1 to entry: Clear, purge, and destruct are actions that can be taken to sanitize storage media.
[SOURCE: ISO/IEC 27040:2015, 3.38]

3.21
storage
device, flinction, Or Service supporting data entry and retrieval

[SOURCE: ISO/IEC 27040:2015, 3.43]

3.22

spoliatipn

act of making or allowing a change to or destruction of Electronically Stored Information (3.9) wher
there is p requirement to keep it intact

D

Note 1 td entry: Spoliation can take the form of ESI destruction, corruption, or alteration of the ESI or associated
metadatd (3.19) as well as rendering ESI unavailable (e.g. due to encryption with nosaceess to the decryption key,
loss of mgdia, under the control of a third party, etc.).

3.23
store
record data on volatile storage or non-volatile storage

Note 1 t¢ entry: Non-volatile storage refers to storage that retains its contents even after power is removed,
while volatile storage refers to storage that fails to retain its contents after power is removed.

[SOURCE: ISO/IEC 27040:2015, 3.50, modified — Note 1 to entry has been added.]

4 Symbols and abbreviated terms

CD compact disc

DVD digital versatile disc

EDMS electronic document management system
ERMS electronic records management system

ICT informatiofi and communications technology
NAS network/attached storage

OCR optical character recognition

PII personally identifiable information

RAM random access memory

5 Overall structure and overview of the ISO/IEC 27050 series

The ISO/IEC 27050 series is organized to address various stakeholders' needs with regards to electronic
discovery. The initial structure of the ISO/IEC 27050 series is as follows:

— This document addresses general ESI and electronic discovery terminology and concepts as well as
describing the electronic discovery process elements. It is intended to serve a broad audience and

4 © ISO/IEC 2019 - All rights reserved
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to be a foundational source of information on electronic discovery. It does not include any guidance

or requirements.

— ISO/IEC 27050-2 focuses on the governance and management aspects of electronic discovery
that are relevant to the governing body or senior management of an organization. The provided

guidance can help an organization align its electronic discovery process with the six prin
good governance described in ISO/IEC 38500.

ciples of

— ISO/IEC 27050-3 provides requirements and guidance for personnel involved in some or all of the
electronicdiscoveryactivities. Supplemental materialsare included to help practitioners understand

the objectives of each electronic discovery process element and the associated consid
which can help these individuals determine the relevance of each process element and\to
avoid failures that can increase risks and expenses.

NOTE Additional parts can be added to the ISO/IEC 27050 series as necessary.

6 Overview of electronic discovery

o

.1 Background

lectronic discovery is increasingly important, both within organizations and in the legal
f some jurisdictions. This trend is expected to continue as more and more electronic recc

hking on a physical form (e.g. a printed document). The emergence of ESI as the preferred repres
f information is introducing new challenges associated with locating the ESI, handling

uantities of data, preservation and retention of ESIauithenticity, data integrity, data confidg
ata or media sanitization, etc. While electronic discovery needs and responses vary by matte
b appropriately handle the electronic discovery‘process in view of the context of a particula
an result in rework, unnecessary costs, possible sanctions, and legal liabilities.

Q o o .0 O o — O Mt

et

50/1EC 27050 (all parts) addresses these-challenges by:
-+ promoting a common approach, understanding, and language for electronic discovery;

-+ encouraging practical and cost-effective discovery by those tasked with managing ESI thr
process;

-+ identifying competeficy areas for those involved in electronic discovery;

-+ promoting consideration of the proactive use of technology, in reducing costs and risK
increasing effigiencies throughout the discovery process; and

—+ suggesting-ways of avoiding inadvertent disclosures of potentially privileged, confide]
sensitiveé ESI.

—

he ovierriding goal is to help organizations plan for and meet their electronic discovery object]
bligations, if any, commensurate with the needs of each particular matter.

o

brations,
assist in

systems
rds and

hformation (or ESI) are created, modified, manipulated, used, and ultimately destroyed withjout ever

entation
massive
entiality,
I, failure
I matter

bugh the

s, while

ntial, or

ives and

6.2 Basic concepts

It is useful to consider in advance the following electronic discovery issues. The significance

of these

issues and the need to address them vary by matter and need to be calibrated to the needs of the matter:

— scope of electronic discovery;
— governance and management of electronic discovery;
— establishing responsibilities for each aspect of an electronic discovery project;

— identification of systems holding potentially relevant ESI;

© ISO/IEC 2019 - All rights reserved
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— identification of potentially relevant ESI;

— developing appropriate documentation throughout the electronic discovery process;

— anti

cipated costs and their proposed allocation;

— preservation of ESI, including the legal hold process;

— disclosure of information on the ESI storage methods, hardware, and software;

— coll

r‘finn/qr‘qnicifinn of ESI;

— pro

— review and analysis of ESI;

— pro

Those e
be signi

— coll

— voly

— nunjber of sources: the number of custodians, enterprise systems, and external systems anfd

app
the

—  hun
effe
for
com
and

— Casg
casqg

The tim
ESI inve
investig
the man|
discover
in electl
electron

6.3 Ol

Objectiv

ressing of ESI;

luction of ESI including the form of production.

1gaging in electronic discovery have many influencing factors specific to the|context. Cost cap
icant among these. The primary cost drivers include:

bction: finding and retrieving the potentially relevant ESI;

me: the raw quantity of ESI to be collected, processed, or reviewed;

icationsunder the control of the entity involved in the collection of ESI can increase exponentiallly
hmount of time and effort involved;

an competencies: the need for qualified people wwho can perform the functions needed fd
Ctive data retrieval, handling, searching, and finial review for relevance, privilege, and reviey
lassification (e.g. relevance, privilege, trade secret, confidentiality or special treatment); thes
petencies can include information technology, computer technology, statistics, search sciences,
law;

o < =

complexity: simple cases can require a limited scope and review process, but more comple
s can involve elaborate document review strategies and processes.

>

e it takes to find and retriewe ‘ESI, the volume of ESI, the number of sources subject to ap
stigation and, ultimately( the acceptance of that ESI as reliable in a legal proceeding or EI
htion, are intimately tied to the practices and policies an organization has putin place to addregs
agement of ESI throughout its life cycle in the organization. Organizations that build electronic
y readiness intg their comprehensive information governance structures prior to engaging
ronic discovery~arve likely to more efficiently and cost-effectively meet the requirements af
ic discovery<ISO/IEC 27050-2 provide specific guidance for doing so.

pjectives-of electronic discovery

the foll

es-of‘electronic discovery vary by matter. As adjusted for each matter, the objectives can includie

AL

ATy

— comply with confidentiality, data privacy, and other restrictions on data access, use, handling, or
transfer imposed by applicable laws, regulations, rules, and expectations;

— identify potentially relevant sources of ESI;

— properly preserve and retain potentially relevant ESI;

— process relevant ESI into a format that facilitates its efficient searching or review;

— min

— min

imize the potential of failing to designate as responsive ESI that is responsive;

imize the potential of designating as responsive ESI that is not responsive;

© ISO/IEC 2019 - All rights reserved
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— minimize the potential of failing to designate for withholding or special treatment responsive ESI

that qualifies for withholding or special treatment;

— minimize the potential of designating for withholding or special treatment responsive ESI that does

not qualify for withholding or special treatment;
— produce responsive ESI in a form that is useable by the requesting party;

— consider the proportionality of the response in the context of the matter and the costs;

als 4+ la. ] 2 pa i pa | ral pa | o il 1 P N 2 £
ULIIIZLT LCbllllUlUSy IITUTUCTT LU TCTUULT TISRAS AdlIlIU CUSLS LT Uusuuut LIIT lJl UJCLL.
6.4 Electronic discovery foundation

4.4.1 General

Q

an be adversarial parties. Electronic discovery can be key to resolving acoriflict or matter,
Fhen it is conducted on a foundation that facilitates a measure of trust,

<

vl

or electronic discovery, this foundation includes adequately raddressing competency,

Q

requirements of electronic discovery with the requirements of adther processes, values or pringd

(@

4.2 Competency

iven the complexities associated with electronic*discovery, it is important that the ind

otentially need to be able to demonstrate that,they are properly trained and have sufficient 4
r legal understanding to handle ESI appropgiately and to execute the electronic discovery pr
ehalf of a party.

oo O 0O

(@

4.3 Candour

he parties conducting electronie’ discovery are expected to adhere to the applicable stan
rofessionalism and ethical _conduct. In some jurisdictions, this means the parties have an ol
b correct and supplementthe record (e.g. additional disclosures or to amend prior respo
ddition, purposeful sluggishness in executing the electronic discovery process needs to be av
adll parties involved.

QO ot

(@1

4.4 Cooperation

ooperationyon issues relating to the preservation, collection, search, review, and productig
an be expected in courts of some jurisdictions and, in such courts, cooperation typically
ompremise representation of a client. In addition, in the context of litigation, cooperation in re3

lectronic discovery often involves parties with conflicting interests and, in aworst-case scenalrio, they

but only

randour,

ooperation, completeness, and proportionality issues that can\require the reconciliatiop of the

iples.

ividuals

ngaging in the electronic discovery process have'the relevant technical or legal competencies. They

echnical
hcess on

Hards of
pligation
hses). In
bided by

n of ESI
loes not
isonably

"!’_‘ﬁ(')ﬁ

mltlng ESI discovery requests on the one hand, and in reasonably responding to ESI d
X i d

earliest stages of discovery can be useful as approprlate

6.4.5 Completeness

The objective of a producing party is to retrieve and produce a set of (non-privileged)

Iscovery

ion at the

ESI that

represents, under the specific circumstances of the matter, a complete and accurate production.

6.4.6 Proportionality

With the explosive growth of ESI, there are increased concerns over how to best address the costs
and burdens associated with the discovery process. One approach to address this problem is to take
steps to help ensure that the benefits of discovery be commensurate with the corresponding burdens.

© ISO/IEC 2019 - All rights reserved
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The burdens of electronic discovery can be varied including, but not limited to, disruption of business
operations, financial cost, or intrusions on individual privacy.

6.5 Governance and electronic discovery

6.5.1 General

ISO/IEC 38500 sets out six principles for good governance of ICT that are associated with responsibility,
strategy, acquisition, performance, conformance, and human behaviour. Each principle is expressed
as a prdferred behaviour to guide decision making (i.e. each principle refers to what is expected.t
happen,|but does not prescribe how, when or by whom the principles would be implemented, as.thes
aspects|are dependent on the nature of the organization implementing the principles). Governi
bodies are encouraged to require that these principles are applied, and as a result, they can be assisted
in managing risks and encouraging the exploitation of opportunities arising from the use 6fJCT.

confornjance with obligations (regulatory, legislation, common law, contractual)’ concerning t

AccordrirIg to ISO/IEC 38500, good governance of ICT also assists governing bodies in assuritﬁE
acceptalple use of ICT.

The genpral topic of governance, as it relates to electronic discovery, is addfessed in ISO/IEC 27050-2
but 6.5 highlights some of the more important elements to help draw attention to the issues.

-

6.5.2 isk and environmental factors

=)

Electrornjic discovery has the potential of exposing an organization or its governing bodies to causes ¢
failure that can have detrimental effects. Governance can help avoid negative consequences that ca
take the|form of:

-

— bredches of privacy, health and safety, record keeping legislation and regulations;
— non}fcompliance with standards relating to security, social responsibility; and

— matfers relating to intellectual property-tights including licensing agreements.

t

Avoiding negative consequences associated with these failures requires awareness and mitigations thg
cover the electronic discovery process as well as things such as inadequate ICT systems and imprope
or inappropriate use of ICT.

—

6.5.3 [ompliance and review

Many orjganizations arefaced with compliance issues that originate from statutory, regulatory, leg
or othei requirements. These requirements can be the reason that an organization undertakes a
electrorlic discoveryactivity, but more likely, they have an impact on how the electronic discover
process|is carrigd out. For example, there can be restrictions on who can see the ESI, how the ESI is
transmifted or'stored, and specific retention or destruction issues. It is important to ensure that t
electronfic discovery process takes into account the relevant compliance requirements.

6.5.4 Privacy and data protection

Besides regulatory restrictions and compliance issues as mentioned in 6.5.3, it is important to be aware
of some privacy limitations on the use of custodian data (see also ISO/IEC 29100). In particular, there
can be some restrictions on personally identifiable information (PII) at custodian data sources that
need to be considered as part of ESI management.

When electronic discovery involves PII in some jurisdictions, there can be severe restrictions on what
can be done with it (e.g. it cannot be transported across borders). Even without such restrictions,
additional data protection measures are often necessary to protect confidentiality and guard against
data breaches.

8 © ISO/IEC 2019 - All rights reserved
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6.6 ICT readiness for electronic discovery

6.6.1 General

Throughout the electronic discovery process, the parties involved in a matter are gathering, handling,
and manipulating ESI. Often, this ESI has been extracted from a computing or storage environment
that is specifically designed to protect it. Similar protections can be needed for the ESI that has been
removed or copied from these environments.

.6.2 Long-term retention of ESI

lectronic discovery is commonly employed early in litigation, audit, government investigation or
ther such matters. While the matter proceeds, the parties need to retain the assogiatéd ES] in such
way that it continues to be available and its integrity is maintained. Adequate disaster recoyery and
usiness continuity measures along with common data protection mechanisms.(€.g. backupd) can be
mportant elements of a retention program for ESI.

oo O M

Y—

[ is important to consider the timeframes involved when making decisiens/about long-term rtention
df ESI. There are significant differences between the approaches for retaining ESI for a feyv weeks
dr months versus retaining ESI for decades (e.g. complex civil litigation that goes through multiple
appeals) in electronic archives.

An additional consideration is whether data protection and privacy requirements affect how long
gersonal data may be retained and if the matter requires nofmal data retention periods to be sugpended.
This can vary significantly between jurisdictions.

4.6.3 Maintaining ESI confidentiality

wul

SI often contains proprietary, privileged, and sensitive information that needs to be handled and
tored in a way that protects the confidentiality of the information. Failure to adequately] control
ensitive ESI can result in serious repercussions if there is a data breach.

wn_Wn

=

epending on the sensitivity of the-ESI, security measures such as data in motion and datj at rest
ncryption along with the corresponding key management are likely to be needed.

[0)

4.6.4 Destruction of ESI

-l

Vhen ESI is no longer needed, it is important to eliminate it in a way that avoids data breaches. This
ypically means that-the logical storage or the storage media used to retain the ESI has to be properly
anitized (e.g. cleared'using overwrite techniques or cryptographic erase).

w0t

o

.7 Planning and budgeting an electronic discovery project

he varied“drivers behind an electronic discovery project make it difficult to plan such a projgct many
honthsin advance. As such, they are typically managed on an individual basis, which can increase costs
ighificantly. Regardless of the urgency of the request, as with any project, time invested in planning at

. L . . . . : many of
the steps in a typical electronic discovery project are disproportionately expensive to repeat at a later
stage. For example, if the production structure and format are not agreed on in advance of the review,
and families of ESI or hardcopy documents are not marked consistently, then it can cause the review to
have to be partially repeated.

ct n =

. 1

Animportant early step is to establish an electronic discovery project team that, at a minimum, includes
a project sponsor and manager from the business/organization, a project manager from the legal or
investigative team, and a project manager from the ICT perspective. This triangle of communication
between the business/organization, the legal/investigators, and the ICT team is vital to a successful
project.
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Also, an
possible

early step is the establishment of an electronic discovery project plan, with as much detail as
. As with any project plan, the electronic discovery plan needs to contain the project milestones

(e.g. identification, preservation/collection, processing, review, analysis, production, and possibly
presentation), the individual steps required at each stage, and the individual assignments at each step.

Given the costs involved in a typical electronic discovery project, preparing and monitoring a detailed
budget from the outset are an important consideration. This budget needs to take into account the

diverse

disciplines on the electronic discovery team and the fact that they can consist of internal

and external counsel, as well as internal and external ICT or electronic discovery consultants. It is

importa

t to include a hndgpf for each electronic discavery process element of the plan_and in som

cases, ed
proport

NOTE
may not
for consi
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ich step of each process element, so that it is possible to determine if the proposed approachi
onate to the matter at hand.

[72)

o

While the description in 6.5 is more oriented towards large enterprises involved in large matters an|
be fully applicable to smaller organizations or smaller matters, the points being made aré still relevar
leration.

ot

ctronically Stored Information (ESI)

ickground

w an integral part of both business and individual environnients. Consequently, it forms ap
hgly important source of relevant materials in modern disputes or matters.

prthy of consideration at the earliest stages in a matter. It can be extremely fragile and so

be easily lost or modified, even by opening a documient. Consideration of the identificatigK
ition, and possibly the collection process elementsiin the early days after becoming aware of
an enable important decisions and possibly significant time and cost savings in the longer ternj.

<)

g ESl increasingly impacts businesses and.individuals; the volume, size, complexity, and range
hn often be overwhelming, and the ESL itself can contain confidential, privileged or private
Fion that needs to be considered. ESI management is often not a priority until the true value anfd
cating ESI become apparent as part of a matter. Organizations and individuals frequently:

s their ESI retention efforts on retention for purely business operational purposes rather than
bidering the wider context;

e minimal consideration of their compliance obligations in respect of electronic records;
e a limited understanding of the evidential value of good business records; and

not have a gdod understanding of the costs and risks associated with poor informatio
agement practices.

=}

manageinent can add challenges when it comes to identifying and retrieving ESI in response tp
bry oioregulatory request because:

— the

content is subject to data privacy and similar restrictions to access, and restrictions relating i

ownership and control;

— itis

more voluminous than expected because it has been stored beyond its required lifespan;

— there is often little knowledge within the organization as to where potentially relevant ESI can
be found;

— the volume and complexity are overwhelming even for ICT professionals;

— turnover of staff and organizational changes (e.g. mergers, acquisitions, and divestitures) result in

rete

ntion of ESI and also the loss of organizational knowledge and context;

— the ICT environment and systems can be poorly documented; and

10
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— ESI can be located in external applications and ICT infrastructure (e.g. social media, cloud
computing, etc.).

Depending on the circumstances, these factors can lead to increased costs to locate and handle data that
can be relevant to the matter in hand. This can introduce delays and increase the cost of the discovery
process, and lead to overlooking potentially relevant ESI.

7.2 Common types of ESI

2.1 General

ategorizing ESI sources as readily accessible (or “active”) or not-readily accessible\ for jnactive,

sidual, or legacy), with a justification for each categorization, is an important activity in the early
stages of electronic discovery. In conjunction with budget preparation, this categorization canassist in
etermining the proportionality of preserving and collecting such sources.

.2.2 Active data

his type of ESI is “actively” in use and resides on employees’ computer hard drives or othei| storage
evices and in the organization's servers, drives and databases. Active' data generally can be accessed
a file manager or in the application in which it was created. Userscan access it immediately|without
storation or reconstruction. With the increasing popularity 6f cloud computing and Internpt-based
mputing services, it can also reside on the storage devices{of outside service providers. Mdst cases
nd investigations call primarily for the preservation and/preduction of active files.

Active files can be relatively easy to access and collectat least compared to other types of ESI. They can
dlso be easily deleted or altered, thus preservation peeds to be considered at the earliest possible time.

7.2.3 Inactive data

This type of ESI is related to closed, completed, or concluded activities, including ESI an organization
maintains for long-term storage and record keeping purposes, but which is not immediately a¢cessible
tp the user of a computer system..t'can include many of the same sources of data described above in
relation to active data.

Archived data are often stored'in a compressed format and can be maintained on system drives or off-
line devices, including sterage tapes or disks and optical media. Some systems allow users to|retrieve
drchival data directly,while other systems require the assistance of an ICT professional. Challenges in
dreservation and colleetion include identifying relevant inactive and archived data, locating where and
ow it is stored, and\.restoring it from a compressed format.

Iy
Another forn{ e6f‘inactive data is the ESI stored within data protection systems (e.g. backupg). These
ihactive datacan be a source of problems because they tend to be short term (e.g. the backup media
dre rotated’on a regular basis), there may not be any mechanism to determine what is on the media,
and stored data can only contain fragments (e.g. only the changes from the last backup). To complicate
atters, ICT personnel can make extra backups that fall outside of normal operations (e.g. rotation,
documentation—ete)anditcanbe-extremely difficult to-identifythese potential sourcesof ESI. This
type of data has all the same challenges as archived data with the additional element of short retention
periods, which requires quick action to suspend the automatic destruction of this ESI in the event that
preservation is necessary.

Subclause 7.3.3 provides additional information on backups and archives.

7.2.4 Residual data

This type of ESI is hidden and cannot be viewed in applications (such as system files) or has been
erased, fragmented, or damaged. Collecting this type of ESI usually requires an exact, bit-by-bit copy of
the entire physical storage media (e.g. hard drive, CD, DVD, tape), including all active and residual data
and unallocated or slack space on the media.
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Imaging and then extracting the residual data can require a digital evidence specialist (see
ISO/IEC 27037) to operate special tools and can be time consuming and expensive. In some cases,
however, companies can choose to image the hard drives of particularly important key custodians to
ensure that all their data are preserved, including files that the custodian can have unintentionally, or
intentionally, deleted or partially overwritten.

7.2.5 Legacy data

This type of ESI is created by software or hardware that is outmoded or has become obsolete (legacy
systemsj—Ategacy-systemecanbeone-thatthecompany sttt usesbut-that-the hardware-or-software
vendor 1o longer supports. Alternatively, it can be a system that the company has decommissioned‘byt

retains in case its information is needed in the future.

The relgvance of legacy data can be difficult to determine without restoration or reconstruction, and
it can b¢ costly to do so. If preserving the legacy data is needed, the company can need-to retain thie
legacy hardware and software if there is no other way to view or use the data.

7.3 Common sources of ESI

7.3.1 [General

Potentidlly relevant ESI in litigation and investigations can be found in@wide range of sources. To hel
identify|these sources, it is important to consider systems and reseurces under the direct control an
access of custodians as well as those that are not under the contrgl'ef custodians.

jo"ge)

7.3.2 [Custodian data sources

Custodign ESI sources are those sources of ESI over whi¢h an individual custodian has direct custodly
or contrpl. These include, but are not limited to, the following sources:

— computers: potentially relevant ESI can be presenton custodians' desktops, laptops or home computer|s
as well as on removable storage media, such'as thumb drives, external hard drives, DVDs or CDs;

— moljile devices: potentially relevant ESI can be present on custodians’ personal devices such as
moljile phones, smart phones, tablets, Global Positioning Systems (GPS), etc.

From arn enterprise perspective, databases and applications, network storage, backups, and electronic
archiveq, as listed in 7.3.3, can also be considered custodian sources.

7.3.3 Non-custodian data sources
Non-cusftodian ESI seu¥rCes are either internal to the organization or external to it.

Internal| sourcesare those to which one or more custodians have access, but over which anothdr
custodign, sueh as an ICT administrator, has control. Non-custodian data sources internal to thie
organiztiominclude, but are not limited to, the following sources:

— databases and applications: ESI related to dynamic databases can be relevant in some cases, and
depending on the issues, a matter can involve an organization's electronic document management
systems (EDMS), electronic records management systems (ERMS), or collaborative tools;

— network storage: ESI can be stored in various places on an organization's internal network (e.g.
shared drives, network disk drives, and servers) as well as specialized storage technology such as
Network Attached Storage (NAS) and Storage Area Networks (SAN);

— backups: ESI copied or backed up from information systems onto data protection systems such as
tape or other media;
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— electronic archives: ESI contained in electronic or digital archives (data repository) is typically
official businessrecords, documents retained for compliance purposes,legacy documents (historical
value), etc.

Non-custodian data sources that are external to the organization include, but are not limited to, the
following sources:

— cloud storage: cloud computing solutions are often used for many applications as well as for disaster
recovery and business continuity purposes;

—— social media: social media contains ESI that 1s shared among groups of people mostly.1pr social
purposes, but increasingly it has been used for business purposes, which can result in chfallenges
because it tends to reside outside of an organizations immediate control.

~1

.3.4 Potentially excluded sources of ESI
Notall sources of ESI need to be preserved; the following sources of ESI are poténtially not discqverable:
—+ deleted, slack, or unallocated data on hard drives;

-+ random access memory (RAM) or other ephemeral data;
—+ datain metadata fields that are frequently updated automatically, such as last-opened datgs;
NOTE Careful consideration and consultation need to be‘given as to which metadata fields pre to be
preserved, as it can be difficult, and frequently impossible toreverse once changed. For example, metadata
information such as when a document was first created er last modified can be crucial in filtering| ESI later
in the process, so it needs to be maintained.

-+ backup data that are substantially duplicativé.of data that are more accessible elsewhere;

-+ test data for temporary use;

—+ other forms of ESI whose preservation requires extraordinary affirmative measures that are not
utilized in the ordinary course of-business.

If can be beneficial to attempt to_reach an agreement with litigation opponents or investigators that
sjuch ESI does not need to be preserved.

1.4 ESI representations

7.4.1 General

he ESI assoCiated with a particular matter can include word processing files, spreadsheetf, email,
atabases,~drawings, photographs, data from proprietary applications, website data, voice mail, and
huch more/ The collection and production formats for ESI files can be classified as native, neajr-native,
mage'\(near-paper) and paper.

eviliies B @V |

42— Native fornmats

Files in the format they were created and maintained are known as native files. Native format is often
recommended for files that were not created for printing, such as spreadsheets and small databases.
For some file types, the native format can be the only way to adequately produce the ESI.

Production in native format does not require the producing party to incur the cost of converting the
data to a different format; however, the receiving party can need the native application or the producing
party's proprietary software to open files.

In the event that a party chooses to convert ESI into a different format, steps to ensure that elements
of that ESI, such as metadata, are not unintentionally lost or obscured in the process can be necessary.
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7.4.3 Near-native formats

Some files (e.g. email and databases) cannot be reviewed without some form of conversion. For example,
most email files have to be extracted and converted into individual files, and as a result, the original
format is altered and they are no longer in native format.

Large databases and data compilations are commonly produced in near-native format. Databases can
comprise massive amounts of completely undifferentiated tables of data. Enterprise business systems
can contain hundreds of tables and thousands of fields of data. The systems can require various
database platforms and proprietary software. For these reasons, large databases and data compilations
are gengrally not produced in native format. These databases often need to be analysed by appropriate
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7.4.4 [mage (near-paper) formats
ESI can|also be produced in an image, or near-paper, format. Rendering an.image is the process qf
converting ESI or scanning paper into a non-editable digital file. During_this process, a “picture” is

electrorlic discovery and image rendering tools are necessary to minfmize these issues.

7.4.5 ardcopy

It

Rather than dealing with ESI in its electronic form, it cany€ reasonable and practical to record the ES
onto sorpe form of hardcopy (e.g. paper printout, photograph, etc.), and then this hardcopy is what i
used thijoughout the matter. As with converting ESI¢0*image formats (see 7.4.4), recording ESI to somfe
form of hardcopy can result in missed or altered data. Consequently, expertise in electronic discover
and image rendering tools can be necessary t6 minimize these issues during the printing or imag
rendering process.

[72)

[

7.5 Non-ESI as part of discovery

While most business information(is)stored in electronic format, a discovery project can involve at leagt
small el¢ments of traditional hardcopy or paper documents (this is different from printed ESI describefd
in 7.4.5)| If a determination-is.made to collect the hardcopy, the more focused the collection is to the
matter gt hand, the less work'is potentially needed to refine the document set to the relevant subset.

With a fpcused set of hardcopy documents, one choice is to have them scanned into electronic format})
and ther) included.ifthe review process alongside the electronic documents. Consideration may be give
to whether they have associated family members. Such documents need to be reviewed, marked, and
possibly|redacted, before being produced. This can make it more efficient to use the same technologis
and pro¢esses'to manage hardcopy documents that are used for ESI.

=

[72)

1) This process can involve the use of Optical Character Recognition (OCR) technologies to produce searchable
results as well as coding by a human reviewer to capture pertinent metadata.

14 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=3316e41f379a62fe9314e9420027b958

ISO/IEC 27050-1:2019(E)

8 Electronic discovery process

8.1 Overview

Electronic discovery is a form of traditional discovery that typically involves identifying, preserving,
collecting, processing, reviewing, analysing, or producing Electronically Stored Information (ESI) that
is potentially relevant to a particular matter. Potentially relevant ESI is typically:

— identified through aniterative process of research and interviews with employees and ICT personnel;

-+ preserved by taking steps to notify appropriate individuals to refrain from deleting or déstroying it
or revoking systems that do so automatically;

-+ collected froman original source, using one or more of several extraction or collection methojdologies
that preserve data integrity;

-1 processed using one or more technological tools, indexed to render the text\searchable;

—+ reviewed for relevance, in one or more ways, by legal or subject mattet,experts assisted by & variety
of tools and individuals with the expertise to use them effectively;

-+ analysed in order to assist in meeting objectives of the matter;and

-+ produced to the requesting party or parties, in a manner that is reasonably usable or i a form
agreed on by the parties.

Vithin this document, generic actions such as “identifying” are differentiated from the|specific
lectronic discovery process elements by precedingthe names with “ESI” (e.g. ESI identification).
igure 1 shows all of the electronic discovery process elements.

I o <
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Figure 1 — Electronic'discovery process elements

Figure ] also shows the interrelationship among the electronic discovery process elements. T

positionfing of ESI analysis as an_outer ring is meant to show that analysis can optionally occur i
conjunction with each of the other electronic discovery process elements. For example, a possib
scenariq is one in which ES] identification can require ESI analysis to be performed and then t

process|returns to ESI identification for additional activity. The process flow can move from o

process element, other thanESI analysis, to another and then back to an earlier process element. Lastly,
electrorfic discovery is©ftén an orderly and iterative process undertaken with some or all of the proceg
elementf, and this isalso shown in Figure 1 with the circular arrows.

[%2)

This dogument issintended to serve the interests of multiple stakeholders, large versus small entitie$,
legal verjsus non-legal, etc. While a robust electronic discovery process is described, there is no intention
to impope~-unneeded processes. Large enterprises with complex electronic discovery issues can usge

most or ell=of the process elements described hprnin’ butitcanbe imprar‘fir‘a] for small nrgnni7afinnc

small matters. A matter may use a subset of the process elements.

=

Assume a small number of email messages are core to a matter. The activity starts with ESlidentification,
which then leverages ESI analysis to determine whether additional sources can exist. On finding there
are none, the email in question is collected (skipping preservation). ESI analysis is then performed to
determine whether the ESI collection was adequate as well as to make a reasoned decision to skip the
ESI processing and ESI review elements. The email messages relevant to the matter are then produced
in native format as part of the ESI production process element.

In some jurisdictions, courts, legislatures, or government regulators have developed rules concerning
how organizations identify ESI, particularly for purposes of civil and criminal proceedings,
investigations, and audits. In such jurisdictions, organizations can have a duty to take reasonable
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