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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Abstract

OpenID Connect 1.0 is a simple identity layer on top of the OAuth 2.0
protocol. It enables Clients to verify the identity of the End-User based
on the authentication performed by an Authorization Server, as well as
to obtain basic profile information about the End-User in an
interoperable and REST-like manner.

This$ specification defines the core OpenID Connect functionality:
authentication built on top of OAuth 2.0 and the use of Claims to
conmmunicate information about the End-User. It also describes the
secprity and privacy considerations for using OpenID Connect.
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Information technology — OpenID Connect — OpenlID
Connect Core 1.0 incorporating errata set 2

1. Introduction TOC
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[RFC6749] protocol. It enables Clients to verify the identity of the-End-
User based on the authentication performed by an Authorization)Server,
as well as to obtain basic profile information about the End-User in at
interoperable and REST-like manner.

—

The OpenID Connect Core 1.0 specification defines the (core OpenID
Connect functionality: authentication built on top of OAuth 2.0 and the
use of Claims to communicate information about the’End-User. It als
describes the security and privacy considerations for using OpenID
Connect.

|

As background, the OAuth 2.0 Authorizatien Framework [RFC6749] gnd
OAuth 2.0 Bearer Token Usage [RFC6750] specifications provide a
general framework for third-party applications to obtain and use limited
access to HTTP resources. They define mechanisms to obtain and use
Access Tokens to access resources but do not define standard methogds
to provide identity information:*Notably, without profiling OAuth 2.0, |it
is incapable of providing information about the authentication of an
End-User. Readers are expected to be familiar with these specificatiops.

OpenID Connect implements authentication as an extension to the
OAuth 2.0 authorization process. Use of this extension is requested hy
Clients by including the openid scope value in the Authorization
Request. Information about the authentication performed is returned
a JSON WebToken (JWT) [JWT] called an ID Token (see Section 2).
OAuth 2:0/Authentication Servers implementing OpenlID Connect are
also referred to as OpenlID Providers (OPs). OAuth 2.0 Clients using
OpenlD Connect are also referred to as Relying Parties (RPs).

in

This specification assumes that the Relying Party has already obtained

configuration information about the OpenlD Provider, including its
Authorization Endpoint and Token Endpoint locations. This information
is normally obtained via Discovery, as described in OpenID Connect
Discovery 1.0 [OpenID.Discovery], or may be obtained via other
mechanisms.

© ISO/IEC 2024 - All rights reserved
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Likewise, this specification assumes that the Relying Party has already
obtained sufficient credentials and provided information needed to use
the OpenlID Provider. This is normally done via Dynamic Registration, as
described in OpenID Connect Dynamic Client Registration 1.0
[OpenlID.Registration], or may be obtained via other mechanisms.

The previous versions of this specification are:

e OpenID Connect Core 1.0 incorporating errata set 1

[OpenID.Core.Erratal]

e OpenID Connect Core 1.0 (final) [OpenID.Core.Final]
1.1.| Requirements Notation and Conventions TOC
Thg key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL
NOT", "SHOULD", "SHOULD NOT", "RECOMMENBDED", "NOT
RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
intgrpreted as described in RFC 2119 [RFC2119].
In fhe .txt version of this specification, values are quoted to indicate
that they are to be taken literally. Wheén using these values in protocol
mesgsages, the quotes MUST NOT be used as part of the value. In the
HTML version of this specification, values to be taken literally are
indicated by the use of this, fiked-width font.
All pises of JSON Web Signature (JWS) [JWS] and JSON Web Encryption
(JWE) [JWE] data structures in this specification utilize the JWS
Compact Serialization :or the JWE Compact Serialization; the JWS JSON
Serjalization and the JWE JSON Serialization are not used.
1.2.| Terminology TOC

This specification uses the terms "Access Token", "Authorization Code",
"Authorization Endpoint", "Authorization Grant", "Authorization Server",
"Client", "Client Authentication", "Client Identifier", "Client Secret",
"Grant Type", "Protected Resource", "Redirection URI", "Refresh Token",
"Resource Server", "Response Type", and "Token Endpoint" defined by
OAuth 2.0 [RFC6749], the terms "Claim Name", "Claim Value", "JSON
Web Token (JWT)", "JWT Claims Set", and "Nested JWT" defined by
JSON Web Token (JWT) [JWT], the terms "Base64url Encoding"”,

© ISO/IEC 2024 - All rights reserved
2


https://standardsiso.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

"Header Parameter"”, and "JOSE Header" defined by JSON Web
Signature (JWS) [JWS], the term "User Agent" defined by RFC 7230
[RFC7230], and the term "Response Mode" defined by OAuth 2.0
Multiple Response Type Encoding Practices [OAuth.Responses].

This specification also defines the following terms:

Authentication

Process used to achieve sufficient confidence In the binding
between the Entity and the presented Identity.

Authentication Request

OAuth 2.0 Authorization Request wusing cextension
parameters and scopes defined by OpenID(Connect to
request that the End-User be authenticated by the
Authorization Server, which is an OpenID_Connect Provider,
to the Client, which is an OpenID Connget-Relying Party.

Authentication Context

Information that the Relying -Rarty can require before it
makes an entitlement decision with respect to an
authentication response..Such context can include, but is
not limited to, the actual authentication method used or
level of assurance suckras ISO/IEC 29115 [ISO29115] entity
authentication assurance level.

Authentication Context Class
Set of authentication methods or procedures that are
considered to be equivalent to each other in a particular
context:

Authentication Context Class Reference
Identifier for an Authentication Context Class.

Authorization Code Flow

OAuth 2.0 flow in which an Authorization Code is returned

frarm tha Aol Fon Endeaint S A Sl ol e npen b e n A
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from the Token Endpoint.
Authorization Request

OAuth 2.0 Authorization Request as defined by [RFC6749].
Claim

Piece of information asserted about an Entity.

© ISO/IEC 2024 - All rights reserved
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Claim Type
Syntax wused for representing a Claim Value. This
specification defines Normal, Aggregated, and Distributed
Claim Types.

Claims Provider

Server that can return Claims about an Entity.

Credential

Data presented as evidence of the right to use an identity or
other resources.

End-User
Human participant.
Entity

Something that has a separate and distinct existence and
that can be identified in a context. An End-User is one
example of an Entity.

Essential Claim

Claim specified by the Client'as being necessary to ensure a
smooth authorization .experience for the specific task
requested by the End=User.

Hybrid Flow

OAuth 2.0 flow in which an Authorization Code is returned
from the Authorization Endpoint, some tokens are returned
from the-Authorization Endpoint, and others are returned
fromcthe Token Endpoint.

ID Token

JSON Web Token (JWT) [JWT] that contains Claims about
the Authentication event. It MAY contain other Claims.

Identifier

Value that uniquely characterizes an Entity in a specific
context.

Identity

Set of attributes related to an Entity.

© ISO/IEC 2024 - All rights reserved
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Implicit Flow
OAuth 2.0 flow in which all tokens are returned from the
Authorization Endpoint and neither the Token Endpoint nor
an Authorization Code are used.

Issuer

Entity that issues a set of Claims.

Issuer Identifier

Verifiable Identifier for an Issuer. An Issuer Identifier is a
case-sensitive URL using the https scheme that contains

scheme, host, and optionally, port number anhd path
components and no query or fragment components.

Message

Request or a response between an OpenlD Relying Party and
an OpenlD Provider.

OpenID Provider (OP)

OAuth 2.0 Authorization@,Server that is capable of
Authenticating the End-User and providing Claims to a
Relying Party about the'Authentication event and the End-
User.

Request Object
JWT that contains a set of request parameters as its Claims.
Request URI

URL that references a resource containing a Request Object.
JFhe Request URI contents MUST be retrievable by the
Authorization Server.

Pairwise Pseudonymous Identifier (PPID)

Identifier that identifies the Entity to a Relying Party that
cannot be correlated with the Entity's PPID at another

Relying Party.
Personally Identifiable Information (PII)

Information that (a) can be used to identify the natural
person to whom such information relates, or (b) is or might
be directly or indirectly linked to a natural person to whom
such information relates.

© ISO/IEC 2024 - All rights reserved
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Relying Party (RP)

OAuth 2.0 Client application requiring End-User
Authentication and Claims from an OpenlD Provider.

Sector Identifier

Host component of a URL used by the Relying Party's
organization that is an input to the computation of pairwise

—SubjectIdentifiers forthat RetyimgParty:
Self-Issued OpenlD Provider

Personal, self-hosted OpenID Provider that issues self-
signed ID Tokens.

Subject Identifier

Locally unique and never reassigned identifigrwithin the
Issuer for the End-User, which is intended to.be consumed
by the Client.

UserInfo Endpoint

Protected Resource that, when presented with an Access
Token by the Client, returns authorized information about
the End-User represented® by the corresponding
Authorization Grant. The UserInfo Endpoint URL MUST use
the https scheme and<MAY contain port, path, and query
parameter components:

Validation

Process intended to establish the soundness or correctness
of a construct.

Verification

Process intended to test or prove the truth or accuracy of a
fact or value.

Voluntary Claim

Claim specified by the Client as being useful but not
Essential for the specific task requested by the End-User.

IMPORTANT NOTE TO READERS: The terminology definitions in this
section are a normative portion of this specification, imposing
requirements upon implementations. All the capitalized words in the
text of this specification, such as "Issuer Identifier", reference these
defined terms. Whenever the reader encounters them, their definitions
found in this section must be followed.

© ISO/IEC 2024 - All rights reserved
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For more background on some of the terminology used, see Internet
Security Glossary, Version 2 [RFC4949], ISO/IEC 29115 Entity

Authentication Assurance [IS029115], and ITU-T X.1252 [X.1252].

=
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The OpenID Connect protocol, in abstract, follows the followingsteps|.

1. The RP (Client) sends a request to the OpenID _Provider

(OP).

2. The OP authenticates the End-User and obtains
authorization.

3. The OP responds with an ID Token“and usually an Access

Token.

4. The RP can send a request with the Access Token to the

UserInfo Endpoint.

5. The UserInfo Endpointreturns Claims about the End-

User.

These steps are illustrated in_the following diagram:

- + - -
I I I

| | - Q- (1) AuthN Request-------- > |

I I I

| SRS + |

I [ I I

| | |  End- |[<--(2) AuthN & AuthzZ-->|

| | | User | |

I RP [ I | OP

| | A + |

I I I

| |[<-=——————- (3) AuthN Response-------- |

| | |

| | === (4) UserInfo Request----- > |

I I I

| |E=m=mm=== (5) UserInfo Response—-—-——--- |

I I I
- + -
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2. ID Token TOC

The primary extension that OpenID Connect makes to OAuth 2.0 to
enable End-Users to be Authenticated is the ID Token data structure.
The ID Token is a security token that contains Claims about the

Autpenticationof-anEnrd-Yser byanAuthorization-Serverwhenusing—a
Clignt, and potentially other requested Claims. The ID Token is
represented as a JSON Web Token (JWT) [JWT].

Thg following Claims are used within the ID Token for all OAuth 2.0
flows used by OpenID Connect:

iss

REQUIRED. Issuer Identifier for the Issuer of the response.
The iss value is a case-sensitive URL using the https
scheme that contains scheme, host, an@ optionally, port
number and path components and ne)query or fragment
components.

sub

REQUIRED. Subject Identifier: A locally unique and never
reassigned identifier within' the Issuer for the End-User,
which is intended to be consumed by the Client, e.g.,
24400320 or

ATtOawmwtWwcTOkS1BayewNvutrJUgsv1egs7A4. It MUST
NOT exceed 255 ‘ASCII [RFC20] characters in length. The
sub value iscaycase-sensitive string.

aud

REQUIRED. Audience(s) that this ID Token is intended for.
IE/MUST contain the OAuth 2.0 client id of the Relying
Party as an audience value. It MAY also contain identifiers
for other audiences. In the general case, the aud value is an
array of case-sensitive strings. In the common special case
when there is one audience, the aud value MAY be a single
case-sensitive string.

exp

REQUIRED. Expiration time on or after which the ID Token
MUST NOT be accepted by the RP when performing
authentication with the OP. The processing of this parameter
requires that the current date/time MUST be before the
expiration date/time listed in the value. Implementers MAY
provide for some small leeway, usually ho more than a few

© ISO/IEC 2024 - All rights reserved
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minutes, to account for clock skew. Its value is a JSON
[REC8259] number representing the number of seconds
from 1970-01-01T00:00:00Z as measured in UTC until the
date/time. See RFC 3339 [RFC3339] for details regarding
date/times in general and UTC in particular. NOTE: The ID
Token expiration time is unrelated the lifetime of the
authenticated session between the RP and the OP.

iat

REQUIRED. Time at which the JWT was issued. Its value is
a JSON number representing the number of seconds from
1970-01-01T00:00:00Z as measured in UTC until\the
date/time.

auth_time

Time when the End-User authentication occurred. Its value
is @ JSON number representing the number of seconds from
1970-01-01T00:00:00Z as measured,: in UTC until the
date/time. When a max age request is made or when
auth time is requested as an<gssential Claim, then this
Claim is REQUIRED; otherwise; its inclusion is OPTIONAL.
(The auth time Claim semantically corresponds to the
OpenID 2.0 PAPE [OpenID.PAPE] auth time response
parameter.)

nonce

String value-used to associate a Client session with an ID
Token, and to mitigate replay attacks. The value is passed
through.unmodified from the Authentication Request to the
ID Token. If present in the ID Token, Clients MUST verify
that ‘the nonce Claim Value is equal to the value of the
norce parameter sent in the Authentication Request. If
present in the Authentication Request, Authorization Servers
MUST include a nonce Claim in the ID Token with the Claim
Value being the nonce value sent in the Authentication
Request. Authorization Servers SHOULD perform no other
processing on nonce values used. The nonce value is a
case-sensitive string.

acr

OPTIONAL. Authentication Context Class Reference. String
specifying an Authentication Context Class Reference value
that identifies the Authentication Context Class that the
authentication performed satisfied. The value "0" indicates
the End-User authentication did not meet the requirements
of ISO/IEC 29115 [ISO29115] level 1. For historic reasons,
the value "0" is used to indicate that there is no confidence
that the same person is actually there. Authentications with
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level 0 SHOULD NOT be used to authorize access to any
resource of any monetary value. (This corresponds to the
OpenID 2.0 PAPE [OpenID.PAPE] nist auth level 0.) An
absolute URI or an RFC 6711 [RFC6711] registered name
SHOULD be used as the acr value; registered names MUST
NOT be used with a different meaning than that which is
registered. Parties using this claim will need to agree upon
the meanings of the values used, which may be context
specific. The acr value is a case-sensitive string.

ID
und
7.4

ID

amr

OPTIONAL. Authentication Methods References. JSON array
of strings that are identifiers for authentication methaods
used in the authentication. For instance, values .might
indicate that both password and OTP authentication
methods were used. The amr value is an array.\of case-
sensitive strings. Values used in the amr ClaimcSHOULD be
from those registered in the IANA Authentication Method
Reference Values registry [IANA.AMRY, established by
[REC8176]; parties using this claim will-need to agree upon
the meanings of any unregistered values used, which may
be context specific.

azp

OPTIONAL. Authorized party - the party to which the ID
Token was issued. If present, it MUST contain the OAuth 2.0
Client ID of this party: The azp value is a case-sensitive
string containing a StringOrURI value. Note that in practice,
the azp Claim_only occurs when extensions beyond the
scope of this specification are used; therefore,
implementatjons not using such extensions are encouraged
to not us€)azp and to ignore it when it does occur.

Tokens MAY. contain other Claims. Any Claims used that are not

erstood MUST be ignored. See Sections 3.1.3.6, 3.3.2.11, 5.1, and
for additional Claims defined by this specification.

Tokens MUST be signed using JWS [JWS] and optionally both signed

HHon ancevntad icina NWA/C TTWICT AanmA NWAV/E TITWAE] kacnackn
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thereby providing authentication, integrity, non-repudiation, and
optionally, confidentiality, per Section 16.14. If the ID Token is
encrypted, it MUST be signed then encrypted, with the result being a
Nested JWT, as defined in [JWT]. ID Tokens MUST NOT use none as the
alg value unless the Response Type used returns no ID Token from the

Aut

horization Endpoint (such as when using the Authorization Code

Flow) and the Client explicitly requested the use of none at Registration
time.
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ID Tokens SHOULD NOT use the JWS or JWE x5u, x5c, jku, Or jwk
Header Parameter fields. Instead, references to keys used are
communicated in advance using Discovery and Registration parameters,
per Section 10.

The following is a nhon-normative example of the set of Claims (the JWT
Claims Set) in an ID Token:

"iss": "https://server.example.com",
"sub": "24400320",

"aud": "s6BhdRkgt3",

"nonce": "n-0S6 WzA2Mj",

"exp": 1311281970,

"iat": 1311280970,

"auth time": 1311280969,

"acr": "urn:mace:incommon:iap:silver”

3. Authentication TOC

OpenID Connect performs authentication to log in the End-User or to
determine that the End-Useris already logged in. OpenID Connect
returns the result of the Authentication performed by the Server to the
Client in a secure manner so that the Client can rely on it. For this
reason, the Client istcalled Relying Party (RP) in this case.

The Authentication result is returned in an ID Token, as defined in
Section 2. It has Claims expressing such information as the Issuer, the
Subject Identifier, when the authentication was performed, etc.

Authentication can follow one of three paths: the Authorization Code
Flow(fesponse type=code), the Implicit Flow

(zesponse type=id token token Or response type=id token), or the
Hybrid Flow (using other Response Type values defined in OAuth 2.0

flows determine how the ID Token and Access Token are returned to
the Client.

The characteristics of the three flows are summarized in the following
non-normative table. The table is intended to provide some guidance on
which flow to choose in particular contexts.

© ISO/IEC 2024 - All rights reserved
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Propert Authorization CodelImplicit Hybrid
perty Flow Flow Flow
All tokens returned from no es o
Authorization Endpoint y
All tokens returned from Token

X yes no no
Endpoint
Tpkens not revealed to User Agent yes no no
dlient can be authenticated yes no yes
Refresh Token possible yes no yes
Jommunication in one round trip  no yes no
Most communication server-to- .

yes no varies

server

OpenlID Connect Authentication Flows

Thg flow used is determined bythe response type value contained in
the|Authorization Request. These response type values select these
flows:

"response_type" value|Flow

code Authorization Code Flow
Td—token TmpficitFrow
id token token Implicit Flow
code id token Hybrid Flow
code token Hybrid Flow

code id token token Hybrid Flow
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OpenlID Connect "response_type" Values

All but the code Response Type value, which is defined by OAuth 2.0

[RFC6749], are defined in the OAuth 2.0 Multiple Response Type
Encoding Practices [OAuth.Responses] specification. NOTE: While-OA
2.0 also defines the token Response Type value for the Implicit Flow
OpenID Connect does not use this Response Type, since no,ID Token
would be returned.

3.1. Authentication using the Authorization Code Flow

This section describes how to perform @uthentication using the
Authorization Code Flow. When usingzthe Authorization Code Flow, al
tokens are returned from the Token-Endpoint.

The Authorization Code Flow returns an Authorization Code to the
Client, which can then exchange it for an ID Token and an Access To
directly. This provides the benefit of not exposing any tokens to the
User Agent and possibly other malicious applications with access to t

User Agent. The Authorization Server can also authenticate the Client

before exchanging the Authorization Code for an Access Token. The

Authorization Code flow is suitable for Clients that can securely maint

a Client Secret-between themselves and the Authorization Server.

3.1.1. Authorization Code Flow Steps

uth

KEN

ain

The Authorization Code Flow goes through the following steps.

1. Client prepares an Authentication Request containing the
desired request parameters.

2. Client sends the request to the Authorization Server.

3. Authorization Server Authenticates the End-User.

© ISO/IEC 2024 - All rights reserved
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4. Authorization Server obtains End-User
Consent/Authorization.

5. Authorization Server sends the End-User back to the
Client with an Authorization Code.

6. Client requests a response using the Authorization Code
at the Token Endpoint.

7. Client receives a response that contains an ID Token and

Access Token in the response body.

8. Client validates the ID token and retrieves the End-
User's Subject Identifier.

3.1.2. Authorization Endpoint

Thg Authorization Endpoint performs Authentication of the End-User.
This is done by sending the User Agent to thetAuthorization Server's
Authorization Endpoint for Authentication and Authorization, using
request parameters defined by OAuth 2.0%and additional parameters
and parameter values defined by OpenIb Connect.

Communication with the Authorization Endpoint MUST utilize TLS. See
Sedtion 16.17 for more information on using TLS.

3.1.2.1. Authentication Request

An Authentication Request is an OAuth 2.0 Authorization Request that
requests that the End-User be authenticated by the Authorization
Seryver.

Authorization Servers MUST support the use of the HTTP GET and POST

TOC

TOC

methods defined in REC 7231 [RFC7231] at the Authorization Endpoint.
Clients MAY use the HTTP GET or POST methods to send the
Authorization Request to the Authorization Server. If using the HTTP
GET method, the request parameters are serialized using URI Query
String Serialization, per Section 13.1. If using the HTTP pPOST method,
the request parameters are serialized using Form Serialization, per
Section 13.2.
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OpenID Connect uses the following OAuth 2.0 request parameters with
the Authorization Code Flow:

scope

REQUIRED. OpenID Connect requests MUST contain the
openid scope value. If the openid scope value is not

present, the behavior is entirely unspecified. Other scope
values MAY be present. Scope values used that are not

understood by an implementation SHOULD be ignored. See
Sections 5.4 and 11 for additional scope values defined by
this specification.

response_type

REQUIRED. OAuth 2.0 Response Type value that determines
the authorization processing flow to be used; ifr¢luding what
parameters are returned from the endpoints used. When
using the Authorization Code Flow, this vatue is code.

client_id

REQUIRED. OAuth 2.0 Client Identifier valid at the
Authorization Server.

redirect_uri

REQUIRED. Redirection URI to which the response will be
sent. This URI MUST exactly match one of the Redirection
URI values fof,the Client pre-registered at the OpenID
Provider, with the matching performed as described in
Section 6.2.1 of [RFC3986] (Simple String Comparison).
When wsing this flow, the Redirection URI SHOULD use the
https scheme; however, it MAY use the http scheme,
provided that the Client Type is confidential, as defined
in“Section 2.1 of OAuth 2.0, and provided the OP allows the
use of http Redirection URIs in this case. Also, if the Client
is a native application, it MAY use the http scheme with
localhost or the IP loopback literals 127.0.0.1 or [::1]
as the hostname. The Redirection URI MAY use an alternate
scheme, such as one that is intended to identify a callback

. s s
Mt ativeapprcation:
state

RECOMMENDED. Opaque value used to maintain state
between the request and the callback. Typically, Cross-Site
Request Forgery (CSRF, XSRF) mitigation is done by
cryptographically binding the value of this parameter with a
browser cookie.

© ISO/IEC 2024 - All rights reserved
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OpenID Connect also uses the following OAuth 2.0 request parameter,
which is defined in OAuth 2.0 Multiple Response Type Encoding
Practices [OAuth.Responses]:

response_mode

OPTIONAL. Informs the Authorization Server of the
mechanism to be used for returning parameters from the
Authorization Endpoint. This use of this parameter is NOT

RECOMMENDED when the Response Mode that would be
requested is the default mode specified for the Response
Type.

Th

$ specification also defines the following request parameters:

nonce

OPTIONAL. String value used to associate a Client session
with an ID Token, and to mitigate replay attacks. The value
is passed through unmodified from the “Authentication
Request to the ID Token. Sufficient entropy*MUST be present
in the nonce values used to prevent attackers from guessing
values. For implementation notes, see Section 15.5.2.

display

OPTIONAL. ASCII string \value that specifies how the
Authorization Server _displays the authentication and
consent user interface.pages to the End-User. The defined
values are:

page

The, Authorization Server SHOULD display the
authentication and consent UI consistent with
a full User Agent page view. If the display
parameter is not specified, this is the default
display mode.

popup

Thao Autharization CSarvar SLIAILI N Adicnlavy tha
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authentication and consent UI consistent with
a popup User Agent window. The popup User
Agent window should be of an appropriate size
for a login-focused dialog and should not
obscure the entire window that it is popping up
over.
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touch

The Authorization Server SHOULD display the
authentication and consent UI consistent with
a device that leverages a touch interface.

wap

The Authorization Server SHOULD display the

guthrenticatiomand—consent YT consistentwith
a "feature phone" type display.

The Authorization Server MAY also attempt to detect the
capabilities of the User Agent and present an appropriate
display.

If an OP receives a display value outside thée set defined
above that it does not understand, it MAY rfeturn an error or
it MAY ignore it; in practice, not returnihg errors for not-
understood values will help facilitate ptasing in extensions
using new display values.

prompt

OPTIONAL. Space-delimited, case-sensitive list of ASCII
string values that specifies'whether the Authorization Server
prompts the End-Userdor reauthentication and consent. The
defined values are;

none

The. Authorization Server MUST NOT display
ahy authentication or consent user interface
pages. An error is returned if an End-User is
not already authenticated or the Client does not
have pre-configured consent for the requested
Claims or does not fulfill other conditions for
processing the request. The error code will
typically be login required,
interaction required, or another code
defined in Section 3.1.2.6. This can be used as

SN bl A b bl £ A
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and/or consent.
login

The Authorization Server SHOULD prompt the
End-User for reauthentication. If it cannot
reauthenticate the End-User, it MUST return an
error, typically login required.
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consent

The Authorization Server SHOULD prompt the
End-User for consent before returning
information to the Client. If it cannot obtain
consent, it MUST return an error, typically
consent required.

select_account

The Authorization Server SHOULD prompt the
End-User to select a user account. This enables
an End-User who has multiple accounts at the
Authorization Server to select amongst the
multiple accounts that they might have current
sessions for. If it cannot obtain an account
selection choice made by the End-User, it MUST
return an error, typically
account selection required.

The prompt parameter can be used by thie Client to make
sure that the End-User is still present for the current session
or to bring attention to the request. If this parameter
contains none with any other value, an error is returned.

If an OP receives a prompt-Value outside the set defined
above that it does not understand, it MAY return an error or
it MAY ignore it; in practice, not returning errors for not-
understood values will-help facilitate phasing in extensions
using new prompt-values.

max_age

OPTIONAL.“Maximum Authentication Age. Specifies the
allowable-elapsed time in seconds since the last time the
End-User was actively authenticated by the OP. If the
elapsed time is greater than this value, the OP MUST
attempt to actively re-authenticate the End-User. (The
max age request parameter corresponds to the OpenID 2.0
PAPE [OpenID.PAPE] max auth age request parameter.)
When max age is used, the ID Token returned MUST include

an auth time Claim Value. Note that max age=0 1Is
equivalent to prompt=1login.

ui_locales

OPTIONAL. End-User's preferred languages and scripts for
the user interface, represented as a space-separated list of
BCP47 [RFC5646] language tag values, ordered by
preference. For instance, the value "fr-CA fr en" represents
a preference for French as spoken in Canada, then French
(without a region designation), followed by English (without

© ISO/IEC 2024 - All rights reserved
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a region designation). An error SHOULD NOT result if some
or all of the requested locales are not supported by the
OpenlD Provider.

id_token_hint

OPTIONAL. ID Token previously issued by the Authorization
Server being passed as a hint about the End-User's current
or past authenticated session with the Client. If the End-User

identified by the ID Token is already logged In or Is togged
in as a result of the request (with the OP possibly evaluating
other information beyond the ID Token in this decision),
then the Authorization Server returns a positive response;
otherwise, it MUST return an error, such  as
login required. When possible, an id token hint
SHOULD be present when prompt=none is used and an
invalid request error MAY be returnedvif it is not;
however, the server SHOULD respond successfully when
possible, even if it is not present. The ‘Authorization Server
need not be listed as an audience of-the ID Token when it is
used as an id token hint value;

If the ID Token received by the \RP from the OP is encrypted,
to use it as an id token int, the Client MUST decrypt
the signed ID Token contained within the encrypted ID
Token. The Client MAY.re-encrypt the signed ID token to the
Authentication Servek'using a key that enables the server to
decrypt the ID Token and use the re-encrypted ID token as
the id tokenHint value.

login_hint

OPTIONAL. Hint to the Authorization Server about the login
identifier the End-User might use to log in (if necessary).
This hint can be used by an RP if it first asks the End-User
for their e-mail address (or other identifier) and then wants
to pass that value as a hint to the discovered authorization
service. It is RECOMMENDED that the hint value match the
value used for discovery. This value MAY also be a phone
number in the format specified for the phone number
Claim. The use of this parameter is left to the OP's

discretion.
acr_values

OPTIONAL. Requested Authentication Context Class
Reference values. Space-separated string that specifies the
acr values that the Authorization Server is being requested
to use for processing this Authentication Request, with the
values appearing in order of preference. The Authentication
Context Class satisfied by the authentication performed is
returned as the acr Claim Value, as specified in Section 2.
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The acr Claim is requested as a Voluntary Claim by this
parameter.

Other parameters MAY be sent. See Sections 3.2.2, 3.3.2, 5.2, 5.5, 6,
and 7.2.1 for additional Authorization Request parameters and
parameter values defined by this specification.

The following is a hon-normative example HTTP 302 redirect response

by the-Chent—which-triggers-the-UserAgentto-makean-Authentication
Request to the Authorization Endpoint (with line wraps within values for
display purposes only):

HTTP/1.1 302 Found
Location: https://server.example.com/authorize?
response type=code
&scope=openid?20profile$20email
&client id=s6BhdRkgt3
&state=af0ifjsldkj
&redirect uri=https%3A%2F%2Fclient.example.orgs2Fcb

Theg following is the non-normative example request that would be sent
by the User Agent to the Authorization Server:in response to the HTTP
302 redirect response by the Client above (with line wraps within values
for |display purposes only):

GET /authorize?
response_ type=code
&scope=openid?20ptofiles20email
&client id=s6BhdRkgt3
&state=af0ifjsldkj

&redirect unit=https%3A%2F%2Fclient.example.org%2Fcb
HTTP/1.1

Host: server.example.com

3.1.2.2¢ Authentication Request Validation m

The Authorization Server MUST validate the request received as follows:

1. The Authorization Server MUST validate all the OAuth 2.0
parameters according to the OAuth 2.0 specification.

2. Verify that a scope parameter is present and contains
the openid scope value. (If no openid scope value is
present, the request may still be a valid OAuth 2.0
request but is not an OpenID Connect request.)
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3. The Authorization Server MUST verify that all the
REQUIRED parameters are present and their usage
conforms to this specification.

4. If the sub (subject) Claim is requested with a specific
value for the ID Token, the Authorization Server MUST
only send a positive response if the End-User identified
by that sub value has an active session with the
Authorization Server or has been Authenticated as a

result of the request. The Authorization Server MUST
NOT reply with an ID Token or Access Token for a
different user, even if they have an active session with
the Authorization Server. Such a request can be made
either using an id token hint parameter or-by
requesting a specific Claim Value as describediin
Section 5.5.1, if the claims parameter is’supported by
the implementation.

5. When an id token hint is present,the OP MUST
validate that it was the issuer of the ID Token. The OP
SHOULD accept ID Tokens whern the RP identified by the
ID Token has a current session or had a recent session
at the OP, even when the exp time has passed.

As specified in OAuth 2.0 [RFC6749], Authorization Servers SHOULD
ignore unrecognized request parameters.

If the Authorization Server encounters any error, it MUST return an
error response, per Section-3.1.2.6.

3.1.2.3. Authorization Server Authenticates End-User

If the request is valid, the Authorization Server attempts to

Authénticate the End-User or determines whether the End-User is
Authenticated, depending upon the request parameter values used. T
methods used by the Authorization Server to Authenticate the End-U

he
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scope of this specification. An Authentication user interface MAY be
displayed by the Authorization Server, depending upon the request
parameter values used and the authentication methods used.
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The Authorization Server MUST attempt to Authenticate the End-User in
the following cases:

e The End-User is not already Authenticated.

e The Authentication Request contains the prompt
parameter with the value 1ogin. In this case, the
Authorization Server MUST reauthenticate the End-User
even if the End-User is already authenticated.

Thg Authorization Server MUST NOT interact with the End-User in the
follpwing case:

e The Authentication Request contains the prompt
parameter with the value none. In this case, the

Authorization Server MUST return an error if an,End-User
is not already Authenticated or could not be silently
Authenticated.

When interacting with the End-User, the Authorization Server MUST
employ appropriate measures against Cross-Site Request Forgery and
Cligkjacking as, described in Sections 10.12 and’10.13 of OAuth 2.0
[RFAC6749].

3.1.2.4. Authorization Server Obtains End-User Consent/Authorization TOC

Onge the End-User is authenticated, the Authorization Server MUST
obthgin an authorizationcdecision before releasing information to the
Relying Party. When permitted by the request parameters used, this
MAY be done through an interactive dialogue with the End-User that
makes it clear what is being consented to or by establishing consent via
conditions forprocessing the request or other means (for example, via
prejious administrative consent). Sections 2 and 5.3 describe
infgrmatioh’release mechanisms.

3.1.2.5. Successful Authentication Response TOC

An Authentication Response is an OAuth 2.0 Authorization Response
message returned from the OP's Authorization Endpoint in response to
the Authorization Request message sent by the RP.
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When using the Authorization Code Flow, the Authorization Response
MUST return the parameters defined in Section 4.1.2 of OAuth 2.0
[RFC6749] by adding them as query parameters to the redirect uri
specified in the Authorization Request using the application/x-www-
form-urlencoded format, unless a different Response Mode was
specified.

The following is a hon-normative example successful response using

thisflow(withtimewraps withim vatues for disptay purposes onty):

HTTP/1.1 302 Found

Location: https://client.example.org/cb?
code=Splx10BeZQQYbYS6WxSHIA
&state=af0ifjsldkj

For implementation notes on the contents of the Autherization Code,
see Section 15.5.1.

3.1.2.6. Authentication Error Response

An Authentication Error Responsée‘is an OAuth 2.0 Authorization Error
Response message returned from the OP's Authorization Endpoint in
response to the Authorization' Request message sent by the RP.

If the End-User denieshe request or the End-User authentication fails,
the OP (Authorization Server) informs the RP (Client) by using the Error

Response parameters defined in Section 4.1.2.1 of OAuth 2.0
[RFC6749]. (HTTP errors unrelated to RFC 6749 are returned to the
User Agent using the appropriate HTTP status code.)

Unless thé)Redirection URI is invalid, the Authorization Server return

U7

the Client to the Redirection URI specified in the Authorization Request

with‘the appropriate error and state parameters. Other parameters
SHOULD NOT be returned. If the Redirection URI is invalid, the
Authorization Server MUST NOT redirect the User Agent to the invalig

Redirectiom URT:

If the Response Mode value is not supported, the Authorization Server
returns an HTTP response code of 400 (Bad Request) without Error
Response parameters, since understanding the Response Mode is
necessary to know how to return those parameters.
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In addition to the error codes defined in Section 4.1.2.1 of OAuth 2.0,
this specification also defines the following error codes:

interaction_required

The Authorization Server requires End-User interaction of
some form to proceed. This error MAY be returned when the
prompt parameter value in the Authentication Request is
none, but the Authentication Request cannot be completed

without displaying a user interface for End-User interaction.
login_required

The Authorization Server requires End-User authentication.
This error MAY be returned when the prompt parameter
value in the Authentication Request is none, bub the
Authentication Request cannot be completed) “Wwithout
displaying a user interface for End-User authentication.

account_selection_required

The End-User is REQUIRED to selett "a session at the
Authorization Server. The End-User, MAY be authenticated at
the Authorization Server with different associated accounts,
but the End-User did not select.a. session. This error MAY be
returned when the prompts parameter value in the
Authentication Request is\~rione, but the Authentication
Request cannot be completed without displaying a user
interface to prompt for-a session to use.

consent_required

The Authorization Server requires End-User consent. This
error MAY. be returned when the prompt parameter value in
the Authentication Request is none, but the Authentication

Reqguest cannot be completed without displaying a user
interface for End-User consent.

invalid_request_uri

The request uri in the Authorization Request returns an

error-or-contains-invatid-data:
invalid_request_object

The request parameter contains an invalid Request Object.
request_not_supported

The OP does not support use of the request parameter
defined in Section 6.
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request_uri_not_supported

The OP does not support use of the request uri
parameter defined in Section 6.

registration_not_supported

The OP does not support use of the registration
parameter defined in Section 7.2.1.

The error response parameters are the following:
error
REQUIRED. Error code.
error_description

OPTIONAL. Human-readable ASCII encoded text description
of the error.

error_uri

OPTIONAL. URI of a web page that includes additional
information about the erraor;

state

OAuth 2.0 state<wvalue. REQUIRED if the Authorization
Request included the state parameter. Set to the value
received frotmthe Client.

When using the Authorization Code Flow, the error response paramet
are added to the-query component of the Redirection URI, unless a
different Response Mode was specified.

The following is a non-normative example error response using this f
(with_line wraps within values for display purposes only):

HTTP/1.1 302 Found

Location: https://client.example.org/cb?

error=invalid request

&error description=
Unsupported%20response type%20value

&state=af0ifjsldkj

© ISO/IEC 2024 - All rights reserved
25

ers

ow


https://standardsiso.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

3.1.2.7. Authentication Response Validation

When using the Authorization Code Flow, the Client MUST validate the
response according to RFC 6749, especially Sections 4.1.2 and 10.12.

TOC

3.1.8. Token Endpoint

To pbtain an Access Token, an ID Token, and optionally a Refresh
ToKen, the RP (Client) sends a Token Request to the Token“Endpoint to
obthin a Token Response, as described in Section 3.2 of OAuth 2.0
[RFAC6749], when using the Authorization Code Flow,

Communication with the Token Endpoint MUST ufilize TLS. See
Sedtion 16.17 for more information on using TLS.

3.1.8.1. Token Request

A dlient makes a Token Request by presenting its Authorization Grant
(in the form of an Authorization Code) to the Token Endpoint using the
grgnt type value autherization code, as described in Section 4.1.3
of QAuth 2.0 [RFC6749]. If the Client is a Confidential Client, then it
MUBT authenticaté’to the Token Endpoint using the authentication
method registered for its client id, as described in Section 9.

Thg Client.sends the parameters to the Token Endpoint using the HTTP
podT method and the Form Serialization, per Section 13.2, as described
in §ection 4.1.3 of OAuth 2.0 [RFC6749].

TOC

TOC

The following is a hon-normative example of a Token Request (with line
wraps within values for display purposes only):

POST /token HTTP/1.1

Host: server.example.com

Content-Type: application/x-www-form-urlencoded
Authorization: Basic c¢czZCaGRSa3F0MzpnWDFmQmEOM2JW
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grant type=authorization code&code=Splx10BeZQQYbYS6WxSbI

A

&redirect uri=https%3A%2F%2Fclient.example.org%2Fcb

3.1.3.2. Token Request Validation

The Authorization Server MUST validate the Token Request as, folows:

Authenticate the Client if it was issued Client Credentials
or if it uses another Client Authentication method, per
Section 9.

Ensure the Authorization Code was issued to the
authenticated Client.

Verify that the Authorization Cade is valid.

If possible, verify that the Authorization Code has not
been previously used.

Ensure that the redirect uri parameter value is
identical to the redirect uri parameter value that was
included in the initial Authorization Request. If the
redirect uxd parameter value is not present when
there is only one registered redirect uri value, the
Authorization Server MAY return an error (since the
Client should have included the parameter) or MAY
proceed without an error (since OAuth 2.0 permits the
parameter to be omitted in this case).

Verify that the Authorization Code used was issued in
response to an OpenID Connect Authentication Request
(so that an ID Token will be returned from the Token
Endpoint).

3.1.3.3. Successful Token Response

After receiving and validating a valid and authorized Token Request

from the Client, the Authorization Server returns a successful response
that includes an ID Token and an Access Token. The parameters in the

successful response are defined in Section 4.1.4 of OAuth 2.0
[RFC6749]. The response uses the application/json media type.
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The OAuth 2.0 token type response parameter value MUST be Bearer,
as specified in OAuth 2.0 Bearer Token Usage [RFC6750], unless
another Token Type has been negotiated with the Client. Servers
SHOULD support the Bearer Token Type; use of other Token Types is
outside the scope of this specification. Note that the token type value
is case insensitive.

In addition to the response parameters specified by OAuth 2.0, the

follpwimgparameters MST be-imcluded-imthe Tesporse:

id_token

ID Token value associated with the authenticated session.

All Token Responses that contain tokens, secrets, or other sensitive
infgrmation MUST include the following HTTP response header fields and
vallies:

Header Name|Header Value

Cache-Contrel no-store

HTTP Response Headers and Values

Theg following is‘@nhon-normative example of a successful Token
Regponse. The ID Token sighature in the example can be verified with
the|key at Appendix A.7.

HTTP/1.1 200 OK

Content-Type: app]ihafinn/ﬁqnn

Cache-Control: no-store

{

"access token": "S1AV32hkKG",
"token type": "Bearer",
"refresh token": "8xLOxBtZp8",
"expires in": 3600,

"id token":

"eyJhbGciOiJSUzI1INiIsImtpZCI6IjF1OWdkazcifQ.ewogImlzc
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yI6ICJodHRWO18vc2VydmVyLmV4YWlwbGUuY29tTIiwKICIJzdWIiOiAiM

jo4Mjgs

NzYxMDAxXTiwKICJhdWQiOiAiczZCaGRSa3FOMyIsCiAibmOuY2Ui0
biOwUzZ

iAi

fV3pBMk1qIiwKICJ1leHA1OiAXMzEXM)gxOTcwLA0ogImlhdCI6IDEZMTE

yODASNzZ

AKfQ.ggW8hZ1EuVLuxNuuIJKX V8a OMXzROEHRIR6jgdqrOOF4da
6Sr Pog

Jp6IcmD3HP990bilPRs-cwh3L0O-
pl4d6wad8ThehcwL7F09Jd1ijmBgkvPeB2T9CJ

NgeGpe-
gccMg4vEiKjkM8FcGvnzZUN4 KSPOaApltOJlzZwgdxdGByKHiOtX7

QyHE51cMiKPXfEIQILVgOpc E2DzL7emopWodeZTF m0 NOYzFCo6g
bOEoROS

K5hoDalrcvRYLSrQAZZKE1yuVCyixEeVIGENQC3 osjzw2PAithfu
BLuVVk4
XUVrWOLrL10nx7RkKUSNXNHg~rvKMzgg"
}

As specified in OAuth 2.0 [RFC6749], Clients SHOULD ignore
unrecognized response parameters.

3.1.3.4. Token Error-Response

If the Token-Request is invalid or unauthorized, the Authorization
Server constructs the error response. The parameters of the Token

Error R&€sponse are defined as in Section 5.2 of OAuth 2.0 [RFC6749].

TheHTTP response body uses the application/json media type wit
HTTFP response code of 400.

U9

CEJ

DEE

TOC

HTTP/1.1 400 Bad Request
Content-Type: application/json
Cache-Control: no-store

{

"error": "invalid request"

}
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3.1.3.5. Token Response Validation TOC

The Client MUST validate the Token Response as follows:

1. Follow the validation rules in RFC 6749, especially those
in Sections 5.1 and 10.12.

2. Follow the ID Token validation rules in Section 3.1.3.7.

3. Follow the Access Token validation rules in
Section 3.1.3.8.

3.1.3.6. ID Token TOC

Thg contents of the ID Token are as described ifi Section 2. When using
the|Authorization Code Flow, these additional-requirements for the
follpwing ID Token Claims apply:

at_hash

OPTIONAL. Access Token™ hash value. Its value is the
base64url encoding of the left-most half of the hash of the
octets of the ASCIlL.representation of the access token
value, where the hash algorithm used is the hash algorithm
used in the al§ Header Parameter of the ID Token's JOSE
Header. For_linstance, if the alg is RS256, hash the
access 0kKen value with SHA-256, then take the left-most
128 bitsyand base64url-encode them. The at hash value is
a casersensitive string.

TOC

3 1 D _7 ID-Tal YMalidais
A.J.7. 1D 1TUNCIT VAdIlUuativll

Clients MUST validate the ID Token in the Token Response in the
following manner:

1. If the ID Token is encrypted, decrypt it using the keys
and algorithms that the Client specified during
Registration that the OP was to use to encrypt the ID
Token. If encryption was negotiated with the OP at
Registration time and the ID Token is not encrypted, the
RP SHOULD reject it.

© ISO/IEC 2024 - All rights reserved
30


https://standardsiso.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

. The Issuer Identifier for the OpenID Provider (which is
typically obtained during Discovery) MUST exactly match
the value of the iss (issuer) Claim.

. The Client MUST validate that the aud (audience) Claim
contains its client id value registered at the Issuer
identified by the iss (issuer) Claim as an audience. The
aud (audience) Claim MAY contain an array with more
than one element. The ID Token MUST be rejected if the

ID Token does not list the Client as a valid audience, or if
it contains additional audiences not trusted by the Client.

. If the implementation is using extensions (whichrare

beyond the scope of this specification) that result’in the
azp (authorized party) Claim being present, it,. SHOULD
validate the azp value as specified by those-extensions.

. This validation MAY include that whepan azp
(authorized party) Claim is present, the Client SHOULD
verify that its client id is the Claim Value.

. If the ID Token is received Via direct communication
between the Client and the Token Endpoint (which it is in
this flow), the TLS servervalidation MAY be used to
validate the issuer in<place of checking the token
signature. The Client MUST validate the signature of all
other ID Tokens.according to JWS [JWS] using the
algorithm specified in the JWT alg Header Parameter.
The Client MUST use the keys provided by the Issuer.

. The alg-value SHOULD be the default of RS256 or the
algerithm sent by the Client in the
id_token signed response alg parameter during
Registration.

. If the JWT alg Header Parameter uses a MAC based
algorithm such as HS256, HS384, or HS512, the octets of
the UTF-8 [RFC3629] representation of the

client secret corresponding to the client id

contained in the aud (audience) Claim are used as the
key to validate the signature. For MAC based algorithms,

the behavior is unspecified if the aua s muiti=vatued:

. The current time MUST be before the time represented
by the exp Claim.

10.The iat Claim can be used to reject tokens that were

issued too far away from the current time, limiting the
amount of time that nonces need to be stored to prevent
attacks. The acceptable range is Client specific.
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11.If a nonce value was sent in the Authentication Request,
a nonce Claim MUST be present and its value checked to
verify that it is the same value as the one that was sent
in the Authentication Request. The Client SHOULD check
the nonce value for replay attacks. The precise method
for detecting replay attacks is Client specific.

12.If the acr Claim was requested, the Client SHOULD
check that the asserted Claim Value is appropriate. The
meaning and processing of acr Claim Values is out of
scope for this specification.

13.If the auth time Claim was requested, either through-a
specific request for this Claim or by using the max age
parameter, the Client SHOULD check the auth time
Claim value and request re-authentication if it
determines too much time has elapsed since-the last
End-User authentication.

3.1.8.8. Access Token Validation TOC

Whegn using the Authorization Code Flow, if the ID Token contains an

at |hash Claim, the Client MAY usgjt to validate the Access Token in the
same manner as for the ImplicitiFlow, as defined in Section 3.2.2.9, but
usimg the ID Token and Access Token returned from the Token
Engpoint.

3.2.[ Authentication using the Implicit Flow TOC

This section describes how to perform authentication using the Implicit
Flow-=When using the Implicit Flow, all tokens are returned from the
AuthorizatiomEndpoint;theTokenmEndpointis ot used:

The Implicit Flow is mainly used by Clients implemented in a browser
using a scripting language. The Access Token and ID Token are
returned directly to the Client, which may expose them to the End-User
and applications that have access to the End-User's User Agent. The
Authorization Server does not perform Client Authentication.
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3.2.1. Implicit Flow Steps TOC
The Implicit Flow follows the following steps:
1. Client prepares an Authentication Request containing the
desired request parameters.
2. Client sends the request to the Authorization Server.
3. Authorization Server Authenticates the End-User.
4. Authorization Server obtains End-User
Consent/Authorization.
5. Authorization Server sends the End-User back to the
Client with an ID Token and, if requested, an Access
Token.
6. Client validates the ID token and retrieves the End-
User's Subject Identifier.
3.2.2. Authorization Endpoint TOC
When using the Implicit'Flow, the Authorization Endpoint is used in the
same manner as for the Authorization Code Flow, as defined in
Section 3.1.2, withsthe exception of the differences specified in this
section.
3.2.2.1. Authentication Request TOC
Authentication Requests are made as defined in Section 3.1.2.1, except

that these Authentication Request parameters are used as follows:
response_type

REQUIRED. OAuth 2.0 Response Type value that determines
the authorization processing flow to be used, including what
parameters are returned from the endpoints used. When
using the Implicit Flow, this value is id token token or
id token. The meanings of both of these values are defined
in OAuth 2.0 Multiple Response Type Encoding Practices
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[OAuth.Responses]. No Access Token is returned when the
value is id token.

NOTE: While OAuth 2.0 also defines the token Response
Type value for the Implicit Flow, OpenID Connect does not
use this Response Type, since no ID Token would be
returned.

redirect_uri

The
Flo
in
(wif

REQUIRED. Redirection URI to which the response will be
sent. This URI MUST exactly match one of the Redirection
URI values for the Client pre-registered at the OpenID
Provider, with the matching performed as described.-in
Section 6.2.1 of [RFC3986] (Simple String Comparison).
When using this flow, the Redirection URI MUST NOT use the
http scheme unless the Client is a native application, in
which case it MAY use the http scheme with 1gcalhost or
the IP loopback literals 127.0.0.1 or f::1] as the
hostname.

nonce

REQUIRED. String value used to @ssociate a Client session
with an ID Token, and to mitigate replay attacks. The value
is passed through unmodified from the Authentication
Request to the ID Token. Sufficient entropy MUST be present
in the nonce values usedto prevent attackers from guessing
values. For implementation notes, see Section 15.5.2.

following is a non-normative example request using the Implicit

v that would be sent by the User Agent to the Authorization Server
esponse to a corresponding HTTP 302 redirect response by the Client
th line wraps within values for display purposes only):

GET sauthorize?
response type=id token$20token
¢client id=s6BhdRkgt3
&redirect uri=https$3A%2F%2Fclient.example.org%2Fcb

&scope=openid%20profile

&state=arlUirjsldkj
&gnonce=n-0S6 WzA2Mj HTTP/1.1
Host: server.example.com
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3.2.2.2. Authentication Request Validation

TOC

When using the Implicit Flow, the Authentication Request is validated in

the same manner as for the Authorization Code Flow, as defined in
Section 3.1.2.2.

3.2.2.3. Authorization Server Authenticates End-User

When using the Implicit Flow, End-User Authentication”is performed i
the same manner as for the Authorization Code Flow, as defined in
Section 3.1.2.3.

3.2.2.4. Authorization Server Obtains End-User Consent/Authorization

When using the Implicit Flow;)End-User Consent is obtained in the sa
manner as for the Authorization Code Flow, as defined in
Section 3.1.2.4.

3.2.2.5. Suecessful Authentication Response

When)using the Implicit Flow, Authentication Responses are made in
same manner as for the Authorization Code Flow, as defined in
Section 3.1.2.5, with the exception of the differences specified in this

. -
STULLIVUILT.

TOC

TOC

me

TOC

the

When using the Implicit Flow, all response parameters are added to the
fragment component of the Redirection URI, as specified in OAuth 2.0
Multiple Response Type Encoding Practices [OAuth.Responses], unless a

different Response Mode was specified.
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These parameters are returned from the Authorization Endpoint:

access_token

OAuth 2.0 Access Token. This is returned unless the
response type value used is id token.

token_type

OAUt:I 2.0 TUI}\CII TYPC vcliuc:. T:IC vcliuc: MUST 'Dc BEdLEL Ul
another token type value that the Client has negotiated
with the Authorization Server. Clients implementing this
profile MUST support the OAuth 2.0 Bearer Token Usage
[RFC6750] specification. This profile only describes the use
of bearer tokens. This is returned in the same cases)| as
access_ token is.

id_token
REQUIRED. ID Token.
state

OAuth 2.0 state value. REQUIRED ifithe state parameter is
present in the Authorization Request. Clients MUST verify
that the state value is equal to the value of state
parameter in the Authorization Request.

expires_in

OPTIONAL. Expiration time of the Access Token in seconds
since the response was generated.

Per|{Section 4.2.2 of OAuth 2.0 [RFC6749], no code result is returned
when using the Implicit Flow.

Thg following-is.a non-normative example of a successful response
usimg the Implicit Flow (with line wraps for the display purposes only):

HTTP/1.1 302 Found
Location: https://client.example.org/cb#

access token=S1AV32hkKG

&token type=bearer

&id token=eyJ0 ... NiJ9.eyJlc ... I6IjIifX0.DeWt4Qu
ZXs0

gexpires 1in=3600

&state=af0ifjsldkj
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3.2.2.6. Authentication Error Response

When using the Implicit Flow, Authorization Error Responses are made
in the same manner as for the Authorization Code Flow, as defined in
Section 3.1.2.6, with the exception of the differences specified in this

SCLLIVTT,.

Whenever Error Response parameters are returned, such as when, End-

User denies the authorization or the End-User authentication fails, th
Authorization Server MUST return the error Authorization Response i
the fragment component of the Redirection URI, as defined-in Sectiof

= = (D

4.2.2.1 of OAuth 2.0 [RFC6749] and OAuth 2.0 Multiplé Response Type

Encoding Practices [OAuth.Responses], unless a differeht Response
Mode was specified.

3.2.2.7. Redirect URI Fragment Handling

Since response parameters are.feturned in the Redirection URI
fragment value, the Client needs to have the User Agent parse the

fragment encoded values and pass them to on to the Client's processing

logic for consumption. See Section 15.5.3 for implementation notes gn
URI fragment handling.

3.2.2.8. Authentication Response Validation

When using the Implicit Flow, the Client MUST validate the response fas

fallows:

1. Verify that the response conforms to Section 5 of
[OAuth.Responses].

2. Follow the validation rules in RFC 6749, especially those
in Sections 4.2.2 and 10.12.

3. Follow the ID Token validation rules in Section 3.2.2.11.

4. Follow the Access Token validation rules in
Section 3.2.2.9, unless the response type value used
is id token.
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3.2.2.9. Access Token Validation TOC
To validate an Access Token issued from the Authorization Endpoint
with an ID Token, the Client SHOULD do the following:
1. Hash the octets of the ASCII representation of the
access token with the hash algorithm specified in JWA
[JWA] for the alg Header Parameter of the ID Token's
JOSE Header. For instance, if the alg is RS256, the hash
algorithm used is SHA-256.
2. Take the left-most half of the hash and base64url-
encode it.
3. The value of at hash in the ID Token MUST -match the
value produced in the previous step.
TOC

3.2.

The
the
Tok

Implicit

nonce

2.10. ID Token

contents of the ID Token are as described in Section 2. When using

Flow, these additional requirements for the following ID

en Claims apply:

Use of the ‘nonce Claim is REQUIRED for this flow.

at_hash

Access Token hash value. Its value is the base64url encoding
of the left-most half of the hash of the octets of the ASCII
representation of the access token value, where the hash
algorithm used is the hash algorithm used in the a1g Header
Parameter of the ID Token's JOSE Header. For instance, if

the alg is RS256, hash the access token value with SHA-

256, then take the left-most 128 bits and base64url-encode
them. The at hash value is a case-sensitive string.

If the ID Token is issued from the Authorization Endpoint
with an access token value, which is the case for the
response type value id token token, this s
REQUIRED; it MAY NOT be used when no Access Token is
issued, which is the case for the response type value
id token.
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3.2.2.11. ID Token Validation TOC

When using the Implicit Flow, the contents of the ID Token MUST be
validated in the same manner as for the Authorization Code Flow, as
defined in Section 3.1.3.7, with the exception of the differences

nnnnnnnnn

1. The Client MUST validate the signature of the ID Tokénh
according to JWS [JWS] using the algorithm specified’in
the alg Header Parameter of the JOSE Header.

2. The value of the nonce Claim MUST be checked to verify
that it is the same value as the one that was sent in the
Authentication Request. The Client SHOULD check the
nonce value for replay attacks. The precise method for

detecting replay attacks is Client specific.

3.3. Authentication using the Hybrid Elow TOC

-

This section describes how taperform authentication using the Hybri
Flow. When using the Hybrid Flow, some tokens are returned from the
Authorization Endpointcand others are returned from the Token
Endpoint. The mechanisms for returning tokens in the Hybrid Flow are
specified in OAuth-2.0 Multiple Response Type Encoding Practices
[OAuth.Responses].

3.3.1. Hybrid Flow Steps TOC

— 1 he "Hybrid Ftow foltowsthe foltowing steps:
1. Client prepares an Authentication Request containing the
desired request parameters.

2. Client sends the request to the Authorization Server.
3. Authorization Server Authenticates the End-User.

4. Authorization Server obtains End-User
Consent/Authorization.
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5. Authorization Server sends the End-User back to the
Client with an Authorization Code and, depending on the
Response Type, one or more additional parameters.

6. Client requests a response using the Authorization Code
at the Token Endpoint.

7. Client receives a response that contains an ID Token and
Access Token in the response body.

3.3.

Wh
san
Sed

8. Client validates the ID Token and retrieves the End-
User's Subject Identifier.

2. Authorization Endpoint

en using the Hybrid Flow, the Authorization Endpa@int is used in the
ne manner as for the Authorization Code Flow; as defined in
tion 3.1.2, with the exception of the differences specified in this

Sec

3.3.

Aut]
tha

Fion.

2.1. Authentication Request

hentication Requests .are'made as defined in Section 3.1.2.1, except
[ these Authentication Request parameters are used as follows:

response_type

REQUIRED. OAuth 2.0 Response Type value that determines
the-authorization processing flow to be used, including what
parameters are returned from the endpoints used. When
using the Hybrid Flow, this value is code id token,
code token, or code id token token. The meanings of

these values are defined in QAuth 2 0 Multiple Response

TO

TO

Type Encoding Practices [OAuth.Responses].

nonce

REQUIRED if the Response Type of the request is
code id tokenorcode id token token and OPTIONAL
when the Response Type of the request is code token. It
is a string value used to associate a Client session with an
ID Token, and to mitigate replay attacks. The value is passed
through unmodified from the Authentication Request to the
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ID Token. Sufficient entropy MUST be present in the nonce

values used to prevent attackers from guessing values. For
implementation notes, see Section 15.5.2.

The following is a non-normative example request using the Hybrid Flow

that would be sent by the User Agent to the Authorization Server in
response to a corresponding HTTP 302 redirect response by the Client
(with line wraps within values for display purposes only):

GET /authorize?
response type=code%20id token
&client id=s6BhdRkqgt3
&redirect uri=https%3A%2F%2Fclient.exampde. orgs2F
&scope=openid?20profile$20email
&nonce=n-0S6_ WzA2Mj
&state=af0ifjsldkj HTTP/1.1
Host: server.example.com

Q

3.3.2.2. Authentication Request Validation

When using the Hybrid Flow, thezAuthentication Request is validated fin

the same manner as for the Authorization Code Flow, as defined in
Section 3.1.2.2.

3.3.2.3. Autherization Server Authenticates End-User

When using the Hybrid Flow, End-User Authentication is performed in
the same manner as for the Authorization Code Flow, as defined in
Seection 3.1.2.3.

3.3.2.4. Authorization Server Obtains End-User Consent/Authorization

When using the Hybrid Flow, End-User Consent is obtained in the same

manner as for the Authorization Code Flow, as defined in
Section 3.1.2.4.
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3.3.2.5. Successful Authentication Response TOC
When using the Hybrid Flow, Authentication Responses are made in the
same manner as for the Implicit Flow, as defined in Section 3.2.2.5,
with the exception of the differences specified in this section.
Thgse Authorization Endpoint results are used in the following manner:
access_token
OAuth 2.0 Access Token. This is returned when the
response type value wused is code token,'|Or
code id token token. (A token type Vvalue /is-also
returned in the same cases.)
id_token
ID Token. This is returned when the response type value
used is code id token or code id. token token.
code
Authorization Code. This is always returned when using the
Hybrid Flow.
Theg following is a hon-normative example of a successful response
mg the Hybrid Flow (with line wraps for the display purposes only):
HTTP/1.1 302.(Eound
Location: Jhttps://client.example.org/cb#
code=Splx10BeZQQYbYSO6WxSHIA
&id token=eyJ0 ... NiJ9.eyJlc ... I6IjIifX0.DeWt4Qu
ZX30.
&state=af0ifjsldkj
TOC

3.3.2.6. Authentication Error Response

When using the Hybrid Flow, Authorization Error Responses are made in

the same manner as for the Authorization Code Flow, as defined in
Section 3.1.2.6, with the exception of the differences specified in this

section.
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Whenever Error Response parameters are returned, such as when End-
User denies the authorization or the End-User authentication fails, the
Authorization Server MUST return the error Authorization Response in
the fragment component of the Redirection URI, as defined in Section
4.2.2.1 of OAuth 2.0 [RFC6749] and OAuth 2.0 Multiple Response Type
Encoding Practices [OAuth.Responses], unless a different Response
Mode was specified.

3.3.2.7. Redirect URI Fragment Handling TOC

When using the Hybrid Flow, the same requirements for-Redirection URI
fragment parameter handling apply as do for the Imyplicit Flow, as
defined in Section 3.2.2.7. Also see Section 15.5.3for implementation
notes on URI fragment handling.

3.3.2.8. Authentication Response Validation TOC
When using the Hybrid Flow;(the Client MUST validate the response gs
follows:

1. Verify that the response conforms to Section 5 of
[OAuth.Responses].

2. Follow the validation rules in RFC 6749, especially those
in Sections 4.2.2 and 10.12.

3. Follow the ID Token validation rules in Section 3.3.2.12
when the response type value used is
code id token or code id token token.

4. Follow the Access Token validation rules in
Section 3.3.2.9 when the response type value used is

code token or code id token token.

5. Follow the Authorization Code validation rules in
Section 3.3.2.10 when the response type value used
is code id token or code id token token.
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.9. Access Token Validation TOC

When using the Hybrid Flow, Access Tokens returned from the
Authorization Endpoint are validated in the same manner as for the
Implicit Flow, as defined in Section 3.2.2.9.

3.3.2.10. Authorization Code Validation

To yalidate an Authorization Code issued from the Authorization
Endpoint with an ID Token, the Client SHOULD do the following:

3.3.2.11. ID Teken

TOC

1. Hash the octets of the ASCII representation of the code
with the hash algorithm specified inJWA [JWA] for the
alg Header Parameter of the ID Token's JOSE Header.
For instance, if the alg is RS25%; the hash algorithm
used is SHA-256.

2. Take the left-most half ofithe hash and base64url-
encode it.

3. The value of c_hasti in the ID Token MUST match the
value produced-in’the previous step if ¢ _hash is present
in the ID Token.

TOC

contents of the ID Token are as described in Section 2. When using
Hybrid Flow, these additional requirements for the following ID

en =1lan =1ala ali=la D oken returned oMm-the Autho =

nonce

If a nonce parameter is present in the Authentication
Request, Authorization Servers MUST include a nonce Claim
in the ID Token.
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at_hash

Access Token hash value. Its value is the base64url encoding
of the left-most half of the hash of the octets of the ASCII
representation of the access token value, where the hash
algorithm used is the hash algorithm used in the alg Header
Parameter of the ID Token's JOSE Header. For instance, if
the alg is RS256, hash the access token value with SHA-
256, then take the left-most 128 bits and base64url-encode

them. The at hash value is a case-sensitive string.

If the ID Token is issued from the Authorization Endpoint
with an access token value, which is the case for the
response type value code id token tokenjothis is
REQUIRED; otherwise, its inclusion is OPTIONAL.

c_hash

Code hash value. Its value is the base64url encoding of the
left-most half of the hash of the octets of the ASCII
representation of the code value,where the hash algorithm
used is the hash algorithmsused in the alg Header
Parameter of the ID Token's<JOSE Header. For instance, if
the alg is HS512, hash the‘“ode value with SHA-512, then
take the left-most 256 bits'and base64url-encode them. The
c_hash value is a caseérsensitive string.

If the ID Token,is issued from the Authorization Endpoint
with a code,.Which is the case for the response type
values codeJid token and code id token token, this
is REQUIRED; otherwise, its inclusion is OPTIONAL.

3.3.2(12. ID Token Validation

When using the Hybrid Flow, the contents of an ID Token returned from
fhao Abbhoriza Fion Endnoaint MLICT bao validatod im Fho carmmao maamm e ~d 3
Crre I_\ULIIUIILULIUII I—IIU'JUIIIL NMMUJT U VAITUAULCLU 11T Uic odirrirce 1rrarirrer o

for the Implicit Flow, as defined in Section 3.2.2.11.
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3.3.3. Token Endpoint TOC
When using the Hybrid Flow, the Token Endpoint is used in the same
manner as for the Authorization Code Flow, as defined in Section 3.1.3,
with the exception of the differences specified in this section.

TO

3.3.

Wh
ma
Sed

3.1. Token Request

en using the Hybrid Flow, Token Requests are made in.the same
nner as for the Authorization Code Flow, as defined. in
tion 3.1.3.1.

3.3.

Wh
ma
Sed

B.2. Token Request Validation

en using the Hybrid Flow, Token Requests are validated in the same
nner as for the Authorization:Code Flow, as defined in
tion 3.1.3.2.

3.3.

Wh
ma
Sed

B.3. Successful-Token Response

en using) the Hybrid Flow, Token Responses are made in the same
nner-as for the Authorization Code Flow, as defined in
tion 3.1.3.3.

TO

TO

3.3.3.4. Token Error Response

When using the Hybrid Flow, Token Error Responses are made in the
same manner as for the Authorization Code Flow, as defined in
Section 3.1.3.4.
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3.3.3.5. Token Response Validation

When using the Hybrid Flow, Token Responses are validated in the
same manner as for the Authorization Code Flow, as defined in
Section 3.1.3.5.

3.3.3.6. ID Token

When using the Hybrid Flow, the contents of an ID Token returned from
the Token Endpoint are the same as for an ID Token returned from the

Authorization Endpoint, as defined in Section 3.3.2.11, with the
exception of the differences specified in this section.

If an ID Token is returned from both the . Authorization Endpoint and
from the Token Endpoint, which is the‘case for the response type
values code id token and code id~foken token, the iss and sub

Claim Values MUST be identical in:both ID Tokens. All Claims about the

Authentication event present ineither SHOULD be present in both. If]
either ID Token contains Claims about the End-User, any that are
present in both SHOULD have the same values in both. Note that the
OP MAY choose to return-fewer Claims about the End-User from the
Authorization Endpojnt, for instance, for privacy reasons. The at hagh
and c¢_hash Claims\MAY be omitted from the ID Token returned from
the Token Endpaint even when these Claims are present in the ID

Token returned)from the Authorization Endpoint, because the ID Token
and Access-Token values returned from the Token Endpoint are already

cryptographically bound together by the TLS encryption performed by
the Token Endpoint.

3.3.3.7. ID Token Validation

When using the Hybrid Flow, the contents of an ID Token returned from

the Token Endpoint MUST be validated in the same manner as for the
Authorization Code Flow, as defined in Section 3.1.3.7.
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3.3.3.8. Access Token TOC

If an Access Token is returned from both the Authorization Endpoint and
from the Token Endpoint, which is the case for the response type
values code token and code id token token, their values MAY be the
sanme or they MAY be differentNote thatdifferentAccess Tokens might
be feturned be due to the different security characteristics of the two
endpoints and the lifetimes and the access to resources granted by
them might also be different.

3.3.8.9. Access Token Validation TOC

When using the Hybrid Flow, the Access Token feturned from the Token
Endpoint is validated in the same manner as for the Authorization Code
Floy, as defined in Section 3.1.3.8.

4. Initiating Login from a Third Party TOC

In gome cases, the login-flow is initiated by an OpenID Provider or
andther party, rather than the Relying Party. In this case, the initiator
redjrects to the RP-at’its login initiation endpoint, which requests that
the|RP send an Authentication Request to a specified OP. Note that this
login initiation‘endpoint can be a different page at the RP than the RP's
default landing page. RPs supporting OpenID Connect Dynamic Client
Registration’ 1.0 [OpenID.Registration] register this endpoint value
usimg the'initiate login uri Registration parameter.

Theparty-mnitiatingthetoginmrequestdoesso by redirectingtothetogin
initiation endpoint at the RP, passing the following parameters:

iss

REQUIRED. Issuer Identifier for the OP that the RP is to send
the Authentication Request to. Its value MUST be a URL
using the https scheme.
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login_hint

OPTIONAL. Hint to the Authorization Server about the End-
User to be authenticated. The meaning of this string-valued
parameter is left to the OP's discretion. In common use
cases, the value will contain an e-mail address, phone
number, or username collected by the RP before requesting
authentication at the OP. For example, this hint can be used
by an RP after it asks the End-User for their e-mail address

(or other identifier), passing that identifier as a hint to the
OpenlID Provider. It is RECOMMENDED that the hint valué
match the value provided for discovery. Other uses MAY
include using the sub claim from the ID Token as the hint

value or potentially other kinds of information about the
requested authentication.

target_link_uri

OPTIONAL. URL that the RP is requested-to redirect to after
authentication. RPs MUST verify (the value of the
target link uri to prevent being used as an open
redirector to external sites.

The parameters can either be passedvas query parameters using the
HTTP GET method or be passed as.HTML form values that are auto-

submitted in the User Agent, and thus are transmitted via the HTTP
POST method.

Other parameters MAY be sent, if defined by extensions. Any
parameters used that are not understood MUST be ignored by the
Client.

Clients SHOULD‘employ frame busting and other techniques to prevgnt
End-Users from’ being logged in by third party sites without their
knowledge-through attacks such as Clickjacking. Refer to Section
4.4.1.9 of [REC6819] for more details.

5. Claims TOC

This section specifies how the Client can obtain Claims about the End-
User and the Authentication event. It also defines a standard set of
basic profile Claims. Pre-defined sets of Claims can be requested using
specific scope values or individual Claims can be requested using the
claims request parameter. The Claims can come directly from the
OpenlID Provider or from distributed sources as well.
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TOC

This specification defines a set of standard Claims. They can be
requested to be returned either in the UserInfo Response, per
Section 5.3.2, or in the ID Token, per Section 2.

Member

Type

Description

ngme

given_name

family_name

middle_name

string

string

string

string

string

Subject - Identifier for the End-User at the Iss

End-User's full name in displayable form inclu
all name parts, possibly including titles
suffixes, ordered according to the End-User's lo
and preferences:

Given name(s) or first name(s) of the End-U
Note that(in some cultures, people can h
multiplergiven names; all can be present, with
names-being separated by space characters.

Surname(s) or last name(s) of the End-User. |
that in some cultures, people can have muli
family names or no family name; all can
present, with the names being separated by sf
characters.

Middle name(s) of the End-User. Note thatin s
cultures, people can have multiple middle nan|

Lier.

ing
and
cale

ser.
ave
the

lote
iple

be
ace

bme
nes;

all can be present, with the names being separated

by space characters. Also note that in s
cultures, middle names are not used.

Casual name of the End-User that may or may

bme

not

bhao tha carma ~c arinckane

nickname

string

a 3 E
o UhTe ouiliiTce Uo UiiTre \jL 1l LTINS T UT mrocairic

, a

nickname value of Mike might be returned

alongside a given name value of Michael.
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string

string

Shorthand name by which the End-User

wishes to

be referred to at the RP, such as janedoe or
j.doe. This value MAY be any valid JSON string

including special characters such as
whitespace. The RP MUST NOT rely upon

@ /, or
this value

being unique, as discussed in Section 5.7.

URL of the End-User's profile page. The c

ontents of

this Web page SHQULD be about the End-User.

picture

website

email

email_verified

string

string

string

boolean controlled by the End-User at the

URL of the End-User's profile picture.
MUST refer to an image file (for,examp
JPEG, or GIF image file), rather'than to a
containing an image. Note that this URI
specifically reference a profile photo ofi
User suitable for displaying when desc
End-User, rather thamah arbitrary photqg
the End-User.

URL of the End~User's Web page or blog
page SHOULD contain information publis
End-User:or an organization that the E
affiliated-with.

End~User's preferred e-mail address.
MUST conform to the RFC 5322 [RFC53
spec syntax. The RP MUST NOT rely upon

being unique, as discussed in Section 5.7.

True if the End-User's e-mail address
verified; otherwise false. When this Claif
true, this means that the OP took &
steps to ensure that this e-mail adg

verification was performed. The means b
e-mail address is verified is context sp
dependent upon the trust framework or ¢
agreements within which the parties are

End-User's gender. Values defined

This URL
e, a PNG,
Web page
. SHOULD
the End-
ribing the
taken by

This Web
hed by the
hd-User is

Its value
22] addr-
this value

~

has been
m Value is
ffirmative
ress was
time the
/ which an
pcific, and
ontractual
pbperating.

by this

ification are femal nd male.

er values

MAY be used when neither of the defined values

are applicable.
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End-User's birthday, represented as an ISO 8601-
1 [ISO8601-1] YYYY-MM-DD format. The year MAY
be 0000, indicating that it is omitted. To represent
only the year, YYYY format is allowed. Note that
depending on the underlying platform's date
related function, providing just year can result in
varying month and day, so the implementers need

to take this factor into account to correctly process
the dates

birthdate string
zpneinfo string
locale string
phone_number string

String from IANA Time Zone  Databhase
[IANA.time-zones] representing the ,End-Uger's
time zone. For example, Europe/Paris| or
America/Los_Angeles.

End-User's locale, represented as a BdP47
[RFC5646] language tag. This is typically an [ISO
639 Alpha-2 [ISO639] laniguage code in lowergase
and an ISO 3166-1 Alpha-2 [ISO3166-1] couptry
code in uppercasey separated by a dash. |For
example, en-USs©rfr-CA. As a compatibility npte,
some implementations have used an underscorg as
the separator-rather than a dash, for example,
en US; Relying Parties MAY choose to accept [this

locale syntax as well.

EndrUser's preferred telephone number. E.[164
[E.164] is RECOMMENDED as the format of [this
Claim, for example, +1 (425) 555-1212 or {+56
(2) 687 2400. If the phone number contain$ an
extension, it is RECOMMENDED that the extengion
be represented using the RFC 3966 [RFC3966]
extension syntax, for example, +1 (604) 555-
1234;ext=5678.

True if the End-User's phone number has heen
verified; otherwise false. When this Claim Valye is
true, this means that the OP took affirmgtive
steps to ensure that this phone number was
controlled by the End-User at the time [the

phone_number_verifiedboolean

verification was performed. The means by which a
phone number is verified is context specific, and
dependent upon the trust framework or contractual
agreements within which the parties are operating.
When true, the phone number Claim MUST be in
E.164 format and any extensions MUST be
represented in RFC 3966 format.
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End-User's preferred postal address. The value of
JSON the address member is a JSON [RFC8259]
object structure containing some or all of the members
defined in Section 5.1.1.

address

Time the End-User's information was last updated.
updated_at number Its value is a JSON number representing the
- number of seconds from 1970-01-01T00:00:00Z

as measured in UTC until the date/time.

Table 1: Registered Member Definitions

5.1.1. Address Claim TOC

The Address Claim represents a physical mailing address.
Implementations MAY return only a subset of the fields of an address,
depending upon the information available and the End-User's privacy
preferences. For example;the country and region might be returned
without returning more_fine-grained address information.

Implementations MAY return just the full address as a single string in
the formatted sub-field, or they MAY return just the individual
component figlds using the other sub-fields, or they MAY return both| If
both variants-are returned, they SHOULD represent the same address,
with the formatted address indicating how the component fields are
combingd.

Allthe address values defined below are represented as JSON strings.

formatted

Full mailing address, formatted for display or use on a
mailing label. This field MAY contain multiple lines,
separated by newlines. Newlines can be represented either
as a carriage return/line feed pair ("\r\n") or as a single line
feed character ("\n").
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street_address

Full street address component, which MAY include house
number, street name, Post Office Box, and multi-line
extended street address information. This field MAY contain
multiple lines, separated by newlines. Newlines can be
represented either as a carriage return/line feed pair ("\r\n")
or as a single line feed character ("\n").

focality
City or locality component.
region
State, province, prefecture, or region component.
postal_code
Zip code or postal code component.
country

Country name component.

5.1.p. Additional Claims TOC

While this specification defines only a small set of Claims as standard
Clajms, other Claims MAY be used in conjunction with the standard
Clajms. When using such Claims, it is RECOMMENDED that collision-
resistant names be-used for the Claim Names, as described in the JSON
Web Token (JWTY) [JWT] specification. Alternatively, Private Claim
Names can be safely used when naming conflicts are unlikely to arise,
as (lescribed'in the JWT specification. Or, if specific additional Claims
willlhave-broad and general applicability, they can be registered with
Registered Claim Names, per the JWT specification.

5.2. Claims Languages and Scripts TOC

Human-readable Claim Values and Claim Values that reference human-
readable values MAY be represented in multiple languages and scripts.
To specify the languages and scripts, BCP47 [RFC5646] language tags
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are added to member names, delimited by a # character. For example,
family name#ja-Kana-JP expresses the Family Name in Katakana in
Japanese, which is commonly used to index and represent the phonetics
of the Kanji representation of the same name represented as

family name#ja-Hani-JP. As another example, both website and
website#de Claim Values might be returned, referencing a Web site in
an unspecified language and a Web site in German.

that language tag values used in Claim Names be spelled using the
character case with which they are registered in the IANA "Language
Subtag Registry" [IANA.Language]. In particular, normally language
names are spelled with lowercase characters, region names, are spell
with uppercase characters, and scripts are spelled with mixed case
characters. However, since BCP47 language tag values are case
insensitive, implementations SHOULD interpret the/tanguage tag valyes
supplied in a case-insensitive manner.

D
[aB

Per the recommendations in BCP47, languagé tag values for Claims
SHOULD only be as specific as necessary.for instance, using £fr might
be sufficient in many contexts, rather than fr-ca or fr-rr. Where
possible, OPs SHOULD try to match requested Claim locales with Claims
it has. For instance, if the Client asks for a Claim with a de (German)
language tag and the OP has a value tagged with de-cH (Swiss

German) and no generic Germah value, it would be appropriate for the
OP to return the Swiss German value to the Client. (This intentionally
moves as much of the complexity of language tag matching to the Ol
as possible, to simplify.Clients.)

\%4

OpenID Connect defines the following Authorization Request parameter
to enable specify the preferred languages and scripts to be used for the
returned Clajms:

claims/ locales

OPTIONAL. End-User's preferred languages and scripts for
Claims being returned, represented as a space-separated list
of BCP47 [RFC5646] language tag values, ordered by
preference. An error SHOULD NOT result if some or all of the

requested locales are not supported by the OpenlD Provider.

When the OP determines, either through the claims locales
parameter, or by other means, that the End-User and Client are
requesting Claims in only one set of languages and scripts, it is
RECOMMENDED that OPs return Claims without language tags when
they employ this language and script. It is also RECOMMENDED that
Clients be written in a manner that they can handle and utilize Claims
using language tags.
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5.3. UserInfo Endpoint TOC

The UserInfo Endpoint is an OAuth 2.0 Protected Resource that returns
Claims about the authenticated End-User. To obtain the requested
Claims about the End-User, the Client makes a request to the UserInfo
Endpoeinttusingan-AccessTokenobtainedthrotgh-Openib-Connect
Authentication. These Claims are normally represented by a JSON
object that contains a collection of name and value pairs for the Claims:

Communication with the UserInfo Endpoint MUST utilize TLS. See
Sedtion 16.17 for more information on using TLS.

Thg UserInfo Endpoint MUST support the use of the HTTP ¢&7 and HTTP
PO9T methods defined in REC 7231 [RFC7231].

Thg UserInfo Endpoint MUST accept Access Tokens as*OAuth 2.0 Bearer
ToKen Usage [RFC6750].

Thg UserInfo Endpoint SHOULD support the use of Cross-Origin

Redource Sharing (CORS) [CORS] and/or other methods as appropriate
to enable JavaScript Clients and other Browser-Based Clients to access
it.

5.3.[l. UserInfo Request TOC

Theg Client sends thé UserInfo Request using either HTTP GET or HTTP
POdT. The Access Token obtained from an OpenID Connect

Authentication‘Request MUST be sent as a Bearer Token, per Section 2
of QAuth 2.0-Bearer Token Usage [RFC6750].

It is RECOMMENDED that the request use the HTTP GET method and the
Acgess Token be sent using the Authorization header field.

The following is a non-normative example of a UserInfo Request:

GET /userinfo HTTP/1.1
Host: server.example.com
Authorization: Bearer S1AV32hkKG
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5.3.2. Successful UserInfo Response TOC

The UserInfo Claims MUST be returned as the members of a JSON
object unless a signed or encrypted response was requested during
Client Registration. The Claims defined in Section 5.1 can be returned,

H P~ |

=P H Cla wEiad Fh o
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For privacy reasons, OpenID Providers MAY elect to not return values
for some requested Claims. It is not an error condition to not retarn a
requested Claim.

If a Claim is not returned, that Claim Name SHOULD be-omitted from
the JSON object representing the Claims; it SHOULD-NOT be present
with a null or empty string value.

The sub (subject) Claim MUST always be returned in the UserlInfo
Response.

NOTE: Due to the possibility of token substitution attacks (see

Section 16.11), the UserInfo Responsetis not guaranteed to be about
the End-User identified by the sub (subject) element of the ID Token|
The sub Claim in the UserInfo Response MUST be verified to exactly
match the sub Claim in the ID.Token; if they do not match, the Userlnfo
Response values MUST NOT<be used.

Upon receipt of the UserInfo Request, the UserInfo Endpoint MUST
return the JSON Serijalization of the UserInfo Response as in

Section 13.3 in thetHTTP response body unless a different format wa
specified during (Registration [OpenID.Registration]. The UserInfo
Endpoint MUST return a content-type header to indicate which format is
being returned. The content-type of the HTTP response MUST be
application/json if the response body is a text JISON object; the
response body SHOULD be encoded using UTF-8.

U7

If the UserInfo Response is signed and/or encrypted, then the Claims
are returned in a JWT and the content-type MUST be application/jwt.
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signing and encryption are requested, the response MUST be signed
then encrypted, with the result being a Nested JWT, as defined in

[JWT].

If signed, the UserInfo Response MUST contain the Claims iss (issuer)
and aud (audience) as members. The iss value MUST be the OP's
Issuer Identifier URL. The aud value MUST be or include the RP's Client
ID value.
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The following is a hon-normative example of a UserInfo Response:

HTTP/1.1 200 OK
Content-Type: application/json

{
"sub": "248289761001",

"name": "Jane Doe",
W o o PN L W T - 1A}
\jJ.VCJ.l_J.lL/LJ.lI.C . | B i B wy 12
"family name": "Doe",
"preferred username": "j.doe",
"email": "janedoel@example.com",
"picture": "http://example.com/janedoe/me. jpg"
}
5.3.B. UserInfo Error Response TOC

When an error condition occurs, the UserInfo Endpoint returns an Error
Regponse as defined in Section 3 of OAuth2.0 Bearer Token Usage
[RAC6750]. (HTTP errors unrelated to RFC 6750 are returned to the
Usgr Agent using the appropriate HTTP status code.)

Thg following is a hon-normative e@xample of a UserInfo Error Response:

HTTP/1.1 401 Unauthorized
WWW-Authenticate: Bearer error="invalid token",
error description="The Access Token expired"

5.3.f. UserInfo Response Validation TOC

Thg Client MUST validate the UserInfo Response as follows:

1. Verify that the OP that responded was the intended OP
through a TLS server certificate check, per RFC 6125
[RFC6125].

2. If the Client has provided a
userinfo encrypted response alg parameter
during Registration, decrypt the UserInfo Response using
the keys specified during Registration.

3. If the response was signed, the Client SHOULD validate
the signature according to JWS [JWS].
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5.4. Requesting Claims using Scope Values TOC

OpenID Connect Clients use scope values, as defined in Section 3.3 of
OAuth 2.0 [RFC6749], to specify what access privileges are being
requested for Access Tokens. The scopes associated with Access Tokens

determinewhatresourceswittbeavaitabtewhen—they-areusedto
access OAuth 2.0 protected endpoints. Protected Resource endpoints
MAY perform different actions and return different information based|on
the scope values and other parameters used when requesting.the
presented Access Token.

For OpenID Connect, scopes can be used to request that' specific setg of
information be made available as Claim Values.

Claims requested by the following scopes are treated by Authorizatio
Servers as Voluntary Claims.

-

OpenID Connect defines the following scope’values that are used to
request Claims:

profile

OPTIONAL. This scopé’ value requests access to the End-
User's default profile Claims, which are: name,
family name,\given name, middle name, nickname,
preferred_ umsername, profile, picture, website,
gender, Pirthdate, zoneinfo, locale, and
updatediat.

email

OPTIONAL. This scope value requests access to the email
and email verified Claims.

address

OPTIONAL. This scope value requests access to the address

Cidilll.
phone

OPTIONAL. This scope value requests access to the
phone number and phone number verified Claims.

Multiple scope values MAY be used by creating a space-delimited, case-
sensitive list of ASCII scope values.
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The Claims requested by the profile, email, address, and phone
scope values are returned from the UserInfo Endpoint, as described in
Section 5.3.2, when a response type value is used that results in an
Access Token being issued. However, when no Access Token is issued
(which is the case for the response type value id token), the resulting
Claims are returned in the ID Token.

In some cases, the End-User will be given the option to have the

OpenibProviderdectimetoprovide some or attinformatiom requested
by RPs. To minimize the amount of information that the End-User is
being asked to disclose, an RP can elect to only request a subset of the
infgrmation available from the UserInfo Endpoint.

Thg following is a non-normative example of an unencoded scépe
reguest:

scope=openid profile email phone

5.5.| Requesting Claims using the "claims" Requést Parameter TO

OpenID Connect defines the following“Authorization Request parameter
to enable requesting individual Claims and specifying parameters that
apply to the requested Claims:

claims

OPTIONAL. This parameter is used to request that specific
Claims be returned. The value is a JSON object listing the
requested)Claims.

Theg claims Adthentication Request parameter requests that specific
Clajms be réturned from the UserInfo Endpoint and/or in the ID Token.
It i$ represented as a JSON object containing lists of Claims being
requested from these locations. Properties of the Claims being
requested MAY also be specified.

Support for the claims parameter is OPTIONAL. Should an OP not
support this parameter and an RP uses it, the OP SHOULD return a set
of Claims to the RP that it believes would be useful to the RP and the
End-User using whatever heuristics it believes are appropriate. The
claims parameter supported Discovery result indicates whether the
OP supports this parameter.

The claims parameter value is represented in an OAuth 2.0 request as
UTF-8 encoded JSON (which ends up being form-urlencoded when
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passed as an OAuth parameter). When used in a Request Object value,
per Section 6.1, the JSON is used as the value of the c1aims member.

The top-level members of the Claims request JSON object are:
userinfo

OPTIONAL. Requests that the listed individual Claims be
returned from the UserInfo Endpoint. If present, the listed

Ctaims are being requested to be added to any Claims that
are being requested using scope values. If not present, the
Claims being requested from the UserInfo Endpoint are only
those requested using scope values.

When the userinfo member is used, the requestMUST also
use a response_type value that results in an-Access Token
being issued to the Client for use at the Userlnfo Endpoint.

id_token

OPTIONAL. Requests that the listed individual Claims be
returned in the ID Token. If present, the listed Claims are
being requested to be added, te the default Claims in the ID
Token. If not present, the, default ID Token Claims are
requested, as per the ID:Token definition in Section 2 and
per the additional per-flow ID Token requirements in
Sections 3.1.3.6, 3.2:2710, 3.3.2.11, and 3.3.3.6.

Other members MAY be present. Any members used that are not
understood MUST be ignored.

An example Claimssrequest is as follows:

{

"duserinfo:
£
"given name": {"essential": true},
"nickname": null,
"email": {"essential": true},
"email verified": {"essential": true},
"picture"™: null,

"http://example.info/claims/groups”: null
b

"id token":
{
"auth time": {"essential": true},
"acr": {"values": ["urn:mace:incommon:iap:silver"]
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Note that a Claim that is not in the standard set defined in Section 5.1, the

(example)

http://example.info/claims/groups Claim,

being

requested. Using the claims parameter is the only way to request specific
combinations of Claims that cannot be specified using scope values.

5.5.1. Individual Claims Requests

The

JSQG
as t
folle

null

manner.

JSON Object

userinfo and id token members of the claims request both are
N objects with the names of the individual Claims being requested
he member names. The member values MUST be one of the
bwWing:

Indicates that this Claim is being requested in‘the default
In particular, this is a Voluntary Claim. For
instance, the Claim request:

"given name": null

requests the given name Claim/if the default manner.

Used to provide additionalinformation about the Claim being
requested. This specification defines the following members:

essential

OPTIONAL. Indicates whether the Claim being
requested is an Essential Claim. If the value is
true, this indicates that the Claim is an
Essential Claim. For instance, the Claim
request:

"auth time": {"essential":
true}

TOC

can be used to specify that it is Essential to
return an auth time Claim Value.

If the value is false, it indicates that it is a
Voluntary Claim. The default is false.

By requesting Claims as Essential Claims, the
RP indicates to the End-User that releasing
these Claims will ensure a smooth
authorization for the specific task requested by
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the End-User. Note that even if the Claims are
not available because the End-User did not
authorize their release or they are not present,
the Authorization Server MUST NOT generate
an error when Claims are not returned,
whether they are Essential or Voluntary, unless
otherwise specified in the description of the
specific claim.

value

OPTIONAL. Requests that the Claim be
returned with a particular value. For instance,
the Claim request:

"sub": {"value":
"248289761001"}
can be used to specify that the .request apply
to the End-User with Subject Identifier
248289761001.

The value of the value-member MUST be a
valid value for the_.Claim being requested.
Definitions of individual Claims can include
requirements onthow and whether the value
qualifier is to\be used when requesting that
Claim. An.(quality comparison is used to
determiné-whether the requested Claim value
matches.

When the Claim value does not match the
requested value, the Claim is not included in
the response. If the Claim was sub, a mismatch
MUST cause the authentication to fail, as
described in Section 3.1.2.2.

values

OPTIONAL. Requests that the Claim be
returned with one of a set of values, with the

processed equivalently to a value request,
except that a choice of acceptable Claim values
is provided.
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For instance, the Claim request:

"acr": {"essential": true,
"values":
["urn:mace:incommon:iap:silver"

4

"urn:mace:incommon:iap:bronze"]

Noft
sh

oxq
op9

EqU

}
specifies that it is Essential that the acr Claim
be returned with either the value
urn:mace:incommon:iap:silver or
urn:mace:incommon:iap:bronze.

The values in the values member array MUST
be valid values for the Claim being requested.
Definitions of individual Claims can ifaclude
requirements on how and whether the-values
qualifier is to be used when requesting that
Claim. An equality comparisonis used to
determine whether the requested Claim values
match.

When the Claim value does not match any of
the requested values,the Claim is not included
in the response.

Other members MAY: be defined to provide additional
information aboutthe requested Claims. Any members used
that are not understood MUST be ignored.

e that when the claims request parameter is supported, the scope
vallles that request.Claims, as defined in Section 5.4, are effectively
rthand methods for requesting sets of individual Claims. For

mple, using.the scope value openid email and a response type
that returns'\ah Access Token is equivalent to using the scope value
nid and the following request for individual Claims.

ivalent of using the email scope value:

"userinfo":
"email": null,
"email verified": null
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5.5.1.1. Requesting the "acr" Claim

If the acr Claim is requested as an Essential Claim for the ID Token

with a value or values parameter requesting specific Authentication
Context Class Reference values and the implementation supports the
claims ; Tzati acr m
Value that matches one of the requested values. The Authorization
Server MAY ask the End-User to re-authenticate with additional‘factors
to meet this requirement. If this is an Essential Claim and the
requirement cannot be met, then the Authorization ServeryMUST treat
that outcome as a failed authentication attempt.

Note that the RP MAY request the acr Claim as a Veluntary Claim by
using the acr values request parameter or by netincluding
"essential": true in an individual acr Claim request. If the Claim is ng
Essential and a requested value cannot be provided, the Authorizatio
Server SHOULD return the session's current‘acr as the value of the 4cr
Claim. If the Claim is not Essential, the Authorization Server is not
required to provide this Claim in its response.

=

If the client requests the acr Claim using both the acr values requgst
parameter and an individual ac Claim request for the ID Token listing
specific requested values, the’resulting behavior is unspecified.

5.5.2. Languagésyand Scripts for Individual Claims

As described in Section 5.2, human-readable Claim Values and Claim
Values: that reference human-readable values MAY be represented in
multiple languages and scripts. Within a request for individual Claimsg,
requested languages and scripts for particular Claims MAY be requested
by including Claim Names that contain #-separated BCP47 [RFC5646]|

language tags in the Claims request, using the Claim Name syntax
specified in Section 5.2. For example, a Family Name in Katakana in
Japanese can be requested using the Claim Name family name#ja-
Kana-JP and a Kanji representation of the Family Name in Japanese can
be requested using the Claim Name family name#ja-Hani-JP. A
German-language Web site can be requested with the Claim Name
website#de.
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If an OP receives a request for human-readable Claims in a language
and script that it does not have, any versions of those Claims returned
that do not use the requested language and script SHOULD use a
language tag in the Claim Name.

5.6.[ Claim Types TOC
Three representations of Claim Values are defined by this specification:
Normal Claims
Claims that are directly asserted by the OpenID Provider.
Aggregated Claims
Claims that are asserted by a Claims Provider other than the
OpenID Provider but are returned by QpenID Provider.
Distributed Claims
Claims that are asserted by a Claims Provider other than the
OpenID Provider but are.returned as references by the
OpenID Provider.
Normal Claims MUST be supported. Support for Aggregated Claims and
Distributed Claims is OPTIONAL.
5.6.1. Normal €laims TOC
Normal €laims are represented as members in a JSON object. The Claim
Name<ds'the member name and the Claim Value is the member value.

TheTollowing 1S @ hon-normative response containing Normal Claims:

{
"sub": "248289761001",

"name": "Jane Doe",

"given name": "Jane",

"family name": "Doe",

"email": "janedoel@example.com",

"picture": "http://example.com/janedoe/me. jpg"

}
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5.6.2. Aggregated and Distributed Claims TOC

Aggregated and distributed Claims are represented by using special
_claim names and claim sources members of the JSON object
containing the Claims.

_claim_names

JSON object whose member names are the Claim Names for
the Aggregated and Distributed Claims. The member ‘values
are references to the member names _(in the
~claim sources member from which the actual Claim
Values can be retrieved. The OP MAY omitisome Claims
available from referenced Claims Providers-from the set of
Claim Names.

_claim_sources

JSON object whose member names are referenced by the
member values of the e¢baim names member. The
member values contain_.sets of Aggregated Claims or
reference locations for, Distributed Claims. The member
values can have one. of the following formats depending on
whether it is providing Aggregated or Distributed Claims:

Aggregated Claims

JSON object that MUST contain the JWT
member whose value is a JWT [JWT] that MUST
contain all the Claims in the claim names
object that references the corresponding
~claim sources member. Other members
MAY be present. Any members used that are
not understood MUST be ignored.

REOLIIRDED AL ankEainina O] en
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Values.

The JWT SHOULD NOT contain a sub (subject)
Claim unless its value is an identifier for the
End-User at the Claims Provider (and not for
the OpenID Provider or another party); this
typically means that a sub Claim SHOULD NOT
be provided.
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Distributed Claims

JSON object that contains the following
members and values:

endpoint

REQUIRED. OAuth 2.0 resource
endpoint from which the

associated Claim can be retrieved.
The endpoint URL MUST return
the Claim as a JWT.

access_token

OPTIONAL. Access Token enabling
retrieval of the Claims from the
endpoint URL by using the OAuth
2.0 Bearer Token Usage
[RFC6750] protocol. Claims
SHOULD be requested using“the
Authorization Request </header
field and Claims Providers MUST
support this method. If the Access
Token is not available, RPs MAY
need to retrieve-the Access Token
out of band_\or use an Access
Token thathywas pre-negotiated
between\the Claims Provider and
RP, orithe Claims Provider MAY
reauthenticate the End-User
and/or reauthorize the RP.

Since-it is not an error condition to not return
arequested Claim, RPs MUST be prepared to
handle the condition that some Claims listed in
~claim sources are not returned from the
Claims Provider. They SHOULD treat this the
same as when any other requested Claim is not
returned.

A—sub (cubiact) Pl:nﬂn SHAOLILD I\IﬂT hn
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returned from the Claims Provider unless its
value is an identifier for the End-User at the
Claims Provider (and not for the OpenID
Provider or another party); this typically means
that a sub Claim SHOULD NOT be provided.

An iss (issuer) Claim SHOULD be included in any JWT issued by a
Claims Provider so that the Claims Provider's keys can be retrieved for
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signature validation of the JWT. The value of the Claim is the Claims
Provider's Issuer Identifier URL.

In general, it is up to the OP when it is appropriate to use Aggregated

Claims and Distributed Claims. In some cases, information about when
to use what Claim Types might be negotiated out of band between RPs

and OPs.

5.6.2.1. Example of Aggregated Claims

In this non-normative example, Claims from Claims Provider A are
combined with other Claims held by the OpenID provider, with the
Claims from Claims Provider A being returned as Aggregated Claims.

In this example, these Claims about Jane Doe have been issued by
Claims Provider A. (The example also includes the Claims Provider's
Issuer Identifier URL.)

{

"iss": "https://a.example.con",
"address": |
"street addresg™: "1234 Hollywood Blvd.",
"locality": ''les Angeles",
"region": "CA",
"postal cede": "90210",
"countriy": "United States of America"},

"phone_@mumber": "+1 (310) 123-4567"
}

Claims Provider A signs the JSON Claims, representing them in a signed
JWT: jwt -header.jwt_part2.jwt_part3. It is this JWT that is used by the

OpenlID{Provider.

TOC

In this example, this JWT containing Jane Doe's Aggregated Claims ffom

Claims Provider A is combined with other Normal Claims, and returngd
as the following set of Claims:

{
"sub": "248289761001",

"name": "Jane Doe",

"given name": "Jane",

"family name": "Doe",
"birthdate": "0000-03-22",

"eye color": "blue",

"email": "janedoel@example.com",
" claim names": {
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"address": "srcl",
"phone number": "srcl"
b
" claim sources": {
"srcl": {"JWT": "jwt header.jwt part2.jwt part3"}

}
}

5.6.2.2. Example of Distributed Claims

In this non-normative example, the OpenID Provider combinges Normal
Clajms that it holds with references to Claims held by two different
Clajms Providers, B and C, incorporating references to same of the
Clajms held by B and C as Distributed Claims.

In his example, these Claims about Jane Doe are<eld by Claims
Proyider B (Jane Doe's bank). (The example alsoincludes the Claims
Proyider's Issuer Identifier URL.)

{

"iss": "https://bank.example.com",
"shipping address": ({
"street address": #0234 Hollywood Blvd.",
"locality": "Los, Angeles",
"region": "CA'"j;
"postal code": ™90210",
"country": 8 United States of America"},

"payment imfe™: "Some Card 1234 5678 9012 3456",
"phone number": "+1 (310) 123-4567"

}

Also in this example, this Claim about Jane Doe is held by Claims
Proyider C (acredit agency). (The example also includes the Claims
Proyider'siissuer Identifier URL.)

{

TO

"iss": "https://creditagency.example.com",
"credit score": 650

}

The OpenlID Provider returns Jane Doe's Claims along with references to
the Distributed Claims from Claims Provider B and Claims Provider C by
sending the Access Tokens and URLs of locations from which the
Distributed Claims can be retrieved:
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{
"sub": "248289761001",
"name": "Jane Doe",
"given name": "Jane",
"family name": "Doe",
"email": "janedoel@example.com",
"birthdate": "0000-03-22",
"eye color": "blue",
" claim names": {
"payment info": "srcl",
"shipping address": "srcl",
"credit score": "src2"
by
" claim sources": {
"srcl": {"endpoint":

"https://bank.example.com/claim source},
"src2": {"endpoint":

"https://creditagency.example.cbm/claims here",
"access token":\ ™ksj3n283dke"}

}
}

Note that not returning phone namber, which is held by Claims Provider
B, demonstrates that not all Claims held by a utilized Claims Provider
need be included.

5.7. Claim Stability and Uniqueness TOC

The suk(subject) and iss (issuer) Claims from the ID Token, used

together, are the only Claims that an RP can rely upon as a stable
identifier for the End-User, since the sub Claim MUST be locally unique

for a given End-User is the combination of the iss Claim and the sub
Claim.

All other Claims carry no such guarantees across different issuers in
terms of stability over time or uniqueness across users, and Issuers are
permitted to apply local restrictions and policies. For instance, an Issuer
MAY re-use an email Claim Value across different End-Users at different
points in time, and the claimed email address for a given End-User MAY
change over time. Therefore, other Claims such as email,
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phone number, preferred username, and name MUST NOT be used as

unique identifiers for the End-User, whether obtained from the ID Token

or the UserInfo Endpoint.
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OpegnID Connect defines the following Authorization Request parameters
nable Authentication Requests to be signed and optionally
rypted:

request

OPTIONAL. This parameter enables OpenlID_ Connect
requests to be passed in a single, self-contained’parameter
and to be optionally signed and/or encrypted{The parameter
value is a Request Object value, as specified in Section 6.1.
It represents the request as a JWT whose Claims are the
request parameters.

request_uri

OPTIONAL. This parametér enables OpenID Connect
requests to be passed by reference, rather than by value.
The request uri value is a URL referencing a resource
containing a Request©Object value, which is a JWT containing
the request parameters. This URL MUST use the https
scheme unless the target Request Object is signed in a way
that is verifiable by the OP.

uests using these parameters are represented as JWTs, which are
pectively passed by value or by reference. The ability to pass
uests by reference is particularly useful for large requests. If one of
e parameters is used, the other MUST NOT be used in the same

e-that the Request Objects defined here are compatible with those

specified by The OAuth 2.0 Authorization Framework: JWT-Secured
Authorization Request (JAR) [RFC9101].
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6.1. Passing a Request Object by Value TOC

The request Authorization Request parameter enables OpenlID Connect
requests to be passed in a single, self-contained parameter and to be
optionally signed and/or encrypted. It represents the request as a JWT

) Pl H ') b b Y o - fanl s 24D
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This JWT is called a Request Object.

Support for the request parameter is OPTIONAL. The
request parameter supported Discovery result indicates whether the

OP supports this parameter. Should an OP not support this paramete
and an RP uses it, the OP MUST return the request not’ supported
error.

=

When the request parameter is used, the OpenID Connect request
parameter values contained in the JWT supersede those passed using
the OAuth 2.0 request syntax. However, parameters MAY also be
passed using the OAuth 2.0 request syntax even when a Request Object
is used; this would typically be done té.enable a cached, pre-signed
(and possibly pre-encrypted) Request’Object value to be used

containing the fixed request parameters, while parameters that can
vary with each request, such as€tate and nonce, are passed as OAdth
2.0 parameters.

So that the request is a-valid OAuth 2.0 Authorization Request, values
for the response type'and client id parameters MUST be included

using the OAuth 2.0-request syntax, since they are REQUIRED by OAuth
2.0. The values for'these parameters MUST match those in the Request
Object, if present.

Even if a_scope parameter is present in the Request Object value, a
scope parameter MUST always be passed using the OAuth 2.0 request
syntax‘containing the openid scope value to indicate to the underlying
OAuth 2.0 logic that this is an OpenlID Connect request.

The Request Object MAY be signed or unsigned (unsecured). When it|is

unsecured, this is indicated by use of the none algorithm [JWA] in the
JOSE Header. If signed, the Request Object SHOULD contain the Claims
iss (issuer) and aud (audience) as members. The iss value SHOULD be
the Client ID of the RP, unless it was signed by a different party than
the RP. The aud value SHOULD be or include the OP's Issuer Identifier
URL.
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The Request Object MAY also be encrypted using JWE [JWE] and MAY
be encrypted without also being signed. If both signing and encryption
are performed, it MUST be sighed then encrypted, with the result being
a Nested JWT, as defined in [JWT].

request and request uri parameters MUST NOT be included in
Request Objects.

The_following is a hon-normative example of the Claims in a Request
Object before base64url-encoding and signing:

{

"iss": "s6BhdRkgt3",
"aud": "https://server.example.com",
"response type": "code id token",
"client id": "s6BhdRkgt3",
"redirect uri": "https://client.examplelorg/cb",
"scope": "openid",
"state": "afOifjsldkj",
"nonce": "n-0S6 WzA2Mj",
"max age": 86400,
"claims":
{
"userinfo":
{
"given name": {"essgntial": true},
"nickname": null,
"email": {"essential": true},
"email verified": {"essential": true},

"picture": null
b

"id token™s
{
"gefhder": null,
"Bihrthdate": {"essential": true},
"acr": {"values":

["urn¥mace:incommon:iap:silver"]}

}

}

}

Signing it with the rRs256 algorithm results in this Request Object value
(with line wraps within values for display purposes only):

eyJhbGciOiJSUzIINiIsImtpZCI6ImsyYmR)In0.ewOKICIpc3MiOiAl
czZCaGRSa3

FOMyIsDQogImF1ZCI6ICJodHRwczovL3NlcnZlci5leGFtcGx1ImNvbS
IsDQogInJdl
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c3BvbnN1X3R5cGUi01A1Y29kZSBpZF90b2t1biTIsDQogImNsaWvVudF 9p

ZCI6ICJzNk

JOoZFJrcXQzIiwNCiAicmVkaXJ1lY3RfdXJIpIjogImhOdHBzO1i8vY2xpZW

50LmV4YWlw

bGUuUb3JnL2NiIiwNCiAic2NvcGUi101Aib3BlbmlkIiwNCiAic3RhdGUL

OiAiYWYwaW

Z2qc2xka20iLAOKICJub25jZSI6ICJUuLTBTN1 9XekEyTWoiLAOKICJ
hfYWd1lIjog

ODYOMDASDQogImNsYWltcyI6IAOKICB7/DQogICAIidXNIlemluzm8iO
CiAgICB7DQ

0gICAgICInaXZlbl9uYW1l1lIjogeyJdlc3NlbnRp¥WwiOiBOcnV1£fSw
AgICAgImbp

Y2tuYW11IjogbnVsbCwNCiAgICAgIMVEYWISIjogeydlc3NlbnRpY
0iB0OcnV1fS

WNCiAgICAgIMVtYWlsX3ZlcmlmaWVkIjogeyJlc3N1lbnRpYWwiOiB
V1fSwNCiAg

ICAgInBpY3R1cmUiOiBudWxsSDQogICAgESWNCiAgGICIpZEO0b2tlb
TIAOKICAgIH

SNCiAgICAgImdlbmRIciI6IG51bGwsDQogICAgICJIiaXJ0aGRhdAGU}

B7ImVzc2Vu

dG1lhbCI6IHRYAWVIOLAOKICAGICAIYWNyIjogeyJ2YWx1ZXMiOiBbI
bjptYWN1QOm

1uY29€bWouOmlhcDpzaWx2ZXIiXXONCiAgICBIDQogIHONCNO . nww
k1l<Zkbmnvs

F6zTHm8CHERFMGQPhos-EJcaH4Hh-
sMgk8ePrGhw trPYs8KQxsn6RI9Emo wHwajyF

KzuMXZFSZ3p6Mb8dkxtVyjoy2GIzvuJT u7PkY2t8QU9hjBcHs68P

LYX

i AN

NCi

w1

ODcn

116

101

nvy

NNs

kg

DVTrGl1uRTx

OGXFbuij96tVuj11anmFCUR6IEOXKYr7iGOCRB3btthMO_AKQU
nR1rRscc8K
ol-

fgK

CcSLWoYE9150gholImzjT cMnNIznWOE7CDyWXTsO70xnB4SkGopXfLS]

LL1xmPG
iyon -TelllV8uE83I1zCYIb NMXvtTIVcljpspnTSD7xMbpL-
20gwUsA1MGzw
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The following RSA public key, represented in JWK format, can be used
to validate the Request Object signature in this and subsequent Request
Object examples (with line wraps within values for display purposes
only):

{
" kty" : "RSA",
"kid":"k2bdc",

"Mt T Y ILgUATCPoE LI uZ-
ZCKg83YVbFEk6JIMs pSj76eMkddWRuWX2aBKGHAtKI1ESP

7 vn_ PCKZWePt3vGkB6ePgzAFuO8NmKemwESbQIOe6kIChtt 6K=ZT50
aaXDF

I6gCLImk51Cc4VYFaxggevMncYrzaW 50mzl1yGSFIQzLYP8bBijAHGV]d
EFgZa

ZEN91sn GAWLaJpHrB3RO1S50E45wxrlg9xMncVb8gDPuXZarvghLLOH

zOuYR
adBJIVoWZowDNTpKpk2Rk1Z7Q0aBO7XPv3uR7s sf2g-
bAJSYXYUGsqkNA9b3xV
W53am UZZ3tZbFTIh557JICWKHIW]SuzeJXaw",
"e":"AQAB"
}
6.1.[1. Request using the "request” Request Parameter TO

Thg Client sends the Authorization Request to the Authorization
Engpoint.

Thg following is~@a’non-normative example of an Authorization Request
usimg the reqéest parameter (with line wraps within values for display
purposes only):

https://server.example.com/authorize?

S0 N -

response—type=coder2oid—token

&client id=s6BhdRkqgt3

&redirect uri=https%3A%2F%2Fclient.example.org%2Fcb
&scope=openid

&state=af0ifjsldkj

&nonce=n-0S6_WzA2Mj]

&request=eyJhbGciOiJSUzIINiIsImtpZCI6ImsyYmR)InO.ewOKICJ
Pc3MiOiA
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1czZCaGRSa3F0MyIsDQogImF1ZCI6ICJodHRwczovL3NlcnZlci5l
tcGx1LmN

vbSIsDQogInJlc3BvbnN1IX3R5cGUiOiAiY29kZSBpZF90b2tlbils
gImNsaWVv

udF9pZCI6ICIzNkJOZFIrcXQzIiwNCiAicmVkaXJ1lY3RfdXJIpIjog
0dHBZz018

eGF

DQo

Imh

vYZ2xpZW50LmV4YW1lwbGUub3JInL2NiTIiwNCiAic2NvcGUiO1Aib3B1
kIiwNCiA

1c3RhdGUi0OiAiYWYwaWZgc2xka20iLAOKICJub25jZ2SI6ICJuLTBT
XekEyTWo

1iLAOKICJtYXhfYWd1IjogODYOMDASDQogImNsYWhtcyI 6IAOKICB7
gICAidXN

1lcmluZm8iOiANCiAgICB7/DQogICAgICInaXZ1bl9uYWllIjogeyJdl
1bnRpYWw

10iB0cnV1fSWNCiAgICAgGImMSPY2&EwYW11IjogbnVsbCwNCiAgICAg
tYWlsIjo

geyJ1lc3N1lbnRpYWwiOiBOcaV1fSWNCiAgICAGImVtYW1sX3Z1lcmlm
kIjogeyd

1c3N1bnRpYWwiOiB@enV1£fSwWNCiAgICAGINnBpY3R1cmUiOiBudWxs
gICAgfSw

NCiAgICIpZF90b2t1biT6IAOKICAgIHSNCiAgICAgImdlbmR1ciI6
1bGwsDQo

gICAGI€JiaXJ0aGRhdGUi0iB7 ImVzc2VudGlhbCI6IHRydWVILAOK
gICATYWN

yI1jogeyJ2YWx1ZXMiO0iBbInVybjptYWNIOmluY29tbW9uOmlhcDpz
27ZXTiXX0

NCiAgICB9DQogIHONCNnO.nwwnNskl-
ZkbmnvsFazTHMICHERFMGOPhas-—F.JcaH4H

obm1

N19

DQoO

0
w
=2

TmV

AWV

DQo

TG5

[CA

B WX

h_
sMgk8ePrGhw trPYs8KQxsn6ROEmo wHwa]yFKzuMXZFSZ3p6Mb8d
Vyjoy?2

kxt

GIzvuJT u7PkY2t8QU9h]jBcHs68PkgjDVTrGluRTx0GxFbuPbjo6tvVuj

11pTnmFC
UR6IEOXKYr7iGOCRB3btfJhMO AKQUfgKnRlrRscc8Kol-
cSLWoYE9150gholImz
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JT cMnNIznWOE7CDyWXTsO70xnB4SkGopXfLSJLL1xmPGiyon -
TelllV8uE83I1l
zCYIb NMXvtTIVcljpspnTSD7xMbpL-20gwUsAIMGzw

6.2. Passing a Request Object by Reference TOC

Thg request uri parameter supported Discovery resultindicates
whether the OP supports this parameter. Should an QP.not support this
pargmeter and an RP uses it, the OP MUST return the

request uri not supported error.

When the request uri parameter is used, the'OpenID Connect request
pargmeter values contained in the referenced JWT supersede those
passed using the OAuth 2.0 request syntax. However, parameters MAY
alsg be passed using the OAuth 2.0 request syntax even when a
reduest uri is used; this would typically be done to enable a cached,
prersigned (and possibly pre-encrypted) Request Object value to be
used containing the fixed requést parameters, while parameters that
can| vary with each request, such as state and nonce, are passed as
OAuth 2.0 parameters.

So that the request is'a@ valid OAuth 2.0 Authorization Request, values
for the response type and client id parameters MUST be included
usimg the OAuthc2.0 request syntax, since they are REQUIRED by OAuth
2.0| The valuesfor these parameters MUST match those in the Request
Object, if present.

Evdn if @-scope parameter is present in the referenced Request Object,
a s{bpe parameter MUST always be passed using the OAuth 2.0 request
syntax containing the openid scope value to indicate to the underlying
OAuth 2.0 logic that this is an OpenID Connect request.

Servers MAY cache the contents of the resources referenced by Request
URIs. If the contents of the referenced resource could ever change, the
URI SHOULD include the base64url-encoded SHA-256 hash of the
referenced resource contents as the fragment component of the URI. If
the fragment value used for a URI changes, that signals the server that
any cached value for that URI with the old fragment value is no longer
valid.
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Note that Clients MAY pre-register request uri values using the
request uris parameter defined in Section 2.1 of the OpenID Connect
Dynamic Client Registration 1.0 [OpenlID.Registration] specification. OPs
can require that request uri values used be pre-registered with the
require request url registration discovery parameter.

The entire Request URI SHOULD NOT exceed 512 ASCII characters.

V] he a3 Reoed

Object. The scheme used in the request uri value MUST be https)
unless the target Request Object is signed in a way that is verifiable by

the Authorization Server. The request uri value MUST be reachable by
the Authorization Server and SHOULD be reachable by the-Client.

The following is a hon-normative example of the contents of a Request
Object resource that can be referenced by a request uri (with line

wraps within values for display purposes only):

eyJhbGciO0iJSUzIINiIsImtpZCIloImsyYmRjIn0.ewOKICIJpc3MiOiAL
czZCaGRSa3

FOMyIsDQogImF1ZCI6ICJodHRwEZovL3NlcnZlci5leGFteGx1LmNyvbS
IsDQogIndl

c3BvbnN1X3R5cGUi01ALY29kZSBpZF90b2t1biIsDQogImNsaWVudF 9p
ZCI6ICJzNk

JoZFJrcXQzIiwNCiAicmVkaXJ1lY3RfdXJIpIjogImhOdHBzO18vY2xpZW
50LmV4YWlw

bGUuUb3JnL2NiIiwNCiAic2NvcGUi1i01Aib3BlbmlkIiwNCiAic3RhdAEUL
O1iAiYWYwaW

2ge2xka20iLAOKICJub25jZSI6ICJUuLTBTN1 9XekEyTWoiLAOKICJEYX
REfYWd1TIjog

ODYOMDASDQogImNsYW1ltcyI6IAOKICB7DQogICAidXNlcmluZm8iOfiAN
CiAgICB7DQ

0gICAgICJInaXZlbl9uYWllIjogeyJlc3N1lbnRpYWwiOiBOcnV1£fSwNCi
AgICAgImbp

Y2tuYW11IjogbnVsbCwNCiAgICAgImVtYWlsIjogeyJdlc3N1lbnRpYWwi
0iBOcnV1f£S

WNCiAgICAgImVtYW1lsX3ZlcmlmaWVkIjogeyJlc3N1bnRpYWwiOiBOcn
V1fSwNCiAg
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ICAgInBpY3R1cmUiOiBudWxsDQogICAgESWNCiAgICIpZEO0b2t1biI6
IAOKICAgIH

SNCiAgICAgImdlbmR1ciI6IG51bGwsDQogICAgICIiaXJ0aGRhdGUi01
B7ImVzc2Vu

dG1lhbCI6IHRYAWVILAOKICAGICALIYWNyYIjogeyJ2YWx1ZXMiOiBbInVy
bIptYWN1Om

6.2.

Theg
at c
reqg

Ift
NO]
red

RE(

1uY29tbW9uOmlhcDpzaWx2ZXIiXX0ONCiAgICBIDQogIHONCNO . nwwniNs
kl-Zkbmnvs

F6zTHm8CHERFMGQPhos-EJcaH4Hh-
sMgk8ePrGhw trPYs8KQxsn6RI9Emo wHwajyF

KzuMXZFSZ3p6Mb8dkxtVyjoy2GIzvuJT u7PkY2t8QUIOhGBCHs68Pkg]
DVTrGluRTx

0GxFbuPbj96tVujllpTnmFCURG6IEOXKYr7iGOCRESBtfJhM0 AKQUfgK
nR1rRscc8K

ol-
cSLWoYES15Q0gholImzjT cMnNIznWOE7CRYyWXTsO70xnB4SkGopXfLS]
LL1xmPG

iyon -TelllV8uE83I1zCYIb NMXMEUTIVcljpspnTSD7xMbpL-
20gwUsA1MGzw

1. URI Referencing the Request Object TO

Client stores the Request Object resource either locally or remotely
URL the Server-can access. This URL is the Request URI,

uest uri.

ne Request Object includes requested values for Claims, it MUST
[ be revealed to anybody but the Authorization Server. As such, the
uest~uri MUST have appropriate entropy for its lifetime. It is

COMMENDED that it be removed if it is known that it will not be used

aga

IN Or arter a reasonable timeout unless access control measures are

taken.

The following is a hon-normative example of a Request URI value (with

line

wraps within values for display purposes only):

https://client.example.org/request.jwt#
GkurKXf5TOY—mnPFCHqWOMiZi4VSl38cQO_V7PZHAdM
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6.2.2. Request using the "request_uri" Request Parameter

The Client sends the Authorization Request to the Authorization
Endpoint.

The following is a non-normative example of an Authorization Reque

t

using the request uri parameter (with line wraps within values for;
display purposes only):

https://server.example.com/authorize?
response type=code%20id token
&client id=s6BhdRkgt3

&request uri=https33A%2F%2Fclient.example.org%2Freque
Jjwt
$23GkurKxf5T0Y-mnPFCHQWOMiZ14VS138cQ0 V7PZHAAM
&state=afO0ifjsldkj&nonce=n-0S6 WzA2M]
&scope=openid

6.2.3. Authorization Server Fetches Request Object

Upon receipt of the Request, the Authorization Server MUST send an
HTTP GET request to.the request uri to retrieve the referenced
Request Object, unless it is already cached, and parse it to recreate {
Authorization Request parameters.

Note that the-RP SHOULD use a unique URI for each request utilizing
distinct parameters, or otherwise prevent the Authorization Server fr
cachingthe request uri.

Theéfollowing is a non-normative example of this fetch process:

he

Iz /o

SET—Fregquest—Twt—HEERA 1
Host: client.example.org
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6.2.4. "request_uri" Rationale TOC

There are several reasons that one might choose to use the
request uri parameter:

1. The set of request parameters can become large and can
exceed browser URI size limitations. Passing the request
parameters by reference can solve this problem.

2. Passing a request uri value, rather than a complete
request by value, can reduce request latency.

3. Most requests for Claims from an RP are constant. The
request uri is a way of creating and sometimes also
signing and encrypting a constant set of request
parameters in advance. (The request uri value
becomes an "artifact" representing a particular fixed set
of request parameters.)

4. Pre-registering a fixed set of request parameters at
Registration time enables OPs,to cache and pre-validate
the request parameters at Registration time, meaning
they need not be retrieved at request time.

5. Pre-registering a fixed set of request parameters at
Registration time _enables OPs to vet the contents of the
request from consumer protection and other points of
views, either itself or by utilizing a third party.

6.3.| Validating JWT-Based Requests TOC

When thesrequest or request uri Authorization Request parameters
are|used, additional steps must be performed to validate the
Authentication Request beyond those specified in Sections 3.1.2.2,
3.2.2.2, or 3.3.2.2. These steps are to validate the JWT containing the
Request Object and to validate the Request Object itself.
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6.3.1. Encrypted Request Object

If the Authorization Server has advertised JWE encryption algorithms in

the request object encryption alg values supported and
request object encryption enc values supported elements of its

Discovery document fOpeniD. DiSCOVeryt, or tias supplied encryption

algorithms by other means, these are used by the Client to encrypt'the

JWT.

The Authorization Server MUST decrypt the JWT in accordance with the

JSON Web Encryption [JWE] specification. The result MAYbe either a
signed or unsigned (unsecured) Request Object. In the\former case,
signature validation MUST be performed as defined.in-Section 6.3.2.

The Authorization Server MUST return an error if'decryption fails.

6.3.2. Signed Request Object

To perform Signature Validation, the alg Header Parameter in the JOSE
Header MUST match the value of the request object signing alg[set

during Client Registration:{OpenID.Registration] or a value that was
pre-registered by other-means. The signature MUST be validated
against the appropriate key for that client id and algorithm.

The Authorization’ Server MUST return an error if signature validation
fails.

6.3.3. Request Parameter Assembly and Validation

The Authorization Server MUST assemble the set of Authorization

Request parameters to be used from the Request Object value and the

OAuth 2.0 Authorization Request parameters (minus the request or
request uri parameters). If the same parameter exists both in the
Request Object and the OAuth Authorization Request parameters, the
parameter in the Request Object is used. Using the assembled set of
Authorization Request parameters, the Authorization Server then
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validates the request the normal manner for the flow being used, as
specified in Sections 3.1.2.2, 3.2.2.2, or 3.3.2.2.

7. Self-Issued OpenlID Provider TOC

OpenID Connect supports Self-Issued OpenID Providers - personal, self-
hogted OPs that issue self-signed ID Tokens. Self-Issued OPs use the
special Issuer Identifier https://self-issued.me.

Thg messages used to communicate with Self-Issued OPs are mostly
the|same as those used to communicate with other OPs. Specifications
for the few additional parameters used and for the values.0f'some
pargmeters in the Self-Issued case are defined in this section.

7.1. Self-Issued OpenlID Provider Discovery TOC

If the input identifier for the discovery“process contains the domain self-
issyed.me, dynamic discovery is not performed. Instead, then the
follpwing static configuration values are used:

{
"authorizatien' endpoint":
"openid: ',
"issuer"¢
"httpss//self-issued.me",
"scopes supported":
[Yopenid", "profile", "email", "address", "phone"],
Yresponse types supported":
["id token"],
"subject types supported":
["pairwise"],
"id token signing alg values supported":
["RS256"],
"request object signing alg values supported":
["none", "RS256"]

}

NOTE: The OpenlID Foundation plans to host the OpenlID Provider site
https://self-issued.me/, including its WebFinger service, so that
performing discovery on it returns the above static discovery
information, enabling RPs to not need any special processing for
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discovery of the Self-Issued OP. This site will be hosted on an
experimental basis. Production implementations should not take a
dependency upon it without a subsequent commitment by the OpenID
Foundation to host the site in a manner intended for production use.

7.2. Self-Issued OpenlD Provider Registration

When using a Self-Issued OP, registration is not required. The Client

can proceed without registration as if it had registered with-the OP and

obtained the following Client Registration Response:
client_id
redirect uri value of the Client.
client_secret_expires_at

0

NOTE: The OpenID Foundation plans to host the (stateless) endpoint
https://self-issued.me/regigtration/1.0/ that returns the
response above, enabling RPs to not need any special processing for
registration with the Self-Issued OP. This site will be hosted on an
experimental basis. Production implementations should not take a
dependency upon it without a subsequent commitment by the OpenID
Foundation to host.the site in a manner intended for production use.

7.2.1. Providing Information with the "registration” Request Parameter

@penlID Connect defines the following Authorization Request parameter

to enable Clients to provide additional registration information to Self

Issued OpenID Providers:

registration

OPTIONAL. This parameter is used by the Client to provide
information about itself to a Self-Issued OP that would
normally be provided to an OP during Dynamic Client
Registration. The value is a JSON object containing Client
metadata values, as defined in Section 2.1 of the OpenlD
Connect Dynamic Client Registration 1.0
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[OpenID.Registration] specification. The registration

parameter SHOULD NOT be used when the OP is not a Self-
Issued OP.

None of this information is REQUIRED by Self-Issued OPs, so the use of
this parameter is OPTIONAL.

The registration parameter value is represented in an OAuth 2.0
reggestasau S—enecoded ON-obie rwireh-erdsup-betrgfo

ncoded when passed as an OAuth parameter). When used in a
uest Object value, per Section 6.1, the JSON object is used as the

Registration parameters that would typically be used in requests to
-Issued OPs are policy uri, tos uri, and logo uri. If the Client

Id be used to register them. Finally, if the Client is_fequesting
engrypted responses, it would typically use the jwks ‘uri,

id [token encrypted response alg and

id |[token encrypted response enc parameters.

7.3.| Self-Issued OpenlD Provider Request TO

Thq self-issued OP's Authorization Endpoint is the URI openid:.

Theg Client sends the Authentication Request to the Authorization
Engpoint with the following parameters:

scope

REQUIRED. scope parameter value, as specified in
Section 3.1.2.

résponse_type

client_id

REQUIRED. Client ID value for the Client, which in this case
contains the redirect uri value of the Client. Since the
Client's redirect uri URI value is communicated as the
Client ID, a redirect uri parameter is NOT REQUIRED to
also be included in the request.
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id_token_hint

OPTIONAL. id token hint parameter value, as specified

in Section 3.1.2. Encrypting content to Self-Issued OPs is
not supported.

claims

OPTIONAL. claims parameter value, as specified in

Section 5.5.
registration

OPTIONAL. This parameter is used by the Client to 'provide
information about itself to a Self-Issued OP that would
normally be provided to an OP during Dyrnamic Client
Registration, as specified in Section 7.2.1.

request

OPTIONAL. Request Object value, as specified in
Section 6.1. Encrypting content/to/Self-Issued OPs is not
supported.

Other parameters MAY be sent. Note that all Claims are returned in t
ID Token.

The entire URL MUST NOT exceed 2048 ASCII characters.

The following is a non-nofmative example HTTP 302 redirect respons
by the Client, which triggers the User Agent to make an Authenticatig
Request to the Self-Issued OpenID Provider (with line wraps within
values for display‘purposes only):

HTTP21.1 302 Found
Lectation: openid://?
response type=id token
&client id=https%3A%2F%2Fclient.example.org%2Fcb
&scope=openid%20profile
&state=af0ifjsldkj
&nonce=n-056 WzA2Mj

&registration=%$7B%2210g0 uri%22%3A%22httpss3A%2FS2F

client.example.org%2Flogo.png%22%7D
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7.4. Self-Issued OpenlD Provider Response

OpenID Connect defines the following Claim for use in Self-Issued
OpenlID Provider Responses:

sub _jwk

TOC

The

REQUIRED. Public key used to check the signature of an ID
Token issued by a Self-Issued OpenID Provider, as specified
in Section 7. The key is a bare key in JWK [JWK] format (not
an X.509 certificate value). The sub jwk value is a JSON
object. Use of the sub jwk Claim is NOT RECOMMENDED
when the OP is not Self-Issued.

Self-Issued OpenlD Provider response is the same.as the normal

Implicit Flow response with the following refinements:*Since it is an

Implicit Flow response, the response parameters-will be returned in the
| fragment component, unless a different Response Mode was

URI
spe

cified.

1.

3.

The iss (issuer) Claim Valué'is https://self-
issued.me.

. A sub jwk Claim is present, with its value being the

public key used tercheck the signature of the ID Token.

The sub (subject) Claim value is the base64url-encoded
representation of the thumbprint of the key in the

sub jwk Claim. This thumbprint value is computed as
the SHA-256 hash of the octets of the UTF-8
representation of a JWK constructed containing only the
REQUIRED members to represent the key, with the
member names sorted into lexicographic order, and with
no whitespace or line breaks. For instance, when the kty
value is RSA, the member names ¢, kty, and n are the
ones present in the constructed JWK used in the
thumbprint computation and appear in that order; when

the+tyvattets o themembermamescrv <ty —=;
and y are present in that order. Note that this
thumbprint calculation is the same as that defined in the
JWK Thumbprint [JWK.Thumbprint] specification.

No Access Token is returned for accessing a UserInfo
Endpoint, so all Claims returned MUST be in the ID
Token.
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7.5. Self-Issued ID Token Validation

To validate the ID Token received, the Client MUST do the following:

1.

The Client MUST validate that the value of the iss
(issuer) Claim is https://self-issued.me. If iss

contains a different value, the ID Token is not Self-
Issued, and instead it MUST be validated according to
Section 3.1.3.7.

The Client MUST validate that the aud (audience) Claim
contains the value of the redirect uri thatithe Client
sent in the Authentication Request as an audience.

. The Client MUST validate the signature-of the ID Token

according to JWS [JWS] using the algorithm specified in
the alg Header Parameter of the JOSE Header, using the
key in the sub jwk Claim; thékey is a bare key in JWK
format (not an X.509 certificate value).

The alg value SHOULD-be the default of RS256. It MAY
also be ES256.

The Client MUST validate that the sub Claim value is the
base64url-encoded representation of the thumbprint of
the key in the sub jwk Claim, as specified in
Section/7:4.

The.current time MUST be before the time represented
by. the exp Claim (possibly allowing for some small

leeway to account for clock skew).

The iat Claim can be used to reject tokens that were
issued too far away from the current time, limiting the
amount of time that nonces need to be stored to prevent
attacks. The acceptable range is Client specific.

A nonce Claim MUST be present and its value checked to
verify that it is the same value as the one that was sent

The following is a non-normative example of a base64url-decoded Self-

in the Authentication Request. The Client SHOULD check
the nonce value for replay attacks. The precise method

for detecting replay attacks is Client specific.

Issued ID Token (with line wraps within values for display purposes

only):
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{

"iss": "https://self-issued.me",

"sub": "NzbLsXh8uDCcd-6MNwXF4W 7noWXFZAfHkxZsRGCOXs",
"aud": "https://client.example.org/cb",

"nonce": "n-0S6 WzA2Mj",

"exp": 1311281970,
"iat": 1311280970,
"sub jwk": {

8. Subject Identifier Types

AS
witl
the

" kty" : "RSA" ’
Hn":
"Ovx7agoebGcQSuuPiLIXZptNO9nndrOmbXEps2aiAFbWhM78LhWx

4cbbfAAtVT86zwulRK7aPFFxuhDR1L6tSoc BJECPebWKRX]jBZC1iFV4n
3oknjhMs

tn64tZ 2W-5JsGY4Hc5n9yBXArwl931gt7 RN5w6CEFOh4AQyQ5v—-
65YGIQRO_FDW2

QvzgY¥368Q0MicAtaSqzs8KJIZgnYb9c7d0zgdAZHZzu6gMOvRLOhajrnln
91CbOpbI

SDO8gNLyrdkt-
bFTWhATI4vMQFhoWezZu0fM41Fd2NcRwr3XRPksINHaQ-G xBniIgb

w0Lsl]jF44-csFCur-kEgU8awapJdzZKngDKgw",

" e " : " AQAB "

TO

ubject Identifier\is a locally unique and never reassigned identifier
nin the Issuerfor the End-User, which is intended to be consumed by
Client. Two.Subject Identifier types are defined by this specification:

public

This provides the same sub (subject) value to all Clients. It

is the default if the provider has no

subject types supported element in its discovery
document.

pairwise

This provides a different sub value to each Client, so as not
to enable Clients to correlate the End-User's activities
without permission.
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The OpenlID Provider's Discovery document MUST list its supported
Subject Identifier types in the subject types supported element. If
there is more than one type listed in the array, the Client MAY elect to

provide its preferred identifier type using the subject type parameter

during Registration.

8.1. Pairwise Identifier Algorithm

When pairwise Subject Identifiers are used, the OpenlID Proyider MU$T

calculate a unique sub (subject) value for each Sector Identifier. The
Subject Identifier value MUST NOT be reversible by any party other
than the OpenID Provider.

Providers that use pairwise sub values and support Dynamic Client
Registration [OpenID.Registration] SHOULD-use the

sector identifier uri parameter. It provides a way for a group off
websites under common administrative control to have consistent
pairwise sub values independent of the individual domain names. It &

provides a way for Clients to change redirect uri domains without
having to re-register all of their gsers.

If the Client has not provided-a value for sector identifier uri in
Dynamic Client Registration [OpenID.Registration], the Sector Identifi
used for pairwise identifier calculation is the host component of the
registered redirectyuri. If there are multiple hostnames in the
registered redirect uris, the Client MUST register a

sector identdfi¥er uri.

When a sector identifier uri is provided, the host component of
that URL'is used as the Sector Identifier for the pairwise identifier
calculation. The value of the sector identifier uri MUST be a URL

SO

er

TOC

usingthe https scheme that points to a JSON file containing an array of

tedirect uri values. The values of the registered redirect uris
MUST be included in the elements of the array.

Any algorithm with the following properties can be used by OpenID
Providers to calculate pairwise Subject Identifiers:

e The Subject Identifier value MUST NOT be reversible by
any party other than the OpenlD Provider.

o Distinct Sector Identifier values MUST result in distinct
Subject Identifier values.

e The algorithm MUST be deterministic.
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Three example methods are:

1. The Sector Identifier can be concatenated with a local
account ID and a salt value that is kept secret by the
Provider. The concatenated string is then hashed using
an appropriate algorithm.

Calculate sub = SHA-256 ( sector_identifier ||
local_account_id || salt).

2. The Sector Identifier can be concatenated with a local
account ID and a salt value that is kept secret by the
Provider. The concatenated string is then encrypted
using an appropriate algorithm.

Calculate sub = AES-128 ( sector_identifier ||
local_account_id || salt ).

3. The Issuer creates a Globally Unique Identifier (GUID)
for the pair of Sector Identifier and loeal account ID and
stores this value.

9. (lient Authentication TO

Thi$ section defines a set of Client Authentication methods that are used
by Clients to authenticate.to the Authorization Server when using the
ToKen Endpoint. During-Client Registration, the RP (Client) MAY register
a Client Authentication method. If no method is registered, the default
method is client  decret basic.

Thgse Client Authentication methods are:

client.sécret_basic

Clients that have received a client secret value from the
Authorization Server authenticate with the Authorization
Server In accordance with Section 2.3.1 of OAuth 2.0
[RFC6749] using the HTTP Basic authentication scheme.

client_secret_post

Clients that have received a client secret value from the
Authorization Server, authenticate with the Authorization
Server in accordance with Section 2.3.1 of OAuth 2.0
[RFC6749] by including the Client Credentials in the request
body.

© ISO/IEC 2024 - All rights reserved
92



https://standardsiso.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

client_secret_jwt

Clients that have received a client secret value from the
Authorization Server create a JWT using an HMAC SHA
algorithm, such as HMAC SHA-256. The HMAC (Hash-based
Message Authentication Code) is calculated using the octets
of the UTF-8 representation of the client secret as the
shared key.

The Client authenticates in accordance with JSON Web
Token (JWT) Profile for OAuth 2.0 Client Authentication and
Authorization Grants [OAuth.JWT] and Assertion Framewark
for OAuth 2.0 Client Authentication and Authorization Grants
[OAuth.Assertions]. The JWT MUST contain the following
REQUIRED Claim Values and MAY contain the |following
OPTIONAL Claim Values:

iss

REQUIRED. Issuer. This MUST contain the
client id of the OAuth Client.

sub

REQUIRED. Subject.” This MUST contain the
client id of the OAuth Client.

aud

REQUIRED. Audience. The aud (audience)
Claim.” Value that identifies the Authorization
Server as an intended audience. The
Authorization Server MUST verify that it is an
intended audience for the token. The Audience
SHOULD be the URL of the Authorization
Server's Token Endpoint.

jti

REQUIRED. JWT ID. A unique identifier for the
token, which can be used to prevent reuse of

tha Faolcan Thece taolkeane MIULICT vy
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once, unless conditions for reuse were
negotiated between the parties; any such
negotiation is beyond the scope of this
specification.

exp

REQUIRED. Expiration time on or after which
the JWT MUST NOT be accepted for processing.
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iat
OPTIONAL. Time at which the JWT was issued.

The JWT MAY contain other Claims. Any Claims used that
are not understood MUST be ignored.

The authentication token MUST be sent as the value of the
[OAuth.Assertions] client assertion parameter.

The value of the [OAuth.Assertions]
client assertion type parameter MUST be
"urn:ietf:params:oauth:client-assertion-type:jwt-bearer",
per [OAuth.JWT].

private_key_jwt

Clients that have registered a public key sign a(JWT using
that key. The Client authenticates in accordance’with JSON
Web Token (JWT) Profile for OAuth 2.0 Client-Authentication
and Authorization Grants [OAuth.JWT) and Assertion
Framework for OAuth 2.0 Client <Authentication and
Authorization Grants [OAuth.Assertions]. The JWT MUST
contain the following REQUIRED “Claim Values and MAY
contain the following OPTIONAL.Claim Values:

iss

REQUIRED. Issuer. This MUST contain the
client id.ofithe OAuth Client.

sub

REQUIRED. Subject. This MUST contain the
elilent id of the OAuth Client.

aud

REQUIRED. Audience. The aud (audience)

Claim. Value that identifies the Authorization
Server as an intended audience. The
Authorization Server MUST \/prify that it is an

intended audience for the token. The Audience
SHOULD be the URL of the Authorization
Server's Token Endpoint.

jti

REQUIRED. JWT ID. A unique identifier for the
token, which can be used to prevent reuse of
the token. These tokens MUST only be used
once, unless conditions for reuse were
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negotiated between the parties; any such
negotiation is beyond the scope of this
specification.

exp

REQUIRED. Expiration time on or after which
the JWT MUST NOT be accepted for processing.

fat
OPTIONAL. Time at which the JWT was issued.

The JWT MAY contain other Claims. Any Claims used that
are not understood MUST be ignored.

The authentication token MUST be sent as the value of the
[OAuth.Assertions] client assertion parameter.

The value of the [OAuth.Assertions]
client assertion type parameter MUST be
"urn:ietf:params:oauth:client-assertion-type:jwt-bearer",

per [OAuth.JWT].

For example (with life wraps within values for
display purposes-anly):

POST /token HTTP/1.1

Host i server.example.com

Cofitent-Type: application/x-www-form-
urdencoded

grant type=authorization codeé&
code=11WsRnluBlé&
client id=s6BhdRkgt3&
client assertion type=
urn33Aietf$3Aparams%$3Acauth%3Aclient-
assertion-type%3Ajwt-bearers
client assertion=PHNhbWxwOl ... ZT
none

The Client does not authenticate itself at the Token
Endpoint, either because it uses only the Implicit Flow (and
so does not use the Token Endpoint) or because it is a Public
Client with no Client Secret or other authentication
mechanism.
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10. Signatures and Encryption TOC

Depending on the transport through which the messages are sent, the
integrity of the message might not be guaranteed and the originator of

contents. To achieve message confidentiality, these values can also use
JSAON Web Encryption (JWE) [JWE] to encrypt their contents.

When the message is both signed and encrypted, it MUST be signed
first and then encrypted, per Section 16.14, with the result being a
Negted JWT, as specified in [JWT]. Note that all JWE encryption
methods perform integrity checking.

Thg OP advertises its supported signing and encryption algorithms in its
Disgcovery document or may supply this information by other means.
Thg RP declares its required signing and encryption algorithms in its
Dynamic Registration request or may commubhicate this information by
other means.

Thg OP advertises its public keys via itstDiscovery document or may
supply this information by other means. The RP declares its public keys
via lits Dynamic Registration request or may communicate this
infgrmation by other means.

10.1. Signing TOC

Theg signingparty MUST select a signature algorithm based on the
algorithms supported by the recipient.

Asymmetric Signatures

When using RSA or ECDSA Signatures, the alg Header
Parameter value of the JOSE Header MUST be set to an
appropriate algorithm as defined in JSON Web Algorithms
[JWA]. The private key used to sign the content MUST be
associated with a public key used for signature verification
published by the sender in its JWK Set document. If there
are multiple keys in the referenced JWK Set document, a
kid value MUST be provided in the JOSE Header. The key
usage of the respective keys MUST support signing.
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Symmetric Signatures

When using MAC-based signatures, the alg Header
Parameter value of the JOSE Header MUST be set to a MAC
algorithm, as defined in JSON Web Algorithms [JWA]. The
MAC key used is the octets of the UTF-8 representation of
the client secret value. See Section 16.19 for a

discussion of entropy requirements for client secret
values. Symmetric signatures MUST NOT be used by public

(non-confidential) Clients because of their inability to keep
secrets.

See Section 16.20 for Security Considerations about the need for sigi
requests.

10.1.1. Rotation of Asymmetric Signing Keys

Rotation of signing keys can be accomplished with the following
approach. The signer publishes its keys in a JWK Set at its jwks uri
location and includes the kid of the“signing key in the JOSE Header ¢
each message to indicate to thewerifier which key is to be used to
validate the signature. Keys can be rolled over by periodically adding
new keys to the JWK Set at.the jwks uri location. The signer can be
using a new key at its discretion and signals the change to the verifig
using the kid value. The verifier knows to go back to the jwks uri
location to re-retrieve the keys when it sees an unfamiliar kid value.
The JWK Set document at the jwks uri SHOULD retain recently
decommissioned signing keys for a reasonable period of time to
facilitate acsmooth transition.

ned
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The encrypting party MUST select an encryption algorithm based on the

algorithms supported by the recipient.

Asymmetric Encryption: RSA

The public key to which the content was encrypted MUST be
a public key used for encryption published by the recipient
in its JWK Set document. If there are multiple keys in the
referenced JWK Set document, a kid value MUST be
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provided in the JOSE Header. Use the supported RSA
encryption algorithm to encrypt a random Content
Encryption Key to be used for encrypting the signed JWT.
The key usage of the respective keys MUST include
encryption.

Asymmetric Encryption: Elliptic Curve

Create an ephemeral Elliptic Curve public key for the epk
element of the JOSE Header. The other public key used for
the key agreement computation MUST be a public key
published by the recipient in its JWK Set document. If there
are multiple keys in the referenced JWK Set document, a
kid value MUST be provided in the JOSE Header. Use the
ECDH-ES algorithm to agree upon a Content Encryption'Key
to be used for encrypting the signed JWT. The key usage of
the respective keys MUST support encryption.

Symmetric Encryption

The symmetric encryption key is derived from the
client secret value by using thelleft-most bits of a
truncated SHA-2 hash of the  octets of the UTF-8
representation of the client segret. For keys of 256 or
fewer bits, SHA-256 is used; for Keys of 257-384 bits, SHA-
384 is used; for keys of 385-512 bits, SHA-512 is used. The
hash value MUST be truncated retaining the left-most bits to
the appropriate bit lengthfor the AES key wrapping or direct
encryption algorithm used, for instance, truncating the SHA-
256 hash to 128 bits for A128KW. If a symmetric key with
greater than 512 bits is needed, a different method of
deriving the key:-from the client secret would have to be
defined bycan’extension. Symmetric encryption MUST NOT
be used by public (non-confidential) Clients because of their
inability_to keep secrets.

Seq Section . 16.21 for Security Considerations about the need for
engrypted<requests.

10.2.1. Rotation of Asymmetric Encryption Keys TOC

Rotating encryption keys necessarily uses a different process than the
one for signing keys because the encrypting party starts the process
and thus cannot rely on a change in kid as a signal that keys need to
change. The encrypting party still uses the kid Header Parameter in the
JWE to tell the decrypting party which private key to use to decrypt,
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however, the encrypting party needs to first select the most appropriate

key from those provided in the JWK Set at the recipient's jwks uri
location.

To rotate keys, the decrypting party can publish new keys at its
jwks uri location and remove from the JWK Set those that are being
decommissioned. The jwks uri SHOULD include a Cache-Control
header in the response that contains a max-age directive, as defined in
— RFC 7234 [RFC7234T, whichrenabtes the encrypting party to safety ]
cache the JWK Set and not have to re-retrieve the document for gvery
encryption event. The decrypting party SHOULD remove
decommissioned keys from the JWK Set referenced by jwks curi but
retain them internally for some reasonable period of time,€oordinated
with the cache duration, to facilitate a smooth transition bétween keys

cache duration SHOULD also be coordinated with the‘issuance of new
signing keys, as described in Section 10.1.1.

11. Offline Access

OpenID Connect defines the following scope value to request offline
access:

offline_access

OPTIONAL. This scope value requests that an OAuth 2.0
Refresh” Token be issued that can be used to obtain an
Access Token that grants access to the End-User's UserInfo
Endpoint even when the End-User is not present (not logged
in).

user consent is not always sufficient to grant offline access.

Upon receipt of a scope parameter containing the offline access
value, the Authorization Server:

e MUST ensure that the prompt parameter contains
consent unless other conditions for processing the
request permitting offline access to the requested
resources are in place; unless one or both of these
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conditions are fulfilled, then it MUST ignore the
offline access request,

e MUST ignore the offline access request unless the
Client is using a response type value that would result
in an Authorization Code being returned,

e MUST explicitly receive or have consent for offline access
when the registered application type is web,

e SHOULD explicitly receive or have consent for offline
access when the registered application type is
native.

Thg use of Refresh Tokens is not exclusive to the offline acogss use
casg. The Authorization Server MAY grant Refresh Tokens in other
contexts that are beyond the scope of this specification.

12. |Using Refresh Tokens

A r¢quest to the Token Endpoint can also“use a Refresh Token by using
the|grant type value refresh tokeidyas described in Section 6 of
OAuth 2.0 [RFC6749]. This section-defines the behaviors for OpenID
Connect Authorization Servers when Refresh Tokens are used.

12.1. Refresh Request

To refresh anAccess Token, the Client MUST authenticate to the Token
Endpoint ysing the authentication method registered for its client id,
as documented in Section 9. The Client sends the parameters via HTTP
POodqT-to the Token Endpoint using Form Serialization, per Section 13.2.

TO

TO

The following is @a non-normative example of a Refresh Request (with
line wraps within values for display purposes only):

POST /token HTTP/1.1
Host: server.example.com
Content-Type: application/x-www—-form-urlencoded

client id=s6BhdRkgt3
&client secret=some secretl2345
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&grant type=refresh token
&refresh token=8xLOxBtZp8
&scope=openid%20profile

The Authorization Server MUST validate the Refresh Token, MUST verify
that it was issued to the Client, and must verify that the Client
successfully authenticated it has a Client Authentication method.

12.2. Successful Refresh Response TOC

U7

Upon successful validation of the Refresh Token, the responhse body i
the Token Response of Section 3.1.3.3 except that it.might not contajin
an id token.

If an ID Token is returned as a result of a tokenirefresh request, the
following requirements apply:

e its iss Claim Value MUST be‘the same as in the ID
Token issued when the original authentication occurred,

e its sub Claim Value MUST be the same as in the ID
Token issued when-the original authentication occurred,

e its iat Claim.MUST represent the time that the new ID
Token is issued,

e its aud €Elaim Value MUST be the same as in the ID
Token issued when the original authentication occurred,

o ifthe ID Token contains an auth time Claim, its value
MUST represent the time of the original authentication -
not the time that the new ID token is issued,

o if the implementation is using extensions (which are
beyond the scope of this specification) that result in the
azp (authorized party) Claim being present, those
extensions might specify that its azp Claim Value MUST

be the same as in the ID Token issued when the nriginal

authentication occurred; likewise, they might specify that
if no azp Claim was present in the original ID Token, one
MUST NOT be present in the new ID Token,

e it SHOULD NOT have a nonce Claim, even when the ID
Token issued at the time of the original authentication
contained nonce; however, if it is present, its value
MUST be the same as in the ID Token issued at the time
of the original authentication, and
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o otherwise, the same rules apply as apply when issuing
an ID Token at the time of the original authentication.

The following is a hon-normative example of a Refresh Response:

HTTP/1.1 200 OK
Content-Type: application/json
Cache-Control: no-store

{

"access token": "T1BN45jURg",
"token type": "Bearer",
"refresh token": "9yNOxJtZab",
"expires in": 3600

}

12.3. Refresh Error Response TOC

If the Refresh Request is invalid or unauthorized, the Authorization
Senver returns the Token Error Response@s defined in Section 5.2 of
OAuth 2.0 [RFC6749].

13.[Serializations TOC

Megsages are serialized using one of the following methods:
1.-Query String Serialization
2. Form Serialization

3. JSON Serialization

Thig séection describes the syntax of these serialization methods; other
sections describe when they can and must be used. Note that not all
methods can be used for all messages.
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13.1. Query String Serialization

In order to serialize the parameters using the Query String Serialization,
the Client constructs the string by adding the parameters and values to

the query component of a URL using the application/x-www-form-

urrencoded formatas defimedby tTW3ESPSE-htmta461=261863271:

Query String Serialization is typically used in HTTP GET requests. The
same serialization method is also used when adding parameters|to the
fragment component of a URL.

The following is a hon-normative example of this serialization (with lipe

wraps within values for display purposes only):

GET /authorize?
response type=code
&scope=openid
&client id=s6BhdRkqgt3
&redirect uri=https$3A%2ERZ2Fclient.example.orgs2F
HTTP/1.1
Host: server.example.com

13.2. Form Serialization

Parameters and their values are Form Serialized by adding the
parameter names and values to the entity body of the HTTP request

using the appifcation/x-www-form-urlencoded format as defined by

[W3C.SPSD=html401-20180327]. Form Serialization is typically used|i
HTTP POST requests.

Thexfollowing is a non-normative example of this serialization (with lipe

wraps within values for display purposes only):

POST /authorize HTTP/1.1
Host: server.example.com
Content-Type: application/x-www—-form-urlencoded

response_ type=code
&scope=openid
&client id=s6BhdRkqgt3

&redirect uri=https%3A%2F%2Fclient.example.org%2Fcb
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13.3. JSON Serialization TOC

The parameters are serialized into a JSON object structure by adding
each parameter at the highest structure level. Parameter names and
string values are represented as JSON strings. Numerical values are
representedasISONHumbers—BooleanvaluesarerepresentedasISON
bodleans. Omitted parameters and parameters with no value SHOULD
be pmitted from the object and not represented by a JSON null value,
unlgss otherwise specified. A parameter MAY have a JSON object or. a

JSON array as its value.

Thq following is a non-normative example of this serialization:

{

"access token": "S1AV32hkKG",
"token type": "Bearer",
"expires in": 3600,

"refresh token": "8xLOxBtZp8"

}

14. [String Operations TOC

Progessing some OpenID_Connect messages requires comparing values
in the messages to known values. For example, the Claim Names
retiirned by the UserIhfo Endpoint might be compared to specific Claim
Narmes such as sub,-Comparing Unicode [UNICODE] strings, however,

hag significant security implications.

Thgrefore, comparisons between JSON strings and other Unicode strings
MUEBT be performed as specified below:

1. Remove any JSON applied escaping to produce an array
L~ of Unicodecodepoints.

2. Unicode Normalization [USA15] MUST NOT be applied at
any point to either the JSON string or to the string it is to
be compared against.

3. Comparisons between the two strings MUST be
performed as a Unicode code point to code point equality
comparison.

© ISO/IEC 2024 - All rights reserved
104


https://standardsiso.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

In several places, this specification uses space-delimited lists of strings.
In all such cases, a single ASCII space character (0x20) MUST be used

as the delimiter.

15 Imnlamaoantation Concidoarationc

T OO pPICIIITIITO I U GUTIOTa T Ta CIrUTIy

This specification defines features used by both Relying Parties and
OpenlID Providers. It is expected that some OpenID Providers.will
require static, out-of-band configuration of RPs using them,. whereas
others will support dynamic usage by RPs without a pre-established
relationship between them. For that reason, the mandatory-to-
implement features for OPs are listed below in two groups: the first fi
all OPs and the second for "Dynamic" OpenID Providers.

15.1. Mandatory to Implement Features for All OpenID Providers

All OpenlID Providers MUST implement the following features defined
this specification. This list augments the set of features that are alread
listed elsewhere as being “REQUIRED" or are described with a "MUST|
and so is not, by itself,(a*~comprehensive set of implementation
requirements for OPs.

Signing ID Tokens with RSA SHA-256

OPs MUST support signing ID Tokens with the RSA SHA-256
algorithm (an alg value of RS256), unless the OP only
supports returning ID Tokens from the Token Endpoint (as
is the case for the Authorization Code Flow) and only allows
Clients to register specifying none as the requested ID
Token signing algorithm.

in
dy

Frompt Parameter

OPs MUST support the prompt parameter, as defined in
Section 3.1.2, including the specified user interface
behaviors such as none and login.

Display Parameter

OPs MUST support the display parameter, as defined in
Section 3.1.2. (Note that the minimum level of support
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required for this parameter is simply that its use must not
result in an error.)

Preferred Locales

OPs MUST support requests for preferred languages and
scripts for the user interface and for Claims via the
ui locales and claims locales request parameters, as
defined in Section 3.1.2. (Note that the minimum level of
support required for these parameters is simply to have their
use not result in errors.)

Authentication Time

OPs MUST support returning the time at which the End-User
authenticated via the auth time Claim, when reqguested,
as defined in Section 2.

Maximum Authentication Age

OPs MUST support enforcing a maximum.authentication age
via the max age parameter, as defined)in Section 3.1.2.

Authentication Context Class Reference

OPs MUST support requests, for specific Authentication
Context Class Reference:. walues via the acr values
parameter, as defined ,Ain" Section 3.1.2. (Note that the
minimum level of support required for this parameter is
simply to have its usé’not result in an error.)

15.2. Mandatorytoe'Implement Features for Dynamic OpenID Providers TO

In addition to the features listed above, OpenlD Providers supporting
dynamic establishment of relationships with RPs that they do not have a
prereonfigured relationship with MUST also implement the following

f - o dela: | [ R | = i
eataresaermeaHrtnms—ana1eratea SPCUITICalivulls.

Response Types

These OpenID Providers MUST support the id token

Response Type and all that are not Self-Issued OPs MUST
also support the code and id token token Response

Types.
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Discovery

These OPs MUST support Discovery, as defined in OpenID
Connect Discovery 1.0 [OpenID.Discovery].

Dynamic Registration

These OPs MUST support Dynamic Client Registration, as
defined in OpenID Connect Dynamic Client Registration 1.0

fOpenibDRegistration:
UserInfo Endpoint

All dynamic OPs that issue Access Tokens MUST support the
UserInfo Endpoint, as defined in Section 5.3. (Self-Issued
OPs do not issue Access Tokens.)

Public Keys Published as Bare Keys

These OPs MUST publish their public keys as bare JWK keys
(which MAY also be accompanied by, X:509 representations
of those keys).

Request URI

These OPs MUST support.requests made using a Request
Object value that is retrieved from a Request URI that is
provided with the réguest uri parameter, as defined in
Section 6.2.

15.3. Discovery and Registration

Some @penlID Connect installations can use a pre-configured set of
OpenlID Providers and/or Relying Parties. In those cases, it might not
necessary to support dynamic discovery of information about identitic

or'services or dynamic registration of Clients.

1374

However, if installations choose to support unanticipated interactions
between Relying Parties and OpenID Providers that do not have pre-

configured relationships, they SHOULD accomplish this by implementing

the facilities defined in the OpenID Connect Discovery 1.0

[OpenID.Discovery] and OpenID Connect Dynamic Client Registration

1.0 [OpenlID.Registration] specifications.
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15.4. Mandatory to Implement Features for Relying Parties

In general, it is up to Relying Parties which features they use when
interacting with OpenlID Providers. However, some choices are dictated
by the nature of their OAuth Client, such as whether it is a Confidential

Cli
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At capable-ofkeeping-secrets,inwhichcase-the-AuthorizationCode
v may be appropriate, or whether it is a Public Client, for instance, a
r Agent Based Application or a statically registered Native

lication, in which case the Implicit Flow may be appropriate.

en using OpenID Connect features, those listed as being

QUIRED" or are described with a "MUST" are mandatory, to

lement, when used by a Relying Party. Likewise, those features that
described as "OPTIONAL" need not be used or supported unless

y provide value in the particular application context.-Finally, when
racting with OpenID Providers that support Discovery, the OP's
rovery document can be used to dynamically determine which OP
‘ures are available for use by the RP.

). Implementation Notes

.1. Authorization’Code Implementation Notes

en usingsthe Authorization Code or Hybrid flows, an ID Token is
irned from the Token Endpoint in response to a Token Request using
Authorization Code. Some implementations may choose to encode
e_about the ID Token to be returned in the Authorization Code

TO

TO

value.Others may use the Authorization Code vatue as an inmdex into a
database storing this state.

© ISO/IEC 2024 - All rights reserved
108


https://standardsiso.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

15.5.2. Nonce Implementation Notes

The nonce parameter value needs to include per-session state and be
unguessable to attackers. One method to achieve this for Web Server
Clients is to store a cryptographically random value as an HttpOnly

sessionmcookieandusea <t yptuglapiliL tastrofthevatuteastheome
parameter. In that case, the nonce in the returned ID Token is

compared to the hash of the session cookie to detect ID Token replay
by third parties. A related method applicable to JavaScript Clients and
other Browser-Based Clients is to store the cryptographically'random

value in HTML5 local storage and use a cryptographic hash’ of this value.

15.5.3. Redirect URI Fragment Handling Implementation Notes

When response parameters are returped in the Redirection URI
fragment value, the Client needs toihave the User Agent parse the

fragment encoded values and pass them to on to the Client's processing

logic for consumption. User Agénts that have direct access to

cryptographic APIs may be able to be self-contained, for instance, with

all Client code being written in JavaScript.

However, if the Client does not run entirely in the User Agent, one way

to achieve this is te post them to a Web Server Client for validation.

The following isy,an example of a JavaScript file that a Client might hqgst

at its rediréct uri. This is loaded by the redirect from the

Authorizatioh Server. The fragment component is parsed and then sgnt

by posT<to a URI that will validate and use the information received.

Following is a non-normative example of a Redirect URI response:

CET /cb HTTP/1 .1

Host: client.example.org

HTTP/1.1 200 OK
Content-Type: text/html

<script type="text/javascript">
// First, parse the query string

var params = {}, postBody =
location.hash.substring(1l),
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regex = /(["&=]+)=(["&]*) /g, m;
while (m = regex.exec (postBody)) {
params [decodeURIComponent (m[1])] =
decodeURIComponent (m[2]) ;
}

// And send the token over to the server
var req = new XMLHttpRequest() ;
// using POST so query isn't logged

reqg.open ('POST', 'https://' + window.location.host +
'/catch response', true);
req.setRequestHeader ('Content-Type',
'application/x-www-form-
urlencoded') ;

+ window.location.host +
'/redirect after login'

}

alert ('Something other than 200 was returned')

}
}
i
req.send (postBody) ;

15.([. Compatibility Notes

reqg.onreadystatechange = function (e) {
if (reqg.readyState == 4) {
if (reg.status == 200) {
// If the response from the POST is 20Q 'OK, perform a
redirect
window.location = 'https://!

// if the OAuth response is Mnvalid, generate an error

message
else if (reg.status™~== 400) {
alert ('There was-"an error processing the token')
} else {

NOTE: Potential compatibility issues that were previously described in
the original version of this specification have since been addressed.
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15.7. Related Specifications and Implementer's Guides

These related OPTIONAL specifications MAY be used in combination with

this specification to provide additional functionality:

OpenID Connect Discovery 1.0 [OpenID.Discovery] -

Defines how Relying Parties dynamically discover
information about OpenID Providers

OpenlID Connect Dynamic Client Registration 1.0

[OpenID.Registration] - Defines how Relying Parties
dynamically register with OpenID Providers

OAuth 2.0 Form Post Response Mode [OAuth.Post] -
Defines how to return OAuth 2.0 Authérization Response
parameters (including OpenID Conneet Authentication
Response parameters) using HTMLform values that are
auto-submitted by the User Agént using HTTP POST

OpenID Connect RP-Initiated Logout 1.0
[OpenID.RPInitiated] - Defines how a Relying Party
requests that an OpenID Provider log out the End-User

OpenlID Connect. Session Management 1.0
[OpenID.Session] - Defines how to manage OpenID
Connect sessions, including postMessage-based logout
and RP-initiated logout functionality

OpenlIb Connect Front-Channel Logout 1.0
[OpenID.FrontChannel] - Defines a front-channel logout
mechanism that does not use an OP iframe on RP pages

OpenlID Connect Back-Channel Logout 1.0
[OpenID.BackChannel] - Defines a logout mechanism
that uses direct back-channel communication between
the OP and RPs being logged out

Théese implementer's guides are intended to serve as self-contained
feferences for implementers of basic Web-based Relying Parties:

OpenID Connect Basic Client Implementer's Guide 1.0
[OpenID.Basic] - Implementer's guide containing a
subset of this specification that is intended for use by
basic Web-based Relying Parties using the OAuth
Authorization Code Flow

OpenID Connect Implicit Client Implementer's Guide 1.0
[OpenID.Implicit] - Implementer's guide containing a
subset of this specification that is intended for use by
basic Web-based Relying Parties using the OAuth Implicit
Flow
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16. Security Considerations TOC

This specification references the security considerations defined in
Section 10 of OAuth 2.0 [RFC6749], and Section 5 of OAuth 2.0 Bearer
Token Usage [RFC6750]. Furthermore, the OAuth 2.0 Threat Model and

Seqtrity-Contsiderations tRFE6815t-specificationprovidesanextensive
list |of threats and controls that apply to this specification as well, given
that it is based upon OAuth 2.0. ISO/IEC 29115 [IS0O29115] also
proyides threats and controls that implementers need to take into
accpunt. Implementers are highly advised to read these references’in

detpil and apply the countermeasures described therein.

In addition, the following list of attack vectors and remedies-are also
considered.

16.1. Request Disclosure TOC

If appropriate measures are not taken, a request might be disclosed to
an attacker, posing security and privacy threats.

In addition to what is stated inSection 5.1.1 of [RFC6819], this
stapdard provides a way to provide the confidentiality of the request
end to end through the use of request or request uri parameters,
where the content of the'request is an encrypted JWT with the
appropriate key and-cipher. This protects even against a compromised
Usgr Agent in the case of indirect request.

16.2.“Server Masquerading TOC

A malicious Server might masquerade as the legitimate server using
various means. To detect such an attack, the Client needs to
authenticate the server.

In addition to what is stated in Section 5.1.2 of [RFC6819], this
standard provides a way to authenticate the Server through either the
use of Signed or Encrypted JWTs with an appropriate key and cipher.
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16.3. Token Manufacture/Modification

An Attacker might generate a bogus token or modify the token contents
(such as Claims values or the sighature) of an existing parseable token,
causing the RP to grant inappropriate access to the Client. For example,

narcas hila
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period; a Client might modify the parseable token to have access to
information that they should not be able to view.

There are two ways to mitigate this attack:

1. The token can be digitally signed by the OR: The Relying
Party SHOULD validate the digital signatureto verify that
it was issued by a legitimate OP.

2. The token can be sent over a protécted channel such as
TLS. See Section 16.17 for more information on using
TLS. In this specification, thefoken is always sent over a
TLS protected channel. Note*however, that this measure
is only a defense against.third party attackers and is not
applicable to the case where the Client is the attacker.

16.4. Access Token Disclosure

Access Tokens aré credentials used to access Protected Resources, as

defined in Section’ 1.4 of OAuth 2.0 [RFC6749]. Access Tokens
represent ancEnd-User's authorization and MUST NOT be exposed to
unauthorized parties.

v

16.5. Server Response Disclosure

The server response might contain authentication data and Claims that
include sensitive Client information. Disclosure of the response contents

can make the Client vulnerable to other types of attacks.

The server response disclosure can be mitigated in the following two
ways:
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1. Using the code Response Type. The response is sent

over a TLS protected channel, where the Client is
authenticated by the client id and client secret.

2. For other Response Types, the signed response can be
encrypted with the Client's public key or a shared secret
as an encrypted JWT with an appropriate key and cipher.

16.6. Server Response Repudiation

A résponse might be repudiated by the server if the proper mechanisms
are|not in place. For example, if a Server does not digitally-sign a
response, the Server can claim that it was not generated through the
seryices of the Server.

To mitigate this threat, the response MAY be digitally signed by the
Serjver using a key that supports non-repudiationyThe Client SHOULD
validate the digital signature to verify that it was issued by a legitimate
Serpver and its integrity is intact.

16.7. Request Repudiation

Singe it is possible for a compromised or malicious Client to send a
reguest to the wrong party, a Client that was authenticated using only a
bedrer token can repudiate any transaction.

To mitigate thisthreat, the Server MAY require that the request be
digitally signed by the Client using a key that supports non-repudiation.
Thg Server SHOULD validate the digital signature to verify that it was
issyed by a legitimate Client and its integrity is intact.

TOC

TOC

16.8. Access Token Redirect

An Attacker uses the Access Token generated for one resource to obtain
access to a second resource.
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To mitigate this threat, the Access Token SHOULD be audience and

scope restricted. One way of implementing it is to include the identifier

of the resource for whom it was generated as audience. The resource

verifies that incoming tokens include its identifier as the audience of the

token.

16.9. Token Reuse

An Attacker attempts to use a one-time use token such ascan

Authorization Code that has already been used once with the intended

Resource. To mitigate this threat, the token SHOULD dinclude a

timestamp and a short validity lifetime. The Relying-Rarty then checkis

the timestamp and lifetime values to ensure thatthe token is current
valid.

Alternatively, the server MAY record the state of the use of the token
and check the status for each request.

16.10. Eavesdropping or Leaking Authorization Codes (Secondary
Authenticator Capture)

In addition to the attack patterns described in Section 4.4.1.1 of
[RFC6819], an Authorization Code can be captured in the User Agent
where the TLS session is terminated if the User Agent is infected by
malware. However, capturing it is not useful as long as either Client
Authentication or an encrypted response is used.

16.11. Token Substitution

Token Substitution is a class of attacks in which a malicious user swaps

various tokens, including swapping an Authorization Code for a

legitimate user with another token that the attacker has. One means of

accomplishing this is for the attacker to copy a token out one session

and use it in an HTTP message for a different session, which is easy to

do when the token is available to the browser; this is known as the "cut

and paste" attack.

© ISO/IEC 2024 - All rights reserved
115

TOC

TOC

TOC


https://standardsiso.com/api/?name=9798091fd96f48acafb0153c5c1dcb29

ISO/IEC 26131:2024(en)

The Implicit Flow of OAuth 2.0 [RFC6749] is not desighed to mitigate
this risk. In Section 10.16, it normatively requires that any use of the
authorization process as a form of delegated End-User authentication to
the Client MUST NOT use the Implicit Flow without employing additional
security mechanisms that enable the Client to determine whether the ID
Token and Access Token were issued for its use.

In OpenID Connect, this is mitigated through mechanlsms provided

projides Clalms such as iss (|ssuer), sub (subJect), aud (audlence),
at |hash (access token hash), and ¢ hash (code hash). Using the ID
ToKen, the Client is capable of detecting the Token Substitution Attaek.

Thg c_hash in the ID Token enables Clients to prevent Authorization
Code substitution. The at hash in the ID Token enables Clients to
prevent Access Token substitution.

Alsp, a malicious user may attempt to impersonate aumore privileged
user by subverting the communication channel between the
Authorization Endpoint and Client, or the Token Endpoint and Client, for
example by swapping the Authorization Code or<reordering the
mesgsages, to convince the Token Endpoint that the attacker's
authorization grant corresponds to a grant‘sent on behalf of a more
privileged user.

For[the HTTP binding defined by this-specification, the responses to
ToKen Requests are bound to the*corresponding requests by message
order in HTTP, as both the response containing the token and requests
are|protected by TLS, which'will detect and prevent packet reordering.

When designing another-binding of this specification to a protocol
incapable of strongly binding Token Endpoint requests to responses,
additional mechanisms to address this issue MUST be utilized. One such
meghanism could-be to include an ID Token with a ¢_hash Claim in the
token request,and response.

16.12. Timing Attack TOC

A timing attack enables the attacker to obtain an unnecessary large
amount of information through the elapsed time differences in the code
paths taken by successful and unsuccessful decryption operations or
successful and unsuccessful signature validation of a message. It can be
used to reduce the effective key length of the cipher used.
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