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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
establi i izati i i i i Vi and |IEC
te¢hnical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field\of information
te¢hnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

THe procedures used to develop this document and those intended for its further maintenance are [described
in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the different types of
document should be noted. This document was drafted in accordance with the editorial rules of the
ISP/IEC Directives, Part 2 (see www.iso.org/directives).

Atfention is drawn to the possibility that some of the elements of this document may be the subjec] of patent
rights. ISO and IEC shall not be held responsible for identifying any ar all’ such patent rights. Details of any
patent rights identified during the development of the document will bé in the Introduction and/or gn the ISO
lisf of patent declarations received (see www.iso.org/patents).

Arly trade name used in this document is information given ‘for the convenience of users and|does not
constitute an endorsement.

Fgr an explanation on the meaning of ISO specific tétms and expressions related to conformity asgessment,
as|well as information about ISO's adherence to the*WTO principles in the Technical Barriers to Trade (TBT)
seg the following URL: Foreword - Supplementary’information

Tgchnical Corrigendum 1 to ISO/IEC 24759:2014 was prepared by Joint Technical Committee ISO/IEC JTC 1,
Information technology, Subcommittee-SC*27, Security techniques.

THis corrected version of Technical corrigendum 1 to ISO/IEC 24759:2014 cancels and replaces the first
edition (ISO/IEC 24759:2014/Ger* 1:2015), incorporating the same technical revisions and misgellaneous
edjtorial corrections showing.in_red text instead of black underlining:

— 6.2.3.2: AS02.15, AS02.16, AS02.17 and AS02.18 modified
— 6.3.3: AS03.043,AS03.07, AS03.10 and AS03.15 modified
— 6.3.4; AS03.19 modified

— 6.4.1-AS04.02 modified

Vol oV W aYaVW. Il N WaYaVW, M aVal I VWaYaVW Wat i PUH g |
— U.5. 4, "AOVUS. Uy, AOVUS. VU adliu AoU=.UT TTTUUITICU

— 6.4.3.1: AS04.11, AS04.13 and AS04.14

— 6.4.3.2 and AS04.20

— 6.4.4: AS04.39, AS04.40 and AS04.42 modified

— 6.5: AS05.05, AS05.06, AS05.07, AS05.08, AS05.13, AS05.17 and AS05.18 modified
— 6.8: AS08.04 modified

— 6.10.1: AS10.17 modified


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/home/standards_development/resources-for-technical-work/foreword.htm
https://standardsiso.com/api/?name=b9e3476b7cb334f64d2216dfac3cfaad
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requirements for cryptographic modules
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5.

Is International Standard specifies the methods to be used by testing laboratories to test whether
ptographic module conforms to the requirements specified in ISO/IEC 19790:2012/Cor.1:2015,'T'
bthods are developed to provide a high degree of objectivity during the testing process and-to-ens
nsistency across the testing laboratories.
is International Standard also specifies the requirements for information that vendors:provide to tg
boratories as supporting evidence to demonstrate their cryptographic modules’ gonformity to the
uirements specified in ISO/IEC 19790:2012/Cor.1:2015.
ndors can use this International Standard as guidance in trying to verify-whether their cryptograph
bdules satisfy the requirements specified in ISO/IEC 19790:2012/Cor, 152015 before they apply to
5ting laboratory for testing.

Normative references
e following documents, in whole or in part, are normatively referenced in this document and are

erences, the latest edition of the referenced document (including any amendments) applies.

O/IEC 19790:2012/Cor.1:2015, Information technology — Security techniques — Security require
[ cryptographic modules

Terms and definitions
r the purposes of this document, the terms and definitions given in ISO/IEC 19790:2012/Cor.1:20

Symbols and abbreviated terms

Document organization

U General

r the purposes of,this“document, the symbols and abbreviated terms given in ISO/IEC 19790:2012
Cor.1:2015 apply

he

ijre

sting

ic
he

ments

5 apply.

Cl

ause o Or (his document specifies the metnhods that shall be used by testing laboratories and the

requirements for information that vendors shall provide to testing laboratories. Clause 6, besides a general
subclause 6.1, includes eleven subclauses corresponding to the eleven areas of security requirements and
six subclauses corresponding to the six Annexes A to F of ISO/IEC 19790:2012/Cor.1:2015.

5.2 Assertions and security requirements

Within each subclause, the corresponding security requirements from ISO/IEC 19790:2012/Cor.1:2015 are
divided into a set of assertions (i.e., statements that have to be true for the module to satisfy the requirement
of a given area at a given level). All of the assertions are direct quotations from ISO/IEC 19790:2012/
Cor.1:2015.

© ISO/IEC 2014 - All rights reserved
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The assertions are denoted by the form
AS<requirement_number>.<assertion_sequence _number>

where ‘“requirement_number” is the number of the corresponding area specified in ISO/IEC
19790:2012/Cor.1:2015 (i.e., one through twelve and A through F), and “sequence_number” is a sequential
identifier for assertions within a subclause. After the statement of each assertion, the security levels to which
the assertion applies (i.e., levels 1 through 4) are listed in parentheses.

Following each assertion is a set of requirements levied on the vendor. These requirements describe the
types of dectmentation—of c/\p:;u;t information—that-the—vendor—shatt pluv;dc imorder—for—the—testerto VUI.fy

conformity to the given assertion. These requirements are denoted by the form

VE<r¢quirement_number>.<assertion_sequence_number>.<sequence_number>
where “requirement_number” and “assertion_sequence_number” are identical to the corresponding assertipn
requirement number and sequence number, and “sequence_number” is a sequential identifier for vendor
requirements within the assertion requirement.
Also following each assertion and the requirements levied on the vendor is a set offfequirements levied on the
tester of the cryptographic module. These requirements instruct the tester as.to-what he or she shall do|in
order to tgst the cryptographic module with respect to the given assertion. These requirements are denoted py
the form

TE<r¢quirement_number>.<assertion_sequence_number>.<sequence_number>
where “requirement_number” and “assertion_sequence_number”“are identical to the corresponding assertipn
requirement number and sequence number, and “sequence.fiumber” is a sequential identifier for tester
requirements within the assertion requirement.

A validatign authority may modify, add or delete VEs andfor TEs in this international standard.
5.3 Asseftions with cross references

For claritylin some assertions, cross references to ISO/IEC 19790:2012/Cor.1:2015 or other assertions
numbers have been put between curly brackets “{* and ”"}”. Those cross references are written in italics.

6 Security requirements

6.1 Gendral

AS01.01: (Specification'="Levels 1, 2, 3, and 4)

This clauge specifies the security requirements that shall be satisfied by the cryptographic module's
compliange tothis International Standard.

NOTE This subclause states general requirements to meet the assertions of the other subclauses in clauses 6, angl A
through F. This subclause sets no assertion of itself and is not separately tested.

AS01.02: (Specification — Levels 1, 2, 3, and 4)

A cryptographic module shall be tested against the requirements of each area addressed in this
clause.

NOTE 1 The tests can be performed in one or more of the following manners:
a) Tester performs tests at the tester’s facility
b) Tester performs tests at the vendor's facility

c) Tester supervises vendor performing tests at the vendor's facility
2
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— Rationale is included that explains why tester could not perform the tests
— Tester develops the required test plan and required tests
— Tester directly observes the tests being performed

An assertion fails if any of its subsequent tests fails.

2014(E)

NOTE 2 This subclause states general requirements to meet the assertions of the other subclauses in clause 6. This

subclause sets no assertion of itself and is not separately tested.

AiLO1.03: (Specification — Levels 1, 2, 3, and 4)

THe cryptographic module shall be independently rated in each area.

NQTE  This subclause states general requirements to meet the assertions of the other subglauses in clauses 6 and A

thrpugh F. This subclause sets no assertion of itself and is not separately tested.
A$01.04: (Specification — Levels 1, 2, 3, and 4)

Al] documentation, including copies of the user and installation manuals, design specificat

ons, life-

cycle documentation shall be provided for a cryptographic module that is to undergo an independent

verification or evaluation scheme.

NOQTE  This subclause states general requirements to meet the assertions of the other subclauses in clauses 6 and A

thrpugh F. This subclause sets no assertion of itself and is not separately tested.
6.2 Cryptographic module specification

6.2.1 Cryptographic module specification general requirements
A$02.01: (Specification — Levels 1, 2, 3, and 4)

A pryptographic module shall be a'set of hardware, software, firmware, or some combinatio
that at a minimum, implements a defined cryptographic service employing an approved cryp

h thereof,
tographic

algorithm, security function or.process and contained within a defined cryptographic boundary.

NOTE This assertion is not.separately tested.

A$02.02: (Specification' — Levels 1, 2, 3, and 4)

THe documentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.2 shall

b provided.

NOTE This assertion is tested as part of ASA.01.

AS02.03: (Specification — Levels 1, 2, 3, and 4)

A cryptographic module shall be defined as one of the following module types:

— Hardware module is a module whose cryptographic boundary is specified at a hardware perimeter.

Firmware and/or software, which may also include an operating system, may be includ
this hardware cryptographic boundary.

— Software module is a module whose cryptographic boundary delimits the software

ed within

exclusive

component(s) (may be one or multiple software components) that execute(s) in a modifiable
operational environment. The computing platform and operating system of the operational
environment which the software executes in are external to the defined software module

boundary.
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— Firmware module is a module whose cryptographic boundary delimits the firmware exclusive
component(s) that execute(s) in a limited or non-modifiable operational environment. The
computing platform and operating system of the operational environment which the firmware
executes in are external to the defined firmware module boundary but explicitly bound to the
firmware module.

— Hybrid Software module is a module whose cryptographic boundary delimits the composite of a
software component and a disjoint hardware component (i.e. the software component is not
contained within the hardware module boundary). The computing platform and operating system
of the operational environment which the software executes in are external to the defined hybrid

soft

— Hybr
firm
cont
of th
firmw

Required

VE02.03.(
cryptogray

VE02.03.(
software ¢

Required

TE02.03.0
listed in A

TE02.03.0
hardware,
consistent

AS02.04:

For hard

d Firmware module is a module whose cryptographic boundary delimits the composite of

are component and a disjoint hardware component (i.e. the firmware compopent is n
ined within the hardware module boundary). The computing platform and operating syste
operational environment which the firmware executes in are external to the . defined hyb

are module boundary but explicitly bound to the hybrid firmware module.

Vendor Information

1: The vendor shall provide a description of the cryptographic module describing the type
hic module. It will explain the rationale of the module type selection.

2: The vendor shall provide a specification of the cryptographic module identifying all hardwa
nd/or firmware components of the cryptographic module.

Test Procedures

1: The tester shall verify that the vendor provided,documentation identifies one of the module typ
502.03.

2: The tester shall verify from the vendor_provided specification documentation, by identifying
software and/or firmware components(AS02.15 through AS02.18), that the cryptographic modulg
with the type of the cryptographic module.

(Specification — Levels 1, 2, 3, and 4)

ware and firmware modules, the applicable physical security and non-invasive secur

requirements found in {ISO/IE€~19790:2012/Cor.1:2015 subclause} 7.7 and 7.8 shall apply.

NOTE

AS02.05:

This assertion is not-iested separately.

(Specification = Levels 1, 2, 3, and 4)

For software modules executing in a modifiable environment, the physical security requiremen

found in

{ISONEC 19790:2015 subclause} 7.7 are optional and the applicable non-invasive secur

ot
m
rid

of

e,

es

»

ts
ty

requiremfnts in {ISO/IEC 19790:2015 subclause} 7.8 shall apply.

NOTE

AS02.06:

This assertion is not tested separately.

(Specification — Levels 1, 2, 3, and 4)

For hybrid modules, all applicable requirements of {ISO/IEC 19790:2015 subclause} 7.5, 7.6, 7.7 and
7.8 shall apply.

NOTE

This assertion is not tested separately.
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6.2.3 Cryptographic boundary

6.2.3.1  Cryptographic boundary general requirements

AS02.07: (Specification — Levels 1, 2, 3, and 4)

2014(E)

The cryptographic boundary shall consist of an explicitly defined perimeter (i.e. set of hardware,
software or firmware components) that establishes the boundary of all components of the

cryptographic module.

R quired Vendor Intformation

VE02.07.01: The vendor documentation shall specify all components within the cryptographic-bound
Required Test Procedures

TBO02.07.01: The tester shall verify by inspection and from the vendor documentation-that all the cg
specified in AS02.15 through AS02.18 are within the cryptographic boundary.

TH02.07.02: The tester shall verify by inspection and from the vendor{documentation that the
unidentified components which are not specified in AS02.15 through”AS02.18 within the cry
baundary.

A$02.08: (Specification — Levels 1, 2, 3, and 4)

ary .

mponents

re are no
btographic

The requirements of this International Standard shallapply to all algorithms, security functions,

prpcesses and components within the module’s cryptographic boundary.

TE This assertion is not tested separately.

A$02.09: (Specification — Levels 1, 2, 3, and-4)

THe cryptographic boundary shall, at aiminimum, encompass all security relevant algorithm
fupctions, processes and components of a cryptographic module (i.e., security relevant
sgope of this International Standard).

quired Vendor Information

VHE02.09.01: The vendoryshall provide a list of all the security relevant algorithms, security
processes and components within the cryptographic boundary.

Required Test Procedures
TH02.09.01 The tester shall verify that the vendor provided documentation clearly identifies and |

sepurity relevant algorithms, security functions, processes and components of the module
cryptographic boundary.

, security
ithin the

functions,

sts all the
ithin the

AS02-16—(Specification=tevels—1;2;3;and4)

Non-security relevant algorithms, security functions, processes or components which are used in an
approved mode of operation shall be implemented in a manner to not interfere or compromise the

approved operation of the cryptographic module.
Required Vendor Information

VE02.10.01: The vendor provided documentation shall list the non-security relevant functions u

sed in an

approved mode of operation and justify that they are not interfering with the approved mode of operation of

the module.

Required Test Procedures
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TEO02.10.01: The tester shall verify through documentation review and inspection of the module that the non-
security relevant functions are not interfering or compromising the approved mode of operation of the module.

TEO02.10.02: The tester shall verify the correctness of any rationale for not interfering nor compromising
provided by the vendor. The burden of proof is on the vendor; if there is any uncertainty or ambiguity, the
tester shall require the vendor to produce additional information as needed.

AS02.11: (Specification — Levels 1, 2, 3, and 4)
The deflned name of a cryptographlc module shall be representatlve of the composmon of the

componeq
product.

Required|Vendor Information
VE02.11.Q1: The vendor shall provide the defined name of the module.
Required|Test Procedures

TE02.11.Q1: The tester shall verify that the vendor provided module name is consistent with the compositipon
of the conmponents within the cryptographic boundary.

TE02.11.92: The tester shall verify that the module name does not represent'a composition of components|or
functions that are not consistent with the composition of the componentscwithin the cryptographic boundary.

AS02.12: (Specification — Levels 1, 2, 3, and 4)

The cryptographic module shall have, at minimum, specifi¢ versioning information representing the
distinct individual hardware, software and/or firmware components.

Required|Vendor Information

VE02.12.Q1: The vendor shall provide the versioning information of the modules distinct individual hardwafe,
software gnd/or firmware components.

Required|Test Procedures

TEO02.12.Q1: The tester shall verify the versioning information represents the modules distinct individgial
hardware,|software and/or firmware.components.

AS02.13: (Specification —Levels 1, 2, 3, and 4)

The exclyded hardware; software or firmware components shall be implemented in a manner to ot
interfere pr compromise the approved secure operation of the cryptographic module.

Required|VendorInformation

VE02 13(4' Tlm—\ unnrlnv- olnn!l dl\br\l‘ll’\l\ I-hn Cvnlnrlnrl SOmPOReRts n-F +hn mr\rllllr\ nnA HETS 1t V] I-Innl- Hn

ACTOTTT— SO PT crorec—ar JorotH

components will not interfere with the approved secure operation of the module.

0]

VE02.13.02: The vendor documentation shall provide the rationale for excluding each of the components. The
rationale shall describe how each excluded component, when working properly or when it malfunctions,
cannot interfere with the approved secure operation of the module. Rationale that may be acceptable, if
adequately supported by documentation, includes:

a) The component is not connected with security relevant components of the module that would allow
inappropriate transfer of SSPs, plaintext data, or other information that could interfere with the approved
secure operation of the module,

b) All information processed by the component is strictly for internal use of the module, and does not in any
way impact the correctness of control, status or data outputs.
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Required Test Procedures

TEO02.13.01: The tester shall verify from the vendor provided documentation that the excluded components of
the cryptographic boundary will not interfere with the approved secure operation of the module.

TE02.13.02: The tester shall verify the correctness of any rationale for exclusion provided by the vendor. The
burden of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to
produce additional information as needed.

TE02.13.03: The tester shall manipulate (e.g. to cause the component to operate not as designed) the
e f f f . ester shall
verify that the incorrect operation of the excluded component shall not interfere with the approved secure
ration of the module.

A$02.14: (Specification — Levels 1, 2, 3, and 4)

The excluded hardware, software or firmware shall be specified {ISO/IEC"19790:2012/Cqr.1:2015}
nex A).
Required Vendor Information

VE02.14.01: All components that are to be excluded from the security fequirements shall be explicifjy listed in
th¢ vendor documentation.

Required Test Procedures

TB02.14.01: The tester shall verify whether the vendor indicates that any components of the modulg are to be
excluded from the requirements of ISO/IEC 19790:2012/Cor.1:2015.

6.2.3.2 Definitions of cryptographic boundary

A$02.15: (Specification — Levels 1, 2, 3, and 4)

THe cryptographic boundary of a hardware cryptographic module shall delimit and identify:
— The set of hardware components which may include:

— physical structures, including circuit boards, substrates or other mounting surfaces that
provide the interconnecting physical wiring between components,

— active electrical components such as semi-integrated, custom-integrated or common-
integrated circuits, processors, memory, power supplies, converters, etc.

— physical structures, such as enclosures, potting or encapsulation materials, connegtors, and
interfaces,

= _firmware, which may include an operating system,

— other components types not listed above.
Required Vendor Information

VE02.15.01: All hardware components of the cryptographic module shall be identified in the vendor
documentation. Components to be listed shall include all of the following:

a) Physical structures, including circuit boards, substrates or other mounting surfaces that provide the
interconnecting physical wiring between components.

1) circuit boards, substrates and mounting surfaces.
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b) Active electrical components such as semi-integrated, custom-integrated or common-integrated circuits,
processors, memory, power supplies, converters, etc.

1)

2)

c) Physigal structures, such as enclosures, potting or encapsulation:materials, connectors, and interfaces,

d) Firmware, which may include an operating system,

e) Otherlcomponeénts types not listed above

1)

processors, including microprocessors, digital signal processors, custom processors,
microcontrollers, or any other types of processors (identify manufacturer and type),

read-only memory (ROM) integrated circuits for program executable code and data (this may include
mask-programmed ROM, programmable ROM (PROM) such as ultraviolet, erasable PROM
(EPROM), electrically erasable PROM (EEPROM), or Flash-memory),

ol LR AN ) Hy D B o n oy n
rgrmaqorT=acttss ITITTTIUT Y (TNAIVIE) U ULTITT TTITYralcu CITCUILS TUT IETTTpuraly Udla sltlulrayc,

[72)

emi-custom, application-specific integrated circuits, such as gate arrays, programmable logi€ arrays,
eld programmable gate arrays, or other programmable logic devices,

—h

—h

Llly custom, application-specific integrated circuits, including any custom cryptographic integrated
gireuits,

ower supply components, including power supply, power converters (e.g:nAC-to-DC or DC-to-IPC
modules, transformers), input power connectors, and output power connectors,

e}

@)

ther active electronic circuit elements (passive circuit elements such_as pull up/pull down resistqrs
r bypass capacitors do not need to be included if they do not provide security relevant function jas
dart of the cryptographic module).

@)

ghysical structures and enclosures, including any remeyable access doors or covers,
dotting or encapsulation materials,
Houndary connectors,

donnectors between major independent-sub assemblies within the module.

Hxecutable code:
Non-modifiable

Modifiable

(@)

oolingfor heating arrangements, such as conduction plates, cooling airflow, heat exchanger, cooling
ns;fans, heaters, or other arrangements for removing or adding heat.

—h

VE02.15.02: The vendor documentation shall indicate the internal layout and assembly methods (e.g.
fasteners and fittings) of the module, including drawings that are at least approximately to scale.

VEO02.15.03: The vendor documentation shall describe the primary physical parameters of the module,
including descriptions of the enclosure, access points, circuit boards, location of power supply, interconnection
wiring runs, cooling arrangements, and any other significant parameters.

VEO02.15.04: The vendor documentation shall include a block diagram which represents the module's
boundary and relationship of the hardware components.

Required Test Procedures


https://standardsiso.com/api/?name=b9e3476b7cb334f64d2216dfac3cfaad

ISO/IEC 24759:2014(E)

TE02.15.01: The tester shall identify all hardware components of the cryptographic module. Components to
be listed shall include all of the following:

a)

Physical structures, including circuit boards, substrates or other mounting surfaces that provide the
interconnecting physical wiring between components.

1) circuit boards, substrates and mounting surfaces.

Active electrical components such as semi-integrated, custom-integrated or common-integrated circuits,
processors, memory, power supplies, converters, etc.

1) processors, including microprocessors, digital signal processors, custom, \pfocessors,
microcontrollers, or any other types of processors (identify manufacturer and type),

2) read-only memory (ROM) integrated circuits for program executable code and,data (this mpy include
mask-programmed ROM, programmable ROM (PROM) such as ultraviolet, erasable PROM
(EPROM), electrically erasable PROM (EEPROM), or Flash-memory,

3) random-access memory (RAM) or other integrated circuits for temporary data storage,

4) semi-custom, application-specific integrated circuits, such as gate arrays, programmable logic arrays,
field programmable gate arrays, or other programmable logic devices,

5) fully custom, application-specific, integrated circuits, inCluding any custom cryptographic jntegrated
circuits,

6) power supply components, including power supply, power converters (e.g. AC-to-DC or [DC-to-DC
modules, transformers), input power connectors;’and output power connectors,

7) other active electronic circuit elements (passive circuit elements such as pull up/pull down resistors
or bypass capacitors do not need to betincluded if they do not provide security relevant finction as
part of the cryptographic module).

Physical structures, such as enclosurés, potting or encapsulation materials, connectors, and intgrfaces,

1) physical structures and enclosures, including any removable access doors or covers,

2) potting or encapsulation materials,

3) boundary conhectors,

4) connectors between major independent sub assemblies within the module.

Firmware,'which may include an operating system,

1) \Executable code:

Z) NOnN-modiriaple
i)  Modifiable
Other components types not listed above

1) cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger, cooling
fins, fans, heaters, or other arrangements for removing or adding heat.

TEO02.15.02: The tester shall verify that the components list is consistent with information provided for other
assertions of this subclause, as defined below:

a)

The specification of the cryptographic boundary under assertion AS02.07. Verify that all components
inside the cryptographic boundary are included in the components list and vice versa. Also verify that any

9
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components outside the cryptographic boundary are not listed as components of the cryptographic
module.

b) The specification of the block diagram under assertion ASA.01. Verify that any individual components
identified in the block diagram (e.g. processors, application specific integrated circuits) are also listed in
the components list.

c) Anycomponents that are to be excluded from the requirements of ISO/IEC 19790:2012/Cor.1:2015 under
the provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still
listed in the components list.

TE02.15.Q3: The tester shall verify that the cryptographic boundary is physically contiguous, such that there
are no ggps that could allow uncontrolled input, output, or other access into the cryptographic.(moduje.
(Physical | protection and tamper protection are covered separately in requirements underls 7.7 |of
ISO/IEC 19790:2012/Cor.1:2015.) The module design has to also ensure that there are na-Uncontrolled
interfaces|into or out of the cryptographic module.

TE02.15.04: The tester shall verify that the cryptographic boundary encompasses all components that gre
identified [n the block diagram under assertion ASA.01 as inputting, outputting, or precessing SSPs, plaintgxt
data, or other information.

TE02.15.05: As a partial exception to the above requirements, the vendof«is' allowed to exclude certain
componerts from the requirements of ISO/IEC 19790:2012/Cor.1:2015 after satisfying the requirements under
assertiond AS02.13 and AS02.14 in this subclause. The tester shall werify that any interfaces or physical
connections between such excluded components and the rest of the module do not allow the following:

a) uncontrolled release of CSPs, plaintext data, or other infermation that if misused could lead to| a
compfomise,

b) uncontrolled modifications of SSPs or other informatien:that could lead to a compromise.
TEO02.15.96: The tester shall verify that the vendor’s documentation shows the internal layout of the module,
including the placement and approximate dimensionis of major identifiable components of the module. This

has to include drawings that are at least approximately to scale.

TE02.15.Q7: The tester shall verify that the vendor’s documentation indicates the major physical assemblies|of
the modulg and how they are assembled:or inserted into the module.

TE02.15.08: The tester shall sverify that the vendor's documentation describes the primary physi¢al
parametels of the module. This-description has to include at least the following:

a) Enclosure shape and approximate dimensions, including any access doors or covers

b) Circult board(s)-approximate dimensions, layout, and interconnections

c) Locajon of\power supply, power converters, and power inputs and outputs
d) Inter UIIIIUUt;UII VV;I;IIH TUIrlo. |uut;||y Glld tUIIII;IIa:O

e) Cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger, cooling fins,
fans, heaters, or other arrangements for removing heat from or adding heat to the module

f)  Other component types not listed above

TEO02.15.09: The tester shall verify that the vendor provided block diagram represents the module's boundary
and relationship of the hardware components.

AS02.16: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary of a software cryptographic module shall delimit and identify:

10
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— The set of executable file or files that constitute the cryptographic module; and

— The instantiation of the cryptographic module saved in memory and executed by one or more
processors.

Required Vendor Information

VEO02.16.01: All software components of the cryptographic module shall be identified in the vendor
documentation. Components to be listed shall include all of the following:

a)[ The Set of executable file or Tiles that constitute the cryptographic module,
b)| Other security relevant component types not listed above.

VE02.16.02: The vendor documentation shall indicate the internal software architectutre;-including how the
software components interact.

VE02.16.03: The vendor documentation shall indicate the software environment.(é.g. operating sygtem, run-
time library, etc.) on which the module executes.

Required Test Procedures

TH02.16.01: The tester shall verify that the documentation includés a components list that includes all
software components of the cryptographic module.

TR02.16.02: The tester shall verify that the components list\includes all occurrences of the following types of
components, excluding only component types that are not used in the module:

a)| The set of executable file or files that constitute the cryptographic module; and
b)] Other component types not listed above.

TH02.16.03: The tester shall verify that the components list is consistent with information provided for other
aspgertions of this subclause, as defined:below:

a)| The specification of the cryptographic boundary under assertion AS02.07. Verify that all cgmponents
inside the cryptographic boundary are included in the components list and vice versa. Also verify that any
components outside the) cryptographic boundary are not listed as components of the cryptographic
module.

b)] The specificatiomof the software under assertion ASA.01. Verify that the list of software components is
the same as,in the specifications under assertion AS02.07.

c)| The spedcification of the block diagram under assertion ASA.01. Verify that any individual cgmponents
identified in the block diagram are also listed in the components list.

d)| “Any components that are to be excluded from the requirements of ISO/IEC 19790:2012/Cor.1:2015 under
the provisions of assertions ASUZ-T3 and ASUZ. T4 Verity that components 10 be so excluded are still
listed in the components list.

TEO02.16.04: As a partial exception to the above requirements, the vendor is allowed to exclude certain
components from the requirements of ISO/IEC 19790:2012/Cor.1:2015 after satisfying the requirements under
assertions AS02.13 and AS02.14 in this subclause. The tester shall verify that any interfaces or physical
connections between such excluded components and the rest of the module do not allow the following:

a) uncontrolled release of CSPs, plaintext data, or other information that if misused could lead to a
compromise, nor

b) uncontrolled modifications of SSPs or other information that could lead to a compromise.

11
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TEO02.16.05: The tester shall verify that the vendor’s documentation indicates the major software components
of the module and how they are linked together forming the module.

AS02.17: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary of a firmware cryptographic module shall delimit and identify:
— The set of executable file or files that constitute the cryptographic module; and

— The instantiation of the cryptographic module saved in memory and executed by one or more
procgssors:

Required|Vendor Information

VEO02.17.Q1: All firmware components of the cryptographic module shall be identified ,in~the vendor
documenthtion. Components to be listed shall include all of the following:

a) The set of executable file or files that constitute the cryptographic module,
b) Other security relevant component types not listed above.

VE02.17.Q2: The vendor documentation shall indicate the internal firmware-architecture, including how the
firmware qomponents interact.

VE02.17.Q3: The vendor documentation shall indicate the firmware environment (e.g. operating system, run-
time library, etc.) on which the module executes.

Required|Test Procedures

TEO02.17.Q1: The tester shall verify that the documentation includes a components list that includes all
firmware qgomponents of the cryptographic module.

TE02.17.02: The tester shall verify that the compenents list includes all occurrences of the following types|of
componeryts, excluding only component types'that are not used in the module:

a) The set of executable file or files that.constitute the cryptographic module,
b) Otherfcomponent types not listed above.

TEO02.17.Q3: The tester shall, verify that the components list is consistent with information provided for other
assertionq of this subclause,as defined below:

insidg the cryptographic boundary are included in the components list and vice versa. Also verify that any
comppnents<outside the cryptographic boundary are not listed as components of the cryptographic
module.

a) The $pecification~of the cryptographic boundary under assertion AS02.07. Verify that all compone%:ts

b) The speclication or the Tirmware under assertion ASA.UT. Verlly that the lISt OT Tirmware components is
the same as in the specifications under assertion AS02.07.

c) The specification of the block diagram under assertion ASA.01. Verify that any individual components
identified in the block diagram are also listed in the components list.

d) Any components that are to be excluded from the requirements of ISO/IEC 19790:2012/Cor.1:2015 under
the provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still
listed in the components list.

TEO02.17.04: As a partial exception to the above requirements, the vendor is allowed to exclude certain
components from the requirements of ISO/IEC 19790:2012/Cor.1:2015 after satisfying the requirements under
assertions AS02.13 and AS02.14 in this subclause. The tester shall verify that any interfaces or physical
connections between such excluded components and the rest of the module do not allow the following

12
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uncontrolled release of CSPs, plaintext data, or other information that if misused could
compromise,

uncontrolled modifications of SSPs or other information that could lead to a compromise.

lead to a

TEO02.17.05: The tester shall verify that the vendor's documentation indicates the major firmware components

of

the module and how they are linked together forming the module.

AS02.18: (Specification — Levels 1, 2, 3, and 4)

Th

N(
en

e-cryptographic-botndary-of-ahybrid-eryptographic-modute-shath

firmware component(s) boundary; and

include the collection of all ports and interfaces from each component.

TE In addition to the disjoint software or firmware component(s), the hardware jcomponent can a
bedded software or firmware.

Required Vendor Information

VE
Sdq

a)

b)

02.18.01: The cryptographic module shall be identified in the vendor documentation as eithe
ftware Module or a Hybrid Firmware Module.

For Hybrid Software Module components, the vendor documentation shall provide informatio
under VE02.15.01 through VE02.15.04 and VE02.16.03through VE02.16.03.

For Hybrid Firmware Module components, the vendor documentation shall provide informatio
under VE02.15.01 through VE02.15.04 and VE02.17.01 through VE02.17.03.

Required Test Procedures

TH

02.18.01: The tester shall verify that.the documentation identifies the module as either a Hybrig

Module or a Hybrid Firmware Module.

a)

b)

6.1

6.

For Hybrid Software Module“components, the tester shall follow procedures required under T
through TE02.15.09 and TE02.16.01 through TE02.16.05.

For Hybrid Firmware-Module components, the tester shall follow procedures required under T
through TE02.15.09 and TE02.17.01 through TE02.17.05.

2.4 Modes-of operations

.4.1 Modes of operation general requirements

A3

be the composite of the module’s hardware component boundary and the disjoint software or

Iso include

a Hybrid

N required

N required

Software

F02.15.01

F02.15.01

$02.19: (Specification — Levels 1, 2, 3, and 4)

The operator shall be able to operate the module in an approved mode of operation.

Required Vendor Information

VE02.19.01: The vendor provided non-proprietary security policy shall provide a description of the approved
mode of operation.

VE02.19.02: The vendor provided non-proprietary security policy shall provide instructions for invoking the

ap

proved mode of operation.

Required Test Procedures

13
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TE02.19.01: The tester shall verify that the vendor provided non-proprietary security policy contains a
description of the approved mode of operation.

TE02.19.02: The tester shall invoke the approved mode of operation using the vendor provided instructions
found in the non-proprietary security policy. The tester shall verify, by inspection and from the vendor
documentation, that the cryptographic module is the approved mode of operation as a result of documented
instructions.

AS02.20: (Specification — Levels 1, 2, 3, and 4)

An approvee—mesde atior - che d-as—the—se serviees—whieh—inek at-leas
service that utilises an approved cryptographic algorithm, security function or process and tho
services or processes specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.4.3.

Required|Vendor Information

VE02.20.Q1: The vendor shall provide a validation certificate for each approved security function.
VE02.20.(02: The vendor shall provide a list of all non-approved security functions.
Required|Test Procedures

TE02.20.01: The tester shall verify that the vendor has provided a validation certificate for each approved
security function issued by a validation authority.

TEO02.20.92: The tester shall verify that the vendor has provided the list of non-approved security functions.
AS02.21: (Specification — Levels 1, 2, 3, and 4)

Non-apprpved cryptographic algorithms, security functions, and processes or other services not
specified|in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.4.3 shall not be utilised by the operator in pn
approved mode of operation unless the non-approved cryptographic algorithm or security function|is
part of an approved process and is not security relevant to the approved processes operation (e.g| a
non-apprpved cryptographic algorithm or non-approved generated key may be used to obfuscate d3ta
or CSPs|but the result is considered( unprotected plaintext and provides no security relevgnt
functionality until protected with an approved cryptographic algorithm).

Required|Vendor Information

VEO02.21.Q1: The vendor provided documentation shall identify all of non-approved cryptographic algorithms,
security functions or processes Utilised for each service in each approved mode of operation.

VE02.21.02: The vendor-documentation shall provide a rationale for why utilised non-approved cryptographic
algorithmg, security-functions or processes are considered non-security relevant to the approved processes
operation.

Required|Test'Procedures

TEO02.21.01: The tester shall verify by inspection that the vendor provided documentation identifies all of non-
approved cryptographic algorithms, security functions or processes utilised for each service in each approved
mode of operation.

TE02.21.02: The tester shall verify the correctness of any rationale provided by the vendor. The burden of

proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to produce
additional information as needed.

6.2.4.2 Normal operation

AS02.22: (Specification — Levels 1, 2, 3, and 4)

14


https://standardsiso.com/api/?name=b9e3476b7cb334f64d2216dfac3cfaad

ISO/IEC 24759:2014(E)

CSPs shall be exclusive between approved and non-approved services and modes of operation (e.g.

not shared or accessed).

Required Vendor Information

VE02.22.01: The vendor shall provide a list of all CSPs within the module and identify their usage between

approved and non-approved services and mode of operation.

VE02.22.02: The vendor shall provide a description of how each CSP becomes exclusive between
and non-approved services and modes of operation.

approved

RJquired Test Procedures

TH02.22.01: The tester shall verify that the vendor provided documentation contains a.descript
uspge of each CSP in an approved or non-approved mode of operation.

TH02.22.02: The tester shall verify by inspection and from the vendor documentation that the
exclusive between approved and non-approved services and modes of operationt

A$02.23: (Specification — Levels 1, 2, 3, and 4)

ThHe module’s security policy shall define the complete set of services that are provided
defined mode of operation (both approved and non-approved).

NQTE This assertion is tested under ASB.01.

A$02.24: (Specification — Levels 1, 2, 3, and 4)

on of the

CSPs are

for each

Al] services shall provide an indicator when the service utilises an approved cryptographic glgorithm,

security function or process in an approved._manner and those services or processes sp
{I$O/IEC 19790:2012/Cor.1:2015 subclause} 7:4:3.

Required Vendor Information
VE02.24.01: The vendor provided documentation shall specify the indicator for each service.

Required Test Procedures

pcified in

TH02.24.01: The tester shall-verify that the vendor provided documentation contains a description df indicator

when the service utilises-an approved cryptographic algorithm, security function or process in an
manner.

approved

TB02.24.02: The-tester shall execute all services and verify that the indicator provides an ungmbiguous

indication of-whether the service utilises an approved cryptographic algorithm, security function or
an approved'manner or not.

6.2.4:3° Degraded operation

process in

AS02.25: (Specification — Levels 1, 2, 3, and 4)

For a cryptographic module to operate in degraded operation, the following {ISO/IEC
19790:2012/Cor.1:2015 AS02.26 through AS02.30} shall apply:

NOTE This assertion is not separately tested.
AS02.26: (Specification — Levels 1, 2, 3, and 4)
The degraded operation shall be entered only after exiting an error state;

Required Vendor Information
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VE02.26.01: If the cryptographic module allows a degraded operation, the vendor shall provide a description
of all degraded operation after exiting each error state.

VE02.26.02: The vendor shall provide specification of degraded operation. For each degraded operation, the
specification shall include:

a) conditions of entry into and exit from the degraded operation

b) operational algorithms, security functions, services or processes

C) non-gperationatatgorithmnTs; Security furnctions; Services or processes

d) isolated mechanisms, functions, or components in the degraded operation

e) technjques to isolate mechanisms, functions or components

f)  statug information provided in the degraded operation

g) statug indicator if attempts are made to use a non-operational algorithm, security.function, or process
Required|Test Procedures

TE02.26.Q1: The tester shall verify that the vendor provided documentationclearly identifies the degraded
operation pnd its conditions of entry and exit.

TE02.26.(2: The tester shall use the vendor documentation to check-that the degraded operation can only pe
accessed |after exiting in error state. The tester shall check that the error status indicator (see AS03.11)(is
correctly gositioned.

TE02.26.03: The tester shall exercise the cryptographic, module, causing it to operate in each degraded
operation.| For each degraded operation, tester shall attempt to perform a service to verify that all conditiopal
algorithm pelf-tests are performed prior to the first operational use of any cryptographic algorithm.

TE02.26.04: The tester shall first exercise the. cryptographic module, causing it to operate in each degraded
operation.| The tester shall next perform pre-operational self-tests to verify that the cryptographic module
remains in degraded operation until such*time the cryptographic module passes without failure all pfe-
operationgl self-tests successfully.

TE02.26.05: The tester shall first-exercise the cryptographic module, causing it to operate in each degraded
operation.| The tester shallCnext perform pre-operational self-tests, causing an error condition in pre-
operationgl self-tests to occur. The tester shall verify that the cryptographic module does not remain|in
degraded joperation but gnters an error state.

AS02.27: (Specification — Levels 1, 2, 3, and 4)

The module shall provide status information when re-configured and the degraded operation entered.

NOTE T ki H n tol .t tod— T toal RPN A WaYate WaTal
TS aASSTCTUOT IS TTIOT St ParatCty tCSteU— T CStTCUaS Palt UT MoUZTZ0r

AS02.28: (Specification — Levels 1, 2, 3, and 4)

The mechanism or function that failed shall be isolated.

Required Vendor Information

VE02.28.01: The vendor documentation requirement is specified under VE02.26.02. The vendor design shall
ensure that any failure from the failed mechanisms, functions, and components cannot interfere or

compromise the approved operation of the cryptographic module.

Required Test Procedures
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TEO02.28.01: The tester shall verify by inspection and from the vendor documentation that failed mechanisms,
functions, and components are isolated before entering degraded operation.

TEO02.28.02: The tester shall verify by inspection and from the vendor documentation that failed mechanisms,
functions, and components cannot interfere or compromise the approved operation of the cryptographic
module.

AS02.29: (Specification — Levels 1, 2, 3, and 4)

All conditional algorithm self-tests shall be performed prior to the first operational use of the

cryptoearap 2o B g-aearacgeaob tic;‘:_

NOTE This assertion is not separately tested. Tested as part of AS02.26.
A$02.30: (Specification — Levels 1, 2, 3, and 4)

Sqrvices shall provide an indicator if attempts are made to use a non-operational algorithm|, security
fupction, or process.

Required Vendor Information
VH02.30.01: The vendor documentation requirement is specified undexr VE02.26.02. The vendor d¢sign shall
ensure that service output includes an indicator if attempts are made to use a non-operational |algorithm,
segcurity function, or process.

Required Test Procedures

TB02.30.01: The tester shall verify from the vendorZdocumentation that services provide ddcumented
indicators if attempts are made to use a non-operational algorithm, security function, or process.

TH02.30.02: The tester shall exercise the cryptographic module and verify that the documented indicator is
provided if attempts are made to use a non-gperational algorithm, security function, or process.

A$02.31: (Specification — Levels 1, 2, 3,and 4)

THe cryptographic module shall, remain in degraded operation until such time the cryptographic
module passes without failure:all pre-operational self-tests successfully.

NOTE This assertion is.not-separately tested. Tested as part of AS02.26.
A$02.32: (Specification — Levels 1, 2, 3, and 4)

If the cryptographic module fails the pre-operational self-tests, the module shall not enter a degraded
operation.

NOTE This assertion is not separately tested. Tested as part of AS02.26.

6.3 Cryptographic-module-interfaces
6.3.1 Cryptographic module interfaces general requirements

AS03.01: (module interfaces — Levels 1, 2, 3, and 4)

A cryptographic module shall restrict all logical information flow to only those physical access points
and logical interfaces that are identified as entry and exit points to and from the cryptographic
boundary of the module.

Required Vendor Information

VEO03.01.01: The vendor documentation shall specify each of the physical ports and logical interfaces of the
cryptographic module, including the:
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a) Physical ports and their pin assignments

b) Physical covers, doors or openings

c) Logical interfaces (e.g. APIs and all other data/control/status signals) and the signal names and functions

d) Manu

e) Physi

f)  Mappf
the c

g) Physi

VEO03.01.
cryptogra
source co
provide a
physical g
informatio
without in

VE03.01.(
from the 1
output be
specificati
Standard,

subclause]

Required

TEO03.01.0
interfaces

a) All ph

al controls (e.g. buttons or switches) for applicable physical control inputs

cal status indicators (e.g. lights or displays) for applicable physical status outputs

ptographic module
al, logical, and electrical characteristics, as applicable, of the above ports and interfaces

2: The vendor documentation shall specify the information flows and physical access points of
hic module by highlighting or annotating copies of the block diagrams, design specifications and
e and schematics provided in 6.2 and 6.11 of this International Standard. , The vendor shall a
y other documentation necessary to clearly specify the relationship of the<information flows a
ccess points to the physical ports and logical interfaces. The vendor shall establish the abo
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onsistencies in the description of components and physical layout for.the input/output ports.

3: For each physical or logical input to the cryptographic module, or physical and logical out
hodule, the vendor documentation shall specify the logical interface to which the physical input
ongs, and the physical entry/exit port. The specifications provided shall be consistent with t

and the specifications of the logical interfaces proyided in assertions AS03.04 to AS03.11 of t

Test Procedures

1: The tester shall verify that vendor documentation specifies each of the physical ports and logi
of the cryptographic module. The required specifications shall include:

ysical input and output ports, including their pin assignments, physical locations within the module|

summary of the logical signals thatflow through each port, and the timing sequence of signal flows if t
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and the components orfunctions that can be accessed and/or modified via each cover/door/opening
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d) Allm

pical input andoutput interfaces (e.g. APIs and all other data/control/status signals), including
or annotated block diagram of all the logical data and control inputs and data and status outputs
yptographi€ module, and a listing and description of the signal names and functions

brual® controls used to physically enter control signals, such as switches or buttons, including th

bns of the cryptographic module components provided-under 6.2 and 6.11 of this Internatiopal
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e) All physical status indicators, including their physical location within the module and a listing and
description of the status indication signals that are output physically

f) A mapping of the logical input and output interfaces to the physical input and output ports, manual
controls, and physical status indicators of the cryptographic module

g) Physical, logical, and electrical characteristics, as applicable, of the above physical ports and interfaces,
including summaries of pin designations, logical signals carried on each port, voltage levels and their
logical significance (e.g. what a low or high voltage signifies in terms of a logic “0”, “1”, or other meaning)
and the timing of signals
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TE03.01.02: The tester shall verify that the vendor documentation specifies all information flows and physical
access points of the cryptographic module, by examining the block diagrams, design specifications and/or
source code and schematics provided in 6.2 and 6.11 of this International Standard, and any other
documentation provided by the vendor. The documentation shall specify the relationship of the information
flows and physical access points to the physical ports and logical interfaces of the cryptographic module. The
tester shall compare the above information with the information provided under assertions AS02.07 and
AS02.15 through AS02.18 and verify that there are no inconsistencies in the description of components and
physical layout for the input/output ports.

TE03 01.03: The tester shall verlfy that for each physical or Iog|cal input to the cryptographlc module, or

y f e to which
H shall be
.11 of this
503.04 to

he above
btographic

A$03.02: (Module interfaces — Levels 1, 2, 3, and 4)

THe cryptographic module logical interfaces shall be distinct from)each other although they may share
orle physical port (e.g. input data may enter and output data‘may exit via the same port) gr may be
distributed over one or more physical ports (e.g. input data ' may enter via both a serial and |a parallel
pqrt).

NOTE An Application Program Interface (API) of a software component of a cryptographic module can bg defined as
ong or more logical interface(s).

Rgquired Vendor Information

VE03.02.01: The vendor’s design shall separate the cryptographic module interfaces into logically djstinct and
sglated categories, using the categories(listed in assertion AS03.04, and, if applicable, AS03.12 and AS03.13
in |this subclause. This informationshall be consistent with the specification of the logical interfaces and
physical ports provided in AS03.01in this subclause.

VE03.02.02: The vendor documentation shall provide a mapping of each category of logical intefface to a
physical port of the cryptographic module. A logical interface may be physically distributed across nore than
one physical port, or two_or more logical interfaces may share one physical port as long as the ipformation
flows are kept logically-separate. If two or more logical interfaces share the same physical port, the vendor
documentation shall-specify how the information from the different interface categories is kept logically
separate.

Required Test Procedures

TBO03702:01: The tester shall verify, from the vendor documentation and by inspection of the cryptographic
maodule, that the module interfaces are logically distinct and isolated for the categories of interfaceg specified
in assertions AS03.04 and, if applicable, AS03.12 and AS03.13 of this subclause. This information shall be
consistent with the specification and design of the logical interfaces and physical ports provided in AS03.01 in
this subclause.

TE03.02.02: The tester shall verify that the vendor documentation provides a mapping of each category of
logical interface to a physical port of the cryptographic module. A logical interface may be physically
distributed across more than one physical port, or two or more logical interfaces may share one physical port.
If two or more interfaces share the same physical port, the tester shall verify that the vendor documentation
specifies how the information flows for the input, output, control, and status interfaces are kept logically
separate.

AS03.03: (Module interfaces — Levels 1, 2, 3, and 4)
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The documentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.3 shall
be provided.

Required Vendor Information
VE03.03.01: The vendor shall provide documentation as specified in A.2.3 of ISO/IEC 19790:2012/Cor.1:2015.
Required Test Procedures

TE03.03.01: The tester shall verify completeness of the documentation specified in A.2.3 of ISO/IEC
19790:20 t2/€or-1-2615:

6.3.2 Types of interfaces

6.3.3 D¢dfinition of interfaces
AS03.04: (Module interfaces — Levels 1, 2, 3, and 4)

A cryptographic module shall have the following five interfaces ("input"” and\"output” are indicated
from the perspective of the module):

— Data jnput interface

— Data putput interface

— Control input interface
— Control output interface
— Status output interface
Required|Vendor Information
VE03.04.Q1: The vendor documentation shall separate the cryptographic module interfaces into logicglly
distinct ahd isolated categories by the -following five distinctly defined logical interfaces within the
cryptograpghic module (“input” and “output’ are indicated from the perspective of the module):
a) Data [nput interface (for the input of data as specified in AS03.05),

b) Data putput interface (for.the output of data as specified in AS03.06 and AS03.07),

c) Contrpl input interface (for the input of commands as specified in AS03.08),

d) Contrpl outputinterface (for the output of commands as specified in AS03.09, and AS03.10) and

e) Statup output interface (for the output of status information as specified in AS03.11).

Required Test Procedures

TE03.04.01: The tester shall verify that the vendor documentation specifies that the five logical interfaces as
listed in VE03.04.01 have been designed within the cryptographic module. If so, verification that the logical
interfaces within the cryptographic module function as specified shall be performed under assertions AS03.05
to AS03.11 in this subclause.

Data input interface

AS03.05: (Data input interface — Levels 1, 2, 3, and 4)

All data (except control data entered via the control input interface) that is input to and processed by a
cryptographic module (including plaintext data, ciphertext data, SSPs, and status information from
another module) shall enter via the "data input” interface.

20


https://standardsiso.com/api/?name=b9e3476b7cb334f64d2216dfac3cfaad

ISO/IEC 24759:2014(E)

Required Vendor Information

VE03.05.01: The cryptographic module shall have a data input interface. All data (except control data entered
via the control input interface) that is to be input to and processed by the cryptographic module shall enter via
the data input interface, including:

a) Plaintext data

b) Ciphertext or signed data

c) Eryptograptickeysand otherkey mmamagement data(ptaimtext orencrypted)
d)| Authentication data (plaintext or encrypted)

e)| Status information from external sources

f) | Any other input data

VH03.05.02: If applicable, the vendor documentation shall specify any externakinput devices to be|used with

thg cryptographic module for the entry of data into the data input interface; such as smart cards, tokens,
kelypads, key loaders, and/or biometric devices.

Required Test Procedures

TH03.05.01: The tester shall verify, by inspection, that thé{cryptographic module includes a ¢ata input
interface, and that the data input interface functions as specified. The tester shall verify that all dafa (except
control data entered via the control input interface) that is'to be input to and processed by the cryptographic
module enters via the data input interface, including:

a)| Plaintext data that is to be encrypted or signed by the cryptographic module
b)| Ciphertext or signed data that is to be decrypted or verified by the module

c)| Plaintext or encrypted cryptographic:keys and other key management data that are input into arjd used by
the cryptographic module, including initialisation data and vectors, split key information, gnd/or key
accounting information.  (Other key management requirements are covered in 7.9 of ISO/IEC
19790:2012/Cor.1:2015.)

d)|[ Plaintext or encryptedhauthentication data that is input into the cryptographic module, including passwords,
PINs, and/or biometfic information

e)| Status inforndation from external sources (e.g. another cryptographic module or device)

f) | Any othier‘information that is input into the cryptographic module for processing or storage, gxcept for
controlinformation that is covered separately in AS03.08

TH03-05.02: The tester shall verify if the vendor documentation specifies any external input dev|ces to be
used-withrthretryptograptic modutefor the—emntry of dataimtothedatamputimterface,; suctassmart cards,
tokens, keypads, key loaders, and/or biometric devices. The tester shall enter data into the data input
interface using the identified external input device(s), and verify that entry of data using the external input
device functions as specified.

Data output interface

AS03.06: (Data output interface — Levels 1, 2, 3, and 4)

All data (except status data output via the status output interface and control data output via the
control output interface) that is output from a cryptographic module (including plaintext data,
ciphertext data, and SSPs) shall exit via the "data output" interface.

Required Vendor Information
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VEO03.06.01: The cryptographic module shall have a data output interface. All data (except status data output
via the status output interface and control data output via the control output interface) that has been
processed and is to be output by the cryptographic module shall exit via the data output interface, including:

a) Plaintext data

b) Ciphertext data and digital signatures

c) Cryptographic keys and other key management data (plaintext or encrypted)

d) Any gthermformatiomttat s output fromrthecryptographic modute—after processimgorstorageexceptfor
statug information that is covered separately in AS03.11 and control information that is cevered
separately in AS03.09 and AS03.10 in this subclause

VE03.06.(Q2: If applicable, the vendor documentation shall specify any external output devices ta-be used wjth
the cryptographic module for the output of data from the data output interface, such as smart'cards, tokens,
displays, @nd/or other storage devices.

Required|Test Procedures

TE03.06.1: The tester shall verify, by inspection, that the cryptographic module includes a data output
interface, pnd that the data output interface functions as specified. The tester’shall verify that all data (except
status dath output via the status output interface and control data output yia'the control output interface) that
has been|processed and is to be output by the cryptographic module™exits via the data output interfage,
including:

a) Plaintext data that has been decrypted by the cryptographic module

b) Ciphgrtext data that has been encrypted, and digital “signatures that have been generated by the
cryptagraphic module

c) Plaintext or encrypted cryptographic keys andCother key management data that have been interndlly
genefated and output from the module, ineluding initialisation data and vectors, split key informatign,
and/or key accounting information (other.key management requirements are covered in 7.9 of ISO/IEC
19790:2012/Cor.1:2015)

d) Any dther information that is outputifrom the cryptographic module after processing or storage except for
statug information that is covered-separately in AS03.11 in this subclause and control information that] is
covered separately in AS03:09 and AS03.10 in this subclause.

TEO03.06.02: The tester shallverify if vendor documentation specifies any external output devices to be used
with the dryptographic miodule for the output of data from the data output interface, such as smart cards,
tokens, displays, and/or other storage devices. The tester shall output data from the data output interface
using the [identified-external output device(s), and verify that output of data using the external output device
functions @s specified.

AS03.07: (Data output interface — Levels 1, 2, 3, and 4)

All data output via the “data output” interface shall be inhibited while performing manual entry, pre-
operational self-tests, software/firmware loading and zeroisation; or when the cryptographic module is
in an error state.

Required Vendor Information

VEO03.07.01: The vendor documentation shall specify how the cryptographic module inhibits data output while
performing manual entry, pre-operational self-tests, software/firmware loading and zeroisation; or when the
cryptographic module is in an error state.

VEO03.07.02: The vendor documentation shall specify how the design of the cryptographic module ensures
that all data output via the data output interface is inhibited while performing manual entry, pre-operational
self-tests, software/firmware loading and zeroisation; or when the cryptographic module is in an error state.
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Required Test Procedures

TE03.07.01: The tester shall verify that the vendor documentation specifies that all data output via the data
output interface is inhibited

a) whenever the cryptographic module is performing
1) manual entry,

2) pre-operational self-tests,

3) software/firmware loading,

4) zeroisation;

b)| or when the cryptographic module is in an error state.
THis test procedure can be restated as follows:

a)| The tester shall verify from the vendor documentation that once each ©f)the following services |is started,
all data output via the data output interface is inhibited, until the serviceis completed successfully:

1) manual entry,

2) pre-operational self-tests,
3) software/firmware loading,
4) zeroisation.

b)| The tester shall verify from vendor documentation that once an error condition is detected and the error
state is entered, all data output via the data output interface is inhibited, until error recovery occlrs.

TR03.07.02: The tester shall cause thecryptographic module to enter each of following states:
a)| a state performing manual SSP ‘entry,

b)| a self-test state performing pre-operational self-tests,

c)| a state performing-software/firmware loading,

d)| a state perferming zeroisation,

e)| an error state;

and verify that all data output via the data output interface is inhibited.

If it is not possible Tor the tester 1o cause an error then the vendor shall provide a rationale to the tester why
this test cannot be performed. In such case, the tester shall follow alternative procedures allowed by the
validation authority, to ensure that all data output via the data output interface is inhibited.

EXAMPLE Examining the applicable source code

TE03.07.03: The tester shall verify that the vendor documentation specifies that all data output via the data
output interface is inhibited whenever the cryptographic module is in a self-test condition. The tester shall
verify from the vendor documentation that once self-tests are being performed, all data output via the data
output interface is inhibited, until the self-tests are completed. Status information to display the results of the
self-tests may be allowed from the status output interface. The tester shall also verify that the self-test
conditions specified in response to this assertion are identical to the self-tests specified under AS10.14.
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TE03.07.04: The tester shall command the module to perform the self-tests and verify that all data output via
the data output interface is inhibited. If status information is output from the status output interface to indicate
the results of the self-tests, the tester shall verify that no CSPs, plaintext data, or other information are output
that if misused could lead to a compromise. If it is not possible for the tester to attempt data output during
specific self-test state, then the vendor shall provide a rationale to the tester why this test cannot be performed.
In such case, the tester shall follow alternative procedures allowed by the validation authority, to ensure that
all data output via the data output interface is inhibited.

EXAMPLE 1 Examining the applicable source code

EXAMPLE 2 Using-a-simlator

EXAMPLE 3 Using a debugger

TE03.07.05: The tester shall verify that the vendor documentation specifies how the cryptographic module
ensures that all data output via the data output interface is to be inhibited during error states’ or self-t¢st
conditions. The tester shall also verify, by inspection of the design of the cryptographic medule, that the data
output intgrface is, in fact, logically or physically inhibited under these conditions.

Control input interface

AS03.08: [Control input interface — Levels 1, 2, 3, and 4)

All input commands, signals (e.g. clock input), and control data (inclading function calls and manyal
controls $uch as switches, buttons, and keyboards) used to control'the operation of a cryptographic
module shall enter via the “control input” interface.

Required|Vendor Information
VE03.08.91: The cryptographic module shall have a cantrol input interface. All commands, signals, apd
control data (except data entered via the data inputinterface) used to control the operation of the
cryptograpghic module shall enter via the control input-interface, including:

a) Comrands input logically via an API (e.g.-for'the software and firmware components of the cryptographic
module)

b) Signdls input logically or physically:via one or more physical ports (e.g. for the hardware components|of
the cryptographic module)

c) Manugal control inputs (e.g-using switches, buttons, or a keyboard)
d) Any dther input controhdata
VE03.08.02: If applicable, the vendor documentation shall specify any external input devices to be used wjth

the cryptopgraphic_miodule for the entry of commands, signals, and control data into the control input interfage,
such as smart,cards, tokens, or keypads.

Required|Test Procedures
TEO03.08.01: The tester shall verify, by inspection, that the cryptographic module includes a control input
interface, and that the control input interface functions as specified. The tester shall verify that all commands,
signals, and control data (except data entered via the data input interface) used to control the operation of the
cryptographic module shall enter via the control input interface, including:

a) Commands input logically via an API, such as function calls to a software library or to a smart card

b) Signals input logically or physically via one or more physical ports, such as commands and signals sent
through a serial port or a PC Card

¢) Manual control inputs (e.g. using switches, buttons, or a keyboard)

d) Any other input control data
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TE03.08.02: The tester shall verify if the vendor documentation specifies any external input devices to be
used with the cryptographic module for the entry of commands, signals, and control data into the control input
interface, such as smart cards, tokens, or keypads. The tester shall enter commands via the control input
interface using the identified external input device(s), and verify that input of commands using the external
input device functions as specified.

Control output interface

AS03.09: (Control output interface — Levels 1, 2, 3, and 4)

ntrol or indicate the state of
erface.

“cantrd

operation of a cryptographic module shall exit via the bl output”

Required Vendor Information

VE03.09.01: The vendor documentation shall specify all output commands, signals; and control |data (e.g.
control commands to another module) used to control or indicate the state of (operation of a cryptographic
maodule shall exit via the control output interface

quired Test Procedures

TBO03.09.01: The tester shall verify that the vendor documentation,shall specify all output commands, signals,
control data (e.g. control commands to another module) usedi\to control or indicate the state of{ operation
of fa cryptographic module shall exit via the control output interface

TR03.09.02: If the control output interface is specified, the“tester shall verify, by inspection, that the control
output interface functions as specified.

A$03.10: (Control output interface — Levels 1, 2;-3, and 4)

Al] control output via the “control output’-interface shall be inhibited when the cryptographic module
isin an error state unless exceptions are specified and documented in the security policy.

Required Vendor Information

VE03.10.01: The vendor documentation shall specify how the cryptographic module ensures that jall control
output via the control output interface is inhibited whenever the module is in an error state (error gtates are
covered in 7.11 of ISOAEC19790:2012/Cor.1:2015). Status information may be allowed from the status
output interface to identify-the type of error.

VE03.10.02: The{vendor documentation shall specify how the design of the cryptographic module ensures
that all control output via the control output interface is inhibited whenever the module is in a self-tes} condition
(s¢lf-tests are covered in 7.10 of ISO/IEC 19790:2012/Cor.1:2015). Status information to display thg results of
the self-testsvmay be allowed from the status output interface.

Required Test Procedures

TE03.10.01: The tester shall verify that the vendor documentation specifies that all control output via the
control output interface is inhibited whenever the cryptographic module is in an error state. The tester shall
verify from the vendor documentation that once an error condition is detected and the error state is entered, all
control output via the control output interface is inhibited, until error recovery occurs. The tester shall also
verify that the error states specified in response to this assertion are identical to the error states specified
under AS11.08.

TE03.10.02: The tester shall cause the cryptographic module to enter each specified error state and verify
that all control output via the control output interface is inhibited. If status information is output from the status
output interface to identify the type of error, the tester shall verify that the information output is not sensitive.
The following actions may be used to cause the cryptographic module to enter an error state - opening a
tamper-detecting cover or door, entering incorrectly-formatted commands, keys, or parameters, reducing input
voltage, and/or any other error-causing actions.
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If it is not possible for the tester to cause an error then the vendor shall provide a rationale to the tester why
this test cannot be performed.

TE03.10.03: The tester shall verify that the vendor documentation specifies that all control output via the
control output interface is inhibited whenever the cryptographic module is in a self-test condition. The tester
shall verify from the vendor documentation that once self-tests are being performed, all control output via the
control output interface is inhibited, until the self-tests are completed. The tester shall also verify that the self-
test conditions specified in response to this assertion are identical to the self-tests specified under AS10.14.

TEO03.10.04: The tester shall cause the module to perform the self-tests and verify that all control output via

the contr uutput interfacets-inhibited:

TEO03.10.95: The tester shall verify that the vendor documentation specifies how the cryptographicimodule
ensures that all control output via the control output interface is to be inhibited during error states or.self-t¢st
conditions. The tester shall also verify, by inspection of the implementation of the cryptographic-module, that
the contro] output interface is, in fact, logically or physically inhibited under these conditions.

Status output interface

AS03.11: [(Status output interface — Levels 1, 2, 3, and 4)
All outpyt signals, indicators (e.g. error indicator), and status data {including return codes and
physical |indicators such as visual (display, indicator lamps), audio (buzzer, tone, ring), ahd
mechanidal (vibration)] used to indicate the status of a cryptographic‘module shall exit via the "status
output” interface.

NOTE Status output will be either implicit or explicit.
Required|Vendor Information

VE03.11.Q1: The cryptographic module shall have a status output interface. All status information, signals,
logical indjcators, and physical indicators used to indicate or display the status of the module shall exit via the
status output interface, including:

a) Statug information output logically via an API

b) Signdl outputs logically or physically.-via one or more physical ports

c) Manugal status outputs (e.g. using displays, indicator, lamps, buzzer, tone, or ring)
d) Any dther output status-information

VEO03.11.Q2: If applicable; the vendor documentation shall specify any external output devices to be used wjth

the cryptagraphic module for the output of status information, signals, logical indicators, and physi¢al
indicators|via the.status output interface, such as smart cards, tokens, displays, and/or other storage devices.

Required|Test'Procedures

TE03.11.01: The tester shall verify, by inspection, that the cryptographic module includes a status output
interface, and that the status output interface functions as specified. The tester shall verify that all status
information, signals, logical indicators, and physical indicators used to indicate or display the status of the
module shall exit via the status output interface, including:

a) Status information output logically via an API, such as return codes from a software library or a smart
card

b) Signal outputs logically or physically via one or more physical ports, such as status information sent
through a serial port or a PC Card connector

¢) Manual status outputs (e.g. using LEDs, buzzers, or a display)

d) Any other output status information
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TE03.11.02: The tester shall verify that the vendor documentation specifies any external output devices (if
applicable) to be used with the cryptographic module for the output of status information, signals, logical

indicators, and physical indicators via the status output interface.

TE03.11.03: The tester shall verify that the status information output from the status output interface shall not

output any information that could result in a compromise of CSPs.

AS03.12: (Module interfaces — Levels 1, 2, 3, and 4)

Except for the software cryptographic modules, all modules shall also have the following interface.

NQTE This assertion is not tested separately.

A$03.13: (Module interfaces — Levels 1, 2, 3, and 4)

Pgwer interface: All external electrical power that is input to a cryptographic module shall enter via a

pgwer interface.

NQTE A power interface is not required if all power is provided or maintained.internal to the modul
replacement of an internal battery is considered a physical maintenance activity;~and is subject to the re
spegcified in 7.7 of ISO/IEC 19790:2012/Cor.1:2015.

Required Vendor Information

VE03.13.01: If the cryptographic module requires or provides ‘power to/from other devices exter
baundary (e.g. a power supply or an external battery), the vendor documentation shall specify
interface and a corresponding physical port.

VEO03.13.02: All power entering or exiting the cryptographic module to/from other devices exter
cryptographic boundary shall pass through the specified power interface.

Required Test Procedures
TR03.13.01: The tester shall verify if the,vendor documentation specifies whether the cryptograph
requires or provides power to/from other devices external to the cryptographic boundary (e.g. a pow

er cord, power inlet/outlet, or an external battery). The tester shall also verify that th
umentation specifies a power.interface and a corresponding physical port.

A$03.14: (Moduleinterfaces — Levels 1, 2, 3, and 4)

THe cryptographic module shall distinguish between data, control information, and power
and data, control information, status information, and power for output.

b, and that
guirements

nal to the
a power

nal to the

ic module

er supply,
e vendor

ntering or
specified

for input,

Required Vendor Information

VEO03.14.01: The vendor documentation shall specify how the cryptographic module distinguishes between

data and control for input and data, control and status for output, and how the physical and log

ical paths

followed by the input data and control information entering the module via the applicable input interfaces are
logically or physically disconnected from the physical and logical paths followed by the output data, control

and status information exiting the module via the applicable output interfaces.

VEO03.14.02: The vendor documentation shall specify how the physical and logical paths used by the input
data and control information are logically or physically disconnected from the physical and logical paths used
by the output data, control and status information. If the physical and logical paths used by the input data and
control information and the output data, control and status information are physically shared, the vendor

documentation shall specify how logical separation is enforced by the cryptographic module.
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VEO03.14.03: The vendor documentation shall show consistency and shall show that the cryptographic module
distinguishes between data and control for input and data, control and status for output, and that the physical
and logical paths followed by the input data and control information entering the module via the applicable
input interfaces are logically or physically disconnected from the physical and logical paths followed by the
output data, control and status information exiting the module via the applicable output interfaces.

Required Test Procedures

TE03.14.01: The tester shall verify that the vendor documentation specifies how the cryptographic module
distinguishes between data and control for input and data, control and status for output. Input data entered
frOmthed. ”’;” "’”’i"”’i gy O -” ”'-”” se—todte "y
or physicglly distinguished from output data exiting to the output data interface, output control exiting,tox

output conftrol interface, and status information exiting to the status output interface.

TE03.14.J2: The tester shall verify that the vendor documentation specifies how the physicaland logi¢al
paths usefl by the input data and control information are logically or physically disconnected from the physi¢al
and logicgl paths used by the output data, control and status information. If the physicaljand logical paths
used by the input data and control information and the output data, control and status information 3are
physically|shared, the tester shall verify that the vendor documentation specifies how/logical separation|is
enforced by the cryptographic module.

TEO03.14.03: The tester shall verify, by inspection, the consistency of the vendor*documentation, and that the
cryptograghic module distinguishes between data and control for input and-data, control and status for output,
and that t:EJe physical and logical paths followed by the input data and centrol information entering the moddile

via the applicable input interfaces are logically or physically disconnected from the physical and logical paths
followed by the output data, control and status information exiting. the module via the applicable output
interfaces

AS03.15: (Module interfaces — Levels 1, 2, 3, and 4)

The cryptographic module specification shall, unambiguously, specify format of input data and
control information, including length restrictionsfor all variable length inputs.

Required|Vendor Information

VEO03.15.J1: The vendor documentation shall specify the physical and logical paths used by all major
categoried of input data entering the-cryptographic module via the data input interface and the applicable
physical pprts. The documentationrshall include a specification of the applicable paths (e.g. by highlighted|or
annotated| copies of the schematics, block diagrams, or other information provided under AS02.07 anhd
AS02.15 through AS02.18). AdLinput data entering the cryptographic module via the data input interface shall
only use the specified paths while being processed or stored by each physical or logical sub-section of the
module. The input data paths shall be specified in sufficient detail to verify which type of data pass through
each applicable physicalport.

NOTE The term\“all major categories of input data” refer to items addressed in AS03.05 for data input, and to itepns
addressed jn AS03.08 for control input.

VEO03.15.02:-“The vendor documentation shall specify that all input data entering the cryptographic module via
the data input interface and applicable physical ports only use the specified paths. The documentation shall
show that all logical and physical information flows used by the input data are consistent with the design and
operation of the cryptographic module. The vendor documentation shall establish that there are no conflicts
between the applicable paths that may lead to the compromise of CSPs, plaintext data, or other information of
the cryptographic module.

VE03.15.03: The vendor provided documentation shall unambiguously specify format of input data and control
information including length restrictions for all variable length inputs.

VEO03.15.04: The vendor provided documentation shall identify which component within the cryptographic
boundary is validating the format.

Required Test Procedures
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TE03.15.01: The tester shall verify that the vendor documentation specifies the physical and logical paths
used by all major categories of input data entering the cryptographic module via the data input interface. The
tester shall also verify that the paths shall be documented in the specification (e.g. by highlighted or annotated
copies of the schematics, block diagrams, or other information provided under AS02.07 and AS02.15 through
AS02.18). The tester shall verify the documentation which type of data pass through each applicable physical
port.

TE03.15.02: The tester shall verify from the vendor documentation and by inspection of the cryptographic
module, that all input data entering the module via the data input interface and applicable physical ports only
use the specified paths. The tester shall examine all logical and physical information flows and shall verify

pecifieat H —the— e i vt i ion of the
cryptographic module. The tester shall verify that there are no conflicts between the applicable path$ that may
lead to the compromise of CSPs, plaintext data, or other information.

TH03.15.03: The tester shall verify, by inspection and from the vendor documentation, that’ the ungmbiguous
specification is provided about the format of input data and control information, including, length resttictions for
alllvariable length inputs.

TH03.15.04: The tester shall verify that the identified component within the cryptegraphic boundary|is located
on| the specified path under VE03.15.02.

TH03.15.05: The tester shall examine the applicable source code(s) to‘ensure that the identified component is
actually validating the documented format.

THO03.15.06: The tester shall attempt to input data and/or control’information which is not compliapt with the
fofmat, and verify that such service inputs are rejected by thé.eryptographic module.

NQTE The test platform or configuration can impose a partiof format/restrictions.

EXAMPLE 1 A device driver to use the cryptographic-module is enforcing a part of the format.
EXAMPLE 2 A layer in a protocol stack supports fixed length packet only.

If |t is not possible for the tester to input,certain data or control information which is not compliant with the
foqmat, then the tester shall require ¢the vendor to provide a rationale why this test cannot be performed. In

such case, the tester shall follow,alternative procedures allowed by the validation authority, to ensure that the
cryptographic module is validating the format.

6.3.4 Trusted channel

A$03.16: (Trusted channel — Levels 3, and 4)

Far the transmission of unprotected plaintext CSPs, key components and authentication datg between
the cryptographic module and the sender or receivers endpoint the cryptographic module shall
implement.a‘trusted channel.

Required Vendor Information

VE03.16.01: The vendor shall describe the method of transmission of unprotected CSPs and the way they
are protected via a trusted channel.

Required Test Procedures

TE03.16.01: The tester shall verify that the trusted channel is able to protect unprotected CSPs between the
cryptographic module boundary and the sender or receiver endpoint.

AS03.17: (Trusted channel — Levels 3 and 4)

The trusted channel shall prevent unauthorised modification, substitution, and disclosure along the
communication link.

NOTE This assertion is not separately tested. Tested as part of AS03.18 or AS03.19.
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AS03.18:

(Trusted channel — Levels 3 and 4)

The physical ports used for the trusted channel shall be physically separated from all other ports {or
AS03.19 shall be satisfied}.

Required

Vendor Information

VEO03.18.01: The vendor documentation shall specify if the cryptographic module inputs or outputs plaintext
CSPs. The physical port(s) used for the input and output of plaintext CSPs shall be physically separated from

all other p

VE03.18.(¢
plaintext C

or encrypted, enters or exits the module via the applicable physical ports.

Required

TE03.18.0G
inputs or
inspection
input and

TE03.18.G
plaintext C

or encrypted, enters or exits the module via the applicable physical ports.

AS03.19:

The logi¢
interfaces

Required

VE03.19.(
to input ar

VEO03.19.(
plaintext C
that no ot
the trusteq

VE03.19.(
unauthoris

Required

TE03.19.0
cryptogray

hysical ports of the cryptographic module.

2: If the cryptographic module inputs or outputs plaintext CSPs, the module shall ensure that\e
SPs enter or exit the module through the applicable physical ports, and that no other data, plainte

Test Procedures

outputs plaintext CSPs. The tester shall verify, from the vendor docufentation and also
of the physical ports on the cryptographic module that the applicable physical ports used for {
butput of plaintext CSPs are physically separated from all other physical ports of the module.

2: If the cryptographic module inputs or outputs plaintext CSPs{ the tester shall verify that o
SPs enter or exit the module through the applicable physical perts, and that no other data, plainte

(Trusted channels — Levels 3, and 4)

tal interfaces used for the trusted channel shall be logically separated from all oth
{or AS03.18 shall be satisfied}.

Vendor Information

d output plaintext CSPs are logically;separated from all other interfaces.

2: If the cryptographic module inputs or outputs plaintext CSPs, the module shall ensure th
SPs enter or exit the module)through the applicable logical interface using the trusted channel, a
ner data, plaintext or encrypted, enters or exits the module via the applicable logical interface usi
channel.

3:  The vendarDdocumentation shall provide rationale how the trusted channel preve
ed modification;\substitution, and disclosure along the communication link.

Test Procedures

1. A The tester shall verify, from the vendor documentation and also by inspection of t

nly
X t

1: The tester shall verify if the vendor documentation specifies whether the cryptographic module

by
he

nly
Xt

er

1: The vendor documentation shall.describe how the logical interfaces used in the trusted channel

at
nd

ng

hts

he

hic)module that the applicable logical interfaces used in the trusted channel to input and output

of

plaintext CSPs are logically separated from all other logical interfaces of the module.

TEO03.19.02: If the cryptographic module inputs or outputs plaintext CSPs, the tester shall verify that plaintext
CSPs enter or exit the module through the applicable logical interface using the trusted channel, and that no

other data

, plaintext or encrypted, enters or exits the module via the applicable logical interface using the

trusted channel.

TE03.19.03: The tester shall verify the correctness of any rationale provided by the vendor. The burden of
proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to produce

additional

information as needed.

TE03.19.04: The tester shall, by attempting to access the communication link, verify that the trusted channel
prevents unauthorised modification, substitution, and disclosure along the communication link.
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AS03.20: (Trusted channel — Levels 3, and 4)
Identity-based authentication shall be employed for all services utilising the trusted channel.
Required Vendor Information

VE03.20.01: The vendor shall provide description of the authentication mechanism used by the trusted
channel.

Required Test Procedures

TH03.20.01: The tester shall verify that an identity-based authentication mechanism is employed for all
services utilising the trusted channel. The tester shall verify that services utilising the trusted €hannel are not
provided without successfully passing the operator authentication.

A$03.21: (Trusted channel — Levels 3, and 4)

A bstatus indicator shall be provided when the trusted channel is in use.
Required Vendor Information

VE03.21.01: The vendor shall provide description of the indicator provided when trusted channel is |n use.

Required Test Procedures

TBO03.21.01: The tester shall verify, by exercising the module, that the status indicator is provided when the
trysted channel is in use.

A$03.22: (Trusted channel — Level 4)

In|addition to the requirements of Security\Level 3, for Security Level 4 multi-factor ideniity-based
authentication shall be employed for all senvices utilising the trusted channel.

Required Vendor Information

VE03.22.01: The vendor shall previde description of the multi-factor identity-based authentication mechanism
used by the trusted channel.

Required Test Procedures
TH03.22.01: The tester shall verify that a multi-factor identity-based authentication mechanism is|employed

fort all services utilising the trusted channel. The tester shall verify that services utilising the trusted channel
are not provideddwithout successfully passing the operator authentication.

6.11 Roles; services, and authentication

6.4.1_/ Roles, services, and authentication general requirements

AS04.01: (Roles, services, and authentication — Levels 1, 2, 3, and 4)

A cryptographic module shall support authorised roles for operators and corresponding services
within each role.

NOTE This assertion is tested under AS04.11.
AS04.02: (Roles, services, and authentication — Levels 1, 2, 3, and 4)

If a cryptographic module supports concurrent operators, then the module shall internally maintain
the separation of the roles assumed by each operator and the corresponding services.

Required Vendor Information
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VEO04.02.01: The vendor documentation shall specify whether multiple concurrent operators are allowed. The
vendor documentation shall specify the method by which separation of the authorised roles and services
performed by each operator is achieved. The vendor documentation shall also describe any restrictions on
concurrent operators.

EXAMPLE

EXAMPLE
generation

EXAMPLE

1 One operator in a maintenance role and another in a user role simultaneously is not allowed.

2 Multiple concurrent operators up to 16 operators in a user role are supported, but the only one RSA key

service can be run at a time in the cryptographic module.

3 When multiple concurrent aperators in a Crypto Officer role are logged in_but each Crypta Officer can

ot

change the]
Required

TE04.02.G
enforce sq

TE04.02.G
The operg
role can b
unique to
roles and

TE04.02.G
attempt td
operators

AS04.03:

authentication data of the other operators in a Crypto Officer role.
Test Procedures

1: The tester shall verify the vendor documentation that the method implemented by, the module
paration between the roles and services performed by concurrent operators is described.

2: The tester shall assume the identity of two independent operators: Opérator1 and Operato
tors shall assume different roles. The tester shall verify that only the services allocated to the ea
b performed in that role. The tester shall also attempt, for each operator,.te’access services that 3
the role assumed by the other operator in order to verify that separation’is maintained between t
services allowed in concurrent operators.

3: If the vendor documentation specifies any restrictions omyconcurrent operators, the tester sh
violate the restrictions by attempting to concurrently .assume restricted roles as independsg
and verify that the module enforces the restrictions.

(Roles — Levels 1, 2, 3, and 4)

The doc
be provi

Required

VEO04.03.(
A24.

Required

TE04.03.0
specificati

6.4.2 Ra

AS04.04:

d.
Vendor Information

1: The vendor shall provide documentation as described in {ISO/IEC 19790:2012/Cor.1:201

Test Procedures

pN.

les

(Roles— Levels 1, 2, 3, and 4)

1: The tester shall check vendor documentation against {ISO/IEC 19790:2012/Cor.1:2015} A.2.

to

2.
ch
re
he

all
nt

mentation requirements specified in {ISOAEC 19790:2012/Cor.1:2015 subclause} A.2.4 shjll

5}

A cryptod
NOTE

AS04.05:

raphic module shall, at a minimum, support a Crypto Officer Role

This assertion is not separately tested. Tested as part of AS04.05.

(Roles — Levels 1, 2, 3, and 4)

The Crypto Officer Role shall be assumed to perform cryptographic initialisation or management
functions, and general security services (e.g. module initialisation, management of CSPs, PSPs, and
audit functions).

Required

Vendor Information

VEO04.05.01: In the documentation required, the vendor shall include at least one crypto-officer role. These

roles shall
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Required Test Procedures

TEO04.05.01: The tester shall verify the vendor documentation that at least one crypto-officer role is defined.

The tester shall verify that roles are specified by name and allowed services as specified in AS04.05

AS04.06: (Roles — Levels 1, 2, 3, and 4)

If the cryptographic module supports a User Role, then the User Role shall be assumed to perform

general security services, including cryptographic operations and other approved security fu

nctions.

r
I

VH04.06.01: If the cryptographic module supports a User Role, the vendor provided documentatio

supports a User Role. If the cryptographic module supports a User Role; the tester shall verify t

h shall (1)
d allowed

ic module
he vendor

documentation that at least one user role is defined. The tester shall verifyjthat user role is specified by name

and allowed services as specified in AS04.06.

A$04.07: (Roles — Levels 1, 2, 3, and 4)

Al] unprotected SSPs shall be zeroised when entering ot.exiting the Maintenance Role.
Required Vendor Information

VEBO04.07.01: If the cryptographic module has-a" maintenance access interface, the vendor
documentation shall 1) explicitly state a maintenance role is supported, 2) completely specify the rol

purpose, and allowed services, and 3) specify'the maintenance access interface under VE07.11.01.

VE04.07.02: The vendor documentatiohshall specify how the module’s unprotected SSPs, as

provided
e by name,

Hefined in

3.110 of ISO/IEC 19790:2012/Cor.1:2015, are actively zeroised when the maintenance role is ¢ntered or

exited.

Required Test Procedures

04.07.01: The tester:shall verify the specifications of the module interfaces whether a maintenan
rface is specified.(see AS07.11). If so, the tester shall verify the vendor documentation pertair

04.07.02-The tester shall verify the specifications of the module interfaces whether a maintena
ined and.check the zeroisation of all unprotected SSPs as described in the module specification.

ce access
ing to the
vices.

hce role is

vn values

w e—affa e—in-demen

zeristion ha tken Iac.
6.4.3 Services

6.4.3.1  Services general requirements
AS04.08: (Services — Levels 1, 2, 3, and 4)

Services shall refer to all of the services, operations, or functions that can be performed by a

NOTE This assertion is not separately tested.

AS04.09: (Services — Levels 1, 2, 3, and 4)

verify that

module.
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Service inputs shall consist of all data or control inputs to the module that initiate or obtain specific

services,
NOTE

AS04.10:

operations, or functions.
This assertion is not separately tested.

(Services — Levels 1, 2, 3, and 4)

Service outputs shall consist of all data outputs, control outputs, and status outputs that result from

services,
NOTE

AS04.11:
Each senr
Required
VE04.11.¢

document
authorised

Required
TEO04.11.0
each serV
service: s

can be pe

TEO04.11.G

operations, or functions initiated or obtained by service inputs.

—This assertion is not separately tested

(Services — Levels 1, 2, 3, and 4)

rice input shall result in a service output.

Vendor Information

1: The vendor documentation shall describe the purpose and function/ef-each service. T

ption shall include for each service: service inputs, corresponding service outputs, and t
role or roles in which the service can be performed.

Test Procedures

1: The tester shall check the vendor documentation and wverify that the purpose and function
ice is described. The tester shall also check that the following information is specified for ea

brvice inputs, corresponding service outputs, and the authorised role or roles in which the serv
formed.

both appreved and non-approved services):

— Enter

— Fors
speci

— For s
servid

— Fors
authe
servid

— Fors
authe
and o

each of the specified service inputs and observe that they result in the specified service outputs.

ervices that require the operator t6" assume a role, the role shall be assumed to enter each of t
ied service inputs and observe that they result in the specified service outputs.

ervices that require the operator to assume a role, assume the role that is not specified for t
e and enter each of the specified service inputs and observe that the service is not provided.

brvices that require\the operator to assume an authenticated role, the role shall be assumed a
nticated to entereach of the specified service inputs and observe that they result in the specifi
e outputs.

ntication® data shall be modified to fail authentication and enter each of the specified service inp
bserve that the service is not provided.

brvices that require the operator to assume an authenticated role, the role shall be assumed but m‘ne
ts

he
he

of
ch

2: The tester shall perform the following for each service (i.e. security and non-security services,

nd
ed

— For services that provide data output over the Data output interface, the tester shall verify the result

again

EXAMPLE

AS04.12:

st the expected result.

If the service provides data output which is a function of the services data input, the tester will verify the
data output result as a function of the provided input data.

(services — Levels 1, 2, 3, and 4)

A cryptographic module shall provide the following services to operators.

NOTE

Show mo

This assertion is not separately tested.

dule’s versioning information
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AS04.13: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall output the name or module identifier and the versioning information
that can be correlated with a validation record (e.g. hardware, software and/or firmware versioning
information).

Required Vendor Information

VEO04.13.01: The vendor documentation shall describe the output of the current name and versioning
information of the cryptographic module;

VH04.13.02: The vendor provided documentation shall identify the name or module identifief and the
versioning information which will be posted as the validation record.

VEB04.13.03: The vendor provided documentation, either non-proprietary security policy-of an Administrator
guidance, shall specify how to correlate the output of the current name and the versigning information with a
validation record.

Required Test Procedures
TH04.13.01: The tester shall verify that the service outputs (i.e. name{-or module identifier and yersioning
information) are consistent with specification and with information%provided under assertions |AS02.11,
A$02.12, and AS11.04.
THO04.13.02: The tester shall verify that the vendor provided’ documentation (i.e. non-proprietafy security

pdiicy or an Administrator guidance) provides sufficient information to unambiguously identify tHe module
version.

THR04.13.03: The tester shall verify that the output of the current name or module identifier and the yersioning
information is sufficient for an operator to correlatethe module with a validation record, with the hglp of non-
proprietary security policy or an administrator guidance.

Show Status

A$04.14: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shal output current status.

Required Vendor Information

VHB04.14.01: The vendor documentation shall describe the output of the current status of the module
Rgquired TestProcedures

TBO04.14.04:VThe tester shall verify the vendor documentation to verify that the “Show Status” |service is

allpcatedto at least one authorised role. The tester shall verify that these services are described ag specified
in jAS04.14.

TEO04.14.02: The tester shall verify that the “Show Status” indicator matches the vendor documentation.

Perform self-tests

AS04.15: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall initiate and run the pre-operational self-tests as specified in {ISO/IEC
19790:2012/Cor.1:2015 subclause} 7.10.2.

Required Vendor Information
VEO04.15.01: The vendor documentation shall describe the initiation and running of user callable self-tests.

Required Test Procedures
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TE04.15.01: The tester shall verify that the module provides for the initiation of the running of pre-operational
self-tests, as specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.10 this is performed under
documentation verification in TEA.01.01.

Perform approved security functions

AS04.16: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall perform at least one approved security function used in an approved
mode of operation as specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.2.4.

NOTE This assertion is not separately tested.

Perform Zeroisation

AS04.17: [(Services — Levels 1, 2, 3, and 4)

The cryptographic module shall perform zeroisation of the parameters as specified in {ISO/IEC
19790:2012/Cor.1:2015 subclause} 7.9.7.

NOTE This assertion is not separately tested.

6.4.3.2 |(Bypass capability

AS04.18: (Bypass capability — Levels 1, 2, 3, and 4)
If the modlule can output a particular data or status item in a éryptographically protected form, or (ag a
result of module configuration or operator intervention) can also output the item in a non-protected
form, thep a bypass capability shall be defined.

Required|Vendor Information

VEO04.18.Q1: If the module implements a bypass“capability, the vendor documentation shall describe the
bypass sefvice.

Required|Test Procedures

TE04.18.Q1: The tester shall verify that the module implements a bypass capability as specified in the vendor
documentgtion.

AS04.19: (Bypass capability-="Levels 1, 2, 3, and 4)

If a cryzLographic moddle implements a bypass capability, then the operator shall assume pan
authorised role before-configuring the bypass capability.

Required|VendorInformation

VE04.19.QL
operator assumes an authorised role before configuring the bypass capability.

Required Test Procedures

TE04.19.01: The tester shall verify from the vendor documentation that the module requires an operator to
assume an authorised role before configuring the bypass capability.

TEO04.19.02: The tester shall assume the defined role that is documented to configure the bypass capability
and perform the configuration.

TE04.19.03: The tester shall assume a defined role that is not documented to configure the bypass capability
and attempt to perform the bypass configuration. The tester shall verify the attempt fails.

AS04.20: (Bypass capability — Levels 1, 2, 3, and 4)
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If a cryptographic module implements a bypass capability, then two independent internal actions shall
be required to activate the capability to prevent the inadvertent bypass of plaintext data due to a
single error.

Required Vendor Information

VEO04.20.01: If the module implements a bypass capability, the vendor documentation shall describe the
bypass service as specified in AS04.20.

VE04.20.02: The finite state model and other the vendor documentation shall indicate, for all transitions into
i i f f i i o—transition into

THO04.20.01: The tester shall verify whether the bypass capability is implemented byithe module. The tester
shill verify the vendor documentation to verify that the bypass capability is allocated to at least one @uthorised

TH04.20.02: The tester shall verify the finite state model and other the vendor documentation whether each
trgnsition into an exclusive or alternating bypass state shows two independent internal actions that have to
oceur in order for the cryptographic module to transition into either exclusive or alternating bypass state.

TH04.20.03: The tester shall attempt to transition to each bypass'state from each state that shows such a
trgnsition, and verify that it takes two internal actions to accomplish each such transition.

If A cryptographic module implements a bypass, ¢apability, then the two independent internal actions
shall modify software and/or hardware behaviour‘that is dedicated to mediate the bypass capjpbility.

Required Vendor Information
VE04.21.01: If the module implements.a bypass capability, the vendor provided documentation shiall specify
how the two independent internal dctions modify software and/or hardware behaviour that is defdicated to

mediate the bypass capability.

VEB04.21.02: The vendor provided documentation shall specify how the two independent internal actions
protect against the inadvertent bypass of plain text data to a single error.

Required Test Procedures

THR04.21.01: The~tester shall verify that vendor documentation specifies how the two independent internal
actions protecti@gainst the inadvertent bypass of plain text data due to a single error.

TH04.21,02: The tester shall verify that the two independent internal actions modify software and/orlhardware
behaviour that is dedicated to mediate the bypass capability, by inspection and by attempting to transition to

AS04.22: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass capability, then the module shall show status to
indicate whether the bypass capability:

a) is not activated, and the module is exclusively providing services with cryptographic processing
(e.g. plaintext data is encrypted); or

b) is activated and the module is exclusively providing services without cryptographic processing
(e.g. plaintext data is not encrypted); or

c) is alternately activated and deactivated and the module is providing some services with
cryptographic processing and some services without cryptographic processing (e.g. for modules
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with multiple communication channels, plaintext data is or is not encrypted depending on each
channel configuration).

Required Vendor Information
VEO04.22.01: The vendor documentation for the “Show Status” service shall indicate bypass status.
Required Test Procedures

TE04.22.01: The tester shall review the vendor documentation for the “Show Status” service and verify the
bypass servicemdicatior.

TE04.22.02: The tester shall transition to each bypass state and verify that the “Show Status” indicates the
applicable| bypass status.

6.4.3.3 [Self-Initiated cryptographic output capability

AS04.23: [(Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)

is

The self-Jnitiated cryptographic output capability shall be configured by the Crypto Officer and tk
configurdtion may be preserved over resetting, rebooting, or power cycling 6f the module.

Required|Vendor Information
VE04.23.01: The vendor shall provide description of the self-initiated cryptographic output capability.
Required|Test Procedures

TE04.23.01: The tester shall verify that the self-initiated cryptographic output capability must be configured |by
the Cryptq Officer.

AS04.24: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)
If a cryptographic module implements .asself-initiated cryptographic output capability, then tywo
independent internal actions shall be required to activate the capability to prevent the inadvertgnt
output dye to a single error.

NOTE This assertion is not separatelytested. Tested as part of AS04.25.

AS04.25: [(Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)
If a cryptographic module implements a self-initiated cryptographic output capability, then the two
independent internal ‘actions shall modify software and/or hardware behaviour that is dedicated [to

mediate the capability (e.g. two different software or hardware flags are set, one of which may be user-
initiated).

Required|Vendor Information

VEO04.25.01: The vendor shall define a set of two internal actions to be independently done in order to
activate the self-initiated cryptographic output capability.

VEO04.25.02: The vendor provided documentation shall specify how the two independent internal actions
modify software and/or hardware behaviour that is dedicated to mediate the self-initiated cryptographic output
capability.

VEO04.25.03: The vendor provided documentation shall specify how the two independent internal actions
protect against the inadvertent output due to a single error.

Required Test Procedures
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TE04.25.01: The tester shall determine whether the cryptographic module implements a self-initiated
cryptographic output capability. The tester shall verify that vendor documentation specifies the two
independent internal actions performed by the cryptographic module before activating the self-initiated
cryptographic output capability. The tester shall also verify that vendor documentation specifies how the two
independent internal actions protect against the inadvertent output due to a single error.

TE04.25.02: The tester shall activate the self-initiated cryptographic output capability, and verify that the two
independent internal actions function as specified. If any software or firmware components are executed in
the process of activation, the tester shall examine the applicable source code to ensure that the software or
firmware components support the requirement for two independent internal actions before activating the self-

TH04.25.03: The tester shall verify that a status indicator is provided to indicate when_the "sglf-initiated

If & cryptographic module implements a self-initiated cryptographic output Capability, then tHe module
shlall show status to indicate whether the self-initiated cryptographic output .capability is actiyated.

NQTE This assertion is not separately tested. Tested as part of AS04.25.

4.3.4  Software/Firmware loading
A$04.27: (Software/Firmware loading — Levels 1, 2, 3, and 4)

If & cryptographic module has the capability of loading software or firmware from an external source,
then the following requirements shall apply.

NOTE This assertion is not separately tested. Tested as part of AS04.28.
A$04.28: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The loaded software or firmware shall be validated by a validation authority prior to Igading to
maintain validation.

Required Vendor Information

VHE04.28.01: The vendor-shall provide a certificate of validation by a validation authority. This certificate shall
unambiguously identitythe’software or firmware loaded in the cryptographic module.

Required Test Procedures

TBO04.28.01~The tester shall check that the software or firmware version is the one who claims tp be. This
ide¢ntification“shall be consistent with the one verified in 7.2.3.1 of ISO/IEC 19790:2012/Cor.1:2015.

A$04.29: (Software/Firmware loading — Levels 1, 2, 3, and 4)

All data output via the data output interface shall be inhibited until the software/firmware loading and
load test has completed successfully.

Required Vendor Information

VEO04.29.01: The vendor shall describe the process used to inhibit data output during loading processes and
load test.

Required Test Procedures

TE04.29.01: The tester shall verify that the data output is inhibited during software or firmware loading and
load test.

AS04.30: (Software/Firmware loading — Levels 1, 2, 3, and 4)
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The Software/Firmware Load Test specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.10.3.4
shall be performed before the loaded code can be executed.

NOTE This assertion is not separately tested. Tested as part of AS10.37 through AS10.41.
AS04.31: (Software/Firmware loading — Levels 1, 2, 3, and 4)
The cryptographic module shall withhold execution of any loaded or modified approved security

functions until after the pre-operational self-tests specified in {ISO/IEC 19790:2012/Cor.1:2015
subclause} 7.10.2 have been successfully executed.

NOTE This assertion is not separately tested. Tested as part of AS10.37 through AS10.41.
AS04.32: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The modules versioning information shall be modified to represent the addition and/or'update of the
newly loaded software or firmware ({ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.4.3)

Required|Vendor Information
VEO04.32.Q1: The vendor shall provide the means to read the version of the newly’loaded software or firmware.
Required|Test Procedures
TE04.32.Q1: The tester shall initiate the software/firmware load test. After the pre-operational self-tests have
been sucpessfully executed subsequent to software/firmware load test, the tester shall verify that the
versioning information is modified to represent the addition and/or’update of the newly loaded software |or
firmware.

AS04.33: (Software/Firmware loading — Levels 1, 2, 3, and 4)

If the loaging of new software or firmware is a complete image replacement, this shall constitute pn
entirely new module which would require validation by a validation authority to maintain validation.

Required|Vendor Information

—

VEO04.33.01: The vendor provided doeumentation shall specify whether the module supports a comple
image replacement as a result of software/firmware loading and load test.

e
VEO04.33.02: The vendor shall-provide a certificate of validation by a validation authority. This certificate shall
unambigupusly identity the software or firmware loaded in the cryptographic module
Required|Test Procedures

TEO04.33.01: Thetester shall ensure that the new complete image replacement is validated by a validatipn
authority BBy inspection of the name and version as indicated in AS04.13.

AS04.34: (Software/Firmware loading — Levels 1,2 3, and 4)

The new software or firmware image shall only be executed after the module transitions through a
power-on reset.

Required Vendor Information

VEO04.34.01: If a complete image replacement is supported, the vendor provided documentation shall specify
how the new image is executed only after the module transitions through a power-on reset.

Required Test Procedures

TEO04.34.01: The tester shall initiate the software/firmware load test. After the software/firmware load test
passed, the tester shall verify that the loaded software or firmware cannot be used until after the pre-
operational self-tests have been successfully executed through power-on reset.
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AS04.35: (Software/Firmware loading — Levels 1, 2, 3, and 4)
All SSPs shall be zeroised prior to execution of the new image.
Required Vendor Information

VE04.35.01: If a complete image replacement is supported, the vendor provided documentation shall specify
that SSP zeroisation takes place prior to execution of the new image.

VEO04.35.02: If a complete image replacement is supported, the vendor documentation shall specify the

f | H [aYalm] H 'H H 4 '
OI UWITTY OVl o LTTUISalivulT miuttiiatiurt.

a)| Zeroisation techniques

b)| Rationale explaining how the zeroisation technique is performed in a time that~is not syfficient to
compromise SSPs

Required Test Procedures

TBO04.35.01: The tester shall review the vendor documentation to verify that the information specified in
VE04.35.01 is included. The tester shall determine the accuracy of any rationale provided by the vendor. The
burden of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the| vendor to
produce additional information as needed.

THR04.35.02: The tester shall note which SSPs are present in the module and initiate the power-on reset
supsequent to software/firmware load test. Following the completion of the pre-operational self-test, the tester

shill attempt to perform cryptographic operations using each’ of the SSPs that were stored in the module. The
tester shall verify that each SSP cannot be accessed.

6.4.4 Authentication

Role-Based Authentication

A$04.36: (Role-Based Authentication—/Levels 2, 3, and 4)

If role-based authentication mechanisms are supported by a cryptographic module, the module shall
refijuire that one or more roles either be implicitly or explicitly selected by the operator {gnd shall
authenticate the assumptjon-of the selected role (or set of roles)}.

NOTE This assertioris-not separately tested. Tested as part of AS04.37.
A$04.37: (Role-Based Authentication — Levels 2, 3, and 4)
If role-based authentication mechanisms are supported by a cryptographic module, the module {shall

refjuire thatvone or more roles either be implicitly or explicitly selected by the operator gnd} shall
an]thenticate the assumption of the selected role (or set of roles).

Required Vendor Information

VEO04.37.01: The vendor shall document the type of authentication performed for the module. The vendor
shall document the mechanisms used to perform the implicit or explicit selection of a role or set of roles and
the authentication of the operator to assume the role(s).

Required Test Procedures

TEO04.37.01: The tester shall verify that the vendor documentation specifies the mechanisms used for the
selection of a role or roles and the authentication of the operator to assume a role.

TEO04.37.02: The tester shall assume each role and initiate an error during the authentication procedure. The
tester shall verify that the module denies access to each role.

AS04.38: (Role-Based Authentication — Levels 2, 3 and 4)
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If a cryptographic module permits an operator to change roles, then the module shall authenticate the
assumption of any role that was not previously authenticated for that operator.

Required Vendor Information

VEO04.38.01: The vendor documentation shall describe the ability of an operator to modify roles and shall state
that authentication of an operator to assume a new role is required.

Required Test Procedures

TEO04.38.(02: The tester shall perform the following tests:

a) Assuine a role, attempt to modify to another role that the operator is authorised to assumg,\and verify that
the module allows the operator to request services assigned to the new role.

b) Assuine a role, attempt to modify to another role that the operator is not authorised’to assume, and velify
that the module does not allow the operator to request the services assigned only\to the new role.

Identity-Based Authentication

AS04.39: (Identity-Based Authentication — Levels 3 and 4)

If identity-based authentication mechanisms are supported by a cryptographic module, the module
shall requiire that the operator be individually and uniquely identified, {shall require that one or mdre
roles eithler be implicitly or explicitly selected by the operator, and shall authenticate the identity |of
the operator and the authorisation of the operator to asstine the selected role or set of roles}.
Required|Vendor Information

VEO04.39.01: The vendor documentation shall .specify the type of authentication implemented within the
module. The vendor documentation shall specify:

a) the miechanism(s) used to perform the'identification of the operator,

NOTE 1 This is associated with AS04.39.

b) the mechanism(s) used to-perform the authentication of the operator’s identity,

NOTE 2 | This is associatedwith AS04.41.

c) the miechanismys)Used to perform the implicit or explicit selection of a role or set of roles,

NOTE 3 This isyassociated with AS04.40.

d) the mechanism(s) used to perform the verification of the authorisation of the operator to assume the

role(s), and

NOTE 4 This is associated with AS04.41.

e) the mechanism(s) used to internally maintain the relationship between the identified and authenticated
operator and the selected role or set of roles authorised to assume by the operator.

NOTE 5  This is associated with AS04.40, AS04.41, AS04.42 and AS11.13.
Required Test Procedures
TE04.39.01: The tester shall verify that the vendor documentation specifies:

a) how the operator is uniquely identified,
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NOTE 6 This is associated with AS04.39.

b)

how that identity is authenticated,

NOTE 7 This is associated with AS04.41.

c)

how the operator chooses a role,

NOTE 8 This is associated with AS04.40.
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d identity,
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TH

VH

and authentication procedure is implemented as specified in the vendor documentation provig
04.39.01.
04.39.03: The tester shall initiate an error during the authentication procedure and shall verif

TH

ma@dule does not allow the tester to proceed beyond the authentication procedure.

TH

one or more roles, the tester shall select roles not compatible with the authenticated identity and s
that authorisation to assume the roles is denied.

N(

A$04.40: (Identity-Based Authentication — Levels 3 and 4)

{If

and
TE 9 This is associated with AS04.41.

how the relationship is internally maintained between the identified and authentiCated operatq
selected role or set of roles authorised to assume by the operator.

TE 10 This is associated with AS04.40, AS04.41, AS04.42, and AS11.13.

04.39.02: The tester shall verify by inspection and from the vendor documentation that the ide

04.39.04: The tester shall successfully authenticate hig/her identity to the module. When require

TE 11 This test procedure is associated with,AS04.39 and AS04.41.
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shall require that the operator.be individually and uniquely identified}, shall require that on¢ or more
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the operator and the authoerisation of the operator to assume the selected role or set of roles},
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es either be implicitly or(explicitly selected by the operator, {and shall authenticate the i

TE This assertion.is not separately tested.
504.41: (Identity-Based Authentication — Levels 3 and 4)
identitybased authentication mechanisms are supported by a cryptographic module, th

es-either be implicitly or explicitly selected by the operator}, and shall authenticate the i

the ‘operator and the authorisation of the operator to assume the selected role or set of roles.

Hentity of

e module

all require that the operator be individually and uniquely identified, shall require that on¢ or more

dentity of

NOTE This assertion is not separately tested.

AS04.42: (Identity-Based Authentication — Levels 3 and 4)

If a cryptographic module permits an operator to change roles, then the module shall verify the
authorisation of the identified operator to assume any role that was not previously authorised.

VE04.42.01: The vendor documentation shall specify:

a)

b)

whether the cryptographic module permits an operator to modify roles,

how an operator can modify roles after the operator is identified and authenticated,
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c) how the relationship is internally maintained between the identified and authenticated operator and the
selected role or set of roles authorised to assume by the operator [see item e) of VE04.39.01],

d) how the cryptographic module enforces the verification of authorisation of the identified operator to
assume a role that was not previously authorised,

e) conditions under which the operator's identity has to be reauthenticated in modifying roles,

f)  how the cryptographic module is designed to meet the assertion AS11.13:

1)

—

2) h
‘

, . . o - P e ¢ , .
ow-thecryptographic moduteprohibits changmgtoa Crypto-Officer statefrommany other rofeott

han the Crypto Officer, or

pquires the operator to be authenticated and authorised to assume a Crypto Office,role, wh

er

ow the results of previous authentications/authorisation is cleared and the cryptographic/moddile

en

ghanging from any other role other than the Crypto Officer role.

Required|Test Procedures

TE04.42.01: The tester shall determine, by inspection and from the vendor documentation, whether the

cryptographic module permits an operator to modify roles.

TE04.42.02: The tester shall verify in the vendor documentation that the’smethod by which an operator cgn

modify rolps without re-authentication of the operator’s identity includesche verification of the authorisation|of

the operator for a role not previously authenticated.

TE04.42.(3: The tester shall perform the following tests:

a) Assuine each role, attempt to modify to another role that the tester is authorised to assume, verify that the
testers identity does not have to be reauthenticated; and verify that the tester can access the services
assogiated with the new role. The tester shall perform services in the new role that were not associated
with the previous role in order to verify that the.téster has assumed a different role.

b) Assume each role, attempt to modify to_anether role that the operator is not authorised to assume, and
verify|that the module denies access to thé role based on the identity of the operator.

TEO04.42.04: The tester shall exercisethe cryptographic module and verify that the changing to a Crypto

Officer rolg from any other role othef than the Crypto Officer role is prohibited as specified in the vendor

documentption provided under VE04.42.01.

AS04.43: (Operator authentication — Levels 1, 2, 3, and 4)

When a ¢ryptographic-module is reset, rebooted, powered off and subsequently powered on, the

module shall requirethe operator to be authenticated.

Required|VendorInformation

VEO04.43.04+Fhe-rendor-dosurmentation-shal-deseribe-how-theresults-of previous—authentications-are-eleared

when the module is powered off.

Required

Test Procedures

TE04.43.01: The tester shall verify the vendor documentation that the clearing of previous authentications
upon power off of the module is described.

TE04.43.02: The tester shall authenticate to the module and assume one or more roles, power off the module,
power on the module, and attempt to perform services in those roles. To meet this assertion, the module shall
deny access to the services and require that the tester be reauthenticated.

AS04.44:
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Authentication data within a cryptographic module shall be protected against unauthorised use,
disclosure, modification, and substitution.

NOTE Approved security functions can be used as part of the authentication mechanism.
Required Vendor Information
VEO04.44.01: The vendor documentation shall describe the protection of all authentication data within the

module. Protection shall include the implementation of mechanisms that protect against unauthorised
disclosure, modification, and substitution.

RJquired Test Procedures

THO04.44.01: The tester shall verify the vendor documentation that describes the protection of authentication
data. The tester shall verify that the documentation describes how the data will be~protectdd against
unauthorised disclosure, modification, and substitution.

TH04.44.02: The tester shall perform the following tests:
a)| Attempt to access (by circumventing the documented protection meChanisms) authenticatiop data for
which the tester is not authorised to have access. If the module dehies access or allows accgss only to

encrypted or otherwise protected forms of data, the requirement is‘met.

b)] Modify authentication data using any method not specifieddy'the vendor documentation and pttempt to
enter the modified data. The module shall not allow the tester'to be authenticated using the modgified data.

A$04.45: (Operator authentication — Levels 2, 3, and 4)
If ja cryptographic module does not contain the-authentication data required to authenticate the
operator for the first time the module is accessed, then other authorised methods (e.g. procedural
cantrols or use of factory-set or default authentication data) shall be used to control access to the
module and initialise the authentication mechanisms.

Required Vendor Information

VHE04.45.01: The vendor documentation shall specify means to control access to the module bgfore it is
inifialised.

Required Test Procedures

TBO04.45.01: The testershall verify the vendor documentation describes the procedure by which the operator
is puthenticated upon accessing the module for the first time.

THO04.45.02-1f(access to the module before initialisation is controlled, the tester shall initiate an efror on an
unjinitialised.module and shall verify that the module denies access. The tester shall assume the authorised
role andyverify that the required authentication complies with the documented procedures. The tgster shall

attemptto assume other roles before the module has been initialised and verify that the module denies access
to theZroles-

TE04.45.03: If default authentication data is used to access to the module and to initialise the authentication
mechanism, the tester shall assume the authenticated role, and verify that the default authentication data is
replaced upon the first-time authentication. The tester shall also enter the default authentication data after the
first-time authentication and verify that the cryptographic module does not allow the tester to be authenticated.

AS04.46: (Operator authentication — Levels 2, 3, and 4)

If default authentication data is used to control access to the module, then default authentication data
shall be replaced upon first-time authentication ({ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.9.7).

NOTE This assertion is not separately tested. Tested as part of AS04.45.

AS04.47: (Operator authentication — Levels 2, 3, and 4)
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If the cryptographic module uses security functions to authenticate the operator, then those security
functions shall be approved security functions.

Required Vendor Information

VEO04.47.01: The vendor provided documentation shall specify the list of security functions used to
authenticate operators.

VEO04.47.02: The vendor shall provide a validation certificate for each approved security functions as specified
in VE02.20.01.

Required|Test Procedures

TE04.47.Q1: The tester shall verify that the security functions used to authenticate operators are all approved
security functions.

AS04.48: (Operator authentication — Levels 2, 3, and 4)

The module shall implement an approved authentication mechanism as :specified in {ISO/IEC
19790:2012/Cor.1:2015} Annex E.

Required|Vendor Information

VEO04.48.01: The vendor documentation shall describe the approved authentication mechanism used |to
authenticdte operators.

VEO04.48.902: If the module implements an approved authentication mechanism, the vendor shall providg a
validation [certificate as specified in VE02.20.01.

Required|Test Procedures

TEO04.48.Q1: The tester shall verify that the authentication mechanism used to authenticate operators is gn
approved pne.

AS04.49: (Operator authentication — Levels 2, 3, and 4)

The strength of the approved authentication mechanism shall be specified in the security policy
({ISO/IEC|19790:2012/Cor.1:2015})Annex B).

NOTE This assertion is not seéparately tested. Tested as part of ASB.01.
AS04.50: (Operator authentication — Levels 2, 3, and 4)

For each |attempt to use the approved authentication mechanism, the module shall meet the strendth
of the authentication objective.

Required|Vendor Information

VEO04.50.01: The vendor documentation shall specify each authentication mechanism and the associated
false acceptance rate or probability that a random access will succeed.

Required Test Procedures

TE04.50.01: The tester shall verify the vendor documentation for each authentication mechanism that the
associated false acceptance or random access rate is specified.

TE04.50.02: The tester shall verify the vendor documentation for each authentication mechanism that the
objective is met.

AS04.51: (Operator authentication — Levels 2, 3, and 4)
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For multiple attempts to use the approved authentication mechanism during a one-minute period, the
module shall meet the strength of the authentication objective.

Required Vendor Information

VEO04.51.01: The vendor documentation shall specify each authentication mechanism and the associated
probability of a successful random attempt during a one-minute period.

Required Test Procedures

n that the

TH04.51.02: The tester shall verify the vendor documentation for each authentication mechanism that the
aspociated probability of a successful random is meeting the objective.

THe approved authentication mechanism shall be met by the module’s implementation and npt rely on

TH04.52.01: The tester shall verify by inspection and_frem the vendor documentation that the|approved
authentication mechanism is met by the module'scimplementation and does not rely on ddcumented
procedural controls or security rules.

A$04.53: (Operator authentication — Level 2)

If | the operating system implements_ the authentication mechanism, then the authé¢ntication
mechanism shall meet the requiremeénts of this clause.

Required Vendor Information

VE04.53.01: The vendor shall’provide authentication mechanism specification of the operating system.

THR04.53.01: Thetester shall verify the vendor documentation and by inspection that the |approved
authentication mechanism implemented in the operating system meets the applicable requirements.

A$04.54: (Operator authentication — Levels 2, 3, and 4)

Feedback of authentication data to an operator shall be obscured during authentication] (e.g. no
vigible display of characters when entering a password).

Required Vendor Information

VEO04.54.01: The vendor documentation shall specify the method used to obscure feedback of the
authentication data to an operator during entry of the authentication data.

Required Test Procedures

TEO04.54.01: The tester shall verify the vendor documentation that the authentication data is obscured during
data entry.

TE04.54.02: The tester shall enter authentication data and verify that there is no visible display of
authentication data during data entry.
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AS04.55: (Operator authentication — Levels 2, 3, and 4)

Feedback provided to an operator during an attempted authentication shall prevent weakening of the
authentication mechanism strength beyond the required authentication strength.

Required Vendor Information

VEO04.55.01: The vendor documentation shall specify the feedback mechanism that is used when the operator
is entering authentication data.

Required Test Procedures

TEO04.55.Q1: The tester shall verify the vendor documentation that the feedback mechanism does not-provige
informatiop that could be used to guess or determine the authentication data.

TE04.55.02: The tester shall enter authentication data to assume each role to ensure that the feedback
mechanism does not provide useful information.

AS04.56: (Operator authentication — Level 1)

If a modyle does not support authentication mechanisms, the module shall ‘require that the operafor
either implicitly or explicitly select one or more roles.

Required|Vendor Information
VEO04.56.01: The vendor shall document the type of authentication\performed for the module. The vendor
shall docyment the mechanisms used to perform the implicit or explicit selection of a role or set of roles and

the authentication of the operator to assume the role(s).

VEO04.56.(02: The vendor provided non-proprietary security.policy shall provide a description of the roles, either
implicit or explicit, that the operator can assume.

VEO04.56.(03: The vendor provided non-proprietary security policy shall provide instructions for the operator|to
assume efther the implicit or explicit roles.

Required|Test Procedures
TE04.56.Q1: The tester shall verify\that the vendor provided non-proprietary security policy provides| a
description of the roles, either implicit'or explicit, that the operator can assume and the means to assume each

role.

TE04.56.(2: The tester shall-invoke the method described in the non-proprietary security policy and verify that
each role fan either bedmplicitly or explicitly assumed.

AS04.57: (Operator.authentication — Level 2)

A cryptographic module shall at a minimum employ role-based authentication to control access to the
module.

NOTE This assertion is not separately tested. Tested as part of AS04.36.
AS04.58: (Operator authentication — Levels 3 and 4)

A cryptographic module shall employ identity-based authentication mechanisms to control access to
the module.

NOTE This assertion is not separately tested. Tested as part of AS04.39 through AS04.41.
AS04.59: (Operator authentication — Level 4)

A cryptographic module shall employ multi-factor identity-based authentication mechanisms to
control access to the module.
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VE04.59.01: The vendor shall provide specification of a multi factor identity-based authentication and provide
testing features of the mechanism.

Required Test Procedures

TE04.59.01: The tester shall verify the vendor documentation and assess multi-factor identity-based
authentication.

6.5 Software/Firmware security

A$05. 01 (Software/Firmware Security — Levels 1,2, 3, and 4j

THe requirements of this clause shall apply to software and firmware components of d cryptographic
meodule.

NQTE This assertion is not separately tested. Tested as part of AS05.02 through AS05.23;
A$05.02: (Software/Firmware security — Levels 1, 2, 3 and 4)

The documentation requirements specified in {ISO/IEC 19790:2012/Cor1:2015 subclause} A.2.5 shall
b€ provided.

Required Vendor Information
VH05.02.01: The vendor shall provide documentation as specified’in A.2.5 of ISO/IEC 19790:2012/Cor.1:2015.
Required Test Procedures

TH05.02.01: The tester shall verify completeness*of the documentation specified in A.2.5 of ISO/IEC
19790:2012/Cor.1:2015.

A$05.03: (Software/Firmware security — Levels 1, 2, 3 and 4)

THe following requirements shall apply to software and firmware components of a cryptographic
meodule for Security Level 1.

NQTE This assertion is not separately tested.
A$05.04: (Software/Firmware security — Levels 1, 2, 3 and 4)

Al] software and firmware shall be in a form that satisfies the requirements of this International
Standard without-modification prior to installation {ISO/IEC 19790:2012/Cor.1:2015 subclause} (7.11.7).

Required Vendor Information

VHE05.04.01~ The vendor shall provide software and firmware specification.

Required Test Procedures

TE05.04.01: The tester shall verify, by inspection of the cryptographic module, that specifications provided by
vendor documentation are consistent with the actual design of the cryptographic module.

AS05.05: (Software/Firmware security — Levels 1, 2, 3 and 4)

For software and firmware modules and the software or firmware component of a hybrid module
(except for the software and firmware components within a disjoint hardware component of a hybrid
module): A cryptographic mechanism using an approved integrity technique shall be applied to all

software and firmware components within the module’s defined cryptographic boundary in one of the
following ways:

— by the cryptographic module itself; or
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— byan

Required

other validated cryptographic module operating in an approved mode of operation.

Vendor Information

VEO05.05.01: The vendor provided documentation shall describe the approved integrity technique that is
applied to all software and firmware components and the software or firmware component of a hybrid module
(except for the software and firmware components within a disjoint hardware component of a hybrid module).

VE05.05.02: The vendor provided documentation shall specify how the integrity technique is applied to all
software and firmware components and the software or firmware component of a hybrid module (except for

the softwa
a) asing
or

b) multig

VE05.05.(
implemen
in an appr

VEO05.05.(
the integri
document
signature.

VE05.05.(
in VE02.2

Required

TEO05.05.G
technique
hybrid mo
hybrid mo

TE05.05.0
integrity te

TE05.05.0
verify that
which the

TEO05.05.0
the tester
following:

le encompassing message authentication code or signature;

le disjoint codes or signatures.

ed either by the cryptographic module itself or by another validated cryptographic module operati
pved mode of operation.

ty technique. If the approved digital signature is used as~the integrity technique, the veng
btion shall also specify the location of the private signing k€y ‘Which is used to generate referen

5: The vendor shall provide a validation certificate fof/the approved integrity technique as specifi
D.01.

Test Procedures

is applied to all software and firmware components and the software or firmware component o
dule (except for the software and(firmiware components within a disjoint hardware component o
Hule) within the module.

2: The tester shall verify that the vendor has provided a validation certificate for the approv
chnique implemented as'specified in VE02.20.01.

3: If the module implements a hash or MAC for the software/firmware integrity test, the tester sh
the vendor documentation of the software/firmware integrity test fully describes the process
hash or MAC is calculated and verified.

4: If the dmodule implements an approved digital signature for the software/firmware integrity te
shall_verify that the vendor documentation of the software/firmware integrity test includes t

a) Specificatiomofthreapproveddigitatsigmatureatgorithmimptermented——

3: The vendor documentation shall describe whether the approved. vintegrity technique |i

4: The vendor provided documentation shall specify the location of the cryptographic key used|i

1: The tester shall verify by inspection“of the cryptographic module that an approved integiity

a
a

ed

all
by

St,
he

b) Identification of software and firmware that is protected using the approved digital signatures.

c) Verification that the pre-calculated value of the approved digital signature is included with the software or
firmware.

d) Verification of the approved digital signature.

e) Failure of the self-test upon failure of the approved digital signature verification.

TEO05.05.05: Even if the approved integrity technique is provided by another validated module, the tester shall
verify that the determination of pass or fail of the software/firmware integrity test is made as specified in

AS10.01.
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TE05.05.06: By checking the code and/or design documentation, the tester shall verify that the
implementation of the software/firmware test is consistent with the information provided under AS05.05 and
AS05.08.

TE05.05.07: The tester shall modify the cryptographic software and firmware components. This test is failed if
the integrity mechanisms do not detect the modifications.

AS05.06: (Software/Firmware security — Levels 1, 2, 3 and 4)

For software and flrmware components of a hardware cryptographlc module and the software or
firpawa omponen disje hard omponen 3 brid otographic—module: A
c ptographlc mechanlsm usmg an approved mtegrlty technlque or an error detectlon code (EDC)
shall be applied to all software and firmware components within the hardware module’s defined

VEBO05.06.01: The vendor provided documentation shall describe the approved-integrity technique or error
detection code that is applied to all software and firmware components of a Rardware cryptograptic module
and the software or firmware components within a disjoint hardware component of a hybrid cryptographic

VE05.06.02: The vendor provided documentation shall specify how the approved integrity technique or error
detection code is applied to all software and firmware components’ of a hardware cryptographic module and
the software or firmware components within a disjoint hardware-cemponent of a hybrid cryptographid module.

VE05.06.03: If the module implements an error detection.Code, the vendor shall provide the docymentation
required under VE05.07.01.

VE05.06.04: If the cryptographic module implements, an approved integrity technique for the integrity test, the
vehdor provided documentation shall provide. (information required under VE05.05.02, VE05.05.04 and
VE05.05.05.

Required Test Procedures

TR05.06.01: The tester shall verify“by inspection of the cryptographic module that an approvefl integrity
te¢hnique or error detection cdde’ is applied to all software and firmware components of a|hardware
cryptographic module and all"spftware or firmware components within a disjoint hardware compgnent of a
hyprid cryptographic modulé.

TH05.06.02: If the madule implements an error detection code, the tester shall follow procedureg required
under TE05.07.01.

TH05.06.03: If the"module implements a hash or MAC for the software/firmware integrity test, the tgster shall
follow procedufes required under TE05.05.03.

THR05.06,04: If the module implements an approved digital signature for the software/firmware integrity test,
th(f tester shall follow procedures required under TE05.05.04.

TEO05.06.05: By checking the code and/or design documentation, the tester shall verify that the
implementation of the software/firmware test is consistent with the information provided under AS05.06
through AS05.08.

TEO05.06.06: The tester shall modify the cryptographic software and firmware components. This test is failed if
the integrity mechanisms do not detect the modifications.

AS05.07: (Software/Firmware security — Levels 1, 2, 3 and 4)
If an EDC is used, the EDC shall be at least 16 bits in length.

Required Vendor Information
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VEO05.07.01: The vendor shall provide the specification of the error detection code used within the module.
This mechanism shall be an error detection code of at least 16 bits in length. The vendor shall provide:

a) description of EDC calculation algorithm,
b) calculation of the EDCs when the software and firmware is installed,
c) description of verification process,

1) recalculation of the EDCs when the self-test is initiated,

2) gomparison of the stored EDC against the recalculated EDC,

3)

[0)

xpected outputs for success or failure of test.
Required|Test Procedures

TEO05.07.Q1: The tester shall verify that the error detection code is at least 16 bits in(length and verify |by
inspection| that the following information is provided:

a) the inpplementation of the EDC calculation algorithm,

b) the verification process,
1) recalculation of the EDCs when the self-test is initiated,
2) gomparison of the stored EDC against the recalculated ED€E, and
3) the expected outputs for success or failure of test.

AS05.08: (Software/Firmware security — Levels 1, 2, 3-and 4)

If the integrity test fails (i.e. the calculated result is not successfully verified or the EDC cannot be
verified depending on the module type), the.module shall enter the error state.

Required|Vendor Information

VEO05.08.01: The vendor shall previde the specification of the integrity test of Software/firmware. This
mechanisi shall be an approved-integrity technique or an error detection code depending on the module type
(see AS04.05 and AS05.06).
Required|Test Procedures
TEO05.08.01: The testershall verify that if the integrity test fails, the module enters the error state.

TEO05.08.02: The,tester shall verify that any temporary values generated during the integrity test are zeroisged
upon completion of the integrity test.

AS05.09: (Software/Firmware security — Levels 1, 2, 3 and 4)

The approved integrity technique may consist of a single encompassing message authentication code
or signature, or multiple disjoint authentication codes or signatures of which failure of any disjoint
authentication code or signature shall cause the module to enter the error state.

NOTE This assertion is not separately tested. Tested as part of AS05.05, AS05.06 and AS05.08.

AS05.10: (Software/Firmware security — Levels 1, 2, 3 and 4)

The temporary value(s) generated during the integrity test of the module’s software or firmware shall
be zeroised from the module upon completion of the integrity test.

NOTE This assertion is not separately tested. Tested as part of AS05.08.
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AS05.11: (Software/Firmware security — Levels 1, 2, 3 and 4)

An operator shall be able to perform the integrity test on demand via an HMI, SFMI, HSM
service {ISO/IEC 19790:2012/Cor.1:2015 subclause} (7.3.2).

Required Vendor Information

:2014(E)

| or HFMI

VEO05.11.01: The vendor documentation shall describe the way to perform the integrity test on demand via an

HMI, SFMI, HSMI or HFMI service.

TH05.11.01: The tester shall verify that the integrity test can be performed via an HMI, SFMI;~HSMI or HFMI

data and control inputs, and data, control and status .outputs (specified in
19790:2012/Cor.1:2015 subclause} 7.3.3) of the cryptographic “\module and services
19790:2012/Cor.1:2015 subclause}7.4.3) shall be directed througha defined HMI, SFMI, HFMI

quired Vendor Information

VEB05.12.01: The vendor documentation requirement is specified under VE05.16.01 and 6.3.1,
6.4.3 of this International Standard.

Required Test Procedures
TB05.12.01: The tester shall verify that the vendor documentation specifies the following:

—1 total set of commands used to request the services of the cryptographic module, including p
that enter or leave the module's eryptographic boundary as part of the requested service.

{ISO/IEC
({ISO/IEC
br HSMI.

5.3.3, and

arameters

THO05.12.02: The tester shall verify. by inspection and from the vendor documentation that all data and control

inputs, and data, control and status outputs (specified in 7.3.3 of ISO/IEC 19790:2012/Cor.1:20

15) of the

cryptographic module and sepvices (specified in 7.4.3 of ISO/IEC 19790:2012/Cor.1:2015) pass through only

th¢ defined HMI, SFMI, KFMI or HSMI.
A$05.13: (Softwaré/Birmware security — Levels 1, 2, 3 and 4)
If the software or firmware that is loaded is associated, bound, modifies or is an executable

of|the validated module, then the software/firmware load test is applicable and shall be perf|
the validated module with the following exceptions:

requisite
prmed by

—1 CFhe cryptographic module is a software module and the loaded software image is a

complete

—image reptacement or overiay of the validated modute.

— The cryptographic module is a firmware module of physical Security Level 1 and the loaded

firmware image is a complete image replacement or overlay of the validated module.

— The cryptographic module is a hybrid software module and the loaded software image is a

complete image replacement or overlay of the disjoint software components.

— The cryptographic module is a hybrid firmware module of physical Security Level 1
loaded firmware image is a complete image replacement or overlay of the disjoint
components.

Required Vendor Information

and the
firmware
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VEO05.13.01: The vendor shall provide a specification of software/firmware loading processes, including:

a) thety

pe(s) of software/firmware loading processes

1) adding software and firmware components

2) updating existing software and firmware components

b) the location where newly loaded software and firmware components are stored,

c) existi
d) existi
softwi
e) existi
softwi

VE05.13.(

£ LE: /1 ] Py £ ) £ 1L 1 'H
1Y SUTIWATCT/TITTrivwarcrriaruwdarc CUTTIPUTICTIS U TITTUTUE UTC SUTLWal ©/inrivwalrc 1uaulrly,

ng software/firmware components which will be affected, modified or replaced as a_fesult
are/firmware loading,

g software/firmware components which will be neither affected, modified nor replaced as a resulf
are/firmware loading.

2: The vendor shall provide the specification of the software/firmware load<est performed by t

validated module.

Required

TE05.13.G
cryptograf

TE05.13.0
tester shg
loading w
componer

TEO05.13.0
software/f

TE05.13.G

Test Procedures

1: The tester shall determine, by inspection and from the,svéndor documentation, whether t
hic module has a capability of loading software or firmware.

2: If the cryptographic module has a capability of loading any software or firmware components, {
Il determine, by inspection and from the vendor do€umentation, the type(s) of software/firmwa
nether additional software and firmware components are loaded, or existing software and firmwa
ts are updated.

rmware load test is performed with the software/firmware loading.

security re¢levant components are included in the existing components which will be affected, modified

replaced &

TE05.13.G
replaced &
performed

TE05.13.0
role has tq

TE05.13.G
implemen

s a result of software/firmware Joading.

5: If any security relevant.components are included in the existing components affected, modified
s a result of softwareffirmware loading, the tester shall verify that the software/firmware load test
with the software/ficmware loading.

6: The tester-shall verify, by inspection and from the vendor documentation, that a Crypto Offi
be assumed-to perform software/firmware loading.

7: By~checking the code and/or design documentation, the tester shall verify that t

ation of the software/firmware loading is consistent with the information provided under VE05.13.01.

of

of

3: If additional software and firmware cemponents are loaded, the tester shall verify that the

4: The tester shall determine, by inspection and from the vendor documentation, whether ahy

or

or
S

er

TEQ05.13.087 The tester shall verify the implementation of the software/firmware load test under 1E04.2Z8.
TEO04.29.01, TE04.32.01, TE04.34.01, TE04.35.01, and TE04.35.02.

AS05.14:

(Software/Firmware security — Levels 2, 3 and 4)

The following requirements shall apply to software and firmware components of a cryptographic
module for Security Level 2.

NOTE

AS05.15:

This assertion is not separately tested. Tested as part of AS05.15 through AS05.18.

(Software/Firmware security — Levels 2, 3 and 4)

The software and firmware components of a cryptographic module shall only include code that is in
executable form (e.g. no source code, object code or just-in-time compiled code).
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Required Vendor Information

VE05.15.01: The vendor shall provide software and firmware description with the executable form used.

Required Test Procedures

TE05.15.01: The tester shall verify, by inspection and from the vendor documentation, that the documented
executable form does not require further compilation, and that there is no dynamically modified code.

TEO05.15.02: The tester shall verify, by inspection and from the vendor documentation, that the documented

ex

ecutable form is used faor each software/firmware companents

AS

TH
th

Required Vendor Information

VH

Required Test Procedures

TH

TH
to

TH

AS

Fg
S¢

05.16: (Software/Firmware security — Levels 2, 3 and 4)

ere shall be no services via the HMI, SFMI, HFMI or HSMI interface to allow the operator td
b executable code.

05.16.01: The vendor shall provide specification of HMI, SFMI, HFMI, or HSMI services.

05.16.01: The tester shall verify the vendor documented specification of services.

05.16.02: The tester shall verify from the vendor documentation that the services do not allow th
examine the executable code.

05.16.03: The tester shall test the services to verify:that the operator cannot examine the executa

505.17: (Software/Firmware security — Levels:>2; 3 and 4)

examine

e operator

ble code.

cdmponent of a hybrid module): An.approved digital signature or keyed message authentic

sh

Required Vendor Information

VE

integrity of the cryptographic software and firmware components.

Required Test Procedures

TH
is

TE

all be applied to all software and.firmware within the module’s defined cryptographic boun

05.17.01: The vendor~shall provide documentation that identifies the technique used to ms

nhot included, then this assertion fails.

05.17.02: The tester shall attempt to corrupt the cryptographic software and firmware compone

r software and firmware modules and. the software or firmware component of a hybrid module for
curity Level 2 (except for the software and firmware components within a disjoin:lhardware

ion code
Hary.

intain the

05.17.01:~The tester shall verify that the information specified in VE05.17.01 is included. If this information

nts. If the

integrity is maintained _this test is failed

AS05.18: (Software/Firmware security — Levels 2, 3 and 4)

If the calculated result is not successfully verified, the test fails and the module shall enter the error
state.

NOTE This assertion is not separately tested. Tested as part of AS05.17.

AS05.19: (Software/Firmware security — Levels 3 and 4)

In addition to the requirements of Security Levels 1 and 2, the following requirements shall apply to
software and firmware modules and the software or firmware component of a hybrid module for
Security Levels 3 and 4 (except for the software and firmware components within a disjoint hardware
component of a hybrid module).
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NOTE This assertion is not separately tested. Tested as part of AS05.20 through AS05.23.
AS05.20: (Software/Firmware security — Levels 3 and 4)

A cryptographic mechanism using an approved digital signature shall be applied to all software and
firmware components within the module’s defined cryptographic boundary.

Required Vendor Information

VE05.20.01: The vendor shall provide documentation of the approved digital signature mechanism.

Required|Test Procedures
TEO05.20.Q1: The tester shall verify by inspection of the cryptographic module that a cryptographic miechanigm
using an approved digital signature mechanism is applied to all software and firmware components within the
module's defined cryptographic boundary.

AS05.21: (Software/Firmware security — Levels 3 and 4)

If the cal¢ulated result is not successfully verified, the test fails and the module“shall enter the error
state.

NOTE This assertion is not separately tested. Tested as part of AS05.17.

AS05.22: (Software/Firmware security — Levels 3 and 4)

The digital signature technique may consist of a single encompassing signature or multiple disjoint
signatures of which failure of any disjoint signature shall cause the module to enter the error state.

NOTE This assertion is not separately tested. Tested as part.of AS05.05.
AS05.23: (Software/Firmware security — Levels 3 and 4)

The private signing key shall reside outside the-module.
Required|Vendor Information

VE05.23.01: The vendor documentation‘requirement is specified under VE05.05.04. The vendor design shall

ensure that the private signing key for generating reference signature does not reside within the cryptographic
module bqundary.

Required|Test Procedures

TEO05.23.Q1: The tester'shall verify, by inspection and from the vendor documentation, that the private signing
key does not reside-within the cryptographic boundary.

6.6 Operptional environment

6.6.1 Operational environment general requirements
AS06.01: (Operational environment — Levels 1 and 2)

If the operational environment is non-modifiable or a limited operational environment, only the
operating system requirements in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.6.2 shall apply.

NOTE This assertion is not separately tested. It is tested as part of AS06.04.
AS06.02: (Operational environment — Levels 1 and 2)

If the operational environment is a modifiable operational environment, the operating system
requirements in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.6.3 shall apply.
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NOTE This assertion is not separately tested. It is tested as part of AS06.05 through AS06.29 as applicable.

AS06.03: (Operational environment — Levels 1 and 2)

The documentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.6 shall
be provided.

Required Vendor Information

VE06.03.01: The vendor shall provide the documentation requirements as specified in A.2.6 of ISO/IEC

1070{'\-’)!‘\4")/[“;-“- 1-201E5
LU ASET ~\va y ~ A4~ e ay v >

Required Test Procedures

TH06.03.01: The tester shall verify that the vendor provides documentation as specified-in’ A.2.6 qf ISO/IEC
90:2012/Cor.1:2015.

6.6.2 Operating system requirements for limited or non-modifiable operational environments
A$06.04: (Operational environment — Level 1)

THe requirements in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.6.3 Security Level 1|shall be
applicable if the module is Security Level 1 in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.7

TE This assertion is not separately tested. It is tested as part'of AS06.05 through AS06.08.

6.6.3 Operating system requirements for modifiable,operational environments

NOTE The requirements AS06.05 through AS06.29 apply to the operating system or operating envifonment as
applicable.

A$06.05: (Operational environment — Levéls 1 and 2)
ch instance of a cryptographic module shall have control over its own SSPs.

NQTE 1 Each instance of a cryptegraphic module controls its own SSPs and are not owned or controlled oy external
prgcesses/operators.

NOQTE 2  This requirement.cannot be enforced by administrative documentation and procedures, but must Be enforced
by|the cryptographic module-itself.

Rgquired Vendorinformation

hsure that
cess is in

TE06.05.01: The tester shall verify, from the vendor documentation and by inspection of the operating system,
that each instance of a cryptographic module has control over its own SSPs while the cryptographic module is
in use.

TEO06.05.02: The tester shall verify, from the vendor documentation and by inspection of the operating system,
that the requirement shall be enforced by the cryptographic module itself.

TE06.05.03: The tester shall perform cryptographic functions as described in the crypto officer and user
guidance documentation. While the cryptographic functions are executing, the same or another tester shall
attempt to gain unauthorised access to secret and private keys, intermediate key generation values, and other
SSPs which are under the control of the cryptographic module.

AS06.06: (Operational environment — Levels 1 and 2)
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The operational environment shall provide the capability to separate individual application processes
from each other in order to prevent uncontrolled access to CSPs and uncontrolled modifications of
SSPs regardless if this data is in the process memory or stored on persistent storage within the
operational environment.

Required Vendor Information

VE06.06.01: The vendor shall provide a description of the operational environment mechanism used to
provide the capability to separate individual application processes from each other in order to prevent
uncontrolled access to CSPs and uncontrolled modifications of SSPs regardless if this data is in the process

i pu | ot + i H Y 1l F'H 1 H +
memory of-storegonperstStentSstorage-wirntntme-operatonarenvironment

Required|Test Procedures

TE06.06.Q1: The tester shall verify, from the vendor documentation and by inspection of the,eperatiopal
environmgnt mechanism used that it provides the capability to separate individual application. processes from
each othgr in order to prevent uncontrolled access to CSPs and uncontrolled modifications of SSPs
regardlesg if this data is in the process memory or stored on persistent storage within the operational
environmgnt.

TE06.06.02: The tester shall perform cryptographic functions as described in“the crypto officer and uger
guidance documentation. While the cryptographic functions are executing, the same or another tester shall
attempt td gain access to CSPs and perform modifications of SSPs regardless if this data is in the process
memory of stored on persistent storage within the operational environment.

AS06.07: (Operational environment — Levels 1 and 2)

~—

Restrictigns to the configuration of the operational environment shall be documented in the secur
policy of the cryptographic module.

y

Required|Vendor Information

VE06.07.Q1: The vendor shall provide documentation which provides a description of any restrictions to the
operationgl environment.

Required|Test Procedures

TEO06.07.Q1: The tester shall verify that’any restrictions to the operational environment are documented in the
Security Holicy.

AS06.08: (Operational envirohment — Levels 1 and 2)

Processeps that are spawned by the cryptographic module shall be owned by the module and are not
owned by external-processes/operators.

NOTE This requirement cannot be enforced by administrative documentation and procedures, but must be enforcefd
by the crypjographic module itself.

Required Vendor Information

VE06.08.01: The vendor shall provide a description of the operating system mechanism used to ensure that
processes that are spawned by the cryptographic module are owned by the module and are not owned by
external processes/operators.

Required Test Procedures

TEO06.08.01: The tester shall verify, from the vendor documentation and by inspection of the operating system,
that processes that are spawned by the cryptographic module are owned by the module and are not owned by
external processes/operators.

TE06.08.02: The tester shall verify, from the vendor documentation and by inspection of the operating system,
that the requirement shall be enforced by the cryptographic module itself.
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TE06.08.03: The tester shall perform cryptographic functions as described in the crypto officer and user
guidance documentation. While the cryptographic functions are executing, the same or another tester shall
attempt to gain ownership of a spawned cryptographic process that is owned by a cryptographic module from
either a separate external process or operator.

AS06.09: (Operational environment — Level 2)

For Security Level 2 an operating environment shall meet the following requirements or as allowed by
the validation authority.

he-eperatin HORMEN HEFF i y-a-vatidat ROy ioris tested in
AY06.10 through AS06.29.

NQTE 2  If the operating environment requirements are specified by a validation authority, the assertion i tested as
follows.

Required Vendor Information

VH06.09.01: The vendor shall provide documentation which provides a<{description of the |operating
environment.

VE06.09.02: The vendor shall provide documentation comparing the operating environment with thel operating
environment allowed by the validation authority.

Required Test Procedures

TBO06.09.01: The tester shall verify that the vendor docmentation provides a description of the|operating
syptem.

TH06.09.02: The tester shall verify by inspection ofithe operating system that it matches the vendor provided
description of the operating system.

TR06.09.03: The tester shall verify by inspection of the operating system and the vendor provided description
of the operating system that it is allowed(by the validation authority.

A$06.10: (Operational environment — Level 2)

Al] cryptographic software, SSPs, and control and status information shall be under the control of an
operating system that implements either role-based access controls or, at the minimum, a
discretionary access _control with robust mechanism of defining new groups and assigning 1estrictive
permissions for example through access control lists (ACLs), and with the capability of assigning
each user to more.than one group.

Required Vendor Information

VE06.10.04: The vendor shall provide operating system documentation which provides a descripfion of the
rating system control mechanisms which implements either role-based access controls or, at thg minimum,
iseretionary access control with robust mechanism of defining new groups and assigning |restrictive
permissions for example through access control lists (ACLs), and with the capability of assigning each user to
more than one group.

Required Test Procedures

TE06.10.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating system implements either role-based access controls or, at the
minimum, a discretionary access control with robust mechanism of defining new groups and assigning
restrictive permissions for example through access control lists (ACLs), and with the capability of assigning
each user to more than one group.

TE06.10.02: The tester shall configure the operating systems role-based access controls or discretionary
access controls to give permissions to a specific user or group. The tester, assuming a permitted user or
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group role, shall attempt to execute, modify, or read SSPs, control or status data which the tester has
authorised access.

TE06.10.03: The tester shall configure the operating systems role-based access controls or discretionary
access controls to give permissions to a specific user or group. The tester, assuming a different user or group
role, shall attempt to execute, modify, or read SSPs, control or status data which the tester has unauthorised
access.

AS06.11: (Operational environment — Level 2)

:‘ vA~ ‘G'; = D—PTOTECC :‘;“ -‘:-""" “-“ ...'n,
ing of S

SPs, control and status data.
Required|Vendor Information

VE06.11.01: The vendor shall provide operating system documentation which provides a déscription of the
operating [system control mechanisms which can be configured to protect against unauthorised executign,
modificatipn, and reading of SSPs, control and status data.

Required|Test Procedures

TE06.11.Q1: The tester shall verify that the vendor documentation, and by ‘inspection of operating system
control mg¢chanisms, that the operating system can be configured to protect‘against unauthorised executign,
modificatipn, and reading of SSPs, control and status data.

TE06.11.J2: The tester shall configure the operating system tolprotect against unauthorised executign,
modificatipn, and reading of SSPs, control and status data. During-execution of a cryptographic process, the
tester sha]l attempt to execute, modify or read SSPs, control.or’status data which the tester has authorised
access.

TE06.11.9Q3: The tester shall configure the operating*system to protect against unauthorised executign,
modificatipn, and reading of SSPs, control and status) data. During execution of a cryptographic process, the
tester shall attempt to execute, modify or read SSPs; control or status data which the tester has unauthorised
access.

AS06.12: (Operational environment — Level 2)

{To proteft plaintext data, cryptographic software, SSPs, and authentication data, the access contiol
mechanigms of the operating system} shall be configured to define and enforce the set of roles or the
groups apd their associated-restrictive permissions that have exclusive rights to execute the storpd
cryptogrdphic software.

Required|Vendor Information

VE06.12.01: The_vendor shall provide operating system documentation which provides a description of hpw
the acces$ control' mechanisms of the operating system are configured to define and enforce the set of roles
or the grdups “and their associated restrictive permissions that have exclusive rights to execute the stored
cryptogray hie’saoftware

Required Test Procedures

TE06.12.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating system is configured to define and enforce the set of roles or the
groups and their associated restrictive permissions that have exclusive rights to execute the stored
cryptographic software.

TE06.12.02: The tester shall configure the operating system control mechanisms to define and enforce the set
of roles or the groups and their associated restrictive permissions to give exclusive rights to execute the
stored cryptographic software. The tester shall verify that they have exclusive rights to execute the stored
cryptographic software.
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TEO06.12.03: The tester shall configure the operating system control mechanisms to define and enforce the set
of roles or the groups and their associated restrictive permissions to not give exclusive rights to execute the
stored cryptographic software. The tester shall verify that they do not have exclusive rights to execute the
stored cryptographic software.

AS06.13: (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the access control
mechanisms of the operating system} shall be configured to define and enforce the set of roles or the
groups and their associated restrlctlve permrssrons that have exclusrve rlghts to mod|fy (i.e., write,

elete)-the : i : : H tographlc
bg undary: cryptographlc programs, cryptographlc data (e.g. cryptographlc audlt data), SSPs, and
plaintext data.

Required Vendor Information

VE06.13.01: The vendor shall provide operating system documentation which providés a descriptipn of how
the¢ access control mechanisms of the operating system are configured to defing and enforce the set of roles
or|the groups and their associated restrictive permissions that have exclusive rights to modify (i.e., write,
replace, and delete) the following cryptographic module software stored within the cryptographic [poundary:
cryptographic programs, cryptographic data (e.g. cryptographic audit data)SSPs, and plaintext datq.

Required Test Procedures

TH06.13.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating system is configured to define and enforce the set of rgles or the
grpups and their associated restrictive permissions that have exclusive rights to modify (i.e., writg, replace,
and delete) the following cryptographic module software stored within the cryptographic poundary:
cryptographic programs, cryptographic data (e.g. cryptographic audit data), SSPs, and plaintext datq.

TH06.13.02: The tester shall configure the operating system control mechanisms to define and enfoice the set
ofroles or the groups and their associated-restrictive permissions to give exclusive rights to execute the
stgred cryptographic software. The tester shall verify that they have exclusive rights to modify (j.e., write,
replace, and delete) the following cryptographic module software stored within the cryptographic poundary:
cryptographic programs, cryptographic data (e.g. cryptographic audit data), SSPs, and plaintext datq.

TR06.13.03: The tester shall configure the operating system control mechanisms to define and enfofce the set
of [roles or the groups and their associated restrictive permissions to not give exclusive rights to modify (i.e.,
wrjte, replace, and delete)-the following cryptographic module software stored within the cryptographic
baundary: cryptographic\programs, cryptographic data (e.g. cryptographic audit data), SSPs, anx plaintext
data. The tester shall verify that they do not have exclusive rights to modify (i.e., write, replace, and gelete) the
following cryptographic module software stored within the cryptographic boundary: cryptographic programs,
cryptographic data'(e.g. cryptographic audit data), SSPs, and plaintext data.

A$06.14; (Operational environment — Level 2)

{Tp protect plamtext data, cryptographlc software SSPs and authentlcatlon data, the accegs control

¢ ) ] : es or the
groups and thelr assocrated restrictive permlssmns that have exclusrve rights to read cryptographic
data (e.g. cryptographic audit data), CSPs, and plaintext data.

Required Vendor Information

VEO06.14.01: The vendor shall provide operating system documentation which provides a description of how
the access control mechanisms of the operating system are configured to define and enforce the set of roles
or the groups and their associated restrictive permissions that have exclusive rights to read cryptographic data
(e.g. cryptographic audit data), CSPs, and plaintext data.

Required Test Procedures

TE06.14.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating system is configured to define and enforce the set of roles or the
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groups and their associated restrictive permissions that have exclusive rights to read cryptographic data (e.g.
cryptographic audit data), CSPs, and plaintext data.

TEO06.14.02: The tester shall configure the operating system control mechanisms to define and enforce the set
of roles or the groups and their associated restrictive permissions to give exclusive rights to read
cryptographic data (e.g. cryptographic audit data), CSPs, and plaintext data.

TEO06.14.03: The tester shall configure the operating system control mechanisms to define and enforce the set
of roles or the groups and their associated restrictive permissions to not give exclusive rights to read
cryptographlc data (e g. cryptograph|c audlt data) CSPs and pIalntext data The tester shaII verlfy that they

AS06.15: (Operational environment — Level 2)
{To proteft plaintext data, cryptographic software, SSPs, and authentication data, the,access contiol
mechanigms of the operating system} shall be configured to define and enforce the set of roles or the
groups and their associated restrictive permissions that have exclusive rights to enter SSPs.
Required|Vendor Information

VE06.15.01: The vendor shall provide operating system documentation which_provides a description of hpw
the acces$ control mechanisms of the operating system are configured to.define and enforce the set of roles
or the grolips and their associated restrictive permissions that have exclusive rights to enter SSPs.
Required|Test Procedures

TE06.15.91: The tester shall verify that the vendor documentation, and by inspection of operating system
control me¢chanisms, that the operating system is configured*to define and enforce the set of roles or the

groups anf their associated restrictive permissions that have' exclusive rights to enter SSPs.

TEO06.15.02: The tester shall configure the operatingsystem control mechanisms to define and enforce the get
of roles orfthe groups and their associated restrictive“permissions to give exclusive rights to enter SSPs.

TEO06.15.(43: The tester shall configure the operating system control mechanisms to define and enforce the get
of roles off the groups and their associated restrictive permissions to not give exclusive rights to enter SSPs.
The testen shall verify that they do not-have exclusive rights to enter SSPs.

AS06.16: (Operational environment — Level 2)

The following specifications”shall be consistent with the roles or designated groups’ rights and
services as defined in thesecurity policy.

NOTE This assertion’is not separately tested. It is tested as part of AS06.17 through AS06.20.

AS06.17: (Operational environment — Level 2)

running processes from modlfylng running cryptographlc processes (i.e., Ioaded and executlng
cryptographic program images).

Required Vendor Information

VE06.17.01: The vendor shall provide operating system documentation which provides a description of how
the operating system prevents all operators and running processes from modifying running cryptographic
processes (i.e., loaded and executing cryptographic program images) when not in maintenance mode.

VE06.17.02: The specifications of how the operating system prevents all operators and running processes
from modifying running cryptographic processes (i.e., loaded and executing cryptographic program images)
when not in maintenance mode shall be consistent with the roles or designated groups’ rights and services as
defined in the Security Policy.
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Required Test Procedures

TE06.17.01: The tester shall verify that the vendor documentation, and by inspection of operating system
control mechanisms, that the operating system is configured to prevent all operators and running processes
from modifying running cryptographic processes (i.e., loaded and executing cryptographic program images)
when not in maintenance mode.

TE06.17.02: The tester shall verify that the roles or designated groups’ rights and services as defined in the
Security Policy is consistent with how the operating system is configured to prevent all operators and running
processes from modifying running cryptographic processes (i.e., loaded and executing cryptographic program

H AY | - Hw Y pu |
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THO06.17.03: The tester shall configure the operating system control mechanisms to prevent allhoperators and
rupning processes from modifying running cryptographic processes (i.e., loaded and executing cryptographic
program images) when not in maintenance mode. The tester shall assume an operatarrole and |verify that
they are prevented from modifying running cryptographic processes (i.e., loaded andéxecuting cryptographic
program images) when not in maintenance mode. The tester shall verify that running)processes are [prevented
frgm modifying running cryptographic processes (i.e., loaded and executing cryptographic prograim images)
when not in maintenance mode.

A$06.18: (Operational environment — Level 2)

THe operating system shall prevent processes in user role or user groups from gaining either read or
wilite access to SSPs owned by other processes and to systemSSPs.

Required Vendor Information

VE06.18.01: The vendor shall provide operating system’documentation which provides a descriptipn of how
the operating system prevents processes in user roles.or user groups from gaining either read or wrjte access
to [SSPs owned by other processes and to system . SSPs.

VE06.18.02: The specifications of how the operating system prevents processes in user roles or uger groups
frgm gaining either read or write access to*SSPs owned by other processes and to system SSPpg shall be
consistent with the roles or designated. gtoups’ rights and services as defined in the Security Policy.

Required Test Procedures

TH06.18.01: The tester shallverify that the vendor documentation, and by inspection of operating system
control mechanisms, that-the“operating system is configured to prevent processes in user roles or uger groups
frgm gaining either read.orwrite access to SSPs owned by other processes and to system SSPs.

TBO06.18.02: Thedester shall verify that the roles or designated groups’ rights and services as defiped in the
Sgcurity Policy is“eonsistent with how the operating system is configured to prevent processes in usgr roles or
user groupsAram gaining either read or write access to SSPs owned by other processes and to system SSPs.

TR06.18:03: The tester shall configure the operating system control mechanisms to prevent procesges in user
roles- or user groups from gaining either read or write access to SSPs owned by other proces

Sy" ne_le na a g proce a e oles. o groups._are prevd

gaining either read or write access to SSPs owned by other processes and to system SSPs.
AS06.19: (Operational environment — Level 2)

The configuration of the operating system that meets the above requirements {AS06.16 through
AS06.18} shall be specified in the Administrator Guidance.

Required Vendor Information

VE06.19.01: The vendor shall provide the Administrator Guidance documents which provides a description of
how the operating system is configured to meet the requirements in AS06.16 through AS06.18.

Required Test Procedures
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TE06.19.01: The tester shall verify that the vendor provided Administrator Guidance documents provide a
description of how the operating system is configured to meet the requirements in AS06.16 through AS06.18.

AS06.20: (Operational environment — Level 2)

The Administrator Guidance shall state that the operating system must be configured as specified
{AS06.16 through AS06.18} for the module contents to be considered protected.

Required Vendor Information

VE06.20.C1. ThU \Avi] IdUI oha:: }JIUV;dU thU AdIII;II;OtI GtUI Gu;dal 10T dUUUIIICI ItO vvh;uh etatc that thc upclatl
system sHall be configured as specified AS06.16 through AS06.18 for the module contents to be considere
protected.

o «Q

Required|Test Procedures
TEO06.20.Q1: The tester shall verify that the vendor provided Administrator Guidance documents state that the
operating [system shall be configured as specified AS06.16 through AS06.18 for the module contents to pe
considerefl protected.

AS06.21: (Operational environment — Level 2)

The identification and authentication mechanism to the operating system shall meet the requiremerjts
of {ISO/IHC 19790:2012/Cor.1:2015 subclause} 7.4.3 and be specified-in the module's security policy.

NOTE This assertion is not separately tested. Tested as part of AS06.24.through AS06.28.
AS06.22: (Operational environment — Level 2)

All cryptographic software, SSPs, control and statuslinformation shall be under the control of {pn
operating| system which shall have, at a minimum, the-following attributes.}

NOTE This assertion is not separately tested. Tested-as part of AS06.24 through AS06.28.
AS06.23: (Operational environment — Levél 2)

{All cryptographic software, SSPs, eontrol and status information shall be under the control of} pn
operating system which shall have, at a minimum, the following attributes.

NOTE This assertion is not separately tested. Tested as part of AS06.24 through AS06.28.
AS06.24: (Operational environment — Level 2)
The operating system-shall provide an audit mechanism with the date and time of each audited event.

NOTE An assumption of this assertion is that the cryptographic module is using the audit mechanism provided by the
operating gystem to audit the identified events. It is insufficient for the cryptographic module software to use another file
as its auditflog;)no matter how well protected.

Required Vendor Information

VE06.24.01: The vendor shall provide operating system documentation which provides a description of the
audit mechanism provided by the operating system and how each event is marked with the date and time.

Required Test Procedures

TE06.24.01: The tester shall verify that the vendor documentation, and by inspection of operating system, that
an audit mechanism is provided and that each event is marked with the date and time.

AS06.25: (Operational environment — Level 2)

The cryptographic module shall not include SSPs as part of any audit record.
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Required Vendor Information

VE06.25.01: The vendor shall provide operating system documentation which provides a description of the
cryptographic module's services that provide audit records to the audit mechanism of the operating system.

Required Test Procedures
TE06.25.01: The tester shall verify that the vendor documentation, and by inspection of the cryptographic

module's services that provide audit records to the audit mechanism of the operating system that no SSPs are
provided in the audit records.

THO06.25.02: The tester shall execute the module's services that provide audit records and. examine the
operating system audit logs to verify that no SSPs were provided.

A$06.26: (Operational environment — Level 2)

THe cryptographic module shall provide the following events to be recorded by the audit mgchanism
of|the operating system:

— modifications, accesses, deletions, and additions of cryptographi¢ data and SSPs;
—1 attempts to provide invalid input for Crypto Officer functions;

—1 addition or deletion of an operator to and from a CryptoOfficer role (if those roles are managed by
the cryptographic module);

— the use of a security-relevant Crypto Officer function;
— requests to access authentication data associated with the cryptographic module;

—1 the use of an authentication mechanism (e.g. login) associated with the cryptographig module;
and

—1 explicit requests to assume a Crypto Officer role.
Required Vendor Information

VHE06.26.01: The vendor shall provide operating system documentation which provides a descripfion of the
cryptographic module events that are provided and recorded by the audit mechanism of the operating system.

Required Test Procedures

TR06.26.01:_The tester shall verify that the vendor documentation, and by inspection of the cryptographic
module's séryices that provide audit event records to the audit mechanism of the operating system, that the
list of events specified in AS06.26 {modifications, accesses, deletions, and additions of cryptographi¢ data and
S$Psiattempts to provide invalid input for Crypto Officer functions; addition or deletion of an opergtor to and
frgm7a Crypto Officer role (if those roles are managed by the cryptographic module); the use of & security-
relevant Crypto Officer function; requests to access authentication data associated with the cryptographic
module; the use of an authentication mechanism (e.g. login) associated with the cryptographic module; and
explicit requests to assume a Crypto Officer role} are provided by the cryptographic module for event
recording.

TE06.26.02: The tester shall execute the module's services that provide audit event records and examine the
operating system audit logs to verify that the events in AS06.26 {modifications, accesses, deletions, and
additions of cryptographic data and SSPs; attempts to provide invalid input for Crypto Officer functions;
addition or deletion of an operator to and from a Crypto Officer role (if those roles are managed by the
cryptographic module); the use of a security-relevant Crypto Officer function; requests to access
authentication data associated with the cryptographic module; the use of an authentication mechanism (e.g.
login) associated with the cryptographic module; and explicit requests to assume a Crypto Officer role} were
recorded.

65


https://standardsiso.com/api/?name=b9e3476b7cb334f64d2216dfac3cfaad

ISO/IEC 24759:2014(E)

NOTE The tester DOES NOT have to test the audit mechanism provided by the operating system and identified by
the vendor.

AS06.27: (Operational environment — Level 2)

The audit mechanism of the operating system shall be capable of auditing the following operating
system related events:

— all operator read or write accesses to audit data stored in the audit trail;

— accesg

— additjon or deletion of an operator to and from a Crypto Officer role (if those roles are managed py
operational environment);

— requésts to use authentication data management mechanisms;

— attenjpts to use the trusted channel function and whether the request was granted, when trusted
chanpel is supported at this security level; and

— identffication of the initiator and target of a trusted channel, when trusted channel is supported|at
this gecurity level.

Required|Vendor Information

VE06.27.Q1: The vendor shall provide operating system documentation which provides a description of the
operating system events that are provided and recorded by the audit mechanism of the operating system.

Required|Test Procedures

TE06.27.Q1: The tester shall verify that the vendor doesumentation, and by inspection of the operating system
documentption, that the operating system provides-the list of events specified in AS06.27 {all operator read|or
write accgsses to audit data stored in the audit trail; access to files used by the cryptographic module to stgre
cryptographic data or SSPs; addition or deletion.of an operator to and from a Crypto Officer role (if those roles
are manaped by operational environment);\requests to use authentication data management mechanisnjs;
attempts fo use the trusted channel funetion and whether the request was granted, when trusted channell is
supported|at this security level; and identification of the initiator and target of a trusted channel, when trusted
channel i supported at this security,tevel} as audit event records to the audit mechanism of the operatipng
system.

TE06.27.02: The tester shall-execute the cryptographic module's services to verify that the operating system
events in [AS06.27 {all operator read or write accesses to audit data stored in the audit trail; access to files
used by the cryptographic module to store cryptographic data or SSPs; addition or deletion of an operator|to
and from [a Crypto/Qfficer role (if those roles are managed by operational environment); requests to use
authenticdtion datasmanagement mechanisms; attempts to use the trusted channel function and whether the
request wps granted, when trusted channel is supported at this security level; and identification of the initiator
and targef af-a trusted channel, when trusted channel is supported at this security level} were recorded.

NOTE The tester DOES NOT have to test the audit mechanism provided by the operating system and identified by
the vendor.

AS06.28: (Operational environment — Level 2)

The operating system shall be configured to prevent operators other than those with the privileges
identified in the Security Policy from modifying cryptographic module software and audit data stored
within the operational environment of the cryptographic module.

Required Vendor Information

VE06.28.01: The vendor shall provide operating system documentation that specifies how the operating
system is configured to prevent operators other than those with the privileges identified in the Security Policy
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from modifying cryptographic module software and audit data stored within the operational environment of the
cryptographic module.

Required Test Procedures

TE06.28.01: The tester shall verify that the vendor documentation, and by inspection of operating system
configuration controls, that the operating system is configured to prevent operators other than those with the
privileges identified in the Security Policy from modifying cryptographic module software and audit data stored
within the operational environment of the cryptographic module.
E66-28-02—Fhetester—shatt—cot |fi9wu the opet atilly system controts—to prevent-operators othrer-than those
with the privileges identified in the Security Policy from modifying cryptographic module software|and audit
data stored within the operational environment of the cryptographic module.

THO06.28.03: The tester shall assume the privileges identified in the Security Policy to allow-modification of the
cryptographic module software and audit data stored within the operational environment of the cryptographic
maodule and verify that modification can be achieved.

TH06.28.04: The tester shall assume the privileges identified in the Secufity Policy that do |not allow
modification of the cryptographic module software and audit data stored within the operational environment of
thI cryptographic module and verify that modification cannot be achieved:

A$06.29: (Operational environment — Level 2)

Only operating systems that are configured to meet the“above security requirements [{AS06.05
thfough AS06.28} shall be permitted at this security level, whether or not the cryptographic module
operates in an approved mode of operation.

NQTE This assertion is not separately tested. Tested as'part of AS06.05 through AS06.28.
6.Y Physical security

6.7.1 Physical security embodiments

A$07.01: (Physical security — Levels 1, 2, 3, and 4)
A cryptographic module shall employ physical security mechanisms in order to restrict unapthorised
phHysical access to the contents of the module and to deter unauthorised use or modification of the
module (including substitution of the entire module) when installed.
Required Vendor.Information

VEO07.01.01: The vendor documentation shall describe the applicable physical security mechanisms that are

employed by the module. The contents of the module, including all hardware, firmware, software] and data
(including plaintext CSPs) shall be protected.

Required Test Procedures

TE07.01.01: The tester shall verify that the vendor documentation describes the applicable physical security
mechanisms that are employed by the module.

TEO07.01.02: The tester shall verify that the physical security mechanisms documented are implemented.
AS07.02: (Physical security — Levels 1, 2, 3, and 4)

All hardware, software, firmware, and data components and SSPs within the cryptographic boundary
shall be protected.

NOTE This assertion is not separately tested.

AS07.03: (Physical security — Levels 1, 2, 3, and 4)
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The requirements of this clause shall be applicable to hardware and firmware modules, and hardware
and firmware components of hybrid modules.

NOTE This assertion is not separately tested.
AS07.04: (Physical security — Levels 1, 2, 3, and 4)
The requirements of this clause shall be applicable at the defined physical boundary of the module.

NOTE This assertion is not separately tested.

AS07.05: (Physical security — Levels 1, 2, 3, and 4)

Depending on the physical security mechanisms of a cryptographic module, unauthorised attempts|at
physical access, use, or modification shall have a high probability of being detected:

— subsgequent to an attempt by leaving visible signs (i.e., tamper evidence);
and/or
— durinlg an access attempt
{and appfopriate immediate actions shall be taken by the cryptographic ‘module to protect CSPs}.
NOTE This assertion is not separately tested.
AS07.06: (Physical security — Levels 1, 2, 3, and 4)

{In conjupction with AS07.05:} Appropriate immediate actions shall be taken by the cryptographic

module t¢ protect CSPs.

NOTE This assertion is not separately tested.
AS07.07: (Physical security — Levels 1, 2, 3,-and 4)

The documentation requirements specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} A.2.7 shjll
be provided.

NOTE This assertion is not separately tested.

6.7.2 PHysical security general requirements
AS07.08: (Physical security — Levels 1, 2, 3, and 4)
The folloying requirements shall apply to all physical embodiments.

NOTE Tested as part of AS07.09 through AS07.33.

AS07.09: (Physical security — Levels 1, 2, 3, and 4)

Documentation shall specify the physical embodiment and the security level for which the physical
security mechanisms of a cryptographic module are implemented.

Required Vendor Information

VEQ7.09.01: The vendor documentation shall specify the physical embodiment of the module: single-chip
cryptographic module, multiple-chip embedded cryptographic module, or multiple-chip standalone
cryptographic module, as defined in 7.7.1 of ISO/IEC 19790:2012/Cor.1:2015.

The specified physical embodiment shall be consistent with the module physical design. The vendor
documentation shall also state which security level (1 through 4) the module is intended to meet.
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Required Test Procedures

TEQ07.09.01: The tester shall verify that the vendor identified that the cryptographic module is either a
single-chip module, a multi-chip embedded module, or a multi-chip standalone module as defined in 7.7.1 of
ISO/IEC 19790:2012/Cor.1:2015.

The tester shall perform an independent determination that the physical embodiment satisfies one of the three
criteria specified below. The fundamental determining characteristics of the three physical embodiments and
some common examples are summarised below.

a) = ; :
standalone device or physically embedded within some other module or enclosure that may not be
physically protected. The single-chip will consist of one die that may be covered with a_Uniform external
material such as plastic or ceramic, and external input/output connectors. Examples: Single| IC chips,
smart cards with a single IC chip, or other systems with a single IC chip to implement cryptographic
functions.

b)| Multiple-chip embedded cryptographic module. Characteristics: Two or moré |I€ chips interconnected and
physically embedded within some other product or enclosure that may notbe-physically protected.

c)| Multiple-chip standalone cryptographic module. Characteristics: Two or more IC chips interconnected
and physically embedded in an enclosure that is entirely physically«protected.

TBO07.09.02: The tester shall verify that the vendor documentation states which security level the module is
intended to meet. The tester shall perform an independent determination of the security level that the module
actually meets.

A$07.10: (Physical security — Levels 1, 2, 3, and 4)
Whenever zeroisation is performed for physical security purposes, the zeroisation shall gccur in a

sjfficiently small time period so as to prevent'the recovery of the sensitive data between the time of
detection and the actual zeroisation.

Required Vendor Information

VEO07.10.01: The vendor documentation shall specify the response time of the zeroisation after tamper
dettection.

TBO07.10.01: The tester'shall verify that the vendor documentation describes the zeroisation resppnse time
after the tamper detection.

cified.

individual), then} a maintenance access interface shall be defined.

Required Vendor Information

VEO07.11.01: The vendor documentation shall describe the maintenance access interface employed by the
module.

Required Test Procedures
TEOQ7.11.01: The tester shall verify that the vendor documentation describes the maintenance access interface.
TEQ07.11.02: The tester shall verify that the vendor documentation and implementation are consistent.
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AS07.12: (Physical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role that requires physical access to the contents of the module
or if the module is designed to permit physical access (e.g. by the module vendor or other authorised
individual), then} the maintenance access interface shall include all physical access paths to the
contents of the cryptographic module, including any removable covers or doors.

Required Vendor Information

VEQ7.12.01: The vendor documentation shall specify the maintenance access interface, including any
removablg-eevers-or-doors:

Required|Test Procedures

TE07.12.Q1: The tester shall verify in the vendor documentation that a maintenance access-interface|is

provided, [ncluding any removable covers or doors.

AS07.13: (Physical security — Levels 1, 2, 3, and 4)
{If a module includes a maintenance role that requires physical access to the contents of the modyle
or if the module is designed to permit physical access (e.g. by the module&endor or other authorisgd
individual), then} any removable covers or doors included within the maintenance access interface
shall be dafeguarded using the appropriate physical security mechanisms.

Required|Vendor Information

VEO07.13.Q1: The vendor documentation shall specify a physical protection such that any removable covers|or
doors included within the maintenance access interface are'safeguarded using the appropriate physical
security mechanisms.

Required|Test Procedures

TEOQ7.13.Q1: The tester shall very that any removablé covers or doors included within the maintenance access
interface gre safeguarded using the appropriate physical security mechanisms.

AS07.14: (Physical security — Levels 1, 2,.3, and 4)

The folloying requirements shall-apply to all cryptographic modules for Security Level 1.
NOTE Tested as part of ASQ7.45'through AS07.16.

AS07.15: (Physical security’'— Levels 1, 2, 3, and 4)

The cryptographic_ ‘module shall consist of production-grade components that include standard

passivatipn techniques (e.g. a conformal coating or a sealing coat applied over the module’s circuifry
to protect against environmental or other physical damage).

Required|Vendor Information

VEQ7.15.01: The module shall consist of standard, production-quality ICs, designed to meet commercial-
grade specifications for power, temperature, reliability, shock and vibration, etc. The module shall use
standard passivation techniques for the entire chip. The vendor documentation shall describe the IC quality.
If an IC is used that is not a standard device, its passivation design shall also be described.

Required Test Procedures
TEOQ7.15.01: The tester shall verify by inspection, or from the vendor documentation, that the module contains
standard integrated circuits with a uniform exterior material and standard connectors. The tester shall verify

from the vendor documentation that the chips in the module are commercial grade in regards to power and
voltage ranges, temperature, reliability, and shock and vibration.
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TEOQ7.15.02: The tester shall verify from the vendor documentation that the module has a standard passivation
applied to it. The passivation has to be a sealing coat applied over the chip circuitry to protect it against
environmental or other physical damage. If standard passivation is not used, then the documentation shall
provide information to indicate why it is equivalent to a standard passivation approach.

AS07.16: (Physical security — Levels 1, 2, 3, and 4)

When performing physical maintenance, zeroisation shall either be performed procedurally by the
operator or automatically by the cryptographic module.

NQFE— Fhis-assertion-istestedasparoiASortgQ—
A$07.17: (Physical security — Levels 2, 3, and 4)

The following requirement shall apply to all cryptographic modules for Security Level2.
NQTE Tested as part of AS07.18 through AS07.20.

A$07.18: (Physical security — Levels 2, 3, and 4)

THe cryptographic module shall provide evidence of tampering (e.g.con-the cover, enclosure,|and seal)
when physical access to the module is attempted.

NOTE This assertion is tested as part of AS07.34 and AS07.35 for-single-chip embodiments, AS07.44 and AS07.45
formultiple-chip embedded embodiments, and AS07.62 and AS07.63 formultiple-chip standalone embodiments.

A$07.19: (Physical security — Levels 2, 3, and 4)
The tamper-evident material, coating or enclosure“shall either be opaque or translucent within the
visible spectrum (i.e., light of wavelength range of 400nm to 750nm) to prevent the gathering of
information about the internal operations of the critical areas of the module.

Required Vendor Information

VE07.19.01: The vendor documentation shall specify that the tamper evident material, coating or|enclosure
shill be opaque or translucent within the visible spectrum.

Required Test Procedures

TBO07.19.01: The tester shall verify by inspection and from the vendor documentation that the tamper evident
material, coating or enclosure is opaque or translucent within the visible spectrum.

A$07.20: (Physical security — Levels 2, 3, and 4)

If the cryptographic module contains ventilation holes or slits, then the module shall be constructed in
a»inanner to prevent the gathering of information of the module’s internal construction or components

by direct visual observation using artificial light sources in the visual spectrum of the module’s
internal construction or components.

Required Vendor Information

VEO07.20.01: If the module is contained within a cover or enclosure that contains any ventilation holes or slits;
then they shall be constructed in a manner that prevents the gathering of information of the module’s internal
construction or components by direct visual observation using artificial light sources in the visual spectrum of
the module’s internal construction or components. The vendor documentation shall describe the physical
design approach that prevents such observation.

Required Test Procedures

TEQ07.20.01: The tester shall verify by inspection and from the vendor documentation whether the module has
a cover or enclosure with ventilation holes, slits, or other openings, and if so, whether they are constructed to
deter the gathering of information of the module’s internal construction or components by direct visual
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observation using artificial light sources in the visual spectrum of the module’s internal construction or
components.

AS07.21:

(Physical security — Levels 3 and 4)

The following requirements shall apply to all cryptographic modules for Security Level 3.

NOTE

AS07.22:

Tested as part of AS07.22 through AS07.28.

(Physical security — Levels 3 and 4)

If the cr)lptographic module contains any doors or removable covers or if a maintenance acceks

interface

NOTE
AS07.50 foj

AS07.23:

s defined, then the module shall contain tamper response and zeroisation capability.

This assertion is tested as part of AS07.13 for general requirements, AS07.38 for single-chip embodimer
I multiple-chip embodiments and AS07.62 for multiple-chip standalone embodiments.

(Physical security — Levels 3 and 4)

ts,

The tampler response and zeroisation capability shall immediately zeroise all unprotected SSPs when

adoor is

NOTE
AS07.50 foj

AS07.24:

ppened, a cover is removed, or when the maintenance access interface is accessed.

This assertion is tested as part of AS07.13 for general requirements, AS07.38 for single-chip embodimer
I multiple-chip embedded embodiments, and AS07.62 for multiple-chip §tandalone embodiments.

(Physical security — Levels 3 and 4)

ts,

The tamper response and zeroisation capability shall remain ‘operational when unprotected SSPs gre

contained

NOTE

embodiments, and AS07.65 for multiple-chip standalone embodiments.

AS07.25:

If the cryptographic module contains ventilation holes or slits, then the module shall be constructed|i

a manner
single art

Required
VEQ7.25.(
then they
The vendq

Required

TE07.25.G

within the cryptographic module.

This assertion is tested as part of AS07.38 for singleychip embodiments, AS07.50 for multiple-chip embedd

(Physical security — Levels 3 and 4)

that prevents undetected physical probing inside the enclosure (e.g. prevent probing by
culated probe).

Vendor Information

1: If the module is-contained within a cover or enclosure that contains any ventilation holes or sl
shall be constructed in a manner that prevents undetected physical probing inside the enclosu
r documentation shall describe the ventilation physical design approach.

Test Procedures

1CT he tester shall verify by inspection and from the vendor documentation whether the module h

ed

ts;
e.

as

a cover or

1 bl FH P [y | Lib bl H U 4 ookl o 4 o el
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deter undetected probing inside the cover or enclosure.

AS07.26:

(Physical security — Levels 3 and 4)

to

Strong or hard conformal or non-conformal enclosures, coatings or potting materials shall maintain
strength and hardness characteristics over the module's intended temperature range of operation,

storage a

Required

nd distribution.

Vendor Information

VEQ7.26.01: The vendor documentation shall describe the strength, hard conformal or non-conformal
enclosure, coatings or potting materials and the rational that the strength is appropriate for the module design.

Required
72

Test Procedures
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TEOQ7.26.01: The tester shall verify from the vendor documentation and inspection of the module that the
strength, hard conformal or non-conformal enclosure, coatings or potting materials is the one designed as
specified.

AS07.27: (Physical security — Levels 3 and 4)

If tamper evident seals are employed, they shall be uniquely numbered or independently identifiable
(e.g. uniquely numbered evidence tape or uniquely identifiable holographic seals).

Required Vendor Information

VH07.27.01: The vendor shall provide the specification of the tamper evident seal.
Required Test Procedures

THO07.27.01: The tester shall verify that tamper evident seals are uniquely numbkered or indgpendently
idIntifiabIe as documented.

A$07.28: (Physical security — Levels 3 and 4)

ThHe module shall either include EFP features or undergo EFT.

NOTE  This assertion is tested as part of AS07.73.

A$07.29: (Physical security — Level 4)

THe following requirement shall apply to all cryptographic modules for Security Level 4.
NQTE Tested as part of AS07.30 through AS07.33.

A$07.30: (Physical security — Level 4)

THe cryptographic module shall be protected either by a hard opaque removal-resistant coatjng, or by
a famper detection envelope with tamper response and zeroisation capability.

NQTE This assertion is tested as part of AS07.40 for single-chip embodiments, AS07.52 for multiple-chip|embedded
enjbodiments, and AS07.64 for multiple-chip standalone embodiments.

A$07.31: (Physical security— Level 4)

THe module shall include EFP features.
NQTE  This assertion is tested as part of AS07.74.
A$07.32: (Physical security — Level 4)

THhe cryptographic module shall provide protection from fault induction.

Required Vendor Information
VEO07.32.01: The vendor documentation shall specify the protection mechanism from fault induction.
Required Test Procedures

TEQ07.32.01: The tester shall verify from the vendor documentation and by inspection of the module the
specified fault induction protection mechanisms.

AS07.33: (Physical security — Level 4)

The fault induction mitigation techniques and the mitigation metrics employed shall be documented
as specified in {ISO/IEC 19790:2012/Cor.1:2015} Annex B.
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Required Vendor Information

VEO07.33.01: The vendor documentation shall specify the fault induction mitigation techniques and the
mitigation metrics employed by the module.

Required Test Procedures

TEOQ7.33.01: The tester shall verify that the fault induction mitigation techniques and the mitigation metrics
employed by the module are documented as specified.

6.7.3 PHysical security requirements for each physical security embodiment

6.7.3.1 [Single-chip cryptographic modules

NOTE 1 In addition to the general security requirements specified in 7.7.2 of ISO/IEC 19790:2012(Cer.1:2015, the
requiremerits specified in AS07.34 to AS07.42 are specific to single-chip cryptographic modules.

NOTE 2 | There are no additional Security Level 1 requirements for single-chip cryptographic modules.

AS07.34: [(Single-chip cryptographic modules — Levels 2, 3, and 4)

The folloying requirements shall apply to single-chip cryptographic modules for Security Level 2.
NOTE This assertion is tested as part of AS07.35.

AS07.35: [(Single-chip cryptographic modules — Levels 2, 3, and-4)

The cryptographic module shall be covered with a tamper-evident coating (e.g. a tamper-evidint
passivatipn material or a tamper-evident material covering the passivation) or contained in a tamper-
evident ehclosure to deter direct observation, probing;' or manipulation of the module and to provifle
evidence [of attempts to tamper with or remove the - module.

NOTE This requirement is associated with AS07.48.

Required|Vendor Information

VEO07.35.01: The vendor documentationtshall identify the tamper-evident coating and its characteristics.
Required|Test Procedures

TE07.35.Q1: The tester shall\verify by inspection and from the vendor documentation that the module|is
covered with a tamper-evident coating. The inspection shall verify that the tamper-evident coating completely

covers thg module and<deters direct observation, probing, or manipulation of the single-chip.

AS07.36: [(Single-chip cryptographic modules — Levels 3 and 4)

The folloyingrequirements shall apply to single-chip cryptographic modules for Security Level 3.
\IV 4] y g yptog y

NOTE This requirement is tested in AS07.37 or AS07.38.
AS07.37: (Single-chip cryptographic modules — Levels 3 and 4)

{Either} the module shall be covered with a hard opaque tamper-evident coating (e.g. a hard opaque
epoxy covering the passivation) {or AS07.38 shall be satisfied}.

Required Vendor Information

VEQ7.37.01: The vendor documentation shall state clearly that the approach specified in AS07.37 is used to
meet the requirement.

VEQ7.37.02: The vendor documentation shall provide supporting detailed design information, especially the
type of coating that is used and its characteristics.
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Required Test Procedures

TEOQ7.37.01: The tester shall verify by inspection and from the vendor documentation that the module is
covered with a hard opaque tamper evident coating.

TEQ7.37.02: The tester shall verify that the vendor documentation does sufficiently provide supporting detailed
design information, especially specifying the type of coating that is used and its characteristics.

TEQ07.37.03: The tester shall verify that the coating cannot be easily penetrated to the depth of the underlying
circuitry, and that it leaves tamper evidence. The inspection has to verify that the coating completely covers
th i : ) , ) o

A$07.38: (Single-chip cryptographic modules — Levels 3 and 4)
{IffAS07.37 is not satisfied, then} the enclosure shall be implemented {so that attémpts at removal or
pgnetration of the enclosure shall have a high probability of causing sefiaus damade to the
cryptographic module (i.e., the module will not function)}.
NOTE This assertion is not separately tested. Tested in AS07.39.
A$07.39: (Single-chip cryptographic modules — Levels 3 and 4)
{IffAS07.37 is not satisfied, then} {the enclosure shall be implemented} so that attempts at removal or
penetration of the enclosure shall have a high probability of causing serious damade to the
cryptographic module (i.e., the module will not function).

Required Vendor Information

VE07.39.01: The vendor documentation shall state clearly that the approach specified in AS07.38 |is used to
meet the requirement.

especially
5 interface
bability of

enclosure
e module

SPs. The

removed
terface. If
ified, then
onse and

zeroisation circuitry.

TEQ07.39.02: If the enclosure has removable covers or doors, or if a maintenance access interface is specified,
the tester shall verify from the vendor documentation that the module zeroises all plaintext CSPs when a
cover or door is removed or if the maintenance access interface is accessed.

TEQ07.39.03: The tester shall verify by inspection and from the vendor documentation that the tamper
response and zeroisation circuitry remains operational when plaintext CSPs are contained within the module.

TEQ07.39.04: The tester shall verify by inspection and from the vendor documentation that the enclosure
cannot be removed or penetrated without having a high probability of causing serious damage to the module.
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TEQ7.39.05: If the enclosure has doors or removable covers, or if a maintenance access interface is specified,
the tester shall test that the module zeroises all plaintext CSPs when a cover or door is removed or if the
maintenance access interface is accessed.

TEOQ7.39.06: The tester shall test that the enclosure cannot be removed or penetrated without having a high
probability of causing serious damage to the module.

AS07.40: (Single-chip cryptographic modules — Level 4)

The following requirements shall apply to single-chip cryptographic modules for Security Level 4.

NOTE This assertion is tested in AS07.41 and AS07.42.

AS07.41: [(Single-chip cryptographic modules — Level 4)
The cryptographic module shall be covered with a hard, opaque removal-resistant\coating with
hardness| and adhesion characteristics such that attempting to peel or pry the coating from the
module will have a high probability of resulting in serious damage to the module (i.e., the module will
not function).

Required|Vendor Information

VEQ7.41.Q1: The vendor documentation shall clearly identify the kind of coatihg used and shall provide detdi
of its charfcteristics, especially hardness and removal resistance.

S

VEO07.41.02: The vendor documentation shall provide supporting detailed design information for the module
when covered with a hard, opaque removal-resistant coating. Thé-hardness and adhesion characteristics|of
the matenal shall be such that attempting to peel or pry theZmaterial from the module will have a high
probability of resulting in serious damage to the module (i.€.,»the module does not function). The matetial
shall be opaque within the visible spectrum.

Required|Test Procedures

TEOQ07.41.91: The tester shall verify by inspection and from the vendor documentation that the module
covered wjith a hard, opaque removal-resistantycoating.

S

TEOQ7.41.92: The tester shall verify thésremoval-resistant properties of the module coating. The tester sHall
attempt td peel or pry the material-from the module, and verify that this is not possible with a reasonable
application of force, that the module-ceased to function, or that the module circuitry was obviously physicdlly
destroyed

AS07.42: [(Single-chip cryptographic modules — Level 4)

The remayval-resistant coating shall have solvency characteristics such that dissolving the coating will
have a hjgh probability of dissolving or seriously damaging the module (i.e., the module will not
function)

Required|Vendor Information
VEQ7.42.01: The vendor documentation shall describe the solvency characteristics of the removal-resistant
coating. The solvency characteristics of the material shall be such that dissolving the material to remove it will
have a high probability of dissolving or seriously damaging the module.

Required Test Procedures

TEO07.42.01: The tester shall verify the vendor documentation to determine the solvency properties of the
module's removal-resistant coating.

TEQ07.42.02: The tester shall test the solvency properties of the module's removal-resistant coating. The tester,

based on documentation provided in VEQ07.42.01, shall verify what type of solvent would be required to
compromise the removal-resistant coating.
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6.7.3.2  Multiple-chip embedded cryptographic modules

NOTE In addition to the general security requirements specified in 7.7.2 of ISO/IEC 19790:2012/Cor.1:2015, the

following requirements AS07.43 to AS07.58 are specific to multiple-chip embedded cryptographic modules.

AS07.43: (Multiple chip embedded cryptographic modules — Levels 1, 2, 3, and 4)

If the cryptographic module is contained within an enclosure or removable cover, a production-grade

enclosure or removable cover shall be used.

VE07.43.01: The module shall be entirely contained within a production-grade enclosure or removg
THe vendor documentation shall describe the cover or enclosure.

Required Test Procedures

TBO07.43.01: The tester shall verify by inspection and from the vendor documeéntation that the
contained within an enclosure or removable cover that is of production-grade.

A$07.44: (Multiple chip embedded cryptographic modules — Levels 2,-3;"and 4)

cryptographic modules for Security Level 2 {and the assertions AS07.45 through AS 07.4

ble cover.

module is

shall be

THe following requirements {AS07.45 through AS 07.46} shdll apply to multiple-chip Embedded

satisfied in the following groups: (AS07.45) or (AS07.46 and) AS07.47) or (ASQ07.46 and ASO7.
Required Vendor Information

VHEO07.44.01: The vendor documentation shall specify: that either (AS07.45) or [AS07.46 and (A
A307.48)] are satisfied.

Required Test Procedures

THO07.44.01: The tester shall verify by.inspection and from the vendor documentation that either (A
[AB07.46 and (ASQ07.47 or AS07.48)] are satisfied.

A$07.45: (Multiple chip embedded cryptographic modules — Levels 2, 3, and 4)
THe module components shall be covered with a tamper-evident coating or potting material (
resistant coating or bleeding paint) to deter direct observation and to provide evidence of at
tamper with or remove module components {or the groups (AS07.46 and AS07.47) or (AS
A$07.48) shall be-satisfied}.

Required Vendor Information

3)}.

S07.47 or

507.45) or

e.g. etch-
fempts to
D7.46 and

VHEO07.45;01: The vendor documentation shall specify that the module is encapsulated with ap opaque,

tallnper-evident coating such as etch-resistant coating or bleeding paint.

Required Test Procedures

TEOQ7.45.01: The tester shall verify by inspection and from the vendor documentation that the
encapsulated with an opaque, tamper-evident material.

module is

TEOQ7.45.02: The tester shall verify by testing that the module provides evidence of attempts to tamper with or

remove module components.
AS07.46: (Multiple chip embedded cryptographic modules — Levels 2, 3, and 4)
{If AS07.45 is not satisfied, then the} module shall be entirely contained within a metal or ha

production-grade enclosure that may include doors or removable covers {and the groups
and AS07.48) or (AS07.47 and AS07.49) shall be satisfied}.

rd plastic
(AS07.47
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Required Vendor Information

VEQ7.46.01: The module shall be entirely contained within a metal or hard plastic production-grade enclosure
that may include removable covers or doors. The vendor documentation shall describe the enclosure and its
hardness characteristics.

Required Test Procedures

TEOQ7.46.01: The tester shall verify by inspection and from the vendor documentation that the module is
contained within an enclosure that meets the following requirements:

a) The gnclosure has to completely surround the entire module.
b) The gnclosure material has to be of a composition defined in the vendor documentation.
c) The gnclosure has to be production-grade. The vendor literature has to either show that.an enclosure|of
the spame material has been used commercially, or provide data to show that it ‘is, equivalent to| a
comnpercial product.
AS07.47: (Multiple chip embedded cryptographic modules — Levels 2, 3, and 4)
{If ASQ7.45 is not satisfied, then if} the enclosure includes any doors or_ removable covers, then the
doors or|covers shall be locked with pick-resistant mechanical locks ‘employing physical or logig¢al
keys {or AS07.48 shall be satisfied}.
Required|Vendor Information
VEQ7.47.91: The doors or covers included by the enclosure shall be locked with pick-resistant mechanigal
locks thafl employ physical or logical keys. The vendor documentation shall describe the locks and the
employed|physical or logical keys.

Required|Test Procedures

TEOQ7.47.Q1: The tester shall verify by inspection-and from the vendor documentation that the doors or covers
are locked with a pick-resistant lock that requirés a physical key or a logical key.

TE07.47.02: The tester shall attemptte-open the locked cover or door without use of the key and verify that
the cover pr door will not open withgut-signs of damage.

AS07.48: (Multiple chip embedded cryptographic modules — Levels 2, 3, and 4)

{If ASO7.45 is not satisfied and the enclosure includes any doors or removable covers withqut
matching| AS07.47, then they (i.e. the doors or removable covers)} shall be protected with tamper-
evident spals (e.g.-evidence tape or holographic seals) {and the group (AS07.47 and AS07.49) shall pe
satisfied}

Required|Vendor Information

VEO07.48.01: The vendor documentation shall describe the tamper-evident seals.
Required Test Procedures

TEO07.48.01: The tester shall verify by inspection and from the vendor documentation that the cover or door is
protected with a tamper-evident seal such as evidence tape or a holographic seal.

TEO07.48.02: The tester shall verify that the cover or door cannot be opened without breaking or removing the
seal, and that the seal cannot be removed and later replaced.

AS07.49: (Multiple chip embedded cryptographic modules — Levels 3 and 4)

The following requirements shall apply to multiple-chip embedded cryptographic modules for Security
Level 3.
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NOTE This assertion is tested in AS07.50 or AS07.51.

AS07.50: (Multiple chip embedded cryptographic modules — Levels 3 and 4)

{Either} the multiple-chip embodiment of the circuitry within the cryptographic module shall be
covered with a hard coating or potting material (e.g. a hard epoxy material) {or AS07.51 shall be
satisfied} such that attempts at removal or penetration of the enclosure will have a high probability of
causing serious damage to the module (i.e., the module will not function).

Required Vendor Information

Vi07.50.01: The vendor documentation shall provide design documentation for the hard coating.|or potting
material.

VE07.50.02: The vendor documentation shall provide documentation regarding the opacity characieristics of
th¢ hard coating or potting material.

Required Test Procedures

TBO07.50.01: The tester shall verify that the vendor documentation specifies the hard coating for potting
material.

THO07.50.02: The tester shall verify by inspection and from,the vendor documentation the opacity
chiracteristics of the hard coating or potting material.

TR07.50.03: The tester shall verify by inspection and from the. vendor documentation that the hard [coating or
potting material cannot be removed or penetrated without having a high probability of causing serioys damage
to the module.

A$07.51: (Multiple chip embedded cryptographic modules — Levels 3 and 4)

{Iff AS07.50 does not apply,} the moduleshall be contained within a strong enclosure such that
attempts at removal or penetration of the enclosure will have a high probability of causing serious
damage to the module (i.e., the module will not function).

Required Vendor Information

VBO07.51.01: The vendor documentation shall provide supporting design documentation for the strong
losure. The module-shall be entirely contained within a strong enclosure. The enclosurg shall be
igned such that attempts to remove it will have a high probability of causing serious damage to the circuitry
within the module (i.e.;the module does not function).

VE07.51.02: If the-‘enclosure contains any doors or removable covers, then the module shall contgin tamper
response and\Zeroisation circuitry and the vendor shall provide supporting design documentatipn for the
tamper response and zeroisation circuitry.

Required Test Procedures

TEO07.51.01: The tester shall verify that the vendor documentation specifies whether the enclosure contains
any doors or removable covers and whether a maintenance access interface is specified, then the module
shall contain tamper response and zeroisation circuitry.

TEO07.51.02: If the enclosure contains any doors or removable covers, or if a maintenance access interface is
specified, then the tester shall verify that the vendor documentation specifies that the module zeroises all
plaintext CSPs when a door or cover is removed or if the maintenance access interface is accessed.

TEQ07.51.03: The tester shall verify that the vendor documentation specifies which requirement option in
VEO07.51.01 and VEQ7.51.02 is implemented and provides design documentation.

TEOQ07.51.04: The tester shall verify by inspection and from the vendor documentation that the tamper
response and zeroisation circuitry remains operational when plaintext CSPs are contained within the module.
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TEOQ07.51.05: The tester shall verify by inspection and from the vendor documentation that the enclosure
cannot be removed or penetrated without having a high probability of causing serious damage to the module.

TEOQ07.51.06: The tester shall verify the strength of the enclosure by attempting to access the underlying
circuitry and verifying that the enclosure is not easily breached. The tester shall verify by inspection and from
the vendor documentation that the enclosure cannot be removed.

TEOQ7.51.07: If the strong enclosure has doors or removable covers, or if a maintenance access interface is
specified, the tester shall verify from the vendor documentation that the module zeroises all plaintext CSPs
when a cover or door is removed.

TEO07.51.Q8: If the enclosure has doors or removable covers, or if a maintenance access interface is specifigd,
the tester|shall test that the module zeroises all plaintext CSPs when a cover or door is removed ©y if the
maintenarjce access interface is accessed.

TEOQ7.51.Q9: The tester shall test that the enclosure cannot be removed or penetrated without\having a high
probability of causing serious damage to the module.

AS07.52: (Multiple chip embedded cryptographic modules — Level 4)

The folloying requirements shall apply to multiple-chip embedded cryptographic modules for Securjty
Level 4.

NOTE This assertion is tested in AS07.53 through AS07.59.

AS07.53: (Multiple chip embedded cryptographic modules — Level 4)

The moduile components shall be within a strong or hard conformal or non-conformal enclosure.
Required|Vendor Information

VEO07.53.Q1: The module shall be contained withinca tamper detection envelope that will detect tampering
attacks ag@ainst the potting material or enclosure.™ The vendor documentation shall describe the tamper

detection envelope design.

Required|Test Procedures

TEO07.53.Q1: The tester shall verify from the vendor documentation and by inspection that the module contains
a tamper g@letection envelope that-surrounds the module components. This barrier shall be designed such that
any breach by means such ag-drilling, milling, grinding, or dissolving to access the module components can
be detectgd by monitoring cemponents in the module.

AS07.54: (Multiple chip‘embedded cryptographic modules — Level 4)

The enclpsure shall be encapsulated by a tamper detection envelope (e.g. a flexible mylar printrd
circuit with a, serpentine geometric pattern of conductors or a wire-wound package or a non-flexib|

milling, drinding, burning, me
sufficient for accessing SSPs}.

NOTE This assertion is not separately tested. Tested in AS07.55.

AS07.55: (Multiple chip embedded cryptographic modules — Level 4)

{The enclosure shall be encapsulated by a tamper detection envelope (e.g. a flexible mylar printed
circuit with a serpentine geometric pattern of conductors or a wire-wound package or a non-flexible,
brittle circuit or a strong enclosure)} that shall detect tampering by means such as cutting, drilling,
milling, grinding, burning, melting, or dissolving of the potting material or enclosure to an extent
sufficient for accessing SSPs.

Required Vendor Information
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VEO07.55.01: The module shall be contained within a tamper detection envelope that will detect tampering
attacks against the potting material or enclosure. The vendor documentation shall describe the tamper
detection envelope design.

Required Test Procedures

TEOQ7.55.01: The tester shall verify from vendor documentation and by inspection that the module contains a
tamper detection envelope that surrounds the module components. This barrier shall be designed such that
any breach by means such as drilling, milling, grinding, or dissolving to access the module components can
be detected by monitoring components in the module.

A$07.56: (Multiple chip embedded cryptographic modules — Level 4)

THe module shall contain tamper response and zeroisation circuitry {that shall contihwously monitor
the tamper detection envelope and, upon the detection of tampering, shall immediately zeroise all
urnprotected SSPs}.

NOTE This assertion is not separately tested. Tested in AS07.57 and AS07.58.
A$07.57: (Multiple chip embedded cryptographic modules — Level 4)
{The module shall contain tamper response and zeroisation circuitry} that shall continuously monitor
the tamper detection envelope {and, upon the detection of tampering, shall immediately zeroise all
urnprotected SSPs}.
Required Vendor Information
VEO07.57.01: The module shall contain tamper responsesand zeroisation circuitry that continuously monitors
the¢ tamper detection envelope for tampering, and upen the detection of tampering, shall zeroise a|l plaintext

C$Ps. The circuitry shall be operational whenevér plaintext CSPs are contained within the module. The
vepdor documentation shall describe the tamperfesponse and zeroisation design.

Required Test Procedures

THRO07.57.01: The tester shall verify flrom'the vendor documentation that the module contains tamper response
and zeroisation circuitry that continuously monitors the tamper detection envelope; detects any preach by
means such as drilling, millings-grinding or dissolving any portion of the envelope; and then zgroises all
plaintext CSPs.

A$07.58: (Multiple chiprembedded cryptographic modules — Level 4)
{The module shatleontain tamper response and zeroisation circuitry that shall continuously monitor
the tamper detection envelope } and upon the detection of tampering, shall immediately zeroise all

unprotected SSPs.

Required-Vendor Information

VEQZ58.01: The module shall contain tamper response and zeroisation circuitry that continuously monitors
the tamper detection envelope for tampering, and upon the detection of tampering, shall zeroise all plaintext
CSPs. The vendor documentation shall describe the tamper response and zeroisation design.

Required Test Procedures

TEQ7.58.01: The tester shall breach the tamper detection envelope barrier and then verify that the module
zeroises all plaintext CSPs.

AS07.59: (Multiple chip embedded cryptographic modules — Level 4)

The tamper response circuitry shall remain operational when unprotected SSPs are contained within
the cryptographic module.

NOTE This assertion is not separately tested.
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6.7.3.3  Multiple-chip standalone cryptographic modules

NOTE In addition to the general security requirements specified in 7.7.2 of ISO/IEC 19790:2012/Cor.1:2015, the
following requirements AS07.60 to ASQ07.71 are specific to multiple-chip standalone cryptographic modules.

AS07.60: (Multiple-chip standalone cryptographic modules — Levels 1, 2, 3, and 4)

The cryptographic module shall be entirely contained within a metal or hard plastic production-grade
enclosure that may include doors or removable covers.

Required Mendorinformation

VEO07.60.01: The module shall be entirely contained within a metal or hard plastic production-grade enclosyre
that may include removable covers or doors. The vendor documentation shall describe the enclosure and fits
hardness tharacteristics.

Required|Test Procedures

TEO07.60.91: The tester shall verify by inspection and from the vendor documentation that the module|is

contained|within an enclosure that meets the following requirements:

a) The gnclosure has to completely surround the entire module.
b) The gnclosure material has to be of a composition defined in the vendor documentation.
c) The gnclosure has to be production-grade. The vendor literature. has to either show that an enclosure|of

the spme material has been used commercially, or provide-data to show that it is equivalent to| a
comnpercial product.

AS07.61: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

The follgwing requirements shall apply to multiple-chip standalone cryptographic modules for
Security Level 2.

NOTE This assertion is tested in AS07.62 of AS07.63.
AS07.62: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)
If the enclosure of the cryptographic module includes any doors or removable covers, then the dodrs

or coverqg shall be locked with_pick-resistant mechanical locks employing physical or logical keys {or
ASO07.63 ghall apply}.

Required|Vendor Information
VEQ7.62.Q1: If the.enclosure includes any removable covers or doors, then either they shall be locked wjth

pick-resistant mechanical locks that employ physical or logical keys. The vendor documentation shall
describe fick-resistant mechanical locks that employ physical or logical keys.

Required Test Procedures

TE07.62.01: The tester shall verify whether the enclosure contains any removable covers or doors. The tester
shall verify that each cover or door is locked with a pick-resistant lock that requires a physical key or a logical
key. The tester shall attempt to open the locked cover or door without use of the key and verify that the cover
or door will not open without signs of damage.

AS07.63: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

{If AS07.62 is not satisfied, then the doors or covers} shall be protected with tamper-evident seals (e.g.
evidence tape or holographic seals).

Required Vendor Information
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VEO07.63.01: If the enclosure is protected via tamper-evident seals such as evidence tape or holographic seals,
the vendor documentation shall describe the tamper-evident seals.

Required Test Procedures
TEQ07.63.01: The cover or door is protected with a seal such as evidence tape or a holographic seal. The
tester shall verify that the cover or door cannot be opened without breaking or removing the seal, and that the

seal cannot be removed and later replaced.

AS07.64: (Multiple-chip standalone cryptographic modules — Levels 3 and 4)

ThHe following requirements shall apply to multiple-chip standalone cryptographic nmogules for
Sqcurity Level 3.

NQTE This assertion is tested in AS07.65.
A$07.65: (Multiple-chip standalone cryptographic modules — Levels 3 and 4)
THe module shall be contained within a strong enclosure such that attempts at removal or penetration

of|the enclosure will have a high probability of causing serious damage,to the module (i.e. the module
will not function).

Required Vendor Information

VH07.65.01: The vendor documentation shall provide supporting design documentation for the strong
enclosure. The module shall be entirely contained withiana strong enclosure. The enclosure shall be
designed such that attempts to remove it will have a high prebability of causing serious damage to the circuitry

VE07.65.02: If the enclosure contains any doors orremovable covers, then the module shall contain tamper
response and zeroisation circuitry and thevendor documentation shall provide supportirlg design

TBO07.65.01: The tester shall verify that the vendor documentation specifies whether the enclosurg¢ contains
any doors or removable coverStand whether a maintenance access interface is specified, then the module
shill contain tamper response.and zeroisation circuitry.

TR07.65.02: If the enclosure contains any doors or removable covers, or if a maintenance access interface is
specified, then the tester shall verify that the vendor documentation specifies that the module z¢roises all

TRO07.65.03:~The tester shall verify that the vendor documentation specifies which requirement| option in
VEO07.65.01.and VE07.65.02 is implemented and provides design documentation.

e tamper
module.

TEOQ7.65.05: The tester shall verify by inspection and from the vendor documentation that the enclosure
cannot be removed or penetrated without having a high probability of causing serious damage to the module.

TEQ07.65.06: The tester shall verify the strength of the enclosure by attempting to access the underlying
circuitry and verifying that the enclosure is not easily breached. The tester shall verify by inspection and from
the vendor documentation that the enclosure cannot be removed.

TEOQ7.65.07: If the strong enclosure has doors or removable covers, or if a maintenance access interface is

specified, the tester shall verify from the vendor documentation that the module zeroises all plaintext CSPs
when a cover or door is removed.
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TEQ7.65.08: If the enclosure has doors or removable covers, or if a maintenance access interface is specified,
the tester shall test that the module zeroises all plaintext CSPs when a cover or door is removed or if the
maintenance access interface is accessed.

TEOQ7.65.09: The tester shall test that the enclosure cannot be removed or penetrated without having a high
probability of causing serious damage to the module.

AS07.66:

(Multiple-chip standalone cryptographic modules — Level 4)

The following requirements shall apply to multiple-chip standalone cryptographic modules for

Security |
NOTE
AS07.67:

The encld
detection

other ta
7.7.3.2S

Required
VEO07.67.(

use of ta
envelope
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TEO07.67.0
enclosure
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the enclos

AS07.68:

The tampﬁr detection mechanisms.\shall respond to attacks such as cutting, drilling, milling, grindin

burning,
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AS07.69:
The cry

continuo
immediat
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cever4:

This assertion is tested in AS07.67 through AS07.72.

(Multiple-chip standalone cryptographic modules — Level 4)

curity Level 4.
Vendor Information
1: The enclosure or potting material shall be encapsulated<byva tamper detection envelope by t
mper detection mechanisms. The vendor documentation “shall describe the tamper detecti
lesign.

Test Procedures

or potting material contains tamper detection mechanisms, which shall form a tamper detecti
hat protects the module components. . The mechanisms shall be designed such that any breach

ure or potting material to access the:module components can be detected.

(Multiple-chip standalone cryptographic modules — Level 4)

elting, or dissolving to-an extent sufficient for accessing SSPs.
This assertion is tested-as part of AS07.71.
(Multiple-chip.standalone cryptographic modules — Level 4)
ographic /module shall contain tamper response and zeroisation capability {that sh

sly monitor the tamper detection envelope and, upon the detection of tampering, sh
bly“zeroise all unprotected SSPs}.

sure of the cryptographic module shall contain a tamper detection envelope) that use tamper
mechanisms such as cover switches (e.g. micro-switches, magnetic Hall ‘effect switches,
permanejtt magnetic actuators, etc.), motion detectors (e.g. ultrasonic, infrared, or microwave),

or

per detection mechanisms as described in {ISO/IEC 19790:2012/Cor.1:2015 subclauge}

1: The tester shall verify from the vendor“documentation and by inspection that the module

bn
of

9,

NOTE

AS07.70:

This assertion is tested as part of AS07.71.

(Multiple-chip standalone cryptographic modules — Level 4)

{The cryptographic module shall contain tamper response and zeroisation capability} that shall
continuously monitor the tamper detection envelope {and, upon the detection of tampering, shall
immediately zeroise all unprotected SSPs}.

NOTE

AS07.71:
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{The cryptographic module shall contain tamper response and zeroisation capability that shall
continuously monitor the tamper detection envelope} and, upon the detection of tampering, shall
immediately zeroise all unprotected SSPs.

Required Vendor Information

VEO07.71.01: The module shall contain tamper response and zeroisation circuitry that continuously monitors
the tamper detection envelope for tampering, and upon the detection of tampering, shall zeroise all plaintext

SSPs.

ve

ndor documentation shall describe the tamper response and zeroisation design.

The circuitry shall be operational whenever plaintext SSPs are contained within the module. The

Required Test Procedures

THO07.71.01: The tester shall verify from the vendor documentation that the module contains tamper response
and zeroisation circuitry that continuously monitors the tamper detection envelope; deteets any preach by
means such as drilling, milling, grinding or dissolving any portion of the envelope; ‘and then zg¢roises all
plaintext SSPs.

THRO07.71.02: The tester shall breach the tamper detection envelope barrier @and then verify that the module
zefoises all t plaintext SSPs.

A$07.72: (Multiple-chip standalone cryptographic modules — Level. 4)

THe tamper response and zeroisation capability shall remainmoperational when unprotected [SSPs are
cdntained within the cryptographic module.

NOTE This assertion is tested as part of AS07.71.

6.7.4 Environmental failure protection/testing

6.7.4.1 Environmental failure protection/testing general requirements

NOTE A cryptographic module is not required to employ environmental failure protection features or undengo
enyironmental failure testing for Security Levels 1 and 2.

A$07.73: (Environmental failure protection/testing — Level 3)

A module shall either employ environmental failure protection (EFP) features {AS07.75 to AS(7.77} or

un

Required Vendor Ihformation

VH

a)

dergo environmental failure testing (EFT) {AS07.78 to AS07.86}.

07.73.01: Thé vendor shall use either of the following:

EFP features; or

b)

EFT

as specified in 7.7.4 of ISO/IEC 19790:2012/Cor.1:2015, to ensure that the following four unusual
environmental conditions or fluctuations (accidental or induced) outside of the module’s normal operation
range will not compromise the security of the module:

a)

b)

Low temperature
High temperature
Large negative voltage

Large positive voltage
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The vendor shall choose to use EFP or EFT for each condition, but each choice is independent of the choices
for the other conditions. The vendor shall provide corresponding supporting EFP/EFT documentation for each

condition,

Required

specifying how the selected approach is used.

Test Procedures

TEOQ7.73.01 The tester shall verify that the documentation states EFP/EFT selection for each condition and
how the specified approach is used.

AS07.74:

A module shall employ environmental failure protection (EFP) features.

NOTE  This assertion is tested in AS07.75 through AS07.77.

6.7.4.2

AS07.75:

Environnjental failure protection (EFP) features shall protect a cryptographi¢ module against unusy

environ
range th

NOTE
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The cryp
voltage a

NOTE

AS07.77:

If the tenperature or voltage falls outside of the cryptographic module’s normal operating range, t

protectio

— shutdown the module to prevent'further operation,

or

— immgdiately zeroisé all unprotected SSPs.

Required

VEOQ7.77.Q1: Jf EFP is chosen for a particular condition, the module shall monitor and correctly respond

fluctuation
condition.

(Environmental failure protection/testing — Level 4)

Environmental failure protection features

(Environmental failure protection features — Levels 3 and 4)

ntal conditions (accidental or induced) when outside of the -module’s normal operati
can compromise the security of the module.
This assertion is tested as part of AS07.77.

(Environmental failure protection features — Levels 3 and 4)

fographic module shall monitor and correctly.téspond when operating temperature a
e outside of the specified normal operating ranges.

This assertion is tested as part of AS07.77.

(Environmental failure protection features — Levels 3 and 4)

h capability shall either:

Vendor Information
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is determined to be outside of the module’s normal operating range, the protection circuitry shall either:

a) Shut down the module; or

b) Zeroise all plaintext SSPs

on

Documentation shall state which of these approaches was chosen and provide a specification description of
the EFP features implemented within the module.

Required
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TEQ7.77.01: The tester shall configure the environmental condition (ambient temperature and voltage) close
to the appropriate extreme of the normal operating range specified for the module, and verify that the module
continues to perform within normal operating parameters.

TEQ7.77.02: The tester shall extend the temperature and voltage outside of the specified normal range and
verify that the module either shuts down to prevent further operations or zeroises all plaintext SSPs.

TEOQ7.77.03: If the module is designed to zeroise all plaintext SSPs, and the module was still operational after
returning to the normal environmental range, the tester shall perform services that require SSPs and verify
that the module does not perform these services.

6.7.4.3 Environmental failure testing procedures

A$07.78: (Environmental failure testing procedures — Level 3)
Enjvironmental failure testing (EFT) shall involve a combination of analysis, simulation, and testing of
a |cryptographic module to provide reasonable assurance that the environmental cpnditions
(agcidental or induced) when outside the module's normal operating ranges for temperature and
vditage will not compromise the security of the module.

NOTE This assertion is tested as part of AS07.81.

A$07.79: (Environmental failure testing procedures — Level 3)

ERT shall demonstrate that, if the operating temperature or'voltage falls outside the normal pperating
raphge of the module resulting in a failure, {at no time shallthe security of the cryptographic module be
campromised}.

NOTE This assertion is tested as part of AS07.81.

A$07.80: (Environmental failure testing procedures — Level 3)
{EFT shall demonstrate that, if the operating temperature or voltage falls outside the normal pperating
raphge of the module resulting in a failure,} at no time shall the security of the cryptographic module be
cgdmpromised.

NOTE This assertion is tested'as part of AS07.81.

A$07.81: (Environmental failure testing procedures — Level 3)
ThHe temperature range to be tested shall be from a temperature within the normal pperating
temperature range-to the lowest (i.e. coldest) temperature that either (1) shutdown the module to
prevent furthet/operation or (2) immediately zeroise all unprotected SSPs; and from a temperature

within the normal operating temperature range to the highest (i.e. hottest) temperature that|either (1)
shuts down.or goes into an error state or (2) zeroises all unprotected SSPs.

Required Vendor Information

VEO07.81.01: If EFT is chosen for a particular condition, the module shall be tested within the temperature
range specified in AS07.82, and voltage ranges specified in AS07.85 and AS07.86. The module shall either:

a) Continue to operate normally; or
b) Shut down; or
c) Zeroise all plaintext SSPs

Documentation shall state which of these approaches was chosen and provide a specification description of
the EFT.

Required Test Procedures
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TEO07.81.01: The tester shall configure the environmental condition (ambient temperature and voltage) as
specified in AS07.82, AS07.85 and AS07.86, and verify that the module either continues to operate normally,
or shuts down to prevent further operations, or zeroises all plaintext SSPs.

TEOQ7.81.02: If the module is designed to zeroise all plaintext SSPs, and the module was still operational after
returning to the normal environmental range, the tester shall perform services that require keys and verify that
the module does not perform these services.

AS07.82: (Environmental failure testing procedures — Level 3)

O O = O o

The tem
Fahrenheit); {however, the test shall be interrupted as soon as either (1) the module is shutdown:|to
prevent flirther operation, (2) all unprotected SSPs are immediately zeroised or (3) the module.enterg a
failure state}.

NOTE This assertion is tested as part of AS07.81.

AS07.83: [Environmental failure testing procedures — Level 3)

o

{The temperature range to be tested shall be from - 100° to + 200° CelSius (- 150° to + 400
Fahrenhejt);} however, the test shall be interrupted as soon as either (1).the module is shutdown |to
prevent further operation, (2) all unprotected SSPs are immediately zeroised or (3) the module enters a
failure state.

NOTE This assertion is tested as part of AS07.81.

AS07.84: (Environmental failure testing procedures — Level 3)

Temperature shall be monitored internally at the sensitive components and critical devices and not
just at the physical boundary of the module.

NOTE This assertion is tested as part of AS07.81.

AS07.85: ([Environmental failure testing procedures — Level 3)
The voltage range tested shall be gradually decreasing from a voltage within the normal operating
voltage range to a lower voltage that.either (1) shuts down the module to prevent further operation jor
(2) immedgiately zeroises all unprotected SSPs; {and shall be gradually increasing from a voltage
within thg normal operating voltage range to a higher voltage that either (1) shuts down the modulejto
prevent flirther operation or (2).immediately zeroises all unprotected SSPs}.
NOTE This assertion is-tested as part of AS07.81.

AS07.86: (Environmental failure testing procedures — Level 3)

{The volthge range tested shall be gradually decreasing from a voltage within the normal operatipng
voltage rgange.to a lower voltage that either (1) shuts down the module to prevent further operation |or
(2) immetiately zeroises _all unprotected SSPs;} and shall be gradually increasing from a voltape
within the normal operating voltage range to a higher voltage that either (1) shuts down the module to
prevent further operation or (2) immediately zeroises all unprotected SSPs.

NOTE This assertion is tested as part of AS07.81.

6.8 Non-invasive security

AS08.01: (Non-invasive security — Levels 1, 2, 3, and 4)

Non-invasive attack mitigation techniques implemented by the cryptographic module to protect the
module’s SSPs that are not referenced in {ISO/IEC 19790:2012/Cor.1:2015} Annex F shall meet the
requirements in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.12.

NOTE This assertion is not separately tested. It is tested as part of AS12.01 through AS12.04.
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AS08.02: (Non-invasive security — Levels 1, 2, 3, and 4)

Non-invasive attack mitigation techniques implemented by the cryptographic module to protect the
module’s SSPs that are referenced in {ISO/IEC 19790:2012/Cor.1:2015} Annex F shall meet the
following requirements.

NOTE This assertion is not separately tested.

AS08.03: (Non-invasive security — Levels 1, 2, 3, and 4)

.2.8 shall

Required Vendor Information

VE08.03.01: The vendor shall provide the documentation requirements as ,Specified in|A.2.8 of
ISP/IEC 19790:2012/Cor.1:2015.

Required Test Procedures

TH08.03.01: The tester shall verify that the vendor provides documentation as specified in A.2.8 of
ISP/IEC 19790:2012/Cor.1:2015.

A$08.04: (Non-invasive security — Levels 1, 2, 3, and 4)

Dagcumentation shall specify all of the mitigation techniques employed to protect the module’s CSPs
frgm the non-invasive attacks referenced in {ISO/IEC 19790:2012/Cor.1:2015} Annex F.

Required Vendor Information

VE08.04.01: The vendor shall provide supportingsdocumentation which specifies all of the mitigation
te¢hniques employed to protect the module’s/€SPs from the non-invasive attacks specified in
{ISO/IEC 19790:2012/Cor.1:2015} Annex F.

Required Test Procedures

THR08.04.01: The tester shall vérify that the vendor provides supporting documentation which spedifies all of

the¢ mitigation techniques employed to protect the module’s CSPs from the non-invasive attacks specified in
{ISO/IEC 19790:2012/C0r.1:2015} Annex F.

A$08.05: (Non-invasive security — Levels 1, 2, 3, and 4)
Dagcumentation shall include evidence of the effectiveness of each of the attack mitigation te¢hniques.
Required Vendor Information

VE08.05.01: The vendor shall specify in the documentation the effectiveness of the mitigation technifjues.

Required Test Procedures

TEO08.05.01: The tester shall verify that the vendor provides documentation that specifies the effectiveness of
the mitigation techniques.

AS08.06: (Non-invasive security — Level 3)

The cryptographic module shall be tested to meet the approved non-invasive attack mitigation test
metrics for Security Level 3 as specified in {ISO/IEC 19790:2012/Cor.1:2015} Annex F.

Required Vendor Information

VE08.06.01: The vendor shall provide documentation that the module meets the approved non-invasive attack
mitigation test metrics for Security Level 3.
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Required

Test Procedures

TEO08.06.01: The tester shall verify that the vendor provides documentation that the module meets the
approved non-invasive attack mitigation test metrics for Security Level 3.

AS08.07:

(Non-invasive security — Level 4)

The cryptographic module shall be tested to meet the approved non-invasive attack mitigation test
metrics for Security Level 4 as specified in {ISO/IEC 19790:2012/Cor.1:2015} Annex F.

Required

VE08.07.(
mitigation

Required

TEO08.07.(
approved

6.9 Sens

6.9.1 Sensitive security parameter management general requirements

AS09.01:

CSPs shill be protected within the module from unauthorised access, use, disclosure, modificatig

and subs
Required
VE09.01.(
Protection
disclosure]

Required

TE09.01.G

tester shall verify that the documentation describes how these CSPs are protected from unauthorised acce

use, disclq

TE09.01.0
CSPs for
access.

TE09.01.G

\L ol Laf. FH
Y OTIUVT TTiivrimmiativit

1: The vendor shall provide documentation that the module meets the approved non-invasivéattg
test metrics for Security Level 4.

Test Procedures

1: The tester shall verify that the vendor provides documentation that the module meets {
non-invasive attack mitigation test metrics for Security Level 4.

tive security parameter management

(Sensitive security parameter management — Levels 1,2, 3, and 4)

titution.

Vendor Information

1: The vendor documentation shall deseribe the protection of all CSPs internal to the modu
shall include the implementation of mechanisms that protect against unauthorised access, us
, modification, and substitution.

Test Procedures

1: The tester shall check-the vendor documentation that describes the protection of CSPs. T,
sure, modification, and substitution.

2: The testerShall attempt to access (by circumventing the documented protection mechanisms)

vhich the tester is not authorised to access. To meet this assertion the module is required to deny

3. The tester shall attempt to modify CSPs using any method not specified by the vendor

ck

n,

e.
be,

document

ation.

NOTE

CSPs encrypted using a non-approved algorithm or proprietary algorithm or method are considered

plaintext form, within the scope of this International Standard.

AS09.02:

(Sensitive security parameter management — Levels 1, 2, 3, and 4)

PSPs shall be protected within the module against unauthorised modification and substitution.

Required

Vendor Information

in

VE09.02.01: The vendor documentation shall describe the protection of all PSPs against unauthorised
modification and substitution.

Required
90

Test Procedures
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TE09.02.01: The tester shall verify that the vendor documentation describe how the PSPs are protected from
unauthorised modification, and substitution.

TE09.02.02: The tester shall attempt to modify all PSPs using any method not specified by the vendor
documentation and shall attempt to enter them into the module.

AS09.03: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

A module shall associate an SSP which is generated, entered into or output from the module with the
entity (i.e. person, group, role, or process) to which the SSP is assigned.

quired Vendor Information

09.03.01: The documented SSP procedures shall describe the mechanisms or procedures‘used|to ensure
t each SSP is associated with the correct entity.

quired Test Procedures

09.03.01: The tester shall verify the documented SSP entry/output procedures-that the procedurgs address
an entered or output SSP is associated with the correct entity.

09.03.02: For each SSP that can be entered, the tester shall first enter'the SSP while assuming the correct
ity. The tester shall then verify that entry is not possible when assuming an incorrect entity.

09.03.03: For each SSP that can be output, the tester shall<irst output the SSP while assuming the correct
ity. The tester shall then verify that output is not possible wWhen assuming an incorrect entity.

o -

09.04: (Sensitive security parameter management~ Levels 1, 2, 3, and 4)

A
Hash values of passwords, RBG state information and intermediate key generation valueq shall be
cdnsidered as CSPs.

Required Vendor Information

VE09.04.01: The vendor shall provide)documentation that hash values of passwords, RBG state ipnformation
and intermediate key generation values are defined as CSPs.

Required Test Procedures

TH09.04.01: The testef-shall verify that the vendor provides documentation that hash values of passwords,
RBG state informationand intermediate key generation values are defined as CSPs.

TB09.04.02: Thetester shall verify that the vendor provided Security Policy defines any hash|values of

be provided.

.2.9 shall

Required Vendor Information

VE09.05.01: The vendor shall provide the documentation requirements as specified in A.2.9 of ISO/IEC
19790:2012/Cor.1:2015.

Required Test Procedures

TE09.05.01: The tester shall verify that the vendor provides documentation as specified in A.2.9 of ISO/IEC
19790:2012/Cor.1:2015.
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6.9.2 Random bit generators
NOTE A cryptographic module can contain RBGs, a chain of RBGs, or can be solely an RBG.
AS09.06: (Random bit generators — Levels 1, 2, 3, and 4)

If an approved security function, SSP generation or SSP establishment method requires random
values, then an approved RBG shall be used to provide these values.

NOTE Approved RBGs are listed in ISO/IEC 19790:2012/Cor.1:2015 Annex C.

Required|Vendor Information

VE09.06.Q1: The vendor shall provide the list of all RBGs used in approved security functions, SSP generatipn
or SSP establishment methods within the cryptographic module and their precise usage.

VE09.06.02: The vendor shall provide documentation that any random values used bycapproved secuility
functions, [SSP generation or SSP establishment method are provided from an approved RBG.

Required|Test Procedures

TE09.06.Q1: The tester shall verify that all RBGs used by approved security fufictions, SSP generation or S§P
establishment methods are documented and their usage defined.

TE09.06.02: The tester shall verify from the vendor provided documentation that the implemented RBGs usgd
by approyed security functions, SSP generation or SSP establishment methods are compliant with the
approved RBGs listed in ISO/IEC 19790:2012/Cor.1:2015 Annex €.
TE09.06.43: The tester shall verify from the vendor provided*documentation that any random values used py
approved [security functions, SSP generation or SSP establishment method are provided from an approved
RBG.
AS09.07: (Random bit generators — Levels 1, 2; 3,’and 4)

If entropy is collected from outside the cryptographic boundary of the module, the data stream
generated using this entropy input shall be considered a CSP.

Required|Vendor Information

VE09.07.Q1: The vendor shall ‘provide documentation that the input datastream generated from entrgpy
collected from outside the cryptographic module's boundary is defined as a CSP.

Required|Test Procedures

TE09.07.Q1: The fester shall verify that the vendor provides documentation that the input datastream
generated| from‘entropy collected from outside the cryptographic module's boundary is defined as a CSP.

6.9.3 Sensitivesecurity parametergeneration

AS09.08: (Sensitive security parameter generation — Levels 1, 2, 3, and 4)
Compromising the security of the SSP generation method which uses the output of an approved RBG
(e.g. guessing the seed value to initialise the deterministic RBG) shall require at least as many
operations as determining the value of the generated SSP.

Required Vendor Information

VEO09.08.01: The vendor shall provide documentation that provides rationale stating how compromising the

security of the SSP generation method (e.g. guessing the seed value to initialise the deterministic RBG) shall
require at least as many operations as determining the value of the generated SSP.
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Required Test Procedures

TE09.08.01: The tester shall verify that the vendor provided documentation that provides rationale stating how
compromising the security of the SSP generation method (e.g. guessing the seed value to initialise the
deterministic RBG) shall require at least as many operations as determining the value of the generated SSP.

TE09.08.02: The tester shall verify the accuracy of any rationale provided by the vendor. The burden of proof
is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to produce
additional information as needed.

h an SSP

shall be generated using an approved SSP generation method Ilisted in |{ISO/IEC
19790:2012/Cor.1:2015} Annex D.

NQTE Approved sensitive security parameter generation methods are listed in ISO/IEC 19790:2012/Cor.1:2015

approved RBG or derived from an SSP entered into the module and used by an approved security function or

VE09.09.02: The vendor shall provide documentation that’SSPs generated by the module from |either the
output of an approved RBG or derived from an SSP (éntered into the module and used by an|approved
segurity function or SSP establishment method are generated using an approved SSP generation method.

TH09.09.01: The tester shall verify that allFSSPs generated by the module from either the oufput of an

TR09.09.02: The tester shall vetify from the vendor provided documentation that the implemented SSPs
generated by the module from.either the output of an approved RBG or derived from an SSP entergd into the
ma¢dule and used by an_approved security function or SSP establishment methods are compliant with the
approved SSP generation-methods listed in ISO/IEC 19790:2012/Cor.1:2015 Annex D.

6.9.4 Sensitivedsecurity parameter establishment

NQTE Sensitive security parameter establishment can consist of automated SSP transport or SSP [agreement
methods or.mahual SSP entry or output or output via direct or electronic methods.

A$09.10: (Sensitive security parameter establishment — Levels 1, 2, 3, and 4)

Automated SSP establishment shall use an approved method Ilisted in {ISO/IEC
19790:2012/Cor.1:2015} Annex D.

NOTE Approved sensitive security parameter establishment methods are listed in ISO/IEC 19790:2012/Cor.1:2015
Annex D.

Required Vendor Information

VE09.10.01: The vendor shall provide the list of all automated SSP establishment methods used in the
cryptographic module and their precise usage.

Required Test Procedures
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TE09.10.01: The tester shall verify that all automated SSP establishment methods are documented and their
usage defined.

TE09.10.02: The tester shall verify from the vendor provided documentation that the implemented automated
SSP establishment methods are compliant with the approved automated SSP establishment methods listed in
ISO/IEC 19790:2012/Cor.1:2015 Annex D.

AS09.11: (Sensitive security parameter establishment — Levels 1, 2, 3, and 4)

Manual SSP establishment shall meet the requirements of {ISO/IEC 19790:2012/Cor.1:2015 subclause}
7.9.5.

NOTE This assertion is tested as part of AS09.12 through AS09.24.

6.9.5 Sensitive security parameter entry and output

NOTE Sensitive security parameters can be manually entered into or output from a module either directly (4.g.
entered vig a keyboard or number pad, or output via a visual display) or electronically (e.g. via,a smart card/tokens, PC
card, otherlelectronic key loading device, or the module operating system).

AS09.12: (Sensitive security parameter entry and output — Levels 1, 2, 3, and4)

If SSPs are manually entered into or output from a module, the entry or output shall be through the
defined HMI, SFMI, HFMI or HSMI ({ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.3.2) interfaces.

NOTE This assertion is tested as part of AS03.04 through AS03.15.
AS09.13: (Sensitive security parameter entry and output — Lievels 1, 2, 3, and 4)

All cryptqggraphically protected SSPs, entered into or output from the module shall be encrypted usipng
an approyed security function.

Required|Vendor Information

VE09.13.01: The vendor documentation shdll specify all cryptographically protected SSPs which are enterged
into or output from the cryptographic module.

VE09.13.02: The vendor documentation shall state the encryption method used to cryptographically protéct
the SSPs which are entered into or‘eutput from the cryptographic module.

Required|Test Procedures

TE09.13.01: The testér~shall verify that the vendor has provided documentation specifying all the
cryptographically protected SSPs which are entered into and output from the cryptographic module.

TE09.13.02: The-tester shall verify that the vendor has provided documentation specifies the encryptipn
method us$ed to 'cryptographically protect the SSPs which are entered into or output from the cryptographic
module.

TE09.13.03: The tester shall verify that the encryption method used to cryptographically protect the SSPs
which are entered into or output from the cryptographic module is performed using an approved security
function.

NOTE For directly entered SSPs, the entered values can be temporarily displayed to allow visual verification and to
improve accuracy.

AS09.14: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

If encrypted SSPs are directly entered into the module, then the plaintext values of the SSPs shall not
be displayed.

Required Vendor Information
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VE09.14.01: The documented SSP entry mechanisms for encrypted SSPs shall preclude the display of their
plaintext values.

Required Test Procedures

TE09.14.01: The tester shall verify the documented SSP entry mechanisms for encrypted SSPs precludes the
display of their plaintext values during the encrypted SSP entry process.

TE09.14.02: The tester shall enter all encrypted SSPs and shall monitor the output interfaces of the module to

ve

rify that any resulting plaintext SSP values are not displayed.

A$09.15: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

Directly entered (plaintext or encrypted) SSPs shall be verified during entry into a module for

u
7.

N(

A$09.16: (Sensitive security parameter entry and output — Levels 1, 2,3;yand 4)

Td
re

Required Vendor Information

VH
se

VE
Cq

Required Test Procedures

TH

thé output of plaintext CSPs.

ing the conditional manual entry test specified in {ISO/IEC 19790:2012/Co(1:2015 s
0.3.5.

TE This assertion is tested as part of AS10.42 through AS10.46.

fuired in order to output any plaintext CSP.

09.16.01: If the module outputs any plaintext CSPs, the/vendor documentation shall describe
Fvices.

09.16.02: The finite state model and other vendor documentation shall indicate, for the output g
bPs, that two independent internal actions that'are required.

09.16.01: The tester shall verify from'the vendor documentation or finite state model that the mod

09.16.02: The tester shall verify the finite state model and other vendor documentation that thq
intext CSPs requires two-independent internal actions in order for the cryptographic module to
intext CSPs.

accuracy
Ibclause}

prevent the inadvertent output of sensitive information, two independent internal actions shall be

he output

f plaintext

ule allows

output of
putput the

09.16.03: The tester shall attempt to output plaintext CSPs without the module performing two independent

rnal actions./<~The module shall fail if the module allows the output of plaintext CSPs w
ependent-internal actions.

09.17:(Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

thout two

ese two independent internal actions shall be dedicated to mediating the output of the CSH

NOTE This assertion is not separately tested. Tested as part of AS09.16.

AS09.18: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

For electronic entry or output via a wireless connection; CSPs, key components and authentication
data shall be encrypted.

Required Vendor Information

VE09.18.01: If the module inputs or outputs CSPs, key components and authentication data via wireless
interfaces, the vendor documentation shall describe the wireless services.
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VE09.18.02: If the module inputs or outputs CSPs, key components and authentication data via wireless
interfaces, the vendor documentation shall describe the encryption methods employed to encrypt the CSPs,
key components and authentication data.

Required Test Procedures

TE09.18.01: The tester shall verify whether the module inputs or outputs CSPs, key components and
authentication data via wireless interfaces.

TE09.18.02: The tester shall verify that the encryption methods employed to encrypt the CSPs, key

b (] ) s s P (] - -l (]
componersandautentcation data are- approved encryptom metnods:

NOTE For Security Levels 1 and 2, plaintext CSPs, key components and authentication data can be entered gnd
output via|physical port(s) and logical interface(s) shared with other physical ports and logical interfaces of the
cryptograplic module.

AS09.19: (Sensitive security parameter entry and output — Levels 1, and 2)

For software modules or the software components of a hybrid software{module, CSPs, kpy
componehts and authentication data may be entered into or output in either'\encrypted or plaintgxt
form proyided that the CSPs, key components and authentication data shatl'be maintained within the
operational environment and meet the requirements of {ISO/IEC 19790:2012/Cor.1:2015 subclauge}
7.6.3.

Required|Vendor Information

VE09.19.Q1: For software modules or the software components af\a hybrid software module the vendor shall
provide dgcumentation that CSPs, key components and authentication data may be entered into or outpuf/in
either engrypted or plaintext form provided that the CSPs; Key components and authentication data 3gre
maintaineg within the operational environment and.wmeet the requirements in 7.6.3 of ISO/IEC
19790:2012/Cor.1:2015 {AS06.05 through AS06.29 as applicable}.

Required|Test Procedures

TE09.19.Q1: For software modules or the software components of a hybrid software module the tester shall
verify thafj the vendor provides documentation that CSPs, key components and authentication data may pe
entered irfto or output in either encrypted or plaintext form provided that the CSPs, key components apd
authenticdtion data are maintained within the operational environment and meet the requirements in 7.6.3|of
ISO/IEC 19790:2012/Cor.1:2015 {AS06.05 through AS06.29 as applicable}.

AS09.20: (Sensitive security parameter entry and output — Levels 3, and 4)

CSPs, key components and authentication data shall be entered into or output from the module either
encrypted or by a trasted channel.

NOTE This assertion is tested as part of AS09.13 or AS03.16 through AS03.22.

AS09.21: (Sensitive security parameter entry and output — Levels 3, and 4)

CSPs which are plaintext secret and private cryptographic keys shall be entered into or output from
the module using split knowledge procedures using a trusted channel.

Required Vendor Information
VE09.21.01: The vendor shall supply documentation specifying the split knowledge procedures employed by
the cryptographic module using a trusted channel for the input or output of plaintext secret and private

cryptographic keys.

Required Test Procedures
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TE09.21.01: The tester shall verify that the documentation specifying the split knowledge procedures
employed by the cryptographic module using a trusted channel for the input or output of plaintext secret and
private cryptographic keys matches the implementation.

TE09.21.02: The tester shall verify the split knowledge procedure splits the key into multiple key components,
with each key component individually sharing no knowledge of the original key.

TE09.21.03: The tester shall verify that a subset of the split knowledge components or all components are
required to be entered or output for each key.

vel 3 and

two key

cgmponents shall be required to reconstruct the original cryptographic keyg.

Required Vendor Information

VE09.22.01: The vendor documentation shall specify that identity-based “authentication is employef for each
separate key component.

Required Test Procedures

TR09.22.01: The tester shall verify that identity-based authentication is employed for each separate key
component.

A$09.23: (Sensitive security parameter entry and output — Level 3)
{If{the module employs split knowledge procedures, the module shall employ separate identjity-based
ogderator authentication for entering. orvoutputting each key component,} and at least| two key
camponents shall be required to reconstruct the original cryptographic key.

Required Vendor Information

VE09.23.01: The vendor doeumentation shall specify the number of components that are required tq construct
the original CSP.

Required Test Procedures

TR09.23.01: The'tester shall verify in the vendor documentation that the split knowledge procedure fequires at
legst two compoOnents to construct the original CSP.

TH09.23:02: The tester shall verify the vendor documentation that the output of CSPs under split kKnowledge
procedures does not result in the output of a single component that can be used to construct the oridinal CSP.

AS09.24: (Sensitive security parameter entry and output — Level 4)

The module shall employ multi-factor separate identity-based operator authentication for entering or
outputting each key component.

Required Vendor Information

VE09.24.01: The vendor documentation shall specify that multi-factor identity-based authentication is
employed for each separate key component.

Required Test Procedures

TE09.24.01: The tester shall verify that multi-factor identity-based authentication is employed for each
separate key component.
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TE09.24.02: The tester shall verify the multi-factor authentication method under AS04.59.

6.9.6 Se

AS09.25:

nsitive security parameter storage

(Sensitive security parameter storage — Levels 1, 2, 3, and 4)

A module shall associate every SSP stored within the module with the entity (e.g. operator, role, or
process) to which the SSP is assigned.

Required

Vendor Information

VE09.25.(
ensure thg

Required

TE09.25.G
stored key

TE09.25.0
cryptograf

AS09.26:
Access tqg
NOTE

AS09.27:
Modificat
Required

VE09.27.(
shall be p

Required

TE09.27.0
unauthoris

TE09.27.0
module ar

1: The vendor documentation on key storage shall describe the mechanisms or procedures used
t each key is associated with the correct entity.

Test Procedures

1: The tester shall verify the documentation on key storage that the procedures’ address how
is associated with the correct entity.

2: The tester shall modify the association of key and entity. The tester shall'then attempt to perfo
hic functions as one of the entities and shall verify that these functions.fail.

(Sensitive security parameter storage — Levels 1, 2, 3, and 4)
plaintext CSPs by unauthorised operators shall be prohibited.
This assertion is tested under AS09.01.

(Sensitive security parameter storage — Levels\1,°2, 3, and 4)
on of PSPs by unauthorised operators shalt be prohibited.
Vendor Information

1: The vendor shall provide documentation that modification of PSPs by unauthorised operatg
ohibited.

Test Procedures

1: The tester shallCverify that the vendor provides documentation that modification of PSPs
ed operators shall‘be prohibited.

2: The testerishall assume an unauthorised role and attempt to modify PSPs stored within f{
d verify that'this attempt fails.

6.9.7 S

nsitive security parameter zeroisation

m

AS09.28:

(Sensitive security parameter zeroisation — Levels 1, 2, 3, and 4)

A module shall provide methods to zeroise all unprotected SSPs and key components within the

module.

NOTE 1

NOTE 2

This assertion is tested AS09.30.

Temporarily stored SSPs and other stored values owned by the module should be zeroised when they are

longer needed for future use.

AS09.29:

(Sensitive security parameter zeroisation — Levels 1, 2, 3, and 4)

A zeroised SSP shall not be retrievable or reusable.

98
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Required Vendor Information
VE09.29.01: The vendor documentation shall specify how a zeroised SSP cannot be retrievable or reusable.
Required Test Procedures

TE09.29.01: The tester shall verify that the vendor provides documentation specifies how a zeroised SSP
cannot be retrievable or reusable.

TE09.29.02: The tester shall verify the accuracy of any rationale provided by the vendor. The burden of proof
is o the—vendor,ifthere—s—any uncertaimty or ambiguity;, the—tester stattrequirethe—vendor—tp produce

additional information as needed.

NQTE 1 Zeroisation of protected PSPs, encrypted CSPs, or CSPs otherwise physically or logically protectegd within an
adfitional embedded validated module (meeting the requirements of this International Standard) ishotrequired

NOTE 2  SSPs need not meet these zeroisation requirements if they are used exclusively'to reveal plaintext data to
prgcesses that are authentication proxies (e.g. a CSP that is a module initialisation key).

A$09.30: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)

THe cryptographic module shall perform the zeroisation of unprotected SSPs (e.g. overwriting with all
zeyos or all ones or with random data).

Required Vendor Information

VE09.30.01: The vendor documentation shall specify the fallowing SSPs zeroisation information:
a)| Zeroisation techniques

b)| Restrictions when plaintext SSPs can be zerdised

c)| Plaintext SSPs that are zeroised

d)| Plaintext SSPs that are not zeroised and rationale

e)| Rationale explaining how‘the zeroisation technique is performed in a time that is not syfficient to
compromise plaintext SSRs

Required Test Procedures

9.30.01 is
of proof is
additional

command.
pperations
using each of the plaintext SSPs that were stored in the module. The tester shall verify that each plaintext
SSPs cannot be accessed.

TE09.30.03: The tester shall initiate zeroisation and verify the key destruction method is performed in a time
that is not sufficient to compromise plaintext SSPs.

TE09.30.04: The tester shall verify that all plaintext SSPs that are not zeroised by the zeroise command are
either 1) encrypted using an approved algorithm, or 2) physically or logically protected within an embedded
validated cryptographic module (validated as conforming to ISO/IEC 19790:2012/Cor.1:2015).

AS09.31: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)

Zeroisation shall exclude the overwriting of an unprotected SSP with another unprotected SSP.
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Required Vendor Information

VE09.31.01: The vendor documentation shall specify that the zeroisation excludes the overwriting of an
unprotected SSP with another unprotected SSP.

Required Test Procedures

TE09.31.01: The tester shall verify that the vendor provided documentation specifies that the zeroisation
excludes the overwriting of an unprotected SSP with another unprotected SSP.

AS09.32: (Sensitive security parameter zeroisation—=tevets 2, 3;and4)

Temporary SSPs shall be zeroised when they are no longer needed.

Required|Vendor Information

VE09.32.Q1: The vendor documentation shall specify that temporary SSPs are zeroised‘when they are ho
longer negded.

Required|Test Procedures

TE09.32.Q1: The tester shall verify that the vendor provides documentation specifies that temporary SSPs 2
zeroised when they are no longer needed.

=1

e

AS09.33: [(Sensitive security parameter zeroisation — Levels 2, 3, and'4)
The module shall provide an output status indication when the zeroisation is complete.
Required|Vendor Information

VE09.33.01: The vendor documentation shall specify.that the module provides an output status indicatipn
when the keroisation is complete {AS03.11}.

Required|Test Procedures

TE09.33.01: The tester shall verify thatwuthe vendor provides documentation that specifies that the module
provides gn output status indication when‘the zeroisation is complete.

TE09.33.(02: The tester shall perform zeroisation and verify the status output indicator.
AS09.34] (Sensitive security- parameter zeroisation — Level 4)
The folloying requirements {ISO/IEC 19790:2012/Cor.1:2015 AS09.35 through AS09.37} shall be met:

NOTE This assertion is tested under AS09.35 through AS09.37.

AS09.35: (Sensitive security parameter zeroisation — Level 4)

Zeroisation shall be immediate and non-interruptible {and shall occur in a sufficiently small time
period so as to prevent the recovery of the sensitive data between the time zeroisation is initiated and
the actual zeroisation completed and {AS09.37 shall be met}}.

NOTE This assertion is tested in AS09.36.

AS09.36: (Sensitive security parameter zeroisation — Level 4)

{Zeroisation shall be immediate and non-interruptible} and shall occur in a sufficiently small time
period so as to prevent the recovery of the sensitive data between the time zeroisation is initiated and
the actual zeroisation completed and {AS09.37 shall be met}.

Required Vendor Information
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VE09.36.01: The vendor shall provide documentation that the module zeroisation is immediate and non-
interruptible and occurs in a sufficiently small time period so as to prevent the recovery of the sensitive data
between the time zeroisation is initiated and the actual zeroisation completed.

Required Test Procedures

TEQ09.36.01: The tester shall verify that the vendor provides documentation that the module zeroisation is
immediate and non-interruptible and occurs in a sufficiently small time period so as to prevent the recovery of
the sensitive data between the time zeroisation is initiated and the actual zeroisation completed.
E69-36-02Thetester-shatt pUI_fUIIII the-modute—zerotsation—The-test-shatt attemptto illtcllupt thre—zeroisation
process to prevent its completion in whole or part.

A$09.37: (Sensitive security parameter zeroisation — Level 4)

Al] SSPs shall be zeroised whether plaintext or cryptographically protected, such that the module is
returned to the factory state.

Required Vendor Information

VE09.37.01: The vendor shall provide documentation that all unprotected:SSPs are zeroised whethgr plaintext
or|cryptographically protected, such that the module is returned to the factory state.

Required Test Procedures

TR09.37.01: The tester shall verify that the vendor provides. documentation that all unprotected |SSPs are
zefoised whether plaintext or cryptographically protected, such that the module is returned to the factory state.

TR09.37.02: The tester shall perform the module zeroisation. The tester shall verify that the mpdule has
rejurned to the factory state.

6.10 Self-tests

6.10.1 Self-test general requirements

A$10.01: (Self-tests — Levels 1,2, 3, and 4)
Al] self-tests shall be performed, {and determination of pass or fail shall be made by the module,
without external contrals, externally provided input text vectors, expected output results, orf operator
infervention or whether the module will operate in an approved or non-approved mode}.

NOTE This assertion is not separately tested.

A$10.02: (Self-tests — Levels 1, 2, 3, and 4)

{All self-tests shall be performed,} and determination of pass or fail shall be made by the module,
without external controls, externally provided input text vectors, expected output results, oq operator
intervention or whether the module will operate in an approved or non-approved mode.

NOTE This assertion is not separately tested.
AS10.03: (Self-tests — Levels 1, 2, 3, and 4)

The pre-operational self-tests shall be performed and passed successfully prior to the module
providing any data output via the data output interface.

NOTE This assertion is tested as part of AS10.15.

AS10.04: (Self-tests — Levels 1, 2, 3, and 4)
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Conditional self-tests shall be performed when an applicable security function or process is invoked
(i.e. security functions for which self-tests are required).

NOTE This assertion is tested as part of AS10.25.

AS10.05: (Self-tests — Levels 1, 2, 3, and 4)

All self-tests identified in underlying algorithmic standards ({ISO/IEC 19790:2012/Cor.1:2015} Annexes
C through E) shall be implemented as applicable within the cryptographic module.

NOTE Fhis-assortion-is-tostod-aspartofAS10-06-

AS10.06: [(Self-tests — Levels 1, 2, 3, and 4)
All self-tests identified in addition or in lieu of those specified in the underlying algorithmic/standargds
({ISO/IEC|19790:2012/Cor.1:2015} Annexes C through E) shall be implemented as specified”in {ISO/IEC
19790:2012/Cor.1:2015} Annexes C through E for each approved security function, SSP establishmgnt
method and authentication mechanism.

NOTE This assertion is tested as part of AS10.01 through AS10.04.
AS10.07: [(Self-tests — Levels 1, 2, 3, and 4)

If a cryptpgraphic module fails a self-test, the module shall enter ancerror state {and shall output pn
error indifator as specified in {ISO/IEC 19790:2012/Cor.1:2015 subglause} 7.3.3}.

Required|Vendor Information
VE10.07.Q1: For each error condition, the vendor documentation shall provide the condition name, descriptipn
of the con(dition, the events that can produce the condition; and the actions necessary to clear the conditipn
and resunpe normal operation.
Required|Test Procedures
TE10.07.Q1: The tester shall verify the list of(Self-tests to include the following:
a) Pre-operational self-tests

1) HRre-operational software/firmware integrity test

2) Rre-operational bypass’test

3) Hre-operationdllcritical functions test

b) Cond|tional self-tests

1) (onditional cryptographic algorithm test

2) Conditional pair-wise consistency test

3) Conditional software/firmware load test

4) Conditional manual entry test

5) Conditional bypass test

6) Conditional critical functions test
TE10.07.02: The tester shall check that the information provided above is specified for each error condition.
TE10.07.03: The tester shall cause each error condition to occur and shall attempt to clear the error condition.

The tester shall verify that actions necessary to clear the error condition are consistent with the vendor
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documentation. If the tester cannot cause each error condition to occur, the tester shall verify the code listing
and or design documentation whether the actions necessary to clear each error condition are consistent with
the descriptions in the vendor documentation.

TE10.07.04: The tester shall verify that all self-tests are performed regardless if the cryptographic module
operates in an approved mode or non-approved mode.

TE10.07.05: The tester shall verify by inspection and from the vendor documentation that determination of
pass or fail of each self-test is made by the module, without external controls, externally provided input text
vectors, expected output results, or operator intervention.

A$10.08: (Self-tests — Levels 1, 2, 3, and 4)

{Ifla cryptographic module fails a self-test, the module shall enter an error state} and shall putput an
erfor indicator as specified in {ISO/IEC 19790:2012/Cor.1:2015 subclause} 7.3.3.

Required Vendor Information

VE10.08.01: The vendor shall document all error states associated with eachi&elf-test and shall indicate for
each error state the expected error indicator.

Required Test Procedures
TB10.08.01: The tester shall verify the vendor documentationtchieck that it lists every error state that the
maodule enters upon failure of a self-test, and indicates the etror’indicator associated with each drror state.
THe tester shall compare the list of error states to those defined in the finite state model (see A$11.10) to
verify that they agree.

THE10.08.02: By inspecting the vendor documentation'that specifies how each self-test handles ¢rrors, the
tester shall verify that:

a)| The module enters an error state upon failing a self-test.

b)] The error state is consistent with the.documentation and the finite state model.
c)| The module outputs an errorindicator.

d)[ The error indicator is consistent with the documented error indicator.
TH10.08.03: The testef-shall run each self-test and cause the module to enter every error state. TThe tester
shall compare the @bserved error indicator with the indicator specified in the vendor documentation. If they
arg not the sameythis test is failed.

A$10.09: (Self-tests — Levels 1, 2, 3, and 4)

The cryptographic module shall not perform any cryptographic operations or output controll and data
ViT the'control and data output interface while in an error state.

Required Vendor Information

VE10.09.01: The vendor documentation requirements are specified under VEO03.07.01, VE03.07.02,
VEO03.10.01 and VE03.10.02. The vendor design also shall ensure that cryptographic operations cannot be
performed while the module is in the error state.

Required Test Procedures

TE10.09.01: The tester shall verify that the inhibition of control and data output was performed under
TEO03.07.01, TE03.07.02, TE03.10.01, TE03.10.02 and TE03.10.05. The results of the verification shall
indicate that:

a) The vendor documentation shows that all control and data output via the control and data output interface
is inhibited whenever the module is in an error state.
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b) The module inhibits all control and data output when the module is in an error state.

TE10.09.02: The tester shall verify that the vendor documentation specifies that cryptographic functions are
inhibited while the module is in an error state.

TE10.09.03: The tester shall cause the module to enter the error state and verify that any cryptographic
operations that the tester attempts to initiate are prevented.

AS10.10: (Self-tests — Levels 1, 2, 3, and 4)

The cryp hi Hite—shat-rottti funeti Hitv—thatreh " 4 terorithm

that failed a self-test until the relevant self-test has been repeated and successfully passed.
Required|Vendor Information

VE10.10.Q1: The vendor shall provide design documentation that the cryptographic module cannet utilise any
functionality that relies upon a function or algorithm that failed a self-test until the relevant/self-test has begen
repeated and successfully passed.

Required|Test Procedures

TE10.10.91: The tester shall cause an error in a function or algorithm that,failed a self-test and initiatd a
functionality that utilise the function or algorithm and verify that the module cannot utilise this functionality.

TE10.10.92: The tester shall run each self-test and cause the module i0.enter every error state or a degraded
operation.| The tester shall exercise the cryptographic module, and“verify that the functionality cannot pe
utilised until the relevant self-test has been repeated and successfully-passed.

AS10.11: [(Self-tests — Levels 1, 2, 3, and 4)

module ghall be able to determine if the module‘has entered an error state implicitly through pn
unambiglyious procedure documented in the security policy ({ISO/IEC 19790:2012/Cor.1:2015} Anngex
B).

If a mod{le does not output an error status upon fajlure of a module self-test, the operator of the

Required|Vendor Information

VE10.11.Q1: If the module does not output an error status upon failure of the module self-test, the vendor
provided hon-proprietary security policy shall describe unambiguously the procedure to determine if the
cryptographic module has entered, an’error state.

Required|Test Procedures

TE10.11.Q1: The tester’shall run each self-test and cause the module to enter every error state. The tesjer
shall verify that the_module has entered the error state implicitly through the procedure documented in the
non-proprietary security policy.

AS10.12: [(Self-tests — Levels 3, and 4)

The module shall maintain an error log that is accessible by an authorised operator of the module.
Required Vendor Information

VE10.12.01: The vendor documentation shall specify the error logging functionality of the module including
types of recorded information in the error log (e.g. which self-test has failed, when the error occurred).

VE10.12.02: The vendor documentation shall describe the mechanism to maintain the integrity of the error log.

Required Test Procedures

TE10.12.01: The tester shall verify, from the vendor documentation, that an unauthorised operator cannot
access to the error log.
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TE10.12.02: The tester shall verify, from the vendor documentation, that the error logging functionality
provides information, at a minimum, the most recent error event.

NOTE This TE is to cover assertion AS10.13.

TE10.12.03: The tester shall cause the cryptographic module to enter an error state and verify that the
module generates the error log, at a minimum, for the most recent error event.

TE10.12.04: The tester shall access the error log without assuming any authenticated role supported by the
cryptographic module. If the error log can be accessed, this assertion fails.

TH10.12.05: The tester shall exercise the cryptographic module, and verify that the error logis|protected
against unauthorised modification and substitution.

A$10.13: (Self-tests — Levels 3, and 4)

THe error log shall provide information, at a minimum, the most recent error event (i.e. which self-test
fafled).

NOTE This assertion is tested as part of AS10.12.
A$10.14: (Self-tests — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790;2012/Cor.1:2015 subclause} A.R.10 shall
be provided.

NOTE  This assertion is tested as part of ASA.01.
6.10.2 Pre-operational self-tests

6.10.2.1 Pre-operational self-test general requirements

A$10.15: (Pre-operational self-tests — Levels 1, 2, 3, and 4)
THe pre-operational tests shall be performed and passed successfully by a cryptographit module
between the time a cryptographic module is powered on or instantiated (after being powered|off, reset,

rebooted, cold-start, power interruption, etc.) and before the module transitions to the operational
state.

Rgquired Vendor Information
VE10.15.01: The yvendor documentation shall provide the information for each of the pre-operational|self-tests.

VE10.15.02: The vendor shall provide the sequence of pre-operational self-tests between the time the module
is powered©On) or instantiated and before the module transitions to the operational state.

Required Test Procedures

4
.
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TE4645
tester shall verify that the pre-operational self-tests are performed as specified.

V)
The tester

e
TE10.15.02: By checking the code and/or design documentation, the tester shall verify each pre-operational

test is performed and passed successfully between the time a cryptographic module is powered on or
instantiated and before the module transitions to the operational state.

AS10.16: (Pre-operational self-tests — Levels 1, 2, 3, and 4)

A cryptographic module shall perform the following pre-operational tests, as applicable:
— pre-operational software/firmware integrity test;
— pre-operational bypass test; and
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— pre-o

NOTE

6.10.2.2

AS10.17:

perational critical functions test.

This assertion is tested as part of AS10.17 to AS10.24.

Pre-operational software/firmware integrity test

(Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

All software and firmware components within the cryptographic boundary shall be verified using an
integrity technique or EDC satisfying the requirements defined in {ISO/IEC

approved

19790:201

NOTE

AS10.18:

1 Z/COor.1.ZU15 subclause; 7.9.
This assertion is not separately tested. Tested as part of AS05.05 through AS05.23.

(Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

If the verification fails, the pre-operational software/firmware integrity test shall fail.

NOTE

AS10.19:

This assertion is not tested separately.

(Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

If a hardware module does not contain either software or firmware, the-module shall, at a minimu

implemer
subclaus

NOTE
AS10.20:

A crypto

t one cryptographic algorithm self-test as specified in\{ISO/IEC 19790:2012/Cor.1:20
b} 7.10.3.2 as a pre-operational self-test.

This assertion is not tested separately.
(Pre-operational software/firmware integrity test= Levels 1, 2, 3, and 4)

graphic algorithm that is used to perforn“the approved integrity technique for the pi

operational software/firmware test shall first pass the cryptographic algorithm self-test specified

{ISO/IEC

Required
VE10.20.¢
Required
TE10.20.G

cryptograp
operationa

6.10.2.3

AS10.21:

19790:2012/Cor.1:2015 subclause} 7.10.3.2.

Vendor Information

1: The vendor documentation-requirement is specified under VE10.15.02.

Test Procedures

1: By checking the) codes and/or design documentation, the tester shall verify that t

hic algorithm test)used to perform the approved integrity technique is passed before the p
| software/firmwvare integrity test starts.

Pre-operational bypass test

(Pre-operational bypass test — Levels 1, 2, 3, and 4)

m,
15

e-
n

He-

If a cryptographic module implements a bypass capability, then the module shall ensure the correct
operation of the logic governing activation of the bypass capability by exercising that logic.

Required

Vendor Information

VE10.21.01: The vendor documentation shall specify how the cryptographic module ensures the correct
operation of the logic governing activation of the bypass capability.

Required

Test Procedures

TE10.21.01: The tester shall verify from the vendor documentation and by inspection of the module that the

logic gove
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TE10.21.02: The tester shall verify by inspection and from the vendor documentation that the pre-operational
bypass test is implemented which exercises the logic governing activation of the bypass capability.

TE10.21.03: The tester shall cause each error condition of the pre-operational bypass test to occur, and shall
verify that the inhibition of output was performed under TE03.07.01 through TE03.07.05 and TE03.10.01
through TE03.10.05.

TE10.21.04: The tester shall run the pre-operational bypass test, and shall verify that any functionality relies
on the logic governing activation of the bypass capability cannot be utilised under TE10.10.01, TE10.10.02.

A§10-22: i = T2,-3and4)
THe module shall also verify the data path by:

—1 setting the bypass switch to provide cryptographic processing and verify that’'data transferred
through the bypass mechanism is cryptographically processed, and

—1 setting the bypass switch to not provide cryptographic processing and(verify that data transferred
through the bypass mechanism is not cryptographically processed.

gquired Vendor Information

10.22.01: The vendor documentation shall specify how to set the‘bypass switch to provide cryptographic

10.22.02: The vendor documentation shall describe how the bypass mechanism is designed to enforce the
a transfer of cryptographically processed data through-the data path, by setting the bypass|switch to

10.22.03: The vendor documentation shall specify how to set the bypass switch to nqt provide

10.22.04: The vendor documentation shall-describe how the bypass mechanism is designed to gnforce the
a transfer of not cryptographically processed data through the data path, by setting the bypasg switch to
provide cryptographic processing:

10.22.01: The tester shall-verify by inspection that the module does not provide bypass capability by
10.22.02: By checking the code and/or design documentation, the tester shall verify| that the

10.22.03:"By checking the code and/or design documentation, the tester shall verify that the module
rforms«the” pre-operational bypass test which verifies that the data transferred through the ddta path is

setting the
bypass SWItCh to prowde cryptographlc processmg by settlng the bypass switch not to provide cryptographic
processing.

TE10.22.05: By checking the code and/or design documentation, the tester shall verify that the module

performs the pre-operational bypass test which verifies that the data transferred through the data path is not
cryptographically processed by setting the bypass switch to not provide cryptographic processing.

6.10.2.4 Pre-operational critical functions test
AS10.23: (Pre-operational critical functions test — Levels 1, 2, 3, and 4)

There may be other security functions critical to the secure operation of a cryptographic module that
shall be tested as a pre-operational test.
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