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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies

member bodies). The work of preparing International Standards is normally carried out through ISO technical

comittees. Each member body interested in a subject for which a technical committee has been established has
to be|represented on that committee. International organizations, governmental and non-governmental, in) [iaisor
ISO, falso take part in the work. ISO collaborates closely with the International Electrotechnical Commission (IE
mattdrs of electrotechnical standardization.

Inte

The

tech
apprgval by at least 75 % of the member bodies casting a vote.

Atterftion is drawn to the possibility that some of the elements of this document may be the subject of patent rig
shall |not be held responsible for identifying any or all such patent rights.

ISO/IEC 19500-2 was prepared by Technical Committee ISO/IEC JTGY, Information technology, in collaboration
Obje¢t Management Group (OMG), following the submission and processing as a Publicly Available Specificati
of th¢ OMG Common Object Request Broker Architecture (CORBA) specification Part 2 Version 3.1 CORBA

Inte

ISO/IEC 19500-2 is related to:

ISO/IEC 19500 consists of the following parts, under the general title Information technology - Open distribute|
procdssing ~ CORBA specification:

:2012(E)

(ISO

riational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

Iain task of technical committees is to prepare International Standards. Draft International Standards adopt
ical committees are circulated to the member bodies for voting. Publication as amJternational Standard re

roperability.

« ITU-T Recommendation X.902 (1995)AISO/IEC 10746-2:1996, Information Technology - Open Distr
Processing - Reference Model: Foundations

 ITU-T Recommendation X.903 (1995) | ISO/IEC 10746-3:1996, Information Technology - Open Distr
Processing - Reference Model:"Architecture

+ ITU-T Recommendation X.920 (1997) | ISO/IEC 14750:1997, Information Technology - Open Distrib
Processing - Interface Definition Language

« ISO/IEC 19500-2;Information Technology - Open Distributed Processing - CORBA Specification Parj
CORBA Interfaces

« ISO/IEC-19500-3, Information Technology - Open Distributed Processing - CORBA Specification Parj
CORBA Components

the right
1 with
C) on all

bd by the

quires

hts. ISO

with the
bn (PAS)

ibuted

ibuted

uted

L 1:

» Part 1: CORKBA Interfaces
« Part 2: CORBA Interoperability

« Part 3: CORBA Components
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It is the common core of the CORBA specification. Optional parts of CORBA, such as mappings to particular
programming languages, Real-time CORBA extensions, and the minimum CORBA profile for embedded systems are
documented in the other specifications that together comprise the complete CORBA specification. Please visit the
CORBA download page at http://www.omg.org/technology/documents/corba_spec_catalog.htm to find the complete
CORBA specification set.

Apart from this Foreword, the text of this International Standard is identical with that for the OMG specification for
CORBA, v3.1.1, Part 2.

X © ISO/IEC 2012 - All rights reserved
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Introduction

The rapid growth of distributed processing has led to a need for a coordinating framework for this standardization and

ITU-FR

001 004 L ICO I 10744 41

provi
can b

RM
syste
of ca
ident
with

RM-
foung
3 of

speci

This

defin
funct
techn

Context of CORBA

The k

folloy

des such a framework. It defines an architecture within which support of distribution, interoperability and p
e integrated.

ms. The scopes and objectives of the RM-ODP Part 2 and the UML, while related, are not the~same and, in

cal (e.g., interface). Nevertheless, a specification using the Part 2 modeling concepts canbe expressed usi
nppropriate extensions (using stereotypes, tags, and constraints).

he RM-ODP standard, it is easy to show that UML is suitable as a notation*for the individual viewpoint
fications defined by the RM-ODP.

[nternational Standard for CORBA Interfaces is a standard for the technology specification of an ODP sys

ons required to manage physical distribution, communications, processing and storage, and the roles of di
ology objects in supporting those functions.

ving components:

distributed environment, It\is the foundation for building applications from distributed objects and for
interoperability betwe€nyapplications in hetero- and homogeneous environments. The architecture and
specifications of thé Object Request Broker are described in this manual.

« Object Services; a’collection of services (interfaces and objects) that support basic functions for using
implementifigobjects. Services are necessary to construct any distributed application and are always ind
of application domains. For example, the Life Cycle Service defines conventions for creating, deleting,|
and moving objects; it does not dictate how the objects are implemented in an application. Specificatio
Object Services are contained in CORBAservices: Common Object Services Specification.

<€ommon Facilities, a collection of services that many applications may share, but which are not as fun|
as the Object Services. For instance, a system management or electronic mail facility could be classifig

ey to understanding the structure of the CORBA architecture is the Reference Model, which consists of the

commoen-faciit—tnformation n]«n\\f Common En(\!]ifiaa wi I‘\D nnfnw\a,l 1 f‘nDDAI‘”,uI ties—Conme

dota L Rof ANMaodal £ .0 D o 4D LR ‘/I ODP
[ INCCOTIIIICITOatIOTTS 2%, JUT U | oo TE T TU 7105 tIU INCTUTTTIOCTIVIOUCT OT- O PUIT Pistriotted+ Luvbaolus JeAvAd iy

brtability

DDP Part 2 (ISO/IEC 10746-2) defines the foundational concepts and modeling framework for describing distributed

W number

ses, the RM-ODP Part 2 and the UML specification use the same term for concepts whigh'are related but pot

ng UML

DDP Part 3 (ISO/IEC 10746-3) specifies a generic architecture of open distributed systems, expressed usinjg the
ational concepts and framework defined in Part 2. Given the relation betweén-UML as a modeling languagel and Part

em. It

es a technology to provide the infrastructure required to supportfunctional distribution of an ODP system, specifying

fferent

+ Object Request Broker, which-cnables objects to transparently make and receive requests and responges in a

and
ependent

copying,
ns for

idamental
d as a

OO TaCTITt y - THTOTTHOtIoT OO ottt Ottt TITEST

Facilities Architecture.

« Application Objects, which are products of a single vendor on in-house development group that controls their
interfaces. Application Objects correspond to the traditional notion of applications, so they are not standardized

by OMG. Instead, Application Objects constitute the uppermost layer of the Reference Model.

© ISO/IEC 2012 - All rights reserved
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The Object Request Broker, then, is the core of the Reference Model. It is like a telephone exchange, providing the basic
mechanism for making and receiving calls. Combined with the Object Services, it ensures meaningful communication
between CORBA-compliant applications.

The architecture and specifications described in this standard are aimed at software designers and developers who want to
produce applications that comply with OMG specifications for the Object Request Broker (ORB), or this standard (ISO/
IEC 19500). The benefit of compliance is, in general, to be able to produce interoperable applications that age)Hased on
distriputed, interoperating objects. The ORB provides the mechanisms by which objects transparently make reqyiests and
receiye responses. Hence, the ORB provides interoperability between applications on different machines ‘in heterggeneous
distriputed environments and seamlessly interconnects multiple object systems.

This Part of this International Standard includes a non-normative annex.

Xii © ISO/IEC 2012 - All rights reserved
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INTERNATIONAL STANDARD

ISO/IEC 19500-2:2012(E)

Information technology - Object Management Group

Common Object Request Broker Architecture (CORBA), Interoperability

This part of ISO/IEC 19500 specifies a comprehensive, flexible approach to supporting networks of objects tha
distriputed across and managed by multiple, heterogeneous CORBA-compliant Object Request Brokers (ORBs)
ach to inter-ORB operation is universal, because elements can be combined in many wayg.to satisfy a very broad

apprq
rangd

This part of ISO/IEC 19500 covers the specification of:

This
1475
locat

2

An QO

Scope

of needs.

ORB interoperability architecture

Inter-ORB bridge support
any connection-oriented transport protocol that meets a minimalset of assumptions defined by this standard,

the Internet Protocol and the Transmission Control Proto€ol (TCP/IP connections).

The CORBA Security Attribute Service (SAS) protecol and its use within the CSIv2 architecture to address
requirements of CORBA security for interoperablé¢/authentication, delegation, and privileges.

part of ISO/IEC 19500 provides a widely implemented and used particularization of ITU-T Rec. X.931 | I
. Open Distributed Processing - Protocol'\Support for Computational Interactions. It supports interoperabil
on transparency in ODP systems.

Conformance and Compliance

RB is considered to_be”interoperability-compliant when it meets the following requirements:

In the CORBA_€ore part, standard APIs are provided by an ORB to enable the construction of request-level i1
bridges. APIs'are defined by the Dynamic Invocation Interface, the Dynamic Skeleton Interface, and by the
identity eperations described in the Interface Repository clause of this book.

Am Internet Inter-ORB Protocol (IIOP) (explained in the Building Inter-ORB Bridges clause) defines a transf
and message formats (described independently as the General Inter-ORB Protocol), and defines how to trang

are
The

The General Inter-ORB Protocol (GIOP) for object request broker{ORB) interoperability. GIOP can be mapped onto

The Internet Inter-ORB Protocol (ITOP), a specific mapping«of'the GIOP which runs directly over connections that use

he

8O/IEC
ity and

iter-ORB
bject

er syntax
fer

messages via TCP/IP connections. The IIOP can be supported natively or via a halfbridge.

Support for additional Environment Specific Inter-ORB Protocols (ESIOPs) and other proprietary protocols is optional in
an interoperability-compliant system. However, any implementation that chooses to use the other protocols defined by the
CORBA interoperability specifications must adhere to those specifications to be compliant with CORBA interoperability.

Figure 6.2 on page 12 shows examples of interoperable ORB domains that are CORBA-compliant. These compliance
points support a range of interoperability solutions. For example, the standard APIs may be used to construct “half
bridge” to the IIOP, relying on another “half bridge” to connect to another ORB. The standard APIs also support
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construction of “full bridges,” without using the Internet IOP to mediate between separated bridge components. ORBs
may also use the Internet IOP internally. In addition, ORBs may use GIOP messages to communicate over other network
protocol families (such as Novell or OSI), and provide transport-level bridges to the ITIOP.

The GIOP is described separately from the IIOP to allow future specifications to treat it as an independent compliance

point.

21

Summary of Optional Verses Mandatory Interfaces

An i1

Prop
The ]

Changes to Other OMG Specifications

This part of ISO/IEC 19500 contains an extension to the IOP module.
modple IOP {
gonst Profileld TAG_UIPMC = 3;

The f
editid
appli

Unreliable Multicast

terface to an MIOP gateway should be considered an optional interface within the MIOPyspecification.

osed Compliance Points

MIOP specification is a single, optional compliance point within the CORBA (Cere specification.

onst Componentld TAG_GROUP = 39;
onst Componnetld TAG_GROUP_IIOP =40

Normative References

pllowing referenced documents _adre indispensable for the application of this document. For dated references,
n cited applies. For undated references, the latest edition of the referenced document (including any amen
ES.

ITU-T Recommendation X.902 (1995) | ISO/IEC 10746-2:1996, Open Distributed Processing - Reference M
Foundations

ITU-T Recommendation X.903 (1995) | ISO/IEC 10746-3:1996, Open Distributed Processing - Reference M
Architecture

IYanguage

only the
iments)

odel:

odel:

ITU-T"\Recommendation X.920 (1999) | ISO/IEC 10750:1999, Open Distributed Processing - Interface Definition

TTU-T Recommendafion X.931(2000) [ ISO/TECT 14752:2000, Open Distribufed Processing - Protocol Support for

Computational Interactions

ISO/IEC 8859-1: 1998, Information Technology - 8-bit single byte coded graphic character sets - Part 1: Latin alphabet

No. 1

ISO/IEC 10646-1:1993 Information Technology - Universal Multiple-Octect coded character set (UCS) - Part 1:

Architecture and Basic Multilingual Plane
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« ISO/IEC 10646-1: 1993/Amd 1:1996 Transformation Format for 16 planes of group 00 (UTF - 16)
« ISO/IEC 10646-1: 1993/Amd 2:1996 UCS Transformation Format 8 (UTF - 8)

« ISO/IEC 19500-1: 2011 Open Distributed Processing - CORBA Specification Part 1: CORBA Interfaces,
pas/2011-08-07

3.1| Other Specifications

+ STD 007 (also, RFC 793), Transmission Control Protocol, J. Postel, Internet Engineering Task Force; Sept. 1981
+ STD 005 (also, RFC 791), Internet Protocol, J. Postel, Internet Engineering Task Force, Sept: 1981
f OSF Character and Code Set Registry, OSF DCE FRC 40.1 (Public Version), S. (Martin)O'Donnell, June 1994.

¢ RPC Runtime Support For I18N Characters - Functional Specification, OSF DCESIG RFC 41.2, M. Romagna, R.
Mackey, November 1994.

+ [JAV2I]Object Management Group, “Java to IDL,” available from http://www.omg.org/spec/JAV21/1.4

~X

¢ [CORBASEC]Object Management Group, “Security Service,” availdble from http://www.omg.org/spec/SE(

4 [ASMOTS]Object Management Group, “Additional StructuringiMechanisms for the OTS,” available from hittp://
www.omg.org/spec/OTS/

¢ [TRANS]Object Management Group, “Transaction Service,” available from http://www.omg.org/spec/TRANS/

o+ [FIREWALL]Object Management Group, “CORBAFirewall Traversal Specification,” available from http:/
www.omg.org/members/cgi-bin/doc?ptc/04-04-05pdf

+ [SCCP] Object Management Group, “CORBA / TC Interworking and SCCP-Inter ORB Protocol (SCCP),” 4vailable
from http://www.omg.org/spec/SCCP

+ [FTCORBA] Object Management Group, “Fault Tolerant Corba,” clause 23 of CORBA 3.0.3, available from http://
www.omg.org/cgi-bin/doc?formal/2004-03-01

+f [RTCORBA] Object Management Group, “Real-Time CORBA, version 1.2,” available from http://www.omfg.org/
spec/RT/

+ [WATM] Object Management Group, “Wireless Access and Telecom Mobility in CORBA, Version 1.2,” avdilable
from http://www.arhg.org/spec/ WATM/

+ [DCOMI]Qbject Management Group, “Interoperability with non-CORBA Systems” clause 20 of CORBA 3.0.3,
available from http://www.omg.org/cgi-bin/doc?formal/2004-03-01

J [TSAS] Object Management Group, “Telecommunications Service Access and Subscription Specification,” [available
from http://www.omg.org/spec/TSAS/

« IETF RFC2119, “Key words for use in RFCs to Indicate Requirement Levels,” S. Bradner, March 1997 (http://ietf.org/
rfc/rfc2119)
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4

Terms and Definitions

For the purposes of this document, the following terms and definitions apply.

41| Recommendations | International Standards
This Recommendation | International Standard makes use of the following terms defined in ITU-T Rec.X.902 | [[SO/IEC
10746-2:
| behavior
| interface
| instance
| object
| service
| state
| transparency
| type
This Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.903 | [[SO/IEC
10746-3:
| operation
| stub
4.2| Terms Defined in this Part of ISO/IEC 19500
addpter Same as object adapter.
attribute An identifiable association between an object and a value. An attribute A is made|visable
to clients as a pair of operations: get A and set A. Readonly attributes only gerjerate a
get operation.
cliqnt The code or process that invokes an operation on an object.
dath type A categorization of values operation arguments, typically covering both behavigr and
representation (i.e., the traditional no-OO programming language notion of typg.)
domain A concept important to interoperability, it is a distinct scope, within which common

characteristics are exhibited, common rules observed, and over which a distribution

transparency is preserved.

dynamic invocation

Constructing and issuing a request whose signature is possibly not known until run-time.

dynamic skeleton

An interface-independent kind of skeleton, used by servers to handle requests whose
signatures are possibly not known until run-time.
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implementation

A definition that provides the information needed to create an object and allow the object
to participate in providing an appropriate set of services. An implementation typically
includes a description of the data structure used to represent the core state associated

requests to particular methods.

with-a-objeetas-wellas-definitions-of the-metheds-that-access-thatdata-strueturg. It will
also typically include information about the intended interface of the object.

intefrface repository A storage place for interface information.

int#rface type A type satisfied by any object that satisfies a particular interface.

intdroperability The ability for two or more ORBs to cooperate to deliver requests.to the proper|object.
Interoperating ORBs appear to a client to be a single ORB.

language binding or The means and conventions by which a programmer writing in a specific progrgmming

mapping language accesses ORB capabilities.

method An implementation of an operation. Code that may-be executed to perform a requested
service. Methods associated with an object may(be structured into one or more prpgrams.

objpct adapter The ORB component which provides object-reference, activation, and state related
services to an object implementation. There may be different adapters provided|for
different kinds of implementations.

obcht implementation Same as implementation.

objbct reference A value that unambiguously identifies an object. Object references are never refised to
identify another object.

objyef An abbreviation for object reference

ORB core The ORB component'which moves a request from a client to the appropriate gdapter
for the target object.

request A message issued by a client to cause a service to be performed.

resplts The information returned to the client, which may include values as well as stathis
information indicating that exceptional conditions were raised in attempting to perform
the\requested service.

seryer A process implementing one or more operations on one or more objects.

sighature Defines the parameters of a given operation including their number order, data types, and
passing mode; the results if any; and the possible outcomes (normal vs. exceptional) that
might occur.

skdleton The object-interface-specific ORB component which assists an object adapter in passing

syrichronous request

A request where the client pauses to wait for completion of the request. Contrag
deferred synchronous request and one-way request.

t with

value

Any entity that may be a possible actual parameter in a request. Values that sery

e to

identify objects are called object references.

4.3 Keywords for Requirment statements

The keywords “must,” “must not,” “shall,” “shall not,” “should,” “should not,” and “may” in this International Standard
are to be interpreted as described in IETF RFC 2119.
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5

For the purposes of this International Standard, the following abbreviations apply:

ADT

Symbols (and abbreviated terms)

Abstract Data ’T‘vpp

CSlv
CCC»p
CCS
CDR
CMIR
CNCP
CORBA
DCE
ESIQP
OMQ
GIOH
IDL

IIOP
IOR

ORB
SAS

SCC$
SMIR
SNC}
TCS
TCSLC
TCSW
VSCID

157

Common Secure Interoperability, version 2
Client Conversion Code Sets

Conversion Code Sets

Common Data Representation

Client Makes it Right

Client Native Code Set

Common Object Request Broker Architecture
Distributed Computing Environment
Environment Specific Inter-ORB Protocol
Object Management Group

General Inter-ORB Protocol

Interface Definition Language

Internet Inter-ORB Protocol

Interoperable Object Reference

Object Request Broker

Security Attribute Service

Server Conversion, Code Sets

Server Makes It\Right

Server Native. Code Set

Transnrission Code Set
Char\Transmission Code Set

Wchar Transmission Code Set

Vender Service Context codeset ID
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6.2.

s and managed by multiple, heterogeneous CORBA-compliant ORBs. The approach to “interORBability”
rsal because its elements can be combined in many ways to satisfy a very broad range of needs.
Elements of Interoperability

tlements of interoperability are as follows:
ORB interoperability architecture
Inter-ORB bridge support
General and Internet Inter-ORB Protocols (GIOPs and I1OPs)

dition, the architecture accommodates Environment Specific Intetr-ORB Protocols (ESIOPs) that are optim
ular environments such as DCE.

1 ORB Interoperability Architecture

ve interoperability between independently produced ORBs.

ORB Protocol (IIOP) forms the common basis for broad-scope mediated bridging. The inter-ORB bridge
e used to implement both immediate bridges and to build “half-bridges” to mediated bridge domains.

hat particular IPC or pretocols (such as ESIOPs) are used to implement the CORBA specification.

IOP may be used in-bridging two or more ORBs by implementing “half bridges” that communicate using
approach works{for both stand-alone ORBs, and networked ones that use an ESIOP.

internally,\the goal of not requiring prior knowledge of each others’ implementation is fully satisfied.

2C-Inter-ORB Bridge Support

interoperability specifies a comprehensive, flexible approach to supporting networks of objects that aré distributed

IS

lzed for

DRB Interoperability Architecture provides a concéptual framework for defining the elements of interoperability and
lentifying its compliance points. It also charactérizes new mechanisms and specifies conventions necessary to

fically, the architecture introduces the“¢oncepts of immediate and mediated bridging of ORB domains. Th¢ Internet

support

ke of bridging techniques, ORBs can interoperate without knowing any details of that ORB’s implementation, such

the ITOP.

IOP may alsebe used to implement an ORB’s internal messaging, if desired. Since ORBs are not required fo use the

The interoperability architecture clearly identifies the role of different kinds of domains for ORB-specific information.
Such domains can include object reference domains, type domains, security domains (e.g., the scope of a Principal

ident

ifier), a transaction domain, and more.

Where two ORBs are in the same domain, they can communicate directly. In many cases, this is the preferable approach.

This

is not always true, however, since organizations often need to establish local control domains.
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When information in an invocation must leave its domain, the invocation must traverse a bridge. The role of a bridge is
to ensure that content and semantics are mapped from the form appropriate to one ORB to that of another, so that users of

any given ORB only see their appropriate content and semantics.

The inter-ORB bridge support element specifies ORB APIs and conventions to enable the easy construction of

interoperability bridges between ORB domains. Such bridge products could be developed by ORB vendors, Sieves,

system integrators, or other third-parties.

Becapise the extensions required to support Inter-ORB Bridges are largely general in nature, do not impact.othe
operdtion, and can be used for many other purposes besides building bridges, they are appropriate for-all’'ORBs
supp¢rt. Other applications include debugging, interposing of objects, implementing objects with_ifit¢rpreters an
scripfing languages, and dynamically generating implementations.

The ipnter-ORB bridge support can also be used to provide interoperability with non-CORBA 'systems, such as M
Component Object Model (COM). The ease of doing this will depend on the extent to whieh’those systems confo
CORBA Object Model.

6.2.3 General Inter-ORB Protocol (GIOP)

The (ieneral Inter-ORB Protocol (GIOP) element specifies a standard ttansfer syntax (low-level data representa
a set pf message formats for communications between ORBs. The GIOP is specifically built for ORB to ORB int
and i designed to work directly over any connection-oriented transport protocol that meets a minimal set of assu
It dog¢s not require or rely on the use of higher level RPC mechanisms. The protocol is simple, scalable, and rel
easy fo implement. It is designed to allow portable implementations with small memory footprints and reasonalj
perfofmance, with minimal dependencies on supporting seftware other than the underlying transport layer.

ORB

[sN

crosoft’s
'm to the

ion) and
eractions
mptions.
atively
le

Whil¢ versions of the GIOP running on different transports would not be directly interoperable, their commonality would

allow| easy and efficient bridging between such networking domains.

6.2.4 Internet Inter-ORB Protocol (IIOP)®

The Internet Inter-ORB Protocol (HOP)® element specifies how GIOP messages are exchanged using TCP/IP
conngctions. The IIOP specifiessa standardized interoperability protocol for the Internet, providing “out of the b
intergperation with other compatible ORBs based on the most popular product- and vendor-neutral transport lay
also Ibe used as the protocal-between half-bridges (see below).

The grotocol is desigried-to be suitable and appropriate for use by any ORB to interoperate in Internet Protocol

2

0X
er. It can

domains

unlesp an alternative/protocol is necessitated by the specific design center or intended operating environment of the ORB.

In th3t sense itrepresents the basic inter-ORB protocol for TCP/IP environments, a most pervasive transport lay

The JIOP strelationship to the GIOP is similar to that of a specific language mapping to OMG IDL; the GIOP
mapped-onto a number of different transports, and specifies the protocol elements that are common to all such nj

Cr.

hay be
appings.

The by | D annot bhe edtob d

ymplete

programs. The ITIOP and other similar mappings to different transports, are concrete realizations of the abstract GIOP

definitions, as shown in Figure 6.1 on page 9.
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Mandatory for CORBA CORBA/IDL

N\

D W
ESIOPs

other GIOP
mappings...

Figuge 6.1 - Inter-ORB Protocol Relationships
6.2.6 Environment-Specific Inter-ORB Protocols (ESIOPs)

This part of ISO/IEC 19500 also makes provision for an open-ended set ¢f Environment-Specific Inter-ORB Prptocols
(ESIQPs). Such protocols would be used for “out of the box” interoperdtion at user sites where a particular networking or
distriputing computing infrastructure is already in general use.

Becafise of the opportunity to leverage and build on facilities provided by the specific environment, ESIOPs mijght
supp¢rt specialized capabilities such as those relating to security and administration.

Whilg ESIOPs may be optimized for particular environnients, all ESIOP specifications will be expected to confofm to the
genetal ORB interoperability architecture conventions,to enable easy bridging. The inter-ORB bridge support enables
bridges to be built between ORB domains that use(the IIOP and ORB domains that use a particular ESIOP.

6.3| Relationship to Previous Versions of CORBA

The QRB Interoperability Architecttire. builds on Common Object Request Broker Architecture by adding the nption of
ORBj|Services and their domaing= (ORB Services are described in “ORBs and ORB Services” on page 16). The
archifecture defines the problem of ORB interoperability in terms of bridging between those domains, and defings several
ways|in which those bridges-can be constructed. The bridges can be internal (in-line) and external (request-leve]l) to

ORBE§.

APIs|included in the’interoperability specifications include compatible extensions to previous versions of CORBA to
supp¢rt request-level bridging:

+ A Dynamic Skeleton Interface (DSI) is the basic support needed for building request-level bridges. It is the s¢rver-side
analogue of the Dynamic Invocation Interface and in the same way it has general applicability beyond bridging. For
information about the Dynamic Skeleton Interface, refer to the Dynamic Skeleton Interface clause. |

« APIs for managing object references have been defined, building on the support identified for the Relationship

Service. The APIs are defined in Object Reference Operations in the ORB Interface clause of Part 1 of this

International Standard (ISO/IEC 19500-1). The Relationship Service is described in the Relationship Service
specification; refer to CosObjectldentity Module in that specification.

© ISO/IEC 2012 - All rights reserved 9


https://standardsiso.com/api/?name=d39b24d01f7c94df9350662c8c66a025

ISO/IEC 19500-2:2012(E)

6.4

The elements of interoperability (Inter-ORB Bridges, General and Internet Inter-ORB Protocols, Environment-S

Examples of Interoperability Solutions

pecific

Inter-ORB Protocols) can be combined in a variety of ways to satisfy particular product and customer needs. This sub

clause provides some examples.

6.4.1 Example 1
ORB
with
envir|
supp

product A is designed to support objects distributed across a network and provide “out of the box’ interoq
compatible ORBs from other vendors. In addition it allows bridges to be built between it and\other ORBs
bnment-specific or proprietary protocols. To accomplish this, ORB A uses the IIOP and pfevides inter-OR
rt.

6.4.2 Example 2

ORB
For ¢
the o

acces
“disty

product B is designed to provide highly optimized, very high-speed suppott for objects located on a single
cample, to support thousands of Fresco GUI objects operated on at near<function-call speeds. In addition,
bjects will need to be accessible from other machines and objects oriother machines will need to be infreq
sed. To accomplish this, ORB A provides a half-bridge to support'the Internet IOP for communication wit
ibuted” ORBs.

6.4.3 Example 3

ORB
proto|
ORB
inter-
provi
ORB

product C is optimized to work in a particular opétating environment. It uses a particular environment-spg
col based on distributed computing services that-are commonly available at the target customer sites. In ad
C is expected to interoperate with other arbitrary ORBs from other vendors. To accomplish this, ORB C p
ORB bridge support and a companion half-bridge product (supplied by the ORB vendor or some third-par
des the connection to other ORBs. The ltalf-bridge uses the IIOP to enable interoperability with other com|

p.

6.4.4 Interoperability Compliance

An ORB is considered to.be’interoperability-compliant when it meets the following requirements:

bridges. APIs are defined by the Dynamic Invocation Interface, the Dynamic Skeleton Interface, and by the
identitycoperations described in the Interface Repository clause of Part 1 of this International Standard (ISO/
19500=1).

Inter-ORB B

erability
that use
B bridge

machine.
some of
uently

h other

cific
dition,
rovides

y)
patible

In the CORBA(Core part, standard APIs are provided by an ORB to enable the construction of request-level ipter-ORB

bject
[EC

An\Internet Inter-ORB Protocol (IIOP) (explained in the Building

ridges clause) defines a transf

messages via TCP/IP connections. The IIOP can be supported natively or via a half-bridge.

er syntax

Support for additional ESIOPs and other proprietary protocols is optional in an interoperability-compliant system.

However, any implementation that chooses to use the other protocols defined by the CORBA interoperability
specifications must adhere to those specifications to be compliant with CORBA interoperability.

Figure 6.2 on page 12 shows examples of interoperable ORB domains that are CORBA-compliant.
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These compliance points support a range of interoperability solutions. For example, the standard APIs may be used to
construct “half bridges” to the IIOP, relying on another “half bridge” to connect to another ORB. The standard APIs also
support construction of “full bridges,” without using the Internet IOP to mediate between separated bridge components.
ORBs may also use the Internet IOP internally. In addition, ORBs may use GIOP messages to communicate over other
network protocol families (such as Novell or OSI), and provide transport-level bridges to the ITOP.

The (GIOP is described separately from the IIOP to allow future specifications to treat it as an independent compliance
point|
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ORB Domains ORB Domains

IoP DCE-CIOP

CORBA V2.0 Interoperable

CORBA V2.0 Interoperable

Half
Bridge

[IOP Other

Protocol*

CORBA V2.0 Interoperable

*e.g. Proprietary protocol or
GIOP OSI mapping

Figure 6.2 - Examples of CORBA Interoperability Compliance
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6.5 Motivating Factors

This sub clause explains the factors that motivated the creation of interoperability specifications.

6.5.1 ORB Implementation Diversity

Today, there are many different ORB products that address a variety of user needs. A large diversity of implemipntation
techniiques is evident. For example, the time for a request ranges over at least 5 orders of magnitude, from-a fey
micr@seconds to several seconds. The scope ranges from a single application to enterprise networks. Some ORBs have
high Jevels of security, others are more open. Some ORBs are layered on a particular widely used protocol, oth¢rs use
highly optimized, proprietary protocols.

The market for object systems and applications that use them will grow as object systems.are*able to be applied to more
kindg of computing. From application integration to process control, from loosely coupled-operating systems to|the
information superhighway, CORBA-based object systems can be the common infrastructure.

6.5.2 ORB Boundaries

Even|when it is not required by implementation differences, there are other reasons to partition an environment|into
diffeqent ORBs.

For spcurity reasons, it may be important to know that it is not generally possible to access objects in one domgin from
another. For example, an “internet ORB” may make public infefmation widely available, but a “company ORB” ill want
to regtrict what information can get out. Even if they used\the same ORB implementation, these two ORBs would be
separpte, so that the company could allow access to public objects from inside the company without allowing agcess to
privafe objects from outside. Even though individual~objects should protect themselves, prudent system adminigtrators
will yant to avoid exposing sensitive objects to attacks from outside the company.

Suppprting multiple ORBs also helps handle the difficult problem of testing and upgrading the object system. It would be
unwife to test new infrastructure without limiting the set of objects that might be damaged by bugs, and it may|be
imprgctical to replace “the ORB” evetywhere simultaneously. A new ORB might be tested and deployed in the [same
envirpnment, interoperating with thé\existing ORB until either a complete switch is made or it incrementally disglaces the
existing one.

Manggement issues may alse,motivate partitioning an ORB. Just as networks are subdivided into domains to alfow
deceqtralized control ofldatabases, configurations, resources, management of the state in an ORB (object reference
locatfon and translation/information, interface repositories, per-object data) might also be done by creating sub-ORBs.

6.5.3 ORBs Vary in Scope, Distance, and Lifetime

Even|in-a single computing environment produced by a single vendor, there are reasons why some of the objects an
applitationrmisht-use~vould-be-inone-ORBand ethersinanother ORB—Some-objeetsand servicesare-aeeessed over
long distances, with more global visibility, longer delays, and less reliable communication. Other objects are nearby, are
not accessed from elsewhere, and provide higher quality service. By deciding which ORB to use, an implementor sets

expectations for the clients of the objects.

One ORB might be used to retain links to information that is expected to accumulate over decades, such as library
archives. Another ORB might be used to manage a distributed chess program in which the objects should all be destroyed
when the game is over. Although while it is running, it makes sense for “chess ORB” objects to access the “archives
ORB,” we would not expect the archives to try to keep a reference to the current board position.
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6.6 Interoperability Design Goals

Because of the diversity in ORB implementations, multiple approaches to interoperability are required. Options identified
in previous versions of CORBA include:

« __Protocol Translation, where a gateway residing somewhere in the system maps requests from the format used by one
ORB to that used by another.

o| Reference Embedding, where invocation using a native object reference delegates to a special object-whose jpb is to
forward that invocation to another ORB.

| Alternative ORBs, where ORB implementations agree to coexist in the same address space s@ easily that a cljent or
implementation can transparently use any of them, and pass object references created by ene.ORB to anothef ORB
without losing functionality.

In geheral, there is no single protocol that can meet everyone’s needs, and there is no Single means to interoperate
betw¢en two different protocols. There are many environments in which multiple protocols exist, and there are ways to
bridgge between environments that share no protocols.

This [nternational Standard adopts a flexible architecture that allows a wide Variety of ORB implementations to
inter@perate and that includes both bridging and common protocol elemerits.

The following goals guided the creation of interoperability specifications:

| The architecture and specifications should allow high-performance, small footprint, lightweight interoperability
solutions.

| The design should scale, should not be unduly difficult to implement, and should not unnecessarily restrict
implementation choices.

¢| Interoperability solutions should be able.to work with any vendors’ existing ORB implementations with respect to
their CORBA-compliant core feature sef; those implementations are diverse.

| All operations implied by the CORBA object model (i.e., the stringify and destringify operations defined on [the
CORBA:ORB pscudo-object.and all the operations on CORBA:Object) as well as type management (e.g.
narrowing, as needed by thé, Ci++ mapping) should be supported.

6.6.1 Non-Goals

The following were taken into account, but were not goals:
| Supportfersecurity

| Suppert for future ORB Services

14 © ISO/IEC 2012 - All rights reserved
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In effect, the requirement is for invocations between client and server objects to be independent of whether they
the same or different ORBs, and not to mandate fundamental modifications to existing 'ORB products.

71

The

envirpnment, such as location transparency. Elements of ORB functionality often correspond directly to such
transparencies. Interoperability can be viewed as extending transpatencies to span multiple ORBs.

In this architecture a domain is a distinct scope, within which ‘certain common characteristics are exhibited and
rules|are observed over which a distribution transparency«is preserved. Thus, interoperability is fundamentally i

with

Domains tend to be either administrative or technelogical in nature, and need not correspond to the boundaries of
installation. Administrative domains include naming domains, trust groups, resource management domains, and

113

run
time
dom

Withjn a single ORB, most domains are likely to have similar scope to that of the ORB itself: common object re
network addresses, security mechanisms, and more. However, it is possible for there to be multiple domains of

type
dom

shared.

71.

The

.1 Domains
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ORB Interoperability Architecture

Overview

:2012(E)

| Ability for two vendors” ORBs to interoperate without prior knowledge of each other’s implementation.
4 Support of all ORB functionality.

J Preservation of content and semantics of ORB-specific information across ORB boundaries’(for example, seq

CORBA Object Model identifies various distribution transparencies,that must be supported within a single

fransparently crossing such domain boundaries.

-time” characteristics of a system. Teechnology domains identify common protocols, syntaxes, and similar “

>

qins.

supported by a given @RB: internal representation on different machine types, or security domains. Conve
qin may span sevetal ORBs: similar network addresses may be used by different ORBs, type identifiers maj

P Bridging Domains

gbstract architecture describes ORB interoperability in terms of the translation required when an object req

riginal Interoperability RFP defines interoperability as the ability for a client on ORB A to invoke an QMG IDL-
definpd operation on an object on ORB B, where ORB A and ORB B are independently developed. It further 1g
genefal requirements including in particular:

entifies

urity).

arc on

ORB

common
hvolved

an ORB
other
build-

characteristics. In many cases, the need for technology domains derives from basic requirements of administrative

ferences,
the same
rsely, a
y be

lest

traverses domain boundaries. Conceptually, a mapping or bridging mechanism resides at the boundary between
domains, transforming requests expressed in terms of one domain’s model into the model of the destination domain.

The

concrete architecture identifies two approaches to inter-ORB bridging:
+ At application level, allowing flexibility and portability.
« At ORB level, built into the ORB itself.
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7.2

ORBs and ORB Services

The ORB Core is that part of the ORB which provides the basic representation of objects and the communication of
requests. The ORB Core therefore supports the minimum functionality to enable a client to invoke an operation on a
server object, with (some of) the distribution transparencies required by CORBA.

An otject request may have implicit attributes which affect the way in which it is communicated - though notth
which a client makes the request. These attributes include security, transactional capabilities, recovery, and.repl

Thes
or in
ORB

With
priva
them

7.2.

ORB
funda
secur

An O
unmg
repre
secur|
invol

ORB
to thg
Servi

Secut
being
admi]

7.2.

Inter
multi

In or

features are provided by “ORB Services,” which will in some ORBs be layered as internal services, over
other cases be incorporated directly into an ORB’s core. It is an aim of this part of ISO/IEC 19500/to allow
Services to be defined in the future, without the need to modify or enhance this architecture:

n a single ORB, ORB services required to communicate a request will be implemented jand (implicitly) inv
e manner. For interoperability between ORBs, the ORB services used in the ORBs, and the correspondence
must be identified.

I The Nature of ORB Services

Services are invoked implicitly in the course of application-level inferactions. ORB Services range from
mental mechanisms such as reference resolution and message encoding to advanced features such as supp
ty, transactions, or replication.

RB Service is often related to a particular transparency. Eor'example, message encoding — the marshaling
rshaling of the components of a request into and out ofimessage buffers — provides transparency of the

bentation of the request. Similarly, reference resolutien supports location transparency. Some transparencies
ty, are supported by a combination of ORB Serviees and Object Services while others, such as replication
e interactions between ORB Services themselves.

Services differ from Object Services in that-they are positioned below the application and are invoked tran
application code. However, many ORB+Services include components that correspond to conventional Obj
ces in that they are invoked explicitly-by the application.

ity is an example of service with both ORB Service and normal Object Service components, the ORB con|
those associated with tran§parently authenticating messages and controlling access to objects while the ng
histration and managemént functions resemble conventional Object Services.

P ORB Seryices and Object Requests

perability~befween ORBs extends the scope of distribution transparencies and other request attributes to s
ple ORBsxThis requires the establishment of relationships between supporting ORB Services in the differg

ler- tordiscuss how the relationships between ORB Services are established, it is necessary to describe an a

e way in
cation.

the core,
for new

ked in a
between

brt for

and
, such as

may

parently
ect

iponents
cessary

ban
nt ORBs.

bstract

view

ofhow an operation invocation is communicated from client to server ghiect
r J

1.

16

The client generates an operation request, using a reference to the server object, explicit parameters, and an
invocation context. This is processed by certain ORB Services on the client path.

suitable for invoking the operation on the server object.

implicit

On the server side, corresponding ORB Services process the incoming request, transforming it into a form directly
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The server object performs the requested operation.

4. Any result of the operation is returned to the client in a similar manner.

:2012(E)

The correspondence between client-side and server-side ORB Services need not be one-to-one and in some circumstances
may be far more complex. For example, if a client application requests an operation on a replicated server, there may be
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ple server-side UKD service mstances, possibly mieracting with each other.

her cases, such as security, client-side or server-side ORB Services may interact with Object Service§S such
ntication servers.

B Selection of ORB Services

DRB Services used are determined by:
Static properties of both client and server objects; for example, whether a server iswreplicated.
Dynamic attributes determined by a particular invocation context; for example, whether a request is transacti

Administrative policies (e.g., security).

n a single ORB, private mechanisms (and optimizations) can be used‘to establish which ORB Services are
ow they are provided. Service selection might in general requir€ iegotiation to select protocols or protocol
ame is true between different ORBs: it is necessary to agree which ORB Services are used, and how each tr
quest. Ultimately, these choices become manifest as one or ‘miore protocols between the ORBs or as transfo
juests.

5, services could be layered in any order or in any \grouping. This potentially allows applications to specify
parencies according to their requirements, although at this time CORBA provides no way to penetrate its
harencies.

ent ORB must be able to determine which ORB Services must be used in order to invoke operations on a
t. Correspondingly, where a client requires dynamic attributes to be associated with specific invocations, o
histrative policies dictate, it mustbe possible to cause the appropriate ORB Services to be used on client at
of the invocation path. Where-this is not possible - because, for example, one ORB does not support the fi
es required - either the/nteraction cannot proceed or it can only do so with reduced facilities or transpare

Domains

a computational viewpoint, the OMG Object Model identifies various distribution transparencies which en

point, hewever, the system is not wholly uniform. There may be distinctions of location and possibly many
asprocessor architecture, networking mechanisms and data representations. Even when a single ORB
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and serverobjects are presented with a uniform view of a heterogeneous distributed system. From an engjineering
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aspects of ORB functionality.
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Representation

Representation

Reference Referenci

Figufe 7.1 - Different Kinds of Domains can Coexist

Intergperability, by definition, introduces further distinctions, notably between the scopes assoeiated with each QRB. To
descrjbe both the requirements for interoperability and some of the solutions, this architecture introduces the copcept of
domains to describe the scopes and their implications.

Inforfnally, a domain is a set of objects sharing a common characteristic or abidifig'by common rules. It is a poerful
moddling concept that can simplify the analysis and description of complex systems. There may be many types|of
domdins (e.g., management domains, naming domains, language domains,and technology domains).

7.3.1 Definition of a Domain

Domgins allow partitioning of systems into collections of components that have some characteristic in common| In this
archifecture a domain is a scope in which a collection of objects, said to be members of the domain, is associat¢d with
some|common characteristic; any object for which the association does not exist, or is undefined, is not a member of the
domgin. A domain can be modeled as an object and may be itself a member of other domains.

It is the scopes themselves and the object associations or bindings defined within them which characterize a dompin. This
inforation is disjoint between domains. However, an object may be a member of several domains, of similar Kinds as
well as of different kinds, and so the sets ©f members of domains may overlap.

The doncept of a domain boundary is ‘defined as the limit of the scope in which a particular characteristic is valjid or
meanfingful. When a characteristic(in) one domain is translated to an equivalent in another domain, it is convenig¢nt to
consider it as traversing the boundary between the two domains.

Domains are generally either)administrative or technological in nature. Examples of domains related to ORB
intergperability issues are;

| Referencingdoniain — the scope of an object reference.
| Represefitation domain — the scope of a message transfer syntax and protocol.
| Network addressing domain — the scope of a network address.

| Network connectivity domain — the potential scope of a network message.

» Security domain — the extent of a particular security policy.
» Type domain — the scope of a particular type identifier.

» Transaction domain — the scope of a given transaction service.

Domains can be related in two ways: containment, where a domain is contained within another domain, and federation,
where two domains are joined in a manner agreed to and set up by their administrators.
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Interoperability between domains is only possible if there is a well-defined mapping between the behaviors of the
domains being joined. Conceptually, a mapping mechanism or bridge resides at the boundary between the domains,
transforming requests expressed in terms of one domain’s model into the model of the destination domain. Note that the
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[ The term -bridge - in this COMIeXt 15 conceptual and refers only to the functionality that performs the requ
ings between distinct domains. There are several implementation options for such bridges and these are di
here.

1l interoperability, it is essential that all the concepts used in one domain are transformable into eoncepts
ins with which interoperability is required, or that if the bridge mechanism filters such a concept out, nothij

as the supported objects are concerned. In other words, one domain may support a supenior service to oth
A superior functionality will not be available to an application system spanning those domains.

cial case of this requirement is that the object models of the two domains need to{be compatible. This par
9500 assumes that both domains are strictly compliant with the CORBA Object*‘Model and the CORBA
fications. This includes the use of OMG IDL when defining interfaces, the uSe of the CORBA Core Interf:
Kitory, and other modifications that were made to CORBA. Variances froni\this model could easily comprom
ts of interoperability.

Interoperability Between ORBs

RB “provides the mechanisms by which objects transparently make and receive requests and responses. In
RB provides interoperability between applications on different machines in heterogeneous distributed
bnments...” ORB interoperability extends this definition to cases in which client and server objects on difff
5 “transparently make and receive requests.”

that a direct consequence of this transparency requirement is that bridging must be bidirectional: that is, it
as effectively for object references passed as parameters as for the target of an object invocation. Were br
Fectional (e.g., if one ORB could only be a client to another), then transparency would not have been prov
se object references passed as patameters would not work correctly: ones passed as “callback objects,” for
not be used.

ut loss of generality, mest of this text focuses on bridging in only one direction. This is purely to simplify
ssions, and does not imply that unidirectional connectivity satisfies basic interoperability requirements.

7.4.1 ORB Services and Domains
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iated with different domain types. The architecture does not, however, prescribe any particular decomposition of

functionality and interoperability into ORB Services and corresponding domain types. There is a range of]

possi

ilities for such a dPr‘nmpnqitinn'

1.

The simplest model, for interoperability, is to treat all objects supported by one ORB (or, alternatively, all ORBs of a

given type) as comprising one domain. Interoperability between any pair of different domains (or domain types) is

then achieved by a specific all-encompassing bridge between the domains. (This is all CORBA implies.)

2. More detailed decompositions would identify particular domain types - such as referencing, representation,
and networking. A core set of domain types would be pre-determined and allowance made for additional domain

types to be defined as future requirements dictate (e.g., for new ORB Services).
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7.4.2 ORBs and Domains

In many respects, issues of interoperability between ORBs are similar to those which can arise with a single type of ORB
(e.g., a product). For example:

» Two installations of the ORB may be installed in different security domains, with different Principal identifiers.
Requests crossing those security domain boundaries will need to establish locally meaningful Principals for the caller
identity, and for any Principals passed as parameters.

+| Different installations might assign different type identifiers for equivalent types, and so requests crossing type domain
boundaries would need to establish locally meaningful type identifiers (and perhaps more).

Convgrsely, not all of these problems need to appear when connecting two ORBs of a differenfitype (e.g., two different
prodycts). Examples include:

They could be administered to share user visible naming domains, so that naming domains do not need bridg|ng.

| They might reuse the same networking infrastructure, so that messages could besent without needing to bridge
different connectivity domains.

Addifional problems can arise with ORBs of different types. In particular, theyymay support different concepts of models,
betw¢en which there are no direct or natural mappings. CORBA only speeifies the application level view of object
interdctions, and requires that distribution transparencies conceal a whole’range of lower level issues. It follows| that
withih any particular ORB, the mechanisms for supporting transpagencies are not visible at the application-leve] and are
entirgly a matter of implementation choice. So there is no guarante¢ that any two ORBs support similar internal models
or that there is necessarily a straightforward mapping between'those models.

Thes¢ observations suggest that the concept of an ORB (ifistance) is too coarse or superficial to allow detailed arjalysis of
intergperability issues between ORBs. Indeed, it becomes clear that an ORB instance is an elusive notion: it car] perhaps
best be characterized as the intersection or coincidence of ORB Service domains.

7.4.3 Interoperability Approaches

When an interaction takes place acressa domain boundary, a mapping mechanism, or bridge, is required to transform
relevant elements of the interactiof as'they traverse the boundary. There are essentially two approaches to achieying this:
medigted bridging and immediate bridging. These approaches are described in the following sub clauses.

Domain Domain Domain Domain
V
c —
\V
Mediated Bridging Immediate Bridging

Figure 7.2 - Two bridging techniques, different uses of an intermediate form agreed on between the two domains.

7.4.3.1 Mediated Bridging

With mediated bridging, elements of the interaction relevant to the domain are transformed, at the boundary of each
domain, between the internal form of that domain and an agreed, common form.

Observations on mediated bridging are as follows:
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The scope of agreement of a common form can range from a private agreement between two particular ORB/domain

implementations to a universal standard.

There can be more than one common form, each oriented or optimized for a different purpose.

If there is more than one possible common form, then which is used can be static (e.g., administrative policy agreed
between ORB vendors, or between system administrators) or dynamic (e.g., established separately for each object, or
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(such as encryption routines), to intermediate bridges to the common form.

.2 Immediate Bridging

immediate bridging, elements of the interaction relevant to the domain are transformed, at the boundary o
in, directly between the internal form of one domain and the internal form of the other.

rvations on immediate bridging are as follows:

This approach has the potential to be optimal (in that the interaction is not miediated via a third party, and can
specifically engineered for each pair of domains) but sacrifices flexibility:and generality of interoperability t
this.

This approach is often applicable when crossing domain boundariesithat are purely administrative (i.e., there
change of technology). For example, when crossing security administration domains between similar ORBs,
necessary to use a common intermediate standard.

eeneral observation, the two approaches can become alfiiost indistinguishable when private mechanisms at
ben ORB/domain implementations.

.3 Location of Inter-Domain Functionality

ally, an inter-domain bridge has compongnits in both domains, whether the mediated or immediate bridging
d. However, domains can span ORB, bdundaries and ORBs can span machine and system boundaries; cony
ine may support, or a process may have access to more than one ORB (or domain of a given type). From
eering viewpoint, this means that\the components of an inter-domain bridge may be dispersed or co-locate
ct to ORBs or systems. It also means that the distinction between an ORB and a bridge can be a matter of]
ective: there is a duality between viewing inter-system messaging as belonging to ORBs, or to bridges.

xample, if a single ORB encompasses two security domains, the inter-domain bridge could be implemente
h the ORB and thus-be invisible as far as ORB interoperability is concerned. A similar situation arises when
ben two ORBs-ordomains is implemented wholly within a process or system that has access to both. In su

the e

impl
dom

ngineering issues of inter-domain bridging are confined, possibly to a single system or process. If it were pr
ment all\bridging in this way, then interactions between systems or processes would be solely within a sin
in or ORB.

Engineering of this approach can range from in-line specifically compiled (compare to stubs) or generic\ibrary code
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As noted at the start of this sub clause, bridges may be implemented both internally to an ORB and as layers above it.
These are called respectively “in-line” and “request-level” bridges.

Request-level bridges use the CORBA APIs, including the Dynamic Skeleton Interface, to receive and issue requests.
However, there is an emerging class of “implicit context” which may be associated with some invocations, holding ORB
Service information such as transaction and security context information, which is not at this time exposed through
general purpose public APIs. (Those APIs expose only OMG IDL-defined operation parameters, not implicit ones.)
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Rather, the precedent set with the Transaction Service is that special purpose APIs are defined to allow bridging of each
kind of context. This means that request-level bridges must be built to specifically understand the implications of bridging
such ORB Service domains, and to make the appropriate API calls.

7.4.4 Policy-Mediated Bridging

An agsumption made through most of this part of ISO/IEC 19500 is that the existence of domain boundaries.shipuld be
transparent to requests: that the goal of interoperability is to hide such boundaries. However, if this wereralways the goal,
then there would be no real need for those boundaries in the first place.

Realiptically, administrative domain boundaries exist because they reflect ongoing differences in organizational pplicies or
goals| Bridging the domains will in such cases require policy mediation. That is, inter-domain_traffic will need {o be
constfained, controlled, or monitored; fully transparent bridging may be highly undesirable. Resource managemgnt
policles may even need to be applied, restricting some kinds of traffic during certain periods.

Secutity policies are a particularly rich source of examples: a domain may need tolaudit external access, or to provide
domdin-based access control. Only a very few objects, types of objects, or classifications of data might be extefnally
accessible through a “firewall.”

Such|[policy-mediated bridging requires a bridge that knows something @bout the traffic being bridged. It could in general
be ar| application-specific policy, and many policy-mediated bridges could be parts of applications. Those might be
orgarjization-specific, off-the-shelf, or anywhere in between.

Requgst-level bridges, which use only public ORB APIs, easily’support the addition of policy mediation compopnents,
withdut loss of access to any other system infrastructure that-may be needed to identify or enforce the appropriate
policies.

7.4.5 Configurations of Bridges in*Networks

In th¢ case of network-aware ORBs, we anticipate that some ORB protocols will be more frequently bridged to|than

otherp, and so will begin to serve the role of “backbone ORBs.” (This is a role that the IIOP is specifically exp¢cted to
serve]) This use of “backbone topology” is true both on a large scale and a small scale. While a large scale public data
network provider could define its 0wn backbone ORB, on a smaller scale, any given institution will probably d¢signate
one gommercially available ORB™as its backbone.
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In lafge configurations, it will be common to notice, that adding ORB bridges doesn’t even add any new “hops’]
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e 7.3 - An ORB chosen as a backbone will connect other ORBs through bridges, both
full-bridges and half-bridges.

ting a backbone style architecture is a standard administrative’technique for managing networks. It has thd
quence of minimizing the number of bridges needed, while at the same time making the ORB topology m
il network organizations. (That is, it allows the number.of bridges to be proportional to the number of pro
" than combinatorial.)

rk routes, because the bridges naturally fit iiv locations where connectivity was already indirect, and augn
ant the existing network firewalls.

Object Addressing

Dbject Model in “The Object/Model” clause of Part 1 of this International Standard (ISO/IEC 19500-1) de
t reference as an object‘name that reliably denotes a particular object. An object reference identifies the san
time the reference is\used in a request, and an object may be denoted by multiple, distinct references.

The

objeqts in other ORBs. Clients do not need to distinguish between references to objects in a local ORB or in a rer
Providing thistransparency can be quite involved, and naming models are fundamental to it.

This pub/lause discusses models for naming entities in multiple domains, and transformations of such names a
cross|the)domain boundaries. That is, it presents transformations of object reference information as it passes thy

ndamental ORB.interoperability requirement is to allow clients to use such object names to invoke opera

atch
ocols,
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networks of inter-ORB bridges. It uses the word “ORB” as synonymous with referencing domain; this is purely to
simplify the discussion. In other contexts, “ORB” can usefully denote other kinds of domain.

© ISO/IEC 2012 - All rights reserved

23


https://standardsiso.com/api/?name=d39b24d01f7c94df9350662c8c66a025

ISO/I

EC 19500-2:2012(E)

7.5.1 Domain-relative Object Referencing

Since CORBA does not require ORBs to understand object references from other ORBs, when discussing object
references from multiple ORBs one must always associate the object reference’s domain (ORB) with the object reference.
We use the notation D0.R0 to denote an object reference R0 from domain DO; this is itself an object reference. This is
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Figure 7.4 - Reference encapsulation adds domain information during bridging

1.

3

domain-relative rererencing (or addressing) and need not retiect the impleémentation 0T 0bjecCt rererenc
RB.

implementation level, associating an object reference with an ORB is only important at an inter=ORB boy

ling any object references embedded in it.
g Handling of Referencing Between Domains

| a bridge hands an object reference to an ORB, it must do so in a form understoed by that ORB: the object
be in the recipient ORB’s native format. Also, in cases where that object ofiginated from some other ORB
e must associate each newly created “proxy” object reference with (what«it sees as) the original object refe

Object Reference Translation Reference Embedding: Thebridge can store the original object reference itself]
an entirely different proxy reference into the new domain. The bridge must then manage state on behalf of
bridged object reference, map these references fromone ORB’s format to the other’s, and vice versa.

be identified in D4 as proxy reference d3.d2.d1.d0.R, where dn is the address of Dn relative to Dn+1.

However,\it supports sharing that state between multiple object references by adding a domain-based route
to the'proxy (which still holds the original reference, as in the reference encapsulation scheme). It achieves
providing encoded domain route information each time a domain boundary is traversed; thus if a reference
originating in domain D0, traversed domains DI...D4 it would be identified in D4 as (d3, x3).R, and in D2 :

17 A Y 1 1 | S | 11 £ L DR 4 D ] 1 -1 e +1 - ] 7 1)
(dar,x1). 1\, allll SU Ull, WITIT d7T IS UIT AUUITSS U1 D7 TCIdAUVT O U1, allld AFT TUCIIULICS UIC pall (dri=1, Xr=1).

Figure 7.5 - Domain Reference Translation substitutes domain references during bridging
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5, inside a bridge. This is simple, since the bridge knows from which ORB each request (or resporise) camg,

Domain Réference Translation: Like object reference translation, this scheme holds some state in the bridgg.

s within

ndary;

eference
, the
rence.

al basic schemes to solve these two problems exist. These all have-advantages in some circumstances; all can be
and in arbitrary combination with each other, since CORBA objéctreferences are opaque to applications. [The
ramifiications of each scheme merits attention, with respect to scaling and administration. The schemes include:

and pass

tach

Reference Encapsulation: The bridge can avoid holding any state at all by conceptually concatenating a doipain
identifier to the object name. Thus if a reference D0.R, originating in domain D0, traversed domains D/... DY it could

identifier
this by
DO.R,

1S
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4. Reference Canonicalization: This scheme is like domain reference translation, except that the proxy uses a “well-
known” (e.g., global) domain identifier rather than an encoded path. Thus a reference R, originating in domain D0
would be identified in other domains as D0.R.

Observations about these approaches to inter-domain reference handling are as follows:

R NP 1 4 £ £ 1ot 141 d-+ st M P | £ Atls 1 b 2 ld
T arvoappneatroT OT ToTCTono T CnTap SUTatro COTTOTOattO—aronrarity rar sU TorCITivTsST7 Y tUPOTOE Y- ST VIUT ou

optimize cycles within any given encapsulated reference and eliminate the appearance of references to local @bjects as
alien references.

4 A topology service could also optimize the chains of routes used in the domain reference translation scheme. Since the
links in such chains are re-used by any path traversing the same sequence of domains, such optimization has
particularly high leverage.

4 With the general purpose APIs defined in CORBA, object reference translation can be supported even by ORBs not

specifically intended to support efficient bridging, but this approach involves the maost state in intermediate brjidges. As
with reference encapsulation, a topology service could optimize individual objecteferences. (APIs are defingd by the
Dynamic Skeleton Interface and Dynamic Invocation Interface.)

J The chain of addressing links established with both object and domain reference translation schemes must be
represented as state within the network of bridges. There are issues associated with managing this state.

4 Reference canonicalization can also be performed with managed hi€rarchical name spaces such as those now|in use on
the Internet and X.500 naming.

7.6| An Information Model for Object References

This pub clause provides a simple, powerful information.inodel for the information found in an object referencd. That
moddl is intended to be used directly by developers of bridging technology, and is used in that role by the IIOP, described
in th¢ General Inter-ORB Protocol clause of this_standard, Object References.

7.6.1 What Information Do Bridges Need?

The following potential information<abeut object references has been identified as critical for use in bridging
techrjologies:

| Is it null? Nulls only need {0 be transmitted and never support operation invocation.

| What type is it? Many.ORBs require knowledge of an object’s type in order to efficiently preserve the integrify of their
type systems.

| What protocols are supported? Some ORBs support objrefs that in effect live in multiple referencing domains, to allow
clients thexchoice of the most efficient communications facilities available.

| What ORB Services are available? As noted in Selection of ORB Services on page 17, several different ORB| Services
might be involved in an invocation. Providing information about those services in a standardized way could in many
cases reduce or eliminate negotiation overhead in selecting them.

7.6.2 Interoperable Object References: IORs

To provide the information above, an “Interoperable Object Reference,” (IOR) data structure has been provided. This data
structure need not be used internally to any given ORB, and is not intended to be visible to application-level ORB
programmers. It should be used only when crossing object reference domain boundaries, within bridges.
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This data structure is designed to be efficient in typical single-protocol configurations, while not penalizing multiprotocol
ones.

module IOP { /I IDL

/

typedef unsigned long Profileld;

typedef CORBA::OctetSeq ProfileData;

truct TaggedProfile {
Profileld tag;
ProfileData profile_data;

L B

ypedef sequence <TaggedProfile> TaggedProfileSeq ;

~

an Interoperable Object Reference is a sequence of

/] object-specific protocol profiles, plus a type ID.
gtruct IOR {
string type_id;
TaggedProfileSeq profiles;
}.

/] Standard way of representing multicomponent profiles.
This would be encapsulated in a TaggedProfile.

~

-~

ypedef unsigned long Componentid;
ypedef CORBA::OctetSeq ComponentData;

-~

gtruct TaggedComponent {
Componentid tag;
ComponentData component_data;

~-*

ypedef sequence<TaggedComponent> TaggedComponentSeq;
ypedef sequence-<TaggedComponent> MultipleComponentProfile;
ypedef CORBA::OctetSeq ObjectKey;

e B e

5
7.6.3 JOR Profiles

Object references have at least one tagged profile. Each profile supports one or more protocols and encapsulates all the
basic information the protocols it supports need to identify an object. Any single profile holds enough information to
drive a complete invocation using any of the protocols it supports; the content and structure of those profile entries are
wholly specified by these protocols.

When a specific protocol is used to convey an object reference passed as a parameter in an IDL operation invocation (or
reply), an IOR which reflects, in its contained profiles, the full protocol understanding of the operation client (or server in
case of reply) may be sent. A receiving ORB which operates (based on topology and policy information available to it) on
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profiles rather than the received IOR as a whole, to create a derived reference for use in its own domain of reference, is
placing itself as a bridge between reference domains. Interoperability inhibiting situations can arise when an orb sends an
IOR with multiple profiles (using one of its supported protocols) to a receiving orb, and that receiving orb later returns a
derived reference to that object, which has had profiles or profile component data removed or transformed from the
original IOR contents.

To assist in classifying behavior of ORBS in such bridging roles, two classes of IOR conformance may be associfited with
the cpnformance requirements for a given ORB interoperability protocol:

4 Full IOR conformance requires that an orb which receives an IOR for an object passed to it through that ORH
interoperability protocol, shall recover the original IOR, in its entirety, for passing as a reference.to'that obje¢t from
that orb through that same protocol.

4 Limited-Profile IOR conformance requires that an orb which receives an IOR passed to it through a given ORB
interoperability protocol, shall recover all of the standard information contained in the’TOR profile for that prptocol,
whenever passing a reference to that object, using that same protocol, to another ORB:

NOTE: Conformance to IIOP versions 1.0, 1.1, and 1.2 only requires support of limited-Profile IOR conformance, spgcifically
for the IIOP IOR profile. However, due to interoperability problems induced by Limited-Profile IOR conformance, {t is now

deprdcated by the CORBA 2.4 specification for an orb to not support Full IOR cénformance. Some future IIOP versipns could
requife Full IOR conformance.

An JRB may be unable to use any of the profiles provided in an IQRfor various reasons which may be broadly
categorized as transient ones like temporary network outage, andnon-transient ones like unavailability of appropriate
protorol software in the ORB. The decision about the category/of outage that causes an ORB to be unable to uge any
profile from an IOR is left up to the ORB. At an appropriate’point, when an ORB discovers that it is unable to juse any
profile in an IOR, depending on whether it considers the-r€ason transient or non-transient, it should raise the stgndard
systefn exception TRANSIENT with standard minor_g¢ode 2, or IMP_LIMIT with the standard minor code 1.

Each|profile has a unique numeric tag, assigned by the OMG. The ones defined here are for the IIOP (see clausg 9.8.3,
IIOP[IOR Profile Components, on page 114) and for use in “multiple component profiles.” Profile tags in the rgnge
0x80000000 through Oxffffffff are reserved for future use, and are not currently available for assignment.

Null pbject references are indicated byan empty set of profiles, and by a “Null” type ID (a string that contains [only a
singl¢ terminating character). Type.lDs may only be “Null” in any message, requiring the client to use existing kijowledge
or to[consult the object, to determine interface types supported. The type ID is a Repository ID identifying the Interface
type,|and is provided to allow_.ORBs to preserve strong typing. This identifier is agreed on within the bridge and, for
reasopns outside the scope of'this interoperability specification, needs to have a much broader scope to address yarious
problems in system eyolution and maintenance. Type IDs support detection of type equivalence, and in conjunction with
an Inferface Repository, allow processes to reason about the relationship of the type of the object referred to and gny other

type.

The type ID;if provided by the server, indicates the most derived type that the server wishes to publish, at the {ime the

refer¢nee is generated. The object’s actual most derived type may later change to a more derived type. Therefore| the type
ID inktheeIOR can-only be internreted by the client as-a-hint that the obiect-supports-at-least the indicatedinterfhce. The
J r J J rr M

client can succeed in narrowing the reference to the indicated interface, or to one of its base interfaces, based solely on
the type ID in the IOR, but must not fail to narrow the reference without consulting the object via the “ is_a” or
“ get interface” pseudo-operations.

ORBs claiming to support the Full-IOR conformance are required to preserve all the semantic content of any IOR
(including the ordering of each profile and its components), and may only apply transformations which preserve
semantics (e.g., changing Byte order for encapsulation).
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For example, consider an echo operation for object references:
interface Echoer {Object echo(in Object 0);};

Assume that the method body implementing this “echo” operation simply returns its argument. When a client application
invokes the echo operation and passes an arbitrary object reference, if both the client and server ORBs claim support to
Full IOR conformance, the reference returned by the operation is guaranteed to have not been semantically altered by

eithet client or server ORB. That is, all its profiles will remain intact and in the same order as they were present fvhen the
refergnce was sent. This requirement for ORBs which claim support for Full-IOR conformance, ensures that, fof gxample,
a clignt can safely store an object reference in a naming service and get that reference back again later Without Josing

information inside the reference.

7.6.4 Standard IOR Profiles

modple IOP {
gonst Profileld TAG_INTERNET_IOP = 0;
gonst Profileld TAG_MULTIPLE_COMPONENTS = 1;
gonst Profileld TAG_SCCP_IOP = 2;
gonst Profileld TAG_UIPMC = 3;
b

7.6.4.1 The TAG_INTERNET_IOP Profile

The TAG_INTERNET_IOP tag identifies profiles that support the:Internet Inter-ORB Protocol. The ProfileBody of this
profile, described in detail in IIOP IOR Profiles on page 1124 contains a CDR encapsulation of a structure contdining
addrgssing and object identification information used by IIOP. Version 1.1 of the TAG_INTERNET_IOP profil¢ also
inclufles a sequence<TaggedComponent> that can(contain additional information supporting optional IIOP [features,
ORB|services such as security, and future protocol extensions.

Protocols other than IIOP (such as ESIOPs and!ether GIOPs) can share profile information (such as object idenfity or
securfty information) with IIOP by encodjng. their additional profile information as components in the
TAG] INTERNET_IOP profile. All TAG_INTERNET_IOP profiles support IIOP, regardless of whether they also
suppgrt additional protocols. Interoperable ORBs are not required to create or understand any other profile, nor[are they
requifed to create or understand any Jof the components defined for other protocols that might share the
TAG) INTERNET_IOP profile with IIOP.

The profile_data for the TAG_INTERNET_IOP profile is a CDR encapsulation of the IOP::ProfileBody_1| 1 type,
descrjbed in IIOP IOR-Profiles on page 112.

7.6.4.2 The TAGMULTIPLE_COMPONENTS Profile

The TAG_MULTIPLE_COMPONENTS tag indicates that the value encapsulated is of type
Mult{pleComponentProfile. In this case, the profile consists of a list of protocol components, the use of whicl must be
specified)by the protocol using this profile. This profile may be used to carry IOR components, as specified in JOR
Components on page 29.

The profile_data for the TAG_MULTIPLE_COMPONENTS profile is a CDR encapsulation of the
MultipleComponentProfile type shown above.

7.6.4.3 The TAG_SCCP_IOP Profile
See the OMG specification [SCCP] and Annex A of Part 2 of this International Standard for additional information.
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7.6.4.4 The TAG_UIPMC Profile

The TAG_UIPMC tag is used by MIOP. See clause 11 of this Part of this International standard and Annex A of Part 2 of
this International Standard for additional information.

7.6.

TaggedComponents contained in TAG_INTERNET_IOP and TAG_MULTIPLE_COMPONENTS prafilcs a
ident|fied by unique numeric tags using a namespace distinct form that is used for profile tags. Component tags
assighed by the OMG.

Specifications of components must include the following information:

Spec

7.6.

The

TAG| MULTIPLE_COMPONENTS:profiles, and may apply to IIOP, other GIOPs, ESIOPs, or other protocols.
must|not drop these components-frem an existing IOR.

modple IOP {

5 IOR Components

:2012(E)

o Component ID: The compound tag that is obtained from OMG.

o Structure and encoding: The syntax of the component data and the encoding rules.df the component value is

if different than GIOP 1.0, must be specified as part of the component definition:
o Semantics: How the component data is intended to be used.

o Protocols: The protocol for which the component is defined, and whetler it is intended that the component be
other protocols.

| At most once: whether more than one instance of this component can be included in a profile.

~

6 Standard IOR Components

following are standard IOR comporents that can be included in TAG_INTERNET_IOP and

g¢onst Componentid™ TAG_ORB_TYPE = 0;

g¢onst Componéntld TAG_CODE_SETS = 1;

gonst Componentld TAG_POLICIES = 2;

g¢onst Componentld TAG_ALTERNATE_IIOP_ADDRESS = 3;

g¢onst Componentld TAG_ASSOCIATION_OPTIONS = 13;

rc
are

lencoded

as a CDR encapsulation, the IDL type that is encapsulated and the GIOP version-which is used for encoding the value,

isable by

fications of protocols must describe how the components‘affect the protocol. In addition, a protocol definifion must
specify, for each TaggedComponent, whether inclusion of the'component in profiles supporting the protocol is 1
(MANDATORY PRESENCE) or not required (OPTIONAL PRESENCE). An ORB claiming to support Full-IO
confdrmance shall not drop optional components, once‘they have been added to a profile.

equired
R

An ORB

g¢onst Componentld TAG_SEC_NAME = 14;

constComponentid— TAG_SPKM_1_SEC_MECH="15;
const Componentld TAG_SPKM_2_SEC_MECH = 16;

const Componentld TAG_KerberosV5_SEC_MECH = 17;

const Componentld TAG_CSI_ECMA_Secret SEC_MECH = 18;
const Componentld TAG_CSI_ECMA_Hybrid_SEC_MECH = 19;
const Componentld TAG_SSL_SEC_TRANS = 20;

const Componentld TAG_CSI_ECMA_Public_SEC_MECH = 21;
const Componentld TAG_ GENERIC_SEC_MECH = 22;
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const Componentid
const Componentid
const Componentid
const Componentid
const Componentid

TAG_FIREWALL_TRANS = 23;
TAG_SCCP_CONTACT_INFO = 24;
TAG_JAVA_CODEBASE = 25;
TAG_TRANSACTION_POLICY = 26;
TAG_MESSAGE_ROUTERS = 30;

canst Componentld TAG _OTS POILICY = 31;
onst Componentld TAG_INV_POLICY = 32;

onst Componentld TAG_CSI_SEC_MECH_LIST = 33;
onst Componentld TAG_NULL_TAG = 34;

onst Componentld TAG_SECIOP_SEC_TRANS = 35;
onst Componentld TAG_TLS_SEC_TRANS = 36;
onst Componentld TAG_ACTIVITY_POLICY = 37;
onst Componentld TAG_RMI_CUSTOM_MAX_STREAM_FORMAT = 38;
onst Componentld TAG_GROUP = 39;

onst Componentld TAG_GROUP_IIOP = 40;

onst Componentld TAG_PASSTHRU_TRANS = 41;
onst Componentld TAG_FIREWALL_PATH = 42;
onst Componentld TAG_IIOP_SEC_TRANS =43;

(¢
(¢
(¢
(¢
(¢
(¢
(¢
(¢
(¢
(¢
(¢
(¢

gonst Componentld TAG_INET_SEC_TRANS = 123;

7.6.6.1 TAG_ORB_TYPE Component

It is ¢ften useful in the real world to be able to identify the particular kind of ORB an object reference is coming| from, to
work|around problems with that particular ORB, or exploit shared efficiencies.

The TAG_ORB_TYPE component has an associated value of type unsigned long, encoded as a CDR encapsulation,

desighating an ORB type ID allocated by the OMG for the ORB type of the originating ORB. Anyone may regjster any
ORB|types by submitting a short (one-patagraph) description of the ORB type to the OMG, and will receive a new ORB
type ID in return. A list of ORB type escriptions and values will be made available on the OMG web server.

The TAG_ORB_TYPE component ¢an appear at most once in any IOR profile. For profiles supporting IIOP 1{1 or
greater, it is optionally present,

7.6.64.2 TAG_ALTERNATE_IIOP_ADDRESS Component

In cages where the same object key is used for more than one internet location, the following standard IOR Component is
definpd for suppott<n IIOP version 1.2.

The TAG_ALTERNATE_IIOP_ADDRESS component has an associated value of type:

gtruct {
string HostID,
unsigned short Port

b

encoded as a CDR encapsulation.
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Zero or more instances of the TAG_ALTERNATE_IIOP_ADDRESS component type may be included in a version 1.2
TAG_INTERNET_IOP Profile. Each of these alternative addresses may be used by the client orb, in addition to the host
and port address expressed in the body of the Profile. In cases where one or more TAG_ALTERNATE_IIOP_ADDRESS
components are present in a TAG_INTERNET_IOP Profile, no order of use is prescribed by Version 1.2 of IIOP.

7.6.6-3-OtherGomponents

The f

ollowing standard components are specified in various OMG specifications:

TAG_CODE_SETS - See CodeSet Component of IOR Multi-Component Profile in clause 7.10.2.4 in/this p
International Standard.

TAG_POLICIES - Sce the “CORBA Messaging” clause of ISO/IEC 19500-1.

TAG_SEC_NAME - See the Mechanism Tags sub clause of [CORBASEC].
TAG_ASSOCIATION_OPTIONS - See the Tag Association Options sub clause 6f fJCORBASEC].
TAG_SSL_SEC_TRANS - Sce the Mechanism Tags sub clause of [CORBASEC].

TAG_GENERIC_SEC_MECH and all other tags with names in the form‘TAG_* SEC MECH - See the
“Mechanism Tags” sub clause of [CORBASEC].

TAG_FIREWALL_SEC - See [FIREWALL].

TAG_SCCP_CONTACT_INFO - See [SCCP].

TAG_JAVA_CODEBASE - See [JAV2I].

TAG_TRANSACTION_POLICY - See [TRANS].

TAG_MESSAGE_ROUTERS - See the “CORBAtMessaging” clause of ISO/IEC 19500-1.
TAG_OTS_POLICY - See [TRANS].

TAG_INV_POLICY - See [TRANS].

TAG_INET_SEC_TRANS - See [CORBASEC].

TAG_CSI_SEC_MECH_LIST, TAG_NULL_TAG, TAG_SECIOP_SEC_TRANS, TAG_TLS_SEC_]
See the “Secure InteroperabilityX'clause 10 in this part of this International Standard.

TAG_ACTIVITY_POLICY--—See [ASMOTS].
TAG_RMI_CUSTOM MAX_STREAM_FORMAT - See [JAV2I].

TAG_GROUP and"TAG_GROUP_IIOP - See the “Unreliable Multicast Inter-ORB Protocol” clause 11 in
of this International Standard.

TAG_IIOR-SEC_TRANS - See the “Secure Interoperability” clause 10 in this part of this International Sta

7.6.Y Profile and Component Composition in IORs

The

hrt of this

RANS -

this part

ndard.
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Profiles must be independent, complete, and self-contained. Their use shall not depend on information cont
another profile.

Any invocation uses information from exactly one profile.

ained in

Information used to drive multiple inter-ORB protocols may coexist within a single profile, possibly with some

information (e.g., components) shared between the protocols, as specified by the specific protocols.
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4. Unless otherwise specified in the definition of a particular profile, multiple profiles with the same profile tag may be
included in an IOR.

5. Unless otherwise specified in the definition of a particular component, multiple components with the same
component tag may be part of a given profile within an IOR.

— A TAG_MULTIPCE_COMPONENTS profile may hold components shared between multiple protocols, Multiple

such profiles may exist in an IOR.

7. The definition of each protocol using a TAG_MULTIPLE_COMPONENTS profile must specify,which components
it uses, and how it uses them.

§. Profile and component definitions can be either public or private. Public definitions are thosg whose tag angl data
format is specified in OMG documents. For private definitions, only the tag is registeréd with OMG.

9. Public component definitions shall state whether or not they are intended for usedy protocols other than th¢ one(s)
for which they were originally defined, and dependencies on other components,

The QMG is responsible for allocating and registering protocol and component‘tags. Neither allocation nor regiptration
indicgtes any “standard” status, only that the tag will not be confused with othier tags. Requests to allocate tags should be
sent fo tag request@omg.org.

7.6.8 IOR Creation and Scope

IORs|are created from object references when required to ct@ss”some kind of referencing domain boundary. ORBs will
implgment object references in whatever form they find appropriate, including possibly using the IOR structure Bridges
will normally use IORs to mediate transfers where that(standard is appropriate.

7.6.9 Stringified Object References

Objegt references can be “stringified” (turngd into an external string form) by the ORB::0bject_to_string opgration,
and then “destringified” (turned back into a programming environment’s object reference representation) using the
ORB::string_to_object operation:

Ther¢ can be a variety of reasens“why being able to parse this string form might not help make an invocation op the
origial object reference:

¢| Identifiers embedded in the string form can belong to a different domain than the ORB attempting to destringify the
object reference:

| The ORBs\in question might not share a network protocol, or be connected.

*| Security constraints may be placed on object reference destringification.

Nonethleless, there is utility in having a defined way for ORBs to generate and parse stringified IORs, so that inl some
cases an object reference stringitied by one ORB could be destringilied by another.

To allow a stringified object reference to be internalized by what may be a different ORB, a stringified IOR representation
is specified. This representation instead establishes that ORBs could parse stringified object references using that format.
This helps address the problem of bootstrapping, allowing programs to obtain and use object references, even from
different ORBs.

The following is the representation of the stringified (externalized) IOR:
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<oref> ::= <prefix> <hex_Octets>
<prefix> ::= <i><o><r>“:”
<hex_Octets> ::= <hex_Octet> {<hex_Octet>}*
<hex_Octet>::= <hexDigit> <hexDigit>
<hexDigit> ::= <digit> | <a> | <b> | <c> | <d> | <e> | <f>
<digit> ::= “0” | “1” | “2” | “3” | “4” | “5” |

“6” | “7”|“8”|“9”

<a>:=“a” | “A”
<b>::=“b” | “B”
) <c>:u=“¢c” | “C”
<d>:=“d” | “D”
<e>::=“e” | “E”
<f>.:=“f" | “F”
<i>:u =47 |17
<o>: =“0"|“0”
<r>: =“r’ | “R”

The hexadecimal strings are generated by first turning an object reference into an IOR, and then encapsulating the IOR

using the encoding rules of CDR, as specified in GIOP 1.0. (See ‘clause 9.4, CDR Transfer Syntax, on page 71 for more
information.) The content of the encapsulated IOR is then turfied into hexadecimal digit pairs, starting with the flirst octet
in th¢ encapsulation and going until the end. The high four\bits of each octet are encoded as a hexadecimal digit| then the
low flour bits.

7.6.10 Object URLs

To address the problem of bootstrapping and allow for more convenient exchange of human-readable object refgrences,
ORB|::string_to_object allows URIss in the corbaloc and corbaname formats to be converted into object r¢ferences.

If copversion fails, string_to_object raises a BAD_PARAM exception with one of following standard minor ¢odes, as
apprdpriate:

Minor Code Description

7 string_to_object conversion failed due to bad scheme name

8 string_to_object conversion failed due to bad address

9 string_to_object conversion failed due to bad schema specific part
10 string to object conversion failed due to non-specific reason

7.6.10.1 corbaloc URL

The corbaloc URL scheme provides stringified object references that are more easily manipulated by users than IOR
URLSs. Currently, corbaloc URLs denote objects that can be contacted by IIOP or resolve_initial_references. Other
transport protocols can be explicitly specified when they become available. Examples of IIOP and
resolve_initial_references (rir:) based corbaloc URLs are:
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corbaloc::555xyz.com/Prod/TradingService
corbaloc:iiop:1.1@555xyz.com/Prod/TradingService
corbaloc::555xyz.com,:556xyz.com:80/Dev/INameService
corbaloc:rir:/TradingService

corbaloc:rir:/NameService

carbaloc:iiop:192 168 14 25:555/NameService

gorbaloc::[1080::8:800:200C:417A]:88/DefaultEventChannel
A cofrbaloc URL contains one or more:
*| protocol identifiers
*| protocol specific components such as address and protocol version information
When the rir protocol is used, no other protocols are allowed. After the addressing information, a corbaloc URL ends
with p single object key. The full syntax is:
4corbaloc> = “corbaloc:”<obj_addr_list>[“/"<key_string>]
qdobj_addr_list> = [<obj_addr> “,”]* <obj_addr>
qdobj_addr> = <prot_addr> | <future_prot_addr>
4prot_addr> = <rir_prot_addr> | <iiop_prot_addr>
4rir_prot_addr> = <rir_prot_token>":”
4rir_prot_token> = “rir”
qiiop_prot_addr> = <iiop_id><iiop_addr>
qiiop_id> =“" | <iiop_prot_token>¥:"
qiiop_prot_token> = “jiop”
qiiop_addr> = [<version> <host> [“:” <port>]]
<host> = DNS_style_host_name | ip_address
<host> = DNS_style.host_name | IPv4_address
| "["" IRv6_address "1"
qversion> = <major> “.” <minor> “@” | empty_string
qport> = number
Imajor> =(mumber
dIminor> = number
4qfuture_prot_addr>" = <future_prot_id><future_prot_addr>
qfuture_prot_id> = <future_prot_token>":"
qfuture_prot.token> = possible examples: “atm” | “dce”
4qfuture_prot_addr> = protocol specific address
dkey. string> = <string> | empty_string
Where:

obj_addr_list: comma-separated list of protocol id, version, and address information. This list is used in an
implementation-defined manner to address the object An object may be contacted by any of the addresses and protocols.

NOTE: If the rir protocol is used, no other protocols are allowed.

obj_addr: A protocol identifier, version tag, and a protocol specific address. The comma °,” and ‘/* characters are
specifically prohibited in this component of the URL.
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rir_prot_addr: resolve_initial_references protocol identifier. This protocol does not have a version tag or address.
See 7.6.10.2, ’corbaloc:rir URL’.

iiop_prot_addr: iiop protocol identifier, version tag, and address containing a DNS-style host name or IP address. See
corbaloc:iiop URL on page 35 for the iiop specific definitions.

futu
futune_prot_id: token representing a protocol terminated with a “:
futute_prot_token: token representing a protocol. Currently only “iiop” and “rir” are defined.

futute_prot_addr: a protocol specific address and possibly protocol version information. An example of this f

“1.1

key_|string: a stringified object key.

The

The

7.6.10.2 corbaloc:rir URL

The

addrgss syntax is:

qrir_prot_addr> = <rir_prot_token>":"
qrir_prot_token> = “rir”
Wheie:

rir_prot_addr: resolve_initial_references protocol identifier. There is no version or address information wi
used.

rir_prot_token: The'token “rir” identifies this protocol.

For & corbaloc=rir URL, the <key_string> is used as the argument to resolve_initial_references. An emp

<ke

The firprotocol cannot be used with any other protocol in a URL.

oc protocols.

[33%L]

555xyz.com.”

[T 1} ‘ “/” | [T L} ‘ “r)79| I3} | “@75 ‘ “&” | [73 1) | 4649 | “$” |
N . { .
[T | 73Rt | [T3EL) | [ RH | [Tk ‘ 13 31} | [7321) | “(“ | “)79

> —

key_string is not NUL-terminated.

¢orbaloc:rir URL is defined to allow access tojthe ORB’s configured initial references through a URL. The|

string>:is interpreted as the default “NameService.”

r iiop is

key_string corresponds to the octet sequence in the object_key member of @ GIOP Request or LocateRequest
head¢r as defined in 15.4 of CORBA 2.3. The key_string uses the escape conyeftions described in RFC 2396
away| from octet values that cannot directly be part of a URL. US-ASCII alphanumeric characters are not escap
Charjcters outside this range are escaped, except for the following:

to map
ed.

protocol

hen rir is

7.6.10.3 corbaloc:iiop URL

The corbaloc:iiop URL is defined for use in TCP/IP- and DNS-centric environments The full protocol address syntax is:

<iiop_prot_addr> = <iiop_id><iiop_addr>

<iiop_id> = <iiop_default> | <iiop_prot_token>":”
<iiop_default> =«

<iiop_prot_token> = “iiop”
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<iiop_addr> = [<version> <host> [“:” <port>]]
<host> = DNS_style_host_name | IPv4_address
| "[" IPv6_address "1"
<version> = <major> “.” <minor> “@” | empty_string
<port> = number
<major> = number
<4minor> = number
Wheite:

iiop_|prot_addr: iiop protocol identifier, version tag, and address containing a DNS-style host name’ ot IP addt
iiop_Jid: tokens recognized to indicate an iiop protocol corbaloc.
iiop_|default: default token indicating iiop protocol, “:”.
iiop_|prot_token: iiop protocol token, “iiop.”

iiop_laddress: a single address.

host} DNS-style host name or IP address. If not present, the local host is/assumed.

vers|on: a major and minor version number, separated by ‘.” and folowed by ‘@’. If the version is absent, 1.0 1

assurhed.
IPv4| address: numeric IPv4 address (dotted decimal notation).

IPv6)| address: numeric IPv6 address (colon separated hexadecimal or mixed hexadecimal/decimal notation as ¢
in RHC 2373).

port{ port number the agent is listening on (see bélow). Default is 2809.

7.6.10.4 corbaloc Server Implementation

The ¢nly requirements on an object advértised by a corbaloc URL are that there must be a software agent listd

€SS.

lescribed

ning on

the hpst and port specified by the URE. This agent must be capable of handling GIOP Request and LocateRequest

messjages targeted at the object key-specified in the URL.

A normal CORBA server meets these criteria. It is also possible to implement lightweight object location forwg
agents that respond to GIOP’Request messages with Reply messages with a LOCATION_FORWARD statu
respond to GIOP LocateRequest messages with LocateReply messages.

7.6.10.5 corbaname URL

The ¢orbaname URL scheme is described in the Naming Service specification. It extends the capabilities of t]
corbploc scheme to allow URLs to denote entries in a Naming Service. Resolving corbaname URLs does ng

rding
5, and

he
t require

aNa BE C c 1umplementation 11 tne QI Xd4imp

corbaname::5550bjs.com#al/string/path/to/obj

This URL specifies that at host 5550bjs.com, an object of type NamingContext (with an object key of

NameService) can be found, or alternatively, that an agent is running at that location which will return a reference to a
NamingContext. The (stringified) name a/string/path/to/obj is then used as the argument to a resolve operation on

that NamingContext. The URL denotes the object reference that results from that lookup.
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This URL specifies that the stringified name a/local/obj is to be resolved relative to the naming context returned by
resolve_.initial_references(“NameService”).

7.6.1

0.6 Future corbaloc URL Protocols

This
Each
URL

A po
q

7.6.1

bart of ISO/IEC 19500 only defines use of iiop with corbaloc. New protocols can be added to corbalog as
new protocol must implement the <future_prot_addr> component of the URL and define describédyin g
on page 33.

ksible example of a future corbaloc URL that incorporates an ATM address is:
orbaloc:iiop:xyz.com,atm:E.164:358.400.1234567/dev/test/objectX

0.7 Future URL Schemes

required.
orbaloc

Sevetal currently defined non-CORBA URL scheme names are reserved. Impleméntations may choose to providg these or
other| URL schemes to support additional ways of denoting objects with URLS.
Tablg 7.1 lists the required and some optional formats.
Tablg 7.1
Scheme Description Status
IOR: Standard stringified IOR format Required
corbaloc: Simple object reference. rir: mustbé-supported. Required
corpaname: CosName URL Required
filey/ Specifies a file containitg-a URL/IOR Optional
ftp:1/ Specifies a file containing a URL/IOR that is accessible via ftp protocol. Optional
httpt/ Specifies an HTTP URL that returns an object URL/IOR. Optional
7.7 Service Context
Emerging specifications for Object Services occasionally require service-specific context information to be pasded
implicitly with requests and replies. The Interoperability specifications define a mechanism for identifying and passing
this dervice-speeific context information as “hidden” parameters. The specification makes the following assumpftions:
4 Object Service specifications that need additional context passed will completely specify that context as an QMG IDL
data type.
* ORB APIs will be provided that will allow services to supply and consume context information at appropriate points in

the process of sending and receiving requests and replies.

It is an ORB’s responsibility to determine when to send service-specific context information, and what to do with such
information in incoming messages. It may be possible, for example, for a server receiving a request to be unable to de-
encapsulate and use a certain element of service-specific context, but nevertheless still be able to successfully reply to

the message.
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As shown in the following OMG IDL specification, the IOP module provides the mechanism for passing Object Service—
specific information. It does not describe any service-specific information. It only describes a mechanism for transmitting
it in the most general way possible. The mechanism is currently used by the DCE ESIOP and could also be used by the
Internet Inter-ORB protocol (IIOP) General Inter-ORB Protocol (GIOP).

Each Object Service requiring implicit service-specific context to be passed through GIOP will be allocated a unique

servi¢e context ID value by OMG. Service context ID values are of type unsigned long. Object service speciﬂications
are rgsponsible for describing their context information as single OMG IDL data types, one data type associated With each
servi¢e context ID.

The tpharshaling of Object Service data is described by the following OMG IDL:
modple IOP { /I'IDL

typedef unsigned long Serviceld;
typedef CORBA::OctetSeq ContextData;

truct ServiceContext {
Serviceld context_id;
ContextData context_data;

[ B

ypedef sequence <ServiceContext>ServiceContextList;

5

The dontext data for a particular service will be encoded as specified for its service-specific OMG IDL definition] and that
encoded representation will be encapsulated in the context_data member of IOP::ServiceContext (sce
Encapsulation on page 79). The context_id member ¢ontains the service ID value identifying the service and data

format. Context data is encapsulated in octet sequences to permit ORBs to handle context data without unmarshalling, and
to hapdle unknown context data types.

During request and reply marshaling, ORBs will collect all service context data associated with the Request or Reply in a
ServjceContextList, and include it in the generated messages. No ordering is specified for service context dafa within
the ligt. The list is placed at the beginning of those messages to support security policies that may need to apply to the

majofity of the data in a request{including the message headers).

Each|Object Service requiring jmplicit service-specific context to be passed through GIOP will be allocated a upique

servi¢e context ID value by-the OMG. Service context ID values are of type unsigned long. Object service specifications
are rdsponsible for deseribing their context information as single OMG IDL data types, one data type associated With each
servi¢e context ID.

The High-order’24 bits of a service context ID contain a 24-bit vendor service context codeset ID (VSCID); the lpw-order
8 bit{ containthe rest of the service context ID. A vendor (or group of vendors) who wishes to define a specifi¢ set of
servige context IDs should obtain a unique VSCID from the OMG, and then define a specific set of service confext IDs
using the’ VSCID for the high-order bits.

The VSCIDs of zero to 15 inclusive (0x000000 to 0x00000f) are reserved for use for OMG-defined standard service
context IDs (i.e., service context IDs in the range 0-4095 are reserved as OMG standard service contexts).

7.7.1 Standard Service Contexts

module IOP { // 1IDL
const Serviceld TransactionService = 0;

38 © ISO/IEC 2012 - All rights reserved


https://standardsiso.com/api/?name=d39b24d01f7c94df9350662c8c66a025

const Serviceld
const Serviceld
const Serviceld
const Serviceld
const Serviceld

g¢onst Serviceld
g¢onst Serviceld
g¢onst Serviceld
g¢onst Serviceld
g¢onst Serviceld
g¢onst Serviceld
g¢onst Serviceld
g¢onst Serviceld
g¢onst Serviceld
g¢onst Serviceld
g¢onst Serviceld
g¢onst Serviceld
g¢onst Serviceld
g¢onst Serviceld
g¢onst Serviceld

CodeSets = 1;
ChainBypassCheck = 2;
ChainBypassinfo = 3;
LogicalThreadld = 4;
BI_DIR_IIOP = 5;

const Serviceld  SendingContextRunTime = 6

ISO/IEC 19500-2:2012(E)

INVOCATION_POLICIES =7;
FORWARDED_IDENTITY = 8;
UnknownExceptioninfo = 9;
RTCorbaPriority = 10;
RTCorbaPriorityRange = 11;
FT_GROUP_VERSION =12;
FT_REQUEST = 13;
ExceptionDetailMessage = 14;
SecurityAttributeService = 15;
ActivityService = 16;

RMICustomMaxStreamFormat = 17;

ACCESS_SESSION_ID = 18;
SERVICE_SESSION_ID =19;
FIREWALL_PATH = 20;
FIREWALL_PATH_RESP = 21;

}
The qtandard Servicelds currently defined are:

J TransactionService identifies a CDR encapsulation of the CosTransactions::PropogationContext defined in
the Object Transaction Service specification [TRANS].

J CodeSets identifies a CDR encapsulation of the CONV_FRAME::CodeSetContext defined in GIOP Cqde Set
Service Context on page 51.

4 DCOM-CORBA Interworking uses thtee service contexts as defined in “DCOM-CORBA Interworking” in [PCOMI].
They are:

» ChainBypassCheck, which carries a CDR encapsulation of the struct CosBridging::ChainBypassCheck.
This is carried only inra Request message as described in [DCOMI].

» ChainBypassinfo, which carries a CDR encapsulation of the struct CosBridging::ChainBypassinfo. This
is carried onlyin’@ Reply message as described in [DCOMI].

* LogicalThreadld, which carries a CDR encapsulation of the struct CosBridging::LogicalThreadId as
describéd’in [DCOMI].

J BI_DIRLIIOP identifies a CDR encapsulation of the IOP::BiDirllOPServiceContext defined in the Genfral Inter-
ORB_Protocol clause of this part in this International Standard.

/| SendingContextRunTime identifies a CDR encapsulation of the IOR of the SendingContext::RunTin'1e object.

See-the Value Typp Semantics-clause (quf 1 of this International qunr‘]qrr]).

* For information on INVOCATION_POLICIES refer to the CORBA Messaging clause of Part 1 of this International
Standard.

* For information on FORWARDED_IDENTITY refer to the Firewall Traversal specification ((FIREWALL]).

» UnknownExceptioninfo identifies a CDR encapsulation of a marshaled instance of a java.lang.throwable or one
of its subclasses as described in the Java to IDL Mapping specification [JAVAZ2I].

* For information on RTCorbaPriority refer to the Real-time CORBA specification [RTCORBA].

© ISO/IEC 2012 - All rights reserved 39


https://standardsiso.com/api/?name=d39b24d01f7c94df9350662c8c66a025

ISO/IEC 19500-2:2012(E)

* For information on RTCorbaPriorityRange refer to the Real-time CORBA specification [RTCORBA].
+ FT_GROUP_VERSION, FT_REQUEST - refer to the Fault Tolerant CORBA [FTCORBA].

+ ExceptionDetailMessage identifies a CDR encapsulation of a wstring, encoded using GIOP 1.2 with a TCS-W of
UTF-16. This service context may be sent on Reply messages with a reply_status of SYSTEM_EXCEPTION or
USER EXCEPTION. The usage of this service context is defined by language mappings.

| SecurityAttributeService - refer to the Secure Interoperability clause of this Part of this International Standard.
| ActivityService - refer to the Additional Structuring Mechanisms for OTS specification [ASMOTS}-
+/ RMICustomMaxStreamFormat - refer to the Java to IDL Language Mapping specification [JAVA2I].

s ACCESS_SESSION_ID and SERVICE_SESSION_ID - refer to the Telecommunication Service Accessland
Subscription Specification [TSAS}.

+f FIREWALL_PATH and FIREWALL_PATH_RESP - refer to the Firewall Traversdl specification ((FIREWALL]).

7.7.2 Service Context Processing Rules

Service context IDs are associated with a specific version of GIOP, but will alyvays be allocated in the OMG sefvice
context range. This allows any ORB to recognize when it is receiving a.standard service context, even if it has peen
defingd in a version of GIOP that it does not support.

The following are the rules for processing a received service confext:
| The service context is in the OMG defined range:

« If it is valid for the supported GIOP version, then\it must be processed correctly according to the rules aspociated
with it for that GIOP version level.

« If it is not valid for the GIOP version, themit may be ignored by the receiving ORB; however, it must be passed on
through a bridge and must be made ayailable to interceptors. No exception shall be raised.

| The service context is not in the OMG=detined range:

* The receiving ORB may choose to ignore it, or process it if it “understands” it; however, the service confext must
be passed on through a bridge and must made available to interceptors.

7.8 Coder/Decoder Interfaces

The formats of IOR components and service context data used by ORB services are often defined as CDR encappulations
encoding instances0f IDL defined data types. The Codec provides a mechanism to transfer these components petween
their [[DL data types-and their CDR encapsulation representations.

A Cqdec is‘obtained from the CodecFactory. The CodecFactory is obtained through a call to
ORB;::resolve_initial_references (“CodecFactory”).

7.8.1 Codec Interface

module IOP {
local interface Codec {
exception InvalidTypeForEncoding {};
exception FormatMismatch {};
exception TypeMismatch {};
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CORBA::OctetSeq encode (in any data)
raises (InvalidTypeForEncoding);
any decode (in CORBA::OctetSeq data)
raises (FormatMismatch);
CORBA::OctetSeq encode_value (in any data)
—raises (InvalidTypeForFncoding);
any decode_value (
in CORBA::OctetSeq data,
in CORBA::TypeCode tc)
raises (FormatMismatch, TypeMismatch);

b
7.8.1.1 Exceptions

InvalidTypeForEncoding

This pxception is raised by encode or encode_value when the type is invalid\for the encoding. For example/ this
exception is raised if the encoding is ENCODING_CDR_ENCAPS version(110 and a type that does not exist in that
versipn, such as wstring, is passed to the operation.

FormatMismatch

This pxception is raised by decode or decode_value when the data in the octet sequence cannot be decoded [into an
any.

TypgMismatch

This pxception is raised by decode_value wherithe given TypeCode does not match the given octet sequeng

@

7.8.1.2 Operations

encqde

Convpert the given any into an octet sequence based on the encoding format effective for this Codec. This operation may
raise [InvalidTypeForEncoding.

Parpmeter: data The data, in the form of an any, to be encoded into an octet sequence.

Retyrn Value: An octet sequence containing the encoded any. This octet sequence contains both the
TypeCode and the data of the type.

decqde

Decode the given octet sequence into an any based on the encoding format effective for this Codec. This operation
raises FormatMismatch if the octet sequence cannot be decoded into an any.

Parameter: data The data, in the form of an octet sequence, to be decoded into an any.

Return Value: An any containing the data from the decoded octet sequence.
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encode_value

Convert the given any into an octet sequence based on the encoding format effective for this Codec. Only the data from
the any is encoded, not the TypeCode. This operation may raise InvalidTypeForEncoding.

Parameter. _data The data_in the form of an any_to be encoded into an octet sequence

Retyrn Value: An octet sequence containing the data from the encoded any.

decqde_value

Decofle the given octet sequence into an any based on the given TypeCode and the encodingfermat effective|for this
Codeéc. This operation raises FormatMismatch if the octet sequence cannot be decoded into-an any.

Parfimeters:
data The data, in the form of an octet sequence, to-be"decoded into an any.
tq The TypeCode to be used to decode the'data.

Retyrn Value: An any containing the data from the)decoded octet sequence.

7.8.2 Codec Factory

modple IOP {
typedef short EncodingFormat;
onst EncodingFormat ENCODING_CDR_ENCAPS = 0;

truct Encoding {
EncodingFormat format;
octet major_version;
octet minor_version;

Ipcal interface CodecFactory {

exception UnknownEncoding {};

Codec create_.codec (in Encoding enc)
raises (UnknownEncoding);

¥

k

7.8.2.4-Encoding Structure

The Encoding structure defines the encoding format of a Codec. It details the encoding format, such as CDR
Encapsulation encoding, and the major and minor versions of that format. The encodings which shall be supported are:

« ENCODING_CDR_ENCAPS, version 1.0;
+ ENCODING_CDR_ENCAPS, version 1.1;
+ ENCODING_CDR_ENCAPS, version 1.2;
+ ENCODING_CDR_ENCAPS for all future versions of GIOP as they arise.
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Vendors are free to support additional encodings.

7.8.2.2 CodecFactory Interface

create_codec

Creat

This

e a Codec of the given encoding.

pperation raises UnknownEncoding if this factory cannot create a Codec of the given encoding.

Parpmeter: enc The Encoding for which to create a Codec.
Retyrn Value: A Codec obtained with the given encoding.
7.9| Feature Support and GIOP Versions
The gssociation of service contexts with GIOP versions, (along with some othersupported features tied to GIOP minor
versipn), is shown in Table 7.2.
Tablg 7.2 Feature Support Tied to Minor GIOP Version Number
Feature V3.0 | V11 | V1.2 V1.3 V1.4
TrapsactionService Service Context yes yes yes yes ye
CodeSets Service Context yes yes yes ye
DCOM Bridging Service Contexts: yes yes ye
ChainBypassCheck
ChainBypassInfo
LogicalThreadld
Obj¢ct by Value Service Context: yes yes ye
SdndingContextRunTime
Bi-Ibirectional IIOP Service Context: yes yes ye
B] DIR_IIOP
Asyhch Messaging Seryice-Context: optional$ yes ye
INVOCATION_ PODICIES
Firewall Servicet€ontext: optional$ yes ye
FORWARDED' IDENTITY
Javg Language Throwable Service Context: yes yes ye
UnkiiewnExceptionInfo
Realtime CORBA Service Contexts optional optional optional
RTCorbaPriority (Realtime | (Realtime | (Realtime
RTCorbaPriorityRange CORBA | CORBA | CORBA
only) only) only)
ExceptionDetailMessage Service Context optional yes yes
FT_GROUP_VERSION optional$$ yes yes
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Table 7.2 Feature Support Tied to Minor GIOP Version Number (Continued)

tk local interfacel

Feature V1.0 | V11 | V1.2 V1.3 V1.4
FT REQUEST optional$$ yes yes
SecurityAttributeService optional$$ yes yes
ActivityService optional$$ yes yes
IOR| components in IIOP profile yes yes yes yes
TAG_ORB_TYPE yes yes yes yes
TAG_CODE_SETS yes yes yes yeq
TAG_ ALTERNATE IIOP_ADDRESS yes yes yeq
TAG_ASSOCIATION_OPTION yes yes yes yeq
TAG_SEC NAME yes yes yes yes
TAG_SSL_SEC_TRANS yes yes yes yeq
TAG_ GENERIC SEC MECH yes yes yes yes
TAG¢G * SEC MECH yes yes yes yes
TAG:_JAVA CODEBASE yes yes yes
TAG FIREWALL TRANS optional® | yes yes
TAG_SCCP_CONTACT_INFO optional® | yes yes
TAG _TRANSACTION POLICY optional® | yes yes
TAG_MESSAGE _ROUTERS optional$ yes yes
TAG _OTS_POLICY optional$ yes yes
TAG INV_POLICY optional$ yes yes
TAG _INET SEC TRANS optional$ yes yes
Extgnded IDL data types yes yes yes yes
Bi-Ipirectional GIOP Features yes yes yes
Valye types and Abstract’Interfaces yes yes yes
TAG CSI_ SEC MECH_LIST op‘[ional$$ yes yes
TAG NULE-TAG optional$$ yes yes
TAG _SECIOP_SEC_TRANS, TAG_IIOP_SEC_TRANS optional®® | yes yes
TAG—FES—SEE—FRANS optiomats—yes yos
TAG _ACTIVITY POLICY optional®® | yes yes
_component yes yes
tk_abstract_interface optional$$ yes yes
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Table 7.2 Feature Support Tied to Minor GIOP Version Number (Continued)

Feature V1.0 | V11 | V1.2 V1.3 V1.4
tk_component yes yes
tk_home

tk_\. \4 Ullt

_reflository_id ye

IPVP addresses in IOR ye
TAG_GROUP, TAG_GROUP_IIOP and TAG_UIPMC + Group optional
featpires

RM[CustomMaxStreamFormat optional
TAG_RMI_CUSTOM_MAX_STREAM_FORMAT

NOTE: 3 3%All features that have been added after CORBA 2.3 have been marked as optional in GIOP 1.2. These f4
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7.10 Code Set Conversion
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set and its bit representation or numeric value. In this part of ISO/IEC 19500, the term “code set” is used as an

abbrd
chara

t be compulsory in GIOP 1.2 since there is no way to incorporate them in deployed implementations of 1.2. Ho
to have the additional features of CORBA 2.4 work properly these optionalfeatures must be supported by the
mentation connecting CORBA 2.4% or later ORBs.

.1 Character Processing Terminology

sub clause introduces a few terms and explains-asfew concepts to help understand the character processing]
s clause.

1.1 Character Set

ite set of different characters used for the representation, organization, or control of data. In this part of IS
, the term “character set” is used without any relationship to code representation or associated encoding. H
hracter sets are the English(alphabet, Kanji or sets of ideographic characters, corporate character sets (com|
in Japan), and the characCters needed to write certain European languages.

1.2 Coded Character Set, or Code Set

of unambiguous-rules that establishes a character set and the one-to-one relationship between each charac

viation<for the term “coded character set.” Examples include ASCII, ISO 8859-1, JIS X0208 (which includd
cters, Yapanese hiragana, Greek characters, Japanese kanji, etc.) and Unicode.
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7.10.7.3 Code Set Classifications

Some language environments distinguish between byte-oriented and “wide characters.” The byte-oriented characters are
encoded in one or more 8-bit bytes. A typical single-byte encoding is ASCII as used for western European languages like
English. A typical multi-byte encoding that uses from one to three 8-bit bytes for each character is eucJP (Extended

UNIX Code - Japan, packed format) as used for Japanese workstations.
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Wide characters are a fixed 16 or 32 bits long, and are used for languages like Chinese, Japanese, etc., where the number
of combinations offered by 8 bits is insufficient and a fixed-width encoding is needed. A typical example is Unicode (a
“universal” character set defined by the Unicode Consortium, which uses an encoding scheme identical to ISO 10646
UCS-2, or 2-byte Universal Character Set encoding). An extended encoding scheme for Unicode characters is UTF-16
(UCS Transformation Format, 16-bit representations).

The € language has data types char for byte-oriented characters and wehar_t for wide characters. The langupge
definjtion for C states that the sizes for these characters are implementation-dependent. Some environments do hot
distinguish between byte-oriented and wide characters (e.g., Ada and Smalltalk). Here again, the size of a,character is
implgmentation-dependent. The following table illustrates code set classifications as used in this document.

Tablg 7.3 - Code Set Classification

Origntation Code Element Encoding | Code Set Examples C Data Type
byteroriented single-byte ASCII, ISO 8859-1 (Latin-1), EBECBIC, ... char
multi-byte UTEF-8, euclJP, Shift-JIS, JIS,Big5, ... charf]
non4{byte-oriented fixed-length ISO 10646 UCS-2 (Unicode), ISO 10646 UCS-4, wchan _t
UTF-16, ...

7.10/1.4 Narrow and Wide Characters

Somgd language environments distinguish between “narrow” and “wide” characters. Typically the narrow characfers are
consifdered to be 8-bit long and are used for western Europeandanguages like English, while the wide characterf are 16-
bit o1] 32-bit long and are used for languages like Chinese, Japanese, etc., where the number of combinations offgred by 8
bits are insufficient. However, as noted above there are ¢common encoding schemes in which Asian characters arelencoded
using multi-byte code sets and it is incorrect to assume that Asian characters are always encoded as “wide” chafacters.

Within this text, the general terms “narrow character” and “wide character” are only used in discussing OMG IDL.

7.10/1.5 Char Data and Wchar Data
The phrase “char data” in this text fefers to data whose IDL types have been specified as char or string. Lik¢wise
“wchar data” refers to data whoseIDL types have been specified as wehar or wstring.
7.10/1.6 Byte-Oriented Code Set

An efcoding of charaetcts’ where the numeric code corresponding to a character code element can occupy one qr more
bytes} A byte as uséd.in this part of ISO/IEC 19500 is synonymous with octet, which occupies 8 bits.
7.10/1.7 Multi-Byte Character Strings

A character'string represented in a byte-oriented encoding where each character can occupy one or more bytes ig called a
multitbyfe character string. Typically, wide characters are converted to this form from a (fixed-width) process cpde set
before transmitting the characters outside the process (see below about process code sets). Care must be taken to correctly
process the component bytes of a character’s multi-byte representation.

7.10.1.8 Non-Byte-Oriented Code Set

An encoding of characters where the numeric code corresponding to a character code element can occupy fixed 16 or 32
bits.
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1.9 Char and Wchar Transmission Code Set (TCS-C and TCS-W)

These two terms refer to code sets that are used for transmission between ORBs after negotiation is completed. As the
names imply, the first one is used for char data and the second one for wehar data. Each TCS can be byte-oriented or
non-byte oriented.
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1.10 Process Code Set and File Code Set

sses generally represent international characters in an internal fixed-width format which allows for €fficient

1.11 Native Code Set

e code sets for char and wchar data.

1.12 Transmission Code Set

data (TCS-C) and the other for wchar data (TCS-W). Figure 7.6 illustrates these relationships:
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e 7.6 - Transmission Code Sets

sentation and manipulation. This internal format is called a “process code set.” The process code,set/is irrglevant
le the process, and hence to the interoperation between CORBA clients and servers through their'fespective ORBs.

I a process needs to write international character information out to a file, or communicate with another process
ibly over a network), it typically uses a different encoding called a “file code set.” In this“part of ISO/IEC| 19500,

5 otherwise indicated, all references to a program’s code set refer to the file code sef, not the process code set. Even
a client and server are located physically on the same machine, it is possible forthem to use different file fode sets.

ive code set is the code set that a client or a server uses to communicate)with its ORB. There might be separate

. native transmission native
client process ORB €¢————_—® ORB server process
code sets
code set code set

hsmission code set is the commonly agreed upon encoding,used for character data transfer between a client’s ORB
server’s ORB. There are two transmission code sets éstablished per session between a client and its servet, one for

tent is for TCS-C to be byte-oriented and TCS-W to be non-byte-oriented. However, this part of ISO/IEC 19500

llow both types of characters to be transmitted using the same transmission code set. That is, the selectioh of a
ission code set is,orthogonal to the wideness or narrowness of the characters, although a given code set hay be

suited for either narrow or wide characters.

1.13 Conversion Code Set (CCS)

ORB

maintains appropriate translation or conversion procedures and advertises the ability to use that code set fpr

transmitted data in addition to the native code set.

© ISO/IEC 2012 - All rights reserved
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points or character encodings between the native code set and that target code set. For each code set in this CCS, the
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7.10.2 Code Set Conversion Framework

7.10.

2.1 Requirements

The file code set that an application uses is often determined by the platform on which it runs. In Japan, for example,

Japan
enabl]
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Both
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commhunicate with their ORB. (Note that these native code sets are in general different from process code sets a

convi

The d
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The ¢
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rsion of code sets in such situations. The requirements of this framework are:

Backward compatibility. In previous CORBA specifications, IDL type char was limited to ISO®859-1. Th
conversion framework should be compatible with existing clients and servers that use ISO 885951 as the col
char.

Automatic code set conversion. To facilitate development of CORBA clients and servers, the ORB should
any necessary code set conversions automatically and efficiently. The IDL type octet'can be used if necess
prevent conversions.

Locale support. An internationalized application determines the code set inse by examining the LOCALE
(usually found in the LANG environment variable), which may be changed dynamically at run time by the

Example LOCALE strings are fr FR.ISO8859-1 (French, used in France with the ISO 8859-1 code set) and

(Japanese, used in Japan with the EUC code set and X11R5 conventions for LOCALE). The conversion fra
should allow applications to use the LOCALE mechanism tosindicate supported code sets, and thus select th
code set from the registry.

CMIR and SMIR support. The conversion framework§hould be flexible enough to allow conversion to be pj
either on the client or server side. For example, if alient is running in a memory-constrained environment,
desirable for code set converters to reside in the §¢rver and for a Server Makes It Right (SMIR) conversion 1
be used. On the other hand, if many servers are*executed on one server machine, then converters should be
each client to reduce the load on the servermniachine. In this case, the conversion method used is Client Makej
(CMIR).

2.2 Overview of the Conversion Framework

age-specific, such as the XPG4 C/C++ function setlocale. The client and server use their native code

rsions may be requiréd/at the client and server ends.)

onversion framework is illustrated in Figure 7.7. The server-side ORB stores a server’s code set informati
onent of thetlOR multiple-component profile structure (see Interoperable Object References: IORs on pagg
ode sets.actuially used for transmission are carried in the service context field of an IOP (Inter-ORB Proto
st header (see Service Context on page 37 and GIOP Code Set Service Context on page 51). Recall that th
od¢ sets (TCS-C and TCS-W) negotiated for each session.

se EUC is used on Unix systems, while Shift-JIS is used on PCs. Code set conversion is therefore required to

e A% X q
e interoperability across these platforms. This part of ISO/IEC 19500 defines a framework for the automatjic

c
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the client and server indicate/a'native code set indirectly by specifying a locale. The exact method for doing this is

et to
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bn in a
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1. Version 1.1 of the IIOP profile body can also be used to specify the server’s code set information, as this version introduces an

€
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xtra field that is a sequence of tagged components.
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depemdent, thefollowing databases and code set converters might be used:

the server’s native code set is used as the transmission code set. If the native code sets are different and t
DRB does not have an appropriate converter but the server-side ORB does have one, then the SMIR conve
bd is used. In this case, the client’s native code set is used as the tfansmission code set.

onversion framework allows clients and servers to specify a native char code set and a native wchar cod
i determine the local encodings of IDL types char and wchar, respectively. The conversion process outlin|
bcuted independently for the char code set and the wehat/code set. In other words, the algorithm that is y
a transmission code set is run twice, once for char data and once for wchar data.

ss) is to allow efficient data transmission without any conversions when the client and server have identic
kentations for char and/or wehar data. For example, when a Windows NT client talks to a Windows NT sg
both use Unicode for wide character ddta,’it becomes possible to transmit wide character data from one to
ut any conversions. Of course, this be¢omes possible only for those wide character representations that ar
ed, not for any proprietary ones.df a single transmission code set was mandated, it might require unnecess|
brsions. (For example, choosing Unicode as the transmission code set would force conversion of all byte-o
cter data to Unicode.)

2.3 ORB Databases’and Code Set Converters

onversion framewprk requires an ORB to be able to determine the native code set for a locale and to cony
ben code sets_as necessary. While the details of exactly how these tasks are accomplished are implementatj

Localc database. This database defines a native code set for a process. This code set could be byte-oriented or
oftented and could be changed programmatically while the process is running. However, for a given session 4

fferent and the client-side ORB has an appropriate converter, then the CMIR~conversion method is used. {ln this
e

client-
rsion

e set,
ed above
sed to

eofa
il
rver and
the other
b well-
ary
riented

non-byte-
etween a

client and a server, it is fixed once the code set information is negotiated at the session’s setup time.

Environment variables or configuration files. Since the locale database can only indicate one code set while the ORB
needs to know two code sets, one for char data and one for wehar data, an implementation can use environment

variables or configuration files to contain this information on native code sets.

Converter database. This database defines, for each code set, the code sets to which it can be converted. From this
database, a set of “conversion code sets” (CCS) can be determined for a client and server. For example, if a server’s
native code set is eucJP, and if the server-side ORB has eucJP-to-JIS and eucJP-to-SJIS bilateral converters, then the

server’s conversion code sets are JIS and SJIS.
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Code set converters. The ORB has converters which are registered in the converter database.

7.10.2.4 CodeSet Component of IOR Multi-Component Profile

The code set component of the IOR multi-component profile structure contains:

Both

folloywing tag:

This
repre

mod

typedef unsigned long CodeSetld;
typedef sequence<CodeSetld> CodeSetldSeq;

b

Code
Regis

gonst IOP::ComponentID TAG_CODE_SETS = 1;

}.

CodeSetld native_code_set;

CodeSetldSeq conversion_code_sets;
gtruct CodeSetComponentinfo {

CodeSetComponent ForCharData;

CodeSetComponent ForWcharData;

server’s native char code set and conversion code sets_and

server’s native wehar code set and conversion code sets.

char and wchar conversion code sets are listed in order of preference. The code set component is'identifi

sentation of code set information within the component:

le CONV_FRAME { II'IDL

truct CodeSetComponent {

sets are identified by a 32-bit integer-id.from the OSF Character and Code Set Registry (See Character and

bd by the

ag has been assigned by OMG (See Standard IOR Components on page 29). The follewing IDL structure dgfines the

Code Set

try on page 56 for further information). Data within the code set component is represented as a structure of type

CodéeSetComponentinfo, and is encoded as a CDR encapsulation. In other words, the char code set information

come
A nu
with

If the
8859
wide
INV |

Ifac

s first, then the wehar information, represented as structures of type CodeSetComponent.

he identification of suitable conversion code sets).

code set compdnent is not present in a multi-component profile structure, then the default char code set

OBJREF, with standard minor code 1.

1 value should be used dn‘the native_code_set field if the server desires to indicate no native code set (possibly

s ISO

1 for backward compatibility. However, there is no default wehar code set. If a server supports interfaceq that use
characterddata but does not specify the wehar code sets that it supports, client-side ORBs will raise excefJtion

ient application invokes an operation that results in an attempt by the client ORB to marshal wchar or wstiing data

for a

and the associated Object Reference does not include a codeset component, then the client ORB shall raise the
INV_OBJREF standard system exception with standard minor code 2 as a response to the operation invocation.

Non-presence of a codeset component in an IOR means that:

50

The server and/or server-side ORB support only ISO 8859-1 for char/string, and

the server and/or server-side ORB don’t support wchar/wstring.

TIT parammeter (o to ummarsitat wehar or wstringdata for am fout paraneter, out paranmeter or tie Teturn value),
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Thus if client tries to send wchar or wstring data on an any type, and there is no codeset component in target server’s

IOR,

7.10.

the client-side ORB can raise an exception BAD_PARAM, with standard minor code set to 42.

2.5 GIOP Code Set Service Context

The code set GIOP service context contains:

char transmission code set, and

wchar transmission code set

in th¢ form of a code set service. This service is identified by:

gonst IOP::ServicelD CodeSets =1;
The following IDL structure defines the representation of code set service information:
module CONV_FRAME { //'1DL

§pedef unsigned long CodeSetid;

truct CodeSetContext {
CodeSetld char_data;
CodeSetld wchar_data;

¥
k
For GIOP versions 1.1, 1.2 and 1.3, Code sets are identified byya 32-bit integer id from the OSF Character and
Regigtry (See Character and Code Set Registry on page 56 or further information).
For (fIOP versions greater than 1.3, Code sets are identified by a 32 bit integer id, from either the OSF Characf
Code| set registry (See Character and Code Set Registry on page 56 for further information) or the IANA Chara
regis{ry (current version at http://www.iana.org/assignments/character-sets).
The QSF Registry and the IANA Registry hiave non-overlapping ranges, so there is no need for mapping values
codeget registry to the other.
NOTE: A server’s char and wchar-€ode set components are usually different, but under some special circumstance
be th¢ same. That is, one could use the same code set for both char data and wchar data. Likewise the Codesetld
servi¢e context don’t have to be'different.
7.10)2.6 Code Set Negotiation
The ¢lient-side ORB{determines a server’s native and conversion code sets from the code set component in an |
complonent profiletstructure, and it determines a client’s native and conversion code sets from the locale setting
envirpnmentsyariables/configuration files) and the converters that are available on the client. From this informa
client-sidé¢ @RB chooses char and wehar transmission code sets (TCS-C and TCS-W). For both requests and re
char| T€$-C determines the encoding of char and string data, and the wechar TCS-W determines the encodin

Code Set

er and
tter Set

from one

they can
5 in the

R multi-
(and/or
ion, the
blies, the
e of

wchar and wstring data.

Code set negotiation is not performed on a per-request basis, but only when a client initially connects to a server. All text
data communicated on a connection are encoded as defined by the TCSs selected when the connection is established.

A codeset service context must be sent by the client (i.e., codeset negotiation must be completed) over a specific transport
connection, before the client or the server may send international character values (i.e., char or string values with non

Latin

-1 encodings, or Wchar or Wstring values) in messages on that transport connection.
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If used, the codeset service context shall be sent before, or included with, the first request message sent on that transport
connection.

A request sent by the client before sending a codeset service context or not containing a service context itself, implies the
client is using the default codesets on that connection (i.e., Latin-1 for string, and no ability to send Wstring on any
message over that connection).

Somgq existing Standard Service contexts have defined their encapsulated data content including International Character
information, and have also specified that the codeset used is that which is negotiated using codeset negetiation.|Such
servi¢e contexts may not be sent until after the Codeset Service context is sent (i.e., in the GIOP messagée, the dodeset
servi¢e context must precede any service context which depends on it being present.). Such Service Contexts that exist
today| are grandfathered in. Barring that exception, since all encapsulation definitions need to specify the Codesef used for
their encodings, it is an error for a Service Context to depend on information that is not contained within the
encagsulation to determine the codeset used within it.

Figure 7.8 illustrates there are two channels for character data flowing between the client and the server. The fifst, TCS-
C, is psed for char data and the second, TCS-W, is used for wchar data. Also note that two native code sets, on¢d for each
type pf data, could be used by the client and server to talk to their respective ORBS (as noted earlier, the selectipn of the
partidular native code set used at any particular point is done via setlocale or some other implementation-d¢pendent
methd).

Server’s native

Client's native Transmission code set
code set for char . for char (TCS-C) code set for char
— Client < > Server < >
Side Side

Client
FETNETS

sy ORB (—————fp- - ORB (< ——
Transmission code set
Client’s native for wchar (TCS-W)
code set for wchar

Server’s native
code set for wchar

Figure 7.8 - Transmission Code Set Use

Let us look at an example. Assume-that the code set information for a client and server is as shown in the table| below.
(Notq that this example concernsonly char code sets and is applicable only for data described as chars in the [DL.)

Client Server
Natjve code set: SJIIS eucJP
Corversion.code sets: eucJP, JIS SIIS, JIS

The ¢lient-side ORB first compares the native code sets of the client and server. If they are identical, then the
transmission and native code sets are the same and no conversion is required. In this example, they are different, so code
set conversion is necessary. Next, the client-side ORB checks to see if the server’s native code set, eucJP, is one of the
conversion code sets supported by the client. It is, so eucJP is selected as the transmission code set, with the client (i.e.,
its ORB) performing conversion to and from its native code set, SJIS, to eucJP. Note that the client may first have to
convert all its data described as chars (and possibly wechar_ts) from process codes to SJIS first.

Now let us look at the general algorithm for determining a transmission code set and where conversions are performed.
First, we introduce the following abbreviations:
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TCS - Transmission Code Set.

The glgorithm is as follows:

if (CNCS==SNCS)

else{

}

The dlgorithm first checks to see if the client\and server native code sets are the same. If they are, then the native
is usg¢d for transmission and no conversion is required. If the native code sets are not the same, then the convers

TCS = CNCS; I/l no conversion required

if (elementOf(SNCS,CCCS))

TCS = SNCS; // client converts to server’s native code set
else if (elementOf(CNCS,SCCS))

TCS = CNCS; /I server converts from client’s native code, set
else if (intersection(CCCS,SCCS) != emptySet) {

TCS = oneOf(intersection(CCCS,SCCS));

Il client chooses TCS, from intersection(CCCS,SCCS)that is

Il most preferable to server;

I client converts from CNCS to TCS and server.

I/l from TCS to SNCS
else if (compatible(CNCS,SNCS))

TCS = fallbackCS; /I fallbacks are UTE-8 (for char data) and

/I UTF-16 (for wchar data)

else

raise CODESET_INCOMPATIBLE exception;

sets qre examined to see if

1.
3.

3

If the

the client can convert from its native code set to the server’s native code set,
the server can convert from the client’s native code set to its native code set, or

transmission¢hotgh an intermediate conversion code set is possible.

third option\is'selected and there is more than one possible intermediate conversion code set (i.e., the intg
of CECS and SCCS contains more than one code set), then the one most preferable to the server is selected.!

If nope of . these conversions is possible, then the fallback code set (UTF-8 for char data and UTF-16 for wch
see below) is used. However, before selecting the fallback code set, a compatibility test is performed. This test1

code set

ion code

rsection

r data—
ooks at

the character sets encoded by the client and server native code sets. If they are different (e.g., Korean and French), then
meaningful communication between the client and server is not possible and a CODESET_INCOMPATIBLE exception
with standard minor code 1 is raised. This test is similar to the DCE compatibility test and is intended to catch those cases
where conversion from the client native code set to the fallback, and the fallback to the server native code set would result

1. Recall that server conversion code sets are listed in order of preference.
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in massive data loss. (See clause 7.10.5, Relevant OSFM Registry Interfaces, on page 56 for the relevant OSF registry
interfaces that could be used for determining compatibility.) If either the CNCS or SNCS is from the IANA Character Set
registry, then the codesets are automatically assumed to be compatible and the fallback codeset is used.

A DATA_CONVERSION exception is raised when a client or server attempts to transmit a character that does not map
into the negotiated transmission code set. For example, not all characters in Taiwan Chinese map into Unicode. When an
attempt is made to transmit one of these characters via Unicode, an ORB is required to raise a DATA_ CONVERSION

exception, with standard minor code 1.

In summary, the fallback code set is UTF-8 for char data (identified in the Registry as 0x05010001,¢X/Open WTF-8;
UCS [Transformation Format 8 (UTF-8)”), and UTF-16 for wchar data (identified in the Registry @s/0x00010109, “ISO/
IEC ]0646-1:1993; UTF-16, UCS Transformation Format 16-bit form”). As mentioned above thefallback code(set is
meanfingful only when the client and server character sets are compatible, and the fallback cede)set is distinguished from
a defhult code set used for backward compatibility.

If a sprver’s native char code set is not specified in the IOR multi-component profile,\tHen it is considered to be ISO

885911 for backward compatibility. However, a server that supports interfaces that'use wide character data is required to
specify its native wehar code set; if one is not specified, then the client-side ORB’raises exception INV_OBJREF, with
standprd minor code set to 1.

Similarly, if no char transmission code set is specified in the code set.Sepvice context, then the char transmission code
set is|considered to be ISO 8859-1 for backward compatibility. If a.client transmits wide character data and dogs not

specify its wehar transmission code set in the service context, then\the server-side ORB raises exception BAD_PARAM,
with ptandard minor code set to 23.

If thq client delivers a codeset via a CodeSetContext that.the 'server does not support as a transmission codeset then the
servey returns a CODESET_INCOMPATIBLE exception with the standard minor code 2.

If thg client (or the server if Bi-Directional GIOR.is)in use) sends multiple codeset service contexts on the samg
conngction, with different parameter values, then-the behavior is undefined. The receiver of a codeset service conftext with
diffefent values from those received on the'same connection and processed previously may return a MARSHAL system
exception with the standard minor code 9.

To gyarantee “out-of-the-box” interoperability, clients and servers must be able to convert between their native char code
set annd UTF-8 and their native wchar code set (if specified) and Unicode. Note that this does not require that gll server
nativg code sets be mappablerto, Unicode, but only those that are exported as native in the IOR. The server may have other
nativg code sets that arenf-mappable to Unicode and those can be exported as SCCSs (but not SNCSs). This is|done to

guargntee out-of-the-boX“interoperability and to reduce the number of code set converters that a CORBA-complipnt ORB
must |provide.

ORB|implementations are strongly encouraged to use widely-used code sets for each regional market. For examplle, in the
Japarjese marketplace, all ORB implementations should support Japanese EUC, JIS, and Shift JIS to be compatible with
existing business practices.

7.10.3 Mapping to Generic Character Environments

Certain language environments do not distinguish between byte-oriented and wide characters. In such environments both
char and wchar are mapped to the same “generic” character representation of the language. String and wstring are
likewise mapped to generic strings in such environments. Examples of language environments that provide generic
character support are Smalltalk and Ada.
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Even while using languages that do distinguish between wide and byte-oriented characters (e.g., C and C++), it is possible
to mimic some generic behavior by the use of suitable macros and support libraries. For example, developers of Windows
NT and Windows 95 applications can write portable code between NT (which uses Unicode strings) and Windows 95
(which uses byte-oriented character strings) by using a set of macros for declaring and manipulating characters and
character strings.

Another way to achieve generic manipulation of characters and strings is by treating them as abstract data types|(ADTs).
For gxample, if strings were treated as abstract data types and the programmers are required to create, destroy, and

manipulate strings only through the operations in the ADT interface, then it becomes possible to write ¢ode thaf is

reprepentation-independent. This approach has an advantage over the macro-based approach in that it prevides pprtability
betwgen byte-oriented and wide character environments even without recompilation (at runtime the.string functjon calls
are bpund to the appropriate byte-oriented/wide library). Another way of looking at it is that the macro-based gpnericity
gives| compile-time flexibility, while ADT-based genericity gives runtime flexibility.

Yet apother way to achieve generic manipulation of character data is through the ANSL.C++ Strings library defjned as a
template that can be parameterized by char, wchar t, or other integer types.

Given that there can be several ways of treating characters and character strings\in’ a generic way, this standard [cannot,
and therefore does not, specify the mapping of char, wchar, string, and wstring to all of them. It only speciffies the
folloywing normative requirements that are applicable to generic character ¢nvironments:

J wchar must be mapped to the generic character type in a generic<haracter environment.
J wstring must be mapped to a string of such generic characters'in a generic character environment.

¢+ The language binding files (i.e., stubs) generated for these‘generic environments must ensure that the generic|type
representation is converted to the appropriate code sets (1.e., CNCS on the client side and SNCS on the servet side)
before character data is given to the ORB runtimefor transmission.

7.103.1 Describing Generic Interfaces

To dgscribe generic interfaces in IDL we recdmmend using wchar and wstring. These can be mapped to genefic
character types in environments where they do exist and to wide characters where they do not. Either way intergperation
betw¢en generic and non-generic character type environments is achieved because of the code set conversion frimework.

7.10J3.2 Interoperation

Let u consider an example-to.see how a generic environment can interoperate with a non-generic environment. L{et us say
therelis an IDL interface-with both char and wchar parameters on the operations, and let us say the client of the [interface
is in p generic envirofiment while the server is in a non-generic environment (for example the client is written ip
Smalftalk and the server is written in C++).

Assune that the.server’s (byte-oriented) native char code set (SNCS) is eucJP and the client’s native char code set
(CNUS) isSJIS. Further assume that the code set negotiation led to the decision to use eucJP as the char TCS{C and
Unicde as the wehar TCS-W.

As per the above normative requirements for mapping to a generic environment, the client’s Smalltalk stubs are
responsible for converting all char data (however they are represented inside Smalltalk) to SJIS and all wehar data to the
client’s wehar code set before passing the data to the client-side ORB. Note that this conversion could be an identity
mapping if the internal representation of narrow and wide characters is the same as that of the native code set(s). The
client-side ORB now converts all char data from SJIS to eucJP and all wehar data from the client’s wehar code set to
Unicode, and then transmits to the server side.
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The server side ORB and stubs convert the eucJP data and Unicode data into C++’s internal representation for chars and
wchars as dictated by the IDL operation signatures. Notice that when the data arrives at the server side it does not look
any different from data arriving from a non-generic environment (e.g., that is just like the server itself). In other words,

the mappings to generic character environments do not affect the code set conversion framework.

7.104Exampteof Generic Environment-Mapping

This pub clause shows how char, wchar, string, and wstring can be mapped to the generic C/C++ macros off the
Windows environment. This is merely to illustrate one possibility. This sub clause is not normative and)is applicgble only
in geheric environments. See Mapping to Generic Character Environments on page 54.

7.10J4.1 Generic Mappings

Chai and string are mapped to C/C++ char and char* as per the standard C/C++ mappings. wchar is mappgd to the
TCHAR macro which expands to either char or wehar_t depending on whether UNICODE is defined. wstripng is

mapped to pointers to TCHAR as well as to the string class CORBA: :Wstring ,var. Literal strings in IDL arelmapped
to th¢ TEXT macro as in _TEXT (<literal>).

7.10J4.2 Interoperation and Generic Mappings

We npw illustrate how the interoperation works with the above generi¢ mapping. Consider an IDL interface opgration

with p wstring parameter, a client for the operation which is compiled and run on a Windows 95 machine, and|a server
for the operation which is compiled and run on a Windows NTanachine. Assume that the locale (and/or the envjronment
variables for CNCS for wchar representation) on the Windows 95 client indicates the client’s native code set to|be SJIS,
and that the corresponding server’s native code set is Unieade. The code set negotiation in this case will probablly choose
Unicgde as the TCS-W.

Both [the client and server sides will be compiledswith UNICODE defined. The IDL type wstring will be represented as
a stripg of wchar_t on the client. However, since the client’s locale or environment indicates that the CNCS fpr wide

characters is SJIS, the client side ORB will ‘get the wstring parameter encoded as a SJIS multi-byte string (sing¢e that is
the client’s native code set), which it will then convert to Unicode before transmitting to the server. On the servey side the
ORBlhas no conversions to do sincesthe TCS-W matches the server’s native code set for wide characters.

We thjerefore notice that the code set conversion framework handles the necessary translations between byte-orignted and
wide |forms.

7.10.5 RelevantOSFM Registry Interfaces

7.10J5.1 Character and Code Set Registry

The QSF character and code set registry is defined in OSF Character and Code Set Registry (see References infthe
Prefape)’and current registry contents may be obtained directly from the Open Software Foundation (obtain via
anonymeus ftp to ftp.opengroup.org:/pub/code set registry). This registry contains two parts: character sets and code
sets. For each listed code set, the set of character sets encoded by this code set is shown.

Each 32-bit code set value consists of a high-order 16-bit organization number and a 16-bit identification of the code set
within that organization. As the numbering of organizations starts with 0x0001, a code set null value (0x00000000) may
be used to indicate an unknown code set.

When associating character sets and code sets, OSF uses the concept of “fuzzy equality,” meaning that a code set is
shown as encoding a particular character set if the code set can encode “most” of the characters.
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“Compatibility” is determined with respect to two code sets by examining their entries in the registry, paying special

attention to the character sets encoded by each code set. For each of the two code sets, an attempt is made to see if there
is at least one (fuzzy-defined) character set in common, and if such a character set is found, then the assumption is made
that these code sets are “compatible.” Obviously, applications that exploit parts of a character set not properly encoded in
this scheme will suffer information loss when communicating with another application in this “fuzzy” scheme.

The QRB is responsible for accessing the OSF registry and determining “compatibility” based on the informatipn
returfped.
OSF members and other organizations can request additions to both the character set and code set registries by email to
cs-registry@opengroup.org; in particular, one range of the code set registry (0x£5000000 through\Ox£f£££ffF) is
reseryed for organizations to use in identifying sets that are not registered with the OSF (although-such use would not
facilifate interoperability without registration).
7.10)5.2 Access Routines
The following routines are for accessing the OSF character and code set registry,-Thése routines map a code sef string
namg to code set id and vice versa. They also help in determining character set'\compatibility. These routine int¢rfaces,
their gemantics and their actual implementation are not normative (i.e., ORBrvendors do not have to bundle the|OSF
regisfry implementation with their products for compliance).
The following routines are adopted from RPC Runtime Support For SN Characters - Functional Specification (see
Refetences in the Preface).
7.10J5.2.1 dce_cs_loc_to_rgy
Map{ a local system-specific string name for a code set<té a numeric code set value specified in the code set repistry.
Syngpsis
void dce cs loc to rgy(
idl [char *local code set name;
unsigned32 *rgy code set value,
unsignedl6é *rgy char setscnumber,
unsignedlé **rgy char sets value,
errgr status t *status)y

Parpmeters - Input

lochl_code_setiname A string that specifies the name that the local host’s locale environment uses to|refer to

the code set. The string is a maximum of 32 bytes: 31 data bytes plus a termingting
NULL character.
Parpméters - Output
rgy_code_set_value 0 The registered mteger value that uniquely 1dentifies the code set speciiied by

local code set name.

rgy_char_sets_number

prevents this routine from returning this parameter.

The number of character sets that the specified code set encodes. Specifying NULL

rgy_char_sets_value

returning this parameter. The routine dynamically allocates this value.

A pointer to an array of registered integer values that uniquely identify the character
set(s) that the specified code set encodes. Specifying NULL prevents this routine from
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status Returns the status code from this routine. This status code indicates whether the routine
completed successfully or, if not, why not. The possible status codes and their meanings
are as follows:

e dce _cs_c_ok — Code set registry access operation succeeded.

* dce cs_c_cannot_allocate_memory — Cannot allocate memory for, dode
set info.

e dce cs ¢ unknown — No code set value was not found in theregisfry
which corresponds to the code set name specified.

¢ dce cs_c_notfound — No local code set name was found in the regiptry
which corresponds to the name specified.

Desgription

The dce cs_loc_to rgy() routine maps operating system-specific names for character/code set encodings to theif unique
identifiers in the code set registry.

The dce_cs_loc_to _rgy() routine takes as input a string that holds the host<specific “local name” of a code set and returns
the cprresponding integer value that uniquely identifies that code set, as.registered in the host’s code set registry. If the
integgr value does not exist in the registry, the routine returns the status dce cs_c_unknown.

The foutine also returns the number of character sets that the code set encodes and the registered integer values|that
uniqyely identify those character sets. Specifying NULL inthe tgy char sets number and rgy char sets value[|]
parameters prevents the routine from performing the additional search for these values. Applications that want ¢nly to

obtaip a code set value from the code set registry can specify NULL for these parameters in order to improve thefroutine's
perfofmance. If the value is returned from the routine; application developers should free the array after it is used, since
the afray is dynamically allocated.

7.10/5.2.2 dce_cs_rgy_to_loc

Mapq a numeric code set value contaihed in the code set registry to the local system-specific name for a code s¢t.
Syngpsis

void dce cs_rgy to loc(

unsigned32,*fgy code set value,
idl char/**local code_set name,
unsignedl6 *rgy char sets number,
unsignedl6é **rgy char sets value,
error status t *status);

Parameters - Input

rgy_code_set_value The registered hexadecimal value that uniquely identifies the code set.

Parameters - Output
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local_code_set_name

A string that specifies the name that the local host's locale environment uses to

refer to

the code set. The string is a maximum of 32 bytes: 31 data bytes and a terminating

NULL character.

rgy_char_sets_number

The number of character sets that the specified code set encodes. Specifying NULL in

thic o
tHHS PWWMW.

rgy

| char_sets_value

A pointer to an array of registered integer values that uniquely identify the'eha
set(s) that the specified code set encodes. Specifying NULL in this pafapmeter p
the routine from returning this value. The routine dynamically allocates this v

racter
revents
lue.

sta

us

Returns the status code from this routine. This status code indicates whether the
completed successfully or, if not, why not. The possible statiis’¢odes and their m
are as follows:

e dce cs c ok — Code set registry access Qperation succeeded.

e dce cs c_cannot_allocate memory ——Cannot allocate memory for d
info.

e dce cs c unknown — The requested code set value was not found i
code set registry.

e dce_cs_c_notfound — N, local code set name was found in the regis

routine

canings

ode set

h the

try that

corresponds to the specific code set registry ID value. This implies that the

code set is not supported in the local system environment.

Desq

The
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The
operd

If the
unde

ription

fined string.

Ice cs_rgy to_loc() routine maps a unique identifier for a code set in the code set registry to the operating
fic string name for the code set, if it exists.in the code set registry.

ce _cs_rgy to loc() routine takes as (input a registered integer value of a code set and returns a string that
ting system-specific, or local nameé,.of the code set.

code set identifier does not. €xist in the registry, the routine returns the status dce cs ¢ _unknown and rety

The foutine also returns theZnumber of character sets that the code set encodes and the registered integer values

uniqy
parar
obtai
routis

gy d

7.10

ely identify those.character sets. Specifying NULL in the rgy char sets number and rgy char sets value
heters prevents the routine from performing the additional search for these values. Applications that want
h a local codeset name from the code set registry can specify NULL for these parameters in order to impr
le's performance. If the value is returned from the routine, application developers should free the

har _sets> value array after it is used.
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5.2:3 rpc_cs _char_set compat check

Evaluates character set compatibility between a client and a server.

Synopsis

void rpc_cs char set compat check(
unsigned32 client rgy code set value,
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unsigned32 server rgy code set value,
error status t *status);

Parameters - Input

cIien.t=|:gy=mde=se.t_4La.lu.e The regiq‘rﬁred hexadecimal value that nniqne]v identifies the code set that the client is
using as its local code set.

seryer_rgy_code_set_value | The registered hexadecimal value that uniquely identifies the code set that-the derver is
using as its local code set.

Pargmeters - Output

status Returns the status code from this routine. This status codejindicates whether thelroutine
completed successfully or, if not, why not. The possiblestatus codes and their meanings
are as follows:

e rpc_s_ok — Successful status.

* rpc_s_ss no _compat charsets¢> No compatible code set found. The client
and server do not have a cofnmon encoding that both could recognize and
convert.

* The routine can also feturn status codes from the dce cs rgy to loc
routine.

N

Desgription

The fpc_cs_char_set compat_check() routine provides a method for determining character set compatibility betfveen a
clien{ and a server; if the server's character set\s.incompatible with that of the client, then connecting to that sgrver is
most|likely not acceptable, since massive data-loss would result from such a connection.

The foutine takes the registered integer values that represent the code sets that the client and server are currently using
and dalls the code set registry to obtainthe registered values that represent the character set(s) that the specified ¢ode sets
supp¢rt. If both client and serversupport just one character set, the routine compares client and server registered gharacter
set v3lues to determine whether or not the sets are compatible. If they are not, the routine returns the status megsage
rpc_s ss_no_compat_charsets.

If the client and server stpport multiple character sets, the routine determines whether at least two of the sets afe
complatible. If two ‘of more sets match, the routine considers the character sets compatible, and returns a succes$ status
code [to the callen

7.10/5.2.4 rpc_rgy_get_max_bytes

1 host

Synopsis

void rpc_rgy get max bytes(
unsigned32 rgy code set value,
unsignedlé *rgy max bytes,
error status t *status);
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Parameters - Input

rgy_code_set_value

The registered hexadecimal value that uniquely identifies the code set.

Parpmeters - Output

rgy| max_bytes

The registered decimal value that indicates the number of bytes this code set uges to

encode one character.

status Returns the status code from this routine. This status code indicates-whether the routine
completed successfully or, if not, why not. The possible status'¢odes and their meanings
are as follows:
e rpc_s ok — Operation succeeded.
e dce cs c_cannot allocate memory — Cannot allocate memory for dode set
info.
e dce cs ¢ unknown — No code séb value was not found in the regisfry that
corresponds to the code set value specified.
¢ dce_cs_c_notfound — Nolocal code set name was found in the registry that
corresponds to the value'specified.
Desgription
The fpc_rgy get max_bytes() routine reads the code sétregistry on the local host. It takes the specified registefed code
set vglue, uses it as an index into the registry, and returns the decimal value that indicates the number of bytes fhat the
code [set uses to encode one character.
This [nformation can be used for buffer sizing as part of the procedure to determine whether additional storage needs to
be allocated for conversion between local ahd network code sets.
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Building Inter-ORB Bridges

Introduction

This clause provides an implementation-oriented conceptual framework for the construction of bridges to provide

interoj

facilitgte, although ORBs may always be internally modified to support bridges.

Key f¢

The OMG IDL specification for interoperable object references, which are important to infer-ORB bridging, is sl
Interoperable Object References: IORs on page 25.

8.2

Bridging of an invocation between a client in one domain and a server objéet in another domain can be mediated
a standlardized mechanism, or done immediately using non-standard ones:

The qyiestion of how this bridging is constructed is broadly independent of whether the bridging uses a standardi
mechanism. There are two possible options for where the bridge>components are located:

—_—

Requept-level bridges that mediate through a:common protocol (using networking, shared memory, or some othe
provided by the host operating system) between distinct execution environments will involve components, one ir
ORB, [known as “half bridges.”

When
interfa

enviropment this will appear-identical to some kinds of in-line bridging, since only that environment knows the
constrjiction techniques used:"However, full bridges more easily support portable policy mediation components, |

of the

Netwd
Inter-
Protod

erability between ORBs. It focuses on the layered request level bridges that the CORBA Core specificatid

atures of the specifications for inter-ORB bridges are as follows:
Enables requests from one ORB to be translated to requests on another.

Provides support for managing tables keyed by object references.

In-Line and Request-Level Bridging

Code inside the ORB may perform the necessary translation or mappings; this is termed in-line bridging.

Application style code outside the ORB can perform the translation or mappings; this is termed request-leve
bridging.

that mediation is purely internal to one execution environment, using a shared programming environment’
ces to CORBA- and OMG-IDL-defined data types, this is known as a “full bridge.”1 From outside the exd

r use of only standatrd CORBA programming interfaces.

rk protocols\may be used immediately “in-line,” or to mediate between request-level half bridges. The Ge
RB Protecol can be used in either manner. In addition, this text provides for Environment Specific Inter-
ols (BSIOP), allowing for alternative mediation mechanisms.

ns

lown in

through

zed

r IPC
each

binary
cution

pccause

heral
RB

1. Special initialization supporting object referencing domains (e.g., two protocols) to be exposed to application programmers to
support construction of this style bridge.
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Note that mediated, request-level half-bridges can be built by anyone who has access to an ORB, without needing
information about the internal construction of that ORB. Immediate-mode request-level half-bridges (i.e., ones using non-
standard mediation mechanisms) can be built similarly without needing information about ORB internals. Only in-line
bridges (using either standard or non-standard mediation mechanisms) need potentially proprietary information about
ORB internals.

8.2.1 In-line Bridging

In-linfe bridging is in general the most direct method of bridging between ORBs. It is structurally sinilar to the
engineering commonly used to bridge between systems within a single ORB (e.g., mediating using, $ome commpn inter-
procdss communications scheme, such as a network protocol). This means that implementing iri-line bridges inyolves as
fundgmental a set of changes to an ORB as adding a new inter-process communications scheme. (Some ORBs mnay be

desighed to facilitate such modifications, though.)

In this approach, the required bridging functionality can be provided by a combination of software components aft various
levels:

| As additional or alternative services provided by the underlying ORBs

| As additional or alternative stub and skeleton code.

Logical client to server operation request

(ol
. ORB Services ORB Services .
@
| ORB Core ORB Core |

Figurfe 8.1 - In-Line bridges‘are built using ORB internal APIs
8.2.2 Request<evel Bridging

The general principle of request-level bridging is as follows:

1. The’original request is passed to a proxy object in the client ORB.

) The PLOXy. nhjpr‘f translates the rprlnqu cantents (inr‘hl(‘li‘ng the fnrgpf nthr‘f reference) to a form that will bd

understood by the server ORB.
3. The proxy invokes the required operation on the apparent server object.

4. Any operation result is passed back to the client via a complementary route.
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Logical client to server operation request
P s s s s m s I 1{ Server
( Bridge ) ]
_
(oIy DSl (DIn)
A
8 ORB Servicesg 8 ORB Services 8
| ORBCOre | | orBCOe |
Figure 8.2 - Request-Level bridges are built using public ORB APIs
The fequest translation involves performing object reference mapping for all object references involved in the reduest (the
targef, explicit parameters, and perhaps implicit ones such as transaction{context). As elaborated later, this translation may
also involve mappings for other domains: the security domain of CORBA::Principal parameters, type identifierfs, and so
on.
It is 4 language mapping requirement of the CORBA Core speéification that all dynamic typing APIs (e.g., Any,
NamjedValue) support such manipulation of parameters eveén when the bridge was not created with compile-tine

know|ledge of the data types involved.

8.2.

In th
the ¢

techniique optimizes this communigation by coalescing the two components into the same system or even the saj
addrgss space. In the latter case,(dcecommodations must be made by both ORBs to allow them to share the same ¢
envirpnment.

Similar observations applyto request-level bridges, which in the case of collocated ORBs use a common binary
to alll OMG IDL-defided data as their mediating data format.

B Collocated ORBs

b case of immediate bridging (i.e., ndt yia a standardized, external protocol) the means of communication |
ient-side bridge component and that on the server-side is an entirely private matter. One possible engineer|

Inter-ORB messading Intra-ORB messaging

ORB 1 ORB 2 Bridge Bridge

etween
Ing

me
xecution

interface

Figure 8.3 - When the two ORBs are collocated in a bridge execution environment, network communications will
be purely intra-ORB. If the ORBs are not collocated, such communications must go between ORBs.
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An advantage of using bridges spanning collocated ORBs is that all external messaging can be arranged to be intra-ORB,
using whatever message-passing mechanisms each ORB uses to achieve distribution within a single ORB, multiple
machine system. That is, for bridges between networked ORBs such a bridge would add only a single “hop,” a cost
analogous to normal routing.

8.3 Proxy Creation and Management

Bridgdes need to support arbitrary numbers of proxy objects, because of the (bidirectional) object reference-mappings
requifed. The key schemes for creating and managing proxies are reference translation and referencefencapsuldtion, as
discupsed in Handling of Referencing Between Domains on page 24.

| Reference translation approaches are possible with CORBA V2.0 Core APIs. Proxies themsélves can be created as
normal objects using the Basic Object Adapter (BOA) and the Dynamic Skeleton Interface (DSI).

| Reference Encapsulation is not supported by the BOA, since it would call for knowledge of more than one O§B. Some
ORBs could provide other object adapters that support such encapsulation.

Note [that from the perspective of clients, they only deal with local objects; clients-do not need to distinguish bgtween

proxips and other objects. Accordingly, all CORBA operations supported by the local ORB are also supported through a
bridge. The ORB used by the client might, however, be able to recognizethat encapsulation is in use, depending on how
the JRB is implemented.

Also,|note that the CORBA::InterfaceDef used when creating proxies (e.g., the one passed to CORBA::BOA:[.create)
could be either a proxy to one in the target ORB, or could be an equivalent local one. When the domains being|bridged
inclufle a type domain, then the InterfaceDef objects canngt be proxies since type descriptions will not have tife same

information. When bridging CORBA-compliant ORBs, type domains by definition do not need to be bridged.

8.4| Interface-specific Bridgestand Generic Bridges

Requpst-level bridges may be:

*| Interface-specific: they support predetermined IDL interfaces only, and are built using IDL-compiler generatgd stub
and skeleton interfaces.

| Generic: capable of bridging réquests to server objects of arbitrary IDL interfaces, using the interface repositpry and
other dynamic invocation support (DII and DSI).

and skeletons using the\interface repository), but the requirement for prior compilation means that this approach offers

InterI:ce-specific bridges miay be more efficient in some cases (a generic bridge could conceivably create the sane stubs
less flexibility than\gsing generic bridges.

8.5| Building Generic Request-Level Bridges

The CORBA Core specifications define the following interfaces. These interfaces are of particular significance when
building a generic request-level bridge:

* Dynamic Invocation Interface (DII) lets the bridge make arbitrary invocations on object references whose types may
not have been known when the bridge was developed or deployed.

* Dynamic Skeleton Interface (DSI) lets the bridge handle invocations on proxy object references that it implements,
even when their types may not have been known when the bridge was developed or deployed.

* Interface Repositories are consulted by the bridge to acquire the information used to drive DII and DSI, such as the
type codes for operation parameters, return values, and exceptions.
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Object Adapters (such as the Basic Object Adapter) are used to create proxy object references both when
bootstrapping the bridge and when mapping object references, which are dynamically passed from one ORB
other.

:2012(E)

to the

* CORBA Object References support operations to fully describe their interfaces and to create tables mapping object

references to their proxies (and vice versa).

Intertce repositories accessed on either side of a half bridge need not have the same information, though offco
information associated with any given repository ID (e.g., an interface type ID, exception ID) or operationdD my
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b these interfaces and an interface to some common transport mechanism such as TCP, portable) request-ley
es connected to an ORB can:

Use DSI to translate all CORBA invocations on proxy objects to the form used by some mediating protocol s
IIOP (see the General Inter-ORB Protocol clause in this standard).

Translate requests made using such a mediating protocol into DII requests on gbjects in the ORB.

ted in In-Line and Request-Level Bridging on page 63, translating requests,and responses (including exce
nses) involves mapping object references (and other explicit and implicit'\parameter data) from the form us
to the form used by the mediating protocol, and vice versa. Explicit.parameters, which are defined by an op
-IDL definition, are presented through DII or DSI and are listed/in\the Interface Repository entry for any f
tion.

hitions on object references such as hash() and is_equivalent() may be used to maintain tables that supp
ings. When such a mapping does not exist, an object adapter is used to create ORB-specific proxy object re
ridge-internal interfaces are used to create the analogous data structure for the mediating protocol.

Bridging Non-Referencing’Domains

b simplest form of request-level bridging,the bridge operates only on IDL-defined data, and bridges only ¢
nce domains. In this case, a proxy.object in the client ORB acts as a representative of the target object an
t any practical sense, indistinguishable from the target server object - indeed, even the client ORB will not
b distinction.

sulation schemes deseribed above may not apply in the same way to Principal or type identifiers. Request|
s may need to tranSlate such identifiers, in addition to object references, as they are passed as explicit op
heters.

over, ther€ is'an emerging class of “implicit context” information that ORBs may need to convey with any {
st, suchas transaction and security context information. Such parameters are not defined as part of an ope
-IDL signature, hence are “implicit” in the invocation context. Bridging the domains of such implicit para
involve additional kinds of work, needing to mediate more policies than bridging the object reference, Pr

irse the
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el half
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pver, as alluded to abovg, there may be multiple domains that need simultaneous bridging. The transformation and

tlevel
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and type domains directly addressed by CORBA.

CORBA does not yet have a generic way (including support for both static and dynamic invocations) to expose such

impli

cit context information.
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8.7 Bootstrapping Bridges

A particularly useful policy for setting up bridges is to create a pair of proxies for two Naming Service naming contexts
(one in each ORB) and then install those proxies as naming contexts in the other ORB’s naming service. (The Naming

Service is described in the Naming Service specification.) This will allow clients in either ORB to transparently perform
namipg-eete Hp-eperations-en-the-other-ORB—retrievine{(proxy-obieetreferencesfor-other-objeets—n+thnt ORB.
In this way, users can access facilities that have been selectively exported from another ORB, through a naming| context,
with ho administrative action beyond exporting those initial contexts. (See the ORB Interface clause in CORBA|, Part 1

for adlditional information.)

This pame approach may be taken with other discovery services, such as a trading service or any kind of object that could
provide object references as operation results (and in “out” parameters). While bridges can be established that onfly pass a
preddfined set of object references, this kind of minimal connectivity policy is not always désirable.
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General Inter-ORB Protocol

Overview
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tlause specifies a General Inter-ORB Protocol (GIOP) for ORB interoperability, which can be mapped ont
ction-oriented transport protocol that meets a minimal set of assumptions. This clause also defines a“speci
ing of the GIOP, which runs directly over TCP/IP connections, called the Internet Inter-ORB Protocol (IIQ
must be supported by conforming networked ORB products regardless of other aspects of their implement
support does not require using it internally; conforming ORBs may also provide bridges tothis’' protocol.

Goals of the General Inter-ORB Protocol

iIOP and I1OP support protocol-level ORB interoperability in a general, low-cest manner. The following o
pursued vigorously in the GIOP design:

Widest possible availability - The GIOP and IIOP are based on the most widely-used and flexible communic{
transport mechanism available (TCP/IP), and defines the minimum additional protocol layers necessary to tra
CORBA requests between ORBs.

Simplicity - The GIOP is intended to be as simple as possible,while meeting other design goals. Simplicity i
the best approach to ensure a variety of independent, compatible implementations.

Scalability - The GIOP/IIOP protocol should support ORBs, and networks of bridged ORBs, to the size of to
Internet, and beyond.

Low cost - Adding support for GIOP/IIOP to@n existing or new ORB design should require small engineerin
investment. Moreover, the run-time costs\iequired to support IIOP in deployed ORBs should be minimal.

Generality - While the I1OP is initially)defined for TCP/IP, GIOP message formats are designed to be used wj
transport layer that meets a minimal-set of assumptions; specifically, the GIOP is designed to be implemented
connection-oriented transport-protocols.

Architectural neutrality- The GIOP specification makes minimal assumptions about the architecture of agen
will support it. The GIOP specification treats ORBs as opaque entities with unknown architectures.

pproach a particilar'ORB takes to providing support for the GIOP/IIOP is undefined. For example, an OR
e to use the IIQP as its internal protocol, it could choose to externalize IIOP as much as possible by imple
half-bridge,or it could choose a strategy between these two extremes. All that is required of a conforming
pme entity. Or entities in, or associated with, the ORB be able to send and receive IIOP messages.
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9.3

GIOP Overview

The GIOP specification consists of the following elements:

* The Common Data Representation (CDR) definition. CDR is a transfer syntax mapping OMG IDL data types into a
bicanonical low-level representation for “on-the-wire” transfer between ORBs and Inter-ORB bridges (agents).

* GIOP Message Formats. GIOP messages are exchanged between agents to facilitate object requests, locate object

© 180

implementations, and manage communication channels.
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The

The
The

The

specification are used throughout this document as necessary.

9.3

CDR

9.3.

The

70

.1 Common Data Representation (CDR)

| Few, sinmiple messages - With only seven message formats, the GIOP supports full CORBA functionality bet)

* GIOP Transport Assumptions. The GIOP specification describes general assumptions made concerning any network

transport layer that may be used to transfer GIOP messages. The specification also describes how connection
managed, and constraints on GIOP message ordering.

s may be

IIOP specification adds the following element to the GIOP specification:

o| Internet IOP Message Transport. The IIOP specification describes how agents open TCP/IP connectiofis,and
to transfer GIOP messages.

IIOP is not a separate specification; it is a specialization, or mapping, of the GIOP to a specific)transport (

domplete OMG IDL specifications for the GIOP and IIOP are shown in OMG IDL.oif page 119. Fragments

| Variable byte ordering - Machines with a common byte order-may exchange messages without byte swappin
communicating machines have different byte order, the.mgssage originator determines the message byte orde
receiver is responsible for swapping bytes to match its native ordering. Each GIOP message (and CDR encap
contains a flag that indicates the appropriate byte order.

*| Aligned primitive types - Primitive OMG IDL data types are aligned on their natural boundaries within GIOH
messages, permitting data to be handled efficiently by architectures that enforce data alignment in memory.

s| Complete OMG IDL Mapping - CDR idescribes representations for all OMG IDL data types, including trans
pseudo-objects such as TypeCodes..-Where necessary, CDR defines representations for data types whose
representations are undefined-ot;implementation-dependent in the CORBA Core specifications.

P GIOP Message Overview

ORBsswith extended capabilities supporting object location services, dynamic migration, and efficient manag
cofmmunication resources. GIOP semantics require no format or binding negotiations. In most cases, clients d
tequests to objects immediately upon opening a connection.

use them

[CP/IP).

FIOP specification (without the transport-specific IIOP element) may be considered as a s€parate conformafce point
for fyture mappings to other transport layers.

of the

is a transfer syntax, mapping from data types defined in OMG IBL to a bicanonical, low-level representation for
transfer between agents. CDR has the following features:

o. When
r, and the
sulation)

ferable

FIOP specifies formats for messages that are exchanged between inter-operating ORBs. GIOP message fornpats have
the fgllowing features:

veen
ement of
an send

Dynamic object location - Many ORBs’ architectures allow an object implementation to be activated at different

locations during its lifetime, and may allow objects to migrate dynamically. GIOP messages provide support for object
location and migration, without requiring ORBs to implement such mechanisms when unnecessary or inappropriate to

an ORB’s architecture.

exception reporting, passing operation context, and remote object reference operations (such as
CORBA::Object::get_interface).

Full CORBA support - GIOP messages directly support all functions and behaviors required by CORBA, including
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GIOP also supports passing service-specific context, such as the transaction context defined by the Transaction Service
(the Transaction Service is described in CORBAservices: Common Object Service Specifications). This mechanism is
designed to support any service that requires service related context to be implicitly passed with requests.

9.3.3 GIOP Message Transfer

The GIOP specification is designed to operate over any connection-oriented transport protocol that meets a minithal set of
assurhptions (described in GIOP Message Transport on page 107). GIOP uses underlying transport connections fn the
folloying ways:

o Asymmetrical connection usage - The GIOP defines two distinct roles with respect to connections, client, anld server.
The client side of a connection originates the connection, and sends object requests over the'connection. In GIOP
versions 1.0 and 1.1, the server side receives requests and sends replies. The server side of a connection may [not send
object requests. This restriction, which was included to make GIOP 1.0 and 1.1 mugh simpler and avoid certgin race
conditions, has been relaxed for GIOP version 1.2 and later, as specified in the BiDiréctional GIOP specificafion, see
Bi-Directional GIOP on page 115.

| Request multiplexing - 1f desirable, multiple clients within an ORB may share a connection to send requests|to a
particular ORB or server. Each request uniquely identifies its target object. Multiple independent requests for|different
objects, or a single object, may be sent on the same connection.

J Overlapping requests - In general, GIOP message ordering constraints are minimal. GIOP is designed to allgw
overlapping asynchronous requests; it does not dictate the relative ordering of requests or replies. Unique request/reply
identifiers provide proper correlation of related messages.dinplementations are free to impose any internal mpssage

ordering constraints required by their ORB architectures.

o Connection management - GIOP defines messages for request cancellation and orderly connection shutdown. These
features allow ORBs to reclaim and reuse idl¢ connection resources.

o GIOP versions for requests and replies.~ The GIOP version of the message carrying a response to a request sHall be the
same as the GIOP version of the message carrying the request. This rule does not apply when the server is regponding
with a MessageError because it does not support the GIOP minor version in the request.

9.4| CDR Transfer Syntax

The Common Data Representation (CDR) transfer syntax is the format in which the GIOP represents OMG IDL data
types|in an octet stream,

An oftet stream is-an abstract notion that typically corresponds to a memory buffer that is to be sent to another pfocess or
machfine over-§ome IPC mechanism or network transport. For the purposes of this discussion, an octet stream iy an
arbitfarily leng (but finite) sequence of eight-bit values (octets) with a well-defined beginning. The octets in th¢ stream
are njimbered from 0 to n-1, where 7 is the size of the stream. The numeric position of an octet in the stream is falled its
index. Octet indices are used to calculate alignment boundaries. as described in Alignment on page 72.

GIOP defines two distinct kinds of octet streams:

* Message - an octet stream constituting the basic unit of information exchange in GIOP, described in detail in GIOP
Message Formats on page 93.

» Encapsulation - an octet stream into which OMG IDL data structures may be marshaled independently, apart from any
particular message context, described in detail in Encapsulation on page 79.
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9.4.1 Primitive Types

Primitive data types are specified for both big-endian and little-endian orderings. The message formats (see GIOP
Message Formats on page 93) include tags in message headers that indicate the byte ordering in the message.
Encapsulations include an initial flag that indicates the byte ordering within the encapsulation, described in

Encapsutation on page 79. The byte ordering ot any encapsulation may be different 1rom the message or encapsulation
withih which it is nested. It is the responsibility of the message recipient to translate byte ordering if necessary./Primitive
data fypes are encoded in multiples of octets. An octet is an 8-bit value.
9.4.1.1 Alignment
In ordler to allow primitive data to be moved into and out of octet streams with instructions speeifically designed ffor those
primitive data types, in CDR all primitive data types must be aligned on their natural boundaties (i.e., the alignment
boungdlary of a primitive datum is equal to the size of the datum in octets). Any primitiyé.of size n octets must sfart at an
octet[stream index that is a multiple of n. In CDR, » is one of 1, 2, 4, or 8.
Whete necessary, an alignment gap precedes the representation of a primitive datum. The value of octets in alignment
gaps fs undefined. A gap must be the minimum size necessary to align the following primitive. Table 9.1 gives alignment
bounglaries for CDR/OMG-IDL primitive types.
Tablel 9.1

TYILE OCTET ALIGNMENT

chai 1

wchar 1, 2 or 4 for GIOP 1.1.]

1 for GIOP 1.2 and later

octdt 1

shoft 2

unsigned short 2

long 4

unsigned long 4

long long 8

unsigned long long 8

floaf 4

douple 8

long double 8

boolean 1

enum 4
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Alignment is defined above as being relative to the beginning of an octet stream. The first octet of the stream is octet

index zero (0); any data type may be stored starting at this index. Such octet streams begin at the start of a GIOP message
header (see GIOP Message Header on page 94) and at the beginning of an encapsulation, even if the encapsulation itself
is nested in another encapsulation. (See Encapsulation on page 79).

9.4.1'[2—|ﬁ(ege4—96(a—¥ypeﬁ
Figute 9.1 on page 73 illustrates the representations for OMG IDL integer data types, including the following'd

ata types:

* short
* unsigned short
*long
* unsigned long
* long long
* unsigned long long
The figure illustrates bit ordering and size. Signed types (short, long, and long long) are represented as two’
compllement numbers; unsigned versions of these types are represented as’unsigned binary numbers.
Big-Endian Little-Endian
octet octet
MSB 0 LSB] o
short LSB| 1 NISB 1
MSB 0 LsB| ¢
long 1 1
2 2
LSB| 3 MSB 3
MSB 0 LSBl 0
1 1
2 2
long long 3 3
4 4
5 5
6 6
S 7 VSB 7

Figure 9.1 - Sizes and bit ordering in big-endian and little-endian encodings of OMG IDL integer data types, both

signed and unsigned.
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9.4.1.3 Floating Point Data Types

Figure 9.3 on page 78 illustrates the representation of floating point numbers. These exactly follow the IEEE standard
formats for floating point numbers', selected parts of which are abstracted here for explanatory purposes. The diagram
shows three different components for floating points numbers, the sign bit (s), the exponent (e), and the fractional part (f)
of the mantissa. The sign bit has values of 0 or 1, representing positive and negative numbers, respectively.

For sjngle-precision float values the exponent is 8 bits long, comprising el and e2 in the figure, where the 7 bits/in el are
most[significant. The exponent is represented as excess 127. The fractional mantissa (f1 - £3) is a 23-bit yalue f where 1.0
<=f K 2.0, f1 being most significant and f3 being least significant. The value of a normalized number,is'descriped by:

_lszgn 9 2(exp0nentf 127) % (1 +fracti0n)

For double-precision values the exponent is 11 bits long, comprising el and e2 in the figure, where the 7 bits i1} el are

most|significant. The exponent is represented as excess 1023. The fractional mantissa\(fl/- f7) is a 52-bit value jm where
1.0 <F m < 2.0, f1 being most significant and f7 being least significant. The value(of a normalized number is dgscribed
by:

_1s1gn N 2(exponent— 1023) % (1 +fracti0n)

For double-extended floating-point values the exponent is 15 bits\long, comprising el and e2 in the figure, wheye the 7
bits ih el are the most significant. The fractional mantissa (fkthrough f14) is 112 bits long, with fl being the npost
significant. The value of a long double is determined by

_lsign y 2(exp0nentf 16383) y (1 +fracti0n)

1. “IEEE Standard for Binary Floating-Point Arithmetic,” ANSI/IEEE Standard 754-1985, Institute of Electrical and Electronics
Engineers, August 1985.
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Big-Endian Little-Endian
float s el 0 3 0
i i T 2 T
f2 2 e2 f1 2
f3 3 s el 3
double s| el 0 f7 0
e2 | f1 1 6 1
f2 2 f5 2
f3 3 4 3
f4 4 f3 4
f5 5 f2 5
f6 6 e2 fl | g
7 7 s| el 7
long double S el 0 f14 0
e2 1 f13 1
f1 2 f12 2
f2 3 f11 3
f3 4 10 4
f4 5 f9 5
5 6 f8 6
f6 7 7 ;
f7 8 f6 8
f8 9 f5 9
f9 10 f4 10
10 11 3 1
f11 12 f2 12
f12 13 f1 13
f13 14 e2 14
14 15 s | e 15

Figure 9.2 - Sizes and bit ordering in big-endian and little-endian representations of OMG IDL single,

double precision, and double extended floating point numbers.

9.4.1.4 Octet

Octets are uninterpreted 8-bit values whose contents are guaranteed not to undergo any conversion during transmission.
For the purposes of describing possible octet values in this part of ISO/IEC 19500, octets may be considered as unsigned
8-bit integer values.
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9.4.1

Bool

9.4.1

.5 Boolean

ean values are encoded as single octets, where TRUE is the value 1, and FALSE as 0.

.6 Character Types

An IT\T character 1s renresented-as a2 cinale getet the code set used for transmission-of character data (o o ’T‘r“f“_C)
P i<} > A\ar oL D

betw
In thg
byte

NOTE

For (
W, w
orien

For (
octet
in thg
encoq

NOTE
octet

For (
enco(

en a particular client and server ORBs is determined via the process described in Code Set Conversion ‘on
case of multi-byte encodings of characters, a single instance of the char type may hold only one octet, of 4
Character encoding.

E: Full representation of multi-byte characters will require the use of an array of IDL char variablgs.

FIOP version 1.1, the transfer syntax for an IDL wide character depends on whether the, transmission code
hich is determined via the process described in Code Set Conversion on page 45) is/byte-oriented or non-b
ed:

Byte-oriented (e.g., SJIS). Each wide character is represented as one or more ottets, as defined by the selecte

Non-byte-oriented (e.g., Unicode UTF-16). Each wide character is represehted as one or more codepoints. A (
is the same as “Coded-Character data element,” or “CC data element’” in TSO terminology. Each codepoint is
using a fixed number of bits as determined by the selected TCS-W¢ The OSF Character and Code Set Registr
examined using the interfaces in Relevant OSFM Registry Interfaces on page 56 to determine the maximum
(max_bytes) of any character codepoint.

FIOP version 1.2, and later wehar is encoded as an unsigned binary octet value, followed by the elements
sequence representing the encoded value of the wehar. The initial octet contains a count of the number of

sequence, and the elements of the sequence of octets represent the wehar, using the negotiated wide cha
ling.

E: The GIOP 1.2 and later encoding of wehar is similar to the encoding of an octet sequence, except for its use g
to encode the value of the length.

FIOP versions prior to 1.2 and later, interoperability for wchar is limited to the use of two- octet fixed-leng
ling.

Wch

If UTF-16 is selected as the-TCS-W, the CDR encoding purposes can be big endian or little endian, but default

endi
endi
follo

o| If the first two bytes (after the length indication) are FE FF, it’s big-endian.

o| dfthe first two bytes (after the length indication) are FF FE, it’s little-endian.

r values in encapsulations atre assumed to be encoded using GIOP version 1.2 and later CDR.

. By placing a BOM (byte order marker) at the front of the wstring or wchar encoding, it can be sent eith
or little-endian."In particular, the CDR rules for endian-ness of UTF-16 encoded wstring or wchar value
s:

page 45.
ny multi-

set (TCS-
yte-

| TCS-W.

odepoint
encoded
y may be
ength

of the
clements
acter

fasingle

th

to big

er big-
are as

If the first two bytes (after the length indication) are neither, it’s big-endian.

If an ORB decides to use BOM to indicate endianness, it shall add the BOM to the beginning of wchar or wstring values

when

encoding the value, since it is not present in wchar or wstring values passed by the user.

If a BOM is present at the beginning of a wchar or wstring received in a GIOP message, the ORB shall remove the BOM
before passing the value to the user.
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If a client orb erroneously sends wchar or wstring data in a GIOP 1.0 message, the server shall generate a MARSHAL
standard system exception, with standard minor code 5.

If a server erroneously sends wchar data in a GIOP 1.0 response, the client ORB shall raise a MARSHAL exception to
the client application with standard minor code 6.

For JTOP T.1, T.Z, and I.3, UCS-Z and UCS-4 should be encoded using ihe endianess oI the GIOP message, 1or gackward
complatibility.

For rIOP 1.4, the byte order rules for UCS-2 and UCS-4 are the same as for UTF-16.
UTF{16LE and UTF-16BE, from IANA codeset registry, have their own endianess definition. Thus.these should be

encodled using the endianess specified by their endianness definition.

9.4.2 OMG IDL Constructed Types

Consfructed types are built from OMG IDL’s data types using facilities defined by‘the OMG IDL language.

9.4.2.1 Alignment

Consfructed types have no alignment restrictions beyond those of theiréprimitive components. The alignment of{ those
primitive types is not intended to support use of marshaling buffers asiequivalent to the implementation of congtructed
data fypes within any particular language environment. GIOP assunies that agents will usually construct structured data
types| by copying primitive data between the marshaled buffer and the appropriate in-memory data structure layont for the
langyage mapping implementation involved.

9.4.2.2 Struct

The ¢omponents of a structure are encoded in the order of their declaration in the structure. Each component is|{encoded
as deffined for its data type.

9.4.2.3 Union

Uniofis are encoded as the discriminait tag of the type specified in the union declaration, followed by the repregentation
of anfy selected member, encoded as”its type indicates.

9.4.2.4 Array

Arrays are encoded ag the array elements in sequence. As the array length is fixed, no length values are encodefl. Each
elem¢nt is encoded‘as-defined for the type of the array. In multidimensional arrays, the elements are ordered so the index
of th¢ first dimension varies most slowly, and the index of the last dimension varies most quickly.

9.4.2.5 Sequence

Sequences are encoded as an unsigned long value, followed by the elements of the sequence. The initial unsigned long
contains the number of elements in the sequence. The elements of the sequence are encoded as specified for their type.

9.4.2.6 Enum

Enum values are encoded as unsigned longs. The numeric values associated with enum identifiers are determined by the
order in which the identifiers appear in the enum declaration. The first enum identifier has the numeric value zero (0).
Successive enum identifiers take ascending numeric values, in order of declaration from left to right.
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9.4.2.7 Strings and Wide Strings

A string is encoded as an unsigned long indicating the length of the string in octets, followed by the string value in
single- or multi-byte form represented as a sequence of octets. The string contents include a single terminating null
character. The string length includes the null character, so an empty string has the length of the encoding of the null
character in the transmission character set.

IOP version 1.1, 1.2, and 1.3, when encoding a string, always encode the length as the total number of byjtes used

1OP version 1.1, a wide string is encoded as an unsigned long indicating the length of the string in octdts or
ed integers (determined by the transfer syntax for wchar) followed by the individual wide characters. Thg string
ts include a single terminating null character. The string length includes the null charagtet.) The terminating null

IOP version 1.2 and 1.3, when encoding a wstring, always encode the length asdlie total number of octety used by
the eficoded value, regardless of whether the encoding is byte-oriented or not. For GIOP version 1.2 and 1.3 a wstring is
not t¢rminated by a null character. In particular, in GIOP version 1.2 and 1.3 a Jéngth of 0 is legal for wstring,

NOTE: For GIOP versions prior to 1.2 and 1.3, interoperability for wstring is (imited to the use of two-octet fixed{length
encoding.

Wstring values in encapsulations are assumed to be encoded using\GIOP version 1.2 and 1.3 CDR.

9.4.2.8 Fixed-Point Decimal Type

The IIDL fixed type has no alignment restrictions, and is tépresented as shown in Figure 9.4. Each octet contairfs (up to)
two decimal digits. If the fixed type has an odd numbgriof decimal digits, then the representation begins with the first
(most significant) digit — dO in the figure. Otherwise; this first half-octet is all zero, and the first digit is in the| second
half-gctet — d1 in the figure. The sign configuration, in the last half-octet of the representation, is 0xD for negative
numbers and 0xC for positive and zero values:

The rfjumber of digits present must equal the’number of significant digits specified in the IDL definition for the fixed type
being marshaled, with the exception.of\the inclusion of a leading 0x0 half octet when there are an even number| of
significant digits.

Decitpnal digits are encoded as hexadecimal values in each half-octet as follows:

D¢cimal Digit Half-Octet Value
0 0x0
1 0x1
) 0x2
9 0x9

Figure 9.3 - Decimal Digit Encoding for Fixed Type

78 © ISO/IEC 2012 - All rights reserved


https://standardsiso.com/api/?name=d39b24d01f7c94df9350662c8c66a025

ISO/IEC 19500-2

:2012(E)

Figune 9.4 - IDL Fixed Type Representation
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B Encapsulation

bsulations are octet streams into which OMG IDL data structurés/may be marshaled independently, apart fi

paque data type sequence<octet>, which can be marshaled subsequently into a message or another encap
pbsulations allow complex constants (such as TypeCodes)to' be pre-marshaled; they also allow certain mess
onents to be handled without requiring full unmarshalinig. Whenever encapsulations are used in CDR or th
hre clearly noted.

IOP and IIOP explicitly use encapsulations, i) three places: TypeCodes (see TypeCode on page 87), the II
col profile inside an IOR (see Object Refetences on page 93), and in service-specific context (see Service C
37). In addition, some ORBs may chooseto use an encapsulation to hold the object_key (see IIOP IOR Pi
112), or in other places that a sequence<octet> data type is in use.

I encapsulating OMG IDL data. types, the first octet in the stream (index 0) contains a boolean value indic

byte
if T
GIO

holdipg the encapsulatiém) Following the byte order flag, the data to be encapsulated is marshaled into the buffg
defingd by CDR encoeding rules. Marshaled data are aligned relative to the beginning of the octet stream (the firs|
which is occupied-by the byte order flag).

brdering of the encapsulated data. If the value is FALSE (0), the encapsulated data is encoded in big-endid

fom any

ular message context. Once a data structure has been encapsulated, the octet stream can be represented as the OMG

sulation.
pge
e GIOP,

DP
ntext on
ofiles on

hting the
n order;

UE (1), the data is encegded in little-endian order, exactly like the byte order flag in GIOP message headers (see

Message Header on page 94). This value is not part of the data being encapsulated, but is part of the octe

it stream
T as
[ octet of

When the eneapsulation is encoded as type sequence<octet> for subsequent marshaling, an unsigned long value

cont
lengt

ining the sequence length is prefixed to the octet stream, as prescribed for sequences (see Sequence on page
h value is not part of the encapsulation’s octet stream, and does not affect alignment of data within the encap

77). The
sulation.

Note that this guarantees a four-octet alignment of the start of all encapsulated data within GIOP messages and nested

encapsulations.

2

Whenever the use of an encapsulation is specified, the GIOP version to use for encoding the encapsulation, if different
than GIOP version 1.0, shall be explicitly defined (i.e., the default is GIOP 1.0).

© 180
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If a parameter with IDL char or string type is defined to be carried in an encapsulation using GIOP version greater than
1.0, the transmission Code Set for characters (TCS-C), to be used when encoding the encapsulation, shall also be
explicitly defined.

If a parameter with IDL wchar or wstring type is defined to be carried in an encapsulation using GIOP version greater
than 1.0, the transmission Code Set for wide characters (TCS-W), to be used when encoding the encapsulation shall also
be expplicitly defined.

9.4.4 Value Types

Valug types are built from OMG IDL’s value type definitions. Their representation and encoding'is)defined in this sub
clausg.

Valug types may be used to transmit and encode complex state. The general approach is to_support the transmissipn of the
data (state) and type information encoded as RepositorylDs.

The Ipading (and possible transmission) of code is outside of the scope of the GIOP, definition, but enough inforfnation is
carrigd to support it, via the CodeBase object.

The format makes a provision for the support of custom marshaling (i.es.the encoding and transmission of statq using
appligation-defined code). Consistency between custom encoders and/deeoders is not ensured by the protocol.

The gncoding supports all of the features of value types as well asssupporting the “chunking” of value types. It dpes so in
a comipact way.

At a high level the format can be described as the linearization of a graph. The graph is the depth-first exploratipn of the
transftive closure that starts at the top-level value object’and follows its “reference to value objects” fields (an qrdinary
remote reference is just written as an IOR). It is a recursive encoding similar to the one used for TypeCodes. An
indir¢ction is used to point to a value that has already been encoded.

The data members are written beginning withithe highest possible base type to the most derived type in the order of their
declafation.

9.4.

The format provides support for-partial type information and versioning issues in the receiving context. Howevg¢r the
encodling has been designed-so that this information is only required when “advanced features” such as truncatipn are
used.

.1 Partial Type Information and Versioning

The gresence (or absence) of type information and codebase URL information is indicated by flags within the
<valye tag>, which is a long in the range between OX7fffff00 and OX7Fffffff inclusive. The last octet of this ta
intergreted as-follows:

=]
—
7]

=

The least significant bit (<value_tag> & 0x00000001) is the value 1 if a <codebase URL> is present. If thig bit is 0,
no' <codebase URL> follows in the encoding. The <codebase URL> is a blank-separated list of one or more] URLs.

2. Accordingly, in cases where encapsulated data holds data with natural alignment of greater than four octets, some processors may
need to copy the octet data before removing it from the encapsulation. For example, an appropriate way to deal with long long dis-
criminator type in an encapsulation for a union TypeCode is to encode the body of the encapsulation as if it was aligned at the 8
byte boundary, and then copy the encoded value into the encapsulation. This may result in long long data values inside the encap-
sulation being aligned on only a 4 byte boundary when viewed from outside the encapsulation.

80 © ISO/IEC 2012 - All rights reserved


https://standardsiso.com/api/?name=d39b24d01f7c94df9350662c8c66a025

ISO/IEC 19500-2:2012(E)

* The second and third least significant bits (<value tag> & 0x00000006) are:

Whei a list of RepositorylDs is present, the encoding is a long specifying the number of RepositorylDs, fol
the RepositorylDs. The first RepositorylD is the id for the most derived type of the value. If this.type has a

types
trunc

For
value

For v
inclu

If thd
URL
more

COR

* the value 0 if no type information is present in the encoding. This indicates the actual parameter is the same type as

the formal argument.

« the value 2 if only a single repository id is present in the encoding, which indicates the most derived type of the

4+ 1 4 Laxilaaal 1 bR ) 41 4 41 £, 1 4 Lot - 4+ AN
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» the value 6 if the partial type information list of repository ids is present in the encoding as a list of repo

A type that is a formal parameter, result of the method call, or exception, for which this GIOP message is bei
marshaled.

A base type of a well known type.

A member type of a well known type.

An element type of a well known type.

alue types that have an RMI: Repositoryld, ORBs must include at least the most derived Repositoryld

type encoding.

led in the value type encoding.

typing information (e.g., the type.graph).

BA RepositorylDs may ¢ontain standard version identification (major and minor version numbers or a h,

itory ids.

owed by
y base

the sending context is responsible for listing the RepositorylDs for all the base types to ‘Which it is safq to

hte the value passed. These truncatable base types are listed in order, going up the derivation hierarchy. Thg sending
contgxt may choose to (but need not) terminate the list at any point after it has sent a RepositorylD for a type
knowjn to the receiving context. A well known type is any of the following:

well

ng

in the

alue types marshaled as abstract interfaces (see ‘Abstract Interfaces on page 93), Repositoryld informatior] must be

receiving context needs more typing-information than is contained in a GIOP message that contains a codebase
information, it can go back to the sending context and perform a lookup based on that RepositorylD to getrieve

ish code

information). The ORB run time-may use this information to check whether the version of the value being transmitted is

comp
trunc
For ¢

documentation fotsa'detailed specification of this model.

atible with the versign-expected. In the event of a version mismatch, the ORB may apply product-specific
htion/conversion rales’ (with the help of a local interface repository or the SendingContext::RunTime s
xample, the Javasserialization model of truncation/conversion across versions can be supported. See the JII

9.4.
The

.2 Example

ollewing examples demonstrate legal combinations of truncatability, actual parameter types and GIOP enc

brvice).
K 1.1

pdings.

This

[ Tot intended o be an exhaustive 1St of fegal possibilities.

The following example uses valuetypes animal and horse, where horse is derived from animal. The actual parameters
passed to the specified operations are an_animal of runtime type animal and a_horse of runtime type horse.

The following combinations of truncatability, actual parameter types and GIOP encodings are legal.

1. If there is a single operation:

© ISO/IEC 2012 - All rights reserved
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2. Gipen the additionatoperation:

82

op1(in animal a);
a). If the type horse cannot be truncated to animal (i.c., horse is declared):

valuetype horse: animal ...
then the encoding is as shown below:

Actual Invocation Legal Encoding
op1(a_horse) 2 horse
6 1 horse

Note that if the type horse is not available to the receiver, then the receiver throws a demarshaling excepti
b). If the type horse can be truncated to animal (i.e., horse is declared):

valuetype horse: truncatable animal ...
then the encoding is as shown below

Actual Invocation Legal Encoding

op1(a_horse) 6 2 horse animal

Note that if the type horse is not available to the reeciver, then the receiver tries to truncate to animal.

c). Regardless of the truncation relationships, whe# the exact type of the formal argument is sent, then the
encoding is as shown below:

Actual Invocation lregal Encoding
op1(an_animal) 0

2 animal

6 1 animal

dp2(in horse/h);
(i.e., the'sénder knows that both types horse and animal and their derivation relationship are known to the
reéeiver)

a). If the type horse cannot be truncated to animal (i.e., horse is declared):

valuetype horse: animal ...
then the encoding is as shown below:

Actual Invocation Legal Encoding
op2(a_horse) 2 horse
6 1 horse
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Note that the demarshaling exception of case 1 will not occur, since horse is available to the receiver.
b). If the type horse can be truncated to animal (i.e., horse is declared):

valuetype horse: truncatable animal ...
then the encoding is as shown bhelow:

:2012(E)

Actual Invocation Legal Encoding
op2 (a_horse) 2 horse
6 1 horse

6 2 horse animal

Note that truncation will not occur, since horse is available to the receiver.

9.4.

The gpecial value OxFfffffff introduces an indirection (i.e., it directs the d€eoder to go somewhere else in the m:
buffer to find what it is looking for). This can be codebase URL infopmation that has already been encoded, a
Rep¢@sitorylID that has already been encoded, a list of repository IDs"that has already been encoded, or anothe
objedt that is shared in a graph. OXffffffff is always followed by¢a.long indicating where to go in the buffer. A
repoditorylD or URL, which is the target of an indirection useddfor encoding a valuetype must have been introdud
type pr codebase information for a valuetype.

.3 Scope of the Indirections

It is ot permissible for a repositoryID marshaled for:s@ine purpose other than as the type information of a valu
use ifdirection to reference a previously marshaled value. The encoding used to indicate an indirection is the san|

rshaling
value

ed as the

etype to
le as that

used [for recursive TypeCodes (i.c., a Oxffffffff indirection marker followed by a long offset (in units of octefs) from

the bpginning of the long offset). As an example, this means that an offset of negative four (-4) is illegal, becay
self-i
previpus fragments if fragmentation is used. This includes any previously marshaled parameters. Non-negative o
reseryed for future use. Indirectionsimay not cross encapsulation boundaries.

se it is

directing to its indirection marker. Ifidirections may refer to any preceding location in the GIOP message, including

[fsets are

Fragipentation support in GIOP vetsions 1.1, 1.2, and 1.3 introduces the possibility of a header for a FragmentMessage

being marshaled between the.target of an indirection and the start of the encapsulation containing the indirectio
octety occupied by any suehheaders are not included in the calculation of the offset value.
9.4.4.4 Null Values

All vplue typesshave a distinguished “null.” All null values are encoded by the <null tag> (0x0). The CDR enc
null yaluesgdineludes no type information.

n. The

bding of

9.4.4. her En ing Information

A “new” value is coded as a value header followed by the value’s state. The header contains a tag and codebase URL
information if appropriate, followed by the RepositorylD and an octet flag of bits. Because the same RepositorylD
(and codebase URL information) could be repeated many times in a single request when sending a complex graph, they

are encoded as a regular string the first time they appear, and use an indirection for later occurrences.
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9.4.4.6 Fragmentation

It is anticipated that value types may be rather large, particularly when a graph is being transmitted. Hence the encoding
supports the breaking up of the serialization into an arbitrary number of chunks in order to facilitate incremental
processing.

Valug

Valug
they
integ
state.
type

If liny

dlod talal 1 e 1 1 h) - 1. s - 41 - i % 4 % ) % 1
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bnd in the stream without relying on user-defined code. This allows the ORB to maintain consistency‘and e

For simplicity of encoding, we use a length indication for all values whether or not they have.a truncatab
br use custom marshaling.

se type.

types that are custom marshaled also need a length indication so that the ORB run time can know exactly where

hsure the

ity of the GIOP stream when the user-written custom marshaling and demarshaling does not marshal 'the enfire value

e base

ited space is available for marshaling, it may be necessary for the ORB to send the contents of a marshaling buffer

contafining a partially marshaled value as a GIOP fragment. At that point in the marshaling,)the length of the enfire value

being
value
the p
lengt

The ¢

types
of thg
the cy

The
(<val
requi

Each

A chi
from
starte
level
are a

marshaled may not be known. Calculating this length may require processing as.costly as marshaling the
L It is therefore desirable to allow the value to be encoded as multiple chunks,(each with its own length. Th

h calculation processing.

strings, and wstrings, or between the tag and offset of indirectiofis. It is never necessary to end a chunk w
se types as the length of these types is known before starting'to'marshal them so they can be added to the
irrently open chunk. It is the responsibility of the CDR stream to hide the chunking from the marshaling ¢

ue tag> & 0x00000008) is the value 1 if a chunked encoding is used for the value’s state. The chunked en
Fed for custom marshaling and truncation. If this\bit is 0, the state is encoded as <octets>.

chunk is preceded by a positive long, which $pecifies the number of octets in the chunk.

of the value being terminated-A single end tag can be used to terminate multiple nested values. The detai
follows:

End tags, chunk size tags, and value tags are encoded using non-overlapping ranges so that the unmarshaling
tell after reading-cach chunk whether:

» anotherchunk follows (positive tag).

* one\or multiple value types are ending at a given point in the stream (negative tag).

« dnested value follows (special large positive tag).

rtion of a value that occupies a marshaling buffer to be sent as a chunk of knewn length with no need for a|

ata may be split into multiple chunks at arbitrary points except within primitive CDR types, arrays of prin

resence (or absence) of chunking is indicated by flags within the <value tag>. The fourth least significant

inked value is terminated by an end tag that is a non-positive long so the start of the next value can be diffg
the start of another chunk. In the case of values that contain other values (e.g., a linked list) the “nested” Y
d without there being an end tag>The absolute value of an end tag (when it finally appears) indicates the pesting

lentire
Is allows
dditional

hitive
thin one
ength of
ode.

bit
coding is

rentiated
ralue is

ed rules

code can

ing at this

point in the CDR stream. Any value types that have not already been ended and whose nesting depth is greater than the
depth indicated by the end tag are also implicitly ended. The end tag value 0 is reserved for future use (e.g., supporting
a nesting depth of more than 2431). The outermost value type will always be terminated by an end tag with a value of

-1. Enclosing non-chunked valuetypes are not considered when determining the nesting depth.

The following example describes how end tags may be used. Consider a valuetype declaration that contains two member
values:

84
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I/ IDL
valuetype simpleNode({ ... };
valuetype node truncatable simpleNode {
public node node1;
public node node2;

When an instance of type ‘node’ is passed as a parameter of type ‘simpleNode’ a chunked encoding 74 used. In
all cases, the outermost value is terminated with an end tag with a value of -1. The nested valuerjhodeq’ is
terminated with an end tag with a value of -2 since only the second-level value ‘node1’ endsfat,that point. Since

the nested value ‘node2’ coterminates with the outermost value, either of the following end'fag layouts|is legal:

* A single end tag with a value of -1 marks the termination of the outermost value, implying the terminatiqn of the
nested value, ‘node2’as well. This is the most compact marshaling.

* An end tag with a value of -2 marks the termination of the nested value, ‘node2. "This is then followed by an end
tag with a value of -1 to mark the termination of the outermost value.

Because data members are encoded in their declaration order, declarifig a value type data member of a value type
last is likely to result in more compact encoding on the wire becausé.at maximizes the number of values ¢nding at
the same place and so allows a single end tag to be used for multiple values. The canonical example for that is a

linked list.

4 For the purposes of chunking, values encoded as indirections ofnull are treated as non-value data.

J Chunks are never nested. When a value is nested within@nother value, the outer value’s chunk ends at the place in the
stream where the inner value starts. If the outer value has non-value data to be marshaled following the inner yalue, the
end tag for the inner value is followed by a contintation chunk for the remainder of the outer value.

4 Regardless of the above rules, any value nested within a chunked value is always chunked. Furthermore, any|such
nested value that is truncatable must encode its type information as a list of RepositorylDs (see Section 9.4.4.1,
Partial Type Information and Versioning; on page 80).

starts a new scope. Ending amrencapsulation ends the current scope and restores the previous scope. Starting 4 new

4 The scope of an encoded valuetype is a complete GIOP message or an encapsulation. Starting a new encapm}ation
scope starts a new count of enid tag nesting (initially 0), chunking status (initially false) and chunk position (ifitially 0).

J Chunks in the same §egpe are never nested. When a value is nested within another value, the outer value's chjink ends
at the place in thelstream where the inner value starts. If the outer value has non-value data to be marshaled fpllowing
the inner valuei\the end tag for the inner value is followed by a continuation chunk for the remainder of the outer value.

4 Regardless of the above rules, any value nested within a chunked value in the same scope is always chunked
Furthermdre, any such nested value that is truncatable must encode its type information as a list of RepositoryIDs (see
Partial Type Information and Versioning on page 80).
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unmarshaling) in case further indirection tags point back to them. These values can be held in their “raw” GIOP form, as
fully unmarshaled value objects, or in any other product-specific form.

Value types that are custom marshaled are encoded as chunks in order to let the ORB run-time know exactly where they
end in the stream without relying on user-defined code.
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9.4.4.7 Notation

The on-the-wire format is described by a BNF grammar with conventions similar to the ones used to define IDL syntax.
The terminals of the grammar are to be interpreted differently. We are describing a protocol format. Although the
terminals have the same names as IDL tokens they represent either:

For ekample, long is a shorthand for the GIOP encoding of the IDL long data type -with all the GIOR" alignmg
Similarly struct is a shorthand for the GIOP CDR encoding of a struct.

A (t
that type. So that (long) 0 means that a CDR encoding for a long having the value 0 appears at that location.

9.4.4.8 The Format

86

e constant taos _or
=2

+ the GIOP CDR encoding of the corresponding IDL construct.

pe) constant means that an instance of the given type having the given value is encodedaccording to the

) <value> ::= <value_tag>[ <codebase_URL>]
[ <type_info> ] <state>
| <value_ref>
<value_ref>::=<indirection_tag> <indirection> | <null_tag>
<value_tag>::= long// Ox7fffff00 <= value_tag <= Ox7fffffff
<type_info> ::= <rep_ids> | <repository_id>
<state>::= <octets> |<value_data>* [ <end_tag>.]
<value_data>::= <value_chunk> | <value>
<rep_ids> ::= long <repository_id>+
| <indirection_tag> <indirection>
(4) <repository_id> ::= string | <indirection_tag> <indirection>
(9) <value_chunk> ::= <chunk_size: tag> <octets>
(10) <null_tag> ::= (long) 0
(11) <indirection_tag> ::= (long) Oxffffffff
(12) <codebase_URL> ::= string | <indirection_tag> <indirection>
(13) <chunk_size_tag> ::=long
Il 0 < chunk) size_tag < 2731-256 (0x7fffff00)
(14) <end_tag>::=1ong// -2231 < end_tag <0
(15) <indirection> ™= long // -2*31 < indirection < 0
(16) <octets> = octet | octet <octets>

nt rules.

rules for

ng to the

state_member>

| <state_member> <state members>
(2) <state_member> ::=<value_ref>

Il All legal IDL types should be here

| octet
| boolean
| char
| short
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unsigned short
long

unsigned long
float

wchar

wstring

ISO/IEC 19500-2:2012(E)

9.4.

COR

string
struct
union
sequence
array
Object
any

long long

unsigned long long

double
long double
fixed

b Pseudo-Object Types

BA defines some kinds of entities that are neither primitivéitypes (integral or floating point) nor construct¢d ones.

9.4.5.1 TypeCode

In geperal, TypeCodes are encoded as the TCKind entm value, potentially followed by values that represent fhe

Typ
recur
gives|

Basic TypeCode Encoding Framework

The 4
ZEero
to co

Typecodes with.an empty parameter list are encoded simply as the corresponding TCKind enum value.

Code parameters. Unfortunately, TypeCodes cannot be expressed simply in OMG IDL, since their definitions are
kive. The basic TypeCode representations are”given in Table 9.2 on page 88. The integer value column of this table
the TCKind enum value corresponding(to-the given TypeCode, and lists the parameters associated with [such a

TypeCode. The rest of this sub clause presents the details of the encoding.

ncoding of a TypeCode is.the TCKind enum value (encoded, like all enum values, using four octets), followed by
br more parameter values.)The encodings of the parameter lists fall into three general categories, and differ in order
hserve space and to-support efficient traversal of the binary representation:

Typecodes, with simple parameter lists are encoded as the TCKind enum value followed by the parameter vglue(s),
encodedas indicated in Table 9.2. A “simple” parameter list has a fixed number of fixed length entries, or a gingle
paramieter that has its length encoded first.

Al othax £ d L 1 4 Lt haol oo 1 dad tha TCIK N 1739 1 £oll d CDR
7x OtnCT Ty pCCOtCSTIa v O COTRPTC A DT diitC e —Ti5 155w O ar OOt Ot Caas O T o xiraCraiTT v araC oo w ot _/ a

encapsulation octet sequence (see Encapsulation on page 79) containing the encapsulated, marshaled parameters. The

order of these parameters is shown in the fourth column of Table 9.2.

The third column of Table 9.2 shows whether each parameter list is empty, simple, or complex. Also, note that an internal
indirection facility is needed to represent some kinds of typecodes; this is explained in Indirection: Recursive and
Repeated TypeCodes on page 91. This indirection does not need to be exposed to application programmers.
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TypeCode Parameter Notation

TypeCode parameters are specified in the fourth column of Table 9.2 on page 88. The ordering and meaning of
parameters is a superset of those given in the ORB Interface clause, CORBA, Part 1 specification. More information is
needed by CDR’s representation in order to provide the full semantics of TypeCodes as shown by the API.

parameter’s meaning.

counted sequence of tuples.

seribes the

| The encoding of some parameter lists (specifically, tk_struct, tk_union, tk_enum, and tk_except) confain a

Such counted tuple sequences are written in the form count {parameters}, where count is~the number of ftuples in
the encoded form, and the parameters enclosed in braces are available in each tuple inStance. First the cpunt,
which is an unsigned long, and then each parameter in each tuple (using the fioted type), is encoded in the
CDR representation of the typecode. Each tuple is encoded, first parameter follewed by second, before the next
tuple is encoded (first, then second, etc.).

Note|[that the tuples identifying struct, union, exception, and enum membets must be in the order defined in the OMG
IDL dlefinition text. Also, that the types of discriminant values in encoded tkiunion TypeCodes are establish¢d by the
secorld encoded parameter (discriminant type), and cannot be specified.exeept with reference to a specific OMG IDL

definjtion.’

Tablel 9.2

TCkind Integer | Type Parameters
Value

tk_pull 0 empty —none —
tk_yoid 1 empty —none —
tk_short 2 empty —none —
tk_|ong 3 empty —none —
tk_pushort 4 empty —none —
tk_ulong 5 empty —none —
tk_float 6 empty —none —
tk_gouble 7 empty —none —
tk_boolean 8 empty —none —
tk_¢char 9 empty —none —
tk_octet 10 empty —none —
tk_any 11 empty —none —
tk_TypeCode 12 empty —none —
tk_Principal 13 empty —none —
tk_objref 14 complex string (repository ID), string(name)

88
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TCKind

Integer
Value

Type

Parameters

tk_struct

15

complex

string (repository ID),

STrng (name),
ulong (count)

{string (member name),
TypeCode (member type)}

tk_pnion

16

complex

string (repository ID), string(name);
TypeCode (discriminant type),

long (default used),

ulong (count)

{discriminant type® (1abglvalue),
string (member namnie))

TypeCode (membeptype)}

tk_gnum

17

complex

string (repository ID),
string (nanje),
ulong{¢ount)

{stting (member name)}

tk_lstring

18

simple

ulong (max 1engthb)

tk_lsequence

19

complex

TypeCode (element type),
ulong (max length®)

tk_garray

20

domplex

TypeCode (element type),
ulong (length)

tk_galias

21

complex

string (repository ID),
string (name),
TypeCode

tk_except

22

complex

string (repository ID),
string (name),

ulong (count)

{string (member name),
TypeCode (member type)}

tk_|jonglong

23

empty

—none —

tk_plonglong

24

empty

—none —

tk_longdouble

XN

Eata vl
Smpty

OIS

tk_wchar

26

empty

3. This means that, for example, two OMG IDL unions that are textually equivalent, except that one uses a “char” discriminant, and

the other uses a “long” one, would have different size encoded TypeCodes.
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. Should be tk null if there is no concrete base.
. See Indirection: Recursive and Repeated TypeCodes on page 91.

Table 9.2
TCKind Integer | Type Parameters
Value
tk_wstring 27 simple ulong(max length or zero if
Tunbounded)
tk_fixed 28 simple ushort(digits), short(scale)
tk_yalue 29 complex string (repository ID),
string (name, may be empty),
short(ValueModifier),
TypeCode(of concrete base)d,
ulong (count),
{string (member name);
TypeCode (membertype),
short(Visibility)}
tk_yalue_box 30 complex string (repository ID), string(name),
TypeCodg
tk_pative 31 complex string (tepository ID), string(name)
tk_abstract_interface 32 complex string(Repositoryld), string(name)
tk_|ocal_interface 33 complex string(Repositoryld), string(name)
tk_component 34 complex string (repository ID), string(name)
tk_home 35 cdomplex string (repository ID), string(name)
tk_event 36 complex string (repository ID),
string (name, may be empty),
short(ValueModifier),
TypeCode(of concrete base),
ulong (count),
{string (member name),
TypeCode (member type),
short(Visibility)}
— nione — OxfTEffff | simple long (indirectionf)
al The type ef'union label values is determined by the second parameter, discriminant type.
H. For unbounded strings, this value is zero.
d Forunbounded sequences, this value is zero.
d. “Should be tk_null if there is no concrete base.
(S
f.

9.4.5.1.1 Encoded Identifiers and Names

The Repository ID parameters in tk_objref, tk_struct, tk_union, tk_enum, tk_alias, tk_except, tk_native,
tk_value, tk_value_box, and tk_abstract_interface TypeCodes are Interface Repository Repositoryld values,
whose format is described in the specification of the Interface Repository.
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For GIOP 1.2 onwards, repositorylD values are required to be sent, if known by the ORB*. For GIOP 1.2 and 1.3 an
empty repositoryID string is only allowed if a repositoryID value is not available to the ORB sending the type code.

For GIOP 1.0 and 1.1, Repositoryld values are required for tk_objref and tk_except TypeCodes; for tk_struct,
tk_union, tk_enum, and tk_alias TypeCodes Repositorylds are optional and encoded as empty strings if omitted.

The

tk_abstract_interface, tk_native and tk_except TypeCodes and the member name parameters in tk_istru
tk_upion, tk_enum, tk_value, and tk_except TypeCodes are not specified by (or significant in) GIOR \Agen
not njake assumptions about type equivalence based on these name values; only the structural information (incl
Repésitoryld values, if provided) is significant. If provided, the strings should be the simple, unscCoped names

in thg

When a reference to a base Object is encoded, there are two allowed encodings for the Repository ID: either

“IDL

Encgding the tk_union Default Case

In tk[ union TypeCodes, the long default used value is used to indicate which tuple in the sequence descri

unior

the zg¢ro-based index of the default case in the sequence of tuples descfibing union members.

The ¢

be anfy valid value of the discriminant type, and has no semantic ‘significance (i.e., it should be ignored and is ¢
inclufled for syntactic completeness of union type code marshaling).

Typ

The fk_array TypeCode only describes a single dimension of any array. TypeCodes for multi-dimensional a

cons

outernost (or top-level) tk_array TypeCode-describes the leftmost array index of the array as defined in IDL

inner

Indin

The t

{sequence <foo> bar;})(nust also contain an indirection. Such an indirection is also useful to reduce the size

€nco

CDR

parameters in tk_ ) s s

— H — H p— 3 — ’ — —

OMG IDL definition text. If omitted, they are encoded as empty strings.

omg.org/CORBA/Object:1.0” or “” may be used.

>s default case. If this value is less than zero, then the union contain$,no default case. Otherwise, the value]

iscriminant value used in the actual typecode parameter associated with the default member position in the

Codes for Multi-Dimensional Arrays

cted by nesting tk_array TypeCodes within other tk_array TypeCodes, one per array dimension. TH
most nested tk_array TypeCode deseribes the rightmost index.

ection: Recursive and Repeated TypeCodes

ypecode representation of OMG IDL data types that can indirectly contain instances of themselves (e.g., st

lings; for example{unions with many cases sharing the same value.

provides a constrained indirection to resolve this problem:

The indjrestion applies only to TypeCodes nested within some “top-level” TypeCode. Indirected TypeCodes
“freestanding,” but only exist inside some other encoded TypeCode.

For GIOP 1.2 and below, the indirection applies only to TypeCodes nested within some “top-level” TypeCod

ct,

ts should
hding

supplied

bes the
contains

list, may
nly

frays are
e
the

ruct foo
of

Are not

o

Indirected TypeCodes are not “freestanding,” but only exist inside some other encoded TypeCode.

4. A type code passed via a GIOP 1.2 connection shall contain non-empty repositoryID strings, unless a repositoryID value is not
available to the sending ORB for a specific type code. This situation can arise, for example, if an ORB receives a type code con-
taining empty repository IDs via a GIOP 1.0 or 1.1 connection and passes that type code on via a GIOP 1.2 connection).
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* For GIOP 1.3 and above, the indirection applies only to TypeCodes nested within some “top-level” TypeCode, or from
one top-level TypeCode to another. Indirected TypeCodes nested within a top-level TypeCode can only reference
TypeCodes that are part of the same top-level TypeCode, including the top-level TypeCode itself. Indirected top-level
TypeCodes can reference other top-level TypeCodes but cannot reference TypeCodes nested within some other top-
level TypeCode.

| Only the second (and subsequent) references to a TypeCode in that scope may use the indirection facility:Tfhe first
reference to that TypeCode must be encoded using the normal rules. In the case of a recursive TypeCode, this means
that the first instance will not have been fully encoded before a second one must be completely encoded:

The indirection is a numeric octet offset within the scope of the “top-level” TypeCode and points te the TCKihd value
for the typecode. (Note that the byte order of the TCKind value can be determined by its encoded-value.) This indirection
may ell cross encapsulation boundaries, but this is not problematic because of the first constraint identified abjove.

Becapise of the second constraint, the value of the offset will always be negative.

Fragmentation support in GIOP versions 1.1, 1.2, and 1.3 introduces the possibility of‘a\hi€ader for a FragmentMessage
being marshaled between the target of an indirection and the start of the encapsulatien containing the indirectiop. The
octet§ occupied by any such headers are not included in the calculation of the offset value.

The gncoding of such an indirection is as a TypeCode with a “TCKind value” that has the special value 232-1 (Oxffffffff,
all orjes). Such typecodes have a single (simple) parameter, which is the long offset (in units of octets) from thg simple
parameter. (This means that an offset of negative four (-4) is illegalbecause it will be self-indirecting.)

9.4.5.2 Any

Any [values are encoded as a TypeCode (encoded as described above) followed by the encoded value. For Any values
contdining a tk_null or tk_void TypeCode, the encoded value shall have zero length (i.e., shall be absent).

9.4.5.3 Principal

Pringipal pseudo objects are encoded as seéquence<octet>. In the absence of a Security service specification
Pringipal values have no standard format\or interpretation, beyond serving to identify callers (and potential callgrs). This
text does not prescribe any usage of Principal values.

By rdpresenting Principal values as’'sequence<octet>, GIOP guarantees that ORBs may use domain-specific principal
ident{fication schemes; such yalu€s undergo no translation or interpretation during transmission. This allows bridges to
translate or interpret these ddentifiers as needed when forwarding requests between different security domains.

9.4.5.4 Context

Confext pseudo.objects are encoded as sequence<string>. The strings occur in pairs. The first string in eaclj pair is

the cpntext property name, and the second string in each pair is the associated value. If an operation has an IDIl context
sub cllause but the client does not supply any properties matching the context sub clause at run time, an empty Jequence
is marshaled.

9.4.5.5 Exception

Exceptions are encoded as a string followed by exception members, if any. The string contains the Repositoryld for the
exception, as defined in the /nterface Repository clause of CORBA (Part 1). Exception members (if any) are encoded in
the same manner as a struct.
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If an ORB receives a non-standard system exception that it does not support, or a user exception that is not defined as part
of the operation's definition, the exception shall be mapped to UNKNOWN, with standard minor code set to 2 for a
system exception, or set to 1 for a user exception.

9.4.6 Object References

Obje
trans
this p

the IIOP (see IIOP IOR Profiles on page 112).

In ge|

9.4.

Absti
Refet
is FA
there
enco

9.5

GIOH
versi

1.

1\S}

Lo

t references are encoded in OMG IDL (as described in Object Addressing on page 23). IOR profiles_centd
hort-specific addressing information, so there is no general-purpose IOR profile format defined forrGIOP. 1
art of ISO/IEC 19500 describes the general information model for GIOP profiles and provides a§pecific f

heral, GIOP profiles include at least these three elements:
The version number of the transport-specific protocol specification that the server, supports.
The address of an endpoint for the transport protocol being used.

An opaque datum (an object_key, in the form of an octet sequence) used\eXclusively by the agent at the s
endpoint address to identify the object.

Y Abstract Interfaces

act interfaces are encoded as a union with a boolean discriminator. The union has an object reference (s¢
ences on page 93) if the discriminator is TRUE, and a‘alue type (see Value Types on page 80) if the disci
LSE. The encoding of value types marshaled as abstract interfaces always includes Repositoryld inform|

led as a null valuetype.

GIOP Message Formats

has restriction on client and server toles with respect to initiating and receiving messages. For the purpose
ns 1.0 and 1.1, a client is th¢ agent that opens a connection (see more details in Connection Management

in
nstead,
rmat for

pecified

e Object
iminator
ation. If

is no indication whether a nil abstract interface répresents a nil object reference or a null valuetype, it shafl be

of GIOP
on

priginate

riginated

page |108) and originates requests. JLikewise, for GIOP versions 1.0 and 1.1, a server is an agent that accepts cofnections
and receives requests. When Bidirectional GIOP is in use for GIOP protocol version 1.2 and 1.3, either side may
messages, as specified in*Bi-Directional GIOP on page 115.
GIOR message types,arg summarized in Table 9.3, which lists the message type names, whether the message is 0
by cljent, server, orboth, and the value used to identify the message type in GIOP message headers.
Tablg 9.3

Mefsage Type Originator Value GIOP Versions

Request Client 0 1.0,1.1,1.2, 1.3

Request Both 0 1.2 with BiDir GIOP in use,

1.3 with BiDir GIOP in use
Reply Server 1 1.0,1.1,1.2, 1.3
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Table 9.3
Message Type Originator Value GIOP Versions
Reply Both 1 1.2 with BiDir GIOP in use,
1.3 with BiDir GIOP in use
CancelRequest Client 2 1.0,1.1,1.2, 1.3
CangcelRequest Both 2 1.2 with BiDir GIOP in use,
1.3 with BiDir GIOP in use
LocpteRequest Client 3 1.0,1.1,1.2,1.3
LocpteRequest Both 3 1.2 with BiDir GIOP in use,
1.3 with BiDir GIOP in use
LochteReply Server 4 1.0,1.1,1.2,1.3
LocpteReply Both 4 1.2 with BiDir GIOP in use,
1.3 with BiDir GIOP iguse
ClogeConnection Server 5 1.0,1.1,1.2,1.3
ClogeConnection Both 5 1.2,1.3
MegsageError Both 6 1.0,1.1,@:2,1.3
Fragment Both 7 1.1,\M.2, 1.3
9.5.1 GIOP Message Header

All g

mod

#if M
/

octet
octet

GIOP 1.0

AX_GIOP_VERSION_NUMBER ==

IOP messages begin with the following-hecader, defined in OMG IDL:

le GIOP {// IDL extended forwersion 1.1, 1.2, and 1.3
truct Version {
major;
minor;

gnum MsgType_1_0 {// Renamed from MsgType
Request, Reply, CancelRequest,
LocateRequest, LocateReply,

CloseConnection, MessageError

}.

)

#else

/Il GIOP 1.1

enum MsgType_1_1 {
Request, Reply, CancelRequest,

94

LocateRequest, LocateReply,

CloseConnection, MessageError,
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#endif // MAX_GIOP_VERSION_NUMBER

ISO/IEC 19500-2:2012(E)

/ GIOP 1.0
jm.gd.at_ah.aLM.aai.mw
truct MessageHeader_1_0 {// Renamed from MessageHeader

Magicn magic;
Version GIOP_version;
boolean byte_order;
octet message_type;
unsigned long message_size;

.

/] GIOP 1.1

gtruct MessageHeader_1_1 {
Magicn magic;
Version GIOP_version;
octet flags; /I GIOP 1.1 change
octet message_type;
unsigned long message_size;

¥

/| GIOP 1.2,1.3

pedef MessageHeader_1_1 MessageHeader.%: 2;
pedef MessageHeader_1_1 MessageHeader’1_3;

5

The 1pessage header clearly identifies GIOP messages and their byte-ordering. The header is independent of byte|ordering

except for the field encoding message size:

encoded in ISO Latin-1 (8859.1):

one (1), and two (2).

4 magic identifies GIOP messages. The value of this member is always the four (upper case) characters “GIOP,”

J GIOP_version contajns the version number of the GIOP protocol being used in the message. The version nimber
applies to the transportrindependent elements of this part of ISO/IEC 19500 (i.e., the CDR and message formats) that
constitute the GIQR,\This is not equivalent to the [IOP version number (as described in Object References on|page 93)
though it has thie same structure. The major GIOP version number of this text is one (1); the minor versions arg zero (0),

A server implementation supporting a minor GIOP protocol version 1.n (with n > 0 and n < 3), must als be able
tosprocess GIOP messages having minor protocol version 1.m, with m less than n. A GIOP server, which|receives
a-request having a greater minor version number than it supports, should respond with an error message hjiving the

R - . 1 1 1 11 1 1 .
HOIZIITST HIITIOT VETSTOIT TTUITTOTT HIdU tHIdU STIVET SUPPOILS, dIIU HICIT C1O5C HIC CONIICCUIOII.

A client should not send a GIOP message having a higher minor version number than that published by the server

in the tag Internet IIOP Profile body of an IOR.

» byte_order (in GIOP 1.0 only) indicates the byte ordering used in subsequent elements of the message (including
message_size). A value of FALSE (0) indicates big-endian byte ordering, and TRUE (1) indicates little-endian byte

ordering.
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flags (in GIOP 1.1, 1.2, and 1.3) is an 8-bit octet. The least significant bit indicates the byte ordering used in subsequent
elements of the message (including message_size). A value of FALSE (0) indicates big-endian byte ordering, and
TRUE (1) indicates little-endian byte ordering. The byte order for fragment messages must match the byte order of the

initial message that the fragment extends.

The second least significant hit indicates whether or not more framents follow A value of FAL SE (0) indica

es this

Mess|

9.5.

Requ
oper3

Requ

message is the last fragment, and TRUE (1) indicates more fragments follow this message.

The most significant 6 bits are reserved. These 6 bits must have value 0 for GIOP version 1.1, 1.2, and 173.

message_type indicates the type of the message, according to Table 9.3; these correspond to\enum values
MsgType.

message_size contains the number of octets in the message following the messageheader, encoded using
order specified in the byte order bit (the least significant bit) in the flags field (or dsing the byte order field
1.0). It refers to the size of the message body, not including the 12-byte message-header. This count includes
alignment gaps and must match the size of the actual request parameters (plus-any final padding bytes that
follow the parameters to have a fragment message terminate on an 8-byte boundary).

A MARSHAL exception with minor code 9 indicates that fewer byt&s were present in a message than indi
fragment was received but contained insufficient data for all parameters to be unmarshaled.).

the count. Depending on the ORB implementation, this‘condition may be reported for the current message
next message that is processed (when the receiver:detects that the previous message is not immediately fol

the GIOP magic number).

The use of a message size of 0 with a Request, LocateRequest, Reply, or LocateReply message is res
future use.

value and 12 must be evenly~divisible by 8.

hoes with different GIOR.ninor versions may be mixed on the same underlying transport connection.

P Request Message

bst messages;eticode CORBA object invocations, including attribute accessor operations, and CORBA::O
tions gethinterface, repository_id, and get_implementation. Requests flow from client to server.

pst.essages have three elements, encoded in this order:

A“GIOP message header

the count. (This condition can arise if the sender sends a messag@infragments, and the receiver detects that

A MARSHAL exception with minor code 8 indicates thatmore bytes were present in a message than indic

of type

he byte
n GIOP
any
may

ated by
the final

ated by
or the
owed by

erved for

For GIOP version 1.2, and 1.34.if the second least significant bit of Flags is 1, the sum of the messagée_size

bject

A Request Header

The Request Body

9.5.2.1 Request Header

The request header is specified as follows:

96
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/ GIOP 1.0

struct RequestHeader_1_0 { // Renamed from RequestHeader
IOP::ServiceContextList service_context;

—unsigned long request_id;

boolean response_expected;
I0OP::ObjectKey object_key;
string operation;
CORBA::OctetSeq requesting_principal;

¥

pedef octet RequestReserved[3];
truct RequestHeader_1_1 {

IOP::ServiceContextList service_context;
unsigned long request_id;
boolean response_expected;
RequestReserved reserved; // Added in GIOP 1.1
I0OP::ObjectKey object_key;
string operation;
CORBA::OctetSeq requesting_principal;
) 8
/] GIOP 1.2, 1.3
typedef short AddressingDisposition;
gonst short KeyAddr = 0;
gonst short ProfileAddr=1;
gonst short ReferenceAddr = 2;

gtruct IORAddressinginfo {

unsigned long selected_profile_index;
IOP::IOR ior;

)

ynion TargetAddress'switch (AddressingDisposition) {
case KeyAddr: IOP::ObjectKey object_key;
case ProfileAddr: I0P::TaggedProfile profile;
case ReferenceAddr: IORAddressinglinfo ior;

¥

gtructiRequestHeader_1_2 {
unsigned long request_id;
actet response_flags;
RequestReserved reserved; // Added in GIOP 1.1
TargetAddress target;
string operation;
IOP::ServiceContextList service_context;
Il requesting_principal not in GIOP 1.2 and 1.3

}

typedef RequestHeader_1_2 RequestHeader_1_3;
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The members have the following definitions:

attribute with name domain_managers.

98

request_id is used to associate reply messages with request messages (including LocateRequest messages). The
client (requester) is responsible for generating values so that ambiguity is eliminated; specifically, a client must not re-

use request_id values during a connection if:

{ay the previous request containing that 1D is still pending, or

(b) if the previous request containing that ID was canceled and no reply was received. (See the semantics of the

CancelRequest Message on page 102).

response_flags is set to 0x0 for a SyncScope of NONE and WITH_TRANSPORT. The'flag is set to (
SyncScope of WITH_SERVER. A non exception reply to a request message containinga response_flag
of 0x1 should contain an empty body, i.e., the equivalent of a void operation with no out/inout parameters. T
set to 0x3 for a SyncScope of WITH_TARGET. These values ensure interworking.compatibility between
previous versions of GIOP.

For GIOP 1.0 and 1.1 a response_expected value of TRUE is treated like a response_flags value
and a response_expected value of FALSE is treated like a response_flags value of \x00.
reserved is always set to 0 in GIOP 1.1. These three octets are reserved for future use.

For GIOP 1.0 and 1.1, object_key identifies the object that is\the target of the invocation. It is the object_|

from the transport-specific GIOP profile (e.g., from the encapsulated IIOP profile of the IOR for the target obj
value is only meaningful to the server and is not interpretéd; or modified by the client.

For GIOP 1.2, 1.3, target identifies the object that.is‘the target of the invocation. The possible values of the

» KeyAddr is the object_key field from the transport-specific GIOP profile (e.g., from the encapsulated
profile of the IOR for the target object):“This value is only meaningful to the server and is not interpreted
modified by the client.

* ProfileAddr is the transport-specific GIOP profile selected for the target’s IOR by the client ORB.

* IORAddressinglnfo is thefull IOR of the target object. The selected_profile_index indicates the ti
specific GIOP profile tHat was selected by the client ORB. The first profile has an index of zero.

operation is the IDL identifier naming, within the context of the interface (not a fully qualified scoped nam

x1 for a
gs value
he flag is
this and

bf \x03,

Key field

ect). This

inion are:

[IOP
or

ansport-

), the

operation being invoked-In the case of attribute accessors, the names are _get_<attribute> and _set_<atfribute>.

The case of the operation or attribute name must match the case of the operation name specified in the OMG
source for the interface being used.

In the case'0f CORBA::Object operations that are defined in the ORB Interface clause, CORBA, Part 1 an
respondhito GIOP request messages, the operation names are _interface, _is_a, _non_existent,
_domain_managers, _component, and _repository_id.

IDL

i that cor-

For GIOP 1.2 and later versions, only the operation name _non_existent shall be used.

The correct operation name to use for GIOP 1.0 and 1.1 is _non_existent. Due to a typographical error in CORBA
2.0, 2.1, and 2.2, some legacy implementations of GIOP 1.0 and 1.1 respond to the operation name _not_existent.
For maximum interoperability with such legacy implementations, new implementations of GIOP 1.0 and 1.1 may wish

to respond to both operation names, _non_existent and _not_existent.
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» service_context contains ORB service data being passed from the client to the server, encoded as described in
Service Context on page 37.

» requesting_principal contains a value identifying the requesting principal. It is provided to support the
BOA::get_principal operation. The usage of the requesting_principal ficld is deprecated for GIOP versions 1.0
and 1.1. The field is not present in the request header for GIOP version 1.2 and 1.3.

Ther¢ is no padding after the request header when an unfragmented request message body is empty.

9.5.2.2 Request Body

In GIOP versions 1.0 and 1.1, request bodies are marshaled into the CDR encapsulation of the containing Messpge
immgdiately following the Request Header. In GIOP version 1.2 and 1.3, the Request Body isialways aligned op an 8-
octet|boundary. The fact that GIOP specifies the maximum alignment for any primitive type is 8 guarantees tha} the
Requkst Body will not require remarshaling if the Message or Request header are modified./The data for the reqyest body
inclufles the following items encoded in this order:

J All in and inout parameters, in the order in which they are specified in the gperation’s OMG IDL definition,|from left
to right.

J An optional Context pseudo object, encoded as described in Context‘on page 92. This item is included only|if the
operation’s OMG IDL definition includes a context expression, and'only includes context members as defined in that
expression.

For gxample, the request body for the following OMG IDL opepation:

double example (in short m, out string str, inout'long p);

woulfl be equivalent to this structure:
gtruct example_body {

short m; IMeftmost in or inout parameter
long p; Il ... to the rightmost

9.5.3 Reply Message

Replly messages are sent’in response to Request messages if and only if the response expected flag in the request is set
to TRUE. Replies include inout and out parameters, operation results, and may include exception values. In addition,

Reply messages may provide object location information. In GIOP versions 1.0 and 1.1, replies flow only from [erver to
clien.

Repl)} messages have three elements, encoded in this order:

o A“GIQP mpccagp header

* A ReplyHeader structure
* The reply body

9.5.3.1 Reply Header
The reply header is defined as follows:
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module GIOP { /I IDL extended for 1.2 and 1.3
#if MAX_GIOP_MINOR_VERSION < 2

/I GIOP 1.0 and 1.1

enum ReplyStatusType 1 0 {// Renamed from ReplyStatusType
NO_EXCEPTION,

USER_EXCEPTION,

SYSTEM_EXCEPTION,

LOCATION_FORWARD

}.

/] GIOP 1.0

struct ReplyHeader_1_0 {// Renamed from ReplyHeader
IOP::ServiceContextList service_context;
unsigned long request_id;
ReplyStatusType_1_0 reply_status;

}.

/] GIOP 1.1

=

ypedef ReplyHeader_1_0 ReplyHeader_1_1;
/| Same Header contents for 1.0 and 1.1

#endif // MAX_GIOP_VERSION_NUMBER
#if MAX_GIOP_MINOR_VERSION >= 2

/] GIOP 1.2,1.3

gnum ReplyStatusType_1_2 {

NO_EXCEPTION,

USER_EXCEPTION,

SYSTEM_EXCEPTION,

LOCATION_FORWARD,
LOCATION_FORWARD_PERM,// new value for 1.2
NEEDS_ADDRESSING_MODE // new value for 1.2

}.

gtruct ReplyHeader_1_2 {
unsigned-iong request_id;
ReplyStatusType_1_2 reply_status;
I0P::ServiceContextList service_context;

}.
typedef ReplyHeader 1 2 ReplyHeader 1 _3;
#endif // MAX_GIOP_VERSION_NUMBER

k
The members have the following definitions:

» request_id is used to associate replies with requests. It contains the same request_id value as the corresponding
request.

100 © ISO/IEC 2012 - All rights reserved


https://standardsiso.com/api/?name=d39b24d01f7c94df9350662c8c66a025

ISO/IEC 19500-2:2012(E)

» reply_status indicates the completion status of the associated request, and also determines part of the reply body

contents. If no exception occurred and the operation completed successfully, the value is NO_EXCEPTION
body contains return values. Otherwise the body

* contains an exception, or

Thers

9.5.3

In GIOP version 1.0 and 1.1, reply bodies are marshaled into the CDR encapsulation\of'the containing Message

imme

bounflary. The fact that GIOP specifies the maximum alignment for any primitive\type is 8 guarantees that the R4
will ot require remarshaling if the Message or the Reply Header are modified) The data for the reply body is dej
by the value of reply_status. There are the following types of reply bedy:

dil\.«\/tb t‘llb b};\allt tU lbibbub tll\.« l\.«\iu\«bt tU alr U‘L}jb\/t at SUILIV \Jtll\al }Ubat;UII’ Ul
« directs the client to supply more addressing information.

service_context contains ORB service data being passed from the server to the client, encoded as described
Message Transfer on page 71.

is no padding after the reply header when an unfragmented reply message body is emptyx

.2 Reply Body

diately following the Reply Header. In GIOP version 1.2 and 1.3, the Reply-Bedy is always aligned on an

If the reply_status value is NO_EXCEPTION, the body is encoded as if it were a structure holding first a
operation return value, then any inout and out parameters in the order in which they appear in the operation|
IDL definition, from left to right. (That structure could be empty.)

If the reply_status value is USER_EXCEPTION. or SYSTEM_EXCEPTION, then the body contains th

and the

in GIOP

8-octet
plyBody
termined

Yy
's OMG

c

exception that was raised by the operation, encoded,as described in Exception on page 92. (Only the user-defiined

exceptions listed in the operation’s OMG IDL definition may be raised.)

When a GIOP Reply message contains a-‘reply_status' value of SYSTEM_EXCEPTION, the body of thg
message conforms to the following structure:

module GIOP { /DL
struct SystemExceptionReplyBody {
string exception_id;
unsigned.long minor_code_value;
unsigned-long completion_status;
b
b

The high-order 20 bits of minor_code_value contain a 20-bit “Vendor Minor Codeset ID” (VMCID);

Reply

he low-

order \[2 bits contain a minor code. A vendor (or group of vendors) wishing to define a specific set of system

exeeption minor codes should obtain a unique VMCID from the OMG, and then use those 4096 minor ¢

des as
ise the

they see fit; for example, defining up to 4096 minor codes for each system exception. Any vendor may

special VMCID of zero (0) without previous reservation, but minor code assignments in this codeset may conflict

with other vendor's assignments, and use of the zero VMCID is officially deprecated.

NOTE: OMG standard minor codes are identified with the 20 bit VMCID \x4f4d0. This appears as the characters ‘O’ followed
by the character ‘M’ on the wire, which is defined as a 32-bit constant called OMGVMCID \x4f4d0000 (sce the ORB Interface
clause, CORBA, Part 1) so that allocated minor code numbers can be or-ed with it to obtain the minor_code_value.
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« Ifthe reply_status value is LOCATION_FORWARD, then the body contains an object reference (IOR) encoded as
described in Object References on page 93. The client ORB is responsible for re-sending the original request to that
(different) object. This resending is transparent to the client program making the request.

 The usage of the reply_status value LOCATION_FORWARD_PERM behaves like the usage of
LOCATION FORWARD. but when used by a server it also provides an indication to the client that it may replace the
old IOR with the new IOR. Both the old IOR and the new IOR are valid, but the new IOR is preferred for futpre use.

If the reply_status value is NEEDS_ADDRESSING_MODE, then the body contains a
GIOP::AddressingDisposition. The client ORB is responsible for re-sending the original requést-using the
requested addressing mode. The resending is transparent to the client program making the request:

NOTE: Usage of LOCATATION_FORWARD_PERM is now deprecated, due to problems it causes with the semantics of the
Object::hash() operation. LOCATATION_FORWARD_PERM features could be removed from some future GIDP
versigns if solutions to these problems are not provided.

For ekample, the reply body for a successful response (the value of reply_status'is/NO_EXCEPTION) to the|Request
example shown on page 99 would be equivalent to the following structure:

struct example_reply {

double return_value; Il return value
string str;
long p; Il ... to the rightmost

¥

Note |that the object_key field in any specific GIOP profile is server-relative, not absolute. Specifically, when p new
objedtt reference is received in a LOCATION_FORWARD Reply or in a LocateReply message, the object_Key field
embeldded in the new object reference’s GIOP profile ' may not have the same value as the object_key in the GIOP
profile of the original object reference. For details-on location forwarding, see Object Location on page 110.

9.5.4 CancelRequest Message

Cang¢elRequest messages may b€ sent, in GIOP versions 1.0 and 1.1, only from clients to servers. CancelRelquest
messfges notify a server that the client is no longer expecting a reply for a specified pending Request or
LocgdteRequest message.

CangelRequest messdges have two elements, encoded in this order:

*| A GIOP mes$age header

A CancelRequestHeader

9.5.4.1-Cancel Request Header

The cancel request header is defined as T01lOWS:

module GIOP { /I'1IDL
struct CancelRequestHeader {
unsigned long request_id;
k
k
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The request_id member identifies the Request or LocateRequest message to which the cancel applies. This value is
the same as the request_id value specified in the original Request or LocateRequest message.

When a client issues a cancel request message, it serves in an advisory capacity only. The server is not required to
acknowledge the cancellation, and may subsequently send the corresponding reply. The client should have no expectation
about whether a reply (including an exceptional one) arrives.

9.5.p LocateRequest Message

LocgteRequest messages may be sent from a client to a server to determine the following regarding'a specifigd object
refer¢nce:

J whether the current server is capable of directly receiving requests for the object referenee;-and if not,
4 to what address requests for the object reference should be sent.

Note [that this information is also provided through the Request message, but that.some clients might prefer ngt to
supp¢rt retransmission of potentially large messages that might be implied by.a'‘LOCATION_FORWARD status in a
Repr message. That is, client use of this represents a potential optimization,

LocgteRequest messages have two elements, encoded in this order;

4 A GIOP message header

A LocateRequestHeader

9.5.9.1 LocateRequest Header

The LocateRequest header is defined as follows:

modpule GIOP { /I IDL extended for version 1.2 and 1.3

truct LocateRequestHeader-.1- 0 {
/I Renamed LocationRequestHeader
unsigned long request_id;
I0OP::ObjectKey object_key;

unsigned long reau_est_id;
TargetAddress target;

I8
typedef LocateRequestHeader_1_2 LocateRequestHeader_1_3;
I8

The members are defined as follows:

© ISO/IEC 2012 - Al rights reserved 103


https://standardsiso.com/api/?name=d39b24d01f7c94df9350662c8c66a025

ISO/IEC 19500-2:2012(E)

» request_id is used to associate LocateReply messages with LocateRequest ones. The client (requester) is
responsible for generating values; see Request Message on page 96 for the applicable rules.

» For GIOP 1.0 and 1.1, object_key identifies the object being located. In an IIOP context, this value is obtained from
the object_key field from the encapsulated IOP::ProfileBody in the IIOP profile of the IOR for the target object.
When GIOP is mapped to other transports, their IOR profiles must also contain an appropriate corresponding value.
This value is only meaningful to the server and is not interpreted or modified by the client.

| For GIOP 1.2, 1.3, target identifies the object being located. The possible values of this union are:

» KeyAddr is the object_key field from the transport-specific GIOP profile (e.g., from thetencapsulated [[IOP
profile of the IOR for the target object). This value is only meaningful to the server andris.not interpreted or
modified by the client.

* ProfileAddr is the transport-specific GIOP profile selected for the target’s IOR by,the client ORB.

* IORAddressinglnfo is the full IOR of the target object. The selected_profile_index indicates the tfansport-
specific GIOP profile that was selected by the client ORB.

See (Pbject Location on page 110 for details on the use of LocateRequest.

9.5.6 LocateReply Message
LocdteReply messages are sent from servers to clients in respohise’to LocateRequest messages. In GIOP verfions 1.0
and 1.1 the LocateReply message is only sent from the seryer'to the client.
A LdcateReply message has three elements, encoded insthis order:

I. A GIOP message header

1. A LocateReplyHeader

3. The locate reply body

9.5.6.1 Locate Reply Header

The lpcate reply header is defined/as follows:

modple GIOP { /I IDL extended for GIOP 1.2 and 1.3
#if MAX_GIOP_MINOR/VERSION < 2

/] GIOP 1.0 and-¥1

gnum LocateStatusType_1_0 {// Renamed from LocateStatusType
UNKNOWN_OBJECT,

OBJECT_HERE,

OBJECT_FORWARD

J

I/ GIOP 1.0

struct LocateReplyHeader_1_0 {// Renamed from LocateReplyHeader
unsigned long request_id;
LocateStatusType_1_0 locate_status;

b
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/Il GIOP 1.1
typedef LocateReplyHeader_1_0 LocateReplyHeader_1_1;
I/l same Header contents for 1.0 and 1.1

#else

ILGIOP 12 13

elnum LocateStatusType_1_2 {
UNKNOWN_OBJECT,
OBJECT_HERE,
OBJECT_FORWARD,

OBJECT_FORWARD_PERM, /I new value for GIOP 1.2
LOC_SYSTEM_EXCEPTION, /I new value for GIOP 1.2
LOC_NEEDS_ADDRESSING_MODE // new value for GIOP 1.2
¥
gtruct LocateReplyHeader_1_2 {
unsigned long request_id;
LocateStatusType_1_2 locate_status;

¥
typedef LocateReplyHeader_1_2 LocateReplyHeader_1_3;
#endif // MAX_GIOP_VERSION_NUMBER

|5
The members have the following definitions:

4 request_id - is used to associate replies with requests. This member contains the same request_id value af the
corresponding LocateRequest message.

locate_status - the value of this member is\used to determine whether a LocateReply body exists. Values are:

* UNKNOWN_OBJECT - the objectspecified in the corresponding LocateRequest message is unknown to the
server; no body exists.

* OBJECT_HERE - this server (the originator of the LocateReply message) can directly receive requestq for the
specified object; no body_exists.

* OBJECT_FORWARD and OBJECT_FORWARD_PERM - a LocateReply body exists.
* LOC_SYSTEM\EXCEPTION - a LocateReply body exists.
+ LOC_NEEDS_ADDRESSING_MODE - a LocateReply body exists.

9.5.6.2 LocateReply Body

The body,i§yempty, except for the following cases:

If the LocateStatus value is OBJECT_FORWARD or OBJECT_FORWARD_PERM, the body contains an dgbject
reference (IOR) that may be used as the target for requests to the object specified in the LocateRequest message.
The usage of OBJECT_FORWARD_PERM behaves like the usage of OBJECT_FORWARD, but when used by the
server it also provides an indication to the client that it may replace the old IOR with the new IOR. When using
OBJECT_FORWARD_PERM, both the old IOR and the new IOR are valid, but the new IOR is preferred for future use.

+ Ifthe LocateStatus value is LOC_SYSTEM_EXCEPTION, the body contains a marshaled
GIOP::SystemExceptionReplyBody.

© ISO/IEC 2012 - Al rights reserved 105


https://standardsiso.com/api/?name=d39b24d01f7c94df9350662c8c66a025

ISO/IEC 19500-2:2012(E)

« Ifthe LocateStatus value is LOC_NEEDS_ADDRESSING_MODE, then the body contains a
GIOP::AddressingDisposition. The client ORB is responsible for re-sending the LocateRequest using the
requested addressing mode.

NOTE: Usage of OBJECT_FORWARD_PERM is now deprecated, due to problems it causes with the semantics of the
Object::hash operation. OB ORWARD_PERM feature e Ie e OP versions if

solutions to these problems are not provided.

LocgteReply bodies are marshaled immediately following the LocateReply header.

9.5.6.3 Handling ForwardRequest Exception from ServantLocator

If thg ServantLocator in a POA raises a ForwardRequest exception the ORB shall send a(lhocateReply mgdssage to
the client with locate_status set to OBJECT_FORWARD, and with the body containing the ‘'object reference frpm the
ForwlardRequest exception’s forward_reference field.

9.5.Y CloseConnection Message

ClospConnection messages are sent only by servers in GIOP protocol versions 1.0 and 1.1. They inform clientp that the
servef intends to close the connection and must not be expected to provide) further responses. Moreover, clients know that
any rpquests for which they are awaiting replies will never be processéd, and may safely be reissued (on anothdr
conngction). In GIOP version 1.2 or later both sides of the conngction may send the CloseConnection message.

The €loseConnection message consists only of the GIOP, méssage header, identifying the message type.

For details on the usage of CloseConnection messages}see Connection Management on page 108.
9.5.8 MessageError Message

The MessageError message is sent in respense to any GIOP message whose version number or message type[is
unknpwn to the recipient or any message réceived whose header is not properly formed (e.g., has the wrong magic value).
Error{ handling is context-specific.

The MessageError message cénsists only of the GIOP message header, identifying the message type.
9.5.9 Fragment Message

This message is addéd in GIOP 1.1.

The Fragment message is sent following a previous request or response message that has the more fragments bit set to
TRUT in the-flags field.

All of the GIOP messages begin with a GIOP header. One of the fields of this header is the message_size fidld, a 32-
bit unsigned number giving the number of bytes in the message following the header. Unfortunately, when actually
constructing a GIOP Request or Reply message, it is sometimes impractical or undesirable to ascertain the total size of
the message at the stage of message construction where the message header has to be written. GIOP 1.1 provides an
alternative indication of the size of the message, for use in those cases.
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In GIOP 1.1, a Request or Reply message can be broken into multiple fragments. In GIOP 1.2 and later, a Request,
Reply, LocateRequest, or LocateReply message can be broken into multiple fragments. The first fragment is a
regular message (e.g., Request or Reply) with the more fragments bit in the flags field set to TRUE. This initial
fragment can be followed by one or more messages using the fragment messages. The last fragment shall have the more
fragment bit in the flag field set to FALSE.

A CgncelRequest message may be sent by the client before the final fragment of the message being sent. In this case,
the s¢rver should assume no more fragments will follow.

NOTE: A GIOP client that fragments the header of a Request message before sending the request ID may 1ot send a
Cang¢elRequest message pertaining to that request ID and may not send another Request message until after the request ID
is serft.

A primitive data type of 8 bytes or smaller should never be broken across two fragments.

In GIOP 1.1, the data in a fragment is marshaled with alignment relative to its position.in’the fragment, not relafive to its
positfon in the whole unfragmented message.

For IOP version 1.2 and later, the total length (including the message header)of a fragment other than the final fragment
of a fragmented message are required to be a multiple of 8 bytes in length, aHowing bridges to defragment andfor
refragment messages without having to remarshal the encoded data to_ifisert or remove padding.

For (:IOP version 1.2 and later, a fragment header is included in théumessage, immediately after the GIOP mesgage
headgr and before the fragment data. The request ID, in the fragfent header, has the same value as that used in| the
origifal message associated with the fragment.

The byte order and GIOP protocol version of a fragment$hall be the same as that of the message it continues.
module GIOP {//IDL extension for GIOP 1.2 and later

gtruct FragmentHeader_1_2 {
unsigned long request_id;
%
typedef FragmentHeader_1-2 FragmentHeader_1_3;
}

9.6/ GIOP Message Transport

The GIOP is desigried to be implementable on a wide range of transport protocols. The GIOP definition makes [the
folloywing assumptions regarding transport behavior:

4 The transport is connection-oriented. GIOP uses connections to define the scope and extent of request IDs.

4 (The'transport is reliable. Specifically, the transport guarantees that bytes are delivered in the order they are sent, at most
OTICT, ald tat SOIE Positive acknowiedgment of detivery s avaitabie:

+ The transport can be viewed as a byte stream. No arbitrary message size limitations, fragmentation, or alignments are
enforced.

+ The transport provides some reasonable notification of disorderly connection loss. If the peer process aborts, the peer
host crashes, or network connectivity is lost, a connection owner should receive some notification of this condition.
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» The transport’s model for initiating connections can be mapped onto the general connection model of TCP/IP.
Specifically, an agent (described herein as a server) publishes a known network address in an IOR, which is used by the
client when initiating a connection.

The server does not actively initiate connections, but is prepared to accept requests to connect (i.e., it listens for
connections in TCP/IP terms). Another agent that knows the address (called a client) can attempt to initiate connections
by sending connect requests to the address. The listening server may accept the request, forming a new, unique
conng¢ction with the client, or it may reject the request (e.g., due to lack of resources). Once a connectiongis opgn, either
side may close the connection. (See Connection Management on page 108 for semantic issues related to ¢onnection
closufe.) A candidate transport might not directly support this specific connection model; it is only necessary that the
transport’s model can be mapped onto this view.

9.6.1 Connection Management

For the purposes of this discussion, the roles client and server are defined as follows:

| A client initiates the connection, presumably using addressing information found in an object reference (IOR) for an
object to which it intends to send requests.

| A server accepts connections, but does not initiate them.

Thes¢ terms only denote roles with respect to a connection. They dgwnot have any implications for ORB or application
archifectures.

In GIOP protocol versions 1.0 and 1.1, connections are not*symmetrical. Only clients can send Request,
LocgteRequest, and CancelRequest messages over alconnection, in GIOP 1.0 and 1.1. In all GIOP versions] a server
can spnd Reply, LocateReply, and CloseConnection messages over a connection; however, in GIOP 1.2 and later the
clienf can send them as well. Either client or seryerycan send MessageError messages, in GIOP 1.0 and 1.1.

If myltiple GIOP versions are used on an undetlying transport connection, the highest GIOP version used on thg
conng¢ction can be used for handling the close. A CloseConnection message sent using any GIOP version applies to all
GIOR versions used on the connection (i.¢., the underlying transport connection is closed for all GIOP versions). In
partidqular, if GIOP version 1.2 or higher has been used on the connection, the client can send the CloseConnection
messfige by using the highest GIOP-~version in use.

Only|GIOP messages are sent ever GIOP connections.

Requpst IDs must unambiguously associate replies with requests within the scope and lifetime of a connection. [Request
IDs thay be re-used-if'there is no possibility that the previous request using the ID may still have a pending rep|ly. Note
that dancellation does not guarantee no reply will be sent. It is the responsibility of the client to generate and agsign

requgst IDs. Request IDs must be unique among both Request and LocateRequest messages.

9.6.1.1-Connection Closure

Connections can be closed in two ways: orderly shutdown, or abortive disconnect.

For GIOP versions 1.0, and 1.1:

* Orderly shutdown is initiated by servers sending a CloseConnection message, or by clients just closing down a
connection.

* Orderly shutdown may be initiated by the client at any time.
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* A server may not initiate shutdown if it has begun processing any requests for which it has not either received a

CancelRequest or sent a corresponding reply.

+ Ifaclient detects connection closure without receiving a CloseConnection message, it must assume an abortive

disconnect has occurred, and treat the condition as an error.

For (

For dll uses of CloseConnection (for GIOP versions 1.0, 1.1, 1.2, and later):

9.6.1

A cli
conn
optin
objea

9.6.

i IOP Version 1.2 and later:

bnt, if it chooses, may send requests to multiple target objects over the same connection, provided that the
bction’s server side, is capable of responding to requests for the objects. It is the responsibility of the client|

t supported.by the server, although this behavior should be avoided.

p . Message Ordering

Orderly shutdown is initiated by either the originating client ORB (connection initiator) or by the servét\ORH
(connection responder) sending a CloseConnection message

If the ORB sending the CloseConnection is a server, or bidirectional GIOP is in use, the sending ORB my
currently be processing any Requests from the other side.

The ORB that sends the CloseConnection must not send any messages after the CloseConnection.

If either ORB detects connection closure without receiving a CloseConnection\message, it must assume af
disconnect has occurred, and treat the condition as an error.

If bidirectional GIOP is in use, the conditions of Bi-Directional GIOP onpage 115 apply.

If there are any pending non-oneway requests, which were initiated on a connection by the ORB shutting doy
connection, the connection-peer ORB should consider them*as’canceled.

If an ORB receives a CloseConnection message fromits connection-peer ORB, it should assume that any
outstanding messages (i.e., without replies) were regeived after the connection-peer ORB sent the CloseConnl
message, were not processed, and may be safely're-sent on a new connection.

After issuing a CloseConnection message,the issuing ORB may close the connection. Some transport prot

st not

abortive

vn that

ection

cols (not

including TCP) do not provide an “ordefly disconnect” capability, guaranteeing reliable delivery of the last message

sent. When GIOP is used with such proetocols, an additional handshake needs to be provided as part of the m4
that protocol’s connection mechanisms, to guarantee that both ends of the connection understand the dispositi
outstanding GIOP requests.

.2 Multiplexing Connections

ize resource usage by reusing connections, if it wishes. If not, the client may open a new connection for ea|

pping to
pn of any

to
ch active

Only the client (connection originator) may send Request, LocateRequest, and CancelRequest messages, if Bi-
Directional GIOP is not in use.

Clients may have multiple pending requests. A client need not wait for a reply from a previous request before sending
another request.

Servers may reply to pending requests in any order. Reply messages are not required to be in the same order as the
corresponding Requests.
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The ordering restrictions regarding connection closure mentioned in Connection Management, above, are also noted here.
Servers may only issue CloseConnection messages when Reply messages have been sent in response to all received
Request messages that require replies.

9.7 Object Location

The GIOP is defined to support object migration and location services without dictating the existence of specific ORB
archifectures or features. The protocol features are based on the following observations.

A givlen transport address does not necessarily correspond to any specific ORB architectural component‘(such as an object
adapler, object server process, Inter-ORB bridge, and so forth). It merely implies the existence pf.some agent with which
a connection may be opened, and to which requests may be sent.

The ‘fagent” (owner of the server side of a connection) may have one of the following rdles with respect to a pgrticular
object reference:

| The agent may be able to accept object requests directly for the object and returnreplies. The agent may or njay not
own the actual object implementation; it may be an Inter-ORB bridge that trafisforms the request and passes {t on to
another process or ORB. From GIOP’s perspective, it is only important that requests can be sent directly to the agent.

| The agent may not be able to accept direct requests for any objects, but acts instead as a location service. Any
Request messages sent to the agent would result in either exeeptions or replies with LOCATION_FORWARD

status, providing new addresses to which requests may be sént.)Such agents would also respond to LocateRequest
messages with appropriate LocateReply messages.

| The agent may directly respond to some requests (forcertain objects) and provide forwarding locations for other
objects.

| The agent may directly respond to requests for’a particular object at one point in time, and provide a forwarding
location at a later time (perhaps during the'Same connection).

Agenlts are not required to implement location forwarding mechanisms. An agent can be implemented with the policy that
a connection either supports direct agcess to an object, or returns exceptions. Such an ORB (or inter-ORB bridgq) always
returis LocateReply messages with either OBJECT_HERE or UNKNOWN_OBJECT status, and never
OBJECT_FORWARD status.

Clients must, however, be.able to accept and process Reply messages with LOCATION_FORWARD status, since gny ORB
may fhoose to implementia location service. Whether a client chooses to send LocateRequest messages is at the
discr¢tion of the clientvFor example, if the client routinely expected to see LOCATION_FORWARD replies when pising the
addrdss in an objéct-reference, it might always send LocateRequest messages to objects for which it has no rgcorded
forwgrding address. If a client sends LocateRequest messages, it should be prepared to accept LocateReply messages.

A clignt.shall not make any assumptions about the longevity of object addresses returned by LOCATION_FORWARD
(OBJEECT_FORWARD) mechanisms. Once a connection based on location-forwarding information is closed, a c|ient can
attempt to reuse the forwarding information it has, but, if that fails, it shall restart the location process using the original
address specified in the initial object reference.

For GIOP version 1.2 and later, the usage of LOCATION_FORWARD_PERM (OBJECT_FORWARD_PERM) behaves like
the usage of LOCATION_FORWARD (OBJECT_FORWARD), but when used by the server it also provides an indication to
the client that it may replace the old IOR with the new IOR. When using LOCATION_FORWARD_PERM
(OBJECT_FORWARD_PERM), both the old IOR and the new IOR are valid, but the new IOR is preferred for future use.
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NOTE: Usage of LOCATION_FORWARD_PERM and OBJECT_FORWARD_PERM is now deprecated, due to problems it
causes with the semantics of the Object::hash operation. LOCATION_FORWARD_PERM and OBJECT_FORWARD_PERM
features could be removed from some future GIOP versions if solutions to these problems are not provided.

Even after performing successful invocations using an address, a client should be prepared to be forwarded. The only
object address that a client should expect to continue working reliably is the one in the initial object reference. If an
invodation using that address returns UNKNOWN_OBJECT, the object should be deemed non-existent.

In geperal, the implementation of location forwarding mechanisms is at the discretion of ORBs, availablg'to be[used for
optinpization and to support flexible object location and migration behaviors.

9.8| Internet Inter-ORB Protocol (IIOP)

The Baseline transport specified for GIOP is TCP/IP°. Specific APIs for libraries supporting TCP/IP may vary, fo this
discupsion is limited to an abstract view of TCP/IP and management of its connections,“"The mapping of GIOP message
transfer to TCP/IP connections is called the Internet Inter-ORB Protocol (ITOP).

IIOP|1.0 is based on GIOP 1.0.

IIOP|1.1 can be based on either GIOP 1.0 or 1.1. An ITOP 1.1 client mustSupport GIOP 1.1, and may also suppprt GIOP
1.0. An IIOP 1.1 server must support processing both GIOP 1.0 and GIOP 1.1 messages.

IIOP(1.2 can be based on any of the GIOP minor versions 1.0, 1.430r 1.2. An IIOP 1.2 client must support GIOH 1.2, and
may hlso support lesser GIOP minor versions. An IIOP 1.2 sefver must also support processing messages with all lesser
GIOR versions.

IIOP|1.3 can be based on any of the GIOP minor versiens 1.0, 1.1, 1.2, or 1.3. An IIOP 1.3 client must support GIOP 1.3,
and thay also support lesser GIOP minor versions.-An IIOP 1.3 server must also support processing messages with all
lessef GIOP versions.

IIOP(1.4 can be based on any of the GIOR-minor versions 1.0, 1.1, 1.2, 1.3, or 1.4. An IIOP 1.4 client must suppprt GIOP
1.4, gnd may also support lesser GIOP minot versions. An IIOP 1.4 server must also support processing messagef with all
lessef GIOP versions.

Confprmance to IIOP versions 1.13 1.2, 1.3, and 1.4 requires support of Limited-Profile IOR conformance (see
Inter¢perable Object References: IORs on page 25), specifically for the IIOP IOR Profile. As of CORBA 2.4, this limited
IOR fonformance is deprecated, and ORBs implementing IIOP are strongly recommended to support Full IOR
confgrmance. Some futute [IOP versions could require support of Full IOR conformance.

9.8.1 TCPAP Connection Usage

Agents thatiare capable of accepting object requests or providing locations for objects (i.e., servers) publish TC|P/IP
addrdsses in IORs, as described in IIOP IOR Profiles on page 112. A TCP/IP address consists of an IP host addfess,
typically represented by a host name, and a TCP port number. Servers must listen for connection requests.

A client needing an object’s services must initiate a connection with the address specified in the IOR, with a connect
request.

5. Postel, J., “Transmission Control Protocol — DARPA Internet Program Protocol Specification,” RFC-793, Information Sciences
Institute, September 1981
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The listening server may accept or reject the connection. In general, servers should accept connection requests if possible,
but ORBs are free to establish any desired policy for connection acceptance (e.g., to enforce fairness or optimize resource
usage).

Once a connection is accepted, the client may send Request, LocateRequest, or CancelRequest messages by
writing to the TCP/IP socket it owns for the connection. The server may send Reply, LocateReply, and

CloseConnection messages by writing to its TCP/IP connection. In GIOP 1.2, and later, the client may send jhe
ClospConnection message, and if BiDirectional GIOP is in use, the client may also send Reply and LocatgReply
messgages.

After|receiving a CloseConnection message, an ORB must close the TCP/IP connection. After sénding a
CloseConnection, an ORB may close the TCP/IP connection immediately, or may delay closihg-the connection until it
receiyes an indication that the other side has closed the connection. For maximum interoperability with ORBs uging TCP
implgmentations that do not properly implement orderly shutdown, an ORB may wish to only shutdown the sendling side
of th¢ connection, and then read any incoming data until it receives an indication that the’ other side has also shufdown, at
WhicI point the TCP connection can be closed completely.

Given TCP/IP’s flow control mechanism, it is possible to create deadlock situations between clients and servers| if both
sides|of a connection send large amounts of data on a connection (or two différent connections between the sanje
procgsses) and do not read incoming data. Both processes may block on-wiite operations, and never resume. It s the

respopnsibility of both clients and servers to avoid creating deadlock by reéading incoming messages and avoiding blocking
when| writing messages, by providing separate threads for reading and writing, or any other workable approach. ()RBs are
free to adopt any desired implementation strategy, but should provide robust behavior.

9.8.2 IIOP IOR Profiles

IIOP |profiles, identifying individual objects accessible' through the Internet Inter-ORB Protocol, have the followjing form:

moduple IIOP { // IDL extended for version'1.1, 1.2, and later
truct Version {

octet major;
octet minor;

}.

struct ProfileBody_#-'0{// renamed from ProfileBody
Version iiop_version;
string host;
unsigned.short port;
IOP::ObjectKey object_key;

}.

eltruct ProfileBody_1_1 {// also used for 1.2 and later

LA"4 LI IIUP_VefSIUII,

string host;
unsigned short port;
IOP::ObjectKey object_key;
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/l Added in 1.1 unchanged for 1.2 and later
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Indicates the IIOP protocol version.
Major number can stay the same if the new changes are backward compatible.

Clients with lower minor version can attempt to invoke objects with higher minor version number by using o
information defined in the lower minor version protocol (ignore the extra information).

or later use the ProfileBody_1_1 structure. An instance of one of these structdre types is marshaled int
sulation octet stream. This encapsulation (a sequence <octet>) becomes the profile_data member of

pfined earlier).

rver supports at the time of publication of the IOR.

major revision number is 1, and the minor revision number.js greater than 0, then the length of the encap
er 0. ORBs that support only revision 1.0 IIOP profiles\must ignore any data in the profile that occurs aftg

ct_key. If the revision of the profile is 1.0, there shall be no extra data in the profile (i.e., the length of th
sulated profile must agree with the total size of ¢omponents defined for version 1.0).

sent in an IOR.

The embers of IOP::ProfileBody_1_0-and IOP::ProfileBody_1_1 are defined as follows:

NOTE-

signa

iilop_version describes the version of IIOP that the agent at the specified address is prepared to receive. W}
agent generates IIOP profiles.specifying a particular version, it must be able to accept messages complying W
specified version or any.previous minor version (i.e., any smaller version number). The major version numbdg
text is 1; the minor versiens defined to date are 0, 1, and 2. Compliant ORBs must generate version 1.1 profil
must accept any profile with a major version of 1, regardless of the minor version number. If the minor versio
is 0, the encapstlation is fully described by the ProfileBody_1_0 structure. If the minor version number is 1
encapsulationas-fully described by the ProfileBody_1_1 structure. If the minor version number is greater th
the length-of the encapsulated profile may exceed the total size of components defined in this text for profiles
minorversion number 1 or 2. ORBs that support only version 1.1 or 1.2 IIOP profiles must ignore, but preseq
data‘inrthe profile that occurs after the components member, for IIOP profiles with minor version greater t

nly the

es supporting only IIOP version 1.0 use the ProfileBody_1_0 structure, while those supporting IIOP veqsion 1.1
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TaggedProfile structure representing the IIOP profile in an IOR, and thefag-has the value TAG_INTERNET_IOP

ersion number published in the Tag Internet IIOP Profile body signal§ the highest GIOP minor version number that

sulated

e may exceed the total size of components defined in thigypart of ISO/IEC 19500 for profiles with minor fevision
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ersion 1.2 and later of IIOP, no order of use*is-prescribed in the case where more than one TAG Internet IOP Profile
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f GIOP supported by the server at the time of publi

Is the highest minor revision o cation of the IOR.

)P profile

» host identifies the Internet host to which GIOP messages for the specified object may be sent. In order to promote a
very large (Internet-wide) scope for the object reference, this will typically be the fully qualified domain name of the

© 180

host, rather than an unqualified (or partially qualified) name. However, per Internet standards, the host string
contain a host address expressed in standard “dotted decimal” form (e.g., “192.231.79.52”).
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» port contains the TCP/IP port number (at the specified host) where the target agent is listening for connection requests.
The agent must be ready to process IIOP messages on connections accepted at this port.

+ object_key is an opaque value supplied by the agent producing the IOR. This value will be used in request messages
to identify the object to which the request is directed. An agent that generates an object key value must be able to map
the value unambiguously onto the corresponding object when routing requests internally.

¢ components is a sequence of TaggedComponent, which contains additional information that may be uSed in
making invocations on the object described by this profile. TaggedComponents that apply to IIOP1.2’are dlescribed
below in IIOP IOR Profile Components on page 114. Other components may be included to suppoftjenhanced versions
of IIOP, to support ORB services such as security, and to support other GIOPs, ESIOPs, and proprietary protpcols. If
an implementation puts a non-standard component in an IOR, it cannot be assured that any drall non-standard
components will remain in the IOR.

The relationship between the IIOP protocol version and component support confermance requirements i§ as
follows:

* Each IIOP version specifies a set of standard components and the conformiance rules for that version. Th¢se rules
specify which components are mandatory and which are optional. A conformant implementation has to c¢gnform to
these rules, and is not required to conform to more than these rules.

* New components can be added, but they do not become part,of'the versions conformance rules.

» When there is a need to specify conformance rules that inclide the new components, there will be a need|to create
a new IIOP version.

Note [that host addresses are restricted in this version of IIOP Mo be Class A, B, or C Internet addresses. That is,| Class D
(multi-cast) addresses are not allowed. Such addresses are reserved for use in future versions of IIOP.

Agenlts may freely choose TCP port numbers for communication; IIOP supports multiple agents per host.
9.8.3 IIOP IOR Profile Components

The following components are part oftlJOP 1.1, 1.2, and later conformance. All these components are optional.
* TAG_ORB_TYPE
* TAG_CODE_SETS
* TAG_SEC_NAME
* TAG_ASSOCIATION_OPTIONS
* TAG_GENERIC_SEC_MECH
* TAGSSL_SEC_TRANS
* TAG_SPKM_1_SEC_MECH
L —+ TAG—SPKM—2-SEC-MECH
* TAG_KerberosV5_SEC_MECH
* TAG_CSI_ECMA_Secret_SEC_MECH
* TAG_CSI_ECMA_Hybrid_SEC_MECH
* TAG_SSL_SEC_TRANS
* TAG_CSI_ECMA_Public_SEC_MECH
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 TAG_FIREWALL_TRANS

- TAG_JAVA_CODEBASE

« TAG_TRANSACTION_POLICY
« TAG_MESSAGE_ROUTERS
*TAG_INET_SEC_TRANS

The following components are part of IIOP 1.2, and later conformance. All these components are optional,
* TAG_ALTERNATE_IIOP_ADDRESS
* TAG_POLICIES

* TAG_DCE_STRING_BINDING

* TAG_DCE_BINDING_NAME

* TAG_DCE_NO_PIPES

* TAG_DCE_MECH

* TAG_COMPLETE_OBJECT_KEY

* TAG_ENDPOINT_ID_POSITION

* TAG_LOCATION_POLICY

* TAG_OTS_POLICY

* TAG_INV_POLICY

* TAG_CSI_SEC_MECH_LIST

* TAG_NULL_TAG

* TAG_SECIOP_SEC_TRANS

* TAG_TLS_SEC_TRANS

* TAG_ACTIVITY_POLICY

9.9( Bi-Directional GIOP

The dpecification of GIOP(eofinection management, in GIOP minor versions 1.0 and 1.1, states that connection§ are not
symmetrical. For example; only clients that initialize connections can send requests, and only servers that accep
conng¢ctions can receive them.

—

This [GIOP 1.0sand 1.1 restriction gives rise to significant difficulties when operating across firewalls. It is common for
firewplls notstesdllow incoming connections, except to certain well-known and carefully configured hosts, such [as
dedigated. HTTP or FTP servers. For most CORBA-over-the-internet applications it is not practicable to require|that all
potentialclient firewalls install GIOP proxies to allow incoming connections, or that any entities receiving callbpcks will
require prior configuration of the firewall proxy.

An applet, for example, downloaded to a host inside such a firewall will be restricted in that it cannot receive requests
from outside the firewall on any object it creates, as no host outside the firewall will be able to connect to the applet
through the client's firewall, even though the applet in question would typically only expect callbacks from the server it
initially registered with.
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In order to circumvent this unnecessary restriction, GIOP minor protocol version 1.2 or later specifies that the asymmetry
stipulation above be relaxed in cases where the client and the server agree on it. In these cases, the client (the applet in
the above case) would still initiate the connection to the server, but any requests from the server on any objects.

The client creates an object for exporting to a server, and arranges that the server receive an IOR for the object. The most
common use case would be for the client to pass the IOR as a parameter in a GIOP request, but other mechanisms are

possiple, such as the use of a Name Service. If the client ORB policy permits bi-directional use of a connectiom; g Request
messfige should contain an IOP::ServiceContext structure in its Request header, which indicates that this-GIOP
conngction is bi-directional. The service context may provide additional information that the server may need tq invoke
the callback object. To determine whether an ORB may support bi-directional GIOP new policies has been defined (Bi-
directional GIOP policy on page 118).

Each[mapping of GIOP to a particular transport should define a transport-specific bi-directional service context, pnd have
an IQP::Serviceld allocated by the OMG. It is recommended that names for this service ¢ontext follows the patfern
BiDig<protocolname>, where <protocol name> identifies a mapping of GIOP to a trarspott protocol (e.g., for JIOP the
name| is BiDirllOP). The service context for bi-directional IIOP is defined in Bi-directional IIOP on page 117.

The derver receives the Request, which contains a bi-directional IOP::ServiceContext. If the server supports bi-

directional connections for that protocol, it may now send invocations alonghe same connection to any object [that
supp@rts the particular protocol and matches the particular location information found in the bi-directional service
context. If the server does not support bi-directional connections for thatprotocol, the service context can be ighored.

The data encapsulated in the BiDirllOPServiceContext structure'(see below), which is identified by the Servjiceld
BI_D|R_IIOP as defined in Service Context on page 37, allowsthe ORB to determine whether it needs to open g new
conngction in order to invoke on an object. If a host and porttpair in a listen_point list matches a host and port pf an
objedt to which it does not yet have a connection (a callback object newly received, for instance), rather than opgn a new
conngction, the server may re-use any of the connections on which the listen_point data was received.

A seqver talking to a client on a bi-directional GIOP connection can use any message type traditionally used by]clients
only,[so it can use Request, LocateRequest,"CancelRequest, MessageError, and Fragment (for a Request or
LocgteRequest). Similarly the client cani use message types traditionally used only by servers: Reply, LocateReply,
MessageError, CloseConnection, and Fragment (for a Reply or LocateReply).

CloseConnection messages are @ $pecial case however. Either ORB may send a CloseConnection message} but the
condftions in Connection Managerhent on page 108 apply.

Bi-difectional GIOP conngetions modify the behavior of Request IDs. In the GIOP specification, Connection
Mangdgement on page 108) it is noted that “Request IDs must unambiguously associate replies with requests within the

scopq and lifetime ofi a.connection.” This property of unambiguous association of requests and replies must be greserved
whilg permitting &ach end to generate Request Ids for new requests independently. To ensure this, on a connecti¢n that is
used pi-directionally in GIOP 1.2, and later, the connection originator shall assign only even valued Request ID$ and the
other|side of.the connection shall assign only odd valued Request IDs. This requirement applies to the full lifetithe of the
conngction, even before a BiDirllOPServiceContext is transmitted. A connection on which this regime of Request ID
assighment is not used, shall never be used to transmit bi-directional GIOP 1.2, or later messages

It should be noted that a single-threaded ORB needs to perform event checking on the connection, in case a Request
from the other endpoint arrives in the window between it sending its own Request and receiving the corresponding
reply; otherwise a client and server could send Requests simultaneously, resulting in deadlock. If the client cannot
support event checking, it must not indicate that bi-directionality is supported. If the server cannot support event
checking, it must not make callbacks along the same connection even if the connection indicates it is supported.
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A server making a callback to a client cannot specify its own bi-directional service context — only the client can announce
the connection’s bi-directionality.

An important security issue should be observed in the use of bi-directional GIOP. In the absence of other security
mechanisms, a malicious client may claim that its connection is Bi-Directional for use with any host and port it chooses.
In particular it may specify the host and port of security sensitive objects not even resident on its host. All the client has

to do|is pass the host and port in the listen data service context and the server may then invoke a masquerading]

object

instegd. In general, and in the absence of other security mechanisms, a server that has accepted an incomjing copnection

has no way to discover the identity or verify the integrity of the client that initiated the connection. If the servef
doubts in the integrity of the client, it is recommended that bi-directional GIOP is not used.

9.9.

The

I1'D

module IIOP {

|5
The

defingd in Service Context on page.37, allows the ORB, which intends to open a new connection in order to invd

obje

a host and port pair in a listen_points list matches a host and port, which the ORB intends to open a conned
rathef than open a new coniection to that listen_point, the server may re-use any of the connections that were
by thp client on which the listen point data was received.

The
hos

Profiles on'page 112. Note that if the server wishes to make a callback connection to the client in the standard
mustfuse-the values from the client object's IOR, not the values from this BiDirllOPServiceContext structure

valu

1 Bi-directional IIOP

P::ServiceContext used to support bi-directional IIOP contains a BiDirllOPServiceContext structur¢
defingd below:

gtruct ListenPoint {
string host;
unsigned short port;
.

typedef sequence<ListenPoint> ListenPointList;

gtruct BiDirllOPServiceContext {
ListenPointList listen_points;

) 1

dt, to look up its list of active’client-initiated connections and examine the structures associated with them,

host elementof the structure should contain whatever values the client may use in the IORs it creates. The
t|and port.are identical to the rules for the IIOP IOR ProfileBody_1_1 host and port clements; see 110}
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The BI_DIR_IIOP service context may be sent by a client at any point in a connection's lifetime. The listen_points
specified therein must supplement any listen_points already sent on the connection, rather than replacing the existing
points.
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If a client supports a secure connection mechanism, such as SECIOP or IIOP/SSL, and sends a BI_DIR_IIOP service
context over an insecure connection, the host and port endpoints listed in the BI_DIR_IIOP should not contain the details
of the secure connection mechanism if insecure callbacks to the client’s secure objects would be a violation of the client’s
security policy.

It is the ORB’s responsibility to ensure that an IOR contains an appropriate address.

9.9.11.1 IIOP/SSL considerations

Bi-difectional IIOP can operate over IIOP/SSL without defining any additions to the IIOP/SSL or the bi-difectional GIOP
mechpnisms. However, if the client wants to authenticate the server when the client receives a callback this canpot be
done|unless the client has already authenticated the server. This has to be performed during the/initial SSL handshake. It
is nof{ possible to do this at any point after the initial handshake without establishing a new SSL-connection (which
defeats the purpose of the bi-directional connections).

9.10 Bi-directional GIOP policy

In GIOP protocol versions 1.0 and 1.1, there are strict rules on which side of-a.connection can issue what type pf
messfges (for example version 1.0 and 1.1 clients can not issue GIOP reply messages). However, as documentgd above,
it is densible to relax this restriction if the ORB supports this functionality and policies dictate that bi-directiongl
conngction are allowed. To indicate a bi-directional policy, the following is defined.

Il Self contained module for Bi-directional GIOP policy

modpule BiDirPolicy {

~-*

ypedef unsigned short BidirectionalPolicyValue;
gonst BidirectionalPolicyValue NORMAL: = 0;
gonst BidirectionalPolicyValue BOTH ='1;

gonst CORBA::PolicyType BIDIRECTIONAL_POLICY_TYPE = 37;

interface BidirectionalPolicy : CORBA::Policy {
readonly attribute BidirectionalPolicyValue value;

5

A BidirectionalPolicyValue of NORMAL states that the usual GIOP restrictions of who can send what GIOP nessages
apply (i.e., bi-directional connections are not allowed). A value of BOTH indicates that there is a relaxation in what party
can igsue what GIOP messages (i.e., bi-directional connections are supported). The default value of a
BidiectionalPolicy is NORMAL.

In th¢ absence of a BidirectionalPolicy being passed in the PortableServer::POA::create_ POA operation,|a POA
will assume a policy value of NORMAL.

A client and a server ORB must each have a BidirectionalPolicy with a value of BOTH for bi-directional
communication to take place.

To create a BidirectionalPolicy, the ORB::create_policy operation is used.
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9.11 OMG IDL

This sub clause contains the OMG IDL for the GIOP and IIOP modules.

9.11.1 GIOP Module

ISO/IEC 19500-2:2012(E)

modLIe GIOP { /I IDL extended for version 1.1, 1.2, and later

gtruct Version {
octet major;
octet minor;

) 5

#if MAX_GIOP_MINOR_VERSION ==

/{ GIOP 1.0

|5
flelse

/] GIOP 1.1
génum MsgType_1_1{

Fragment

Request, Reply,
LocateRequest, LocateReply,
CloseConnection, MessageError,
I/ GIOP 1.1 addition

énum MsgType_1_0{ // rename from MsgType
Request, Reply, CancelRequest,
LocateRequest, LocateReply,
CloseConnection, MessageError

CancelRequest,

) 5
#endif // MAX_GIOP_MINOR_VERSION

Il GIOP 1.0

pedef char Magicn[4]

truct MessageHeader_1_0 {// Renamed from MessageHeader

Magicn magic;
Version GIOP_version;
boolean byte_order;
octet message_type;
unsighed long message_size;
)
Il GIOP 1.1
struct MessageHeader_1_1 {
Magicn magic;
Version GIOP_version;
octet flags; /I GIOP 1.1 change
octet message_type;
unsigned long message_size;
}
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Il GIOP 1.2 and later

typedef MessageHeader_1_1 MessageHeader_1_2;
typedef MessageHeader_1_1 MessageHeader_1_3;

/I GIOP 1.0

sltruct RequestHeader _1_0 {
IOP::ServiceContextList
unsigned long

boolean
IOP::ObjectKey
string
CORBA::OctetSeq
}.
/] GIOP 1.1

gtruct RequestHeader_1_1 {
IOP::ServiceContextList
unsigned long

boolean
RequestReserved
IOP::ObjectKey

string
CORBA::OctetSeq

/] GIOP 1.2, and later
typedef short

gonst short

gonst short

gonst short

gtruct IORAddressinginfo.{
unsigned long
IOP::IOR

case ‘KeyAddr:
case ProfileAddr:
case ReferenceAddr:

service_context;
request_id;
response_expected;
object_key;
operation;
requesting_principal;

typedef octet RequestReserved[3];

service_context;

request_id;
response_expected;
reserved; // Added in GIOP 1.1
object_key;

operation;
requesting_principal;

AddressingDisposition;
KeyAddr = 0;
ProfileAddr = 1;
ReferenceAddr = 2;

selected_profile_index;
ior;

dnion TargetAddress switch (AddressingDisposition) {

IOP::ObjectKey object_key;
IOP::TaggedProfile profile;
IORAddressinglnfo ior;

4

struct RequestHeader_1_2 {
unsigned long

octet
RequestReserved
TargetAddress
string

request_id;

response_flags;

reserved; // Added in GIOP 1.1
target;

operation;
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Il requesting_principal not in GIOP 1.2 and later
IOP::ServiceContextList service_context; // 1.2 change

h
#if MAX_GIOP_MINOR_VERSION < 2

ISO/IEC 19500-2:2012(E)

/| GIOP 1.0 and 1.1

génum ReplyStatusType_1_0 {// Renamed from ReplyStatusType
NO_EXCEPTION,

USER_EXCEPTION,

SYSTEM_EXCEPTION,

LOCATION_FORWARD

) 5

/] GIOP 1.0

gtruct ReplyHeader_1_0 {// Renamed from ReplyHeader
IOP::ServiceContextList service_context;
unsigned long request_id;
ReplyStatusType_1_0 reply_status;

%

/] GIOP 1.1
typedef ReplyHeader_1_0 ReplyHeader_1_1;
I/l Same Header contents for 1.0 and 1.1

#endif // MAX_GIOP_VERSION_NUMBER
#if MAX_GIOP_MINOR_VERSION >= 2

Il GIOP 1.2, and later

génum ReplyStatusType_1_2 {

NO_EXCEPTION,

USER_EXCEPTION,

SYSTEM_EXCEPTION,

LOCATION_FORWARD,
LOCATION_FORWARD_PERM, // new value for 1.2
NEEDS_ADDRESSING_MODE I/l new value for 1.2

) 5

gtruct ReplyHeader_1_2 {
unsigned long request_id;
ReplyStatusType_1_2 reply_status;

L_-|OP::ServiceContextlist  service context; // 12 change
}
typedef ReplyHeader_1_2 ReplyHeader_1_3;

#endif // MAX_GIOP_VERSION_NUMBER
struct SystemExceptionReplyBody {

string exception_id;
unsigned long minor_code_value;
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unsigned long completion_status;
b
struct CancelRequestHeader {
unsigned long request_id;
1.
/] GIOP 1.0

struct LocateRequestHeader_1_0 {
/I Renamed LocationRequestHeader

unsigned long request_id;
IOP::ObjectKey object_key;
}.
/] GIOP 1.1

typedef LocateRequestHeader_1_0 LocateRequestHeader_1_1;
I/l Same Header contents for 1.0 and 1.1

/] GIOP 1.2 and later

struct LocateRequestHeader_1_2 {
unsigned long request_id;
TargetAddress target;

[

ypedef LocateRequestHeader_1_2 LocateRequestHeader_1_3;

#if MAX_GIOP_MINOR_VERSION < 2

/] GIOP 1.0 and 1.1

gnum LocateStatusType_1_0 {// Renamed from LocateStatusType
UNKNOWN_OBJECT,

OBJECT_HERE,

OBJECT_FORWARD

}.
/] GIOP 1.0
struct LocateReplyHeader_1_0 {

/l Renamed from LocateReplyHeader
unsighed long request_id;
LocateStatusType_1_0 locate_status;

}.
/] GIOP 1.1

typedef L ocateReplyHeader 1 _0 L ocateReplyHeader 1 _1;

Il same Header contents for_1 .6 and 1.1

#else

122

I/l GIOP 1.2, and later

enum LocateStatusType_1_2 {
UNKNOWN_OBJECT,
OBJECT_HERE,
OBJECT_FORWARD,
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OBJECT_FORWARD_PERM, /I new value for GIOP 1.2
LOC_SYSTEM_EXCEPTION, /I new value for GIOP 1.2
LOC_NEEDS_ADDRESSING_MODE // new value for GIOP 1.2
k
struct | ocateReplyHeader 1 2 {
unsigned long request_id;
LocateStatusType_1_2 locate_status;
) 8

typedef LocateReplyHeader_1_2 LocateReplyHeader_1_3;

#endif // MAX_GIOP_VERSION_NUMBER

b

/ GIOP 1.2, and later

gtruct FragmentHeader_1_2 {

unsigned long request_id;
)
typedef FragmentHeader_1_2 FragmentHeader_1_3;

9.11.2 1IOP Module

module IIOP { // IDL extended for version 1.1, 1.2, and later

truct Version {

octet major;
octet minor;
¥
gtruct ProfileBody_1_0 {// renamed from ProfileBody
Version iiop_version;
string host;
unsigned short port;
I0P::ObjectKey object_key;
¥
gtruct ProfileBody~1_1 {// also used for 1.2, and later
Version iiop_version;
string host;
unsighed short port;
I0P::ObjectKey object_key;

1/ Added in 1.1 unchanged for 1.2, and later

IOP::TaggedComponentSeq components;

b

struct ListenPoint {
string host;
unsigned short port;
b
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typedef sequence<ListenPoint> ListenPointList;

struct BiDirllOPServiceContext {// BI_DIR_IIOP Service Context
ListenPointList listen_points;

5

9.11.3 BiDirPolicy Module

Il Self contained module for Bi-directional GIOP policy

modple BiDirPolicy {

typedef unsigned short BidirectionalPolicyValue;

gonst BidirectionalPolicyValue NORMAL = 0;

gonst BidirectionalPolicyValue BOTH = 1;

gonst CORBA::PolicyType BIDIRECTIONAL_POLICY_TYPE = 37;

interface BidirectionalPolicy : CORBA::Policy {
readonly attribute BidirectionalPolicyValue value;
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10.1

ISO/IEC 19500-2

Secure Interoperability

Overview

:2012(E)

This clause defines the CORBA Security Attribute Service (SAS) protocol and its use within the CSIv2 architecture to
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S the requirements of COKBA security 1or interoperable authentication, delegation, and privileges.

AS protocol is designed to exchange its protocol elements in the service context of GIOP request and reply
bes that are communicated over a connection-based transport. The protocol is intended to be used 1n/envirg
transport layer security, such as that available via SSL/TLS or SECIOP, is used to provide message protecti
grity and or confidentiality) and server-to-client authentication. The protocol provides clierit ‘authenticatios
tion, and privilege functionality that may be applied to overcome corresponding deficiericies in an underly]
brt.! The SAS protocol facilitates interoperability by serving as the higher-level protocol under which secu
brts may be unified.

AS protocol is divided into two layers:

The authentication layer is used to perform client authentication where sufficient authentication could not be
accomplished in the transport.

The attribute layer may be used by a client to push (that is, deliver) s€curity attributes (identity and privilege) tq
where they may be applied in access control decisions.

[ribute layer also provides a means for a client to assert identity attributes that differ from the client’s auther
vy (as established in the transport and/or SAS authenticatien layers). This identity assertion capability is thg
tion of a general-purpose impersonation mechanism that makes it possible for an intermediate to act on bg
dentity other than itself. An intermediate’s authority*to act on behalf of another identity may be based on

for the asserted identity. Identity assertion may)be used by an intermediate to assume the identity of its callg

AS protocol is modeled after the Generic Security Service API (GSSAPI) token exchange paradigm. A clig
s a context exchange by including a‘protocol element in the service context of its request that instructs the {

the request and return an eXception that contains a SAS protocol element that identifies the reason the cont
d. When a target acceptS a context, the reply to the request will carry a SAS protocol element that indicates
t was accepted.

A\ S protocol element sent to initiate a security context carries layer-specific security tokens as necessary to @
S authentication-layer and attribute-layer functionality corresponding to the context. Standard token formg
ed to repfesent the layer-specific authentication and attribute tokens. If the context includes SAS authenti
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1. For example, the SSL/TLS protocol does not enforce client authentication. Moreover, in a given environment, certificate-based cli-
ent authentication may not be feasible because clients often do not have a certificate.

2. Inthe GSSAPI protocol, a target can challenge a client for additional context-establishment information. This is not true of the
SAS context protocol, which assumes that at most one message in each direction may be used to establish a context.
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endorsements), they will be contained in an attribute certificate signed by a privilege authority and corresponding to the
subject of the invocation. If the context includes an attribute-layer identity assertion, the asserted identity will be
represented in a standard name form corresponding to the technology domain of the asserted identity.

The SAS protocol supports the establishment of both transient and reusable security contexts. Transient contexts, also
known as stateless contexts, exist only for the duration of the GIOP request that was used to establish the context.
Reuspble contexts, also known as stateful contexts, endure until they are discarded, and can be referenced foryupe with
subsdquent requests. The SAS protocol includes a simple negotiation protocol that defines a least-common-dengminator
form |of interoperability between implementations that support only transient contexts and those that support both
transjent and reusable forms.

10.1.1 Assumptions

The $AS protocol was designed under the following assumptions:

*| Secure interoperability is predicated on the use of a common transport-layer se¢tinity mechanism, such as that|provided
by SSL/TLS.?

| The transport layer provides message protection as necessary to protect GIOP input and output request argunjents.

| The transport layer provides target-to-client authentication as necessary to identify the target for the purpose pf
ensuring that the target is the intended target.

| Transport-layer security can ensure that the client does not have to issue a preliminary request to establish a
confidential association with the intended talrge‘[.4

| To support clients that cannot authenticate using transport-layer security mechanisms, the SAS protocol shall| provide
for client authentication above the transport layer.,

| To support the formation of security contextsusing GIOP service context, the SAS protocol shall require at most one
message in each direction to establish a security context.

| The protocol shall support security contexts that exist only for the duration of a single request/reply pair.
| The protocol shall support security contexts that can be reused for multiple request/reply pairs.
| Targets cannot rely on clientsto-manage the lifecycle of reusable security contexts accepted by the target.

¢| Clients that reuse security ‘contexts shall be capable of processing replies that indicate that the context has beg¢n
discarded by the target:

3. Transport security mechanisms include unprotected transports within trusted environments.
4.  This assumption does not preclude the use of such mechanisms, but rather sustains the use of this protocol in environments where
such mechanisms are not considered favorably.
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.1 The Security Attribute Service Context Element

part of ISO/IEC 19500 defines a new GIOP service €ontext element type, the security attribute service (SAS)
ent. The SAS context element may be used to assdcCiate any or all of the following contexts with GIOP request and

messages:

Identity context, to be accepted based onttust

Authorization context, including authorization-based delegation context

Client authentication context
v context_id has been defined for the SAS element.

const Serviceld SeclrityAttributeService = 15;

tontext_data of £SAS element is an encapsulation octet stream containing a SAS message body marshaled

acco

ing to the CDR\encoding rules. The formats of the SAS message bodies are defined in the next sub clause.

strugt ServiceContext {

b

erviceld context_id;
equence <octet> context_data;

At most one instance of this new service context element may be included in a GIOP request or reply.

10.2.2 SAS context_data Message Body Types

Four message types comprise the security attribute service context management protocol. Each security attribute service
context element shall contain a message body that carries one of the following message body types:
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EstablishContext
Sent by a client security service (CSS) to establish a security attribute service context.

ContextError
Sent by a target security service (TSS) to indicate errors that were encountered in context creation. in t

1C

message protocol, or in use of a context.

CompleteEstablishContext

attribute service context.

MessagelnContext
Sent by a client security service (CSS) to associate request messages with an existing stateful security

referenced for use with subsequent requests.

2.1 EstablishContext Message Format

istablishContext message is sent by a CSS to establish a SAS context with a TSS. The SAS context and th
fier allocated by the CSS to refer to it are scoped to the transport layer connection or association over wh

dated and may be discarded. The EstablishContext message contains the following fields:

client_context_id
The CSS allocated identifier for the security attribute service context. A stateless CSS shall set the
client_context_id to 0, indicating tothe TSS that it is stateless. A stateful CSS may allocate a nonze]

use and allocation of context identifiers.

authorization_token

privileges to a TSS ‘as/a means to enable the target to issue calls as the client.

identity_token
Carries a representation of the invocation identity for the call (that is, the identity under which the call
authorizéd)! The identity_token carries a representation of the invocation identity in one of the follo
forms:

« SA)typed mechanism-specific representation of a principal name.
s~ A chain of identity certificates representing the subject and a chain of verifying authorities.

* A distinguished name.

client_context_id. See Stateful/Reusable Contexts on page 142 for a definition of the rules governing the

Sent by a target security service (TSS) to indicate the outcome of a successful request to establish a sedurity

pttribute

service context. This message may also be used to indicate that the context should be discarded after pfocessing
the request. Stateful contexts, also known as reusable contexts, endure until they are discarded, and car be

ent security service (CSS) is the security service associated with the ORB ‘that is used by the client to invgke the
object. A target security service (TSS) is the security service associatedywith the ORB that hosts the targgt object.

e context
ch the

hind TSS are communicating. When an association is dismantled, all SAS contexts scoped to the connection shall be

ro

May be used by a CSS to “push” privilege information to a TSS. A CSS may use this token to send praxy

s to be
ving

» The anonymous principal identity (a type, not a name).

An identity_token is used to assert a caller identity when that identity differs from the identity proven by

authentication in the authentication layer(s). If the caller identity is intended to be the same as that

established in the authentication layer(s), then it does not need to be asserted in an identity_token.

* client_authentication_token
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Carries a mechanism-specific GSS initial context token that authenticates the client to the TSS. It contains a
mechanism type identifier and the mechanism-specific evidence (that is, the authenticator) required by the
TSS to authenticate the client.

When an initial context token contains private credentials, such as a password, this message may be safely
sent only after a confidential connection with a trusted TSS has been established. The determination of when

Whert
meth
reaso|

If an
ident
the e

it is safe to send a client authentication token in an EstablishContext message shall be considergd in the

context of the CORBA location-binding paradigm for persistent objects (where an invocatiop.may

be

“location forwarded” by a location daemon to the target object). This issue is considered ifi |Client{Side

Requirements and Location Binding on page 161.

) a TSS is unable to validate a security attribute service context, the TSS shall not dispatch-on the target o

bject

bd invocation. The TSS shall reply with a ContextError message that carries major and minor codes indidating the

n for the failure.

EstablishContext message contains an identity token, then it is the responsibility*of the TSS to extract a
ty from the identity token and determine if the identity established in the authentication layer(s) is trusted

principal
to assert

ktracted identity. If so, the asserted identity is used as the caller identity in‘the target’s authorization determination.

The processing of a request to establish a context that arrives on a one-way call shall be the same as an ordinar
t that the TSS will not send an indication of the success (CompleteEstablishContext) or failure (ContextError)

excef
of th

10.2

A Cq
indic
whic

In all

b context validation.

2.2 ContextError Message Format

y call,

ntextError message is sent by a TSS in response toair EstablishContext or MessagelnContext mesgage to

ite to the client that the TSS detected an error. CSS; State Machine on page 146 defines the circumstances

hinder

1 a TSS returns specific error values and exceptions. The ContextError message contains the following flelds:

client_context_id
The value of the client_context(id that identifies the CSS context in the EstablishContext or
MessagelnContext message it response to which the ContextError is being returned.

major_status
The reason the TSS rejected the context.

minor_status
A more specifie error code that further defines the reason for rejection in the context of the major statu,

error_token
A GSS-nechanism-specific error token. When an EstablishContext message is rejected because it ¢

pntains

a client_authentication_token (a GSS initial context token) that is invalidated by the TSS, then depending
on, the mechanism, the TSS may return a CDR encapsulation of a mechanism-specific GSS error token|in this
field. Not all GSS mechanisms produce error tokens in response to initial context token validation failyres.

cirgumstances where a TSS returns a ContextError, the GIOP request that carried the rejected SAS cont

ext shall

not b

10.2.

¢ dspatchied by the target ORB-

2.3 CompleteEstablishContext Message Format

A CompleteEstablishContext message is sent by a TSS in response to an EstablishContext message to indicate that
the context was established. The CompleteEstablishContext message contains the following fields:
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+ client_context_id
The CSS allocated identifier for the security attribute context. It is returned by the target so that a stateful
CSS can link this message to the EstablishContext request. A TSS shall always return the value of the
client_context_id it received in the EstablishContext message.

context_stateful
The value returned by the TSS to indicate whether or not the established context is stateful, and thus rejusable.
A stateless TSS shall always return false. A stateful TSS shall return true if the established coritext is r¢usable.
Otherwise a stateful TSS shall return false.

final_context_token
The GSS mechanism-specific final context token that is returned by a TSS if the client-requests mutual
authentication. When a TSS accepts an EstablishContext message containing an initial context token tHat
requires mutual authentication, the TSS shall return a mechanism-specific finalcontext token. Not all ¢SS
mechanisms support mutual authentication, and thus not all responses to initial’context tokens may incjude

final (or output) context tokens.’

When a CompleteEstablishContext message contains a final (context_token, the token shall be
applied (with GSS_Init_sec_context) to the client-side GSS&tate machine.

Two pr more stateful SAS contexts are equivalent if they are established over the same transport layer connectipn or
assodjiation, have the same non-zero client_context_id and have byte-equivalent identity, authorization, and
authentication tokens.

A myltithreaded CSS may issue multiple concurrent requests’to establish (that is, with an EstablishContext njessage)
an equivalent stateful SAS context.

A TSE shall not create a duplicate stateful SAS context in response to a request to establish a context that is equivalent to
an exfisting context.

5. SAS layer authentication capabilities are designed to authenticate client to server where such authentication did not occur in the
transport. The SAS protocol is predicated on server-to-client authentication having occurred in the transport layer, and in advance
of the request. Server-to-client authentication in service context (which requires that the target return a final_context_token) is not
the typical use model for SAS layer authentication capabilities.
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A TSS shall return an exception containing a ContextError service context element if it receives a stateful
EstablishContext message with a client_context_id that matches that of an existing context (established over the
same transport layer connection or association) and for which any of the security tokens arriving in the message are not
byte-equivalent to those recorded in the existing context. The request shall also be rejected. The exception and error values
to be returned are defined in CSS State Machine on page 146.

Tablg 10.1- CompleteEstablishContext Message Semantics
cliefjt_context_id in client_context_id in context_stateful in Semantic
Est{blishContext CompleteEstablishContext CompleteEstablishContext
Mespage Message Message
0 0 False Client requested stateless cqntext.
N!1q0 N False TSS is stateless or TSS did jnot
cheose to remember contex{. In
ither case, if the client attempts to
reuse the context (via
MessageInContext) it shouldl expect
to receive an error.
True Stateful TSS accepted reusaple
context.
10.2)2.4 MessagelnContext Message Format

also fise this message to release context that it has established with a stateful TSS. The MessagelnContext mgssage

A Mj:ssagelnContext message is used by a CSS that wish€s.to reuse an existing context with a request. A C$S may
contdins the following fields:

4 client_context_id
The nonzero context identifier allocated by the client in the EstablishContext message used to creatf the
context.

discard_context
A boolean value that indicates whether the CSS wishes the TSS to discard the context after it processes the
request. A value of true indicates that the CSS wishes the context to be discarded, a value of false, indigates that
it does not. The purpoée of the discard_context field is to allow a CSS to help a TSS manage the clganup of

reusable contexts.”

Any fequest message may be used to carry a MessagelnContext message to a target. A TSS that receives a
MesEagelnContext miessage shall complete the processing of the request before it discards the context (if
discard_contextiis set to true).

A TSS may receive a MessagelnContext message that refers to a context that does not exist at the TSS. This dan occur
eithef betause the context never existed at the TSS or because it has been discarded by the TSS. In either case,|the TSS
shall return an exception containing a ContextError service context element with major and minor error codes ipdicating
that the referenced context does not exist. The exception and error values to be returned are defined in CSS State
Machine on page 146.

The processing of a MessagelnContext message that arrives on a one-way call shall be the same as for an ordinary call,
except that the TSS will not return a ContextError when the referenced context does not exist.

6. Stateful clients are under no obligation to manage TSS state, so their use of this message for that purpose is discretionary.
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10.2.3 Authorization Token Format

The authorization_token field of the EstablishContext message of the Security Attribute Service context element is
used to carry a sequence (0 or more) of typed representations of authorization data. The AuthorizationElementType
defines the contents and encoding of the contents of the_element field.

The Righ order 20-bits of each AuthorizationElementType constant shall contain the Vendor Minor Codeset [[D
(VMCID) of the organization that defined the element type. The low order 12 bits shall contain the organization-scoped
elem¢nt type identifier. The high-order 20 bits of all element types defined by the OMG shall contain.the VMCJD
allocgted to the OMG (that is, 0x4F4D0).

Organizations must register their VMCIDs with the OMG before using them to define an AuthorizationElementType.
typeflef unsigned long AuthorizationElementType;
typeflef sequence <octet> AuthorizationElementContents;

strugt AuthorizationElement {
AuthorizationElementType the_type;
AuthorizationElementContents the_element;
5

typeflef sequence <AuthorizationElement> AuthorizationToken;

congt AuthorizationElementType X509AttributeCertChain = OMGVMCID | 1;

This part of ISO/IEC 19500 has defined one element encoding type, an X509AttributeCertChain. For this type, [the field
the_gelement contains an octet stream containing an‘ASN.1 type composed of an X.509 AttributeCertificate|and a
sequgnce of 0 or more X.509 Certificates. The certésponding ASN.1 definition appears below:

VerifyingCertChain ::= SEQUENCE OF Certificate

AttributeCertChain ::= SEQUENCE {
gttributeCert AttributeCertificate,
gertificateChain VerifyingCertChain,

}

The ¢hain of identity ceftificates may be provided to certify the attribute certificate. Each certificate in the chain shall
directly certify the orie preceding it. The first certificate in the chain shall certify the attribute certificate. The ASN.1
reprepentation of Cetfificate shall be as defined in [IETF RFC 2459]. The ASN.1 representation of AttributeCertificate
shall |be as defined in [IETF ID PKIXAC].

10.2)3.1<Extensions of the IETF AC Profile for CSlv2

The axtens
the holder or

tes with

subject of the AC.

Each extension includes an extnlD (an object identifier), an extnValue (an octet string), and a critical field (a boolean).
The extnlID identifies the extension, and the extnValue contains the value of the instance of the identified extension. The
critical field indicates whether a certificate-using system shall reject the certificate if it does not recognize the extension.
If the critical field is set to TRUE and the extension is not recognized (by its extnID), then the certificate shall be
rejected. A non-critical extension that is not recognized may be ignored.
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Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension

Extension ::= SEQUENCE {

}

[IETI
confdrm to the profile. An AC that includes any subset of these extensions conforms to the profile. An AC that

any

confqrms to the profile.

The

criticpl extension may be used to define who may act as proxy for the AC subject. Refér'to [IETF ID PKIXAC
details of the format and semantics of the Proxy Info extension.

A TSS shall reject a security context that contains an authorization element of type X509AttributeCertChain

extnlD OBJECT IDENTIFIER,
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING

dther critical extension does not conform to the profile. An AC that includes any other non-criti¢al extensid

"SIv2 AC profile adds the Proxy Info extension to the collection of extensions defined by the IETF profilg

:2012(E)

" ID PKIXACT] defines a profile for ACs that defines a collection of extensions that may be used imACs that

includes
n

. This
for the

that

contdins critical extensions or attributes not recognized by the TSS. In this case, the TSS shall return a ContextError

servige context element containing major and minor error codes indicatingsthe evidence is invalid (that is, “Inv3
evidgnce”) as defined in ContextError Values and Exceptions on page~149.

10.3.4 Client Authentication Token Format

A CHIv2 client authentication token is a mechanism-specific"GSS initial context token. It contains a mechanisnj
identlfier (an object identifier) and the mechanism-specific evidence (that is, the authenticator) required to auth
the client.

The

the igner context tokens is mechanism-specifie-

-- basic Token Format
[AP{ILICATION 0] IMPLICIT SEQUENCE {

b

The dlient authentication token has been designed to accommodate the initial context token corresponding to any
mechianism. Implementations are free to employ GSSAPI mechanisms other than those required for conformand
CSIvp, suchas Kerberos.

The

following ASN.1 basic token definition describes the format of all GSSAPI initial context tokens. The defi

isMech MechType

-- MechType is an(Object Identifier
ihnerContextToken‘ANY DEFINED BY thisMech
-- contents mechanism specific

lid

type
enticate

hition of

GSSAPI
e to

JIETE REC 2742 2 1 “MNMaochaon
7 T

oot oL b o oo haonicma-OID 330 (O Q ot o1 s ttoleanmce 1o dofiad o0 [ ] 1
TIratT OT O IO CTIanT ST O T T OO0 hrtrar COTUAT TORCIIS 15 GCTmOt T [T T ISt © o] 5 LVICCTTIartT

Independent Token Format,” pp. 81-82.

10.2.4.1 Username Password GSS Mechanism (GSSUP)

This part of ISO/IEC 19500 defines a GSSAPI mechanism to support the delivery of authentication secrets above the
transport such that they may be applied by a TSS to authenticate clients at shared secret authentication systems.
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The GSSUP mechanism assumes that transport layer security, such as that provided by SSL/TLS, will be used to achieve
confidentiality and trust in server, such that the contents of the initial context token do not have to be protected against
exposures that occur as the result of networking.

The object identifier allocated for the GSSUP mechanism is defined as follows:

{ isotitu-t (2) international-organization (23) omg (130) security (1) authentication (1)
gssyp-mechanism (1) }

10.2/4.1.1 GSSUP Initial Context Token
For the GSSUP mechanism, only an inner context token corresponding to the initial context tokdn\is defined.

The format of a GSSUP initial context token shall be as defined in [IETF RFC 2743] 3.1, “Mechanism-Independent
Tokep Format,” pp. 81-82. This GSSToken shall contain an ASN.1 tag followed by a token length, an authenticption
mechlanism identifier, and a CDR encapsulation containing a GSSUP inner context token’as defined by the type]
GSSUP::InitialContextToken in Module GSSUP - Username/Password GSSAPI Token Formats on page 174|(and
repeated below).

/I GSSUP::InitialContextToken

strugt InitialContextToken {

CSI::UTF8String username;
¢CSI::UTF8String password;
CSI::GSS_NT_ExportedName target_name;

5

The target_name field of the GSSUP::InitialContextToken contains the name of the authentication domain fin which
the client is authenticating. This field aids the TSS.n processing the authentication should the TSS support sev¢ral

authgntication domains. A CSS shall fill the target_name field of the GSSUP::InitialContextToken with the|contents
of th¢ target_name ficld of the CSIIOP;zAS_ContextSec structure of the chosen CSI mechanism.

The format of the name passed in the username field depends on the authentication domain. If the mechanism {dentifier
of th¢ target domain is GSSUP, thenythe format of the username shall be a Scoped-Username (with name_valye) as
definpd in Scoped-Username GSS Name Form on page 136.

10.2/4.1.2 GSSUP Mechanism-Specific Error Token
The (¢;SSUP mechanismyspecific error token contains a GSSUP fatal error code.

typeflef unsigned long ErrorCode;

/I G§SUP Mechanism-Specific Error Token
strug¢tErrorToken {
Error€odeerror—code;

k
The following fatal error codes are defined by the GSSUP mechanism:
/I The context validator has chosen not to reveal the GSSUP

Il specific cause of the failure.
const ErrorCode GSS_UP_S_G_UNSPECIFIED = 1;
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Il The user identified in the username field of the
/I GSSUP::InitialContextToken is unknown to the target.
const ErrorCode GSS_UP_S_G_NOUSER = 2;

Il The password supplied in the GSSUP::InitialContextToken was

i injo.mart
congt ErrorCode GSS_UP_S_G_BAD_PASSWORD = 3;

/I The target_name supplied in the GSSUP::InitialContextToken does
/I not match a target_name in a mechanism definition of the target.
congt ErrorCode GSS_UP_S_G_BAD_TARGET = 4;

A TS is under no obligation to return a GSSUP error token; however, returning this token may_facilitate the tragsition of
the client-side GSS state machine through error processing. Accordingly, a TSS may indigate that SAS context vfalidation
failed in GSSUP client authentication by returning a GSSUP error token in a SAS ContextError message. In th|s case, a
TSS that chooses not to reveal specific information as to the cause of the failed GSSUR authentication shall return a status
valug of GSS_UP_S_G_UNSPECIFIED.

10.2.5 Identity Token Format

An identity token is used in an EstablishContext message to carry a “spoken for” or asserted identity. The following
table|lists the five identity token types and defines the type of identity value that may be carried by each of the|token

types|

In adflition to the identity token types described in the following table, the ldentityTokenType as defined in Module CSI
- Cortpmon Secure Interoperability on page 175 providesifor the definition of additional CSIv2 identity token types
throufgh the default selector of the ldentityToken union type. Additional standard identity token types shall only be
defingd by the OMG. All ldentityTokenType constants shall be a power of 2.

Tablg 10.2 - Identity Token Types

IdentityTokenType Meaning

(Unjion Discriminator)

ITTAbsent Tdentity token is absent; the message conveys no representation of identity assertion.
ITTAnonymous Identity token is being used to assert a valueless representation of an unauthenticated caller.
ITTPrincipalName Identity token contains an octet stream containing a GSS mechanism-independent exportpd name

object as defined in [IETF RFC 2743].

ITTDistinguishédName Identity token contains an octet stream containing an ASN.1 encoding of an X.501 distigguished
name.

ITTX509€ertChain Identity token contains an octet stream containing an ASN.1 encoding of a chain of X.509 identity
certificates.

Identity tokens of type ITTX509CertChain contain an ASN.1 encoding of a sequence of 1 or more X.509 certificates.
The asserted identity may be extracted as a distinguished name from the subject field of the first certificate. Subsequent
certificates shall directly certify the certificate they follow. The ASN.1 encoding of identity tokens of this type is defined
as follows:

CertificateChain ::= SEQUENCE SIZE (1..MAX) OF Certificate
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Interpretation of identity tokens that carry a GSS mechanism-independent exported name object (that is, an identity token
type of ITTPrincipalName) is dependent on support for GSS mechanism-specific name manipulation functionality.

When a TSS rejects a request because it carries an identity token constructed using an identity type or naming mechanism
that is not supported by the target, the TSS shall return a ContextError service context element containing major and
minor status codes indicating the mechanism was invalid.

Assefting entities may choose to overcome limitations in a target’s supported mechanisms by mapping GSSsume¢hanism-
specific identities to distinguished names or certificates. The specifics of such mapping mechanisms are putside the scope
of this text.

10.2]5.1 GSS Exported Name Object Form for GSSUP Mechanism

The echanism OID within the exported name object shall be that of the GSSUP mechanism.

{ iso}itu-t (2) international-organization (23) omg (130) security (1) authentication (1)
gssyp-mechanism (1) }

The jame component within the exported name object shall be a contiguous strinig conforming to the syntax of|the
scopgd-username GSS name form. The encoding of GSS mechanism-independent exported name objects is defiped in
[IETK RFC 2743].

10.2J5.2 Scoped-Username GSS Name Form

The dcoped-username GSS name form is defined as follows, where name_value and hame_scope contain a $equence
of 1 ¢r more UTFS8 encoded characters.

scoped-username ::= name_value | name_value@name_scope | @name_scope

The '[@' character shall be used to delimit name_value from name_scope. All non-delimiter instances of '@)] and all
non-quoting instances of '\' shall be quoted with*an immediately-preceding "\'. Except for these cases, the quotinig
charalcter, "\', shall not be emitted within & sgoped-username.

The Qbject Identifier corresponding«to,the GSS scoped-username name form is:

{ isotitu-t (2) international-organization (23) omg (130) security (1) naming (2) scoped-username(1)|}

The identity token for ITTPrincipalName, ITTDistinguishedName, ITTX509CertChain should contain thefr
respeftive ASN.1 encodings of the name directly. However, the token may contain a CDR encapsulation of the joctet
streafn that containg’the’ ASN.1 encoding of the name. The TSS shall distinguish the difference by the first octe} of the
field.|The values 0f-0x00 or 0x01 shall indicate that the field contains a CDR encapsulation. Any other value indicates the
field [for thesenidentity token types contains the ASN.1 encoded value. For instance, the ASN.1 encoding for
ITTPrincipalName starts with 0x04, and ITTDistinguishedName and ITTX509CertChain each start with 0x30. The
TSS ghall*accept both the CDR encapsulation form and the direct ASN.1 encoding for these identity token typep.

10.2.6 Principal Names and Distinguished Names

Principal names are carried in EstablishContext messages of the SAS protocol, where they may appear in the
identity_token (the ITTPrincipalName discriminated type of an IdentityTokenType) or in the
client_authentication_token, which is a GSS initial context token.
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Principal names are also present in the compound mechanisms defined within a TAG_CSI_SEC_MECH_LIST tagged
component within IORs. The target_name field of the AS_ContextSec structure may contain a sequence of principal
names corresponding to the authentication identities of the target (see struct AS ContextSec on page 156). A principal
name may be used as one variant of the ServiceSpecificName form used to identify one of the privilege_authorities

within the SAS_ContextSec structure of a compound mechanism definition within a target IOR (see struct
SAS_ ContextSac aon Dase. 1570

OOt T O pPaSt—To7 )

The principal names appearing in initial context tokens are in mechanism-specific; that is, internal form, audsmgy be

conv¢rted to GSS mechanism-independent exported name object format; that is, an external form by callinga mgchanism-
specific implementation of GSS_Export_name. The inverse translation is performed by a mechanism~specifig
implgmentation of GSS_Import_name. A mechanism-specific implementation of GSS_Display:.name alloys its
callet to convert an internal name representation into a printable form with an associated mechafiism type ident fier.’

The grincipal names in identity tokens — those in the target_name field of AS_ContextSec structures and th¢se in the
privilege_authorities field of SAS_ContextSec structures — are in external form (GSS_NT_ExportedName), and
may pe converted to internal form by calling the appropriate mechanism-specific GSS* import_name functiox}.

Distipguished names may appear within an identity token, either as an asserted identity or indirectly as the subject
distiqguished name within an asserted X.509 Identity Certificate. Distinguished names may also be derived from the
undeflying transport authentication layer if client authentication is done using SSL certificates. Distinguished names may
also be used as a form of GeneralName in the GeneralNames variant/0f'the ServiceSpecificName type. The
ServiceSpecificName type is used to identify privilege_authorities within the SAS_ContextSec structurg of a
compound mechanism definition within a target IOR.

10.3 Security Attribute Service Protocol

10.3.1 Compound Mechanisms

The $AS protocol combines common authotization (security attribute) functionality with client authentication
functjonality and is intended to be used in conjunction with a transport-layer security mechanism, so that there may be as
many| as three protocol layers of security functionality. This sub clause describes the semantics of the compound security
mechanisms that may be realized. using this interoperability architecture.

The fhree protocol layers build)on top of each other. The transport layer is at the bottom. The client authentication
functjonality of the SAS protocol provides a way to layer additional client authentication functionality above the [transport
layer| The common authorization functionality provides a way to layer security attribute functionality above the
authgntication layerSL. Any or all of the layers may be absent.

A tarpet describes in its IORs the CSI compound security mechanisms it supports. Each mechanism defines a conpbination
of layer-specific security functionality supported by the target, as defined in TAG_CSI_SEC_MECH_LIST on page 155.

The méchanisms a client uses to interact with a target shall be compatible with the target’s capabilities and suffjcient to
satisfy 1Ts requirements.

7. Asdefined in IETF RFC 2743 on page 174, “Generic Security Service Application Program Interface Version 2, Update 17, J.
Linn, January 2000.
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10.3.1.1 Context Validation

A target indicates its requirements for client authentication in its IORs. The layers at which a CSS authenticates to a TSS
shall satisfy the requirements established by the target (see the description in Target Security Configuration on page 151).
When a CSS attempts to authenticate with a TSS using the client authentication functionality of the SAS context layer
protocol (by including a client_authentication_token in an EstablishContext message), the authentication context
established in the TSS will reflect the result of the service context authentication (after having satisfied the targpt’s
requifement for transport level authentication, if any).

If thq service context authentication fails, the following shall happen:
| The request shall be rejected, whether or not authentication is required by the target.

¢/ An exception containing a ContextError service context element shall be returned to the €SS. The ContextError
service context element shall contain major and minor status codes indicating that client authentication failed)

If thg request does not include a client_authentication_token, the client authentication identity is derived fr¢m the
transport layer.

When a request includes an identity token, the TSS shall determine if the identity established as the client authentication
ident{ty is trusted to assert the identity represented in the identity token.

A TS that does not support authorization-token-based delegation (seey€onformance Levels on page 162) shall pvaluate
trust py applying the client authentication identity and the asserted.identity to trust rules stored at the target. W¢ call the
evaluation of trust based on rules of the target a backward trust €valuation.

Wher a TSS that supports authorization-token-based delegation receives a request that includes both an identity tpken and
an authorization token with embedded proxy attributes, the, TSS shall evaluate trust by determining whether the| proxy

attribjites were established (that is, signed) by a privilege authority acceptable to the target and whether the client
authentication identity is included in the identities namied in the proxy attributes. We call the evaluation of trust pased on
rules [provided by the caller a forward trust evaluation. A TSS shall not accept requests that failed a forward truist
evalufation based on a backward trust evaluation:

A TS shall determine that a trusted identity established in the authentication layer(s) is trusted to assert exactly the same
ident]ty (in terms of identifier value«and identification mechanism) in an identity token.

In either case of forward or backward trust evaluation, if trust is established, the context is considered correctly| formed.
Othetwise, the TSS shall reject'the request by returning an exception containing a ContextError service context|element.
The ContextError clement shall contain major and minor status codes indicating that the evidence was invalid,

If a rpquest includes-an authorization token but does not include an identity token, the TSS shall ensure that thq access
ident{ty named ingtlie authorization token is the same as the client authentication identity. If the request include§ an
identjty token,¢he'TSS shall ensure that the access identity is the same as the identity in the identity token. A TSS that
suppgrts authorization-token-based privilege attributes shall reject any request that does not satisfy this constraipt and
returf an‘exception containing a ContextError service context element. The ContextError element shall contgin major
and rhinor status codes indicating that the evidence was invalid.

When a request includes an authorization token, it is the responsibility of the TSS to determine if the target trusts the
authorities that signed the privileges in the token. A TSS that supports authorization-token-based privilege attributes shall
reject any request with an authorization token that contains privilege information signed by an authority that is not trusted
by the target. In this case, the TSS shall return an exception containing a ContextError service context element. The
ContextError element shall contain major and minor status codes indicating that the evidence was invalid.
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1.2 Legend for Request Principal Interpretations

This sub clause serves as a key to the invocation scenarios represented in Table 10.3 on page 140, Table 10.4 on page 140,
and Table 10.5 on page 141. The three tables describe the interpretation of security context information arriving at a target
object from a calling object, object 2, that may have been called by another object, object 1. The authentication identity
of object 2, as seen by the target object, may have been established in the transport layer, or the SAS context layer, or

both.
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Figure 10.2 - Invocation Scenarjos
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it is called by another object (that is, object 1) is referred to as P1, the authentication identity of object 1.
ction is made between the transport and SAS layer authentication identities of object 1 as seen by)object 2.
h1so call object 2 anonymously.

xt. The asserted identity may be the anonymous identity or, a non-anonymous idefitity (represented by P1

t 2 asserts an identity to the target object, it may (or may not) establish proof of.its-oOwn identity by authent
or both of the transport (P24, or SAS (P2B) layers. When the target objectreceives a request made with an

ty, the target object will determine if it trusts the client authentication identity (that of object 2, or P2) act
for the asserted identity (that of object 1, or P1).

I object 2 asserts a non-anonymous identity to the target object, itymay include with its request a SAS laye
rization token containing PACs. Each PAC may include an attribute that assigns proxy to a collection of id
re endorsed by the authority that created the PAC to assertithe identity to which the privileges in the PAC
| the target object receives a request made with an assertédidentity and an authorization token containing
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xy for the asserted identity(P1).
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1.3 Anonymous Identity Assertion

nonymous identity s used to represent an unauthenticated entity. To assert an anonymous caller identity, g
aps acting as dn-titermediate) shall include a SAS context element containing an EstablishContext mess

1.4 Presumed Trust

If the authentication identity was established at the transport layer it is referred to as P2”. If the authenticption
ty was established at the SAS context layer, it is referred to as P2B. The authentication identity seen by, object 2

No
Object 1

also used to represent a non-anonymous identity that may be asserted by object 2 when(itycalls the target pbject.
i object 2 calls the target object, it may include an asserted identity in the form of an-identity token in its SAS layer
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med trust is a special case of the evaluation of identity assertions by a TSS. In presumed trust, a TSS accq
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identity assertions based on the fact of their occurrence and without consideration of the authentication identity of the
asserting entity. The presumption is that communications are constrained such that only trusted entities are capable of
asserting an identity to the TSS.

© 180

/IEC 2012 - All rights reserved

139


https://standardsiso.com/api/?name=d39b24d01f7c94df9350662c8c66a025

ISO/IEC 19500-2:2012(E)

10.3.1.5 Failed Trust Evaluations

Table 10.3 shows the circumstances under which the interpretation of caller credentials by a TSS results in a failed trust
evaluation. None of these circumstances correspond to presumed trust, where trust evaluations are not performed (and
therefore cannot fail).

Tablg10-3—=Comditionsunmder which- Trust Evatuatiomr Faits

Trahsport SAS Client SAS ldentity | Does Target Trust P2, or Is P2 Named ps
Clignt Authentication Token Proxy in Authorization Elements?
Principal Principal Identity

Nong None P1 Not Applicable

Nong p2B P1 No (with respect to P2B)

p2A None P1 No (with respect to p2%)

p24 p2B P1 No (with respect/to P2B)

A failed trust evaluation shall result in the request being rejected with an indi¢ation that client authentication fajiled.

10.3/1.6 Request Principal Interpretations

The dntries in Table 10.4 describe the interpretation of client credentials by a TSS after an incoming call has satfsfied the
targel’s security requirements and has been validated by the TSSt

Tablg 10.4 - TSS Interpretation of Client Credentials After. Validation

Tranpsport SAS Client SAS Identity Client Principal is | Invocation Scenario

Clignt Authentication | Token Identjty ™ | Trusted Principal

Principal Principal

Nong None Absent Not applicable Anonymous Unauthenticated

Non¢ p2B Absent Not applicable P2 Client authenticdtion
p2A None Absent Not applicable P2 Client authenticdtion
p2A p2B (by rule 1%) Absent Not applicable p2B Client authenticgtion
Non¢ None P1 Yes if rule 2° P1 identity assertio]

Non¢ p2B P1 Yes if rule 2 or rule 3° P1 identity assertio]

p2A Nore Pl Yes if rule 2 or rule 3 P1 identity assertioi]

p2A P28 (by rule 1) P1 Yes if rule 2 or rule 3 P1 identity assertioi]

Non¢ None Anonymous Yes if rule 49 Anonymous assertion of anorfymous
Nong¢ p2B Anonymous Yes if rule 4 Anonymous assertion of anorfymous
p24 None Anonymous Yes if rule 4 Anonymous assertion of anonymous
p24 p2B (by rule 1) Anonymous Yes if rule 4 Anonymous assertion of anonymous
none No SAS Message Not Applicable Anonymous Unauthenticated

P2 No SAS Message Not Applicable P2 Client authentication

a. Rule 1: TSS trusts P2 to use authenticator for P28 is implied by p2B having been authenticated.
b. Rule 2: TSS presumes trust in transport to accept None, P24, or P2B speaking for P1.
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Rule 3: TSS trusts P22, or P2® to speak for P1.

Anonymous identity assertions are accepted independent of authentication of the asserter.

The entries in Table 10.5 describe additional TSS interpretation rules to support delegation. These rules have be

separg

confq
10.5
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An afpithorization token may contain authorization elements that contain proxy statements, which)endorse princi

Proxy
authg
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rization element authorize the authenticated identity, which is P24 or P28, to proxytfor the asserted identit|
the column “Proxies Named in Authorization Element” defines the identities wheare endorsed by the authprization

ad a1 haoca—n albla 04 —oxn—aca 40 bacacatha dace b a3 ad a

rm to a higher level of secure interoperability as defined in Conformance Level 2 on page 163. The entries

for other entities. Table 10.5 describes delegation scenarios in which endorsements fronr'the issuer of the]

cn

d—Frem—the b 0-4-ou O-beeat d be—fy S g d-oftmplementations that

in Table

orrespond to invocations that carry an identity token and an authorization token with embedded delegation token (that
broxy endorsement attribute) in an EstablishContext service context element. Invocations that do net cairy al
s are represented in Table 10.4.

of these

bals to

y. In this

elem¢nt to proxy for P1, the asserted identity and the subject of the authorization elemient. The value “Any” indi¢ates that
the apithorization element contains a blanket endorsement, such that as far as its.issuer is concerned, any identity may
proxy for P1. The outcomes described in Table 10.5 assume that the TSS trustsithe issuer of the authorization element to
endofse principals to proxy for others.
Tablg 10.5 - Additional TSS Rules to Support Delegation

Trapsport SAS Client SAS Identity Proxies Named in Invocation Scenario

Client Authentication Token Identity | Authorization Element Principal

Principal Principal

Nong p2B Pl Ay Pl Delegation

p2A None P1 Any P1 Delegation

p24 p2B P1 Any P1 Delegation

Nong¢ p2B P1 Restricted to set including p2B P1 Restricted d¢legation

p2A None P Restricted to set including p2A Pl Restricted d¢legation

p2A p2B P1 Restricted to set including p2B P1 Restricted d¢legation
10.3.2 Session Semantics
This pub clause describes the negotiation of security contexts between a CSS and a TSS. A TSS is said to be stateless if
it dogs not operatérin the mode of accepting reusable (that is, stateful) security contexts. A TSS that accepts reysable
securfity contexts/is said to be stateful. A CSS is said to be stateless if it operates in the mode of establishing transient,
non-feusable(that is, stateless) security contexts. A CSS that issues requests to establish reusable security contexts is said
to be|stateful.

10.3.2.1 Negotiation of Statefulness

A client initiates a stateless interaction by specifying a client_context_id of 0. A client issues a request to establish a
stateful context by including a nonzero client_context_id in an EstablishContext message.
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When a stateless TSS receives a request to establish a stateful session, the TSS shall attempt to validate the security
tokens bound to the request. If the validation fails, an exception containing an appropriate ContextError service context
element shall be returned to the client. If the validation succeeds, the TSS shall negotiate to stateless by responding with
a CompleteEstablishContext message with context_stateful set to false.

A client that initiates a stateful interaction shall be capable of accepting that the target negotiated the context to stateless.

10.3J2.2 Stateful/Reusable Contexts

Each|transport layer session defines a context identifier number scope. The CSS selects context identifiers” for uge within
a scope.

A CSS may use the EstablishContext message to issue multiple concurrent requests to establish a stateful sedurity
context within a scope.

To ayoid duplicate sessions, when the stateful EstablishContext requests sent withid\d scope carry equivalent|security
contexts, the CSS shall assign to them the same nonzero client_context_id.

Within a scope, a TSS shall reject any request to establish a stateful context that\carries a different security context from
an esfablished context with the same client_context_id. In this case, an exteption containing a ContextError service
context element shall be returned to the caller.

Two $ecurity contexts are equivalent if all of the authentication, identity, and authorization tokens match both in ¢xistence
and ih value. Token values shall be evaluated for equivalence bykeomparing the corresponding byte sequences ysed to
carry|the tokens in EstablishContext messages.

When a target that supports stateful contexts receives a request to establish a stateful context, the TSS shall attgmpt to

validfte the security tokens in the EstablishContext.élement. If the validation succeeds, the request shall be accepted,
and the reply (if there is one) shall carry a CompleteEstablishContext element that indicates (that is,
contpxt_stateful = true) that the context is available at the TSS for the caller’s reuse. If the validation fails, ap
excepjtion containing an appropriate ContextError service context element shall be returned to the caller.

A TS that accepts stateful contexts shall bear the responsibility for managing the lifecycle of these sessions. Cljents that
reuse| stateful contexts shall capable«of processing replies that indicate that an established stateful context has bgen
unilaferally discarded by the TSS.

A TS shall not establish a stateful context in response to a request to establish a stateless context (that is, one with a
client_context_id of zero).

A TS that supports-Stateful contexts may negotiate a request to establish a stateful context to a stateless contex in order
to pr¢serve resouregs. It may do so only if it does not already have an established matching stateful context.

Convirsely, a-stateful TSS that has negotiated a request to stateless may respond statefully to a subsequent confext with
the sgme(nen-zero) client_context_id.

10.3. 221 Relationship-te-Franspert-Layer

A SAS context shall not persist beyond the lifetime of the transport-layer secure association over which it was
established.

Stateful SAS contexts are not compatible with transports that do not make the relationship between the connection and the
association transparent.
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10.3.3 TSS State Machine

:2012(E)

The TSS state machine is defined in the state diagram, Figure 10.3 on page 144 and in the TSS state table, Table 10.6 on
page 145. Each TSS call thread shall operate independently with respect to this state machine. Where necessary, thread
synchronization at shared state shall be handled in the actions called by this state machine.

An dRB must not invoke the TSS state machine if the target object does not exist at the ORB. The TSS state ma

no ¢4
invok

In re

The s
of th

The s
presc]

pacity to reject or forward® a request because the target object does not exist, and must rely on the ORB t
e the TSS when the target object exists at the ORB.

ponse to a one-way call, a TSS shall not perform any of the send actions described by the state machine.

hine has
b only

haded rows in Table 10.6 on page 145 indicate transitions and states that do not exist in-a)Stateless implenhentation

b SAS protocol.

tate names, function names, and function signatures that appear in the state diagram and the state table arg
riptive.

not

8. A TSS uses the LOCATION FORWARD status to return an IOR containing up-to-date security mechanism configuration for an
existing object.
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Send Establish
Reply Context
accept_ctxt successful / proc rast
accept_ctxt failed] inv evidence ] / send Rply(CixtErr)
accept_ctxt failed [ inv mech ] / send Rpy(CixtErr)
accept_ctxt failed pdicy chg ]/ send Rply(LOC_FWD, new)|ORY)
rast proc complete/ send Rply( t cixt failed] conflict ]/ send Rply(CtxtErT)

recv Rast no SAS msg/ acoept_trpt_otxi()

aocept_trpt_cixt faled/

Verify Transport
Context

acoept trpt.ctxt successful / proc rast

recv Rost(MsgInCixt) / ref_ctxt

Request In
Context

\ ref found / proc rgst

Figure 10.3 - TSS State Machine
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State Event Action New State
1 Waiting for | receive request without SAS message accept_transport_context() Verify Transport
Request Context
Teceive Request T EstablishContext accept_contexi( tokens, N, Out statetul) Establish Context
{client_context id = N, tokens}
receive Request + MessageInContext reference_context( N ) RequéstIn Cpntext
{client context id =N,
discard context = D}
2 Verify accept_transport_context() returned process request Send Only
Transport success Reply
Context . . ..
accept_transport_context() returned failure | send exception (NO_PERMISSION) Waiting for Request
3 Send Only | request processing completed send Reply Waiting for Request
Reply
4 Send Reply | request processing completed send Reply + Waiting For Request
CompleteEstablishContext { N, stateful}
5 Establish accept_context ( tokens, N, Out stateful) process request Send Reply
Context returned success
accept_context ( tokens, N, Out stateful) send ‘exception + Waiting for Request
returned failure (invalid evidence) ContextError (invalid evidence)
accept_context ( tokens, N, Out stateful) send exception + Waiting for Request
returned failure (invalid mechanism) ContextError (invalid mechanism)
accept_context ( tokens, N, Out stateful) send Reply + LOCATION_FORWARD Waiting for Request
returned failure (policy change) status + updated IOR
accept_context ( tokens, N)\Qut stateful) send exception + Waiting for Request
returned failure (conflicting evidence) ContextError (conflicting evidence)
6 Request in | reference context(<N\) process request Reuse Context
Context returned reference
reference_eontext( N ) send exception + Waiting for Request
returned’eémpty reference ContextError (context does not exist)
7 Reuse request/processing completed send Reply Waiting for Request
Context if (D) discard context( N )
10.3{3.1 TSS'State Machine Actions
This pub clatise defines the intended semantics of the actions appearing in the TSS state machine. As noted abojyve, the
functjo-names and function signatures are not prescriptive.

« accept_context (tokens, N, Out stateful)
This action validates the security context captured in the tokens including ensuring that they are compatible
with the mechanisms supported by the target object. If a context is not validated, accept_context returns error
codes that describe the reason the context was rejected.

When called by a stateless TSS, accept_context always returns false in the output argument “stateful.”
When called by a stateful TSS, accept_context may (depending on the effective policy of the target object)
attempt to record state corresponding to the context. If state for the identified context already exists and the
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received tokens are not equivalent to those captured in the existing context, accept_context shall reject the
context. If the context state either already existed, or was recorded, accept_context returns true in the output
argument “stateful.” An implementation of accept_context shall implement the error semantics defined in
the following table.

Table 10.7- Accept Context Error Semantics

| |
Senlantic Returned Error Colie

Tokgns match mechanism definition of target object but could not be validated. Invalid evidence

Confext has non-zero client _context id that matches that of an exiting context but tokens are not Conflieting’evidence
equiyalent to those used to establish the existing context.

The mechanism configuration of the target object has changed and request indicates that CSS is not |jPelicy change
awate of the current mechanism configuration.

The mechanism configuration of the target object has not changed, and request is not consistent Invalid mechanism
with|target mechanism configuration.

When accept_context returns any of Invalid evidence, Conflicting evidence, or Invalid mechanism
the TSS shall reject the request and send a NO_PERMISSION exception containing a ContextErrof service
context element with error codes as defined in Table 10.9 on‘page 150. When accept_context returns Policy
change, the TSS action shall reject the request and return'd reply with status LOCATION_FORWARD [and
containing a new IOR for the target object that contains'an up-to-date representation of the target’s secfirity
mechanism configuration.

¢+ accept_transport_context()
This action validates that a request that arrivesiwithout a SAS protocol message; that is, EstablishContext or
MessagelnContext satisfies the CSIv2 security requirements of the target object. This routine returns true if
the transport layer security context (inetuding none) over which the request was delivered satisfies the pecurity
requirements of the target object. Qtherwise, accept_transport_context returns false. When
accept_transport_context returns false, the TSS shall reject the request and send a NO_PERMISSION
exception.

| reference_context (N)
If there is an existing Context with client_context_id = N, reference_context returns a reference {o it.
Otherwise, reference_context returns an empty reference.

| discard_context (‘N")
If context N-exists and it is not needed to complete the processing of another thread, discard_conteXt causes
the context)to be deleted.

10.3.4 CSS State Machine

A praposed implementation of the CSS state machine is defined in the state diagram, Figure 10.4 on page 147, ahd in the
CSS ktate table, Table 10.8 on page 148, Each CSS call thread shall operate independently with respect to this dtate
machine. Where necessary, thread synchronization at shared state shall be handled in the actions called by this state
machine.

When a CSS processes a one-way call, it returns to the caller and sets its next state to done, as no response will be sent
by the TSS. The shaded rows in the state table indicate transitions and states that need not exist in a stateless CSS client
side implementation.
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The state names, function names, and function signatures that appear in the state diagram and state table are not
prescriptive.

request, client policy, IOR rdy / get_ mech(thislOR)

recv Rply( CtxtErr )[ co
recv Rply( CtxtErr )[ inv mech ]/ raise except

recv Rply( CtxtErr )[ inv evidence ]/ raise except

Try Wait for
Mechanism

SAS Reply

new ctxt[ stateless ]/ send Rgst(EstCtxt, N=0)
new oxf stateful | /sendRqst(EstCtxt N!=0)

mechis
mech is wnprotected//get com

b\otectsd / get_client_creds

\
\

N
Unprotected Wait for creds ready /“get_conn Wait for
‘ Request ‘ ‘ Credentials ‘ Connection
cred not ready / raise except

conn rejected / xaise except

conn rejected raise except

conn ready

/ send Ragst

conn ready / get_ctxt_element

\,/w Rely

Requestin
Context

recv Rply( LOC_FWD, newlOR ) / get mech(newlOR)
ict]/inv_ctxt, raise except

Also,
compl_ctxtif
stateful

Also, invt cixt. AN
—|if stateful

N
Wait for

Context

Figure 10.4 - CSS State Machine
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Table 10.8 - CSS State Table

State Event Action New State
1 | start Request + client policy + IOR ready to send get_mechanism (policy, thislOR, Out mech) Try Mechanism
2 | Try the selected mechanism is unprotected get_connection (mech, Out c) Unprotected Request
Mechanism
the selected mechanism is protected get_client_creds (policy, mech, Out creds) Wait for Ereflentials
3 | Wnprotected connection ready send request Wait(for Regly
Request
connection rejected raise exception and return to caller® donge
4 | YVait for receive reply return to caller done
Reply
5 | YVait for client credentials ready get_connection (policy, mech, creds, Out)c) Wait for Cornection
redentials
necessary credentials not obtained raise exception and return to caller? done
6 | YVait for connection ready get_context_element (c, policy, creds, mech, Out Wait for Corjtext
onnection element)
connection rejected raise exception and return“to-Caller® done
7 | Vait for get_context_element returned EstablishContext send Request + EstablishContext Wait for SA$ Reply
ontext {N =0, tokens} {client_context_id\& N = 0, tokens}
get_context_element returned EstablishContext send Request # EstablishContext Wait for SA$ Reply
{N =0, tokens} {client_centext id = N != 0, tokens}
get_context_element returned NULL send request Wait for Reglly
get_context_element returned send Request + MessagelnContext Request In (Jontext
MessagelnContext {N !=0, D} {chent context id =N !=0, D}
8 | Vait for SAS | receive exception + raise exception and return to callerd done
Reply ContextError (invalid evidence)
receive exception + raise exception and return to caller done
ContextError (invalid mechanism)
receive exception + invalidate context (¢, N) done
ContextError (conflicting evidence)
raise exception and return to caller
receive Reply + LOCATION _FORWARD status | return to caller done
+ updated IOR
receive Reply + CompleteEstablishContext {N, | complete context (c, N, context_stateful) done
context_stateful}
return to caller
9 | Request in recelye Jexception + invalidate context (c, N ) Wait for Corjtext
ontext ContextError (context does not exist) get_context_element (¢, policy, creds, mech, Out
element)
receive Reply return to caller done
al A/CSS may do next mechanism processing, in which case it might call get next _mechanism(policy,thisIOR) and transitipn to
state Try Mechanism.
- Samc note as 1.
c. Same note as 1.
d. A CSS may re-collect authentication evidence and try again, in which case it might call get_client_creds(policy, mech, Out
creds) and transition to state Wait for Credentials.
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10.3.4.1 CSS State Machine Actions

This sub clause defines the intended semantics of the actions appearing in the CSS state machine. As noted above the
function names and function signatures are not prescriptive. The descriptions appearing in the following sub clauses are
provided to facilitate understanding of the proposed implementation of the CSS state machine.

«_get mechanism (policy TOR _Out mech)

Select from the IOR a mechanism definition that satisfies the client policy.

get_client_creds (policy, mech, Out creds)
Get the client credentials as necessary to satisfy the client policy and the target policy inthe. mechanism.

get_connection (mech, Out c)
Open a connection based on the port information in the mechanism argument.

get_connection (policy, mech, creds, Out c)
Open a secure connection based on the client policy, the target policy in the,me¢hanism argument, g4nd using
the client credentials in the creds argument.

get_context_element (c, policy, creds, mech, Out element)
In the scope of connection ¢, use the client creds to create a SAS protocol context element that satisfies
the client policy and the target policy in the mechanism. If the CSS supports reusable contexts, and [the client
policy is to establish a reusable context, the CSS allocates a glient_context_id, and initializes a contpxt
element in the context table of the connection. A NULL cantext element may be returned by
get_context_element when the target mechanism definition either does not support or require SAS |layer
security functionality, and the client establishes a poliéy-not to use such functionality unless required t¢ do so.

invalidate_context (c, N)
Mark context N in connection scope ¢ as invalid such that no more requests may (re)use it.

+{ complete_context (c, N, context_stateful)

This action applies the contents of a returned CompleteEstablishContext message to context N, in
connection scope €, to change its state'to completed. In a stateful CSS, get_context_element will npt
return a MessagelnContext elenient until complete_context is called with context_stateful trie.

[¢)

10.3.5 ContextError Values‘and Exceptions

Tabld 10.9 defines the circumstances under which error values and exceptions shall be returned by a TSS. The state and
even{ columns contain states\and events appearing in Table 10.6.
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Table 10.9- ContextError Codes and Exceptions

State Event Semantic Major Minor Exception

Establish Context accept_context returned failure Invalid evidence 1 1 NO_PERMISSION
Invalid mechanism 2 1 NO_PERMISSION
Contflicting evidence | 3 1 NO_PERMISSION

Requyest In Context | reference context (N) returned No Context 4 1 NO_RERMISSION
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Transport Security Mechanisms

.1 Transport Layer Interoperability

ecure interoperability architecture that is defined by this part of ISO/IEC 19500 partitions secure interoper

bs secure interoperability that uses transport-layer security for message protection and authentication of the
ient.

.2 Transport Mechanism Configuration

pf which defines the layer-specific security mechanisms that comprise a compound mechanism that is supp
rget. This part of ISO/IEC 19500 does not define support for CSI mechanisms in multiple-component IOR

CompoundSecMech structure contajits a transport_mech ficld that defines the transport-layer securit
anism of the compound mechanism. A" compound mechanism that does not implement security functionali
port layer shall contain the TAGANULL_TAG component in its transport_mech field. Otherwise, the

port_mech field shall contain’ a tagged component that defines a transport protocol and its configuration
| TLS SEC_TRANS on page”153 and TAG_SECIOP_SEC TRANS on page 155 define valid transport-layq
onents that can be used‘in the transport_mech field.

2.1 Recommended SSL/TLS Ciphersuites

bart of ISO/TEE€ 19500 recommends that implementations support the following ciphersuites in addition to
atory ciphersuites identified in [IETF RFC 2246]. Of these additional ciphersuites, those which use weak e
are only.-recommended for use in environments where strong encryption of SAS protocol elements (includ

JP-authenticators) and request arguments is not required. Some of the recommended ciphersuites are know

ability
b text
target to

onfiguration of transport-layer security mechanisms issspecified in IORs. Support for CSI is indicated withih an IOR
e by the presence of at most one TAG_CSI_SEC_MECH_LIST tagged component that defines the mechgnism
buration pertaining to the profile. This componentcontains a list of one or more CompoundSecMech stfuctures,

orted by
profiles.

y
ty at the

—

the
cryption
ng

n to be

TLS_RSA_WITH_RC4_ 128 MD5
SSL_RSA_WITH_RC4 128 MD5
TLS_DHE_DSS_WITH DES CBC SHA
SSL_DHE_DSS_WITH _DES_CBC_SHA
TLS_RSA_EXPORT WITH_RC4 40 MDS5
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« SSL_RSA_EXPORT WITH RC4 40 MD5
. TLS_DHE_DSS EXPORT WITH DES40 CBC_SHA
. SSL_DHE_DSS_EXPORT WITH_DES40 CBC_SHA

:2012(E)

b trt bie-Obiect-Ref

8.1 Target Security Configuration

A target that supports unprotected IIOP invocations shall specify in the corresponding TAG_INTERNET_IOP prqfile a

nonzg¢ro port number at which the target will accept unprotected invocations.” A target that supports only proted
invodations shall specify a port number of 0 (zero) in the corresponding TAG_INTERNET_IOR profile. A target
supp¢rt both protected and unprotected IIOP invocations at the same port, but it is not required to do so.

stru¢t IOR {

b

A tarpet that supports protected invocations shall describe in a CompoundSecMech structure the characteristic
of th¢ alternative compound security mechahisms that it supports. The CompoundSecMech structure shall be

in a

seqyence <IOP::TaggedComponent> components = {

9.

jtring type_id;
equence <TaggedProfile> profiles = {
Profileld tag = TAG_INTERNET_IOP;
struct ProfileBody_1_1 profile_data = {
Version iiop_version;
string host;
unsigned short port;
sequence <octet> object_key;
sequence <IOP::TaggedComponent> components;

list of such structures in the body\of a TAG_CSI_SEC_MECH_LIST tagged component.

IDP::TaggedComponent {
Componentld-tag’= TAG_CSI_SEC_MECH_LIST;
sequence <octet> component_data = {
CSIIOP::CompoundSecMechList = {
boolean stateful;
CompoundSecMechanisms mechanism_list = {
CompoundSecMech;

ted IIOP
may

s of each
included

The OMG has registered port numbers for IIOP (683) and IIOP/SSL (684) with IANA. Although the existence of these reserva-

tions does not prescribe their use, it may be useful to recognize these port numbers as defaults for the corresponding protoco
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The order of occurrence of the alternative compound mechanism definitions in a TAG_CSI_SEC_MECH_LIST component
indicates the target’s mechanism preference. The target prefers mechanism definitions occurring earlier in the list. An IOR
profile shall contain at most one TAG_CSI_SEC_MECH_LIST tagged component. An IOR profile that contains multiple
TAG_CSI_SEC_MECH_LIST tagged components is malformed and should be rejected by a client implementation.

10.5F-1+-AsseciationOptionsType
The AssociationOptions type is an unsigned short bit mask containing the logical OR of the configured opti¢ns. The

propgrties of security mechanisms are defined in an IOR in terms of the association options supported and)requir¢d by the
targef. A CSS shall be able to interpret the association options defined in Table 10.10.

TabI1 10.10 - Association Options

Assl)ciation Option target_supports target_requires

Integrity Target supports integrity protected messages Targetrequires integrity protected mefsages .
Confidentiality Target supports privacy protected messages Target requires privacy protected meslsages.
EstaplishTrustInTarget | Target can authenticate to a client Not applicable. This bit should never|[be set,

and should be ignored by CSS.

EstaplishTrustInClient | Target can authenticate a client Target requires client authentication.

Iden}ityAssertion Target accepts asserted caller identities based-on'trust in | Not applicable. This bit should never|be set,
the authentication identity of the asserting-entity. Target | and should be ignored by CSS.
can evaluate trust based on trust rules,of the target. If
DelegationByClient is set, target can‘also evaluate trust
when provided with a delegation token (that is, a proxy
attribute contained in an authorization token).?

DeldgationByClient When it occurs in conjunctien with support for Target requires that CSS provide a defegation
IdentityAssertion, this bif+indicates that target can token that endorses the target as proxy for the
evaluate trust in ap-asserting entity based on a client.

delegation token.?

al A target policy that accepts only-identity assertions based on forward trust cannot be communicated in an IOR (although {t can
be enforced).
B. If an incoming request includes an identity token and a delegation token, the request shall be rejected if the delegation token
does not endorse the agserting entity (see Section 10.3.1.1, Context Validation, on page 138)
d A target with DelegationByClient set in target_requires shall also have this bit set in target_supports. As noted in the table,
this has an impaetQn-the target’ s identity assertion policy (if any).

The fepresentation of supported options is used by a client to determine if a mechanism is capable of supporting the
clien{’s secusity. requirements. The supported association options shall be a superset of those required by the tarpet.

theldentityAssertion bit is set in target_supports, it indicates that the target accepts asserted caller identities

based_an‘tr n the authentication iden of the 3 ng_en Vhen the Delegations ent b not sef, the
target will evaluate trust based on rules of the target (that is, a backward trust evaluation). When the IdentityAssertion and
DelegationByClient bits are set, they indicate that the target is also capable of evaluating trust in an asserting entity
based on trust rules delivered in an authorization token (that is, a forward trust evaluation). A target that can perform a
forward trust evaluation does so when trust rules are delivered in an authorization token. Otherwise a backward trust

evaluation is performed.
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When the DelegationByClient bit is set in target_requires, it indicates that the target requires a delegation token to
complete the processing of a request. Such circumstances will occur when a target, acting as an intermediate, attempts to
issue a request as its caller and sanctioned by the delegation token delivered by its caller.

The rules for interpreting asserted identities in the presence or absence of a delegation token (that is, a proxy attribute
contained in an authorization token) are as defined in Context Validation on page 138.

The decurity mechanism configuration in an IOR being used by a CSS may (as the result of target policy adminjstration)
no lopger represent the actual security mechanism configuration of the target object.

10.5{1.1.1 Alternative Transport Association Options

Impl¢gmentations that choose to employ the service context protocol defined in this part of ISOAEC 19500 to adhieve
intergperability over an alternative secure transport (one other than SSL/TLS) may also be required to support the
messfige protection options defined in Table 10.11.

Tablg 10.11 - Alternative Transport Association Options

Assljociation Option target_supports target_requires

DetdctReplay Target can detect replay of requests (and request Target requires security associations [to detect
fragments). replay.

DetdctMisordering Target can detect sequence errors of request (and Target requires security associations [to detect
request fragments). message sequence errors.

10.5]1.2 Transport Address

The TransportAddress structure indicates an INTERNET address where the TSS is listening for connection reqyests.

strugt TransportAddress {
gtring host_name;
ynsigned short port;

¢
typefef sequence <TransportAddress> TransportAddressList;

The host_name field ideftifies the Internet host to which connection requests will be made. The host_name fjeld shall
not cpntain an empty striiig. The host_name field shall contain a host name or an IP address in standard numg¢rical
addrdss (e.g., dotted=decimal) form.

The port field Contains the TCP/IP port number (at the specified host) where the TSS is listening for connection frequests.
The port nummiber shall not be zero.

10.5/1°3) TAG_TLS_SEC_TRANS

An instance of the TAG_TLS_SEC_TRANS component may occur in the transport_mech field within a
CompoundSecMech structure in a TAG_CSI_SEC_MECH_LIST component.

When an instance of the TAG_TLS_SEC_TRANS component occurs in the transport_mech field of the
CompoundSecMech structure, it defines the sequence of transport addresses at which the target will be listening for
SSL/TLS protected invocations. The supported (target_supports) and required (target_requires) association options
defined in the component shall define the transport level security characteristics of the target at the given addresses.
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const IOP::Componentld TAG_TLS_SEC_TRANS = 36;

struct TLS_SEC_TRANS {
AssociationOptions target_supports;
AssociationOptions target_requires;

The addresses field provides a shorthand for defining multiple security mechanisms that differ only imytheir tfansport
addrgsses. The addresses field shall contain at least one address.

Tablg 10.12, Table 10.13, Table 10.14, and Table 10.15 describe the association option semanties.relating to the
TAG_|TLS_SEC_TRANS tagged component that shall be interpreted by a CSS and enforced bioa-TSS. The
IdentityAssertion and DelegationByClient association options shall not occur in an instance of this comporent.

Tablg 10.12 - Integrity Semantics

Inteprity Semantic

Not pupported None of the ciphersuites supported by the target deSignate a MAC algorithm.
Supported Target supports one or more ciphersuites that desighate a MAC algorithm.
Required All the ciphersuites supported by the target designate a MAC algorithm.

Tablel 10.13 - Confidentiality Semantics

Corlfidentiality Semantic

Not pupported None of the ciphersuites suipported by the target designate a bulk encryption algorithm?®.
Supported Target supports onenor'more ciphersuites that designate a bulk encryption algorithm.
Required All the ciphersuites supported by the target designate a bulk encryption algorithm.

al Bulk encryption algorithms include both block and stream ciphers.

Tabl<1 10.14 - EstablishTrustinTarget Semantics

EstJinshTrustInTarget Semantic

Not pupported None of the ciphersuites supported by the target designate a key exchange algorithm thaq will
authenticate the target to the client.

Supported Target supports one or more ciphersuites that designate a key exchange algorithm that will
authenticate the target to the client.

Required Not-appheable—Fhis-bit-should-neverbeset—and-should-beisnored by CSS— |
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EstablishTrustInClient Semantic

Not supported

Target does not support client authentication during the handshake. Moreover, target provides no

opportunity for client to authenticate in the handshake (that is, target does not send certificate
request message).
Supported Target provides client with an opportunity to authenticate in handshake. Target willyaccept
connection if client does not authenticate.
Reqyired Target accepts connections only from clients who successfully authenticate“in the handslake.
10.5{1.4 TAG_SECIOP_SEC_TRANS
A tagged component with the TAG_SECIOP_SEC_TRANS tag is a valid component for the tfransport_mech figld of the
CompoundSecMech structure. The presence of this component indicates the generic‘uSe of the SECIOP protpcol as a
sec::s;]E transport underneath the CSI mechanisms. A component tagged with this valug shall contain the CDR endoding of
the SECIOP_SEC_TRANS structure.
The $ECIOP_SEC_TRANS structure defines the transport addresses for SECIOP messages, the association optigpns
pertajning to the particular GSS mechanism being supported, the GSS mechanism identifier, and the target's GSS [exported
name.
congt IOP::Componentld TAG_SECIOP_SEC_TRANS =,35;
stru¢t SECIOP_SEC_TRANS {
ssociationOptions target_supports;
ssociationOptions target_requires;
SI::0ID mech_oid;
SI::GSS_NT_ExportedName target -name;
ransportAddressList addresses;
k
The addresses field provides a shorthand for defining multiple security mechanisms that differ only in their tfansport
addrgsses. The addresses field shall contain at least one address.
Tabld 10.12, Table 10.13, Table 10.14, and Table 10.15 also describe the association option semantics relating tp the
TAG |SECIOP_SEC_TRANS tagged component that shall be interpreted by a CSS and enforced by a TSS.
10.5)1.5 TAG_CSIL. SEC_MECH_LIST
This pew tagged”component, TAG_CSI_SEC_MECH_LIST, is used to describe support in the target for a sequenge of one
or m¢re compound security mechanisms represented in the mechanism_list field of a CompoundSecMechlist
strucfure., The mechanism descriptions in the mechanism_list occur in decreasing order of target preference.
const IOP::Componentld TAG_CSI_SEC_MECH_LIST = 33;
struct CompoundSecMech {
AssociationOptions target_requires;
IOP::TaggedComponent transport_mech;
AS_ContextSec as_context_mech;
SAS_ContextSec sas_context_mech;
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h
typedef sequence <CompoundSecMech> CompoundSecMechanisms;

struct CompoundSecMechList {
ful:

ompoundSecMechanisms mechanism_list;

ompoundSecMech structure is used to describe support in the target for a compound security)mechanis
may Include security functionality that is realized in the transport and/or security functionality realizéd above tH
transport in service context. Where a compound security mechanism implements security functienality in the trg
layer] the transport functionality shall be represented in a transport-specific component (for gxample,

TAG _[TLS_SEC_TRANS) contained in the transport_mech field of the CompoundSecMech structure. Whe
compound security mechanism implements client authentication functionality in service/context, the mechanism
reprepented in an AS_ContextSec structure contained in the as_context_mechfield of the CompoundSeq
strucfure. Where a compound security mechanism supports identity assertion or spports authorization attributes
in sefvice context, the mechanism shall be represented in a SAS_ContextSec structure contained in the
sas_|context_mech field of the CompoundSecMech structure.

At lefst one of the transport_mech, as_context_mech, or sas_context_mech fields shall be configured.
TAG_[NULL_TAG component shall be used in the transport_mech:ficld to indicate that a mechanism does not
implgment security functionality at the transport layer. A value of\{no bits set” in the target_supports ficld of ¢
as_context_mech or sas_context_mech ficlds shall be.uséd to indicate that the mechanism does not implg
securfty functionality at the corresponding layer.

The farget_requires field of the CompoundSecMech structure is used to designate a required outcome thaf
satisfied by one or more supporting (but not requiring) layers. The target_requires field also represents all th
requited independently by the various layers as(defined within the mechanism.

Each[compound mechanism defines a combination of layer-specific functionality that is supported by the target. 4
mechlanism configuration is the sum of the combinations defined in the individual mechanisms.

A value of TRUE in the stateful ficld of the CompoundSecMechList structure indicates that the target supy
establishment of stateful or reusable SAS contexts. This field is provided to assist clients in their selection of a t4
suppdrts stateful contexts. It‘is/also provided to sustain implementations that serialize stateful context establishi]
the client side as a means‘to“conserve precious server-side authentication capacity.10

A TSS shall set thesstateful bit to FALSE in the CompoundSecMechList structure of IORs corresponding t
objedts at which_ft>will not accept reusable security contexts.

10.5/1.5.1 struct AS_ContextSec

The AS~ContextSec structure is used in the as_context_mech field within a CompoundSecMech structy
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TAG_TSI_SEC_MECH_LIST component to describe the client authentication functionality that the target expects to be
layered above the transport in service context by means of the client_authentication_token of the EstablishContext

element of the SAS protocol.

10. This serialization is only done when an attempt is being made to establish a stateful context.
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struct AS_ContextSec{

h

A value of “no bits set” in the target_supports ficld indicates that the mechanism does not implement client

auth

fieldq in this structure are irrelevant.

If th
clie
mec

The

information may be required by the client to obtain or construct (depending on the.mechanism) a suitable initia
token.

Tabl

Tabl

AssociationOptions target_supports;
AssociationOptions target_requires;
CSI::0ID client_authentication_mech;
CSI::GSS_NT_ExportedName target_name;

:2012(E)

gntication functionality above the transport in service context. In this case, the values present in any)of'the

g target_supports ficld indicates that the mechanism supports client authentication in service context, thd
t_authentication_mech field shall contain a GSS OID that identifies the GSS mechahism that the comy
nism supports for client authentication above the transport.

rget uses the target_name field to make its security name and or authentication‘domain available to clig

g 10.16 describes the association options that are supported by conforming implementations.

¢ 10.16 - EstablishTrustinClient Semantics

other

n the
ound

nts. This
context

EstablishTrustInClient Semantic

Not supported Target does not support client authentication in service context (at this compound
mechanism).

Supported Target supports client authentication in service context. If a CSS does not send an i

obtained fremrthe transport.

hitial

context token (in‘an EstablishContext service context element), then the caller identfity is

Required Target requires client authentication in service context. The CSS may have also auth
in, the transport, but the caller identity is obtained from the service context layer.

bnticated

Wheth a compound mechanism that-implements client authentication functionality above the transport also contd
transport mechanism (in the transport_mech field), any required association options configured in the transp
compjonent shall be interpreted as a prerequisite to satisfying the requirements of the client authentication mech

struct SAS_ContextSec

The

TAG |
the tansport in service context by means of the identity_token and authorization_token of the EstablishQ
elem¢nt-of the SAS service context protocol. The security functionality represented by this structure is configuy

$AS_ContextSec structure is used in the sas_context_mech field within a CompoundSecMech stru
CSI_SEC>MECH_LIST component to describe the security functionality that the target expects to be layer

ins a
Tt
Anism.

ture in a
td above
ontext

ed as

association options in the target_Supports and target_requires ticlds.

I/l The high order 20-bits of each ServiceConfigurationSyntax constant shall contain the Vendor Minor

I/l Codeset ID (VMCID) of the organization that defined the syntax. The low order 12 bits shall contain the
Il organization-scoped syntax identifier. The high-order 20 bits of all syntaxes defined by the OMG shall
Il contain the VMCID allocated to the OMG (that is, 0x4F4D0).

typedef unsigned long ServiceConfigurationSyntax;
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const ServiceConfigurationSyntax SCS_GeneralNames = CSI::OMGVMCID | 0;
const ServiceConfigurationSyntax SCS_GSSExportedName = CSI::OMGVMCID | 1;

typedef sequence <octet> ServiceSpecificName;

Il The name field of the ServiceConfiguration structure identifies a privilege authority in the forma

Il identified in the syntax field. If the syntax is SCS_GeneralNames, the name field contains an-ASN|1 (BER)
/I SEQUENCE[1..MAX] OF GeneralName, as defined by the type GeneralNames in [IETF RFC 2459]/ If the

rules in [IETF RFC 2743] 3.2, "Mechanism-Independent Exported Name Object Format," p. 8

t ServiceConfiguration {
erviceConfigurationSyntax syntax;
erviceSpecificName name;

tax is SCS_GSSExportedName, the name field contains a GSS exported name encoded according to

b
typetlef sequence <ServiceConfiguration> ServiceConfigurationList;
strugt SAS_ContextSec{
ssociationOptions target_supports;
ssociationOptions target_requires;
erviceConfigurationList privilege_authorities;
SI::OIDList supported_naming_mechanisms;
Sl::IdentityTokenType supported_identity _types;
b
The privilege_authorities field contains a sequence of zero or more ServiceConfiguration elements. A non-empty

sequgnce indicates that the target supports the €SS delivery of an AuthorizationToken, which is delivered in
EstaplishContext message. A CSS shall.not-be required to look beyond the first element of this sequence unl
requifed by the first element.

alterrjative formats are currently/defined: an ASN.1 encoding of the GeneralNames (as defined in [IETF RFC
which identify a privilege autherity, or a GSS exported name (as defined in [IETF RFC 2743] 3.2) encoding of
of a privilege authority.

The 'Iyntax field within the ServieeConfiguration element identifies the format used to represent the authori

The Righ order 20-bit§ 9f ‘each ServiceConfigurationSyntax constant shall contain the Vendor Minor Codesg
(VMCID) of the organization that defined the syntax. The low order 12 bits shall contain the organization-scopg
ident{fier. The high-order 20 bits of all syntaxes defined by the OMG shall contain the VMCID allocated to the
(that fis, 0x4F4D0).

the

£SS

ty. Two
2459])
he name

t ID
d syntax
OMG

Organizations must register their VMCIDs with the OMG before using them to define a ServiceConfiguratioTSyntax.

The supported_naming_mechanisms field contains a list of GSS mechanism OIDs. A TSS shall set the value of this
field to contain the GSS mechanism OIDs for which the target supports identity assertions using an identity token of type

ITTPrincipalName. The Identity token types are defined in Identity Token Format on page 135.

The value of the supported_identity_types field shall be the bitmapped representation of the set of identity token

types supported by the target. A target always supports ITTAbsent.
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The value in supported_identity_types shall be non-zero if and only if the ldentityAssertion bit is non-zero in
target supports. The bit corresponding to the ITTPrincipalName identity token type shall be non-zero in
supported_identity_types if and only if the value in supported_naming_mechanisms contains at least one
element.

Table 10.17 describes the combinations of association options that are supported by conforming implementations. Each
combination in the table describes the attribute layer functionality of a target that may be defined in a mechanigm
definjtion. A target that defines multiple mechanisms may support multiple combinations.

A compound mechanism definition with the DelegationByClient bit set shall include the name of atleast one puthority
in th¢ privilege_authorities field.

When a compound mechanism configuration that defines SAS attribute layer functionality alsodefines client
authentication layer or transport layer functionality, any required association options configuréd in these other layers shall
be inferpreted as a prerequisite to satisfying the requirements of the functionality defined-in the attribute layer

Tablg 10.17 - Attribute Layer Association Option Combinations

DelegationByClient IdentityAssertion Semantic

1 [|Not supported Not supported Target does not support identity assertion (that is, identity tokefs in the
EstablishContextimessage of the SAS protocol). The caller iderftity will
be obtained. from the authentication layer(s).

2 | |Not supported Supported Target evaluates asserted caller identities based on trust rules of the
target, In the absence of an asserted identity, the caller identity [will be
obtained from the authentication layer(s).

3 ||Supported Not supported Target accepts delegation tokens that indicate who has been endorsed to
assert an identity. Target does not accept asserted caller identities. The
caller identity will be obtained from the authentication layer(s)

4 ||Supported Supported Target accepts delegation tokens that indicate who has been endorsed to
assert an identity.
Target evaluates asserted caller identities based on trust rules of the
target or based on endorsements in a delegation token.
In the absence of an asserted identity, the caller identity will be pbtained
from the authentication layer(s).

5 ||Required Not supported Same as 3, with the addition that target requires a delegation tdken that
endorses the target as proxy for the calle.

6 ||Required Supported Same as 4, with the addition that target requires a delegation tqken that
endorses the target as proxy for the caller.

10.5]1.6<TAG_NULL_TAG

This hew tagged component i ed-in the ansport _mecn eld of 3 ompounasech

the compound mechanism does not implement securit;/ functionality at the transport layer.
I/l The body of the TAG_NULL_TAG component is a sequence of octets of

Il length 0.
const IOP::Componentld TAG_NULL_TAG = 34;
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10.5.2 Client-side Mechanism Selection

A client should evaluate the compound security mechanism definitions contained within the CompoundSecMechList
in the TAG_CSI_SEC_MECH_LIST component in an IOR to select a mechanism that supports the options required by the

client.
The g¢ptions supported by a compound mechanism are the union (the logical OR) of the options supported by the
trangport_mech, as_context_mech, and sas_context_mech fields of the CompoundSecMech structurg.
The following table defines the semantics defined by the union of association options in compound mechanism
defin|tions. Association options for server to client authentication and message protection add additional semantfics that
are npt represented in the table.
Tablg 10.18- Interpretation of Compound Mechanism Association Options
Semantic EstablishTrustInClient IdentityAssertion DelegationByClient
Supported Required Supported Supported Re]:uired
1 No client identification. Don’t care®
2 Presumed trust. X
3 Authentication optional. X Don’t care
4 Authentication optional, assertion | X X
supported.
5 Authentication Required. X X Don’t care
6 Authentication Required, assertion | X X X
supported.
7 Presumed trust including support X X
for provided target restrictions.
8 Authentication optional, assertion | X X X
supported including forward.trust
rules.
9 Authentication required, dssertion | X X X X
supported including-forward trust
rules.
10 Presumed Trust including support X X X
for proyvided target restrictions,
delegation token required which
imiplies assertion required®.
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Semantic EstablishTrustInClient IdentityAssertion DelegationByClient
Supported Required Supported Supported Required

11

Authentication optional, assertion A A A
supported including forward trust
rules, delegation token required
which implies either client
authentication or assertion
required.

X

12

Authentication required, X X X
delegation token required.

13

Authentication required, assertion | X X X X
supported including forward trust
rules, delegation token required.

The {

to isjue a preliminary request to establish a confidential“association with the intended target.

In orgler to sustain this assumption, trust in target*and a confidential transport shall be established prior to issuing
that thay contain arguments (including object k€ys) or service context elements that the client considers confidd
CSS hcting on behalf of a client may trustsa target to locate an object (process a locate request) without having to

targe
estab
targe

its refjuest, the CSS may send.a lecate request.“ If the locate reply contains a new address, the CSS may establi
confifential connection, evaluate the level of trust the client has in the new target, and determine whether it can

clien

confiflential connectién)with the new address and repeat its trust determination.

Compound security mechanisms appearing in IORs leading to a location daemon should not require clients to aut

using

untrupted ldeation daemon.

The Y

If a delegation token is required, a non-anonymous client identity shall be established so that it can be endorsed by the ddg
tion token. This same rule applies to row 11, and explains why there is no row’thatsupports client authentication and requ
delegation token.

If DelegationByClient is supported, a delegation token may be provided, but it is not required to process the request

.3 Client-Side Requirements and Location Binding

rimary assumption of this interoperability protocol.is\that transport layer security can ensure that it is not 1

with confidential arguments (other than object keys) or service context elements. For example, a CSS maj
ished a confidential connection:te an address it learned from an IOR, and may then determine if the client
with its request arguments-and any associated service context elements. If the client does not trust the tar

’s request to the target.”If in response to the request, the CSS receives a location forward, it will establish

the username/password mechanism if doing so would cause an overly trusting caller to share its password

lega-
res a

ecessary

any call
ntial. A
trust the
y have
rusts the
pet with
sh a new
issue the
another

henticate
with an

” 19500.

vay-in which a location daemon derives an IOR for a target object is not prescribed by this part of ISO/IE

I1.

CSS can use the Object::validate_connection operation to get the ORB to issue a locate request.
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10.5.3.1 Comments on Establishing Trust in Client

A client that does not have the artifacts necessary to provide evidence of its authenticity over at least one of the transports
supported by it and its target should search the IOR for a security mechanism definition that does not require client
authentication to occur in a transport mechanism.

10.58.4 Server Side Consideration

If thq target requires client authentication, and the transport does not provide that authentication, then the target| should
always respond with OBJECT HERE to LocateRequest messages and defer the real forwarding response untjl it
receiyes a GIOP Request message.

10.6 Conformance Levels

10.6.1 Conformance Level 0

Leve] 0 defines the base level of secure interoperability that all implementations are required to support. Level 0l requires
supp¢rt for SSL/TLS protected connections. Level 0 implementations are dlso required to support username/pasgword
clien{ authentication and identity assertion by using the service contexp protocol defined in this part of ISO/IEC| 19500.
10.6J1.1 Transport-Layer Requirements

Implgmentations shall support the Security Attribute Service (SAS) protocol within the service context lists of GIOP
requgst and reply messages exchanged over SSL 3.0 and LS 1.0 protected connections.

Impl¢mentations shall also support the SAS protocolwithin the service context lists of GIOP request and reply messages
over pinprotected transports defined within 11OP.*2

10.6/1.1.1 Required Ciphersuites

Confprming implementations are required to support both SSL 3.0 and TLS 1.0 and the mandatory TLS 1.0 ciphersuites
ident{fied in [IETF RFC 2246]. Conforming implementations are also required to support the SSL 3.0 ciphersuifes
correpponding to the mandatory(TLES 1.0 ciphersuites.

An aglditional set of recommended ciphersuites is identified in Recommended SSL/TLS Ciphersuites on page 150.

10.6J1.2 Service Context Protocol Requirements

All implementations-shall support the Security Attribute Service (SAS) context element protocol in the manner described
in th¢ following.sub clauses.

10.6/1.2.1 Stateless Mode

All implementations shall support the stateless CSS and stateless TSS modes of operation as defined in Session
Semantics on page 141, and in the protocol message definitions appearing in SAS context data Message Body Types on
page 127.

12. SAS protocol elements should only be sent over unprotected transports within trusted environments.
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All implementations shall support the username password (GSSUP) mechanism for client authentication as defined in
Username Password GSS Mechanism (GSSUP) on page 133.

10.6.

1.2.3 Identity Tokens and Identity Assertion

All i1
ident

All i1

10.6

At thfs level of conformance, implementations are not required to be capable of including-an ‘authorization toke

SAS
The f{

10.6

The s

page
funct|

10.6

Leve

10.6

Leve

Leve
Toke

Leve
defin|
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[IETI
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authg

nplementations shall support the identity assertion functionality defined in Context Validation on page, 138
ty token formats and functionality defined in Identity Token Format on page 135.

nplementations shall support GSSUP mechanism specific identity tokens of type ITTPrincipalName.

1.2.4 Authorization Tokens (not required)

protocol elements they send or of interpreting such tokens if they are included indeceived SAS protocol ¢

ormat of authorization tokens is defined in Authorization Token Format on page 132.

1.3 Interoperable Object References (IORs)

ecurity mechanism configuration of CSIv2 target objects, shall besas defined in Target Security Configura

onality described in AssociationOptions Type on page 152,
.2 Conformance Level 1

1 adds the following additional requirements to those of Level 0.

2.1 Authorization Tokens

1 implementations shall support thepush model for privilege attributes.

1 requires that a CSS provide clients with an ability to include an authorization token, as defined in Auth|
h Format on page 132, in SAS EstablishContext protocol messages.

1 requires that a TSS be\capable of evaluating its support for a received authorization token according to
ed in Extensions of the-IETF AC Profile for CSIv2 on page 132.

el 1 TSS shall fecognize the standard attributes and extensions defined in the attribute certificate profile d
F ID PKIXACY

1 requires.that a target object that supports pushed privilege attributes include in its IORs the names of the
rities trusted by the target object (as defined in struct SAS ContextSec on page 157).

151, with the exception that Level 0 implementations are not required to support the DelegationByClientt

and the

h in the
ements.

ion on

brization

the rules

efined in

privilege

10.6
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Level 2 adds to Level 1 the following additional requirements.

10.6.

3.1 Authorization-Token-Based Delegation

Level 2 adds to Level 1 a requirement that implementations support the authorization-token-based delegation mechanism
implemented by the SAS protocol.
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A Level 2 TSS shall be capable of evaluating proxy rules arriving in an authorization token to determine whether an
asserting entity has been endorsed (by the authority which vouched for the privilege attributes in the authorization token)
to assert the identity to which the privilege attributes pertain. The semantics of the relationship between the identity token
and authorization token shall be as defined in Context Validation on page 138.

A Level 2 TSS shall recognize the Extensions of the IETF AC Profile for CSIv2 on page 132” (that is, the Proxy Info
extengsion) as defined on that page.

Level 2 requires that a target object that accepts identity assertions based on endorsements in authorizationtokdns
reprepent this support in its IORs as defined in Table 10.17.

Leve] 2 requires that a target object that requires an endorsement to act as proxy for its callers represent this requirement
in its|IORs as defined in Table 10.17.
10.6.4 Stateful Conformance

Impl¢mentations are differentiated not only by the conformance levels describedGmythe preceding sub clauses buft also by
whether or not they support stateful security contexts.

For ah implementation to claim stateful conformance, it shall implement-thé stateless and stateful functionality a$ defined
in Sepsion Semantics on page 141 and in SAS context data MessageBody Types on page 127.

10.Y Sample Message Flows and Scenarios

This pppendix contains sequence diagrams and sample IORs for a set of scenarios selected to illustrate the interoperability
protofols defined in this part of ISO/IEC 19500. The sample IORs are expressed in pseudocode.
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10.7.1 Confidentiality, Trust in Server, and Trust in Client Established in the Connection

Client (P2) :

Target :

o RN Y A
OCLUITIYOTTVILT

1: connect to target()

SecurityService

|

2: accept connection(authenticate client P2)

3: request()

4: reply()

5: request()

6: reply()

1. Initiate SSL/TLS connection/to TSS.

NS}

1o

Send request (with no security service context element).
4. Receiveteply (with no security service context element).
. Saine‘as 3.

4. “_Same as 4.

\

SSL/TLS connection and ciphersuite negotiation accepted by both CSS and TSS. CSS evaluates its trust in [target
authentication identity and decides to continue. Client (P2) authenticates to TSS in the handshake.

10.7.1.1 Sample IOR Configuration

The following sample IOR was designed to address the related scenario.

CompoundSecMechList{
stateful = FALSE;
mechanism_list = {
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CompoundSecMec {
target_requires = {Integrity, Confidentiality, EstablishTrustInClient};
transport_mech = TAG_TLS_SEC_TRANS {
target_supports = {Integrity, Confidentiality, EstablishTrustinClient,
EstablishTrustinTarget};
_ ires = {I ity Confidentiality, EstablishTrustinClient};
addresses = {
TransportAddress {
host_name = x;
port=y;

k
k
k
as_context_mech = {
target_supports = {};

b
sas_context_mech = {
target_supports = {};

5

b

Note [that based on the ciphersuites listed in Required Ciphersuites on page 162 and the rules for target support$ and

targe] requires appearing in the tables in TAG_TLS SEC TRANS on page 153, all target IORs should include {|ntegrity,
Confldentiality, EstablishTrustInTarget} in target (Supports and at least {Integrity, Confidentiality} in target_requires.
This ptatement applies to all the sample IORs coiresponding to all the scenarios described in this sub clause.
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10.7.2 Confidentiality and Trust in Server Established in the Connection - Stateless Trust
in Client Established in Service Context

Client (PZ) - Target :
SecurityService SecurityService

1: connect to target()

2: accept connection()

3: request(EstablishContext(0,,IT(absent),CAT(P2+password)))

4: reply(CompleteEstablishContext(0,FALSE))

5: request(EstablishContext(0,,IT(absent),CAT(P2+password)))

6:reply(CompleteEstablishContext(0,FALSE))

1. Initiate SSL/TLS connection to TSS.

SSL/TLS conneetion’ and ciphersuite negotiation accepted by both CSS and TSS. CSS evaluates its trust in[target
authentication identity and decides to continue.

1S

Lo

Send reqtiest (with stateless security service context element containing a client_authentication_token).

4. Recgive reply with CompleteEstablishContext service context element indicating context (and request) was
accepted.

ol aQ
J. OdIMC dS 5.

6. Same as 4.

10.7.2.1 Sample IOR Configuration

The following sample IOR was designed to address the related scenario.
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CompoundSecMechList{
stateful = FALSE;
mechanism_list = {
CompoundSecMec {
target_requires = {Integrity, Confidentiality, EstablishTrustInClient};
fransport mech =TAG TIS SEC TRANS {
target_supports = {Integrity, Confldentlallty, EstablishTrustinClient,
EstablishTrustinTarget};
target_requires = {Integrity, Confidentiality};
addresses = {
TransportAddress {
host_name = x;
port=y;

k
b
b
as_context_mech = {
target_supports = {EstablishTrustinClient};
target_requires = {EstablishTrustInClient};
client_authentication_mech = GSSUPMechOID;
target_name = (GSSUPMechOID + name_scope);
b
sas_context_mech = {
target_supports = {};
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10.7.3 Confidentiality, Trust in Server, and Trust in Client Established in the Connection
Stateless Trust Association Established in Service Context

Infermediate (P2) : Target :
SecurityService SecurityService

1: connect to target() ’

apply trust
rule to validate
intermediary
(P2)

2: accept connection(authenticate client P2)

3: request(EstablishContext(0,,IT(P1),)) 4:

5: reply(CompleteEstablishContext(0,FALSE)) apply trust

rule to validate
intermediary
(P2)

6: request(EstablishContext(0,AT(P1),)) I

8: reply(CompleteEstablishContext(0,FALSE))

1. Initiate SSL/TLS connecttion to TSS.

NS}

SSL/TLS connectiomand ciphersuite negotiation accepted by both CSS and TSS. CSS evaluates its trust in [target
authentication identity and decides to continue. Client (P2) authenticates to TSS in the handshake.

Lo

Send requést (with stateless security service context element containing spoken for identity (P1) in identity_token).
4. TSS validates that target trusts P2 to speak for P1.

4. Receive reply with CompleteEstablishContext service context element indicating context (and request) was
dccepted.

6. Same as 3.
7. Same as 4.

8. Same as 5.
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10.7.

3.1 Sample IOR Configuration

The following sample IOR was designed to address the related scenario.

Com

poundSecMechList {

stateful = FALSE;

1

b

10.7

If tru
ident
to sp
prece

10.7

}.

hechanism_Iist = {
CompoundSecMec {
target_requires = {Integrity, Confidentiality, EstablishTrustInClient};
transport_mech = TAG_TLS_SEC_TRANS {
target_supports = {Integrity, Confidentiality, EstablishTrustinClient,
EstablishTrustinTarget};
target_requires = {Integrity, Confidentiality, EstablishTrustInClient};
addresses = {
TransportAddress {
host_name = x;
port=y;
b
5
b
as_context_mech = {
target_supports = {};

b

sas_context_mech = {
target_supports = {IdentityAssertion};
target_requires = {};
privilege_authorities = {};
supported_naming_mechanisms = {GSSUPMechOID};
supported_identity_types-= {ITTPrincipalName};

3.2 Validating the Trusted Server

ding example).

3(3yPresuming the Security of the Connection

5t is not presumed;, then the TSS shall evaluate the trustworthiness of the speaking for identity (i.e., the cli
ty establishediin-the authentication layer(s) - P2 in the preceding example) in order to determine if it is au
bak for the~spoken for identity (i.e., the non-anonymous identity represented as P1 in the identity token in

ent
thorized
he

There are variants of this scenario where either no security is established in the connection, or the connection is used to
establish confidentiality only, and/or trust in the target only. These cases all fall under what is referred to as a presumed
trust association. Where the security of the connection and the party using it is presumed, the TSS will not validate the
trustworthiness of the speaking-for identity.

Com

poundSecMechList {

stateful = FALSE;
mechanism_list = {

170
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CompoundSecMec {
target_requires = {Integrity, Confidentiality};
transport_mech = TAG_TLS_SEC_TRANS {
target_supports = {Integrity, Confidentiality, EstablishTrustinTarget};
target_requires = {Integrity, Confidentiality};
— addresses={
TransportAddress {
host_name = x;
port=y;

B
}
}
as_context_mech = {
target_supports = {};

}

sas_context_mech = {
target_supports = {IdentityAssertion};
target_requires = {};
privilege_authorities = {};
supported_naming_mechanisms = {GSSUPMechOID};
supported_identity_types = {ITTPrincipalName};
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10.7.4 Confidentiality, Trust in Server, and Trust in Client Established in the
Connection - Stateless Forward Trust Association Established in Service Context

Intermediate(P2) : Target :
SEcurityService SecurityService

1: connect to target()

|

2: accept connection(authenticate client P2)

3: request(EstablishContext(0,AT(P1,proxies{P2}),IT(P1),))

4: reply(CompleteEstablishContext(0,FALSE))

5: request(EstablishContext(0,AT(P1,proxies{P2}),IT(P1),))

6: reply(CompleteEstablishContext(0,FALSE))

Initiate SSL/TLS conne¢tion to TSS.

4. SSL/TLS connection,and ciphersuite negotiation accepted by both CSS and TSS. CSS evaluates its trust in [target
authentication identity and decides to continue. Intermediate (P2) authenticates to TSS in the handshake.

3. Send request-with stateless security service context element containing spoken for identity (P1) in identity| token,
and trust.rale from P1 in authorization_token delegating proxy to P2.

4. Reecive reply with CompleteEstablishContext service context element indicating context (and request) was
accepted.

5. Same as 3.

6. Same as 4.

10.7.4.1 Sample IOR Configuration

The following sample IOR was designed to address the related scenario.

172
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CompoundSecMechlList {
stateful = FALSE;
mechanism_list = {
CompoundSecMec {
target_requires = {Integrity, Confidentiality, EstablishTrustinClient};
transport mech = TAG TLS SEC TRANS {
target_supports = {Integrity, Confidentiality, EstablishTrustinClient,
EstablishTrustinTarget};
target_requires = {Integrity, Confidentiality, EstablishTrustinClient};
addresses = {
TransportAddress {
host_name = x;
port=y;

b
b
b

as_context_mech = {
target_supports = {};

}
sas_context_mech = {
target_supports = {IdentityAssertion, DelegationByClient};
target_requires = {};
privilege_authorities = {
ServiceConfigurationSyntax {
syntax = s;
name = n;
b
b
supported_naming_mechanisms = {GSSUPMechOID};
supported_identity_types = {ITTPrincipalName};

) 5
b

10.8 References

CORBASEC

CORBASecurity Service, Revision 1.2, http://www.omg.org/docs/ptc/98-01-02

COR A Scuulit_y SCI VibC, RCViDiUll 15, 11ttl) WWW.Ulllé.Ulg dUL/D Ptb 98'12'03
CORBA Security Service, Revision 1.7, http://www.omg.org/docs/ptc/99-12-03
IETF ID PKIXAC

An Internet Attribute Certificate Profile for Authorization, <draft-ietf-pkix-ac509prof-05.txt>, S. Farrell, Baltimore
Technologies, R. Housley, SPYRUS, August 2000.
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IETF RFC 2246

The

TLS Protocol Version 1.0, T. Dierks, C. Allen, January 1999.

IETF RFC 2459

Intert
1999

IETH RFC 2743

Gene

X.501-93

ITU-

10.

9 IDL

10.9.1 Module GSSUP - Username/Password GSSAPI)Token Formats

#ifndef _GSSUP_IDL _
#deflne _GSSUP_IDL _

impqrt ::CSl;

module GSSUP {

174

typeprefix GSSUP “omg.org”;

The GSS Object Identifier allocated for the
username/password mechanism is defined below.

{ iso-itu-t (2) international-organization (23) omg (130)
security (1) authentication (1) gssup-mechanism (1) }

N~~~

gonst CSI::StringOID"GSSUPMechOID = "0id:2.23.130.1.1.1";

The followingstructure defines the inner contents of the
username password initial context token. This structure is
CDR encapsulated and appended at the end of the
username/password GSS (initial context) Token.

et X.509 Public Key Intrastructure Certificate and CRL Protile, K Housley, W. Ford, W. Polk, and D. Solo

ric Security Service Application Program Interface Version 2, Update 1, J. Linn, January 2000:

[ Recommendation X.501: Information Technology - Open Systems Interconnectiany- The Directory: Mod

January

bls, 1993.

I itiate tTokerr
CSI::UTF8String username;
CSI::UTF8String password;
CSI::GSS_NT_ExportedName target_name;

5

typedef unsigned long ErrorCode;

Il GSSUP Mechanism-Specific Error Token
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struct ErrorToken {

}.

ErrorCode error_code;

3

Il The context validator has chosen not to reveal the GSSUP
Il specific cause of the failure.

/
/
q

}; 1l G

#end

10.9

#ifng
#def

mod

[«

/
/
/
/
/

canst FrrorCode GSS UP_S_G_UNSPECIFIED = 1;

ISO/IEC 19500-2:2012(E)

The user identified in the username field of the
GSSUP::InitialContextToken is unknown to the target.
onst ErrorCode GSS_UP_S_G_NOUSER = 2;

The password supplied in the GSSUP::InitialContextToken was
incorrect.
onst ErrorCode GSS_UP_S_G_BAD_PASSWORD = 3;
The target_name supplied in the GSSUP::InitialContextToken does
not match a target_name in a mechanism definition of the target.
onst ErrorCode GSS_UP_S_G_BAD_TARGET = 4;
5SSUP
if
.2 Module CSI - Common Secure Interoperability

ef _CSI_IDL_
ne _CSL_IDL_

le CSI{
peprefix CSI “omg.org”;

The OMG VMCID; same yalue as CORBA::OMGVMCID. Do not change ever.
onst unsigned long ©OMGVMCID = 0x4F4DO0;

An X509CertificateChain contains an ASN.1 BER encoded SEQUENCE
[1..MAX] OF-X.509 certificates in a sequence of octets. The

subject’s certificate shall come first in the list. Each following
certificate shall directly certify the one preceding it. The ASN.1
representation of Certificate is as defined in [IETF RFC 2459].

qypedef sequence <octet> X509CertificateChain;

/I an X.501 type name or Distinguished Name in a sequence of
Il octets containing the ASN.1 encoding.

typedef sequence <octet> X501DistinguishedName;

/I UTF-8 Encoding of String

© ISO/IEC 2012 - All rights reserved
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typedef sequence <octet> UTF8String;
I/ ASN.1 Encoding of an OBJECT IDENTIFIER

typedef sequence <octet> OID;

typedef sequence <OID> OIDList;

Il A sequence of octets containing a GSStoken. Initial context tokens are

Il ASN.1 encoded as defined in [IETF RFC 2743] 3.1,

/] "Mechanism-Independent token Format", pp. 81-82. Initial context tokens
/] contain an ASN.1 tag followed by a token length, a mechanism identifier,
/] and a mechanism-specific token (i.e. a GSSUP::InitialContextToken). The
Il encoding of all other GSS tokens (e.g. error tokens and final context
/] tokens) is mechanism dependent.

typedef sequence <octet> GSSToken;

/] An encoding of a GSS Mechanism-Independent Exported Name Object as
Il defined in [IETF RFC 2743] 3.2, "GSS Mechanism-Independent

/] Exported Name Object Format," p. 84.

typedef sequence <octet> GSS_NT_ExportedName;

typedef sequence <GSS_NT_ExportedName> GSS_NT_ExportedNameList;

/] The MsgType enumeration defines the complete set of service context

/] message types used by the CSI context management protocols, including
/] those message types pertaining only to the stateful application of the

/] protocols (to insure proper alignment:of the identifiers between

/] stateless and stateful implementations). Specifically, the

/] MTMessagelnContext is not sent by stateless clients (although it may

/] be received by stateless targets):

typedef short MsgType;

onst MsgType MTEstablishContext = 0;

onst MsgType MTCompleteEstablishContext = 1;
onst MsgType-MTContextError = 4;

onst MsgType-MTMessagelnContext = 5;

~

The Contextld type is used carry session identifiers. A stateless
/] application of the service context protocol is indicated by a session
Il identifier value of 0.

typedef unsigned long long Contextid;

Il The AuthorizationElementType defines the contents and encoding of
Il the_element field of the AuthorizationElement.

I/l The high order 20-bits of each AuthorizationElementType constant

Il shall contain the Vendor Minor Codeset ID (VMCID) of the
Il organization that defined the element type. The low order 12 bits
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Il shall contain the organization-scoped element type identifier. The
/I high-order 20 bits of all element types defined by the OMG shall
/I contain the VMCID allocated to the OMG (that is, 0x4F4D0).

typedef unsigned long AuthorizationElementType;

An AuthorizationElementType of X509AttributeCertChain indicates that
the_element field of the AuthorizationElement contains an ASN.1 BER
SEQUENCE composed of an (X.509) AttributeCertificate followed by a
SEQUENCE OF (X.509) Certificate.

The chain of identity certificates is provided

to certify the attribute certificate. Each certificate in the chain

shall directly certify the one preceding it. The first certificate

in the chain shall certify the attribute certificate. The ASN.1
representation of (X.509) Certificate is as defined in [IETF RFC 2459].
The ASN.1 representation of (X.509) AtributeCertificate is as defined
in [IETF ID PKIXAC].

N N N N Y N N~ e~~~

gonst AuthorizationElementType X509AttributeCertChain = OMGVMCID | 1;
typedef sequence <octet> AuthorizationElementContents;

[/ The AuthorizationElement contains one element of an authorization token.
I/l Each element of an authorization token is logically a PAC.

gtruct AuthorizationElement {
AuthorizationElementType the_type;
AuthorizationElementContents the.element;

/I The AuthorizationToken is made“up of a sequence of
/I AuthorizationElements

Ipedef sequence <AuthorizationElement> AuthorizationToken;
pedef unsigned.long IdentityTokenType;

/| Additional standard identity token types shall only be defined by the
/l OMG. All.ldentityTokenType constants shall be a power of 2.

gonstildentityTokenType ITTAbsent = 0;
gonst.IdentityTokenType ITTAnonymous = 1;

) ¢ IdentitvTokenT ITTPrincioalN =2
const IdentityTokenType ITTX509CertChain = 4;
const IdentityTokenType ITTDistinguishedName = 8;
typedef sequence <octet> IdentityExtension;

union IdentityToken switch ( IdentityTokenType ) {
case ITTAbsent: boolean absent;
case ITTAnonymous: boolean anonymous;
case ITTPrincipalName: GSS_NT_ExportedName principal_name;
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case ITTX509CertChain: X509CertificateChain certificate_chain;
case ITTDistinguishedName: X501DistinguishedName dn;
default: IdentityExtension id;

b
struct FstablishContext {
Contextld client_context_id;
AuthorizationToken authorization_token;
IdentityToken identity_token;
GSSToken client_authentication_token;
}.

gtruct CompleteEstablishContext {
Contextld client_context_id;
boolean context_stateful;
GSSToken final_context_token;

¥

gtruct ContextError {

Contextld client_context_id;
long major_status;

long minor_status;
GSSToken error_token;

=~

Not sent by stateless clients. If received by(a stateless server, a
/] ContextError message should be returned, indicating the session does
not exist.

~

gtruct MessagelnContext {
Contextld client_context_id;
boolean discard_context;

dnion SASContextBody switch ( MsgType ) {

case MTEstablishContext: EstablishContext establish_msg;

case MTCompleteEstablishContext: CompleteEstablishContext complete_msg;
case MTContextError: ContextError error_msg;

case MTMessagelnContext: MessagelnContext in_context_msg;

}.

/] Thefollowing type represents the string representation of an ASN.1

/LOBJECT IDENTIFIER (OID). OIDs are represented by the string “oid:™

Il followed by the integer base 10 representation of the OID separated

Il by dots. For example, the OID corresponding to the OMG is represented
Il as: "0id:2.23.130"

typedef string StringOID;

I/l The GSS Object Identifier for the KRB5 mechanism is:
Il { iso(1) member-body(2) United States(840) mit(113554) infosys(1)
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Il gssapi(2) krb5(2) }

const StringOID KRB5MechOID = "oid:1.2.840.113554.1.2.2";

]
/
/

[«

¥} 1 C
#end

10.9

#ifng
#idef

impd
impd

Il The GSS Object Identifier for name objects of the Mechanism-independent

[ Exported Name Qbject type is

{iso(1) org(3) dod(6) internet(1) security(5) nametypes(6)
gss-api-exported-name(4) }

onst StringOID GSS_NT_Export_Name_OID = "0id:1.3.6.1.5.6.4";
The GSS Object Identifier for the scoped-username name form is:
{ iso-itu-t (2) international-organization (23) omg (130) security (1)
naming (2) scoped-username(1) }

onst StringOID GSS_NT_Scoped_Username_OID = "0id:2.23.130.1.2.1\";

LS|
if

.3 Module CSIIOP - CSlIv2 IOR Component Tag Definitions

ef _CSIIOP_IDL_
ne _CSIIOP_IDL_

rt ::IOP;
rt ::CSl;

mod

le CSIIOP {
peprefix CIIOP “omg.org”;

/] Association options

pedef unsigned short AssociationOptions;

onst AssociationOptions NoProtection = 1;

onst AssociationOptions Integrity = 2;

onst AssociationOptions Confidentiality = 4;

onst AssociationOptions DetectReplay = 8;

onst AssociationOptions DetectMisordering = 16;
onst AssociationOptions EstablishTrustinTarget = 32;
onst AssociationOptions EstablishTrustIinClient = 64;
onst AssociationOptions NoDelegation = 128;

onst AssociationOptions SimpleDelegation = 256;
onst AssociationOptions CompositeDelegation = 512;

const AssociationOptions IdentityAssertion = 1024,
const AssociationOptions DelegationByClient = 2048;

/I The high order 20-bits of each ServiceConfigurationSyntax constant
/I shall contain the Vendor Minor Codeset ID (VMCID) of the

Il organization that defined the syntax. The low order 12 bits shall

Il contain the organization-scoped syntax identifier. The high-order 20
/I bits of all syntaxes defined by the OMG shall contain the VMCID

© ISO/IEC 2012 - All rights reserved

ISO/IEC 19500-2:2012(E)

179


https://standardsiso.com/api/?name=d39b24d01f7c94df9350662c8c66a025

ISO/IEC 19500-2:2012(E)

180

I allocated to the OMG (that is, 0x4F4DO0).
typedef unsigned long ServiceConfigurationSyntax;

const ServiceConfigurationSyntax SCS_GeneralNames = CSI::OMGVMCID | 0;
const ServiceConfigurationSyntax SCS GSSFxportedName = CSI::OMGVMCID | 1;

-,

ypedef sequence <octet> ServiceSpecificName;

The name field of the ServiceConfiguration structure identifies a

privilege authority in the format identified in the syntax field. If the

syntax is SCS_GeneralNames, the name field contains an ASN.1 (BER)
SEQUENCE [1..MAX] OF GeneralName, as defined by the type GeneralNames-in
[IETF RFC 2459]. If the syntax is SCS_GSSExportedName, the name field
contains a GSS exported name encoded according to the rules in

[IETF RFC 2743] 3.2, "Mechanism-Independent Exported Name

Object Format," p. 84.

~ N N N~~~ ~

gtruct ServiceConfiguration {
ServiceConfigurationSyntax syntax;
ServiceSpecificName name;

typedef sequence <ServiceConfiguration> Service€onfigurationList;

~

The body of the TAG_NULL_TAG component is a sequence of octets of
length 0.

~

~

type used to define AS layer functionality within a compound mechanism
definition

~

gtruct AS_ContextSec {

AssociationOptions target_supports;
AssociationOptions target_requires;
CSI::0ID client_authentication_mech;
CSI::GSS_NT_ExportedName target_name;

~

type used'to define SAS layer functionality within a compound mechanism
definition

~

sltruct SAS_ContextSec {

AssociationOptions target_requires;
ServiceConfigurationList privilege_authorities;
CSI::OIDList supported_naming_mechanisms;
CSl::ldentityTokenType supported_identity_types;

b

Il type used in the body of a TAG_CSI_SEC_MECH_LIST component to
Il describe a compound mechanism
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