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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are me

mbers of

ISO or IEC participate in the development of International Standards through technical committees

gstablished by the respecltive organization 0 deal with particular fields of technical aclivity. 1SO
technical committees collaborate in fields of mutual interest. Other international organizations, gove
gnd non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\of inf
teéchnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

he main task of the joint technical committee is to prepare International Standards. Draft Intg

Q (n —

n International Standard requires approval by at least 75 % of the national bedies casting a vote.

>

ttention is drawn to the possibility that some of the elements of this document may be the subject
ghts. ISO and IEC shall not be held responsible for identifying any or:all such patent rights.

—

SO/IEC 10373-8 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
ubcommittee SC 17, Cards and personal identification.

(ds)

SO/IEC 10373 consists of the following parts, under the general title /dentification cards — Test meth
— Part 1: General characteristics

—+ Part 2: Cards with magnetic stripes

—+ Part 3: Integrated circuit cards with-contacts and related interface devices
—+ Part 5: Optical memory cards

—+ Part 6: Proximity cards

—+ Part 7: Vicinity cards

-+ Part 8: USB<ICE

—+ Part 9~Optical memory cards: Holographic recording method

nternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part .

and IEC
rnmental
ormation

rnational

tandards adopted by the joint technical committee are circulated to national bodies for voting. Publigation as

of patent

hnology,

ods:
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uction

The USB-ICC is a complex device supporting the USB protocol. The layered structure of the USB protocol
involves setting the USB-ICC in different testing configurations when a card manufacturer needs to set forth a
Validation Plan. In addition, any USB device belongs to a USB Class. Therefore, the comprehensive testing of

any US

device Involves caretully developing a lest Flan that includes three different groups of [ ests:

evaluation of the Electrical, Physical features;

2) |effective execution of the USB protocaol;

3) [execution of Tests designed to prove the compliance of the USB device with its spécific Class.
These High-Level Groups of Test are made up of a series of individual Test Scenarios. These scenarigs
challengg the device, and are designed so that any non-compliance of the card couldbe disclosed. The final
objectiveg is to guarantee the compatibility of the USB-ICC with other USB-compliant/devices.
Figure 1| summarizes the Validation Test Framework for the USB-ICC hat this part of ISO/IEC 103713
suggestq for the USB-ICC.

/ sy \
PHYSICAL & USB PROTOCOL USB-ICC 7816-12
EQECTRICAL CLASS COMPLIANCE
USB-IF g_SB | —
igna Ehd Point Timing Standard Class Test _
Full and Llow Speed Behaviour Requests State Machine
Electrical and
Interoperability
Complignce Test
Progedure
Figure 1 — Compliance test overview

According“to ISO/IEC 7816-12, the USB-ICC is required to comply with the USB Specification 2.0 at physical
and electrical levels This specification is common to all USB devices; it is published by the USB Tmplementers

Forum, which has also published some Compliance Test Procedures that can be used to test some of the
functionalities of the card. Note that ISO/IEC 7816-12 actually describes the USB-ICC Device Class, and
testing procedures specific to the USB-ICC Class are not available.

\Y
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Identification cards — Test methods —

Part 8:
USB-ICC

1 Scope

—]

his part of ISO/IEC 10373 describes a Test Methodology and a list of Test Scenarios to evaluate the
ompliance of a card with ISO/IEC 7816-12.

Q

(ds)

pecifically, this part of ISO/IEC 10373:
— addresses USB 2.0 physical layer measurements and electrical compliance testing;

— discusses issues relative to the Test Tools to analyse USB bus traffic and provides guidance for
the Test Scenarios given in this part of ISO/IEC 10373;

— proposes a classification of Test Scenarios:given in this part of ISO/IEC 10373, alpong with
validation criteria;

— discusses Test Cases for compliance\with the USB CCID Class Device.

b

OTE Compliance means cards that are called USB-ICC products are designed to match the desgription in
BO/IEC 7816-12.

Normative references

D)

—

he following referenced documents are indispensable for the application of this document. Fpr dated
bferences, only the edition cited applies. For undated references, the latest edition of the rgferenced
ocument (including any amendments) applies.

o

SO/IEC 7816-12:2005, Identification cards — Integrated circuit cards — Part 12: Cards with contacts — USB
lectrical interface/and operating procedures [RE1 in Test Tags in this part of ISO/IEC 10373]

D

Universal Serial Bus specification — Revision 2.0, 27 April 2000 [REZ2 in this part of ISO/IEC 10373]

3 “Terms and definitions

31

USB Request

Control Transfer Request

transmission unit for the Control Transfer mode, composed of a Setup Stage (3.5), an optional Data Stage
(3.2) and a Status Stage (3.6)

NOTE 1 Used in particular for the enumeration (3.4) phase.
NOTE 2  The sum of these stages establishes an applicative protocol layer.

NOTE 3 A Request can be either Standard, Class Specific or Vendor Specific.

© ISO/IEC 2011 — All rights reserved 1
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3.2

Data Stage

part of the Control Transfer that conveys the data associated with a given Request in one or more Data Bus
Transactions

3.3
endpoint
communication channel established between a host and a device

NOTE An endpoint is generally mono-directional, except for the Control Transfer mode, where the endpoint is
upstream|and downstream at the same time.

3.4
enumeration

Standard Procedure for recognition by the host of the USB-ICC for setting up a communicatiom.pipe, durin
which thg host attributes a unique address to the device, and the device driver(s) configure(s).the USB-IC

properly

[P (o]

NOTE 1 It starts when a device is plugged onto a USB port.

NOTE 2 It allows one or more suitable device drivers to be attributed to the device.

3.5
Setup Stage
part of afrequest (see Request) containing the request definition

NOTE The Setup Stage contains the target identification of the request, its direction and the length of the next Data
Stage.

3.6
Status Stage
part of a[request (see Request) standing for global acknéwledge of the request

NOTE Any request (except the SetAddress request) is supposed to be terminated before the Status Stage
completed.

[

3.7
transfer
USB trarjsfer

one or more USB transactions

NOTE A transfer is generally mono-directional (downstream — from host to device, or upstream — from device to
host), exgept for the Control. Fransfer transfers that are always bi-directional.

3.8
USB mogde
mode of fransferused by the USB protocol

[oX

NOTE The USB protocol uses four different modes of transfer: The Control Transfer (used for enumeration, an
certain int€ffaces), the Interrupt Transier (simulating a hardware Interrupt behaviour using a polling mechanism), the Bu
Transfer (generally used for non-real-time data transfers) and the Isochronous Transfer (used for real-time data transfers).

=

3.9
USB transaction
sequence of one, two or three phases: Token, Data, Handshake

2 © ISO/IEC 2011 — All rights reserved
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4 Symbols and abbreviated terms

2011(E)

NA Not applicable

ACK Acknowledged

CCID Integrated Circuit(s) Cards Interface Device conforming to RE5

NAK Not acknowledged

STALL Indicates that a transfer is out of context or wrongly formatted. May require a host intervention.

LN

Testing USB Physical and Electrical Characteristics

5.1 Introduction

M

lectrical tests are common to any USB device compliant device. This specification has been publish
SB Implementers Forum. ISO/IEC 10373-3 should refer to this baseline document [RE4].

—

USB Specification 2.0 defines the following data rates and rise times:

Table 1 — Data rates andise times

ed by the

DATA RATES RISE TIMES
Low Speed (LS) 1.5 Mbit/s 75ns-300ns
Full Speed ( FS) 12 Mbit/s 4ns-20ns
High Speed (HS) 480 Mbit/s 500 ps

SB-ICC manufacturers should builda Validation Test Program based on the USB-IF a
ocumentation.

Q.

USB 2.0 electrical testing includes:

— Differential sighal quality (eye diagram testing, signal rates, EOP width, cross-ove
range, paired J-K and K-J as well as consecutive jitter and of course rise and fall times);

— In-Rush current check (current drawn by the CUT) when plugged-in;

— \koaded Vbus power line Drop and droop measurements.

Hor the,tests whose compliance guarantees interoperability at electrical level, either the USB-ICC i

pplicable

voltage

5 directly

Ttached to a Host or it is sharing the USB bus with other USB devices.

USB 2.0 specification introduced a 40 times increase in data rates, and therefore a high level of com
the chip (Hi-Speed). Specific testing for High-Speed compliant devices include receiver sensitiv

plexity to
ity, chirp

(special signaling during the High-Speed devices speed detection protocol), monotonicity (smooth increase or
decrease of Hi-speed signal amplitude without reverse response) and impedance measurements (CUT and
cable). The measurement of very short rise times requires use of real-time oscilloscopes with tight

requirements for bandwidth, data sample rates and rising and falling times.

The USB connection device shall establish an electrical connection to C1, C5, C4 and C8 only, following the

electrical characteristics and protocol given in the USB 2.0 specification.

© ISO/IEC 2011 — All rights reserved
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NOTE 1 Since the publication of ISO/IEC 7816-12, a new relevant USB Specification [RE3] for smart card technology
has been released as a supplement to the USB 2.0 Specification. RE3 or Inter-Chip USB specifies the communication
between devices operating at different voltage classes (3.0V, 1.8V, 1.5V, 1.2V and 1.0V) using USB Data Transfers.
ISO/IEC 7816-12 refers to the USB specification 2.0, requiring the power supply Veus at 5.0V nominal. However, the
configurations and data transfers defined in ISO/IEC 7816-12 may be supported by cards compliant with the Inter-Chip
USB. Compliance rules regarding Inter-chip USB products have not been established yet.

NOTE 2 According to ISO/IEC 7816-12, the USB connection device shall establish an electrical connection to C1, C5,
C4 and C8 only, following the electrical characteristics and protocol given in the USB 2.0 specification. This document
does not address the electrical characteristics of these contacts.

6 Test Set-Up

6.1 Basic Configuration

The Bas|c test set-up enabling the execution of the Test procedures defined in this sectiof typically is made
up of thre¢e different devices:

1. The USB Test Platform, a Host PC, embedding all the necessary software, to“drive the USB protoco
analyzer.

2. The USB Protocol Analyzer configured to capture data transfers,between the Host PC and th
device under test (e.g., the USB-ICC) and display information about the recorded packets. It executes
USB software to generate USB traffic.

[©]

P

3. The USB-ICC under test or an USB-ICC chip emulator, The tests detailed can be performed eithe
dsing a chip emulator, or a USB-ICC, or another development system (bond-out for instance). Refe
o Clause 6.3 for additional information.

-

Figure 2 describes the basic Test Configuration:

USB Test
Platform
USB Cable
e\ USB Cable + connecto
) RY LEFN
( ) = USB Protocol . s
S5 Analyzer 0" %
o yz K R
) o OR
» Q
‘-“ 04 s (]
.
-“’ “Q‘ K .* e,
¢‘0 o “‘ =
-
S ."1-1-11“’ "“
'0. *

‘e “I‘
. .
RLETTTTL LA

USB Cable + connector

NOTE  Other testing configurations are possible.

Figure 2 — Basic test configuration
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6.2 USB Protocol Analyzer features

The USB Protocol Analyzer is configured and controlled by the USB Test Platform to which it is connected

through a USB port.

The USB Test Platform configures the USB Protocol Analyzer Unit in traffic generation mode.

Commercial USB Protocol Analyzers usually support enhancements like a USB Data Transfer. Within USB, at
the lowest level analysis view (packet level) individual packets are representative of the mode of

communication taking place. The second higher-level view (Bus Transaction level) combines pa
USB-ICC Bus transactions (Control, Bulk, Interrupt IN), where the actual functional interaction bet
Host and the USB-ICC takes place. The highest level view (transfer level) is defined by the.'dev
definitions ( CCID class for the USB-ICC).

— —

psted/analyzed at a level that is more illustrative of the functions being performed

he USB Protocol Analyzer usually includes provisions for on-the-fly detection of; and triggering on, n
vents. Such events include specific user-defined bus conditions, packets{matching any Packet
PID), packets matching a Token or Setup transaction, data patterns,.and many abnormal (e
onditions locate specific data, errors and other desired conditions.

O = 0O -

uch pre-selected triggered events may then be recorded and displayed on the USB Test Platform. F
etection of events can also be individually enabled or disabled-te’ allow triggering on events as they
his includes predefined exception or error conditions, and a user-defined set of search conditions.

= QO

.3 Devices under Test
I{ is recommended that tests defined in Clauses 8'and 9 be completed using at least two diffg
latforms:
) The first one is composed of an emulator of the chip under test; and a card reader interfa
configured for USB communication. A"PC using the serial port may be used to drive this emul
card reader interface board (USB-.type) can be plugged into the USB Protocol Analyzer record p
USB connector as shown in Figure 3.

ets into
veen the
ce class

SB Data Transfer level decoding allows to displays bus interactions between,‘USB devicgs being

umerous
Identifier
rror) bus

Real-time
happen.

rent test

ce board
ator. The
brt with a

USB USB connection RS232 connection
Protocol To control the Computer to oontrol Emulator
Analyzer, analyzer the emulator
USB Cable Philips
Connector

USB Cable | Card reader

USB Connector

interface board

Figure 3 — Test platform 1
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b) The second test configuration is made up of a sample smartcard (built with the final component) with a
USB connector, plugged into the USB Protocol Analyzer record port with a USB connector as shown in
Figure 4.

USB
USB connection
Protocol |14 control the Analyzer | Computer
Analyzer
USB Cable USB-ICC
USB Connector - USBCable | Under test

Figure 4 — Test platform 2

7 Test Classification and Validation Criteria

This chapter proposes a classification of the Test Scenarios detailed in Clause'8.

7.1 Test Classification
Each Tegt Scenario described in Clause 8 is characterized by Type, Target and Criticality as follows:

— Test Type: Negative (N) or Nominal (P) , according to the criteria defined in 7.2;

[oN

— Test Target: Core Feature (C), Prototype (P), Contextual Dependency (D), Security (S) an
Side Effect (E) according to the criteria' defined in 7.3;

— Test Criticality: Critical (C), Major’ (M) or Minor (m) according to the criteria defined in 7.4.

7.2 Test types

The Tes{ Type refers to the context/in which the test is performed compared to the real life conditions. Threg
types of {ests are set out in this.section:

=

— Negative tests (N): These tests challenge the ability of the USB-ICC not to run out of control, g
to reachlan”undesired state when accidentally facing a non-standard case. Examples includ
peer defects, non-compliant USB Hosts devices or drivers. Negative Tests in Clause 8 an
tagged with label N;

M O

— ‘Nominal positive tests (P): They ensure that the card performs properly according to
ISO/IEC 7816-12 Pasitive tests in Clause 8 are tagged with label P

Again, in relation with the Nominal Positive Case tests, two types of tests can be differentiated:

— Nominal Case Testing: The Host executes nominal USB Transfers according to USB 2.0 and
expects the USB-ICC to respond in an appropriate way;

— Error Case Testing: The Host introduces deliberately a given USB Protocol Error in the USB
transaction, and expects error detection by the USB-ICC. For instance, a Data Packet error for
an OUT Transaction is expected to result in an irresponsive card and the corresponding Host
Time-Out ( the card doesn’t handshake) resulting in a RETRY initiated by the Host.

6 © ISO/IEC 2011 — All rights reserved
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7.3 Test Targets

Each Test Target refers to a particular part of USB-ICC under test. Five Test Classes are identified in this
section:

Core features (C): Such tests run the card in nominal conditions and check the operation of the

basic services of the USB-ICC. For instance, an algorithm is executed with several inp
and the corresponding output values are checked. These tests are tagged with label
document;

ut values
C in this

O |

a —

h mostitest scenarios, to successfully pass the Test Scenario, the USB-ICC is required to send an a
response to an incoming command.

.4 Test criticality

.5 Test Acceptance and refusal criteria

Prototype (P): Such tests are used to check the boundaries of input parametersiof a given

command. These tests are tagged with label P in this document;

Contextual dependency (D): Such tests ensure that the global context'theeded
command is provided. These tests are tagged with label D in this document;

Security tests (S): Such tests check that a given command is executed only if the
security conditions are met. It is however noted, that such tests (may interfere with “c
dependency” tests. These tests are tagged with label S in this décument;

Side effects (E): Such tests have been designed to makeé-sture that a command does
its execution context unless it is fully managed. These tests are tagged with label
document.

Critical (C): A failure when executing a Test characterized as Critical, denotes a serig
ICC software bug, leading to an<end of the validation process according to this docur
possibly requiring the card redesign. These tests are tagged with label C;

Major (M): A failure when executing a Test characterized as Major; denotes a signifig
but which does not prevent other modules of card from working properly. For instg
discovery of such ‘a.bug once the card has been distributed might Expected Result in th
of a softmask 0 fjx the bug. These tests are tagged with label M;

Minor (m):)A failure when executing a Test characterized as Minor, denotes a less |
bug, meaning that the product is satisfactory operated most of the time, in such a way
defaultmay be unapparent. These tests are tagged with label m.

fo run a

required
bntextual

not alter
F in this

he test criticality provides information about the relative significance and the impact of a failyre when
xecuting the test. Three levels can be identified:

us USB-
nent and

ant bug,
nce, the
e design

gnificant
that the

nswer as

The only test hereafter where the USB-ICC may not send data back are the Tearing Tests where the power is
intentionally cut, so that the card may not have enough time to answer.

In any other case, the status word (SW1-SW2) and the eventual data returned shall match the ones expected
by the test scripts.

A Test Scenario shall be considered as successfully Passed if the associated test script is run according to
the conditions set forth in this section ( without the reporting of either status word errors or data errors)

A Test Scenario shall be considered as Failed, if the associated test script fails to run according to any of the
conditions set forth in this section.
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8 USB Protocol Compliance Test Procedure

8.1 USB Protocol Tests Groups

This section documents a series of four Test Groups used to evaluate the USB-ICC operating at Low Speed
and/or Full Speed against USB 2.0 requirements:

— The tests relative to specific USB signal management by the card (SEO, Suspend, Resume) are
listed in Clause 8.2.1. They cover Speed ldentification, USB Reset, Suspend, Resume and Bit
StuffingvMamagement;

— The tests relative to the timing management for the Interpacket Delay are listed in Clause '832.2;

— The tests relative to the endpoint behaviour (management of low level protocol and errg
recovery) are listed in Clause 8.2.3;

=

— Standard requests management, and associated state machine are listed in Clause 8.2.4;

— Universal Serial Bus specification — Revision 2.0, 27 April 2000 (RE2).shall be used to build th
Test Cases.

[¢]

8.2 Test Description Framework
The Tes{ Cases in this section are identified by a Test Name and a Test\Tag.
The Tes{ Tag shall be built as follows: T_{Test Name} RE2_{Séction of RE2}

RE2 refgrs in this section to USB Specification 2.0 and Séction of RE2 refers to the USB 2.0 Specificatio
Section, where the feature under test is described.

=)

Test Cades are characterized by its Type, Class and\Level of Criticality according to Clause 7.

This identification information along with the:Test Description and other Test-Specific relevant information is
summariged in the following table:

Table 2 — Template for test description

Test|Name Type: see 7.2~ Target: see 7.3 | Criticality: see 7.4 | Doc: RE2 USB Specification 2.0

Tag: : T_{Test Name}_RE2_{Relevant Section of RE2}

Title: “Proposed Title for the Test identified by its Name and Tag

Test Conditions: Usually the Speed to be used

Description: Test Execution Procedure in a Step by Step Basis

Expected Result: Correct Response by the USB-ICC following Test Description on Standard
Conditions.

Initial context: Initial conditions for the USB-ICC and /or Test Set-Up.

Comments: Additional Information on Test Objectives and Relevance

Implementation: See Clause 6 Test Set-Up
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8.2.1 USB signals management Testing

8.21.1  Speed identification

Table 3 — Speed identification test

SpeedID Type: N Class: C Criticality: C Docs: RE2
Tag: T_SpeedID_RE1_7.1.5.1
Title: Check USB-ICC speed management.

Condition of test: The test is performed in Low Speed for a Full Speed device and convergely.

Description:
1. Perform the connection procedure of the device.
2. Send a GetDescriptor(Device) using the wrong communication speed:
3. Send a GetDescriptor(Device) and insure the answer is correct.

Expected Expected Result: Correct answer to the second GetDescriptor:
Initial context: The USB-ICC shall be disconnected.
Comments:

Implementation: USB Test Platform

8.2.1.2 USBReset

Table 4 — USBReset1 test
Class: C | Criticality: C | Docs: RE2

USBReset1 Type: P

Tag: T_USBReset1_RE1_7.1.7.5
Title: Check the reset timing-management.
Condition of test: NA
Description:
1. Perform the.connection procedure of the device.
2. Senda SetAddress(0x01) after 20ms of idle (with SOF).

3. Check the address has been correctly assigned sending a GetDescriptor(Device) af the
new address.

4. ) Send an SEQ with variable length (from 2.5us to 10ms) and wait for 20ms (with SOIf).
5. Check the reset was effective sending a GetDescriptor(Device) at address 0x00.
Expected Expected Result: The answer to the last GetDescriptor() should exist and be corfect.
Initial context: The device shall be disconnected.

~

Comments:

Implementation: USB Test Platform
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Table 5 — USBReset2 test

USBReset2

Type: N Class: C Criticality: C | Docs: RE2

Tag: T_USBReset2 RE1_7.1.7.5

Title: Check the reset timing management (error case).

Condition of test: NA

Description:
1. Perform the connection procedure of the device.
2. Send a SetAddress(0x01) after 20ms of idle (with SOF).

3. Check the address has been correctly assigned sending a GetDescriptor(Device) at the
new address.

4. Send an SEOQ for 2us and wait for 20ms (with SOF).
5. Check the reset was not effective sending a GetDescriptor(Device) at address 0x@1.

Expected Result: The answer to the last GetDescriptor() should exist and be correct:

Initial context: The device shall be disconnected.

Comments:

Implementation: USB Test Platform

Table 6 — USBReset3 test

USBRgset3

Type: P Class: C Criticality: C Docs:'RE2

10

Tag: T_USBReset3_RE1_7.1.7.5

Title: Check the reset recovery time.

Condition of test: NA

Description:
1. Perform the connection procedure of the device.
2. Send a SetAddress(0xQ1) after 20ms of idle (with SOF).

3. Check the address has.been correctly assigned sending a GetDescriptor(Device) at the
new address.

4. Send an SEO for10ms.
5. Send a SefAddress(0x01) after 10ms of idle (with SOF)
6. Check the SetAddress() was effective sending a GetDescriptor(Device) at address 0x01.

Expected Result: The SetAddress() should be accepted by the device and the answer to the last
GetDescriptor() should exist and be correct.

Initial context: The device shall be disconnected.

Conmiments:

Implementation: USB Test Platform
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Table 7 — USBReset4 test

USBReset4 Type: P Class: C Criticality: C Docs: RE2
Tag: T_USBReset4 RE1_7.1.7.5
Title: Check the reset effect on state machine.
Condition of test: NA
Description:
1. Perform the connection procedure of the device.
2. Send a SetAddress(0x01) after 20ms of idle (with SOF).

3. Check the address has been correctly assigned sending a GetDescriptor(Device) af the
new address.

4. Send a SetConfiguration(Configuration) at the new address (where configuration is
defined in device definition) and verify the request is acknowledged.

5. Send an SEO for10ms.

6. Check the SEO0 was effective sending a SetConfiguration(Configuration) at address|0x00
and verifying the SetConfiguration() is rejected with a STALL (requést out of contexf).

Expected Result: The last SetConfiguration() should be rejected with a STALL due to the Joss of
“addressed” status.

Initial context: The device shall be disconnected.

Comments:

Implementation: USB Test Platform

8.2.1.3 Suspend management

Table 8 — USBSuspend test

| WUSBSuspend | Type: P | Class: C | Criticality: C | Docs: RE2

Tag: T_USBSuspend_RE1_7.1.7.6

Title: Check the suspend behavior.

Condition of test: NA

Description:
1. Perform the cennéction procedure of the device.
2. Send a SEOor 10ms and wait 10ms in idle (with SOF).
3. Send a SetAddress(0x01) at address 0x00 and wait 5ms in idle (with SOF).
4

Force a Suspend on the bus (traffic is stopped) for 1013.5ms (3.5ms without any traffic to force
the device starting the suspend transition + 10ms left to the device to actually by in suspend
made + 1s for measuring the suspend current).

Perform a Resume sequence for 30ms and wait 20ms in idle (with SOF).

6> Check the address is still assigned to the device sending a GetDescriptor(Device) at 3ddress
0x01.

7. Send a SetConfiguration(Configuration) at the new address (where configuration is dgfined in
device definition) and verify the request is acknowledged.

8. Force a Suspend on the bus (traffic is stopped) for 1013.5ms (3.5ms without any traffic to force
the device starting the suspend transition + 10ms left to the device to actually by in suspend
mode + 1s for measuring the suspend current).

(o] Perform a Resume sequence for 30ms and wait 20ms-in idle (\A/ith QOF)

10. Check the configuration is still assigned to the device sending a GetConfiguration() at address
0x01.

&

Expected Result: The last GetDescriptor() (point 6) and the GetConfiguration() (point 10) should be
accepted and should return a correct answer.

Initial context: The device shall be disconnected.

Comments: This test gets its full meaning only if the current consumed by the device when in suspend
mode is measured (see Annex 1). Nevertheless, this test can be used in automatic sessions as it shows
whether the suspend mode disturbs the device operations or not.

This test should be performed for each configuration during normal operation of the device.

Implementation: USB Test Platform
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8.21.4 Resume management

Table 9 — USBResume test

USBResume Type: P Class: C Criticality: C Docs: RE2
Tag: T_USBResume_RE1_7.1.7.7
Title: Check the resume behavior.
Condition of test: NA
Description:
1. Perform the connection procedure of the device.
2. Send a SEO for 10ms and wait 10ms in idle (with SOF).
3. Send a SetAddress(0x01) at address 0x00 and wait 5ms in idle (with SOF).
4

Force a Suspend on the bus (traffic is stopped) for 1013.5ms (3.5ms without any
traffic to force the device starting the suspend transition + 10ms left to the\device to
actually by in suspend mode + 1s for measuring the suspend current).

Perform a Resume sequence for 20ms and wait 10ms in idle (with SOF).

6. Check the address is still assigned to the device sending a GetDescriptor(Device) at
address 0x01.

7. Send a SetConfiguration(Configuration) at the new address (where configuration is
defined in device definition) and verify the request is acknowledged.

8. Force a Suspend on the bus (traffic is stopped) for 1043.5ms (3.5ms without any
traffic to force the device starting the suspend transition + 10ms left to the device to
actually by in suspend mode + 1s for measuring\the suspend current).

9. Perform a Resume sequence for 20ms and‘wait 10ms in idle (with SOF).

10. Check the configuration is still assigned te'the device sending a GetConfiguration() at
address 0x01.

Expected Result: The last GetDescriptof()(point 6) and the GetConfiguration() (point 10)
should be accepted and should return a correct answer.

o

Initial context: The device shall be disconnected.

Comments:
This test should be performed for-each configuration during normal operation of the device.

Implementation: USB Test'Platform
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8.21.5 Bit stuffing management

Table 10 — USBBiItStuff1 test

USBBitStuff1

Type: N Class: C Criticality: C Docs: RE2

Tag: T_USBBitStuffl_RE1_7.1.9

Title: Check the device detects a Bit Stuffing error.

Condition of test: Test shall be performed for each existing endpoint.

Description:

1. Perform the connection procedure of the device.
2. Send a SEOQ for 10ms and wait 10ms in idle (with SOF).

3. Send a GetDescriptor(0xFF) at address 0x00 with a Bit Stuffing error, and check thg device
does not return any handshake.

4. Send an IN transaction, and verify the device returns a STALL.

5. Send a GetDescriptor(Device) at address 0x00 without a Bit Stuffing’error, and chedk the
Setup Stage is acknowledged.

6. Send an IN transaction, and verify the device returns a correctianswer.

Expected Result: The device should ignore the Setup Stage of\the’request containing the érror (and
so, reject the following upstream transaction), and accept the following Setup Stage, not containing an
error (and so, accept and treat the following upstream transaction).

Initial context: The device shall be disconnected.

Comments:
This test should be performed for each endpointimplemented for the device.

Implementation: USB Test Platform

Table 11 = USBBItStuff2 test

USBBItStuff2

Type: P Class: C Criticality: C Docs: RE2

Tag: T_USBBItStuff2_ RE1x7.1.9

Title: Check the device manages correctly the Bit Stuffing generation.

Condition of test: Test shall be performed for each existing endpoint.

Description:
1. Perform the connection procedure of the device.
2. 8end a SEO for 10ms and wait 10ms in idle (with SOF).

3¢ \Send a GetDescriptor(0xFF) at address 0x00 with a Bit Stuffing error, and check thg device
does not return any handshake.

4. Send an IN transaction, and verify the device returns a STALL.

5. Send a GetDescriptor(Device) at address 0x00 without a Bit Stuffing error, and chegk the
Setup Stage is acknowledged.

6. Send an IN transaction, and verify the device returns a correct answer.

Expected Result: The device should ignore the Setup Stage of the request containing the ¢rror (and
so, reject the following upstream transaction), and accept the following Setup Stage, not containing an
error (and so, accept and treat the following upstream transaction).

Initial context: The device shall be disconnected.

Comments:
This test should be performed for each endpoint implemented for the device.

Implementation: USB Test Platform
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8.2.2 Timing management Test

8.2.21 Interpacket delay

Table 12 — USBIPDelay1 test

USBIPDelay1 Type: P Class: C Criticality: C Docs: RE2
Tag: T_USBIPDelay1_RE1_7.1.18
Title: Check the device response time.

Condition of test: Test shall be performed Tor each existing endpoint.
Description:
1. Perform the connection procedure of the device.

2. Send a loop of 100 GetDescriptor(Device) request and verify the device response
(ACK or DATAO or DATA1) comes less than 7.5 bit times after the end of‘the packet
sent by the host.

Expected Result: The Expected Result is obtained by measuring the inter-packet time.
Initial context: The device shall be disconnected.

Side effects:

Comments:

This test should be performed for each endpoint implemented for, the device.
Implementation: USB Test Platform

Table 13 — USBIPDelay2 test

USBIPDelay2 Type: N Class: C Criticality: C Docs: RE2
Tag: T_USBIPDelay2_RE1_7.1.18
Title: Check the device manages the inter-packet time-out.

Condition of test: Test shall be performed for each existing endpoint.
Description:
1. Perform the connection procedure of the device.

2. Send the Setup_Stage of a GetDescriptor(Device) with a variable inter-packet delay
(from 8 to 20 bijt times with an increment of 1 bit time).

3. Reset the device (valid SEO sequence).

4. Send a,regular Setup Stage of a GetDescriptor(Device) request, followed by an IN
transaction. Send the ACK of the IN transaction after a variable delay (from 8 to 20
bit-times with an increment of 1 bit time).

5.~"Depending on the packet length, send another IN transaction or two consecutive
OUT transactions.

Expected Result: The device should repeat the data of first IN transaction if the transaction of
point 5 is an IN transaction, or the second OUT transaction should be acknowledged for the
other case.

Initial context: The device shall be disconnected.

Comments: It is to be noticed that the device behavior for inter-packet delays between 16
and— 8 bittimes s ot specified, meaning—thatthedevice betavior stattdependom the
implementation for this interval.

Note that there are two conditions being tested; these are separated by a reset of the device.
This test should be performed for each endpoint implemented for the device.
Implementation: USB Test Platform
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8.2.3 Low level protocol and error recovery Testing

8.2.3.1 CRC error detection

Table 14 — USBCRC1 test

USBCRC1 Type: N | Class: C ‘ Criticality: C ‘ Docs: RE2
Tag: T_USBCRC1_RE1_8.71
Title: Check that a token with a wrong CRC in ignored.
€onditionof-test—Fest-shaltbe-performed-foreach-existingendpoint——————
Description:

1. Perform the connection procedure of the device.

2. Send a GetDescriptor(Device) request with a CRC error in the SETUP token.

3. Send the correct GetDescriptor(Device) and check the Expected Result is correct.

Expected Result: The device should not return any handshake in the corrupted Setup Stage,
and the following /N transaction should be rejected with a STALL.

Initial context: The device shall be disconnected.

Comments:

This test shall also be performed at least once for all additional endpoints with a suitable
transaction.

Implementation: USB Test Platform

Table 15 — USBCRC2 test

USBCRC2 Type: N Class: C Criticality: C Docs: RE2
Tag: T_USBCRC2_RE1_8.7.1
Title: Check that a token with a wrong CRC in ignored.

Condition of test: Test shall-be performed for each existing endpoint.

Description:
1. Perform the eonnection procedure of the device.

2. Send a Getbescriptor(Device) request with a CRC error in the DATA field of the| Data
Packet:

3. Send\the correct GetDescriptor(Device) and check the Expected Result is correct.

Expected\Result: The device should not return any handshake in the corrupted Setup $tage,
and the fellowing /N transaction should be rejected with a STALL.

Initial-context: The device shall be disconnected.

Comments:

This test shall also be performed at least once for all additional endpoints with a suitable
transaction.

Implementation: USB Test Platform
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8.2.3.2 PID error

Table 16 — USBPID1 test

USBPID1 Type: N Class: C Criticality: C Docs: RE2
Tag: T_USBPID1_RE1_8.7.1
Title: Check that a Token packet containing a wrong PID is ignored.

Condition of test: Test shall be performed for each existing endpoint.
Description:
1. Perform the connection procedure of the device.

2. Send a GetDescriptor(Device) request with a PID error in the SETUP token (PID value
well formatted but not existing).

3. Send the correct GetDescriptor(Device) and check the Expected Result is correct.
4. Restart from point 2 with the SETUP PID badly formatted.
5. Restart from point 2 with a wrong value badly formatted instead of SETUP PID.

Expected Result: Each time the PID is wrong, the token should be ignored, and the
corresponding transaction should be ignored as well.

Initial context: The device shall be disconnected.
Side effects:
Comments:

This test shall also be performed at least once for all additional endpoints with a suitable
transaction.

Implementation: USB Test Platform

Table 17 — USBPID2 test

USBPID2 Type: N Class: C Criticality: C Docs: RE2
Tag: T_USBPID2_RE1_8.7.1
Title: Check that a Data packet containing a wrong PID is ignored.

Condition of test: Test shall be(performed for each existing endpoint.
Description:
1. Perform the connection procedure of the device.

2. Send a GetDescriptor(Device) request with a PID error in the DATA Token (PID value
well formatted but not existing).

3. Send'the correct GetDescriptor(Device) and check the Expected Result is correct.
4. Restart from point 2 with the DATA PID badly formatted.
5~.Restart from point 2 with a wrong value badly formatted instead of DATA PID.

Expected Result: Each time the PID is wrong, the token should be ignored, and the
corresponding transaction should be ignored as well.

Initial context: The device shall be disconnected.

Comments:
This test shall also be performed at least once for all additional endpoints with a suitable

4 4
uarioactuurlt.

Implementation: USB Test Platform
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Table 18 — USBPID3 test

USBPID3 Type: N Class: C Criticality: C Docs: RE2
Tag: T_USBPID3_RE1_8.7.1
Title: Check that a handshake packet containing a wrong PID is ignored.

Condition of test: Test shall be performed for each existing endpoint.

Description:
1. Perform the connection procedure of the device.
2. Send a GetDescr/ptor(Dewce) request with a PID error in the HANDSHAKE token of

thefirstiN-tramsactiomof the BataStage(PiDvatue wett-formatted-but ot existing).

3. Send the correct GetDescriptor(Device) and check the Expected Result is correct.
4. Restart from point 2 with the HANDSHAKE PID badly formatted.
5. Restart from point 2 with a wrong value badly formatted instead of HANDSHAKE RID.

Expected Result: Each time the PID is wrong, the token should be' ‘ignored, angl the
corresponding transaction should be ignored as well, meaning that the second IN transactjon of
the Data Stage (that has to be added if the packet size is greater than™8) shall contain the
same information as the first one.

Initial context: The device shall be disconnected.
Comments:

This test shall also be performed at least once for allCadditional endpoints with a suitable
transaction.

Implementation: USB Test Platform

8.2.3.3 Data toggling error detection

Table 19 — USBDataToggle test

USBDataToggle Type: P Class: C Criticality: C Docs: RE2
Tag: T_USBDataToggle~-RE1_8.6
Title: Check that the data toggle is correctly managed in the device.

Condition of test: TFest shall be performed for each existing endpoint.
Description:
1. Perform the connection procedure of the device.

2.(_Send a GetDescriptor(Device) request with a DATA1 token for the Data Packet
instead of a DATAQO.

Expected Result: The request should be ignored, and no handshake nor data shquld be
returned by the device.

Initial context: The device shall be disconnected.
Side effects:
Comments:

This test should also be performed at least once for all additional endpoints with a guitable
transaction when possible (OUT endpoints only).

Implementation: USB Test Platform
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8.2.34

Address error detection

Table 20 — USBAddress test

USBAddress Type: N Class: C Criticality: C Docs: RE2

8.2.3.5

18

Tag: T_USBAddress_RE1_8.7.1
Title: Check that a transaction with wrong address is ignored.

Condition of test: Test shall be performed for each existing endpoint.
Description:

1. Perform the connection procedure of the device.

2. Send a GetDescriptor(Device) request to variable addresses (from 0x00 to OxEF with
an increment of 5).

3. Send a SetAddress(0x5A).
4. Restart from point 2 with an address in the range 0x00 to OxEF.

Expected Result: The GetDescriptor() should be completely ignored each time the address is
wrong.

Initial context: The device shall be disconnected.

Comments:

This test shall also be performed at least once for all additional_endpoints with a suitable
transaction.

Implementation: USB Test Platform

Endpoint error

Table 21 — USBEnNdP test

USBI

EndP Type: N Class: C Criticality: C Docs: RE2

Tag: T_USBEndP_RE1_8.7.1
Title: Check that a transaction with.wrong endpoint is ignored.

Condition of test: Test shall be,performed for each existing endpoint.
Description:

1. Perform the connection procedure of the device.

2. Send a GetDescriptor(Device) request to variable endpoint (from 0x00 to 0xOF and
from 0x80t6 Ox8F with an increment of 1).

Expected Result: The GetDescriptor() should be completely ignored each time the endpoint is
wrong.

Initial context: The device shall be disconnected.
Comments:

This" test shall also be performed at least once for all additional endpoints with a suitable
transaction.

Implementation: USB Test Platform
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8.2.4 Cancel and Abandon Tests

8.2.41 Cancel Request Handling

Table 22 — USBCancel test

USBCancel Type: P Class: C Criticality: C Docs: RE2
Tag: T_USBCancel_RE1_5.5
Title: Check that the device correctly manages the request canceling.

o alibs F e MLA
Conatronortest N~

Description:
1. Perform the connection procedure of the device.

2. Send two consecutive GetDescriptor(Device) requests making the Setup "Stage|of the
second request beginning before the Status Stage of the first one.

Expected Result: The second GetDescriptor() should be treated correctly.
Initial context: The device shall be disconnected.

Side effects:

Comments:

Implementation: USB Test Platform

8.2.4.2 Abandon Request Handling

Table 23 — USBAbandon test

USBAbandon Type: P Class: C Criticality: C Docs: RE2
Tag: T_USBAbandon_RE1_5.5
Title: Check that the device correctly manages the request abandoning.
Condition of test: NA
Description:
1. Perform the{connection procedure of the device.

2. Send two consecutive GetDescriptor(Device) requests, the first one being truncated in
the sense the Status Stage is sent just after the Setup Stage.

Expected-Result: The device should accept the Status Stage of the first request and treat
correctly the second request.

Initial context: The device shall be disconnected.
Comments:

Implementation: USB Test Platform
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8.2.5 USB State Machine

Table 24 — USBStdReq4 test

USBStdReq4

Type: P Class: C Criticality: C Docs: RE2

Tag: T_USBStdReq4 RE1_9.1

Title: Check that the USB states Default, Addressed and Configured are correctly managed.

Condition of test: NA

Description:

1. Perform the connection procedure of the device.

2. The requests used for this test are SetAddress() and SetConfiguration(). The
transitions (USB States Default, Addressed and Configured) described in the chapter
9.1 shall be tested.

Expected Result: Each request shall be accepted and the transition has to be verified using
the appropriate mechanism (rejection of a SetConfiguration(0x01) for a device imDefault State
for instance).

Initial context: The device shall be disconnected.

Comments:

Implementation: USB Test Platform

8.3 Standard Request management Tests

8.3.1 Qbjectives

The aim pf this test is to verify that the device correctly supportsall the standard requests.

8.3.2 Requirements

It is necgssary to verify that each USB standard reguest in the nominal case is processed correctly (the on

that are pot supported should be STALLed by thé_device).

8.3.3 Initial condition

Before gach request test, the card‘)(or emulator) is in the proper USB State (i.e. Default State for
GetDescriptor, Addressed State far a SetConfiguration ...).

8.3.4 Nominal cases

Commor] Test Conditions:

[©]

20
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Table 25 — USBStdReq1 test

Type: P Class: C Criticality: C
Tag: T_USBStdReq1_RE1_9.4x
Title: Check that all standard requests are correctly managed.
Condition of test: NA
Description:

1. Perform the connection procedure of the device.

2. The standard requests and corresponding parameters are listed in tables 9-3 to 9-6.
ThestatemachimehastobeTespected-for thistest:
Expected Result: Each request shall be treated correctly (when supported by the devige) or
rejected with a STALL (when not supported by the device). Special attention shall be ppid to
the descriptors returned by the device, and checked against the descriptor deduced fromn the
definition of the device in the USB Test Platform.

Initial context: The device shall be disconnected.

USBStdReq1 Docs: RE2

Comments:

It should be noted that most of standard requests remain available after enumeration phase.
These requests should be tested when the device is in normal operation.

Implementation: USB Test Platform

8.3.5 TestList

Table 26 — Testlist

T USBStdReq1 RE2 9.4.5a Test of request GetStatus (Device) Treated correctly

T_USBStdReq1_RE2_9.4.5b Test of request GetStatus(Endpoint) Treated correctly

T _USBStdReq1_RE2_9.4.5¢ Test of request GetStatus (Interface) Treated correctly

Test of request.ClearFeature (For device, Endpoint, | Stalled ClearFeature

T _USBStdReq1 RE2_9.4.1

Interface) requests
T USBStdReq1 RE2 9.4.9a Test of request SetFeature (Device) Stalled
T_USBStdReq1_RE2_9.4.9b Test.of'request SetFeature (Endpoint) Stalled
T _USBStdReq1_RE2_9.4.9c Test.of request SetFeature (Interface) Stalled

T_USBStdReq1_RE2_9.4.6 Test of request SetAddress () Treated correctly

T _USBStdReq1_RE2 _9.4.3a Test of request GetDescriptor (Device) Treated correctly

T_USBStdReq1_RE2_9.4.3b Test of request GetDescriptor (Configuration) Treated correctly

Test of request GetDescriptor (USB-ICC) with a card

[_USBStdReq1_RE2.94.3¢c | o oliant with 1SO7816-12 protocol

Treated correctly

T_USBStdReq1 <RE2_9.4.3d Test of request GetDescriptor (String) Treated correctly

T _USBStdReq1. RE2_9.4.8a Test of request SetDescriptor (Device) Stalled
T_USBStdReq1_RE2_9.4.8b Test of request SetDescriptor (Configuration) Stalled
T_USBStdReq1_RE2_9.4.8c Test of request SetDescriptor (String) Stalled
T _USBStdReq1_RE2_9.4.8d Test of request SetDescriptor (Interface) Stalled

I_USBSidReq! RE2 0.4.2

Testof =Yl lest f‘nf(‘nnfigl wration () Treated r‘nrrnr\ﬂy

T_USBStdReq1_RE2_9.4.7 Test of request SetConfiguration () Treated correctly

T _USBStdReq1 RE2 9.4.4 Test of request Getlnterface () Treated correctly

T_USBStdReq1_RE2_9.4.10a

Test of request Setlnterface (Correct Interface)

Treated correctly

T_USBStdReq1_RE2_9.4.10b

Test of request Setinterface (Unknown Interface)

Stalled

T_USBStdReq1_RE2_9.4.11

Test of request SynchFrame ()

Stalled
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8.3.6 Error cases

For these tests, each individual standard request is sent to the USB-ICC with:

wlndex parameter inconsistent;
wValue parameter inconsistent;
windex and wValue both inconsistent;

wlLength value lower than the real amount of data transmitted;

It should
result de

837 (G

wlLength value greater than transmitted,;
Error in data transfer direction (in bmRequestType), and finally

Error in the recipient (in bmRequestType).

be noted that for some Standard Requests, the behavior is not defined by [RE2]-and the expecte
bends on the card implementation.

ommon Test Conditions

[oN

Table 27 — USBStdReq2 test

USBStdReq2 | Type: N Class: C Criticality: C Docs: RE2
Tag: T_USBStdReq2_RE1_9.4x
Title: Check that standard requests are correctly rejected.when sent with wrong parameters.
Condition of test: NA
Description:

1. Perform the connection procedure of the device.

2. The standard requests and corresponding parameters are listed in tables 9-3 to 9-6. The
state machine has to be respected for this test. The parameters shall be chosen as close as
possible to the correct values.

Expected Result: Each request shall be rejected would it be supported or not by the device.

Initial context: The device shall\be disconnected.

Side effects:

Comments:

Implementation: USB Test Platform

Table 28 — USBStdReq3 test

USBStdReq3 | Type:N Class: C Criticality: C Docs: RE2

Tag: ET_USBStdReq3_RE1_9.4

Title: Check that the device rejects standard requests out of context.

Condition of test: NA

Description:

1. Perform the connection procedure of the device.

2. The standard requests and corresponding parameters are listed in tables 9-3 to 9-6. The
state machine has to be respected for this test. The parameters shall be chosen as close as
possible to the correct values.

Expected Result: Each request shall be rejected would it be supported or not by the device.
Initial context: The device shall be disconnected.
Comments:
Implementation: USB Test Platform
22 © ISO/IEC 2011 — All rights reserved
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8.3.8 Test List

Table 29 — Test list

ISO/IEC 10373-8:2011(E)

. . Expected Beha_v_ior
Test Reference Test Scenario Error in the Request Result specified
[RE2]
ET_USBStdReq1_RE2_9.4.5a GetStatus() Error in wValue Treated correctly | No
ET_USBStdReq1_RE2_9.4.5b Error in windex Stalled Yes
ET USBStdReq1 RE2 9.4.5¢ Error in wValue and windex | Stalled Yes
FT_USBStdReq1_RE2_9.4.5a wLength lower Stalled No
FT USBStdReq1 RE2 9.4.5b wLength greater Treated correctly~| No
T USBStdReq1 RE2_9.4.5¢ Error in data transfer Stalled Yes
direction
FT USBStdReq1 RE2 9.4.5a Error in recipient Stalled Yeq
FT_USBStdReq1_RE2_9.4.6a SetAddress() Error in wValue Stalled No
FT USBStdReq1 _RE2 9.4.6b Error in windex Treated correctly | No
FT_USBStdReq1_RE2_9.4.6¢ Error in wValue and windex |(Stalled No
FT USBStdReq1_RE2_9.4.6d wLength greater Stalled No
ET USBStdReq1 RE2_9.4.6e Error in data transfer Stalled Yes
direction
FT USBStdReq1 RE2 9.4.3a GetDescriptor() Error in wValue Stalled Yeq
ET_USBStdReq1_RE2_9.4.3b Error in windex Stalled No
FT USBStdReq1 _RE2 9.4.3¢c Error in wValle and windex | Stalled Yeq
FT_USBStdReq1_RE2_9.4.3d wLength lower Treated correctly | Yes
FT_USBStdReq1_RE2_9.4.3e wLength greater Treated correctly | Yes
ET_USBStdReq1 _RE2_9.4.3f S uata transfer Stalled Yes
FT_USBStdReq1_RE2_9.4.2a GetConfiguration() |\ Error in wValue Treated correctly | No
ET_USBStdReq1_RE2_9.4.2b Error in windex Treated correctly | No
FT_USBStdReq1_RE2_9.4.2c Error in wValue and windex | Treated correctly | No
ET_USBStdReq1_RE2_9.4.2d wLength lower Stalled No
FT_USBStdReq1_RE2_9.4.2¢ wLength greater Treated correctly | No
ET_USBStdReq1 _RE2_9.4.2f Sror in data transfer Stalled Yes
FT_USBStdReq1_RE2_9.4.7a SetConfiguration() | Error in wValue Stalled Yes
FT_USBStdReq1_RE2_9.4.7b Error in windex Treated correctly | No
FT_USBStdReq1_RE2_9.4.%¢c Error in wValue and windex | Stalled Yes
FT USBStdReq1_RE2.9.4.7d wLength greater Stalled No
ET_USBStdReq1 RE2 9.4.7e Error in data transfer Stalled Yes
7~ direction
ET_USBStdReg1.*RE2_9.4.4a Getlnterface() Error in wValue Treated correctly | No
ET_USBStdReq1_RE2_9.4.4b Error in windex Stalled Yes
FT USBStdReq1 RE2 9.4.4c Error in wValue and windex | Stalled Yeq
ET_USBStdReq1_RE2_9.4.4d wLength lower Stalled No
F - USBStdReq1_RE2_9.4.4e wLength greater Treated correctly | No
ET USBSIReqT REZ 0.4.47 EFfoF in-data-transior Stalled Yes
direction
ET_USBStdReq1_RE2_9.4.10a Setinterface() Error in wValue Stalled Yes
ET_USBStdReq1_RE2_9.4.10b Error in windex Stalled Yes
ET _USBStdReq1 RE2 9.4.10c Error in wValue and windex | Stalled Yes
ET_USBStdReq1_RE2_9.4.10d wLength greater Stalled No
ET_USBStdReq1_RE2_9.4.10e Error in data transfer Stalled Yes
direction
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9 Tests for compliance with CCID Class

IMPORTANT — This part of ISO/IEC 10373 only addresses the USB-ICC in Control Transfer Version A
mode. Future editions may add further Transmission Modes specified by ISO/IEC 7816-12.

9.1 Objectives

Demonstrate the compliance of the USB-ICC in its normal mode of operation for its intended usage:

1)

2)

3)

The exchange of data between the Host and USB-ICC may be done_ dsing bulk transfers or control transfers.

For cont
Version
messags

The Test

1)

9.2 Cc

9.21 T

Test of e

9.22 (C

<)

7816-12:2005, Clause 7.

Proper Operation of the ISO/IEC 7816-12 Standard Command Set, for the Data Transferlmodes
described in ISO/IEC 7816-12:2005, Clause 8 by the execution of

— a series of Conformity Tests with specific USB requests shall be according todSO 7816-12 USB
protocol configuration;

— a series of Specific Tests following historical bug discover in USB chips:

Correct Execution of APDU exchange procedures shall be according to_the standard State Machines
described in ISO/IEC 7816-12.

[oN

ol transfer, two implementations are possible. They are named by ISO/IEC 7816-12 Version A an
B. Bulk transfer mode is compliant to the CCID specification, e.g. it uses a subset of th
s/requests as defined in this specification.

[©]

Scenarios proposed in this document conform to\the following rules:

[¢]

Processing of the Control Transfer A Requests, according to ISO/IEC 7816-12:2005, Clause 8. Th
USB-ICC functionality is tested in two eases in both: Nominal case and introducing errors in th
Request Parameters and verifying that\the card recognizes them and performs according to RE2.

[¢]

State Machine Compliance Verification: The USB-ICC is sent a complete set of requests intended t
verify if the card changes its internal State according to the transitions defined by the State diagram
of section 8.1.

» O

)ntrol A Transfer Individual Request Test

est Description

ach ISO/IEG7816-12 Request in both nominal case and with errors in the Request parameters.

bjectives

1)
2)

To verify the error detection capabilities of the device under test when the parameters of these
requests are wrong.

9.2.3 Requirements

The nominal case of ISO 7816-12 USB requests shall be correctly processed. ISO 7816-12 USB requests
containing error in the parameters are processed according to the following rules:
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1) The SETUP Stage is always acknowledged, unless there is a packet error (SETUP or DATAO
packets). In this case the USB-ICC remains irresponsive and the Host proceeds to a RETRY.

2) A USB protocol Error during the DATA Stage, shall result in an irresponsive USB-ICC. However, the
card still may STALL or NACK a DATA STAGE IN Transaction.

3) In the previous table, “stalled” corresponds to a situation, where the USB-ICC endpoint returns a
STALL handshake the STATUS phase of the Data Transfer:

— As the Handshake packet for an OUT STATUS Stage;

9.2.4 Initial USB-ICC condition:

Tlhe device is in USB Default State.

9.2.5 Testing Set-Up

— Immediately after the IN Token for an IN STATUS Stage.

This test shall be performed with the emulator and the sample card. This, test shall be passed with
gmulator configured for the USB 1SO7816-12 protocol (see Clause 2).

9.2.6 Test List: Individual Requests in Nominal and with Error Cases

Table 30 — Test list

A card or

cc_power_off
request

test_icc_power_off_1

test_icc_power_off_2
test_icc_power_off_3
test_icc_power_off 4
test_icc_power_off 5
test_icc_power_off-6
test_icc_power_off-9

Nominalcase

Errorin wValue

Error in windex

Error in wValue and in windex

Error in data transfer direction
wlLength greater

bmRequestType as standard request

Treated correctly

Stalled
Stalled
Stalled
Stalled
Stalled
Stalled

cc_power_on

test_icc_power_on_1

Nominal case

Treated correctly

request
test_icc\power_on_2 Error in wValue Stalled
test_ice_power_on_3 Error in windex Stalled
test”icc_power_on_4 Error in wValue and in windex Stalled
test_icc_power_on_5 Error in data transfer direction Stalled
test_icc_power_on_7 wLength lower Treated correctly
test_icc_power_on_8 wlLength =0 Stalled
test_icc_power_on_9 bmRequestType as standard request Stalled

?ea(:lajzgtlock test_data_block_A_1 Nominal case Treated correctly

gtsaet;Js Word test_data_block A 2 Error in wValue Stalled
test_data_block_A 3 Error in windex Stalled
test_data_block_A 4 Error in wValue and in windex Stalled
test_data_block_A 5 Error in data transfer direction Stalled
test_data_block_A 6 wLength greater Stalled or Send SW
test_data_block_A 7 wlLength lower Stalled
test_data_block_A 8 wLength =0 Stalled
test_data_block A 9 bmRequestType as standard request Stalled
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Data_Block
request

(Data case)

test_data_block_B_1

test_data_block_B_2
test_data_block_B_3
test _data _block B 4
test_data_block_ B 5
test_data_block_B_6

test_data_block_B_7

Nominal case

Error in wValue

Error in windex

Error in wValue and in windex
Error in data transfer direction
wlLength greater

wLength lower

Treated correctly

Stalled
Stalled
Stalled
Stalled
Stalled

Send packet of short
length or null length

test_data_block B 8
test_data_block_B_9

wlLength =0
bmRequestType as standard request

Stalled
Stalled

Get_lcc] Status
request

test_get_icc_status_1

test_get_icc_status_2
test_get_icc_status_3
test_get_icc_status_4
test_get_icc_status_5
test_get_icc_status_6
test_get_icc_status_7
test_get_icc_status_9

Nominal case

Error in wValue

Error in windex

Error in wValue and in windex

Error in data transfer direction
wlLength greater

wlLength lower

bmRequestType as standard request

Treated correctly,

Stalled
Stalled
Stalled
Stalled
Stalled
Stalled
Stalled

Xfr_blogk
request

(APDU dase)

test_xfr_block_A_1

test xfr_block A 2
test_xfr_block_A_3
test_xfr_block_A_4
test_xfr_block_A_5
test_xfr_block_A_6
test xfr_block_A 7
test_xfr_block_A_8
test_xfr_block_A_9

Nominal case

Error in wValue

Error in windex

Error in wValue and.in‘windex

Error in data transfer direction
wlLength greater

wlLength lower

wLength,= 0

bmRequestType as standard request

Treated correctly

Stalled
Stalled
Stalled
Stalled
Stalled
Stalled
Stalled
Stalled

Xfr_blogk
request

(Data cape)

test_xfr_block_B_1

test_xfr_block_B_2
test_xfr_block_B_3
test_xfr_block_B. 4
test_xfr_block_B 5
test_xfr_block_B_8
test_xfryblock_B_9

Nominal case

Error in wValue

Error in windex

Error in wValue and in windex

Error in data transfer direction
wlLength =0

bmRequestType as standard request

Treated correctly

Stalled
Stalled
Stalled
Stalled
Stalled
Stalled

26

© ISO/IEC 2011 — All rights reserved



https://standardsiso.com/api/?name=16cc19c935afc0348a4a8d72f337216c

	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Symbols and abbreviated terms
	5 Testing USB Physical and Electrical Characteristics
	5.1 Introduction

	6 Test Set-Up
	6.1 Basic Configuration
	6.2 USB Protocol Analyzer features
	6.3 Devices under Test

	7 Test Classification and Validation Criteria
	7.1 Test Classification
	7.2 Test types
	7.3 Test Targets
	7.4 Test criticality
	7.5 Test Acceptance and refusal criteria

	8 USB Protocol Compliance Test Procedure
	8.1 USB Protocol Tests Groups
	8.2 Test Description Framework
	8.2.1 USB signals management Testing
	8.2.1.1 Speed identification
	8.2.1.2 USBReset
	8.2.1.3 Suspend management
	8.2.1.4 Resume management
	8.2.1.5 Bit stuffing management

	8.2.2 Timing management Test
	8.2.2.1 Interpacket delay

	8.2.3 Low level protocol and error recovery Testing
	8.2.3.1 CRC error detection
	8.2.3.2 PID error
	8.2.3.3 Data toggling error detection
	8.2.3.4 Address error detection
	8.2.3.5 Endpoint error

	8.2.4 Cancel and Abandon Tests
	8.2.4.1 Cancel Request Handling
	8.2.4.2 Abandon Request Handling

	8.2.5 USB State Machine

	8.3 Standard Request management Tests
	8.3.1 Objectives
	8.3.2 Requirements
	8.3.3 Initial condition
	8.3.4 Nominal cases
	8.3.5 Test List
	8.3.6 Error cases
	8.3.7 Common Test Conditions
	8.3.8 Test List


	9 Tests for compliance with CCID Class
	9.1 Objectives
	9.2 Control A Transfer Individual Request Test
	9.2.1 Test Description
	9.2.2 Objectives
	9.2.3 Requirements
	9.2.4 Initial USB-ICC condition:
	9.2.5 Testing Set-Up
	9.2.6 Test List: Individual Requests in Nominal and with Error Cases

	9.3 Control A Transfer State Diagram Test
	9.3.1 Objectives
	9.3.2 Requirements
	9.3.3 Initial condition
	9.3.4 Type of Test 
	9.3.5 Test Description
	9.3.6 Control transfer version A: Test list
	9.3.6.1 Test-1
	9.3.6.2 Test-2
	9.3.6.3 Test-3
	9.3.6.4 Test-4
	9.3.6.5 Test-5




