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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This document provides basic vocabulary to develop common understanding on risk management

concepts and terms among organizations and functions, and across different applications a

nd types.

In the context of risk management terminology applicable to risks faced by organizations, it is intended

that preference be given to the definitions provided in this document.

Risk management is application specific. In some circumstances, it can therefore be necessary to

supplement the vocabulary in this document. Where terms related to the management of r

by disciplinary-specific terminology where appropriate.

In addition to managing threats to the achievement of their objectives, organizations are

applying risk management processes and developing an integrated approach‘to risk 1
in order to improve the management of potential opportunities. The terms and definit
docujment are, therefore, broader in concept and application than those ¢contained in other]
Sinc¢ organizations increasingly adopt a broader approach to the management of risk, th
addresses all applications and sectors.

This|vocabulary document represents the current focus of ISO/TC 262 on the managen
faced by organizations.

This|document encourages a mutual and consistent understanding of, and a coherent appt
description of activities related to the management of risk, and the use of a uniform risk q
termfinology in processes and frameworks dealing. with the management of the ris]
orgahizations.

This|document is intended to be used by:
— those engaged in managing risks;
— those who are involved in activities of the ISO and IEC;

— dlevelopers of national or sector-specific standards, guides, procedures and codes of pra
o the management of rigk;

For principles and guidelines on risk management, see ISO 31000:2018.
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Risk management — Vocabulary

1 Scope

This document defines generic terms related to the management of risks faced by organizations.

2 Normative references

Ther]

ISO 4

3.1

3.1.1
risk
effed

Note
creat

Note

Note
consd

3.1.2
obje
resu

Note

Note
envir
procd

Terms and definitions

e are no normative references in this document.

nd IEC maintain terminology databases for use in standardization af the following adq

SO Online browsing platform: available at https://www.iso.org febp

EC Electropedia: available at https://www.electropedia.org/

Terms related to risk

t of uncertainty (3.1.3) on objectives (3.1.2)

1 to entry: An effect is a deviation from theexpected. It can be positive, negative or both, and
e or result in opportunities (3.3.23) and threats (3.3.13).

3 to entry: Risk is usually expressed in terms of risk sources (3.3.10), potential events
quences (3.3.18) and their likelihood (3.3.16).

Ctive
t to be achieved

1 to entry: An‘objective can be strategic, tactical or operational.
2 to entry: Objectives can relate to different disciplines (such as financial, health and

onmental goals) and can apply at different levels (such as strategic, organization-wide, project]
ss).

Iresses:

can address,

P to entry: Objectives can have différent aspects and categories, and can be applied at differeng levels.

3.3.11), their

| safety, and
product and

Note 3 to entry: An objective can be expressed in other ways, e.g. as an intended outcome, a purpose, an
operational criterion, as a management system objective, or by the use of other words with similar meaning (e.g.
aim, goal, target).

3.1.3
uncertainty
state, even partial, of deficiency of information related to understanding or knowledge

Note 1 to entry: In some cases, uncertainty can be related to the organization’s (3.3.7) context as well as to its
objectives (3.1.2).

Note 2 to entry: Uncertainty is the root source of risk (3.1.1), namely any kind of “deficiency of information” that
matters in relation to objectives (and objectives, in turn, relate to all relevant interested parties’ (3.3.2) needs and
expectations).

©ISO
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3.2 Term

3.21
risk manag

2022(E)

s related to risk management

ement

coordinated activities to direct and control an organization (3.3.7) with regard to risk (3.1.1)

3.2.2
risk manag

ement policy

statement of the overall intentions and direction of an organization (3.3.7) related to risk management

(3.2.1)

[SOURCE: I

3.2.3

risk mana
scheme wit
and resourc

Note 1 to ent
sequence ang

Note 2 to ent

[~y —

ement plan

es to be applied to the management of risk (3.1.1)

'y: Management components typically include procedures, practices, assignment of responsibi
timing of activities.

or whole of the organization (3.3.7).

[SOURCE: IS

3.3 Term
3.3.1

O Guide 73:2009, 2.1.3]

s related to the risk management process

risk management process

systematic
communicaf
monitoring (

[SOURCE: IS

3.3.2

interested
stakeholder
person or o
decision or i

3.3.3
risk percep

application of management policies, procedures and practices to the activitig
ing, consulting, establishing the context, and identifying, analysing, evaluating, tre3

3.3.40) and reviewing risk (3.1.1)
0 Guide 73:2009, 3.1]

party

rganization (3.3.7)that can affect, be affected by, or perceives itself to be affected
ctivity

tion

interested party’s{(3.3.2) view on risk (3.1.1)

Note 1 to ent

FyRisk perception reflects the interested party’s needs, issues, knowledge, beliefs and values

ry: The risk management plan can be applied to a particular product;process and project, ang

in the risk management framework specifying the approach, the managementicomponents

lities,

| part

s of
ting,

by a

[SOURCE: ISO Guide 73:2009, 3.2.1.2, modified — “interested party” has replaced “stakeholder”, and
“risk” has replaced “a risk” in the definition.]

3.3.4
external co

ntext

external environment in which the organization (3.3.7) seeks to achieve its objectives (3.1.2)

Note 1 to entry: External context can include:

environment, whether international, national, regional or local;

key drivers and trends having impact on the objectives of the organization; and

the cultural, social, political, legal, regulatory, financial, technological, economic, natural and competitive

© IS0 2022 - All rights reserved
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— relationships with, and perceptions and values of, external interested parties (3.3.2).
[SOURCE: ISO Guide 73:2009, 3.3.1.1, modified — “interested parties” has replaced “stakeholders”.]

3.3.5
internal context
internal environment in which the organization (3.3.7) seeks to achieve its objectives (3.1.2)

Note 1 to entry: Internal context can include:
— governance, organizational structure, roles and accountabilities;

’ ’ ’

— tthe capabilities, understood in terms of resources and knowledge (e.g. capital, time,peeple, processes,
gystems and technologies);

— information systems, information flows and decision-making processes (both formal and inforjmal);
— 1elationships with, and perceptions and values of, internal interested parties (3:3.2);
— the organization’s culture;

— gtandards, guidelines and models adopted by the organization; and

— florm and extent of contractual relationships.

[SOURCE: ISO Guide 73:2009, 3.3.1.2, modified — “interested parties” has replaced “stakehplders”.]

3.3.4
risk criteria
termfs of reference against which the significance-of risk (3.1.1) is evaluated

Note|[1 to entry: Risk criteria are based on organizational objectives (3.1.2), and external (3.3.4) and internal
contelxt (3.3.5).

Note |2 to entry: Risk criteria can be derived from standards, laws, policies and other requirements,
[SOURCE: ISO Guide 73:2009, 3.3:1:3, modified — “risk” has replaced “a risk” in the definitipn.]

3.3.7
organization
perspn or group of people’that has its own functions with responsibilities, authorities and relationships
to achieve its objectives'(3.1.2)

Note [l to entry: Theconcept of organization includes, but is notlimited to, sole-trader, company, corporation, firm,
enterjprise, authority, partnership, charity or institution, or part or combination thereof, whether [incorporated
or nof, publicor private.

3.3.9

risk assessment

overall process of risk identification (3.3.9), risk analysis (3.3.15) and risk evaluation (3.3.25)

[SOURCE: ISO Guide 73:2009, 3.4.1]

3.39
risk identification
process of finding, recognizing and describing risks (3.1.1)

Note 1 to entry: Risk identification involves the identification of risk sources (3.3.10), events (3.3.11), their causes
and their potential consequences (3.3.18).

Note 2 to entry: Risk identification can involve historical data, theoretical analysis, informed and expert opinions,
and interested party’s (3.3.2) needs.

©1S0 2022 - All rights reserved 3
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[SOURCE: IS

3.3.10
risk source

2022(E)

O Guide 73:2009, 3.5.1, modified — “interested party” has replaced “stakeholder”.]

element which alone or in combination has the potential to give rise to risk (3.1.1)

3.3.11
event

occurrence or change of a particular set of circumstances

Note 1 to entry: An event can have one or more occurrences, and can have several causes and several consequences

(3.3.18).

Note 2 to ent
expected wh

Note 3 to ent

3.3.12
hazard

Fy: An event can also be something that is expected which does not happen, or something that
ch does happen.

y: An event can be a risk source (3.3.10).

source of pgtential harm

Note 1 to ent
[SOURCE: IS

3.3.13
threat
potential so

Note 1 to enf
control.

Note 2 to ent

3.3.14
risk owner
person or ef

[SOURCE: IS

3.3.15
risk analys
process to c

Note 1 to ent
(3.3.32).

ry: Hazard can be a risk source (3.3.10).

0 Guide 73:2009, 3.5.1.4]

irce of danger, harm, or other undesirable outcome

ry: A threat is a negative situation in which less is likely and over which one has relatively

"y: A threat to one party may pose an opportunity (3.3.23) to another.

itity with the accountability’and authority to manage risk (3.1.1)

0 Guide 73:2009, 3.5.5, modified — “risk” has replaced “a risk” in the definition.]

S
pbmprehend thie-nature of risk (3.1.1) and to determine the level of risk (3.3.22)

ry: Risk'analysis provides the basis for risk evaluation (3.3.25) and decisions about risk trea

is not

little

Fment

[SOURCE: IS

0-Guide 73:2009, 3.6.1, modified —Note 2 to entry has been deleted.]

3.3.16
likelihood
chance of so

mething happening

Note 1 to entry: In risk management terminology, the word “likelihood” is used to refer to the chance of something
happening, whether defined, measured or determined objectively or subjectively, qualitatively or quantitatively,

and described using general terms or mathematically [such as a probability (3.3.19) or a frequency (3.3.20)].

Note 2 to entry: The English term “likelihood” does not have a direct equivalent in some languages; instead, the
equivalent of the term “probability” is often used. However, in English, “probability” is often narrowly interpreted
as a mathematical term. Therefore, in risk management terminology, “likelihood” is used with the intent that it
should have the same broad interpretation as the term “probability” has in many languages other than English.

© IS0 2022 - All rights reserved
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3.3.17
exposure
extent to which an organization (3.3.7) and/or interested party (3.3.2) is subject to an event (3.3.11)

[SOURCE: ISO Guide 73:2009, 3.6.1.2, modified — “interested party” has replaced “stakeholder”.]

3.3.18
consequence
outcome of an event (3.3.11) affecting objectives (3.1.2)

Note 1 to entry: A consequence can have positive or negative, direct or indirect, effects on objectives.

Note P to entry: Consequences can be expressed qualitatively or quantitatively.
Note B to entry: Any consequence can escalate through cascading and cumulative effects.

3.3.19
probability
meagure of the chance of occurrence expressed as a number from 0 to 1, whére 0 is imposdibility and 1
is abpolute certainty

Note|l to entry: See 3.3.16, Note 2 to entry.
[SOURCE: IEC 31010:2019, 3.3, modified — The definition has been modified.]

3.3.20
freqpency
number of events (3.3.11) or outcomes per defined unit ef time

Note [l to entry: Frequency can be applied to past events or to potential future events, where it carn be used as a
measjure of likelihood (3.3.16)/probability (3.3.19).

[SOURCE: ISO Guide 73:2009, 3.6.1.5]

3.3.11

vulnlerability
intrinsic properties of something'resulting in susceptibility to a risk source (3.3.10) that cgn lead to an
event (3.3.11) with a consequerice(3.3.18)

[SOURCE: ISO Guide 73:2009; 3.6.1.6]

3.3.42
level of risk

magnitude of a risk (3.1.1) or combination of risks, expressed in terms of the combination of qonsequences
(3.3.18) and their likelihood (3.3.16)

[SOURCE: 1SO Guide 73:2009, 3.6.1.8]

3.3.23
opportunity
combination of circumstances expected to be favourable to objectives (3.1.2)

Note 1 to entry: An opportunity is a positive situation in which gain is likely and over which one has a fair level
of control.

Note 2 to entry: An opportunity to one party may pose a threat (3.3.13) to another.
Note 3 to entry: Taking or not taking an opportunity are both sources of risk (3.1.1).

[SOURCE: IEC 31010:2019, 3.2]

© IS0 2022 - All rights reserved 5
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3.3.24
risk driver

2022(E)

factor that has a major influence on risk (3.1.1)

[SOURCE: IEC 31010:2019, 3.4]

3.3.25

risk evaluation
process of comparing the results of risk analysis (3.3.15) with risk criteria (3.3.6) to determine whether
the risk (3.1.1) is acceptable or tolerable

Note 1 to ent

rv- Risk evaluation assistsin the decision about risk freatment (? 2 ?7)

[SOURCE: I
definition.]

3.3.26
risk attitud
organization
(3.1.1)

[SOURCE: I§

3.3.27
risk appeti
amount and

[SOURCE: IS
3.3.28

risk tolerance

organization
achieve its d

Note 1 to ent

[SOURCE: I
“residual rig

3.3.29

0 Guide 73:2009, 3.7.1, modified — “and/or its magnitude” has been deleted fronl\ the

e
’s (3.3.7) approach to assess and eventually pursue, retain, take or.turn away fron

0 Guide 73:20009, 3.7.1.1]

fe
type of risk (3.1.1) that an organization (3.3.7) is willing'to pursue or retain

0 Guide 73:2009, 3.7.1.2]

’s (3.3.7) or interested party’s (3.3.2) readiness to bear the residual risk (3.3.38) in ord
bjectives (3.1.2)

"y: Risk tolerance can be influenced by legal or regulatory requirements.

0 Guide 73:2009, 3.7.1.3, moedified — “interested party” has replaced “stakeholder’
k” has replaced “risk afterrisk treatment”.]

risk aversi

attitude to turn away fromrisk (3.1.1)
[SOURCE: ISO Guide 7372009, 3.7.1.4]

3.3.30

risk aggregation
combination ofa number of risks (3.1.1) into one risk to develop a more complete understanding

n

overall risk
[SOURCE: IS
3.3.31

O Guide 73:20009, 3.7.1.5]

risk acceptance
informed decision to take a particular risk (3.1.1)

risk

er to

and

f the

Note 1 to entry: Risk acceptance can occur without risk treatment (3.3.32) or during the process of risk treatment.

Note 2 to entry: Accepted risks are subject to monitoring (3.3.40) and review (3.3.41).

[SOURCE: IS

O Guide 73:2009, 3.7.1.6]

© IS0 2022 - All rights reserved
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3.3.32
risk treatment
process to modify risk (3.1.1)

Note 1 to entry: Risk treatment can involve:
— avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;

— taking or increasing risk in order to pursue an opportunity (3.3.23);

— removing the risk source (3.3.10);

— (L\nnn:nne—l«n Llalibood (2 2 1.0,
..... S EtHeTH e oa =197

— ¢hanging the consequences (3.3.18);
— gharing the risk with another party or parties [including contracts and risk financing{3.3.36)];land

— tletaining the risk by informed decision.

Note |2 to entry: Risk treatments that deal with negative consequences are(sametimes referred to as “risk

mitigption”, “risk elimination”, “risk prevention” and “risk reduction”.

Note B to entry: Risk treatment can create new risks or modify existing,risks.
[SOURCE: ISO Guide 73:2009, 3.8.1]

3.3.33
risk control
meagure that maintains and/or modifies risk (3.1.1)

Note|1l to entry: Risk controls include, but are notdimited to, any process, policy, device, pracfice, or other
conditions and/or actions which maintain and/or medify risk.

Note 2 to entry: Risk controls do not always exert the intended or assumed modifying effect.

3.3.34

risk avoidance
inforymed decision not to be inyelved in, or to withdraw from, an activity in order not to be ¢xposed to a
particular risk (3.1.1)

Note|l to entry: Risk avoidanee can be based on the result of risk evaluation (3.3.25) and/or legal and regulatory
obligations.

[SOURCE: ISO Guide73:2009, 3.8.1.2]

3.3.35
risk sharing
form|of fisk treatment (3.3.32) involving the agreed distribution of risk (3.1.1) with other parties

Note TTo entry: Legal or regulatory requirements can [imit, prohibit or mandate risk sharing.
Note 2 to entry: Risk sharing can be carried out through insurance or other forms of contract.

Note 3 to entry: The extent to which risk is distributed can depend on the reliability and clarity of the sharing
arrangements.

[SOURCE: ISO Guide 73:2009, 3.8.1.3, modified — Note 4 to entry has been deleted.]

3.3.36

risk financing

form of risk treatment (3.3.32) involving contingent arrangements for the provision of funds to meet or
modify the financial consequences (3.3.18) should they occur

[SOURCE: ISO Guide 73:2009, 3.8.1.4]

©1S0 2022 - All rights reserved 7
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3.3.37

risk retention
acceptance of the potential benefit of gain, or burden of loss, from a particular risk (3.1.1)

Note 1 to entry: Risk retention includes the acceptance of residual risks (3.3.38).

Note 2 to entry: The level of risk (3.3.22) retained can depend on risk criteria (3.3.6).

[SOURCE: IS
3.3.38

O Guide 73:2009, 3.8.1.5]

residual risk

risk (3.1.1) 1}
Note 1 to ent
Note 2 to ent
[SOURCE: IS

3.3.39
resilience

emaining after risk treatment (3.3.32)
Fy: Residual risk can contain unidentified risk.
Fy: Residual risk can also be known as “retained risk”.

0 Guide 73:2009, 3.8.1.6]

adaptive capacity of an organization (3.3.7) in a complex and changing environment

[SOURCE: I§

3.3.40
monitoring

0 Guide 73:2009, 3.8.1.7]

continual clecking, supervising, critically observing or determining the status in order to idg

change fronj

Note 1 to ent
risk (3.1.1) oy

[SOURCE: I
entry.]

3.3.41
review
activity und
achieve est3

Note 1 to ent
(3.1.1) or risK

[SOURCE: If
entry.]

the performance level required or expected

risk control (3.3.33).

O Guide 73:2009, 3.8.2.1, modified"— “risk control” has replaced “control” in Note

ertaken to determiné‘the suitability, adequacy and effectiveness of the subject matt
blished objectives.(3:1.2)

ry: Review can‘bé applied to a risk management framework, risk management process (3.3.1
control (3.3.33):

0 Guide.73:2009, 3.8.2.2, modified — “risk control” has replaced “control” in Note

ry: Monitoring can be applied to a risk management framework, risk management process (3.3.

er to

, risk

1 to

3.3.42

risk reporting
form of communication intended to inform particular internal or external interested party (3.3.2) by
providing information regarding the current state of risk (3.1.1) and its management

[SOURCE: IS
3.3.43

O Guide 73:2009, 3.8.2.3, modified — “interested party” has replaced “stakeholder”.]

risk management audit
systematic, independent and documented process for obtaining evidence and evaluating it objectively
in order to determine the extent to which the risk management framework, or any selected part of it, is
adequate and effective

[SOURCE: IS

O Guide 73:20009, 3.8.2.6]
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