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Foreword

43:2013(E)

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

Intern

The main task of technical committees is to prepare International Standards. Draft Internation
adopfed by the technical committees are circulated to the member bodies fer(voting. Publi

Intern

Attention is drawn to the possibility that some of the elements of this document may be the sub

rightg

ISO 26143 was prepared by the Consultative Committee for/Space Data Systems ((
CCSDS 911.5-B-2, January 2010) and was adopted (without medifications except those stated i
this Ipternational Standard) by Technical Committee ISO/TC20, Aircraft and space vehicles,
SC 1B, Space data and information transfer systems.

This
revis

ational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization

ational Standard requires approval by at least 75 % of the member bodies.casting a vote.

. ISO shall not be held responsible for identifying any or all such patént rights.

second edition cancels and replaces the first_edition (ISO 26143:2007), which has beeg
bd.

ely with the

ational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, FPart 2.

al Standards
cation as an

ect of patent

CCSDS) (as
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n technically

©1SO

2013 — All rights reserved


https://standardsiso.com/api/?name=15d60dda00c5da1c439c28da0cd08b16



https://standardsiso.com/api/?name=15d60dda00c5da1c439c28da0cd08b16

INTERNATIONAL STANDARD

ISO 26143:2013(E)

Space data and information transfer systems — Space link
extension (SLE) — Return operational control fields service

1.1

(ROCF) service in accordance with the SLE Reference Model (CCSDS 910.4-B-2). The ROCF
fransfer service that delivers to a mission user all operational control fields from”“one mast¢r channel or
one virtual channel.

SLE

1.2

e)

14

enclgsed CCSDS publication.

2

$cope

This International Standard defines the space link extension (SLE) return operational

This International Standard defines the ROCF service in terms of

e operations necessary to provide the service,

e parameter data associated with each operation,

e behaviors that result from the invocation of each operation, and

e relationship between, and the valid sequence of,\the operations and resulting behaviors.
It does not specify

individual implementations or products,

Ie implementation of entities or interfaces within real systems,

e methods or technologies:‘required to acquire telemetry frames from signals rece
gpacecraft,

the methods or technolegies required to provide a suitable environment for communications,
the management activities required to schedule, configure, and control the ROCF service.

The scope(and field of application are furthermore detailed in subclauses 1.1, 1.2 an

control fields
service is an

ived from a
or
d 1.3 of the

Requirements

Requirements are the technical recommendations made in the following publication (reproduced on the
following pages), which is adopted as an International Standard:

CCSDS 911.5-B-2, January 2010, Space link extension — Return operational control fields service
specification.

For the purposes of international standardization, the modifications outlined below shall apply to the specific
clauses and paragraphs of publication CCSDS 911.5-B-2.

© 1SO 2013 — All rights reserved
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Pages i to vi

This part is information which is relevant to the CCSDS publication only.

Pages 1-14 to 1-15

Add the following information to the reference indicated:

(1]
(2]
(3]
(4]
(3]
(6]
(7]
(9]

Docu

Docu

Docu

Docu

Docu

Docu

Docu

1SO/I

Page E-1

Add the follo

[ES]

[E7]

Docu

Docu

3 Revisi

It has beer

ISO/TC 20/S

B-2. To this 4

ment CCSDS 910.4-B-2, October 2005, is equivalent to ISO 15396:2007.

ment CCSDS 131.0-B-1, September 2003, is equivalent to ISO 22641:2005.1)

ment CCSDS 132.0-B-1, September 2003, is equivalent to ISO 22645:2005.
ment CCSDS 232.0-B-1, September 2003, is equivalent to ISO 22664:2005.2)
ment CCSDS 732.0-B-2, July 2006, is equivalent to ISO 22666:2007.

ment CCSDS 133.0-B-1, September 2003, is equivalent to ISO 22646:2005.
ment CCSDS 301.0-B-3, January 2002, is equivalent to ISO 11104:2008.3)

EC 8824-1:2002 has been cancelled and replaced by ISO/IEC,8824-1:2008.

ving information to the reference indicated:
ment CCSDS 202.0-B-3, June 2001, is equivalentto ISO 12172:2003.

ment CCSDS 913.1-B-1, September 2008,is equivalent to ISO 18440:2013.

pn of publication CCSDS 911.5-B-2

agreed with the Consultative Committee for Space Data Systems that Subcomr
C 13 will be consulted inthe’event of any revision or amendment of publication CCSDS 9
nd, NASA will act as a-liaison body between CCSDS and ISO.

nittee
11.5-

1)
2)

3)

ISO 22641:2005 has been cancelled and replaced by ISO 22641:2012.
ISO 22664:2005 has been cancelled and replaced by ISO 22641:2013.
ISO 11104:2003 has been cancelled and replaced by ISO 11104:2011.
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AUTHORITY
Issue: Recommended Standard, Issue 2
Date: January 2010
Location: Washington, DC, USA

THis document has been approved for publication by the Management Council pf the
Cansultative Committee for Space Data Systems (CCSDS) and represents’the conpensus
teghnical agreement of the participating CCSDS Member Agencies. -The procedyre for
reyiew and authorization of CCSDS documents is detailed in the Procedures Manual for the
Cansultative Committee for Space Data Systems, and the record of ‘Agency participation in
the authorization of this document can be obtained from the, CESDS Secretariat |at the
adpress below.

THis document is published and maintained by:

CCSDS Secretariat

Space Communications and Navigation;Office, 7L70
Space Operations Mission Directorate

NASA Headquarters

Washington, DC 20546-0001USA

CCSDS 911.5-B-2 Page i January 2010
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely voluntary,
the results of Committee actions are termed Recommended Standards and are not
considered binding on any Agency.

This Recommended Standard is issued by, and represents the consensus of, the CCSDS
membgrs. Endorsement of this Recommendation is entirely voluntary. Endersement,
howeVer, indicates the following understandings:

0 | Whenever a member establishes a CCSDS-related standard, this standard will belin
accord with the relevant Recommended Standard. Establishing,such a standgrd
does not preclude other provisions which a member may develep:

o | Whenever a member establishes a CCSDS-related standard, that member will
provide other CCSDS members with the following information:

-- The standard itself.
-- The anticipated date of initial operational capability.
-- The anticipated duration of operational service.

0 | Specific service arrangements shall*be made via memoranda of agreement. Neither
this Recommended Standard nor any ensuing standard is a substitute fon a
memorandum of agreement.

No later than five years from AtS-date of issuance, this Recommended Standard will |be
reviewed by the CCSDS to détermine whether it should: (1) remain in effect without change;
(2) b4 changed to reflect the impact of new technologies, new requirements, or ngw
directijons; or (3) be retired or canceled.

version of the Recommended Standard.

CCSDS 911.5-B-2 Page ii January 2010
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FOREWORD

Through the process of normal evolution, it is expected that expansion, deletion, or
modification of this document may occur. This Recommended Standard is therefore subject
to CCSDS document management and change control procedures, which are defined in the
Procedures Manual for the Consultative Committee for Space Data Systems. Current
versions of CCSDS documents are maintained at the CCSDS Web site:

hitn-/hanans, cesds aral
HEHS-PARARAL GS-0Fg7

Questions relating to the contents or status of this document should be addresSsed |to the
CCSDS Secretariat at the address indicated on page i.

CCSDS 911.5-B-2 Page iii January 2010
© 1SO 2013 — All rights reserved 7
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At time of publication, the active Member and Observer Agencies of the CCSDS were:
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Agenzia Spaziale Italiana (ASl)/Italy.

British National Space Centre (BNSC)/United Kingdom.

Canadian Space Agency (CSA)/Canada.

— —Centre National d’Etudes Spatiales (CNES)/France————
— | China National Space Administration (CNSA)/People’s Republic of China.
— | Deutsches Zentrum flr Luft- und Raumfahrt e.V. (DLR)/Germany.

— | European Space Agency (ESA)/Europe.

— | Russian Federal Space Agency (RFSA)/Russian Federation.

— | Instituto Nacional de Pesquisas Espaciais (INPE)/Brazil.

— | Japan Aerospace Exploration Agency (JAXA)/Japan.

— | National Aeronautics and Space Administration (NASA)/USA:

Obseryer Agencies

— | Austrian Space Agency (ASA)/Austria.

— | Belgian Federal Science Policy Office (BFSPO)/Belgium.

— | Central Research Institute of Machine Building (TsNIIMash)/Russian Federation.
— | Centro Tecnico Aeroespacial (CTA)/Brazil;

— | Chinese Academy of Sciences (CAS)/China.

— | Chinese Academy of Space Technolegy (CAST)/China.

— | Commonwealth Scientific and Industrial Research Organization (CSIRO)/Australia,.
— | CSIR Satellite Applications Centre (CSIR)/Republic of South Africa.

— | Danish National Space Center (DNSC)/Denmark.

— | European Organizationforthe Exploitation of Meteorological Satellites
(EUMETSAT)/Europe.

— | European Telecommunications Satellite Organization (EUTELSAT)/Europe.

— | Geo-Informaties:and Space Technology Development Agency (GISTDA)/Thailand
— | Hellenic National Space Committee (HNSC)/Greece.

— | Indian Space Research Organization (ISRO)/India.

— | Institute of Space Research (IKI)/Russian Federation.

— | KFKIResearch Institute for Particle & Nuclear Physics (KFKI)/Hungary.

— | Korea Aerospace Research Institute (KARI)/Korea.

— —hmistry of Communications (MO C)ftsraet:

— National Institute of Information and Communications Technology (NICT)/Japan.
— National Oceanic and Atmospheric Administration (NOAA)/USA.

— National Space Organization (NSPO)/Chinese Taipei.

— Naval Center for Space Technology (NCST)/USA.

— Scientific and Technological Research Council of Turkey (TUBITAK)/Turkey.

— Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.

— Swedish Space Corporation (SSC)/Sweden.

CCSDS 911.5-B-2 Page iv January 2010
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— United States Geological Survey (USGS)/USA.

CCSDS 911.5-B-2 Page v January 2010
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CCSDS Space Link Extension—Return January Current issue:

911.5{B-2 Operational Control Fields Service 2010 — corrects/clarifies/
Specification, Recommended updates text and adds
Standard, Issue 2 the pption of

picosecond resolutjon
to the earth-receivg
time parameter.

EC1 Editorial Change 1 August Corrects editorial errors in
2010 A2.4,
NOTH - Substantive changes from the previous issue’ are indicated by change bars in the
inside margin.
CCSDS 911.5-B-2 Page vi August 2010
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1 INTRODUCTION
1.1 PURPOSE OF THIS RECOMMENDED STANDARD

The purpose of this Recommended Standard is to define the Space Link Extension (SLE)
Return Operational Control Fields (ROCF) service in conformance with the SLE Reference
Model (reference [1]). The ROCF service is an SLE transfer service that delivers to a
mission user all operational control fields from one master channel or one virtual channel.

NOQTE - The first issue of reference [1] defines the Return Master Channel Opésational
Control Field (Rtn MC-OCF) service and the Return Virtual Channel Operational
Control Field (Rtn VC-OCF) service as two distinct services. Subsequent study
has indicated that it is preferable to define one service that providgs the
functionality of both. The ROCF service defined here does just that.| It is
anticipated that the next issue of reference [1] will take the same appgroach,
deleting the Rtn MC-OCF and Rtn VC-OCF services and’replacing them wiith the
Rtn OCF service.

1.2 SCOPE

ThHis Recommended Standard defines, in an abstractimanner, the ROCF service in terms of:
a) the operations necessary to provide the-service;

b) the parameter data associated with’each operation;

c) the behaviors that result from.the invocation of each operation; and

d) the relationship betweens.and the valid sequence of, the operations and resulting behaviors.

It ¢loes not specify:
a) individual implementations or products;
b) the implémentation of entities or interfaces within real systems;

c) the{methods or technologies required to acquire telemetry frames from gignals
réceived from a spacecraft;

dp the methods or technologies required to provide a suitable environmept for
communications; or

e) the management activities required to schedule, configure, and control the ROCF
service.

CCSDS 911.5-B-2 Page 1-1 January 2010
© 1SO 2013 — Al rights reserved 13
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1.3 APPLICABILITY
1.3.1 APPLICABILITY OF THIS RECOMMENDED STANDARD

This Recommended Standard provides a basis for the development of real systems that
implement the ROCF service. Implementation of the ROCF service in a real system
additionally requires the availability of a communications service to convey invocations and
returns of ROCF service operations between ROCF service users and providers. This
Recommended Standard requires that such a communications service must ensure that
invocgtions and returns of operations are transferred:

a) | in sequence;

b)| completely and with integrity;

c) | without duplication;

d)| with flow control that notifies the application layer in the event of congestion; and

e) | with notification to the application layer in the event that communications betwgen
the ROCF service user and the ROCF service pravider are disrupted, possibly
resulting in a loss of data.

It is the specific intent of this Recommended Standard to define the ROCF service in a
manngr that is independent of any particular-‘communications services, protocols, |or
technglogies.

1.3.2 | LIMITS OF APPLICABILIFY:

This Recommended Standard specifies the ROCF service that may be provided by an SLE
Compjex for inter-Agency cross.support. It is neither a specification of, nor a design for, real
systemps that may be implemented for the control and monitoring of existing or futyre
missigns.

1.4 RATIONALE

The gpal ofthis Recommended Standard is to create a standard for interoperability betwgen
the tracking stations or ground data handling systems of various Agencies and the consumers

of spatecrafttetemetry:

1.5 DOCUMENT STRUCTURE
1.5.1 ORGANIZATION

This document is organized as follows:

CCSDS 911.5-B-2 Page 1-2 January 2010
14 © 1SO 2013 — Al rights reserved
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a) section 1 presents the purpose, scope, applicability and rationale of this
Recommended Standard and lists the definitions, conventions, and references used
throughout the Recommended Standard;

b) section 2 provides an overview of the ROCF service including a functional
description, the service management context, and protocol considerations;

c) section 3 specifies the operations of the ROCF service;

e)—section—4-specifies—the—dyramicbehaviorofthe ROCF—serrece—nterms—ofthe state
transitions of the ROCF service provider;

e) annex A provides a formal specification of ROCF service data types-using Apstract
Syntax Notation One (ASN.1);

f) annex B provides a conformance matrix that defines what capabilities mpst be
provided for an implementation to be considered compliant-with this Recommended
Standard;

g) annex C lists all terms used in this Recommended Standard and identifies whefe they
are defined;

h) annex D lists all acronyms used within this document;

1) annex E provides a list of informative references.

1.5.2 SLE SERVICES DOCUMENTATION TREE

THis Recommended Standard iscbased on the cross support model defined in th¢ SLE
Rdgference Model (reference [1]).. It expands upon the concept of an SLE transfer seryice as
an| interaction between an SEE Mission User Entity (MUE) and an SLE transfer gervice
provider for the purpose af providing the ROCF transfer service.

THis Recommended.'Standard is part of a suite of documents specifying the SLE sefvices.

TH

a)
b)

c)

e SLE services-Constitute one of the three types of Cross Support Services:

Part 15~SLE Services;

Rart 2: Ground Domain Services;

Part 3: Ground Communications Services.

The basic organization of the SLE services documentation is shown in figure 1-1. The
various documents are described in the following paragraphs.

CCSDS 911.5-B-2 Page 1-3 Januar
© 1SO 2013 — All rights reserved
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Space Link Extension

Cross Support
Reference Model
Part 1: SLE Services

Cross Support Concep é SLE Executive
Part 1: SLE Services i Summary

SLE Transfer Services
Forward SLE Service Return SLE Service
Specifications Specifications SLE Service
Management Suite
p—————1
SLE API for Internet Protocol for
Transfer Services Transfer Services
.| Recommended Recommended Informational |
Legend: : i Record (Yellow)

Standard (Blue) Practice (Magenta) Report (Green) i

Figure 1-1: SLE Services Bocumentation

a)| Cross Support Concept—Part 1: Space.kink Extension Services (reference [E2])} a
Report introducing the concepts of cross support and the SLE services;

b)| Cross Support Reference Model-=Part 1: Space Link Extension Services (reference
[1]): a Recommended Standafd,that defines the framework and terminology for the
specification of SLE services;

c)| SLE Return Service (Specifications: a set of Recommended Standards that will
provide specification,of all return link SLE services (this Recommended Standard is
one of the specifications in that set);

d)| SLE Forward/Service Specifications: a set of Recommended Standards that will
provide.specification of all forward link SLE services;

e)| SLE-API for Transfer Services Specifications: a set of Recommended Practices that
provide speC|f|cat|ons of an Appllcatlon Program Interface a set of Recommenced

mapping to TCP/IP as underlylng communications service for SLE services;

f) Internet Protocol for Transfer Services: defines a protocol for transfer of SLE
Protocol Data Units using TCP/IP as underlying communications service for SLE
services;

g) SLE Service Management Specifications: a set of Recommended Standards that
establish the basis of SLE service management.
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1.6 DEFINITIONS, NOMENCLATURE, AND CONVENTIONS

1.6.1 DEFINITIONS

1.6.1.1 Definitions from Open Systems Interconnection (OSI) Basic Reference Model

This Recommended Standard makes use of a number of terms defined in reference [8]. The
use of those terms in this Recommended Standard shall be understood in a generic sense, i.e.,
in the sense that those terms are generally applicable to technologies that provide for the

€X

1.6

TH

N(

DTE =

change of information between real systems. Those terms are:
a) abstract syntax;

b) application entity;

c) application layer;

d) application process;

e) flow control,

f) Open Systems Interconnection (OSI);

g) real system;

h) Service Access Point (SAP).

1.2 Definitions from Abstract Syntax Notation One

iIs Recommended Standard makes-use of the following terms defined in reference [9]|
a) Abstract Syntax Notation One (ASN.1);
b) object identifier;

c) (data) type;

d) (data) value.

in annex A of this Recommended Standard, ASN.1 is used for specifying the
abstract syntax of ROCF service operation invocations and returns. The |use of
ASN.1 as a descriptive language is intended to support the specification |of the

abstract ROCF service; it is not intended to constrain implementations. In
particular, there is no requirement for implementations to employ ASN.1
encoding rules. ASN.1 is simply a convenient tool for formally describing the
abstract syntax of ROCF service operation invocations and returns.

1.6.1.3 Definitions from TM Synchronization and Channel Coding

This Recommended Standard makes use of the following terms defined in reference [2]:
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a) Attached Sync Marker;
b) Reed-Solomon check symbols;

¢) Reed-Solomon code.

1.6.1.4 Definitions from TM Space Data Link Protocol

a)| Frame Error Control Field (FECF);

b)[ (Virtual Channel or Master Channel) Operational Control Field (OCF);

c)| TM Transfer Frame.

1.6.1.% Definitions from TC Space Data Link Protocol

This Recommended Standard makes use of the following terms‘defined in reference [4]:
a)| Communications Link Control Word (CLCW);
b)[ Control Word Type.

1.6.1.6 Definitions from AOS Space Datal.ink Protocol

This Recommended Standard makes use.0f the following terms defined in reference [5]:
a)| AOS Transfer Frame;
b)[ Frame Error Control Field (FECF);
c)| (Virtual Channel er-Master Channel) Operational Control Field (OCF).

1.6.1.7 Definitions from SLE Reference Model

This Recommended Standard makes use of the following terms defined in reference [1]:

a) | abstract binding;

b) abstract object;
c) abstract port;
d) abstract service;
e) invoker;

f) Master Channel Operational Control Field SLE data channel (MCOCF channel)
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Mission Data Operation System (MDOS);
Mission User Entity (MUE);

offline delivery mode;

online delivery mode;

operation;

)

n)
0)
P)
q)

X)
y)
z)

perrormer,

m) physical channel;

return data;

Return All Frames channel (RAF channel);

Return All Frames service (RAF service);

Return Master Channel Operational Control Field service (MCOCF service);
Return Virtual Channel Operational Control Field service (VCOCF service);
service agreement;

service provider (provider);

service user (user);

SLE Complex;

w) SLE Complex Management;

SLE data channel;
SLE FunctionalGroup (SLE-FG);
SLE Protocol ‘Data Unit (SLE-PDU);

aa) SLE Service Data Unit (SLE-SDU);
bb) SLE service package;

ce) SLE transfer service instance;

dd) SLE transfer service production;

ee) SLE transfer service provision;

ff) SLE Utilization Management;

gg) space link;

hh) space link data channel;
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if) Space Link Data Unit (SL-DU);
ii) space link session;

kk) Virtual Channel Operational Control Field SLE data channel (VCOCEF channel).

1.6.1.8 Additional Definitions

1.6.1.8.1 _Assaciation

An aspociation is a cooperative relationship between an SLE service-providing appglication
entity pnd an SLE service-using application entity. An association is formed by the excharlge
of SLE protocol data units through the use of an underlying communications service.

1.6.1.8.2 Communications Service

A conpmunications service is a capability that enables an SLE service-providing application
entity pnd an SLE service-using application entity to exchange-information.

NOTH - |If an SLE service user and an SLE service provider are implemented using
different communications services, then interoperability between them is possible
only by means of a suitable gateway. Adherence to this Recommended Standard
ensures, at least in principle, that it is possible to construct such a gateway.
1.6.1.8.3 Confirmed Operation

A conffirmed operation is an operation that requires the performer to return a report of |its
outcore to the invoker.

1.6.1.8.4 Delivery Criteria

Delivary criteria are rules that determine whether a data unit acquired from the space link |by
an SLE service provider shall be delivered to a user.

NOTH -, ‘For ROCF service, the delivery criteria are:

efined by t

me om hich the O IS o ed

nd stop times specified in the ROCF-

he start a

is within the period d
START operation;

b) the spacecraft identifier (SCID) of the frame matches the SCID of the global
VCID specified in the ROCF-START operation;

c) the virtual channel identifier (VCID) of the frame matches the VCID of the
global VCID specified in the ROCF-START operation;

CCSDS 911.5-B-2 Page 1-8 January 2010
20 © 1SO 2013 — Al rights reserved


https://standardsiso.com/api/?name=15d60dda00c5da1c439c28da0cd08b16

ISO 26143:2013(E)
CCSDS RECOMMENDED STANDARD FOR SLE ROCF SERVICE

d) the type of the control word contained in the extracted OCF matches the type
specified in the ROCF-START operation;

e) for CLCW reports, i.e., for OCFs containing a control word of type ‘0’
(reference [4]), the telecommand virtual channel that the report refers to
matches the telecommand virtual channel specified in the ROCF-START
operation.

1.6.1.8.5 Frame Error Control Field
The Frame Error Control Field (FECF) of a frame is the FECF of a TM Transfer [Frame
(rdference [3]) or the FECF of an AOS Transfer Frame (reference [5]), as applicable.
1.6.1.8.6 Initiator

The initiator is the object that issues the request to bind to another,object (the responder).

NOTE - In other words, the initiator is always the invoker-of the request to bind to another
object. Therefore, in the context of the request to bind, the terms ‘initiatqr’ and
‘invoker’ refer to the same object and are,Synonyms.

1.6.1.8.7 Invocation

The invocation of an operation is the making of a request by an object (the invoker) to
anpther object (the performer) to carry.out the operation.

>

1.6.1.8.8 Master Channel

The sequence of all telémetry frames with the same Transfer Frame Version Number (TFVN)
anf the same SCID-on-the same physical channel constitutes a master channel.

>

NOTE - Depending on the TFVN, the definition of SCID is as given in either refgrence
[3] or reference [5].

1.6.%8.9 Operational Control Field

The Operational Control Field (OCF) of a telemetry frame is the frame OCF of either a TM
Transfer Frame (reference [3]) or an AOS Transfer Frame (reference [5]).
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1.6.1.8.10 Parameter
A parameter of an operation is data that may accompany the operation’s invocation or return.
NOTE - The term parameter is also used to refer to mission-dependent configuration

information used in the production or provision of the service.

1.6.1.8.11 Performance

The performance of an operation is the carrying out of the operation by an object. (the
performer).

1.6.1.8.12 Port Identifier

A porf identifier identifies a source or a destination in a communications-system.

NOTH - See 2.6.4.5 for more information.

1.6.1.8.13 Responder

The rgsponder is the object that receives a request to bind and completes the binding |(if
possiblle) with the initiator in order for a service association to exist between the two objects.

NOTH - In other words, the responder is‘always the performer of the binding. Therefare,
in the context of binding, theterms ‘responder’ and ‘performer’ refer to the same
object and are synonyms.
1.6.1.8.14 Return

The rgturn of an operation’ is a report, from the performer to the invoker, of the outcome|of

the pefformance of the eperation.

1.6.1.8.15 Service Instance Provision Period

A seryice instance provision period is the time during which a service instance (i.e., the
capability to transter one or more SLE data channels of a given type) 1s scheduled to be
provided.

NOTE - Reaching of the beginning of this period constitutes the event ‘start of service
instance provision period’ (see 4.2.2).
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1.6.1.8.16 Spacecraft Identifier

The spacecraft identifier (SCID) of a telemetry frame is as defined in reference [3] if the
frame is a TM Transfer Frame or as defined in reference [5] if the frame is an AOS Transfer
Frame.

1.6.1.8.17 Telemetry Frame

A

Fr
the
1.4

Th
or

N(

1.6

Al

telemetry) frame is a TM Transfer Frame (as defined in reference [3]) or an AOSA}
ime (as defined in reference [5]). In case a distinction of the frame versions is.nec
full term as per references [3] or [5] is used.

.1.8.18 Transfer Frame Version Number

e Transfer Frame Version Number (TFVN) is either the TFVI ‘as“defined in referer,
the TFVN as defined in reference [5].

DTE - The definitions of TFVN given in references’ [3] and [5] are equivalent
CCSDS-compatible telemetry frame is knewn to contain no errors, the
enables one to distinguish between a TM Transfer Frame and an AOS Ti
Frame.

.1.8.19 Unconfirmed Operation

unconfirmed operation is an operation that does not require a report of its outcomg

rejurned to the invoker by the performer.

1.6

.1.8.20 Virtual Channel

All telemetry frames-with the same TFVN, the same SCID, and the same virtual c

idg

1.6

ntifier (VCID) on the same physical channel constitute a virtual channel.

.1.8.2%Virtual Channel Identifier

Th

ansfer
pSsary,

ce [3]

If a
TFVN
ansfer

b to be

hannel

e virtual channel identifier (VCID) of a telemetry frame is as defined in reference [3

if the

telemetry frame is a TM transfer frame or as defined in reference [5] if the telemetry frame is

an

AOS Transfer Frame.
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1.6.2 NOMENCLATURE

The following conventions apply throughout this Recommended Standard:
a) the words *shall’ and ‘must” imply a binding and verifiable specification;
b) the word ‘should” implies an optional, but desirable, specification;

c) the word ‘may’ implies an optional specification;

d)| the words ‘is’, *are’, and ‘will” imply statements of fact.

1.6.3 | CONVENTIONS
1.6.3.1 Specification of Operations
1.6.3.1.1 General

Section 3 of this Recommended Standard specifies the operations that constitute the ROCF
service. The specification of each operation is divided into“subsections as described|in
1.6.3.1.2 through 1.6.3.1.4.

1.6.3.1.2 Purpose Subsection

The Rurpose subsection provides a brief description of the purpose of the operatipn.
Additionally, it indicates whether the operation may be invoked by the user, provider,|or
both; |whether the operation is confirtmed or unconfirmed; and whether there are gny
constrpints on when the operation may-be invoked.

1.6.3.1.3 Invocation, Retukn, and Parameters Subsection

The Invocation, Return;»and Parameters subsection describes the parameters associated wjith
each ¢peration, including their semantics. A table accompanying the description of edch
operatjon lists all_parameters associated with the operation and, for both the invocation gnd
return] whether. the parameter is always present, always absent, or conditionally present.

For parameters that are conditionally present, the parameter description specifies the
conditions for the presence or absence of the parameter. The condition is generally basedlon
the value of another parameter in the same invocation or return; for example, in the return of
an operation, the diagnostic parameter is present if and only if the value of the result
parameter is ‘negative result’. For a conditional parameter in a return, the condition may be
based on the value of a parameter in the corresponding invocation.
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In the table, the following convention is used to indicate whether a parameter is always
present, always absent, or conditionally present:

M Always present
C Conditionally present

Blank Always absent

NQIE_—_ Even thnugh a_parameter may he characterized as al\/\laye present its dper‘fiption
may specify that its value is permitted to be ‘null’ or *unused’ or the like.

1.6.3.1.4 Effects Subsection

The Effects subsection describes the effects an operation has on the inveker, the perfprmer,
the association between them, or any combination thereof. The details of how those gffects
ocpur or the mechanisms used are outside the scope of this Recommended Standard.

1.6.3.2 Typographic Conventions
1.6.3.2.1 Operation Names

Names of ROCF service operations appear -in uppercase and begin with the chafacters
‘RIOCF-’ (e.g., ROCF-TRANSFER-DATA).

1.6.3.2.2 Parameter Names

In|the main text, names of.parameters of ROCF service operations generally appear in
loyvercase and are typeset-in.a fixed-width font (e.g., responder-port-identifier).
Infannex A, the corresponding name is formed by omitting any hyphens contained [in the
name and using mixedscase (e.g., responderPortldentifier).

1.6.3.2.3 Value Names

The values of many parameters discussed in this Recommended Standard are represented by
names.* In the main text, those names are shown in quotation marks (e.g., ‘no such gervice
instar lbc’). The LUIICprIIdiIIg nametmannex Ats-formed by uuliﬁillg any ilyphclla ot white
space contained in the name and using mixed-case (e.g., hoSuchServicelnstance).
The actual value associated with the name is constrained by the type of the parameter taking
on that value. Parameter types are specified in annex A of this Recommended Standard.

NOTE - The name of a value does not imply anything about its type. For example, the
value ‘no such service instance’ has the appearance of a character string but
might be assigned to a parameter whose type is ‘integer’.
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1.6.3.2.4 State Names

This Recommended Standard specifies the states of ROCF service providers. States may be
referred to by number (e.g., state 2) or by name. State names are always shown in quotation

marks

(e.g., “active’).

1.6.3.25 SLE-PDU Names

The n:

1.6.3.

Data {

ASN.1

Stand:

1.6.3.3
This R

1.7

The fg
provig
were

are en
docun
CCSsDh

NOTH
1

2

xmes of SLE-PDUs appear in mixed-case (e.g., rocfBindInvocation).

.6 Data Type Definitions

ype definitions for the ROCF service are presented in annex A in the)ferm of a set
modules. Regardless of the conventions used elsewhere in (this Recommeng
ird, the text of the ASN.1 modules is typeset entirely in a fixed-width font.

Other Conventions

ecommended Standard uses the conventions specified-in reference [1].
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2 DESCRIPTION OF THE ROCF SERVICE
21 OVERVIEW

The ROCEF service enables the user of the service to obtain all or a subset of the operational
control fields (OCFs) contained in the telemetry frames from one master channel or one
virtual channel. A master channel consists of all telemetry frames with the same Transfer
Frame Version Number (TFVN) and the same spacecraft |dent|f|er (SCID) on the same

3 3 3 S 4N, the
same SCID and the same VCID on the same physrcal channel A telemetry frame isla TM
Transfer Frame or an AOS Transfer Frame. A space link physical channel carrigs.one $tream
of | telemetry frames separated by attached sync markers. A physical channel may be
comprised of one or more master channels, each of which may be comprised of one of more
viftual channels. A complete specification of these concepts is providedin references [2],
[3], and [5].

Far delivery to the user, from each frame acquired from the space link the OCF is exfracted
anfl, if it meets the delivery criteria, encapsulated in an SLE.SDU that also carries annotation,
i.e}, additional information such as the Earth Receive Time(ERT) of the frame. In general,
the¢ ROCF service delivers OCFs extracted from the telemetry frames to the user in the order
in which they were received from the space link.

THhe operations defined in section 3 of this Recommended Standard enable an ROCF gervice
user to interact with an ROCF service provider-to:

a) establish an association between the user and the provider;

b) receive annotated OCFs extracted from one master channel or from one Virtual
channel;

c) obtain notifications and reports regarding the status, configuration and performgnce of
the service;

d) temporarily-suspend and later re-start the delivery of OCFs from the same master
channel-orany of the permitted virtual channels;

e) change the values of certain parameters that affect the behavior of the service; apd

f)< release an association.

In any given service instance, only one master channel, or only one VC, or a single master
channel plus a set of VCs (where the set may have a single member), is permitted. Only
OCFs from the permitted master channel or one of the permitted virtual channels are
delivered to the user at a time.

The provision of ROCF service for one master channel or one virtual channel for access by
one service user constitutes one instance of service. The provision of ROCF service for one
master channel or one virtual channel to multiple service users and the provision of ROCF
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service for multiple master channels or multiple virtual channels concurrently to one or more
service users are permitted but are specified to constitute multiple service instances.

2.2 SPACE LINK EXTENSION REFERENCE MODEL

2.2.1 INTRODUCTION

The ROCF service is specified within the framework defined by the SLE Reference Model
(refergnce [1]). The following subsections summarize selected concepts from the -SLE
Refergnce Model.

2.2.2 | ABSTRACT OBJECT

An abstract object is a functional entity that interacts with other abstract Qbjects. Objects are
of different types, which determine their function and behavior. Objects‘are characterized [by
their interfaces, which are called abstract ports, and the operationsthat are made available
through those interfaces. One object may provide multiple abstract ports.

2.2.3 | ABSTRACT SERVICE

An abstract service is the capability provided by a\set of operations that an abstract objgct
exposgs at one or more of its abstract ports.

NOTH - The concept of an abstract service is to be distinguished from the concept of |an
(N)-service as defined in the-OSI Basic Reference Model (reference [8]). The
definition of (N)-service.is-in terms of the capability provided by one layer in the
OSI architecture to the-layer above it. The definition of abstract service is|in
terms of the capability provided by one abstract object to another abstract objgct.
In a cross suppart’scenario where one Agency is providing an SLE service|to
another Agency, the object that provides the service typically is associated wjith
one Agency; and the object that uses the service typically is associated with the
other Agency.

2.2.4 | ABSTRACT BINDING

Whentwoabstract ports raveanmassocration estabitshed etweenthent, they are sardto-be
bound. The act of establishing such an association is called abstract binding. One object (the
initiator) invokes a bind operation that is accepted (or rejected) by another object (the
responder).
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2.2.5 SERVICE USER/PROVIDER

An object that offers a service to another by means of one or more of its ports is called a
service provider (provider). The other object is called a service user (user). An object may
be a provider of some services and a user of others.

The terms user and provider are used to distinguish the roles of two interacting objects. In
this Recommended Standard, when two objects are involved in provision of a service, the
object closer to the space link is considered to be the provider of the service, and the object
further from the space link is considered to be the user.

2.2.6 OPERATION

An operation is a procedure or task that one object (the invoker) can request of another (the
pefformer) through a bound port pair. The terms invoker and perfermer are used to dgscribe
the interaction between two objects as the operations that constitute the service occurl One
object invokes an operation that is performed by the other. /FOr most services, each |object
inyokes some operations and performs others.

2.3 SERVICE MANAGEMENT

SUE service management determines the number and schedule of ROCF service instarnces to
be[ provided, the resources required to €nable those service instances, and the |initial
copfiguration of all service instances‘-and their supporting resources. SLE dervice
management is the subject of separate-CCSDS Recommended Standards.

The SLE Reference Model (reference [1]) distinguishes between service provisign and
seqvice production:

a) service provision, makes available to the user the operations necessary to obtgin the
service;

b) service production transforms a space link channel to an ROCF channel, pgssibly
usingsthe service provision and production of another SLE provider or the equijvalent
capability.

Cqrtain- configuration parameters are associated with provision of ROCF services|while
othefs-are-assoctatet-with production. ChaIIUCD to-ROCH pIUV;O;UII bUIIf;UuIaLIUII palaneters
(e.g., type of OCF to be delivered) affect only a single service instance; the values of such
parameters are initialized by service management when the service instance is created, but
may be modified subsequently by the user through ROCF service operations specified in this
Recommended Standard. Changes to ROCF production configuration parameters (e.g., bit
rate, frame length, coding type) potentially affect multiple service instances or potentially
impact SLE Complex resources; consequently, those parameters may be modified only
through service management.
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ROCF service may be user-initiated (i.e., the user invokes the bind operation) or provider-
initiated (i.e., the provider invokes the bind operation). A particular instance of ROCF
service shall support either user initiation or provider initiation but not both. The form of
initiation that applies to a particular service instance is set by service management.

The SLE Reference Model defines two delivery modes: online delivery mode and offline
delivery mode. Online delivery mode indicates that the provision of service is generally
coincident in t|me W|th the space link session, whereas offllne deI|very mode indicates that
the OCEs s : = : o ided
to thefuser some tlme after the end of the space I|nk session. W|th|n the onllne dellvery
mode,|the SLE Reference Model defines two quality factors: timeliness and completeness.
Within this ROCF service specification, the two variants of online delivery are -rfegarded
distingt delivery modes: online timely and online complete. Both assume the use’of a reliable
commpnications service. They differ in that the timely mode allows for-the controlled
discargling of OCFs at the application layer if it is not possible to deliver those OCFs within a
certain amount of time after they are acquired from the space, Wrk (e.g., because |of
commpnications service backlog). While the ROCF service is defined for the complgte
onling| delivery mode, the timely online delivery mode, or the.offline delivery mode, gny
particyllar instance of ROCF service shall support only one‘of“those modes. The delivgry
mode ppplicable to a particular service instance is set by service management.

24 ARCHITECTURE MODEL—FUNCTIONAL VIEW

2.4.1 | RETURN FRAME PROCESSING FUNCTIONAL GROUP

4 )

Return} All Frames data channel - Return Channel Frames service

Return All Frames service Return Frame Return OCF service

T-U Processing T-P
Functional Group

Return FSH service

TP

- /

Figure 2-1: Return Frame Processing SLE-FG

The Return Frame Processing Functional Group (RFP-FG, shown in figure 2-1) is the SLE
functional group (SLE-FG) that produces the ROCF service. As shown in the figure 2-1, the
RFP-FG provides other services in addition to the ROCF service. This Recommended
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Standard addresses only the ROCF service; the other services are (to be) defined in
companion Recommended Standards.

As described in reference [1], the RFP-FG consumes a Return All Frames (RAF) channel and
provides ROCF services. The RAF channel is provided to the RFP-FG either (a) directly
from a Return Space Link Processing Functional Group (RSLP-FG) in the same SLE
Complex, or (b) through an instance of RAF transfer service that is provided by a different
SLE Complex. The RAF channel consrsts of a stream of SLE-SDUs that encapsulate the

thd
ch
se
iNg

ATl
se
R(

RC
sp

b produces one or more ROCF channels Each ROCF channel consrsts of a stream 0
DUs.  Most of these SLE-SDUs encapsulate OCFs extracted from telemetry 1
onging to the master channel or virtual channel specified by the user of the ROCF s
ch SLE-SDUs also carry annotation information associated with the OCF.(e.g., the H

telemetry frame from which the OCF is extracted). Other SLE-SDUs in an
annel carry notifications of the occurrences of certain events that may pertain to the
vice (e.g., loss of frame synchronization on the physical channel associated wi
tance of ROCF service).

ROCF channel produced by the RFP-FG is delivered’to’ a user by means of the
vice. More specifically, the RFP-FG performs the following functions with respect
DCF service:

a) consumes one RAF channel;

RFP-
f SLE-
frames
BIVICE;
RT of
ROCF
ROCF
h this

ROCF
to the

b) demultiplexes the RAF channel inte its component master channels, demultiplexes

the master channels into their component virtual channels, annotates each fr

each channel to form ROCF SLE-SDUs, and injects the resulting ROCF SLE

into ROCF channels;

c) optionally, stores (andsubsequently retrieves) sufficient data to reconstruct the
channels for delivery-through one or more offline ROCF service instances;

d) makes ROCFE-¢hannels available to online and offline ROCF service instan
effect the grovision of ROCF service.

DCF SLE-SDUs that encapsulate OCFs are annotated with information that pertains
peific frame from which the OCF is extracted. The annotation consists of:

a). “the ERT of the frame;

Ime in
-SDU

ROCF

ces to

to the

b) an identifier that indicates the antenna used to acquire the frame;

c) a parameter that characterizes the data link continuity of this frame with respect to the

preceding frame on the same master or virtual channel;

d) an optional octet string that may be used to provide additional, non-standard
annotations that are mutually agreed to by the SLE Complex providing the service

and the Mission Data Operations System (MDQOS) associated with the user of the
service.
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NOTE - The ROCF service delivers only OCFs extracted from telemetry frames that are
error-free. The determination that a frame is error-free is based on the frame

quality annotation provided by the RAF service production: a frame

is

considered error-free if it was annotated by the RAF service production with a
frame quality of ‘good’. The RAF service production annotates a frame as ‘good’
if the frame contains only valid code words of the Reed-Solomon code or—if the
frame is not Reed-Solomon encoded—if the Frame Error Control Field (FECF)

decodes successfully.

2.4.2 | ROCF SERVICE PRODUCTION AND PROVISION

One instance of ROCF service production (or, one RFP-FG instance) may be asseciated wjith

multigle ROCF service instances. ROCF production is concerned with the production
ROCH channels independent of any particular instance of service. In contrast, ROCF serv
provisjon is concerned with delivering an ROCF channel to an ROCEservice user. Serv

of
ce
ce

provisjon addresses such matters as when service is provided (e.g.; service start and sfop

times), how service is provided (e.g., user-initiated or provider-initiated), and quality
service (e.g., whether the delivery mode is timely online, complete online, or offline).

ROCH service production receives the input telemetry frames encapsulated in RAF SL
SDUs| If the complete production process, i.e., RAF~and ROCF production are perform
within a single SLE Complex, then the RAF SLE-SDUs are possibly not exposed on
interfgce but exist only conceptually inside the'feturn link production. If a separate S
CompJex hosts the RAF production process, then the RAF SLE-SDUs are made available
that cgmplex by means of the RAF serviceexposed on the SLE Complex interface.

The ROCF service production performed by the RFP-FG separates the RAF SLE-SDUs
mastef channel and virtual channeland extracts the OCFs to form ROCF SLE-SDUs. T
SLE-SDUs generated by ROCF.service production are delivered to the service user by meg
of thg ROCF service operations defined in section 3, which also provide additio
functipnality to facilitate,the provision of ROCF service. In turn, the ROCF serv
operatjons are realized-as SLE Protocol Data Units (SLE-PDUSs) that are exchanged betwe

of

| E
by

by
he
INS
nal
ce
en

the ROCF service_provider and the ROCF service user by means of an underlying

communications service. Typically, an SLE-PDU corresponds to the invocation or return
an RQCF operation. (Because of the buffering mechanisms described in 3.1.9, there
certain exceptions; for example, multiple ROCF-TRANSFER-DATA invocations may

of
hre
be

mappdd-to a single SLE-PDU.) The general relationship between SL-DUs, ROCF SL

E-

SDUs, and ROCF SLE-PDUs is illustrated in figure 2-2. This figure assumes that as in the
example shown in figure 2-3 all return service production is implemented within a single
SLE Complex. This may or may not be the case. For instance, one SLE Complex could host
the ROCF production process and use the RAF service provided by another SLE Complex.
In that case, the latter SLE Complex would consume the space link channel, i.e., receive the

SL-DUs while the two SLE Complexes would exchange RAF SLE-PDUs.
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Figure 2-2: ROCF Service Production and Provision

r the online delivery mode, production and provision of the ROCF service by the pr
cur, at least in part, concurrently with the space link sessiori« For the offline delivery
vice production and provision are detached, with service/provision occurring som

after the end of the space link session. In the offline case; data acquired during the spa

se

2.9

Th
de
SC
Th
ing
R(

N(

sion are stored for later delivery by an offline seryice instance.

»  ARCHITECTURE MODEL—CROSS SUPPORT VIEW

e management and control of the production and provision of SLE transfer serv
scribed in general terms in reference [1]. Figure 2-3 shows an example oper
enario and the related binding of ROCF transfer service ports and SLE management
is scenario shows an SLE“Complex with one Return Space Link Processing Sl
tance and one Return_Frame Processing SLE-FG instance providing two instan
DCF service to an MDOS.

DTE - Although-not shown in this scenario, other combinations are possible

different RAF channel and each providing one or more instances of service
also possible for the RSLP-FG and the RFP-FG to be located in differen
Complexes. In such a case, the RAF channel would be provided to the R
via an RAF transfer service instance.

pvider
mode,
e time
ce link

ces is
ptional
ports.
 E-FG
ces of

For

example, it is also possible to have several RFP-FG instances, each consuming a

. It is
t SLE
FP-FG
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Figure 2-3: Example of the Management and Provision of ROCF Service

2.6 FUNCTIONAL DESCRIPTION
2.6.1 | GENERAL

Subsegtions 2.6.2 through 2.6.4 describe the ROCF service with respect to scheduling,
configuration, underlying-services, provider states, and protocol considerations.
2.6.2 | SCHEDUEING AND CONFIGURATION

SLE Vtilization Management negotiates with SLE Complex Management to establ|sh
mutu?tly agreed upon SLE service packages. Among other things, SLE service packages
specify What service instances are to be provided, when those services are to be provided, dnd
what resources are needed to enable those services.

Service packages also specify the initial values of mission-dependent parameters required for
service production and provision. ROCF service provision parameters include such things as
the scheduled start and stop times of the ROCF service instance and the delivery mode.

Service production is guaranteed to occur only as needed to support service packages that
have been scheduled and mutually agreed upon by SLE Complex Management and SLE

CCSDS 911.5-B-2 Page 2-8 January 2010
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Utilization Management. Service provision occurs only within the bounds of the agreed upon
schedule of service instances and only during those periods when there is an association
between the service provider and the service user.

2.6.3 UNDERLYING SERVICES

The ROCEF service is based on the functionality provided by the SLE RAF service production
(reference [1]) or an equivalent capability. The RAF service production (or its equivalent)
may be provided by the same SLE Complex that provides the ROCF service or by adifferent
SUE Complex. Additionally, provision of ROCF service depends on service managemgnt for
scheduling, resources, and configuration, and on the availability of a suitable
communications service to enable the exchange of information between the<ROCF gervice
user and provider.

2.6.4 PROTOCOL DESCRIPTION
2.6.4.1 ROCF Operations
THe operations that constitute the ROCF service are.listed in table 2-1. Section 3 pf this

Rqcommended Standard provides the detailed specification of these operations.

Table 2-1: ROCF Operations

Invoked
Operation L:;/O © Purpose Confirmed
ROCF-BIND User Y To establish an association with the peer Yeq
provider
User or | To release an association previously
ROCF-UNBIND Yes
provider | established by an ROCF-BIND operation
To request that the SLE service provider
ROCF-START U Yes
ST | start the delivery of OCFs ©
To request that the SLE service provider
ROCF-STOP u Yes
ser stop the delivery of OCFs ©
d 2?:-TRANSFER- Provider | To transfer an OCF to the SLE service user No
ROCF-SYNC- . To notify the user of an event affecting
Provider ; . , No
NOTIFY production or provision of the ROCF service
CCSDS 911.5-B-2 Page 2-9 January 2010

© 1SO 2013 — Al rights reserved 37


https://standardsiso.com/api/?name=15d60dda00c5da1c439c28da0cd08b16

ISO 26143:2013(E)
CCSDS RECOMMENDED STANDARD FOR SLE ROCF SERVICE

Operation :;;/oked Purpose Confirmed

To request that the provider send a status
User report immediately or periodically or to stop Yes
such reporting

ROCF-SCHEDULE-
STATUS-REPORT

ROCF-STATUS-

REPORT Provider | To send a status report to the user No
ROCF-GET- To ascertain the value of an SLE service
User Yes
PARAMETER parameter (see 3.10)
To notify the peer that the local SLE
User or

ROCF-PEER-ABORT . application detected an error that requires No
Provider L )
the association to be terminated

2.6.4.2 States of the Service Provider

Once jan ROCF service instance is created, the ROCF ‘service provider is in one of thfee
states,|as follows:

a)| State 1 (*unbound’): In state 1, all resources required to enable the provision of the
ROCF service have been allocated, andall objects required to provide the servjce
have been instantiated. However, ng.association yet exists between the user and the
provider (i.e., the ROCF transfer sefvice provider port is not bound).

b)| State 2 (‘ready’): In state 2, an-association has been established between the user gnd
the provider, and they may-interact by means of the operations described in section 3
of this Recommended-Standard. However, the delivery of OCFs (by means of the
ROCF-TRANSFER-DATA operation) is not permitted. The user may enable the
delivery of OCEs”by means of the appropriate service operation (ROCF-START);
that, in turn, will cause the provider to transition to state 3 (‘active’) and enable OCF
delivery.

c)| State 3.(“active’): State 3 is identical to state 2 (‘ready’) except that OCFs that meet
the delivery criteria specified by the user by means of the ROCF-START operation
are delivered to the user as they become available. The service continues in this state
until the user invokes the ROCF-STOP operation to suspend OCF delivery and
transition back to state 2 (e.g., in response to an ‘end of data’ notification from the
service provider signaling that the space link session has ended and all available
OCFs have been delivered or all OCFs meeting the user selected delivery criteria (see
1.6.1.8.4) have been sent).

A simplified ROCF service provider state transition diagram is shown in figure 2-4. A
detailed state transition matrix is provided in section 4.
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Figure 2-4: Simplified ROCF Service ProvideriState Transition Diagram

4.3 Termination of Association

association is released normally when anZROCF-UNBIND operation is invoked py the

initiator of the association and performed-by the responder. An association may be aborted

by
as
fai

2.4

W
or
pr
co
thd

either the user or the provider by, means of the ROCF-PEER-ABORT operation. An
ociation also may be aborted dué.to certain failures of the communications servicg; such
lures are signaled to the local application by the “protocol abort’ event described in 4}1.5.

4.4 Effects of Termination

hen an associatipn\is released or aborted, no further operations shall be invoked by the user
the provider.<AS a consequence, the delivery of OCFs stops immediately. The user and

mode |
persistent;

3.1.9) shall be

b) if the delivery mode is offline, the contents of the offline OCF buffer (see 3.1.9) shall
be persistent;

c) statistics reported by means of the ROCF-STATUS-REPORT operation (see 3.9)
shall be accumulated for the entire service instance provision period.
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2.6.4.5 Technology-specific Aspects

This Recommended Standard defines the ROCF service. Provision of the ROCF service in a
real system also requires a specification of how the ROCF service defined here is mapped to
a communications service such that all invocations and returns of ROCF service operations
can be conveyed between the user and the provider. In order not to restrict the applicability
of this Recommended Standard to a specific communications technology, as few assumptions
as possible have been made about the characteristics of the underlying communications
service{see-1.3-1)-

The ROCF service interface between the user and the provider is specifiedCin' this
Recommended Standard in terms of the operations that the service provides.” Those
operations are realized by mapping the operation invocations and returns to,protocol data
units that can be exchanged by means of the underlying communicationsCservice. This
Recommended Standard conceptualizes such a mapping in two parts. First, ROCF servjce
operation invocations and returns (defined in section 3) are mapped to~SLE-PDUs (defined in
annex|A). Second, SLE-PDUs are mapped to protocol data units that can be exchanged |by
meang of the underlying communications service. The mapping-0f ROCF service operation
invocations and returns to SLE-PDUs is specified by this<Recommended Standard. The
mapping of SLE-PDUs to an underlying communications service is intentionally outside the
scope [of this Recommended Standard (e.g., so that the ROCF service may be mapped|to
more than one communications technology). In order.to achieve interoperability, the user gnd
provider must conform not only to this Recommended Standard but also to an agreed upon
specification of the mapping of the ROCF service to the underlying communications servie.
Figurg 2-5 illustrates a communications realization of the ROCF service that results from
such @ mapping. The specification of Such mappings is the subject of separate CCSDS
Recommended Standards.
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Figure 2-5: Communications Realization of ROCF Service

a)p selection of communication networks to ensure connectivity;

e specification of a mapping of the ROCF service onto a particular communigations

b) compatible configuration of protocol stacks;

c) specification of port-identifiers and

communications service; and

their

d) specification of security related information.
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Because the operations of the ROCF service are relatively simple, once an association is in
place between the service user and the service provider, the technology-specific elements
involved in the exchange of SLE-PDUs are generally minor. However, the way an
association is established (i.e., the binding) tends to vary significantly depending on the
communications technology in use. Nonetheless, the ROCF-BIND and ROCF-UNBIND
operations as specified in this document are intended to be ‘technology neutral’. This
neutrality is achieved as described in the following paragraphs.

For purposes—of-the communications—mapping—the—endpoints—of an SLE association—are
identified by port identifiers, namely, an ‘initiator port identifier’ and a ‘responder pprt
identifier’. The port identifiers represent all the technology-specific addressing information
needed to establish communications between the user and provider and to routerSL-E-PDJs
between them. The initiator port identifier identifies the endpoint that will invoke the ROGF-
BIND| operation (initiator). The responder port identifier identifies the endpoint that will
perform the ROCF-BIND operation (responder). Generally speaking) the information
represented by a port identifier consists of:

a)| information needed in order to route data between<iwo real systems over| a
communications channel or network; and

b)| information needed in order to route data within a real system to a particular
application entity.

For edample, the information represented by a poftiidentifier might be the combination of|an
Interngt Protocol (IP) network address and a-~Transmission Control Protocol (TCP) pprt
numbgr or the combination of an OSI network address and an associated set of Servjce
Accesp Points (SAPs).

The exact relationship between SLE -port identifiers and communications ports provided |by
the underlying communications-service must be specified by the mapping of the ROCF
service to the underlying communications service. If the underlying communications servjce
IS conpection-oriented, then_the mapping may specify a one-to-one relationship between S|E
associptions and communications connections; however, that is not required. For examgle,
two JLE associations involving the same pair of SLE endpoints may share a single
connegtion. In that case, it is the responsibility of the mapping of the ROCF service to the
underlying communications service to specify how the SLE-PDUs of one association are
distinguished-from the SLE-PDUs of the other association.

One possible-mapping-of-the-SLE-transferservice-to-the TCPHR communications-servce is
specified in [E7]. As part of this mapping, also issues such as sizing of TCP buffers in
accordance with the bandwidth-delay product of the communication link and ways to manage
relative priority of transfer services concurrently using the same connectivity are to be

addressed.

In order for an SLE association to be established, SLE Complex Management and SLE
Utilization Management must agree beforehand on the responder port identifier for the
association. The responder needs the information represented by the responder port identifier
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to ensure that resources are allocated to recognize and respond to an ROCF-BIND invocation
for that association. The initiator needs the information to ensure that the ROCF-BIND
invocation will be communicated to the appropriate responder.

In general, it is not necessary for SLE Complex Management and SLE Utilization
Management to agree beforehand on the initiator port identifier for the association. Rather,
the initiator should communicate that information to the responder in conjunction with the
ROCF-BIND mvocatlon The exact means by which the |n|t|ator port |dent|f|er is provided
to : e ROCF
sefvice to the underlylng communlcatlons service.

The responder port identifier is included as a parameter of the ROCF-BIND operation.
Ganerally speaking, that is unnecessary; it is only necessary that \SLE application
communicate the information represented by the port identifiersyt0 the undgrlying
communications service. The responder port identifier is provided as a parameter |of the
ROCF-BIND operation to allow for the possibility that the implementation of a gateway
milght be simplified by the inclusion of this parameter in the ROCF-BIND operation.

The information represented by the responder port identifier4s technology-specific. I} order
to| define the ROCF-BIND operation in a way that is not technology-specific, the
rg@sponder-port-identifier parameter of the'ROCF-BIND operation is defiped to
be[a logical name. A logical name is an arbitrarycidentifier that has an appropriately ¢hosen
anf agreed upon translation to technology-specific information. Prior to the start time of a
sefvice instance, SLE Complex Managementiand SLE Utilization must mutually agre¢ upon
the value of the responder port identifier (and its translation) applicable to that gervice
ingtance. The actual process of translating logical names to technology-specific information
is [considered a local matter. The translation methodology may rely on simple techhiques
such as look-up tables or may_use more elaborate mechanisms such as naming or diffectory
sefvices.

The above discussiondescribes the case that both the user and provider applications are
implemented using‘“the same communications service. It is possible to aghieve
interoperability even if the user and provider use different communications sefvices.
However, in that-case interoperability requires the use of an appropriate gateway.

2.6.4.6 \"Buffering

2.6.46.1 General

Buffering mechanisms used by the ROCF protocol are described in subsections 2.6.4.6.2 and
2.6.4.6.3. They are formally specified by the requirements in 3.1.9 and the state transition
matrix in section 4.
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2.6.4.6.2 Transfer Buffer

As described in 2.6.4.5, ROCF operations (specified in section 3) are mapped to SLE-PDUs
(specified in annex A) that are conveyed to the peer SLE entity by means of the underlying
communications service. In general, there is a one-to-one mapping between SLE-PDUs and
the invocations or returns of ROCF operations. However, that is not always the case. In
particular, the ROCF protocol provides that multiple ROCF-TRANSFER-DATA and ROCF-
SYNC-NOTIFY operatlons may be mapped toa smgle SLE-PDU (VIZ the SLE PDU named
RocfTrans : S elease—of the

operat ons. These operations are invoked in the order in which the original annotated OdFs
and synchronous notifications occur. However, the ROCF service provider. concatena
them [n a buffer, the content of which forms a single RocfTransferBufferr'SEE-PDU. This
SLE-RDU is the service data unit passed to the communications provider!

The pfimary rationale for this approach is as follows: when the data rate on the space link
exceedls the available communications bandwidth or when the greund communication linK is
congested or unavailable for a period of time, use of the complete online delivery mode njay
lead to the accumulation of a large backlog of undelivered:data, resulting in the delivery|of
data ppast the point of usefulness. The timely online delivery mode is an alternative that lintits
the size of the backlog that is allowed to accumulate by discarding data that cannot |be
delivefed within a certain time. Furthermore, when data is discarded, it is discarded fin
chunkg’, i.e., as a sufficiently large block OCFs:extracted from contiguous frames rather than
from fandom frames here and there. In general, this approach maximizes the usefulness|of
the dafa that is delivered.

This result is achieved as follows: as the ROCF service provider acquires OCFs and as evepts
that must be synchronously notified occur, that information is stored in a buffer named the
transfer buffer. The size of this buffer is set by service management to achieve the
appropriate level of ‘chunking’ of data; this size corresponds to the maximum-siZed
RocfTJransferBuffer SLE=PDU that will be passed to the communications service provider.
(This size must alsobe-Compatible with the size of the service data units that can be handled
by the|underlying €0mmunications service.) When data is inserted into the transfer buffer| if
the tragnsfer buffer was previously empty, a timer, named the release timer, is started. The
releas¢ timerscounts down from an initial time value, named the latency limit that is set [by
service management. If the transfer buffer becomes full or if the release timer expires, the
entire Liransfer buffer in the form of one RocfTransferBuffer SLE-PDII s Inacepd to_the
communications service provider as one service data unit. If new data needs to be inserted
into the transfer buffer, but the transfer buffer is full and cannot be passed to the
communications service provider due to congestion of the communications service, then the
entire transfer buffer is discarded as one unit. When this happens, the new data is inserted
into the newly emptied transfer buffer, along with a synchronous notification that some data
was intentionally discarded due to timeliness considerations.
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Strictly speaking, the transfer buffer is only required in the case of timely online delivery
mode. However, the transfer buffer mechanism has a secondary benefit: it allows for
‘tuning’ of the size of the service data units that are normally passed to the communications
service provider. In some cases, this may contribute to enabling the communications service
to operate more efficiently. Thus, the transfer buffer is used in all delivery modes. However,
in the case of complete online delivery mode and offline delivery mode, data in the transfer
buffer is never discarded. Rather, the contents of the transfer buffer are held until they can be
passed to the communications service provider. Any backlog that may accumulate is handled

b E Y PN H-V N a Vel mill “YHT & SNPNTIPN = 1 H-V W aVYal mil “VET = SN -V-V-Nle WA, I ASLs A1
y IIICG.IID UT T UTmc Uor DUTich Ul UTTimic Ue T UUTICT (oCT £.U.%.U.J ).

2.6.4.6.3 Online OCF Buffer and Offline OCF Buffer

In|the case of the timely online delivery mode, the only buffering that oc¢urs is that provided
byl the transfer buffer. For complete online delivery mode and for-efffine delivery |mode,
adfitional buffering is needed due to the nature of the service. .Since the complete jonline
delivery mode is supposed to deliver all data even in the case gf.extended communigations
sefvice outages or congestion, and since the offline delivery‘mode is supposed to delipver all
daa even several days after the space link session, moresgxtensive buffering is requifed for
thgse modes. This buffering is provided by means of:the online OCF buffer or the pffline
OCF buffer, respectively. These buffers are relativelyfarge and intended to hold all data (i.e.,
ROCF-TRANSFER-DATA and, in the case .of online delivery mode, ROCF-§YNC-
NOTIFY) for significant periods of time. In the case of complete online delivery mogle, the
online OCF buffer is intended to overcome’ limitations of the communications sgrvice:
baphdwidth limitations, outages, and congestion. In the case of offline delivery mode, the
offline OCF buffer is intended to ehable data to be delivered hours or days affer the
completion of the space link session. The exact size of these buffers is set by gervice
management. It is normally expected that the online OCF buffer is sufficiently large to hold
allf data that might be accuniulated during one space link session and that the offling OCF
bufffer is sufficiently large to hold all data that might be accumulated during several| space
link sessions.

NQTE - Synchtonous notifications are generally not provided in offline mode, so the data
assoeiated with such notifications is not stored in the offline OCF buffer.

Figure 2-6:iflustrates the differences between timely online delivery mode, complete [online
dejiver mode, and offline delivery mode with respect to the buffers that are used.
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Timely Online Transfer
Delivery Mode > Buffer >
Online OCF Transfer

Complete Online
Delivery Mode —> Buffer > Buffer >

Offline Delivery Offline OCF Transfer
Mode —> Buffer [  Buffer L=

Figure 2-6: Buffers and Delivery Modeés

2.7 PPERATIONAL SCENARIO

The following paragraphs illustrate a typical operational scenario for a user-initiated, online
delivefy mode ROCF service instance:

a)| Prior to the actual provision of service, start and stop times for both the space link
session and the associated ROCFK service instance are mutually agreed upon by SLE
Complex Management and SLE" Utilization Management. Configuration and other
information needed to enable the service are also agreed upon. Included in the
configuration information for the planned ROCF service instance is a list of global
VCIDs that identifies\the master channel and virtual channels in this master chanpel
that may serve as-source for the OCF extraction and are permitted to be selected |by
the user of ROCFEservice by means of the ROCF-START invocation.

b)[ Some timebefore the scheduled start time of the ROCF service instance, the servjce
instance™is created by SLE Complex Management. Initially, the service provider igin
state 1 (‘unbound’). At the scheduled start time of the space link session, the SLE
Complex acquires the signal from the spacecraft and initiates the production of ROCF
service T\J/pir‘nlly (hl It_not nnr‘pccnrily) the start time of the service instance will
precede by a small margin the start time of the space link session to allow the user to
bind to the service before the start of the space link session.

c) The user invokes the ROCF-BIND operation to establish an association.

d) The provider transitions from state 1 to state 2 (‘ready’) and returns a report of the
successful completion of the bind operation to the user.
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e) The user may now check parameters that control service provision by means of the
ROCF-GET-PARAMETER operation.

f) If the user is interested in obtaining periodic status reports, the ROCF-SCHEDULE-
STATUS-REPORT operation may be invoked to configure status reporting.

g) The user invokes the ROCF-START operation to enable data flow. The ROCF-
START identifies the master channel or virtual channel to be transferred by the
service instance. The selected OCF source in terms of master channel or virtual
channel must be contained In the Set of permitted channels (See 1tem a) above),

h) The provider transitions from state 2 to state 3 (‘active’) and confirms,the ROCF-
START operation to the user. As telemetry frames that meet the delivery ¢riteria
established by the user become available, the OCFs are extracted.from them and are
delivered to the user by means of ROCF-TRANSFER-DATA opeérations. In addition,
notifications may be delivered by means of ROCF-SYNC-NOTIFY operations, and
requested status reports are delivered by means of ROCF-STATUS-REPORT
operations.

1) When all available OCFs are delivered, the provider will invoke the ROCF-§JYNC-
NOTIFY operation to provide an ‘end of data’ notification. The ‘end of data’
notification may be triggered, for example, because the space link session endgd and
all frames have been delivered or becausecthe user specified a value for the gtop-
time parameter when invoking the ROCF-START operation.

J) By invoking the ROCF-STOP operation the user will cause the provider to trapsition
to state 2 (‘ready’). The user may-then ask for another OCF source in terms of master
channel or virtual channel<fy invoking another ROCF-START operation or may
terminate the association by-invoking ROCF-UNBIND.

2.8 SECURITY ASPECTS OF THE SLE ROCF TRANSFER SERVICE
2.8.1 SECURITY-BACKGROUND/INTRODUCTION

The SLE transfer services explicitly provide authentication and access control. Addjtional
segurity capabilities, if required, are levied on the underlying communication servicgs that
support.the SLE transfer services. The SLE transfer services are defined as lpyered
application services operating over underlying communication services that must meet ¢ertain

. & which  are othenwise ified. n sndérlying
communication services over which real SLE implementations connect is based on the
requirements of the communicating parties and/or the availability of CCSDS-standard
communication technology profiles and proxy specifications.  Different underlying
communication technology profiles are intended to address not only different performance
requirements but also different security requirements. Missions and service providers are
expected to select from these technology profiles to acquire the performance and security
capabilities appropriate to the mission.  Specification of the various underlying

re alaalala e AN a Al gal alla
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communication technologies, and in particular their associated security provisions, are
outside the scope of this Recommended Standard.

The SLE ROCF transfer service transfers data that originates on a mission spacecraft. As
such, the SLE ROCEF transfer service has custody of the data for only a portion of the end-to-
end data path between mission spacecraft and MDOS. Consequently the ability of an SLE
transfer service to secure the transfer of mission spacecraft data is limited to that portion of
the end-to-end path that is provided by the SLE transfer service (i.e., the terrestrial link
between—the-MDQOS and-the ground-termination-of-the-space-ground—tink—to-the mission
spacegraft). End-to-end security must also involve securing the data as it crosses the spage-
ground link, which can be provided by some combination of securing the mission data itself
(e.g., encryption of the mission data within CCSDS space packets) and securing:the spage-
ground link (e.g., encryption of the physical space-ground link). Thus while the’'SLE ROCF
transfer service plays a role in the end-to-end security of the data path, it does Aot control gnd
cannof ensure that end-to-end security. This component perspective(is reflected in the
security provisions of the SLE transfer services.

2.8.2 | STATEMENTS OF SECURITY CONCERNS

This section identifies ROCF transfer service support for.eapabilities that responds to th¢se
securify concerns in the areas of data privacy, data iategrity, authentication, access control,
availability of resources, and auditing.

2.8.2.1 Data Privacy (also known as Confidentiality)

This BLE ROCF transfer service (specification does not define explicit data privacy
requirements or capabilities to ensure data privacy. Data privacy is expected to be ensufed
outside of the SLE transfer(Service layer, by the mission application processes that
commpnicate over the SLE transfer service, in the underlying communication service that ljes
under [the SLE transfer-Service, or some combination of both. For example, mission
applicption processes might apply end-to-end encryption to the contents of the CCSDS spdce
link data units carried as data by the SLE transfer service. Alternatively or in addition, the
netwofk connectioh between the SLE entities might be encrypted to provide data privacy]in
the underlying.eeémmunication network.

2 8 2.9 Data Intaaritv
.0.L.c—FataHegHty

The SLE ROCF transfer service defines and enforces a strict sequence of operations that
constrain the ability of a third party to inject operation invocations or returns into the transfer
service association between a service user and provider (see 4.2.2). This constrains the
ability of a third party to seize control of an active ROCF transfer service instance without
detection.
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The SLE ROCF transfer service requires that the underlying communication service transfer
data in sequence, completely and with integrity, without duplication, with flow control that
notifies the application layer in the event of congestion, and with notification to the
application layer in the event that communication between the service user and the service
provider is disrupted (see 1.3.1). No specific mechanisms are identified, as they will be an
integral part of the underlying communication service.

2.823 Authentication

THis SLE ROCF transfer service specification defines authentication requirements (see
3.1.5), and defines initiator-identifier, responder-identifier,invgker-
criedentials, and performer-credentials parameters of the ,service opgration
inyocations and returns that are used to perform SLE transfer service-adthentication| The
procedure by which SLE transfer service operation invocations and returns are authenticated
is described in annex F of the Cross Support Service Green Book (reference [E2]). The SLE
transfer service authentication capability can be selectively set te authenticate at one of three
levels: authenticate every invocation and return, authenticate only the BIND opgration
inyocation and return, or perform no authentication¢) “Depending upon the inherent
authentication available from the underlying communication network, the sgcurity
enyironment in which the SLE service user and provider are operating, and the sg¢curity
re:Fuirements of the spaceflight mission, the SLE:transfer service authentication level pan be

adppted by choosing the SLE operation invocations and returns that shall be authentjcated.
Furthermore, the mechanism used for generating and checking the credentials and thus the
leyel of protection against masquerading (simple or strong authentication) can be sele¢ted in
acgordance with the results of a threat-apalysis.

2.8.2.4 Access Control

ThHis SLE ROCF transfer service specification defines access control requirements (see B.1.4),
anf defines initiator-identifier and responder-identifier paramefers of
the service operation' invocations and returns that are used to perform SLE transfer gervice
acgess controls)“Fhe procedure by which access to SLE transfer services is controjled is
depcribed in.annex F of the Cross Support Service Green Book (reference [E2]).

2.2]3.2.5 Availability of Resources

The SLE transfer services are provided via communication networks that have some limit to
the resources available to support those SLE transfer services. If these resources can be
diverted from their support of the SLE transfer services (in what is commonly known as
‘denial of service’) then the performance of the SLE transfer services may be curtailed or
inhibited. This SLE ROCF transfer service specification does not define explicit capabilities
to prevent denial of service. Resource availability is expected to be ensured by appropriate
capabilities in the underlying communication service. The specific capabilities will be
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dependent upon the technologies used in the underlying communication service and the
security environment in which the transfer service user and provider operate.

2.8.2.6 Auditing
This SLE ROCF transfer service specification does not define explicit security auditing

requirements or capabilities. Security auditing is expected to be negotiated and implemented
bilaterally between the spaceflight mission and the service provider.

2.8.3 | POTENTIAL THREATS AND ATTACK SCENARIOS

The SLE ROCF transfer service depends on unspecified mechanisms operating above the
SLE fransfer service (between a mission spacecraft application process and its peer
applicption process on the ground), underneath the SLE transfer service’/in the underlying
communication service, or some combination of both, to¢ ensure data privacy
(configlentiality). If no such mechanisms are actually implemented, or the mechanisms
selectg¢d are inadequate or inappropriate to the network environment in which the mission is
operatjng, an attacker could read the spacecraft Operational Control Field (OCF) data
contaiped in the ROCF protocol data units as they traverse the WAN between service uger
and seyvice provider.

NOTH - In the case of the ROCF transfer service, being able to protect the confidentialjity
of the OCF data at the mission application level is unlikely because the mpst
common payload of the OCF:is the Communications Link Control Ward
(CLCW). The CLCW. ds specified as part of the CCSDS-standard
Communications Operation® Procedure (COP), which has no provision for
protecting the confidentiality of the CLCW. The OCF may also be used directly
by mission-uniquecapplications, and in such cases end-to-end confidentialjity
mechanisms may‘heé applied to the contents of the OCF. However, such missign-
unique applications are few in comparison to the usage of the OCF to transfer
CLCWs. ¢So7in most cases the confidentiality of the OCF data will need|to
depend-salely on the underlying communication service.

The SLLE ROCPE transfer service constrains the ability of a third party to seize control of |an
active|SLEstransfer service instance, but it does not specify mechanisms that would prevent
an attacker from intercepting the protocol data units and replacing the contents of the daga
parameter—Thepreventionof suchareptacementattack-depends-onunspecified-mechantsms
operating above the SLE transfer service (between a mission spacecraft application process
and its peer application process on the ground), underneath the SLE transfer service in the
underlying communication service, in bilaterally agreed extra capabilities applied to the SLE
transfer service (e.g., encryption of the data parameter) or some combination of the three. If
no such mechanisms are actually implemented, or the mechanisms selected are inadequate or
inappropriate to the network environment in which the mission is operating, an attacker could
substitute OCF data without detection. The most likely use of such an attack would be to
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substitute CLCWs to corrupt the operation of the COP, resulting in degradation or loss of
commanding ability.

If the SLE transfer service authentication capability is not used and if authentication is not
ensured by the underlying communication service, attackers may somehow obtain valid
initiator-identifier values and use them to initiate SLE transfer service instances

by
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ROCF SERVICE OPERATIONS

NOTE - This section (3) specifies the processing of valid SLE-PDUs (i.e., those that are

recognized as the invocation or return of an ROCF service oper

ation).

Subsection 3.1 specifies behaviors that are generally applicable to all operations.

Subsections 3.2 through 3.11 specify individual operations. Handling of i
SLE-PDUEs is specified in 4.1.

nvalid

€X

3.
the

3.
pa

N(

3.

GENERAL CONSIDERATIONS

1.1 RESULT OF OPERATIONS

1.1.1  All confirmed operations shall report on the outcome of the operation in a

cept as specified otherwise in section 4.

1.1.2 All returns shall include a resul t parameter that indicates whether the outce

operation was successful (“positive result’) or unsuccessful (‘negative result’).

1.1.3 In the event of a ‘negative result’, the return.shall also include a diagng

Fameter, the value of which is descriptive of the reason for the *negative result’.

DTE - Possible values of the diagnosticC-parameter are listed in the descript
each operation.

1.1.4 A diagnostic parameter value of ‘other reason’ shall be returned only

other value in the list adequately describes the reason for the ‘negative result’.

TH

N(

1.2 PARAMETER TYPES

e types of all parameters shall conform to the abstract syntax specified in annex A.

DTE — Some-parameter types in annex A are chosen such that possible future exte
of the'range of allowed values of a parameter will not cause a type mismatc
example, parameters that logically are of the ‘enumerated’ type may be sp
as being of the ‘named integer’ type.

return,

bme of

stic

ion of

if no

nsions
h. For
beified

3.

1.5 PARAMETER CHECKING

3.1.3.1 Validity checks shall be performed on the values of parameters associated with an

op

NOTE -

eration.

Rules governing the validity of parameter values are included in the specification

of individual operations. General reasons for regarding a parameter value as

invalid are specified in the following subsections.
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3.1.3.2 A parameter value shall be treated as invalid if it is outside the range or not in the
set of values currently permitted by service management for the given parameter.

NOTE - A conforming implementation shall be capable of supporting the full range or set
of values as specified in annex A.

3.1.3.3 A parameter value shall be treated as invalid if it is in conflict with the value of
another parameter in the same invocation.

NOTH - For example, the value of the start-time parameter in an invocation,|of
ROCF-START is invalid if it is later than the value of the stop=time
parameter.

3.1.3.4 If a parameter value is not valid, the operation shall not be performed and, for
confirfned operations, a report of ‘negative result’ shall be returned to the nvoker.

3.1.3.% Except as noted in 3.2.2.11, checks for invalid parameters.or for other conditigns
that cpn cause a report of 'negative result' should be performed” in the order in which
diagngstics are listed in the descriptions of the operations, and'the diagnostic paramefer
should be set to the value defined for the first problem found.

3.1.3.6 In the case that an implementation does naot'adhere to the sequence of checks|as
specifled by the sequence of diagnostics values,\such implementation shall specify the
sequemce in which the checks are actually performed.

3.1.4 | ACCESS CONTROL

3.1.4.1 The ROCF service shall_implement access control based on the identity of the
initiatpr and responder. Access-control is performed at two levels:

a) | the initiator must beregistered at the responder and the responder must be registefed
at the initiator;

b)| the initiator-and responder must be authorized for the given service instance.

3.1.4.2 The-initiator shall have access to a registry of authorized responders and the
resporjder, shall have access to a registry of authorized initiators. These registries shall |be
maintgined by SLE Complex Management and SLE Utilization Management, respectively.

3.1.4.3 Service management shall specify the authorized initiator and responder for each
service instance.

3.1.4.4 The initiator and responder shall indicate their identity by setting the parameters
initiator-identifier and responder-identifier in the ROCF-BIND
operation to the values assigned by service management.
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3.1.5 AUTHENTICATION

NOTE - Requirements for security depend on the application and the environment of the
SLE Complexes and the MDOS (e.g., whether closed or public networks are used
or if access is only from physically restricted areas). In many environments,
security may be provided by the communications service, transparently to the
SLE application. This Recommended Standard does not preclude the use of
securlty features that are provided by the communlcatlons service or the local

3.1.5.1 The ROCEF service shall provide the following options with respect to the lgvel of
authentication of invocations and returns of operations:

a) ‘all’: all ROCF invocations and returns, except the invocation0f ROCF-PEER-
ABORT, shall be authenticated;

b) ‘bind’: only the ROCF-BIND invocation and return shall be.authenticated;

c) ‘none’: no ROCF invocations or returns shall be authenticated.

3.1.5.2 SLE Complex Management and SLE Utilization Management shall agree pn the
level of authentication to be required for an association between a service user and a gervice
provider and shall configure both entities accordingly.

3.1.5.3 SLE Complex Management and SKE Utilization Management shall agree pn the
algorithm used to generate and check credentials parameters and shall make this algprithm
knpwn to the service user and service provider together with associated parameters such as
papswords or keys as necessary for-the-selected algorithm.

NOTES

1 The specification—of the algorithms themselves is outside the scope df this
Recommended-Standard.

2 The in¥tiator-identifier and responder-identifier paramefers of
the ROCF-BIND operation identify the user and provider and therefore the applicable
authentication level and algorithm necessary to generate and check credentials.

3.1.5.4~ For operations for which authentication is required by the terms of the agrgement

b ol = O ananl Ao =0y +oma QL 1 1421, 3 [ W] et
etWweetot— CUIMTTYICA TVIATNIdyCTITICTTIU AU O Ul Zativult iviariaycririctit.

a) invocations shall include an Invoker-credentials parameter to permit the
performer to authenticate the invocation;

b) returns shall include a performer-credentials parameter to permit the
invoker to authenticate the return.

CCSDS 911.5-B-2 Page 3-3 January 2010
© 1SO 2013 — Al rights reserved 55


https://standardsiso.com/api/?name=15d60dda00c5da1c439c28da0cd08b16

ISO 26143:2013(E)

56

CCSDS RECOMMENDED STANDARD FOR SLE ROCF SERVICE

3.1.5.5 For operations for which authentication is not required, the 1nvoker-
credentials or performer-credentials parameter should be set to the value
‘unused’ to signify that the invocation or return does not carry credentials.

3.16

BLOCKING AND NON-BLOCKING OPERATIONS

3.1.6.1 To support applications that may need to invoke several operations concurrently, the
parameter invoke-1D is specified for all confirmed operations except ROCE-BIND and

ROCH

NOTH

1

3.1.6.2

for the
that, i
ABO-R

3.1.6.3

withodit waiting for the return from the first invocation.

3.1.6.4
intege

3.1.6.5
value
contex

3.1.6.4
operat]
invocg

-UNBIND.
S

The 1nvoke- ID parameter allows the invoker to correlate a particular return to the
invocation that prompted it.

Confirmed operations that include the 1nvoke-1D parameter are non-blocking
operations; those that do not are blocking operations. Wnconfirmed operations are
always non-blocking.

After invoking a blocking operation, the invoker-shall not invoke another operation
same service instance until the return from the llocking operation is received; excgpt
[ the return is not received in a timely manner, the invoker may invoke ROCF-PEER-
T to terminate the association.

After invoking a non-blocking operation, the invoker may invoke another operation

| The value of the invoke-1D parameter shall be an invoker-supplied arbitrary
" value that shall be returped, unchanged, by the performer.

b An error condition ‘shall exist if an invocation includes an invoke-I1D whose
is the same as that of another invocation that is awaiting confirmation within the
t of the same service instance.

To ensure that the ROCF service behaves in a predictable manner, the effects|of
ons shall be as though the operations were performed in the order that their
tions were received by the performer.

3.1.6.7 The invoker may choose not to exploit the non-blocking capability and always wait
for the return from a non-blocking operation before invoking another operation.

NOTE - An invoker wishing to operate in blocking mode (i.e., to invoke a new operation

only when the return from the previous operation has been received) may use a
constant value for the invoke-1D parameter. As long as a return is still
outstanding, the performer will reject any further invocations.
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3.1.6.8 Compliance with this Recommended Standard does not require the performer to
process invocations concurrently; however, the performer must accept invocations from a
non-blocking invoker and buffer and serialize them by local means not visible externally.

3.1.7 TIME

3.1.7.1 The time reference for all parameters containing a time value shall be based on
Coordinated Universal Time (UTC).

NOQTE - The type of all time parameters is specified in annex A.

3.1.7.2 The earth-receive-time parameter (see 3.6.2.3) shall be expressed using the
CCSDS Day Segmented (CDS) time code (reference [7]) with an epoch @f,1958-01-01 and a
16tbit day segment. Depending on the ROCF service provider capabilities and/pr the
supported mission requirements, the time tag may have either a resafution of microsecgnds or
a resolution of picoseconds.

3.1.7.3 The earth-receive-time parameter shall have'a precision of one millisecond
or |better.

3.1.74 The earth-receive-time parametér shall be accurate to withiph one
milllisecond or better.

3.1.8 SETTING OF PARAMETERS

3.1.8.1 An ROCF provider shal-permit setting of the service configuration paramejers as
specified in table 3-1.

3.1.8.2 The range or setaf‘values a parameter may assume is constrained by specification
of|its data type (see annex-A).

3.1.8.3 Service+management may further constrain the allowed values for a given gervice
ingtance.
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Table 3-1: Setting of ROCF Service Configuration Parameters

Parameter Service ROCF- ROCF-
Management START SCHEDULE-
Operation STATUS-REPORT
Operation
delivery-mode X
latency-limit X
maximum-delivery-rate X
maximum-reporting-cycle X
minimum-reporting-cycle X
permitted-global-VCID-set X
permitted-control-word-type- X
set
permitted-tc-vcid-set X
permitted-update-mode-set X
reporting-cycle X
requested-control-word-type X
requested-global-VCID X
requested-tc-veid X
requested-update-mode X
return-timeout-period X
service-instance-provision* X
period
service-version=number X
transfer-puffer-size X

NOTHS

1

The user can ascertain the current value of the parameters presented in table 3-11 by
means of the ROCF-GET-PARAMETER operation.

This Recommended Standard also refers to parameters that are set by service
management, but are not listed in table 3-1. These parameters cannot be ascertained
by means of the ROCF-GET-PARAMETER operation.
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3 The methods used by service management to control service provision and service
production parameters are outside the scope of this Recommended Standard.

3.1.9 DELIVERY MODES

3.1.9.1 Timely Online Delivery Mode

3.1.9.1.1 For timely online delivery mode, the ROCF service provider shall store OCFs
exiracted from frames acquired from the space link and certain information associate with
those frames (as per 3.6.2) in a buffer called the transfer buffer. The stored information shall
befan ROCF-TRANSFER-DATA invocation or the equivalent thereof.

3.1.9.1.2 The extraction from the RAF channel of an OCF that matchescthe delivery ¢riteria
anf thus the possibility to build an ROCF-TRANSFER-DATA invacation constitufes the
‘data available’ event (see 4.2.2) in timely online delivery mode.

>

NQTE - For convenience, the following subsections are written as if the contents|of the
transfer buffer consist of an ordered list of records of type RocfTransfefData-
Invocation (see A2.7) or type RocfSyncNotifylavocation (see 3.1.9.1.3 and [A2.7).
However, that is not intended to constrain:how the transfer buffer is implemented
in a real system. It is sufficient that a.féal system provide the externally yisible
behaviors that are specified herein.

3.1.9.1.3 Upon the occurrence of any of several events that cause a change to or disruption
of|the data being provided to the service-instance, the ROCF service provider shall $tore a
syhchronous notification record of the event in the transfer buffer. The notification record
shall be an ROCF-SYNC-NOTIRY ‘invocation or the equivalent thereof. The notif{cation
regord shall be stored in the transfer buffer after the last annotated OCF acquired before the
event and before the first @nnotated OCF acquired following the event. The events and
asgociated information that-are stored shall be as defined in 3.7; in particular, at the end| of the
space link session, an‘end of data’ RocfSyncNotifylnvocation shall be stored following the
lagt RocfTransferDatalnvocation.

3.1.9.1.4 Ifthe transfer buffer was empty before the service provider inserted an
RqcfTransferDatalnvocation or RocfSyncNotifylnvocation record into the transfer buffer, the
sefvice \provider shall start a timer for the transfer buffer. This timer shall be named the
rellease timer.

3.1.9.1.5 The duration from the time that the release timer is started until it expires is given
by the parameter latency-limit, the value of which shall be set by service management.

3.1.9.1.6 For a given instance of ROCF service, the transfer buffer shall accommodate a set
number of RocfTransferDatalnvocation and/or RocfSyncNotifylnvocation records. That
number, given by the parameter transfer-buffer-size, shall be set by service
management.
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3.1.9.1.7 The contents of the transfer buffer shall be passed to the communications service
(in the form of one RocfTransferBuffer SLE-PDU) and the transfer buffer shall be cleared as
soon as one of the following conditions is met:

a) the buffer is full (i.e., the number of RocfTransferDatalnvocation and/or
RocfSyncNotifylnvocation records contained in the buffer is equal to the value of the
transfer-buffer-size parameter);

b) the release timer expires; or

¢)| an RocffSyncNotifylnvocation ‘end of data’ record was inserted into the transfer
buffer.

3.1.9.1.8 The RocfTransferBuffer SLE-PDU shall contain the records in the same sequerce
as they were inserted into the transfer buffer.

3.1.9.1.9 If the underlying communications service generates backpressure because |of
congestion (e.g., it does not accept the RocfTransferBuffer SLE-PDU or would block the
ROCH service provider from continuing), the ROCF serviceprovider shall discard this
RocfTlransferBuffer SLE-PDU and clear the transfer buffet? VIt shall then insert a ‘data
discargled due to excessive backlog” RocfSyncNotifylnvocation record into the transfer buffer
and reptart the release timer.

3.1.9.1.10 When the ‘data discarded due to excessive backlog’ RocfSyncNotification record
is insqrted into the transfer buffer, the size of the’buffer shall be incremented by one. That
new sjze shall remain in effect until the cantents of the transfer buffer are passed to the
communications service, after which the transfer buffer size shall be decremented by one.

NOTH - The temporary increment-in the transfer buffer size ensures a minimum |of
telemetry flow in case~of congestion. Otherwise, only 'data discarded due|to
excessive backlog ‘notifications might be sent in case a buffer size of one was
specified.

3.1.9.1.11 When the.ROCF service provider accepts an ROCF-STOP invocation from the
user, it shall immediately build from the transfer buffer contents an RocfTransferBuffer SLE-
PDU and shall immediately pass that to the communications service, subject to the provisigns
in3.10.1.9.

3.1.9.1.42 The transfer buffer shall be cleared whenever the association is aborted.

3.1.9.1.13 Only ROCF-TRANSFER-DATA and ROCF-SYNC-NOTIFY invocations shall
be buffered through the transfer buffer. The invocations or returns of all other operations
shall be asynchronous (in the sense that they are not required to be invoked or returned in
sequence with respect to the delivery of the contents of the transfer buffer). Therefore, they
shall be invoked or returned as soon as possible without regard to the contents of the transfer
buffer.
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3.1.9.2 Complete Online Delivery Mode

3.1.9.2.1 For complete online delivery mode, the ROCF service provider shall store the
OCEFs extracted from frames acquired from the space link and certain information associated
with those frames (as per 3.6.2) in a buffer called the online OCF buffer. Per OCF, the stored
information shall be an ROCF-TRANSFER-DATA invocation or the equivalent thereof.

3.1.9.2.2 The availability of such ROCF-TRANSFER-DATA invocation or the equivalent
thereof at the output of the online OCFE buffer for insertion into the transfer buffer constitutes

the ‘data available’ event (see 4.2.2) in complete online delivery mode.

NOTES

1 Complete online delivery mode attempts to deliver all acquired QEFs, in ordef, with
minimum delay consistent with the available ground communications bandwidth.
Complete online delivery requires that the online OCF buffer, be sufficiently large to
deal with communications service delays, outages, and bandwidth limitations.

2 For convenience, the following subsections are written as if the contents of the jonline
OCF buffer and the transfer buffer consist of\an ordered list of records of type
RocfTransferDatalnvocation (see A2.7) or“type RocfSyncNotifylnvocation (see
3.1.9.2.3 and A2.7). However, that is notntended to constrain how the onling OCF
buffer or the transfer buffer is implemented in a real system. It is sufficient that a real
system provide the externally visible:behaviors that are specified herein.

3.1.9.2.3 Upon the occurrence of any, of several events that cause a change to or disruption
of|the data being provided to the sefvice instance, the ROCF service provider shall $tore a
syhchronous notification record of’ the event in the online OCF buffer. The notif{cation
re¢ord shall be an ROCF-S¥NC-NOTIFY invocation or the equivalent thereof.| The
notification record shall be stored following the last annotated OCF acquired before thg event
anf before the first annotated OCF acquired following the event. The events and assqciated
information that are stored shall be as defined in 3.7; in particular, at the end of the spage link
segsion, an ‘end ‘f" data’ RocfSyncNotifylnvocation shall be stored following the last
RqcfTransferDatalnvocation.

>

3.1.9.2.4_~The ROCF service provider shall start to fill the online OCF buffer as spon as
both thésservice instance provision period and the space link session have started and frames
are bejng acquired from the space link.

3.1.9.2.5 While the ROCF service provider is in state 3 (‘active’) and the transfer buffer is
not full, the provider shall remove RocfTransferDatalnvocation and RocfSyncNotify-
Invocation records from the online OCF buffer and insert them, in the same sequence, into
the transfer buffer.

3.1.9.2.6 If the transfer buffer was empty before the service provider inserted an
RocfTransferDatalnvocation or RocfSyncNotifylnvocation record into the transfer buffer, the
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service provider shall start a timer for the transfer buffer. This timer shall be named the

release timer.

3.1.9.2.7 The duration from the time that the release timer is started until it expires is given
by the parameter latency-1imit, the value of which shall be set by service management.

3.1.9.2.8 For a given instance of ROCF service, the transfer buffer shall accommodate a set
number of RocfTransferDatalnvocation and/or RocfSyncNotifylnvocation records. That

number, gi\/pn hy the parameter transfer-buffer-size shall he set hy Servj

ce

management.

record is inserted into the transfer buffer or the provider has accepted an, ROCF-ST
invocation or the ‘release timer expired’ event was generated, the service provider shall s
extracfing RocfTransferDatalnvocation or RocfSyncNotifylnvocation records from the onl
OCF buffer and build an RocfTransferBuffer SLE-PDU from the trarsfer buffer conten
The provider shall attempt to pass this SLE-PDU to the communigations service until if
accepted.

3.1.9.2.9 As soon as the transfer buffer is full or an ‘end of data’ RocfSyncNotiﬁ/Invocatisn

3.1.9.2.10 When the communications service provider has-accepted the RocfTransferBuf

P
op
ne
S.
S

—_

fer

SLE-RDU, the ROCF service provider shall clear the transfer buffer and resume removing

OCFsfand synchronous notifications from the online OCF buffer as described above.

3.1.9.2.11 The ROCF service provider shall contifiue to remove RocfTransferDatalnvocation

and RocfSyncNotifylnvocation records from-the online OCF buffer, insert them into 1
transfer buffer, and pass the contents of the transfer buffer to the communications service
long ap the service instance remains in-state 3 (‘active’).

3.1.9.2.12 In the complete online:delivery mode, the transfer buffer shall be cleared 3

he
as

nd

removial of OCFs and synchraonous notifications from the online OCF buffer shall stop

whengver the association is-aborted.

NOTH - The requirement 3.1.9.2.12 implies that a truly complete delivery can only
achievediwithin a given association. Recovery from data loss caused by
assoCiation termination (release or abort) can only be accomplished by using {
offline delivery mode. Such data loss could be avoided by means of

be
an
he
an

application-to-application acknowledgement mechanism, but at the expense of a

serious throughput performance degradation. Considering that the resulting ¢

ap

can be filled by means of the offline delivery mode, the option offering better

performance and simpler implementation was chosen.

3.1.9.2.13 The ROCEF service provider shall continue to store acquired OCFs and notificati

on

records in the online OCF buffer until the end of the service instance provision period,

regardless of the state of the service instance and regardless of whether an association with
the service user is established.
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3.1.9.2.14 In the case that the user invokes the ROCF-STOP operation or the association
becomes unbound, the user may, after re-binding if necessary, invoke a new ROCF-START
operation, with a start time in the past, to effect delivery of the data buffered in the online
OCF buffer. Any OCFs with an ERT older than the start time specified in the ROCF-START
operation and any notifications falling into the same interval shall be removed from the
online OCF buffer.

3.1.9.2.15 If the online OCF buffer becomes full (e.g., because an extended communications

out :\ce prn\lnnfc it frcm hnlng nmphnrl\ fho prn\nrlnr ch:\ll C|Scard

RqcfTransferDatalnvocation and RocfSyncNotifylnvocation records from the onling OCF
bufffer in oldest-first order. The number of OCFs to be discarded in such evenb Is [set by
sefvice management. The ROCF service provider shall also insert an RocfSyncNotify-
Inyocation record indicating a 'data discarded' event into the transfer bufferas soon asfthis is
popsible. Extraction of RocfTransferDatalnvocation and RocfSyncNotifyinvocation rgcords
frgm the online OCF buffer shall then resume as before.

NQTE - For the complete online delivery mode, it is intendedthat the size of the |online
OCF buffer be selected such that overflow of the-baffer is a very rare event.

3.1.9.2.16 If the service user, in the ROCF-START invecation, requests a start time farlier
than any OCEF still held in the online OCF buffer, the\provider shall deliver the earliet data
avpilable.

3.1.9.2.17 At the end of the scheduled service’ instance provision period, the contents|of the
online OCF buffer shall be discarded.

3.1.9.2.18 Only ROCF-TRANSFER-DATA and ROCF-SYNC-NOTIFY invocations shall
be|buffered through the online OCF buffer and the transfer buffer. The invocations or feturns
of|all other operations shall b&-asynchronous (in the sense that they are not required to be
inyoked or returned in sequence with respect to the delivery of the contents of the |online
OCF buffer). Therefore; they shall be invoked or returned as soon as possible without [regard
to the contents of theCenline OCF buffer or the transfer buffer.

3.1.9.2.19 During’complete online service provision, the ROCF service provider shall ¢xtract
RqcfTransferDatalnvocation and RocfSyncNotifylnvocation records from the onling OCF
buEer, insert them into the transfer buffer, and pass RocfTransferBuffer SLE-PDUs|to the

communications service without undue delay, subject only to limitations imposed py the
ungderlying communications service, or to any maximum data rate limitation (‘metering’) that
may be imposed through service management.

3.1.9.2.20 For complete online delivery mode, the size of the online OCF buffer, the transfer
buffer and the release timer shall be determined by arrangement between SLE Complex
Management and SLE Utilization Management and shall be set by service management.
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3.1.9.3 Offline Delivery Mode

3.1.9.3.1 Any OCF acquired from the space link that may need to be provided through an
offline delivery mode service instance, as well as certain information associated with the
frame from which the OCF was extracted (as per 3.6.2), shall be stored in a buffer called the
offline OCF buffer. The stored information shall be an ROCF-TRANSFER-DATA
invocation or the equivalent thereof. There should be one offline OCF buffer for all service
instances assouated with a partlcular service agreement This |mpI|es that any deletlon of

3 3 #ce
nat

ent
thereoff at the output of the offline OCF buffer for insertion into the transferuffer constitutes
the ‘data available’ event (see 4.2.2) in offline delivery mode.

NOTH - For convenience, the following subsections are written-as if the contents of the
offline OCF buffer and the transfer buffer consist of @n ordered list of records|of
type RocfTransferDatalnvocation (see A2.7). However, that is not intended|to
constrain how the offline OCF buffer or the transfer buffer is implemented i a
real system. It is sufficient that a real system provide the externally visible
behaviors that are specified herein.

3.1.9.3.3 There may be a significant delay from<he time when a frame is acquired from the
space fink until the OCF extracted from that frame is available for delivery through an offline
delivefy mode service instance. Every service provider shall document the characteristics|of
their sprvice with respect to that delay.

3.1.9.3.4 When an ROCF-START operation is invoked in the context of an offline delivgry
mode | ROCF service instanee,'the ROCF service provider shall extract RocfTransfer-
Datalnvocation records from the offline OCF buffer and insert them into the transfer buffer.
Such gxtraction shall begin with the RocfTransferDatalnvocation record in the offline OCF
buffer| with the earliesDERT that is equal to or later than the start time designated in the
ROCH-START iavocation.  Subsequent RocfTransferDatalnvocation records shall |be
extracted from.the offline OCF buffer and inserted into the transfer buffer in the same orgler
in which they-were originally received from the space link.

3.1.9.3.59 Extraction of RocfTransferDatalnvocation records from the offline OCF buffer
and their insertion into the transfer buffer shall continue until:

a) the transfer buffer is full;

b) an OCF is retrieved with an ERT that is later than the stop time in the ROCF-START
invocation (in which case an ‘end of data’ notification shall be generated and inserted
into the transfer buffer);

c) the user invokes the ROCF-STOP operation; or
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d) the association is aborted.

3.1.9.3.6  Whenever the transfer buffer is full or an ‘end of data’ RocfSyncNotifylnvocation
is inserted into the transfer buffer, or the provider has accepted an ROCF-STOP invocation,
the service provider shall stop extracting RocfTransferData records from the offline OCF
buffer, build an RocfTransferBuffer SLE-PDU from the contents of the transfer buffer. It
shall attempt to pass this SLE-PDU to the communications service until it is accepted. The
RocfTransferBuffer SLE-PDU shall contain the RocfTransferDatalnvocation records in the
sa : : e 3

3.1.9.3.7 Once the RocfTransferBuffer SLE-PDU has been accepted) by the
communications service, the ROCF service provider shall clear the transfer buffer. It shall
algo resume extracting OCFs from the offline OCF buffer unless the ‘end of.data’ notification
was generated.

3.1.9.3.8 In the offline delivery mode, the transfer buffer shall be-cleared and extraction of
OCFs from the offline OCF buffer shall stop whenever the association is aborted.

3.1.9.3.9 In the case that the user invokes the ROCF-SFOP operation or the assogiation
befomes unbound, the user may, after re-binding if necessary, invoke a new ROCF-START
operation, specifying a new ERT interval for which OCFs shall be delivered from the pffline
OCF buffer. The start and stop times of such anROCF-START invocation may be garlier,
later, or the same as the start and stop times.of any previous ROCF-START invogation,
provided that they are valid start and stop times as specified in 3.4.

=

3.1.9.3.10 If the user, in the ROCF-START invocation, requests a start time earlier than any
OCEF still held in the offline OCF butfer, the provider shall deliver OCFs beginning wjith the
eafliest data available. If there are-no OCFs with an ERT in the interval specified by the start
anf stop times of the ROCF-START invocation, then only the ‘end of data’ notificatiop shall
be[delivered.

3.1.9.3.11 Except for,“end of data’ notifications as described above, synchronous
notifications shall ot be provided in the offline delivery mode.

3.1.9.3.12 Only ROCF-TRANSFER-DATA and ROCF-SYNC-NOTIFY invocations shall
be[buffered-through the offline OCF buffer. Except for the ROCF-TRANSFER-DAT|A and
ROCE-SYNC-NOTIFY invocations, the invocations or returns of all other operations shall be
asynehronous (in the sense that they are not required to be invoked or returned in sequence
with respect to the delivery of the contents of the offline OCF buffer). Therefore, they shall
be invoked or returned as soon as possible without regard to the contents of the offline OCF
buffer or the transfer buffer.

3.1.9.3.13 During offline service provision, the ROCF service provider shall extract
RocfTransferDatalnvocation records from the offline OCF buffer, insert them into the
transfer buffer, and pass RocfTransferBuffer SLE-PDUs to the communications service
without undue delay, subject only to limitations imposed by the underlying communications
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service, or to any maximum data rate limitation (“‘metering’) that may be imposed through
service management.

3.1.9.3.14 The size of the offline OCF buffer and the transfer buffer shall be determined by
arrangement between SLE Complex Management and SLE Utilization Management and shall
be set by service management.

3.1.9.3.15 Every service provider shall document its policy regarding when, or under what
circumstances, records in the offline OCFE buffer are deleted
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3.2 ROCF-BIND

3.21 PURPOSE

3.2.1.1 The ROCF-BIND operation shall be used to establish an association between the

ini

tiator and the responder.

3.2.1.2 For every instance of ROCF service, service management shall establish whether

tha

3.2
Bl

3.
fu

3.1
an

N(

3.2

3.2.

3.2

Th
sp

it instance of service is to be user-initiated or provider-initiated:

a) for a user-initiated service instance, only the service user is permitted to-invg
ROCF-BIND operation;

b) for a provider-initiated service instance, only the service prowider is permit
invoke the ROCF-BIND operation.

.1.3  The responder shall return a report of the outcome of the\performance of the R
ND operation to the initiator.

.1.4 Except as provided in 3.2.1.5, the invoker of\ROCF-BIND shall not invol
ther operations for this service instance until the return from the responder is receive

pther ROCF-BIND.

DTE — The length of the duration-that constitutes ‘a sufficiently long time’ is deter
by service management.

.1.6 The ROCF-BIND@©peration is valid only in state 1 (‘unbound’).

2 INVOCATION, RETURN, AND PARAMETERS
p.2.1 Genéral

e parameters of the ROCF-BIND operation shall be present in the invocation and ref
rcified in table 3-2.

ke the

ted to

ROCF-

ke any
d.

.1.5 If the return from ROCF-BIND is nat received after a sufficiently long tinpe, the
initiator may attempt to recover by invoking:the ROCF-PEER-ABORT operation folloy

ved by

mined

urn as

3.2.2.2 invoker-credentials

The 1nvoker-credentials parameter shall provide information that enables the
performer to authenticate the ROCF-BIND invocation (see 3.1.5).

CCSDS 911.5-B-2 Page 3-15 January 2010
© 1SO 2013 — All rights reserved

67


https://standardsiso.com/api/?name=15d60dda00c5da1c439c28da0cd08b16

ISO 26143:2013(E)

68

CCSDS RECOMMENDED STANDARD FOR SLE ROCF SERVICE

Table 3-2: ROCF-BIND Parameters

Parameter Invocation Return
invoker-credentials M
performer-credentials M
initiator-identifier M
responder-identifier M
responder-port-identifier M
service-type M
version-number M C
service-instance-identifier M
result M
diagnostic C

3.2.2.3 performer-credentials
The pgerformer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the pecformance of ROCF-BIND (see 3.1.5).
3.2.24 initiator-identifier

The Ihitiator-identifier parameter shall identify the authority on whose behalf the
initiating SLE application js.initiating the association.

NOTHS

1 The Initkator-identifier parameter permits the responder to determine if
the ROCF-BIND operation is being invoked by the authorized initiator for this servjce
instance.

2 Fach-vatte-of thenrtrator=tdentrfrer-parameteris-assoctated-withexactly

one authentication level and exactly one authentication scheme.

3 If authentication based on credentials is used, this parameter may be redundant since
the initiator-identifier value may be one constituent of the invoker-
credentials parameter. However, the encoding may differ, and it may be
convenient to have this parameter available in ‘clear text’ form.
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3.2.25 responder-identifier

ISO 26143:2013(E)

The responder-identifier parameter shall identify the authority on whose behalf the

responding SLE application is acting.

NOTES

1 The responder-identifier parameter permits the initiator to determine if the
ROCE-BIND return is from the authorized responder for this service instance

2 Each value of the responder-identifier parameter is associated with gxactly

one authentication level and exactly one authentication scheme.

3 If authentication based on credentials is used, this parameter mayche redundant since

convenient to have this parameter available in “clear text’ form.

3.2.2.6 responder-port-identifier

the responder-identifier value may be one constituept of the perfonmer-
credentials parameter. However, the encoding may-differ, and it may be

The responder-port-identifier parameter; shall specify the port identifier [of the
regponding SLE application entity with which the initiator seeks to establish an association.

NOTES

The value of the respondetr=port-identifier parameter is a logical
that can be translated into(the technology-specific addressing information requ
establish a connection\with the responder using the agreed upon communig
service. See 2.6.4.5/far more information.

SLE Complex Management and SLE Utilization Management must have prey
agreed on-the responder-port-identifier and its translation t
applicabletoa particular instance of service.

The responder-port-identifier parameter is included in the ROCF
invocation to support its possible use by particular kinds of gateways.

name
red to
ations

iously
nat is

BIND

3.2.2.7 service-type

3.2.2.7.1 The service-type parameter shall specify the type of service that will be
provided if the bind operation succeeds.
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3.2.2.7.2 For ROCF service, the value of service-type shall be ‘Rtn Ch Ocf’.*

3.2.2.8 version-number

3.2.2.8.1 The version-number parameter shall identify the version number of the
ROCEF service specification that is to govern this association if ROCF-BIND succeeds.

3.2.2.8.2 _version-number s conditionally present in the return based on the resullt

paramgter:
a) | if the value of result is ‘positive result’, version-number shall be present|in
the return;
b)| if the value of result is ‘negative result’, version-number shall-not be presgnt

in the return.

it will|accept during the BIND operation is configured by means.of the managed parameter

3.2.2.6[.3 If a provider does not support version negotiation, the version-number value
servjice-version-number (see table 3-1).

3.2.2.8.4 If the value of the resullt parameter is ‘positive result’, the responder shall
either:

a) | accept the version proposed by the initiator by putting the same version number into
the return; or,

b)[ if the responder supports versiom negotiation, propose a lower (earlier) version
number by putting the lower number into the return.

3.2.2.8.5 If the responder implementation does not support the requested version and dges
not suypport a lower version'(or does not support version negotiation), the responder shall
reject the bind with the di'agnostic parameter set to “version not supported’.

3.2.2.8.6 If the responder proposes a lower version and the initiator implementation dges
not support version negotiation or does not support the version proposed by the responder,

by

For the ROCF-BIND operation, the service-type parameter is redundant, because the only valid value of
service-type is ‘Rtn Ch Ocf’. However, it is anticipated that future work by CCSDS may result in ROCF-BIND
being superseded by a generic SLE-BIND operation that is invoked with any one of several SLE service types. The
ROCF-BIND service-type parameter is provided in an attempt to facilitate such a change.
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NOTE - The version negotiation process as outlined above is feasible only as long as
future versions of the ROCF service do not modify the specification of the
ROCF-BIND operation.

3.2.29 service-instance-identifier

The service-instance-identifier parameter shall uniquely identify this service
instance within the scope of the service-providing SLE Complex

3.2.2.10 result

THe result parameter shall specify the result of the ROCF-BIND operation and shall
contain one of the following values:

a) ‘positive result’—the ROCF-BIND invocation is accepted by the responder, and the
association is established;

b) ‘negative result’—the ROCF-BIND invocation isrejected by the responder for the
reason specified in the diagnostic parameter, and the association |s not
established.

3.2.2.11 diagnostic

3.2.2.11.1 If result is ‘negative result’, the diagnostic parameter shall be pregent in
the return, and its value shall be onethé following:

a) ‘access denied’—the value of the initiator-identifier parameter [is not
recognized by the reSponder (e.g., the value does not identify the authorized irjitiator
of any service instance known to the responder);

b) ‘service type. hot supported’—the value of the service-type parameter (of the
ROCF-BIND invocation does not identify a service type supported by the respomder;

c) ‘version not supported’—the responder does not support the requested version, and
theresponder implementation does not permit version negotiation or does not sppport
any version of the service lower than the one requested by the initiator;

)y —mosuchrservice mstance —the Tequested service mstance 1s ot defimed manyagreed
upon service package known to the responder;

e) ‘already bound’—the service instance is already bound via a different association;

f) ‘service instance not accessible to this initiator’—the authorized initiator for the
service instance identified by the service-instance-identifier parameter
does not match the initiator identified by the initiator-identifier parameter
of the ROCF-BIND invocation;
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g) ‘inconsistent service type’—the value of the service-type parameter of the
ROCF-BIND invocation is not ‘Rtn Ch Ocf’, or the value of the service-type
parameter does not match the service type of the service instance identified by the
service-instance-identifier parameter,;

h) “invalid time’—the ROCF-BIND operation was invoked outside the service instance
provision period of the service instance identified by the service-instance-
identifier parameter,

i) | “out of service’—the responder has been taken out of service for an indefinite period
by management action (i.e., ROCF production status is ‘halted’, see 3.7.2.4);

J) | ‘other reason’—the reason for the negative result will have to be found by other
means.

NOTHS

1 In some implementations, under some circumstances, it may,not be possible for the
intended performer to provide a return in the event of-the conditions indicated |by
diagnostics d), h), or i).

2 Implementations should consider that, under some-conditions, ROCF-BIND may fail
with no return (e.g., if the value of theC>responder-port-identifier
parameter is incorrect).

3.2.2.11.2 If result is ‘positive result’, thexdiagnostic parameter shall not be presgnt
in the yeturn.

3.2.3 | EFFECTS

3.2.3.1 If result is “positive result’, the ROCF-BIND operation shall have the following
effecty:

a) | An associatianybetween the user and the provider shall be established.
b)| The prowider shall transition from state 1 (‘unbound’) to state 2 (‘ready’).

c)| All \service parameters shall be set to the initial values determined by servjce
management.

d) Upon receipt of the positive return, the user may proceed to invoke other ROCF
service operations (e.g., to configure the service and begin data transfer).

3.2.3.2 If result s ‘negative result’, the ROCF-BIND operation shall have the following
effects:

a) An association between the user and the provider shall not be established.
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b) The provider shall remain in state 1 (‘unbound’).
c) Upon receipt of the negative return:
1) The initiator should examine the diagnostic parameter for the cause.

2) The initiator may attempt to re-invoke the ROCF-BIND.
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3.3 ROCF-UNBIND
3.3.1 PURPOSE

3.3.1.1 The initiator shall invoke the ROCF-UNBIND operation to release an association
previously established by ROCF-BIND.

3.3.1.2 The responder shall return a report of the outcome of the performance of the ROCF-
UNBIND operation to the initiator.

3.3.1.3 Except as provided in 3.3.1.4, the initiator shall not invoke any further operatigns
for thys service instance until the return from ROCF-UNBIND is received;yner shallf it
perform any further operations invoked by the responder; nor shall it return te, the respondler
any further reports of the outcome of operations invoked by the responder.

NOTH - The initiator may invoke the ROCF-UNBIND operation even if it did not yet
receive all returns from previously invoked operations.~” The initiator should [be
aware that the responder may choose not to send any)further returns as soon as it
has received the ROCF-UNBIND invocation. It.umay then happen that the ROGF-
UNBIND return is not received before one-of the missing returns causey a
‘missing return’ timeout (See section 4).

3.3.1.4 If the return from ROCF-UNBIND is net;feceived after a sufficiently long time, the
initiatpr should invoke the ROCF-PEER-ABORT operation to abort the association.

NOTHS

1 The length of the duration that constitutes “a sufficiently long time’ is determined [by
service management.

2 Following receipt ofythe return from ROCF-UNBIND or following the invocation|of
ROCF-PEER-ABORT, the initiator may issue another ROCF-BIND if otherwjse
permitted (ec.,~if the end of the service instance provision period has not bgen
reached).

3.3.1.% The:ROCF-UNBIND operation is valid only in state 2 (‘ready’).

3.3.1.6 ““The ROCF-UNBIND operation shall be invoked only by the initiator (i.e., the
invoker of the ROCF-BIND operation that established this association).

3.3.2 INVOCATION, RETURN, AND PARAMETERS
3.3.2.1 General

The parameters of the ROCF-UNBIND operation shall be present in the invocation and
return as specified in table 3-3.
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Table 3-3: ROCF-UNBIND Parameters

Parameter Invocation Return
invoker-credentials M
performer-credentials M
unbind-reason M
result M

3.3.2.2 invoker-credentials

The 1nvoker-credentials parameter shall provide information- that enables the
pefformer to authenticate the ROCF-UNBIND invocation (see 3.1.5).

3.3.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables the
inyoker to authenticate the return from the performance of ROCF-UNBIND (see 3.1.5).

3.3.2.4 unbind-reason

3.3.2.4.1 The unbind-reason parameter shall indicate the reason the ROCF-UNBIND
opgration is being invoked.

3.3.2.4.2 If the ROCF-UNBIND operation is invoked by the user, the unbind-rgason
pafameter shall take one of the-following values:

a) ‘end’—the user has-obtained all OCFs that are needed or expected and is releasing the
association normally; the provider may delete the service instance and relegse all
resources associated with it;

NOTE >l unbind-reason is ‘end’, any subsequent attempt to invoke ROCF-
BIND will fail even if the service instance provision period has not expired,
since the service provider may release the resources allocated to that gervice
instance.

b) ‘suspend’—the user is suspending usage of this service instance for an unspecified
period of time; the user may or may not re-bind to the provider to continue data
transfer at some time prior to the end of the service instance provision period;

c) ‘version not supported’—the user does not support the version of the ROCF service
proposed by the provider in the return from ROCF-BIND; this value of unbind-reason
shall be used only if the ROCF-UNBIND is the first operation invoked following the
ROCF-BIND;
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d) ‘other’—the reason for the release will have to be found by other means.

3.3.2.4.3 If the ROCF-UNBIND operation is invoked by the provider, the unbind-
reason parameter shall take one of the following values:

a) ‘end’—the provider has transferred all available OCFs to the user and is releasing the
association normally; the provider shall not attempt to re-bind to the user in the
context of this service instance;

b) [~SuSpend”™—the provider 15 SUSPending Service provision for an unspecified period] of
time; the provider may attempt to re-bind to the user to continue data transfer at\some
time prior to the end of the service instance provision period;

c)| “version not supported’—the provider does not support the version of the ROCF
service proposed by the user in the return from ROCF-BIND; this value of unbingd-
reason shall be used only if the ROCF-UNBIND is the first operation invoked
following the ROCF-BIND;

d)| ‘other’—the reason for the release will have to be found by other means.
3.3.2% result

The result parameter shall specify the result of theROCF-UNBIND operation and shall
always contain the following value:

[1]

‘positive result’—the ROCF-UNBIND operation has been performed by the responder,

anf the association is released.
NOTHS

1 If ROCF-UNBIND is invoked while the provider is not in the ‘ready’ state, the
responder invokes ROCF-PEER-ABORT; if the authentication level is “all” and the
invocation of ROCF3UNBIND cannot be authenticated, the responder ignores it; but
there is no situation in which the response to the invocation of ROCF-UNBIND is|to
return ‘negative-result’.

2 The result parameter is returned for the ROCF-UNBIND operation, even though
the .only permitted value is “positive result’, for consistency with other confirmed
operations.

3 ROCF-UNBIND is a confirmed operation in order to provide a definite indication to
the initiator that the responder has performed the operation and the association is
released.

3.3.3 EFFECTS

The ROCF-UNBIND operation shall have the following effects:
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a) The association between the initiator and the responder shall be released, and the
initiator and the responder shall cease to communicate with each other.

b) The provider shall transition to state 1 (‘unbound’).

¢) If unbind-reason is ‘end’, the provider may delete the service instance and
release its resources.

d) If unbind reason is not ‘end’, the initiator may attempt to re-bind at any time

nnnnn taotho and Af tho camnion tnatanan ey o A~
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NOTE - The performance of ROCF-UNBIND for a particular service instance dges not
necessarily terminate the associated ROCF production process (e.gs, if ungind-
reason is not ‘end’ and the delivery mode is complete online or if another
service instance is dependent on the production).
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3.4 ROCF-START
341 PURPOSE

3.4.1.1 The user shall invoke the ROCF-START operation to request that the provider
begin the delivery of OCFs.

3.4.1.2 The provider shall return a report of the outcome of the performance of the ROCF-
START operation to the user.

3.4.1.3 Following a successful ROCF-START, the provider shall deliver OCFs extracted
from the telemetry frames acquired from the space link to the user as quickly as those frames
are avgilable.

NOTHS

1 OCEFs are delivered to the user by means of the ROCF-TRANSFER-DATA operation
(see 3.6).

2 Communications service delays may affect the rate<at which available OCFs are
delivered.

3.4.1.4 All OCFs delivered following the ROCF-START but prior to the next ROCF-STOP
(see 3[5) shall be delivered in the order in which;the frames containing them were receivied
from the space link.

3.4.1.% The user may specify, as parameters of the ROCF-START invocation, the ERTs|of
the firgt and last OCFs that are to be delivered by the provider.

3.4.1.6 The time parameters may:be changed during an association by invoking an ROGQF-
STOP|followed by an ROCF<START with new time parameters.

NOTH - This capabilityis intended primarily to support the offline delivery mode.

3.4.1.7T ROCF-START is valid only in state 2 (‘ready’) and shall be invoked only by the
user.

3.4.2 | INVOCATION, RETURN, AND PARAMETERS

3.4.2.1 General

The parameters of the ROCF-START operation shall be present in the invocation and return
as specified in table 3-4.

CCSDS 911.5-B-2 Page 3-26 January 2010

© 1SO 2013 — All rights reserved


https://standardsiso.com/api/?name=15d60dda00c5da1c439c28da0cd08b16

ISO 26143:2013(E)

CCSDS RECOMMENDED STANDARD FOR SLE ROCF SERVICE

Table 3-4: ROCF-START Parameters

Th
pe

3.4

TH
in

3.

[N

Th
10

3.4

4.2.2

|.2.4

Parameter Invocation Return
invoker-credentials M
performer-credentials M
invoke-1D M M
start-time M
stop-time M
requested-global-VCID M
control-word-type M
tc-vcid C
update-mode M
result M
diagnostic C

invoker-credentials

|.2.3 performer-credentials

invoke-~1Db

.25 start-time

e invoker-credentials parameter shall provide information that enables the
rformer to authenticate the ROCF-START invocation (see 3.1.5).

e performer-credentials parameter shall provide information that enables the
oker to authenticate the-return from the performance of ROCF-START (see 3.1.5).

e ROCF sefvice provider shall return unchanged the user-supplied value of the inoke-
parameter (see 3.1.6).

3.4.25.1 The value of the start-time parameter shall be ‘null’, or it shall be a time
value that indicates that only OCFs with an ERT equal to or later than start-time shall be

delivered.

3.4.25.2 For the online delivery mode, only OCFs extracted from frames acquired during
the space link session associated with this service instance shall be delivered, regardless of
the value of start-time.
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3.4.25.3 For the offline delivery mode, the provider shall deliver all available OCFs that

meet t

he delivery criteria regardless of the space link session in which they were acquired.

3.4.25.4 For the online delivery mode, if start-time is ‘null’, the data transfer shall
begin with the OCF extracted from the next frame that is acquired from the space link.

3.4.25.5 For the offline delivery mode, start-time must not be ‘null’.

NOTH

3.4.2.4

3.4.2.6
that in
has an

3.4.2.6
the sp
stop

3.4.2.6
meet t

for the online delivery mode, start-time must be equal to or later than the.s
time of the service instance provision period for this service instance;

for the online delivery mode, start-time must be earlier than the.end time of {
service instance provision period for this service instance;

start-time must be earlier than stop-time (see 3.4.2.6).

— The provider is able to deliver only OCFs extracted$rom frames that have be
acquired from the space link. For example, insan online service instance,

OCEF that is delivered will be the one extracted from the first frame acquired a
the start of the space link session.

stop-time

.1 The value of the stop-time-parameter shall be ‘null’, or it shall be a time va
dicates that delivery of OCFs sheuld cease when the next OCF that would be deliver
ERT later than stop-time.

ace link session assoeiated with this service instance shall be delivered, regardless
-time.

.3 For the-offline delivery mode, the provider shall deliver all available OCFs t
he delivery criteria regardless of the space link session in which they were acquired.

3.4.2.4

4 “For the online delivery mode, if stop-time is ‘null’, the provider shall contin

start-time is earlier than the start time ofithe space link session, the f11[r3t

en
if

er

ue
ed

.2 For the online delivery mode, only OCFs extracted from frames acquired during

of

hat

ue

to tra

sfer the OCFsextractedfrommattframes thatare acquired—fronT the space tink

nd

satisfy the delivery criteria until either the user invokes an ROCF-STOP operation or the
association is released or aborted.

3.4.2.6.5 For the offline delivery mode, stop-time must not be “null’.

3.4.2.6.6 To be valid, stop-time must satisfy the following criteria:

a)

stop-time must be later than the start-time (see 3.4.2.5);
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b) for the online delivery mode, stop-time, if not ‘null’, must be earlier than or equal
to the end time of the service instance provision period for this service instance;

c) for the offline delivery mode, stop-time plus the offline processing latency must
be earlier than the current time.

NOTES

1 Offline processing latency is the length of time after a frame is acquired from the
space link before the frame or any fields contained in the frame is avaiable for
retrieval using the offline delivery mode. The actual value of offline-progessing
latency is negotiated between SLE Complex Management and SLE-Util{zation
Management.

2 Offline delivery is only available for frames that already have lbeen acquired when
the ROCF-START operation is invoked.

3.4.2.7 requested-global-VCID

3.4.2.7.1 The requested-global-VCID parametershall identify the master chapnel or
viftual channel that is to be used as source for the OCESs'to be delivered to the user ang shall
cohsist of the TFVN, the SCID, and the VCID.

NQTES

1 The definitions of SCID and VCID depend on the TFVN. If the TFVN indicatgs that
the virtual channel consists of-FM Transfer Frames, then the definitions of SCID and
VCID are as per reference|3}. If the TFVN indicates that the virtual channel consists
of AOS Transfer Frames, then the definitions of SCID and VVCID are as per reference

[5].

2 The physical cliannel is not specified directly through the ROCF service. Rather, the
selection of\physical channel is determined through the service package, [which
specifies¢he’RAF service instance that is consumed by the RFP-FG that is proglucing
the ROCF service.

3 Depending on the configuration, for a given service instance, the selection of only one
master channel or only one VC from a set of VCs (where the set may have a|single
member) or a single master channel plus a set of VCs s permitted. In cdse the
permitted GVCID list contains a master channel but no virtual channels from that
master channel, the service user is not permitted to request a virtual channel from this
master channel.

3.4.2.7.2 The TFVN shall be a valid transfer frame version number defined by CCSDS.

NOTE - At the time of issuance of this Recommended Standard, the only valid TFVNs
were ‘00’ (version 1) and “01’ (version 2) (see references [3] and [5]).
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3.4.2.7.3 The SCID shall be a valid spacecraft identifier as defined by CCSDS (see
references [3] and [5]).

3.4.2.7.4 The VCID shall be a valid virtual channel identifier as defined by CCSDS (see
references [3] and [5]) or it shall be the value ‘any’. The value ‘any’ indicates that a master
channel, defined by the TFVN and the SCID, shall be provided by the ROCF service.
Otherwise, a virtual channel shall be provided by the ROCF service.

3.4.2.8 control-word-type

3.4.2.8.1 The control-word-type parameter shall specify the type of report(s)that the
OCF tp be delivered to the user shall contain.

NOTH - |If an OCF is delivered to the user depends in addition te, the value of the
control-word-type parameter on the value of other parameters (efg.,
update-mode) contained in the ROCF-START invocation.

3.4.2.8.2 The control-word-type parameter shall contain one of the following
values:

a) ‘all control word types’—the service provider shall deliver all OCFs extracted
from the selected telemetry channel, regardless of the control word type they
contain;

b) ‘clcw‘—the service provider shalldeliver the OCFs extracted from the selecied
telemetry channel that contain @LCW reports, i.e., the control word type is ‘0’;

c) ‘not clew’—the service. provider shall deliver the OCFs extracted from the
selected telemetry chanrel that contain reports different from CLCWs, i.e., the
control word type is\‘1".

3429 tc-vcid

3.4.2.9.1 The presence of the tc-vcid parameter in the ROCF-START invocation shall
be corjditionalken the value of control-word-type (see 3.4.2.8).

3.4.2.9.2 f control-word-type is ‘clcw’, the tc-vcid parameter shall be presentlin
the invocatiomand-its-vatue—shatt-specify the-tetecommand V€, forwhichthe provider—shall

deliver the OCFs.

3.4.2.9.3 If all OCFs containing a CLCW report shall be delivered to the user regardless of
the telecommand VC to which the report refers, the tc-vcid value shall be set to “null’.

3.4.2.9.4 If the value of control-word-type is not ‘clcw’, the tc-vcid parameter
shall not be present in the invocation.
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3.4.2.10 update-mode

3.4.2.10.1 The update-mode parameter shall specify if all or only a subset of the OCFs as
extracted from the selected telemetry channel and containing the selected control word type
and referring, if applicable, to the selected telecommand VC (see 3.4.2.8 and 3.4.2.9) shall be
delivered to the user.

3.4.2.10.2 The update-mode parameter shall contain one of the following values:

Th
c

o

3.4

a)

b)

4.211 result

a)

b)

e result parameter shall specify the’ result of the ROCF-START operation ang
ntain one of the following values;

|.2.12 diagnostic

‘continuous’—the OCF service provider shall insert into the transfer bufi
RocfTransferDatalnvocation or the equivalent for each OCF that fulfills the*d§
criteria specified by the parameters start-time, stop-time, reques
global-VCID, control-word-type, and tc-vcid,;

‘change-based’—the OCF service provider shall insert into_the transfer buf
RocfTransferDatalnvocation operation only if the OCF fulfills the delivery ¢
specified by the parameters start-time, stop-time, ‘requested-glad
VCID, control-word-type, and tc-vcid and the content of the Q
different than the one of the OCF with the same tc-—vcid value previously ir
into the transfer buffer or if no such OCF had:béen delivered to the user sin
most recent ROCF-START invocation.

‘positive result’—the ROCF-START operation has been performed by the prg
and the provider shalt-henceforth invoke ROCF-TRANSFER-DATA operati
needed to transfer to’ the user all available OCFs that meet the specified dq
criteria;

‘negative_fesult’—the ROCF-START operation has not been performed |
providen, ~vand the provider shall not invoke any ROCF-TRANSFER-
operations even if OCFs are available.

fer an
plivery
ted-

fer an
riteria
bal-
CF is
serted
ce the

| shall

pvider,
DNS as
elivery

Dy the
DATA

3.4.2.12.1 If result is ‘negative result’, the diagnostic parameter shall be present in
the return, and its value shall be one of the following:

a) ‘duplicate Invoke-ID’—the value of the invoke-1D parameter is the same as the

invoke-ID of a previous, outstanding operation;

b) ‘out of service’—the provider has been taken out of service for an indefinite period by

management action;
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c) ‘unable to comply’—the provider is unable to transfer data at this time because of a
fault affecting the provider;

d) ‘invalid start time’—the value of the start-time provided in the invocation is not
valid;

e) ‘invalid stop time’—the value of the stop-time provided in the invocation is not
valid;

) rmissing—ti , : : | se

and/or stop-time was ‘null’;

g)| ‘invalid global-vVCID’—the value specified for the requested-globalk-VCJD
parameter is not valid, i.e., the value contained in the ROCF-START inyocation is not
in the set permitted by service management;

h)[ “invalid control word type’—the value specified for the control-word-type
parameter is not valid;

1) | “invalid tc-vcid’—the value specified for the tc-vcidarameter is not valid;

J) | “invalid update-mode’—the value specified for the:update-mode parameter is ot
valid, i.e., the update mode selected in the ROCE-START invocation is not permitted
by service management;

k)| ‘other reason’—the reason for the negative result will have to be found by other
means.

3.4.2.12.2 If result is ‘positive result’ythe diagnostic parameter shall not be presgnt
in the feturn.

3.4.3 | EFFECTS

3.4.3.1 If result s-positive result’, the ROCF-START operation shall have the
followling effects:

a) | the provider shall transition to state 3 (‘active’);

b)| in.the-“active’ state, the provider shall transfer OCFs to the user whenever they are
available and satisfy the delivery criteria.

3.43.2 If result is ‘negative result’, the ROCF-START operation shall have the
following effects:

a) the provider shall remain in state 2 (‘ready’) and shall not deliver OCFs even if they
are available;

b) if the diagnostic is ‘unable to comply’:
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1) the user may re-invoke the ROCF-START operation at a later time within the
constraints of the service instance provision period;

2) if the provider’s SLE Complex Management determines that being ‘unable to

comply’ is more than a transient problem, the provider may invoke the ROCF-
PEER-ABORT operation.
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3.5 ROCF-STOP
3.5.1 PURPOSE

3.5.1.1 The user shall invoke the ROCF-STOP operation to request that the provider stop
delivering OCFs.

NOTE - W.ithin the constraints of the service provision period, the user may re-enable
OCEF delivery by invoking the ROCF-START operation.

3.5.1.2 The provider shall provide a report of the outcome of the performance-of the
ROCH-STOP operation to the user.

3.5.1.3 ROCF-STOP is valid only in state 3 (‘active”) and shall be invoked only by the user.

3.5.2 | INVOCATION, RETURN, AND PARAMETERS
3.5.21 General
The parameters of the ROCF-STOP operation shall be present in the invocation and returnfas

specified in table 3-5.

Table 3-5: ROCF-STOP Parameters

Parameters Invocation Return
invoker-credentials M
performer-credentials M
invoke-I1D M M
result M
diagnostic C

3.5.2.2 invoker-credentials

The §nvoker-credentials parameter shall provide information that enables the
performer to authenticate the ROCF-STOP invocation (See 3.1.5).

3.5.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the performance of ROCF-STOP (see 3.1.5).
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3.5.24 invoke-ID

The ROCF service provider shall return unchanged the user-supplied value of the invoke-
ID parameter (see 3.1.6).

3.5.25 result

The result parameter shall specify the result of the ROCF-STOP operation and shall
contain one of the following values:

a) ‘positive result’—the ROCF-STOP operation has been performed by ‘the provider,
and the delivery of OCFs to the user has ceased;

b) ‘negative result’—the ROCF-STOP operation has not been perfonmed by the provider
for the reason specified by the diagnostic parameter, and(the delivery of OCFs to
the user continues.

3.5.2.6 diagnostic

3.5.2.6.1 If result is ‘negative result’, the diagnostic parameter shall be pregent in
the¢ return, and its value shall be one of the following:

a) ‘duplicate Invoke-ID’—the value of.the invoke-1D parameter is the same |as the
invoke- ID of a previous, outstanding operation;

b) ‘other reason’—the reason for-the negative result will have to be found by other
means.

3.5.2.6.2 Ifresult is ‘positive result’, the diagnostic parameter shall not be gresent
in the return.
3.5.3 EFFECTS

3.5.3.1 Ifresult is ‘positive result’, the ROCF-STOP operation shall have the following
effects:

a), the provider shall cease invoking ROCF-TRANSFER-DATA operations;

b) the provider shall build an RocfTransferBuffer SLE PDU from the transfer buffer
contents and pass this SLE PDU to the communication service in accordance with the
provision of 3.1.9;

c) the provider shall transition to state 2 (‘ready’).

3.5.3.2 If result is ‘negative result’, the provider shall remain in state 3 (‘active’) and
shall continue processing unchanged.
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3.6 ROCF-TRANSFER-DATA
3.6.1 PURPOSE

3.6.1.1 The provider shall invoke the ROCF-TRANSFER-DATA operation to deliver an
OCF to the user.

3.6.1.2 The ROCF-TRANSFER-DATA operation shall be an unconfirmed operation.

NOTH - Although ROCF-TRANSFER-DATA is an unconfirmed operation, it is assuired
that the communications service provides certain guarantees, as described in~1:3.1.

3.6.1.3 ROCF-TRANSFER-DATA is valid only in state 3 (“active’) and shall,.be invoked
only bl the provider.

3.6.2 | INVOCATION AND PARAMETERS
3.6.2.1 General
The parameters of the ROCF-TRANSFER-DATA operation shall be present in the

invocgtion as specified in table 3-6.

Table 3-6: ROCF-TRANSKER-DATA Parameters

Parameters Invocation

invoker-credentials M

earth-receive-time

antenna~ 1D

data-link-continuity

private-annotation

gl =Gl =l =l -

data

3.6.2.2 Jinvoker-credentials

The 1Nvoker-credentials parameter shall provide information that enables the User to
authenticate the ROCF-TRANSFER-DATA invocation (see 3.1.5).

3.6.2.3 earth-receive-time

The earth-receive-time parameter shall contain the UTC time at which the signal
event corresponding to the leading edge of the first bit of the attached sync marker that
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immediately preceded this telemetry frame was presented at the phase center of the antenna
used to acquire the frame.

NOTES

1

2

The first bit of the frame is the first bit following the attached sync marker.

In case of punctured coding, the number of symbols influenced by each information
bit is variable, depending on the puncture pattern. Missions applying such coding

3.6

3.6
W4

N(

3.6
ag

N(

3.6

3.6
fra
m3

N(

need to take the resulting jitter of the earth-receive-time annotation with respect
beginning of the frame into account.

2.4 antenna-ID

2.4.1 The antenna-1D parameter shall indicate which antenpa of the SLE Cqg
s used to acquire the frame containing the OCF.

DTE — antenna-1D is provided specifically to identify the physical location y
the reference point for the earth-receive<time parameter.

2.4.2 SLE Complex Management and SLE dJtilization Management shall m
ree upon the allowable values for antenna-I'D* and their interpretation.

DTE — It is assumed that the value of the antenna-1D parameter is a reference
actual location information, which is provided outside the scope of this serv

2.5 data-link-continuity

2.5.1 The data-link-continuity parameter shall indicate whether the
m which the OCF was extracted was the direct successor of the previous frame
ister or virtual chaanel selected by means the ROCF-START operation.

DTE — If any’of the delivery criteria parameters (e.g., tc-vcid) in the ROCF-S
tvocation are set such that only a subset of the OCFs extracted from the sq
Channel are delivered to the user, then the data-link-contir
parameter will show a discontinuity of the channel only if the frame from

to the

mplex

sed as

itually

to the
ice.

frame
on the

TART
lected
uity
which

the OCF was extracted was the first after a discontinuity on the channel

3.6.2.5.2 The data-11nk-continuity parameter shall contain an integer value:

a) a value of “=1’ shall indicate that the OCF is extracted from the first frame after the
start of production or the selected channel is a master channel carrying AOS Transfer
Frames and therefore no information regarding a discontinuity on the channel can be

provided,;
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NOTE - AOS Transfer Frames do not contain a master channel frame counter.

b) avalue of ‘([MCFC, — MCFC,.; — 1] modulo 256)’ if the selected channel is a master
channel carrying transfer frames; MCFC,, is the master channel frame count of the
frame from which the OCF was extracted and MCFC,.; is the master channel frame
count of the previous frame delivered by the production process for the given master
channel,

¢) avalue of ‘([VCFC,, — VCFC,.1 — 1] modulo 256)’ if the selected channel is a virtual
channel carrying T M Transfer Frames; VCFC,, 1S the virtual channel frame count]of
the frame from which the OCF was extracted and VCFC,.; is the virtual chanpel
frame count of the previous frame delivered by the production process for.the given
virtual channel.

d)| a value of ‘([VCFC,, — VCFC,.1 — 1] modulo 16777216)’ if the seléected channel i a
virtual channel carrying AOS Transfer Frames; VCFC,, is the virtual channel frame
count of the frame from which the OCF was extracted and VEFC, is the virtyal
channel frame count of the previous frame delivered by the production process for the

given virtual channel.

N—r

NOTH - The number of missing TM Transfer Frames reported is correct as long as the gap
is less than 256 frames. For longer gaps it-will normally be possible to resolve
the ambiguity resulting from the moduld.256 count based on the ERT of the
frames and the nominal frame rate on the given master channel or virtual channel.
For AOS Transfer Frames, the likelihood of an incorrectly reported gap size is
much lower.

3.6.2.6 private-annotation

The private-annotation-parameter shall be used to convey additional information that
may bg associated with a frame:

a)| it may be set ta>*null’ to indicate that there is no private annotation;

b)[ if not ‘null* there must be a prior arrangement between SLE Complex Management
and SKE) Utilization Management regarding the contents and interpretation of this
parameter.

3.6.2.7 data

The value of the data parameter shall be the OCF extracted from the telemetry frame
acquired by the provider from the RAF channel for delivery to the user.
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3.6.3 EFFECTS

The ROCF-TRANSFER-DATA operation shall have the following effects:

a) an OCF extracted from a telemetry frame acquired by the provider from the space link
shall be delivered to the user;

b) the provider shall remain in state 3 (‘active’).
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3.7 ROCF-SYNC-NOTIFY
3.7.1 PURPOSE

3.7.1.1 The ROCF service provider shall invoke the ROCF-SYNC-NOTIFY operation to
notify the user of the occurrence of an event affecting the production of the ROCF service.

NOTE - Notification of events may be of value to the user in understanding specific
provider behavior, such as an interruption in OCF delivery.

3.7.1.2 The ROCF-SYNC-NOTIFY operation shall be an unconfirmed operation.

3.7.1.3 The order in which the ROCF-SYNC-NOTIFY and ROCF-TRANSEER-DATA
operations are invoked shall reflect the actual chronology of events.

NOTH - For example, if an ROCF-SYNC-NOTIFY operation is inveked after one ROGF-
TRANSFER-DATA operation but before another, then the event indicated by the
notification occurred after the ERT of the frame associated with the preceding
ROCF-TRANSFER-DATA but before the ERT ofdhe frame associated with the
following ROCF-TRANSFER-DATA.

3.7.1.4 ROCF-SYNC-NOTIFY is valid only in state 3;(‘active’) and shall be invoked on
by the|provider.

y

3.7.2 | INVOCATION AND PARAMETERS
3.7.2.1 General

The parameters of the ROCF-SYNC-NOTIFY operation shall be present in the invocation|as
specified in table 3-7.

Table 3-7: ROCF-SYNC-NOTIFY Parameters

Parameter Invocation
invoker-credentials M
notification-type M

notification-value

3.7.2.2 invoker-credentials

The 1nvoker-credentials parameter shall provide information that enables the user to
authenticate the ROCF-SYNC-NOTIFY invocation (see 3.1.5).
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3.7.2.3 notification-type

The notification-type parameter shall indicate the event that the user is being
notified of, and its value shall be one of the following:

a) ‘loss of frame synchronization’—the delivery of OCFs has been interrupted because
the frame synchronization process is not able to synchronize to the stream of frames
from the space link:

T)the notification shall be invoked once IT the Trame synchronizer transitiopedl from
‘in-lock” to ‘out-of-lock’ at least once during the lock status observation period
that the provider applies for lock status monitoring; the length of the tock| status
observation period applied by the provider shall be documented;

2) the provider shall minimize the latency from the timethe loss of [frame
synchronization event occurs until the notification is invoked;

3) there shall be no explicit notification when the frame synchronizer trangitions
from ‘out-of-lock’ to “in-lock’; rather, the next inviecation of ROCF-TRANSFER-
DATA shall implicitly indicate the occurrence of that event;

4) loss of frame synchronization notifications>shall not be invoked in the pffline
delivery mode;

NOTE - Because this notification gefers to processing of frames from the| space
link, it may or may not ‘indicate that frames were lost on the master
channel or virtual channel being provided by this instance of service,.

b) ‘production status change’~the status of ROCF production has changed:
1) the notification shall\be invoked when the ROCF production status changes;
2) the productiontstatus shall be ‘running’, *halted’, or ‘interrupted’ (see 3.7.2.4);

3) productiencstatus change notifications shall not be invoked in the offline dglivery
mode;

c) ‘data discarded due to excessive backlog’—some data was discarded by the ROCF
senvice provider, either because of timeliness considerations (timely online mqde) or
hecause of online OCF buffer overflow (complete online mode):

LAY £ lod ol alaal & i : Y + ¥ -y H

It tataateatsCaraettwo o motre times M a oW -withotta StucCesSsStuimtetrvening
delivery of OCFs to the user, no more than one data discarded notification shall be
delivered to the user;

2) data discarded notifications shall not be invoked in the offline delivery mode;

d) ‘end of data’—the provider has no more data to send.

CCSDS 911.5-B-2 Page 3-41 January 2010
© 1SO 2013 — All rights reserved

93


https://standardsiso.com/api/?name=15d60dda00c5da1c439c28da0cd08b16

ISO 26143:2013(E)
CCSDS RECOMMENDED STANDARD FOR SLE ROCF SERVICE

NOTE - The ‘end of data’ notification is invoked in all delivery modes. For example,
for an online service instance, the space link session has ended, and there are
no more OCFs to be delivered; or, regardless of the delivery mode, the OCFs
from all available frames between the specified start and stop times (see 3.4)
have been delivered.

3.7.2.4 notification-value

3.7.24.1 The presence of the notification-value parameter in the return frpm
ROCH-SYNC-NOTIFY shall be conditional on the value of notification-typel

3.7.242 If notification-type is ‘loss of frame synchronization’, then
notiffication-value shall be present and shall convey the following infarmation:

a)| the UTC time when the frame synchronizer transitioned from ‘in-lock’ to ‘out-pf-
lock’;

b)| the current status of the carrier demodulation process, which shall be ‘in-lock’, ‘opt-
of-lock’, or ‘unknown’;

c)| the current status of the subcarrier demodulation-process, which shall be ‘in-lock’,
‘out-of-lock’, ‘not in use’, or ‘unknown’;

d)| the current status of the symbol synchronization process, which shall be ‘in-lock’,
‘out-of-lock’, or ‘unknown’.

NOTE - The determinations of thelock statuses of carrier demodulation, subcarrjier
demodulation, and ‘symbol synchronization typically are based [on
measurements thatiare integrated over some time period. To that extent, the
values reported here may reflect the statuses of the corresponding processeq at
a time slightly-earlier than the time when the notification is invoked.

3.7.243 If notification-type is ‘production status change’, then the
notification-yalue parameter shall be present, and its value shall indicate the curr¢nt
produgtion status;which shall be one of the following:

a)| ‘runading’—the ROCF production process is capable of processing a return space link
physical channel, if available;

b) ‘halted’—the ROCF production process is stopped and production equipment is out
of service, due to management action;

¢) ‘interrupted’—the ROCF production process is stopped due to a fault.

3.7.24.4 If notification-type is ‘data discarded due to excessive backlog’ or ‘end
of data’, the notification-value parameter shall not be present.
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3.7.3 EFFECTS

The ROCF-SYNC-NOTIFY operation shall have the following effects:
a) information about the occurrence of the specified event shall be delivered to the user;

b) the state of the provider shall not change.
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3.8 ROCF-SCHEDULE-STATUS-REPORT
3.8.1 PURPOSE

3.8.1.1 The user shall invoke the ROCF-SCHEDULE-STATUS-REPORT operation to
request that the provider send a status report either immediately or periodically or to stop the
sending of such reports.

3.8.1.2  The provider shall return a report of the outcome of the performance of the ROCF-
SCHEDULE-STATUS-REPORT operation to the user.

The provider shall send the requested status report(s) by means of the./ROCF-
S-REPORT operation (see 3.9).

Initially (i.e., whenever the ROCF-BIND operation is performed and the proviger

invoking another ROCF-SCHEDULE-STATUS-REPORT operation.

3.8.1.6 The ROCF-SCHEDULE-STATUS-REPORT operation shall be rejected by the
provider if this service instance is configured to the offline delivery mode.

3.8.1.T1 The ROCF-SCHEDULE-STATUS-REPORT operation is valid only in stated 2
(‘ready’) and 3 (“active’).

3.8.1.83 The ROCF-SCHEDULE-STATUS-REPORT operation shall be invoked only |by
the user.
3.8.2 | INVOCATION, RETURN, AND PARAMETERS

3.8.2.1 General

The parameters of/the’ ROCF-SCHEDULE-STATUS-REPORT operation shall be present
the inyocation and-return as specified in table 3-8.

n

3.8.2.2 ~1Invoker-credentials

The 1nvoker-credentials parameter shall provide information that enables the
performer to authenticate the ROCF-SCHEDULE-STATUS-REPORT invocation (see 3.1.5).
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Table 3-8: ROCF-SCHEDULE-STATUS-REPORT Parameters

Parameters Invocation Return
invoker-credentials M
performer-credentials M
invoke—1D M M
report-request-type M
reporting-cycle C
result M
diagnostic C

e performer-credentials parameter shall provide information that enables the
oker to authenticate the return from the performanee of ROCF-SCHEDULE-STATUS-
FPORT (see 3.1.5).

e performer shall return unchanged the invoker-supplied value of the invoke-1D
fameter (see 3.1.6).

3.8.25.1 The report-request-type parameter shall specify how reporting shall be

do

he, and its value-shall be one of the following:
a) ‘immediately’—send a single status report immediately;

b) ‘periodically’—send a status report every reporting-cycle seconds;

e) ‘stop’—do not send further status reports.

3.8.25.2 If report-request-type is ‘immediately’,

a) the provider shall stop sending status reports after the immediate status report has
been sent;

b) periodic reporting may be restarted by means of another ROCF-SCHEDULE-
STATUS-REPORT operation.
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3.8.2.6 reporting-cycle

3.8.2.6.1 If the value of the report-request-type parameter is ‘periodically’, then
the reporting-cycle parameter shall be present and shall specify the requested interval
between status reports in seconds.

3.8.2.6.2 If the value of the report-request-type parameter is not ‘periodically’,
then the reporting-cycle parameter shall not be present.

3.8.2. result

The result parameter shall specify the result of the ROCF-SCHEDULE:STATUS-
REPQORT operation, and its value shall be one of the following:

a)| ‘positive result’—the ROCF-SCHEDULE-STATUS-REPORT pperation has bgen
performed, and the provider will send the requested report(s) arcstop sending periogic
status reports;

b)| ‘negative result’— the ROCF-SCHEDULE-STATUS<REPORT operation has mnot
been performed for the reason specified in the d¥agnostic parameter. The
previous setting for status reporting remains in effect.

3.8.2.8 diagnostic

3.8.2.8.1 If result is ‘negative result’, the diagnostic parameter shall be present
the refurn, and its value shall be one of the following:

n

a)| “duplicate Invoke-ID’—the value of the 1nvoke-ID parameter is the same as the
invoke-ID of a previous;outstanding operation;

b)[ “not supported in this delivery mode’—the service instance is configured to the
offline delivery mode;

c)| ‘already stopped’—the provider is not currently providing periodic reports (applicable

only when@eport-request-type is ‘stop’);

d)| “invalidireporting cycle’—the requested reporting-cycle value is outside the range
mutually agreed upon by SLE Complex Management and SLE Utilization Management;

‘Athor roncon 2 tho roncan for roloetinn af the Aanaration wall havia +n ha Farund hay r\f-] r
e Ulticr TCUOoVUTT UIC TUUOSUIT TUI ICJC\JLIUII vt uic UlJCIU.LIUII vVITT TIuve U Ve TUUTTU lJy Ul e

means.

3.8.2.8.2 If result is ‘positive result’, the diagnostic parameter shall not be present
in the return.
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3.8.3 EFFECTS

3.8.3.1 If result is ‘positive result’, the ROCF-SCHEDULE-STATUS-REPORT
operation shall have the following effects, depending on the value of the report-
request-type parameter:

a) if the value of report-request-type is ‘immediately’:

1) astatus report shall be sent immediately;

2) the sending of any previously requested periodic status reports shall cease;
b) if the value of report-request-type is ‘periodically’:
1) astatus report shall sent immediately;

2) subsequent status reports shall be sent at the interval specified in the reporting-
cycle parameter;

c¢) ifthe value of report-request-type is ‘stop’, periodic status reporting shall cegse.

3.8.3.2 If result is ‘negative result’, the ROECF-SCHEDULE-STATUS-REPORT
opgration shall have no effect, and the previous setting-for status reporting shall not change.

3.8.3.3 The state of the provider shall not change:
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3.9 ROCF-STATUS-REPORT
3.9.1 PURPOSE

3.9.1.1 The provider shall invoke the ROCF-STATUS-REPORT operation to send a status
report to the user.

3.9.1.2 ROCF-STATUS-REPORT shall be an unconfirmed operation.

3.9.1.3 Status reports shall be sent (or not sent) in accordance with user requests conveyed
by mepns of the ROCF-SCHEDULE-STATUS-REPORT operation (see 3.8).

3.9.14 The ROCF-STATUS-REPORT operation is valid only in states 2 (‘ready’) and 3
(“activie’) and shall be invoked only by the provider.
3.9.2 | INVOCATION AND PARAMETERS
3.9.2.1 General

The parameters of the ROCF-STATUS-REPORT operation:shall be present in the invocation

as spegified in table 3-9.

Table 3-9: ROCF-STATUS<REPORT Parameters

Parameters Invocation

invoker-credentials M

number-of-frames-processed

number-of=ocfs-delivered

frame=sync-lock-status

synmbol-sync-lock-status

subcarrier-lock-status

carrier-lock-status

gl =l =l =l =l - =

production-status

3.9.2.2 invoker-credentials

The 1nvoker-credentials parameter shall provide information that enables the
performer to authenticate the ROCF-STATUS-REPORT invocation (see 3.1.5).
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3.9.2.3 number-of-frames-processed

The number-of-frames-processed parameter shall specify the total number of
telemetry frames that have been processed for extracting OCFs, i.e., the number of frames
with the requested-global-VCID value, since the start of the service instance
provision period.

NOTE - This parameter is equivalent to the number of frames that an RCF service
i i = D value would deliver to the

3.9.24 number-of-ocfs-delivered
THe number-of-ocfs-del1vered parameter shall specify the-total number of| OCFs
de]ivered to the user since the start of the service instance provision‘geriod.
3.9.25 frame-sync-lock-status

THe frame-sync-lock-status parameter shall:specify the current lock status |of the
frgme synchronization process, the value of which shall be ‘in-lock’, ‘out-of-logk’, or
unknown’.

3.9.2.6 symbol-sync-lock-status

THe symbol-sync-lock-status parameter shall specify the current lock status|of the
symbol (or bit) synchronization process, the value of which shall be ‘in-lock’, “‘out-oftlock’,
or|‘unknown’.

3.9.2.7 subcarrier-lock-status

ThHe subcarri€r-lock-status parameter shall specify the current lock status [of the
supcarrier demodulation process, the value of which shall be ‘in-lock’, ‘out-of-lock’, fnot in
use’, or.‘tnknown’.

3.9.28 carrier-lock-status

The carrier-lock-status parameter shall specify the current lock status of the carrier
demodulation process, the value of which shall be “in-lock’, “out-of-lock’, or ‘unknown’.
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3.9.29 production-status

The production-status parameter shall specify the current status of ROCF production,
the value of which shall be ‘running’, “halted’, or “interrupted’.

NOTE - See 3.7.2.4 for a description of the production-status values.

3.9.3 EFFECTS

The ROCF-STATUS-REPORT operation shall have the following effects:
a) | status information shall be delivered to the user;

b)| the state of the provider shall not change.
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3.10 ROCF-GET-PARAMETER

3.10.1 PURPOSE

3.10.1.1 The user shall invoke the ROCF-GET-PARAMETER operation to ascertain the
value of an ROCF service parameter.

3.10.1.2 The provider shall return a report of the outcome of the performance of the ROCF-

GET-PARAMETER operation to the user.

3.1
pa

3.
sh

TH
in

Il be invoked only by the user.

.10.2.1 General

.10.2 INVOCATION, RETURN, AND PARAMETERS

Table 3-10: ROCF-GET-PARAMETER Parameters

10.1.3 If the operation is successful, the current value of the specified ROCF gervice
Fameter shall be provided to the user in the return from the operation.

10.1.4 ROCF-GET-PARAMETER is valid in state 2 (‘ready’) and state*3 (‘activg’) and

e parameters of the ROCF-GET-PARAMETER:" operation shall be present |n the
ocation and return as specified in table 3-10.

Parameters Invocation Return
invoker-credentials M
performer-credentials M
invoke-I1D M M
rocf-parameter M C
parameter-value C
result M
diagnostic C

3.10.2.2 invoker-credentials

The 1nvoker-credentials parameter shall provide information that enables the

performer to authenticate the ROCF-GET-PARAMETER invocation (see 3.1.5).
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3.10.2.3 performer-credentials

The performer-credentials parameter shall provide information that enables the
invoker to authenticate the return from the performance of ROCF-GET-PARAMETER (see
3.1.5).

3.10.2.4 invoke-ID

The pgerformer shall return unchanged the invoker-supplied value of the Envoke=JD
paramgter (see 3.1.6).

3.10.25 rocf-parameter

3.10.205.1 The rocf-parameter parameter shall specify the ROCF-service parameter
whosg value is to be returned to the user, and its value shall be one of the values listed|in
table 3-11.

3.10.205.2 rocf-parameter is conditionally present in.the return based on the resullt
paramgter:

a) if the value of result is ‘positive result’, rocF-parameter shall be present in the
reurn;

b) if the value of result is ‘negative result’, rocf-parameter shall not be present
the return.

n

3.10.26 parameter-value

3.10.216.1 The parameter-value parameter shall contain the value for the parameger
specifled by rocf-parameter as described in 3.10.2.5 and table 3-11.

3.10.206.2 parametép-value is conditionally present in the return based on the resull t
paramgter:

a) if the value-of result is ‘positive result’, parameter-value shall be present;

b) if the'value of result is ‘negative result’, parameter-value shall not be present.

3.10.2.7 result

The result parameter shall specify the result of the ROCF-GET-PARAMETER operation
and shall contain one of the following values:

a) ‘positive result’—the ROCF-GET-PARAMETER operation has been performed, and
the value of the specified ROCF service parameter is provided in the return to the
user;
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b) ‘negative result’—the ROCF-GET-PARAMETER operation has not been performed

for the reason specified in the diagnostic parameter.

Table 3-11: ROCF Parameters

Parameter

Description

elivery-mode

The delivery mode for this instance of ROCF service. wh

ch is

set by service management (see 3.1.9): its value shg
‘timely online delivery mode’, ‘complete online delivery.m
or ‘offline delivery mode’

Il be
pde’,

latency-limit

The maximum allowable delivery latency time \(in second
the online delivery mode, as defined ,in3.1.9.1 (i.e.
maximum delay from when the frame lis acquired by
provider until the OCF extracted from/it is delivered tg
user): the value of this parameter‘shall be ‘null’ if the de
mode is offline

5) for
the
the
the

ivery

permitted-global-VCID-set

The set of global VCIDs{\permitted for this ROCF se
instance (see 3.4.2.7).

rvice

permitted-control-word-type-set

The set of control word type values permitte]
this ROCF service'instance (see 3.4.2.8).

d for

permitted-tc-vcid-set

The set of-t€2vcid values permitted for this ROCF service
3.4.2.9): the value is ‘null’ if selection of a telecommand
not permissible, e.g., because control words whose ty|
not-‘Clcw’ are to be delivered.

(see
Cis
De is

permitted-update-mode-set

The set of update-mode values permitted for this R
service instance (see 3.4.2.10).

OCF

fleporting-cycle

The current setting of the reporting cycle for status re
(see 3.8 and 3.9): the value is ‘null’ if cyclic reporting i
otherwise it is the time (in seconds) between succe
ROCF-STATUS-REPORT invocations (see 3.8).

Dborts
5 Off,
5sive

flequested-control-word-type

The control word type requested by the most recent R(
START operation (see 3.4.2.8) if the service instance is i
‘active’ state; ‘undefined’ otherwise.

DCF-
h the

rquuested-gIobaI-VCID

The global VCID requested by the most recent ROCF-ST]

ART

nppmtinn (QPP 342 7) if the service instance is in the ‘a
state; ‘undefined’ otherwise.

ctive’

requested-tc-vcid

The tc-vcid requested by the most recent ROCF-START
operation (see 3.4.2.9), if the service instance is in the ‘active’
state: the value is ‘null’ if selection of a telecommand VC is
not permissible, e.g., because control words whose type is

not ‘clew’ are to be delivered.
the ‘active’ state, the value reported shall be ‘undefined’.

If the service instance is not in
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Parameter Description
requested-update-mode The update-mode requested by the most recent ROCF-
START operation (see 3.4.2.10) if the service instance is in
the ‘active’ state; ‘undefined’ otherwise.
return-timeout-period The maximum time period (in seconds) permitted from when
a confirmed ROCF operation is invoked until the return is
received by the invoker (see 4.1.3).
trangfer-buffer-size The size of the transfer buffer: the value of this paramete|
shall indicate the number of ROCF-TRANSFER-DATA an
ROCF-SYNC-NOTIFY invocations that can be stored‘in th
transfer buffer. The precise specification of the, transfer
buffer size may be found in 3.1.9.
3.10.28 diagnostic
3.10.218.1 If result is ‘negative result’, the diagnostic parameter shall be present|i

the refurn, and its value shall be one of the following:

a)

b)

c)

3.10.2
in the
3.10.3

3.10.3
invocg

3.10.3

user.

3.10.3

.3 The state of the provider shall not change.

n

‘duplicate Invoke-1D’—the value of the 1nvoke=1D parameter is the same as the
invoke-ID of a previous, outstanding operation;
‘unknown parameter’—the value of rocFf=parameter does not identify an ROCF
parameter that is recognized by the service provider;
‘other reason’—the reason for the-negative result will have to be found by other
means.
8.2 If result is ‘positive-result’, the diagnostic parameter shall not be presgnt
Feturn.
EFFECTS
1 If resukt is ‘positive result’, the value of the ROCF parameter specified in the
tion shalMe provided to the user in the return.

2Af result is ‘negative result’, no ROCF parameter value shall be returned to the
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3.11 ROCF-PEER-ABORT

3.11.1 PURPOSE

3.11.1.1 The user or provider shall invoke the ROCF-PEER-ABORT operations to notify the
peer system that the local application detected an error that requires that the association
between them be terminated abnormally.

3.11.1.2 ROCE-PEER-ABORT shall be an unconfirmed operation.

3.
in

TH
sp

Th
an

11.1.3 ROCF-PEER-ABORT is valid only in states 2 (‘ready’) and 3 (*active’)andr

11.2 INVOCATION AND PARAMETERS

.11.2.1 General

11.2.2 diagnostic

oked by either the user or the provider.

e parameters of the ROCF-PEER-ABORT operation shat e present in the invocal
ecified in table 3-12.

Table 3-12: ROCF-PEER:ABORT Parameters

Parameters Invocation

diagnostic M

e diagnostic parameter shall specify why the ROCF-PEER-ABORT is being in
0 its value shall be one of the following:

a) ‘access denied’—a responder with an identity as presented in the respon
identrfier parameter of the ROCF-BIND return is not known to the in
(e.g;ythe value of the responder-identifier parameter does not mat
authorized responder for any service instance known to the initiator);

nay be

ion as

yoked,

der-
itiator
ch the

hmeter

b) “unexpected responder ID’—the value of the responder-identifier par

in the ROCF-BIND return does not match the identity of the authorized responder for

this service instance as specified by service management;

c) ‘operational requirement’—the local system had to terminate the associat
accommodate some other operational need;

d) ‘protocol error’—the local application detected an error in the sequencing of
service operations;

ion to

ROCF
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e) ‘communications failure’—the communications service on the other side of a gateway
was disrupted;

NOTE - This diagnostic value is only applicable when the SLE applications are
communicating via a gateway.

f) ‘encoding error’—the local application detected an error in the encoding of one or
more operation parameters or did not recognize the operation;

g) [~ Tetormtimeout —the tocal—apptication detectedthatthe Tetorm fronT a confirmed
operation was not received within a specified time limit;

h)[ “‘end of service instance provision period’—the local application detected.‘that the
service instance provision period has ended and the initiator has not‘invoked the
ROCF-UNBIND operation;

i) | ‘unsolicited invoke-ID’—the local application received a return Wwith an invoke-ID that
does not match the invoke-ID of any of the operations for which.a'return is pending;

J) | ‘other reason’—the local application detected an wunspecified error during the
processing of one or more operations.

NQTE - ROCF-PEER-ABORT does not carry an #nvoker-credentials parameter.
It is conceivable that an intruder may use'the ROCF-PER-ABORT operation fgr a
denial-of-service attack. If an intruder has that capability, then a denial-of-servjce
attack can be much more easily accomplished by disrupting communications gt a
layer lower than the applications layer. Therefore, authentication of ROCF-
PEER-ABORT would not provide improved protections against such attacks.

3.11.3 EFFECTS

The ROCF-PEER-ABORT operation shall have the following effects:

a) [ the association—shall be aborted, and the user and the provider shall cease [to
communicate:with each other;

b)| the pravider shall transition to state 1 (*‘unbound’);

c) | thé provider shall discard the contents of the transfer buffer;

d) “statistical information required for the generation of the status report shall be retained
throughout the service instance provision period.
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4 ROCF PROTOCOL
4.1 GENERIC PROTOCOL CHARACTERISTICS

NOTE - This section specifies the handling of invalid SLE-PDUs and other failures
affecting the protocol.

411 UNEXPECTED PROTOCOL DATA UNIT

If the peer application invokes an operation not allowed in the current state of the-perfprmer,
the performer shall abort the association by invoking the ROCF-PEER-ABORT opération
with the diagnostic parameter set to ‘protocol error’.

4.1.2 INVALID PROTOCOL DATA UNIT

If the application receives an invocation or return that contains an unrecognized opgration
type, contains a parameter of the wrong type, or is otherwise*not decodable, the application
sh}ll abort the association by invoking the ROCF-PEER-ABORT operation with the

dijagnostic parameter set to ‘encoding error’.

4.1.3 MISSING RETURN

For confirmed operations, if the invoker does not receive the return from the performer
within a timeout period specified by-service management, the invoker shall abagrt the
asgociation by invoking the ROCF-PEER-ABORT operation with the diagnqgstic
pafameter set to ‘return timeout’:

NQTES

1 The timeout geriod shall be chosen taking into account performance of user and
provider -applications as well as the delays introduced by the undgrlying
commugnications service.

2 In_erder to provide responsive service and short timeout periods, the generation|of the
return from an operation must not depend on any human interaction.

3 After invoking the ROCF-UNBIND operation, the initiator must not invoke any
further operations with the exception of the case addressed in 3.3.1.4 nor send any
returns. The responder is not required to send any pending returns after having
received the ROCF-UNBIND invocation. Therefore, following an ROCF-UNBIND
invocation, the “missing return’ event may occur.
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4.1.4 UNSOLICITED RETURN

If the application receives a return with an 1nvoke-1D parameter value that does not
correspond to any invocation for which a return is still pending, the application shall abort the
association by invoking the ROCF-PEER-ABORT operation with the diagnostic
parameter set to ‘unsolicited Invoke-1D’.

415 COMMUNICATIONS FAILURE

4.15.1 Every SLE entity (i.e., every SLE user or provider) that is in an association (bound)
with @ peer SLE entity shall maintain knowledge of the health of the communicatigns
interfdce with the peer.

4.1.5.2 Every SLE implementation shall provide that, for every association, the two SLE
entities in the association maintain a consistent view of the health of:-the communicatigns
interfgce between them.

4.15.3 If an SLE entity determines that communications with' the peer SLE entity hgve
been flisrupted (e.g., due to a communications service fault), then the SLE entity shall
consider that the association with the peer has been aborted.

NOTH - The exact criteria for determining when-communications have been disrupted
may depend on the characteristics of ¢he underlying communications service gnd
may be specific to a given implementation. However, every ROCF user gnd
provider implementation shall‘>provide for monitoring the health of the
communications interface and for ensuring that the user and the provider have a
consistent view of the health of the communications interface. If the underlying
communications seryice ‘does not intrinsically provide such a capability, the
transmission of a_periodic ‘heartbeat’ indicator or equivalent may need to |be
implemented.

4.1.5.4 Occurrence of the above described communications failure event shall be referred to
as a “grotocol abort’s

4.1.5.% Subseguent to a ‘protocol abort’ event:

a) | the. ROCF provider shall transition to state 1 (‘unbound’);

b) neither the user nor the provider shall attempt further communications with the peer
except that the initiator may attempt to re-establish the association by invoking the
ROCF-BIND operation;

c) the provider shall discard the contents of the transfer buffer;

d) the values of ROCF service parameters shall return to the initial values set by service
management for that service instance; and
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e) statistical information required for the generation of the status report shall be retained
throughout the service instance provision period.

416 ACCESS CONTROL

4.1.6.1 The initiator of an association shall present its own identity in the initiator-
identifier parameter of the ROCF-BIND invocation.

41.6.2 If the ROCF-BIND operation is invoked with a value of Initagtor-
identifier that is not known to the responder, the responder shall not make any attempt
to |authenticate that invocation. Instead, the responder shall generate an ROCFE-BIND|return
with result set to ‘negative result’, diagnostic set to ‘access:“denied}, and
performer-credentials set to ‘unused’.

4.1.6.3 |If the value of Initiator-identifier is known,to the respondagr, the
regponder shall attempt to authenticate the ROCF-BIND invocatjon (see 3.1.5) as requifed for
the given initiator. If authentication succeeds but the initiator iS not the authorized initiator
for the service instance indicated in the service-instance-identifier paramgter of
th¢ ROCF-BIND invocation, the responder shall generate an ROCF-BIND return with
rasult set to ‘negative result’ and diagnostic set'to ‘service instance not accessjble to
this initiator’.

NOTE - |If authentication fails, the responder shall behave as specified in 4.1{7. If
authentication is not required for the given initiator, it shall be as if authentication
was successful.

4.1.6.4 If the initiator receives an-ROCF-BIND return with a responder-identifier
vajue that is not known to the.initiator, the initiator shall not make any attempt to authepticate
this return but shall abert the association by invoking ROCF-PEER-ABORT| with
diagnostic set to ‘aecess denied’.

4.1.6.5 If the initiator receives an ROCF-BIND return with a responder-identifier
vajue that is known to the initiator, the initiator shall attempt to authenticate the ROCF{BIND
refurn (see3.1:5) as required for the given responder. If authentication succeeds Qut the
rgsponder-identifier is not the authorized responder for this service instapce as
specified by service management, the initiator shall abort the association by means (of the
ROCEFE-PEER-ABORT operation with diagnostic set to ‘unexpected responder ID’.

NOTE - |If authentication fails, the initiator shall behave as specified in 4.1.7. If
authentication is not required for the given responder, it shall be as if
authentication was successful.
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4.1.7 FAILING AUTHENTICATION

4.1.7.1 An incoming invocation or return shall be ignored if the credentials parameter
cannot be authenticated when, by management arrangement, credentials are required.

4.1.7.2 If an invocation is ignored, the operation shall not be performed, and a report of the
outcome shall not be returned to the invoker.

4.1.7.3 If a return is ignored, it shall be as if no report of the outcome of the operation has
been received.

4.2 ROCF SERVICE PROVIDER BEHAVIOR
4.2.1 | GENERAL REQUIREMENTS

4.2.1.1 The behavior of the ROCF service provider shall conform*to the state transitjon
matrix specified in table 4-1.

4.2.1.2 All actions including state transitions specified for<a given state and a given event
shall e performed before a subsequent event is considered.

4.2.1.3 SLE-PDUs shall be sent in the sequence specified in table 4-1.

4.2.1.4 Implementations shall ensure that events‘are not lost while an earlier event is beijng
procegsed but are buffered in first-in first-out)order for processing as soon as processing|of
the earlier event has completed.

4.2.1.% The state transition matrix-specified in table 4-1 represents one instance of servjce
and thus one association. Once_the association is established, if an ROCF-BIND invocation
for a lifferent association but fer the same service instance is received, it shall be rejected
with gn ROCF-BIND return-with the result parameter set to ‘negative result’ and the
diaghostic parameter_set to ‘already bound’. This event shall not affect the association
already in place.

4.2.2 | STATE'TRANSITION TABLE

NOTHS

1 The state table specifies operation interactions and state transitions for the service
provider in its role as either initiator or responder.

2 The leftmost column simply numbers the rows of the table.

3 The second column of the state table lists all incoming events. Where these events
correspond to the arrival of an incoming SLE-PDU, the ASN.1 type defined for this
SLE-PDU in annex A is indicated in parentheses ().
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Where an event is internal to the provider, its description is put in single quotation

marks “ . These events are defined in table 4-2.

The three columns (one column per state) on the right side of the table specify the
behavior the provider will exhibit, which depends on the current state and the
incoming event. In some cases, the behavior in addition depends on Boolean
conditions, also referred to as predicates. Such conditions are put in double quotation

<condition> THEN <action> [ELSEIF <condition> THEN <action>] ELSE <a
clause.

If the action given in the table is simply to send a specific SLE-PDU, that is ing
by the appearance of the name of ASN.1 type of the SLE-PDU to be s
parentheses (). If that SLE-PDU is a return, the name may_be preceded by th
symbol (‘+’) to indicate that result is ‘positive result’*or by the negative s
(“-”) to indicate ‘negative result’. Where several actjens are to be taken (referre
a ‘compound action’), the name of the compound’action is put in curly brace
The individual actions making up each compound-action are identified in table 4

‘Not applicable’ is stated where the givenevent can only occur in the give
because of an implementation error on the provider side.

Where the consequences of an inggming event are not visible to the user becad
provider does not send any SLE-PDU in reaction to the given event, the action
in square brackets [].

State transitions are indicated by an arrow and the number of the state that v
entered; for example,.~> 1 indicates the transition to state 1.

The actions ta-he'taken and the state transition are considered to be one atomic
The sequenee*shown in the table is irrelevant except that SLE-PDUs shall be
the sequence stated in the table.

Whenever the provider invokes a confirmed operation with invoke-1D set t
it-shall start an associated return <n> timer. Should this timer expire before the

ction>

icated
ent in
e plus
ymbol
d to as
s { }.
|-5.

1 state

se the
is put

vill be

hction.
sent in

b <n>,
return

<n> is received, the provider shall invoke ROCF-PEER-ABORT.
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Table 4-1: Provider Behavior

No.

Incoming Event

Unbound ( State 1)

Ready (State 2)

Active (State 3)

‘start of service in
period’

tance provision

IF “provider initiated”
THEN {invoke bind} >1
ELSE [ignore] 2>1

Not applicable

Not applicd

b

e

‘return <n> timer 4

xpired’

IF “bind pending”

THEN {return timeout} 2>1
IF “provision period”
THEN {invoke bind}
ELSE [ignore]

ELSE Not applicable 2>1

{peer abort ‘return timeout} > 1

{peer abort]

‘return timeout’} > 1

(-rocfBindReturn)

IF “bind pending”
THEN set “bind pending” FALSE > 1
stop return <n> timer
IF “retry permitted”
THEN {invoke bind}
ELSE release resources
ELSE [ignore] 2>1

{p€er-abort ‘protocol error} > 1

{peer abort]

‘protocol error} > 1

(+rocfBindReturn)

IF “bind pending”
THEN set “bindtpending” FALSE > 2
stop peturn <n> timer
IF NOT*“compatible”
THEN {invoke unbind}
ELSE [ignore]
ELSE [ignore] 2>1

{peer abort ‘protocol error} > 1

{peer abort]

‘protocol error} > 1

(rocfBindInvocatio}

IF “provider initiated”

THEN [ignore] 2>1
ELSE IF "positive result"

THEN (+rocfBindReturn) >2
ELSE (-rocfBindReturn) 2>1

{peer abort ‘protocol error} > 1

{peer abort]

‘protocol error} > 1

‘end of service ing|

fance provision

period’

[ignore]

IF “provider initiated”

{peer abort]

‘end of service instance

provision g
P

eriod’} >1

FHENAmvokeunbind} 2
ELSE {peer abort ‘end of service
instance provision period’} > 1
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No. Incoming Event Unbound ( State 1) Ready (State 2) Active (State 3)
7 (rocfUnbindReturr]) [ignore] IF “unbind pending” {peer.abort| ‘protocol error} > 1
THEN {provider unbind} 2>1
IF “done”
THEN release resources
ELSE [ignore]
ELSE {peer abort ‘protocol error'}/>
1
8 (rocfUnbindInvocdtion) [ignore] IF “provider initiated” {peer abort|'protocol error} > 1
THEN {peer abort ‘protocol error’} >
1
ELSE {user unbind} 2>1
IF “end”
THEN release resources
ELSE [ignore]
9 (rocfStartinvocatidn) [ignore] IFC*unbind pending” {peer abort|‘protocol error} > 1
THEN {peer abort ‘protocol error'} >
1
ELSE IF "positive result"
THEN (+rocfStartReturn) ->3
initialize transfer buffer
ELSE (-rocfStartReturn) >2
10 (rocfStoplnvocatign) [ignore] {peer abort ‘protocol error} > 1 IF “positive|result”
“complete online”[or “offline” delivery THEN 22
mode IF NQOIT “buffer empty”
THEN {transmit buffer}
(+rocfStopReturn)
ELSE| (+rocfStopReturn)
ELSE (-rocfStopReturn) >3
11 (rocfStoplnvocatign) [ignore] {peer abort ‘protocol error} > 1 IF “positive|result”
“timely online” delfvery mode THEN 22
IF NOT “buffer empty”
THEN [pass buffer contents}
(+rocfStopReturn)
ELSE |(+rocfStopReturn)
ELSE (-rocfStopReturn) >3
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No.

Incoming Event

Unbound ( State 1)

Ready (State 2)

ActlvF(Sfate 3)

12

‘data available’,
“offline” delivery nf

ode

Not applicable

Not applicable

IF “puffer f:lm"

THEN {tra
{insg
ELSE ({ins

smit buffer} ->3
rt annotated OCF}
brt annotated OCF}—> 3

13

‘data available’,
“complete online”

Helivery mode

Not applicable

Not applicable

IF “buffer frTll”

THEN ({tra
{insg
{star
ELSE IF “b
THEN {insq
{star
ELSE {insg

smit buffer} >3

rt annotated OCF}
release timer}

Lffer empty”

rt annotated OCF}> 3
release timer}

rt annotated OCF}> 3

14

‘data available’,

“timely online” deljvery mode

Not applicable

Not applicable

IF “buffer fll”

THEN {pas
IF “co
THEN

ELSE

ELSE IF “b
THEN {ins¢g

{star
ELSE ({ins

s buffer contents} > 3
hgested”

increment buffer size by
one

{sync notify ‘data
discarded’}

{insert annotated OCF}
{start release timer}

{insert annotated OCF}

{start release timer}

uffer empty”

rt annotated OCF}-> 3
release timer}

brt annotated OCF}-> 3

15

‘release timer exp

red’,

“timely online” deljvery mode

Not.applicable

Not applicable

{pass buffe
IF “conges
THEN incrg
{syn
{star
ELSE [igng

F contents} >3

ed”

ment buffer size by one
notify ‘data discarded’}
release timer}

re]

16

‘release timer exp
“complete online”

red”,
Helivery mode

Not applicable

Not applicable

{transmit b

iffer} ->3
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No.

Incoming Event

Unbound ( State 1)

Ready (State 2)

ActlvF(Sfate 3)

17

‘end of data’,

“timely online” deljvery mode

Not applicable

Not applicable

IF “buffer flllll”
THEN {pask buffer contents} > 3
IF “congested”

THEN {$ync notify ‘data
discarded’}

{qync notify ‘end of data’}

{transmit buffer}

ELSE {pync notify ‘end of data’}

{transmit buffer}

ELSE {syn¢ notify ‘end of data’}-> 3
{trangmit buffer}

18

‘end of data’,
“complete online”
“offline” delivery nf

Helivery mode or
ode

Not applicable

Not applicable

IF “buffer fdll”

THEN {trarTsmit buffer} ->3
{syn¢ notify ‘end of data’}
{tranpmit buffer}

ELSE {syn¢ notify ‘end of data’} - 3
{tranpmit buffer}

19

‘loss of frame syn

hronization’,

“timely online” delfvery mode

Not applicable

[ignore]

IF “buffer fdll”
THEN {pasg buffer contents} > 3
IF “cpngested”

THEN {sync notify ‘data
discarded’}

{start release timer}

{sync notify ‘loss of

frame sync’}

ELSE {sync notify ‘loss of

frame sync’}

{start release timer}

ELSE IF “buffer empty”

THEN {syn[ notify ‘loss of frame
syn¢’} >3
{start release timer}

ELSE {syrc notify ‘loss of frame
synic’} >3
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No. Incoming Event Unbound ( State 1) Ready (State 2) ActlvF(Sfate 3)
20 ‘loss of frame syng¢hronization’, Not applicable [ignore] >2 IF “pbuffer fyll”
“complete online” felivery mode THEN {trar|smit buffer} >3
{sync n¢tify ‘loss of frame sync’}
{start release timer}
ELSE IF “buffer empty”
THEN {syn[ notify ‘loss of frame
syn¢’} ->3
{starf release timer}
ELSE (syn¢ notify ‘loss of frame
syn¢’} >3
21 ‘production status|change’, Not applicable IF NOT “unbind pending” {sync notify ‘production status
“timely online” delfvery mode or THEN {syné-dotify ‘production change’} >3
“complete online” Pelivery mode status change’} >2
ELSE {ignore] 2>2
22 (rocfScheduleStatisReportinvocation | [ignore] IR“positive result” IF “positive|result”
) THEN (+rocfScheduleStatusReport) THEN (+rogfScheduleStatusReport)
>2 >3
IF "immediately" IF "immEdiately"
THEN {immediate report} THEN {immediate report}
ELSE IF "periodically" ELSE If "periodically"
THEN {periodic report} THEN {periodic report}
ELSE stop reporting-cycle timer ELSE stop reporting-cycle timer
ELSE (-rocfScheduleStatusReport ELSE (-rocfScheduleStatusReport
Return) >2 Return) >3
23 ‘reporting-cycle timer expired’ Not applicable {periodic report} >2 {periodic rgport} >3
24 (rocfGetParametefinvocation) [ignore] IF "positive result" IF "positive result"
THEN (+rocfGetParameterReturn) THEN (+rogfGetParameterReturn)
>2 >3
ELSE (-rocfGetParameterReturn) ELSE (-rocfGetParameterReturn)
>2 >3
25 (rocfPeerAbortinvgcation) [ignore] {clean up} 2>1 {clean up} 2>1
26 ‘invalid protocol data unit’ [ignore] {peer abort (‘encoding error’)} > 1 {peer abort|(‘encoding error’)} > 1
27 ‘return SLE-PDU withUnsolicited [ignore] {peer abort (‘unsolicited Invoke-ID’)} {peer abort|(‘unsolicited Invoke-ID’)}
Invoke-ID’ 2>1 2>1
28 ‘protocol abort’ [ignore] {clean up} 2>1 {clean up} 2>1
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No.

Incoming Event

Unbound ( State 1)

Ready (State 2)

Active (State 3)

29

‘not authenticated

SLE-PDU’

[ignore]

[ignore]

>2

[ignere]

>3
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Table 4-2: Event Description References

Event Reference
‘data available’ 3.1.9.1.2,
3.1.9.2.2,
3.1.9.3.2
‘end of data’ 3723
‘end of service instance provision period’ 3.11.2.2
‘invalid protocol data unit’ 41.2
‘loss of frame synchronization’ 3.7.2.3
‘not authenticated SLE-PDU’ 41.7
‘production status change’ 3.7.2.3
‘release timer expired’ 3.1.9.1.4;
3.1.9.2:6
‘reporting-cycle timer expired’ 3.82.6
‘return SLE-PDU with unsolicited Invoke-ID’ 41.4
‘return <n> timer expired’ 41.3
‘start of service instance provision period’ 1.6.1.8.15

Table 4-3: Predicate Descriptions

Predicate Evaluates to TRUE if

“buffer{empty” There are no ROCE_SLE-PDUs in the transfer buffer

“buffer[full” The transfer huffer cannot accommodate the currently available annotated OCF
or synchronous notification

“‘compatible” The version number contained in (+rocfBindReturn) is supported by the
provijder

“‘complete online” Déliyery mode is complete online

“done” The unbind-reason parameter value in the provider-initiated BIND invocatjon
was ‘end’

“‘end” All checks on the UNBIND invocation are passed and the unbind-reagon
parameter value is ‘end’

"immediately" All parameter checks on the ROCF-SCHEDULE-STATUS-REPORT are
passed and the report-request-type value is ‘immediately’

“offline” Delivery mode is offline

“online” Delivery mode is timely online or complete online

"periodically” All parameter checks on the ROCF-SCHEDULE-STATUS-REPORT are
passed and the report-request-type value is ‘periodically’

"positive result" All checks on the invocation are passed
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Predicate Evaluates to TRUE if

"provider initiated" The ROCF-BIND operation is specified to be initiated by the provider for this
service instance

“provision period” Current time is inside the service instance provision period

“retry permitted” The diagnostic value contained in the (-rocfBindReturn) is ‘unable to comply’ or
‘other’, and the service instance provision period is still active

“timely online” Delivery mode is timely online

Table 4-4: Boolean Flags

Flag Name Initial Value
“bind pending” FALSE
“congested” FALSE
“unbind pending” FALSE

Table 4-5: Compound Action Befinitions

Name Actions Performed

{clean up} stop release timer

stop all return timers

stop reporting-cycle timer

reinitialize transfer buffer

reset parameter values to those specified in service package

{immediate report} (rocfStatusReportinvocation)
step reporting-cycle timer
{insert annotated OCF} annotate the available OCF with the parameters of the ROCF-

TRANSFER-DATA operation
insert the annotated OCF into the transfer buffer

{invoke bind} (rocfBindInvocation)
set “bind pending” to TRUE
start return <n> timer

{invoke_unbind} (rocfUnbindInvocation)

stop reporting-cycle timer

set “unbind pending” to TRUE
startTetorm<m>—timer

{pass buffer contents} stop release timer

submit contents of transfer buffer to underlying communications
service

IF successful

THEN set “congested” to FALSE

ELSE set “congested” to TRUE

reinitialize transfer buffer using the nominal size
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Name Actions Performed

{peer abort ‘xxxx’} stop release timer

stop all return timers

stop reporting-cycle timer

reinitialize transfer buffer

(rocfPeerAbortinvocation) with diagnostic set to ‘xxxx’

{periodic report} (rocfStatusReportinvocation)

set reporting-cycle timer to the reporting-cycle value in the
most recent SCHEDULE-STATUS-REPORT invocation
start reporting-cycle timer

{proyider unbind} set “unbind pending” to FALSE
stop all return timers

{return timeout} (rocfPeerAbortinvocation) with diagnostic ‘return timeout’
set “bind pending” to FALSE
set “unbind pending” to FALSE

{start release timer} set release timer to latency limit
start release timer
{syn¢ notify ‘xxxx’} create an ROCF synchronous notification with notification

type set to ‘xxxx’
insert the notification into the transfer buffer

{transmit buffer} stop release timer

submit the contents of trahsfer buffer to underlying communications
service

until accepted by that service
reinitialize transfer buffer

{usef unbind} stop reporting-cycle timer
stop all return timers
(rocfdnbindReturn)
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ANNEX A
DATA TYPE DEFINITIONS

(NORMATIVE)

Al INTRODUCTION

Al.1 This annex defines the data types that are used by the ROCF service. It is interided to
provide a clear specification of these data types and to avoid ambiguity. It is notcintended to
copstrain how these data types are implemented or encoded. These definitionsiare stitable
for inclusion in any type of ASN.1 based protocol that implements the ROCF sérvice.

Al.2 The data type definitions are presented in seven ASN.1 modules,

Al1.3 Subsection A2.1 contains basic types that are commof_with other SLE Transfer
Services. As more services become specified by CCSDS, further types may be added to this
maodule or existing types may be extended. However, thap eventuality is not expegted to
inyalidate the module in its present form because it.is“expected that an implementation
compliant with a future extended version of this maedule will be interoperable wjith an
implementation based on its present version.

Al.4 Subsection A2.2 specifies the SLE-RDUs exchanged between an SLE user gand an
SUE provider application in order to establish, release or abort an association. They are
common among SLE transfer service types.

Al5 Subsection A2.3 specifies_SLE-PDUs related to invocations and returns that are
common to SLE transfer service types.

Al1.6 Subsection A2.4 specifies the format of the Service Instance Identifiers.

Al.7 Subsection-A25 specifies data types specific to the ROCF service. In part| these
specific types are derived from types specified in A2.1 by means of subtyping.

Al1.8 Subsection A2.6 specifies all incoming (from a provider point of view) SLE-PDUSs.
Where applicable, these SLE-PDUs are mapped to the generic SLE-PDUs defined in A2.2
and A2.3.

Al1.9 Subsection A2.7 specifies in the same way the outgoing SLE-PDUSs.

A1.10 Although subsections A2.2, A2.3, A2.6 and A2.7 define the SLE-PDUs that will be
exchanged between the SLE provider and user applications, they shall not be interpreted as
requiring that these SLE-PDUs shall be completely mapped to the user data field of the
underlying communications protocol. For example, depending on the communications
protocol(s) used, part of the SLE-PDUs may be used to determine the appropriate setting of
protocol control information.
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A2 ROCF DATA TYPE SPECIFICATION

A2.1 SLE TRANSFER SERVICE COMMON TYPES

CCSDS-SLE-TRANSFER-SERVICE-COMMON-TYPES

{ 1iso identified-organization(3)
standards-producing-organization(112) ccsds(4)

-l dopairanld2)—cl +axan ool

acna 1 an anc = OIENL
Spuu\/ TN CACCTTISTUTNT((O) ofc— crarnsSTCeT - SCT Vv EICCTS (1)

modules(1) common-modules(99) version-four(4) asnl-common-types(l)

}

DEFINJITIONS

IMPLICIT TAGS

= BEGIN

EXPOR[TS ConditionalTime

, Credentials

, DeliveryMode

, Diagnostics

, Duration

, ForwardDuStatus

, IntPosLong

, IntPosShort

, IntUnsignedLong

, IntUnsignedShort

, Invokeld

, ParameterName

, SlduStatusNotification

, SpacelLinkDataUnit

, Time

CondijtionalTime tI= CHOICE

{ undefined [0] NULL

, knpwn 11 Time

}

-- If] credentials arejused, it will be necessary that
-- the internal structure of the octet string is known
-- to| both parties. Since the structure will depend on
-- alporithm used, it is not specified here. However,
-- the peer entities may use ASN.1 encoding to make the
-- infternal:structure visible.

Credentiatls ti= CHOICE

{ unpseéed [0] NULL

, usgd [1] OCTET STRING (SIZE (8 .. 256))
}

DeliveryMode ti= INTEGER

{ rtnTimelyOnline )

, rtnCompleteOnline (@D

, rtnOffline )

, TwdOnline A)

, TwdOffline (D)

}
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