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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This document is intended to promote a common understanding of crime prevention through
environmental design (CPTED) in the field of security, law enforcement and related risks, and their
preventive measures, through environmental design and management.

CPTED concepts have been used since the 1970s and CPTED-style security measures can be traced
to early human settlements. The term CPTED was first introduced in 1971 by C. Ray Jeffery, see
Reference [5]. CPTED concepts originated from criminology and crime opportunity theories and
studies. Since then, it has been included as part of many other crime prevention strategies that are
utilized+today—Theseincludebut-are-notHmited-todefensiblespacebrekenrwindews-thqory, routine

activlity theory, rational choice, situational crime prevention and crime free housing.

CPTED has an increasingly sound theoretical foundation based on firm evidence of significant crime
and flear reduction gained from a series of formal and rigorous evaluations in thefield of enyironmental
psychology, criminology and crime science. When well-planned and wiselyyimplemented, CPTED
imprppves community safety and industrial security in a cost-effective manner,

Figure 1 illustrates the framework of CPTED for crime prevention and se¢urity.

Environmental context of crime and Basics of CPTED

) Se_"?‘“FY ris.k ] Key considerations of CPTED
Crime opportunities in built environment CPTED strategies

assets; threats; vulnerability

ST

CPTED process

A

General principles for CPTED process
Balanced CPTED concept approach
Cost-effectiveness
Sustainability and resilience
Green environment approach
Adaptive application
Evidence-based CPTED
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This document starts with understanding the environmental context of crime and security risk factors,
causes of vulnerabilities and risk levels. This is followed by the basics of CPTED through its historical
background, four key considerations of CPTED (places generating crime, types and causes of the risk,
CPTED interested parties and countermeasures) and CPTED strategies. Better understanding of the
risk and CPTED considerations leads to a better selection of tailored countermeasures. The process of
CPTED begins with the establishment of an oversight body, performance target settings and organizing
a project team, risk assessment and risk treatment, evaluation of treatment, corrective actions and
feedback to the initial stage of CPTED for continual improvement. It is followed by the fundamental
principles for CPTED process, such as balanced conceptual approach, cost-effectiveness, sustainability
and resilience, green environment (ecological) approach, adaptive application and an evidence-based
approach.

© IS0 2021 - All rights reserved v
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The use of CPTED should be applied universally in an equal manner and should not be applied with any
prejudice (whether cultural, racial, religious or any other bias).
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Security and resilience — Protective security — Guidelines
for crime prevention through environmental design

1 Scope

This document provides guidelines to organizations for establishing the basic elements, strategies

and msmmmmmmisting built
environment. It recommends the establishment of countermeasures and actions to treat crime and

security risks in an effective and efficient manner by leveraging environmental desigh.

Withiin this document, the term “security” is used in a broad manner to include.all crimg, safety and
security-specific applications, so it is applicable to public and private organizations, regardless of type,
size ¢r nature.

While this document provides general examples of implementation stfategies and best pifactices, it is
notintended to provide an exhaustive listing of detailed design, architectural or physical sefurity crime
prevention through environmental design (CPTED) implementation-strategies or restrict the potential
applications to only those examples provided in this document

2 Normative references

The following documents are referred to in the text'in such a way that some or all of their content
constitutes requirements of this document. Fordated references, only the edition cited |applies. For
unddted references, the latest edition of the referénced document (including any amendmehpts) applies.

ISO 42300, Security and resilience — Vocabulary

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO 22300 and the follpwing apply.

[SO dnd IEC maintain terminological databases for use in standardization at the following gddresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31
crime prevention through environmental design
CPTED
processferanalysing-andassessingerimeand-seeurityriskstoguide-developmenturbar design, site
management and the use of the built environment in order to prevent and reduce crime and the fear of
crime, and to promote and improve public health, quality of life and sustainability

Note 1 to entry: Environmental design refers to the applied arts and sciences dealing with creating the human-
designed environment.

3.2
capable guardianship
willingness to supervise, detect and take action to prevent or discourage the occurrence of crime

© IS0 2021 - All rights reserved 1
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standing environmental context of crime and security risk

There are numerous ways of defining the elements of risk.

NOTE IS

0 31000 defines risk as the effect of uncertainty on objectives.

In a security context and in this document, risk is composed of three elements: assets, threats and
vulnerabilities. Crime and security risks are based upon the value of the asset in relation to the threats
and vulnerabilities associated with it. This approach can be viewed as an operational implementation
of ISO 31000 with a specific focus on crime and security risks. Threats and vulnerabilities influence the
likelihood dimension, and assets influence the consequences of a risk.

Assets can |
can also be |

Threats are
threat. This

focusin

describ

describ

Vulnerabilit|
effectivenes

The crime a
in time and

To mitigate
of the factoq
three factor

ntangible with soft values.

the potential offenders or hazards and should be addressed by identifying thésnature
can be done by:

b on the most likely scenarios addressed as a narrative;
ng the subject of the scenario;
ng the who (the offenders), where (the place of the offence) and how (what means use

ies are the opportunities for negative effects and thé/ldck of maturity related t
s of the associated countermeasures.

place, without appropriate countermeasures present.

the opportunity for a crime to occur, the cenventional approach is to remove one or
s expressed in the crime and security risk triangle in Figure 2. Crime events require
5 (at a minimum) to all be present at.the'same time.

Threats:
Criminal offenders

be the current state of the physical built environment and items of financial value,A

nd security risks are greater when a motivated offéender and suitable target come tog

ssets

of the

I) .
the
bther

more

these

Crime and
Security
risk
Assets/ Vulnerability:
resources: Lack o.f capa.ble
Suitable targets guardianship/
countermeasures

Figure 2 — Crime and security risk triangle for crime opportunities in the built environment
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Basics of CPTED

Key considerations of CPTED

organization should:

base its crime prevention and security strategies on understanding crime opportunities;

identify the following four considerations at the beginning stage of a project:

— where: the exact location and the type of area;

1+ what: the crime problems occurring in the area now or in the future;
1+ who: the interested parties involved in the area;

+ how: the treatment of crime and security risks (e.g. countermeasures) in an e
efficient manner.

NOTH Annex A provides additional information on the key considerations-of CPTED.

5.2

CPTED strategies

5.2.1 General

The

The

The

prganization should:

understand that there are two different CPTED,concepts:

+ physical CPTED (or first generation CPTED) concept;

+- social CPTED (or second generation"CPTED) concept;

¢onsider physical CPTED strategies.as well as social CPTED strategies.

brganization should consider'thé six strategies for physical CPTED:
atural surveillance;

Iatural access control:

ferritorial reinforeement;

image and n¥ahagement/maintenance;

activity'support;

gitehardening/target hardening.

ffective and

organization should consider the four strategies for social CPTED:
social cohesion;

social connectivity;

community culture;

threshold capacity.

NOTE Annex B provides additional information about physical and social CPTED concepts and

strategies.

The organization should consider three stages in order to use the physical and social CPTED strategies:
planning (see 5.2.2), design (see 5.2.3), and site and social management (see 5.2.4).

© IS0 2021 - All rights reserved
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Environmental planning and design stages are most relevant for proposed new areas and
neighbourhoods. Management stages are more relevant in existing areas. Planning and design
adaptations are relevant in existing areas to a certain degree, but the feasible adaptations are modest
and small in existing areas compared to the designs for new areas.

The organization should:
— implement the CPTED strategies in order to coordinate its actions and measures;
— consider local context, cultural tradition and past experience for the actions and measures;

— select the measures in anticipation of their expected effectiveness in certain types of environments
and agalinst the prevailing types of crime.

Table 1 proyides detailed information with examples on the CPTED strategies by stage.

Table 1 — CPTED strategies and examples by stage

Stage Strategies Examples

Avoiding Minimizing isolated areas; avoiding blind spots of buildingq and
blind/entrapment spots |planted areas

Socio-demographic

Considering social structure of'dreas
character

Vitality of public spaces |Adequate density and activity; proper land use; human scale

Well-connected/
integrated plan

Connected streets; proper mixed uses; good street pattern

Planninfg Green spaces

(urban greenery) Controlled green,spaces and parks

Proper placement
of lighting and security |Good placément of street lighting and security cameras
cameras

Anti-terrorism planning for target: a temporary or permangnt
site or building that is sensitive to terrorism (e.g. fan zone,
multi-activity hall type arena, courthouse, government
building, headquarters of an iconic company)

Anti-terrorist planning

Landscape; planting; lighting illumination/colour rendering/

Visibility: uniformity; large glass windows

Entry barriers, walls and fences, gates certified by relevant

Accessycontrol
performance standards

Soft target building/street hardening through security
equipment (e.g. vehicle security barriers, windows and

) Site/target hardening doors, locks, mesh and grilles) certified by relevant security
Design performance standards
Territoriality ]Clecalr demarcation of space; sense of ownership/responsibility;
UUlIIcl ZUIIT
Attractive design Positive area image; attractive lighting and public art

Vandal-resistant street furniture; convenient maintenance;
Robust materials integrity of devices used for networks (e.g. data, sensors,
energy, water, gas, high pressure steam, air intakes)

4 © IS0 2021 - All rights reserved
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Table 1 (continued)
Stage Strategies Examples
Maintenance Sé?girtlasttilc')ene(t;e;rlll(%)ﬁlclelzgrsl;demptied garbage bins; greenery and
Surveillance Security cameras for vulnerable spots; police/security guards

targeted patrols

Site and social | Public rules enforcement |No drinking zone signs; substantial enforcement

management Swift repairs One day fixing policy

Treating vulnerable Providing shelters for homeless people, alcohol/drug addicts,
groups JOUutis

Active communications with the public; preventive messages

Publicity activities and rules of conduct for the public

5.2.21 CPTED strategies for planning stage
The ¢rganization should:

— ¢hoose the scale, function and blending of functions to provide an-incentive for liveapility, social
¢ontrol, involvement and sense of ownership for CPTED strategies in the planning stagg;

— implement planning stage strategies to prevent the existingurban environment from be¢ing harmed
gnd, in the case of an emerging threat such as a vehicle bomb threat flexibly adopt this strategy;

— (reate strategies for the conditions for the formation of social networks and making a new
evelopment part of the existing surrounding urhban environment as much as possible;

— 1Ininimize isolated places and avoid blind /entrapment spots of buildings and planted argas that have
w visibility from nearby:.

The ¢rganization should:

— (¢onsider the social structure, su¢h as socio-economic and demographic characters of asite in order
tlo reflect its specific context;

— ¢nhance the vitality of-public space for the site by considering active land use, flensity and
human) scale;

— ¢onsider properly.connected street segments and integrated land uses (rather than dfisconnected
gnd segregated-patterns);

— ¢onsider cautious ecological placement of green spaces and parks for an area;
— ¢onsidércautious placement of lighting and, if necessary, security cameras for an area;

— ¢onsider anti-terrorism building and landscape planning for particular target sites;

— consider the security and crime prevention of the construction site against attacks (e.g. the misuse
of land and building for grouping of offenders, drug trafficking or stolen goods, prostitution, theft
of tools, material and building machines, trucks.) during the CPTED planning stage as construction
development often lasts for a few years until building completion.

NOTE Table 1 provides additional and detailed information with examples on CPTED strategies for the
planning stage.

5.2.3 CPTED strategies for design stage
The organization should:

— evaluate the external and internal situational context of CPTED-related risks;

© IS0 2021 - All rights reserved 5
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— understand what factors significantly influence the risk and the effectiveness of countermeasures.

Evaluating the external situational context of the risk includes:

— the social and cultural, political, legal, regulatory, financial, technological, economic, natural and
competitive environment, whether international, national, regional or local;

— key drivers and trends having an impact on the objectives of the organization;

— relationships with, and the perceptions and values of, external interested parties.

Evaluating the internal situational context of the risk includes:

The organiZ
of ownershi

The organiz

The organiz

NOTE

governg

policies

capabilities, understood in terms of resources and knowledge (e.g. capital, time, pedple, procs

systemy
relation|
the org4

standar

enhancq

enhancq
and cer

harden
equipm

conside
semi-pr

conside
use by 4

conside

nce, organizational structure, roles, responsibilities and accountabilities;

and objectives, and the strategies in place to achieve them;

, technologies);

ships with, and the perceptions and values of, internal interested parties;
inization’s culture;

ds, guidelines and models adopted by the internal interested parties.

ation should aim at creating the conditions for social ¢entrol, natural surveillance, a s
p and pride in an area for the design stage CPTED strategies.

htion should integrate the CPTED design strategies as part of the planning and design p
ation should:
 the visibility of streets and buildings by proper building, landscaping and lighting de

e the access control of a site through gates, fences and walls, or entry/exit barriers t¢
[ified by relevant security perfermance standards;

soft target sites/buildings)(in addition to traditionally hardened sites) through sec
bnt certified by relevant.security performance standards;

I the territoriality‘efia site by clear demarcation between public space, semi-public s
ivate space and.private space to create buffer zones and to enhance sense of ownershi

 the attractiveness/aesthetics of a site in order to create positive area image and activg
ttractive public art and lighting;

I cleay’signage with a proper colour scheme and legibility;

sses,

ense

hase.

bign;

bsted

urity

pace,

D;

land

conside

the robustness of street furniture in order to resist vandalism attacks and to faci

itate

maintenance.

design stage.

5.2.4 CPTED strategies for site and social management stage

The organization should:

manage target areas by professional surveillance and maintenance;

Table 1 provides additional and detailed information with examples on CPTED strategies for the

— implement the management strategies and support, encourage the natural surveillance and sense of
ownership by residents and visitors, and not discourage residents from performing this task;

© ISO 2021 - All rights reserved
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— assume a certain level of self-regulation, which can be elevated to a higher level with professional
support for the management strategy;

— create a complete and effective set of measures for the management strategies.

The organization should:

— keep proper maintenance of a site in order to have a positive image by street cleaning or emptying
garbage bins;

— consider enhancing surveillance by placing security cameras or security patrols for a site when
necessary;

—

— 1

—

—
[(

NOTH
ands

6 1

6.1

The
proc
of se
all re

The

— follow the risk management framework given in ISO 31000 to integrate risk mana

— develop the franjework following clear decision steps to set a strategy, taking into

1

— ¢
1

onsider setting and enforcing rules for vulnerable areas and places;

arefully treat vulnerable groups (e.g. homeless people);

onsider launching a publicity campaign and activities with préventive messages 4
onduct for active risk communication.

Table 1 provides additional and detailed information with-ekamples on CPTED strategi
pcial management stage.

Process of CPTED implementation

General

levant interested parties.

rganization should:
[PTED activities and'‘programmes;
esponsibilitiesof all interested parties involved;

isk threugh developing partnering arrangements.

epair broken street furniture or lighting in a speedy manner to eliminate the'signs of neglect (as
per the broken window theory);

ind rules of

bs for the site

prganization should mandate CPTED ,asya design standard as part of a continual ifnprovement
pss for community/site/building security, safety and quality of life, and not just for the installation
curity cameras and murals. The erganization should implement a step-by-step process involving

pement into

account the

bnsure that CPTED strategies are addressed by the multiple interested parties to adequdtely manage

NOTE ¥ There are many different roles and responsibilities within and between public, privat¢ and not-for-
profit organizations.
NOTE 2  ISO 22397 provides principles and a process to develop the relationship among organizations in a

partnering arrangement.

The process of CPTED is given in Figure 3.

© ISO
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Key steps within the CPTED process CPTED process

Define the context of crime and security risk
Define the scope and the criteria

Organize oversight body, project team

Set performance target

Scope, context, criteria

Identify assets, threats and vulnerabilities
Identify the causes and sources of risk

SULTATION

Risk assessment =
— o
2 Riste =
Identlfy. exigting controls g identification =
Determine ljkelihood = — a
: a ———] =
Determine cpnsequences = - =
Determine I¢vel of risk <Z': Risk
5 analysis s
Compare thq risk criteria e | O
Set the prioifities of CPTED strategies &) Risk =
% evaluation g
Have input tp the monitoring and review by =
planning authorities, emergency services, E ]
S Risk treatlént

business opgrators, etc.

Identify tredtment options
. . =

Assess OptIOIIIS for tailored CPTED trea!tment RECORDING AND REPORTING

Prepare and|limplement treatment options N\

Analyse and|evaluate remaining crime and

security risK

)
Figure 3 — Proce§\s of CPTED
xO

NOTE 3 De¢pending on practice and theory, there Gre several other CPTED-related process models, such gs the
SARA (scann|ng, analysis, response, assessment(model, which is a commonly used problem-solving method.

The organization should: O® )

— ensure that framework devel g.ént encompasses integrating, designing, implementing, evalupting
and improving risk managﬁ\t across the organization for CPTED leadership and commitmgnt;

— encourdge interested ies to initiate a regular planning/management process resulting in the
building of a new ar. rebuilding, refurbishment or maintenance of an existing area;

— incorpojrate thi Yﬁment to preventand reduce crime and the fear of crime in the regular planping/
managemen ess;

— definei d'g:umented procedures the responsibilities and requirements for planning and condufting
evaluation, and for reporting results and maintaining records,

— follow the general principles of CPTED process for continual security improvement for community.

6.2 Oversight body, performance target statement and project team

An authority responsible for granting permission for developments in new and/or existing environments
are referred to this document as an “oversight body”. Local or regional authorities may delegate their
planning permission responsibilities to another expert group, institute or corporation, in which case
the delegated group, institute or corporation will be the oversight body.

The organization should require top management and oversight bodies, where applicable, to ensure
that risk management is integrated into all organizational activities and to demonstrate leadership and
commitment.

8 © IS0 2021 - All rights reserved
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The organization should require the oversight body to provide evidence of its commitment to security
and crime prevention/reduction by CPTED by:

— communicating and disseminating the importance of meeting security requirements;

— establishing a security policy;

— conducting a risk assessment in existing or proposed new environments;

— ensuring that general security objectives relate to the relevant rules if they are established;

— defining the areas that are subject to the procedure of this document;

— ;I)roviding a technical support for security policy;

— ¢

q

The
ques

— 1

— 1

bnsuring the availability of resources.
rganization should:

et up a technical structure to support the security policy and crime prevention policy

dssign to top management the responsibility for starting a process-aimed at meeting

bjectives as formulated by the oversight body;

esponsibility for and authority over:
— ensuring that the necessary steps in the process are established, implemented and
— reporting on the process to other members,ofthe oversight body.

brganization should require that the oversight body confirm that the following four
fions have been answered:

he exact identification of the areaufider consideration (where);

he general identification of the erime problems that can, will or seem to take place in this

— interested parties (who);

— 1

The
proc
issui

— 1
q

he identification of strategies and methods (how).

prganization should require the appointed representative of the oversight body to
bss for preventing and reducing crime and the fear of crime in a new or existing env
hg a performance target statement that includes:

he mainuobjectives to be pursued for the future security and safety situation within
bnvironment;

the security

equest the oversight body to appoint a person who, irrespective of other responsibilities, has the

maintained;

preliminary

area (what);

initiate the
ronment by

the defined

—

he rnmpncifinn ofthe prn}'nr‘f team;

— the phases of design and implementation that require evaluations to be carried out;

— general guidance on the organization of the process such as deadlines for each of the identified
steps, documentation requirements, resources, technical assistance and relevant laws/regulations.

The organization should ensure that, in accordance with the performance target statement, a multi-
disciplinary project team is set up with the representatives of the interested party organizations
involved in the particular project. The project team should develop and execute the performance target
statement defined by the oversight body. The general tasks include:

— establishing a performance target programme;

— i

© ISO
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providing guidance to the designers and developers in order to meet the performance target
statement;

providing the oversight body with an evaluation of the extent to which the objectives have been met
and how the project is proceeding.

6.3 CPTED process

6.3.1 Step 1 — Communication and consultation

Communication and consultation are important as interested parties make judgements about risk
based on thgir perceptions of risk. These perceptions can vary due to the differences in valuesjngeds,
assumptiong, concepts and concerns of interested parties. As their views can have a significantinmpact
on the decisjons made, the interested parties’ perceptions should be identified, recorded and taken into

account in the decision-making process.

The organization should:

The organization should consider a consultative team.approach that:

6 3 2 Stev 2 Sconae-—contaxtand critaria
e = D COPC CoOTTtCkranatrittria

commuficate and consult with external and internal interested parties during all stages of th¢ risk
management process for CPTED projects;

develop|plans for communication and consultation at an early stage;

addresg issues relating to the risk, its causes, its consequences<and the measures being taken to
treat the risk;

ensure [that those accountable for implementing the~GPTED process and interested p3rties
understiand the basis for decisions, and the reasons why particular preventive actions are required.

helps tolappropriately establish the context;

ensured that the interests of interested parties are understood and considered;
adequately identifies risks;

brings different areas of expertise together for risk analysis;

approptiately considers different views when defining risk criteria and evaluating risks;
secures|endorsementand support for a treatment plan;

enhanc¢s appropriate change management during the CPTED process;

developfs an appropriate external and internal communication and consultation plan.

The organization should:

10

define the scope of the process and understanding the external and internal context to customize
the management of a specific CPTED project;

define the scope of its CPTED activities as a risk management process for organizational objectives
and performance targets;

specify the amount and type of risk that it may or may not take, relative to objectives;

establish risk criteria at the beginning of the risk assessment process, and continually review and
amend them, if necessary;
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— define criteria to evaluate the significance of risk and to support decision-making processes;

— ensure that the risk criteria reflect the organization’s values, objectives and resources and is
consistent with policies and statements about risk management;

— define the criteria, taking into consideration the organization’s obligations and the views of CPTED
interested parties.

The organization should ensure that the oversight body:

— declares objectives, policy, process and procedure, commitment to crime prevention for the
community and performance target statement;

— ¢stablishes the internal and external context and the risk management context for the opjective and
Ierformance target;

rganizes the project team for planning, implementation and evaluation of the CPTED projects.

6.3.3 Step 3 — Risk assessment

Riskpssessment of crime is the overall systematic process for the identification, analysis and evaluation
of crlme-related risk in an area.

The prganization should conduct the risk assessment for CRTED within the internal and external
cont¢xt of the organization that includes definitions of:

— the nature, type and seriousness of crime problems to be tackled (existing envifonment) or
prevented (new environment);

— the factors of the physical and social environinent, the built form and the design features that can
dlirectly or indirectly contribute to crime problems.

A rigk assessment should be performed-aftér the assets in scope have been formally ideptified. This
firststep is critical, since the risk assessiment will consider risks to assets of value.

Organizational interested parties.ate typically owners of organizational assets, and those dsset owners
are inherently also the owners-f'risks to those assets. Therefore, the security professional(s) should
serve as risk experts and tristed advisors to asset owners in making risk-based decjsions about
secufring them.

The ¢rganization should:
— {lind, recogniZe.and record risks for a project area and site;

— include in_the risk identification an assets/threats/vulnerabilities assessment, and ¢onsider the
¢auses.and sources of risk, as well as criminal events, situations and circumstances;

— dlétermine through the risk analysis the level of risk, comprising both the likelihopd of crime
occurrence and the consequences of crime events.

NOTE1 The consequences of crime are tangible loss (e.g. financial expenses, property losses, private security
expenditures) and intangible loss (e.g. damage to reputation, impact on societal values and behaviour, fear, pain,
lost quality of life), which are generated from crime victimization.

NOTE 2  The analysis of likelihood of crime occurrence is gained from official crime data (e.g. police crime
data, police call data). The crime data will generally provide temporal and spatial patterns of crime occurrence in
an area.

NOTE 3  An analysis of the consequences of crime is usually available from crime perception survey data.
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The organization should analyse relevant risk factors (e.g. socio-economic factors, demographic factors,
an area’s physical factors) using information gained from corresponding local authorities and from:

field int

erviews, community safety audits and focus groups;

site surveys (visual audit) showing the detailed physical security features of an area;

spatial analysis software or computational tools that measure the degree of accessibility and

surveillance quantitatively for specific risk related to a street segment within a city street network.

The organiz

ation should consider developing a checklist for risk assessment.

The organiZ
order to prog
or weighted

The organiz
order to prg

vide a better stratification of risk levels, the organization should consider using a fnod
scaling system.

ation should consider scoring severity of consequences with standard liftear scalin
vide a better stratification of risk levels, the organization should consider using a mod

ation should consider scoring the likelihood of occurrence with standard linear scaling. In

ified

g. In
ified

or weighted|scaling system.

NOTE IE
details on thg

C 31010 provides a range of qualitative and quantitative risk assessment techniques that infclude
process of planning, implementing, verifying and validating the use of.the assessment techniques.

For the riskjevaluation process, the organization should:

e the estimated levels of crime and security risk withthe risk criteria defined when the

was established;

compar
context

use the
require

inderstanding of the risk obtained in the risk analysis to make decisions about the strat
d for risk control and treatment;

boies

systems yities

planned

itically assess risk to apply CPTED-related risk treatments appropriate to the actiy
for the spaces;

direct t
select a
project
statemsg

he project team to identify, analyse and evaluate the risk of a target area or site, apd to
hd define the specific CPTED strategies and measures for the implementation of the CRTED
based upon the result of therisk assessment and in accordance with the performance target
nt;

determi lable

resourc

ne the scaling and assignment of risk levels that best suits its priorities and avai
es;

the outcome-0f risk assessment to CPTED interested parties as information for decision-

about the priorities and choices of CPTED strategies;

provide
making

discuss

the outeome of the risk assessment with the oversight body.

The organization should consider risk-based CPTED countermeasures.

6.3.4 Step 4 — Risk treatment

Decision-making on CPTED security investment for the risk treatment should involve evaluating how
much potential loss (i.e. cost of crime) could be avoided by an investment. The monetary value of the
investment should be compared to the monetary value of the risk reduction.

The organization should:

use the conceptofreturn on security investment (ROSI) calculation, which combines the quantitative
risk assessment and the cost of implementing security countermeasures for this risk;

decide in consultation with the oversight body which CPTED strategies are to be implemented for
crime and security risk treatment, and which aspects of the plan are to be elaborated further by the
project team if necessary;
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— setoutthese options in a final agreement between all interested parties once a final decision on the
CPTED treatment options has been made.

This agreement should identify:

— who does what (responsibility of each party involved);

— time schedule;

— intermediate controls of the planned actions.

NOTE1 Estimates of the social and economic costs of crime can have an important role in achieving

the gfeatest impact on crime for the Mmoney spent. Cost Ol crime estimates can be used 1n both gppraisal and
evaluation of crime reduction policies, such as those in the local government’s CPTED programme:

NOTE 2  Cost of crime includes costs imposed on individuals, households, businesses or institutigns by crimes
they puffer directly (private costs) and wider impacts on society as a whole throughjfor examplle, responses
to the perceived risk of crime (external costs). The social cost of crime therefore in¢ludes both financial costs
refle¢ted in expenditure and notional costs reflecting best assessments of the less itangible impgcts of crime,
such ps the emotional and physical impact on victims.

The ¢rganization should:

— gelect the CPTED treatment options in accordance with the@rganization’s objectives, [risk criteria
dnd available resources, and where possible first considerpreventive countermeasureg followed by
etective and corrective countermeasures;

— implement the risk treatment options described in the final agreement making each pajrty involved
this agreement responsible for the implementation of its respective actions and [keeping the
thers informed on the progress;

— 1nonitor each implementation phase of treatment to determine whether the safety gnd security
fequirements are met.

The ¢versight body should define the way’'in which the monitoring is carried out.
The ¢rganization should:

— 1nake decision-makers and.other interested parties aware of the nature and extent of the remaining
risk after risk treatment;

— assess and document'the remaining risk;

— Jccept the remaining risk or where appropriate implement further treatment following a review of
monitoring‘information;

— ¢valuatethe performance of the treatment implemented in respect to its safety and secyrity effects.

An gvaluation programme should be planned, taking into consideration the defined|status and
importance of the frequency and methods. Setection of evaluating experts and conduct of evaluations
should ensure objectivity and impartiality of the evaluation process.

In the event of crime problems exceeding the specific requirements in a new environment, or remaining
at unacceptable levels in an existing environment, the oversight body should decide upon corrective
action, to eliminate the cause of nonconformities in order to prevent recurrence, e.g. take additional
crime preventive measures or go on with (further) refurbishment of the area.

6.3.5 Step 5 — Monitoring, review, recording and reporting
The organization should:

— plan monitoring and review management using regular checking or surveillance as part of the
CPTED process for risk;
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— clearly define responsibilities for monitoring and review;

— ensure that the monitoring and review processes encompasses all aspects of the CPTED process in
order to:

— confirm that controls are effective and efficient in both design and operation;

— obtain further information to improve risk assessment;

— dna

lyse learning lessons, changes, trends, successes and failures of CPTED treatments;

— detect changes in the external and internal context, including changes to risk criteria and the

risK

— identify emerging risks.

— docums

mechanlisms so that decisions concerning the creation, retention and handling-of docums

informd
Reporting s
to support t

6.4 Gene

6.4.1 Gen
The organiz
— follow t

implem

security

— Dbase its
process

— conside
approad

6.4.2 Balanced CPTED concept approach

There are ty
often promd

1tself, which can require revision of risk treatments and priorities;

nt the CPTED process and its outcomes, and reports them through the“approp

tion are taken into account.

hould be carried out to enhance the quality of dialogue with CPTEDyinterested partie
bp management and the oversight body in meeting their responsibilities.

ral principles for CPTED process

eral

ation should:

riate
nted

t and

he principles in ISO 31000:2018, Clause 4 and'the general principles for a successful C

e
)

CPTED implementation on a preper understanding of the general principles of the C

 more balanced, cost-effective, evidence-based, ecological and adaptive CPTED pr
hes in addition to sustainable and resilient application in principle.

vo fields of €PTED concepts: physical and social (second generation). Physical CPTEIL
te or facilitate social CPTED. Social crime prevention efforts sometimes lead to the phy

TED

bntation process in order to be a continual improvement system for community and site

TED

cess

can
sical

improvement of the:community. Both CPTED physical and social concepts should be interactive as much

as possible 1

atherthan stand-alone.

ation should:

The organiz,

— consider possible conflicts with other goals and values (apart from crime prevention) to make a

balance

d set of strategies;

— understand that crime prevention is a part of the whole of a planning, design and management

process

and cannot be considered in isolation.

NOTE Annex B provides additional information.

6.4.3 Cost-effectiveness

CPTED makes possible designs that offer protection with a minimized use of fortress-type construction,
by integrating the concept into the overall design and reducing negative visual impacts.

14
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CPTED approaches should be cost-effective by employing the concepts during the planning, designing
or construction stage rather than added at a later date.

Planning applications should be properly controlled and reviewed by public or private security
institutions when the relevant development or remodelling is carried out in a high-risk area.

The organization should embed CPTED concepts into the planning and development process through
examining relevant documentation.

6.4.4 Sustainability and resilience

The

cons
CPTH

The ¢
peop

The
into

envi)
NOTH

unde
The 1

6.4.5

The

6.4.4

The
and

1gauiz.dtiuu D}lUu}d LUllbiC‘lEl t‘llC Pl illLiple Uf bubtdilld‘l}}C dCVC}UPlllﬁllt, vvhi\,h I ULiLlil
deration of the social, economic and environmental implications of development-act
LD is planned.

rganization should consider the principles of resilient communities, which arejto'protect
le’s lives, secure development gains, foster an investible environment, and drive positive

organization should consider incorporating the principles of sustainability an
environmental design, or redesigning through environmentally and socially
ronmental design.

ISO 37120 provides a uniform approach to what is measured, and how that measure
Ftaken for a holistic and integrated approach to sustainable development and the resilience of
umber of property crimes and violent crimes is a core or supporting indicator for sustainable

Green environment (ecological) approach
prganization should:

q
gnd security risk;

q

q
g

reate a safe environment for residents and enhance their quality of life through iny
Freen spaces;

¢onsider community-initidted greening of vacant lots in order to have a greater impact
more serious, violent crimes.

Adaptive application

its failures.using CPTED to continually adapt to changes such as:
increasing development, population densities and population diversity;

éwtechnologies (green technology, smart city technology, etc.) and products;

e a balanced
vities when

hnd enhance
change.

1 resiliency
sustainable

ment is to be
Communities.
Hevelopment.

onsider green city concept planning and-design for the CPTED process in order to reduice the crime

estments in

on reducing

rganizationshould continue to be reflective and to strive to evaluate and understand its successes

new ways of life and emerging crime problems.

6.4.7 Evidence-based approach

The CPTED evaluation is a facilitator for CPTED as a continual improvement system. Evidence indicates
certain land uses and environmental settings can exhibit increased levels of crime linked to their
routine activities and can influence crime levels in nearby locations.

The

organization should:

— take evidence-based approaches by making evaluation an essential process of CPTED programmes;

evaluate the effect of CPTED programmes in a valid and reliable manner;

© IS0 2021 - All rights reserved

15


https://standardsiso.com/api/?name=37f5b9c9aaf4f30833bc3832df3bead2

IS0 22341:2021(E)

16

proportionately prepare in advance the associated budgets of conducting the necessary CPTED
assessment or necessary modifications that can be required;

consider the displacement of crime or diffusion of benefits into the surrounding environment in the
evaluation research of CPTED programmes;

evaluate mixed land uses in terms of the nature of the business, their periods of activity, the nature
and frequency of the presence of concerned authorities, etc. to minimize negative influences to
adjacent areas.
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Annex A
(informative)

Key considerations of CPTED

Where — Identification of the area

For |
is ur
socid

With
envil
stred

The

oth serious crime and petty crime, the strongest factor explaining crime (and victimi
banization, with crime increasing with the proportion of citizens living in larger_citig
-economic status (e.g. low income, education) is significantly associated withrhigher r

in urbanized areas, security and safety can be improved in existing as well as in ney
onments. An area can be the neighbourhood or environment, ranging from just a fe
ts to the whole city.

brganization should consider different types and scales of areas:

q

|

Spec
stop4

ublic spaces, defined as areas with free access to publiccuse (streets, squares, park
ardens etc.);

eighbourhoods and other suburban, urban and rural sectors (residential areas, ¢
ommercial/industrial or offices areas, shopping/rétail areas as well as mixed-use are

and use and infrastructure planning.

fic areas such as schools, leisure centres, public transport and parking facilities, g
and parking garages should follow the'guidance of this document.

It is fmportant to classify the area under consideration as either a new or existing area. In

new

area, only a plan exists. For an-existing area, the CPTED options are more limited due

extensive changes and costs thatare required when compared with a new development.

The

ronsequences of these differences are far reaching:

q

B

ew environment (£néw project): crime and security risk can only be assessed by usin
y using experiefices and lessons from other neighbourhoods/projects closely resemb
r this new environment;

A2

ata, victimization surveys, security audits, recording the experiences and opinions

ite4isits, professionals (police officers, shopkeepers, etc.), observations, interviews ¥

ndjor offenders.

ration) risks
s. Next, low
sks.

y and future

w houses or

5 and public

ity centres,
hs);

tations, bus
the case of a

to the more

b theories or
ing the plan

bxisting entvironments: risk can be analysed in real situations by way of, for example, official crime

bf residents,
with victims

What — Identification of the problems

A.2.1 General

Having identified the area, the next question is either:

— what are the crime problems in this area?

— what crime problems may arise in the future in this proposed new area?

The problems that have to be taken into account can be quite different, ranging from the fear of crime
to antisocial behaviour to major crimes.

© ISO
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Some factors that influence the security challenge are not linked to the local environment but depend
on broader conditions.

The various types of crime and security challenge problems may be subdivided in three categories:

— criminal offences (officially recorded by the police), see A.2.2;

— antisocial behaviour (disorder), see A.2.3;
— the fear of crime, see A.2.4.

In addition to crime, antisocial behaviour and the fear of crime, the problem identification should also
investigate flie propensity of a place toward attracting crime or generating the fear of crime.

A.2.2 Criminal offences
The following list gives examples for different kinds of offences.

— Burglary includes theft from gardens and trespassing without breaking and entering, and can ¢ccur
on residential and commercial areas and to cars.

— Street vjiolence relates to assault and robbery (threats of violence or ¥iolence against a person),
fighting and assault (mob violence as gang fight, vehicle attacks including terrorism, car rqcing,
joyridinlg, carjacking, etc.), sexual violence or indecent acts, and assault.

— Car crime relates to the theft of/from vehicles and arson, including motorcycles and mopeds.
— Theft rdlates to shop-lifting, pickpocketing and any theft without the use of violence.

— Crimindl damage/serious vandalism relates to the destruction and degradation of equipmept or
material, and damage to public or private property;stch as serious graffiti.

— Arson that occurs on public property and goods (e.g. waste disposal units, schools) or on prijivate
property and goods (e.g. letterboxes, underground parking).

A.2.3 Antjsocial behaviour
Antisocial behaviour and minor conflicts relate to:
— minor vlndalism such as broken windows, destruction of a bus stop and graffiti;

— disturbfinces and antisecial behaviour with no penal qualification such as neighbour quafrels,
gangs gathering withyaggressive attitudes, noise pollution, illegitimate uses according to the fules
of a plage;

— littering, garbage or refuse left outside, urinating, and dirt on private or public property;

— conflictk Between activities that potentially lead to illegitimate appropriation (young people|over
elderly trsersjortorisksofaccidents{conftictsbetweenpedestriansamd-bikersorpedestrians and
vehicles leading to risks of accidents).

A.2.4 Fear of crime
Fear of crime refers to the fear of personally becoming a victim of particular types of crime.

Concern about crime and the degree of fear vary depending on the person (this could be a bad feeling
when walking alone at night in the neighbourhood or being afraid to use public transport).

It can also be generated by factors that create a climate of tension or discomfort in the use of a place,
such as specific factors such as prostitution or drug abuse, vandalism, bad maintenance or problematic
environmental design that creates isolation, lack of surveillance, orientation and alternative routes,
and even risks of accidents between users (pedestrians, bikers, vehicles).
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