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reword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This document specifies a set of ECMAScript object types which define the properties and methods
that can be used in ECMAScript scripts embedded in PDF documents to automate and interact with the
containing PDF document and the PDF objects within such files.

The goal is to enable the implementation of ECMAScript processors within a broad range of PDF
Processors to provide interoperable scripting and automation of PDF documents. This functionality
includes the following features, among others:

— procesging forms Within the document;
— batch processing collections of PDF documents;

— developing and maintaining online collaboration schemes;
— commyinicating with local databases.

Certain properties and methods that may be discoverable through ECMAScript's-intfospection facilities
are not doqumented here. Undocumented properties and methods should not'be-used.

X © ISO 2020 - All rights reserved
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Document management — ECMAScript for PDF —

Part 1:
Use of ISO 32000-2 (PDF 2.0)

1 [Scope

Thif document defines a set of ECMAScript object types for automating and interacting with PDF
documents and the contents of such documents.

2 |Normative references

The following documents are referred to in the text in such a way that' some or all of their content
conptitutes requirements of this document. For dated references,, only the edition cited dpplies. For
undated references, the latest edition of the referenced document (ificluding any amendmengs) applies.
[SO|32000-2, Document management — Portable Document Fofmat — Part 2: PDF 2.0

ISOYIEC 22275:2018, Information technology — Programming languages, their environments, jand system
softjware interfaces — ECMAScript® Specification Suite

[SOJIEC 22537:2006, Information technology — ECMAScript for XML (E4X) specification

3 |Terms and definitions

Forfthe purposes of this document, the terms and definitions in ISO 32000-2 and the followipg apply.
[SO|and IEC maintain terminological databases for use in standardization at the following addresses:
— |ISO Online browsing platform: available at https://www.iso.org/obp

— |IEC Electropedia: available at http://www.electropedia.org/

31

ECNAscript

means of reference to ISO 22275 and ISO 22537

3.2

SHA

Sechire-Hash Algorithms, means of reference to FIPS 180-4

4 Notation

ECMAScript objects and properties and other predefined names are written in bold font; values, as well
as key terms of interest are written in italic font. Some names can also be used as values, depending on
the context, and so the styling of the content will be context specific. Methods, functions, and variables

are

EXAMPLE 1

written in fixed-width font.

© IS0 2020 - All rights reserved
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Token characters used to delimit objects and describe the structure of PDF files, as defined in
IS0 32000-2:2020, 7.2.1, may be identified by their ISO/IEC 646 character name written in upper case in
bold font followed by a parenthetic two digit hexadecimal character value with the suffix “h”".

EXAMPLE 2 CARRIAGE RETURN (0Dh).

Text string characters, as defined by ISO 32000-2:2020, 7.9.2, may be identified by their [SO/IEC 10646-1
character name written in uppercase in bold font followed by a parenthetic four digit hexadecimal
character code value with the prefix “U+".

EXAMPLE3  EN SPACE (U+2002).

A property|labeled as R (read-only) is one whose value cannot be set. An object labeled as R (read-ollly)
is one whope reference cannot be modified, though the object itself can be set and its properties.may be
modified. Unless otherwise indicated, all properties and objects labeled with R/W have read/write acdess.

5 Syntax

5.1 General

Some ECMAScript objects are static objects that can be used as is and must'be spelled as indicated.|For
example, the app object represents the ECMAScript application. Theré is only one such object and it
must be spelled app (case-sensitive).

Other objefts are dynamic objects that can be assigned to a variable. For example, a Doc object may be
obtained ahd assigned to a variable:

var mylpoc = app.newDoc () ;
In this example, myDoc can access all methods and properties of the Doc object. For example:
myDoc.¢loseDoc () ;

5.2 Method arguments

Many of the ECMAScript methods accept’either a list of arguments, as is customary in ECMAScript, or
a single obrect argument with properties that contain the arguments. For example, these two calls|are
equivalent

app.al¢rt( "Multimedia",\3);
and

app.alg¢rt ({ cMsgu YMultimedia", nIcon: 3});

NOTE The ECMASCript methods defined in support of multimedia do not accept these two argument formats
interchangdably. Use the exact argument format described for each method.

6 Paths

Several methods take device-independent paths as arguments. See 1SO 32000-2 for details about the
device-independent path format.

7 Safe path

Developers of PDF Processor software implementing ECMAScript support are encouraged to support
the concept of a safe path for ECMAScript methods that write data to the local hard drive based on a
path passed to it by one of its parameters.

2 © IS0 2020 - All rights reserved
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A path cannot point to a system critical folder, for example a root, windows or system directory. A path
is also subject to other unspecified tests.

For many methods, the file name must have an extension appropriate to the type of data that is to be
saved. Some methods may have a no-overwrite restriction. These additional restrictions are noted in
the documentation.

Generally, when a path is judged to not be safe, a NotallowedError exception is thrown (see 10.15 Error)

and the method fails.

8

An

beh|
by §
or H
a dq
the

9

Privilegedcomtext

application context in which the application has the permissions necessary to,do)sor]
alf of the current user that is normally restricted. Such permission (or privilege) eould
xecuting a method in a specific way (through the console or batch process), hy»some PD
ecause the document was signed with a digital signature trusted by the usér For examp
cument certifier’s certificate for executing ECMAScript creates a privileged context wh
ECMAScript to run where it otherwise would not.

Privileged versus non-privileged context

Sonmpe ECMAScript methods, identified with a [security] <note, have security restricti

hething on
be granted
| property,
le, trusting
ch enables

bns. These

metlhods can be executed only in a privileged context, whieh includes console, batch and ppplication
initjalization events. All other events (for example, page open and mouse-up events) are fonsidered
non-privileged.

The description of each security-restricted method ‘indicates the events during which the rhethod can
be ¢xecuted.

10(ECMAScript API

10.1 General

Thip section is a complete réference to the PDF extensions to ECMAScript, its objects, mgthods, and
properties. The section is organized alphabetically by object name.

Mot

10.

10.
Thik

e information regdrding the ECMAScript core can be found in ISO/IEC 22537.
2 Annotation

.1 General

notations”

5 object represents a PDF markup annotation (See 1SO 32000-2:2020, “12.5.6.2 Markup ay

o3l bhironglh DOMNACQ ot by

raatad

for

addAnnot.

= Brata oY o 0.
Hore atrarrsys Ahotattors—ean U\. treacta—TnToug Lo roCtript u_y uouls t+he—Poc uu,\.

ct method

Before an annotation can be accessed, it must be bound to an ECMAScript variable through a poc object
method such as getAnnot:

var

a

= this.getAnnot (0, );

"Important"

The script can then manipulate the annotation named “Important” on page 1 (0-based page numbering
system) by means of the variable a. For example, the following code first stores the type of the
annotation represented by a in the variable thetype, then changes the author to “John Q. Public”.

var

a.author = "John Q.

// read property
// write property

thetype = a.type;
Public";

© IS0 2020 - All rights reserved
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Another way of accessing the annotation object is through the boc object getannots method.

10.2.2 Annotation types

Annotations are of different types, as reflected in the type property. Each type is listed in Table 1:
Annotation types and their properties, along with all documented properties returned by the

getProps method.

While the following Annotation types are defined in ISO 32000-2:2020, "Table 171 — Annotation types",
they are not markup annotations and are not accessed as Annotation objects:

3D See the annot3D object for more details

Link See the Link object for more details

Movie Deprecated in ISO 32000-2

Popup See the Annotation popupOpen and popupRect properties

PrinterMatk  Deprecated in ISO 32000-2

Projection Not supported in ECMAScript for PDF

RichMedia See the annotRichMedia object for more details

Screen Deprecated in ISO 32000-2 (replaced by the AnnetRichMedia annotation)

TrapNet Deprecated in ISO 32000-2

Watermark Not supported in ECMAScript for PDF

Widget See the poc method getField (cName) for more details

Table 1 — Annotation types and their properties

Annotatign type Properties

Caret author, borderEffectIntensity, borderEffectStyle, caretSymbol, contentsf,
creationDate, \délay, hidden, inReplyTo, intent, lock, modDate, name,
noView, opacity, page, popupOpen, popupRect, print, readOnly, rect,
refType, tichContents, rotate, seqNum, strokeColor, style, subject,
toggleNoView, type, width

Circle authox,) borderEffectIntensity, borderEffectStyle, contents, creationDate,
dash{ delay, fillColor, hidden, inReplyTo, intent, lock, modDate, name
noeView, opacity, page, popupOpen, popupRect, print, readOnly, rect,
refType, richContents, rotate, seqNum, strokeColor, style, subject,
toggleNoView, type, width

FileAttachment attachIcon, author, borderEffectIntensity, borderEffectStyle, contents
creationDate, delay, hidden, inReplyTo, intent, lock, modDate,
name, noView, opacity, page, point, print, readOnly, rect, refType,
richContents, rotate, segqNum, strokeColor, style, subject, toggleNoView,
type, width

FreeText alignment, author, borderEffectIntensity, borderEffectStyle, callout,
contents, creationDate, dash, delay, fillColor, hidden, inReplyTo, intent,
lineEnding, lock, modDate, name, noView, opacity, page, print, readOnly,
rect, refType, richContents, richDefaults, rotate, segNum, strokeColor,
style, subject, textFont, textSize, toggleNoView, type, width

Pﬁghhght author, borderEffectIntensity, borderEffectStyle, contents, creationDate,
delay, hidden, inReplyTo, intent, lock, modDate, name, noView, opacity,
page, popupOpen, popupRect, print, quads, readOnly, rect, refType,
richContents, rotate, seqNum, strokeColor, style, subject, toggleNoView,
type, width

4 © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=f458bb1e87f1c2c663a5a18d6080d537

IS0 21757-1:2020(E)

Table 1 (continued)

Annotation type

Properties

Ink author, borderEffectIntensity, borderEffectStyle, contents, creationDate,
dash, delay, gestures, hidden, inReplyTo, intent, lock, modDate, name,
noView, opacity, page, popupOpen, popupRect, print, readOnly, rect,
refType, richContents, rotate, segNum, strokeColor, style, subject,
toggleNoView, type, width

Line arrowBegin, arrowEnd, author, borderEffectIntensity, borderEffectStyle,
contents, creationDate, dash, delay, doCaption, fillColor, hidden,
inReplyTo, intent, leaderExtend, leaderLength, lock, modDate, name,
noView, opacity, page oints opu en opupRect rint, readOnly,
rect, refType, richContents, rotate, segNum, strokeColor, style, subject,
toggleNoView, type, width

Pohgon author, borderEffectIntensity, borderEffectStyle, contents’) ‘ereationDate,
dash, delay, fillColor, hidden, inReplyTo, intent, lock, modDate], name,
noView, opacity, page, popupOpen, popupRect, print, readOnly, rect,
refType, richContents, rotate, seqNum, strokeColor, style, subject,
toggleNoView, type, vertices, width

PoljLine arrowBegin, arrowEnd, author, borderEffectIntensity, borderEffedtStyle,
contents, creationDate, dash, delay, fillColor{ hidden, inReplyTo,
intent, lock, modDate, name, noView, opacityj|~page, popupOpen,
popupRect, print, readOnly, rect, refType, ¢(richContents, rotate,| segNum,
strokeColor, style, subject, toggleNoView/ )type, vertices, width

Redact In addition to all the usual properties of a markup.type annotation, the properties
alignment, overlayText and repeat are specific to the Redact annotation

Sound author, borderEffectIntensity, borderEffectStyle, contents, creationDate,
delay, hidden, inReplyTo, intent’ ‘lock, modDate, name, noView, acity,
page, point, print, readOnly, xect, refType, richContents, rotaye,
segNum, soundIcon, strokeColor, style, subject, toggleNoView, type, width

SqLare author, borderEffectIntensity, borderEffectStyle, contents, creationDate,
dash, delay, fillColor, /hidden, inReplyTo, intent, lock, modDate, name,
noView, opacity, page, popupOpen, popupRect, print, readOnly, rect,
refType, richContents;- rotate, segNum, strokeColor, style, subject,
toggleNoView, typejl-width

SqLiggbr author, borderEffectIntensity, borderEffectStyle, contents, creationDate,
delay, hidden, ‘inReplyTo, intent, lock, modDate, name, noView, acity,
page, popupQOpen, popupRect, print, quads, readOnly, rect, refT ,
richContents) rotate, seqNum, strokeColor, style, subject, togglleNoView,
type, width

Stamp AP, author, borderEffectIntensity, borderEffectStyle, contents,
creationDate, delay, hidden, inReplyTo, intent, lock, modDate, e,
noView, opacity, page, popupOpen, popupRect, print, readOnly, rect,
refType, rotate, segNum, strokeColor, style, subject, toggleNoView, type

StrikeOut author, borderEffectIntensity, borderEffectStyle, contents, creationDate,
delay, hidden, inReplyTo, intent, lock, modDate, name, noView, acity,
page, popupOpen, popupRect, print, quads, readOnly, rect, refT ,
richContents, rotate, seqNum, strokeColor, style, subject, togglleNoView,
type, width

qut author, borderEffectIntensity, borderEffectStyle, contents, crejtionDate,

I4 I4 ’ 14 14 I4 I4 I4 oteIcon I4
opacity, page, point, popupOpen, popupRect, print, readOnly, rect,
refType, richContents, rotate, segNum, state, stateModel, strokeColor,
style, subject, toggleNoView, type, width

Underline author, borderEffectIntensity, borderEffectStyle, contents, creationDate,

delay, hidden, inReplyTo, intent, lock, modDate, name, noView, opacity,
page, popupOpen, popupRect, print, quads, readOnly, rect, refType,
richContents, rotate, seqNum, strokeColor, style, subject, toggleNoView,
type, width

10.2.3 Annotation properties

[SO 32000-2 documents all Annotation properties and specifies how they are stored.
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Some property values are stored in the PDF document as names and others are stored as strings (see
ISO 32000-2 for details).

Table 2: Annotation object properties lists the minimum set of properties that PDF Processors
supporting this standard shall implement for objects of type Annotation.

Table 2 — Annotation object properties

Property Type Access Description

alignment Number R/W (Valid only for FreeText and Redact annotations)

Controls the alignment of the text for a FreeText annotatjon.
When the annotation is of type Redact, this propertycdets
mines the alignment of the overlayText.

—

Valid values are:

0 Left aligned

1 Centered

2 Right aligned

AP String R/W (Valid only for stamp annotations)

The named appearance of the stamp to be used in displaying
a stamp annotation. The nathes of the standard stamp annjo-
tations are:

Approved

AsIs
Confidential
Departméntal
Drafst
Experimental
Expired

Final

ForComment
ForPublicRelease
NotApproved
NotForPublicRelease
Sold

TopSecret

Stamps with AP values other than those listed above are ith-
plementation-defined and may not be interoperable.

NOTE For alist of stamp names currently in use in the docu-
ment, see the Doc object icons property.
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Table 2 (continued)

Property

Type

Access

Description

arrowBegin

String

R/W

(Valid only for Line and PolyLine objects)

Determines the line cap style that specifies the shape to be
used at the beginning of a line annotation. Standard values
are:

None (default)

OpenArrow

ClosedArrow
ROpenArrow
RClosedArrow
Butt

Diamond
Circle
Square

Slash

arrpwEnd

String

R/W

(Valid only for Liné\dnd PolyLine objects)

Determines théline cap style that specifies the shape to be
used at the end of a line annotation. Standard valufs are:

None (default)
OpenArrow
ClosedArrow
ROpenArrow
RClosedArrow
Butt

Diamond
Circle

Square

Slash

attdchlcon

String

R/W

(Valid only for FileAttachment objects)

The name of an icon to be used in displaying the apjnotation.
Standard values are:

Paperclip

PushPin (default)

GCrapil

Tag

author

String

R/W

Gets or sets the author of the annotation.

borderEffectIntensity

Number

R/W

The intensity of the border effect, if any. This represents how
cloudy a cloudy rectangle, polygon, or oval is.

borderEffectStyle

String

R/W

If non-empty, the name of a border effect style. Currently, the
only supported border effects are the empty string (nothing)
or “C” for cloudy.

callout

Array

R/W

(Valid only for FreeText objects)

An array of four or six numbers specifying a callout line
attached to the free text annotation. See ISO 32000-2 for
additional details.
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Table 2 (continued)

Property

Type

Access

Description

caretSymbol

String

R/W

(Valid only for caret objects)

The symbol associated with a Caret annotation, which is a
visual symbol that indicates the presence of text edits. Stand-
ard values are:

74

(nothing)

“P” (paragraph symbol)

S™—{Space Symbol).

contents

String

R/W

Accesses the contents of any annotation that has a popiup
window. For sound and file attachment annotations,'specifies
the text to be displayed as a description.

See also the Doc object addAnnot (..) method.

creationDa

fe

Date

The date and time when the annotation was created.

dash

Array

R/W

(Valid only for FreeText, Line, PolyLing, Polygon, Circll,
Square, and Ink objects)

A dash array defining a pattern.of'dashes and gaps to be
used in drawing a dashed border. For example, a value of ||
2] specifies a border drawmwith 3- point dashes alternatipg
with 2-point gaps.

SJJ

To set the dash array,the style property must be set to D

delay

Boolean

R/W

If true, property,changes to the annotation are queued and
then executed\witen delay is set back to false. (Similart
the Field object delay property.)

doc

Doc object

The Doc 0bject of the document in which the annotation
resides.

doCaption

Boolean

R/W

(Valid only for Line objects)

If true, draws the rich contents in the line appearance its¢lf.

fillColor

Color

R/W

(Valid only for Circle, Square, Line, Polygon, PolyLine, find
FreeText objects)

Sets the background color for circle, square, line, polygon,
polyline, and free text annotations. Values are defined by
using transparent, gray, RGB or CMYK color. See color
arrays for information on defining color arrays and how
values are used with this property.

gestures

Afray

R/W

(Valid only for Ink objects)

An array of arrays, each representing a stroked path. Each
array is a series of alternating x and y coordinates in defaylt
user space, specifying points along the path. When drawn
the points are connected by straight lines or curves in an

implementation-dependent way. See 150 32000-2 for mor
details.

hidden

Boolean

R/W

If true, the annotation is not shown and there is no user
interaction, display, or printing of the annotation.

inReplyTo

String

R/W

If non-empty, specifies the name value of the annotation that
this annotation is in reply to.

intent

String

R/W

This property allows a markup annotation type to behave
differently, depending on the intended use of the annotation.

Although this property is defined for all annotation types,
setting the intent property on annotations of types other
than FreeText, Polygon, or Line is implementation-defined,
and may not be interoperable.
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Table 2 (continued)

Property

Type

Access

Description

leaderExtend

Number

R/W

(Valid only for Line objects)

Specifies the length of leader line extensions that extend
from both endpoints of the line, perpendicular to the line.

These lines extend from the line proper 180 degre

es from

the leader lines. Values less than zero shall be considered to

be an error, and the annotation shall be treated as

though the

value was set to zero. A value of zero (default) represents no

leader line extension

leaherLength

Number

R/W

(Valid only for Line objects)

Specifies the length of leader lines that extendfror

h both end-

points of the line, perpendicular to the line..The vallue may

be negative to specify an alternate oriéntation of t
lines. A value of zero (default) represents no leadef

he leader
line.

lind

Ending

String

R/W

(Valid only for FreeText objects)

This property determines how the end of a callou]
stroked. It is relevant onlyfor a free text annotati
the value of intent is FreeTextCallout. Standard

None

OpenArrow

ClosedArrow
ROpenArrow
RClgos&dArrow

BULt

Diamond Circle Square
Slash

The default is None. Values other than these have 4
mentation-defined meaning and may not be interd

line is
n when
values are:

n imple-
perable.

loc]

Boolean

R/W

If true, the annotation is locked, which is similar tlo

readonly with the exception that a PDF Processol
provide a means of viewing (and potentially unloc
annotation.

may
king) the

HDate

Date

R/W

The date on which the annotation was last modifig

d.

nar

ne

String

R/W

The name of an annotation. This value can be used
object getAnnot method to find and access the pr
and methods of the annotation.

by the Doc
perties
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Table 2 (continued)

Property Type Access Description

notelcon String R/W (Valid only for Text objects)

The name of an icon to be used in displaying the annotation.
Standard values are:

Check
Circle

Comment

Cross

Help

Insert

Key
NewParagraph
Note
Paragraph
RightArrow
RightPointer
Star

UpArrow
UpLeftArrow

The defaultis Note. Values other than these have an impler
mentation-defined meaning, and may not be interoperablg.

noView Boolean R/W If true, the annotation shall be hidden for interactive pred-
entation of the document. However, if the annotation has 4n
appearance, that appearance shall be used for printing.

opacity Number R/W. The constant opacity value to be used in painting the annqta-
tion. This value applies to all visible elements of the annotp-
tion in its closed state (including its background and bordgr.
Permissible values are 0,0 - 1,0. A value of 0,5 makes the
annotation semi-transparent.

overlayTex String R/W (Valid only for Redact objects) A text string specifying the
overlay text that should be drawn over the redacted regio
after the affected content has been removed.

=)

page Integer R/W The 0-based page number of the page containing the annofta-
tion.
point Array R/W (Valid only for Text, Sound, and FileAttachment objects)

An array of two numbers [x, y] that specifies the upper lef{
hand corner in default user space of the icon for a text, sound
or file attachment annotation.

See also the noteIcon property and the bDoc object
addAnnot (..) method

points Array R/W (Valid only for Line objects)

An array of two points, [[x4, 1], [x5, ¥,]], specifying the start-
ing and ending coordinates of the line in default user space.

popupOpen Boolean R/W (Valid for all objects except FreeText, Sound, and
FileAttachment)

If true, the pop-up text note appears open when the page is
displayed.
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Table 2 (continued)

Property

Type

Access

Description

popupRect

Array

R/W

(Valid for all objects except FreeText, Sound, and
FileAttachment)

An array of four numbers [x4, y4, X,, ¥,] specifying the low-
er-left x, lower-left y, upper-right x, and upper-right y coor-
dinates, in default user space, of the rectangle of the pop-up
annotation associated with a parent annotation. It defines

the location of the pop-up annotation on the page.

R_/IAL

I)ri TC

n 1
DUUITAIT

N7 Vv

h - - 1o il 1l PR 1 111 e,
ITIUICALTS WIITTLIITT ULIT dIITTULAUUIT STTUUIU UT PTITILY

not (false).

d (true) or

qudds

Array

R/W

(Valid only for Highlight, StrikeOut, Underline
and Redact objects)

An array of 8 x n numbers specifyingthe coordina‘Ees of

n quadrilaterals in default user space/Each quadri
encompasses a word or group of centiguous word
underlying the annotation.

The quads for a word can‘be obtained through cal
Doc object getPageNthWordQuads method.

See IS0 32000-2:2020, "Table 182 — Additional en
cific to text marKup annotations", for more details

Squiggly,

ateral
in the text

s to the

tries spe-

recg

Array

R/W

The rect array consists of four numbers [x;, y4, X,
specifyingthe lower-left x, lower-left y, upper-righ
per-righty coordinates, in default user space, of th
definifig'the location of the annotation on the page
the popupRect property.

Yol
L x, and up-

e rectangle
.Seealso

readOnly

Boolean

R/W

[f‘true, the annotation should display but not inte
the user.

Fact with

refType

String

R/W

The reference type of the annotation. The propert
guishes whether inReplyTo indicates a plain thre
cussion relationship or a group relationship. Stang

are “r” and “Group”. See IS0 32000-2 for additional details.

y distin-
hded dis-
ard values

repeat

Boolean

R/W

(Valid only for Redact objects)

If true, the text specified by overlayText should
ed to fill the redacted region after the affected cor
been removed.

The default is false.

be repeat-
tent has

richContents

Array

R/W

(Valid for all objects except Sound and FileAttachfent)

This property gets the text contents and formattir
notation. The rich text contents are represented a
of span objects containing the text contents and fa

g of an an-
b an array
rmatting

of the annotation.

See also the Field object richvalue property and the

event object properties richvalue, richChange,
richChangeEx

and

richDefaults

Span

R/W

(Valid only for FreeText objects)

This property defines the default style attributes for a free
text annotation. See the description of the Field object

defaultStyle property for additional details.

© IS0 2020 - All rights reserved
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Table 2 (continued)

Property

Type

Access

Description

rotate

Integer

R/W

(Valid only for FreeText objects)

The number of degrees the annotation is rotated counter-
clockwise relative to the page. PDF Processors implementing
this standard shall, at a minimum, support rotate values of
0,90, 180, and 270. Values other than 0, 90, 180, and 270 may
not be supported by all PDF Processors, and may be rounded
to the nearest supported value.

seqNum

SN
HILTETT

»

A 1 1 1 £ 4l s w1
ATCTAUUIITY STUUTIILT ITUTITUTT TUT UIT dIITTULAUTUIT UIT ULIT Pd ge.

soundlcon

String

R/W

(Valid only for Sound objects)

The name of an icon to be used to represent the Sound an
notation. PDF Processors implementing this standard shqll,
at a minimum, recognize the standard value™speaker”.
Other values are implementation-defined;\and may not b¢
interoperable.

state

String

R/W

(Valid only for Text objects)

The state of the text annotation. Valid standard values for
this property depend on the stateModel value for the an-
notation. For a state model(of Marked, standard values arg
Marked and Unmarked. FOr a'Review state model, the stangl
ard values are Accepted, Rejected, Cancelled, Completed
and None.

Values other thanthese are implementation-defined, and
may not be interoperable.

stateModel

String

R/W

(Valid onlyfor Text objects)

Text anhotations may have a specific state associated
with{them. The state is specified by a separate text anno-
tation that refers to the original annotation by means of it|
inReplyTo entry (see the inReplyTo property). PDF Pro-
cessors implementing this standard shall support standarj
values for the stateModel property of Marked and Reviet.

172}

QL

See also the getStateInModel (cStateModel) method.

strokeColor

Color

R/W

Sets the appearance color of the annotation. Values are
defined by using transparent, gray, RGB or CMYK color. In the
case of a free text annotation, strokeColor sets the bordé¢r
and text colors. See color arrays for information on defin-
ing color arrays and how values are used with this property.

style

String

R/W

This property gets and sets the border style. PDF Processgrs
implementing this standard shall support values of s (solifl)
and D (dashed). Although this property is defined for all
annotation types, setting the style property for annotatipn

types other than Line, FreeText, Circle, Square, PolyLine,

Polygon and Ink annotations is implementation-defined,
and may not be interoperable.

subject

String

R/W

Text representing a short description of the subject being
addressed by the annotation.

textFont

String

R/W

(Valid only for FreeText objects)

Identifies the font that is used when laying out text in a
FreeText annotation. Valid values for this property defined
as properties of the Font object. See the Field object
textFont property.

12

© IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=f458bb1e87f1c2c663a5a18d6080d537

IS0 21757-1:2020(E)

Table 2 (continued)

Property Type Access Description
textSize Number R/W (Valid only for FreeText objects)

The text size (in points) for a FreeText annotation. Valid
text sizes include zero and the range from 4 to 144, inclusive.
Zero indicates the largest point size that allows all the text to
fit in the annotation’s rectangle.

toggleNoView Boolean R/W If true, the noview flag is toggled when the mouse hovers
over the annotation or the annotation is selected.

If an annotation has both the noview and toggleNoview
flags set, the annotation should be invisible. Howeyer, when
the mouse is over it or it is selected, it should-be vikible.

type String R The type of annotation. The type of an afinotation|can only
be set within the object-literal argunient of the Do¢ object
addAnnot method. PDF processorsiimplementing this stand-
ard shall support at least the following values:

Text

FreeText

Line

Square

Circle

Polygon
PolyLine
Highlight
Underline Squiggly
StrikeOut
Stamp

Caret

Ink
FileAttachment
Sound

Values other than these are implementation-defingd, and
may not be interoperable.

verfices Array R/W (Valid only for Polygon and PolyLine objects)

An array of coordinate arrays representing the alternating
horizontal and vertical coordinates, respectively, ¢f each ver-
tex, in default user space, of a polygon or polyline gnnotation.

Q ) FaratiteYaVaVaValite W R RS |
OCT IOU OZUUU=Z TUTI UTLAILS.

width Number R/W (Valid only for Square, Circle, Line, Ink, and FreeText
objects)

The border width in points. If this value is 0, no border is
drawn. The default value is 1.

10.2.4 Annotation methods

10.2.4.1 General

This section lists the minimum set of methods, including their syntax and return values, that PDF
Processors supporting this standard shall implement for objects of type Annotation.
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10.2.4.2 destroy()

Parameters

None
Return Va

undefined

lue

Description

Destroys the annotation, removing it from the page. The object becomes invalid.

10.24.3 ¢
Paramete

None

Return Vajlue

etProps()

'S

An object ljteral of the properties of the annotation. The object literal is just like the one passed to|the
Doc objectladdannot method.
Descriptign
Get the collected properties of an annotation. Can be used to copy an annotation.
10.2.4.4 getStateInModel(cStateModel)
Parameters
Parpmeters Type Description
cStateModel String The stdteymodel to determine the state of the annotation.

Return Vatue

The result

If the state
not been s¢

If the state

set and there is no default).
Descriptign
Gets the lcurrent state of the annotation in the context of g state model. See also

s an array of the identifiers for the current state of the annotation:

model was definedto be exclusive, there is only a single state (or no states if the state

0.

model is nen<exciusive, there may be multiple states (or no entries if the state has not b

transitionToState (cStateModel, cState) method.

10.2.4.5 setProps(cProps)

has

een

the

Parameters
Parameters Type Description
cProps object A generic object that specifies the properties of the Annotation object
to be created (such as type, rect, and page). This object is the same as
the parameter of the Doc object addAnnot method.
14 © IS0 2020 - All rights reserved
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Return Value
The Annotation object
Description

Sets many properties of an annotation simultaneously.

10.2.4.6 transitionToState(cStateModel, cState)

Parfameters
Parameters Type Description
cSfateModel String The state model in which to perform the state transition. cStateModel
must have been previously added by calling thé.Collab methqd
addstateModel.
cState String A valid state in the state model to transitjon to.

Retjurn Value
undefined
Degqcription

Sets the state of the annotation to cstate by performing-a state transition. The state transifion should
be lecorded in the audit trail of the annotation.

Seelalso the getstateInModel (cStateModel) method.

For|the states to work correctly in a multiuser environment, all users must have the same dtate model
defjnitions. Therefore, it is best to place state model definitions in a folder-level ECMAScript file that
can|be distributed to all users or installed on all systems.

10.2.5 Annotation examples

10.2.5.1 Use the destroy ()-mmethod to remove all FreeText annotations on page 0.

var| annots = this.ggtAnnots ({ nPage:0 });
for| (var i = 0; il<)annots.length; i++)
i f (annots[i\ @ype == "FreeText") annots[i].destroy();

10.2.5.2 Creeate an annotation and create a copy of that annotation on each page in the
dodqument:

var| &mmot = this.addAnnot ({
page . Uy

type: "Text",

rect: [40, 40, 140, 140]
1)

// Make a copy of the properties of annot
var copy props = annot.getProps();

// Now create a new annot with the same properties on every page

var numpages = this.numPages;
for (var i=0; 1 < numpages; i++) {
var copy annot = this.addAnnot (copy props);

// but move it to page i
copy_annot.page=i;
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10.2.5.3 Print the status of all annotations on all pages of a document.

annots = this.getAnnots()
for ( var i= 0; i< annots.length; i++) {
states = annots[i].getStatelInModel ("Review") ;

if ( states.length > 0 ) {
for(j = 0; j < states.length; j++)
{
var d = util.printd(2, states[j].modDate);
var s = states[j].state;
var a = states[j].author;

cansole pnrintln(annotalil +ype + ". W 4+ o 4 "o
+ +

+ s +" " + d+ "on page "
1 (annots[i].page+l) );

}
10.2.5.4 Assuming annot is an Annotation object, this example changes the border'to dashed,

annot.setProps ({ style: "D", dash: [3,2] });

10.2.5.5 Set several properties of a Line annotation.

var annot|= this.addAnnot ({type: "Line"})
annot.setProps ({
page: ¢,
points] [[10,40],[200,200]1],
stroke@olor: color.red,
author{ "A. C. Robat",
contents: "Check with Jones on this point.",
popupOpen: true,
popupR¢ct: [200, 100, 400, 200], // Place rectsat tip of the arrow
arrowB¢gin: "Diamond",
arrowkEfpd: "OpenArrow"

1)

10.2.5.6 Define a custom set of transition'states, then set the state of an annotation.

try {
// Cregte a document
var mylpoc = app.newDoc () ;

// Cregte an annot
var myAnnot = myDoc.addAnnot
({
pag¢: O,
typg: "Text",
poinpt: [300,4004%
namg: "myAnnog™,
})
// Cregte thé. State model

var my$tares = new Object();

myStat¢sfiinitial"] = {cUIName: "Haven't reviewed it"};
myStatdsfliapprovedii = {cUTName+ 1T opprowelll;
myStates["rejected"] = {cUIName: "Forget it"};
myStates["resubmit"] = {cUIName: "Make some changes"};

Collab.addStateModel ({
cName: "ReviewStates",
cUIName: "My Review",
oStates: myStates,
cDefault: "initial"
)i
} catch(e) { console.println(e); }
// Change the states
myAnnot.transitionToState ("ReviewStates", "resubmit");
myAnnot.transitionToState ("ReviewStates", "approved");
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An annotRichMedia object represents a rich media annotation. The AnnotRichMedia object can be
acquired from the getAnnotRichMedia and getaAnnotsRichMedia methods of the poc object.

10.3.2 AnnotRichMedia properties

Table 3: AnnotRichMedia object properties lists the minimum set of properties that PDF Processors

supporting this standard shatt fmpiement for objects of TYPE AnnotRichMedia.

Table 3 — AnnotRichMedia object properties

Property Type Access Description

act]vated: Boolean R/W A Boolean value that indicates whether the annotation is
enabled and interactive (true) ot just displaying the poster
artwork (false). Setting thisproperty to true actijates the
annotation.

cornjtext3D Global object or [R If activated is true andsubtype is "3D", this propeyty returns

undefined the global scripting cohtext of the annotation (a glgpbal object

containing the 3D-s¢ene.) If activated is false or syibtype is
not "30", this property returns undefined.

narpe String R The name of the rich media annotation.

page Integer R The 0-based page number of the page containing the annota-
tion.

rec Array R/W Retutns an array of four numbers [x;, y4, X5, V5] spgcifying
thellower-left x, lower-left y, upper-right x and uppér-right y
coordinates, in default user space, of the rectangle|defining
the location of the annotation on the page.

sufType String R The subtype of the annotation. The property will Have a value
of "3D", "video", or "Sound".

10.4 Annot3D

10.

An pnnot3D object represents a PDF 3D annotation. The annot3p object can be acquired fr
objéct methods getAnnot3Dp and getAnnots3D.

10.

Tabre 4:Annot3D object properties lists the minimum set of properties that PDF Processors
thiq standard shall implement for objects of type Annot3p.

1.1 General

1.2 Annot3D properties

bm the Doc

supporting

Table 4 — Annot3D object properties

Property Type Access Description
activated : Boolean R/W A Boolean value that indicates whether the annotation is
displaying the 3D artwork (true) or just the posterboard
picture (false).
context3D global Object |R If activated is true, this property returns the context of the
3D annotation (a global object containing the 3D scene.). If
activated is false, this property returns undefined.

© IS0 2020 - All rights reserved

17


https://standardsiso.com/api/?name=f458bb1e87f1c2c663a5a18d6080d537

ISO 21757-1:2020(E)

Table 4 (continued)
Property Type Access Description

innerRect Array R An array of four numbers [x4, V4, X5, ¥,] specifying the low-
er-left x, lower-left y, upper-right x and upper-right y coordi-
nates, in the coordinate system of the annotation (lower-left
is [0, 0], top right is [ width, height]), of the 3D annotation’s
bounding box, where the 3D artwork is rendered.

name String R The name of the annotation.

page Integer R The 0-based page number of the page containing the annota-

rect Array R/W Returns an array of four numbers [x;, y4, X, y;]specifying
the lower-left x, lower-left y, upper-right x and upper-right[y
coordinates, in default user space, of the rectangle defining
the location of the annotation on the page.

10.5 app

10.5.1 Geperal

PDF Procepsors implementing this standard shall implement support for’a static ECMAScript objject

named app that represents the PDF Processor application. The app objéct shall provide the properjties

defined in hpp properties and methods defined in

app methods. The purpose of the app object is to provide a standardized set of functions that engable

scripts in PDF documents to interact with PDF Processors@n a consistent way. The app object flso

provides a|variety of utility routines and convenience functions.

10.5.2 app properties

10.5.2.1 (eneral

Table 5: app object properties lists the minimum set of properties that PDF Processors supporting this

standard shall implement for objects of type app.

Table 5 — app object properties
Propprty Type Access Description

activeDocs Array R [Security]
An array containing the Doc object for each active documept.
If no documents are active, activeDocs returns nothing; that
is, it has the same behavior asd = new Array (0) in core
ECMAScript.
The array returned by app.activeDocs includes any documgnts
opened by app.openDoc with the bHidden parameter set to
true, subject to the security restrictions described below.
NOTE Developers of PDF Processor software implementing
ECMAScript support are encouraged to support the doc-
ument security settings, safe-paths and privileged mode
considerations

focusRect Boolean R/W Turns the focus rectangle on and off. The focus rectangle is a
faint dotted line around buttons, check boxes, radio buttons,
and signatures to indicate that the form field has the key-
board focus. A value of true turns on the focus rectangle.

18
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Table 5 (continued)
Property Type Access Description

formsVersion Number R The version number of the PDF Processor forms support.
Check this property to determine whether objects, prop-
erties, or methods in newer versions of the software are
available if you want to maintain backward compatibility in
your scripts.

fs Object R A Fullscreen object, which can be used to access the
fullscreen properties.

language String R Thelanguage-of the running Phi Processor-tmplementers
should use one of the followmg three-letter langu;r;e identifi-
er strings to ensure the greatest level of interepergbility.
CHS (Chinese Simplified)
CHT (Chinese Traditional)
DAN (Danish)
DEU (German)
ENU (English)
ESP (Spanish)
FRA (Frenchy
ITA (Italian)
KOR (Korean)
JPN (Japanese)
NLD (Dutch)
NOR (Norwegian)
PTB (Brazilian Portuguese)
suo (Finnish)
SVE (Swedish)

opgninPlace Boolean R/W Specifies whether cross-document links are openefd in the
same window or opened in a new window.

plafform String R The platform that the script is currently executing|on. There
are three valid values:
WIN
MAC
UNIX

prifterNames Array of Strings |R Alist of available printers. Each of these values is guitable to
use in the printerName property of the PrintParams object.
If no printers are installed on the system, an emptr:\rray is
returned.

runtimeHighlight Boolean R/W If true, the background color and hover color for form fields
are shown.

runtimeHighlightColor | Color array R/W Sets the color for runtime highlighting of form fields.
The value of this property is a color array. (See color
arrays for details.)
See the runtimeHighlight property.

thermometer Object R A Thermometer object, which is a combined status window/
progress bar that indicates to the user that a lengthy opera-
tion is in progress.

viewerType String R A string that indicates which viewer application is running.
Values are implementation defined.

© IS0 2020 - All rights reserved
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Table 5 (continued)

Property Type Access Description

viewerVariation String R Indicates implementation-defined capabilities of the running
viewer application.

viewerVersion Number R Indicates the version number of the current viewer application.

10.5.3 app methods

10.5.3.1 alert(cMsg, nlcon, nType, cTitle, oDoc, oCheckbox)

Parameters

Paifameter Type Description

cMsg String A string containing the message to be displayed.

nlcon Number |( optional) Anicon type. Possible values are these :
0 — Error (default)

1 — Warning

2 — Question

3 — Status

NOTE In Mac OS, there is no distinction between warnings and
questions.

nType Number |(optional) A button group type. Possible values are these:
0 — Ok (default)

1 — OK, Cancel

2 —Yes, No

3 — Yes;No, Cancel

cTitle String (optiorial)*The dialog box title.

oDoc Doc object|(optional) The Doc object that the alert should be associated with.

oCheckbox Generic |{optional) If specified, a check box is created in the lower left region pf
object the alert box. oCheckbox is a generic ECMAScript object that has thrge
properties. The first two property values are passed to the alert meth-
od; the third property returns a Boolean value.

—
]

cMsg  (optional) A string to display with the check box. If not speg
fied, the default string is “Do not show this message again’.

bInitialvalue (optional) If true, the initial state of the check boxis
checked. The default is false.

bAftervalueWhen the alert method exits, contains the state of the
check box when the dialog box is closed. If true, the check box was
checked when the alert box 1s closed.

Return Value
Number
Description

Displays an alert dialog box. The return value will be a string representing the button that was pressed
to dismiss the dialog. Valid values of the return string are:

o — Ok

1 — Cancel
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2 —Yes

3 —No

10.5.3.2 beep(nType)

Parameters
Parameter Type Description
nType Number |( optional) The sound type. Values are associated with sounds as follows:
0 —Error
1 — Warning
2 — Question
3 — Status
4 — Default (default)
Return Value
Undefined
Deqcription
Caulses the system to play a sound.
10.5.3.3 clearInterval(olnterval)
Panameters
Parameter Type Description
olngerval Interval |Theregistered interval to cancel.
object

Retjurn Value
Undefined
Degcription

Cancels a previouslyregistered interval initially set by the setInterval method.

10.5.3.4 clearTimeOut(oTime)

Panameters
oTife
Parameter Type Description
oTime Timeout |The registered time-outinterval to cancel.
object

Return Value
Undefined
Description

Cancels a previously registered time-out interval. Such an interval is initially set by setTimeout.
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10.5.3.5 execDialog( monitor[, inheritDialog, parentDoc])

Parameters
Parameters Type Description

monitor Object An object literal. It consists of several handlers (see Dialog box
handlers) and a description property that describes the dialog box
elements (see description property).

inheritDialog Object (optional) A pialog object that should be reused when displaying this
dialog box. It is useful when displaying a series of dialog boxes (such
as-awizardteo-preventonefromdisappearins beforethe newoneis
displayed. The default is to not reuse a dialog box.

parentDoc Object (optional) A Doc object to use as the parent for this dialog box,The
default parent is the PDF Processor application.

Return Vajlue

String

The returrled value is the 1temib of the element that caused the dialog box ta’be-dismissed. The ret

value is “oX
Descriptig

Presents a
application

The moni td
a set of ha
dialog box|

Dialog box
necessary
to set or ge
element).

The call to
to be dism

10.5.3.5.1
The dialog

” or “cancel” if the dismissing element is the ok or cancel buttorn

n

urn

modal dialog box to the user. Modal dialog boxes must.be closed by the user before the host

can be directly used again.

r parameter specifies a dialog descriptor, which\is a generic object literal that consist
hdler functions for various events and a set of properties that describe the contents of

items are identified by an rtemip, which is a unique 4-character string. An ItemI
bnly if the element must be referred-te-elsewhere in the dialog box description (for examn
t a value for the element, to add afiandler for the element, or to set a tab order including

execDialog () returns a string, which is the IltemID of the element that caused the dialog
ssed. The return value is ok” or “cancel” if the dismissing element is the ok or cancel but

Dialog box handlers:

box handlersare called when specific dialog box events occur. Each handler is optional ar

s of
the

D is
ple,
the

box
ton.

dis

passed a Djalog objectthat can be used to query or set values in the dialog box. The supported hand|ers
are listed ih Table 63 Dialog box handlers.
NOTE Application developers are encouraged to provide a means for users to distinguish application diplog
boxes from fhese created by ECMAScript processing.
Table 6 — Dialog box handlers
Dialog box handler Description
initialize Called when the dialog box is being initialized.
validate Called when a field is modified to determine if the value is acceptable (by return-
ing true) or unacceptable (by returning false).
commit Called when the OK button of the dialog box is clicked.
destroy Called when the dialog box is being destroyed.
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the text box loses focus. For other controls, it is when the selection changes.

If ItemID is not an ECMAScript identifier, the name must be enclosed in double

Table 6 (continued)
Dialog box handler Description
ItemID Called when the dialog box element ItemID is modified. For a text box, it is when

quotes when the method is defined, as in the following example.

"bt:1":

If ItemID is an ECMAScript identifier, the double quotes are optional. For example,
the following are both correct

function () { .... }

"butn":

function () { .... } butn: function () { .... }

10.5.3.5.2 description property

Thegdescription property is an objectliteral that contains properties describingthe dialog. I

Selements

property specifies the elements of the dialog box, and each of the elements jnturn can have an elements
property describing subelements.

The dialog properties at the root level of the description property~are listed in Table 7: 1

properties.

Table 7 — Description properties

Description

Property

Type

Description

name

String

The title bar of the dialog box, which should be localized.

firgt_tab

String

An ItemlD for the-dialog box item that should be firstin the t
This dialog box item will also be active when the dialog box i

This propérty is required for setting up a tabbing order (see plements

property).

hb order.
5 created.

width

Number

Thewidth of the dialog box in pixels. If no width is specified,
bined width of the contents is used.

the com-

height

Number

The height of the dialog box in pixels. If no height is specified|
bined height of the contents is used.

the com-

char width

Number

The width of the dialog box in characters. If no width is spec
combined width of the contents is used.

fied, the

char_height

Number

The height of the dialog box in characters. If no height is speg
combined height of the contents is used.

ified, the

align_children

String

The alignment for all descendants. Must be one of the following values:

align left Left aligned
align center Center aligned
align right Right aligned

align top Top aligned

align fil Align to fill the parent’s width; may widen

objects

align distribute Distribute the contents over the parent’s width

align row Distribute the contents over the parent’s width

with a consistent baseline
align offscreen Align items one on top of another

elements

Array

An array of object literals that describe the dialog box elements con-

tained within this dialog (see elements property).
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10.5.3.5.3 elements property

A dialog box elements property specifies an object literal with the properties listed in Table 8: Element
properties.

Table 8 — Element properties

Property Type Description

name String The displayed name of the dialog box element, which should be localized.
NOTE This property is ignored for the “edit_text” type.

item_id String An ItemlID for this dialog box, which is a unique 4-character string;

type String The type of this dialog box element. It must be one of the following strihgs
button A push button
check box A check box
radio A radio button
list_box Alist box
hier list box A hierarchical list bex
static_text A static text box.
edit text An editable textbox
Popup A pop-up,€ontrol
ok An OK-button
ok_cancel An OKand Cancel Button
ok_cancel_other AnOK, Cancel, and Other button
view A container for a set of controls
cluster A frame for a set of controls
gap A place holder.

next_tab String An ItemlID for'the next dialog box item in the tab order.
NOTE Tabbing does not stop at any dialog box item that is not the taifget
of the next_tab (or first_tab) property.
Tabbing should form a circular linked list.

width Number Specifies the width of the element in pixels. If no width is specified, tHe
combined width of the contents is used.

height Number Specifies the height of the element in pixels. If no height is specified, the
combined height of the contents is used.

char_width| Number Specifies the width of the element in characters. If no width is specifi¢d,
the combined width of the contents is used.

char_heigh Number Specifies the height of the element in characters. If no height is specified,
the combined height of the contents is used.

font String The font to use for this element. Must be one of the following strings:
default Default font
dialog Dialog box font
palette Palette (small) Font

bold Boolean Specify if the font is bold.

italic Boolean Specify if the font is italic.
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Table 8 (continued)
Property Type Description
alignment String Sets the alignment for this element. Must be one of the following values:
align left Left aligned
align center Center aligned
align _right Right aligned
align top Top aligned
align fill Align to fill the parent’s width; may widen
UUJCL LS.
align distribute Distribute the contents over theparent’s width.
align row Distribute the contents overthe’pargnt’s width
with a consistent baseline!
align offscreen Align items one on top,ofanother
align_children String Sets the alignment for all descendants. Possible values are thg same as
for alignment.
elements Array An array of object literals that describe'the subelements of this dialog
box element. Its properties are the,same as those described if this table.
10.5.3.5.4 Additional attributes of some dialog box elements

Sompe of the element types have additional attributes, as listed in Table 9: Additional element

Table 9 — Additional-elément attributes

attributes.

Element type Property Type Description
stafic_text multiline Boolean |If true, this static text element is multiline.
NOTE For Mac OS, the height property musft be at
least 49 to display the up/down buttons, which allow
users to read the whole box content.
edif_text multiliné Boolean |If true, this edit text element is multiline.
readenly Boolean |If true, this text element is read only.
NOTE This property is ignored when password is set
to true.
password Boolean |If true, this text element is a password field|.
PopupEdit Boolean |If true, itis a pop-up edit text element.
SpinEdit Boolean |If true,itis a spin edit text element.
radfio group_id String The group name to which this radio button pelongs.
ok ok_name String The name for the OK button.
ok |cancel cancel_name String The name for the cancel button.
ok_cancel_other other_name String The name for the other button.

10.5.3.6 goForward()
Parameters

None

Return Value
Undefined

Description

© IS0 2020 - All rights reserved
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Goes to the next view on the view stack.

10.5.3.7 launchURL(cUrl[, bNewFrame])

Parameters
Parameter Type Description
cURL String A string that specifies the URL to launch.
bNewFrame Boolean |(optional) If true, this method launches the URL in a new window of
the browser application. The default is false.

Return Vakue

Undefined

Descriptid

[Security
Launches 4

Developers
dialog opet

See also thg

10.5.3.8 mailMsg(bUI, cTo|, cCc, cBcc, cSubject, cMsg])

n

URL in a browser window.

of PDF Processor software implementing ECMAScript support;shall observe confirma
ational policy to provide security risk warning to users prigr'to accessing external URLS.

app.openDoc () method.

Parameters

fion

Pajjameter Type Description

bUI Boolean |Indicates whether user interaction is required. If true, the remaininf
parameters.are used to seed the compose-new-message window thaf
is displayed to the user. If false, the cTo parameter is required and
others.are optional.
NOTE When this method is executed in a non-privileged context, the
bUI parameter is not honored and defaults to true. See Privileged ver-
sus non-privileged context.

cTo String A semicolon-separated list of addressees.

cCc String ( optional) A semicolon-separated list of CC addressees.

cBcc String ( optional) A semicolon-separated list of BCC addressees.

cSubject String (optional) Subject line text. The length limit is 64 KB.

cMsg String (optional) Mail message text. The length limit is 64 KB.

Return Vajlué

Undefined

Description

Sends out an e-mail message with or without user interaction.

See also the poc object mailpoc(bUI], cTo, cCc, cBcc, cSubject, cMsg]) and mailForm(bUI[, cTo, cCc, cBcc,
cSubject, cMsg]) methods.

On Windows: The client machine shall have its default mail program configured to be MAPI enabled to
use this method.

26
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10.5.3.9 newDoc([nWidth, nHeight])

Parameters
Parameter Type Description
nWidth Number |(optional) The width (in points) for the new document. The default
value is 612.
nHeight Number |(optional) The height (in points) for the new document. The default

value is 792.

Retuyrn-Value

Dod

Deqcription

[Sefurity]

Creptes a new document and returns its Doc object. The optional paranieters specify the[media box

dinlensions of the document in points.

NOTE This method can only be executed during a batch or consgle event. See Privileged yersus non-

privlileged context. See the event object for a discussion of ECMAScript events.

10.5.3.10 newCollection()

Panameters
Norne
Retjurn Value
Dod

Deqcription

Creptes a new collection-based.PRF, a PDF portfolio, with no content.

To Work with an existent PDF,portfolio, begin with Doc.collection.

10.5.3.11 openDoc(cPath][, oDoc, cFS, bHidden, bUseConv, cDest])

Panfameters

Parameters

Type

Description

cPath

String

A device-independent path to the document to be opened. If §Doc is
specified, the path can be relative to it. The target document|must be
accessible in the default file system

NOTE When cFSis set to “CHTTP”, the cPath string should be escaped,
using the core ECMAScript global function encodeURI.

oDoc

Doc

(optional) A Doc object to use as a base to resolve a relative cPath. Must
be accessible in the default file system.

cFS

String

(optional) A string that specifies the source file system name. Two
values are supported: “” (the empty string, which is the default), repre-
senting the default file system, and “cHTTP”. This parameter is relevant
only if the web server supports WebDAV.

bHidden

Boolean

(optional) A Boolean value that if true, opens the PDF file with its win-
dow hidden. The default is false.
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Parameters

Type

Description

bUseConv

Boolean

(optional) A Boolean value that is used when cPath references a non-
PDF file. If true, the method tries to convert the non-PDF file to a PDF
document. The default is false.

NOTE bUseConv can only be set to true during a console or batch
event. See also Privileged versus non-privileged context.

cDest

String

(optional) The name of the destination within a document. This param-
eter forces opening at named destination within the PDF document. For
details on named destinations and how to create them, see ISO 32000-2.

Return Vallue

A Doc objed
Descriptig

Opens a sp,

tor null

n

An exceptipn is thrown and an invalid boc object is returned when an HTML document is opened u$ing
this methofd. To catch the exception, enclose app . openboc in a try/catch construct.

10.5.3.12 popUpMenu([cIltem, Array])

Parameters
Pajjameter Type Description

cltem String (optional) If the argument is a string, it is listed in the menu as a menu
item. The menu itém¥hame "-" is reserved to draw a separator line in|
the menu.

Array Array (optional) If the'argument is an array of stings, it appears as a submgnu
where the first element in the array is the parent menu item. This arfay
can codtain further submenus.

Return Vallue

String or njll

Descriptign

Creates a gop-up menu at the current mouse position, containing the specified items. Returns a st

representing the name 6f the menu item that was selected, or null if no item was selected.

10.5.3.13 popUpMenuEx(menultems], ...])

Parameters

Property Type Description

cName String The menu item name, which is the string to appear on the menu item.
The value of "-" is reserved to draw a separator line in the menu.

bMarked Boolean (optional) A Boolean value specifying whether the item is to be marked
with a check. The default is false (not marked).

bEnabled Boolean (optional) A Boolean value specifying whether the item is to appear
enabled or grayed out. The default is true (enabled).

cReturn String (optional) A string to be returned when the menu item is selected. The
default is the value of cName.

oSubMenu Menultem |(optional) A Menultem object representing a submenu item or an array
of submenu items, each represented by a Menultem object.
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Return Value
String
Description

Creates a pop-up menu at the current mouse position. Each of the parameters is a Menultem object that
describes a menu item to be included in the pop-up menu.

Implementers of this method shall return a string equal to the cReturn value of the menu item that was
selected, or its cName if cReturn was not specified for that item. The method returns null if no selection
wagrade:

10.5.3.14 response(cQuestion|, cTitle, cDefault, bPassword, cLabel])

Panameters
Property Type Description

cQyestion String The question to be posed to the user.

cTitle String ( optional) The title of the dialog box:

cDdgfault String (optional) A default value for the;ahswer to the question. If npt speci-
fied, no default value is presented.

bPdssword Boolean |(optional) If true, indicates'that the user’s response should ghow as as-
terisks (*) or bullets (¢):to mask the response, which might b sensitive
information. The default'is false.

cLabel String (optional) A shortstring to appear in front of and on the samg line as
the edit text field,

Retjurn Value

A string containing the user’s response. Ifithe user clicks the Cancel button, the response|is the null
obj¢ct. Description

Displays a dialog box containing a question and an entry field for the user to reply to the question.

Implementations of this standard shall return a string containing the user’s response. If the[user clicks
the|Cancel button, the return,value shall be the null object.

10.5.3.15 setinterval( cExpr, nMilliseconds)

Parameters

Preperty Type Description
cExpr String The ECMAScript script to be executed.
nMjlliseconds Number |The time period in milliseconds.

Return Value

Interval object

Description

Specifies an ECMAScript script and a time period. The script is executed every time the period elapses.

The return value of this method must be held in an ECMAScript variable. Otherwise, the interval object
is subject to garbage-collection, which would cause the clock to stop.

To terminate the periodic execution, pass the returned interval object to clearInterval.

See also clearInterval(olnterval), setTimeout( cExpr, nilliseconds) and clearTimeout(oTime).
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10.5.3.16 setTimeOut( cExpr, nilliseconds)
Parameters

Property Type Description
cExpr String The ECMAScript script to be executed.
nMilliseconds Number |The time period in milliseconds.

Return Value

1lact

timeout Object
Descriptign
Specifies ah ECMAScript script and a time period. The script is executed one time only, after the period
elapses.
The return value of this method must be held in an ECMAScript variable. Otherwisé;the timeout objject
is subject tp garbage-collection, which would cause the clock to stop.
To cancel the timeout event, pass the returned timeout object to clearTimeOut:
See also cllearTimeout(0Time), setInterval( cExpr, nMilliseconds), and/eclearinterval(olnterval).
10.6 Bookmark
10.6.1 Geperal
A Bookmark object represents a node in the bookmark tree that PDF Processors may present to ugers.
Bookmarks are typically used as a table of contents allowing the user to navigate quickly to topids of
interest. The way in which a PDF Processor presents the Bookmarks tree to users is implementation
defined.
10.6.2 Bookmark properties
Table 10: Bookmark object properties lists the minimum set of properties that PDF Processors
supporting this standard shall implement for objects of type Bookmark.
Table 10 — Bookmark object properties
Propprty Type Access Description
children Arfray |R/W An array of Bookmark objects that specify the children of this
bookmark in the bookmark tree. If there are no children o
this bookmark, this property has a value of nul11.
color Array |implementa Specifies the color for a bookmark. Values are defined by
tion-defined ncing gray, RGB or CMYK color.-See colox aLLrays forinfol-
mation on defining color arrays and how values are used with
this property. See also the style property.
doc Object |R The Doc that the bookmark resides in.
name String |R/W The text string for the bookmark that the user sees in the
navigational panel.
open Boolean |implementa Determines whether the bookmark shows its children in the
tion-defined navigation panel (open) or whether the children subtree is
collapsed (closed).
parent Object |R The parent bookmark of the bookmark or null if the book-
mark is the root bookmark. See also the children and
bookmarkRoot properties.
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Table 10 (continued)
Property Type Access Description
style Integer |implementa Specifies the style for the bookmark’s font:
tion-defined
0 normal
1 italic
2 bold

3 bold-italic

See alsothe color property

10.6.3 Bookmark methods

10.6.3.1 General

Thip section lists the minimum set of methods, including their syntax and return value$, that PDF

Professors supporting this standard shall implement for objects of type Bookmark.

10.6.3.2 createChild( cName, cExpr, nIndex);

Parnameters

Property Type Description

cNdme String The name of the bookmiark that the user sees in the navigati¢n panel.

cExpr String (optional) An expression to be evaluated whenever the user ¢licks the
bookmark. It is\equivalent to creating a bookmark with a ECMAScript
action, as déscribed in ISO 32000-2. The default is no expresgion.

nindex Number |(optional) The 0-based index into the children array of the bgokmark at
whichto create the new child. The default is 0. The value of njindex shall
notbe negative.

Retjurn Value
Undefined

Degqcription

Creptes a new child bookmark at the specified location.

10.6.3.3 execute();

Panfameters

Norje

Return Value
Undefined

Description

Executes the action associated with this bookmark. This can have a variety of behaviors. See
[SO 32000-2 for a list of common action types. See also createChild( cName, cExpr, nIndex).
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10.6.3.4 insertChild( oBookmark, nindex);

Parameters
Property Type Description

oBookmark Bookmark |A bookmark object to add as the child of this bookmark.

nlndex Number (optional) The 0-based index into the children array of the bookmark
at which to insert the new child. The defaultis 0. The value of nindex
shall not be negative.

Return Vague

Undefined

Descriptign

Inserts thg
bookmark
for circula

specified bookmark as a child of this bookmark. If the bookmark already exists in
tree, it is unlinked before inserting it back into the tree. In addition, the,insertion is cheg
rities and disallowed if one exists. This prevents users from inserting.a bookmark as a c

or grandchiild of itself.

10.6.3.5 1
Paramete
None

Return Va
Undefined

Descriptid

emove();

'S

lue

n

Removes the bookmark and all its children from’'the bookmark tree. See also the children property

the create

hild( cName, cExpr, nIndex) and._insertChild( oBookmark, nIndex) methods.

10.6.3.6 setAction(cScript);

Paramete

'S

the
ked
hild

and

Pr

pperty Type

Description

cScript

Defines the ECMAScript expression that is to be executed whenever
user clicks the bookmark.

String

he

Return Va

Undefined

flue

Description

Sets an ECMAScript action for a bookmark.

10.6.4 Bookmark Examples

The following examples demonstrate the use of some of the properties and methods of Bookmark objects.
These examples are informative.

32

© IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=f458bb1e87f1c2c663a5a18d6080d537

IS0 21757-1:2020(E)

10.6.4.1 Create a bookmark

This example creates a bookmark at the top of the bookmark panel that takes you to the next page in
the document.

this.bookmarkRoot.createChild ("Next Page", "this.pageNum++");

10.6.4.2 List all Bookmarks

This example prints a list of all bookmarks in the document.

funpttormr DUNMNPBOOKINAT K TOKIT, " ITLEVE L] {

rar s = "";
For (var i = 0; i < nLevel; i++)
s +="";
Fonsole.println(s + "+-" + bkm.name);
i f (bkm.children != null)

For (var 1 = 0; i < bkm.children.length; i++)
DumpBookmark (bkm.children[i], nLevel + 1);

congole.clear () ;

conpole.show () ;

congole.println ("Dumping all bookmarks in the document.");
DumpBookmark (this.bookmarkRoot, 0);

10.6.4.3 Search Bookmarks

Thip example performs a simple search of the bookmarks for a bookmark with a speciffic name. If
sucgessful, the action associated with the bookmark issexecuted.

// Ppocument-level or folder-level JavaScript\
funfption searchBookmarks (bkm, nLevel, bkmNare) {

i f ( bkm.name == bkmName )
return bkm;
i f (bkm.children != null) {

for (var i = 0; i < bkm.childzren.length; i++) {
var bkMark = searchBookmarks (bkm.children[i], nLevel + 1, bkmName) ;
if ( bkMark != null )
break;

}

return bkMark;

Feturn null;

The following code initiates the search.

var| bkmName~<{app.response ({
CQuestiehs "Enter the name of the bookmark to find",
cTitile: "Bookmark Search and Execute"});
if |( PkomName != null ) {
7ar)bkm = searchBookmarks (this.bookmarkRoot, 0, bkmName ) ;
T DR = narir )
bkm.execute () ;
else

app.alert ("Bookmark not found");

10.7 Certificate

10.7.1 General
The certificate object provides read-only access to the properties of an X.509 public key certificate.

NOTE There are no security restrictions on this object.
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10.7.2 Certificate properties

10.7.2.1 General

Table 11: Certificate object properties lists the minimum set of properties that PDF Processors
supporting this standard shall implement for objects of type certificate. For properties that return
objects that are specific to this standard the lists of properties that shall be supported for those object
types are provided below.

Table 11 — Certificate object properties

Prop

prty

Type

Access

Description

Binary

String

R

The raw bytes of the certificate, as a hex encoded string.

issuerDN

RDN object

R

The distinguished name of the issuer of the certificate, re-
turned as an RDN object.

keyUsage

Array of Strings

R

An array of strings indicating the value of.the Certificate key
usage extension. Possible values are:

kDigitalSignature
kDataEncipherment
kCRLSign
kNonRepudiation
kKeyAgreement
kEncipherOnly:
kKeyEncipherment
kKeyCertSign
kDecipherOnly

MD5Hash

String

The MD5 digest of the certificate, represented as a hex-encofed
string. This provides a unique fingerprint for this certificatg.

NOTE The use of MD5 and SHA1 is deprecated with PDF 2.p.

privateKeyV

alidityEnd

Date object

The date before which it’s legal to use the private key associ
ated with this certificate. If the PKUP extension is not preseft
or this property isn't present in the extension, this represents
the validity end date of the certificate itself. Before a digital [D
can be used for signing, PDF Processors should ensure that the
signing time is prior to the privateKeyValidityEnd dat¢.

privateKeyV|

hlidityStart

Date ‘object

The date after which it’s legal to use the private key as-
sociated with this certificate. If the Private Key Usage
Period (PKUP) certificate extension is not present, this
represents the validity start date of the certificate itself.
Before a digital ID can be used for signing, PDF Processors
should ensure that the signing time is more recent than the

- ot
PV LCOaces

SHA1Hash

String

The SHA1 digest of the certificate, represented as a hex-encoded
string. This provides a unique fingerprint for this certificate.

NOTE The use of MD5 and SHA1 is deprecated with PDF 2.0.

serialNumber

String

A unique identifier for this certificate, used in conjunction
with issuerDN.

subjectCN

String

The common name of the signer.

subjectDN

RDN object

The distinguished name of the signer, returned as an RDN
object.

ubRights

Rights object

The application rights that can be enabled by this certificate,
returned as a generic Rights object.
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Table 11 (continued)

Property Access

Type
Usage object R

Description

usage The purposes for which this certificate may be used within the

PDF Processor environment returned as a Usage object.

validityEnd Date object R The validity end date of the certificate. Before a digital ID can
be used for signing, PDF Processors should ensure that the

signing time is prior to the validityEnd date.

validityStart Date object R The validity start date of the certificate. Before a digital ID can
be used for signing, PDF Processors should ensure that the

cigning time ismore recentthan the validityStart date.

10.7.2.1.1 Rights Object

Tabje 12: Rights object properties lists the minimum set of properties that PDF Processors pupporting
thig standard shall implement for objects of type Rights. A Rights object représenting the ppplication
rights that can be enabled by a specific Certificate object can be accessed ‘through the |Certificate.
ubRights property.

Table 12 — Rights object properties

Prpperty | Type | Access Description
mofle String |R Possible values are:
Evaluation Rights enabled by this certificate for this[document
arewalid as long as this certificate is validl
Production Rights enabled by this certificate for this[document
are valid indefinitely
rights Array of |R Array of strings indicating the application rights that can be enabled by this
Strings certificate. Possible values are:
FormFillInAndSave The right to fill in forms, excluding signafure fields,
and to save the modified file
FormImportExport The right to import and export form data
FormAddDelete The right to add or delete a form field
SubmitStandalone The right to submit a document outside albrowser
SpawnTemplate The right to spawn page templates
Signing The right to sign existing form fields in a document
AnnotModify The right to create, delete, and modify comments
AnnotImportExport The right to import and export annotatiohs
BarcodePlaintext The right to encode the appearance of a form field as
a plain text barcode
AnnotOnline Allow online commenting. Enables uploadling of
any annotations in the document to a seryer and
downloading of annotations from a server. Does not
enable the addition of these annotations into the
document.
FormOnline Enable forms-specific online mechanisms such as
SOAP or Active Data Object
EFModify The right to create, delete, modify, and import
named embedded files. Does not apply to file attach-
ment annotations

10.7.2.1.2 Usage Object

Table 13: Usage object properties lists the minimum set of properties that PDF Processors supporting
this standard shall implement for objects of type Usage. A Usage object representing the purposes for
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which a specific certificate object may be used can be accessed through the certificate.usage
property.

Table 13 — Usage object properties

Property Type | Access Description
endUserSigning Boolean |R true if the certificate is usable for end-user signing.
endUserEncryption |Boolean |R true if the certificate is usable for end-user encryption.
10.8 col

10.8.1 General

The color|object is a convenience static object that defines the basic colors. Use this,object to set a
property of call a method that requires a color array.

10.8.2 color arrays

A color is fepresented in ECMAScript as an array containing 1, 2, 4, or 5 elements corresponding fo a
Transparent, Gray, RGB, or CMYK color space, as defined in Table 14: coloryarrays. The first element in
the array i a string denoting the color space type. The subsequent elements are numbers that range
between z¢ro and one inclusive.

For example, the color red can be represented as ['RGB", 1, 0, 0],

Invalid strings or insufficient elements in a color array causethe color to be interpreted as the color blpck.

Table 14 — caoler arrays

I . Additional .
Color spag¢e | String elements Description
Transparent | “T” 0 A tranSparent color space indicates a complete absence of color and
allowsthose portions of the document underlying the current field fo
show through.
Gray “G” 1 Colors are represented by a single value — the intensity of achromaltic

light. In this color space, 0is black, 1 is white, and intermediate valyes
represent shades of gray. For example, 0. 5 represents medium gray

RGB “"RGB” 3 Colors are represented by three values: the intensity of the red, gre¢n,
and blue components in the output. RGB is commonly used for vided
displays, which are generally based on red, green, and blue phosphdrs.

CMYK “"CMYK™\\ |4 Colors are represented by four values, the amounts of the cyan, ma-
genta, yellow, and black components in the output. This color space |s
commonly used for color printers, where they are the colors of the ihks
used in four-color printing. Only cyan, magenta and yellow are necgs-

nnnnn butblackis-senerall-usedin-printinebecause-blackinkproddces
Sy BHt B e IS5e Ty-tSeeH PHHHT S oAt Se- Bt HhEPTo

a better black than a mixture of cyan, magenta, and yellow inks and
because black ink is less expensive than the other inks.

10.8.3 color properties

The color object defines the colors listed in Table 15: color properties.

Table 15 — color properties

Color object Keyword Equivalent ECMAScript
Transparent color.transparent |[ "T" ]
Black color.black [ "g", 01

36 © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=f458bb1e87f1c2c663a5a18d6080d537

IS0 21757-1:2020(E)

Table 15 (continued)

Color object Keyword Equivalent ECMAScript
White color.white [ "e", 11
Red color.red [ "RGB", 1,0,0 ]
Green color.green [ "RGB", 0,1,0 ]
Blue color.blue [ "RGB", 0, 0, 1]
Cyan color.cyan [ "CMYK", 1,0,0,0 ]
Magenta color.magenta [ "cMYk", 0,1 0,0 ]
Yellow coloryellow [ "CcMYK", 0,0,1,0 ]
Dark Gray color.dkGray [ "G", 0.25 ]
Grdy color.gray [ "G", 0.5 ]
Light Gray color.ltGray [ "G", 0.75 1]
10.8.4 color methods
10.8.4.1 convert( colorArray, cColorspace)
Parjameters

Property Type Description

colprArray Array Array of color values,
cCdlorspace Colorspace |The color space to@hich to convert.

Retjurn Value
colpr array

Deqcription

Converts the color space and color values specified by the color object to the specified color

Conversion to the gray color space is lossy (in the same fashion that displaying a color TV

blagk-and-white TV is lossyy:

The conversion of RGBt0-€MYK does not take into account any black generation or undercol

parpmeters.

10.8.4.2 equalfcolorArray1, colorArray2)

Space:

signal on a

or removal

Parfameters

Property Type Description
colorArrayl Array The first color array for comparison.
colorArray2 Array The second color array for comparison.

Return Value

boolean

Description

Compares two Color Arrays to see if they are the same. The routine performs conversions, if necessary,
to determine if the two colors are indeed equal (for example, ["RGB",1,1,0] is equal to ["CMYK",0,0,1,0]).

Implementers of this standard shall return true if the two parameters represent the same color,
otherwise the return value shall be faise.
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10.9 collection

10.9.1 General

A collection object is obtained from the Doc.collection property. Doc.collection returns a nu11 value
when there is no PDF collection (also called PDF package and PDF portfolio).

The collection object is used to set the initial document in the collection, set the initial view of the
collection, and to get, add, and remove collection fields (or categories).

10.9.2 colectiomrproperties
Table 16: [Collection object properties lists the minimum set of properties that PDF Pfocéssors
supporting this standard shall implement for objects of type collection.
Table 16 — Collection object properties
Property Type Access Description
fields array R The fields property is an array of collectionField objects
in the collection.
initialDoc string R/W Use the initialDoc propertyto specify the document in the
collection that is initially viewéd when the collection is opengd.
The value of initialDoc is the'nname property of the Data objedt of
the initial document, ornull if no initial document is specifidd.
initialView string R/W A string describing the-initial collection view. Possible value$
include Tile, Details, Hidden, Custom, or null. The values pf
Tile and Details are built-in views, while customindicateq
that a document-based Navigator is preferred.
10.9.3 collection methods
10.9.3.1 addField( name, text[, type, order; visible, readOnly])
Parameters
Field Type Description
name String A string that is the name of the field of the collectionField object fo
be added.
text String The text of this field that is displayed to the user in the user interfacg.
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Field Type Description
type String (Optional) A string that specifies the type of data associated with the
field. Possible values are listed below:
S a string type. A field with a string value.
D a date type. A field with a date value.
N anumeric type. A field with a numeric value.
The following values identify the types of file-related fields:
F a field reserved for the file name of a member
of the collection.
Desc a field reserved for a description §tsing of a
member of the collection.
Size a field reserved for the file size’of a thember of
the collection.
ModDate a field reserved for the'modification|date of a
member of the collection.
CreationDate a field reserved-for'the creation datq of a mem-
ber of the cotleetion.
CompressedSize a field reserved for the compressed file size of a
member-of the collection.
The defaultis "s", a string type:
order Integer | (Optional) An integer that'indicates the order of the field in the display
of the collection in the tiser interface. If this parameter is not|specified,
the new field is listed last.
visible Boolean |(Optional) A Bodlean value that indicates the visibility of the fjeld. The
field is visible ifithe value is true; not visible if false. The defaultis true.
readOnly Boolean |(Optional)\A"Boolean value, the field is read only if true. THe default
is false,
If afield is read only, the user is not allowed to change the value of this
field through the user interface.

Retjurn Value

colflectionField

Degcription

Adds a new field (erZéategory) to the collection schema. The method throws an exceptionlif the field

alrgady exits.

Implementefs)of this standard shall return the collectionField object of the newly creafled field in

response.fe calls to the addrield method.

10.9.32 getField(name)

Parameters

Parameter

Type

Description

name

String

A string that is the name of the field of the collectionField object to be
retrieved.

Return Value

collectionField

Description

The getField method returns the collectionField object corresponding to the name of a collection field.
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Implementers of this standard shall return the collectionField object matching the name, or, if a
collectionField with a matching name is not found, then nu11 shall be returned.

10.9.3.3 removeField(name)

Parameters

Parameter Type Description

name String A string that is the name of the field to be removed.

Return Vatue
undefined
Descriptign

Remove a flield from the collection schema.
10.10 collectionField

10.10.1General

The properties of the collectionField object are the fields (or categories) used by the collection. [The
text propdrty (see “Table 17: collectionField object properties?) is the (display) string the user gees
in the usertinterface with viewing a listing of the files in the colleéction. Use the collectionField objject
to set the ofrder the fields are listed in the user-interface, the sort order of the listing of the files, or tq set
a field as r¢ad only.

The collectfion field values for embedded files in the collection can be got or set through getFieldvdiue
and setFidldvalue methods of the pata object.

10.10.2 collectionField properties

10.10.2.1 General

Table 17: dollectionField object properties lists the minimum set of properties that PDF Processors
supporting this standard shall implement for objects of type collectionField.

Table 17 — collectionField object properties

Propprty Type Access Description
name string R The string that specifies the name of the field.
Order integer R/W Specifies the order the field is listed in relation to other fielfs.

Field order is 0-based. When changing the value, if needed, [the
order of other fields will be incremented to prevent duplicaltes.

readOnly Boolean R/W A Boolean value that specifies whether the user may change
values of the field in the user interface. When readonly is
true, no changes are allowed.
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Table 17 (continued)

Property Type Access Description

sort integer R/W The value of sort specifies how this field contributes to the
ordering of files in the collection.

If the value is 0, this field is not used to sort the files. If the
absolute value is 1, this field is the primary sort field. If the
absolute value is 2, the field is the secondary sort field (used
to break ties on the primary sort field), and so on. Additional-
ly, the sign of value indicates the direction in which the files
should be sorted. Positive values indicate that the files are
sorted in ascending order, and negative values indjcate that
files are sorted in descending order.

text string R/W The value of text specifies the display text.used by|the field in
the user-interface.
type string R A text string that specifies the type 6f\data stored |n the field.
Possible values include:
s the value of this field is a stifing type.
D the @zalue of this field is a date type.
N the value of this field is a number type.
F the value of this field is the flile name of
a member of the collection.
Desc the value of this field is a de§cription
string of a member of the collection.
Size the value of this field is the flile size of a
member of the collection.
ModDate the value of this field is the fnodifica-
tion date of a member of the|collection.
CreationDate the value of this field is the ¢reation

date of a member of the coll¢ction.

CompressedSize the value of this field is the Jompressed
file size of a member of the dollection.

The value of this property cannot be changed for a|field
that already exists. When a new field is created using the
addField method, the type can be set.

1011 Data

10.11.1General

Thepataobject is the representation of an embedded file or data stream that is stored in theJdocument.
See|lSO 32000-2 for details.

Using Data objects is a good way to associate and embed source files, metadata, and other associated
data with a document. pata objects can be inserted from the external file system, queried, and extracted.

See the following boc properties and methods:

createDataObject( cName, cValue[, cMediaType, cCryptFilter]), dataObjects, exportDataObject(
cName[, cDIPath, bAllowAuth, nLaunch]), getDataObject(cName), importDataObject([cDIPath,
cCryptFilter]), removeDataoObject(cName), openDataObject(cName), getDataObjectContents(cName]|,
bAllowAuth]), and setbDataobjectContents(cName, oStream][, cCryptFilter]).

The following objects, properties and methods support PDF portfolios (also called PDF collections or
PDF packages):

app.newCollection, Doc.collection, Collection object, and collectionField ObjeCt
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10.11.2Data properties

Table 18: Data object properties lists the minimum set of properties that PDF Processors supporting
this standard shall implement for objects of type pata.

Table 18 — Data object properties

Property Type Access Description
creationDate Date R The creation date of the file that was embedded.
description String R/W The description associated with this data object.
MIMEType String R The MIME type associated with this data object.
modDate Date R The modification date of the file that was embedded;
name String R The name associated with this data object.
path String R The file name and extension of the file that was émbedded
size Number R The size, in bytes, of the uncompressed data object.

10.11.3Data methods

10.11.3.1

Parameters

getFieldValue(name|, includePrefix])

Pajameter Type Description
name String A string that identifies the field of interest.
includePrefi Boolean |(Optional) A Boolean value indicating whether the prefix should be ip-

cluded with the returned string. If true, the prefix is included with t
return string. Thedefault is false.

he

Return Vajlue

Object
Descriptic

Get the va
to get a fie

10.11.3.2

Parameters

e of the field as specified by the name parameter for this embedded file. When attemp
d value that is not defined in the collection schema, null is returned.

setFieldValue(name, value[, prefix])

[ing

Paameter Type Description
name String A string that is the name of the field of the collectionField object to bg
I'cll iﬂVUli.
value String A string, a number, or a date that specifies the value of the field. The
value will be type-coerced to match the schema.
prefix String ( Optional) A string that specifies the field value prefix.

Return Value

Object

Description

Type conversion is performed when setting field values. The type conversion is determined by the
collectionField in the schema. When attempting to set a field value that is not defined in the schema, an
exception is raised.
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Returns the value of the field, or nu11 if field is not present in schema.
10.12 Dialog

10.12.1General

An instance of this object is passed as a parameter to dialog box handlers (see “Dialog box handlers”).
These handlers include the initialize, validate, commit, destroy and ItemID methods of the dialog box
descriptor object literal that is passed to app.execbialog. The Dialog object allows the current state of
the Dialog to be queried and set.

10.12.2Dialog methods

10.12.2.1 General

The following section lists the minimum set of methods, including their syntakx and return yalues, that
PDH Processors supporting this standard shall implement for objects of type,bialog.

10.12.2.2 enable(...)

Parfameters
Parameter Type Description
objgct literal object For each dialog box iténi to modify, there should be an entry |n the

literal object literal with the Dialog ItemID as the label and a Boolegn value as
the value indicating if it is enabled or not.

Return Value

undefined

Degqcription

Enj]bles or disables various dialeg box elements using the object literal passed in.

Typically, enable is called in-the initialize method (see “Dialog box handlers”) of the olject literal
pasped to app.execDialog.topreset whether various dialog box elements are enabled or not

10.12.2.3 end(fitemId])

Parfameters

Parameter Type Description

itethId ItemID (optional) The ItemID of the dialog box element that will be rjeported as
dismissing the dialog.

Return Value
undefined
Description

Terminates a currently executing dialog box (as if the Cancel button had been pressed). This method takes
an optional parameter of the IltemID, a string, of the dialog box element that will be reported as dismissing
the dialog. This ItemID will be the return value of the app.execbialog call that created the dialog.
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10.12.2.4 load(...)
Parameters
Parameter Type Description
object literal object For each dialog box item to be modified, there should be an entry in the
literal object literal with the ItemID as the label and the dialog box element

contents. Similarly, if the dialog box element is hierarchical in nature

setting as the contents. If the dialog box element takes multiple values
(for example, a list_box or a popup), the value should be an object literal
consisting of the displayed entry as the label and a numeric value as the

(for example, a hier_list_box), the value should be a set of nested objgd
literals. If the numeric value is greater than 0, the item is selected, o4
erwise it is not selected.

ct
h-

Return Vajlue

undefined

Descriptic

Sets the vallues of dialog box elements using the object literal passed in. Dialog box items are identi

by an Item

Typically, 1
to app. ex

10.12.2.5
Paramete

None

Return Vajlue

object 1if
Descriptid

Gets the va
an ItemlD,
the object

dialog box
object liter
numeric vg

Typically, s

n

D which is a unique 4-character string.

bad is called in the initialize method (see “Dialog box handlers”) of the object literal pag
bcDialog to preset the value of various dialog box elements.

store()

'S

eral

n

which is a unique 4<character string. For each dialog box element, there will be an entr
iteral with the ltemID as the label and the dialog box element setting as the contents. If
element takessmultiple values (for example, a list_box or a popup), the value should b¢
al consistingtof the displayed entry as the label and a numeric value as the contents. If]
lue is greater than 0, the item was selected, otherwise it was not selected.

tore is called in the commit method (see “Dialog box handlers”) of the object literal passe

fied

sed

lues of dialog box elements as an object literal returned. Dialog box items are identifiedl by

y in
the
P an
the

d to

app.execDi

pleg to extract the value of various dialog box elements.

10.13 Do

10.13.1Ge

C

neral

This object provides the interface between a PDF document open in the viewer and the ECMAScript
interpreter. It provides methods and properties for accessing the PDF document.

You can access the poc object from ECMAScript in a variety of ways:

The this object usually points to the Doc object of the underlying document.
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Some properties and methods, such as extractPages, app.activeDocs, and app . openDoc, return the

Doc

object.

The poc object can often be accessed through event objects, which are created for each event by which
an ECMAScript is executed:

For mouse, focus, blur, calculate, validate, and format events, event. target returns the Field object
that initiated the event. You can then access the poc object through the boc method of the Field object.

For all other events, event. target points to the Doc.

10.13.2Doc properties

Tabje 19: Doc object properties lists the minimum set of properties that PDF Processors-supy

orting this

stapdard shall implement for objects of type poc.
Table 19 — Doc object properties
Property Type Access Deseription
author String R/W The author of the document:
NOTE This property has been superseded by th¢ info
property.
bageURL String R/W The base URL fonthe document is used to resolve fjelative
web links within'the document. See also URL.
bodkmarkRoot Object R The root bookmark for the bookmark tree. This bookmark
is not displayed to the user but is a programmatic ¢onstruct
used te.access the tree and the child bookmarks.
calgulate Boolean R/W If #rue (the default value), calculations can be performed for
this document. If false, calculations cannot be performed for
this document. This property supersedes the app.dalculate
property, whose use is now discouraged.
collection Collectionor |R The value of the collection property is a Collecti¢n object of
null the collection in this PDF. Properties of the collection may be
changed through the Collection object.
NOTE A PDF file cannot be converted into a PDF cpl-
lection. The attribute of a document as a PDF colle¢tion
cannot be removed. If a new collection is desired, yse app.
newCollection.
creptionDate Date R The document’s creation date.
NOTE This property has been superseded by the ijfo property.
creptor String R The creator (application name) of the document.
NOTE This property has been superseded by th¢ info
property.
dataObjeets AFFay R Afrarrayecontaininsat-the named Bataobjeetsin the
document.
delay Boolean R/W This property can delay the redrawing of any appearance
changes to every field in the document. It is generally used
to buffer a series of changes to fields before requesting that
the fields regenerate their appearance. If true, all changes are
queued until delay is reset to false, at which time all the fields
on the page are redrawn.
See also the Field object delay property
dirty Boolean R/W Specifies whether the document needs to be saved as the
result of a changes to the document. It is useful to reset the
dirty flag when performing changes that do not warrant sav-
ing, such as updating a status field.

© IS0 2020 - All rights reserved

45


https://standardsiso.com/api/?name=f458bb1e87f1c2c663a5a18d6080d537

ISO 21757-1:2020(E)

Table 19 (continued)

Property Type Access Description

disclosed Boolean R/W [Security]

Specifies whether the document should be accessible to EC-
MAScript scripts in other documents.

The app . openDoc and app . activeDocs methods check the
disclosed property of the document before returning its Doec.

docID Array R An array of two strings in hex-encoded binary format. The
first string is a permanent identifier based on the contents
of the file at the time it was originally created; it does net
change when the file is incrementally updated. The second
string is a changing identifier based on the file’s contents g
the time it was last updated. These identifiers are defined py
the optional ID entry in a PDF file’s trailer dictionary. (See
ISO 32000-2.)

documentHileName |String R The base file name, with extension, of the document ref-
erenced by the Doc. The device-independént path is not

returned. See also the path and URL-properties. The file sjze
of the document can be obtained frem the filesize property.

[l

external Boolean R Specifies whether the current document is being viewed iy
the PDF Processor applicatién or in an external window (sfich
as a web browser).

filesize Integer R The file size of the dagument in bytes.

hidden Boolean R This property is true if the document’s window is hidden. A
window may behidden, for example, because it is being op}
erated on in batch mode or if it was explicitly opened hidd¢n.
The openbataObject and app.openDoc methods can be uged
to open.a'document with a hidden window.

hostContaiper Object R/W An instance of the HostContainer object if the PDF docu-
nmient is embedded in another container such as a web broys-
er, otherwise undefined.

icons Arrayornull |R An array of named Icon objects that are present in the dod
ument-level named icons tree. If there are no named icons jn
the document, the property has a value of null.

See also addIcon(cName, icon), getIcon(cName),
importIcon(cName[, cDIPath, nPage]),
removeIcon (cName), the Field object properties
buttonGetIcon ([nFace]),buttonImportIcon([cPath,
nPage]), buttonSetIcon(olcon[, nFace]), and the Icon objpct.
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Table 19 (continued)

Property

Type

Access

Description

info

Object

R/W

Specifies an object with properties from the document infor-
mation dictionary in the PDF file. (See ISO 32000-2). Standard
entries are:

Title
Author

Authors

Subject
Keywords Creator
Producer
CreationDate
ModDate

Trapped

Properties of this object ateywriteable and setting p property
dirties the document. Additional document informjation fields
can be added by settingnon-standard properties.

NOTE Standardéntries are case insensitive, that is, info.
Keywords is thesame as info.keywords.

isModal

Object

A Boolean yalue indicating whether the document |s current-
ly in a mogdal state (for example, displaying a moddl dialog
box usiig app . execDialog).

keyjwords

Object

R/W

The'keywords that describe the document (for example,
{forms”, “taxes”, “government”).

NOTE This property has been superseded by th¢ info
property.

layput

String

R/W

Changes the page layout of the current document. Yalid val-
ues are:

SinglePage
OneColumn
TwoColumnLeft
TwoColumnRight

TwoPageLeft

TwoPageRight

metadata

String

R/W

Allows you to access the XMP metadata embedded in a PDF
document. Returns a string containing the metadatp as XML.
For information on embedded XMP metadata, see 1$0 32000-2.

Implementers of this standard shall throw a RaiseError
exception if an attempt is made to write a value to metadata
thatis not in XMP format.

modDate

Date

The date the document was last modified.

NOTE This property has been superseded by the info
property.

mouseX

Number

Gets the x coordinate of the mouse coordinates in default
user space in relation to the current page.

mouseY

Number

Gets the y coordinate of the mouse coordinates in default
user space in relation to the current page
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Table 19 (continued)
Property Type Access Description
noautocomplete Boolean R/W This property can be used to turn off the auto-complete fea-
ture for forms, for this document only:
If true, no suggestions are made as the user enters data into
a field.
If false, auto-complete respects the user preference Forms >
Auto-Complete.
Setting this property does not change the user’s auto-com-
plete preferences.
Initially, this property has a value of undefined.
numFields Integer R The total number of fields in the document. See also
getNthFieldName(nIndex).
numPages Integer R The number of pages in the document.
numTemplgtes Integer R The number of templates in the documént.
NOTE This property has been superséded by templates.
path String R The device-independent path ofthe document, for examplg:
/c/Documents/User/Examyple.pdf
The file name of the dogument can be acquired by the
documentFileName property. See also the URL property.
pageNum Integer R/W Gets or sets the curtent page of the document. When setting
pageNum to a specific page, remember that the values are
0-based.
permStatugReady Boolean R A Booleanwalue specifying whether the permissions for this
documehnthave been resolved.
Wheén-downloading over a network connection, false can
indicate that the document is not available, in the case whgre
permissions must be determined based on a certification
signature that covers the entire document.
producer String R The producer of the document.
NOTE This property has been superseded by the info
property.
requiresFu]lSave Boolean R This property is true if the document requires a full save be-
cause it is temporary or newly created. Otherwise, it is false.
securityHahdler String R The name of the security handler used to encrypt the docy-
ment. Returns null if there is no security handler (for exanp-
ple, the document is not encrypted).
selected Anfnots Array R An array of Annotation objects corresponding to all currgnt-
ly selected annotations.
Seeatsogetanmot{nPage, titame)amdtgetanmots{fPage,
nSortBy, bReverse, nFilterBy]).
subject String R/W The document’s subject.
NOTE This property has been superseded by the info
property.
templates Array R An array of the Template objects in the document. See also
createTemplate (cName, nPage),
getTemplate (cName), and
removeTemplate (cName).
title String R/W The title of the document.
NOTE This property has been superseded by the info
property.
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Table 19 (continued)

Property

Type

Access

Description

URL

String

R

The document’s URL. If the document is local, it returns a
URL based on the £ile scheme. This may be different from
the baseURL.

See also the path and documentFileName properties.

viewState

Object

R/W

An opaque object representing the current view state of
the document. The state includes, at minimum, information
about the current page number, scroll position, zoom level,

1 - 10 c
dITU TITIU TOTUS.

To set this value, you must use what was preyviously returned
from a read of the value. It can be used to restore the view
state of a document.

NOTE The objectis only defined cwithin an embefided PDF.

Zogm

Number

R/W

The current page zoom level. Allowed values are bgtween
8,33 % and 6 400 %, specified a5 a percentage nunpber. For
example, a zoom value of 100 sSpecifies 100 %.

zogdmType

String

R/W

The current zoom type pofithe document. The convgnience

zoomtype object definesall the valid zoom types:
Zoom type Keyword
NoVary zoomtype . none

FitPage zoomtype. fitP

Fitwidth
FitHeilght

FitVisibleWidth

Preferred

zoomtype.
zoomtype.

zoomtype.

zoomtype

fitW
fitH
fitv

.pref

ReflowWidth zoomtype . refw

10.13.3Doc methods

10.13.3.1 addAnnot(...)
Panameters
Parameter Type Description
object literal Object A generic object that specifies the properties of the Annotatjon object,

such as type, rect, and page, to be created.

Retjurn Vahie

Annotation

Description

Creates an annotation object having the specified properties. Properties not specified are given their
default values for the specified type of annotation.

10.13.3.2 addField(cName, cFieldType, nPageNum, oCoords)
Parameters
Parameter Type Description
cName String The name of the new field to create. This name can use the dot sep-

arator syntax to denote a hierarchy (for example, name.last creates a
parent node, name, and a child node, last).
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49


https://standardsiso.com/api/?name=f458bb1e87f1c2c663a5a18d6080d537

ISO 21757-1:2020(E)

Parameter Type Description

cFieldType String The type of form field to create. Valid types are:
text
button
combobox
listbox
checkbox
radiobutton
signature

nPageNum Number |The 0-based index of the page to which to add the field.

oCoords Array An array of four numbers in rotated user space that specifies the sizg
and placement of the form field. These four numbers aré the coordi-
nates of the bounding rectangle, in the following ordér:-upper-left x,
upper-left y, lower-right x and lower-right y. See also\the Field objedt
rect property.
If you use the Info panel to obtain the coordimates of the bounding rec-
tangle, you shall transform them from info Space to rotated user spgce.
To do this, subtract the info space y coordinate from the on-screen
page height.

Return Vallue
Field
Descriptign

Creates a new form field and returns it as a Field object.

10.13.3.3 addIcon(cName, icon)

Parameters

Paifameter Type Description
cName String The name of the new object
icon Objeet The Icon object to add.

Return Vajlue
Undefined

Descriptign

Adds a new maimed Icon object to the document-level icon tree, storing it under the specified name.

See also icons, getIcon(cName), importIcon(cName[, cDIPath, nPage]), removelcon(cName),
and the Field object methods buttonGetIcon([nFace]), buttonImportIcon([cPath, nPage]), and
buttonSetIcon(olcon[, nFace]).

10.13.3.4 addLink(nPage, oCoords)

Parameters

Parameter Type Description

nPage Number |The page on which to add the new link.
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Parameter

Type

Description

oCoords

Array

An array of four numbers in rotated user space specifying the size and
placement of the link. The numbers are the coordinates of the bounding
rectangle in the following order: upper-left x, upper-left y, lower-right x
and lower-righty.

Return Value
Link

Description

Adds anew link to the specified page with the specified coordinates, if the user has permissiop’to add links
to the document. See also getLinks(nPage, 0Coords), removeLinks(nPage, oCoords) and the'Link object.

10.13.3.5 addRecipientListCryptFilter( cCryptFilter, oGroup)

Panfameters

Parameter

Type

Description

cCryptFilter

String

The language-independent name of the crypt filter. This samp
name should be used as the value-of the cCryptFilter parameter
of the Doc methods importbataObject, createDataObject] and

setDataObjectContents,

DefEmbeddedFile; for'other PDF Processors, the value of cCrlyptFilter

NOTE For some PDE Processors the value of cCryptFilter myist be
can be any string( \F,

oGijoup

Array

An array of Group objects that lists the recipients for whom the data is
to be encrypted.

Retjurn Value
undefined
Deqcription

[Sefurity]

Adds a crypt filter to the.document. The crypt filter is used for encrypting Data objects.

See| also the

eCryptFilter

parameter of the importDataobject([cDIPath, cCrlyptFilter]),

crepteDataObjeét(VcName, cValue[, cMediaType, cCryptFilter]) and setbataObjectContefts(cName,

oStream|[, cCryptFilter]) methods.

10.13.3.6 addRequirement( cType|, oReq])

Panameters
Parameter Type Description
cType String The type of document requirement. The types are described by the
Requirements Enumerator object.
oReq Object (Optional) A Requirement object.

Return Value
undefined
Description

[Security]
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Allows a PDF document to be authored so that a certain requirement is needed for the document to
properly function in a conforming PDF Processor.

When a PDF Processor opens a document containing a requirement, it shall evaluate whether the
requirement can be satisfied before allowing the user to interact with the document. If the requirement
cannot be satisfied, the application may limit the user's interaction with the document.

10.13.3.6.1

Requirements enumerator object

This object lists all the possible types of requirements that a document may contain to properly function

in PDF Pro

CesSSor

Table 20: R
supporting

equirements enumerator property lists the minimum set of properties that PDF Prddes
this standard shall implement for objects of type Requirements Enumerator:

Table 20 — Requirements enumerator property

ors

Property Description

requirements.EnableECMAScripts

Some documents may contain data validation scripts that may
never run. For example, running of scxip®s could be controlled
a user preference that a user may disable. This property allows
a PDF document to enforce the execution of its scripts in PDF
Processor.

Py

10.13.3.6.2 Requirement object
This gener|c object contains properties that describe the nature of the requirement
Table 21: Requirement object property lists the minimum set of properties that PDF Processgors
supporting this standard shall implement for objects.of type Requirements object:
Table 21 — Requirement object property

Property Description
aRH (Optional) An array of ReqHandler objects.
10.13.3.6.3 ReqHandler object
This generfic object containshinformation about a requirement handler that can be used when a PDF
Processor finds an unrec¢ogrized requirement. The viewer should delegate requirement checking for
the unrecognized requivement to the first handler in the array that supports the type. If no requirenpent
handler cah be found.to deal with the unrecognized requirement, a generic message should be provided
by the viewer.
Table 22: RegHandler properties lists the minimum set of properties that PDF Processors supporfing

this standd

rd=shall imp]pmpnf for nhjprfc of type RegHandler:

Table 22 — ReqHandler properties

Property Description

cType

A string specifying the type of the requirement handler (see the
ReqHandlers Enumerator object for a lists of possible names).

cScriptName

of cType is regHandlers. JS.

The named script will not be executed in case the requirement
satisfied.

(Optional) A string specifying the name of a document-level EC-
MAScript present in the document. It may be present if the value

is
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10.13.3.6.4 ReqHandlers Enumerator object
This object enumerates the types of requirement handlers a document may contain.

Table 23: ReqHandlers enumerator properties lists the minimum set of properties that PDF Processors
supporting this standard shall implement for objects of type ReqHandlers Enumerator:

Table 23 — ReqHandlers enumerator properties

Property Description
reqHandlers IS This handler manages document-level scripts that deal with un-
recognized requirements in the PDF document.
regHandlers.NoOp This handler allows older viewers to ignore unrecogniged re-
quirements.

10.13.3.7 addScript( cName, cScript)

Parfameters
Parameter Type Description
cNdme String The name of the script. If a scriptwith this name already exi§ts, the
new script replaces the old ong,
cSclript String An ECMAScript expression/to’be executed when the documenit is opened.

Retjurn Value
undefined
Deqcription

Set$ a document-level script for a document,See also setaction(cTrigger, cScript), setPageaction(nPage,
cTrigger, cScript), the Bookmark  ©bject setAction(cScript) method, and the ri¢ld object
setpction(cTrigger, cScript) method:

NOTE This method overwritestany script already defined for cName.

10.13.3.8 addThumbnails([nStart, nEnd])

Parfameters

Parameter Type Description

nStart Number |(optional) A 0-based index that defines the start of an inclusifve range of
pages. If nStart and nEnd are not specified, the range of paggs is for all
pages in the document. If only nStart is specified, the range|of pages is
the single page specified by nStart. If only nEnd is specified, the range
of a pages is 0 to nEnd.

nEnd Number |(optional) A 0-based index that defines the end of an inclusive range of
pages. See nStart for details.

Return Value
undefined
Description

Creates thumbnails for the specified pages in the document. See also the removeThumbnails([nStart,
nEnd]) method.
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10.13.3.9 bringToFront()
Parameters

None

Return Value

undefined

Description

Brings an ¢gpen document to the front.

10.13.3.1¢ calculateNow()
Parameters

None
Return Value
undefined
Descriptign
Forces conlputation of all calculation fields in the current document.

When a forfm contains many calculations, there can be a significant delay after the user inputs data |nto
a field, eveh if it is not a calculation field. One strategy is toturn off calculations at some point and furn
them back pon later.

10.13.3.11 certifyInvisibleSign(oSig|[, oInfo,«¢DIPath, bUI, cLegalAttest])

Parameters

Paljameter Type Description

oSig Object The signature engine object.

olnfo Object ( optional) Additional signing information.

cDIPath String (optional) The file path for saving the signed file. The file is saved over
itself if no path is specified.

bUI Boolean |(optional) Set TRUE to enable Ul interaction. May be FALSE if a path and
certificate are supplied. The default is FALSE.

cLegal Atteft String ( optional) The signing reason.

bNoSave Boolean |(optional) A Boolean value indicating whether to close the document

without saving:

If false (the default), the user is prompted to save the document if it has
been modified.

If true, the document is closed without prompting the user and without
saving, even if the document has been modified. Be careful in using this
feature because it can cause data loss without user approval.

Return Value
Boolean
Description

Adds an invisible certification to a document.
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Implementers shall return TRUE if the signature is successfully applied to the document or FALSE if the
signature is not successfully applied.

10.13.3.12  closeDoc( bNoSave)

Parameters
Parameter Type Description
bNoSave Boolean |Iftrue, close the document without saving. If false, save or prompt user
to save before closing the document.

Return Value
undefined
Degcription

Closges the document.

It i important to use this method carefully, because it is an abrupt change in the document state that
can| affect any ECMAScript executing after the close. Triggering this’method from a page event or
Docphment event could cause the application to behave strangely.

In spme PDF Processors, a document that closes itself by execiting this.closeDoc terminate$ any script
that follows it. In other PDF Processors the script is allowed to continue and to terminat¢ naturally.
However, if the poc of the closed document is referenced,.an exception may be thrown.

10.13.3.13  createDataObject( cName, cValue[;cMediaType, cCryptFilter])

Parjameters
Parameter Type Description

cNdme String The-hame to associate with the data object.

cVdlue String A string containing the data to be embedded.

cMg¢diaType String ( optional) The media type of the data. The default is “text/plain”.

cCryptFilter String (optional) The language-independent name of a crypt filter tp use
when encrypting this data object. This crypt filter must havd previ-
ously been added to the document’s list of crypt filters, using the Doc
addRecipientListCryptFilter method, otherwise an exception will be

Retjurn Value
undefined

Deqcription

Createsa Data object.

Data objects can be constructed ad hoc. This is useful if the data is being created in ECMAScript from
sources other than an external file.

Related objects, properties, and methods are dataObjects, getDataObject, openDataObject,
importDataObject, removeDataObject, getDataObjectContents, and setDataObjectContents, and the
Data object.
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10.13.3.14  createTemplate (cName, nPage)
Parameters
Parameter Type Description
cName String The name to be associated with this page.
nPage Number |(optional) The 0-based index of the page to operate on. The default is 0,
the first page in the document.

Return Value

Template

Descriptign

[Security

Creates a

10.13.3.15

Parameters

deletePages( [nStart, nEnd])

visible template from the specified page. See also the templates property, |the
getTemplate(cName) and removeTemplate(cName) methods, and the Template objeet.

Palfameter Type Description
nStart Number |(optional) The 0-based index‘efthe first page in the range of pages tq be
deleted. The defaultis 0,.thefirst page in the document.
nEnd Number |(optional) The last page in the range of pages to be deleted. If nEnd i
not specified, only. the page specified by nStart is deleted.

Return Vajlue

undefined

Descriptign

Deletes pages from the document, If neither page of the range is specified, the first page (page @) is

deleted. Sep also extractPages (_[nStart, nEnd, cPath]).

All pages i the document cauriot be deleted. There shall be at least one page remaining.

10.13.3.14

Parameters

embedDocAsDataObject( cName, oDoc|, cCryptFilter, bUI])

Paameter Type Description

cName Stt 1115 Fhe-rmamretoassoctatewith thedata UIUjCLt.

oDoc Object The document to embed as a data object.

cCryptFilter String (optional) The language-independent name of a crypt filter to use
when encrypting this data object. This crypt filter must have pre-
viously been added to the document’s list of crypt filters, using the
addRecipientListCryptFilter method, otherwise an exception will be
thrown. The predefined Identity crypt filter can be used so that this
data object is not encrypted in a file that is otherwise encrypted by the
encryptForRecipients method.

bUI Boolean |(optional) If true, an alert may be shown if oDoc requires saving and the
permissions do not allow it to be saved. The default is false.

Return Value

56
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Description
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Embeds the specified document as a pata Object in the document.

10.13.3.17  exportAsFDF( [bAllFields, bNoPassword, aFields, bFlags, cPath, bAnnotations])

Parameters
Parameter Type Description

bAllFields Boolean |(optional) If true, all fields are exported, including those that have no
value. If false (the default), excludes those fields that ¢urrertly have
no value.

bN¢Password Boolean |(optional) If true (the default), do not include text fields that have the
password flag set in the exported FDF file.

aFiglds Array (optional) The array of field names to submit or a string contpining a
single field name:

bFlhgs Boolean |If specified, only these fields are exported, except those exclyded by
bNoPassword.

cPath String If aFields is an empty array, no fields are exported. The FDF flile might
still contain data, depending-oh the bAnnotations parameter

bAmnotations Boolean |If this parameter is omitted or is null, all fields in the form arfe export-

ed, except those excluded by bNoPassword.

Retjurn Value
Undefined

Deqcription

[Sefurity]

Exgorts form fields as an FDF file to-the local hard drive.

10.13.3.18  exportAsFDFStr([bAllFields, bNoPassword, aFields, bAnnotations, cHRef]])

Parjameters
Parameter, Type Description

bAllFields Boolean |(optional) If true, all fields are exported, including those that have no
value. If false (the default), excludes those fields that currerftly have
no value.

bN¢Password Boolean |(optional) If true (the default), do not include text fields that have the
password flag set in the exported FDF file.

aFields ATray (optional) The array of 1ield names to Submit or a string containing a
single field name:

bFlags Boolean |If specified, only these fields are exported, except those excluded by
bNoPassword.

bAnnotations Boolean |IfaFieldsis an empty array, no fields are exported. The FDF file might
still contain data, depending on the bAnnotations parameter.

cHRef String If this parameter is omitted or is null, all fields in the form are export-

ed, except those excluded by bNoPassword.

Return Value

String

© IS0 2020 - All rights reserved
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Description

Computes the same results as calling the doc.exportasFpF method, but returns the results as a string
instead of saving to a file.

If supplied, the cHRef parameter is inserted as the value of the r key in the Fpr dictionary. If not supplied,
the F key contains the value as doc. exportasFprF would produce.

10.13.3.19  exportAsText( [bNoPassword, aFields, cPath])
Parameters
Paljameter Type Description
bNoPasswqrd Boolean |(optional) If true (the default), do not include text fields that.have thq
password flag set in the exported text file.
aFields Array (optional) The array of field names to submit or a stringcontaining 3
single field name:
If specified, only these fields are exported, except those excluded by
bNoPassword.
If aFields is an empty array, no fields are exported.
If this parameter is omitted or is nullfall fields in the form are exporf-
ed, except those excluded by bNoPassword
cPath String (optional) A string specifying thie device-independent path for the filé.
The path may be relative to thelocation of the current document. If the
parameter is omitted, a dialog box is shown to let the user select the file.
The parameter cPath shall have a safe path (seeSafe path) and havela
.txt extension. This miethod will throw a NotAllowedError (see Errof
object) exception.ifthese security conditions are not met, and the mgth-
od will fail.
Return Vallue
undefined
Descriptign
[Security
Exports form fields as a tabzdélimited text file to a local hard disk. The text file that is created follpws
the convenftions specified by Microsoft Excel. In particular, exportasText correctly handles quotes and
multiline text fields.
This meth¢d writés\two lines to the text file, the first line is a tab-delimited list of the names of|the
fields speclfied by-aFields, the second line is a tab-delimited list of the values of the fields.
10.13.3.2C ) ) ) ,
Parameters
Parameter Type Description
bAllFields Boolean |(optional) If true, all fields are exported, including those that have no
value. If false (the default), excludes those fields that currently have
no value.
bNoPassword Boolean |(optional) If true (the default), do not include text fields that have the
password flag set in the exported XFDF.
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Parameter

Type

Description

aFields

Array

(optional) The array of field names to submit or a string containing a
single field name:

If specified, only these fields are exported, except those excluded by
bNoPassword.

If aFields is an empty array, no fields are exported. The XFDF file might
still contain data, depending on the bAnnotations parameter.

If this parameter is omitted or is null, all fields in the form are export-
ed, except those excluded by bNoPassword.

Specify non-terminal field names to export an entire subtreg of fields.

cPath

String

(optional) A string specifying the device-independent path’fgr the file.
The path may be relative to the location of the current docunjent. If the
parameter is omitted, a dialog box is shown to let the user select the file.

The parameter cPath shall have a safe path (see safe path)pnd have
an XFDF extension. This method will throwra NotAllowedErtor (see

Error object) exception if these security donditions are not net, and
the method will fail.

bAmnotations

Boolean

(optional) If true, annotations are inclided in the exported XJFDF file.
The default is false.

Retjurn Value
undefined

Degcription

[Sefurity]

Exgorts form fields as an XFDF file to the local‘hard drive.

XFIF is an XML representation of form data. See the document [SO 19444-1, Document manfigement —

XML forms data format for more information.

Thdre is an import version of this.same method, importAnXFDF.

NOTE If the cPath parameter is specified, this method can only be executed during batch and console
events. See Privileged versus non-privileged context for details. The event object contains a d{scussion of

ECMAScript events.

10.13.3.21 exportAsXFDFStr( bAllFields, bNoPassword, aFields, bFlags, bAnnotations, cHRef])

Panameters
Pdrameter Type Description
bAlllFields Boolean |(optional) If true, all fields are exported, including those that have no
value. If false (the default), excludes those fields that currently have
no value.
bNoPassword Boolean |(optional) If true (the default), do not include text fields that have the
password flag set in the exported XFDF file.
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Parameter

Type

Description

aFields

Array

(optional) The array of field names to submit or a string containing a
single field name:

If specified, only these fields are exported, except those excluded by
bNoPassword.

If aFields is an empty array, no fields are exported. The XFDF file might
still contain data, depending on the bAnnotations parameter.

If this parameter is omitted or is null, all fields in the form are export-
ed, except those excluded by bNoPassword.

Specify non-terminal field names to export an entire subtree of fields.

bAnnotatidgns

Boolean

Shall be false, which is the default. Annotations are not supponted:

cHRef

String

When supplied, its value is inserted as the source or targetfile/of thej
returned XFDF expression (i.e., the value of the href attribute of the {
element child of the xfdf element).

Return Vajlue

String

Descriptign

Computes
instead of

If supplied
of the xfdf

expor tAsX¥!

10.13.3.27

aving to a file.

'he same results as calling the doc. exportasxFpF method;but returns the results as a stfing

the cHRef parameter is inserted as the value of-the href attribute of the f element child
element. If not supplied, the href attribute of thie*f element key contains the value as doc.

pF would produce.

exportDataObject( cName[, cDIPath, bAllowAuth, nLaunch])

Parameters

Paifameter Type Description
cName String The name of the data object to extract.
bAllowAuth Boolean \_J(optional) If true, a dialog box is used to obtain user authorization. Ap-
thorization may be required if the data object was encrypted using the
encryptForRecipients method. Authorization dialog boxes are allowgd
if bAllowAuth is true. The default value is false.
nLaunch Number |(optional) nLaunch controls whether the file is launched, or opened,

after it is saved. Launching may involve opening an external applicatfion
if the file is not a PDF file. The values of nLaunch are:

If the value is 0, the file will not be launched after it is saved.

If the value is 1, the file will be saved and then launched. Launching will

prompt the user with a security alert warning if the file is not a PDF tile.
The user will be prompted for a save path.

If the value is 2, the file will be saved and then launched. Launching will
prompt the user with a security alert warning if the file is not a PDF file.
A temporary path is used, and the user will not be prompted for a save
path. The temporary file that is created will be deleted by PDF Proces-
sor upon application shutdown.

The default value is 0.

Return Value

Undefined
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Description

[Security]

IS0 21757-1:2020(E)

Extracts the specified data object to an external file.

Related objects, properties, and methods are dataObjects, openDataObject, createDataObject,
removeDataObject, importDataObject, getDataObjectContents, and setDataObjectContents, and the

Data object.

If cpIPath is not passed to this method, a file selection dialog box opens to allow the user to select a save

pat'\ forthe embedded - data n]r\}ar‘f

10.13.3.23  extractPages( [nStart, nEnd, cPath])

Parameters

Parameter

Type

Description

nStart

Number

(optional) A 0-based index that definesthe'Start of the range|of pages to
extract from the source document. If-only nStart is specified) the range
of pages is the single page specified'by'nStart.

nEnd

Number

(optional) A 0-based index that defines the end of the range qf pages to
extract from the source docuirent. If only nEnd is specified, the range
of pages is 0 to nEnd.

cPath

String

(optional) The device-independent path to save the new document. The
path name may be relative to the location of the current docyment.

The parameter cPath shall have a safe path (see safe path)and have a.pdf
extension. Thisimethod will throw a NotAllowedError (see 10.15, “Exrror”)
exception if these security conditions are not met, and the method will fail.

Retjurn Value
Dod

Degcription

[Sefurity]

Creptes a new document/consisting of pages extracted from the current document. If a page ffange is not

sperified, the method.egtracts all pages in the document.

Seelalso deletePages( [nStart, nEnd]).

10.13.3.24-8 ) flattenPages( [nStart, nEnd, nNonPrint])

Parnameters
Parameter Type Description

nStart Number |(optional) A 0-based index that defines the start of an inclusive range
of pages in the current document. If only nStart is specified, the page
range is the single page specified by nStart.

nEnd Number |(optional) A 0-based index that defines the end of an inclusive range of
pages in the current document.

nNonPrint Number |(optional) This parameter determines how to handle non-printing

annotations. Values are
0  (default) Non-printing annotations are flattened
1 Non-printing annotations are left as is

2 Non-printing annotations are removed from the document

© IS0 2020 - All rights reserved
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Return Value
undefined
Description

Converts all annotations in a page range to page contents. If a page range is not specified, all annotations
in the document are converted.

Great care shall be used when using this method. All annotations—including form fields, comments,
and links — on the specified range of pages are flattened. They may have appearances, but they will no
longer be apnetations:

10.13.3.25 getAnnot(nPage, cName)

Parameters

Paljameter Type Description
nPage Number |The page that contains the Annotation object.
cName String The name of the Annotation object.

Return Vajlue
Annotation or null
Descriptign

Returns arn annotation object contained on a specific document page.

10.13.3.24 getAnnotRichMedia(nPage, cName)

Parameters

Pajjameter Type Description
nPage Number |The.0-based page number that contains the AnnotRichMedia object.
cNa String The name of the AnnotRichMedia object.

Return Vajlue
AnnotRichMedia or undefined
Descriptign

This methqd gets anZnnotRichMedia object with a given name for a given page.

10.13.3.27 getAnnot3D( nPage, cName)

Parameters

Parameter Type Description
nPage Number |The 0-based page number that contains the Annot3D object.
cName String The name of the Annot3D object.

Return Value
Annot3D or undefined
Description

Gets an annot3D object with a given name from a given page.
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10.13.3.28 getAnnots(] nPage, nSortBy, bReverse, nFilterBy])

Parameters
Parameter Type Description
nPage Number |(optional) A 0-based page number. If specified, gets only annotations on
the given page. If not specified, gets annotations that meet the search
criteria from all pages.
nSortBy Number |(optional) A sort method applied to the array. Values are:
ANSB_None (default) Do not sort; equivalent to not
specitying this parameter.
ANSB_Page Use the page number as-the pfimary sort
criteria.
ANSB_Author Use the author as,the'primary| sort
criteria.
ANSB_ModDate Use the modification date as the primary
sort criterid,
ANSB_Type Use the\annotation type as the primary
sorteriteria.
bRdverse Boolean |(optional) If true, causes the arrdyto be reverse sorted with fespect to
nSortBy.
nFiJterBy Number |(optional) Gets only annotations satisfying certain criteria. alues are:
ANFB_ShouldNone (default) Get all annotations. Equivalent
of not specifying this parameter.
ANFB_ShouldPrint Only include annotations that{can be
printed.
ANFB_ShouldView Only include annotations that{can be
viewed.
ANEB_ShouldEdit Only include annotations that{can be
edited.
ANFB_ShouldAppearInPanel Only annotations that appear|in the
annotations pane.
ANFB_ShouldSummarize Only include annotations that{can be
included in a summary.
ANFB_ShouldExport Only include annotations that{can be
included in an export.
Return Value
Arrpy of Anfptation or null
Deqcription
Get arrayo cName) and
syncAnnotScan().

10.13.3.29  getAnnots3D(nPage)

Parameters

Parameter Type Description

nPage Number |The 0-based page number that contains the Annot3D objects.

Return Value

Array of Annot3D or undefined
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Description

This method returns an array of annot3D objects for a page.

10.13.3.30  getDataObject(cName)

Parameters

Parameter Type Description

cName String The name of the data object to obtain.

Return Vaiue
Data
Descriptign

Obtains a specific Data object. See also dataObjects, createDataObject(\ cName, cValue|,
cMediaType, cCryptFilter]), exportbDataobject( cName[, cDIPath, bAllowAuth, nLaunch]),
importDatgobject([cDIPath, cCryptFilter]), and removeDataobject(cName).

10.13.3.31 getDataObjectContents(cName[, bAllowAuth])

Parameters

Paljameter Type Deéscription
cName String The name associated witlrthe Data object to get.
bAllowAuth Boolean |(optional) The defaultwalue is false. If true, a dialog box is used to

obtain user authorization. Authorization may be required if the data
object was encrypted using encryptForRecipients. Authorization diallog
boxes are allowed if bAllowAuth is true.

Return Vajlue
ReadStream
Descriptign
Allows access to the contents efithe file attachment associated with a DataObject.

[A NotAlloedError is threwn and the method fails if it attempts to access the content of an embeﬂded
file attachment for whichany of the following conditions is true (all file name extension matching is
case-insenskitive):

of a Rich Media Annotation or PDF Portfolio navigator is allowed access to the content bytes of .JWF
embedded [file’attachments, it is possible that the legitimate .SWF will load a malicious .SWF.

The attaclsf'nent's file name extension is ".SWF". If a legitimate .SWF application or module run as part

The attachment's file name extension is ".GIF", ".JPG", ".JPEG", or ".PNG" and the first three bytes of
its content have the header signature of a .SWF file ("FWS" or "CWS"). The reason for this security
restriction is that the same ActionScriptflash.display.Loader class load() method that can be used to
load GIF, JPEG, and PNG images can also be used to load a SWF file. If a malicious SWF file's extension
has been altered to that of one of these image types, the SWF could be loaded.

Related objects, properties, and methods are dataObjects, getDataObject, openDataObiject,
createDataObject, importDataObject, setDataObjectContents, and removeDataObject, and the Data
object.]
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10.13.3.32  getField(cName)
Parameters

Parameter Type Description
cName String The name of the field of interest.

Return Value

Field

Des

Maypps a Field object in the PDF document to an ECMAScript variable.

cription

For|more information, see Field object.
10.13.3.33  getlcon(cName)
Parjameters

Parameter Type Description
cNgme String The name of the icon objectteobtain.
Return Value

Icon or null

Degcription

Obthins a specific icon object. See also' the icons property, the addicon(cName, icon),

impprtIcon(cName[, cDIPath, nPage])‘and removeIcon(cName) methods, and the Field object

methods buttonGetIcon([nFace]), buttenImportIcon([cPath, nPage]), and buttonsetIcon(olcon|,

nFafe]).

10.13.3.34  getLegalWarnings(bExecute)

Panameters

Parameter Type Description

bEgecute Boolean |if true, will cause the file to be examined and all detected wajrnings
will be returned. If false, the default value, the warnings thaf have been
embedded in the file, along with the certifier’s attestation (iflany) will
be returned.

Returnalue

DocLegalWarning

Description

Returns the legal warnings for this document in the form of an object with entries for each warning
that has been found in the document.

If bExecute is true, the property names correspond to PDF/SigQ level A violations listed below. If
bExecute iS false, refer to PDF Reference for a list of possible property names.

A DocLegalWarning object containing property names and values of legal warnings. The value of each
entry is the number of occurrences of this warning in the document.

©IS
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10.13.3.34.1 DocLegalWarning object

The properties listed in Table 24: DocLegalWarning Properties describe the PDF/SigQ1-A Violations.

Table 24 — DocLegalWarning Properties

Property Description

Alternatelmages Image XObject must not contain an alternate version.

Annotations The document contains comments. The visual appearances of the comments
may change based on external variables.

CatalogHadAA The document contains hidden actions that may not be intended or know] by
the end user. Actions include ECMAScript actions (document open, save, eflc.),
playing multimedia, executing a menu item, and so on.

CatalogHagOpenAction The document contains hidden actions that will be launched on open. Thege
actions may not be intended or known by the end user. Actions,include EC{
MAScript actions (document open, save, etc.), playing multimedia, executing
a menu item, and so on.

DevDepGS |FL The extended graphic state of the document uses theEL key. The key is a
number that indicates how much flatness tolerance-should exist when drav-
ing objects.

DevDepGS_TR The document uses a PDF transfer function/that interprets and replaces cqlor.
For example, it could replace black with white.

DocHasCrypptFilter Some or all of the content is encrypted and the encryption method is not. For
example, the document may be protected. The document contains stream;
encrypted using the crypt filter.

DocHasNonSigField The document contains non-signature form fields. The visual appearance pf
such fields may change based on external variables.

DocHasPrepentation Presentations are not allewed since a presentation may contain animations
or other elements that may change document appearance or behavior.

DocHasPSXObj Visual elements may change based on external variables. For example, a
logo may change.color based on time or zoom level. No PostScript XObject;
allowed.

DocHasXFA XFA-baséd (dynamic forms) documents are not allowed since such forms
couldralter the document’s appearance or behavior.

DynamicSigAP The document contains signed signature fields that may change their visupl
appearance based on external variables.

ExternalOHldicts The document links to images not in the PDF file that are used as alternatgs.
For example, an alternate, high resolution image might be specified for print-
ing. Images and form XObject must not contain an OPI alternate version.

ExternalRefXObjects Document links to images not in the PDF file. No external XObjects allowedl.

ExternalStreams Document contains external streams. The author has flagged some PDF byjtes
as a stream which may get data from an external source.

GoTo3DViewACtions The document contains Go To 3D View actions that may be used to change
the document’s visual appearance through manipulating 3D views without
the user’s knowledge.

GoToEHasF The document links to external PDF documents on the Internet, file system,
or network and it has no control over the nature of that linked content. Em-
bedded Go To actions must not refer to external hierarchies.

GoToRemoteAction The document contains Go To actions that may link to external content.

InvalidEOF The PDF file contains extra bytes after the PDF’s end of file marker.

InvalidFileHeader The PDF file contains extra bytes before the PDF’s file header.

ECMAScriptActions The document contains ECMAScript actions that may be launched without
the user’s knowledge.

LaunchActions The document contains Launch File Attachment actions.
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Table 24 (continued)
Property Description

MalformedContentStm Malformed drawing instructions: Syntax error. The page content violates
the grammar for page content definition. For example, the instruction might
specify drawing a square but the syntax for doing it is incorrect.

MovieActions The document contains Launch Movie actions that may be launched without
the user’s knowledge.

NonEmbeddedFonts Document contains non-embedded fonts. When the document opens on a
system that does not have the requisite fonts, a PDF Processor should replace
themwith-seme-otherfont-Hsersshouldalwaysturponfontrelated warnings.

OptionalContent The content of the document is divided into layers that can be silelltly dis-
played or hidden on the fly.

PageHasAA A page contains hidden actions that may not be intendedror-knowr} by the end

user. Actions include ECMAScript actions (document dpén, save, efic.), playing
multimedia, executing a menu item, and so on.

RenditionActions

The document contains rendition actions that may-be used to launth movies
without the user’s knowledge.

SetpCStateActions The document contains SetOCState action’sthat may be used to chfinge the
document’s visual appearance by modifying layers’ visibility withgut the
user’s knowledge.

SigFieldHasAA A signature field contains actions .that could be invoked by mouse pver or
other user interaction. Actions‘include ECMAScript actions (docunpent open,
save, etc.), playing multimedia;executing a menu item, and so on.

SigFieldHasAction A signature field contains,actions that could be invoked by clicking. Actions
include ECMAScript a¢tions (document open, save, etc.), playing mpltimedia,
executing a menu item, and so on.

SoyndActions The document conitains launch sound actions.

TrueTypeFonts This document uses TrueType fonts. TrueType and TrueType-based Open-

Type fonts are not allowed because they are programs and may chpnge the
document's appearance based on external variables. This restrictipn is not
required by PDF/SigQ and is not reported unless the preference sefting secu-
rity\DigSig\bTrueTypeFontPDFSigQWarn is set to 1.

UnknownNamedAction

The document contains named actions that may launch menu itemjs without
the user's knowledge.

UnknownPDFContent Unrecognized PDF content: The document contains PDF content off custom
content not supported by the PDF Processor.

UnknownPDFContentSEmOp Unrecognized drawing operator: The document contains PDF contlent or cus-
tom content not supported by the PDF Processor.

URJActions The document contains Launch URI actions that links to external dontent.

XObjHasIntexpolate The document author has enabled image interpolation. No image interpola-

tion is allowed.

10.13.3.35 getLinks(nPage, oCoords)

Parameters
Parameter Type Description
nPage Number |The page that contains the Link objects. The first page is 0.
oCoords Object An array of four numbers in rotated user space, the coordinates of a
rectangle listed in the following order: upper-left x, upper-left y, low-
er-right x and lower-right y.

Return Value

Array of Link
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Description

Gets an array of Link objects that are enclosed within specified coordinates on a page. See also
addLink(nPage, oCoords) and removeLinks(nPage, oCoords).

10.13.3.36  getNthFieldName(nIndex)

Parameters

Parameter Type Description

N2 1 ml - 1 £l P A 1 1 111 1 : 1
nIndeX INUIITUCT TTIC IIIUCT XA Ul LIIC TICIU WITUST I14I1IC SITUUIU DT UDLAIIICU.

Return Vallue
String
Descriptign

Gets the ndme of the nth field in the document. See also numFields.

10.13.3.37 getNthTemplate(nIndex)

Parameters

Paljameter Type Description

nindex Number |The index of the template to obtain.

Return Value
String
Descriptign
NOTE This method is superseded by the tenmiplates property, the getTemplate method, and the Template object.

Gets the ngme of the nth template within.the document.

10.13.3.3§ getOCGs([nPage])

Parameters

Paifameter Type Description

nPage Number |(optional) The 0-based page number. If not specified, all the OCGs
found in the document are returned. If no argument is passed, returms
all OCGs listed in alphabetical order, by name. If nPage is passed, this
method returns the OCGs for that page, in the order they were creatqd.

Return Value
Array of OCG
Description

Gets an array of oce objects found on a specified page.

10.13.3.39  getOCGOrder()
Parameters

None
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Return Value

Array or null

Description

Returns this document’s ocgorder array. This array represents how layers are displayed in the UI.
Related methods are getocGs and setocGorder, and the oce object.

Returns

An array containing OCG objects, strings, and similar subarrays, or null if no OCGs are presept.

See|setoccorder(oOrderArray) for a description of the order array.

10.13.3.40  getPageBox([cBox, nPage])

Parfameters

Parameter Type Description

cBdx String ( optional) The type of box. Valuestare :
Art

Bleed

BBox

Crop

Trim

The defaultis'Crop. For definitions of these boxes see ISO 32000-2.

nPdge Number |(optional) The 0-based index of the page. The defaultis 0, thq first page
in the document.

Return Value
rectangle
Deqcription

Getp a rectangle in regbtated user space that encompasses the named box for the pag¢. See also
setpageBoxes([cBoxX;nStart, nEnd, rBox]).

10.13.3.41 _ \getPageLabel([nPage])

Panfameters

Parameter Tvpe Description

nPage Number |(optional) The 0-based index of the page. The default is 0, the first page
in the document.

Return Value
Array
Description

Gets page label information for the specified page. If nPage is not passed, implementers shall return the
information for the first page of the document.

See setPageLabels([nPage, aLabel]) for a description of the contents of the array returned.
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10.13.3.42  getPageNthWord([nPage, nWord, bStrip])
Parameters
Parameter Type Description

nPage Number |(optional) The 0-based index of the page. The defaultis 0, the first page
in the document.

nWord Number |(optional) The 0-based index of the word. The default is 0, the first
word on the page.

bStrip Boolean |(optional) Specifies whether punctuation and white space should be
removed from the word before returning. The defaultis true.

Return Vajlue

String
Descriptid

[Security

n

Gets the nth word on the page.

See also getPageNumWords(nPage)and selectPageNthWord ([nPage, nWord), bScroll]).

Implementiers shall throw an exception if the document security is set to prevent content extractior].

10.13.3.43 getPageNthWordQuads([nPage, nWord])

Parameters

Paifameter Type Description

nPage Number |(optional) The 03based index of the page. The defaultis 0, the first page
in the document.

nWord Number |(optional)\Fhe 0-based index of the word. The default is 0, the first
word on.the page.

Return Vajlue

Quads list

Descriptid

n

[Security

Gets the q

used for cgnstructing ‘text markup, underline, strikeout, highlight and squiggly annotations. See

ads list forsthe nth word on the page. The quads property of the Annotation object can be

hlso

getPageNthWord([nPage, nWord, bStrip]), getPageNumWords (nPage), and selectPageNthWord ([nPdge,
nWord, bS¢roll]).

NOTE This method throws an excepftion 1T the document security 1s set to prevent content extraction.
10.13.3.44  getPageNumWords(nPage)
Parameters
Parameter Type Description
nPage Number |(optional) The 0-based index of the page. The default is 0, the first page
in the document.
Return Value
Integer
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Description
Gets the number of words on the page.

See also getPageNthWord([nPage, nWord, bStrip]), getPageNthWordQuads([nPage, nWord]), and
selectPageNthWord([nPage, nWord, bScroll]).

10.13.3.45  getPageRotation([nPage])

Parameters

Parameter Type Description

nPqge Number |(optional) The 0-based index of the page. The default is0, thd first page
in the document.

Return Value
Intgger
Degcription

Getp the rotation of the specified page. See also setPageRotations(fniStart, nEnd, nRotate]). [The return
valde should be a value of 0, 90, 180, or 270.

10.13.3.46  getPageTransition([nPage])

Parfameters

Parameter Type Description

nPdge Number |(optional) The 0-based index of the page. The defaultis 0, thq first page
in the document.

Return Value
Arrhy
Deqcription
Getp the transition of thé Specified page. See also setPageTransitions([nStart, nEnd, aTrans|).
Thd array returned 8hall be composed of three values: [ nDuration, cTransition, nTransHuration ].

nDufation is thé4qmaximum amount of time the page is displayed before the viewer automatically turns
to the next page. A duration of -1 indicates that there is no automatic page turning.

cTrhnsition is the name of the transition to apply to the page. See the property app. £s. trangitions for
a ligtof valid transitions.

cTransDuration is the duration (in seconds) of the transition effect.

10.13.3.47  getPrintParams()
Parameters

None

Return Value

PrintParams

Description
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Gets a PrintParams object that reflects the default print settings. See the print([bUI, nStart, nEnd,
bSilent, bShrinkToFit, bPrintAsImage, bReverse, bAnnotations, printParams])method, which now takes
the printParams object as its parameter.

10.13.3.48  getTemplate(cName)

Parameters

Parameter Type Description

cName String The name of the template to retrieve.

Return Vajue
Template gr null
Descriptign

Gets the named template from the document. If the named template does not exist in the documient,
then impleémentations shall return null. See also templates, createTemplate (cName, nPdge),
removeTemplate(cCName), and the Template object.

10.13.3.49 gotoNamedDest(cName)

Parameters

Pajjameter Type Description

cName String The name of the destination within a document.

Return Vajlue
undefined
Descriptign

Goes to a rfamed destination within the PDF document. For details on named destinations and hoyv to
create themp, see ISO 32000-2.

10.13.3.5¢ importAnFDF([cRath])

Parameters

Paifameter Type Description

cPath (optipnal) String The device-independent path to the FDF file. It should look like the
value of the F entry in an FDF file exported with the submitForm
method or with the Forms > Manage Form Data > Export Data From
Form menu item. The path may be relative to the location of the current
document. IT this parameter 1s omitted, a dialog box Is shown to Iet the
user select the file.

Return Value
undefined
Description

Imports the specified FDF file. See also importanxFpF([cPath]) and importTextData([cPath, nRow]).
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10.13.3.51  importAnXFDF([cPath])

Parameters

Parameter Type Description

cPath String (optional) The device-independent path to the XFDF file. The path may
be relative to the location of the current document. If the parameter is
omitted, a dialog box is shown to let the user select the file.

Return Value

undefined
Degcription
Imgorts the specified XFDF file containing XML form data.

XFI)F is an XML representation of PDFform data. See ISO 19444-1, the XML,Form Data Forrpat (XFDF)
Spegification for more information.

Seelalso exportasxFDF( [bAllFields, bNoPassword, aFields, cPath, bAnnetations]), importanFpr([cPath])
and| importTextData([cPath, nRow]).

10.13.3.52  importDataObject([cDIPath, cCryptFilter])

Panameters
Parameter Type Description
cNgme String The name to associate with the data object.
cDIPath String (optional) Avdevice-independent path to a data file on the usgr’s hard
drive. This path may be absolute or relative to the current ddcument. If
notspecified, the user is prompted to locate a data file.
cCrlyptFilter String (optional) The language-independent name of a crypt filter tp use

when encrypting this data object. This crypt filter must havd previ-
ously been added to the document’s list of crypt filters, using the Doc
addRecipientListCryptFilter method, otherwise an exceptior} will be
thrown. To leave this data object unencrypted in a file that i encrypted
by the Doc encryptForRecipients method, the predefined Ideptity crypt
filter can be used.

Retjurn Value
Bodlean

Deqcription

[Sefpytity]

Imports an external file into the document and associates the specified name with the data object. Data
objects can later be extracted or manipulated.

Related objects, properties, and methods are dataObjects, getDataObject, openDataObject,
createDataObject, exportDataObject, importDataObject, getDataObjectContents, and
setDataObjectContents, and the bata object.

When a file attachment is imported using importbataObject, the value of its Data.name is assigned by
the parameter cName. However, when a file is attached using the Ul, its name is automatically assigned.
The attachments are assigned the sequential names “untitied object”, “Untitled Object 2”,“Untitled
object 3”,and so on.
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Implementations shall return true if the data object is successfully imported, or shall throw an exception
if the data object cannot be imported.

10.13.3.53  importlcon(cName[, cDIPath, nPage])
Parameters
Parameter Type Description

cName String The name to associate with the icon.

cDIPath String (optional) A device-independent path to a PDF file on the user’s hard
drive. This path may be absolute or relative to the current document
cDIPath may only be specified in a batch environment or from the
console. If not specified, the nPage parameter is ignored and thelusefy is
prompted to locate a PDF file and browse to a particular page.

nPage Number |(optional) The 0-based index of the page in the PDF file t@ import as &n
icon. The default is 0.

Return Vajlue

Integer
Descriptign
[Security
Imports an icon into the document and associates it with the specified name.
See also igons, addIcon(cName, icon), getIcon(cName), removeIcon(cName), the Field object methods
buttonGetIcon([nFace]), buttonImporticon([cPath, nPage}), buttonsSeticon(oIcon[, nFace]), and|the
Icon object.
The return|value shall be an integer code indicatingwhether the import operation was successful or pot:
0 Nolerror
1 The user cancelled the dialog hox
-1 Thg¢ selected file could not beopened
-2 Th¢ selected page wasinvalid
10.13.3.54 importTextData([cPath, nRow])
Parameters
Paifameéteér Type Description
cPath String (optional) A relative device-independent path to the text file. If not
specified, the user is prompted to locate the text data file.
nRow Number |(optional) The 0-based index of the row of the data to import, not
counting the header row. If not specified, the user is prompted to select
the row to import.
Return Value

The return value shall be an integer return code from Table 25: Doc.importTextData return values.

74

Table 25 — Doc.importTextData return values

Return code Description

-3 Warning: Missing Data
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Table 25 (continued)

Return code Description

-2

Warning: User Cancelled Row Select

-1

Warning: User Cancelled File Select

No Error

Error: Cannot Open File

Error: Cannot Load Data

W N =] O

Error: Invalid Row

Degcription

Imp
text
pre
doe)
the

See

Cfurity]

also the export version of this method, exportasText( [bNoPassword, aFields, cPath]).

orts a row of data from a text file. Each row must be tab delimited. The entrj€s\in the first row of the
file are the column names of the tab delimited data. These names are also’field names fo
bent in the PDF file. The data row numbers are 0-based; that is, the firstow of data is row zero (this
s not include the column name row). When a row of data is imported;\edch column datu
field value of the field that corresponds to the column to which the€data belongs.

" text fields

m becomes

10.13.3.55 mailDoc(bUI]|, cTo, cCc, cBcc, cSubject, cMsg])
Parnameters
Parameter Type Description

bU]I Boolean |Iftrue (the défault), the rest of the parameters are used in a ¢gom-
pose-new=message window that is displayed to the user. If fa|se, the cTo
parameter is required and all others are optional.
[NOTE When this method is executed in a non-privileged context, the
bUI parameter is ignored and defaults to true. See Privileged versus
non-privileged context.]

cTo String (required if bUI is false) The semicolon-delimited list of recigients for
the message.

cCd String (optional) The semicolon-delimited list of CC recipients for the message.

cBdc String (optional) The semicolon-delimited list of BCC recipients for the message.

cSubject String (optional) The subject of the message. The length limit is 64 KB.

cMsg String (optional) The content of the message. The length limit is 64 KB.

Retjurn Value

Undefined

Description

Saves the current PDF document and mails it as an attachment to all recipients, with or without user
interaction.

See alsomailForm(bUI[, cTo, cCc, cBcc, cSubject, cMsg]), and mailMsg (buz, cTo[, cCc, cBcc, cSubject, cMsg]).
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10.13.3.56  mailForm(bUI], cTo, cCc, cBcc, cSubject, cMsg])

Parameters
Parameter Type Description

bUI Boolean |Iftrue, the rest of the parameters are used in a compose-new-message
window that is displayed to the user. If false, the cTo parameter is re-
quired and all others are optional.
[NOTE When this method is executed in a non-privileged context, the
bUI parameter is not honored and defaults to true. See Privileged ver-
SUS TIOT-Priviteged comtext:

cTo String (required if bUI is false) A semicolon-delimited list of recipients for-the
message.

cCc String (optional) A semicolon-delimited list of CC recipients for the.messagg.

cBcc String (optional) A semicolon-delimited list of BCC recipients/for the message.

cSubject String (optional) The subject of the message. The length limit is 64 KB.

cMsg String (optional) The content of the message. The length limit is 64 KB.

Return Vajlue
undefined
Descriptign

Exports the form data and mails the resulting FDF file as an attachment to all recipients, with or without
user interaction. The method does not support signed signatue fields.

See also mpilpoc(bUI], cTo, cCc, cBcc, cSubject, cMsg)]);'and app.mailMsg(bUI, cTo[, cCc, cHec,
cSubject, |cMsg]).

10.13.3.57 movePage([nPage, nAfter])

Parameters

Palfameter Type Description
nPage Number \.}(optional) The 0-based index of the page to move. The defaultis 0.
nAfter Number |(optional) The 0-based index of the page after which to move the spejc-

ified page. Use -1 to move the page before the first page of the docu-
ment. The default is the last page in the document.

Return Vajlue

undefined

Descriptign

Moves a page within the document.

10.13.3.58 newPage([nPage, nWidth, nHeight])

Parameters
Parameter Type Description
nPage Number |(optional) The page after which to add the new page in a 1-based page
numbering system. The default is the last page of the document. Use 0
to add a page before the first page. An invalid page range is truncated to
the valid range of pages.
nWidth Number |(optional) The width of the page in points. The default value is 612.
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Parameter Type Description
nHeight Number |(optional) The height of the page in points. The default value is 792.

Return Value
undefined

Description

[Security]

Addsanew page to the active doCUment.

10.13.3.59  openDataObject(cName)

Parameters

Parameter Type Description
cNdme String The name of the data object.

Retjurn Value
Dog
Degqcription

Retlirns the poc of a PDF document that is an embedded data object (an attachment) within the
document that this method is being called for.

Themethod shall throw an exception instead of returning a boc if any of the following conditiops are true.

— |The document that this method is being called for does not contain the requested [embedded
data object.

— | The data object is not a PDF documient.
— |Permissions forbid opening:attachments by means of ECMAScript.
Theg document should be closéd (using closeboc) after it is no longer needed.

Theg name of a data ebject is a property of the Data object. A name is given to the object when it is
embedded, automatically by a PDF Processor, or programmatically by the ECMAScrigt methods
crepteDataObject O importDataObject.

Related objects, properties, and methods are dataObjects, getDataObjedtContents,
setPataQbjectContents, createDataObject, and importDataObject, and the pata object.

Parameters
Parameter Type Description
bUI Boolean |(optional) If true (the default), will cause a Ul to be presented to the
user to obtain printing information and confirm the action.
nStart Number |(optional) A 0-based index that defines the start of an inclusive range

of pages. If nStart and nEnd are not specified, all pages in the document
are printed. If only nStart is specified, the range of pages is the single
page specified by nStart.

If nStart and nEnd parameters are used, bUI must be false.
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Parameter Type Description

nEnd Number |(optional) A 0-based index that defines the end of an inclusive page
range. If nStart and nEnd are not specified, all pages in the document
are printed. If only nEnd is specified, the range of a pages is 0 to nEnd.
If nStart and nEnd parameters are used, bUI must be false.

bSilent Boolean |(optional) If true, suppresses the cancel dialog box while the document
is printing. The default is false.

bShrinkToFit Boolean |(optional) If true, the page is shrunk (if necessary) to fit within the im-
ageable area of the printed page. If false, it is not. The default is false.

bPrintAsInfage Boolean |(optional) IT true, print pages as an image. The default 1s 1alse.

bReverse Boolean |(optional) If true, print from nEnd to nStart. The default is false.

bAnnotatigns Boolean |(optional) If true (the default), annotations are printed.

printParanys Object (optional) The PrintParams object containing the settingsto use for
printing. If this parameter is passed, any other paraméters are ignorgd.

Return Vajlue

undefined

Descriptig

[Security

Prints all or a specific number of pages of the document.

10.13.3.61

n

removeDataObject(cName)

Parameters

Pai

ameter

Type

Description

cName

String

The name.ofthe data object to remove.

Return Vajlue

undefined
Descriptid

Deletes the

Related opjects,
createData

setDataOb]

The name

n

data object corfesponding to the specified name from the document.

properties, and methods are dataObjects, getDataObject, openDataObjpct,
Object, removeDataObject, importDataObject, getDataObjectContents, and
ectCofitents, and the pata object.

of-a data object is a property of the Data object. A name is given to the object when

tis

b dd d ) 4= b 1l 1 DL D 4t 1l ) 4] O MNAC raands. 4]
embpe e , CILIICTT dUTLULIIAUILAITY Uy d T' UL TTULTSSUL Ul PTrUgldIINIIdtitdlily Uy UIT LUNIASUIIPUIIITUL

ods

createDataObject or importDataObject.

10.13.3.62 removeField(cName)
Parameters

Parameter Type Description
cName String The field name to remove.

Return Value

undefined

78
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Description

Removes the specified field from the document. If the field appears on more than one page, all
representations are removed.

10.13.3.63 removelcon(cName)

Parameters

Parameter Type Description

Pal . ol £l :
CNC ITIC O LIy I'TIC II4111C Ul ULIIC ICUIT LU TCIIIUVCC,

Return Value

undefined

Degcription

Removes the specified named icon from the document.

Thg name of the icon is a property of the 1con object. A name is given to-the object either by importicon,
whén the icon file is imported into the document, or by addIcon, which names an icon that i not in the
document-level named icons tree.

See|also icons, addIcon(cName, icon), getIcon(cName), . and importIcon(cName[, cDIPath, nPage]),
the| Field object methods buttonGetIcon([nFace]),\"buttonImporticon([cPath, nPajge]), and
butfonsSetIcon(olcon[, nFace]), and the Icon object.

10.13.3.64 removeLinks(nPage, oCoords)

Parnameters
Parameter Type Description
nPqge Number YThe 0-based index of the page from which to remove links.
oCqords Object An array of four numbers in rotated user space, the coordinaftes of a
rectangle listed in the following order: upper-left x, upper-left y, low-
er-right x, and lower-right y.

Return Value
undefined

Deqcription

page within the specified coordinates.

If ‘i%e user-has permission to remove links from the document, removes all the links on the specified

Use getLinks to help count the number of links removed.

See also addLink (nPage, oCoords), getLinks(nPage, oCoords), and the Link object.

10.13.3.65 removeRequirement(cType)

Parameters
Parameter Type Description
cType String The type of requirement to be removed. The types are described by the
Requirements Enumerator object.

Return Value
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undefined

Description

[Security]

Removes an existing requirement present in a PDF document. Removing a requirement frees PDF
Processors from having to fulfill it to open the document. The document may not function properly if a
requirement is removed.

10.13.3.66  removeScript(cName)
Parameters

Pajjameter Type Description
cName String The name of the script to remove.

Return Vajlue

undefined
Descriptid

Removes a

10.13.3.67

n

document-level ECMAScript, if permissions for script remgval is granted.

removeTemplate(cName)

Parameters

Pai

ameter Type

Description

cName

String

The name of the-script to remove.

Return Vajlue

undefined

Descriptid

[Security

n

Removes the named template\from the document.

The templa
either by a

See also telmplates, createTemplate (CName, nPage), getTemplate(cName), and the Template object

te name is agroperty of the Template object. A name is given to a template when it is creafted,
PDF Processor or by the ECMAScript method getTemplate.

10.13.3.6 rnmnvn"l‘hllmhnai]c([ncfarf’ nFnd])
Parameters
Parameter Type Description

nStart Number |(optional) A 0-based index that defines the start of an inclusive range
of pages. If nStart and nEnd are not specified, operates on all pages in
the document. If only nStart is specified, the range of pages is the single
page specified by nStart.

nEnd Number |(optional) A 0-based index that defines the end of an inclusive range of
pages. If nStart and nEnd are not specified, operates on all pages in the
document. If only nEnd is specified, the range of pages is 0 to nEnd.

Return Value

80
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undefined

Description

Deletes thumbnails for the specified pages in the document. See also addThumbnails([nStart, nEnd]).

10.13.3.69  resetForm([aFields])

Parameters
Parameter Type Description
aFiglds Array (optional) An array specifying the fields to reset. If not présent or null,
all fields in the form are reset. You can include non-terminal fields in
the array.
Return Value
Undefined
Degqcription
Respts the field values within a document. Resetting a field causes it\to take on its default vallue (which,
in the case of text fields, is usually blank).
10.13.3.70  scroll(nX, nY)
Panameters
Parameter Type Description
nX Number |The x coordinate for the point to scroll.
nY Number |The ycoordinate for the point to scroll.
Retjurn Value
undefined
Degqcription
Scrolls the specified pointon the current page into the middle of the current view. These doordinates

mu

t be defined in rotated user space. See ISO 32000-2 for details.

10.13.3.71 _selectPageNthWord([nPage, nWord, bScroll])
Panameters
Parameter Type Description

nPage Number _|(optional) The U-based Index of the page to operate on. The defaultis 0,
the first page in the document.

nWord Number |(optional) The 0-based index of the word to obtain. The defaultis 0, the
first word on the page.

bScroll Boolean |(optional) Specifies whether to scroll the selected word into the view if
it is not already viewable. The default is true.

Return Value

undefined

Description

Changes the current page number and selects the specified word on the page.
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See also getPageNthword([nPage, nWord, bStrip]), getPageNthWordQuads([nPage, nWord]), and
getPageNumWords (nPage).

10.13.3.72  setAction(cTrigger, cScript)

Parameters
Parameter Type Description

cTrigger String The name of the trigger point to which to attach the action. Values are:
— WillClose
— WillSave
— DidSave
WillPrint DidPrint

cScript String The ECMAScript expression to be executed when the tfigger is activafed.

Return Value
undefined
Descriptign
Sets the EQMAScript action of the document for a given trigger.

See also addscript( cName, cScript), setPageAction(nPage, «Trigger, cScript), the Bookmark object
setaction(cTrigger, cScript) method, and the Field object setaction(cTrigger, cScript) method.

NOTE This method will overwrite any action already defined for the selected trigger.

10.13.3.73 setDataObjectContents(cName, oStream|, cCryptFilter])

Parameters

Paifameter Type Description
cName String Fhe'name associated with the Data object that is to be replaced with
oStream.
oStream Object A ReadStream object representing the contents of the file attachment.
cCryptFiltdr (optional) The language-independent name of a crypt filter to use when
encrypting this data object.

Return Vajlue
Undefined

Descriptign

Replaces the file attachment specified by the parameter cName with the contents of the ostream
parameter.

10.13.3.74  setOCGOrder(oOrderArray)

Parameters
Parameter Type Description
oOrderArray Object The array to be used as this document’s OCG Order array.

Return Value

undefined
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Description
Sets this document’s ocGorder array. This array represents how layers are displayed in the Ul

The simplest order array is a flat array of oce objects. In this case, the listed oces are displayed in the
Ul as a flat list in the same order. If a subarray is present in the order array and the first element of the
array is a string, the string will be listed with the rest of the array nested underneath it. If the first
element of the array is not a string, the entire array will appear nested underneath the OCG preceding
the subarray.

Related methods are getocGs and getocGorder, and the oce object.

10.13.3.75  setPageAction(nPage, cTrigger, cScript)

Panameters
Parameter Type Description
cTrijgger String The trigger for the action. Values are:
Open
Close
cScript String The ECMAScript expression torbe-€xecuted when the trigger is activated.

Retjurn Value

undefined

Degcription

Sets the action of a page in a document for a givén trigger.

See| also setAction, addScript, the Bookmark object setAction method, and the rFifpld object
setpction method.

NOTE This method will overwrite'any action already defined for the chosen page and trigger.

10.13.3.76  setPageBoxes([cBox, nStart, nEnd, rBox])

Parfameters

Parameter Type Description

cBdx String ( optional) The box type value, one of :
Art
Bleed

Crop

Media Trim

Note that the BBox box type is read-only and only supported in
getPageBox. For definitions of these boxes, see ISO 32000-2.

nStart Number |(optional) A 0-based index that defines the start of an inclusive range
of pages in the document to be operated on. If nStart and nEnd are not
specified, operates on all pages in the document. If only nStart is spec-
ified, the range of pages is the single page specified by nStart.

nEnd Number |(optional) A 0-based index that defines the end of an inclusive range of
pages in the document to be operated on. If nStart and nEnd are not
specified, operates on all pages in the document.

rBox Number |(optional) An array of four numbers in rotated user space to which to
set the specified box. If not provided, the specified box is removed.
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Return Value

undefined

Description

Sets a rectangle that encompasses the named box for the specified pages.

See also getpageBox([cBox, nPage]).

10.13.3.77  setPageLabels([nPage, aLabel])
Parameters
Palfameter Type Description
nPage Number |(optional) The 0-based index for the page to be labeled.
aLabel Array (optional) An array of three required items [cStyle; ¢Prefix, nStagt |:

R or r

A or a

cStyle is the style of page numbering. It can be:

D decimal numbering

roman numbering, upper ok lower case
alphabetic numberingipper or lower case

See the PDF Reference for the exaet'definitions of these styles.
cPrefix a string to prefixthe numeric portion of the page label.

nStart the ordinal with'which to start numbering the pages.

1%

If not supplied, any pagesaittmbering is removed for the specified pag|
and any others up to the next specified label.

The value of aLabel¢annot be null.

Return Vajlue

undefined
Descriptid

Establishe
with an att

n

the numbering schemé for the specified page and all pages following it until the next g
ached label is encountered.

See also geltrPageLabel([nPage]).

age

10.13.3.79 setPageRotations([nStart, nEnd, nRotate])
Parameters
Palfameter Type Description

nStart Number |(optional) A 0-based index that defines the start of an inclusive range
of pages in the document to be operated on. If nStart and nEnd are not
specified, operates on all pages in the document. If only nStart is spec-
ified, the range of pages is the single page specified by nstart.

nEnd Number |(optional) A 0-based index that defines the end of an inclusive range of
pages in the document to be operated on. [f nStart and nEnd are not
specified, operates on all pages in the document. If only nEnd is speci-
fied, the range of pages is 0 to nEnd.

nRotate Number |(optional) The amount of rotation that should be applied to the target
pages. Can be 0, 90, 180, or 270. The default is 0.

Return Value

84 © IS0 2020 - All rights reserved



https://standardsiso.com/api/?name=f458bb1e87f1c2c663a5a18d6080d537

IS0 21757-1:2020(E)

undefined
Description
Rotates the specified pages in the current document.

See also getPageRotation([nPage]).

10.13.3.79  setPageTabOrder(nPage, cOrder)

Parameters
Parameter Type Description

nPqge Number |The 0-based index of the page number on which thetabbing order is
to be set.

cO1lder String The order to be used. Values are:
rows
columns
structure

Retjurn Value
Undefined
Degcription

Sets$ the tab order of the form fields on a page. The tab order can be set by row, by colyimn, or by
strycture.

10.13.3.80  setPageTransitions([nStart)nEnd, aTrans])

Parjameters
Parameter Type Description

nStart Number |(optional) A 0-based index that defines the start of an inclusive range
of pages in the document to be operated on. If nStart and nEnd are not
specified, operates on all pages in the document. If only nStaft is speci-
fied, the range of pages is the single page specified by nStart

nEnd Number |(optional) A 0-based index that defines the end of an inclusive range
of pages in the document to be operated on. If nStart and nErd are not
specified, operates on all pages in the document. If only nEnd is speci-
fied, the range of pages is 0 to nEnd.

aTrpns Array ( optional) The page transition array consists of three valueq:
nDuration
cTransition
nTransDuration

nDuration is the maximum amount of time the page is displayed before
the viewer automatically turns to the next page. Set to -1 to turn off
automatic page turning.

cTransition is the name of the transition to apply to the page. See
fullScreen.transitions for a list of valid transitions.

nTransDuration is the duration (in seconds) of the transition effect. If
aTrans is not present, any page transitions for the pages are removed.

Return Value
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undefined

Description

Sets the page transition for a specific range of pages.

See also getpPageTransition([nPage]).

10.13.3.81  spawnPageFromTemplate(cTemplate[, nPage, bRename, bOverlay, 0XObject])
Parameters
Paijameter Type Description

cTemplate String The template name.

nPage Number |(optional) The 0-based page number before which or intg which the
template is spawned, depending on the value of boverlay. If nPage i}
omitted, a new page is created at the end of the document.

bRename Boolean |(optional) Specifies whether fields should be renamed. The default ig
true.

bOverlay Boolean |(optional) If false, the template is inserted‘before the page specified
by nPage. If true (the default) it is overlaid*on top of that page.

0XObject Object (optional) The value of this parameter<s the return value of an earligr

call to spawnPageFromTemplate:

Return Vajlue

Object

Descriptid

n

NOTE This method has been superseded by templates, createTemplate, and the Template object spawn method.

Spawns a g

age in the document using the givefitemplate, as returned by getNthTemplate.

This methpd returns an object representing the page contents of the page spawned. This retjurn

object can|then be used as the value-of the optional parameter oxobject for subsequent call§ to
spawnPagel'romTemplate.
10.13.3.82 submitForm(cURL[, bFDF, bEmpty, aFields, bGet, bAnnotations, bXML,
bIncrCharges, bPDF, bCanotiiical, bExcINonUserAnnots, bExclFKey, cPassword, bEmbedForm,
oEcmasScript, cSubmitAs, biIncINMKey, aPackets, cCharset, 0XML, cPermlID, cInstID, cUsageRights)
Parameters
Parameter Type Description
cURL String The URL to submit to. This string must end in #FDF if the result fronj
the submission is FDF or XFDF (that is, the value of cSubmitAs is “FDF”
or “xFDF") and the document is being viewed inside a browser window.
bFDF Boolean |(optional) If true (the default) form data is submitted as FDF. If false,
itis submitted as URL-encoded HTML.
[NOTE This option has been deprecated; use cSubmitAs instead.
bEmpty Boolean |(optional) If true, submit all fields, including those that have no value.
If false (the default), exclude fields that currently have no value.
[NOTE If datais submitted as XDP, XML, or XFD (see the cSubmitas
parameter, below), this parameter is ignored. All fields are submitted,
even fields that are empty. See aFields.
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Parameter

Type

Description

aFields

Array

(optional) An array of field names to submit or a string containing a

single field name:

If supplied, only the fields indicated are submitted, except those exclud-

ed by bEmpty.

If omitted or null, all fields are submitted, except those excluded by

bEmpty.

If an empty array, no fields are submitted. A submitted FDF f
still contain data if bAnnotations is true.

ile might

You can specify non-terminal field names to export an entix
of fields.

[NOTE If datais submitted as XDP, XML, or XFD (see the cS
parameter), this parameter is ignored. All fields are submitte
fields that are empty. See bEmpty .

b subtree

hibmitAs
d, even

bGégt

Boolean

(optional) If t rue, submit using the HTTP GET'\method. If fa]
fault), use a POST. GET is only allowed if the.data is sent as H
is, cSubmitAs is HTML).

se (the de-
ML (that

bAmnotations

Boolean

(optional) If t rue, annotations are included in the submitted
file. The defaultis false. Only applicable if cSubmitas is FDF

FDF or XML
I XFDF.

bIngrChanges

Boolean

(optional) If true, include the-ificremental changes to the PD}
ment in the submitted FDF)file. The default is false. Only app
cSubmitAs is FDF.

docu-
icable if

bC4qnonical

Boolean

(optional) If true, conivert any dates being submitted to stan|
mat (thatis, D:YYYYMMDDHHmmSSOHH mm’; see ISO 3200
default is false:

dard for-
-2). The

bEscINonUserAnnots

Boolean

(optional) If £zue, exclude any annotations that are not owng
current user. The default is false.

d by the

bEjclFKey

Boolean

(optional) If true, exclude the F entry. The defaultis false.

cPassword

String

(eptional) The password to use to generate the encryption k
FDF file needs to be encrypted before being submitted.

Pass the value true (no quotes) to use the password that the U
previously entered for submitting or receiving an encrypted K
no password has been entered, the user is prompted to enter :

Regardless of whether the password is passed in or requests
user, this new password is remembered within a PDF Proces
for future outgoing or incoming encrypted FDF files.

Only applicable if cSubmitAs is FDF.

Caution: You cannot create password-encrypted FDF files. If
parameter is used, a form trying to submit a password-encry
will throw an ESErrorInvalidArgs exception and the form
sion will not occur.

by, if the

ser has
DF file. If
password.

d from the
Kor session

this
pted FDF
submis-

bEmbedForm

boolean

(optionalJ If true, the call embeds the entire form from whic
is being submitted in the FDF file.

Only applicable if cSubmitAs is FDF.

the data

oJavaScript

Ob ject

(optional) Can be used to include Before, After, and Doc scrip

submitted FDF file. If present, the value is converted directly to an
analogous CosObj and used as the ECMAScript attribute in the FDF file.

Only applicable if cSubmitAs is FDF.

tsina
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Parameter Type Description
cSubmitAs String (optional) This parameter indicates the format for submission.
Values are
FDF Submit as FDF
XFDF Submit as XFDF
HTML Submit as HTML
XDP Submit as XDP
XML Submit as XML. Form data is submitted in XML format unless
‘\:11': Pal C\lllCtCl UX‘I\"’IL LUlltaillb d Vd}ld X}":LDG‘CG UILIJ.CLt, ill
which case that is what gets submitted instead.
XFD cSubmitAs Submit as Form Client Data File
PDF Submit the complete PDF document; all other parameters
except cURL are ignored.
The default is FDF.
This parameter supersedes the individual format parameters. Howeyer,
they are considered in the following priority,otder, from high to low
cSubmi tAs, bPDF, bXML, bFDF.
bIncINMKe}y Boolean |(optional) If true, include the NM entry of ahy annotations. The default
is false.
aPackets Array (optional) An array of strings, specifying which packets to include injJan
XDP submission. This parameter.is only applicable if cSubmitAs is XIDP.
Possible strings are:
config datasets sourceSetstylesheet template
pdf The PDF shoiild be embedded; if pdfis not included, only a link
to the PDRds included in the XDP.
xfdf Include annotations in the XDP (since that packet uses
XFDFE-format)
* All packets should be included in the XDP. The default for pff
Is to include it as a reference. To embed the PDF file in the ¥DP,
explicitly specify pdf as one of the packets.
The'default is: ["datasets", "xfdf"].
cCharset String (optional) The encoding for the values submitted. String values are
utf-8, utf-16, Shift-JIS, BigFive, GBK, and UHC.
If not passed ut£-8 should be used.
XFDF submission ignores this value and always uses ut£-8.
oXML Object (optional) This parameter is only applicable if cSubmitas equals xm3. It
should be an XMLData object, which will get submitted.
cPermID Sting (optional) Specifies a permanent ID to assign to the PDF that is submiit-
ted if either the value of cSubmitAs is PDF or bEmbedFormis true. This
permanent ID is the first entry in the docID array (docID[0]).
Does not affect the current document.
cInstID String (optional) Specifies an instance ID to assign to the PDF that is submit-
ted if either the value of cSubmitAs is PDF or bEmbedForm is true. This
instance ID is the second entry in the docID array (docID[1]).
Does not affect the current document.
cUsageRights String (optional) Specifies the additional usage rights to be applied to the PDF
that is submitted if either the value of cSubmitAs is PDF or bEmbedForm
is true. The only valid value is submi tFormUsageRights.RMA.
Does not affect the current document.

Return Value

88
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undefined

Description

Submits the form to a specified URL. To call this method, you must be running inside a web browser
or have an applicable PDF Processor plug-in installed. (If the URL uses the “mailto” scheme, it will be
honored even if not running inside a web browser, as long as a SendMail plug-in is present.)

The https protocol is supported for secure connections.

10.13.3.83 syncAnnotScan()

Parn
Nor
Ret]
und
Deg
Gug

To
Nor
ast

ameters
e

urn Value
efined
cription

rantees that all annotations will be scanned by the time this méthod returns.

mally, a background task runs that examines every page and looks for annotations duri
his scan is a time-consuming task. Much of the annotation behavior works gracefully eve

bhow or process annotations for the entire document, all annotations must have bee]:_I; detected.

idle time,
h when the

fullllist of annotations is not yet acquired by background scanning.

In general, you should call this method if you wantithe entire list of annotations.

Seelalso getannots([ nPage, nSortBy, bReverse} nFilterBy]).

10.13.3.84  timestampSign([oSig, eDIPath, bUI])

Parjameters

Parameter Type Description

oSig Object (optional) The signature engine object. If this parameter is npt speci-
fied, the default (internal) signature engine is used.

cDIPath String (optional) The file path for saving the signed file. If this parameter is
not specified, the file is saved over itself.

bU] Boolean |(optional) Set TRUE to enable Ul interaction. May be FALSE if a path is
supplied. The default is FALSE.

Return Value

Booleas

Description

Adds an invisible timestamp to a document.

Returns TrUE if the signing was successful.

10.

14 Embedded PDF

10.14.1General

This object describes an API exposed to the object model of a container application that allows sending
and receiving messages from an embedded PDF document. For example, when a PDF document is
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embedded in an HTML document using the <OBJECT> tag, the PDF object is scripted in the browser
scripting context.

The HostContainer object provides the corresponding interface in the PDF scripting model. Both the
container and PDF document must explicitly allow this communication to occur for security reasons.

10.14.2Embedded PDF properties

10.14.2.1 General

Table 26: Fmbeddet : )
supporting this standard shall implement for objects of type Embedded PDF.

S$0r'S

Table 26 — Embedded PDF object properties

Propprty Type Access Description

messageHandler Object R/W This property allows a script running in,the web brows-
er scripting context to register a notification object that
will be called if a script in the PDF, document calls the Doc
hostContainer.postMessage methed:

10.14.2.1.1 messageHandler object details

The value ¢f this property is an object that may expose the methods listed in Table 27: messageHanfller
methods.

Table 27 — messageHandler methods

Methgd Description

onMessage If present, this method will be called.in response to the Doc hostContainer.postMessage
method. The message is delivered-asynchronously. The method is passed a single array p4-
rameter containing the arrayypassed to the postMessage method.

onError If present, this method will be called in response to an error. It is passed an Error object and
an array of strings corresponding to the message that caused the error. If an error occurs
and this property is tindefined, the error will not be delivered (unlike messages, errors aife
not queued).

The name property of the Exrror object will be set to one of the following strings:
“MessageGeneralError”: A general error occurred.
“MessdgeNotAllowedError”: The operation failed for security reasons.

“MesSageDocNotDisclosedError”: The document has not been configured for disclosurg
tosthe host container. The hostContainer.messageHandler.onDisclose property of the Do
must be initialized correctly.

19

“MessageDocRefusedDisclosureError’: The document has refused to disclose itself to the
oSt container based on the URL because the hostContainer.messagelandler.onDisclose
method returned false.

When the methods are invoked, this object will be the messageHandler instance that the method is
being called on. Properties on the messageHandler property that begin with on are reserved for future
use as notification methods.

If the PDF document has had the postMessage method called on it prior to this method being registered,
all of the queued messages will subsequently be passed to the messageHandler object once it is set.

Messages are guaranteed to be delivered in the order in which they are posted and errors are
guaranteed to be delivered in the order in which they occurred. However, there is no correspondence
between the delivery order of messages and errors.
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Exceptions thrown from within the handler methods will be discarded. Messages and errors
delivered while inside an onMessage / onError handler.

10.14.3Embedded PDF methods

10.14.3.1 General

will not be

The following section lists the minimum set of methods, including their syntax and return values, that

PDF Processors supporting this standard shall implement for objects of type Embedded PDF.

10.14.3.2 postMessage(aMessage)
Panameters
Parameter Type Description
aMessage Array An array of one or more strings that will be passed to onMespage.
Return Value
undefined
Deqcription
Sends a message asynchronously to the PDF document<message handler if the PDF|document

has| disclosed itself by returning true from the onDisclosed method of the HostContai
mesfageHandler property.

Thg message is passed to the onMessage method ofitlie messageHandler.

If tH
metf
PDH
pro

e PDF document does not disclose itself to.the host container, an error will be passed to
hod of the messageHandler property.dt)some later point after postMessage has retur
document has not registered to recéive events by setting the Doc hostContainer.mess
perty, the events will be queued until the PDF document sets the property.

The
am

messages will be submitted to a queue of messages until they are delivered. If the queue s
hximum, an error will be thrown until some of the messages in the queue have been deliy

1015 Error

.15.1General

br objects.are dynamically created whenever an exception is thrown from methods or
lementédvin ECMAScript. Several subclasses of the Error object can be thrown by cor
e theUError object as prototype. ECMAScript can throw some of these exceptions or
classes of the Error object at its convenience. If your scripts are using the mechanism ¢

ner object

he onError
ned. If the
hgeHandler

ze exceeds
rered.

properties
e. They all
implement

Table 28 — Error objects

f try/catch

Error object

Brief description

RangeError Argument value is out of valid range.
TypeError Wrong type of argument value.
ReferenceError Reading a variable that does not exist.
MissingArgError Missing required argument.
NumberOfArgsError Invalid number of arguments to a method.
InvalidSetError A property set is not valid or possible.
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Table 28 (continued)

Error object Brief description
InvalidGetError A property get is not valid or possible.
OutOfMemoryError Out of memory condition occurred.
NotSupportedError Functionality not supported.

NotAllowedError Method or property is not allowed for security reasons.

GeneralError Unspecified error cause.

RaiseError Internal error.

DeadObjecftError Object is dead.

HelpError User requested for help with a method.

Error objeft types implemented by ECMAScript inherit properties and methods from the, core Efror

object. Sonmpe ECMAScript objects may implement their own specific types of exception, Adescription of

the Errors
for the par

10.15.2Er

Table 29: H
this standd

ibclass (with added methods and properties, if any) should be provided in the-documenta
Ficular object.

"or properties

rror object properties lists the minimum set of properties that'PDF Processors suppor
rd shall implement for objects of type Error.

Table 29 — Error object properties

Fion

[ing

Property Type Access Description

fileName String R The nameof the script that caused the exception to be
throwi

lineNumbef Integer R The, offending line number from where an exception waf
thrown in the ECMAScript code.

extMessagd String R A message providing additional details about the exceptfon.

message String R The error message providing details about the exceptioh.

name String R/ W The name of the Error object subclass, indicating the type
of the Error object instance.

10.15.3Error methods

The followfng section listS'the minimum set of methods, including their syntax and return values, that

PDF Procegsors supporting this standard shall implement for objects of type Error.

10.15.3.1 toString(...)

Parameters

None

Return Value

String

Description

Gets the error message that provides details about the exception.

92

© IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=f458bb1e87f1c2c663a5a18d6080d537

10.

IS0 21757-1:2020(E)

16 event

10.16.1General

All ECMAScript scripts are executed as the result of a particular event. For each of these events,
ECMAScript creates an event object. During the occurrence of each event, you can access this object to
get and possibly manipulate information about the current state of the event.

Each event has a type and a name property that uniquely identify the event. This section describes all
the events, listed as type/name pairs, and indicates which additional properties, if any, they define.

Thd
list

It i
pro

For
1112

10.

10.

Thi
fold
the

Thi

10.

Thi
ofa

Thd
Thi

10.
Thi
The
Thi

rc property of an event is its return code. The description for each event describes
bns to (is affected by) the return code.

important for ECMAScript writers to know when these events occur and in what ord
ressed. Some methods or properties can only be accessed during certain events.

all mouse events, the term mouse denotes a generic pointing devices as défined in ISO 32(
Interactive features”.

1 6.2Event type/name combinations

16.2.1 App/Init

5 event (the application initialization event) occurs when the viewer is started. Script {
er-level ECMAScripts, are read in from the applicatien and user ECMAScript folders. T
following order: config.js, glob.js, all other files, then any user files.

5 event does not listen to the re return code.

16.2.2 Batch/Exec

batch sequence can access the event object upon execution.
target for this event is theDoc.

5 event listens to the z¢ réturn code. If rc is set to false, the batch sequence is stopped.

16.2.3 Bookmark/Mouse Up
5 event occur§ whenever a user clicks a bookmark that executes an ECMAScript.
targetforthis event is the bookmark object that was clicked.

5 event does not listen to the re return code.

whether it

br they are

00-2:2020,

iles, called
hey load in

5 event occurs during the processinigof each document of a batch sequence. Scripts authojred as part

10.16.2.4 Console/Exec

This event occurs whenever a user evaluates a ECMAScript in the console.

This event does not listen to the re return code.

10.16.2.5 Doc/DidPrint

This event is triggered after a document has printed.

The target for this event is the boc.

This event does not listen to the rc return code.

©IS
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10.16.2.6 Doc/DidSave
This event is triggered after a document has been saved.
The target for this event is the boc.

This event does not listen to the re return code.

10.16.2.7 Doc/Open

This event is triggered whenever a document is opened. When a document is opened, the document-
level scripffunctions are scanned and any exposed scripts are executed.

The targetf(for this event is the poc. This event also defines the targetName property.

This event|does not listen to the re return code.

10.16.2.8 Doc/WillClose
This eventfis triggered before a document is closed.
The target|for this event is the boc.

This event|does not listen to the re return code.

10.16.2.9 Doc/WillPrint
This eventfis triggered before a document is printed.
The target(for this event is the boc.

This event|does not listen to the rec return code.

10.16.2.1( Doc/WillSave
This eventfis triggered before a document is saved.
The target(for this event is the boc;

This event|does not listen to the.xe return code.

10.16.2.11 External fExec
This eventfis the result of an external access, for example, through OLE, AppleScript, or loading an HDF.

This event|doesmnet listen to the rc return code.

10.16.2.1 Fieltd/Blur

This event occurs after all other events just as a field loses focus. This event is generated regardless of
whether a mouse click is used to deactivate the field (for example, a tab key could be used instead).

Additional properties defined:
target: The field whose validation script is being executed.
modifier, shift, targetName, and value.

This event does not listen to the rc return code.
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10.16.2.13  Field/Calculate

This event is defined when a change in a form requires that all fields that have a calculation script attached
to them be executed. All fields that depend on the value of the changed field will now be recalculated.
These fields may in turn generate additional Field/Validate, Field/Blur, and Field/Focus events.

Calculated fields may have dependencies on other calculated fields whose values must be determined
beforehand. The calculation order array contains an ordered list of all the fields in a document that
have a calculation script attached. When a full calculation is needed, each of the fields in the array is
calculated in turn starting with the zeroth index of the array and continuing in sequence to the end of
the array.

The target for this event is the field whose calculation script is being executed. This event a]lso defines
the|source and targetName properties.

Thip event listens to the rc return code. If the return code is set to false, the field’s value is npt changed.
If txue, the field takes on the value found in the value property.

10.16.2.14  Field/Focus

Thif event occurs after the mouse-down event but before the mouse*up event after the field gains the
focys. It occurs regardless of whether a mouse click is used to activate the field (or, for eyample, the
tablkey) and is the best place to perform processing that must’be done before the user cpn interact
with the field.

The target for this event is the field whose validation script is being executed. This event aflso defines
themodifier, shift, and targetName properties.

Thik event does not listen to the rc return code.

10.16.2.15 Field/Format

Thip event is triggered once all dependent calculations have been performed. It allows the attached
ECNIAScript to change the way that/the data value appears to a user (also known as its presentation or
appearance). For example, if a data value is a number and the context in which it should b¢ displayed
is cpirrency, the formatting script'can add a dollar sign ($) to the front of the value and limit it to two
decjmal places past the decimal point.

The target for this event.is the field whose format script is being executed. This event also Hefines the
comfni tKey, targetNanie,-and willCommit properties.

Thif event doesnot listen to the rc return code. However, the resulting value is used aq the field’s
formatted appearance.

10.16.2.16* Field/Keystroke

Thik event occurs whenever a user types a Keystroke into a text box or combo box (including cut and
paste operations) or selects an item in a combo box list or list box field. A keystroke script may limit the
type of keys allowed. For example, a numeric field might only allow numeric characters.

A PDF Processor user interface should allow the author to specify a Selection Change script for list
boxes. The script is triggered every time an item is selected. This is implemented as the keystroke event
where the keystroke value is equivalent to the user selection. This behavior is also implemented for
the combo box — the “keystroke” could be thought to be a paste into the text field of the value selected
from the drop-down list.

There is a final call to the keystroke script before the validate event is triggered. This call sets the
willCommit to true for the event. With keystroke processing, it is sometimes useful to make a final check
on the field value (pre-commit) before it is committed. This allows the script writer to gracefully handle
particularly complex formats that can only be partially checked on a keystroke-by-keystroke basis.
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The keystroke event of text fields is called in situations other than when the user is entering text with
the keyboard or committing the field value. It is also called to validate the default value of a field when
set through the Ul or by ECMAScript and to validate entries provided by autofill. In these situations not
all properties of the event are defined. Specifically, event.target will be undefined when validating
default values and event.richChange and event.richvalue will be undefined when validating autofill
entries.

The target for this event is the field whose keystroke script is being executed. This event also defines
the commitKey, change, changeEx, keyDown, modifier, selEnd, selStart, shift, targetName, value, and

willCommit properties.

This event
is used as

selstart properties can change the current text selection in the field.

10.16.2.17

This event
mouse-doy
you perfor

The target
the modifi

This event

10.16.2.1§

This event
place to op|

The target

the modifipr, shift, and targetName properties:

This event

10.16.2.19

This event
event will 1

The target

the modifipr, shift,and targetName properties.

This event

listens to the rc return code. If set to false, the keystroke is ignored. The resulting cha
the keystroke if the script wants to replace the keystroke code. The resultant selEhd

Field/Mouse Down

is triggered when a user starts to click a form field and the mouse button is still dow
yn event does not occur unless a mouse enter event has already occuxred. It is advised
m very little processing during this event (for example, play a short-sound).

for this event is the field whose validation script is being executed. This event also def
br, shift, and targetName properties.

does not listen to the rc return code.

Field/Mouse Enter

is triggered when a user moves the pointer inside the rectangle of a field. This is the typ
en a text field to display help text, for example.

for this event is the field whose validation script is being executed. This event also def

does not listen to the rec return code.

Field/Mouse Exit

occurs when a usepimoves the mouse pointer outside of the rectangle of a field. A mouse
not occur unlessamouse enter event has already occurred.

for this event.is the field whose validation script is being executed. This event also def

doeswot listen to the re return code.

nge
and

h. A
that

nes

ical

nes

exit

nes

10.16.2.2

Eield /Mouse Un
7 o

This event is triggered when the user clicks a form field and releases the mouse button. This is the
typical place to attach routines such as the submit action of a form. A mouse-up event will not occur
unless a mouse-down event has already occurred.

The target for this event is the field whose validation script is being executed. This event also defines
the modifier, shift, and targetName properties.

This event does not listen to the rc return code.
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10.16.2.21  Field/Validate

Regardless of the field type, user interaction with a field may produce a new value for that field. After
the user has either clicked outside a field, tabbed to another field, or pressed the enter key, the user is
said to have committed the new data value.

This event is the first event generated for a field after the value has been committed so that an
ECMAScript can verify that the value entered was correct. If the validate event is successful, the next
event triggered is the calculate event.

The target for this event is the field whose validation script is being executed. This event also defines
the[change, changeEx, keyDown, modifier, shift, targetName, and value properties.

Thif event does not listen to the rc return code. If the return code is set to faise, the'figld value is
conkidered to be invalid and the value of the field is unchanged.

10.16.2.22  Link/Mouse Up
Thip event is triggered when a link containing an ECMAScript action is activated by the user
The target for this event is the boc.

Thif event does not listen to the re return code.

10.16.2.23  Menu/Exec
Thif event occurs whenever ECMAScript that has been-attached to a menu item is executed.

The target for this event is the currently active document, if one is open. This event also {lefines the
targetName property.

Thip event listens to the rc return code in(the case of the enable and marked proc for menu items.A
ret:ﬁrn code of faise will disable or unmiark a menu item. A return code of true will enablg or mark a
menu item.

10.16.2.24  Page/Open

Thip event occurs whenever a new page is viewed by the user and after page drawing for the page has
occpirred.

The target for this event is the poc.

Thik event does'rot listen to the rc return code.

10.16.2.25 Page/Close

Thip eyent occurs whenever the page being viewed is no longer the current page; that is, the user
switched to a new page or closed the document.

The target for this event is the boc.

This event does not listen to the rc return code.

10.16.2.26  Screen/Blur

This event occurs after all other events, just as the screen annotation loses focus. This event is generated
regardless of whether a mouse click is used to deactivate the screen annotation (for example, the tab
key might be used).

The target for this event is the screenannot object that initiated this event. targetName is the title of
the screen annotation. This event also defines the modifier and shift properties.
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This event does not listen to the rc return code.

10.16.2.27  Screen/Close

This event occurs whenever the page being viewed is no longer the current page; that is, the user
switched to a new page or closed the document.

The target for this event is the screenannot object that initiated this event. targetName is the title of
the screen annotation. This event also defines the modifier, shift, and target properties.

This event does not listen to the rc return code.

10.16.2.2§ Screen/Focus

This eventfoccurs after the mouse-down event but before the mouse-up after the field gaihs‘the fogus.
This routirfe is called regardless of whether a mouse click is used to activate the screen’annotation [(for
example, tif tab key might be used). It is the best place to perform processing that must’be done before
the user can interact with the field.

The target|for this event is the screenannot object that initiated this event.CtargetName is the title of
the screenfannotation. This event also defines the modifier and shift praperties.

This event(does not listen to the rc return code.

10.16.2.29 Screen/InView

This eventfoccurs whenever a new page first comes into view®y the user. When the page layout is s¢t to
Continuou$ or Continuous - Facing, this event occurs before.the Screen/Open event.

The target{for this event is the screenannot object thati#itiated this event. targetName is the title off the

screen ann

This event

10.16.2.3(

This event
down. Itis
A mouse-d

The target
screen ann

This event

10.16.2.31

otation. This event also defines the modifier and shift properties.

does not listen to the re return code.

Screen/Mouse Down

is triggered when a user.starts to click a screen annotation and the mouse button is
hdvised that you performrvery little processing (that is, play a short sound) during this ev]
bwn event will not oceur unless a mouse enter event has already occurred.

for this event isthe screenannot object that initiated this event. targetName is the title of
otation. Thisevént also defines the modifier and shift properties.

does noftlisten to the rec return code.

Screen/Mouse Enter

still
ent.

the

This event is triggered when a user moves the mouse pointer inside the rectangle of a screen annotation.

The target for this event is the screenannot object that initiated this event. targetName is the title of the
screen annotation. This event also defines the modifier and shift properties.

This event

10.16.2.32

does not listen to the re return code.

Screen/Mouse Exit

This event is the opposite of the Mouse Enter event and occurs when a user moves the mouse pointer
outside of the rectangle of a screen annotation. A Mouse Exit event will not occur unless a Mouse Enter
event has already occurred.

98

© IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=f458bb1e87f1c2c663a5a18d6080d537

IS0 21757-1:2020(E)

The target for this event is the screenannot object that initiated this event. targetName is the title of the
screen annotation. This event also defines the modifier and shift properties.

This event does not listen to the re return code.

10.16.2.33 Screen/Mouse Up

This event is triggered when the user clicks a screen annotation and releases the mouse button. This is
the typical place to attach routines such as starting a multimedia clip. A mouse-up event will not occur
unless a mouse-down event has already occurred.

Thd
the

Thi

10.

Thi
occ

Thd
the

Thi

10.
Thi

Continuous or Continuous - Facing, this event gceurs after the Screen/Close event.

Thd
the

Thi

10.
Wh
(toy
the
ISO

10.
Thd

target for this event is the ScreenAnnot object that initiated this event. targetNames
screen annotation. This event also defines the modifier and shift properties.

5 event does not listen to the re return code.

16.2.34  Screen/Open

5 event occurs whenever a new page is viewed by the user and afterpage drawing for th
irred.

target for this event is the screenaAnnot object that initiated thi$ event. targetName is
screen annotation. This event also defines the modifier and¢hift properties.

5 event does not listen to the rec return code.

16.2.35  Screen/OutView

5 event occurs whenever a page first goes out'of view from the user. When the page layq

target for this event is the screenannotobject that initiated this event. targetName is
screen annotation. This event also defines the modifier and shift properties.

5 event does not listen to the re return code.

1 6.3Document Event Processing

bn a document is ppened, the Doc/Open event occurs. Functions are scanned and af
-level) scripts are executed. Next, if the NeedAppearances entry in the PDF file is sef
AcroForm dictionary, the formatting scripts of all form fields in the document are exd
32000-2). Finally, the Page/Close event occurs.

| 6.4Fornt’event processing

order in which the form events occur is shown in the state diagram below. Certain de
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the title of
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the title of
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the title of
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bendencies
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10.16.5event properties

Table 30: event object propertieslists the minimum setwof properties that PDF Processors supporfing
this standdrd shall implement for objects of type event

Table 30 — event object properties

Propprty Type Access Description

change String R/W A string specifying the change in value that the user has jujst
typed. A ECMAScript may replace part or all of this string
with different characters. The change may take the form of an
individual keystroke or a string of characters (for examplg, if

a paste into the field is performed).

changeEx Various R Contains the export value of the change and is available only
during a Field/Keystroke event for list boxes and combo boxes.

For the list box, the keystroke script, if any, is entered undg¢r
the Selection Change tab in the properties dialog box.

list is used—that is, a selection (with the mouse or the key|
hoard)is hping made from the list Ifthe combo is editable
and the user types in an entry, the Field/Keystroke event
behaves as for a text field (that is, there are no changeEx or
keyDown event properties).

For the combo box, changeEx is only available if the pop-uT

event.changeEx is defined for text fields. When event.fieldFull
is true, changeEx is set to the entire text string the user at-
tempted to enter and event.change is the text string cropped
to what fits within the field. Use event.richChangeEx (and
event.richChange) to handle rich text fields.
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Table 30 (continued)

Property

Type

Access

Description

commitKey

Number

R

Determines how a form field will lose focus. Values

0 — Value was not committed (for example, escape key

was pressed).

17— Value was committed because of a click outside the

field using the mouse.

2 — Value was committed because of pressing the Enter

key

3 — Value was committed by tabbing to a new.f

EXAMPLE To automatically display an aleft dialog box after
a field has been committed, add the following to thle field’s

format script:
if (event.commitKey != 0)

app.alert ("Thank you for your new fiel
value.");

are:

eld.

d

fieldFull

Boolean

(Only available in keystroke events for text fields

Set to true when the-user attempts to enter text th

fit in the field duete‘either a space limitation (the Fjield object

property doNotScrdll is set to true) or the maximu

limit (the Fieldwobject property charLimit is set to a|positive
value). When fieldFull is true, event.changeEx is sef to the en-
tire text string the user attempted to enter and evept.change
is the text string cropped to what fits within the fiejld.

Field properties generally cannot be changed duri

stroke event, so it is necessary for the field to lose

way to commit the data. The user then has to resef]
and continue entering data

)

t does not

character

g a key-
focus as a
the focus

keyDown

Boolean

(Available only during a keystroke event for list b,
combo box.)

For a list box or the pop-up part of a combo box, th
true if the arrow keys were used to make a selectig
otherwise.

For the combo box, keyDown is only available if th
up part of it is used, that is, a selection (with the m
the keyboard) is being made from the pop-up. If th

is editable and the user types in an entry, the Field}/Key-

stroke event behaves as for a text field (that is, the
changeEx or keyDown event properties).

px and

b value is
n, false

h pop_
buse or
e combo

[€ are no

mofifier

Boolean

Specifies whether the modifier key is down during]
ticular event. The modifier key on the Microsoft W

a par-
ndows

p]nffnrm is Control and on the Mac QS p]nffnrm is

ption or

Command. This property is not supported on UNIX.
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Table 30 (continued)
Property Type Access Description

name String R The name of the current event as a text string. The type and
name together uniquely identify the event. Valid names are:
Keystroke
Validate
Focus
Blur
Format
Calculate
Mouse Up
Mouse Down
Mouse Enter
Mouse Exit
WillPrint
DidPrint
WillSave
DidSave
Init
Exec
Open
Close

rc Boolean R/W (Valid'only during keystroke, validate, and Menu events|)
Used for validation. Indicates whether a particular event
in the event chain should succeed. Set to rfalse to prevent
a change from occurring or a value from committing. The
defaultis true.

richChangé Array of Span (" |[R/W (Valid only for Keystroke events.)
Specifies the change in value that the user has just typed. The
richChange property is only defined for rich text fields anfl
mirrors the behavior of the event.change property. The value
of richChange is an array of Span objects that specify bot
the text entered into the field and the formatting. Keystroles
are represented as single member arrays, while rich text past-
ed into a field is represented as an array of arbitrary lengt.
When event. fieldFull is true, richChangeEx is set to the
entire rich formatted text string the user attempted to enter
and event. richChange is the rich formatted text string
cropped to what fits within the field. Use event . changeEx
(and event.change) to handle (plain) text fields.
Related objects and properties are event . richvalue, the
Span object, the Field object defaultStyle, richText,
and richvalue properties, and the Annotation object
richContents property.

102 © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=f458bb1e87f1c2c663a5a18d6080d537

IS0 21757-1:2020(E)

Table 30 (continued)

Property

Type

Access

Description

richChangeEx

Array

R/W

(Valid only for Keystroke events.)

This property is only defined for rich text fields. It mirrors
the behavior of the event.changeEx property for text fields.
Its value is an array of Span objects that specify both the text
entered into the field and the formatting. Keystrokes are rep-
resented as single member arrays, while rich text pasted into
afield is represented as an array of arbitrary length.

Ifevent.fieldFull [S II'UE, tichChangeEx 15 Set o the
entire rich formatted text string the user attemptéd to enter
and event.richChange is the rich formatted text ptring
cropped to what fits within the field. Use event.changeEx
(and event.change) to handle (plain) text fields.

Related objects and properties includé event.rich€hange,
event.richvValue, the Span object, the Field objgct
defaultStyle, richText, and richValue propertied, and the
Annotation object richContents property.

richValue

Array of Span
objects

R/W

(Valid only for Keystroke\éVents.)

This property mirrers the richvalue property of the Field
object and the event.value property for each event

Related objects and properties include the span olject,
the Field gbject properties defaultStyle, richText,
richValue, event.richChange, event. richChangeEx, and
the Annotation object richContents property.

sell

End

Integer

R/W

Thewending position of the current text selection dyiring a
kéystroke event.

seld

tart

Integer

R/W

The starting position of the current text selection ¢luring a
keystroke event.

shi

Boolean

true if the shift key is down during a particular evient, false
otherwise.

source

Object

The Field object that triggered the calculation ev¢nt. This
object is usually different from the target of the event, which
is the field that is being calculated.

tar

bet

Object

The target object that triggered the event. In all mouse,
focus, blur, calculate, validate, and format eyents, it is
the Field object that triggered the event. In otherevents,
such as page open and close, it is the Doc or this gbject.

tar

betName

String

Tries to return the name of the ECMAScript being ¢xecut-
ed. Can be used for debugging purposes to help idgntify the
code causing exceptions to be thrown. Common vajlues of
targetName include:

The folder-level scrint file namefor Anp/Initevents
—He+oHe =18V r P+ +-A PP/ veRt

T P/

The document-level script name forDoc/Open events

The PDF file name being processed for Batch/Exec events
The field name for Field events

The menu item name for Menu/Exec events

The screen annotation name for Screen events (multimedia
events)

When an exception is thrown, targetName is reported if
there is an identifiable name.
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Table 30 (continued)

Property Type Access Description

type String R The type of the current event. The type and name together
uniquely identify the event. Valid types are:

Batch
Console

App

Doc

Page
External
Bookmark
Link
Field

Menu

value Various R/W This property has different meanings for different field evepts:

For the Field/Validate event, itdsthe value that the field
contains when it is committed. For a combo box, it is the fajce
value, not the export value (see changeEx).

For example, the following ECMAScript verifies that the figqld
value is between zére'and 100:

if (event.walwe < 0 || event.value > 100) {
app.beep (0) ;
app,alert ("Invalid value for field " +
event .fiarget.name) ;
event.rc = false;

}

For a Field/Calculate event, ECMAScript should set this pr¢p-
erty. It is the value that the field should take upon completjon
of the event.

For example, the following ECMAScript sets the calculated
value of the field to the value of the SubTotal field plus tax.

var f = this.getField("SubTotal");
event.value = f.value * 1.0725;

For a Field/Format event, ECMAScript should set this prop
erty. It is the value used when generating the appearance fpr
the field. By default, it contains the value that the user has
committed. For a combo box, this is the face value, not the
export value (see changeEx for the export value).

For example, the following ECMAScript formats the field a§ a
currency type of field.

event.value = util.printf ("$%.2f", event.value);
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Table 30 (continued)

Property Type Access

Description

For a Field/Keystroke event, it is the current value

the text field before the keystroke is applied.

of the field. During these two events, event.value i
only. That is, the field value cannot be changed by
event.value.

field. If modifying a text field, for example, this is the text in

For Field/Blur and Field/Focus events, it is the current value

of the

s read
setting

Fora IISThoX Tat altows MUITIPIE SEtections (See.E
multipleSelection), the following behaviorecct
field value is an array (that is, multiple itemsare sq
event.value returns an empty string when-getting,
not accept setting.

ield.

rs. If the
lected),
and does

wil

—_

Commit Boolean Verifies the current keystroke event\before the dat
mitted. It can be used to check target form field va
ify, for example, whether character data was enter
of numeric data. ECMAScripf sets this property to

the last keystroke event andbefore the field is vali

a is com-
ues to ver-
bd instead
[rue after
Hated.

10.

10.

Thi
metf
bor

Bef

17 Field

1 7.1 General

5 object represents a form field (that is, a field-eébeated using a form tool or the poc
hod). In the same manner that a form author can modify an existing field’s properties,

Her color or font, the ECMAScript user can use-the Field object to perform the same modi

bre a field can be accessed, it must be bound to a ECMAScript variable through a metho

by the Doc. More than one variable may.be bound to a field by modifying the field’s object pr

acc

var
Thi
Fiel

“_, .

Fij
the

For
den

bssing its methods. This affects all:variables bound to that field.

f this.getField ("Total")%

5 example allows the script'to manipulate the form field “Total” by means of the variable

ds can be arranged hierarchically within a document. For example, form fields with
rstName” and “LastName” are called flat names and there is no association between them. B
field names, a hierarchy of fields within the document can be created.

example, “‘Ndme.First” and “Name.Last” forms a tree of fields. The period (‘') separat]
btes a hierarchy shift. “Nyame” in these fields is the parent; “First” and “zast” are the chi

the
field

For

presenta

field “name” is an internal field because it has no visible appearance. “First” and “zast” a
s that appear on the page.

addField
buch as the
fications.

d provided
pperties or

.

hames like
y changing

or informs
dren. Also,
e terminal

tions of that data. For example, they can appear on different pages, be rotated

e different

differently, or

have a different font or background color, but they have the same value. Therefore, if the value of one
presentation of a terminal field is modified, all others with the same name are updated automatically.

Each presentation of a terminal field is referred to as a widget. An individual widget does not have a
name but is identified by index (0-based) within its terminal field. The index is determined by the order
in which the individual widgets of this field were created (and is unaffected by tab-order).

getField can be used to retrieve the Field object of one individual widget of a field. This notation
consists of appending a “.” (period) followed by the widget index to the field name passed. When this
approach is used, the Field object returned by getField encapsulates only one individual widget. You
can use the Field objects returned this way anywhere you would use a Field object returned by passing
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the unaltered field name. However, the set of nodes that are affected may vary, as shown in Table 31:
Field actions.

Table 31 — Field actions

Action

Field object that represents

Field object that represents all widgets one specific widget

Geta widget property

Gets the property of widget # 0. Gets the property of the widget.

Seta widge

t property |Sets the property of all widgets that are

children of that field.

Sets the property of the widget.

(The rect property and the setFocus meth-
od are exceptions that apply to widget # 0.
See example below.)

Get a field property

Gets the property of the field. Gets the property of the parent field.

Seta field g

roperty |Sets the property of the field. Sets the property of the parent field.

The follow
0) of the fig

var f t]

f.rect

10.17.2Fig

Some prop
Other prop

The follow

calcOrder]
doNotSpell
multipleSg
userName,

insertItepAt, setAction, setItems,signatureInfo, signatureSign, and signatureValidate.

The follow

alignment
buttonScal
style, te
buttonSet(
isDefault(

NOTE
Validate,
MouseExit

’

The check

ng example changes the rect property of the second radio button (the first would have in
Id “my radio”.

lis.getField ("my radio.l");
360, 677, 392, 646];

1d versus widget attributes

erties of the Field object, such as value, apply to all\widgets that are children of that f
erties, such as rect, are specific to individual widggts.

ng field properties and methods affect field-leével attributes:

ndex, charLimit, comb, currentValueIndices,defaultValue, doNotScrd
Check, delay, doc, editabley, exportValues, fileSelect, multili
tlection, name, numItems,page, “password, readonly, required,submitName, ty

value, valueAsString, clearItems/, browseForFileToSubmit, deleteItemAt, getIten

ng field properties and methods affect widget-level attributes:

borderStyle, buttonAlignX, buttonAligny, buttonPosition, buttonScaleH
leWhen, display, filllColor, hidden, highlight, lineWidth, print, rect, strokeCol
ktColor, textFont,) textSize, buttonGetCaption, buttonGetIcon, buttonImportId
defaultIsChecked,

faption, buttenSetIcon, checkThisBox, isBoxChecH

Thecked, setAction, and setFocus.

'he setActied method can apply at the field or widget level, depending on the event. The Keystrad
Calculate, and Format events apply to fields. The MouseUp, MouseDown, MouseEnt
OnFoetis, and OnBlur events apply to widgets.

dex

eld.

ne,

[pPe,
AL,

fow,
or,
on,
ted,

ke,
er,

[hisBox, defaultIsChecked, isBoxChecked, and isDefaultChecked methods take a wiqlget

index, nwidget, as a parameter. If you invoke these methods on a Field object f that represents one
specific widget, the nwidget parameter is optional (and is ignored if passed) and the method acts on the

specific wi

dget encapsulated by £.

10.17.3Field properties

10.17.3.1

General

In general, field properties correspond to those stored in field and annotation dictionaries in the PDF
document (see ISO 32000-2).

Some property values are stored in the PDF document as names, while others are stored as strings (see

ISO 32000-

106

2).1S0 32000-2 documents all annotation properties as well as how they are stored.
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Table 32: field object properties lists the minimum set of properties that PDF Processors supporting
this standard shall implement for objects of type field.

Table 32 — field object properties

Property

Description

alignment

String

R/W (Valid for text fields.)

ues are:

left center rig]nf

Controls how the text is laid out within the text field. Val-

bon

derStyle

String

R/W The border style for a field. Valid border styles-are
solid

dashed

beveled

inset

underline

The border style determines how the border for th|
is drawn. The border dbject is a static convenience
that defines all the-border styles of a field, as show
following table;

e rectangle
constant
n in the

Type Keyword Descripti

on

solid Strokes the entirg
ter of the rectang

solid line.

border.s

perime-
le with a

béveled border.b Equivalent to the s
with an additiona
(pushed-out appe
border applied ing

solid border.

olid style
beveled
\rance)
ide the

dashed border.d Strokes the perim

dashed line.

bter with a

Inset border.i Equivalent to the

with an additiond

border applied in
solid border.

(pushed-in appealrance)

solid style
| inset

cide the

Strokes the bottor
of the rectangle’s |

underline border.u

h portion
perimeter

but]

tonAlignX

Integer

R/W (Valid for button fields.)

Controls how space is distributed from the left of t

he button

face with respect to the icon. It is expressed as a p4

rcentage

If the icon is scaled anamorphically (which results
differences), this property is not used.

between 0 and 100, inclusive. The default value is 50.

in no space

but

tonAlignY

Integer

R/W (Valid for button fields.)

value is 50.

If the icon is scaled anamorphically (which results
differences), this property is not used.

Controls how unused space is distributed from the bottom
of the button face with respect to the icon. It is expressed
as a percentage between 0 and 100, inclusive. The default

in no space
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Table 32 (continued)

Property

Description

buttonFitBounds

Boolean

R/W

(Valid for button fields.)

If true, the extent to which the icon may be scaled is set to
the bounds of the button field. The additional icon placement
properties are still used to scale and position the icon within
the button face.

buttonPosition

Integer

R/W

(Valid for button fields.)

Controls how the text and the icon of the button are positioned

with respect to each other within the button face. The conveni-
ence position object defines all of the valid alternatiyés.

buttonScal¢How

Integer

R/W

(Valid for button fields.)

Controls how the icon is scaled (if necessary) to fit inside the
button face. The convenience scaleHow objectydefines all of
the valid alternatives:

buttonScal¢When

Integer

R/W

(Valid for button fields.)

Controls when an icon is scaled tofitinside the button facq.
The convenience scaleWhen object defines all of the valid
alternatives:

calcOrderIpdex

Integer

R/W

(Valid for combobox and €ext fields.)

Changes the calculatien erder of fields in the document.
When a computable.text or combo box field is added to a dpc-
ument, the field’sname is appended to the calculation ordg
array. The cal¢llation order array determines in what orde¢r
the fields aré calculated.

=

charLimit

Integer

R/W

(Valid fortext fields.)

Limits)the number of characters that a user can type into 3
text field.

See event. fieldFull to detect when the maximum number
of characters is reached.

comb

Boolean

RAW

(Valid for text fields.)

If set to true, the field background is drawn as series of bdxes
(one for each character in the value of the field) and each

character of the content is drawn within those boxes. The
number of boxes drawn is determined from the charLimit

property.

It applies only to text fields. The setter will also raise if any of
the following field properties are also set multiline, pass-
word, and fileSelect. A side-effect of setting this property i
that the doNotScroll property is also set.

[2)

commitOn§elChange

Boolean

R/W

(Valid for combobox and 1istbox fields.)

Controls whether a field value is committed after a selec-
tion change:

If true, the field value is committed immediately when the
selection is made.

If false, the user can change the selection multiple times
without committing the field value. The value is committed
only when the field loses focus, that is, when the user clicks
outside the field.

108
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Property

Description

currentValuelndices |Integer | Array

R/W

(Valid for combobox and listbox fields.)

Reads and writes single or multiple values of a list box or

combo box.

Read

Returns the options-array indices of the strings that are
the value of a list box or combo box field. These indices are

0-based. Ifthe value of the field is a single string, i

an integer. Otherwise, it returns an array of integef's sorted

in ascending order. If the current value of the-field |
member of the set of offered choices (as could-hapy
case of an editable combo box) it returnsi<z.

Write

Sets the value of a list box or combo box. It accepts|a single
integer or array of integers as an.argument. To setp single

string as the value, pass an.integer that is the 0-ba$

of that string in the optionS.array. Note that in the fase of
an editable combo boxif.the desired value is not ajmember

of the set of offered«choices, you must set the valug

Except for this ca§e) currentvValueIndices is thepreferred

way to set the value of a list box or combo box.

To set a multiple selection for a list box that allows|it, pass an
array as argument to this property, containing the|indices

(sorted{in ascending order) of those strings in the

array. If passed an array like this: Field.value=[|iteml",

"item3"], it also selects the items. The ability for g

box to support multiple selections can be set through

multipleSelection.

Related methods and properties include numItems|

getItemAt, insertItemAt, deleteltemAt and seftItems.

returns

snota
en in the

ed index

instead.

ptions

list
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Table 32 (continued)

Property

Description

defaultStyle

Span object

R/W

(Valid for rich text fields.)

This property defines the default style attributes for the form
field. If the user clicks an empty field and begins entering
text without changing properties using the property toolbar,
these are the properties that will be used. This property

is a single Span object without a text property. Some of the
properties in the default style span mirror the properties of
the Field object. Changing these properties also modifies the

defaultStyle property for the field and vice versa.

(i

The following table details the properties of the Field gbje¢
that are also in the default style and any differences/betweden
their values.

Field properties defaultStyle Description
(Span properties)
alignment alignment THe alignment prop-

erty has the same
values for both the
default style and the

Field object.
textFont fontFamily The value of this fidld
fontStyle property is a complete
fontWeight font name that reprje-

sents the font familly,
weight, and style.

the default style prp-
erty, each propertylis
represented separate-
ly. If an exact matc

for the font properties
specified in the default
style cannot be found,
a similar font will
used or synthesize

textColor textColor The textColor propgrty
has the same valued for
both the default sty|e
and the Field object]

textSize textSize The textSize properfty

has the same valueq for
both the default styje
and the Field object]

NOTE When a field is empty, defaultStyle is the style used
for newly entered text. If a field already contains text when

defaultStyle is changed, the text will not pick up any changes to
defaultStyle. Newly entered text uses the attributes of the text
itis inserted into (or specified with the toolbar).

When pasting rich textinto a field, unspecified attributes in the
pasted rich text are filled with those from defaultStyle.

Superscript and Subscript are ignored in defaultStyle
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Table 32 (continued)

Property

Description

def:

aultValue

String

R/W

(Valid for all fields except button and signature fields.)

The default value of a field—that is, the value that the field is
set to when the form is reset. For combo boxes and list boxes,
either an export or a user value can be used to set the default.
A conflict can occur, for example, when the field has an export
value and a user value with the same value but these apply to
different items in the list. In such cases, the export value is
matched against first

do)

[otScroll

Boolean

R/W

(Valid for text fields.)

If true, the text field does not scroll and theuser, therefore,

is limited by the rectangular region designed for tle field.
Setting this property to true or false egrresponds fo checking
or unchecking the Scroll Long Textfield in the Optjons tab of
the field.

do)

[otSpellCheck

Boolean

R/W

(Valid for text and combobex fields.)

If true, spell checking is nétperformed on this editlable text
field. Setting this propekty'to true or false corregponds to
unchecking or checkingthe Check Spelling attribute in the

Options tab of the-Field Properties dialog box.

del

y

Boolean

R/W

Delays the redrawing of a field’s appearance. It is generally
used to buffena series of changes to the propertied of the field
before requesting that the field regenerate its appgarance.
Settingtlié property to true forces the field to wait until
delay 1s-set to false. The update of its appearancefthen takes
place, redrawing the field with its latest settings.

There is a corresponding Doc delay flag if changes pre being
made to many fields at once.

dis

blay

Integer

R/W

Controls whether the field is hidden or visible on s¢reen and
in print. The values for the display property are listed in the
table below.

This property supersedes the older hidden and grint
properties.

dod

object

Returns the Doc of the document to which the field belongs.

edi

fable

Boolean

R/W

Controls whether a combo box is editable. If true, the user
can type in a selection. If false, the user must chopse one of
the provided selections.

exy]

ortValues

Array

R/W

(Valid for checkbox and radiobutton fields.)

An array of strings representing the export values|for the
field. The array has as many elements as there are pnnota-
tions in the field. The elements are mapped to the gnnota-

tioncinthao ardor of croqtion inaffoctod huytah. o er)
HORSHI Fae-o-cFedtohn— +ecteaBYy—+tab=0+ .

For radio button fields, this property is required to make the
field work properly as a group. The button that is checked at
any time gives its value to the field as a whole.

For check box fields, unless an export value is specified, “ves”
(or the corresponding localized string) is the default when
the field is checked. “of£” is the default when the field is un-
checked (the same as for a radio button field when none of'its
buttons are checked).
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Table 32 (continued)

Property

Description

fileSelect

Boolean

R/W

(Valid for text fields.)
[Security]

If true, sets the file-select flag in the Options tab of the text
field (Field is Used for File Selection). This indicates that the
value of the field represents a path of a file whose contents
may be submitted with the form.

The path may he entered directly into the field by

the user, or the user can browse for the file. (See the
browseForFileToSubmit() method.)

NOTE The fileSelect flagis mutually exclusiye with
themultiline, charLimit, password, and defaultvValu
properties.

fillColor

Array

R/W

Specifies the background color for a fieldnThe background
color is used to fill the rectangle of the field.

Values are defined by using transparent, gray, RGB or CMY[K
color. See color arrays for inforntation on defining color]
arrays and how values are usedwith this property.

In older versions of this specification, this property was
named bgColor. The use6f'bgColor is now discouraged, al-
though it is still valid\fer backward compatibility.

hidden

Boolean

R/W

NOTE This property has been superseded by the display
property and its\ise is discouraged.

If the value is\false, the field is visible to the user; if true, the
field is invdsible. The default value is false.

highlight

String

R/W

(Validfor button fields.)

Defines how a button reacts when a user clicks it. The four
highlight modes supported are:

none — No visual indication that the button has been clicked.
invert — The region encompassing the button’s rectangle
inverts momentarily. push — The down face for the buttoy] (if
any) is displayed momentarily. outline — The border of th¢
rectangle inverts momentarily.

The convenience highlight object defines each state, as follojws:

lineWidth

Integer

R/W

Specifies the thickness of the border when stroking the
perimeter of a field’s rectangle. If the stroke color is trans-
parent, this parameter has no effect except in the case of a
beveled border. Values are:

0 — none

1 —thin

2 — medium
3 —thick

In older versions of this specification, this property was
borderWidth. The use of borderWidth is now discouraged,
although it is still valid for backward compatibility.

The default value for lineWidth is 1 (thin). Any integer value
can be used; however, values beyond 5 may distort the field’s
appearance.
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Table 32 (continued)

Property

Description

multiline

Boolean

R/W

(Valid for text fields.)

Controls how text is wrapped within the field. If false (the
default), the text field can be a single line only. If true, multi-
ple lines are allowed and they wrap to field boundaries.

multipleSelection

Boolean

R/W

(Valid for 1istbox fields.)

If true, indicates that a list box allows a multiple selection

of items.

See also type, value, and currentValueIndicesI

name

String

This property returns the fully qualified field ham
field as a string object.

e of the

numltems

Integer

(Valid for 1istbox and combobox fi€lds.)
The number of items in a combo box or list box.

Face names and values of a combé box or list box ¢
cessed through the getltemAt.method.

hn be ac-

page

Integer | Array

R

The page number or an@artray of page numbers of a
the field has only one dppearance in the document
property returns andnteger representing the 0-ba
number of the page’on which the field appears. If t
multiple appearances, it returns an array of intege
member oftwhich is a 0-based page number of an a
of the field. The order in which the page numbers

the anray is determined by the order in which the i
ual widgets of this field were created (and is unaffi
tabrorder). If an appearance of the field is on a hidg
plate page, page returns a value of -1 for that appe§

field. If
the page
bed page
he field has
's, each
ppearance
ppear in
divid-
pcted by
len tem-
jrance.

pagsword

Boolean

R/W

(Valid for text fields.)

Specifies whether the field should display asterisk
data is entered in the field. (Upon submission, the
entered is sent.) If this property is true, data in the
saved when the document is saved to disk.

5 when
hctual data
field is not

radfiosInUnison

Boolean

R/W

(Valid for radiobutton fields.)

If false, even if a group of radio buttons have the

name and export value, they behave in a mutually

fashion, like HTML radio buttons. The default for n
buttons is false.

If true, if a group of radio buttons have the same n
export value, they turn on and off in unison.

same
pxclusive
ew radio

ame and

reafdonly

Boolean

R/W

The read-only characteristic of a field. If a field is r

pad-only,

the user can see the field but cannot change it.

rec

Array

R/W

Anarray of four numbers In rotated user space that specify
the size and placement of the form field. These four numbers
are the coordinates of the bounding rectangle and are listed
in the following order: upper-left x, upper-left y, lower-right x
and lower-right y.

NOTE The Annotation object also has a rect property.
However, the coordinates are not in rotated user space and
they are in a different order than in the Field object rect
property.
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Table 32 (continued)

Property

Description

required

Boolean

R/W

(Valid for all fields except button fields.)

Specifies whether a field requires a value. If true, the field’s
value must be non-null when the user clicks a submit button
that causes the value of the field to be posted. If the field
value is null, the user receives a warning message and the
submit does not occur.

richText

Boolean

R/W

(Valid for text fields.)

If true, the field allows rich text formatting. The defaultis
false.

Related objects and properties are richvalue,

defaultStyle, event.richValue, event.richChange,
event.richChangeEx, the Annotation object'richContepts
property, and the Span object.

richValue

Array of Span
objects

R/W

(Valid for rich text fields.)

This property specifies the text contents and formatting

of arich text field. For field types‘ather than rich text, this
property is undefined. The richrtext contents are represenfed
as an array of Span objectsontaining the text contents an/d
formatting of the field.

Related objects and properties are richText, defaultStyfle,
event.richValuey

event.richChande, event.richChangeEx, the Annotatipn
object richContents property, and the Span object.

rotation

Integer

R/W

The rotation of a widget in counterclockwise increments.
Valid values are 0, 90, 180, and 270.

strokeColor

Array

R/W

Specifies the stroke color for a field that is used to stroke the
rectangle of the field with a line as large as the line width.
Values are defined by using transparent, gray, RGB or CMY|K
color. See color arrays for information on defining color
arrays and how values are used with this property.

In older versions of this specification, this property was
borderColor. The use of borderColor is now discouraged,
although it is still valid for backward compatibility.

style

String

R/W

(Valid for checkbox and radiobutton fields.)

Allows the user to set the glyph style of a check box or radio
button. The glyph style is the graphic used to indicate that]
the item has been selected.

The style values are associated with keywords as follows.

Style Keyword

check style.ch

circle style.ci

Cross style.cr

diamond style.di

square style.sq

star style.st

submitName

String

R/W

If nonempty, used during form submission instead of name.
Only applicable if submitting in HTML format (that is,
URL-encoded ).
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Table 32 (continued)

Property

Description

textColor

Array

R/W

The foreground color of a field. It represents the text color for
text, button, or list box fields and the check color for check

box or radio button fields. Values are defined the s

fillColor.See color arrays for information on defin-
ing color arrays and how values are set and used with this

property.

In older versions of this specification, this property was

fgColor. The use of feColoris now discouraged, al

ame as the

hough it is

still valid for backward compatibility.

An exception should be thrown if a transparéntco
used to set textColor.

or space is

tex

[Font

String

R/W

(valid for button, combobox, 1istbox/\téxt font

The font that is used when laying outtext in a text
combo box, list box or button. Valid fonts are defin
erties of the font object. Arbjtrary fonts can also b

fields.)

field,
bd as prop-
used.

tex

[Size

Number

R/W

Specifies the text size (inpoints) to be used in all c
check box and radio button fields, the text size det
the size of the check: Valid text sizes range from 0

inclusive. A valueof zero means the largest point s
allows all text datato fit in the field’s rectangle.

bntrols. In
brmines

0 32767,
ze that

typ

String

Returns the type of the field as a string. Valid type
button

checkbox

cémbobox

listbox

radiobutton

signature

text

b are:

useq

rName

String

R/W

The username (short description string) of the fiel
tended to be used as tooltip text whenever the cur
a field. It can also be used as a user-friendly name,
the field name, when generating error messages.

. It is in-
or enters
instead of

val

e

yvarious

R/W

(Valid for all fields except button fields.)

The value of the field data that the user has entere
ing on the type of the field, may be a String, Date,
Typically, the value is used to create calculated fiel

If a field contains rich text formatting, modifying t

1. Depend-
Or Number.
ds.

his proper-

ty will discard the formatting and regenerate the f]

M APPEArance USing the defauttstye and pratin text

value. To modify the field value and maintain formatting use

the richValue property.

NOTE For signature fields, if the field has been signed, a non-

null string is returned as the value.

The currentvValueIndices of a list box that has multiple
selections is the preferred and most efficient way to get and

set the value of this type of field.

See also valueAsStringand type.

eld value
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Table 32 (continued)

Property Description
valueAsString String R (Valid for all fields except button fields.)
Returns the value of a field as an ECMAScript string.
It differs from value, which attempts to convert the contents
of a field contents to an accepted format. For example, for a
field with a value of “020”, value returns the integer 20, while
valueAsString returns the string “020”.
10.17.3.2 buttonPosition constants
Table 33 — buttonPosition constants
Icon/text placement Keyword
Text Only position.textOnly
Icon Only position.iconOnly
Icon top, Text bottom position.iconTextV
Text top, Icon bottom position. textIconV
Icon left, Text right position.iconTextH
Text left, Icon right position. textlcenH
Text in Icon (overlaid) position.overlay
10.17.3.3 buttonScaleHow keywords
Table 34 — buttonScaleHow keywords
How is icon scaled Keyword
Proportionally sc¢aleHow.proportional
Non-proportionally scaleHow.anamorphic
10.17.3.4 buttonScaleWhen keywords
Table 35 — buttonScaleWhen keywords
When is icon scaled Keyword
Always scaleWhen.always
Never scaleWhen.never
Ificon is too big scaleWhen. tooBig
Ificon is too small scaleWhen. tooSmall
10.17.3.5 defaultStyle related properties
Table 36 — defaultStyle related properties
. . defaultStyle -
Field properties (Span properties) Description
alignment alignment The alignment property has the same values for both the
default style and the Field object.
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Table 36 (continued)
. . defaultStyle .
Field properties (Span properties) Description
textFont fontFamily The value of this field property is a complete font name that
represents the font family, weight, and style. In the default
fontStyle .
style property, each property is represented separately.
fontWeight If an exact match for the font properties specified in the
default style cannot be found, a similar font will be used or
synthesized.
textColor textColor The textColor property has the same values for both the
default style and the Field object.
textSize textSize The textsize property has the same valuesforbpth the
default style and the Field object.
10.17.3.6 display keywords
Table 37 — display keywords
Keyword Effect
digplay.visible Field is visible on screen,aridin print
digplay.hidden Field is hidden on scre€n‘and in print
digplay.noPrint Field is visible on screen but does not print
dislplay .noView Field is hidden @n_screen but prints
10.17.3.7 Highlight keywords
Table 38 — highlight keywords
Type Keyword
none highlight.n
invert highlight.i
push highlight.p
outline highlight.o
10.17.3.8 Style-keywords
Table 39 — style keywords
Style Keyword
check style.ch
Cross style.cr
diamond style.di
circle style.ci
star style.st
square style.sq
10.17.3.9 textFont keywords
Table 40 — textFont keywords
Text font Keyword

Times-Roman

font.Times
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Table 40 (continued)

Text font Keyword
Times-Bold font.TimesB
Times-Italic font.TimesI
Times-BoldlItalic font.TimesBI
Helvetica font.Helv
Helvetica-Bold font.HelvB
Helvetica-Oblique font.HelvI
Helvetica-BoldOblique font.HelvBI
Courier font.Cour
Courier-Bold font.CourB
Courier-Oblique font.Courl
Courier-BoldOblique font.CourBI
Symbol font.Symbol
ZapfDingbats font.ZapfD

10.17.4Field methods

10.17.4.1

General

The follow|ng section lists the minimum set of methods, including their syntax and return values, that

PDF Procegsors supporting this standard shall implement for‘@bjects of type Field.

10.17.4.2
Parameters
None
Return Vallue
undefined

Descriptign

browseForFileToSubmit()

If invoked @n a text field for which the fileSelect flag is set (checked), opens a standard file-selection dialog

box. The pdth entered through the dialog box is automatically assigned as the value of the text field.

If invoked ¢n a text{ield in which the fileSelect flag is clear (unchecked), an exception is thrown.

10.17.4.3 buttonGetCaption([nFace])
Parameters
Parameter Type Description
nFace Number |(optional) If specified, gets a caption of the given type :
0 —normal caption
1 — down caption
2 —rollover caption

The defaultis 0 (normal caption).

Return Value

string
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Description
Gets the caption associated with a button.

Use buttonSetCaption to set the caption.

10.17.4.4 buttonGetlcon([nFace])

Parameters
Parameter Type Description
nFdce Number |(optional) If specified, gets an icon of the given type:
0 —normalicon
1 —downicon
2 —rollovericon

The default is 0 (normal icon).

Retjurn Value
[con
Deqcription

Getp the Icon object of a specified type associated with a button.

Seelalso the buttonSetIcon(oIcon[, nFace]) methoddor assigning anicon to a button.

10.17.4.5 buttonlmporticon([cPath, nPage])

Parfameters

Parameter Type Description

cPath String (optional) The device-independent path for the file.

PDF Processors should first attempt to open cPath as a PDF f]le. On fail-
ure, PDF Processors should then try to convert the file to PDF from one
of the known graphics formats (BMP, GIF, JPEG, PCX, PNG, TIFF) and

then import the converted file as a button icon.

nPqge Number |(optional) The 0-based page number from the file to turn intp an icon.
The default is 0.

Retjurn Value

Intgger

Deqcription

[Security]

Imports the appearance of a button from another PDF file. If neither optional parameter is passed, the
user is prompted to select a file.

Implementers must return one of the following values, as appropriate:
1 — The user cancelled the dialog
0 — No error

-1 — The selected file could not be opened
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-2 — The selected page was invalid

See also buttonGeticon([nFace]), buttonSetIcon(olcon|, nFace]), addIcon(cName, icon),
getIcon(cName), importIcon(cName[, cDIPath, nPage]), and removelcon(cName).

10.17.4.6 buttonSetCaption(cCaption|[, nFace])

Parameters
Parameter Type Description
cCaption Str g Tire Captiomn assoctatedwitirtire-buttorm:
nFace Number |(optional) If specified, sets a caption of the given type:

0 normal caption
1 down caption

2 rollover caption

The defaultis 0 (normal caption)

Return Vallue
undefined
Descriptign
Sets the caption associated with a button.

Use button|GetCaption to get the current caption.

See buttopAlignX, buttonAlignY, buttonFitBounds, buttonPosition, buttonScaleHow, And
buttonScalewhen for details on how the icon and caption are placed on the button face.

10.17.4.7 buttonSetlcon(olcon[, nFace])

Parameters

Paljameter Type Description
olcon Object The Icon object associated with the button.
nFace Number |(optional) If specified, sets an icon of the given type:

0 normalicon
1 downicon

2 rollovericon

The defaultis 0 (normal icon)

Return Value

undefined
Description
Sets the icon associated with a button.

See buttonAlignX, buttonAligny, buttonFitBounds, buttonPosition, buttonScaleHow, and
buttonScalewhen for details on how the icon and caption are placed on the button face.

Use either buttonGetlcon or doc.getlcon to get an Icon object that can be used for the olcon parameter
of this method.
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10.17.4.8 checkThisBox(nWidget[, bChecklt])

Parameters
Parameter Type Description

nWidget Number |The 0-based index of an individual check box or radio button widget for
this field. The index is determined by the order in which the individual
widgets of this field were created (and is unaffected by tab-order).
Every entry in the Fields panel has a suffix giving this index; for exam-
ple, MyField #0.

bCTeckIt Boolean |(optional) Specifies whether the widget should be checked-Tlhe default
is true.

Retjurn Value
undefined

Deqcription

Checks or unchecks the specified widget.

Only check boxes can be unchecked. A radio button cannot be un€hecked using this methofd, but if its
default state is unchecked (see defaultIsChecked(...)) it can befeset to the unchecked statg using the
res¢tForm. method of the Doc.

For|a set of radio buttons that do not have duplicate expart values, you can set the value to[the export
valge of the individual widget that should be checked (or pass an empty string if none should be).

10.17.4.9 clearltems()

Parjameters
Norje
Retjurn Value
undefined
Deqcription

deffultlsChecked

10.17.4.10 cdefaultlsChecked(...)

Panameters
Parameter Type Description

nWidget Number |The 0-based index of an individual radio button or check box widget for
this field. The index is determined by the order in which the individual
widgets of this field were created (and is unaffected by tab-order).
Every entry in the Fields panel has a suffix giving this index (for exam-
ple, MyField #0).

blsDefaultChecked Boolean |(optional) If true (the default), the widget should be checked by default
(for example, when the field gets reset). If false, it should be unchecked
by default.

Return Value

Boolean
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Description

Sets the sp

ecified widget to be checked or unchecked by default.

For a set of radio buttons that do not have duplicate export values, you can set the defaultValue to the
export value of the individual widget that should be checked by default (or pass an empty string if none

should be checked).
10.17.4.11  deleteltemAt([nIndex])
Parameters
Palfameter Type Description
nindex Number |(optional) The 0-based index of the item in the list to delete. If mot sppc-
ified, the currently selected item is deleted.

Return Vajlue

Undefined
Descriptic

Deletes an

For alist bgx, if the current selection is deleted, the field no longer has a current selection. If this met

is invoked
because th
as by using

10.17.4.12
Paramete

None

Return Vajlue

n

item in a combo box or a list box.

again on the same field and no parameter is specified, unexpected behavior can re|
ere is no current selection to delete. Therefore, it is;important to make a new selection (g
the currentValuelndices method) for the methed to behave as documented.

getArray()

'S

hod
sult
uch

Array of Fipld
Descriptign
Gets the array of terminal ¢ehild fields (that is, fields that can have a value) for this Field object,|the
parent fieldl.
10.17.4.13 getltemAt(nIndex[, bExportValue])
Parameters
Parameter Type Description
nindex Number |The 0-based index of the item in the list or -1 for the last item in the list.
bExportValue Boolean |(optional) Specifies whether to return an export value:
If true (the default), if the item has an export value, it is returned. If
there is no export value, the item name is returned.
If false, the method returns the item name.
Return Value
String
Description
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Gets the internal value of an item in a combo box or a list box.

The number of items in a list can be obtained from numItems. See also insertItemat(cName|, cExport,
nindex]), deletertemat([nIndex]), clearitems(), currentvalueIndices and setItems (oArray).

10.17.4.14
Parameters

None

getLock()

Retjurn Value
Lock

Degcription

Getp a Lock object, a generic object that contains the lock properties of a signature field.

Seelalso setlLock (oLock).

10.17.4.15  insertltemAt(cName|, cExport, nindex])
Parjameters
Parameter Type Description

cNgme String The item name thatwill appear in the form.

cExport String (optional) The export value of the field when this item is selefcted. If not
provided, the eName is used as the export value.

nldix Number |(optional) The index in the list at which to insert the item. If p (the de-
fault), the new item is inserted at the top of the list. If -1, thenew item
is inserted at the end of the list.

Retjurn Value
undefined

Degqcription

Ins¢rts a new item inté-acombo box or a list box.

Related methodS§ Yand properties include numltems, getltemAt, deleteltemAt, [learltems,

curfentValuelndices and setltems.

10.17.4.16 isBoxChecked(nWidget)
Panameters
Parameter Type Description
nWidget Number |The 0-based index of an individual radio button or check box widget for

this field. The index is determined by the order in which the individu-
al widgets of this field were created (and is unaffected by tab-order).
Every entry in the Fields panel has a suffix giving this index, for exam-
ple, MyField #0.

Return Value
Boolean

Description
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Determines whether the specified widget is checked.

NOTE For a set of radio buttons that do not have duplicate export values, you can get the value, which is equal
to the export value of the individual widget that is currently checked (or returns an empty string, if none is).

10.17.4.17  isDefaultChecked(nWidget)

Parameters
Parameter Type Description
nWidget Niber—Fhe-b-basedindesefaindividuatradie-butterrorcheekbovidgetfonr

this field. The index is determined by the order in which the individu
al widgets of this field were created (and is unaffected by tab-erder)
Every entry in the Fields panel has a suffix giving this index, forexar-
ple, MyField #0.

Return Vallue
Boolean
Descriptign
Determinep whether the specified widget is checked by default (for exatmple, when the field gets redet).

NOTE For a set of radio buttons that do not have duplicate export valuges, you can get the defaultValue, whifh is
equal to thelexport value of the individual widget that is checked by default (or returns an empty string, if nong is).

10.17.4.19 setAction(cTrigger, cScript)

Parameters

Paifameter Type Description

cTrigger String A string that'sets the trigger for the action. Values are:
MouseUp.

MeouseDown

MouseEnter

MouseExit

OnFocus

OnBlur

Keystroke Validate

Calculate Format

For a list box, use the Keystroke trigger for the Selection Change
event.

cScript String The ECMAScript code to be executed when the trigger is activated.

Return Value

undefined

Description

Sets the ECMAScript action of the field for a given trigger.

Related methods are the Bookmark object setAction method and the Doc methods setAction, addScript,
and setPageAction.

NOTE This method will overwrite any action already defined for the chosen trigger.
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10.17.4.19  setFocus()

Parameters

None

Return Value

Undefined

Description

Sets the keyboard focus to this field. This can involve changing the page that the user is curifently on or

cauping the view to scroll to a new position in the document. This method brings the doecument in which

the[field resides to the front, if it is not already there.

Seelalso bringToFront().

10.17.4.20  setltems(oArray)

Parjameters

Parameter Type Description

oArray Object An array in which each element is either an object convertiblg to a
string or another array:
For an element that canbe converted to a string, the user and export
values for the list item are equal to the string.
For an element that is an array, the array must have two sub¢lements
convertible to-strings, where the first is the user value and the second is
the exportwalue.

Retjurn Value

undefined

Deqcription

Sets the list of items for a combo box or a list box.

Related methods and preperties include numItems, getItemAt, deleteItemAt, currentValueIphdices and

cle

10.

Pan

brItems.

17.4.21 ssetLock(oLock)

ameters

Parameter Type Description

oLock Object A Lock object containing the lock properties.

Ret

urn Value

Boolean

Description

[Security]

Controls which fields are to be locked when a signature is applied to this signature field. No modifications
can be made to locked fields. If the signature is cleared, all fields that were locked become unlocked.
The property settings can be obtained using getLock.
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This method cannot be applied to a field that is in a document that is already signed.

10.17.4.21.1 Lock Object

A generic ECMAScript object containing lock properties. This object is passed to setLock and returned
by getLock for a signature field. It contains the following properties.

Table 41 — Lock object properties

Property Description

action RJW String The l[anguage-Independent name ol the action. values are:
All — All fields in the document are to be locked.
Include — Only the fields specified in fields are to be lockéd.
Exclude — All fields except those specified in fieldsare to be locked.

fields RfW Array of Strings An array of strings containing the field names."/Required if the
value of action is Include or Exclude.

10.17.4.22 signatureGetModifications()

Parameters

None

Return Vajlue

The call t

signatureGetModifications returns an object containing modification information.

object has the following properties:

Table 42 — Field.signatureGetModifications return properties

The

Pr+perty Type Description
formField|sCreated Array of Field objects Array of form fields created after signing.
formFieldsDeleted Array of Genericobjects  |Array of form fields deleted after signing. Each geneijic

object in the array is a string of the form name : type.
formFieldsFilledIn Array of Field objects Array of form fields filled in after signing.
formFieldsModified Array.offield objects Array of form fields modified after signing. In this cop-
text, form field fill-in does not constitute modificatiop.
annotsCrepted Array of Annotation ob-  |Array of annotations created after signing. If the annjo-
jects tation is transient (for example, a dynamically creatdd
pop-up), the corresponding element of the array is a
string of the form author : name : type.
annotsDeleted Array of Generic objects  |Array of annotations deleted after signing. Each generjic
r object in the array is of the form author : name : type.
annotsModified Array of Annotation ob- Array of annotations modified after signing. If the anno-
jects tation is transient (for example, a dynamically created
pop-up), the corresponding element of the array is a
string of the form author : name : type.
numPagesCreated Integer Number of pages added after signing.
numPagesDeleted Integer Number of pages deleted after signing.
numPagesModified Integer Number of pages whose content has been modified
after signing (add/delete/modify of annotations/form
fields are not considered as page modification for this
purpose).
spawnedPagesCreated |Array of Strings List of pages spawned after signing. For each spawned
page, the name of the source template is provided.
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Table 42 (continued)

Property Type Description

spawnedPagesDeleted |Array of Strings List of spawned pages deleted after signing. For each
spawned page, the name of the source template is
provided.

spawnedPagesModified |Array of Strings List of spawned pages modified after signing. For each
spawned page, the name of the source template is
provided.

Description

Retprns an object containing information on modifications that have been made to the docyment after
the|signature field was signed. The information includes only the difference between'the cqurrent and
sigried state of the document. Transient objects, such as objects added after thersignatuie but then
subpequently deleted, are not reported.

10.17.4.23 signatureGetSeedValue()
Parjameters

Nore
Retjurn Value
SeefdValue
Degcription

Retpirns a seedvalue object that contains the seegd'value properties of a signature field. Seed values are
usefl to control properties of the signature, including the signature appearance, reasons for signing,
and the person.

See| signatureSetSeedvValue (oSigSeedValue).

10.17.4.24  signaturelnfo(JoSig])

Parameters

Parameter Type Description

oSig Object (optional) The SecurityHandler object to use to retrieve the signature
p roperties. If not specified, the security handler is determingd by the
user preferences. (It is usually the handler that was used to dreate the
signature.)

Retjurn Value

The TC a symy
signature. This type of object is also used
the FDF object signaturevalidate method.

3 3 erties of the
when signing signature fields, signing FDF objects, or with

Description

Returns a signatureInfo object that contains the properties of the signature. The object is a snapshot
of the signature at the time that this method is called. A security handler may specify additional
properties that are specific to the security handler.
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10.17.4.25  signatureSetSeedValue(oSigSeedValue)
Parameters
Parameter Type Description
oSigSeedValue Object A SeedValue object containing the signature seed value properties.

Return Value

Undefined

Descriptign

[Security]

Sets propefties that are used when signing signature fields. The properties are stored in the signafure
field and are not altered when the field is signed, the signature is cleared, or when resetForm is called.
Use signatureGetSeedvalue to obtain the property settings.

When setting seed values, keep in mind the following:

Seed valuep should not be set on signed documents and cannot be set on cértified documents. They|are
primarily ysed to configure fields on documents that are not yet signed

10.17.4.23.1 SeedValue Object

AgenericECMAScriptobject, passed to signaturesetSeedvalueandreturned by signatureGetseedvallue,
which reprfesents a signature seed value. It has the followingproperties.

Table 43 — SeedValue.abject properties

Propprty

Type

Access

Description

appearancgFilter

String

R/W

A string corresponding to the named appearance that the
AppearanceFilter seed value should match.

certspec

object

R/W

A seed value CertificateSpecifier object. see

CertificateSpecifier Object for a listing of the propertjes

of this object.

digestMeth

Array of strings

R/W

An array of acceptable digest methods to use while signing.
The valid string values are SHA1, SHA256, SHA384, SHA512,
MD5, and RIPEMDI 60.

NOTE This is only applicable if the DigitalID contains RSA
public/private keys. If they contain DSA public/private key
then the value is always SHA1.

wn

The flags property indicates whether this is a required cor

straint.

filter

String

R/W

The language-independent name of the security handler to be

used when signing.

If filter is specified and the flags property indicates this entry
is arequired constraint, then the signature handler specified
by this entry must be used when signing; otherwise, signing
must not take place. If flags indicate that this is an optional
constraint, then this handler should be used if it is available.
If it is not available, a different handler can be used instead.
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Table 43 (continued)

Property

Type

Access

Description

flags

Number

R/W

A set of bit flags controlling which of the following properties
of this object are required. The value is the logical OR of the
following values, which are set if the corresponding property
is required:

1: filter
2: SsubFilter

4 - version

8: reasons

16: legalAttestations
32: shouldAddRevInfo
64: digestMethod

128: lockDocument

256: appearanceFilter

Usage: 1 specifies filter(3 Specifies filter and sub-fjlter, and
11 specifies filter, sub-filter, and reasons. If this field is not
present, all propertiés are optional.

legal Attestations

Array of Strings

R/W

Alist of legal attestations that the user can use when creating
a Modification'Detection and Prevention (MDP) (c¢rtified)
signature.

The valueof the corresponding flag in the flags pr¢perty indi-
cates\whether this is a required or optional constrjint.

lockDocument

String

R/W

Astring corresponding to one of the three LockDogument
Seed value states. Values are auto true false. Any pther value
will not be set.

mdp

String

R/W

The MDP setting to use when signing the field. Valdies are
allowNone

default

defaul tAndComments

While allowAll is alegal value, it cancels out the ¢ffect of

MDP and no certification signature can be used foj this field,
resulting in the signature being an approval signaffure, not a
certification signature.

Values are unique identifiers and are described in the table
titled Modification Detection and Prevention (MDR) Values.

reasons

Array of Strings

R/W

Alist of reasons that the user is allowed to use whgn signing.

If this array has a single element and that element |s a single

period "."and if the reasons are marked as required by the
flags property, then PDF Processors should suppress the Ul
for specifying a reason during signing. This overrides the us-
er's preference. If this array is empty and reasons are marked
as required, an exception should be thrown.
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Table 43 (continued)

Property Type Access Description

shouldAddRevInfo |Boolean R/W If set to true, instructs the application to carry out revo-
cation checking of the certificate (and the corresponding
chains) used to sign, and include all the revocation informa-
tion within the signature.

Only relevant if subFilter is adbe.pkcs7.detached or

adbe.pkcs7.shal, and it is not applicable for adbe.x509.
rsa_shal. Hence, if the subFilter is adbe.x509.rsa_shal
and it’s required that revocation information be added, then
the signing operation fails.

If shouldaddRevInfo is true and the flags property.indi-
cates this is a required constraint, then the tasks describegl
above must be performed. If they cannot be performed, th¢n
signing must fail.

The default value is false.

subFilter Array of Strings |[R/W An array of acceptable formats to usefor'the signature. Refer
to the Signature Info object’s subEiltter property for a list
of known formats.

The first name in the array that'matches an encoding sup-
ported by the signature handler should be the encoding thpt
is actually used for sighing’ If subFilter is specified and the
flags property indicates that this entry is a required cop-
straint, then the firstinatching encodings must be used when
signing; otherwise, signing must not take place. If the flagd
property indi¢ates that this is an optional constraint, then
the first matehing encoding should be used if it is availabld. If
itis not av@ilable, a different encoding can be used.

timeStampgpec Object R/W A SeedyValue timeStamp Specifier object. It uses the url and
flagsproperties to specify a timestamp server. See Seed vdlue
timeStamp specifier object.

version Number R/W The minimum required version number of the signature
handler to be used to sign the signature field. Valid values pre
1and 2. Avalue of 1 specifies that the parser must be able fo
recognize all seed value dictionary entries specified in PDF
1.5. A value of 2 specifies that it must be able to recognize fll
seed value dictionary entries specified in PDF 1.7 and earljer.

The flags property indicates whether this is a required co1}-
straint.

10.17.4.23.2 CertificateSpecifier Object

This generfc EEMAScript object contains the certificate specifier properties of a signature seed vdlue.
Used in thg cértSpec property of the SeedValue object. This object contains the following propertieg:

130 © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=f458bb1e87f1c2c663a5a18d6080d537

IS0 21757-1:2020(E)

Table 44 — CertificateSpecifier object properties

Property

Type

Access

Description

flags

Number

R/W

A set of bit flags controlling which of the following
of this object are required. The value is the logical
following values, which are set if the correspondin
is required:

1: subject

2: issuer

4. odld

properties
OR of the

g property

8: subjectDN
16: Reserved
32: keyUsage
64: url

If this field is not present, all properties are option

hl.

issyier

Array of Certif-

icate objects

R/W

An array of certificate objects that are acceptah
signing.

If specified, the signing certificate shall be issued
tificate that is an exdct match with one of the cert
this array.

The value of the corresponding flag in the flags pr
cates whether this is a required or optional constr

le for

by a cer-
ficates in

perty indi-
hint.

keylUsage

Object

R/W

Array,ofintegers, where each integer specifies the

able key-usage extension that must be present in the signing

ceptificate.
Each integer is constructed as follows:

There are two bits used for each key-usage type (d|
RFC 3280) starting from the least significant bit:

digitalSignature(bits 2,1), nonRepudiation(4,3)
keyEncipherment(6,5) dataEncipherment(8,7)
keyAgreement(10,9) keyCertSign(12,11) cRLSign(]
encipherOnly(16,15) decipherOnly(18,17)

The value of the two bits have the following semanftics:

00: the corresponding keyUsage must not be set
01 the corresponding keyUsage must be set

10 and 11: the state of the corresponding keyUs
doesn’t matter.

For example, if it is required that the key-usage ty

accept-

pfined in

4,13)

hge

pe

digitalSignature be set and the state of all other k¢

y-usage

Types do not matter, then the corresponding integer would

be 0x7FFFFFFD. That is, to represent digitalSignat

for bits 2 and 1 respectively, and set 11 for all other key-us-

age types.

The value of the corresponding flag in the flags property

indicates whether this is a required constraint.

ure, set 01

oid

Array of Strings

R/W

An array of strings that contain Policy OIDs that must be
present in the signing certificate. This property is only appli-

cable if the issuer property is present.

The value of the corresponding flag in the flags property indi-
cates whether this is a required or optional constraint.
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Table 44 (continued)

Property

Type

Access

Description

subject

Array of Certif-
icate objects

R/W

An array of Certificate objects that are acceptable for signing.

If specified, the signing certificate shall be an exact match
with one of the certificates in this array.

The value of the corresponding flag in the flags property indi-
cates whether this is a required or optional constraint.

subjectDN

Array of objects

R/W

Array of objects, where each object specifies a Subject Distin-
guished Name (DN) that is acceptable for signing. A signing

=}

certificate satisfies a DN requirement if it at least contains]all
the attributes specified in the DN (it can therefore cortainfad-
ditional DN attributes). If this entry is specified, the\signinig
certificate must satisfy at least one of the DNs injthearray.

DN attribute restrictions are specified in this'‘object by
adding them as properties. The properties! key names can
either be the corresponding attributes~friendly names o
OIDs (as defined in RFC 3280). The properties’ value musf
be of type string.

The value of the correspondingflag in the flags property imdi-
cates whether this is a requiredor optional constraint.

EXAMPLE 1 {cn:"Alice’;ou:"Engineering", 0:"Acme Inc"}. The
friendly names for the DN attributes (cn, o, ou, and so on) qre
the ones defined in RDN (see RDN).

EXAMPLE 2 { ciZjJoe Smith", ou:"Engineering"”, 2.5.4.43:"]5"},
where OID 2.5:4.43 is used to carry out matching for the
“Initials” attribute. The following is sample code to define the
above DN

varn, 8ubjectDN = {cn:"Joe Smith",
oul: "Engineering"}; subjectDN["2.4.5.43"] = "Js';

Attributes whose value is of type DirectoryString or IA5S-
tring can be specified as shown in the example above, whefe-
as for all other value types, for example, dateOfBirth whosk
value is of type

GeneralizedTime, the values need to be specified as a hex-¢n-
coded binary string.

For more information about the various attributes and thejr
types, refer to RFC 3280.

url

String

R/W

A URL that can be used to enroll for a new credential if a
matching credential is not found.

A degenerate use of this property is when the URL points tjo a
web service that is a DigitallD store (such as a signature web
service that can be used for server-based signing). In that

case, the URL indicates that as long as the signer has a Digi-
tallD from that web service, it is acceptable for signing.

The value of the corresponding flag in the flags property indi-
cates whether this is a required or optional constraint.

132
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Table 44 (continued)

Property

Type

Access

Description

urlType

String

R/W

String indicating the type of URL specified by the url proper-
ty. Potential values:

"HTML": The URL points to an HTML website and the PDF Pro-
cessor should use the system web browser to display its con-
tents. The value of the url bit of the flags property is ignored.

"assp": The URL references a signature web service that can

be used for server-based signing. If the url bit of th

e flags

property indicates that this IS a required constral
plies that the credential used when signing must.o
this server.

If this attribute isn’t present, it’s assumed.that the
to a HTML site.

t, this im-
bme from

URLpoints

10.17.4.25.3 Seed value timeStamp specifier object

The properties of the seed value timeStamp specifier object are as follows:

Table 45 — SeedValue timeStampproperties

Property

Type

Access Description

url

String

R/W URL of the timeSt{
providing an RFC
pliant timeStamp.

mp server
B161 com-

flag

[%2)

Number

R/W A bit flag controlli
the time stamp is

(2) or not requireg
defaultis o.

hg whether
fequired
(0). The

10.17.4.26

Parameters

signatureSign(oSig[, oInfo, cDIPath, bUI, cLegalAttest])

Parameter Type

Description

oSig

Object

Specifies the SecurityHandler object to be used for signing
an exception if the specified handler does not support signin
tions. Some security handlers require that the user be logged
signing can occur. If oSig is not specified, this method select
based on user preferences or by prompting the user if bUT is

Throws

b opera-

in before
5 a handler
true.

olnfo

Object

(optional) A signatureInfo object specifying the writable g
of the signature. See also signatureInfo([oSig]).

roperties

cDIPath

String

(optional) The device-independent path to the file to save to

following

the application ol the signature. If not specitied, the file 15 saved back to

its original location.

bUI

Boolean

(optional) A Boolean value specifying whether the security handler
should show the user interface when signing. If true, oInfo and
cDIPath are used as default values in the signing dialog boxes. If false

(the default), the signing occurs without a user interface.
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Parameter

Type

Description

cLegal Attest

String

(optional) A string that can be provided when creating a certification
signature.

Certification signatures are signatures where the mdp property of
the signatureInfo object has a value other than allowAll. When
creating a certification signature, the document is scanned for legal
warnings and these warnings are embedded in the document. A caller
can determine what legal warnings are found by first calling the Doc

getLegalWarnings method. If warnings are to be embedded, an author
may provide an attestation as to why these warnings are being applied

to a dOCUTIETTL,

Return Vajlue

Boolean
Descriptic
[Security]

Signs the
login([cPas

Signature f

n

field with the specified security handler. See also getHandler{cName[, bUIEngine])
sword, cDIPath, oParams, bUI]).

ields cannot be signed if they are already signed. Use resetForm to clear signature fields

Return trug if the signature was applied successfully, false otherwise.

and

10.17.4.27 signatureValidate([oSig, bUI])
Parameters
Paljameter Type Description

oSig Object (optional) The security handler to be used to validate the signature. [ts
value i§ either a SecurityHandler object or a SignatureParametexys
object. If this handler is not specified, the method uses the security
handler returned by the signature’s handlerName property.

bUI Boolean ~|{eptional) If true, allows the Ul to be shown when validating, if necef-
sary. The Ul may be used to select a validation handler if none is spegi-
fied. The default is false.

Return Vajlue

Integer

Descriptign

Validates 4

ndyreturns the validity status of the signature in a signature field. This routine cary

be

computati
used to sig

The return value shall be an integer representing the validity status of the signature as follows:

n the signature.

— -1 Notasignature field

— o0 Signature is blank

— 1 Unknown status

— 2 Signature is invalid

— 3 Signature of document is valid, identity of signer could not be verified

134

Taily eXpenstve and take a Significant amount of tIe depending o1 the SIgnature man

1ler
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— 4 Signature of document is valid and identity of signer is valid.

See the signvisible and statusText properties of the signatureInfo object.

10.17.4.27.1 SignatureParameters object

A generic object with the following properties that specify which security handlers are to be used for
validation by signatureValidate:

Table 46 — signatureValidate handlers

Handler Description
oS¢gcHdIr The security handler object to use to validate this signature,
bAltSecHdlr If true, an alternate security handler, selected based on usernpréferente settings,

may be used to validate the signature. The default is falsé which megns that the
security handler returned by the signature’s handlerNanie property iqused to
validate the signature. This parameter is not used if 0SecHdlr is provided.

10.18 FullScreen

10.18.1General

The interface to fullscreen (presentation mode) preferences and properties. To acquire af fullScreen

objé¢ct, use app. fs.

10.18.2FullScreen properties

10.18.2.1 General

Tabje 47: FullScreen object properties, lists the minimum set of properties that PDF [Processors

supporting this standard shall implement for objects of type FullScreen.

Table 47 — FullScreen object properties

Property

Type Access Description

bagkgroundColor

ColptArray R/W The background color of the screen in full screen mode. See
color arrays for details.

cligkAdvances

Boolean R/W Specifies whether a mouse click anywhere on the gage causes
the page to advance.

cursor

Number R/W Determines the behavior of the pointer in full scregn mode.
The convenience cursor object defines all the valid|cursor
behaviors.

defpultTransition

String R/W The default transition to use when advancing pagefs in full
screen mode 1Ise transitions to obtain list of validitransition

names supported by the viewer.

“No Transition”isequivalentto app.
fs.defaultTransition = "";

escapeExits

Boolean R/W [Security]

A Boolean value specifying the escape key can be used to exit
full screen mode.

isFullScreen

Boolean R/W If true, the viewer is in full screen mode rather than regular
viewing mode, which is possible only if one or more docu-
ments are open for viewing.

NOTE A PDF document being viewed from within a web
browser might not be able to be put into full screen mode.
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Table 47 (continued)

Property Type Access Description

loop Boolean R/W Specifies whether the document will loop around to the
beginning of the document in response to a page advance
(whether generated by mouse click, keyboard, or timer) in
full screen mode.

timeDelay Number R/W The default number of seconds before the page automatically
advances in full screen mode. See useTimer to activate or
deactivate automatic page turning.

transitions AFFas- R AR AFFAF of Stresrepresentine alid tranct i naranc

O St S S T CPT Co TS v oo e T T ST e T O T HTOHH T T O

implemented in the viewer. No Transitionis equivaleftyo
setting defaultTransition to the empty string:

app.fs.defaultTransition = "";

usePageTimhing Boolean R/W Specifies whether automatic page turning will\réspect
the values specified for individual pages in/full screen
mode. Set transition properties of individual pages using
setPageTransitions.

useTimer Boolean R/W Specifies whether automatic pageturning is enabled in ful
screen mode. Use timeDelay tosetthe default time intervh
before proceeding to the next page.

—_—

10.18.2.2 Cursor Keywords

Table 48 — Cursor Keywords

Cursor Behavior Keyword
Always hidden cudsor.hidden
Hidden after delay cursor.delay
Visible cursor.visible

10.19 glgbal

10.19.1General

This is a dtatic ECMAScript ebject that allows you to share data between documents and to Have
data be pefsistent across sessions. Such data is called persistent global data. Global data-sharing and
notificatioh across docunients is done through a subscription mechanism, which allows you to monlitor
global datd variables andreport their value changes across documents.

10.19.2Creating'glebal properties

You can specify global data by adding properties to the global object. The property type can be a Strfing,

a Boolean vatue; oraNumber:

For example, to add a variable called radius and to allow all document scripts to have access to this
variable (provided “Enable global object security policy” is not checked), the script defines the property:

global.radius = 8;

The global variable radius is now known across documents throughout the current viewer session.
Suppose two files, A.pdf and B.pdf, are open and the global declaration is made in A.pdf. From within
either file (A.pdf or B.pdf), you can calculate the volume of a sphere using global.radius.

var V = (4/3) * Math.PI * Math.pow(global.radius, 3);
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In either file, you obtain the same result, 2 144,660 58. If the value of global.radius changes and the

scri

pt is executed again, the value of V changes accordingly.

10.19.3 Deleting global properties

To delete a variable or a property from the global object, use the delete operator to remove the defined
property. Information on the reserved ECMAScript keyword delete can be found in the ECMAScript
standard, available from Ecma International (www.ecma-international.org).

10.19.4Global object security policy

Thd
infd

In 4
but

glo
glo

The
thid

con

To s

global security policy places restrictions on document access to global variables)
rmation and exceptions, see the Note in global.

document, named docA.pdf, execute the following script in a non-privileged context

fon):

bal.x = 1

bal.setPersistent ("x", true);

path for docA.pdf is the origin saved with the global.x variable; conisequently, docA.pdf]
variable:

Eole.println("global.x = " + global.x);

et this global from docA.pdf, we execute global.x = 3, for-example, in any context.

To lhave a document with a different path get and set.this global variable, the getting and sg

ocCcC

myT
{ a
})

{ a

})

And
//

con
The
//
Oonc
glo
//

con

10.

10.

ir in a trusted context, with a raised level of privilege. The following scripts are folder E(

FustedGetGlobal = app.trustedFunction(~function ()

bp .beginPriv(); var y = global.x; return y app.endPriv();

F myTrustedSetGlobal = app.trustedkwnction ( function (value)
bp.beginPriv (); global.x=value; app.endPriv();

ther document, docB.pdf can.access the global.x variable through the above trusted fung

Mouse up button action\from doc B

Eole.println ("The value of global.x is " + myTrustedGetGlobal());

global can also bé sét from docB.pdf:

bet global.x from~docB.pdf myTrustedSetGlobal (2) ;

b global.x has(been set from docB.pdf, the origin is changed; docA.pdf cannot
bal.x direct¥y)lnless it is through a trusted function:

Fxecute a mose up button action from docA.pdf

Eole.printPn’("The value of global.x is " + myTrustedGetGlobal());

19.5glebal object methods

19.5.1 General

For more

(mouse-up

can access

tting must
MAScript.

tions:

access

The following section lists the minimum set of methods, including their syntax and return values, that
PDF Processors supporting this standard shall implement for objects of type global.

10.19.5.2 setPersistent(cVariable, bPersist)

Parameters
Parameter Type Description
cVariable String The variable (global property) for which to set persistence.
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Parameter Type Description

bPersist Boolean |Iftrue, the property will exist across a PDF Processor's viewer sessions.
If false (the default) the property will be accessible across documents
but not across the PDF Processor's viewer sessions.

Return Value

undefined

Description

Controls whether a specified variable is persistent across invocations of a PDF Processor.

Persistent
Upon appli
for folder-1
this file. Ax
When speg

give your V
global vari

10.19.5.3

Paramete

blobal data only applies to variables of type Boolean, Number, or String.

cation exit, persistent global variables are stored in the glob.js file located in the user’s fo
bvel scripts and re-loaded at application start. Implementers may place a litnhit on the siZ
ly data added to the string after this limit is dropped.

ifying persistent global variables, you should use a naming conventigny For example, you
ariables the form myCompany_variableName. This prevents collisiohs with other persis
hble names throughout the documents.

subscribe(cVariable, fCallback)

'S

der
e of

can
fent

Pai

ameter Description

Type

cVariable

String The global property,

fCallback

Function |The function to call'when the property is changed.

Return Va
undefined
Descriptid
Allows you

property ¢
Multiple sy

10.19.5.3.

The syntax

function 1
// newval

lue

n

to automatically update fields when the value of a global variable changes. If the speci
Variable is changed| even in another document, the specified function £caliback is cal
bscribers are allowed for a published property.

I Callback’Function

of the_callback function is as follows:

Cal\lback (newval) {

fied
led.

< code to

}

fegthe new value of the global variable you // have subscribed to.

process tlle IIew altiue OL Lle globdl dal’1dDle

The callback will be terminated when the document from which the script was originally registered is

closed, ort

10.20 Ho

10.20.1Ge

he (global) property deleted.
stContainer

neral

This object manages communication between a PDF document and a corresponding host container that
the document is contained within, such as an HTML page. The host container for a document is specified

by the Doc

138

hostContainer property.
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The Embedded PDF object provides the corresponding API for the object model of the container
application.

10.20.2HostContainer properties

10.20.2.1

General

Table 49: HostContainer object properties lists the minimum set of properties that PDF Processors
supporting this standard shall implement for objects of type HostContainer.

Table 49 — HostContainer object properties

Property

Type

Access

Description

tsageHandler

Object

R/W

A notification object that is called if a script in the.host con
calls the postMessage method. This object may expose thg
and properties listed in [TABLEREF].

NOTE Instead of specifying a method,onDisclose can spe
value HostContainerDisclosureP6licy.SameOriginPo
which means that the document withbe disclosed to the hg
er if they both originate from tHe same location. In this cag
ination is determined by the s¢heme, server, and port. The

must be http, https, or ftp£ot the document to be disclosed.

When these methods.ar€ invoked, the this object will be t
messageHandler instance that the method is being called

Other methods and properties can be added to messageHa|
provided thatthey do not begin with on.

If messageHandler is set to null or an object without an 4

method,\messages sent by postMessage are queued until §he proper-

ty is set to a valid messageHandler instance.

Messages are guaranteed to be delivered in the order in w
are posted and errors are guaranteed to be delivered in th
which they occurred. However, there is no correspondencs
the delivery order of messages and errors.

Exceptions thrown from within the handler methods will be discard-

ed. If an exception is thrown from within onDisclose, the
will be treated as a failure. Messages and errors will not b4
while inside an onMessage / onError / onDisclose hand

tainer
methods

Cify the
licy,

st contain-
e, the orig-
scheme

he
on.

hdler

nMessage

hich they
e order in
between

function
b delivered
er.

10.

0.2.2

Table 50 — HostContainer.messageHandler properties

HostContainer.messageHandler Object Details

Method/Property

Description

onlessage

(Optional] A method that is called In response to post
The message is delivered asynchronously. The method
a single array parameter containing the array that was
postMessage.

essage.
is passed
passed to
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Table 50 (continued)

Method/Property Description

onError (Optional) A method that is called in response to an error. The
method is passed an Error object and an array of strings corre-
sponding to the message that caused the error.

The name property of the Error object is set to one of these:
MessageGeneralError A general error occurred.

MessageNotAllowedError  The operation failed for security
reasons.

If an error occurs and this property is undefined, the error will
not be delivered (unlike messages, errors are not queuedy:

onDisclose A required method that is called to determine whether the hosf
application is permitted to send messages to the dgcument. Th
allows the PDF document author to control the cgnditions undg
which messaging can occur for security reasons, The method

should be set during the Doc/Open event. The method is passed
two parameters:

= own

cURL The URL indicating®he location of the host
container (for example, the URL of an HTML
page using an <OBJECT> tag).
cDocumentURL he URL,gf the PDF document that disclosufe
is beingChecked for.

If the method returns true, the host container is permitted to post
messages to the message handler.

allowDeliv¢grWhileDoclsModal A Boolean value indicating whether messages and errors will

be delivered while the document is in a modal state. By default
(false), messages and errors are queued and not delivered to the
onMessage and onError handlers if the application is currently
displayinga modal dialog. The app.isModal property can be us¢d
to detect this case.

10.20.3HdstContainer methods

10.20.3.1 General

The followlng section lists thé-niinimum set of methods, including their syntax and return values, that
PDF Procegsors supportingthis standard shall implement for objects of type HostContainer.

10.20.3.2 postMessage(...)

Parameters

Panjameter Type Description

aMessage Array An array of one or more strings that are passed to the onMessage meth-
od of the messageHandler property.

Return Value
undefined
Description

Sends a message asynchronously to the message handler for the host container of the PDF document.
For this message to be delivered, the host container (for example, an <OBJECT> element in an HTML
page) must have registered for notification by setting its messageHandler property. The message is
passed to the onMessage method of the messageHandler.
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The messages are submitted to a queue until they are delivered. If the queue exceeds a maximum
number of messages, a parameter error is thrown until some of the messages in the queue have been

delivered.

EXAMPLE varaMessage = [“MyMessageName”, “Message Body”]; this.hostContainer.postMessage(aMessage);

10.21 Icon

10.21.1General

Thiggene HAScriptobjectisamropagterepresentation—e
Dodicons property. It is used with Field objects of type button.

10.21.2icon Properties

The icon object contains the following property:

Table 51 — Icon property

Property Type Access Description
narpe String R The name of the icon. At icon has a name if it exist} in the
document-level nanied icons tree.
1022 Link

10.22.1General

Thip object is used to set and get the properties‘and to set the ECMAScript action of a link.

Link objects can be obtained from the Doc'méthods addLink or getLinks. (See also removeLifks (nPage,

oCo:rds)J

10.22.2Link properties

Tabje 52: Link object properties lists the minimum set of properties that PDF Processors

thig standard shall implement for objects of type Link.

Table 52 — Link object properties

supporting

Property Type Access

Description

boir{derColor Array R/W

with this property.

The border color of a Link object. See color arrdys for
information on defining color arrays and how colo

s are used

borderWidth

Integer R/W The border width of the Link object.

highlightMode String R/W

values are:
None
Invert
Outline
Push

The default is Invert.

The visual effect to be used when the mouse button is
pressed or held down inside an active area of a link. The valid
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Table 52 (continued)

Property

Access Description

Type

rect

Array R/W

an array of four numbers, the coordinates in rotated user

upper-left x, upper-left y, lower-right x and lower-right y.

The rectangle in which the link is located on the page. Contains

space of the bounding rectangle, listed in the following order:

10.22.3Link methods

10.22.3.1 Generat
The follow|ng section lists the minimum set of methods, including their syntax and return values, fhat
PDF Procegsors supporting this standard shall implement for objects of type Link.

10.22.3.2 setAction(cScript)

Parameters

Paljameter Type Description

cScript String The ECMAScript action to use.

Return Vallue

undefined

Descriptign

Sets the specified ECMAScript action for the MouseUp trigger for the Link object.

NOTE This method will overwrite any action already defined for this link

10.23 Net

10.23.1Gepneral

The Net object allows for the discovery and access to networking services through a variety of protogols.
The Net opject forms a namespace for the networking services that currently exist in the glpbal
namespacqg (SOAP). The exiSting objects will be maintained for backwards-compatibility however [any
new services should us€the new namespace.

10.23.2Nett properties

10.23.2.1 General

Table 53: Net object properties lists the minimum set of properties that PDF Processors supporting this

standard s

hall implement for objects of type Net.

Table 53 — Net object properties

Prop

erty Type Access Description

SOAP

Object R

object has one property and three methods. See the refer-
enced link for full documentation.

The Net.SOAP object allows for communication with network
services that use the SOAP Messaging Protocol. The Net.SOAP

142
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Table 53 (continued)

Property Type Access Description

Discovery Object R The Discovery object allows for the dynamic discovery of

network services. The Net.Discovery object has tw
See the referenced link for full documentation.

o methods.

HTTP Object R The Net.HTTP object allows access to web services that use
HTTP. These methods allow communication with a wider
variety of services than the Net.SOAP object. The HTTP
object can be used to implement any messaging protocol that
utilizes HTTP, for example, WebDAV or the ATOM Publishing

Protocol.
See Net.HTTP for full documentation of the methodls of the
HTTP object.
10.23.2.1.1 Net.SOAP properties
10.23.2.1.1.1 General
Tabje 54: Net.SOAP object properties lists the minimum set of ‘properties that PDF [Processors
supporting this standard shall implement for objects of type Net,
Table 54 — Net.SOAP object properties
Property Type Access Description
wirleDump Boolean R/W If trueysyrchronous SOAP requests will cause the KML
Request and Response to be dumped to the ECMA{cript Con-
solexThis is useful for debugging SOAP problems.
10.23.2.1.2 Net.SOAP Methods
10.23.2.1.2.1 connect
Parjameters
Norle
Return Value
undefined
Deqcription
Convertsithe URL of a WSDL document to a ECMAScript object with callable methods corregponding to
theweb'service.

10.23.2.1.2.2 request

Parameters

None

Ret

urn Value

undefined

Description

©IS
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Initiates a remote procedure call (RPC) or sends an XML message to a SOAP HTTP endpoint. The method
either waits for the endpoint to reply (synchronous processing) or calls a method on the notification
object (asynchronous processing).

10.23.2.1.2.3 response

Parameters

None

Return Value

undefined

Descriptid

Initiates a

waiting for

10.23.2.1.

10.23.2.1.
Paramete

None

n

remote procedure call (RPC) or sends an XML message to a SOAP HTTP endpoint with
areply.

B Net.Discovery Methods

8.1 queryServices

'S

Return Vajlue

undefined

Descriptid

Locates ne

10.23.2.1.
Paramete

None

n

fwork services that have published themselves using DNS Service Discovery (DNS-SD).

B.2 resolveService

'S

Return Vajlue

undefined

Descriptid

Allows a sd

n

riice name to be bound to a network address and port in order for a connection to be mg

10.23.3Net methods

10.23.3.1

General

out

de.

The following section lists the minimum set of methods, including their syntax and return values, that
PDF Processors supporting this standard shall implement for objects of type Net.
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10.23.3.2 streamDecode(oStream, cEncoder)
Parameters
Parameter Type Description
oStream Object A stream object to be decoded with the specified encoding type.
cEncoder String Permissible values for this string are “hex” (hex-encoded) and “base64”
(Base 64- encoded ).

Return Value

ReaIdStream

Degcription

Allgqws the oStream object to be decoded with the specified encoding type,€Ehcoder. If returns a

decpded ReadStream object. Typically, it is used to access data returned as part.of a SOAP njethod that

wag encoded in Base64 or hex encoding.

10.23.3.3 streamDigest(oStream, cEncoder)

Parjameters

Parameter Type Description

oStfeam Object A stream object to compute the digest of, using the specified [message
digest algorithm.

cErjcoder String The digest algorithm to use. The cEncoder parameter must b one of
the following values:
StreamDigest.MD5 — Digest the content using the MD5 Diggest Algo-
rithm (see RFC 1321).
StreamDigest.SHA1 — Digest the content using the SHA-1 D}igest Algo-
rithm (as defined in FIPS 180-4).

Return Value

ReadStream

Degcription

Allgws the ostream-@bject to be digested with the specified encoding type, cEncoder. If returns a

ReapStream objeCt-containing the computed digest of the ostream. Typically, this is used to[compute a

digest to validate the integrity of the original data stream or as part of an authentication sgheme for a

wel) service.

To sing SOAP.

tte used as a string, the result must be converted to a text format such as Base64 or hex
amk

str ncode.

10.23.3.4 streamEncode(oStream, cEncoder)
Parameters
Parameter Type Description
oStream Object A stream object to be encoded with the specified encoding type.
cEncoder String A string specifying the encoding type. Permissible values are “hex” (for
hex-encoded) and “base64” (base 64-encoded).

Return Value

ReadStream
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Description

This function encodes a stream object. Typically, it is used to pass data as part of a SOAP method when
it must be encoded in Base 64 or hex encoding.

10.24 0CG

10.24.1General

An OCG object represents an optional content group in a PDF file. Content in the file can belong to one or

more opti

and its visi
case, optio|
hidden wh
and differe

Use the Dog

See ISO 32
10.24.20¢

10.24.2.1

Table 55: (
this standd

. ent
ility is determined by the states (ON or OFF) of the OCGs to which it belongs. In the simplest
al content belongs to a single OCG, with the content being visible when the OCGis)on pnd

en the OCG is off. More advanced visibility behavior can be achieved by using multiple O|CGs

nt visibility mappings.
getocGs method to get an array of OCG objects for a PDF document.
D00-2 for additional details on optional content groups.

G properties

General

CG object properties lists the minimum set of properties that PDF Processors supporting
rd shall implement for objects of type oce.

Table 55 — OCG object properties

Property Type Access Description

constants. Object R AnlOCG’s intent array can contain arbitrary strings, but thqgse

intents eontained in this object are the only ones that should be re¢-
ognized by a PDF Processor.

constants.dtates |Object R The states object is used to set the initial state of the OCG ($ee
initState).

initState Boolean |Implementation- |This property is used to determine whether this OCG is on

defined or off by default. See the OCG.constants.states Object

details for possible values.

locked Boolean ¢ \R/W This property is used to determine whether this OCG is
locked. If an OCG is locked, its on/off state cannot be toggled
through the Ul

name Stririg R/W The text string seen in the Ul for this OCG. It can be used to
identify OCGs, although it is not necessarily unique.

state Boolean |R/W Represents the current on/off state of this OCG.
Changing the state of an OCG does not modify the document,
the OCGs revert to their initial state when the document is
loaded again.

10.24.2.2 OCG.constants Details

10.24.2.2.1 General

Each instance of an OCG object inherits the constants property, which is a wrapper object for holding
various constant values.
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10.24.2.2.2  OCG.constants.intents Object details

Table 56 — OCG.constants.intents properties

Property Description
design Designates a design intent in an OCG object.
view Designates a view intent in an OCG object.

10.24.2.2.3 OCG.constants.states Object details

Table 57 — OCG.constants.states properties

Property Description
on Designates an OCG state of ON.
off Designates an OCG state of OFF.
10.24.30CG methods
10.24.3.1 General
The following section lists the minimum set of methods, incliding their syntax and return yalues, that
PDH Processors supporting this standard shall implement for objects of type OCG.

10.
Par
Nor
Ret]
Arr
Deg
Ret
An

See

10.

Par

P4.3.2 getintent()

ameters

e

urn Value

hy of strings

cription

lirns this OCG’s intent array.

DCG will affect the Visibility of content only if it has onstants.intents.view as an intent.

also setintent(alntentArray) and theOCG.constants.intents Object details Object.

24.3.3 setAction(cExpr)

anieters

Parameter Type Description

cExpr String The expression to be evaluated after the OCG state changes.

Ret

urn Value

undefined

Description

Registers an ECMAScript expression to be evaluated after every state change for this OCG.
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Setting an action for an OCG does not dirty the document, therefore, the assignment of action must
be made when the document is first opened, as document level script, or dynamically through user
interaction.

NOTE This method will overwrite any action already defined for this OCG.

10.24.3.4 setIntent(alntentArray)

Parameters
Parameter 'l‘ypp npcr‘ripfinn
alntentArry Array An array of strings to be used as this OCG’s intent array.

Return Vajlue
undefined
Descriptign

Sets this JCG’s intent array. An OCG should only affect the visibility of content/if this array contains
constants.intents.view. See the ocG.constants.intents Object details Objectforpossible values.

See also geftintent() and theocG.constants.intents Object details objéet.
10.25 PrintParams

10.25.1General

This is a [generic object that controls printing parameters that affect documents printed uging
ECMAScript. Changing this object shall not change-persistent user preferences or make permarpent
changes to|the document.

The Doc print method takes a PrintParams ebjéect as its argument. You can obtain a PrintParams objject
from the Dpc getPrintParams method. The'returned object can then be modified.

Many of thle PrintParams properties.take integer constants as values, which you can access using|the
constants property. For example:

// Get the printParams object/of the default printer var pp = this.getPrintParams();
// Set sone properties ppsinteractive = pp.constants.interactionLevel.automatic;

pp.colorOferride = pp.coddrOverrides.mono;
// Print this.print (pp);

The constdnts propexties are all integers allowing read access only.

10.25.2PrjntParams properties

10.25.2.1 General

Table 58: PrintParams properties lists the minimum set of properties that PDF Processors supporting
this standard shall implement for objects of type PrintParams.

Table 58 — PrintParams properties

Property Type Access Description

bitmapDPI Integer R/W The dots per inch (DPI) to use when producing bitmaps or
rasterizing transparency. The valid range is 1 to 9600. If the
document protections specify a maximum printing resolu-
tion, the lower of the two values is used. The default is 300.
Illegal values are treated as 300. See also gradientDPI.
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Table 58 (continued)

Property

Type

Access

Description

constants

object

R

Each instance of a PrintParams object inherits this prop-
erty, which is a wrapper that holds various constant values.
The values are all integers allowing read access only. They
are used as option values of some of the other properties of
the PrintParams object, and their values are listed with the
properties to which they apply.

DuplexType

Integer

R/W

Sets the printing duplex mode to simplex, duplex long edge,
or duplex short edge feed.

The duplex options are accessed through the constants.
duplexType object. The properties of this object are listed
in the table that follows.

The selected printer should support.duplex printipg, if either
DuplexFlipLongEdge or DuplexFlipShortEdgelis used.

fileName

String

R/W

The device-independent path for'afile name to be fised in-
stead of sending the print job-to the printer (Print fo File). The
path may be relative to the-lecation of the current flocument.

The default value is thé&empty string (no file name).

NOTE Printing to file produces output suitablelfor the
printer, for example, Postscript or GDI commands|

When printerlName is an empty string andfileNanpe is speci-
fied, the current document is saved as a PostScript file.

firdtPage

Integer

R/W

The fipstpage number of the document to print. The number
is 0sbased. The first page of any document is 0, regardless of
page number labels. The default value is 0, and values that
are out of the document’s page range are treated s 0.

See also lastPage.

flag

[%2)

Integer

R/W

A bit field of flags to control printing. These flags fan be set
or cleared using bitwise operations through the donstants.
flagValues object.

Zero or more flags can be set; unsupported flags gre ig-
nored. The flags default to those set by user prefefences.

[TABLEREF] lists the base properties of the £1agyalues
object.

gradientDPI

Integer

R/W

The dots per inch to use when rasterizing gradienks. This
value can generally be set lower than bitmapDPI hecause it
affects areas to which the eye is less sensitive. It must be set
from 1 to 9600. lllegal values are treated as 150. If the docu-
ment protections specify a maximum printing resplution, the
lower of the two values will be used. The default vialue is 150.

lastPage

Integer

R/W

The last 0-based page number of the document to|print. The

term “0-based” means the first page of any document is 0,
regardless of page number labels. If the value is less than
firstPage or outside the legal range of the document, this
reverts to the default value. The default value is the number
of pages in the document less one.

See firstPage for an example.

NumCopies

Integer

R/W

Sets the number of copies to be printed for this print job.

pageHandling

Integer

R/W

Takes one of seven values specified by the constants.
handling object. If set to an illegal value, it is treated as
shrink. The defaultis shrink.
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Table 58 (continued)
Property Type Access Description
pageSubset Integer R/W Select even, odd, or all the pages to print. The value of

pageSubset is set through the constants. subsets object.
The defaultis a11.

printAsImage Boolean R/W Set to true to send pages as large bitmaps. This can be slow
and more jagged looking but can work around problems
with a printer’s PostScript interpreter. Set bitmapDPI to in-
crease or decrease the resolution of the bitmap. The default
is false.

printConteht Integer R/W Sets the contents of the print job. The value of the
printContents property is set through the constants .
printContents object. The default is doec.

printerNanpe String R/W The name of the destination printer.

By default, printerName is set to the name\ofthe default
printer. If printerName is set to an empty string, the printer
used is either the last printer used by the PDF Processor (jif
printing occurred during the current’session) or the Systém
Default printer. When printerName’is an empty string andl
fileName is a nonempty string;the current document is
saved as a PostScript file.

See also printerNames.

reversePages Boolean R/W Set to true to printpages in reverse order (last to first). The
default value is false.

10.25.2.2 PrintParams.constants Properties
10.25.2.2.1 General

Table 59 — PrintRarams.constants properties

Constant object Contains constant values for this property
duplexTypdgs DuplexType
handling pageHandling
printContepts printContent
flagValues flags
subsets pageSubset

10.25.2.2.2 constants.duplexTypes Object

Table 60 — constants.duplexTypes properties

Property Description
Simplex Prints on one side of the paper.
DuplexFlipLongEdge Prints on both sides of the paper; the paper flips along the long edge.
DuplexFlipShortEdge Prints on both sides of the paper; the paper flips along the short edge.

10.25.2.2.3  constants.flagValues object

Table 61 — constants.flagValues properties

Property Description

setPageSize Enable setPagesSize. Choose the paper tray by the PDF page size.
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Table 61 (continued)

Property Description
suppressCenter Do not center the page.
suppressRotate Do not rotate the page.
10.25.2.2.4 constants.handling Object
Table 62 — constants.handling object properties
Property Reader Description
nore No page scaling is applied.
fit Pages are enlarged or shrunk to fit the printer’s paper.
shrjink Small pages are printed small, and large pages are shrurik‘to fit on the print-
er’s paper.
tilejAll No All pages are printed using tiling settings. This can-be'used to turn a nfor-
mal-sized page into a poster by setting the tileScale property greater than 1.
tilelLarge No Small or normal pages are printed in the original size and large pages pre printed
on multiple sheets of paper.
nUp Pages are rescaled to print multiple pages on each printer page.
Properties related to Multiple Pages)Pet Sheet printing are nUpAutoRqtate,
nUpNumPagesH, nUpNumPagesV, nUpPageBorder and nUpPageOrder.
bodklet Prints multiple pages on the sathe sheet of paper in the order required to read
correctly when folded. The properties of the booklet object are used t¢ set the
parameters for booklet printing.
10.25.2.2.5 constants.subsets Object
Table 63 — constants.subsets object properties
Property Description
all Print all pages.in the page range.
even Print only the even pages. Page labels are ignored, and the document is treated s if it were
numbered’1 through n, the number of pages.
odg Priftonly the odd pages.
10.25.2.2.6  constants.printContents Object
Table 64 — constants.printContents object properties
Property Description
doc Primtthedocumentcontents, ot commrents:
docAndComments Print the document contents and comments.
formFieldsOnly Print the contents of form fields only. Useful for printing onto pre-preprinted forms.
10.26 RDN

10.26.1General

This generic object represents a Relative Distinguished Name. It is used by securityHandler.newUser
and the certificate.issuerDN and certificate.subjectCN properties.
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10.26.2RDN properties

Table 65: RDN properties lists the minimum set of properties that PDF Processors supporting this
standard shall implement for objects of type RDN.

Table 65 — RDN properties

Property Type Access Description
businessCategory String R Business category
c String R Country or region. Shall be a two-character upper case
ISO 3166 standard String (forexampie, U5 T-
Cn String R Common name (for example, “John Smith”)
countryOf(itizenship String R Country of citizenship
countryOfResidence String R Country of residence
dateOfBirth String R Date of birth (not supported by newUser)
Dc String R Domain Component
dnQualifiey String R Distinguished Name Qualifier
e String R Email address (for example, “jsmith@example.com”)
gender String R Gender
generationfQualifier String R Generation qualifier
givenName String R Given name
initials String R Initials
1 String R Locality or province
name String R Name
nameAtBirfh String R Name atbivth
0 String R Organization name
ou String R Oxiganizational unit
placeOfBirth String R Place of birth
postalAddiess String R Postal address (not supported by newUser)
postalCode] String R Postal code
pseudonyni String R Pseudonym
serialNumber String R Serial number
10.27 RepdStream
10.27.1Geperal
A ReadStrgdamobject is an object literal that represents a stream of data. It contains a method to allow
reading the data stream.

10.27.2ReadStream methods

Table 66: ReadStream parameter the minimum set of methods, including their syntax and return values,
that PDF Processors supporting this standard shall implement for objects of type ReadStream.

Table 66 — ReadStream parameter

Name Syntax Returns Description
read read (nBytes) |String The read method takes the number of bytes to read and returns a
hex-encoded string with the data from the stream. The read method is
a destructive operation on the stream and returns a zero length string
to indicate the end of the stream.
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28 security

10.28.1General

The security object is a static ECMAScript object that exposes security-related PDF functions such as
encryption and digital signatures. Security functions are performed using a SecurityHandler object,
which is obtained from the security object using the gethHandler method.

10.28.2security constants

10.

Sev
of t

10.
The

8.2.1 General

eral convenience strings are defined within the security object. The constants areheld as
he wrapper objects listed below.

p8.2.2 security.HandlerName Object

se are constants used when determining which handler to use.

Table 67 — security.HandlerName objectproperties

properties

Property Type Access Description

StahdardHandler String R This value can be specified in the handler property for a
SecurityPolicy object thatis based on the Standprd (pass-
word-based) security handler.

PPKLiteHandler String R This valie can be specified in the handler property for a
SecurityPolicy object thatis based on the PPKLite (certifi-
cdte-based) security handler. This value can also bje passed to
security.getHandler to create a new security cgntext.

AP$Handler String R This the value specified in the handler property fo a
SecurityPolicy object that is based on the Adobg Policy
Server security handler. This value can also be pasked to
security.getHandler to create a new security cqntext.

10.28.2.3 security.EneryptTarget Object
These constants are used-when determining what data a policy is encrypting. They can be pised in the
target property of the'sécurityPolicy object.
Table 68 — security.EncryptTarget object properties
Property Type Access Description

EndryptTargetDocument |String R The Security Policy encrypts the entire document jvhen
applied.

EncryptTargetAttachments |String R The Security Policy encrypts only the file attachments

providing the correct security authentication. It is
eEnvelope workflows.

embedded within the document. This means the document
can be opened, but attachments cannot be opened without

used for

10.28.3security Properties

Table 69: security object properties lists the minimum set of properties that PDF Processors supporting
this standard shall implement for objects of type security.

© IS0 2020 - All rights reserved

153


https://standardsiso.com/api/?name=f458bb1e87f1c2c663a5a18d6080d537

ISO 21757-1:2020(E)

Table 69 — security object properties

Property Type Access Description
handlers Array R An array containing the language-independent names of the
available security handlers that can be used for encryption or
signatures.
validateSignaturesOnOpen|Boolean |R/W [Security]
Gets or sets the user-level preference that causes signatures
to be automatically validated when a document is opened.

10.28.4se¢urity Methods
10.28.4.1 General
The follow|ng section lists the minimum set of methods, including their syntax and return values, fhat
PDF Processors supporting this standard shall implement for objects of type security. The details of
parameterp for each method that accepts parameters are provided in separate tables below.
10.28.4.2 chooseRecipientsDialog(oOptions)
Parameters
Paifameter Type Description
oOptions Object A DisplayOptions object cdntaining the parameters for the display
options.

Return Vajlue

Array of Gt
Descriptid

[Security]

10.28.4.2.
array of ge

The Displa

oup

n

|

neric croup objects. DisplayOptions object

yOptions object cofitains the following properties.

Opens a dialog box that allows a user to choose a list of recipients. Returns an

Table 70 — DisplayOptions properties

Property. Description

bAllowPermGroups Controls whether permissions can be set for entries in the recipient list.
Default value is true.

bPlaintextMetadata H-this-prepertyisspecifiedacheekboxisdisplayed-to-alew-atusertoseléct
whether metadata is plaintext or encrypted. Its default value is the value of
this property (true or false).
If this property is not specified, the check box is not shown.

cTitle The title to be displayed in the dialog box. The default is “Choose
Recipients”.

cNote A note to be displayed in the dialog box. The default is not to show any note.

bAllowImportFromFile Specifies whether the option is displayed that allows a user to import recipi-
ents from a file. The default value is true.

bRequireEncryptionCert If true, recipients will be required to include an encryption certificate. The
default value is true.
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Table 70 (continued)
Property Description
bRequireEmail If true, recipients will be required to include an email address. The default

value is false.

bUserCert If true, the user will be prompted to provide his or her own certificate so
that he or she can be included in the list of recipients. Setting this flag to true
results in a prompt but does not require that the user provide a certificate.

10.28.4.3 chooseSecurityPolicy([oOptions])

Parfameters
Parameter Type Description
oOpptions Object (optional) A SsecurityPolicyOptions object containing the|parame-

ters used for filtering the list of security poligi€sireturned. If[not speci-
fied, all policies found are displayed.

Return Value
SecprityPolicy or null
Deqcription
[Security]

Displays a dialog box to allow a user to choose from agljst of security policies, filtered according to the
optlons.

Retpirns a single securityPolicy object or nullifithe user cancelled the selection.

10.28.4.4 exportToFile(oObject, cDIPath)

Parfameters
Parameter Type Description
oObject 0bject The Certificate object that is to be exported to disk.
cDIPath String The device-independent save path.
The parameter cDIPath must be a safe path (see safe path)|and must
end with the extension .cer.

Retjurn Value

String

Degcription

[Security]
Exports a Certificate object to a local disk as a raw certificate file.
Returns the path of the file that was written, if successful.

See also importFromFile (cType[, cDIPath, bUI, cMsg]).
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10.28.4.5 getHandler(cName[, bUIEngine])

Parameters

Parameter Type Description

cName String The language-independent name of the security handler, as returned by
the handlers property.

Constant strings are defined for each of the valid handlers. See security
constants, in particular the security.HandlerName Object object.

bUIEngine Boolean |(optional) If true, the method returns the existing security handler in-
stance that is associated with the PDF Processor user interface (so tiat,

for example, a user can log in through the user interface). If false (the

default), returns a new engine.

Return Vallue

SecurityHdndler
Descriptign
[Security]

Obtains a §ecurityHandler object. The caller can create as many new-ehgines as desired and each|call
to getHandler creates a new engine. However, there is only one Ul engine.

Returns the securityHandler object specified by cName. If the handler is not present, returns a null object.

10.28.4.6 getSecurityPolicies([bUI, oOptions])

Parameters

Paifameter Type Description

bUI Boolean |(optional)A’flag controlling whether UI can be displayed.

Default value is false.

oOptions Object (optional) A SecurityPolicyOptions object containing the parameter;
used for filtering the list of security policies returned. If not specifiedl,
all policies found are returned.

Return V::rue
Array of sdcurityPolicyOptions
Descriptign

[Security]

Returns th Bt of cocyieityy o olioig mrrantly ool bl filiaend S oo Ainagtatha antioanc conifind The

HStOT-SeEHt TCYy PUAL\,A\,J COUTTCIICTy avaroaoic; e o o tCOT OIS coO T C O P TIoTT S S P e TITIcor

master list of security policies will be updated prior to filtering. The default SecurityHandler objects
are used to retrieve the latest policies. If no policies are available or none meet the filtering restrictions,
null will be returned.

Returns an array of SecurityPolicyOptions objects or null.

10.28.4.6.1 SecurityPolicyOptions object

The SecurityPolicyOptions object has the following properties:
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Table 71 — SecurityPolicyOptions object properties

Property Description

bFavorites If not passed, policies are not filtered based on whether a policy is a Favorite. If true,
only policies that are Favorites are returned. If false, only policies that are not Fa-
vorites are returned.

cHandler If not passed, policies are not filtered based on security filter. If defined, only policies
that match the specified security filter are returned. The valid values are defined in
security Constants (see the security.HandlerName Object). Only a single value can
be passed.

cTar 5ct Hrot dcf;ucd, yu}i\_ico arenotfiteredbasedonrthetar sct. H C‘lcfiucd, Uu}_y 1% licies
that match the specified target are returned. The valid values are defined iy} the
EncryptTarget object of security constants. Only a single value can ie\pasged.

10.28.4.7 importFromFile(cType|, cDIPath, bUI, cMsg])

Panameters
Parameter Type Description

cType String The type of object to be returned by this‘method. The only suppprted type
is “certificate”.

cDIPath String (optional) When bUI is false, this parameter is required and specifies the
device-independent path to the file to be opened.
If bUI is true, this is the;seed path used in the open dialog box.

bU] Boolean (optional) true if the user should be prompted to select the file that is to be
imported. The defaultis false.

cMsg String (optional) If bUL;iS true, the title to use in the open dialog box. If cMsg is
not specified, the default title is used.

Return Value
Certificate
Degcription
[Seurity]

Redds a raw data file and’returns the data as an object with a type specified by cType. The file being
imported must be agalid certificate. See also exportToFile(oObject, cDIPath).

10.29 SecurityHandler

10.29.1General

SechrityHandler objects are used to access security handler capabilities such as kignatures,
encryption, and directories. Different security handlers have different properties and methods. This
section documents the full set of properties and methods that security objects may have. Individual
SecurityHandler objects may or may not implement these properties and methods.

SecurityHandler objects can be obtained using the security.getHandler method.
10.29.2SecurityHandler properties

10.29.2.1 General

Table 72: SecurityHandler object properties lists the minimum set of properties that PDF Processors
supporting this standard shall implement for objects of type securityHandler.
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Table 72 — SecurityHandler object properties

Property

Type

Access

Description

appearances

Array

R

[Security]

An array containing the language-dependent names of the
available user-configured appearances for the specified
security handler. Appearances are used to create the on-page
visual representation of a signature when signing a signature
field. The name of an appearance can be specified as a signa-
ture info object property when signing a signature field using

the Field object signatureSign method
If a security handler does not support selection of appearapc-

es, this property will return null.

digitallDs

Object

[Security]

The certificates that are associated with the‘currently seldct-
ed digital IDs for this security handler.

directories

Array

[Security]

An array of the available Directozy ebjects for this
Security Handler. New Direct6éry objects can be creafed
using the newbDirectory method:

directoryHpndlers

Array

[Security]

An array containing thedanguage-independent names of

the available directoryhandlers for the specified security
handler. Valid directory handler names are required when|
activating a new-Directory object using its info property.

docDecrypt

Boolean

[Security]

Returns\true, if the security handler is capable of decryptjng
PDF files.

docEncryp

Boolean

[Security]

Returns true, if the security handler is capable of encrypt|ng
PDF files.

isLoggedIn

Boolean

[Security]

Returns true if currently logged into this SecurityHandllr
object. See the login([cPassword, cDIPath, oParams
buI]) method.

Different security handlers will have their own rules for
determining the value of this property

loginName

String

[Security]

—r
]

The name associated with the actively selected signing dig
tal ID for the security handler. This may require that the Iqgin
method be called to select a signing credential. The return

1 H 3.3 L - - | P - = 1 FRp | adedel.
vdliutT IS IIdL L I d blsllllls CITUCIILIAI IS5 TTUL STITCLLITU Ul 11 LI

security handler does not support this property.

loginPath

String

[Security]

The device-independent path to the user’s profile file used to
log in to the security handler. The return value is null if no
one is logged in, if the security handler does not support this
property, or if this property is irrelevant for the currently
logged in user.
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Table 72 (continued)

Property

Access

Type

Description

name

String R

[Security]

port this property.

The language-independent name of the security handler. Ex-
ample values for the Default Certificate, Windows Certificate,
and Entrust Security Handlers are Adobe . PPKLi te, Adobe.
PPKMS, and Entrust.PPKEF. All security handlers must sup-

signAuthor

Boolean

[Security]

Specifies whether the security handler is capable g
ing certified documents. A certified document’is,si
both a byte-range signature and an object signatuj
signatures, which are generated by traversing the
object tree, are used to detect and prevent modific
a document. See the mdpproperty ofthe signatus
object for details regarding modification detection
vention (MDP) settings.

f generat-
pned with
e. Object
Hocument'’s
htions to
eInfo
and pre-

sighFDF

Boolean

[Security]

Indicates that the secukrity handler is capable of §
FDF files.

igning

sighlnvisible

Boolean

[Security]

Specifies whether the security handler is capable g
ing invisiblesignatures.

f generat-

sighValidate

Boolean

[Security]

Indicates whether the security handler is capable
ingssignatures.

f validat-

sighVisible

Boolean

[Security]

Specifies whether the security handler is capable g
ing visible signatures.

f generat-

uiName

String

[Security]

The language-dependent string for the security ha
string is suitable for user interfaces. All security h
must support this property.

ndler. This
indlers

valldateFDF

Boolean

[Security]

Returns true, if the security handler is capable of
signatures over FDF files.

validating

10.29.2.2

The

SecurityHandler.digitalIDs Details

return value is a generic object with the following properties:

Table 73 — SecurityHandler.digitalIDs object properties

Property

Type

Description

oEndUserSignCert

Certificate object

The certificate that is associated with the currently

digital IDs that is to be used by this SecurityHandler object
when signing. The property is undefined if there is no current

selection.

selected

oEndUserCryptCert

Certificate object

The certificate that is associated with the currently

digital IDs that is to be used when encrypting a document with
this SecurityHandler object. The property is undefined if

there is no current selection.

selected

© IS0 2020 - All rights reserved
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Table 73 (continued)

Property Type Description
certs Array of Certificate An array of certificates corresponding to the list of all digital
objects IDs that are available for this SecurityHandler object.
stores Array of Strings An array of strings, one for every Certificate object, identi-
fying the store where the digital ID is stored. The string values
are up to the security handler. For Adobe . PPKLi te the valid
values are ‘PKCS12’ and ‘MSCAPI’.
10-29-3 Se LUl ;t_y:laudlvn lucthuda
10.29.3.1 login([cPassword, cDIPath, oParams, bUI])
Parameters
Parame¢ter Type Description
cPassword String (optional) The password necessary to access the,password-protectefl
digital ID.
cDIPath String (optional) A device-independent path to the password-protected digftal
ID file or a PKCS#11 library.
oParams Object (optional) A LoginParameters objéct with parameters that are spe-
cific to a particular SecurityHandler object. The common fields in
this object are described below. These fields include the cDIPath andl
cPassword values, thus allpwing the parameter list to be expressed |n
different ways.
bUI Boolean (optional) Set to trueiif the user interface should be used to log the yser
in. If set to false, tlié default engine associated with the user interface
is not used and the\logged in state for the digital ID is not shown in the
Security Settings dialog box. This attribute should be supported by 411
security handlers that support this method.
Return Vajlue
boolean
Descriptign
[Security
Provides al mechanism-by/which digital IDs can be accessed and selected for a particular Seculrity
Handler. Through thetuser interface, a default digital ID can be selected that persists either eternallly or
for as long|as the application is running. If such a selection has been made through the U], it might|not
be necessafy todog into a Security Handler prior to using the digital ID.
Parameterf tend to be specific to a particular handler.

The parameters cPassword and cDIPath are provided for backward compatibility, or they can be
included as properties of the oParams object. This latter method is the preferred calling convention.

See also 1ogout(), newuser([cPassword,cDIPath, oRDN, oCPS, bU]I, cStore]), and 1loginName.

Returns true if the login succeeded, false otherwise.

10.29.3.2

Parameters

None

160

logout()
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Return Value

boolean

Description

[Security]

Logs out for the securityHandler object.

IS0 21757-1:2020(E)

Returns true if the logout succeeded, false otherwise.

10.
Par
Nor
Ret]
Dir
Deg
[Se

Ret

29.3.3
ameters
e

urn Value
ectory
cription

Cburity]

newDirectory()

irns a new Directory object. This object must be ‘activated using its info property before it

is marked for persistence and before it can be used forx'searches. Existing directory objgcts can be

disg¢overed using the directories property.

10.29.3.3.1 LoginParameters Object

Thip generic ECMAScript object contains‘parameters for the 1ogin method. It has thg following

properties:

Table 74 — LoginParameters object properties
Property Type Description

cDIPath String The path to a file that contains the digital ID or a PKCS#11 library.

cPassword String A password that is used to authenticate the user. This gassword
may be used to access a password-protected digital ID file or a
PKCS#11 device.

oEndUserSignGert |generic object Selects a digital ID for the purpose of performing end-yser sign-

ing. The value of this property is a

Certificate object (or a generic object with the same|property
names as a Certificate object), which defines the cerfificate
that is being selected.

It may not be necessary to call this method for a particular han-
dler All security handlers must be able to process the binary and
SHA1Hash properties of this object. This object can be empty if
bUI is true.

cMsg String A message to display in the login dialog box, if bUI is true.
cURI String URI used to connect to a server.

cUserld String Username used when connecting to a server.

cDomain String Domain name used when connecting to a server.

iSlotID Integer Specifies the slot ID of a PKCS#11 device to log into.
cTokenLabel String Specifies the token label of a PKCS#11 device to log into.

© IS0 2020 - All rights reserved
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10.29.3.4 newUser([cPassword,cDIPath, oRDN, oCPS, bUI, cStore])

Parameters
Parameter Type Description
cPassword String (optional) The password necessary to access the password-protected
digital ID file.
cDIPath String (optional) The device-independent path to the password-protected
digital ID file.
oRDN Object The relative distinguished name (RDN) as an RDN object, containing

the 1ssuer or subject name for a certificate. The only required field.s
cn. If the country c is provided, it shall be two characters, using the
ISO 3166 standard (for example, “US”).

oCPS Object (optional) A generic object containing certificate policy information
that will be embedded in the Certificate Policy extension\of the certi
cate. The object has these properties:

—
]

oidisrequired and indicates the certificate policy)object identifier.

url (optional) is a URL that points to detailed information about the
policy under which the certificate has been\issued

notice (optional) is an abridged version(of the information, embeddgd
in the certificate.

bUI Boolean |(optional) If true, the user interfage tan be used to enroll. This parae-
ter is supported by all security:handlers that support this method.

cStore String (optional) A string identifying-the store where the generated credential
has to be stored.

Return Vallue
Boolean
Descriptign
[Security
Supports eprollment with some security handlers by creating a new self-sign credential.

Returns true if successful, throws an exception if not successful.

10.29.3.5 setPasswordTimeout(cPassword, iTimeout)

Parameters

Palfameter Type Description
cPassword String The password needed to set the timeout value.
iTimeout trteger Thetimeout vatue, frseconds: Setto U for atways expire (that s, pass-
word always required). Set to 0x7FFFFFFF for never expire.

Return Value
undefined
Description
[Security]

Sets the number of seconds after which password should expire between signatures. For this handler
the default timeout value for a new user is 0 (password always required).
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Throws an exception if the user has not logged in to the security handler, or if the call is unsuccessful
for any other reason.

10.30 SecurityPolicy

10.30.1General
[Security]

The security Policy object represents a group of security settings used to apply encryption to a
doc It T getsecurityPolicies choosesecuriftyPolicy.

10.80.2SecurityPolicy properties

Table 75: SecurityPolicy object properties lists the minimum set of properties, that PDF [Processors
supporting this standard shall implement for objects of type SecurityPolicy,

Table 75 — SecurityPolicy object properties

Property Type Acces Deéscription

poljcyID String R A generated string thatuniquely identifies the Secyirity Poli-
cy. Itis not intended‘to be human-readable.

This may be set'to a known policy ID on a newly cteated

SecurityPolicy object to force any method using this pol-
icy to retrieve the correct security settings beforg applying
the policy:

Naine String R Theypolicy name used in the Ul It may be localized

=]

Deqcription String Th€ policy description used in the UL It may be lochlized.

Handler String R An enumerated value representing the security hapdler
implementing this Security Policy. The possible values are
defined in the HandlerName object.

target String R An enumeration value representing the target datq to
be encrypted. The possible values are defined in the
EncryptTarget.

10.31 Signaturelnfo

10.81.1General

A generic ECMAScript object that contains the properties of a digital signature. Some properties are
supported.byrall handlers, and additional properties can be supported.

The ,Signatureinfo object is returned by the Field object methods signaturevalfidate and

sighatiireInfo and is passed to the ¥pF ohject methods signaturesign and signaturevalidalte.

Writable properties can be specified when signing the object.

10.31.2Signaturelnfo Base properties

All handlers define the following properties.
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Table 76 — Signaturelnfo base object properties

Property

Type

Access

Description

buildInfo

Object

R

An object containing software build and version information
for the signature.

This reference needs to be eliminated. The format of this
object is described in the technical note PDF Signature Build
Dictionary Specification on the Adobe Solutions Network
website.

date

Date object

R

The date and time that the signature was created, returned

a5 anm ECMASTTiptDate object.

dateTrustegl

Boolean

A Boolean value that indicates whether the date is from a
trusted source. If this value is not present, the dateshould|be
assumed to be from an untrusted source (for example, the
signer’s computer system time).

digestMethjod

String

R/W

The digest method to be used for signing. Thevalid valuesjare
SHA1, SHA256, SHA384, SHA512 and RIPEMD160. It is imporfant
that the caller knows that a particular sighature handler cpn

support this digest method.

handlerName

String

The language-independent namnte of the security handler
that was specified as the Filtefattribute in the signature
dictionary. It is usually the.tame of the security handler tHat
created the signature, but\ean also be the name of the securi-
ty handler that the creator wants to be used when validatipg
the signature.

handlerUsdgrName

String

The language-dependent name corresponding to the securjity
handler specified by handlerName. It is available only whep
the named-security handler is available.

handlerUIName

String

The language-dependent name corresponding to the secuifity
handler specified by handlerName. It is available only whe
the named security handler is available.

-

location

String

R/W

Optional user-specified location when signing. It can be a
physical location (such as a city) or hostname.

mdp

String

R/W

The Modification Detection and Prevention (MDP) setting
that was used to sign the field or FDF object being read, or|the
MDP setting to use when signing. Values are:

allowNone allowAll default defaultAndComments

See Modification Detection and Prevention (MDP) Values fpr
details. The value of allowAll, the default, means that MDP]is
not used for the signature, resulting in this not being a certifi-
cation signature.

name

String

Name of the user that created the signature.

numRevisipns

Number

The number of revisions in the document. Used only for sig
nature fields.

reason

String

The user-specified reason for signing.

revision

Number

The signature revision to which this signature field corre-
sponds. Used only for signature fields.

sigValue

String

Raw bytes of the signature, as a hex encoded string.

status

Number

The validity status of the signature, computed during the last
call to signaturevalidate.

See status and idvalidity properties.

statusText

String

The language-dependent text string, suitable for user display,
denoting the signature validity status, computed during the
last call to the signaturevalidate.
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Table 76 (continued)

Property

Type

Access

Description

subFilter

String

R/W

The format to use when signing. Consult ISO 32000-2 for a
complete list of supported values. The known values used
for public key signatures include adbe. pkcs7. shal, adbe.
pkcs7.detached, and adbe. x509. rsa_shal. Itis important
that the caller know that a particular signature handler can
support this format.

timeStamp

String

The URL of the server for time-stamping the signature. The
only schemes and transport protocols supported for fetching

time stamps are http or https.

This property is write-only. If the signature {$\tilg stamped,
during verification the property dateTrusted wil] be set to

true (provided the time stamp signature'is trustefl) and the
verifyDate and the signing date will be the same

verffyDate

Date object

The date and time that the signature was either signed or
verified (if the signature was vérified).

If the signature is signed with-a timestamp, verifyDate
should be the signing date; if the signature is signgd without
a timestamp, verifyDate will be the verifying datfe.

The property returils an ECMAScript Date object.

verjfyHandlerName

String

The language-independent name of the security hgndler that
was used to validate this signature. This will be nyg11 if the

signature has not been validated (that is, if the stafus proper-
ty hasavalue of 1).

verjfyHandlerUIName

String

Thelanguage-dependent name corresponding to the security
handler specified by verifyHandlerName.

This will be nul1 if the signature has not been validated, that
is, if the status property has a value of 1).

10.B1.3Signaturelnfo object public key security handler properties

10.831.3.1 General

Pullic key security handlers may define the following additional properties.

Table 77: Signaturelinfo object properties lists additional properties that PDF Processors pupporting
thid standard shall)implement for objects of type signatureInfo that represent public k¢y security

han/dlers.

Table 77 — Signaturelnfo object properties

Property

Type

Access

Description

appearance

String

w

The name of the user-configured appearance to use when
signing this field. PPKLite and PPKMS use the standard
appearance handler. In this situation, the appearance names
can be found in the signature appearance configuration dia-
log box of the Security user preferences.

The default, when not specified, is to use the Standard Text
appearance. Used only for visible signature fields.

certificates

Array

Array containing a hierarchy of certificates that identify the
signer. The first element in the array is the signer’s certificate.
Subsequent elements include the chain of certificates up to the
certificate authority that issued the signer’s certificate. For
self-signed certificates this array will contain only one entry.
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Table 77 (continued)

Property

Type

Access

Description

contactInfo

String

R/W

The user-specified contact information for determining trust.
For example, it can be a telephone number that recipients of a
document can use to contact the author. This is not recom-
mended as a scalable solution for establishing trust.

byteRange

Array

An array of numbers indicating the bytes that are covered by
this signature.

docValidity

Number

The validity status of the document byte range digest

narbian-oftha cignatiira cosontad g tbhalact ool1] £
t Tt

POoTtro OrTiC—STo oot o Cothrpacca ot ity cire oottt

signatureValidate. All PDF document signature field(signa-
tures include a byte range digest. See validity Values for
details of the return codes.

idPrivValidiity

Number

The validity of the identity of the signer. This yalue is specjfic
to the handler.

This value is 0 unless the signature has been validated, thqt
is, if the status property has a value of 1.

idValidity

Number

The validity of the identity of the sigitér as number.

See the return codes of the idyalidity property in the
table status and idValidity propertiesstatus and idValidity
properties.

objValidity

Number

The validity status of.the object digest portion of the signal
ture, computed during the last call to signaturevalidatg.
For PDF documents, signature field certification signaturep
and documentlevel application rights signatures include

object digests. All FDF files are signed using object digests

See Validity Values for details of the return codes.

revinfo

Object

A generic object containing two properties: CRL and OCSP.
These properties are arrays of hex-encoded strings, wherg
éach string contains the raw bytes of the revocation infor-
mation that was used to carry out revocation checking of g
certificate.

For CRL, the strings represent CRLs. For ocsp, the strings

represent OCSP responses. These properties are populateq
only if the application preference to populate them is turn¢d
on, because this data can potentially get very large.

trustFlags

Number

The bits in this number indicate what the signer is trusted
for. The value is valid only when the value of the status

property is 4. These trust settings are derived from the tryst
setting in the recipient’s trust database). Bit assignments gre:

1 Trusted for signatures

Trusted for certifying documents

Trusted for dynamic content such as multimedia
Reserved

The ECMAScript in the PDF file is trusted to operate
outside the normal PDF restrictions

au AN W N

password

String

A password required as authentication when accessing a pri-
vate key that is to be used for signing. This may or may not be
required, dependent on the policies of the security handler.

10.31.3.2

status and idValidity properties

Table 78: Signaturelnfo object status and idValidity properties lists the codes returned by the
SignatureInfo Object, status and idvalidity properties.
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Status code Description
-1 Not a signature field.
0 Signature is blank or unsigned.
1 Unknown status. This occurs if the signature has not yet been validated; for example, if
the document has not completed downloading over a network connection.
2 Signature is invalid.

Signature is valid but the identity of the signer could not be verified.

Stgmature 15 vatidamnd the [dermtity of the Signer 15 vatid:
10.31.3.3 Validity Values
The following codes are returned by the docvalidity and objvalidity properti€s/(See sighatureInfo
objéct public key security handler properties). They provide a finer granularity of the valldity of the
signature than the status property.
Table 79 — Signaturelnfo Validity Values
Status code Description
kD§SigValUnknown Validity not yet detersiined.
kD§SigValUnknownTrouble Validity could not b€ determined because of errors enqountered
during the validation process.
kD§SigValUnknownBytesNotReady Validity couldnot be determined because all bytes are|not avail-
able, for example, when viewing a file in a web browsef. Even
when bytes are not immediately available, this value njay not be
returfied if the underlying implementation blocks whejn bytes are
notready.
kD3§SigValInvalidTrouble Validity for this digest was not computed because therfe were
errors in the formatting or information contained in this signa-
ture. There is sufficient evidence to conclude that the dignature is
invalid.
kDgSigValUnused The validity for this digest is not used (for example, no|document
validity if no byte range).
kDgsigValJustSigned The signature was just signed, so it is implicitly valid.
kD4SigValFalse The digest or validity is invalid.
kD§SigValTrue The digest or validity is valid.

10.31.3.4 Private Validity Values

Ver|fication of the validity of the signer’s identity is specific to the handler that is being used|to validate
thelidentity. This value may contain useful information regarding an identity. The identity {s returned
in therdprivatidrey property s valaeismappedtoaiidvetidity-valtethatisesnrmeh across all
handlers.
Table 80 — Signaturelnfo Private Validity Values
Status Code idValidity Mapping Description
kIdUnknown 1 (unknown) Validity not yet determined.
kIdTrouble 1 (unknown) Could not determine validity because of errors, for example,
internal errors, or could not build the chain, or could not
check basic policy.
kIdInvalid 2 (invalid) Certificate is invalid: not time nested, invalid signature,
invalid/unsupported constraints, invalid extensions, chain
is cyclic.
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Table 80 (continued)
Status Code idValidity Mapping Description

kIdNotTimeValid 2 (invalid) Certificate is outside its time window (too early or too late ).

kIdRevoked 2 (invalid) Certificate has been revoked.

kIdUntrustedRoot 1 (unknown) Certificate has an untrusted root certificate.

kIdBrokenChain 2 (invalid) Could not build a certificate chain up to a self-signed root
certificate.

kIdPathLenConstraint |2 (invalid) Certificate chain has exceeded the specified length restric-
tion, The restriction was specified in Basic Constraints
extension of one of the certificates in the chain.

kIdCriticalExtension |1 (unknown) One of the certificates in the chain has an unrecognized
critical extension.

kIdJustSigned 4 (valid) Just signed by user (similar to kldIsSelf)

kIdAssumedvalid 3 (idunknown) Certificate is valid to a trusted root, but cévocation could|not
be checked and was not required.

kIdIsSelf] 4 (valid) Certificate is my credential (no further checking was dong).

kIdvalid 4 (valid) Certificate is valid to a trusted rgg? (in the Windows or PPF
Processor Address Book).

kIdRevocationUnknown |? Certificate is valid to a truSted root, but revocation couldjnot
be checked and was required by the user.

10.31.4Mgdification Detection and Prevention (MDP) Valués

Modificati¢gn detection and prevention (MDP) settings control which changes are allowed to occufr in
a documenft before the signature becomes invalid. Changes are recorded outside of the byte range| for
signature flields, and can include changes that have beén incrementally saved as part of the docunent
or changed that have occurred in memory between, the time that a document is opened and when|the
signature is validated. MDP settings may only, be‘applied to the first signature in a document. Use of
MDP will result in a certification signature. MIDP"has one of the following four values.

— allowA1l— Allowall changestoadocument withoutany of these changes invalidating the signatpre.
This r¢sults in MDP not being used-for the signature.

— allowNone — Do not allow any_¢hanges to the document without invalidating the signature. Note
that thiis will also lock dowh the author’s signature.

— default — Allow form field fill-in if form fields are present in the document. Otherwise, do not allow
any chpnges to the document without invalidating the signature.

— defaultandcomments — Allow form field fill-in if form fields are present in the document and alflow
annotdtions_(comments) to be added, deleted or modified. Otherwise, do not allow any changgs to
the documient without invalidating the signature. Note that annotations can be used to obsqure
portions-of a document and thereby affect the visual presentation of the document.

10.32 SOAP

10.32.1General

The soap object allows remote procedure calls to be made to, or sends an XML Message to, a remote
server from ECMAScript.

The SOAP 1.1 protocol (see http://www.w3.org/TR/SOAP/) is used to marshal ECMAScript parameters
to a remote procedure call (either synchronously or asynchronously) and to unmarshal the result as a
ECMAScript object. The soap object also has the ability to communicate with web services, described
by the Web Services Description Language (WSDL—see http://www.w3.org/TR/wsdl).
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10.32.2SOAP properties

Table 81: SOAP object properties lists the minimum set of properties that PDF Processors supporting
this standard shall implement for objects of type soap.

Table 81 — SOAP object properties

Property Type Access Description

wireDump Boolean R/W If true, synchronous SOAP requests will cause the XML
Request and Response to be dumped to the ECMAScript Con-

sole Thisisuseful for debugging SOAP problems
[ele) (=] r

10.82.3SOAP methods

10.832.3.1 General

The following section lists the minimum set of methods, including their syntax and return yalues, that
PDH Processors supporting this standard shall implement for objects of type’soar.

10.82.3.2 connect(cURL)

Panfameters

Parameter Type Description
cURL String The URL of a WSDL . document. It must be an HTTP or HTTPS|URL.

Return Value
WSDL service proxy object
Deqcription

Converts the URL of a WSDL document (cURL) to a ECMAScript object with callablp methods
corresponding to the web service.

The parameters to the method calls and the return values obey the rules specified for] the SOAP.
reqpest method.

10.32.3.2.1 WSDL Service Proxy Object

Calls to SOAP.connéct returns a WSDL Service Proxy object with ECMAScript methods corfesponding
to each operation in the WSDL document provided at the URL.

The parameters required for the method depend on the WSDL operation you are calling apd how the
operation encodes its parameters.

— If the WSDL operation is using the SOAP RPC encoding (as described in Section 7 of the SOAP 1.1
Specification), the arguments to the service method are the same as the parameter order in the
WSDL document.

— If the WSDL service is using the SOAP document/literal encoding, the function will have a single
argument indicating the request message. The argument may be an ECMAScript object literal
describing the message or it may be either a string or a ReadStream object with an XML fragment
describing the message. The return value of the service method will correspond to the return value
of the WSDL operation.

The ECMAScript function objects corresponding to each web service method use the properties given
in Table 82 if they are set. The default is for none of the properties to be set.
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Table 82 — WSDL Service Proxy object properties

Property Description

asyncHandler Indicates that the web service method should be performed asynchronously. The
property corresponds to the oAsync parameter of SOAP.request.

requestHeader Indicates that the web service method should include a SOAP Header in the request.
The property corresponds to the oReqHeader parameter of SOAP.request.

responseHeader Indicates that the web service method should return a SOAP Header from the re-
sponse. The property corresponds to the oRespHeader parameter of SOAP.request.

authenticator Indicates how authentication should be handled for the web service method. The
property corresponds to the oAuthenticate parameter of SOAP.request.

10.32.3.2.2 Exceptions

SOAP Faultls cause a soaPError exception to be thrown. If there is a problem at the netwofking level, quch
as an unavpilable endpoint, a NetworkError is thrown. See the request(...) method forsnete informatjion.

10.32.3.3 queryServices(cType, oAsync[, aDomains])

Parameters

Paifameter Type Description

cType String The DNS SRV Service Name to seafch for. Some possible examples ar¢:
"http" — Locate web servers

"ftp" — Locate FTP seryers

0Async Object A notification objectthatis notified when services are located
on the network or when services that had previously been report-
ed are removed. The notification methods are not called until the
queryServiceés-method returns and are called during idle processing.
The oAsyne'parameter should implement the following methods:

addsefvices — This method is called when available services
matching the query are located. The parameter is an array of Servide
Description objects for the services that have been added.

removeServices — This method is called when services that had
previously been introduced by calling the addServices notification
method are no longer available. The parameter is an array of Service
Description objects for the services that have been removed.

aDomains Array (optional) An array of domains that the query should be made for. THe
only valid domains are:

ServiceDiscovery.local — Search for services in the local netwofk-
ing link using Multicast DNS (mDNS). This is useful for finding netwdrk
services in an ad hoc networking environment, but network services
will only be located within the scope of the current network router.

ServiceDiscovery.DNS — Search for services in the default DNS
domain using unicast DNS. This is useful for locating network services
in the context of a DNS server, but typically requires IS assistance to
register a service and is less dynamic.

Return Value
Service query object
Description

[Security]
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Locates network services that have published themselves using DNS Service Discovery (DNS-SD).
This method can locate services that have registered using Multicast DNS (mDNS) for location on a
local networking link or through unicast DNS for location within an enterprise. The results of service
location are always returned asynchronously and the query continues (with notification as services
become available or unavailable) until it is stopped.

The result of querying for services is a set of service names that can be bound when needed by calling
resolveService.

Services can either use a third-party mDNS responder to be located in the local network link or
register themselves in a DNS server (either statically or dynamically) to be located within an enterprise

net

10.

Call
que

The
met

vorking environment.

82.3.3.1 Service Query Object

S to SOAP.queryServices return a service query object that manages the duration of the
ry will continue until one of the following conditions is met.

The service query object returned from queryServices is garbage eollected.
The stop method of the service query object returned from queryservices is called.

service query object provides a single method, described4dn Table 83: SOAP.querySery
hods.

Table 83 — SOAP.queryServices object methods

query. The

ices object

Method Description
stqp Causes.thie query to terminate. This method can be callpd from
a notification callback but the operation will not stop uptil idle
precessing time.
10.82.3.3.2  Exceptions

Imp
any
ava

10.

Thd
inT

lementers of this standard should throw appropriate exceptions if calls to soaP. querys
of its associated processgs,fail to complete normally. For example, if a network conne
lable, implementers shguld'throw an exception indicating that no network connection is

82.3.3.3  ServiceDescription Object

service des¢ription object passed to addservices and removeServices have the propg
able 84:

Table 84 — Service description properties

brvices, O
rtion is not
available.

rties given

Property Description
name The Unicode display name of the service.
domain The DNS domain in which the service was located. If the service was located in the local
networking link, the domain name will be “Iocal”.
type The DNS SRV Service Name of the service that was located - this will be the same as the

callback is being used for multiple queries.

cType parameter passed to queryServices. This can be useful when the same notification
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10.32.3.4 resolveService(cType, cDomain, cService, oResult)
Parameters
Parameter Type Description
cType String The DNS SRV Service Name to resolve.
cDomain String The domain that the service was located in.
cService String The service name to resolve.
oResult Object An object that will be called when the service is resolved.
dee Additional notes on the oResult parameter.

Return Vallue

Service query object
Descriptign
[Security

Allows a sqrvice name to be bound to a network address and port in order fox-d connection to be made.
The conne¢tion information is returned asynchronously and should be trneated as temporary since|the
network location of a service may change over time (for example, if a DHCP lease expires or if a seryice
moves to alnew server).

NOTE This method is deprecated, new services should use Net .Discovery.resolveService.

10.32.3.4.1 Service Query Object

Calls to sopp.resolveService return a service query.object that manages the duration of the resqlve.
The resolve will continue until one of the following-conditions is met.

— The selrvice query object returned from resolveservice is garbage collected.

— The resolve method of the oresult object is called indicating that the operation completed (either
by res¢lving the service, error, or a timeout).

— The stpp method of the servicé query object returned from resolveservice is called.

The servite query object provides a single method, described in Table 85: Service query objject
methods.

Table 85 — Service query object methods

Method Description

stop Causes the resolve to terminate. This method can be called from a
notification callback but the operation will not stop until idle time.

10.32.3.4.2 Exceptions

Implementers of this standard should throw appropriate exceptions if calls to soap. queryServices, or
any of its associated processes, fail to complete normally. For example, if a network connection is not
available, implementers should throw an exception indicating that no network connection is available.

10.32.3.4.3 Additional notes on the oResult parameter

The oresult object is a notification object that will be called when the service is resolved. The
notification methods will not be called until the resolveservice method returns and are called during
idle processing. The oresult parameter should implement the method given in Table 86:
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Table 86 — oResult parameter method

Method

Description

resolve

This method is called with two parameters (nStatus and oInfo)
when the service is resolved or if it cannot be resolved. The

parameter nStatus is the state indicating if the service
resolved (see below). If the service was successfully res

oInfo object, an instance of the ServiceInfo object (see below),

specifies the connection information.

could be
olved, the

The nstatus parameter passed to the resolve method can have one of the values given in Table 87:

Table 87 — nStatus parameters

Value Description
0 The service was successfully resolved.
1 The service timed out before being regolved. The defau]t timeout
in a PDF Processor should be 60 seconds.
-1 There was a networking error trying to resolve the seryice.

The Servicelnfo object passed to the resolve method has the properties Table 88.

Table 88 — Servicelnfo object properties

Property Description
target The IP addresssor DNS name of the machine supplying ghe service.
porjt The port on~the machine supplying the service.
inf An object with name - value pairs that the service has qupplied.

For-example, in the case of an HTTP service, the path p
will contain the path on the web service so that the ser
would be http://<target>:<port>/<info["path"]>).

operty
vice URL

10.82.3.5 request(...)

Panameters
Parameter Type Description

cURL String The URL for a SOAP HTTP endpoint. The URL method must bfe one of:
http — Connect to a server at a URI on a port. For example,
http://serverName:portNumber/URI https— Connectt a
secured (SSL) server at a URI on a port. For example, https:{//
serverName : portNumber/URI

oR¢quest Object An object that specifies the remote procedure name and pargmeters or
the XML message to send.
See Additional notes on the oResult parameter.
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Parameter

Type

Description

0Async

Object

(optional) An object that specifies that the method invocation will
occur asynchronously. The default is for the request to be made syn-
chronously.

The oAsync object literal must have a function called response that will
be called with two parameters (oResult and cURI) when the response
returns. oResult is the same result object that would have been re-
turned from the request call if it was called synchronously. cURT is the
URI of the endpoint that the request was made to.

The oAsync object response callback has the following parameters:

response — The response object from the SOAP request. uri — Fhe
URI that the SOAP request was made to.

exception — An exception object (see the exceptions below)-if therg
was an error, null otherwise.

header — A response SOAP header (see the descriptionof the
oRespHeader parameter) or null if there are no response headers.

cAction

String

(optional) In SOAP 1.1, this parameter is passed as the SOAPAction
header. In SOAP 1.2, this parameter is passedZs the action parameter
in the Content-Type header.

The default is for the action to be an €mpty string.
The SOAPAction is a URN written{to an HTTP header used by firewalls

and servers to filter SOAP requests. The WSDL file for the SOAP servjce
or the SOAP service description’'will usually describe the SOAPActio
header required (if any).

bEncoded

Boolean

(optional) Encoded the request using the SOAP Encoding described ip
the SOAP Specification. Otherwise, the literal encoding is used.

The default is true.

cNamespad

[¢)

String

(optional) A namespace for the message schema when the request dqes
not use the SOAP Encoding.

The default is to omit the schema declaration.

oReqHeadqr

Object

(optional) An object that specifies a SOAP header to be included with
the'request. The default is to send a request with only a SOAP Body.

[l

The object is specified in the same way as the oRequest object excep
for two additional properties that can be specified in the request de-
scription:

soapActor — The recipient (or actor specified as a URI) that the SOAP
header should be processed by. The default is the first recipient to prjo-
cess the request.

soapMustUnderstand — A Boolean value indicating that the reques
body cannot be interpreted if this header type is not understood by the
recipient. The default is that understanding the header is optional.

oRespHeader

Object

(optional) An object that will be populated with the SOAP headers
returned when the method completes if the function is being called
synchronously (the header will be passed to the oAsync callback meth-
od otherwise).

The default is for the headers not to be returned.

See the description of the cResponsestyle parameter for the ob-
ject format.

cVersion

String

(optional) The version of the SOAP protocol to use when generating the
XML Message - either 1.1 or 1.2.

The default is to use “SOAPVersion.version _1_1".
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Parameter

Type

Description

oAuthenticate

Object

(optional) An object that specifies how to handle HTTP authentication

or credentials to use for Web Service Security. The default is

a user interface to the user to handle HTTP authentication challenges

for BASIC and DIGEST authentication modes. The oAuthenti
ject can have the following properties:

Username — A string containing the username to use for authentication.

Password — A string containing the credential to use.

UsePlatformAuth — A Boolean value indicating that platfor

to present

cate ob-

m authen-

Ticatton shoutd be used. If €xde, USErnanme and Password ar
and the underlying platform networking code is used. This.Jy
an authentication Ul to be shown to the user and/or thecred
the currently logged in user to be used. The default is faise
supported on the Windows platform

ignored
ay cause
entials of
hnd is only

cRgsponseStyle

String

(optional) An enumerated type indicating howithe return va
case of the SOAP Body) and the oRespHeader object (in the c
SOAP header) will be structured:

SOAPMessageStyle.Js — (Default)The’response will be an
scribing the SOAP Body (or SOAP Header) of the returned me
is recommended when using the SOAP encoding for the requ
not ideal when using the literal encoding - using the XML or
style is better.

SOAPMessageStyle. XMI— The response will be a stream object con-

taining the SOAP Body~{or SOAP Header) as an XMLfragment
are any attachmentsjassociated with the response, the Strea
will have an objéct property oAttachments. The object keys §
unique names‘for the attachment parts and the value mustb
object containing the attachment contents.

SOAPMessageStyle.Message — The response will be an obj
scribing the SOAP Body (or SOAP Header) corresponding to t
Méssage. This differs from the ECMAScript response style in
ing ways:

XML Elements are returned as an array of objects rather tha
to maintain order and allow elements with the same name.

XML Attributes are preserved using the soapAttributes pr

Namespaces are processed and returned in the soapName an|
soapQName properties.

The content of an element is in the soapValue property.

ue (in the
hse of a

object de-
ssage. This
bst but is
Message

If there
m object
re the
P a Stream

ect de-
he XML
the follow-

h an object

bperty.
d

cRdquestStyle

String

(optional) Allows the interpretation of oRequest to be altere
following values are permitted:

SOAPRequestStyle. SOAP — (the default) The request is magle using

1. The

the SOAP messaging model.

SOAPRequestStyle.RawPost — The oRequest parameter is used as the
request body for an HTTP Post. oRequest must be a ReadStream object.
If this method is called within the context of a document, the document
must be open in the browser. Additionally, the origination URL of the
document (scheme, server, and port) must match the origination of the
cURL parameter.

The response is a ReadStream object with the response from the request.

cContentType String

(optional) Allows the HTTP content-type header to be specified. The
default is to use the SOAP messaging HTTP content-type.

Return Value

Response or nothing
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Description

Initiates a remote procedure call (RPC) or sends an XML message to a SOAP HTTP endpoint. The method
either waits for the endpoint to reply (synchronous processing) or calls a method on the notification
object (asynchronous processing).

Returns a response object if the method was called synchronously (thatis, there is no oasync parameter)
or nothing if the method was called asynchronously. See the description of cResponsestyle for the
object description.

10.32.3.5.]

oRequest Parameter Details

The oReque

st object supports the properties given in Table 89:

Table 89 — oRequest parameters

Parameter

Type

Description

soapType

String

The SOAP type that will be used for tHe|yalue when generjat-
ing the SOAP message. It is useful when a datatype is neefled
other than the automatic datatypebinding described aboe.
The type should be namespacé«qualified using the <nam¢
space>:<type> notation, for example http://mydomain/
types:myType

However, the xsd (XMESchema Datatypes), xsi (XMLSchg
ma Instance), and SOAP-ENC (SOAP Encoding) namespades
are implicitly defined in the SOAP message, so the soapType
can use themy,@$in xsd:int for the XMLSchema Datatype
Integer type.

soapValue

String or ReadStream

The value’that will be used when generating the SOAP mgs-
sage. Itcan be a string or a ReadStream object. soapValueg|
is passed unescaped (that is, not XML Entity escaped). Fof
example, “<” is not converted to “&It;” in the XML Messagg.
€onsequently, soapValue can be a raw XML fragment that

will be passed to the XML Message.

soapValue can now also be an array of nodes that are an
ordered set of children of the node in the request messagg.

soapName

String

The element name that will be used when generating the
SOAP message instead of the key name in the object literdl.

For example, integers are not supported in ECMAScript, Hut
an integer parameter to a SOAP method can be constructqd
as follows:

var oIntParameter = { soapType: "xsd:int",
soapValue: "1"

bi

Later, the oRequest parameter for the SOAP.

TeUUeS t et ot gttt et ST
oRequest: {
"http://soapinterop.org/:echoInteger":
{ inputInteger: olIntParameter }

}

soapAttributes

Object

An object specifying XML attributes to be included when
building the element corresponding to the request node. The
object keys are the attribute names and the corresponding
value is the attribute value.
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Table 89 (continued)
Parameter Type Description

soapQName Object An object specifying the namespace qualified name (QName)
of the request node. For example, in the element <ns:local
xmlns:ns="urn:example.org"> the element name is a
QName consisting of a local name ("1oca1") and a name-
space ("urn:example.org").
This object has two properties:
localName — A string indicating the local name of the
QName. nameSpace — A StriNg indicating the namespace of
the QName.

soapAttachment Boolean Specifies whether the soapvalue contentsfthe hode
should be encoded as an attachment acecording tofthe SwA
specification. The soapvalue must bé a stream if|the corre-
sponding soapAttachment propertyis true, othefwise an
exception will be thrown.

soapParamOrder Array An array indicating the order, in“ivhich RPC paranpeters
should be sent to the seryer-The array is a set of dtrings
with the parameter names?This value is only applicable
when bEncoding is tzuye.

10.82.3.5.2 Mapping of Data Types

Theg SOAP types in the result are mapped to ECMAScripttypes as given in Table 90:

Table 90 — SOAP ECMAScript types
SOAP type ECMAScript type

xsdistring String

xsdrinteger Number

xsd:float Number

xsdrdateTime Date

xsdtboolean Boolean

xsd:hexBinary

ReadStream object

xsd:base64Binary

ReadStream object

SOAP-ENC:base64

ReadStream object

SOAP-ENC:Array:

Array

No [Type Information

String

When passing parameters to a remote procedure, ECMAScript types are bound to S
praatically as listed in Table 91: ECMAScript SOAP types:

—

au

DAP types

Table 91 — ECMAScript SOAP types

ECMAScript type SOAP type
String xsd:string
Number xsd:float
Date xsd:dateTime
Boolean xsd:boolean

ReadStream object

SOAP-ENC:base64

Array

SOAP-ENC:Array
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Table 91 (continued)

ECMAScript type SOAP type

Other No type information

NOTE The xsd namespace refers to the XML Schema Datatypes namespace http://www.w3.org/20

01/

XMLSchema. The SOAP-ENC namespace refers to the SOAP Encoding namespace http://schemas.xmlsoap.org/

soap/encoding/.

10.32.3.5.3  Exceptions

— SOAPEqror is thrown when the SOAP endpoint returns a soapFault. The soaPError Exceptionebjject

has th¢ properties given in Table 92:

Table 92 — SOAPError properties

Property Description
faultCode| A string indicating the SOAP Fault Code for this fault.
faultActoIr A string indicating the SOAP Actor that-generated the fault.
faultDetalil A string indicating detail associatediwith the fault.

— NetwodkError is thrown when there is a failure from the underlying HTTPtransport layer of in
obtainjng a Network connection. The NetworkError Exception@bject hasthe property statuscCpde,

which fis an HTTP Status code or -1 if the network connection‘could not be made.

Other stanfard ECMAScript exceptions may also be thrown as,appropriate.

If the method was called asynchronously, any exception object shall be passed to the respdnse

callback method.

10.32.3.5.4 Additional notes on the oRequestparameter

The oRequpst parameter is an object literal that specifies the remote procedure name and

the

parameterf to call. The object literal uses the fully qualified method name of the remote procedurg as

the key. Thie namespace should be separated from the method name by a colon.

For example, if the namespace for.the method is http://mydomain/methods and the method nanfe is
echoString) the fully qualified-name would be http://mydomain/methods:echoString. The value of this
key is an opject literal, each.key is a parameter of the method, and the value of each key is the value of

the corresponding parameter of the method. For example:

oRequest: |{
"http://s¢apintenrdplorg/:echoString”: {inputString: "Echo!"}
}

10.32.3.6 response(...)

Parameters

Parameter Type Description

cURL String The URL for a SOAP HTTP endpoint. The URL method must be one of
these:

http — Connect to a server at a URI on a port. For example, http://
serverName : portNumber/URT

https — Connect to a secured (SSL) server at a URI on a port. For ex-
ample, https://serverName :portNumber/URI

See the cURL parameter of SOAP.request(...).
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Parameter Type Description

oRequest Object An object that specifies the remote procedure name and parameters or
the XML message to send.
See the oRequest parameter of SOAP.request(...).

cAction String (optional) The SOAP Action header for this request as specified by the
SOAP Specification.
The default is for the SOAP Action to be empty.
See the cAction parameter of SOAP. request( ).

bEneeded Beolean—eptional-A-Beoleanvaluespecifrinswhetherthe requestwas encoded
using the SOAP Encoding described in the SOAP Spec1f1cat101r The
defaultis true.

cNdmespace String (optional) A namespace for the message schema whenthe refjuest does
not use the SOAP Encoding (the bEncoded flag is\false).
The default is to have no namespace.

oRgqHeader Object (optional) An object that specifies a SOARheader to be included with
the request.
The default is to send a request with only a SOAP Body.
See the oReqHeader parameter df SOAP.request(...).

cVersion String (optional) The version of thé SOAP protocol to use.
The default is to use “S0APVersion.version 1_1".
See the cversion parameter of SOAP.request(...).

oAythenticate Object (optional) An objectthat specifies the type of authentication|scheme to
use and to provide credentials.
The defaultis'for an interactive Ul to be displayed if HTTP aythentica-
tion is encountered.
Seethe'oAuthenticate parameter of SOAP.request(...).

cRdquestStyle String (eptional) Same as cRequestStyle for SOAP.request(...), except that
there is no response from the server.

cCdntentType String (optional) Same as cContentTypefor SOAP.request(...), excepit that there
is no response from the server.

Retjurn Value

Bodlean

Degcription

Initjates a_teémote procedure call (RPC) or sends an XML message to a SOAP HTTP endpoint without

waiting for'a reply.

Thik method is deprecated, services should use Net.SOAP.response.

10.32.3.6.1 Exceptions

If there is a problem at the networking level, such as an unavailable endpoint, a NetworkError will

be thrown.
10.32.3.7 streamDecode(oStream, cEncoder)
Parameters
Parameter Type Description
oStream Object A stream object to be decoded with the specified encoding type.
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Parameter

Type Description

cEncoder

String
(Base 64- encoded ).

Permissible values for this string are “hex” (hex-encoded) and “base64”

Return Value

ReadStream

Description

Allows the oStream object to be decoded with the specified encoding type, cEncoder. It returns a

decoded readstream object. Typically, it is used to access data returned as part of a SOAP method

that

was encoded in Base64 or hex encoding.
This methqd is deprecated, services should use Net.streamDecode (see Net methods).
10.32.3.8 streamDigest(oStream, cEncoder)
Parameters
Paijameter Type Description
oStream Object A stream object to compute the digest’of, using the specified messagg
digest algorithm.
cEncoder String The digest algorithm to use. The cEncoder parameter must be one off

the following values:

rithm ( see RFC 1321).

rithm (as defined-in*FIPS 180-4).

StreamDigest.MD5 — Digést the content using the MD5 Digest Algo}

StreamDigest.SHAZ=- Digest the content using the SHA-1 Digest Algo-

Return Vallue
ReadStream
Descriptid

Allows thd

To be used

n

oStream object to be'digested with the specified encoding type, cEncoder. It returnps a
ReadStreamm object containing the computed digest of the ostream. Typically, this is used to compi

digest to validate the integrity_of the original data stream or as part of an authentication scheme f]
web servick.

e a
pI a

as a string;the result must be converted to a text format such as Base64 or hex using sqap.
streamEncg¢de.
This methqd is_deprecated, services should use Net.streamDigest (see Net methods).
10.32.3.9 streamEncode(oStream, cEncoder)
Parameters
Parameter Type Description
oStream Object A stream object to be encoded with the specified encoding type.
cEncoder String A string specifying the encoding type. Permissible values are “hex” (for
hex-encoded) and “base64” (base 64-encoded).

Return Value

ReadStream

180
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Description

This function encodes a stream object. Typically, it is used to pass data as part of a SOAP method when
it must be encoded in Base 64 or hex encoding.

This method is deprecated, new services should use Net.streamEncode (see Net methods).

10.32.3.10  streamFromString(cString)

Parameters

Parameter Type Description

cStfing String The string to be converted.

Retjurn Value
ReadStream
Degqcription

Thip function converts a string to a Readstream object. Typically, thisis used to pass data s part of a
soap method.

10.82.3.11  stringFromStream(oStream)

Parjameters
Parameter Type Description
oStfeam Object The Readstzream object to be converted.

Retjurn Value
String
Degcription

Thip function converts a ReadStream object to a string. Typically, this is used to examine the pontents of
a sfream object returned as.part of a response to a SOAP method.

10.33 Span

10.833.1General

A géneric ebjéct that represents a length of text and its associated properties in a rich text fqrm field or
otation: A rich text value consists of an array of span objects representing the text and fqrmatting.

objectsatreacopyottnefrten—+te Farte—o eld-or-anrotation—Ftomoedifyandréset the rich
text value to update the field, use the Field object richvalue property, or the Annotation object property
richContents, and the event object properties richvalue, richChange, and richChangeEx.

10.33.2Span properties

Table 93: Span object properties lists the minimum set of properties that PDF Processors supporting
this standard shall implement for objects of type span.
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Table 93 — Span object properties

Property

Type

Access

Description

alignment

String

R/W

The horizontal alignment of the text. Alignment for a line of
text is determined by the first span on the line.

The values of alignment are
left
center

right

The default value is 1eft.

fontFamily

Array

R/W

The font family used to draw the text. It is an array,df familly
names to be searched for in order. The first entry inthe arfay
is the font name of the font to use. The second entry is an
optional generic family name to use if an exact match of th
first font is not found.

11°)

The generic family names are
symbol

serif

sans-serif

cursive

monospace

fantasy

The default generic family name is sans-serif.

fontStretch

String

R/W

Specifiesithe normal, condensed or extended face from
a font-family to be used to draw the text. The values of
fontStretch are:

ud tra-condensed
extra-condensed
condensed
semi-condensed
normal
semi-expanded
expanded
extra-expanded
ul tra-expanded

The default value is normal.

fontStyle

String

R/W

Specifies the text s drawn with an italic or oblique font. I he
values of fontStyle are:

italic
normal

The default is normal.

fontWeight

Number

R/W

The weight of the font used to draw the text. For the purposes
of comparison, normal is anything under

700 and bold is greater than or equal to 700. The values of
fontWeight are

100,200,300,400,500,600,700,800,900
The default value is 400.
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Table 93 (continued)

Property Type Access Description

strikethrough Boolean R/W If strikethrough is true, the text is drawn with a strike-
through. The default is false.

subscript Boolean R/W Specifies the text is subscript. If true, subscript text is drawn
with a reduced point size and a lowered baseline. The default
is false.

superscript Boolean R/W Specifies the text is superscript. If true, superscript text is
drawn with a reduced point size and a raised baseline. The
dafaultic -7

text String R/W The text within the span.

textColor Color Array R/W A color array representing the RGB color ta'be-usedl to draw
the text (see the color object). The default-color i§ black.

textSize Number R/W The point size of the text. The value of textSize can/be any
number between 0 and 32767, inclisive. A text siz¢ of zero
means to use the largest point size\that will allow 1l text
data to fit in the field’s rectangle!
The default text size is 12,0,

underline Boolean R/W If underline is true, thetext is underlined. The defafilt is false.

10.34 Template

10.834.1General

Template Objects are named pages within the docunrent. These pages may be hidden or visible and can
be dopied or spawned. They are typically used. to;dynamically create content (for example, t¢ add pages
to an invoice on overflow).

See

rempveTemplate(cName) methods.

also the poc templates property, and.createTemplate (CName, nPage), getTemplate (dName), and

10.84.2 Template properties

Tabje 94: Template object ptoperties lists the minimum set of properties that PDF Processors pupporting

thig standard shall implément for objects of type Template.
Table 94 — Template object properties
Property. Type Access Description

Hidden Boolean R/W Determines whether the template is hidden. Hiddep tem-
plates cannot be seen by the user until they are spgwned or
are made visible. When an invisible template is malde visible,
itis appended to the document.

name String R The name of the template that was supplied when the tem-
plate was created.

10.34.3 Template methods

10.34.3.1

General

The following section lists the minimum set of methods, including their syntax and return values, that
PDF Processors supporting this standard shall implement for objects of type Template.
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10.34.3.2 spawn([nPage, bRename, bOverlay, 0XObject])

Parameters

Parameter

Type

Description

nPage

Number

(optional) The 0-based index of the page number after which or
on which the new page will be created, depending on the value of
boverlay. The defaultis 0.

bRename

Boolean

(optional) Specifies whether form fields on the page should be renamed.
The defaultis true.

bOverlay

Boolean

(optional) Tf true (the default), the template is overlaid on the specifjed
page. If false, itis inserted as a new page before the specified page:

To append a page to the document, set bOverlay to false and set
nPage to the number of pages in the document.

NOTE For certified documents or documents with “Advanced Form
Features rights”, the bOverlay parameter is disabled. A template canhot
be overlaid for these types of documents.

0XObject

Object

—

(optional) The value of this parameter is the réturn value of an earlig
call to spawn.

Return Vajlue
Object

Descriptign

Creates a rlew page in the document based on the template,Calls to this method shall return an object
representing the page contents of the page spawned. Thi§return object can then be used as the valye of

the optiongl parameter oxobject for subsequent calls\to’spawn.

10.35 Thermometer

10.35.1General

This objecf is a combined status window and progress bar that indicates to the user that a lengthy

operation is in progress. To acquire d Thermometer object, use app. thermometer.

10.35.2Thermometer properties

Table 95: Thermometef2object properties lists the minimum set of properties that PDF Processors

supporting this standard shall implement for objects of type Thermometer.

Table 95 — Thermometer object properties

Property

Tupe
rl.i

A D 1oti
cCess escription

Cancelled

Boolean

R Specifies whether the user wants to cancel the current
operation. The user can indicate the desire to terminate the
operation by pressing the Esc key on the Windows and UNIX
platforms and Command-period on the Mac OS platform.

Duration

Number

R/W Sets the value that corresponds to a full thermometer display.
The thermometer is subsequently filled in by setting its
value. The default duration is 100.

Text

String

R/W Sets the text string that is displayed by the thermometer.
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Table 95 (continued)

Property Type Access Description

value Number R/W Sets the current value of the thermometer and updates the

display. The value can range from 0 (empty) to the

than duration, it is set to duration.

in duration. For example, if the thermometer’s duration is 10,
the current value must be between 0 and 10, inclusive. If the
value is less than zero, it is set to zero. If the value is greater

value set

10.

S.3Thermometer methods

The
PDH

10.
Parn
Norj
Ret]
und
Deg

Init|

10.
Parn
Nor
Ret]
und

Deg

following section lists the minimum set of methods, including their syntax and returny
Processors supporting this standard shall implement for objects of type Thermometer.

85.3.1 begin()
ameters

e

urn Value

efined

cription

jalizes the thermometer and displays it with the.eurrent value as a percentage of the dur

85.3.2 end()
ameters

e

urn Value

efined

cription

Drajws the thermonieter with its current value set to the thermometer’s duration (a full the

the

10.

10.

1 removes thethermometer from the display.
36 this

B6:1 General

ralues, that

htion.

‘mometer),

In ECMAScript, the special keyword this refers to the current object. The current object is defined as
follows.

In an object method, it is the object to which the method belongs.

In a constructor function, it is the object being constructed.

In a document-level script or field-level script, it is the poc and therefore can be used to set or get

document properties and functions.

In a function defined in one of the folder-level ECMAScripts files, it is undefined. Calling functions

should pass the poc to any function at this level that needs it.

© IS0 2020 - All rights reserved

185


https://standardsiso.com/api/?name=f458bb1e87f1c2c663a5a18d6080d537

ISO 21757-1:2020(E)

For example, assume that the following function was defined at the plug-in folder level:

function PrintPageNum (doc)
{ /* Print the current page number to the console. */
console.println("Page = " + doc.pageNum) ;

}
Variables and functions that are defined in scripts are parented off of the this object. For example:

var £ = this.getField("Hello");

is equivalent to

this.f = this.getField("Hello");

with the ejception that the variable £ can be garbage collected at any time after the script is rih!

10.36.2Variable and function name conflicts

ECMAScript programmers should avoid using property and method names from 'the poc as variable
names. Using method names after the reserved word var will throw an exception, as the following
line shows

var getFigld = 1; // TypeError: redeclaration of function getField

Use of property names will not throw an exception, but the value of the'property may not be alter¢d if
the property refers to an object:

// "title'l will return "1", but the document will now bé&Mamed "1".
var titlel|= 1;

// Property not altered, info still an object

var info F 1; // "info" will return [object Info]

10.37 utill

10.37.1General

A static E(MAScript object that defines a~aumber of utility methods and convenience functions| for
string and |date formatting and parsing.

10.37.2util methods

10.37.2.1 General

The followfng section lists the minimum set of methods, including their syntax and return values, that
PDF Procegsors supporting this standard shall implement for objects of type util.

10.37.2.2 crackURL(cURL)

Parameters

Parameter Type Description

cURL String A string specifying the URL.

Return Value
UrlParts object
Description

Breaks a URL into its component parts.
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util.crackURL can break a URL that uses Internet Protocol version 4 (IPv4) or version 6 (IPv6)
addressing. The return object for util.crackurt includes the nURLType property to help determine the
[P type of the URL being passed as the curRL argument to util.crackURL.

No effort is made to determine the IP type if cURL contains a DNS name rather than an IP address as the
hostname.

This method throws a parameter error if the parameter is missing, the URL is not well-formed, or the
URL scheme is not file, http, or https.

10.37.2.2.1 UrlParts object properties

Calls to util.crackURL return a urlParts object containing the properties given in Tablé 96:
Table 96 — UrlParts object properties
Property Description

cScheme The scheme of the URL. Valid values are file, http or https.

cUder (Optional) The username specified in the URL.

cPassword (Optional) The password specified in the URL.

cHgst The hostname of the URL.

nPqrt The port number of the URL.

cPath (Optional) The path portion of the URL.

cQyery (Optional) The parameter string portiop of the URL.

cFrpgment (Optional) The fragments of the URL:

nURLType (Version) An integer valued praperty that takes a value of 0 if cURL uses IPv4 pnd a value

of 1if cURL uses [Pv6. (IPv4.and IPv6 refer to the Internet Protocol versions 4 and 6,
respectively.)
10.87.2.3 iconStreamFromlIcon(élcon)
Panameters
Parameter Type Description

olcpn Object An Icon object to be converted into an Icon Stream object.
Return Value

[copStream
Degcription

Converts ‘an XObject-based 1con object into an Icon Stream object.

This method allows an icon obtained Irom the Doc importicon OI getIcon methods to be used in a
method such as app.addToolButton, which would otherwise accept only an Iconstream object as an
input parameter.
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10.37.2.4

Parameters

printd(cFormat, oDate[, bXFAPicture])

Parameter Type Description

cFormat

String The date and time format. It can be one of the following types:

A string that is a pattern of supported substrings that are place-holders
for date and time data. Recognized date and time strings are shown in
10.37.2.4.1 cFormat String Patterns.

A number specifying the format. Supported values ((along with exam-

ples of each format) are :

0 — PDF date format.EXAMPLE D:20000801145605+07'Q0Q™
1 — Universal. EXAMPLE D:20000801145605+07'00"'

2 — Localized string. EXAMPLE 2000/08/01 14¢56:05

oDate

Object ADate objectto format.Date objects can be obtained from the bate
constructor of core ECMAScript or from the util'.'scand method.

Return Vajlue

String

Descriptign

Returns a dlate using a specified format.

10.37.2.4.1 cFormat String Patterns
String Effect Exampléd

mmmm Long month September
mmm Abbreviated month Sep

mm Numeric month with leading zero 09

m Numeric month withoutléading zero 9

dddd Long day Wednesday
ddd Abbreviated day Wed

dad Numeric date with leading zero 03

d Numeric datéwithout leading zero 3

yyyy Long year 1997

yy Abhfeyviated Year 97

HH 24hour time with leading zero 09

H 24 hour time without leading zero

hh +2hotrtime-withleadingzere 09

h 12 hour time without leading zero 9

MM minutes with leading zero 08

M minutes without leading zero 8

ss seconds with leading zero 05

s seconds without leading zero 5

tt am/pm indication am

t single digitam/pm indication a

use as an escape character
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10.37.2.5 printf(cFormat], ...])

Parameters
Parameter Type Description
cFormat String The format string to use.
arguments String The optional arguments(s) that contain the data to be inserted in place of
the % tags specified in the first parameter, the format string. The num-
ber of optional arguments must be the same as the number of % tags.

Retura-Value
String
Deqcription

Formats one or more arguments as a string according to a format string. It is similar to the C|function of
the|same name. This method converts and formats incoming arguments into.a result string according
to alformat string (cFormat).

NOTE The util.printf function does not accept an object literal with properties that fontain the
argl@iments. Arguments are entered in the usual comma-delimited list.

10.87.2.5.1 Format String specification
The format string consists of two types of objects:
1) |Ordinary characters, which are copied to the result string.

2) |Conversion specifications, each of which causes conversion and formatting of the next{successive
argument to printf.

Each conversion specification is construdted as follows:

oe

[, hDecSep] [cFlags] [nWidth] [ .nPxekision]cConvChar

Tabje 97: Format String Conversions describes the components of a conversion specification

Table 97 — Format String Conversions

(@)

pnversion Description

nD¢cSep Ajeomma character (,) followed by a digit that indicates the decimal/separator fornjat:
0'— Comma separated, period decimal point
1 — No separator, period decimal point

2 — Period separated, comma decimal point

2 Nao-canara tor comaman dacinaal ot

=4 YOS T poTotoT; CoTio e o pPoTTTe

cFlags Only valid for numeric conversions and consists of a number of characters (in any order),
which will modify the specification:

+— Specifies that the number will always be formatted with a sign.
space — If the first character is not a sign, a space will be prefixed.
0 — Specifies padding to the field with leading zeros.

# — Specifies an alternate output form. For f, the output will always have a decimal point.

nWidth A number specifying a minimum field width. The converted argument is formatted to be at
least this many characters wide, including the sign and decimal point, and may be wider if
necessary. If the converted argument has fewer characters than the field width, it is padded
on the left to make up the field width. The padding character is normally a space, but is 0 if the
zero padding flag is present (cFlags contains 0).
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Table 97 (continued)
Conversion Description
nPrecision A period character (.) followed by a number that specifies the number of digits after the deci-
mal point for float conversions.
cConvChar Indicates how the argument should be interpreted:
d — Integer (truncating if necessary)
£ — Floating-point number
s — String
x — Integer (truncating if necessary) and formatted in unsigned hexadecimal notation
10.37.2.6 printx(cFormat, cSource)
Parameters
Paifameter Type Description
cFormat String The formatting string to use.
cSource String The source string to use.
Return Vallue
String
Descriptign
Formats a source string, csource, according to a formatting string, cFormat, and returns [the
formatted [string.
10.37.2.6.1 Format Masking Characters

Avalid format for cFormat is any string thatmay contain special masking characters as given in Tabld

98:

Table 98— Format Masking Characters

Value

Effect

Copy next character.

Copy next alphanumeric character, skipping any others.

Copy nextalpha character, skipping any others.

Copy wext numeric character, skipping any others.

| o M| X

Gopy the rest of the source string from this point on.

Escape character.

Upper case translation until further notice.

AlV]|—

Lower case translation until further notice.

Preserve case until further notice (default).

190
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10.37.2.7 readFileIntoStream([cDIPath, bBase64])
Parameters
Parameter Type Description

cDIPath String (optional) A device-independent path to an arbitrary file on the us-
er's hard drive. This path may be absolute or relative to the current
document.
If not specified, the user is presented with the File Open dialog to locate
the file.
If the cDIPath parameter is specified, this method can only-bp executed
in privileged context, during a batch or console event (of whé¢n the doc-
ument is certified with a certificate trusted to execute “embg¢dded high
privileged ECMAScript").

bErncodeBase64 Boolean |( optional) If true, base64-encode the file contént.

Return Value

ReadStream

Degcription

Loads an external file into an ECMAScript stream, optionally base64 encodes it, and returns the content

as dn encoded stream.

10.37.2.8 scand(cFormat, cDate)

Panameters

Parameter Type Description

cFormat String The rules to use for formatting the date. cFormat uses the same syntax
as found in printd.

cDdte String The date to convert.

Retjurn Value

Datp or null

Deqcription

Converts a dateinte’an ECMAScript pate object according to the rules of a format string. Thip routine is

mu¢h more flekible than using the date constructor directly.

NOTE Given a two-digit year for input, scand uses the date horizon heuristic to resolve the ambjguity. If the

yeaf isJés§ than 50, it is assumed to be in the 21st century (that is, add 2000). If it is greater than or efual to 50, it

is in| the)20th century (add 1900).

The supplied date cDate should be in the same format as described by cFormat.

Returns the converted Date object, or null if the conversion fails.

10.37.2.9 spansToXML(aSpans)
Parameters
Parameter Type Description

An array of Span objects

Array

An array of span objects to be converted into an XML string.

Ret

urn Value
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String
Description

Converts an array of Span objects into an XML(XFA) String as described in ISO 32000-2.

10.37.2.10  streamFromString(cString[, cCharSet])

Parameters
Parameter Type Description
cString String The string to be converted into a ReadStream object.
cCharSet String (optional) The encoding for the string in cString. The options.are at£-8,
utf-16, Shift-JIS, BigFive, GBK, UHC. The default is utf-8.

Return Vajlue
ReadStream
Descriptign

Converts a|string to a ReadStream object.

10.37.2.11 stringFromStream(oStream|[, cCharSet])

Parameters

Paljameter Type Description
oStream Object ReadStream object to,be converted into a string.
cCharSet String (optional) The encoding for the string in oStream. The options are ugf-
8, utf-16, Shift-JIS, BigFive, GBK, UHC. The defaultis utf-8.

Return Vallue
String
Descriptign

Converts a|ReadStream objectto-a string.

10.37.2.12 xmlToSpans(cXml)

Parameters

Palameter Type Description

aString String An XML (XFA) string to be converted to an array of Span objects.

Return Value
Array of span objects
Description

Converts an XML (XFA) string, as described in ISO 32000-2, to an array of span objects suitable for
specifying as the richvalue or richContents of a field or annotation.
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11 ECMAScript 3D API

11.1 General

This section specifies a set of ECMAScript object types which define the properties and methods
that can be used to automate and interact with 3D objects. This 3D ECMAScript engine, which may
be distinct from the ECMAScript engine for a PDF Processor, can be accessed in one of two ways. The
primary way is by attaching a default script to the 3D annotation. This script will be run directly by the
3D ECMAScript engine.

engine API

scripting

from within the PDF Processor’s engine by means of the Annot3D properties.

11.1.1 Basic Objects

There are several basic objects, such as color, Matrix4x4, and vector3 that agéused to cred
purpose objects. The basic objects are used throughout this specification and\are only meani
attdched to objects such as scene or Runtime. For example, a color object could be created &
set the Background color of a canvas.

te general-
hgful when
nd used to

Vector3 Examples

vl F new Vector3( 1.2, 3, 4.5 );
v2 f new Vector3( 5, 8, 13 );
v3 F new Vector3():;

Matrix4x4 Examples
ml F new Matrix4x4 ().rotateAboutX (Math.PI/1.5){rotateAboutY (Math.PI/3);
m2 £ new Matrix4x4 () .rotateAboutZ (Math.PI/4)\ translate (new Vector3(0,5,0));
m3 F new Matrix4x4 (ml);

Color Examples

cl £ new Color( 0.6, 0.8, 1.0 ); // Might blue
c2 £ new Color( 0.5, 0.5, 0.5 ); /Y middle grey
c3 £ new Color(); //black
// B function to blend two Colors
Colpr.prototype.blend = function( color, amount )
{
red|= ( this.r * (1 - amownt ) ) + ( color.r * amount );
grepn = ( this.g * ( lL._-“~a@mount ) ) + ( color.g * amount );
blupg = ( this.b * ( 1\-)amount ) ) + ( color.b * amount );
retpirn( new Color ( «¥€d, green, blue ) );
}
cd F cl.blend (.82, 0.25 );
11.1.2 Scene'object

The scene’is an object that contains all of the 3D-related content. It can be accessed using
varjable, scene, which is a reference to the main scene object. Most of the contents of thg
structured into a hierarchy of Node objects and maintains lists of all these objects in thd
SceneObjectList.

the global
Scene are
form of a

For more information, see Scene.

11.1.3 Canvas object

Represents a rectangular region into which a Scene is rendered from a particular viewpoint. For more
information, see Canvas.
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11.1.4 Ru

ntime object

The runtime object is used to represent the instance of the playback engine. It manages all event
processing and places where the graphic and textual content is rendered. It is accessed via the global

variable ru

ntime, which is a reference to the main Runtime object.

For more information, see Runtime.

11.1.5 Resource objects

Some objects, such as Image, are driven by content that is streamed from a file or over a network. To

create an i
new Image

EXAMPLE

faceRes
faceImage
aMaterial
aMaterial

For more ipformation, see Resource and Image.

11.2 Event handlers

11.2.1 Ge|

There are
simulation

as an argument to the event handler’s onEvent function so that it can be queried when the func

runs. Even

11.2.2 Ca

A cameraEy
objects.

11.2.3 Ke|

A KeyEvent

example illustrates how tohandle a key event:

object, as shown in the following example:

new Resource ("pdf://picture.jpg");

new Image( faceRes );
scene.meshes.getByIndex (0) .material;
faceImage );

diffuseTexture.setImage (

neral

several types of event handlers. Each one responds to a different type of event du
They use a callback mechanism to run a functioni when an event occurs. The event is pas

f handlers are registered via the addeventHandler method, of the Runtime object.

meraEvent

ent is created when a view is selected. For more information, see section 12.6.2, CameraEy

vEvent

is created whenp-a\key is pressed or released while the 3D Canvas is in focus. The follow

EXAMPLE
myKeyHandler ="new KeyEventHandler();
myKeyHandler orEvent = function( event )
{
consold l’\‘l""\h"‘( "Ko pressed with code- " 4 ovent characterCode ) -

mage, load a .png, .jpg, or .gif file as a Resource, which subsequently may be used to create a

ing
sed
fion

ent

ing

}

runtime.addEventHandler ( myKeyHandler );
For more information, see KeyEvent properties.

11.2.4 MouseEvent

A MouseEvent is created when the mouse is clicked on an active 3D Canvas or the cursor moves over an
active 3D Canvas. The following syntax could be used to handle a mouse event:

EXAMPLE

myMouseHandler
myMouseHandler.onMouseDown
myMouseHandler.target

194

new MouseEventHandler () ;
true;
scene.meshes.getByIndex (0) ;
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myMouseHandler.onEvent = function( event )

{
console.print ( "Mouse down at pixel " + event.mouseX );
console.print( ", " + event.mouseY );

}

runtime.addEventHandler ( myMouseHandler );

For

more information, see MouseEvent.

11.2.5 RenderEvent

in the PDF Processor resulting in two visible 3D rendered areas, a unique RenderEvent Wi

for
tha
are

ap
For
11.
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Can
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11.
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modlel tree. If the selection is made from a canvas object, a MouseEvent is also created.

For

11.

AT
del
are
ECN

EXA

myT
myT
{

con
con

immediatel fth i n. If therei

n r

n is cr

nv.

ach of them. This is necessary in the case of a camera-aligned image (sprite) in~the

needs to be pixel-aligned. Since the pixel dimensions of the two areas are possibly; diffe
two callbacks that pass the different dimensions. This makes it possible to modify the s
opriate manner before it is drawn.

more information, see RenderEvent.

.6 ScrollWheelEvent

crollWheelEvent oObject is created when the mouse scroll'wheel is activated over an
vas object.

more information, see ScrollWheelEvent.

P.7 SelectionEvent

lectionEvent object is created when an objectis selected from an active 3D Canvas obje

more information, see SelectionEvent.

.8 TimeEvent

imeEvent is created when~the 3D annotation is enabled and simulation is active. Th
LaTime properties are measured in terms of simulation time, not real time. TimeEve
used to drive animatien. For applications requiring accurate, real-time measureme

[AScript pate objeét)The following syntax is used to handle a time event:
MPLE

i meHandlen = new TimeEventHandler () ;

imeHandl'er.onEvent = function( event )

Eol€.print ( "Current simulation time is:" + event.time );

Edle /print ( " second(s)" );

split view
I be called
BD content
rent, there
cene in the

active 3D

tor froma

b time and
nt objects
t, use the

}

runtime.addEventHandler ( myTimeHandler );

For

more information, see TimeEvent.

11.2.9 ToolEvent

A ToolEvent is created when a tool is clicked in the PDF Processor's toolbar. The Runtime object’s
addCustomToolButton method may be used to add a custom tool to the toolbar which will also be
generated, and allows a script to be attached to the tool selection event.

For

more information, see ToolEvent.
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12 Object overview

12.1 General

This section provides an overview of the objects in the 3D ECMAScript for PDF API.
12.2 Animation

12.2.1 General

A type of §ceneObject, used to store keyframe animation sequences of Node objects in the scéng. In
addition td the methods and properties below, it also contains the same methods and properties ps a

SceneObje¢t.

12.2.2 Animation properties

Table 99: Animation properties lists the minimum set of properties that PDF Propcessors supporfing
this standdrd shall implement for objects of type Animation.

Table 99 — Animation properties

Propprty Type Access Description
currentTinje number R/W The current time measured in seconds.
endTime number R The end time of theé.sequence, measured in seconds.
framesPerecond number R The number of-frames per second used to author the sequence.
Length number R The length efithe Animation, measured in seconds.
startTime number R The stanttime of the sequence, measured in seconds.

12.3 Background

12.3.1 Gepneral

Representg the background of a cantas. It can be used as a target of a MouseEventHandler. (See Carlvas
and MouseEventHandlerf.)

12.3.2 Background object properties

Table 100: [Background{properties lists the minimum set of properties that PDF Processors supporfing
this standdrd shall jmplement for objects of type Background.

Table 100 — Background properties

aceceriniiaon

Propesty Fype Aeeess Deseription

image Image R/W The image to be used by the Background.

12.3.3 Background object methods

12.3.3.1 getColor()
Parameters

None

Return Value

A color object representing the background color of the canvas.
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cription

Obtains the background color.

12.3.3.2 setColor(topColor, bottomColor)

Parameters
Parameter Type Description

topColor Color A color object representing the desired background color. If

ebjeet botto i v nd color
used in a linear gradient.

botitomColor Color (optional) A color object representing the bottom background color
object used in a linear gradient.

Return Value

undefined

Deqcription

Set$ the background color. If only one color is passed to this méthod, the background is|a constant

colqr. If two colors are passed to this method, the background-is a linear gradient from top|to bottom,

with the first color argument representing the top color and/the'second representing the boftom color.

12,

12.

Bou
pro
sha
Bou,

12.

Table 101: BoundingBox properties lists the minimum set of properties that PDF Processors

thid

4 BoundingBox

1.1 General

hdingBox objects represent axis-aligned-read-only bounding boxes. Table 101: Bog
perties lists the minimum set of properties that PDF Processors supporting this

| implement for objects of type BoundingBox. There are no methods defined in this st
hdingBox Objects.

1.2 BoundingBox properties

standard shall implement for objects of type BoundingBox.

Table 101 — BoundingBox properties

undingBox
standard
andard for

supporting

Property Type Access Description
cenjter Vector3 R The coordinates of the BoundingBox center.
mak Vector3 R The coordinates of the BoundingBox corner with the greatest
X, y, and z values.
min Vector3 R The coordinates of the BoundingBox corner with the smallest
X,y, and z values
12.5 Camera

12.5.1 General

A camera object represents a Node that controls the projection from world space to screen space. In addition
to the methods and properties below, it also contains the same methods and properties as a Node.

©IS
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12.5.2 Camera properties

Table 102: Camera properties lists the properties that PDF Processors supporting this standard shall

implement for objects of type camera.

Table 102 — Camera properties

Property Type Access Description
absoluteBindingScale number |R/W The absolute binding scale value for the camera.
binding string R/W The view plane calculation type, which can take one of the
following values:
min
max
horizontal
vertical
BINDING_HORIZONTAL string R A string constant for the binding value ‘of "horizontal".
BINDING_MAX string R A string constant for the binding value of "max".
BINDING_MIN string R A string constant for the binding value of "min".
BINDING_V[ERTICAL string R A string constant for the binding value of "vertical”.
far number |R/W The distance from the Camera to the far clipping plane. A
value of -1 for both near‘and far signifies to use auto clippipg
plane calculations,
fov number |R/W The size of the field of view for perspective camera objecty,
measured in radians.
near number |R/W The distance from the camera to the near clipping plane. A
value of *1*for both near and far signifies to use auto clippipg
plane-calculations.
position Vector3 |[R The position of the origin of the Camera in world space.
positionLo¢al Vector3 |[R The position of the origin of the camera in local space.
projectionType string R/W The type of projection, which can take one of the following
values:
perspective
orthographic
roll number |R/W The roll angle of the Camera, measured in radians.
target Node R The current Node used as the camera object’s target.
targetPositlion Vector3 |[R The position of the camera object’s target in world space.
targetPositfionLocal Vector3 |R/W The position of the camera object’s target in local space.
TYPE_ORTHOGRAPHIC string R A string constant for the camera projection type of
"orthographic".
TYPE_PERSPECTIVE String R Astring constant forthre camera projectiom type of
"perspective".
up Vector3 |[R The up direction in world space.
upLocal Vector3 |[R The up direction in local space.
useAbsoluteBinding Boolean |R Determines whether the Camera uses absolute binding for its
projection.
viewPlaneSize number |R/W The size of the view plane for orthographic camera objects,
measured in scene units.
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12.5.3 Camera methods

12.5.3.1 getScreenFromPosition(position, canvasWidth, canvasHeight)

Parameters
Property Type Description

position Vector3 A Vector3 object representing the 3D position.
canvasWidth Number The width of the Canvas, measured in pixels.
ca Uac”ﬂig]ﬂf Numhar The hoighf ofthe f")nwac’ measuredin pivﬂ]c
Return Value
Vecfor3

Deqcription

Obtpins the screen coordinates of the provided 3D position.

Imglementers shall return a vector3 object representing the screen«cgordinates, with x andl y as pixel
posjtions and z equal to zero. See Vector3 for more information on the return object.
12.5.3.2 getDirectionFromScreen(x, y, canvasWidth, canvasHeight)
Parjameters

Property Type Description

X Number The x-coordinate, measured in pixels.

y Number The y-coordinate, measured in pixels.
canvasWidth Number |The width of the Canvas, measured in pixels.
canvasHeight Number | The height of the Canvas, measured in pixels
Retjurn Value

Vecfor3

Deqcription

Obtpins the directionfrom the normalized coordinates.

12,

12.

6 CameraEvent

b.1 ,General

Thd

CameraEvent object.

12.6.2 CameraEvent properties

objectisa

Table 103: CameraEvent properties lists the minimum set of properties that PDF Processors supporting
this standard shall implement for objects of type cameraEvent.
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Table 103 — CameraEvent properties

Property Type Access Description

binding string R The view plane calculation type, which can take one of the
following values:
min
max
horizontal
vertical

canvas Canvas R The canvas in which the event took place.

currentToq|l string R The name of the current tool.

far number R The distance from the Camera to the far clipping plane. A
value of -1 for both near and far signifies to use auto clipping
plane calculations.

fov number R The size of the field of view for perspective Camera objects
measured in radians.

near number R The distance from the Camera to thienéar clipping plane. A
value of -1 for both near and fargigiiifies to use auto clipping
plane calculations.

projectionType string R The type of projection, which can take one of the following
values:
perspective
orthographic

targetDistgnce number R The distance from the Camera to its target.

transform Matrix4x4 R The camexa object’s transformation matrix.

view View object R The name of the view being activated.

viewPlaneYize number R The size of the view plane, measured in scene units.

12.7 CameraEventHandler

12.7.1 Ge|

The camers3
when a can

12.7.2 Ca

12.7.2.1 n

neral

Paramete

'S,

|EventHandler object exposes a callback mechanism that allows a function to be evaluz
hera event occurs."\Event handlers are registered with the Runtime addEventHandler method.

meraEventHandler methods

ew CameraEventHandler()

None

Return Va

lue

CameraEventHandler

Description

A constructor that creates a new CameraEventHandler object.
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12.7.2.2 onEvent(event)

Par

ameters

Property Type Description

event Object A cameraEvent object representing the event.

Return Value

Undefined
Deqcription
A method that is called when a view is selected from the list of views on the 3D toolbar'or in the context
menu for an active 3D annotation.
12.8 Canvas
12.8.1 General
Refresents a rectangular region into which the scene is rendered from the viewpgint of the
attached camera.
See|related objects, scene and camera.
12.8.2 Canvas properties
Table 104: Canvas properties lists the minimum set*of properties that PDF Processors supgorting this
stapdard shall implement for objects of type canvas.
Table 104 — Canvas properties

Property Type AccCess Description
badkground Background R The Background object associated with the Canvag.
12.8.3 Canvas methods
12.8.3.1 getCamera
Parjameters
Nore
Return Value
Canhera
Description
Obtains the camera object attached to the canvas.

This method shall return a camera object.

12.8.3.2 setCamera(camera)

Parameters

Property Type Description

camera Camera The camera object used to set the object’s value.
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