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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

electrotechnical standardization.
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es of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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s. ISO shall not be held responsible for identifying any or all such patent rights. Details o
s identified during the development of the document will be in the fntroduction and/(
bf patent declarations received (see www.iso.org/patents).
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Any trade rlame used in this document is information given for the convehience of users and doe$ not
constitute gn endorsement.

For an explanation on the meaning of ISO specific terms and\expressions related to conforpmity
assessment} as well as information about ISO’s adherence to the WTO principles in the Technical Barfiers
to Trade (TBT) see the following URL: Foreword - Supplementary information

The commjittee responsible for this document is Project Committee ISO/PC 271, Complijance
managemerjt systems.
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Introduction

0:2014(E)

Organizations that aim to be successful in the long term need to maintain a culture of integrity and
compliance, and to consider the needs and expectations of stakeholders. Integrity and compliance are

therefore not only the basis, but also an opportunity, for a successful and sustainable organ

ization.

Compliance is an outcome of an organization meeting its obligations, and is made sustainable by

embedding it in the culture of the organization and in the behaviour and attitude of people

working for

it. While maintaining its independence, it is preferable if compliance management is integrated with the
organization’s financial, risk, quality, environmental and health and safety management processes and

its operationmal requiTenEts and procedures.
Ane
its ¢
and
and

brganizational standards, as well as standards of good corporate governancejbest prad
Ccommunity expectations.

An grganization’s approach to compliance is ideally shaped by the leadership applying coré
gendrally accepted corporate governance, ethical and community standards. Embedding
in the behaviour of the people working for an organization depends abeve all on leadership
and
to py
nong

omote compliant behaviour. If this is not the case at all levels of an organization, ther
ompliance.

In a humber of jurisdictions, the courts have considered<an organization’s commitment to
thropgh its compliance management system when detébmining the appropriate penalty to
for contraventions of relevant laws. Therefore, regulatory and judicial bodies can also bene
Intefnational Standard as a benchmark.

Orgdnizations are increasingly convinced that by applying binding values and appropriate
manpgement, they can safeguard their integrity and avoid or minimize noncompliance w
Integrity and effective compliance are therefore key elements of good, diligent management.
also[contributes to the socially respansible behaviour of organizations.

This| International Standard dees not specify requirements, but provides guidance on
manpgement systems and récommended practices. The guidance in this International

intepded to be adaptable, and the use of this guidance can differ depending on the size

matlirity of an organizatien’s compliance management system and on the context, nature and
of thie organization’s activities, including its compliance policy and objectives.

The

imprrovement principle (“Plan-Do-Check-Act”).

ffective, organization-wide compliance management system enables an organizatignto demonstrate
bmmitment to compliance with relevant laws, including legislative requirements, industry codes

tices, ethics

values and
compliance
at all levels

clear values of an organization, as well as an acknowledgemeft and implementation ¢f measures

b is a risk of

compliance
be imposed
Fit from this

compliance
ith the law.
Compliance

compliance
Standard is
hnd level of
complexity

flowchart incEiglre 1 is consistent with other management systems and is based on the continual
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Figtire 1 — Flowchart of a compliance management system

This Internptional-Standard has adopted the “high-level structure” (i.e. clause sequence, common|text
and common terminology) developed by ISO to improve alignment among its International Standards

related requirements in any management system.

Organizations that have not adopted management system standards or a compliance management
framework can easily adopt this International Standard as stand-alone guidance within their
organization.

This International Standard is suitable to enhance the compliance-related requirements in other
management systems and to assist an organization in improving the overall management of all its
compliance obligations.

This International Standard can be combined with existing management system standards (e.g.
ISO 9001, ISO 14001, ISO 22000) and generic guidelines (e.g. ISO 31000, ISO 26000).
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Compliance management systems — Guidelines

1 Scope

This International Standard provides guidance for establishing, developing, implementing, evaluating,
maintaining and improving an effective and responsive compliance management system within an

org

nization

The
exte

guidelines on compliance management systems are applicable to all types of orgaiij
ht of the application of these guidelines depends on the size, structure, nature and com

organization. This International Standard is based on the principles of good governance, pro

tran

2
They

kparency and sustainability.

Normative references

e are no normative references.

3 [erms and definition

For 1

3.1
orgas
pers
to ad

Note
entel
or nd

3.2
inte

he purpose of this document, the following terms and-definitions apply.

inization
on or group of people that has its own functions with responsibilities, authorities and r
hieve its objectives (3.9)

1 to entry: The concept of organizationdncludes, but is notlimited to sole-trader, company, corp

prise, authority, partnership, charity or institution, or part or combination thereof, whether
t, public or private.

rested party (preferred term)

staKeholder (admitted térim)

pers
deci

3.3
top
pers

Note

on or organization.[3.1) that can affect, be affected by, or perceive themselves to be a
bion or activity

management
on or.group of people who directs and controls an organization (3.1) at the highest leve

T-to entry: Top management has the power to delegate authority and provide resource

rations. The
exity of the
ortionality,

elationships

bration, firm,
ncorporated

ffected by a

5 within the

orga

n1zation.

Note 2 to entry: If the scope of the management system (3.7) covers only part of an organization then top
management refers to those who direct and control that part of the organization.

3.4

governing body
person or group of people that governs an organization (3.1), sets directions and holds top management
(3.3) to account

3.5

employee
individual in a relationship recognized as an employment relationship in national law or practice

© IS0 2014 - All rights reserved
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3.6
compliance function
person(s) with responsibility for compliance (3.17) management

Note 1 to entry: Preferably one individual will be assigned overall responsibility for compliance (3.17) management

3.7

management system

set of interrelated or interacting elements of an organization (3.1) to establish policies (3.8) and objectives
(3.9) and processes (3.10) to achieve those objectives

e A manasement sustem-can-address-asinele discivline-orseveral discislines
Note 1 to entgys g sk ale-diseip . discip -

Note 2 to enfry: The system elements include the organization’s structure, roles and responsibilities;planpning,
operation, efg.

Note 3 to ertry: The scope of a management system may include the whole of the organizafion, specifi¢ and
identified fulnctions of the organization, specific and identified sections of the organization) or one or more
functions acfoss a group of organizations.

3.8
policy
intentions gnd direction of an organization (3.1) as formally expressed by its top management (3.7)

3.9
objective
result to belachieved

Note 1 to enffry: An objective can be strategic, tactical and/or opérational.

Note 2 to entfy: Objectives canrelate to different disciplines (sitch as financial, health and safety,and environmpntal
goals) and cqn apply at different levels (such as strategic, organization-wide, project, product and process (3}10)).

Note 3 to entfy: An objective can be expressed in otheriways, e.g. as an intended outcome, a purpose, an operatfional
criterion, as p compliance objective or by the use-ofother words with similar meaning (e.g. aim, goal, or target).

Note 4 to efptry: In the context of compliance management systems, compliance objectives are set by the
organization], consistent with the compliagnge policy, to achieve specific results.

3.10
process
set of interrjelated or interacting activities which transforms inputs into outputs

3.11
risk
effect of un¢ertainty on objectives (3.9)

Note 1 to entlry: An'‘effect is a deviation from the expected — positive or negative.

Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence, or likelihood.

Note 3 to entry: Risk is often characterized by reference to potential “events” (as defined in ISO Guide 73:2009,
3.5.1.3) and “consequences” (as defined in ISO Guide 73:2009, 3.6.1.3), or a combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated “likelihood” (as defined in ISO Guide 73:2009, 3.6.1.1) of occurrence.

3.12
compliance risk
effect of uncertainty on compliance objectives (3.9)

Note 1 to entry: Compliance risk can be characterized by the likelihood of occurrence and the consequences of
noncompliance (3.18) with the organization’s compliance obligations (3.16).

2 © ISO 2014 - All rights reserved
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3.13
requirement
need or expectation that is stated, generally implied or obligatory
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Note 1 to entry: “Generally implied” means thatitis custom or common practice for the organization and interested

parties that the need or expectation under consideration is implied.

Note 2 to entry: A specified requirement is one that is stated, for example in documented information.

3.14
compliance requirement
requirpmpnf (? 1?) thatan nrgnni7nf‘inn (ﬂ) hasto r‘nmp]v with

3.1
compliance commitment
requfrement (3.13) that an organization (3.1) chooses to comply with

31
comjpliance obligation
compliance requirement (3.14) or compliance commitment (3.15)

3.17,
compliance
meeting all the organization’s compliance obligations (3.16)

Note|1 to entry: Compliance is made sustained by embedding itjurthe culture of an organization (3|
behajriour and attitude of people working for it.

3.18
nongompliance
non-fulfilment of a compliance obligation (3.16)

Note| 1 to entry: Noncompliance can be a single or a multiple event and may or may not be th
noncpnformity (3.33).

3.19
compliance culture

valups, ethics and beliefs_that exist throughout an organization (3.1) and interac
orgdnization’s structures and control systems to produce behavioural norms that are c
compliance (3.17) outcomes

1) and in the

e result of a

t with the
bnducive to

dy or other

organizational and industry standards

documented codes (3.20), good practices, charters , technical and industry standards deemed by an

organization (3.1) to be relevant

3.22
regulatory authority

organization (3.1) responsible for regulating or enforcing compliance (3.17) with legislative and other

requirements (3.13)

3.23
competence
ability to apply knowledge and skills to achieve intended results

© IS0 2014 - All rights reserved
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3.24

documented information

information required to be controlled and maintained by an organization (3.1) and the medium on which
itis contained

Note 1 to entry: Documented information can be in any format and media and from any source.
Note 2 to entry: Documented information can refer to:
— the management system (3.7), including related processes (3.10);

— information created in order for the organization to operate (documentation);

— evidence pfresults achieved (records).

3.25
procedure
specified why to carry out an activity or process (3.10)

3.26
performanice
measurable result

Note 1 to entLry: Performance can relate either to quantitative or qualitative finidings.

Note 2 to enfry: Performance can relate to the management of activities, processes (3.10), products (inclyding
services), sy$tems or organizations (3.1).

3.27
continual improvement
recurring agtivity or process (3.10) to enhance performdiice (3.26)

3.28
outsource [verb)
make an arfangement where an external organization (3.1) performs part of an organization’s fun¢tion
or process (B.10)

Note 1 to enftry: An external organization:is outside the management system (3.7), although the outsoyrced
function or pgrocess is within the scope’

3.29
monitoring
determining the status of@ $ystem, a process (3.10) or an activity

Note 1 to enflry: To determine the status there may be a need to check, supervise or critically observe.

Note 2 to entify: Monitering is nota once-only activity, buta process of regularly or continuously observing a situgtion.

3.30
measurement
process (3.10) to determine a value

3.31

audit

systematic, independent and documented process (3.10) for obtaining audit evidence and evaluating it
objectively to determine the extent to which the audit criteria are fulfilled

Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party),
and it can be a combined audit (combining two or more disciplines).

Note 2 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

4 © ISO 2014 - All rights reserved
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Note 3 to entry: Independence can be demonstrated by the freedom from responsibility for the activity being
audited or freedom from bias and conflict of interest.

3.32
conformity
fulfilment of a management system requirement (3.13)

3.33
nonconformity
non-fulfilment of a management system requirement (3.13)

Note 1 to entry: A nonconformity is not necessarily a noncompliance (3.18)

3.34
corrjection
actign to eliminate a detected nonconformity (3.33) or a noncompliance (3.18)

3.35
corijective action
actign to eliminate the cause ofa nonconformity (3.33) oranoncompliance (8.18) and to preventrecurrence

4 (ontext of the organization

4.1 | Understanding the organization and its context

The jorganization should determine external and internal issues, such as those related to|compliance
risks, that are relevant to its purpose and that affect<dts ability to achieve the intended outcpme(s) of its
compliance management system. In doing so, the arganization should consider a broad rangg¢ of external
and Internal aspects, such as the regulatory, soc¢idl and cultural contexts, the economic situafion and the
internal policies, procedures, processes and resources.

4.2 | Understanding the needs and-éxpectations of interested parties
The prganization should determine:
— the interested parties thatare relevant to the compliance management system;

— the requirements of-thése interested parties.

4.3 | Determiningthe scope of the compliance management system

The |Jorganization should determine the boundaries and applicability of the compliance npanagement
system to establish its scope.

NOTE The scope of the comphance management system is 1ntended to clarlfy the geogra ical and/or
orgahi ana 3
isa part ofa larger organlzatlon atagiven locatlon

When determining this scope, the organization should consider:
— the external and internal issues referred to in 4.1;
— therequirements referred to in 4.2 and 4.5.1.

The scope should be readily available as documented information.

© IS0 2014 - All rights reserved 5
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4.4 Compliance management system and principles of good governance

The organization should establish, develop, implement, evaluate, maintain and continually improve a
compliance management system, including the processes needed and their interactions, in accordance
with this International Standard, taking into consideration the following governance principles:

— direct access of the compliance function to the governing body;

— independence of the compliance function;

— appropriate authority and adequate resources allocated to the compliance function.

The compli
compliance

4.5 Comj

4.5.1 Ide)

The organi
for its actiy

in establishing, developing, implementing, evaluating, maintaining and~improving its compli

managemer

The organiz
complexity,

Sources off
compliance]

EXAMPLE 1

laws and

orders, ru
judgment]
— treaties,
EXAMPLE 2

agreeme

agreeme

permits, licences or other forms of authorization;

I

hince management system should reflect the organization’s values, objectives, strategy
risks.

pliance obligations

htification of compliance obligations

vation should systematically identify its compliance obligations~and their implicaf
ities, products and services. The organization should take these obligations into acd

It system.

ation should document its compliance obligations in amanner that is appropriate to its
structure and operations.

compliance obligations should include compliance requirements and can ing
commitments.

Examples of compliance requirements inelude:

regulations;

les or guidance issued by regtitatory agencies;
s of courts or administrative tribunals;
onventions and protecols.
Examples of €ompliance commitments include:
ts with community groups or non-governmental organizations;

ts with'public authorities and customers;

organizaf

and

ions
ount
Ance

size,

lude

iomal requirements, such as policies and procedures;

4.5.2 Mai

voluntary principles or codes of practice;
voluntary labelling or environmental commitments;
obligations arising under contractual arrangements with the organization;

relevant organizational and industry standards.

ntenance of compliance obligations

Organizations should have processes in place to identify new and changed laws, regulations, codes and
other compliance obligations to ensure on-going compliance. Organizations should have processes to

© ISO 2014 - All rights res
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evaluate the impact of the identified changes and implement any changes in the management of the
compliance obligations.

EXAMPLE

Examples of processes to obtain information on changes to laws and other

obligations include:

4.6

The
form
congtitutes the basis for the implementation of the compliance management system and
allog

The
actiy
whe
nong

The
and
condequences can occur. Consequénces can include, for example, personal and environm|
ecor

Risk
the level of compliancerisk the organization is able and willing to accept. Based on this
prio
thes

The

being on the mailing lists of relevant regulators;

membership of professional groups;

subscribing to relevant information services;

a

e rrrererser

njonitoring the websites of regulators;

g

eeting with regulators;

o]

'rangements with legal advisors;

onitoring the sources of the compliance obligations (e.g. regulatory pronouncements and court

]

Identification, analysis and evaluation of compliance risks

organization should identify and evaluate its compliance risks. This evaluation can bg
al compliance riskassessment or conducted via alternative approaches. Compliance risk

ation of appropriate and adequate resources and processes to manage identified comp

organization should identify compliance risks by relating its compliance obligaf
ities, products, services and relevant aspects of its operations in order to identif)
e noncompliance can occur. The organization should identify the causes for and cons
ompliance.

prganization should analyse compliance risks by considering causes and sources of nor
the severity of their consequences, as well as the likelihood that noncompliance and

omic loss, reputational hartirand administrative liability.

Fities can be setsas.d basis for determining the need for implementing controls and t
e controls (see®6ul).

compliancerisks should be reassessed periodically and whenever there are:

hew or changed activities, products or services;

compliance

decisions).

based on a
assessment
he planned
iance risks.

ions to its
/' situations
equences of

compliance
associated
ental harm,

evaluation involves comparing the level of compliance risk found during the analysis pgrocess with

omparison,
he extent of

changes to the structure or strategy of the organization;

— significant external changes, such as financial-economic circumstances, market conditions,

liabilities and client relationships;

— changes to compliance obligations (see 4.5);

— noncompliance(s).

NOTE 1

The extent and level of detail of the compliance risk assessment are dependent on the risk situation,

context, size and objectives of the organization and can vary for specific sub-areas (e.g. environment, financial, social).

NOTE 2

The risk-based approach to compliance management does not mean that for low compliance risk

situations, noncompliance is accepted by the organization. It assists organizations in focussing primary attention
and resources on higher risks as a priority, and ultimately will cover all compliance risks. All identified compliance
risks/situations are subject to monitoring, correction and corrective action.
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NOTE 3  ISO 31000 provides detailed guidance on risk assessment.

5 Leadership

5.1 Leadership and commitment

The governing body and top management should demonstrate leadership and commitment with respect
to the compliance management system by:

a) establishing and upholding the core values of the organization;

b) ensurirng that the compliance policy and compliance objectives are established and are consitent
with thg values, objectives and strategic direction of the organization (see 6.2);

c) ensuring that policies, procedures and processes are developed and implemented to achieve
complignce objectives;

d) ensuring that the resources needed for the compliance management system are available, allodated
and assjigned;

e) ensuringtheintegration ofthe compliance managementsystem requirements into the organizatjion’s
businegs processes;

f) commujnicating the importance of an effective compliance management system and the importpnce
of confgrming to the compliance management system requirements;

g) directing and supporting persons to contribute tovthe effectiveness of the complipnce
managé¢ment system,;

h) supporfing other relevant management roles to demonstrate their leadership as it applies to their
areas of compliance responsibility;

i) ensuring alignment between operational.targets and compliance obligations;

j) establighing and maintaining accountability mechanisms, including timely reporting on complipnce
matters, including noncompliance;

k) ensurirng that the compliance mahagement system achieves its intended outcome(s);
1) promoting continual improvement.

EXAMPLE Effective compliance requires anactive commitment from the governingbody and top management
that permeates the whole organization. The level of commitment is indicated by the degree to which:

— the goverping bodyand all levels of managementactively demonstrate commitment to establishing, developing,
implementinlg, evaluating, maintaining and improving an effective and responsive compliance management
system through their actions and decisions;

— the compliance policy is formally approved by the governing body;

— top management takes responsibility for ensuring that the commitment to compliance of the organization is
fully realized;

— all levels of management consistently convey a clear message (demonstrated by words and actions) to
employees that the organization will meet its compliance obligations;

— the commitment to compliance is communicated widely in clear and convincing statements supported by action;

— the compliance function is given a level of authority which reflects the importance of effective compliance and
has direct access to the governing body;

— resources are allocated to establishing, developing, implementing, evaluating, maintaining and improving a
robust compliance culture though awareness-raising activities and training;

8 © ISO 2014 - All rights reserved
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— policies, procedures and processes reflect not just the legal requirements, but also voluntary codes and the
organization’s core values;

— the organization assigns and requires accountability for compliance to management across all levels of the
organization;

— regular review of the compliance management system is required;

— compliance performance of the organization is continually improved;

— corrective action is taken.

5.2

5.2.
The

Compliance policy

1 General

voverning body and top management, preferably in consultation with employees, shou

a compliance policy that

s appropriate to the purpose of the organization;

provides a framework for setting compliance objectives;

ncludes a commitment to satisfy applicable requirements;

ncludes a commitment to continual improvement of the.compliance management syste
rompliance policy should articulate:

Lhe scope of the compliance management system;

the application and context of the system in relation to the size, nature and compl
brganization and its operating environment;

the extent to which compliance will-be integrated with other functions, such as gover
hudit and legal;

Lhe degree to which complijance willbe embedded into operational policies, procedures an
the degree of independence and autonomy of the compliance function;

the responsibility for managing and reporting compliance issues;

Lhe principles)on which relationships with internal and external stakeholders will be m
the required standard of conduct and accountability;

Fhe.consSequences of noncompliance.

1d establish

m.

bxity of the

nance, risk,

d processes;

anaged;

Bl nalbicirchald
UllllJllClll\.C lJUll\.y S1IITUUIU,.
be available as documented information;
be written in plain language so that all employees can easily understand the principles

be translated into other languages if necessary;

and intent;

be communicated clearly within the organization and be made readily available to all employees;

be available to interested parties, as appropriate;

be updated, as required, to ensure it remains relevant.
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The compliance policy should be established in alignment with the organization’s values, objectives and
strategy, and should be endorsed by the governing body.

The compliance policy establishes the overarching principles and commitment to action for an
organization to achieving compliance. It sets the level of responsibility and performance required and
sets expectations to which actions will be assessed. The policy should be appropriate to the organization’s
compliance obligations that arise from its activities.

The compliance policy should not be a stand-alone document but should be supported by other
documents, including operational policies, procedures and processes.

5.2.2 Development

In developi‘lg the compliance policy, consideration should be given to:
a) specifid international, regional, or local obligations;

b) the orgpnization’s strategy, objectives and values;

c) the orghnization’s structure and governance framework;

d) the natfire and level of risk associated with noncompliance;

e) other internal policies, standards and codes.
5.3 Orgapizational roles, responsibilities and authorities

5.3.1 Gerleral

Top managg¢ment should ensure that the responsibilitiésand authorities for relevant roles are assigned
and commujnicated within the organization.

The goverrling body and top management should assign the responsibility and authority tq the
compliance|function for:

a) ensurirng that the compliance management system is consistent with this International Standajrd;

b) reportipg on the performance‘of the compliance management system to the governing body and
top mapagement.

NOTE The specific duties‘efithe compliance function do not relieve other employees of responsibilitigs for
reporting on/compliance thatmight exist.

5.3.2 Assjgning responsibility for compliance in the organization

The active invelvement of, and supervision by, governing body and top management is an integral|part
of an effective’¢ompliance management system. This helps ensure that employees fully understang the
organization’s policy and operational procedures and how these apply to their jobs, and that they carry
out compliance obligations effectively.

For a compliance management system to be effective the governing body and top management need to lead
by example, by adhering to and actively supporting compliance and the compliance management system.

Many organizations have a dedicated person (e.g. a compliance officer) responsible for day-to-day
compliance management, and some have a cross-functional compliance committee to coordinate
compliance across the organization.

Some organizations - depending on their size -also have someone who has overall responsibility for
compliance management, although this may be in addition to other roles or functions, including existing
committees, organizational unit(s), or outsource elements to compliance experts.
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This should not be seen as absolving other levels of management of their compliance responsibilities,
as all managers have a role to play with respect to the compliance management system. It is therefore
important that their respective responsibilities are clearly set out and included in their job descriptions.

Compliance responsibilities of managers will, by necessity, vary according to levels of authority, influence
and other factors, such as the nature and size of the organization. However, some responsibilities are
likely to be common across a variety of organizations.

NOTE This International Standard does not distinguish between the concept of responsibility and that of
accountability. Accountability is implicit in the use of the term “responsibility”.

5.3.3 Governing body and top management role and responsibility
The governing body and top management should:

a) pstablish a compliance policy in accordance with 5.2.2;

b) Ensurethatthe commitmentto compliance is maintained and that noncompliance and ngncompliant
behaviour are dealt with appropriately;

c) Include compliance responsibilities in position statements of top managers;
d) hppoint or nominate a compliance function with:

1) authority and responsibility for the design, consistency and integrity of the |compliance
management system,;

D) clearand unambiguous supportfromanddirectdécesstothe governingbody and top management;
B) access to:

— senior decision-makers and the.opportunity to contribute early in the decigion-making
processes;

— all levels of the organization:
— all documented information and data needed to perform the compliance tasks;
— expert advice on relevant laws, regulations, codes and organizational standards;

1) the authority and-Capacity to execute countervailing power, by showing any consgquences for
compliance ih-relevant decision-making processes;

e) pnsure that the compliance function has authority to act independently and is not compgromised by
conflicting priorities, particularly where compliance is embedded in the business.

Top management should:

— pllocate adequate and appropriate resources to establish, develop, implement, evaluate, maintain
and improve the compliance management system and performance outcomes;

— ensure that the responsibilities and authorities for relevant roles are assigned and communicated
within the organization;

— ensure that effective and timely systems of reporting are in place;
— be measured against compliance key performance measures or outcomes;

— assign responsibility for reporting on the performance of the compliance management system to
governing body and top management.
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5.3.4 Compliance function

Not all organizations will create a discrete compliance function, some may assign this function to an
existing position.

The compliance function, working together with management, should be responsible for:

a) identifying compliance obligations with the support of relevant resources and translating those
obligations into actionable policies, procedures and processes;

b) integrating compliance obligations into existing policies, procedures and processes ;

¢) providing or organizing on-going training support for employees to ensure that all rele
employges are trained on a regular basis;

vant

d) promotiing the inclusion of compliance responsibilities into job descriptions and."emplpyee

performance management processes;

e) setting

f) developging and implementing processes for managing information, suchyds complaints an
feedbagk by means of hotlines, a whistle-blowing system and other mechanisms;

g) establishing compliance performance indicators and monitoring and measuring compli
performance;
h) analysipg performance to identify the need for corrective action;

i) identifying compliance risks and managing those compliance risks relating to third parties, su

supplie

j) ensurirlg the compliance management system is reviewed at planned intervals;

k) ensuringthereisaccess to appropriate professional advice in the establishment and implement
and majintaining of the compliance management system;

1) providing employees with access to tesources on compliance procedures and references;

m) providing objective advice to the‘organization on compliance-related matters.

NOTE G

In allocatin

the compliance functionshas no conflict of interest and has demonstrated:
— integrifly and coimmitment to compliance;
— effective communication and influencing skills;

— an abiliky

in place a compliance reporting and documenting system;

's, agents, distributors, consultants and contractors;

iidelines for complaints handling are provided in ISO 10002.

b responsibility-far compliance management, consideration should be given to ensuring

d/or

Ance

th as

ition

that

— relevant competence.

5.3.5 Management responsibilities

Management should be responsible for compliance within its area of responsibility. This includes:

a) cooperating with and supporting the compliance function and encouraging employees to do the same;

b) personally complying and being seen to comply with policies, procedures and processes and

attendi

ng and supporting compliance training activities;

c) identifying and communicating compliance risks in their operations;

12
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d) actively undertaking and encouraging mentoring, coaching and supervising employees to promote
compliant behaviour;

e) encouraging employees to raise compliance concerns;
f) actively participating in the management and resolution of compliance-related incidents and issues;

g) developing employee awareness of compliance obligations and directing them to meet training and
competence requirements;

h) ensuring compliance is factored into job descriptions;

i) Integrating compliance performance into employee performance appraisals (e.g. KPIs,|targets and
pbromotion criteria);

j) Integrating compliance obligations into existing business practices and procedures in their areas of
responsibility;

k) In conjunction with the compliance function, ensuring that once the negd for corrective action is
dentified, it is implemented;

1) pverseeing outsourcing arrangements to ensure they take account'of compliance obligdtions.

5.3.6 Employee responsibility

All employees, including managers, should:
a) hdhere to the compliance obligations of the organization that are relevant to their position and duties;
b) participate in training in accordance with the’tompliance management system;

c) pse available compliance resources as a part of the compliance management system;

d) feport compliance concerns, issues and failures.

6 Planning

6.1 | Actions to address eempliance risks

When planning for the compliance management system, the organization should considef the issues
refefred to in 4.1, the‘requirements referred to in 4.2, the principles of good governance|referred to
in 44, the compliance obligations identified in 4.5 and the results of the compliance risk|assessment
referred to in4.\6to determine the compliance risks that need to be addressed to:

— pssure the compliance management system can achieve its intended outcome(s);

— prevent, detect and reduce undesired effects;

— achieve continual improvement.
The organization should plan:
a) actions to address these compliance risks and
b) how to:
— integrate and implement the actions into its compliance management system processes;
— evaluate the effectiveness of these actions.
The organization should retain documented information on the compliance risks and on the planned

actions to address them.
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6.2 Compliance objectives and planning to achieve them

The organization should establish its compliance management system objectives at relevant

functions a

nd levels.

The compliance objectives should:

a) be consistent with the compliance policy;

b) be measurable (if practicable);

c) take into account applicable requirements;

d) be monlitored;

e) becommunicated;

f) beupdated and/or revised as appropriate.

When plannjing how to achieve its compliance objectives, the organization should.determine:

— what wijill be done;

— what rgsources will be required;

— who will be responsible;

— when ifwill be completed;

— how thg¢ results will be evaluated, e.g. pursuant to identified compliance key performance meadures
and ouflcomes.

The organigation should retain documented information on the compliance objectives and on the

planned actjions to achieve them.

7 Suppqrt

7.1 Resources

The organization should determine’and provide theresources needed for the establishment, developrent,

implementdtion, evaluationymdintenance and continual improvement of the compliance management

system appropriate to its §iz€, complexity, structure and operations.

Top manag
deployed ef]

compliance

Resources i

bment and.all other levels of management should ensure that the necessary resource
fectively.to ensure that the compliance management system meets its objectives, and
is achieved.

b are
that

ide financial and | N Ladui 1 .

ized

skills, organizational infrastructure, contemporary reference material on compliance management and
legal obligations, professional development and technology.

7.2 Competence and training

7.2.1 Competence

The organization should:

a) determine the necessary competence of employee(s) doing work under its control that affects its
compliance management system performance;

14
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b) ensure that these employees are competent on the basis of appropriate education, training and/or
work experience;

c) where applicable, take actions to acquire the necessary competence and evaluate the effectiveness
of the actions taken;

d) retain appropriate documented information, including evidence of competence.

NOTE Applicable actions can include, for example, the provision of training to, the mentoring of, or the

reassignment of employees; or the hiring or contracting of competent persons.

7-2-" Tl aiuius

The poverning body, management and all employees have compliance obligations should'b¢ competent
to discharge these effectively. The attainment of competence can be achieved in many ways, including

skills and knowledge required through education, training or work experience.

The pbjective of a training program is to ensure that all employees are competent'to fulfil thejr job role in
amanner thatis consistent with the organization’s compliance culture and,its commitment to compliance.

Properly designed and executed training can provide an effective way-for employees to cgmmunicate

previiously unidentified compliance risks.

Edugation and training of employees should be:

a)
b)
‘)
d)
e)
)

g)

h)
)
j)

Failored to the obligations and compliance risks related tethe roles and responsibilities of the employee;
Wwhere appropriate, based on an assessment of gapsin employee knowledge and competence;

indertaken at commencement with the organization and be on-going ;
hligned to the corporate training program and be incorporated into annual training plgns;
practical and readily understood hy-¢mployees;

Felevant to the day-to-day work-of employees and illustrative of the industry, orggnization or
sector concerned;

sufficiently flexible to acg¢ount for a range of techniques to accommodate the differipg needs of
brganizations and eniployees;

NOTE Interactive training might be the best form of training, if noncompliance could resfilt in serious
Consequences,

hssessed fox effectiveness;

ipdated as required;

recorded and retained.

Compliance retraining should be considered whenever there is a:

change of position or responsibilities;

changes in internal, policies, procedures and processes;

changes in organization structure;

change in the compliance obligations, especially in legal or interested parties requirements;
change in activities, products or services;

issues arising from monitoring, auditing, reviews, complaints and noncompliance, including
stakeholder feedback.
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7.3 Awareness

7.3.1 General
Persons doing work under the organization’s control should be aware of:
a) the compliance policy;

b) theirrole and contribution to the effectiveness of the compliance management system, including the
benefits of improved compliance management system performance;

c) theim

7.3.2 Behaviour

7.3.2.1 Ge¢neral

Behaviour that creates and supports compliance should be encouraged and behaviour that compronpises
compliancelshould not be tolerated.

7.3.2.2 Ro¢le of top management in encouraging compliance
Top managgment has a key responsibility for:

a) aligning the organization’s commitment to compliance to itswvalues, objectives and strategy in qrder
to positlion compliance appropriately;

b) communicating its commitment to compliance in ordek to build awareness and motivate empldyees
to embrace the compliance management system;

c) encouraging all employees to accept the importance of achieving the compliance objectivep for
which they are responsible or accountable;

d) creating an environment where the reporting of noncompliance is encouraged and the repofting
employge will be safe from retaliation;

e) encouraging employees to make suggestions that facilitate continual improvement in complipnce
performance;

f) ensuringcomplianceisincorporatedintothe broader organization culture and culture changeinitiafives;
g) identifying and actifig-promptly to correct or address noncompliance;
h) ensuringthat ofganizational policies, procedures and processes support and encourage complignce;

i) ensuring that operational objectives and targets do not compromise compliant behaviour.

7.3.2.3 Compliance culture

The development of a compliance culture requires the active, visible, consistent and sustained
commitment of the governing body, top management and management towards a common, published
standard of behaviour that is required throughout every area of the organization.

EXAMPLE Examples of factors that will support the development of a compliance culture include:
— aclear set of published values;

— management actively seen to be implementing and abiding by the values;

— consistency in the treatment of similar actions, regardless of position;

— mentoring, coaching and leading by example;
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— appropriate pre-employment assessment of potential employees;

— an induction or orientation program that emphasizes compliance and the organization’s values;
— on-going compliance training, including updates to the training;

— on-going communication on compliance issues;

— performance appraisal systems that consider assessment of compliance behaviour and take into account
performance pay to achieve compliance key performance measures and outcomes;

— visible recognition of achievements in compliance management and outcomes;

— prompt and proportionate disciplining in the case of wilful or negligent breaches of compliance @bligations;

— 4d| clear link between the organization’s strategy and individual roles, reflecting compliande ag essential to
achigving organizational outcomes;

— open and appropriate communication about compliance.

Evidence of a compliance culture is indicated by the degree to which:
— the items above are implemented;

— ptakeholders (particularly employees) believe that the items/above have been implemented;

— pmployees understand the relevance of the compliance ‘@bligations related to their own activities
hnd to those of their business unit;

— remediation of noncompliance is ‘owned’ and actidned at all appropriate levels of the grganization
hs required;

— the role of the compliance function and its objectives are valued;

— pmployees are enabled and encouragéd-to raise compliance concerns to the approprjate level of
management.

7.4 | Communication

7.4.1 General

The prganization should determine the need for internal and external communications relgvant to the
compliance management system, including:

a) pn what it will communicate;
b) hen te-eommunicate;

c) withwhom to communicate;

d) how it will communicate.

NOTE Guidance on internal and external compliance reporting is given in 9.1.7 and 9.1.8.

7.4.2 Internal communication

The organization should adopt appropriate methods of communication to ensure that the compliance
message is heard and understood by all employees on an on-going basis. The communication should
clearly set out the organization’s expectation of employees and those noncompliances that are expected
to be escalated and under what circumstances and to whom.
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7.4.3 External communication

A practical approach to external communication, targeting all interested parties, should be adopted in

accordance

with organization policy.

Interested parties can include, but are not limited to, regulatory bodies, customers, contractors,
suppliers, investors, emergency services, non-governmental organizations and neighbours.

Methods of communication may include websites and e-mail, press releases, advertisements and
periodic newsletters, annual (or other periodic) reports, informal discussions, open days, focus groups,
community dialogue, involvement in community events and telephone hotlines. These approaches can

nnnnnnnnnnnn

encourage Uyt
7.5 Docu

7.5.1 Gen
The organiz
a) documg

b) documsg
the con

EXAMPLE
the organ

the objec

register g
complian
register @
annual cg
personne
NOTE1 D

NOTEZ2 T
organization

the size o

allocation of roles and responsibilities for compliance;
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mented information

eral
ation’s compliance management system should include:
bnted information recommended by this International Standard;

nted information determined by the organization as being necessary for the effectivene
pliance management system.

Examples of documented information include:
ization’s compliance policy;

ives, targets, structure and content of the compliafce management system;

f relevant compliance obligations;
fe risk registers and prioritization of the treatment based on the compliance risk assessment prg
fnoncompliances and near misSes;

mpliance plans;

| records, including, butmot limited to, training records.

pcumented inforniation can include matters relating to regulatory reporting requirements.

he extent ofsdecumented information for a compliance management system can differ fron
to anothér due to:

f orgamization and its type of activities, processes, products and services;

the comp

avityuy of ni
exHy-6+PpF

the competence of employees;

the maturity of the compliance management system.

7.5.2 Creating and updating

When creat

format

review
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ss of

cess;

one

ing and updating documented information the organization should ensure appropriate:

identification and description (e.g. a title, date, author, or reference or version number);

(e.g. language, software version, graphics) and media (e.g. paper, electronic);

and approval for suitability and adequacy.
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7.5.3 Control of documented information

Documented information recommended by the compliance management system and by this International
Standard should be controlled to ensure:

a) itisavailable, accessible and suitable for use, where and when it is needed;
b) itis adequately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).

For the control of documented information, the organization should address the following activities,
as applicable:

— fistribution, access, retrieval and use;

— ptorage and preservation, including preservation of legibility;

— fontrol of changes (e.g. version control);

— retention, disposition and disposal;

— therole of third parties in documented information creation and centrol.

Docymented information of external origin determined by the organization to be necessary for the planning
and pperation of the compliance management system should be idéntified, as appropriate, and controlled.

Doc;rmented information may be prepared for the purpose.ofiobtaining legal advice and therefore may
be the subject of legal privilege.

NOTE Access implies a decision regarding the permission to view the documented informatiof only, or the

pernjission and authority to view and change the documented information, etc.

8 Pperation

8.1 | Operational planning and eontrol

The |organization should plan, implement and control the processes needed to meet |compliance
obligations, and to implement(he actions determined in 6.1, by:

— efining the objectivesyof the processes;
— pstablishing criteria for the processes;
— |mplementing-eontrol of the processes in accordance with the criteria;

— keepingsdecumented information to the extent necessary to have confidence that the processes
have been carried out as planned.

The prganization should control planned changes and review the consequences of unintended changes,
taking action to mitigate any adverse effects, as necessary.

8.2 Establishing controls and procedures

Controls should be put in place to manage the identified compliance obligations and associated
compliance risk and to achieve desired behaviour.

Effective controls are needed to ensure that the organization’s compliance obligations are met and that
noncompliances are prevented or detected and corrected. The types and levels of controls should be
designed with sufficient rigour to facilitate achieving the compliance obligations that are particular
to the organization’s activities and operating environment. Such controls should, where possible, be
embedded into normal organizational processes.

EXAMPLE Examples of controls include:
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automate

systems and exception reports;
approvals;

segregation of incompatible roles and responsibilities;

d processes;

annual compliance plans;

employee performance plans;

clear, practical and easy to follow documented operating policies, procedures, processes and work instructions;

complian

demons
compliant bd

active, d
codes of con

These cont
effectivenes

Procedures
policy and

In developing these procedures consideration should be given to:

a) integra
reporti

b) consist

c)

d) assessr]
with pr

e) specifig
risks of

8.3 Outs

The organiz

Outsourcin
responsibil

on-going monitoring and measurement;

Fe assessments and audits;

trated management commitment and exemplary behaviour and other measures: te pro
haviour;

pen and frequent communication on expected behaviour of employees (standards and v
duct).

S.

should be established, documented, implemented and maintained to support the compli
ranslate the compliance obligations into practice.

hg systems, contracts and other legal documentation;

bncy with other review and control functions in the organization;

hent and reporting (including management supervision) to ensure that employees co
ocedures;

arrangements for identifying, reporting and escalating instances of noncompliance
noncompliance.

burced processes
ation should-ensure that outsourced processes are controlled and monitored.

b of anorganization’s operations usually does not relieve the organization of its

Inote

alue,

rols should be maintained, periodically evaluated and tested te ehsure their continuing

Ance

Fing the compliance obligations into procedures, including computer systems, forms,

mply

and

egal
, the

ties\or compliance obligations. If there is any outsourcing of the organization’s activitieg

organizatio

h'needs to undertake effective due diligence to ensure that its standards and commitient

to compliance will not be lowered. Controls over contractors should also be in place to ensure that the
contract is complied with effectively (e.g. third-party performance appraisals).

The organization should consider compliance risks related to other third-party-related processes, such
as supply of goods and services and distribution of products, and put controls in place, as necessary (e.g.

compliance

20

obligations in contractual clauses).
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9 Performance evaluation
9.1 Monitoring, measurement, analysis and evaluation

9.1.1 General
The organization should determine:

a) whatneeds to be monitored and measured and why;

b) the methods for manitoring measurement analysis and evaluation as npp]ir‘qh]p to ensure
ralid results;

c¢) when the monitoring and measuring should be performed;
d) when the results from monitoring and measurement should be analysed, evalirated and reported.
The prganization should retain appropriate documented information as evidence of the resflts.

The prganization should evaluate the compliance management system pérformance and the effectiveness
of thle compliance management system.

9.1.2 Monitoring

The [compliance management system should be monitored to ensure compliance performance is
achieved. A plan for continual monitoring should be established, setting out monitoring processes,
schefdules, resources and the information to be collected.

Compliance monitoring is the process of gathéring information for the purpose of agsessing the
effedtiveness of the compliance management sy'stem and of the organization’s compliance p¢rformance.

Monjtoring of the compliance management system typically includes:

— pffectiveness of training;

— pffectiveness of controls, e.g.by sample testing outputs;

— pffective allocation of résponsibilities for meeting compliance obligations;

— Ffurrency of compliance obligations;

— pffectiveness.in addressing compliance failures previously identified;

— |nstances-where internal compliance inspections are not performed as scheduled.

Monjtoring-of compliance performance typically includes:

— honcompliance and “near misses” (i.e. incidents without adverse effect);

— instances where compliance obligations are not met;
— instances where objectives are not achieved;
— status of compliance culture;

— leading and lagging indicators established under 9.1.6.
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9.1.3 Sou

rces of feedback on compliance performance

The organization should establish, implement, evaluate and maintain procedures for seeking and

receiving fe

edback on its compliance performance from a range of sources, including:

— employees, e.g. through whistle blowing facilities, helplines, feedback, suggestion boxes;

— custom

ers, e.g. through a complaints handling system;

— suppliers;

— regulators;

— procesy
EXAMPLE

— complian
— noncomp
— emerging
— on-going
— comment]

Feedback sh

control logs and activity records (including both computer and paper based).
Examples of feedback on compliance performance include:
Ce issues,
iances and compliance concerns,
compliance issues,
Fegulatory and organizational changes and
5 on compliance effectiveness and performance.

ould serve as a key source of continuous improvement ofthe compliance management sy9

9.1.4 Methods of information collection

There are n
circumstan
nature and

EXAMPLE

— ad hocre
— informat
— informal
— sampling
— results of
— direct ob

— audits an

nany methods for collecting information. Edch method listed below is relevant in diffe
ces and care should be taken to select the variety of tools appropriate to the size, s
complexity of the organization.

Examples of information collectien.iticlude:
borts of noncompliance as they emerge or are identified;
on gained through hot lines)complaints and other feedback, including whistle blowing;
Hiscussions, workshops and focus groups;
and integrity testing, such as mystery shopping;
perception sutveys;
ervationsyformal interviews, facility tours and inspections;

i reviews;

tem.

rent
cale,

— stakeholderqueries, tTraining requests and feedback provided during training (particularly those of employees).

9.1.5 Information analysis and classification

Effective classification and management of the information is critical.

A system should be developed for classifying, storing and retrieving the information.

EXAMPLE

— source;

Examples of information classification criteria include:

— department;

— noncompliance description;
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