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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Retail transaction authentication using card- and PIN-based technologies has historically been
central to the protection of retail electronic transactions. However, the advent of new technologies
and the evolution of old technologies has introduced the possibility of using personal biometrics as an
alternative or supplementary method of transaction authentication.

Biometrics as a mechanism for recognizing individuals includes the use of fingerprints and iris and
facial images.
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Financial services — Biometrics — Security framework

1 Scope

This document specifies the security framework for using biometrics for authentication of customers
in financial services, focusing exclusively on retail payments. It introduces the most common types of
biometric technologies and addresses issues concerning their application. This document also describes
repr¢sentative architectures for the implementation of biometric authentication and associated
minimum control objectives.

The following are within the scope of this document:
— Uise of biometrics for the purpose of:
1+ verification of a claimed identity;

— identification of an individual;

— Dbiometric authentication threats, vulnerabilities and contrels;
— vyalidation of credentials presented at enrolment to support authentication;

— 1nanagement of biometric information across its lifexcycle, comprising enrolment, trangmission and
gtorage, verification, identification and termination processes;

— gdecurity requirements for hardware used in onjunction with biometric capture and bigmetric data
Irocessing;

iometric authentication architectures-and associated security requirements.
The following are not within the scope’of this document:

— (letailed specifications for,data collection, feature extraction and comparison of biomefric data and
the biometric decision-making process;

— Uise of biometric teghnelogy for non-financial transaction applications, such as physiqdal or logical
jystem access control.

2 ormative-references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of thls document For dated references, only the edition cited |applies. For
i hts) applies.

ISO/IEC 9796 (all parts), Information technology — Security techniques — Digital signature schemes
giving message recovery

ISO/IEC 9797 (all parts), Information technology — Security techniques — Message Authentication Codes
(MACs)

ISO 11568, Financial services — Key management (retail)

ISO 13491-1, Financial services — Secure cryptographic devices (retail) — Part 1: Concepts, requirements
and evaluation methods

ISO 13491-2, Financial services — Secure cryptographic devices (retail) — Part 2: Security compliance
checklists for devices used in financial transactions

©1S0 2023 - All rights reserved 1
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ISO/IEC 15408-3, Information security, cybersecurity and privacy protection — Evaluation criteria for IT
security — Part 3: Security assurance components

ISO/IEC 148
ISO/IEC 180
ISO/IEC 197

3 Terms

88 (all parts), IT Security techniques — Digital signatures with appendix
33 (all parts), Information security — Encryption algorithms

72, Information security — Authenticated encryption

and definitions

For the pury
[SO and IEC
ISO Onl

IEC Eled

3.1
biometric &

authentication where biometric verification or biometric identification is.applied and the ident

linked to th{
[SOURCE: IS

3.2
biometric d

obtaining apd recording of, in a retrievable form, signal(s} of biometric characteristic(s) directly

individual(s
[SOURCE: IS

3.3
biometric @
device that
sample

[SOURCE: IS

3.4
biometric d
biometric s4

[SOURCE: IS
3.5

oses of this document, the following terms and definitions apply.
maintain terminology databases for use in standardization at the following addresses

ne browsing platform: available at https://www.iso.org/obp

tropedia: available at https://www.electropedia.org/

uthentication

b biometric reference

O/1EC 24745:2022, 3.3]

apture

, or from representation(s) of biometric cha¥acteristic(s)

0/1EC 2382-37:2022, 37.06.03, modified>=— Notes to entry removed.]

apture device
collects a signal from a biemetric characteristic and converts it to a captured biom

0/1EC 2382-37:2022(37:04.01, modified — Notes to entry removed.]
ata

mple or aggregation of biometric samples at any stage of processing

0/1EC2382-37:2022, 37.03.06, modified — Notes to entry and example removed.]

ty is

from

etric

biometric

nrolment

act of creating and storing a biometric enrolment data record in accordance with an enrolment policy

[SOURCE: IS
3.6

O/IEC 2382-37:2022, 37.05.03, modified — Notes to entry removed.]

biometric enrolment database
database of biometric enrolment data record(s)

[SOURCE: IS

O/IEC 2382-37:2022, 37.03.09, modified — Notes to entry removed.]

© IS0 2023 - All rights reserved
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3.7

biometric feature extraction

process applied to a biometric sample with the intent of isolating and outputting repeatable and
distinctive numbers or labels which can be compared to those extracted from other biometric samples

[SOURCE: ISO/IEC 2382-37:2022, 37.05.04, modified — Notes to entry removed.]

3.8

biometric identification

process of searching against a biometric enrolment database to find and return the biometric reference
identifier(s) attributable to a single individual

[SOURCE: ISO/IEC 2382-37:2022, 37.08.02, modified — Note to entry removed.]

3.9
biometric information
inforymation conveyed or represented by biometric data

[SOURCE: ISO/IEC 24745:2022, 3.9, modified — Note to entry removed.]

3.10
biometric policy
set df rules that indicate the applicability of a biometric reference to some community or class of
application having common security requirements

3.11
biometric presentation
interjaction of the biometric capture subject and the{biometric capture subsystem to obfain a signal
from|a biometric characteristic

[SOURCE: ISO/IEC 2382-37:2022, 37.06.07, modified — Note to entry removed.]

3.12
biometric reference
one pr more stored biometric samples, biometric templates or biometric models attyibuted to a
biometric data subject and used_ a$s.the object of biometric comparison

[SOURCE: ISO/IEC 2382-37:2022, 37.03.16, modified — Notes to entry and example removef.]

3.13
biometric reference-adaptation
automatic incremefital updating of a biometric reference

[SOURCE: ISOAEC 2382-37:2022, 37.05.05, modified — Notes to entry removed.]

3.14

bionjetric’'sample
anaﬂgmﬂgﬁdm%&tﬁmﬁﬁmmmmmm&w:traction

[SOURCE: ISO/IEC 2382-37:2022, 37.03.21, modified — Example removed.]

3.15

biometric system

system for the purpose of the biometric recognition of individuals based on their behavioural and
biological characteristics

[SOURCE: ISO/IEC 2382-37:2022, 37.02.03, modified — Notes to entry removed.]

©1S0 2023 - All rights reserved 3
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3.16
biometric s

ystem-on-card

card-sized device including biometric acquisition, data processing, storage, comparison and decision to

composeac
[SOURCE: IS
3.17

omplete biometric verification system

O/IEC 24787:2018, 3.8]

biometric verification
process of confirming a biometric claim through comparison

[SOURCE: I

3.18
biometrics
automated 1

[SOURCE: IS

3.19
claimant

ﬂI/IFF 2382-37:2022 3708 03 modified — Notesto entry remaved ]

ecognition of individuals based on their biological and behavioural charactefistics

0/1EC 2382-37:2022, 37.01.03, modified — Notes to entry removed.]

individual mpaking a claim that can be authenticated in biometric authentication

[SOURCE: ISO/IEC 2382-37:2022, 37.07.10, modified — Note to entry rémoved and definition revis
3.20

comparison

estimation, fcalculation or measurement of similarity or dissimilarity between biometric probe(s

biometric rd
[SOURCE: IS
3.21

ference(s)

O/1EC 2382-37:2022, 37.05.07]

comparisom score

score
numerical v

[SOURCE: IS

3.22
confidentig
property th

[SOURCE: I§

3.23
credential

hlue (or set of values) resulting from a comparison

0/1EC 2382-37:2022, 37:03.27, modified — Note to entry removed.]

lity

nt informationds\not available or disclosed to unauthorized individuals, entities or proc

0/1EC 270002018, 3.10]

representat

orLof an identity for use in authentication

pd.]

and

PSSeES

Note 1 to entry: Customary embodiments of a credential are very diverse. To accommodate this wide range, the
definition adopted is very generic.

Note 2 to entry: A credential is typically made to facilitate data authentication of the identity information

pertaining to

the identity it represents. Data authentication is typically used in authorization.

Note 3 to entry: The identity information represented by a credential can, for example, be printed on human-
readable media, or stored within a physical token. Typically, such information can be presented in a manner

designed tor

EXAMPLE
[SOURCE: IS

einforce its perceived validity.
Username, username with a password, PIN, smart card, token, fingerprint, passport.

O/IEC 24760-1:2019, 3.3.5, modified — Note 4 to entry changed to examples.]

© IS0 2023 - All rights reserved
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3.24

decision policy

principles according to which a biometric system provides comparison decisions, inclusive of the
following elements:

— the threshold of biometric comparison;

— the number of attempts for enrolment, verification or identification permitted per transaction;

— the number of biometric references enrolled per claimant;

— the number of distinct biometric samples (e.g. different fingerprints) enrolled per claimant;

— the number of biometric modalities (e.g. fingerprint, voice) in which the claimant is'entjolled;
— other internal controls in the comparison process.

Note|l to entry: Serial, parallel, weighted or fusion decision models in biometric systems utilize njore than one
biomegtric reference in the comparison process for a given user (e.g. using biometrie references from multiple
fingefprints).

3.25
encrjyption
(revgrsible) transformation of data by an encryption algorithm-to produce ciphertext, i.e| to hide the
inforjmation content of the data

[SOURCE: ISO/IEC 18033-1:2021, 3.11]

3.26
fals¢ match rate
FMR
propprtion of the completed biometric non-mated comparison trials that result in a false mjatch

Note |l to entry: The value computed for the #MR will depend on thresholds, other parameters of thg comparison
procgss and the protocol defining the bigmetric non-mated comparison trials.

Note P to entry: Comparisons betweén:
— identical twins;

— dlifferent but related-biometric characteristics from the same individual, such as left- anld right-hand
lopography will need proper consideration (see ISO/IEC 19795-1).

Note 3 to entry: “completed” refers to the computational processes required to make a comparisor} decision, i.e.
failuyles to decidejare excluded.

Note § to entry: “non-mated” refers to cases when the compared biometrics come from different individuals.

[SOURCE:ISO/IEC 2382-37:2022, 37.09.09, modified — Note 4 to entry added.]

3.27

false-negative identification rate

FNIR

FNIR (V,R, T)

proportion of a specified set of identification transactions by capture subjects enrolled in the system
for which the subject’s correct reference identifier is not among those returned

Note 1 to entry: The false-negative identification rate can be expressed as a function of N, the number of enrolees,

and of parameters of the identification process where only candidates up to rank R and with a candidate score
greater than threshold T are returned to the candidate list.

[SOURCE: ISO/IEC 19795-1:2021, 3.22]

© IS0 2023 - All rights reserved 5
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false non-match rate

FNMR

proportion of the completed biometric matched comparison trials that result in a false non-match

[SOURCE: IS

3.29
false-positi
FPIR
FPIR (N, T)

proportion g

reference id|

Note 1 to ent
and of paran

threshold T ajre returned to the candidate list.

Note 2 to enf]
scores, FPIR

[SOURCE: IS
3.30

initial enrolment

(biometric)
Note 1 to ent

3.31
integrated
card contait

3.32
integrity
property of

[SOURCE: IS

3.33
on-card big
comparison
retained on

[SOURCE: IS
3.34

O/IEC 2382-37:2022, 37.09.11, modified — Notes to entry removed.]

ve identification rate

d

entifier is returne

"y: The false-positive identification rate can be expressed as a function of N, the number|of enr
heters of the identification process where only candidates with a candidate scere greater
ry: For systems that always return a fixed number of candidates without-applying a threshd
s not a meaningful metric.

0/IEC 19795-1:2021, 3.23]

enrolment that occurs after previous authentication,ofthe subject, such as via a passw

Fy: See also biometric enrolment (3.5) and re-enrolment\(3.38).

circuit card
1ing integrated circuits and interfaces,.eSpecially used for payment or similar

hccuracy and completeness

0/IEC 27000:2018, 3.36}

metric comparison
and decisionrmaking on an integrated circuit card where the biometric referen
card in ordetto’enhance security and privacy

O/1EC 24787:2018, 3.12]

payment token

which a

blees,
than

1d on

ord

ce is

value linked to and acting as a substitute for a primary account number

3.35
point of bio
PBP

metric presentation

human interface device to which an account holder presents biometric characteristics, typically
in conjunction with a payment card, for the purposes of carrying out a financial transaction or for
enrolling their credentials for future use in such a transaction

© IS0 2023 - All rights res

erved
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3.36

presentation attack

presentation to the biometric data capture subsystem with the goal of interfering with the operation of
the biometric system

Note 1 to entry: Presentation attack can be implemented through a number of methods, e.g. artefact, mutilations,
replay.

Note 2 to entry: Presentation attacks may have a number of goals, e.g. impersonation or not being recognized.

Note 3 to entry: Biometric systems may not be able to differentiate between biometric presentation attacks with
the goal of interfering with the systems operation and non-conformant presentations.

[SOURCE: ISO/IEC 30107-1:2016, 3.5]

3.37
presentation attack detection
automated determination of a presentation attack

Note [l to entry: Presentation attack detection cannot infer the subject’s intent{In fact, it could be jmpossible to
derive that difference from the data capture process or acquired sample

[SOURCE: ISO/IEC 30107-1:2016, 3.6]

3.38
re-enrolment
process of establishing a new biometric reference replacing-existing biometric data for a sulject already
enrolled

Note [l to entry: Re-enrolment requires new captured biometric sample(s).
Note |2 to entry: See also biometric enrolment (3.5) and initial enrolment (3.30).
[SOURCE: ISO/IEC 2382-37:2022, 37.05.13):modified — Definition revised and Note 2 to entjry added.]

3.39
registration
process before enrolment in which a person is provided an electronic identifier and credeptial(s) with
which he or she proves his of héer identity for enrolment

Note [l to entry: This is peffermed in conjunction with enrolment, such that it appears to be a singld process.

3.40
secure biometricreader
SBR
secufe cryptographic device embodying biometric capture device and associated biometrif processing
software

341
secure cryptographic device

SCD

device that provides physically and logically protected cryptographic services and storage (e.g. PIN
entry device or hardware security module), and which can be integrated into a larger system, such as
an automated teller machine (ATM) or point of sale (POS) terminal

[SOURCE: ISO 13491-1:2016, 3.28, modified — Definition revised.]

3.42

secure element

significantly tamper-resistant component providing secure storage, secure processing and
confidentiality

©1S0 2023 - All rights reserved 7


https://standardsiso.com/api/?name=c87893fc0c6148c1020df192dbf80f54

ISO

19092:2023(E)

3.43
threshold
numerical value (or set of values) at which a decision boundary exists

[SOURCE: ISO/IEC 2382-37:2022, 37.03.36]

3.44
token service provider

TSP

entity which translates primary account numbers into payment tokens and vice versa

3.45
trusted doﬂlain

TD

secure physical or logical area within a given technology providing confidentiality, .integrity or

authentication services to an application

4 Abbreyiated terms

API application programming interface
ATM aytomated teller machine

DSV dynamic signature verification
HSM hardware security module

MAC miessage authentication code

MPBP mjobile device point of biometric presentation

PAN

POI

SCR

5

5.1

primary account number
point of interaction

sdcure card reader

Biomdtrics in financiabservice context

General

To understand the_security perspective of this document, it is useful to compare the use of biomatrics

in financial fransaetions with use of a PIN.

Some similafritiés are as follows:

a)

b)

The reference against which the biometric sample is compared is required to be enrolled in advance
for the identity of the associated individual, in an analogous manner to a PIN.

Currently, biometrics for authentication is mostly used in verification mode, similar to PINs, and
not in identification mode. That is, the customer presents their biometric characteristic(s), together
with their identity, which is compared 1:1 against an enrolled reference that is looked up based
on the claimed identity. Emerging though, are identification-based solutions where the biometric
characteristic(s) alone is presented to identify the customer (and their payment credentials)
from a “gallery” of customers. Obviously, biometrics is very convenient compared to the potential
difficulty or inconvenience of remembering or entering a PIN.

For an enrolled customer, presentation of a biometric characteristic(s) can suffice for the
transaction to be authorized in an analogous manner to a PIN.
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Rules for accepting or declining a transaction beyond the decision rules on the result of biometric
comparison may be similar or identical to those for PIN.

Much of the system infrastructure, except for very specific aspects on biometric processing, is
almost identical.

Some notable differences are as follows:

Unlike PINs, biometric characteristics such as facial images, voice or fingerprints are not secrets.
Rather, they are public characteristics of the individual which, with adequate safeguards such as
presentation attack detection, are considered sufficiently unique and secure for use in financial

transaction authentication pnhanh'n]]v in p];\r‘p of a PIN

IN security relies on, among other things, the use of secure keypad-based PIN-entry{
nd methodologies, and on cryptographic protection of PIN values as they traver
uthentication systems. Biometric security relies on, among other things, thé luse of p
ttack-resistant technologies, potentially augmented by secure biometric capture techr
n cryptographic protection of biometric data as it traverses financial authentication s

rom a convenience perspective, PIN authentication relies on user memery. Biometric au
oes not.

Lompromised PINs can be replaced in order to reinstate &rusted transaction usag
¢haracteristics cannot be changed upon compromise;\biometric solutions rely
presentation attack detection.

While both PIN and biometric authentication precesses have non-zero error rates
¢omplexity and variability in biometric captute,” processing and comparison mear]
golutions are potentially more vulnerable to aceuracy and reliability dependencies.

[here are users for whom a particular biometric will not work or is not feasible. Examnj
manual labourers with worn fingerprints’or people wearing face masks.

.

ighting, noise) than the capture of PINs

iometric capture under optimum conditions potentially offers usability dividends that
or example contactless@uthentication via facial recognition.

sers may have privacy concerns in addition to security concerns about their biometri

identifying/biometric-specific security vulnerabilities and addressing each with suitab

chieving the adequate biometric presentation attack detection while recognizing th

echnologies
se financial
resentation-
ologies, and
ystems.

thentication

b: biometric
on reliable

, the added
s biometric

ples include

[he capture of biometric characteristics may be more susceptible to environmental conditions (e.g.

PIN cannot,

C data.

out in this

e controls;

e challenges

hiS)presents;

securing point of biometric presentations (PBPs) to at least the level for PIN entry;

ensuring biometric authentication processes mitigate risks to at least the level o
authentication processes;

f PIN-based

ensuring biometric data handling and transmission is secured to at least the same level as for PIN-

based authentication systems;

ensuring that all other aspects of a biometric authentication achieve a comparable level of security

to PIN-based authentication.
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5.2 Generic security considerations

Given the very large number of implementation and new-technology possibilities available to financial
biometric authentication adopters, the perspective of this document is:

a) toidentify business and technical building blocks likely to be common to all such deployments;

b) toidenti

to asses

c)

ify the communications paths between those building blocks;

s the vulnerabilities of those domains and communications paths to security threats;

d) torecommend controls to address risks arising from such vulnerabilities and threats.

It is necessa
general in 1
mobile devi

Virtual carg
extensions
transaction

Virtual pay
payment de
— user log
biomet

Card accep
additional s

5.3 Persd

As indicate
vulnerabilit
universally
general-pur

A successfu
very limited

A successful internet-leveraged attack against an individual personal device, while possibly {
o constructin-the first instance, may have the potential for simultaneous propagation to a

consuming {
large numbd
to mitigate {

irily the case that some security requirements listed in this document will be relaf
ature. This consideration is especially pertinent due to the proliferating use of per
fes as virtual payment instruments, and in some cases as merchant terminals:

| implementations mimic the behaviour of contactless smart cards. Available biom
to these implementations are biometric authentication prior to virxtual card ug
authorization.

ment terminal implementations mimic the behaviour of traditional secure mergq
Vices. Available biometric extensions for these implementatigns-are:

-on authentication prior to virtual card use;
ic transaction authentication using secure biometri¢réader (SBR) attachment.

fance during biometric authentication on such personal merchant devices pre
bcurity challenges, but that topic is not directly*addressed by this document.

Jnal device vulnerabilities and controls strategy

l in 5.2, this document provides.sécurity guidelines aimed at addressing the sec

do not achieve high levels of protection of the biometric data, in part because of
pose computing nature, particularly exposed to fast attack propagation via the interng

attack against an individual SCD is, by definition, time-consuming and typically has
prospect of immediate propagation to the population of similar SCDs.

r of deviees. The controls strategy for such devices is required to, among other factorg
his attack/propagation risk.

Usage contd

tampering attacksis higher than traditional payment cantexts

5.4 Biom

xt'for personal devices is also important for security. The opportunity for unobsg

ively
tonal

etric
e or

hant

sents

urity

es of personal devices used as. PBPs for biometric authentication. Such devices almost

their
t.

N0 Oor

ime-

, aim

rved

etric verification versus biometric identification

This document distinguishes between biometric verification and biometric identification.

Biometric verification compares an individual’s biometric sample with stored biometric reference
on a 1:1 basis, closely analogous to a PIN-based system and indexed by a simultaneously presented
credential such as a payment card.

Biometric identification matches an individual’s biometric with stored biometric references without
reliance on accompanying identity information. An example is an account holder paying on the basis of
facial recognition in a mass transit system.

10
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6 Biometric modalities and core systems

6.1 General

Biometric recognition leverages the fact that certain physiological or behavioural characteristics can
distinguish one person from another.

Such characteristics, also known as biometric modalities, include fingerprints, voiceprints, iris patterns,
facial image, vein patterns, signatures and keystroke dynamics. A brief description of these techniques
is given in 6.2, noting that other viable modalities may exist.

Bionfetric technology includes the capture and the comparison of these biometric charactgristics. The
digitpl representations of these characteristics are used to confirm the identity of an-ipdividual. A
typidal biometric authentication process consists of the following basic steps:

a) ¢apturing the biometric data;

b) ¢valuating the quality of the captured biometric data and recapturing it'if nhecessary;

c) processing the captured biometric data;

d) ¢omparing the processed biometric data with one or more previously enrolled biometric references
o determine if a match exists; this comparison can be done-for biometric verification pr biometric
identification.

The biometric data life cycle consists of the following:
— [Enrolment: confirming the identity of the participant and enrolling them in the system|

— Iistablishment of biometric reference: the capture and storage of one or more biomefric samples
hat will be used in the biometric comparisen process.

— Use of biometric references in the bigmetric comparison process while verifying or ifdentifying a
articipant.

— Updating a biometric reference through re-enrolment or updating of the biometric datj.
— Termination: removal ordeactivation of biometric reference from any operational system.

— Archiving: the process-of securely storing biometric data for non-operational purposes.
6.2 | Modalities.ef biometrics

6.2.1 General

The following subclauses (6.2.2 to 6.2.9) discuss a selection of biometric modalities and conditions that
can impact the suitability for their use for a given purpose.

6.2.2 Fingerprint

Friction ridges and valleys on an individual's fingertips are considered unique to that individual. For
over one hundred years, law-enforcement agencies have been classifying fingerprint images into one of
several main types and sub-types (i.e. fingerprint patterns such as loops, whorls and arches) as well as
determining identity by comparing key points of ridge endings and bifurcations. Fingerprints appear
unique for each finger on the same hand, as well as between identical twins.

Most modern fingerprint-matching technology focuses on the unique points within the finger image,
the minutiae. These minutiae are the points where individual friction ridges branch apart (bifurcate)
or end. Imaging algorithms extract the minutiae and create a proprietary template that codes these
minutiae. Pattern-matching systems are based on overall ridge flow as opposed to minutiae. Systems
can also analyse the finger's tiny sweat pores or the number of ridges between two singular points (such

©1S0 2023 - All rights reserved 11


https://standardsiso.com/api/?name=c87893fc0c6148c1020df192dbf80f54

IS0 19092:2023(E)

as the cores and the delta). Fingerprint biometrics is capable of both verification and identification.
Recently, deep learning technology has been widely used for increasing biometric recognition, including
low-quality fingerprint classification and liveness detection.

Conditions that may affect the prints of different individuals and reduce the quality of image capture
include dirty, dry or cracked prints. Age, gender and body size are also found to have an impact on the
quality of finger images, as well as the placement (rotation, shift and pressure) of the finger on the
scanner (see the ISO/IEC 19795 series and ISO/IEC TR 24714-1). The public may see the historical use of
fingerprinting by government law-enforcement organizations as a negative, although the capture of the
fingerprint is generally regarded as non-invasive and widely performed through personal devices such
as mobile phones. Contactless fingerprint capture as a technology that alleviates some of the issues

with resped
regarded as

6.2.3 Voi
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successfullyj
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Tto placement of the fInger and also acquisition of three-dimensional [INgerprints ca
recent technologies.

e biometrics

trics (also called “speaker recognition”) models the acoustic features df’speech that
to differ between individuals yet remain stable over time for a single' individual. T
terns reflect both anatomy (e.g. size and shape of the throat and“mouth) and leq
patterns (e.g. voice pitch, speaking style).

bgnition systems can employ either of two styles of spoken. iriput: text-dependent and
F speech. Text-dependent systems ask users to repeat specific words, phrases or nunj
brompted input can be used to protect from replay attacks using recording voices.
[ systems input is free-flowing speech.

of speaker identification by law-enforcement agéncies typically use text-independent
pes not require enrolment or input of specificwords. Input speech is “digitized” to cr¢
mbers. From these numbers, a reduced set.0f“features” is extracted mathematically.
s commonly used for verification, but-rarely for identification. Recently, deep leat
has been widely used for automatic feature extraction and recognition.

se levels can be an impediment-to the collection of voice samples. Voice changes d
need to be addressed by voice biometrics systems; biometric reference adaptation cg
evolve the voice template along with changes in the verified speaker’s voice.

biometrics

le round-coloured'portion of the eye behind the cornea and surrounds the pupil. A per

is unique amdyremains unchanged throughout adulthood. Iris recognition has
used in accéss-control applications without the need for any form of identification or
y the data.stibject. In most implementations, a grayscale image of the iris is acquired i
d spectrum to maximize detail in eyes of all colours.

in be

have
hese
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son’s
been
tlaim
n the

er-algorithms unwrap these images to form a rectangular matrix of pixels over whiich a
smaller filtdr_i i i i i i ency

and direction (see ISO/IEC 19790). This is usually done by Daugman’s representation. Recently, deep
learning technology has been widely used for automatic feature extraction and recognition.

To ensure pupil constriction to maximize the area of the iris, acquisition should be done in a well-lit
environment. That is, sensors often have a light source that lights up the eye before capture to improve
iris capture area. Non-patterned contact lenses and glasses do not interfere significantly with image
capture. Sunglasses, however, should not be worn, as they can affect the capture process.

6.2.5 Face biometrics

The human face plays an important role in conveying the identity of an individual. Some face biometrics
solutions utilize images captured in the visible spectrum using standard camera technology. Near-
infrared camera is also adopted to minimize the visible spectrum and lightening interference. An
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alternative approach, known as facial thermography, uses an infrared camera to capture the unique
heat emission patterns made by people’s faces. The multispectral visible and infrared systems extract
facial features from captured facial images.

Feature extraction of facial images in the visible spectrum includes machine learning, such as principal
component analysis and local feature analysis. Principal component analysis, or the “eigenface”
technique, models a particular face as a weighted combination of other “basis” faces. The set of basis
faces is constructed by collecting many face images, then mathematically determining the set that
optimally models them all. Deep learning-based systems are being used where a feature vector is
extracted and then compared using a specific distance metric such as Euclidean distance or cosine
similarity.

Threle-dimensional maps of the face can be created through either projecting a pre-calibifated grid of
pattgrn or using a stereo camera system. The created three-dimensional maps of thé face|can be used
for ppse-invariant face recognition. Face biometrics is capable of both verification.and'identification.

Challenges for facial identification include reducing the impact of changes in pasé, expressian, hairstyle,
facial hair, makeup, different cameras and lighting. Age, gender and ethnicity are also found to have an
influpnce on the quality of face recognition by the scanner. Some facial biometrics systems may require
a staEionary or posed user in order to capture the image, though som€systems use motjon imagery.

All systems process the images to detect a person's head and locate the face automatically. Major
advantages of facial identification are that it is non-intrusive, liands-free, continuous aufhentication
and gccepted by most users. The intrinsic difficulty to distinguish between identical twins |n the visual
specfrum can be overcome by adopting multi-modal biometrics, such as the vein pattern found in the
infrared spectrum on the forehead or iris.

6.2.4 Signature biometrics

Hand-written signatures can be identified fromthe way the signature looks and the way|the hand of
the digner moves during the signing. Signature recognition based upon the biometric characteristics
related to movement of the hand is referredto'as DSV. A number of characteristics can be extracted and
meagured by DSV. For example, the time taken to sign, the velocity and acceleration of the signature,
the pressure exerted when holding tlie pen and the number of times the pen is lifted from tlhe paper can
all be extracted as distinctive characteristics. DSV is not based solely on the static image|so even if a
signgture is traced, a forger would\need to know the dynamics of that signature. Electronic pens, tablets
or both can be used to capture’the signature biometrics. Digitized signatures are generally used in
verifjcation as opposed todidentification mode. Since the execution of a signature is strongly influenced
by b¢havioural and social~eonditions, two repetitions of a signature from the same person never have
an identical dynamiezS0, to permit the effect of intrapersonal variability without deterjiorating the
perfgrmance of dis€inguishing other persons is crucial.

6.2.717 Veinbiometrics

Vein [authentication uses the pattern of blood vessels in the subcutaneous tissue of the huan body to
discifiminate between individuals. A vein pattern is read using near-infrared light. The bJood vessels
absor image. The
shaded part is extracted from the captured image as the blood vessel pattern of the vein using image
processing technology. The resulting blood vessel pattern is compared using vessel structure features
such as directions and bifurcations or using the pattern itself.

A blood vessel pattern of a hand, such as that of a palm, the back of a hand or a finger, are used for
authentication because such parts of the hand are easy to present to a sensor, and various products
have been developed for such hand parts. Because the products have many functions to support and
guide users in proper usage, such as detection of hand position based on image-processing technology,
high usability is achieved and the accuracy of authentication is very stable. Since the blood vessel
pattern used by vein authentication is information that is hidden in a body;, it is generally not known by
others in typical usage environments, and therefore forgery is difficult. Vein biometrics can be used in
conjunction with hand geometry.
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In actual products employed by ATMs, the parts of the body chosen (e.g. palm, fingers, wrist and the
back of the hands) are the parts where a user can easily present the blood vessel pattern to the sensor.
Cold temperatures cause vein constriction, therefore outdoor use can be problematic.

6.2.8 Palm print biometrics

Palm prints show a complex set of skin lines and creases that is unique to identify an individual. Palm
print authentication uses the friction ridges containing minutiae points found on the palm. These can be
captured using optical techniques. Other palm print biometrics based on the hand geometry and palm
print crease have been developed. This can support a kind of multi-modal authentication using the palm
print lines and hand geometry. Considerations for use of minutiae are similar to those of fingerprints.

Recently, co
used in vari
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6.3 Biometric system and its supporting systems
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management system,;
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capture subsystem;

feature extraction subsystem;
storage subsystem;

comparison subsystem;
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— decision subsystem;
— transaction authorization system;
— credential management system.

Note that the building block descriptions given in this clause are largely independent of implementation
specifics: multiple individual functions can be grouped together on one platform or can be distributed
across multiple platforms or multiple locations as determined by the biometric authentication system

operator.

6.3.2

6.3.2

The {
accol

The
isre

Loz i
GWUILIC B‘yDLClllD

.1 Identity management system

dentity management system is the first PBP of a prospective account holdepwhen est|
int which may be used with biometric authentication. Such a system could be biometr

dentity management system embodies the procedures and interfacés)by which an ac
bistered with a financial biometric authentication system operater’# typically an issu

biometric enrolment, and for the purpose of account management~The degree to which

man
only
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6.3.2
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that enrolled biometric references for financial authentication are always coupl
rlying registered account.

.2 Account management system

ccount management system exists for all financial biometric authentication sce

nornpally located in the issuer domain and représénts the processes and data sets involved
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inancial accounts of authentication system customers, closely coupled to or embody
hgement functions.

.3 Biometric system

.3.1 Capture subsystem

metric capture subsystem exists at all PBPs except identity management where, no
t be co-located for-enrolment. It comprises sensors to capture the biometrics along
le conditioning1ogic such as might suppress ambient noise or otherwise adapt tH
ent conditions:

.3.2 _Feature extraction subsystem

meétric feature extraction subsystem takes the output of the preceding capture stage

relevian

iometri iometric referen in th

or for comparison in the transaction usage case.
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This subsystem might be co-located in the capture PBP technology, or at some separate node linked via
a communications path with the capture PBP.

6.3.2.3.3 Storage subsystem

A biometric storage subsystem is a subsystem responsible for the storage and retrieval of biometric
references. It might be a central database containing the reference of many account holders, or the set
of biometric references applying to a single account holder stored on a smart card.
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6.3.2.3.4 Comparison subsystem

A biometric comparison subsystem takes the output of the preceding processing stage, along with
accompanying account identifier in the case of verification, and carries out a comparison with the
associated biometric reference, generating either a match/non-match result or a score that indicates the
degree to which the references match with the result submitted to the biometric decision subsystem.
For verification, the reference will be found by lookup, keyed by the accompanying credential such as

PAN. For identification, the candidates are obtained by scanning the entire available set of references.

This subsystem might be co-located with preceding subsystems or at some separate system node.
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sumption by the following transaction authorization subsystem.
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tion authorization system, typically located in the issuer environment, takes the outy

the preceding biometric decision subsystem during a financial transaction and makes the decision
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| is highly interdependent with the account management system. As an example,
horization request, the transaction authorization'system would interrogate the acq

rer upon completion of a successful authorization.

6.3.2.5 C(Credential management system
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fial management system is located in the issuer environment and issues and ha
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on credentials for accountsholders. The authentication credential might take the for
mart card, with or witheut/inherent biometric capability, an account number, a biomn]
ent passcode or a PIN to-be used in addition to a biometric or as a fallback authentic

e biometric aiithentication usage scenarios

tneral

ngAsubclauses illustrate the core generic usage scenarios involving the previ
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ometric systems. These illustrations assume a pre-existing payment systems environ

comprising back-end acquiring, issuing, identity management and account management systems.
Specific technology choices and considerations are furnished in Clause 10.

Figure 1 defines the symbols used to identify different generic PBP types in the forthcoming diagrams:

a) Public device PBPs, where the biometrics of multiple financial account holders will be presented to
a common public interface.

b) Personal card PBPs, where biometric capture and further biometric processing occur on a smart
card payment instrument belonging to an account holder.

c) Personal device payment instrument PBPs, where a personal (typically mobile) device is used for
biometric capture, and potentially further biometric processing.
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Points of biometric presentation

6.3.3

PBP _ _
Wiy Secure cryptographic device

PBP _ _

(PBC) personal biometric card

PBP | mobile devi

g personal mobile device ‘

Figure 1 — Points of biometric presentation.—legend

.2 Registration scenario

Registration (see Figure 2) is the process by which a prospective user of biometric authentication -
hereafter referred to as the account holder - identifies themselves to a financial institution and
establishes an account (if not already having such:@n account) prior to enrolling their| biometrics.
Indidative registration steps are as follows:
a) The user presents evidence of identity and establishes an account with a payment|instrument
issuer.
b) The issuer confirms the identity of:the applicant, establishes an account and issues authentication
¢redentials. Such credentials canvinclude:
+ aphysical smart card,with or without inherent biometric capability;
1+ anaccount number;
+ abiometric card-enrolment passcode;
+ aPIN wherethat is to be used in addition to a biometric or as a fallback authentication method.
Ra) Personal
identifiers Identity Account
management ~———— management
‘ ! svuctom Ssuctom
~J system system
Account Unique account
holder credentialing data
Credential
management
Unique account system
credentials
Figure 2 — Core systems - registration
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6.3.3.3 Enrolment scenario

Enrolment is the process of recording a biometric reference to be used in the biometric comparison
process carried out during transaction usage, see Figure 3. An identity management system linking
the account holder with the biometric system may or may not exist depending on the financial
service system. The location and nature of the PBP technology and sample processing technology is
implementation-dependent, as is the final storage location of the biometric reference, which can be
within or out of the biometric system depending on the implementation, see later use case architectures.

Note that the enrolment process may entail a biometric identification search stage to establish whether
a given identity is already enrolled.

Note also that there is a closely related re-enrolment (reference refresh) scenario described 10.8*which
employs thel same subsystems.

Identification credential(s)

Choice (x) of: SCD or PBC

or PMD
*************** - \V{ Biometric system for enrolment
| Biometric Biometric |
Biometrics Sample feature |
= capture > tracti }
Account \ subsystem extraction ‘
\ subsystem
holde \
| Processed Abcount ici i
} ; Qerification Implicit operation for
| Sample . an}d biometric biometric smart carfl
\ , _ linkage" )
\ Biometric } & \ Account }
} storage <—y—}> management ||
\ i L_subsystem } \ system }
\ L \ S ———
| J
N e 753)537 v
reference
Biometric
enrolment
database

Figure 3 — Core systems - enrolment

6.3.3.4 Transaction usage scenarios

6.3.3.4.1 Overview

The key differences between biometric verification and biometric identification are described in 5.4.
Characteristic implementations addressing those differences are illustrated in the following examples.

6.3.3.4.2 Authentication using biometric verification
Biometric financial transaction authentication most commonly relies on biometric verification.

In the example in Figure 4, a credential identifying the account holder and one or more associated
biometric characteristics are presented to a PBP to initiate the authentication process.

18 © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=c87893fc0c6148c1020df192dbf80f54

IS0 19092:2023(E)

Biometric features are captured, extracted and passed as a biometric sample to the biometric
comparison subsystem, the latter also being supplied with the biometric reference associated with
the identification credential. Sample and reference are compared, with the outcome forwarded to the
biometric decision-making subsystem. The decision result, claimed identity and other information,
such as transaction amount requested for authorization, are forwarded to the account management for
further processing.

Note that, contingent on biometric decision criteria being met, offline transaction authorization is
feasible for biometrically capable cards or mobile devices where security policy permits.
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6.3.3.4.3 Authentication using:biometric identification
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rial biometric authentication systems == usability considerations

ral
1g are core considerations in designing-and operating a biometric system:
ies of biometric modalities.

tion performance: the abjlify* of the system to reliably authenticate or identify users.
MR - the rates at which incerrect decisions are made - are crucial factors.

tion performance evaluation: measurement of the ability of a system to provide accy
vithin an acceptable’time limit.

qtion attackdesistance.

brabilityithe degree to which one biometric authentication deployment may interop
pbthersuch deployment.

FMR
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The viability of biometric authentication for financial transactions relies on account holder identity
being associated with one or more distinguishing, repeatable biometric features to a high degree of
certainty. In designing and operating such a system, the following properties of biometric modalities
should be considered:

— universality: the applicability of the modality to all members of the target population;

— distinctiveness: the ability of the modality to differentiate each member of the target population;

— acceptability: the willingness of members of the target population to use the specified biometric
characteristic for a given application;

— stability: the resistance of a biometric characteristic to change over time;
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— insensitivity: the consistency of a biometric characteristic across varying capture environments;

— accessibility: the ease with which a biometric characteristic can be captured by a sensor;

— vulnerability: the level of immunity of a biometric characteristic to presentation attacks.

NOTE 1

The resistance to fraud relating to the use of a biometric characteristic depends on

attack detection and affects the security of the biometric system.

NOTE 2

population than vein biometrics.

presentation

The distinctiveness of each modality is different. For example, iris biometrics can cover a larger target

7.3 | Properties and evaluation of biometric system

7.3.1 Recognition performance

Bionjetric techniques are subject to statistical errors such that impostors may be authenticated and
legitimate users rejected. Recognition performance measures the accurady ef biometric|verification
and {dentification expressed in terms of error rates such as false match nate (FMR), fals¢ non-match
rate [FNMR), false-positive identification rate (FPIR) and false-negativéddentification rate [FNIR).

The probability that a biometric system fails to reject an impostor in a 1:1 verification|attempt, or
incofrectly identifies an individual in a 1:N identification attemapt; is reflected in the systein’s FMR and
FPIR| respectively.

The probability that a biometric system fails to verifydn enrolled individual in a legitimate 1:1
verifjcation attempt, or fails to identify an enrolled indiyidual in a 1:N identification attempt, is reflected
in the system’s FNMR and FNIR, respectively.

The biometric modalities identified in this docuntent are all prone to some level of FMR and FNMR.

A system’s FMR and FNMR are inversely related, such that reducing the FMR by adjusting biometric
systém security settings can result in.an;increased FNMR, and vice versa. A match or a rfon-match is
typidally determined using matching parameters and threshold, which are decided by the biometric
policly. A system’s FMR and FNMR cannot be independently adjusted. Instead, a threshold|is normally
seledted above which a match is‘declared and below which a non-match is declared.

Onceg a match is decided by.the comparison subsystem, a decision subsystem typically is used to
determine whether the maatch is accepted based on additional contextual factors, such as:

— prior match history;

— the number-ofnon-matches preceding a match;

— the time-taken to achieve a match;

— thesecurity context of the presentation environment.

Most biometric systems allow multiple presentation attempts before rejecting further attempts. For
example, an individual may be permitted to present a fingerprint to a scanner up to three times. A
common decision policy here is to grant access if any of the three attempts is successful. Under this
policy, the system’s effective FNMR may be lower than its single-attempt FNMR. That is, the user is more
likely to be verified when additional attempts are allowed. Such a decision policy, however, increases a
system’s effective FMR, giving an impostor multiple chances to try to defeat the system.

Another decision factor can be the number of enrolled biometric references associated with a given
user. Many biometric systems acquire two enrolment biometric references from a user, such as from
the right and left fingerprints. This mitigates the impact of injuries or other variables that may impair
presentation accuracy.

If a system allows a user to verify against more than one biometric reference, the system’s effective
FNMR may be lower than its single-attempt FNMR. That is, a user is more likely to be verified when
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more than one biometric reference exists for that person. Allowing more than one biometric reference,
however, increases a biometric system’s effective FMR, and provides an impostor with additional

matching opportunities.

Other decisi

on policy elements that can impact a system’s accuracy include:

— the number of different biometric technologies (e.g. fingerprint, voice) in which the claimant is
enrolled;

the technical sophistication or agility in the comparison process in detecting like or non-like

biometric samples, for example in automatically detecting and adapting to different enrolled fingers

in successive prpcpnfnfinn attempts;
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pgnition performance evaluation

ating the recognition performance of biometric technology, it is important to undersg
t factors that can influence the measured FMR and.FNMR. For example, the rep
different implementations has possibly been measured under different circumstance
be directly comparable.

g factors should be taken into consideration*when evaluating recognition perform
etail about biometric performance testing and reporting, see the ISO/IEC 19795 series

bject selection: test subjects should ‘be chosen at random from a population th
ntative of the people who will use the system in the real application environment, n
hay not always be feasible for tlie sample population to fully reflect the target populg
g both biographic and demopgraphic factors. For example, if the test group comes

pnal level, cultural backgreund and other factors that may influence the performance
training: to avoiduntroducing bias, test subject training should be as close as possil
icipated for users-of the real system.
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NOTE 1

Biometric performance depends upon precise conditions of PBP installation and use and can be subject

to considerable variation. A biometric system typically produces statistically different outcomes or decisions for
different demographic groups, for example those based on gender, age and race. Refer to ISO/IEC TR 22116 for
more detail.

NOTE 2  ISO/IEC 19795-1 provides the principles and framework for evaluating biometric systems in terms
of error rates and throughput rates. Metrics for the various error rates in biometric enrolment, verification and
identification are specified.

NOTE3  ISO/IEC 19795-2 provides requirements and recommendations on data collection, analysis and
reporting specific to the two primary types of evaluation: technology evaluation and scenario evaluation.

NOTE4  ISO/IEC TR 19795-3 defines modality-specific testing. It presents methods for determining, given a
specific biometric modality, how to develop a technical performance test.
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NOTES5  ISO/IEC 19795-4 prescribes methods for technology and scenario evaluations of multi-supplier
biometric systems that use biometric data conforming to biometric data interchange format standards.

7.3.3 Presentation attack detection

A presentation attack entails presentation of a copied, fake or synthesized biometric characteristic
to a sensor with the aim of achieving illicit authentication and evading recognition. Examples of such
attacks include the use of a gummy finger or glue on finger for fingerprint modalities, facial video,
three-dimensional masks or non-permanent make up for face modalities and patterned contact lens for

iris modalities.
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Ibiometric capture devices - sensor or camera interoperability;

ETTCAtiOIT attack deteCtion Tefers to techmques designed to detect and exciude presenta
the characteristic they protect, presentation attack detection is subject to errots
ive and false negative. False positive indications wrongly categorize bona fide\pres
ks. False negative indications wrongly categorize presentation attacks as bona fide pr

fide presentations. The decision to use a specific presentation attack‘detection imp
nds on the requirements of the given application and almost certainly involves trade-(
Fity and efficiency.

ect false or doubtful samples. Such tests are frequently based on a collected sample dg

1 The ability to carry out effective presentation attack.detection can be highly constrai
mentations such as smart card fingerprint readers.

2 ISO/IEC 30107-1 defines terms and establishe$a-framework for presentation attack dete
3 ISO/IEC 30107-2 defines data formats fotltse in presentation attack detection.

4 ISO/IEC 30107-3 establishes principles and methods for performance assessment of
k detection algorithms and associated meehanisms.

5 ISO/IEC 30107-4 establishes ‘a_profile that provides requirements for testing biometric
k detection mechanisms on mobile-devices with local biometric recognition.

Interoperability

operability of financial biometric authentication systems presents challenges to
rers, including the following:

ompatibility of biometric modalities - interoperable issuers must share at least one m|

ecurity assurance level compatibility between different biometric modalities and diff]

ion attacks.
, both false
entations as
psentations.

tations from
lementation
ffs between

entation attack detection evaluations focus on the effectiveness’of the sensor and ass¢ciated logic

itabase.

ned for some

ction.

presentation

presentation

issuers and

odality;

erent device

fendor imp]pmpnfnfinnc for the same mndnlify;

security assurance level compatibility between different implementation architectures, for example

between acquirer- or issuer-managed fully-SCD-based implementations compared to third-party

i

NOTE

mplementations relying on non-SCD mobile devices;

biometric data format compatibility between entities.

The ISO/IEC 19794 series and the ISO/IEC 39794 series provide guidance on notionally interoperable

data-exchange formats for many common biometric modalities. The ISO/IEC 19795 series provides test guidance
applying to those formats.
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8 Financial biometric authentication systems - architectures

8.1 Overview

A biometric authentication system consists of a set of hardware and software building blocks and an
environment operated or managed by a limited number of payment system participants.

8.2 Conceptual business architecture

Figure 6 provides a conceptual illustration of the most likely entities involved in the deployment
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Is and forwarding them for authorization to issuers. This role isAincreasingly diffu

hts: individuals or companies requesting payment authgrization for goods or servicq
hetric authentication system, traditionally via an acquiter.

arties: entities providing one or more subsystem services in biometric authentic
ems and payment systems more generally. Potential third parties include:

— ato

en service provider (TSP), most frequently it connection with the use of virtualised m

platform payment instruments;

— a personal device wallet managing personal device on-platform application provisio
payment token instantiation, run-time.:monitoring and mobile transaction functions.

e) Account holders: parties who haveta registered account with an issuer and use a biometj
authentjicate payment authorization'requests towards an issuer.
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Figure 6 — Biometric system business entities

8.3 | Technical architecture

This| document makes,~ho specific prescriptions for the technical architecture of p biometric
authentication system: That is, aside from the axiomatic fact that a biometric must be presented at a
PBP pnd that thesystem will be built in some fashion from the building blocks describefl in 6.3, the
systdm’s paramiount objective is to provide a secure financial transaction authentication process
throyigh appropriate technology choices.

8.4 | Registration architecture

All biometric enrolment and transaction-time actions presuppose a preceding account holder
registration step such as illustrated in Figure 7.

An account holder who intends to use biometric authentication presents personal identifiers to the
identity management system. The identity management system verifies the account holder using an
existing authentication method. The account management system registers biometric information as
one of the unique account credentials. Unique account credentials may include, among other things, such
items as PAN, card security codes, address, date of birth and government-issued identity documents.
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Figyre 7 — Conceptual architecture for registration prior to biometric enrolment

8.5 PBP devices and associated biometric authentication architectures

8.5.1 PBH device operators

The capturq of authentication data is typically performed using devices operated by the issuer or the
acquirer (orjan entity the acquitfersponsors, e.g. a merchant). However, there is an option for the dpvice
to be operated by the accounit,holder, as a device that is only used by that individual. This optior] was
not heavily adopted for the capture of PINs, but it is prevalent in biometric authentication.

An account-holder-operated biometric capture device is a personal biometric capture device, as opgosed
to a public hiometric.capture device that is used by many people and operated by someone other|than
the account|holder-initiating the transaction. This differentiation is necessary when considering [risks
associated with a biometric authentication solution. PBP device operators are illustrated in Figure 8.
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Figure 8 — PBP device operators
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8.5.2 PBP device types

The most co

mmon PBP device categories are as follows:

a) Public SCD PBP: a purpose-dedicated public payment device that is equivalent to an SCD-based
PIN entry device, with the primary difference being in the use of biometric sensing in place of PIN
entry. Such devices may also be used in the issuer domain (by the issuer or designated entity) for
enrolment. See Annex B for additional information.

For these devices, the comparison and decision-making logic is for security reasons unlikely to be

located

in the capture device.

b) PBP ca
commo}
support
compar

c) Persong
paymen
used fol

For thed
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with bid

'd: a personal smart card payment instrument with biometric sensing capability]
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json and decision subsystems.

1 MPBP: assumed to be a personal mobile phone or similar non-SCD-device used
t instrument and providing biometric capture and processing functiens. These can al
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e devices, the comparison and decision-making logic is most likely to be on the device

[PBP: a personal mobile phone or similar non-SCD device usedas a public merchant tert
metric capture and processing functions provided via-antattached SBR.
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ntity), as it is between the-account holder and the issuer.
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Figure 9 — Biometric enrolment using PBP devices

.2 Payment transaction presentation

th PIN and biometric authentication, the data“are presented for comparison against t
h biometric data are used for authentication, the capture, feature extraction and ver
rformed using separate logical subsystems within the same physical device or some p

ion can include other devices or‘entities. A device where presentation and capture of t}
occurs is called the payment PBP. The biometric data are collected using the funct

e a separate biometric ¢apture device.

he reference
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onality of a
olution may

While both PIN and biometrics are captured for authentication, the processes for evaluations of the two

devig
SCD9

— ¢

JR— q

es types are different. The PIN is captured during the transaction by a class of devic
. For such devices, there exists a formal program that:

stablishes,device security requirements (including periodic review and update);

ets ctiteria for measurement against those requirements;

identifies testing laboratories that have been approved to evaluate the devices;

bs known as

— provides a list of devices found by the laboratories to have been conforming to the requirements.

From that listing it is possible to identify the specific set of requirements on which a device type was
measured and when the approval will expire, and to obtain a security document authored by the
manufacturer of the device.

For biometric capture devices, there is no such program in place in the industry today. Security
evaluation of biometric devices should employ methods consistent with evaluation of PIN entry devices

but e
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xtending to those features specific to biometrics.
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8.5.4 Biometric authentication architecture

8.5.4.1 SCD PBP device-based biometric authentication architecture

Public SCD PBPs include, at a minimum, the biometric capture interface, which in many implementations
will embody biometric sample processing capability and presentation attack detection mechanisms.
Such devices will support secure communications interfaces connecting them to the rest of the system
infrastructure. Enrolment scenarios are described in Annex B.

One example of a possible flow using a public SCD PBP during a transaction is illustrated in Figure 10.
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N Biometric data K T —
@ T + authorization ~¢,© I I
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Platic card - /| Biometric \
non-biometric Acquirer / %tomparison
system Biometric éE and decision \
+ authorizit on subsystem f;?:;::g:t
reques Biometric
. database
Authorize/ result
decline response \ Transaction Account /
authorization <—= management
\ system system )
AN 4
N v
~ _
\ SO /
Figure 10 — SCD PBP in a transaction
8.5.4.2 PBP card-based biometric authentication architecture
8.5.4.2.1 (emeral

Some biomeTtric functions, suci as biometric data capture, STorage, feature extraction and comparison,
are handled by the biometric card. The biometric card is defined in ISO/IEC 24787. ISO/IEC 24787
covers the three cases “off-card biometric comparison”, “on-card biometric comparison” and “biometric-
system-on-card”. This document covers the two cases “on-card biometric comparison” and “biometric-

system-on-card”. Associated card data capture can be via the card’s interface.

8.5.4.2.2 On-card biometric comparison

The comparison takes place on-card. “On-card biometric comparison” is illustrated in Figure 11.
Biometric reference may be implemented in the issuer domain.
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Figure 11 — on-card biomretric comparison

8.5.4.2.3 Biometric system-on-card

% Biometric /l/
result /
. . . Transaction
Biometric comparison / .
authorization

and decision subsystem / \
systém
Biometric / = \
reference N
4 Account }
management
Plastic card - \ \O._. & /
) } ) system
biometric /
\ Issuer
domain /
AN e
N~

AN

Biometric system-on-card means that the whole biometric verification process is performed on a card,

as illustrated in Figure 12.
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8.5.4.3 Mpbile as a payment instrument-based biometric authentication architecture

Personal deyices such as mobile phones are increasingly used as virtual payment instruments, nor
in associatipn with a wallet application: Such devices provide, at a minimum, the biometric ca

interface aif

mechanisms.

Figure 12 — Biometric.system-on-card
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d in typical implementations will also embody biometric reference storage, biometric
feature extrpction, presentation attack detection mechanisms and the comparison and decision-mgking

rest of the system infrastruc¢ture.

Figure 13 g
instrument.

Such devices should support secure communications interfaces, connecting them tp the

ves an illustration of a possible flow for a transaction using a mobile device as a payment

Other fléws are possible.
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8.5.4.4 Mobile as a payment terminal-based biometric authentication architecture

A merchant’s personal mobile phone or other mobile device can be used in a public merchant terminal
role in conjunction with an attached or integrated SBR. For more details about needing to achieve
equivalent security to an SCD of the SBR, refer to 8.5.3.2. In this case biometric functions are handled by
the SBR and communications with acquirer or issuer systems can be handled by either mobile devices
or the SBR. Associated card data can be read via the device’s contactless interface or via an additional

interface on the SCR.
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Transaction usage for this device category is similar to that of public SCD PBP devices, with the
exception that the MPBP device can be used as the card reader if the biometric capture device does not
provide this capability.

Figure 14 gives an illustration of a possible flow for a transaction using a mobile device as a merchant
terminal. Other flows are possible.

9

9.1 Genericthreat considerations

— T
ya BN
Plastic card - /' Merchant mobile \
non-biometric device
Contactless Blometricdata +
= authoiiization request .

SS card data Acquirer

] \\ system

) o Authorize/decline
{ esponse
’ Biometric
PBP data Biometric data +
\ (PUB) authorizationfréquest

) Authorize/decline

] \t ) response
Biometrics /

A S

/ X >
— / < , 0 \\
Accont Public PBP A .. A~
holdbr \ device / Biometric \
comparison \
\ Mercha_mt / / and.déecision
h l\élob.lle domain . ~Subsystem Biometric \
attachmpent device ~ / / \‘ enrolment
r ST database
\\\ result
\< Transaction Account /
authorization =—= management
\ system system /
N\
\ 4
< Issuer v
L domain ~
~ _— —

R

Figure 14 —<Mobile device as a payment terminal in a transaction

Finan¢ial biemetric authentication systems - threats and vulnerabilities

As with traditional financial authentication systems, biometric systems are assumed to be under
constant threat from fraud or mal intent, and to be susceptible to many similar vulnerabilities. Generic
attack modalities and controls for retail financial systems are well known and controls for these are
described in other International Standards.

Generic attacks against retail financial systems seek to exploit weaknesses in:

34

physical and logical elements of data entry, data processing and storage subsystems;
communications links between subsystems;
cryptographic and procedural control design and implementation;

key management design and implementation;
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— application and POI technology design and implementation;
— user and administrative interfaces;

— payment system infrastructure access controls;

— equipment and software supply chains;

— security evaluation and certification regimes.

This document focuses mainly on security vulnerabilities which are unique to financial biometric
authentication. Specific vulnerabilities considered in this document - within the context of the
archftectures described in Clause 8 - include the following:

a) public and personal PBP hardware and software vulnerabilities;

b) Yulnerabilities in personal device on-platform and off-platform application provisioning
gubsystems;

c) vulnerabilities in personal device off-platform security management subsystems, irflcluding key
anagement, security attestation and transaction delivery subsystenis;

d) jpublic and personal PBP sensor technology vulnerabilities;

e) biometric computational vulnerabilities relating to sigmal capture and feature extraction
dlgorithms and mechanisms;

f) Eometric computational vulnerabilities relating tg biometric comparison and decision-making
echanisms;

g) vyulnerabilities arising from automated bijometric reference refinement mechanismjs and the
otential need to store more than one reference against a given identity;

h) protocol vulnerabilities arising from'biometric subsystem interactions;

i) ulnerabilities arising in third*party biometric service domains and their interconnection to
raditional payment systemsinfrastructure.

Reference is also made to
— otential vulnerabilities arising in biometric security evaluation regimes;
— potential vulnerabilities arising in personal device supply chains.

The following subelauses list vulnerabilities relating to biometric presentation (9.2) and fomparison,
decidion and.Storage (9.3). See Annex A for threats and vulnerabilities for biometric enviropment.

9.2 | Biometric presentation vulnerabilities

9.2.1 Overview

This subclause describes possible attacks against a PBP.

9.2.2 Synthetic biometric presentation attack vulnerabilities

A synthetic (artificially constructed) presentation attack is where an attacker fabricates an analogue of
a legitimate user’s biometric characteristics using captured information. That analogue is subsequently
used to impersonate the user to the biometric system.

Some biometrics are susceptible to illicit capture in the presentation environment or elsewhere for
possible use in developing a presentation attack. For example, video surveillance systems and pervasive
camera technologies provide ample opportunities for certain modalities, such as face recognition or
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even fingerprint recognition, when used in a biometric presentation environment. Likewise, postings
on social media provide opportunities for face synthesis for attack purposes. Other modalities also
provide side-channel opportunities, for example through the lifting of fingerprints from surfaces
touched by a target identity. Such traces are typically ubiquitous.

A synthetic attack might involve the following steps:

— collection of biometric information representing one or more subject biometric sample; various
methods exist for capturing the data necessary to build the presentation attack instrument;

— theft or capture from the individual (e.g. photograph face, capture fingerprint from water glass or
severed finger):

— capture| of raw biometric data or biometric reference from the biometric system (e.g.-Wwirgtaps,
access tp database);

— installation of fake biometric readers that users believe are part of the real system-and collection of
the entire biometric sample data entered through those readers;

— use of the collected biometric information to fabricate a physical analogue-of the biometric sample
and use|of that against a PBP.

Potential coptrols include:
— robust presentation attack detection by the PBP technology;
— attendefd monitoring during biometric presentation.

— sufficieft liveness detection to determine a living individual is behind the biometric sample (g.g. a
vein-mgpping sensor that will not verify a severed finger or hand).

NOTE ISP/IEC 30107 discusses artificial presentation attacks.

9.2.3 Improper PBP device calibration vulnerabilities

A legitimat¢ operator may compromise, or. damage a biometric device during routine mainterlance
or installation. Likewise, an adversarysmight physically access the biometric device and modify the
device’s configuration. Either situation-could lead to a comprise of biometric device operation.

The exact nature of such an attackagainst a PBP will be implementation-dependent.

9.2.4 Fau|tinjection

As with othér types of.security equipment, hardware or software faults can be induced through vafious
means, inclpding power supply manipulation or process interruption at a critical phase. Truysted
hardware capabilities should be used on a given platform.

9.3 Comparison, decision and storage subsystem vulnerabilities

9.3.1 Overview

The attacks described in this subclause are against the logic of the biometric comparison and decision-
making processes.

For the comparison process, the biometric sample is compared with an enrolled biometric reference to
create either a Boolean pass or fail output or a score.

The decision process involves applying policy settings to the output of the comparison process, possibly
also taking into account historical or other parameters associated with the authentication process and
concluding with a decision that the user has been authenticated or not for the forthcoming interactions
or transaction.
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When a submitted biometric sample and a biometric reference are compared, the resulting score can
be said to represent a match if it exceeds a particular threshold and a non-match if it does not. A simple
system decision policy that might be used in verification applications would be to accept the user’s
claim to an identity if a match occurs and reject the claim if a non-match is determined.

However, operational biometric systems typically use more sophisticated decision policies than this.
For example, a verification system may allow a user at least three attempts to produce a score exceeding
the match threshold. Consequently, for verification systems the effective acceptance and rejection rates

are derived from the interplay between raw match or rejection rates and decision policy.
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The |exposure of scores emanating from biometric systems can present attack opporfunities. For
exanjple, where an attacker can observe the comparison and decision process for a synthetic biometric
under their control, perturbing presentatien in a systematic way could allow the attacker o adjust the
synthetic biometric until it meets systém acceptance criteria. This is commonly referred|to as a hill-
climbing attack.

See Reference [29] for further information.

9.3.4 Reference refinement vulnerabilities

Where a biometric_authentication implementation allows refinement, biometric referehces can be
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If the score for a match exceeds a lower threshold, but not the upper threshold, the system indicates

When an update is performed, the possibility may exist to inject a sample of an unauthorized individual
into the update function, causing the return of a compromised new biometric reference.

The refinement process may also be vulnerable to the hill-climbing attack discussed in 9.3.3.
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9.3.5 Self-targeted match search vulnerabilities

An attacker might try to verify their own biometric characteristic against a large number of biometric
references in the system database in an attempt to find a match to some other random party, ultimately
gaining illicit access to the target’s account.

9.3.6 Other-party targeted match search vulnerabilities

An attacker with access to an accurate representation of an unknown person’s characteristics might
use a presentation or injection attack to use the authentication system to discover the identity of the
characteristic’s owner.

9.3.7 Matfch collision vulnerabilities
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Biometric devices shall employ physical security mechanisms in order to restrict unauthorized
physical access to the contents of the device and to deter unauthorized use or modification of the device
(including substitution of the entire device) when installed.
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All public PBP devices shall meet security requirements equivalent to those defined in ISO 13491-1 and
ISO 13491-2, supplemented or amended as defined in this document. That is, for requirements where
exact conformity is not achieved, compensating controls shall be in place.

Personal biometric smart cards shall meet security requirements equivalent to ISO/IEC 15408-3 EAL4+
(as applying to non-biometric bank-issued smart cards), supplemented or amended as described in this
document.

If a personal biometric device is not a smart card and not an SCD - as is the most likely scenario -
then at a minimum it shall utilize a trusted domain (TD) for at least partial protection of keys used to
protect on-platform biometric processes and shall, wherever possible, instantiate biometric processing
oper tors—withinrthe—Fb—Forbiometrie Pt chooius opet attons—on—=a pet sorral-deviee—that cannot be

prot¢cted by a personal device’s TD, obfuscation and attestation methods shall be usedk

10.2{1.2 Other biometric subsystems

Biomletric subsystems other than PBP shall be designed with the same level ofisecurity as for financial
PIN-based authentication systems.

Provijisioning, attestation and monitoring services supporting mobileZfinancial applicatjon security
for Hiometric authentication are likely to employ purpose-specific;.potentially unstandprdized key
management mechanisms and procedures, implemented using{ené or more HSMs. Att¢station and
mon{toring controls used for mobile devices are controls aimed.at providing detection of inftrusion.

10.2{2 Logical security requirements

The generic logical security requirements applying‘to all applications and environments wherever
biometric information is captured or used are as follows:

a) Approved cryptographic mechanisms shall*be in place to maintain the authenticity, integrity and
¢onfidentiality of biometric informatioh.within each processing or storage subsystem.

b) Approved cryptographic mechanisms shall be used to maintain the authenticity, integrity and
¢onfidentiality of communication-ehannels between subsystems.

Bionjetric data shall be encrypted when stored or sent over a public network to provide confidentiality.
The ¢ncryption algorithm shall'be one of those defined in the ISO/IEC 18033 series or ISO/IEC 19772.

When entity authentication algorithms are used, the algorithm shall be one of thosg defined in
ISO/]EC 9798.

Integrity shall bé/protected with cryptographic methods (digital signature or MAC) when biometric
data|are stored\or sent over a public network. When integrity is provided by a digital signature, the
digitpl signature algorithm shall be one of those defined in the ISO/IEC 9796 series or the ISQ/IEC 14888
serigs. When integrity is provided by a MAC, the MAC algorithm shall be one of those dgfined in the
ISO/|EC-9797 series and validated in accordance with ISO 16609.

For public biometric capture devices, key management techniques shall be in conformity with
[SO 11568. For personal biometric capture devices, key management techniques shall either:

— be in conformity with ISO 11568; or
— achieve security equivalent to ISO 11568.

HSM APIs used for provisioning, attestation and monitoring services supporting mobile financial
application security for biometric authentication shall be evaluated as secure against both general and
application-specific security vulnerabilities.

Countermeasures against data extraction and replay attacks shall exist to protect the biometric tag
authentication information. Controls such as protection of communication channels, pathways between
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internal sensors, prevention of feature extraction and using physical protection or dynamic data in
protocol messages such as nonce, challenge or timestamp shall be used.

10.3 Identity registration

10.3.1 Overview

Customer registration may occur separately from biometric enrolment or may be performed at the
beginning of the enrolment process.

10.3.2 Secyrity TequiTenents

Before enrolling for financial biometric authentication, each prospective enrolee shall have tegistered
with an ass¢ciated identity management system, typically during the establishment of a bank accpunt.
One centralffunction of registration is to establish the identity of a prospective biométrit enrol¢e by
requiring the presentation of evidence of identity.

Different jyrisdictions will have precise but potentially differing requirements for meeting the
registration|threshold. Depending upon the jurisdiction and implementation, evidence of identity ciin be
in the form ¢f a birth certificate, driver’s license or passport. Other credentials may also be acceptable.
Where the registered identity is to be that of a business or some other non-natural-person, further
proof of authority may be required of the prospective enrolee.

10.4 Presg¢ntation

10.4.1 Overview

Presentatioh occurs when enrolling or authenticating.

10.4.2 Secyrity requirements

When biométrics is presented for authentication purposes, presentation attack detection mecharlisms
shall be in place.

Security controls for unattended PBPs shall include design features providing visual, physical and
logical mechanisms aimed at providing tamper evidence and tamper responsiveness, coupled|to a
routine field inspection regime.

Additionally;, to prevent imptroper PBP device calibration and fault injection, proper policy, control$ and
audit procedures shall be prepared and performed.

10.5 Data storage and handling

10.5.1 Overview

General controls apply to access management of the biometric references as well as to their use in the
comparison and decision process. One effective supplemental control involves reference splitting, as set
out in the following subclauses. If the biometric references are split, then even if part of the biometric
reference is leaked the rest is protected from the attacker.

10.5.2 Reference splitting procedure

Biometric information risks may be mitigated to some extent in some contexts by reference splitting.
Here, a biometric reference is split into parts to be stored at different locations, with each part needing
to be recovered during the comparison process.
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In one example (see Figure 15), an identified customer presents their biometric reference at a financial
institution where it is split with one part retained by the issuer and the other part transmitted toa TTP.
Identity
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Customer Financial institution Trusted third party
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Figure 15 — Split reference enrolmerit

At aythentication time (see Figure 16), the comparison subsystem recovers the split refefrence parts,
recombines them to form the complete reference and uses thabin the subsequent analysis.
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Figure 16 — Biometric authentication process

Use of reference splitting is optional, but if it is used the following security requirements shall apply:

a) The splitting process shall be such that it is infeasible to reconstruct a viable reference from one
part alone.

b) The splitting process shall ensure that a stored part in any representation shall not match any
other stored part, either for the same identity or any other identity, except by chance.

c) A reference shall only be held in its constructed state during enrolment, until split part storage
is complete, after which the reference and any parts not committed to storage systems shall be
immediately and irreversibly erased.

d) A reference shall only be held in its constructed state during authentication until a match or non-
match decision has been made, after which the reference and any parts shall be immediately and
irreversibly erased.
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mise of one part does not provide any information about the reference that is split.

10.6 Comparison and decision

10.6.1 Ove

rview

The biometric threshold setting and decision policy can have a significant influence on the authentication
result and cause security threats.

10.6.2 Security requirements

Proper poli
adjustment
modifying
following se

'y, controls and audit procedures shall be prepared and performed to prevent impy
of the threshold value. To protect against the hill-climbing attack of systewrat
he sample to obtain progressively higher scores until the decision threshold is met
curity requirements apply:

oper
cally
, the

a) The incremental value of comparison scores shall have sufficient step size, rather'than continuous
scores.

b) Authentication between the application program and the biometric system shall be in plafe to
provide|integrity.

10.7 Enrolment

10.7.1 Ovefrview

Enrolment i
captured at

The binding
correlated v

The binding
and might e

NOTE

10.7.2 Seci

In addition
for enrolme

The ISO/IEC 24760 series proyides a framework for identity management.

5 the process through which an enrolee’s identity and one or more biometric reference
enrolment time (see 10.7.2).

mechanism ensures that the identitycof a subject can be recovered using, or str
Fith, a presented biometric.

mechanism and its inputs are discretionary to the identity or biometric service pro
htail the use of cryptographicimechanisms.

irity requirements

ht and re-enrolment apply:

S are

ngly

vider

[0 the generic)Security requirements stated in 10.2, the following additional requirements

a) Mechanjlisms and*procedures shall be in place to ensure an enrolee is entitled to be enrolled.

b) Mechanjisins'and procedures shall be in place to verify the identity of the enrolee at enrolment|time
or beforetheactivatiomof theenrotted-biometrics:

c¢) Mechanisms and procedures shall be in place to ensure a biometric sample is of sufficient quality to
be used as a biometric reference.

d) Mechanisms and procedures shall be in place to ensure only a valid biometric reference is captured
from the enrolee at enrolment time.

e) Binding of biometric reference to the identity shall be protected against manipulation using
approved cryptographic algorithms. Refer to ISO/IEC 24745.

f) Mechanisms and procedures shall be in place to ensure a morphed or stolen biometric sample is
not accepted (see ISO/IEC 30107). For example, an independent authentication factor is required
before the activation of the biometric authentication functionality. Live capturing is recommended
to prevent face-morphing attacks.
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To guarantee that the biometric profile has been accurately recorded and stored, a live match should
be made of the applicant’s biometrics to the newly stored biometric reference. For more information on
biometric sample quality, see ISO/IEC 29794.

10.8 Re-enrolment

10.8.1 Overview

Re-enrolment is an enrolment activity for subsequent updates to the biometric reference beyond initial
enrolment. [t may entail:

— ieplacing the biometric reference (e.g. per a security policy addressing the biometric|life cycle or
ecause the previous reference did not work well for the user);

— ¢hanging biometric sources (e.g. using a different finger);

— ¢hanging biometric sensors (e.g. switching from finger image to iris scanhing or movipg from one
fingerprint sensor to another fingerprint sensor).

10.8|2 Security requirements

The pecurity requirements for re-enrolment are generally the-sdme as for enrolment - including the
applicability of the generic security requirements. The requdirements for authenticating|the enrolee
may be satisfied by reusing information captured at the time, of initial enrolment.

Ternjination of the previous biometric reference is required and archiving of the terminate¢l biometrics
may plso be carried out as determined by system security policy.

10.9 Refinement

10.9{1 Overview

Bionjetric refinement refers to the proeess by which existing biometric references may be afitomatically
adjusted to improve accuracy or.reliability, including for characteristics which may vary grpdually over
time| This helps to protect against hill climbing or iterative replacement attacks.

A previously existing biometric reference might be adjusted to include information obtained at a more
recemnt time instance. Fep example, minutiae points may be added to or deleted from the registered
template of a fingerpfrint, based on information observed in recently acquired samples.

10.9|2 Securityrequirements

In addition,to the generic security requirements in 10.2, the primary additional security yequirement
for bLometric refinement is that the refinement mechanism should increase neither FMR nor FNMR. If
the security implementation affects FMR or FNMR, its impact shall be evaluated.

10.10 Verification

10.10.10verview

In the biometric verification process, the required biometric characteristic presented by the user is
compared with the user’s biometric reference after initial processing.

The verification process consists of the raw biometric data being captured in the data capture
subsystem, the sample biometric features being generated by the feature extraction subsystem, a
specific biometric reference being retrieved from storage and the comparison of sample features to the
biometric reference being made by the comparison subsystem. Comparison results are forwarded to a
decision process.
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Although biometric reference adaptation is performed in the comparison subsystem, the judgement as
to whether or not to accept the adaptation and update an enrolled biometric reference in storage may
also involve the decision subsystem.

Error rates differ among various biometrics. Due to the variable nature of physical characteristics and
human behaviour, it is difficult to determine a universally consistent biometric error rate. The variables
involved in determining an accurate error rate include issues relating to correct use of the biometrics,
environmental conditions and user training or acceptance. This document assumes that the biometrics
are presented under ideal conditions.

10.10.2Security requirements
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10.11 Identification

10.11.10verview
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om storage and multipte biometric reference comparisons and decisions being mag
and decision subsystems.

the identity @ssociated with that matched biometric reference to the calling prg
[y, the compdrison is made against all prospective biometric references.

irity requirements

 tequirements for verification are also applied to identifications. Significantly lower

le by

pund
cess.

FPIR

and FNIR shoutd be emptoyed for Systems that empioy a Singie biometric for identification thanmsystems
that are used for verification. Determining the proper FPIR and FNIR is contingent on the number of
identification attempts, the size of the database against which attempts are executed and the overall
decision policy.

In order to ensure the highest possible system accuracy in an identification system (especially in the
case of large databases), it may be necessary to utilize high-quality sensors (typically higher than
needed for verification systems) to generate high-quality sample data. Higher threshold settings may
also be necessary.

It is critical that the enrolment for identification be of sufficient quality to enable an accurate search.
Low-quality enrolment is more likely to allow the individual to be registered in the system on multiple
occasions.
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10.12 Termination

10.12.10verview

Biometric termination is the process of expunging a user’s biometric reference data or making that data
obsolete. Termination may be triggered by a number of factors, including:

a) the userrequests to be removed from the system;

b) the enrolment period for the user has expired (e.g. a smart card user whose card has reached its
expiration date);

c
d) {
e) 1
f)

In associated account is inactivated or deleted;

i biometric technology upgrade;

he biometric characteristic has changed enough to warrant creation of a new referende;

he biometric reference data has been compromised;

h)

10.1

In ad

g) letection of fraud;

gal or regulatory measures.

.2Security requirements

dition to the generic security requirements in 10.2, the following security requiremg

termlination:

.

1

Termination shall be carried out by authorized persons or an authorized automated pr

[he termination process shall ensure(that all associated references for a given
erminated.

Termination events shall be logged for possible future audit.

10.13 Suspension and reactivation

10.1

The

This
activy
or bd

Reac|

B.10verview

bossibility exists that the use of biometric data could be put “on hold” or “restricted”

would be andlogous to a credit-card authorization being restricted for reasons such a
ity. Depending upon the outcome of an investigation, the biometric data could be “acti
assignédia termination status.

tivation is the process of returning a biometric reference to active use from suspensio

nts apply to

pCess.

dentity are

for a period.
s fraudulent
bated” again

1.

The suspended or active state of a biometric reference might be stored as a flag along with the reference.

10.13.2Security requirements

In addition to the generic security requirements in 10.2, the following security requirements apply to
suspension and reactivation:

— Suspension and reactivation shall be carried out only by authorized persons or an authorized
automated process.

— Suspension and reactivation processes shall ensure thatall associated references for a given identity
are suspended or reactivated at the same time and atomically.

— Suspension and reactivation events shall be logged for possible future audit.
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10.14 Archiving

10.14.10ve

rview

Biometric archiving is the process of securely storing biometric data for non-operational purposes.

10.14.2Security requirements

In addition to the generic security requirements in 10.2, the following security requirements apply to

archiving:

a) Access
data.

b) Measur
which it

fontrol mechanisms shall be in place to prevent unauthorized access to archived bipm

bs shall be in place to prevent an archived biometric reference being restoredrto6 d syst¢
has been terminated or to an active state when it has been deactivated.

c) Restoration from archives shall only be permitted for purposes of forensics.

d) Archivi

g and restoration events shall be recorded in a log for possible futuve audit.

10.15 Security compliance verification

Security cor
audits cover]

npliance verification against this document shall include Taboratory evaluations or sec
ing the following:

— the secpirity qualities of biometric capture, feature extraction and comparison computat]
functions;
— the secfirity of presentation environment, i.e. the*path between a presented biometric an

biometr

— thephy
domain

— the secy
located

— the phy
— the secy

— thesecy
identity]

— the secy

ic system’s signal capture hardware and software elements;

bical and logical security of biometiic-capture and feature extraction hardware and soft

>;

Irity of the environment in-which biometric capture and feature extraction subsystem|

sical and logical security of biometric storage, comparison and decision subsystems;
rity of communicdtions paths between physical or logical security subsystems;

rity of the hinding process or mechanism associating a biometric reference and its assoc
elements;

rity fitness of the associated identity management system;

etric

M in

urity

ional

1 the

ware

S are

jated

ICAana d4aran

NOTE Foradditiomatsecurity comptiance guidance, Tefer to 1SOAEC 19752

— the exis

tence of a biometric security management process.

The compliance of any authentication system in terms of its consistency and accuracy requirements
may be ascertained by an audit trail in an event journal. Biometric authentication control objectives
should be used in the compliance process.

Financial biometric authentication compliance shall be validated by an independent laboratory or other
assessing expert body. Such bodies will typically issue a formal compliance attestation report that can
be made public.
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Annex A
(informative)

Threats and vulnerabilities for biometric environments

A.1 Card vulnerabilities and mitigations

The

hddition of biometric capture, processing or storage features to a smart card shoulg

a manner that is consistent with payment industry security requirements for non-biomet

cards.

Additional considerations are as follows:

With the exception of biometric signal capture, all on-card biometri¢ processing shoul
the secure element.

The path between biometric signal capture components and secure element should be

Post-personalization physical orlogical modification of onégard biometricsignal capture
ghould not be possible without causing visible damage;

[ryptographic security measures should be used tojprotect the interaction between the
¢lement and off-card biometric components, including protection of match results.

A mdre detailed guide to on-card biometric comparison is provided in ISO/IEC TR 30117.

A2

Mobile devices vulnerabilities and mitigations

A.2.1 Overview

Mobile devices are able to. (support biometric authentication for financial transacti

devi

implementations. The following subclauses provide a selection of generic safeguards for de

bio

etric authentication-on mobile devices.

A.2.2 Mobile dévice generic vulnerabilities

The following-applies to most practical biometric authentication application scenarios, \
exceptions;

| be done in

ric payment

d be done in

protected.

components

card secure

ons. Mobile

es discussed in 8.5 present numerous security challenges compared with comparable SCD

ployment of

with limited

obile devices on which they are instantiated provide limited or no hardware-ba

ped tamper-

responsive or tamper-resistant security capabilities for the protection of sensitive da
application code or interfaces to biometric sensors.

ta, sensitive

Such hardware security features as may be available to the application will in most cases have

limited key management functionality, able only to provide security services to limite
the application.

Application security will be highly dependent on features of the platform operati

d aspects of

ng systems,

drivers and access permissions management which are partly or largely opaque to security audit
or unverified or unverifiable trust levels, of no attributable security accountability and which

historically have been significantly exposed to attack vectors.

Given the critical importance of presentation attack detection to the integrity of biometric
authentication generally, the difficulty of implementing, of achieving adequate security assurance
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levels or of assessing the same for such mechanisms on general-purpose mobile computing platforms
presents significant challenges.

By virtue of generic vulnerabilities of the underlying device platform environment, and due to
its significant internet-actuated capability, applications will, depending on design, potentially be
exposed to rapid attack escalation onto multiple devices.

Application security will also be highly dependent on features of the initial and subsequent code

and data element provisioning processes onto the mobile platform.

In the case of initial provisioning, applications will in most cases be instantiated onto the device in
undifferentiated generic form via fhird-pnrtv ;\pp]ir‘qﬁnn stares using processes and environments

not subject
and using cf
provider.

In the case
from all oth
standardise|
established
subsystems
as for the at
systems.

Such servicg
applicat
cloud-b
third-ps
tokeniz

transac

Such softw
compensate
state of pra

most probahly questionable security strength.

Such softwa
are likely to
vulnerabilit
and may rel

to independent security audit or certification, of no attributable security accounta
yptographic techniques proprietary to the application store operator or operatingsy

f subsequent provisioning - in which the application is rendered uniquely~distinguisl
er instances of that application - the provisioning process potentially. uses complex
d messaging and cryptographic protocols built on top of the upnverifiable trust

by initial provisioning. Such provisioning will almost certainly be(given effect by bacl
responsible for dynamic key and potentially code managementifor the application, as
thentication data emanating from the device for consumptien‘by later acquirer and i

entities all normally include application stores, but may also extend to:
ions stores;
hsed security and key-management service provision;
Irty application manage provision, including unique provisioning and attestation servi
htion services;
fion processing services.

hre obfuscation and attestation measures as are likely to be used in an attem
for the absence of hardware anti-tamper measures on the device will, given the cu
ctice and academic analysis, and in the absence of standardization, be of unverified

re attestation<code, data or operational intrusion detection and reporting - measur
be used willAliemselves be vulnerable in a hard-to-assess way to the underlying sec
es of the.device platform, will operate in a domain where no viable security standards
y on arbitrary metrics for trigging a response to a perceived intrusion.

Such softw

re-provisioning and attestation measures, in practical implementations, may involve t
party sourc i i -time i ;

hility
stem

nable
non-
layer
t-end
well
Esuer

Ces;

Dt to
rrent
and

es as
urity
exist

hird-

Application security may also have significant side-channel exposure to co-resident applications or low-
level commercial monitoring activities by operating system suppliers or application store operators.

Depending on design, applications may also be vulnerable to relay attacks in which the mobile platform
presented in the merchant PBP environment may simply, but with low probability of detection, be used
as conduit to an illicit remote biometric presentation.

For more information about security for mobile financial services, refer to ISO/TS 12812-2.
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A.2.3 Controls for using an SBR with a mobile device

When a mobile device (typically a merchant device) is used with an SBR attachment, the following
controls should be considered:

— secure management of the SBR in accordance with its security policy;
— provision of unique cryptographic binding between mobile application and SBR;

— use of secure transport and application-layer disciplines (authentication and encryption) between
mobile application and SBR;

— (ise of secure transport and application-layer disciplines (authentication and encryptipn) between
$BR and acquirer or other back-end interface for the transfer of biometric data or rhatch results.
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Annex B
(informative)

Biometric implementation scenarios

B.1 Overview

This clause
The followi

Rather, the f

B.2 On-c

B.2.1 Gen

ollowing scenarios represent a realistic implementation.

ard PBP

eral

describes concrete implementation scenarios for the differing PBPs described in €lay
hg descriptions are not exhaustive of all possible or permitted architectural,'sceng

%)
‘m
[o0]

Irios.

Biometric sinart cards are typically issued by a financial institution andaised as payment instruments

with integra

Biometric c3

For most pr
processing
making me

the paymen|
infrastructy

Due to the
functionalit

NOTE

B.2.2 Enr

The exact td

of scope for

Here, the c:

and may, vi
handling bid

Hy
or other secul

ted biometric capability.
ird hardware and software will, at a minimum, instantiate the capture interface.

hctical implementations the card chip will also embiody biometric reference storage, sa
Capability, presentation attack detection mechahisms and the comparison and deci
Chanisms. The card will support a secure,communications interface connecting
[t terminal to which the card is presentediand, in online mode, to the issuer via acq
re.

kmall footprint of a biometric card;’its presentation attack detection or other biom
y will be significantly constrained!

brid systems where biometric\processing is shared between card and secure (SCD-grade) ter
[re system nodes are not precluded.

plment-time scenario

chnical approach for enrolment for biometric cards will be defined by the issuer and i
this documenit; however, one possible enrolment architecture is illustrated in Figurg
ird is supplied with a small battery-powered sleeve which provides power to the
h an on-sléeve microcontroller, control some facet of the enrolment process, althoug
metric data itself. The sleeve might carry a unique passcode initialised to it by the issy

some simila

r authentication credential needing to be verified by the card prior to enrolment.

mple
sion-
it to
uirer

etric

minal

s out
card
h not
er or
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Biometrics

al

Alter]
deviq
enro

Othe

Figure B.1 — Card-based biometric.enrolment with ‘sleeve’

native enrolment architectures might include these illustrated in Figure B.2 using a s
e or a personal card reader attached to a-personal computer, with passcode activj

~J )
Account . M ‘JJ
holder Issuer-supplied :
enrolment Plastic card -
‘sleeve’ biometric
On-card
biometric
enrolment
database

ecure public
ation of the

ment process.
r architectures are also possible.
Biometrics
option I: |, lic pRP
} device
8 Passcode | Option 2: Passcode
—_— o
lccount : Personal PBP
| device ]
h(il(%er Plastic card -
S biometric
On-card
Option 3: \—‘ - &= biometric
— 1 Card reader enrolment
database

Figure B.2 — Card-based biometric enrolment with various other interface devices

B.2.3 Transaction-time scenario

A representative transaction-time architecture for a biometric card PBP is illustrated in Figure B.3.
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