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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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Intefnational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The)

adopted by the technical committees are circulated to the member bodies for\woting. Public
Intefnational Standard requires approval by at least 75 % of the member bodies/easting a vote.
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rights. 1ISO shall not be held responsible for identifying any or all such patent rights.
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(ASHRAE) (as ANSI/ASHRAE 135-2004) and was adopted without modifications by Technical

ISO
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ed, as detailed in the enclosed ANSI/ASHRAE publication, pages 598 to 601.

main task of technical committees is to prepare International Standards. Draft-Jnternationa

ntion is drawn to the possibility that some of the elements of this doctiment may be the subje

16484-5 was prepared by the American Society of Heating, Refrigerating and Air-Conditionin
TC 205, Building environment design.

second edition cancels and replaces the first edition (ISO 16484-5:2003), which has been

16484 consists of the following parts, under.the general title Building automation and control s
Part 1: Overview and definitions

Part 2: Hardware

Part 3: Functions

Part 5: Data communication protocol

Part 6: Data communication conformance testing

lications and,project implementation are to form the subjects of future parts 4 and 7.
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Building automation and control systems —

Part 5:
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part of ISO 16484 defines data communication services and protocols for computer equipm

syslems. It defines, in addition, an abstract, object-oriented representation, of information co

bety
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ISO,

veen such equipment, thereby facilitating the application and use of digital“‘control technology
scope and field of application are furthermore detailed in Clause'2” of the enclosed AN
ication.

Requirements

wing pages), which is adopted as an International, Standard:
ANSI/ASHRAE 135-2004, A Data Commuriication Protocol for Building Automation 4
Networks
not relevant for the purposes of international standardization.
following International Standards are cited in the text:
IEC 7498 (all parts), Information technology — Open Systems Interconnection — Basic Refere
/TR 8509, Information’processing systems — Open Systems Interconnection — Service conve

IEC 8649, Infermation technology — Open Systems Interconnection — Service definiti
pciation Centrol Service Element

IEC 8802-2, Information technology — Telecommunications and information exchang

nt used for
itoring and control of heating, ventilation, air-conditioning and refrigeration (MVYAC&R) and ot}b‘er building

municated
n buildings.
SI/ASHRAE

uirements are the technical recommendations made in‘the following publication (reproduced o the

nd Control

text on the back of the title page of the”ANSI/ASHRAE standard and the policy statement on the last page

nce Model

ntions

on for the

£ between
ontrol

sys]ems — Local and metropolitan area networks — Specific requirements — Part 2: Logical link ¢

ISO/IEC 8802-3,

Information technology — Telecommunications and

information exchange between

systems — Local and metropolitan area networks — Specific requirements — Part 3: Carrier sense multiple
access with collision detection (CSMA/CD) access method and physical layer specifications

ISO/IEC 8824 (all parts), Information technology — Abstract Syntax Notation One (ASN.1)

ISO/IEC 8825 (all parts), Information technology — ASN.1 encoding rules

ISO/IEC 8859-1, Information technology — 8-bit single-byte coded graphic character sets — Part 1: Latin
alphabet No. 1
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ISO/IEC 9545, Information technology — Open Systems Interconnection — Application Layer structure

ISO/IEC 10646, Information technology — Universal Multiple-Octet Coded Character Set (UCS)

3 Revision of ANSI/ASHRAE 135

It has been agreed with the American Society of Heating, Refrigerating and Air-Conditioning Engineers
(ASHRAE) that Technical Committee ISO/TC 205 will be consulted in the event of any revision or amendment
of ANSI/ASHRAE 135. To this end, ANSI will act as a liaison body between ASHRAE and ISO.
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ANSI/ASHRAE Standard 135-2004
(Including ANSI/ASHRAE addenda listed in the History of Revisions)
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SPECIAL NOTE
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a. interpretation of the contents of this Standard,
b. patticipation in the next review of the Standard,
c.“offering constructive criticism for improving the Standard,
d/permission to reprint portions of the Standard.
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DISCLAIMER

ASHRAE usssits best efforts to promulgate standards for the benefit of the public in light of available information and accepted industry practices. However,
ASHRAE does not guarantee, certify, or assure the safety or performance of any products, components, or systems tested, designed, installed, or operated in
accordance with ASHRAE's Standards or Guidelines or that any tests conducted under its standards will be nonhazardous or free from risk.

ASHRAE INDUSTRIAL ADVERTISING POLICY ON STANDARDS

ASHRAE Standards and Guidelines are established to assist industry and the public by offering a uniform method of testing for rating purposes, by
suggesting safe practices in designing and installing equipment, by providing proper definitions of this equipment, and by providing other information that
may serve to guide the industry. The creation of ASHRAE Standards and Guidelines is determined by the need for them, and conformance to them is
completely voluntary.

In referring to this standard and marking of equipment and in advertising, no claim shall be made, either stated or implied, that the product has been approved
by ASHRAE.
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FOREWORD

BACnet, the ASHRAE building automation and control networking protocol, has been designed specifically to meet the
communication needs of building automation and control systems for applications such as heating, ventilating, and air-
conditioning control, lighting control, access control, and fire detection systems. The BACnet protocol provides mechanisms by
which computerized equipment of arbitrary function may exchange information, regardiess of the particular building service it
performs. As a result, the BACnet protocol may be used by head-end computers, general -purpose direct digital controllers, and
application specific or unitary controllerswith equal effect.

The motivation for this Standard was the widespread desire of building owners and operators for "interoperability,” the ability
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nunication is accomplished by reading and writing the propesties of particular objects and by the mutual
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A range of speed and throughput requirements with commensurately varying cost. Multiple BACnet n
nected within the same system forming aninternetwork of arbitrarily large size. This flexibility also provi
0 embrace new networking technol ogies as they are devel oped.

was designed to gracefully improve and evolve as both computer technology and demands of buildin
change. Upon its original_publication in 1995, a Sanding Standards Project Committee was formed
ments to the protocol ,under ASHRAE rules for "continuous maintenance.” Much has happened since
was first promulgated-BACnet has been trandated into Chinese, Japanese, and Korean, and embracy
ACnet devices have-been designed, built and deployed on all seven continents. Suggestions for enhar
nents have been_eontinually received, deliberated, and, ultimately, subjected to the same consensus

nts, and isnprovements that have been adopted.

he features that have been added to BACnet are: increased capabilities to interconnect systems acro|

networks

orks can be
les a way for

Inged using various network access methods and physical media. This means that BACnet networks ma;;i/e configured

) automation
to deliberate
the BACnet
bd across the
cements and
process that

i the original standard. This publication is the result of those deliberations and brings together all of theg corrections,

5s wide area

using internet protocols, new objects and services to support fire detection and other life safety

applications,

capabilities to backup and restore devices, standard ways to collect trend data, new tools to make specifying BACnet systems
easier, a mechanism for making interoperable extensions to the standard visible, and many others. The successful addition of
these features demonstrates that the concept of a protocol deliberately crafted to permit extension of its capabilities over time as
technology and needs change is viable and sound.

All communication protocols are, in the end, a collection of arbitrary solutions to the problems of information exchange and all
are subject to change astime and technol ogy advance. BACnet is no exception. Still, it isthe hope of those who have contributed
their time, energies, and talents to this work that BACnet will help to fulfill, in the area of building automation and control, the
promise of the information age for the public good!
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3. DEFINITIONS

1 PURPOSE

The purpose of this standard is to define data communication services and protocols for computer equipment used for
monitoring and control of HVAC&R and other building systems and to define, in addition, an abstract, object-oriented
representation of information communicated between such equipment, thereby facilitating the application and use of digital
control technology in buildings.

2 SCOPE

21 This protocol provides acomprehensive set of messages for conveying encoded binary, analog, and alphanumeric data
betweaTdevices mctudimg;, but ot timited to:

(&) hardware binary input and output values,
(b) hardware analog input and output val ues,
(c) software binary and analog values,

(d) text string values,

(€) schedule information,

(f) darm and event information,

(9) files, and

(h) control logic.

22 This protocol models each building automation and control computer-as a collection of data structures called
"objects,” the properties of which represent various aspects of thedardware, software, and operation gf the device.
These objects provide a means of identifying and accessing informetion without requiring knowledge of [the details of
the device'sinternal design or configuration.

3 DHFINITIONS

3.1 TermsAdopted from International Standards

The following terms used in this standard are defined\by international standards or draft standards for ppen system
interconnection (OSl). The definitions are repeated hefe and a reference to the appropriate standard is provided. Clause 25
contains|the titles of dl nationad and international standards referenced in this clause and elsewhere in this standgrd. Words or
phrases ijn italics refer to terms defined elsewhereinithis clause.

3.1.1 abgtract syntax: the specification of+gpplication layer data or application-protocol -control-information by using notation
rules whjch are independent of the encoding technique used to represent them (1SO 8822).

3.1.2 application: aset of a USER's information processing requirements (1SO 8649).
3.1.3 application-entity: theraspects of an application-process pertinent to OSI (1SO 7498).

3.1.4 application-process: an element within a real open system which performs the information processing for a particular
application (1SO 7498).

3.1.5 agplication-protocol-control-information: information exchanged between application-entities, using| presentation
services|te-coordinate their joint operation (1SO 9545).

3.1.6 application-protocol-data-unit: a unit of data specified in an application protocol and consisting of application-protocol-
control-information and possibly application-user-data (1SO 9545).

3.1.7 application-service-element: that part of an application-entity which provides an OSl environment capability, using
underlying services when appropriate (1SO 7498).

3.1.8 concrete syntax: those aspects of the rules used in the formal specification of data which embody a specific representation
of that data (1SO 7498).

3.1.9 peer -entities: entitieswithin the same layer (1SO 7498).

ASHRAE 135-2004 1
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S

3.1.10real open system: areal systemwhich complies with the requirements of OSI standards in its communication with other
real systems (1SO 7498).

3.1.11 real system: a set of one or more computers, the associated software, peripherals, terminas, human operators, physical
processes, information transfer means, etc., that forms an autonomous whole capable of performing information processing
and/or information transfer (1SO 7498).

3.1.12 (N)-ser vice-access-point: the point at which (N)-services are provided by an (N)-entity to an (N+1)-entity (1SO 7498).

3.1.13 (N)-service-data-unit: an amount of (N)-interface-data whose identity is preserved from one end of an (N)=eonfection to
the other (190 7498).
3.1.14 servige-user: an entity in a single open system that makes use of a service through service-access-points (1ISO TIR 8509).
3.1.15 servige-provider: an abstract of the totality of those entities which provide a service to peer service-users (1SO TR 8509).
3.1.16 trangfer-syntax: that concrete syntax used in the transfer of data between open systems (1SO 7498).
3.1.17 service-primitive; primitive: an abstract, implementation-independent represeitation of an interaction betiween the
service-user|and the service-provider (1SO TR 8509).
3.1.18 request (primitive): arepresentation of an interaction in which a service-user invokes some procedure (1SO TR|8509).
3.1.19indicption (primitive): arepresentation of an interaction in which a service-provider either

(8 iphdicates that it has, on its own initietive, invoked some procedure; or

(b)i

hdicates that a procedure has been invoked by the service-user at the peer service-access-point (ISO TR 85

DO).

ted some

[ service-
nted by a

el ements

that may
ecificaly

ied in an

3.1.20 resppnse (primitive): a representation of an interaction'in which a service-user indicates that it has complg
procedure pfevioudy invoked by an interaction represented by an indication primitive (ISO TR 8509).

3.1.21 conflrm (primitive): a representation of ansinteraction in which a service-provider indicates, at a particulal
access-poi r’j'l completion of some procedure previoudly invoked, at that service-access-point, by an interaction repress
request prinjitive (ISO TR 8509).

3.1.22 user |element: the representation of-that part of an application-process which uses those application-servics
needed to agcomplish the communi catiens objectives of that application-process (1SO 7498).

3.2 TermsDefined for this Standard

3.2.1 accesycontrol: amethod for regulating or restricting access to network resources

3.2.2 alarm} 1. An apnunciation, either audible or visua or both, that alerts an operator to an off-normal condition
require corrgctive agtion. 2. An abnormal condition detected by adevice or controller that implementsarule or logic s
designed to |ook forthat condition.

3.2.3 algor ithmaie-changereperting—the-detection-andreperting-of-an-darm-oreventhased-er-an-algerithm-spect
Event Enrollment object. Seeintrinsic reporting in 3.2.27.

3.24 BACnet device: any device, real or virtua, that supports digital communication using the BACnet protocol.

3.25BACnet-user: that portion of an application-process that is represented by the BACnet user e ement.

3.2.6 bridge: a device that connects two or more segments at the physical and data link layers. This device may also perform
message filtering based upon MAC layer addresses.

3.2.7 broad

16

cast: amessage sent as asingle unit, which may apply to more than one device.
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3.2.8 change of state: an event that occurs when ameasured or calculated Boolean or discrete enumerated value changes.

3.2.9 change of value: an event that occurs when a measured or ca culated anal og vaue changes by a predefined amount.

3.2.10 client: a system or device that makes use of another device for some particular purpose via a service request instance. A
client requests service from a server.

3.2.11 context: a set of data or information that completely describes a particular communication environment at a particular

pointin

3.2.12 contraller: adevice for regulation or management of a system or component.

3.2.13 data confidentiality: the property that information is not made available or disclosed to uhauthorizeg

entities,
3.2.14d

3.215d

3.2.16 djrectly connected network: a network that is accessible from a router without messages being relaye
intervenlng router. A PTP connection is to a directly connected network if thé PTP connection is currently g

interven

3.217d

device where it may be executed.

3.2.18 entity: something that has a separate and distinct existence. An identifiable item that is described by a set on]
propertigs.

3.2.19

3.2.20

3.2.21 gfteway: adevice that connects two'or more dissimilar networks, permitting information exchange between
3.2.22 gliobal: pertaining to al devices or nodes on a communication internetwork.
3.2.23 global broadcast: a message addressed to all devices or nodeson al networksin a BACnet internet.

3.2.24 hglf router: a deviee or node that can participate as one partner in a PTP connection. The two half-router,

form an

3.2.25 irfitialization: the process of establishing a known state, usualy from a power up condition. Initialization m
establisiment.of anode'slogica or physical address.

ime.

DI ProCesses.
hta integrity: the property that data has not been dtered or destroyed in an unauthorizedanner.

hta origin authentication: the corroboration that the source of datareceived is as.claimed.

ng router is used.

bwnload: a particular type of file transfer that refers to the transfer of an executable program or databas

ror detection: aprocedure used to identify thé presence of errorsin acommunication.

ror recovery: aprocedure invoked in response to a detected error that permits the information exchange tq

bctive PTP connection together make up asingle router.

individuals,

d through an
ctive and no

P to a remote

collection of

continue.

them.

partners that

By require re-

3.2.26 internetwork: a set of two or more nefworks interconnected by routers. Tn a BACnet internetwork, there exists exactly
one message path between any two nodes.

3.2.27 intrinsic reporting: the detection and reporting of an alarm or event, based on an agorithm defined as part of the object
type specification. No externa reference to an Event Enrollment isinvolved. See algorithmic change reporting in 3.2.3.

3.2.28k

ey: asequence of symbolsthat controls the operations of encipherment and decipherment.

3.2.29 local: pertaining to devices on the same network as the referenced device.
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3.2.30 local broadcast: a message addressed to al devices or nodes on the same network as the originator.

3.2.31 medium: the physical transmission entity. Typical media are twisted-pair wire, fiber optic cable, and coaxial cab
3.2.32 medium access control: aprocess used to maintain order and provide access to the communi cation medium.
3.2.33 network: aset of one or more segmentsinterconnected by bridgesthat have the same network address.

3.2.34 network resour ce; any physical or logical entity that may be accessed via a communication medium.

le.

3.2.35 node] an addressable device connected to the communication medium.

3.2.36 objeqt profile: an object profile is a means of defining objects beyond those defined in Clause 12. A profile dgfines the

set of propetties, behavior, and/or requirements for a proprietary object, or for proprietary extensions to a standard objeq

3.2.37 objeq type: ageneric classification of datathat is defined by a set of properties.

3.2.42 propérty: aparticular characteristic of an object type.

3.2.43 propfietary: within the context of BACnet, any extension of or addition to object types properties, Privat
services, or gnumerations specified in this standard.

3.2.44 recelying BACnet-user: the BACnet-user that receives an indication or confirm service primitive.

3.2.45 remofe; pertaining to devices or nedeson a different network than the referenced device.

3.2.46 remote broadcast: amessage'addressed to al devices or nodes on a different network than the originator.
3.2.47 repedter: adevice thatconnects two or more physical segmentsat the physical layer.

3.2.48 requégsting BACnet=user : the BACnet-user that assumestherole of aclient in a confirmed service.

3.2.49 respdnding:BAChet-user: the BACnet-user that assumes the role of a server in a confirmed service.

.

br. These
exact set
he range

BT ransfer

3.2.50 rout

3.2.51 security: any of a variety of procedures used to ensure that information exchange is guarded to prevent disclosure to
unauthorized individuals. Security measures are intended to prevent disclosure of sensitive information even to those who have
valid access to the communication network. Security is distinct from access control, although some security can be provided by

limiting physical access to the communication medium itself.
3.2.52 segment: a segment consists of one or more physical segmentsinterconnected by repeaters.

3.2.53 sending BACnhet-user: the BACnet-user that issues arequest or response service primitive.

4 ASHRAE 135-2004
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3.2.54 server: a system or device that responds to a service request instance for some particular purpose. The server provides
serviceto aclient.

3.2.55 synchronization: afacility that allows processes to define and identify specific placesin atransmission or exchange that
can be used to reset a communication session to a predefined state.

3.2.56 timestamp: the date and time recorded for and accompanying the record of an event or operation.

3.2.57 unit_time: the length of time required to transmit one octet with a start bit and a single stop bit. Ten bit-times.

3.2.58 upload: the process of transferring an executable program image or a database from aremote device in sich a manner as
to allow|subsequent download.

3.3 Abbreviationsand Acronyms Used in this Standard

A application layer (prefix)

AE application entity

ANS| American National Standards Ingtitute
APCI application protocol control information
APDU application layer protocol data unit

API application program interface

ARCNEHT attached resource computer network

ASE application service element

ASN.1 Abstract Syntax Notation One (1SO 8824)
B'' denotes that binary notation is used between the single quotes
BAC building automation and control

BBMD BACnet/IP broadcast management device
BDT broadcast distribution table

B/IP BACnet/IP

B/IP-M BACnet/I P multicast

BVLC BACnet virtua link control

BVLCI BACnet virtua link control information
BVLL BACnet virtua link layer

C conditional

C(® conditiona (The parameter is semanticaly equivalent to the parameter in the service primitive to its ilmmediate | eft
inthetable)

CNF confirm primitive

cov change of value
CRC cyclic redundancy check

D' denotes that decimal-hotation is used between the single quotes
DA local degtination-MAC layer address

DADR ultimate destination MAC layer address

DER data expéeting reply

DES DataEneryption Standard (FIPS 46-1)

DID ARCNET degtination MAC address

DLEN 1-octet length of ultimate destination MAC layer address
DNET 2-octet ultimate destination network number

DSAP LLC destination service access point (X'82' for BACnet)
EIB European Installation Bus

EIBA European Installation Bus Association

EXEC capable of executing a service request

FDT foreign device table

ICl interface control information

IL ARCNET information length field

IND indication primitive

INF "Infinity", a unique binary pattern representing positive infinity (see ANSI/IEEE 754-1985)

-INF "Negative infinity", aunique binary pattern representing negative infinity (see ANSI/IEEE 754-1985)
ASHRAE 135-2004 5
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IEEE Ingtitute of Electrical and Electronics Engineers

INIT capable of initiating a service request

IP Internet Protocol - RFC 791

1SO International Organization for Standardization

KNX The Konnex System Specification: EIB is the core protocol of the Konnex standard. The Konnex System
Specification reflects the current status for EIB.

L datalink (prefix)

LAN locdl area network

LLC logical link control (1SO 8802-2)

LPCI MR protocot controt Tnformation

LPDU ink protocol data unit

LSAP ink service access point (X'82' for BACnet)

LSbuU ink service data unit

M mandatory

M(=) Imandatory (The parameter is semantically equivalent to the parameter in the service primitive to its immediate | eft

n thetable)

MA Imedium access (prefix)

MAC Imedium access control

MPCI MAC pratocol control information

MPDU MAC layer protocol data unit
M SDU MAC service data unit
MSITP Imaster-d ave/token-passing

N network layer (prefix)

NaN ‘Not a Number", a unique binary pattern representing an invalid:number (see ANSI/IEEE 754-1985)
NP network priority

NPCI network protocol control information

NPDU network layer protocol data unit

NRZ non-return to zero

NSAP network service access point
NSDU network service data unit

@) ndicates that support of a property is optional

oSl open systems interconnection

P physical layer (prefix)

PAC ARCNET data packet header octet

PCI protocol control information

PDU protocol data unit

PICS porotocol implementation eenformance statement

PK Private Key

PPCI physical layer protocolhcontrol information

PPDU physical protocoldata unit

PPP Point-T o-Point\protocol - RFC 1661

PSDU physical service data unit

PTP 00i nt-to-point

R ndicatesthat a property shall be supported and readable using BACnet services

REQ request primitive

RFC equiest for comment

RSP response primitive

S sdection

S(=) selection (The parameter is semantically equivalent to the parameter in the service primitive to its immediate left in
thetable)

SA local network source MAC layer address

SAP service access point

SC ARCNET system code (X'CD' for BACnet)

Sbu service data unit

SID ARCNET source MAC address

SK Session Key

6 ASHRAE 135-2004
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SLIP
SNET
SPC
SSAP
TSM

U@=)
UART
UDP
VT

X'
XID
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1-octet length of origina source MAC layer address
Serid Line Internet Protocol -RFC 1055

2-octet original source network number

standard project committee

LLC source service access point (X'82' for BACnet)
transaction state machine

user option

3. DEFINITIONS

user option (The parameter is semantically equivaent to the parameter in the service primitive to itsimmediate | eft

inthetable)

urirvolr o myl ICTITUNOUUO TULUUT VU7 AN o et

User Datagram Protocol - RFC 768

virtual terminal

indicates that a property shall be supported, readable, and writable using BACnet services
denotes that hexadecimal notation is used between the single quotes

eXchange | Dentification (1SO 8802-2)

ASHRAE 135-2004
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4  BACnet PROTOCOL ARCHITECTURE

The Open System Interconnection (OSl) - Basic Reference Model (1SO 7498) is an internationa standard that defines a
model for developing multi-vendor computer communication protocol standards. The OSI model addresses the general
problem of computer-to-computer communication and breaks this very complex problem into seven smaller, more
manageabl e sub-problems, each of which concerns itself with a specific communication function. Each of these sub-problems
forms a"layer" in the protocol architecture.

The seven layers are arranged ina h|erarch|cal fashlon as shown in Flgure 4-1. A given Iayer prowdes services to the layers
above and reH a ¥
defined inteffaces on the top and bottom An appllcatlon process connects to the oSl appllcatlon layer and commjunicates
with a secord, remote application process. This communication appears to take place between the two processes &5 if they
were connecfed directly through their application layer interfaces. Minimal knowledge or understanding of theother layersis
required. In|a similar manner, each layer of the protocol relies on lower layers to provide communication servjces and
establishes g virtual peer-to-peer communication with its companion layer on the other system. The'only real connection
takes place & the physical layer.

USER1 USER2

Handles the actual interface with the user's application. program
APPLICATION [€=-=======mmmmmmmmmmmm oo » APPLICATION

PRESEN[TATION [€-----------mmmmemmmee- SRR A N » PRESENTATION

SESSION  [@mmmmmm e e e o e e »  SESSJON

TRANSPORT [ mmmmmmmm e e e e e oo e » TRANSPORT

NETWORK  [-mmmmm e e e e e e e e »  NETWPRK

DATA|LINK  fmmmmmmm e e e e e e e »  DATALINK

TG [oF Y RS Ry vt LS St »  PHYSICAL

Physical medium between the two machines

Figure 4-1. The ISO Open Systems Interconnection Basic Reference Model.

The OSI model addresses computer-to-computer communication from a very general perspective. It was designed to ded
with the problems associated with computers in large, complex networks communicating with other computers in networks
anywhere in the world. In this environment, computers can be separated by long distances and the messages might pass
through severa intermediate points, each of which may have to make routing decisions or perform some type of trandation.
Complex synchronization and error recovery schemes may also be needed.

The cost of implementing such a protocol today is prohibitively high for most building automation applications and is not
generally required. Nevertheless, the OSI model is a good one to use for a building automation protocol if consideration is
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given to including only the OSl functionality that is actually needed, thereby collapsing the seven-layer architecture. In a
collapsed architecture, only selected layers of the OSI model are included. The other layers are effectively null, thus reducing
message length and communication processing overhead. Such a collapsed architecture permits the building automation
industry to take advantage of lower cost, mass-produced processor and local area network technologies such as have been
developed for the process control and office automation industries. The use of readily available, widespread technologies,

such as Ethernetl, ARCNETZ, and LonTa k3, will lower the cost, increase performance, and open new doors to system

integration.

4.1

standard
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with AR
building
network
Point-Tg
LonTalk
contenti

of these

A four-|
network
of the
subclausg

What |a)
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The BACnet Collapsed Architecture

layer protocol. 1SO 8802-2 Type 1 provides unacknowledged connectionless service only. 1SO
pnal standard version of the well-known "Ethernet" protocol. Option 2 is the |SO 8802-2, Fype 1 protog
CNET (ATA/ANSI 878.1). Option 3 is a Master-Save/Token-Passing (MS/TP) protoeol designed sp!
automation and control devices as part of the BACnet standard. The MS/TP protecel provides an int
layer that looks like the 1SO 8802-2 Type 1 protocol and controls access to an EIA-485 physical layer.
-Point protocol, provides mechanisms for hardwired or dial-up serial, asynchfenous communication. O
protocol. Collectively these options provide a master/ave MAC, deterfiinistic token-passing MAQ,

bn MAC, dial-up access, star and bus topologies, and a choice of twisted-pair, coax, or fiber optic medid
options are described in Clauses 7 through 11.

byer collapsed architecture was chosen after careful considerationof the particular features and requirer
5, including a constraint that protocol overhead needed to be as'small as possible. The reasoning behind

c.

ers are required for the proper operation of a BAC network? BAC networks are loca area networks,
ugh in some applications it is necessary to exchange information with devices in a building that is v
p-distance communication is done through.tel ephone networks. The routing, relaying, and guaranteed de
led by the telephone system and can be.considered external to the BAC network. BAC devices are stati
bm place to place and the functions thab they are asked to perform do not change in the sense that a m
nay make one kind of part today, and some very different part tomorrow. These are among the feat
5 that can be used to evaluate théappropriateness of the layersin the OSI model.
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BACnet Network Layer Network
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Data Link
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(IEEE 802.3) | ARCNET
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! Ethernet is aregistered trademark of Digital Equipment Corporation, Intel, and Xerox and isthe basisfor international
standard 1SO 8802-3.
2 ARCNET isaregistered trademark of Datapoint Corporation.

® LonTalk isaregistered trademark of Echelon Corporation.
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Figure 4-2. BACnet collapsed architecture.

The physical layer provides a means of connecting the devices and transmitting the electronic signals that convey the data.
Clearly the physical layer is needed in aBAC protocol.

The data link layer organizes the data into frames or packets, regulates access to the medium, provides addressing, and
handles some error recovery and flow control. These are al functions that are required in a BAC protocol. The conclusion is
that the datalink layer is needed.

most netwol
however, th
MAC layer
route messaf
layer header

The transpol
control, and
different in §
across a sing
end services
layer viame
Processor re

BACnet regyiests. These functions are provided in the BACnet.application layer. Last, sequence control is required ir

properly red
procedure. S
enough to ju

The session
include estal

avoid restarfing an exchange from the beginning. Most communications in a BAC network are very brief. For

reading or v
longer excha
be helpful d
brief and do

The present
conduct the
sequences ol
function red
and includeq

uencing, flow control, error control, and multiplexing. BACnet is designed so that there is only-ong1od
ices, thus eliminating the need for optimal path routing agorithms. A network is made up .of one

ents connected by repeaters or bridges but with a single local address space. In the case of-a single
k layer functions are either unnecessary or duplicate data link layer functions. For ‘Ssome BACnet

network layer is a necessity. This is the case when two or more networks in a BACnet internet use
bptions. When this occurs, there is a need to recognize the difference between local“and global address:
jes to the appropriate networks. BACnet provides this limited network layer._capability by defining a
that contains the necessary addressing and control information.

t layer is responsible for guaranteeing end-to-end delivery of messages, Segmentation, sequence cont
error recovery. Most of the functions of the transport layer are simifar)to functions in the data link laye

le network. Since BACnet supports configurations with multjplenetworks, the protocol must provide th
of the transport layer. Guaranteed end-to-end delivery and error recovery are provided in the BACnet af
5sage retry and timeout capabilities. M essage segmentatien-and end-to-end flow control is required for bi
source management. This is because potentially large amounts of information may be returned for eve

Issemble segmented messages. This is provided,'in the BACnet application layer within the segn
ince BACnet is based on a connectionless communication model, the scope of the required services i
stify implementing these at a higher layer, thus saving the communication overhead of a separate transpg

layer is used to establish and manage.long dialogues between communicating partners. Session layer 1
plishing synchronization checkpoints and resetting to previous checkpoints in the event of error cong

riting one or a few values; notifying a device about an alarm or event, or changing a setpoint. Occ
Inges take place, such asuploading or downloading a device. The few times when the services of this|ay]
b not justify the additional”overhead that would be imposed on the vast majority of transactions, which
not need them.

btion layer provides a way for communicating partners to negotiate the transfer syntax that will be
octets.dreated as data at the lower layers. If only one transfer syntax is permitted, then the presentat

ices toan encoding scheme for representing the application data. BACnet defines such a fixed encoding
itin the application layer, making an explicit presentation layer unnecessary.
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The application layer of the protocol provides the communication services required by the applications to perform their
functions, in this case monitoring and control of HYAC&R and other building systems. Clearly an application layer is needed
in the protocol.

In summary:

(8 The resource and overhead costs for implementing a full OSI seven-layer architecture make it impractical for
current building automation devices.
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(b) Following the OSI model offers advantages in terms of adopting existing computer networking technology. This

can result in cost savings and make integration with other computer network systems easier.

() The expectations and environment of building automation systems permit simplification of the OSI model by

eliminating thefunctionality of some of the layers.

(d) A collapsed architecture made up of the physical, data link, network, and application layers is
solution for today's building automation systems.

4.2 BACnet Network Topology

the optimum

In the interest of application flexibility, BACnet does not prescribe a rigid network topology. Rather, BACnet devices are
physically connected to one of four types of local area networks (LANS) or via dedicated or dial-up serial, asynchronous

lines. These networks may then be further interconnected by BACnet routers as described in Clause 6.

In termgof LAN topology, each BACnet device is attached to an electrical medium or physical segment. A BA

Cnet segment

consistsjof one or more physical segments connected at the physical layer by repeaters. A BAChet network congsts of one or
more sefments interconnected by bridges, devices that connect the segments at the physical~and data link layers and may

perform|message filtering based upon MAC addresses; a network forms a single MA C(address domain. Multi
possibly|employing different LAN technologies, may be interconnected by BACnet reuters to form a BACnet

le networks,
nter network.

In a BACnet internetwork, there exists exactly one message path between any«<two nodes. These concepts are shown

graphicdlly in Figure 4-3.
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Figure 4-3. A BACnet internetwork illustrating the concepts of Physical Segments, Repeaters, Segments, Bridges, Networks,

Half Routers, and Routers.

12
26

ASHRAE 135-2004

© 1SO 2007 — All rights reserved



https://standardsiso.com/api/?name=8d59719e96887b64457b33f9071eabed

ISO 16484-5:2007(E)

4. BACnet PROTOCOL ARCHITECTURE

4.3  Security

The principal security threats to BACnet systems are people who, intentionally or by accident, modify a device's
configuration or control parameters. Problems due to an errant computer are outside the realm of security considerations. One
important place for security measures is the operator-machine interface. Since the operator-machine interface is not part of
the communication protocol, vendors are free to include password protection, audit trails, or other controlsto thisinterface as
needed. In addition, write access to any properties that ae not explicitly required to be "writable" by this standard may be
restricted to modifications made only in virtual terminal mode or be prohibited entirely. This permits vendors to protect key
properties with a security mechanism that is as sophisticated as they consider appropriate. BACnet aso defines services that
can be used to provide peer entity, data origin, and operator authentication. See Clause 24.
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5 THEAPPLICATION LAYER

5.1 TheApplication Layer Model

This clause presents a model of the BACnet application layer. The purpose of the model is to describe and illustrate the
interaction between the application layer and application programs, the relationship between the application layer and lower
layers in the protocol stack, and the peer-to-peer interactions with a remote application layer. This model is not an
implementation specification.

An Applica ied for a
particular hcern the
communicat plication

Layer is called the Application Entity. In other words, an Application Entity is that part of the Application Process felated to
the BACnet|communication function. An application program interacts with the Application Entity throtigh the Agplication
Program Interface (API). This interface is not defined in BACnet, but it would probably be adfurction, procedure, or
subroutine ¢all in an actual implementation. These concepts are illustrated in Figure 5-1. The shaded region indiicates the
portion of the Application Process that is within the BACnet Application Layer.

( )

o Application
Application Process

Program |

API
4 ¢ )

BACnet . L.
Application
User Element Entity

} =

BACnet
ASE

Application-Layer

NSAP
Figure 5-1. Model of a BACnet Application Process.

The Application Entity is itself made up of two parts. the BACnet User Element and the BACnet Application Service
Element (ASE). The BACnet ASE represents the set of functions or application services specified in Clauses 13 through 17
and Clause 24. The BACnet User Element carries out severa functions in addition to supporting the local API. It represents
the implementation of the "service procedure" portion of each application service. It is responsible for maintaining
information about the context of a transaction, including generating invoke 1Ds and remembering which invoke ID goes with
which application service request (response) to (from) which device. It is adso responsible for maintaining the time-out
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counters that are required for the retrying of a transmission. The BACnet User Element also presides over the mapping of a
device's activities into BACnet objects.

Information exchanged between two peer application processes is represented in BACnet as an exchange of abstract service
primitives, following the ISO conventions contained in the OS| technical report on service conventions, 1ISO TR 8509. These
primitives are used to convey service-specific parameters that are defined in Clauses 13 through 17 and Clause 24. Four
service primitives are defined: request, indication, response, and confirm. The information contained in the primitives is
conveyed using avariety of protocol data units (PDUs) defined in this standard. In order to make clear which BACnet PDU is

being used, the notation will be as follows:

CONF_$ERV .request CONF_SERV.indication CONF_SERV.response  CONF_SERM.confirm
UNCONF_SERV .request UNCONF_SERV.indication

SEGMBENT_ACK .request SEGMENT_ACK.indication

REJECT|.request REJECT .indication

ABORT}request ABORT.indication

The des|gnation CONF_SERV indicates that BACnet confirmed service PDUs are being used. Similarly, the|designations
UNCONF_SERV, SEGMENT_ACK, ERROR, REJECT, and ABORT indicate that unconfirmed service PDUs, segment
acknowledge PDUs, error PDUSs, reject PDUs, and abort PDUS, respectively, are being-used.

An appljcation program that needs to communicate with a remote application‘process accesses the loca B

Element
request

remaind
BACnet
portion

(NSAP)
illustrate
stack in
remote H
fashion

In additi
inform

primitiv
layers (
applicati

Thefoll

'destinat|
network

'source |
network

through the API. Some of the APl parameters, such as the identity. (address) of the device to whic
s to be sent and protocol control information, is passed directty down to the network or data link
br of the parameters make up an application service primitive that is passed from the BACnet User El
ASE. Conceptually, the application service primitive resultsjn the generation of an APDU that beco
pf a network service primitive, which is passed to the_nétwork layer through the Network Service

Similarly this request passes down through the lower |ayers of the protocol stack in the local device. T
d in Figure 5-2. The message is then transmitted to-the remote device, where it is passed up through
the remote device, eventually appearing as an indication primitive passed from the remote BACnet
BACnet User Element. The response from the remote device, if any, returnsto the initiator of the servici
see 5.5).

on to the service primitives and the Sexvice specific parameters, the application entity exchanges inte
ion (ICl) parameters with the application program via the API. The content of the ICI is dependent upg
b type. The ICl parameters received by the application entity provide the information that is passed on

ICl across layer interfaces)_to help them construct their PDUs. The ICI parameters that are pro
n entity to the application pregrams contain information recovered by the lower layers from their respe

bwing | Cl parametersiare exchanged with the various service primitives across an API:

address, etc.)is'alocal matter. This address may also be amulticast, local broadcast or global broadcast

address, etc.) isalocal matter.

ACnet User
N the service
layers. The
ement to the
mMes the data
A\ ccess Point
NiS processis
the protocol
ASE to the
bin asimilar

[face control
n the service
to the lower
ided by the
ttive PDUS.

on_address (DA): the address of the device(s) intended to receive the service primitive. Its format (device name,

type.

hddress, (SA): the address of the device from which the service primitive was received. Its format (glevice name,

'network_priority' (NP): afour-level network priority parameter described in 6.2.2.

'data_expecting_reply' (DER): a Boolean parameter that indicates whether (TRUE) or not (FALSE) areply service primitive
is expected for the service being issued.
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BACnet Protocol Stack and Data Flow

Application Program

BACnet Service Request

l

Application Network-,

parameters

LLC- and MAC-related

\/

N-UNITDATA. request

gv

A-BACNET.request

J H Service-related parameters

APCI

Service-relatedidata| APDU

Y
LLC- and Mac-related
Network parameters NPCI NSDU NPDU
DL-UNITDATAYequest
MAC-related v
HLC parameters LPCI LSDU LADU
Data Link MA-UNITDATA. .request
MAC MPCI MSDU MPDU
P-UNITDATA.request
Y
Physical | 4 pPCI PSDU PPDU

Figure 5-2. BACnet protocol stack and data flow.
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Table 5-1 describes the applicability of the ICl parameters to the service primitives.

Table 5-1. Applicability of ICl parameters for abstract service primitives

A "BAC
BACnhet

which consists of a network number and a MAC address.

In most

may implement a number of "virtual" BACnet Devices. Thisis described in Annex H.

Service Primitive DA SA NP DER
CONF_SERV .request Yes No Yes Yes
CONF_SERV.indication Yes Yes Yes Yes
CONF_SERYV .response Yes No Yes Yes
CONF_SERV.confirm Yes Yes Yes No
UNCONF_SERV .request Yes No Yes No
UNCONF_SERV.indication Yes Yes Yes No
REJECT .request Yes No Yes No
REJECT .indication Yes Yes Yes No
SEGMENT_ACK.request Yes No Yes No
SEGMENT_ACK.indication Yes Yes Yes No
ABORT .request Yes No Yes No
ABORT.indication Yes Yes Yes No

netDevice" is any device, real or virtual, that supports digital\communication using the BACnet pr
Device contains exactly one Device object, as defined in 12,11. A BACnet Device is uniquely located

cases, a physical device will implement a single BAChet Device. It is possible, however, that a single ph

ptocol. Each
by an NSAP,

ysical device

uests service
the request.

5.1.1 |Confirmed Application Services
BA Cnet|defines confirmed application servicesbased on a client and server communication model. A client req
from a gerver via a particular service requestiinstance. The server provides service to a client and responds tg
This rel@tionship is illustrated in Figure $:-3: The BACnet-user that assumes the role of a client is called the "requesting
BACnettuser" and the BACnet-user that-assumes the role of the server is called the "responding BACnet-user.”
Client Server
REQUESTING RESPONDING
Sending Request Receiving
—> PDU > >
Receiving Response Sending
-« PDU <

Figure 5-3. Relationship of aclient and server.

A requesting BACnet-user issues a CONF_SERV.request primitive, which causes a request PDU to be sent. When aresponse
PDU arrives, the requesting BACnet-user receives a CONF_SERV.confirm primitive. When a request PDU arrives, the
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responding BACnet-user receives a CONF_SERV.indication primitive. The responding BACnet-user issues a
CONF_SERV.response primitive, which causes a response PDU to be sent. Thus, the requesting BACnet-user and the
responding BACnet-user play a role in both sending and receiving PDUs. The term "sending BACnet-user" applies to a
BACnet user that initiates the sending of a PDU. The term "receiving BACnet-user" applies to a BACnet-user that receives
anindication that a PDU has arrived.

5.1.2  Unconfirmed Application Services

The client and server model, and the terms "requesting BACnet-user" and "responding BACnet-user," do not apply to
unconfirmed services. The terms "sending BACnet-user" and "receiving BACnet-user" do apply, however, and they are used
to define the service pracedure for unconfirmed services

5.2  Segmentation of BACnet M essages

To provide fpr messages that are longer than the maximum length supported by a communications network, or by the sending
or recelving|device, BACnet provides a method to perform application layer segmentation. In BACnet only Copfirmed-
Request and [ComplexACK messages may be segmented. Segmentation is an optional feature of BACnet:

521 Mefsage Segmentation Rules
This subclaupe prescribes rules for dividing a message into segments.
5.21.1 Rplesfor Segmenting APDU Data Streams

Each BACr;r message is encoded into a sequence of tags and values according to,the-relevant ASN.1 definitions ip Clause
21 and the ecoding rules of Clause 20. The following rules apply to segmenting thiS.data stream:

(a) If ppssible, an entire message shall be sent in asingle APDU.

(b) If ap entire message cannot be sent in asingle APDU, the message shall be segmented into the minimum niyimber of
APDUs possible.

(c) Megsages shall be segmented only at octet boundaries.
5.21.2 Maximum APDU Length
The maximum length of a BACnet APDU shall be the Smallest of

(8) thejmaximum APDU size transmittable by a device, which may be restricted by loca buffer limitationsjand is a
locgl matter;

(b) the|maximum APDU size'conveyable by the internetwork to the remote device, which is constrained by the
majimum NPDU length permitted by the data links used by the local, remote, and any intervening networks, as
spetified in Clause 6;

(c) the maximum ARDU size accepted by the remote peer device, which must be at least 50 octets.

If the sending deviee:is the requesting BACnet-user, i.e., the APDU to be sent is a BACnet-Confirmed-Request-FDU or a
BA Cnet-Ungonfirmed-Request-PDU, then the maximum APDU size accepted by the remote peer is specified by the
Max_APDU| Length Accepted property of the remote peer's Device object. The value of this property may be read dising the
read property services described in Clause 15 or the value may be obtained from the 'Max APDU Length Accepted'
parameter of an |-Am service request received from the remote device. The remote peer may be solicited to transmit an I-Am
service request by sending it a Who-Is service request, as described in 16.9

If the sending device is not the requesting BACnet-user, i.e., the APDU to be sent is a BACnet-ComplexACK-PDU, then the
maximum APDU size accepted by the remote peer is specified in the 'Max APDU Length Accepted’ parameter of the
BA Cnet-Confirmed-Request-PDU for which thisis aresponse.

The vaue determined by the above constraints will be designated the maximum-transmittable-length. Note that maximum-
transmittable-length will in general not be a constant unless minimum values are used for each constraint.
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Maximum Segments Accepted
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CATION LAYER

The maximum number of segments transmitted in a Confirmed-Request or ComplexACK message shall be the smallest of:

(a) the maximum number of segments transmittable by a device, which may be restricted by local limitationsand isa

local matter;

(b) the maximum number of segments accepted by the remote peer device.

If the sendl ng device is the requesting BACnet-user, i.e., the message to be sent is a Confirmed-Request, then the maximum

number pHsegrertsaeceptecHy-Hheremete-peerderreetsspectredthe Max—Segments—Aceepted-preperty—of the remote
peer's Dgvice object.

If the sending device is not the requesting BACnet-user, i.e., the message to be sent is a ComplexACK, then the maximum
number |of segments accepted by the remote peer device is specified in the 'Max Segments Accepted' pargmeter of the

BACnet

522

To prov|
Compley

If thel

is less than or equal to the maximum-transmittable-length as determined agcerding to 5.2.1, the 'Segmented N
'‘More Follows parameters shall both be set to FALSE.

If, howgver, the encoded length of a message would result in an APPU length greater than the maximum-t

length

'More F

Two addiitional parameters are also present, conditionallyitr'the header of each APDU carrying a segment of
Request
unsigneq
composi

integer

transmit
describe)

The 'Sequence Number' of the initial-segment shall be zero. The segment receiver may request the transmissiol
segment
successf

Confirmed-Request-PDU for which thisis a response.

Segmentation Protocol Control Information (PCI)

ACK-PDU contain two Boolean parameters called 'Segmented Message' and ‘More Follows.'

oth of afully encoded message of the type conveyed by one of the abeve-APDUS results in an APDU

determined according to 5.2.1, the 'Segmented Message'.parameter shall be set to TRUE for all segm)
[lows parameter shall be set to TRUE for all segments except the last.

message or a ComplexACK message. The first conditional parameter is the 'Sequence Number.' T
integer is used by the segment transmitter to'indicate the position of the current segment in the series
g the complete message. The second conditional parameter is the 'Proposed Window Size." This one-o
s used by the segment transmitter t0 indicate the maximum number of message segments that it is
before it must receive a SegmentACK. The use of these parameters in the transmission of segmented
Hin5.3and 5.4.

or group of segments by’ sending a SegmentACK-PDU containing the 'Sequence Number' paramete
LIy received segment., Such a request shall also serve as an acknowledgment of this segment. If the Wi

de for the possibility of segmented messages, the headers of the BACnet-Confirmed-Request-PDU and BACnet-

whose length
lessage’ and

Fansmittable-
ents, and the

. Confirmed-
his one-octet
of segments
ctet unsigned
prepared to
messages is

n of the next
or of the last
ndow Sizeis

greater than one, such a SegmentACK-PDU shall also serve to acknowledge any previoudly transmitted but unagknowledged
segmentg.

If either [party in asegmented transaction wishes to terminate the transaction, that party may issue an Abort-PDU

5.3  Transmission of BACnet APDUs

The formal-description of the transmission and reception protocol for BACnet APDUs s contained in the Tr ion State

Machine description given in 5.4. This subclause is intended only as an overview of the protocol.

531

Confirmed-Reguest M essage Transmission

Upon transmitting a complete unsegmented Confirmed-Request message or upon receiving the SegmentACK acknowledging
the final segment of a segmented Confirmed-Request message, a client device shall start a timer that indicates the length of
time the message has been outstanding. The timer shall be canceled upon the receipt of an Error, Regject, Abort, SimpleACK,
or ComplexACK APDU for the outstanding Confirmed-Regquest message, and the client application shall be notified. If the
timer exceeds the value of the APDU_Timeout property in the client's Device object, then the complete Confirmed-Request
message shall be retransmitted and the timer shall be reset to zero. All retransmitted Confirmed-Request messages shall
follow this same procedure until the message has been retransmitted the number of times indicated in the
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Number_Of APDU_REetries property of the client's Device object. If, after the Confirmed-Request message is retransmitted
the appropriate number of times, a response is still not received, the message shall be discarded and the client application
shall be notified.

5.3.2 Segmented Confirmed-Request M essage Transmission

Before sending the first segment of a segmented Confirmed-Request-PDU, a client device shall choose a Proposed Window
Size to indicate the maximum number of message segmentsiit is prepared to transmit before it must receive a SegmentACK.
The means of choosing the Proposed Window Size are a local matter, except that the value shall be in the range 1 to 127,
inclusive. The Proposed Window Size shall be carried by the parameter of that name in each segment of the Confirmed-
Request-PDUJ. The value of Proposed Window Size shall be the same in each segment of the Confirmed-Request-PDU.

itting the first segment of a Confirmed-Request message, a client device shall start a timer thabindifcates the
e this message segment has been outstanding. The timer shdl be canceled upon the receipt of,.a Reject, Abort, or
APDU for the outstanding Confirmed-Request message segment. If the timer exceeds the valye of the
APDU_Segiment_Timeout property in the client's Device object, then the segment shall be retransmitted and the tipner shall
be reset to| zero. All retransmitted segments shall follow this same procedure until the message segment has been
the number of times indicated in the Number_Of APDU_Retries property of the client's Device object. If, after
the messagd segments are retransmitted the appropriate number of times, aresponse is still-not’received, the message shall be
discarded arjd the client application shall be notified.

Upon receipt of the first segment of a segmented Confirmed-Request-PDU, the serer device shall choose an Actua |Window
Size to indigate the number of sequential message segments it expects to receive before it transmits a SegmentAICK. The
means of cloosing the Actual Window Size are a local matter, except thatthe value shall be less than or equal to the
‘proposed-window-size' parameter contained in the Confirmed-Request-PDU"and shall be in the range 1 to 127, ihclusive.
The value of Actual Window Size shall be the same in each SegmentACK sent in response to a given ConfirmediRequest.
Regardless pf the vaue of Actual Window Size, a SegmentACK(shall be sent in response to the first segment of a
Confirmed-RRequest.

Upon receipt of a SegmentACK APDU, the client device shallvset its Actual Window Size equal to the value associpted with
the 'actual-window-size' parameter in the SegmentACK ARDU. After this point, the client has authorization to send as many
segments ag the "actual-window-size' parameter indicates-before waiting for a SegmentACK APDU. No more than| Ty may
be allowed tp elapse between the receipt of a SegmentACK APDU and the transmission of a segment. No more than| T« may
be alowed {o elapse between the transmission of \sdccessive segments of a group. After transmitting a set of segments that
fills the window or completes the message, a'client device shall start atimer that indicates the length of time these|message
segments have been outstanding. The timeryshall be canceled upon receipt of a Reject, Abort, or SegmentACK APDU for
| of the outstanding Confirmed-Request message segments. If the timer exceeds the valug of the
ent_Timeout property inthe client's Device object, then the segments shall be retransmitted and the timer shall
be reset to|zero. All retransmittédySegments shall follow this same procedure until the message segments have been
retransmittefl the number of times indicated in its Device object's Number_ Of APDU_Retries property. If, [after the
Confirmed-IRequest message segments are retransmitted the appropriate number of times, aresponse is still not recdived, the
message shdll be discarded and the client application shall be notified.

It is possible to receive a Reject, Abort, or SegmentACK APDU during the sending of a sequence of Confirmed-Request
segments even thodgh the number of outstanding segments is less than indicated by the Actual Window Size. In this case,
receipt of a|Rgect or Abort APDU shall terminate the Confirmed-Request transaction. Receipt of a SegmentACK APDU
shall be consttieredas-ar—ackt |uvv:u.:g|||cut for-the segments—up-to anch illb:ud;llu the-number—tndreatecnthe—sequence-
number' parameter of the SegmentACK APDU. Any unacknowledged segments shall be retransmitted following the above
procedure.

It is recognized that in some cases where a Regject, Abort, or SegmentACK APDU is received, the client device may have
sent, or irretrievably queued for sending, one or more (but less than Actual Window Size) additional Confirmed-Request-
PDU segments.

5.3.3 Segmented ComplexACK Message Transmission

Before sending the first segment of a segmented ComplexACK-PDU, a server device shall choose a Proposed Window Size
to indicate the maximum number of message segmentsit is prepared to transmit before it must receive a SegmentACK. The
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means of choosing the Proposed Window Size are a loca matter, except that the value shall be in the range 1 to 127,
inclusive. The Proposed Window Size shall be carried by the parameter of that name in each segment of the Confirmed-
Request-PDU. The value of Proposed Window Size shall be the same in each segment of the ComplexACK-PDU.

Upon transmitting the first segment of a ComplexACK message, a server device shall start atimer that indicates the length of
time this message segment has been outstanding. The timer shall be canceled upon the receipt of an Abort or SegmentACK
APDU for the outstanding ComplexACK message segment. If the timer exceeds the value of the APDU_Segment_Timeout
property in the server's Device object, then the segment shall be retransmitted and the timer shall be reset to zero. All
retransmltted segments shall follow this same procedure until the maeage %gment has been retransmitted the number of

ua Window
NtACK. The
equal to the
, inclusive. The
. Regardless
CK.

Upon regeipt of a SegmentACK APDU, the server device shall set its Actual Windew Size equal to the value asgociated with
the 'actupl-window-size' parameter in the SegmentACK APDU. After this point, the Server has authorization to gend as many
segmentp as the "actual -window-size' parameter indicates before waiting for aSegmentACK APDU. No more than Teg may
be allowed to elapse between the receipt of a SegmentACK APDU and thetransmission of a segment. No more %an Teeg May

be allowled to elapse between the transmission of successive segments-Of a group. After transmitting a set of segments that
ese message
segments have been outstanding. The timer shall be canceled upongreceipt of an Abort or SegmentACK APDUY for some or
al of the outstanding ComplexACK message segments. If the timer exceeds the value of the APDU_Segment_Timeout
property] in the server's Device object, then the segments shall be retransmitted and the timer shall be reset|to zero. All
retransmitted segments shall follow this same procedure until the message segments have been retransmitted the number of
times inglicated in the Number_Of_APDU_Retries property of the server's Device object. If, after the ComplexACK message
segments are retransmitted the appropriate number of times, aresponseis still not received, the message shall be(discarded.

It is poskible to receive an Abort or SegmentACK* APDU during the sending of a sequence of ComplexACK sggments even
though fhe number of outstanding segments 157less than indicated by the Actual Window Size. In this case, [eceipt of an
Abort AIPDU shall terminate the ComplexACK transaction. Receipt of a SegmentACK APDU shdl be congidered as an
acknowledgment for the segments up to" and including the number indicated in the 'sequence-number’ pargmeter of the
SegmenfACK APDU. Any unacknowledged segments shall be retransmitted following the above procedure.

It is recognized that in some-cases where an Abort or SegmentACK APDU is received, the server device may have sent, or
irretrievgbly queued for sending, one or more (but less than Actual Window Size) additional ComplexACK segnients.

534 |SegmentACKAPDU Transmission
A devicg shdll traismit a SegmentACK upon any of the following conditions:

(& [Thedevice receives the initial segment of a segmented message. In this case, the 'negative-ACK' parameter of the
SegmentACK shall have a value of FALSE, indicating that this is a positive acknowledgment, and the 'sequence-
number' parameter of the SegmentACK shdl have a value of zero, indicating that the first segment has been
acknowledged and that the segment transmitter may continue sending, commencing with the next sequentia
segment.

(b) Thedevice receives a quantity of unacknowledged, sequentially numbered segments for this transaction equa to the
Actua Window Size. In this case, the 'negative-ACK' parameter of the SegmentACK shall have a vaue of FALSE,
indicating that this is a positive acknowledgment, and the 'sequence-number' parameter of the SegmentACK shall
have a value equal to the 'sequence-number' parameter of the last received segment, indicating that all segments up
to and including 'sequence-number' have been acknowledged and that the segment transmitter may continue
sending, commencing with the next sequential segment.
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The device receives a segment out of order (possibly indicating that a segment has been missed). In this case, the
segment receiver shall discard the out-of-order segment. In this context, "out of order" means a segment whose
'sequence-number' is not equal to the next expected 'sequence-number.’ The 'negative-ACK' parameter of the
SegmentACK shall have a value of TRUE, indicating that this is a negative acknowledgment. The 'sequence-
number' parameter of the SegmentACK shall have a value equal to the 'sequence-number’ parameter of the last
received correctly ordered segment, indicating that all segments up to and including 'sequence-number' have been
acknowledged and that the segment transmitter should resend, commencing with the next sequential segment after

that indicated by the 'sequence-number’ parameter contained in the SegmentACK.

(d) The device receives the final segment of a message. In this case, the 'negative-ACK' parameter of the SegmentACK
shgll have a value of FALSE, indicating that this is a positive acknowledgment, and the 'sequerce-number’
parameter of the SegmentACK shall have a value equa to the 'sequence-number’ parameter of the final [message
segment, indicating that all segments up to and including the final segment have been acknowledged.

5.35 Duplicate APDUs and M essage Segments

5.35.1 Terminating Client TSMs

When using|the BACnet error recovery procedures there is a possibility of the reception‘ef) duplicate messages or [message
segments during a transaction. At the client, a transaction begins, and a Transaction State Machine is created, wher] the first
or only segment of a Confirmed-Request APDU is sent. The transaction ends when the client discards the Transactjon State
Machine dug to one of the following circumstances:

(8) aftar reception from the server of a SimpleACK, unsegmented:ComplexACK, Error, Reject, or Abort APDU
corftaining the transaction's invokel D;

(b)  aftgr transmission to the server of a SegmentACK APDU forthe fina segment of a segmented ComplexACK APDU
recgived from the server;

(c) aftgr exhausting the timeout and retry logic described in the previous subclauses;

(d) aftgr transmission to the server of an Abort. APDU containing the transaction's invokel D (i.e., the client aports the
trarsaction).

5.35.2 Tprminating Server TSMs

At the servel, atransaction begins, and aTransaction State Machine is created when thefirst or only segment of a Confirmed-
Request APDU is received. The transaction ends when the server discards the Transaction State Machine due to ope of the
following cifcumstances:

(8) aftgr transmission to~the client of a SimpleACK, unsegmented ComplexACK, Error, Reject, or Abort APDU
containing the transaction's invokel D;

(b) after receptionfrom the client of a SegmentACK APDU for the final segment of a segmented ComplexACK APDU
trajsmitted-by the server;

(c) after reception from the client of an Abort APDU containing the transaction's invokel D;

(d) after exhausting the timeout and retry logic described in the previous subclauses during the transmission of a
segmented ComplexACK APDU.

5.3.5.3 Duplicate Message Procedures

The procedure for handling duplicate messages and message segments s as follows:

(8 The server receives a duplicate Confirmed-Request message. If the server has the capability of detecting a duplicate
Confirmed-Request message, the message shall be discarded. If the server cannot distinguish between duplicate and
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non-duplicate messages, then the Confirmed-Request message shall be serviced. In this case, the client
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CATION LAYER

shall discard

the server's response since the Invoke ID of the response will not bind to an active state transaction state machine.

The server receives a duplicate Confirmed-Request message segment, that is, one that has aready been
acknowledged with a SegmentACK. In this case, the server shall discard the duplicate segment but shall return an

appropriate SegmentACK APDU. A segment can be identified uniquely by the peer address, Inv
Sequence Number of the segment.

oke ID, and

The client receives a duplicate ComplexACK segment, that is, one that has aready been acknowledged with a

SegmentACK. In this case, the client shall discard the duplicate segment but shall return an

appropriate

(d)

53.6

The errg
recovery
are trang
exact tin
suggesti

@
()

(©

(d)

(©

(f)

54 A

of the segment.

A Device receives a duplicate SegmentACK APDU. In this case, the device shal<{discard t
SegmentACK APDU. Other actions, including the possible re-sending of message segments;”’shall occu
in5.4.

Stale Resour ce Disposal

r recovery procedure described here requires resources from both the server and:the client. In the event
process fails, the resources dedicated to this process need to be freed. In general, the resources that neg

he period before the resources should be freed is a local matter dependent upon the system design.
b, it is recommended that resources should be considered stale and-consequently freed:

at the client, when a complete response to the Confirmed-Reguest APDU is received;

a the client, when a Confirmed-Request APDU has:heen retransmitted the number of times spe
Number_Of APDU_Retries property without success;

at the client, when a Confirmed-Request APDU segment has been retransmitted the number of times sp
Number_Of APDU_Retries property without.success;

at the server, when a complete response-to a Confirmed-Request APDU has been transmitted and arf
SegmentACK received;

at the server, when a ComplexACK APDU segment has been retransmitted the number of times spd
Number_Of_APDU_Retries property without success;

at any device, when.a SegmentACK APDU has been transmitted and additional segments have not b
before the segment-timeout expires.

pplication Protecol State Machines

BACnet
respondi
be prepg
users, ar

ng BACnet-users (servers). All BACnet devices shall be able to act as responding BA Cnet-users and th
red to receive APDUS sent by requesting BACnet-users. Many devices will also be able to act as request

SegmentACK APDU. A segment can be identified uniquely by the peer address, Invoke Id, and Sequénce Number

he duplicate
as specified

that the error
d to be freed

action specific and consist of a Transaction State Machine (TSM), timers, and APDU or APDU segment] buffers. The

As a design

cified in the

ecified in the

y associated

cified in the

een received

APDUs may be divided into two classes. those sent by requesting BACnet-users (clients) and those sent by

erefore shall
ing BACnet-

d‘such devices shall be prepared to recelve APDUS sent by responding BACnet-users.

APDUSs sent by requesting BA Cnet-users (clients):

BA Cnet-Unconfirmed-Request-PDU

BA Cnet-Confirmed-Request-PDU

BA Cnet-SegmentACK-PDU with 'server' = FALSE
BACnet-Abort-PDU with 'server' = FALSE
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APDUs sent

by responding BACnet-users (servers):

BACnet-SimpleACK-PDU
BACnet-ComplexACK-PDU

BACnet-Error-PDU

BACnet-Rgect-PDU

BA Cnet-SegmentA CK-PDU with 'server' = TRUE
BACnet-Abort-PDU with 'server' = TRUE

Both the reg

uesting and the responding BA Cnet-user shall create and maintain a Transaction State Machine (TSM

for each

transaction.

disposal of
BACnetAdd

When a PD
ID (if any) @
identity of t

When areq
the Invoke

The TSM shall be created when the transaction begins and shall be disposed of when the transaction/én
state machime descriptions that follow, the creation of a TSM is represented by a transition out of the IDLE state

J is received from the network layer, the PDU type, the source and destination BACnetAddresses, and tk
f the PDU shall be examined to determine the type (requesting BACnet-user or resporiding BA Cnet-usef

|

e TSM to which the PDU shall be passed. If no such TSM exists, one shall be created.

est is received from the application program, the request type, the source and destination BACnetAddre
D (if any) of the request shall be examined to determine the type, (réquesting BACnet-user or re

is. In the
. and the

a TSM is represented by a transition into the IDLE state. A transaction is uniquely identified-by the client
ress, the server BACnetAddress, and the Invoke ID (if any).

e Invoke
) and the

sses, and
sponding

BACnet-usgr) and the identity of the TSM to which the request shall be passed. If-0@ such TSM exists, one shall be greated.

In order to|simplify the state machine description, only the case of segmentation by the Application Entity is shown.

Segmentatidn by the Application Program is possible as well. In this case;wWherever the current TSM receives a ssgment or

group of segments and sends SegmentACK, the modified TSM would instead pass the segments to the Application Program,

and SegmemtACK would be sent only upon direction from the Application Program via the SEGMENT_ACK .request

primitive. Reception by the modified state machine ofsa SegmentACK-PDU would cause it to| pass a

SEGMENT ] ACK.indication primitive to the Application Program.

541 Valiables And Parameters

The following variables are defined for each instance of Transaction State Machine:

RetryCoun used to count APDU retries

SegmentReiryCount used to count segment retries

SentAll Segments used to cantrol APDU retries and the acceptance of server replies

LastSequerjceNumber  storesthe sequence number of the last segment received in order

I nitial SequgnceNumber:>stores the sequence number of the first segment of a sequence of segments that fill awindpw

ActualWinglowSize stores the current window size

ProposedWindowSize  stores the window size proposed by the segment sender

SegmentTimer used to perform timeout on PDU segments

RequestTimer used to perform timeout on Confirmed Requests

The following parameters are used in the description:

Teeg This parameter is the length of time a node shall wait for a SegmentACK-PDU after sending the fina
segment of a sequence. Itsvalueisthe value of the APDU_Segment_Timeout property of the node's Device
object.
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Twait_for_seg This parameter is the length of time a node shall wait after sending a SegmentACK-PDU for
segment of the message. Its value is equal to four times the value of the APDU_Segment_Timeout property

Tout

Nretry

of the node's Device object.

an additional

This parameter represents the value of the APDU_Timeout property of the node's Device object.

This parameter represents the value of the Number_Of APDU_Retries property of the node's Device

object.

54.2

Function InWindow

The fungtion "InWindow" performs a modulo 256 compare of two unsigned eight-bit sequence numbeérs,"All gomputations

and com

function

(@
()

parisons are modulo 256 operations on unsigned eight-bit quantities.

InWindow(segA, seqB)

if segA minus seqB, modulo 256, is less than ActuaWindowSize, then return TRUE
else return FALSE.

Exampl e (not normative): if ActuaWindowSizeisequa to 4, then

543

InWindow(0, 0) returns TRUE

InWindow(1, 0) returns TRUE

InWindow(3, 0) returns TRUE

InWindow(4, 0) returns FALSE

InWindow(4, 5) returns FAL SE (since the modulo 256 difference 4 - 5 = 255)
InWindow(0, 255) returns TRUE (since the modulo 256:difference 0 - 255 = 1)

Function FillWindow

The fungtion "FillWindow" sends PDU segments either, until the window is full or until the last segment of a

been sar
asegme

function
@
()
(©

(d)
(©

FillWindow(sequenceNumber)

Set local variable ix to zero,

Issue an N-UNITFDATA . request with 'data_expecting_reply' = TRUE to transmit the next BACnet AP
with 'segmented-message’ = TRUE, 'more-follows = TRUE, 'proposed-window-size' equal to Proposed
and 'sequenée-humber’ = sequenceNumber plus ix, modulo 256.

Set ix-egual to ix plus one.

ITiX is less than ActuaWindowSize, goto step (b).

Imessage has

t. No more than T sy may be allowed to elapse-between the receipt of a SegmentACK APDU and the trgnsmission of
nt. No more than Ty may be allowed to.elapse between the transmission of successive segments of a sequence.

If the next segment to transmit (the segment numbered sequenceNumber plusix) isthe final segment, goto step (g).

DU segment,
VindowSize,

(f)
(9)

(h)
(i)

ASHRAE

Goto step (i).

Issue an N-UNITDATA . .request with 'data_expecting_reply' = TRUE to transmit the final BACnet APDU segment
with 'segmented-message’ = TRUE, 'more-follows = FALSE, 'proposed-window-size' = ProposedWindowSize, and

'sequence-number’ = sequenceNumber plus ix, modulo 256.
Set SentAllSegments to TRUE, indicating that all segments have been transmitted at least once.

Return to the caller.

135-2004
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54.4 State Machinefor Requesting BACnet User (client)

5441 |IDLE

In the IDLE state, the device waits for the local application program to request a service.

SendUnconfi

rmed

If UNCONF_SERV.request is received from the local application program,

then issue an N-UNITDATA.request with 'data__expecting_reply' = FALSE to transmit a BACnet-Unconfirmed-

Ret]:mm SE
SendConfirmpedUnsegmented

If g
equ

ther
Reg
Cor
awg

CannotSend
If g
may
d
nu

ONF_SERV .request is received from the local application program and the length of the APDU/is les
bl to maximum-transmittabl e-length as determined according to 5.2.1,

assign an 'invokelD' to this transaction; set SentAllSegments to TRUE; set (RetryCount to z€
uestTimer; issue an N-UNITDATA.request with 'data_expecting_reply’' = TRUE to transmit a
firmed-Request-PDU with 'segmented-message’ = FALSE; and enter the AWAIT_CONFIRMATION

it areply.

ONF_SERV.request is received from the local application programéand the length of the APDU is gre
imum-transmittable-length as determined according to 5.2.1 and‘the Max_Segments_Accepted proper
ination's Device object is known and the total APDU cannot -be transmitted without exceeding the
ber of segments accepted,

send an ABORT .indication to the local application pregram and enter the IDLE state.

mey
win
(Th
to 1l

UnexpectedS
If g

edSegmented

imum-transmittable-length as determined-according to 5.2.1, and the Max_Segments Accepted proper
ination's Device object is not known;.«or Max_Segments Accepted is known and the total APDU
itted without exceeding the maximum humber of segments accepted,

assign an 'invokelD' to thisitransaction; set SentAllSegments to FALSE; set RetryCount to 2
entRetryCount to zero; set tnitial SequenceNumber to zero; set ProposedWindowSize to whatever
red; set ActuadWindewSize to 1; dstat SegmentTimer; issue an N-UNITDATA.reque
h_expecting_reply' = TRYUE to transmit a BACnet-Confirmed-Request-PDU containing the first segme
sage, with 'segmented-message’ = TRUE, 'more-follows = TRUE, 'sequence-number' = zero, and 'pl
How-size' = ProposedWindowSize; and enter the SEGMENTED_ REQUEST state to await an acknowlg
e method used\to-determine ProposedWindowSize is alocal matter, except that the value shall be in the
P7, inclusive)

begmentinfoRecei ved
In-unexpected PDU indicating the existence of an active server TSM (BACnet-ComplexACK-PI

5 than or

ro; start
BACnet-
state to

pter than
y of the
axi mum

pter than
y of the
can be

ero; set
value is
5t with
nt of the
oposed-
dgment.
range 1

DU with

ﬂmfm_mnecﬂgd = TRUE or RA(‘nnt-ngmmtA CK-PDI with 'sernver' = TRI II:) is received from the

network

layer,

then issue an N-UNITDATA.request with 'data_expecting_reply' = FALSE to transmit a BACnet-Abort-PDU with
'server’ = FALSE and enter the IDLE state.

UnexpectedPDU_Received
If an unexpected PDU not indicating the existence of an active server TSM (BACnet-SimpleACK-PDU, BACnet-
ComplexACK-PDU with 'segmented-message’ = FALSE, BACnet-Error-PDU, BACnet-Regect-PDU, or BACnet-
Abort-PDU with 'server' = TRUE ) isreceived from the network layer,
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then enter the IDLE state. (Thereis no reason to issue REJECT .indication, ABORT.indication, etc., as the client has

no knowledge of the transaction in question.)
SEGMENTED_REQUEST

In the SEGMENTED_REQUEST state, the device waits for a BACnet-SegmentACK-PDU for one or more segments of a

BACnet-

Confirmed-Request-PDU.

DuplicateACK_Received
If a BACnet-SegmentACK-PDU whose 'server' parameter is TRUE is received from the network layer and

In\Window ('Qﬁﬂll jence-number parameter of the BA Cnet-SegmentACK-PDLI InitiaIme lenceNumb

o) returns a

NewAC

Fina AC

Timeout|

Final Tin

AbortPO

K_Received

K_Received

heout

value of FALSE,

then restart SegmentTimer and enter the SEGMENTED_REQUEST state to await an acknowledgment.

If a BACnet-SegmentACK-PDU whose 'server' parameter is TRUE is received. from the netwol
InWindow (‘sequence-number' parameter of the BACnet-SegmentACK-PDU, Initia SequenceNumb
value of TRUE and thereis at least one segment remaining to send,

then set Initial SequenceNumber equal to the 'sequence-number’ parameter, of- the BA Cnet-SegmentAd
one, modulo 256; set ActualWindowSize equa to the 'actual-window-siz€)parameter of the BACnet-S
PDU; restart SegmentTimer; set SegmentRetryCount to zero; call FilWindow (Initia SequenceNumbel
one or more BACnet-Confirmed-Request-PDUs containing the next/Actual WindowSize segments of
and enter the SEGMENTED_REQUEST state to await an acknowledgment.

If a BACnet-SegmentACK-PDU whose 'server' parameter is TRUE is received from the netwol
InWindow (‘sequence-number’ parameter of the BACnet-SegmentACK-PDU, Initial SequenceNumb
value of TRUE and there are no more segments to-sehd,

then stop SegmentTimer; start RequestTimer; and enter the AWAIT_CONFIRMATION state to await g

If SegmentTimer becomes greater tharm T« and SegmentRetryCount is 1ess than Nrey,

then increment SegmentRetryCount; restart SegmentTimer; call FillWindow(lnitial SequenceNumber)
one or more BACnet-Confirrmed-Request-PDUs containing the next Actual WindowSize segments of
and enter the SEGMENTED_REQUEST state to await an acknowledgment.

If SegmentTimerbecomes grester than Teg and SegmentRetryCount is greater than or equal to Nrewy,

then stop‘SegmentTimer; send CONF_SERV .confirm(-) to the local application program; and enter the

U_Received
I+-@BACnet-Abort-PDU whose 'server' parameter is TRUE is received from the network layer,

k layer and
br) returns a

K-PDU plus
bgmentACK -
) to transmit

he message;

k layer and
br) returns a

reply.

[o retransmit
he message;

DLE state.

SimpleA

ASHRAE

then stop SegmentTimer; send ABORT .indication to the loca application program; and enter the IDLE state.

CK_Received
If aBACnet-SimpleACK-PDU is received from the network layer and SentAllSegmentsis TRUE,

then stop SegmentTimer; send CONF_SERV .confirm(+) to the local application program; and enter the
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UnsegmentedComplexACK _Received
If a BACnet-ComplexACK-PDU is received from the network layer whose 'segmented-message’ parameter is

FALSE and SentAllSegmentsis TRUE,

then stop SegmentTimer; send CONF_SERV .confirm(+) to the loca application program; and enter the IDLE state.

SegmentedComplexACK_Received

ErrorPDU_ Received

RejectPDU [Received

UnexpectedPDU_Received

SendAbort

5443

If a BACnet-ComplexACK-PDU isreceived from the network layer whose 'segmented-message’ parameter

isTRUE

and whose 'sequence-number’ parameter is zero and this device supports segmentation and SentAllSegments is

stop SegmentTimer; compute ActuaWindowSize based on the 'proposed-window-size' paramet
ived BACnet-ComplexACK-PDU and on local conditions; issue an N-UNITDATA.requ
a_expecting_reply' = FALSE to transmit a BACnet-SegmentACK-PDU with 'negative-ACK" = FAL Sh
ALSE, and 'actua -window-size' = ActualWindowSize; start SegmentTimer; set LastSequenceNumbe
set| Initial SequenceNumber to zero; and enter the SEGMENTED_CONF state to receivethe remaining §

br of the
bt with
F, 'server'
to zero;
legments.

(The method used to determine ActualWindowSize is alocal matter, except that the value’shall be less thap or equal

to the 'proposed-window-size' parameter of the received BACnet-ComplexACK-PBUY and shall be in the 1
127, inclusive.)

If a BACnet-Error-PDU isreceived from the network layer and SentAllSegmentsis TRUE,

then stop SegmentTimer; send CONF_SERV .confirm(-) to the local application program; and enter the IDL

If #BACnet-Reject-PDU is received from the network layefr.and SentAllSegmentsis TRUE,

then stop SegmentTimer; send REJECT .indication toithe local application program; and enter the IDLE stale.

If |a BACnet-SimpleACK-PDU, BACnet-ComplexACK-PDU, BACnet-Error-PDU, or BACnet-Reject
regeived from the network layer and SentAllSegmentsis FALSE,

or jf a BACnet-ComplexACK-PDU, is received from the network layer whose 'segmented-message’ par
TRUE and this device does not support segmentation,

or jf a BACnet-ComplexACK-PDU is received from the network layer whose ‘segmented-message’ par
TRUE and whose 'sequence-number' parameter is not zero,

thgn stop SegmentFimer; issue an N-UNITDATA.request with 'data_expecting_reply' = FALSE to t

BACnet-Abort-PDUMvith 'server' = FALSE; send CONF_SERV.confirm(-) to the local application prod
enter the IDLE State.

If ABORT.request is received from the local application program,

pnge 1 to

E state.

-PDU is

ameter is

ameter is

ansmit a
ram; and

then stop SegmentTimer; issue an N-UNITDATA.request with 'data_expecting_reply' = FALSE to transmit a

BACnet-Abort-PDU with 'server' = FALSE; and enter the IDLE state.
AWAIT_CONFIRMATION

Inthe AWAIT_CONFIRMATION state, the device waits for a response to a BA Cnet-Confirmed-Request-PDU.

SimpleACK_Received

28
42

If a BACnet-SimpleACK-PDU is received from the network layer,

then stop RequestTimer; send CONF_SERV .confirm(+) to the local application program; and enter the IDLE state.
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UnsegmentedComplexACK _Received
If a BACnet-ComplexACK-PDU is received from the network layer whose 'segmented-message’ parameter is
FALSE,

then stop RequestTimer; send CONF_SERV .confirm(+) to the local application program; and enter the IDLE state.
SegmentedComplexACK_Received

If a BACnet-ComplexACK-PDU isreceived from the network layer whose 'segmented-message’ parameter is TRUE
and whose 'sequence-number’ parameter is zero and this device supports segmentation,

then stop RequestTimer; compute ActuaWindowSize based on the 'proposed-window-size. parameter of the
received BACnet-ComplexACK-PDU and on local conditions, issue an N-UNITDATA.request with
'data_expecting_reply' = FALSE to transmit a BACnet-SegmentACK-PDU with 'negative-AEK" = FAL SE, 'server'
= FALSE, and 'actual-window-size' = ActuaWindowSize; start SegmentTimer; set LastSequenceNumber to zero;
set Initial SequenceNumber to zero; and enter the SEGMENTED_CONF state to receive the remaining segments.
(The method used to determine ActualWindowSize is alocal matter, except that the \value shall be less than or equal
to the 'proposed-window-size' parameter of the received BA Cnet-ComplexACK-PDU and shall be in the range 1 to
127, inclusive.)

ErrorPD|JU_Received
If aBACnet-Error-PDU is received from the network layer,

then stop RequestTimer; send CONF_SERV .confirm(-) to the local application program; and enter the IDLE state.

RejectPIDU_Received
If aBACnet-Regject-PDU isreceived from the network lager,

then stop RequestTimer; send REJECT .indication t@’the local application program; and enter the IDLE $tate.

AbortPQU_Received
If a BACnet-Abort-PDU whose 'server' parameter is TRUE is received from the network layer,

then stop RequestTimer; send ABORT-indication to the local application program; and enter the IDLE gtate.

SegmenfACK_Received
If a BACnet-SegmentACK.{PDU whose 'server' parameter is TRUE is received from the network layer,

then discard the PDU‘as a duplicate, and re-enter the current state.

UnexpegtedPDU_Received
If an unexpectéd PDU (BA Cnet-ComplexACK-PDU with 'segmented-message’ = TRUE and 'sequencg-number’ not
equal to zero or 'segmented-message’ = TRUE and this device does not support segmentation) is receiyed from the
network:tayer,

then stop RequestTlmer issue an N- UNITDATA requeﬂ W|th data expectmg reply' = FALSE tp transmit a
. rogram; and

enter the IDLE state.

TimeoutUnsegmented
If RequestTimer becomes greater than T, and RetryCount is less than Number_Of APDU_Retries and the length
of the Confirmed Request APDU is less than or equal to maximum-transmittable-length as determined according to
5.2.1,
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then stop RequestTimer; increment RetryCount; issue an N-UNITDATA.request with 'data_expecting_reply' =
TRUE to transmit a BACnet-Confirmed-Request-PDU with 'segmented-message’ = FALSE; start RequestTimer;
and enter the AWAIT_CONFIRMATION state to await areply.

TimeoutSegmented
If RequestTimer becomes greater than T, and RetryCount is less than Number_Of APDU_Retries and the length
of the Confirmed-Request APDU is greater than maximum-transmittable-length as determined according to 5.2.1,

then stop RequatTl mer; mcrement RetryCount set SegmentRetryCount to zero; set SentAIISegments to FALSE;

RUE, and

equestTimer becomes greater than T, and RetryCount is greater than or equal to Number_ Of _APDU_Retries,

stop RequestTimer; send CONF_SERV.confirm(-) to the local application program; and enter the IDLE state.

stop RequestTimer; issue an N-UNITDATA.request with 'détaexpecting_reply' = FALSE to tfansmit a
Cnet-Abort-PDU with 'server' = FALSE; and enter the IDLE state,

5444 SEGMENTED_CONF

BACnet- ComplexACK PDU is received from the network layer whose 'segmented-message’ parpmeter is
JUE; whose 'sequence-number’ parameter isequal to LastSequenceNumber plus 1, modulo 256; and thg segment

stop SegmentTimer; issue an N-UNITDATA.request with 'data_expecting_reply' = FALSE to tjansmit a
Cnet-Abort-PDU with 'server’ =-FALSE; send CONF_SERV.confirm(-) to the loca application program; and

BACnet-ComplexACK-PDU is received from the network layer whose 'segmented-message’ pargmeter is
JUE; whose 'morefollows parameter is TRUE; whose ‘sequence-number’ parameter is equal to
itSequenceNumber” plus 1, modulo 256; and whose ‘sequence-number' parameter is not pqual to

savethe BACnet-ComplexACK-PDU segment; increment LastSequenceNumber, modulo 256; restart
egmentTimer; and enter the SEGMENTED_CONF state to receive additional segments.

L astSegmentOf GroupReceived
If a BACnet-ComplexACK-PDU is received from the network layer whose 'segmented-message’ parameter is
TRUE; whose 'sequence-number' parameter is equal to LastSequenceNumber plus 1, modulo 256; whose 'more-
follows parameter is TRUE; and whose 'sequence-number' parameter is equal to Initial SequenceNumber plus
Actua WindowSize, modulo 256,

then save the BACnet-ComplexACK-PDU segment; increment LastSequenceNumber, modulo 256; set

Initial SequenceNumber to LastSequenceNumber; issue an N-UNITDATA.request with 'data_expecting_reply' =
FALSE to transmit a BACnet-SegmentACK-PDU with 'negative-ACK' = FALSE, server = FALSE, and 'actual-
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window-size' = ActuaWindowSize; restart SegmentTimer; and enter the SEGMENTED_CONF state to receive

additional segments.

L astSegmentOf ComplexACK _Received

If a ComplexACK PDU is received from the network layer whose 'segmented-message’ parameter is T

RUE; whose

'sequence-number’ parameter is equal to LastSequenceNumber plus 1, modulo 256; and whose 'more-follows

parameter is FALSE (i.e., the fina segment),

then stop SegmentTimer; issue an N-UNITDATA.request with 'data_expecting_reply' = FALSE to transmit a

BACnet-SegmentACK-PDU  with 'negative-ACK' EAl SE, 'server EAL SE'. and 'actual-wi

dow-size

Segment

AbortPO

Unexpe(

Timeout|

SendAbi

ActuaWindowSize; send CONF_SERV .confirm(+) containing al of the received segments to the loca
program; and enter the IDLE state.

ReceivedOutOfOrder
If a BACnet-ComplexACK-PDU is received from the network layer whose 'segmented-message’ param
and whose 'sequence-number' parameter is not equal to LastSequenceNumber plus 1, medulo 256,

then discard the BACnet-ComplexACK-PDU segment; issue an N-UNITDATAxrequest with 'data_exp
= FALSE to transmit a BACnet-SegmentACK-PDU with 'negative-ACK' = TRUE, 'server' = FALSH
number' = LastSequenceNumber, and 'actual -window-size' = ActualWindowsSize; restart SegmentTim
the SEGMENTED_CONF state to receive the remaining segments.

U _Received
If aBACnet-Abort-PDU whose 'server' parameter is TRUE is received from the network layer,

then stop SegmentTimer; send ABORT.indication to the local application program; and enter the IDLE
tedPDU_Received

If an unexpected PDU (BACnet-SimpleACK-PRU, BACnet-ComplexACK-PDU with 'segmented
FALSE, BACnet-Error-PDU, BACnet-Reect-PDU, or BACnet-SegmentACK-PDU with 'server'
received from the network layer,

then stop SegmentTimer; issue an N-UNITDATA.request with 'data_expecting_reply' = FALSE ¢

I application

bter is TRUE

ecting_reply'
E, 'sequence-
er: and enter

state.

-message’ =
= TRUE) is

D transmit a

BACnet-Abort-PDU with 'server' = FALSE; send CONF_SERV.confirm(-) to the loca application grogram; and

enter the IDLE state.

If SegmentTimer becomes grester than T g times four,
then stop SegmentTimer; send CONF_SERV.confirm(-) to the local application program; and enter the

Drt
If ABORT.request is received from the local application program,

then, stop SegmentTimer; issue an N-UNITDATA.request with 'data_expecting_reply' = FALSE ¢
BACnet-Abort-PDU with 'server' = FALSE; and enter the IDLE state.

DLE state.

D transmit a

545

5451

State Machine for Responding BACnet User (server)

IDLE

In the IDLE state, the device waits for a PDU from the network layer.

UnconfirmedReceived

ASHRAE

If a BACnet-Unconfirmed-Request-PDU is received from the network layer,
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then send an UNCONF_SERV .indication to the local application program, and enter the IDLE state.
ConfirmedBroadcastReceived

If a BACnet-Confirmed-Request-PDU whose destination address is a multicast or broadcast address is received

from the network layer,

then enter the IDLE state.

ConfirmedUnsegmentedReceived
If a_BACnet-Confirmed-Request-PDU _whose 'segmented-m ' parameter is FALSE is received from the

If 8 BACnet-Confirmed-Request-PDU whose 'segmented-message’ parameter is TRUE;iSTeceived from thg network

issue an N-UNITDATA .request with 'data_expecting_reply' = FALSE to transmit a BACnet-Abort-HDU with

BACnet-Confirmed-Request-PDU whose 'segmented-message’ ‘parameter is TRUE and whose 'sequence-
number' parameter is zero is received from the network layer~and the local device supports the recgption of

segmented messages,

then compute ActualWindowSize based on the 'propesed-window-size parameter of the received BACnet-
Confirmed-Request-PDU and on local conditions; issue an N-UNITDATA.request with 'data_expecting]| reply' =
FALSE to transmit a BACnet-SegmentACK-PDU_with 'negative-ACK' = FALSE, 'server' = TRUE, and 'actual-
wirldow-siz¢ = ActudWindowSize; dstart*>SegmentTimer; set  LastSequenceNumber to zgro; set
Initjal SequenceNumber to zero; and enter the SEGMENTED_REQUEST state to receive the remaining segments.
(The method used to determine ActualWindowSize is alocal matter, except that the value shall be less than or equal
to the 'proposed-window-size' parameter of'the received BA Cnet-Confirmed-Regquest-PDU and shall be in the range
1tq 127, inclusive.)

AbortPDU_Received
If dBACnet-Abort-PDU whose"'server' parameter is FALSE is received from the network layer,

then enter the IDLE state)

UnexpectediPDU_Received
If unexpected PDU (BACnet-Confirmed-Request-PDU with 'segmented-message’ = TRUE and 'sequence-
number' notequal to zero or BACnet-SegmentACK-PDU with 'server' = FALSE) is received from the|network

layér,

then1SS0e an N-UNTTDA TATequest with dala_expecting_feply — FALSE 10 transmit a BACNe-Abori-PDU with
'server' = TRUE; and enter the IDLE state.

5452 SEGMENTED_REQUEST
Inthe SEGMENTED_ REQUEST state, the device waits for segments of a BA Cnet-Confirmed-Request-PDU.
NewSegmentReceived

If a BACnet-Confirmed-Request-PDU is received from the network layer whose 'segmented-message’ parameter is
TRUE; whose 'morefollows parameter is TRUE; whose ‘'sequence-number’ parameter is equa to

32 ASHRAE 135-2004

46 © 1SO 2007 — Al rights reserved


https://standardsiso.com/api/?name=8d59719e96887b64457b33f9071eabed

ISO 16484-5:2007(E)

5. THE APPLICATION LAYER

LastSequenceNumber plus 1, modulo 256; and whose ‘'sequence-number’ parameter
Initial SequenceNumber plus Actua WindowSize, modulo 256,

is not equa to

then save the BACnet-Confirmed-Request-PDU segment; increment LastSequenceNumber, modulo 256; restart
SegmentTimer; and enter the SEGMENTED REQUEST state to receive the remaining segments.

L astSegmentOf GroupReceived

If a BACnet-Confirmed-Request-PDU is received from the network layer whose 'segmented-message’ parameter is
TRUE; whose 'sequence-number' parameter is equal to LastSequenceNumber plus 1, modulo 256; whose 'more-

L astSegimentOf M essageReceived

SegmenfReceivedOutOf Order

AbortPO

Unexpeq

follows parameter is TRUE: and whose ‘sequience-nL 1mber! parameter is I=all 1al_to Inifi::\IQ:nll lenceNumber p|us

ActuaWindowSize, modulo 256,

then save the BACnet-Confirmed-Request-PDU segment; increment LastSequenceNumber, modulo 2
N-UNITDATA.request with 'data expecting_reply' = FALSE to transmit a BACnet-SegmentACk
'negative-ACK' = FALSE, 'server' = TRUE, 'sequence-number’ = LastSequenceNumber;,and ‘actual-wi
ActuadWindowSize; restart SegmentTimer; set Initial SequenceNumber = LastSeguenceNumber; al
SEGMENTED_REQUEST state to receive the remaining segments.

If a BACnet-Confirmed-Request-PDU is received from the network layerciwhose 'segmented-message
TRUE; whose 'sequence-number' parameter is equal to LastSequenceNurmber plus 1, modulo 256; and
follows parameter is FALSE (i.e., the final segment),

P56, issue an
-PDU with
ndow-size' =
nd enter the

parameter is
whose 'more-

SegmentTimer; issue an N-UNITDATA.request with 'dataexpecting_reply' = FALSE to transmi
SegmentACK-PDU with 'negative-ACK'
and ‘'actual-window-size' = ActuaWindowSize; set. > Initial SequenceNumber
CONF_SERV.indication(+) containing al of therecelved segments to the local application pr
RequestTimer; and enter the AWAIT_RESPONSE State.

If a BACnet-Confirmed-Request-PDU isrteceived from the network layer whose 'segmented-message’

then discard the PDU; issue andNSUNITDATA . .request with 'data_expecting_reply' = FALSE to transm

and ‘actua-window-size ActuaWindowSize; restart SegmentTimer; set Initial Sequency

U_Received
If a BACnet-Ahort-PDU whose server parameter is FALSE is received from the network layer,
then stop'SegmentTimer and enter the IDLE state.

tedPDU_Received

TRUE and whose 'sequence-number’ parameter is not equal to LastSequenceNumber plus 1, modulo 256

LastSequenceNumber;.and enter the SEGMENTED _REQUEST state to receive the remaining segments

then save the BACnet-Confirmed-Request-PDU segment; inecrement LastSequenceNumber, modulo 256; stop

a BACnet-

FALSE, 'server; = TRUE, 'sequence-number’ = LastSequénceNumber,
LastSequenceNumber; send

pgram;  start

parameter is
)l

it a BACnet-

SegmentACK-PDU with 'negative-ACK' = TRUE, 'server' = TRUE, 'sequence-number' = LastSequénceNumber,

eNumber

p.

I¥Zan unexpected PDU (BACnet-Confirmed-Request-PDU with 'segmented-message’ = FALSE

or BACnhet-

Timeout

ASHRAE

SegmentACK-PDU with 'server' = FALSE) is received from the network layer,

then stop SegmentTimer; issue an N-UNITDATA.request with 'data expecting_reply' = FALSE to transmit a

BACnet-Abort-PDU with 'server' = TRUE; and enter the IDLE state.

If SegmentTimer becomes greater than T« times four,

then stop SegmentTimer and enter the IDLE state.
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SendAbort

If ABORT.request is received from the local application program,

then stop SegmentTimer, issue an N-UNITDATA request with 'data_expecting_reply' = FALSE to transmit a
BACnet-Abort-PDU with 'server' = TRUE, and enter the IDLE state.

5453 AWAIT_RESPONSE

In the AWAIT_RESPONSE state, the device waits for the local application program to respond to a BACnet-Confirmed-
Request-PDU. See 9.8 for specific considerationsin MS/TP networks.

SendSimpl e
If g
BA

\CK
CONF_SERV.response(+) is received from the local application program, which is to be cenvey
Cnet-SimpleACK-PDU,

ther issue an N-UNITDATA . .request with 'data_expecting_reply' = FALSE to transmit a BAChet-SimpleA(

bd via a

CK-PDU

and|enter the IDLE state.

SendUnsegnmentedComplexACK
If § CONF_SERV.response(+) is received from the local application program;.which is to be conveygd via a
BAnet-ComplexACK-PDU, and the length of the APDU is less than or equal, to.maximum-transmittable-length as
detgrmined according to 5.2.1,
then issue an N-UNITDATA. .request with 'data_expecting_reply' = FALSE to transmit a BACnet-ComplexACK-
PDU with 'segmented-message’ = FALSE and enter the IDLE state.

CannotSend$egmentedComplexACK
If § CONF_SERV.response(+) is received from the locak @pplication program, which is to be conveygd via a
BACnet-ComplexACK-PDU, and the length of the ARDU is greater than maximum-transmittable-lgngth as
detgrmined according to 5.2.1, and either
(@) |this device does not support the transmission“of‘segmented messages or
(b) |the client will not accept a segmented:response (the 'segmented-response-accepted’ parameter in BACnet-

©

(d)

ConfirmedRequest-PDU is FALSE), or

transmit the total APDU of,

the number of segmentStransmittable by this device is fewer than required to transmit the total APDU,

ther issue an N-UNITDATA .request with 'data_expecting_reply' = FALSE to transmit a BACnet-Abort-P|

ser
BUI

SendSegmer
If al

er' = TRUE>and 'abort-reason' = SEGMENTATION_NOT_SUPPORTED for case (& and
FFER_OVERFLOW for case (c) and (d), and enter the IDLE state.

ted€@omplexACK
CONF_SERV.response(+) is received from the local application program that is to be conveyed via a

the client's max-segments-acCepted parameter in the BACnet-ConfirmedRequest-PDU is fewer than required to

DU with
(b), or

BACnet-

Cor

NPIEXACK-FDU, and the length of the AFPDU IS greater than maximum-transmittadle-length as d

ermined

according to 5.2.1, and the device supports the transmission of segmented messages, and the client will accept a
segmented response (‘segmented-response-accepted’ parameter in BACnet-ConfirmedRequest-PDU is TRUE),

then set SegmentRetryCount to zero; set Initial SequenceNumber to zero; set ProposedWindowSize to whatever
value is desired; sat ActuaWindowSize to 1; start SegmentTimer; issue an N-UNITDATA.request with
'data_expecting_reply' = TRUE to transmit a BACnet-ComplexACK-PDU containing the first segment of the
message, with 'segmented-message’ = TRUE, 'more-follows = TRUE, 'sequence-number’ = zero, and 'proposed-
window-size' = ProposedWindowSize; and enter the SEGMENTED RESPONSE state to await an acknowledgment.

48
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SendErrorPDU
If a CONF_SERV .response(-) is received from the local application program,

then issue an N-UNITDATA. .request with 'data_expecting_reply' = FALSE to transmit a BACnet-Error-PDU and
enter the IDLE state.

SendAbort
If ABORT.request is received from the local application program,

FALSE to transmit a

then stop SegmentTimer; issue an N-UNITDATA.request with 'data expecting reply’'
BACnet-Abort-PDU with 'server’ = TRUE; and enter the IDLE state.

SendReject
If REJECT.request is received from the local application program,

FALSE tp transmit a

then stop SegmentTimer; issue an N-UNITDATA.request with 'data expecting_reply’
BACnet-Reject-PDU; and enter the IDLE state.

AbortPQQU_Received
If a BACnet-Abort-PDU whose 'server' parameter is FALSE is received fromithe network layer,

then send ABORT .indication to the local application program; and entér the IDLE state.

DuplicateRequestReceived
If a BACnet-Confirmed-Request-PDU whose 'segmented-message’ parameter is FALSE is received from the
network layer,

then discard the PDU as a duplicate request, and re-enter the current state.

DuplicateSegmentReceived
If a BACnet-Confirmed-Request-PDU whose 'segmented-message’ parameter is TRUE is received fronj the network
layer,

then discard the PDU as a duplicate segment; issue an N-UNITDATA . .request with 'data_expecting_regdly' = FALSE
to transmit a BACnet-SegmentACK-PDU with 'negative-ACK' = FALSE, 'server' = TRUE, 'sequenge-number’ =
LastSequenceNumber, and ‘actud-window-size' = Actual WindowSize; and re-enter the current state.

UnexpegtedPDU_Received
If an unexpected PDU,)(BACnet-SegmentACK-PDU whose 'server' parameter is FALSE) is receied from the
network layer,

then issue an N-UNITDATA.request with 'data_expecting_reply' = FALSE to transmit a BACnet-Abgrt-PDU with
'server' =T RUE; send ABORT. .indication to the local application program; and enter the IDLE state.

Timeout
If"RequestTimer becomes greater than Ty,

then issue an N-UNITDATA.request with 'data_expecting_reply' = FALSE to transmit a BACnet-Abort-PDU with
'server' = TRUE; send ABORT .indication to the local application program; and enter the IDLE state.

5454 SEGMENTED_RESPONSE

In the SEGMENTED_ RESPONSE state, the device waits for a BACnet-SegmentACK-PDU for a segment or segments of a
BA Cnet-ComplexACK-PDU.
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DuplicateACK_Received

If a BACnet-SegmentACK-PDU whose 'server' parameter is FALSE is received from the network layer and
InWindow('sequence-number' parameter of the BACnet-SegmentACK-PDU, Initial SequenceNumber) returns a
value of FALSE,

then restart SegmentTimer and enter the SEGMENTED _RESPONSE state to await an acknowledgment or timeout.

NewACK_Received

Final Timeoyt

AbortPDU_Received

UnexpectedPDU—Received

36

50

If a BACnet-SegmentACK-PDU whose 'server' parameter is FALSE is received from the network layer and
InWindow('sequence-number’ parameter of the BACnet-SegmentACK-PDU, Initial SequenceNumber) returns a
vallie of TRUE and there is at least one segment remaining to send,

then set Initial SequenceNumber equal to the 'sequence-number’ parameter of the BACnet-SegmentACK-RDU plus
ong, modulo 256; set ActualWindowSize equal to the 'actual-window-size' parameter of the BACnet-SegmentACK -
; restart SegmentTimer; set SegmentRetryCount to zero; call FillWindow(Initial SequenceNumber) tofissue an
NITDATA. .request with 'data_expecting_reply' = TRUE to transmit one or more BACGnet-ComplexAQK-PDUs
aining the next Actua WindowSize segments of the message; and enter the SEGMENTED_RESPONSE state to
it an acknowledgment.

eceived
BACnet-SegmentACK-PDU whose 'server' parameter is FALSE is received from the network Iayer and
indow('sequence-number' parameter of the BACnet-SegmentACK<PDU, Initial SequenceNumber) feturns a
e of TRUE and there are no more segments to send,

If

stop SegmentTimer and enter the IDLE state.

mentTimer becomes greater than T s and SegmentRetryCount is less than Number_Of_APDU_Retrigs,
increment SegmentRetryCount; restart SegmentTimer; call FillWindow(lnitia SequenceNumber) to réissue an
NITDATA .request with 'data_expecting_reply~’= TRUE to transmit one or more BACnet-ComplexAQK-PDUs

aining the next Actua WindowSize segments of the message; and enter the SEGMENTED_RESPONSE state to
it an acknowledgment.

If [SegmentTimer becomes (greater than Ts; and SegmentRetryCount is greater than or equa to
Number_Of APDU_Retries,

then stop the SegmentTimer, and enter the IDLE state.

If aBACnet-Abort-PDU whose 'server' parameter is FALSE isreceived from the network layer,

the stop SegmentTimer; send ABORT.indication to the local application program; and enter the IDLE state.

If an unexpected PDU (BA Cnet-Confirmed-Reguest-PDU) is received from the network layer,

then stop SegmentTimer; issue an N-UNITDATA.request with 'data_expecting_reply' = FALSE to transmit a
BACnet-Abort-PDU with 'server' = TRUE; and enter the IDLE state.
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SendAbort
If ABORT.request is received from the local application program,

then stop SegmentTimer; issue an N-UNITDATA.request with 'data_expecting_reply' = FALSE to transmit a
BACnet-Abort-PDU with 'server' = TRUE; and enter the IDLE state.

5.5  Application Protocol Time Sequence Diagrams

The flow sequence of service primitives can be represented by time-sequence diagrams. Each diagram is partitioned into
three or four fields. The field labeled "Provider" represents the service-provider and the two fields labeled "User" represent
the two service-users. The fourth field, if present, represents an application program. For the application layer, the vertical
lines be&/veen user and provider represent the interface between the BACnet User Element and the BACnet ASE. For lower
layers these vertical lines represent the service-access-points between the service-users and the service-provider. Moving
from top to bottom in the diagram represents the passage of time. Arrows, placed in the areas representing' the [service-user,
indicatethe main flow of information during the execution of an interaction described by a service-pfimitive (i.¢., to or from
the servjce-user). Figures 5-4 through 5-13 illustrate the various segquences of application service primitives defined in
BACnet

Normal Unconfirmed Service

User Provider User

UNCONF_SERV.req —--BACnet-Undonfirmeq. g, uest-Ppy
—» UNCONF_SERV.ind

Figure 5-4. Time sequence diagram for anormal unconfirmed service.

ASHRAE 135-2004 37

© 1SO 2007 — Al rights reserved 51


https://standardsiso.com/api/?name=8d59719e96887b64457b33f9071eabed

ISO 16484-5:2007(E)

5. THE APPLICATION LAYER

Figure 5-5.
way flawed

Abnormal Unconfirmed Service

User

Provider

ACnet-

User

UNCONF_SERV.req —p»] B Unconﬁrmed-Re uest-PDY
> 2

Time sequence diagram for an abnormal unconfirmed service)”Unconfirmed service requests that are
pre ignored by the receiving user as indicated by the symbol?;?".

Normal Confirmed Service

User

ONF_SERV.req

—»>

(No Segmentation)

Provider

BAChet-

Conﬁrmed-Reguest-PDU I

User

—» CONF_SERV.ind

CONF_SERV.cnf

38

52

-4

Simple ACK-PDU

BACnet-

€= CONF_SERV.rsp
(Result (+))

or U
BACnet-Comp\exACK-P

Figure 5-6. Time sequence diagram for normal confirmed services.

in some
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Normal Confirmed Service
(Segmented Request)

User Provider User

BACnet-C

CONF_SERV.req —> Onfirmed_ReqUeS tPDU
(SEG =
1, MOR =1, ,nka

Sequence Number =eOI)D =N, CONF_SERV.ind

CK-PDU SEGMENT |ACK.req
BACnet-Segment?
SEGMENT_ACK.ind (invoke 1D = ‘6" 1)
CONF_SERV.req
BACnet-Confirmed-Re uest-Pp

AN _ L/
Sequence NUmbe?§e1’)D =N, CONF_SERV.ind

BACnet-SegmentACK-PDU
SEGMENT _ACK.ind -a— (\n\/oke D = ‘\::SR\/ .

Sequence Number =

SEGMENT] ACK.req

la—— CONF_SERV.rsp

Result{+))
. PDU (
CONF_SERV.cnf 3 SAC “e"s‘mgleACK

U

Figure 5-7. Time sequence diagram for anormal confirmed service with a segmented request.

Figure 5-7 illustrates two separate, interleaved exchanges of service primitives. One exchange is the usua confirmed service
request, indication, response, and confirm sequence. Because the request is segmented it takes several CONF_SERV .request
primitives to convey the entire request. The segment acknowledge service primitives, which are an independent exchange, are
used to signal the client that the server is ready for the next segment.
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Normal Confirmed Service

(Segmented Response)

U7

K.ind

U7

K.ind

User Provider User
5 B
CONF_BERV.req —» Acnet-conﬁrmed-Re
¢ID=N) > CONF SERV.in
XACK-PDU CONF_SERV.r
BACnet-Comp\e —5TN Tt (Result(+))
— voke I — '
CONF _|SERVE.cnf (SEG =1, MOR = 1, \ger ~0)
sequence NUmM
SEGMHBNT_ACK.req BA
- Cnet-
I enACK P
Se%ence NL,mebID =N, SEGMENT_AC
€r =<0,SRv =g )
ACK-PDU CONF_SERV.r
BACT‘et'COm;‘eXO voke D = N, (Result(+))
SEGMENT_ACK. =, MOR =% © " *_
phie (SES Sequence Number Y
BACnet.
CONF |SERV.cnf T SegmentACK.PDU
Nvoke ID = SEGMENT_AC
178RV :O)
Figure5-8. Time sequence diagram for anormal confirmed service with segmented response.
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Ap. Prog. User Provider User
Confirmed BAChH
Service —»! CONF_SERV.req —®t— " et'COnﬁrmCJ_Re
Requgst ~"equegt.
a (SEG = 0,Invo Pbu
€ID =) CONF-SERVind
_PDU CONF_SERV|rsp
5 ACnet-ComplexACKT . (Result(+)
\D =M
CONF_SERV.onf <26 - 1, MOR=1,1MVOKE
(552 S equence Number
SEGMENT_ACK.req BACnet-g
egmentACK.pDU
(Invoke |p % N .
Sequ =N, SEGMENT |ACK.ind
duence Number = 0,sry g
Confirmed cK-PDU CONF_SERV.rsp
Servicg Response BAC"‘et'Comp‘eXA oke 1D =N, (Result(+))
(More[Follows) < CONF_SERV.cnf <—|4—Zgg = 1, MOR = 1, I"VOTZ 15
B (S5 4 equence Number
Contirjue BACnet-g
Requdst —SEGMENT_ACK:req—» egme”tACK-PDU
(InvokelD= .
Sequence N\ =N, SEGMENT_ACK.ind
Umber = 118RV=O)
PDU CONF_SERV.rsp
BACnet—ComP\eXACK P — (Result(+))
SEGMENT_ACK.req SEG -1, MOR=0: \nVOK__‘? ”
(557 S equence Number
Confirmed na
Service < CONF_SERV.cnf - "’"‘bnet-SegmentACK_PDU
Response \
nvoke D=\

(No More Follows)

Sequence Number = 2,SRv=q

Figure 5-9. Time sequence diagram for anormal confirmed service with application flow control.
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Normal Confirmed Service

(Segmented Response, with Application Program Flow
Control and Requester Abort)

Ap. Prog. User Provider User
Confirmeg BA
Service —»| CONF_SERV.req —» C”et‘COnﬁrmed_ R
Request (S Cquest.p
EG = 0 Dy
Invoke i =N) " CONF_SERV.ind

4~ CONF_SERY.rsp

-PDUY
BACnet-Comp\exACK PD — NP SER
CONF_SERVE.cnf -1, MOR = 1, \nvoke =N

(SEC Sequence Numper =0

~

SEGMENT_ACK.req BACnet-s

eQmentACK-PDU
I —
(Invoke ID = N, SEGMENT_AQK.ind

Sequendg Number = g SRV =0)

CONF_SERV]rsp

Confirmeq cK-PDU
Service Rgsponse BACne’c—COmp‘eXA -N (Result(+)
(More Follows) < CONF_SERV.cnf «#— =0, Invoke 1D =T

=1, MOR -
(SEG gequence NUmber = 1)

Cancel
the —>
Response ABORT.req —» BAChet. AbOrt-PDU
(InVoke ID = N .
SRV:O) ABORT.ind

Figure 5-10. Time sequence diagram for a normal confirmed service with segmented response, application progijam flow
control, and responsecancetation:
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Abnormal Confirmed Service

(Segmented Response and Requester Abort)

>

CONF_SERV.req —™

CONF_SERVE.cnf

SEGMENT_ACK.req

CONF_SERV.enfa—

ABORT.ind

-

BACnet.g

aMentACK_ppy
s (Invoke 1D = N

€guence Number = 0,SRv =0)

-pPDU
BACnet—Comp\exACK PD —

1. MOR = 1, \r\voke1\)D ,
(SEG ;eéuence Number =

BACﬂe“AbOﬂ_PD\\/J—O)
(Invoke 1D = N.SRY

> CONF_S

(Resu

SEGMENT]

(Rest

ABORT

Figure 5-11. Time sequence diagram for an abnormal confirmed service.
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Abnormal Confirmed Service
(No Segmentation, Service Error)

User Provider User

CONF_SERV.re BACnet-Confi
_ req —P Confirmed-Re uest-PDU
—» CONF_SERV/ind
BACnet—Error-PDU 4 CONF_SERV.rsp
CONF_SERV.cnf *4 / (Result(-))

(Result(-))

Figure 5-12. Time sequence diagram for an abnormal confirmed service.

Abnormal Service Request or Response
(Protocol Error)

User Provider User
BAC .
net'CO”flrmed-Request P
ACnet-s,mor TR
CONF_SERV.req DleACK.pDU
or BACnet, or
CONF_SERV4rsp —>] COmD/exACK_pDU CONF_SERV.ind
oy or
BAC
YEGMENTVACK.re m} CONF_SERV.cnf
- ) Qngre ntACK-PDU > or
ACnet-Erro,._PDU SEGMENT_ACK.ind

BACnet-Reject-PDY <« REJECT.req
REJECT.ind -

Figure 5-13. Time sequence diagram for an abnormal service request or response with a protocol error.
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5.6  Application Layer Service Conventions

This standard uses the descriptive conventions contained in the OSI technical report on service conventions, 1ISO TR 8509.
The OSI conventions define the interactions between a protocol service user and a protocol service provider. Information
passed between the protocol service user and the protocol service provider is represented abstractly as an exchange of
"service primitives." The service primitives are an abstraction of the functional specification and the user-layer interaction.
The abstract definition does not contain local detail of the user/provider interaction. Each primitive has a set of zero or more
parameters, representing data elements that are passed to qualify the functions invoked by the primitive. Parameters indicate
information available in a user/provider interaction; in any particular interface, some parameters may be explicitly stated
(even thpugh not explicitly defined 1n the primitive) or implicitly associaied With the Service acCess point. Simjlarly, in any
particular protocol specification, functions corresponding to a service primitive may be explicitly defined pr implicitly
available.

Clauses|13 through 17 and 24 use a tabular format to describe the component parameters of the BACnet servige primitives.
Each taljle consists of five columns, containing the name of the service parameter and a column éach for the reguest ("Req"),
indicatign ("Ind"), response ("Rsp"), and confirm ("Cnf") primitives. The "Rsp" and {Enf" columns arg absent for
unconfirmed services. Each row of the table contains one parameter or subparameter. Under the appropriate service primitive
columng, a code is used to specify the type of use of the parameter on the primitive gecified in the vertical cqlumn. These
codes follow the conventions suggested in the 1SO technical report on conventions, | SOZTR 8509, namely:

- parameter is Mandatory for the primitive.

- parameter is a User option and may not be provided.

- parameter is Conditional upon other parameters.

- parameter is a Selection from a collection of two or moere possible parameters. The parameters that make
up this collection are indicated in the table as follows:

nocg

(8) each parameter in the collection is specified'with the code "S";

(b) the name of each parameter in the ealiection is at the same table indentation from the begjnning of the
parameter column in the table; and

(c) either
1. each parametenis at the leftmost (outer) indentation in the table or

2. each parameter is part of the same parameter group. A parameter group is a [collection of
parameters where each member has a common parent parameter. The parent garameter for
any\group member is the first parameter above the member that is not indented ps far as that
member. In the following example, ParameterA and ParameterB form a parametg group:

ParameterX
ParameterA
ParameterB

ParameterY
ParameterC

lnformalhvy—for naramatars-involved—in-—a-calection tha indantation-in-tha canzdca tahblac ol r“f|$ WhICh
O HeH Y Ho—ParaHet eSS Orea—H——a-Ser e OH—tHeTHHaEHe B HEe-SerrEe—tareS—Srgl

parameters are involved in a selection. All parameters at the same level of indentation under a common
"higher level" parameter are part of the same selection.

The code "(=)" following one of the codes M, U, C, or S indicates that the parameter is semantically equivalent to the
parameter in the service primitive to its immediate left in the table. For instance, an "M(=)" code in the indication service
primitive column and "M" in the request service primitive column means that the parameter in the indication primitive is
semantically equivalent to that in the request primitive.
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Some parameters may contain subparameters. Subparameters are indicated by indenting them with respect to the parent
parameter. The presence of subparameters is always dependent on the presence of the parent parameter. In the example
above, ParameterA and ParameterB are subparameters of ParameterX and ParameterC is a subparameter of ParameterY . If

ParameterX is optional and is not supplied in a service primitive, then the subparameters (ParameterA and ParameterB) shall
not be supplied.

Some service parameters are hamed using a "List of ..." convention. Unless otherwise noted, al parameters whose name
beginswith "List of ..." specify alist of zero or more of the item specified after the "List of" keyword phrase.
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THE NETWORK LAYER

The purpose of the BACnet network layer is to provide the means by which messages can be relayed from one BACnet
network to another, regardless of the BACnet data link technology in use on that network. Whereas the data link layer
provides the capability to address messages to a single device or broadcast them to al devices on the loca network, the
network layer allows messages to be directed to a single remote device, broadcast on a remote network, or broadcast globally
to all deviceson al networks. A BACnet Device is uniquely located by a network number and a MAC address.

Devices that interconnect two disparate BACnet LANS, eg., ISO 8802-3 and ARCNET, and provide the relay function
described in this clause are called "BACnet routers.” Devices that interconnect two disparate BACnet networks through a point-

to-point
automati
the autg
implems

Some fu
involves
not requ
devices,

message
limitatio
exceed t
NPDU |

6.1 N

Concept]

applicati
primitiv

N-UNIT]

(PTP) connection (see Clause 10) are aso BACnet routers. BACnet routers build and maintain their r
cally using the network layer protocol messages defined in this clause. Network layer protocol messages f
Lconfiguration of routers and the flow of messages to, and between, routers. BACnet routing capab
nted in stand-alone devices or, dternatively, in devicesthat carry out other building automationand‘Control

hctions assigned to the network layer by the OS| Basic Reference Model are not required indBACnet. One
selecting a communications path between source and destination machines based on a-eptimization algo
red because BACnet internetworks shall be designed and installed with at most a single, active path betv
a congtraint that greatly reduces the complexity of the network layer. Another_common network laye
segmentation and reassembly. To obviate the need for these capabilities at\the network layer, BACn
h on the length of the NPDU in messages passed through a BACnet router: The maximum NPDU len
ne capability of any data link technology encountered along the path from source to destination. A list of t
engths for BACnet data link technologiesis given in Table 6-1.

Table 6-1. Maximum NPDU L engths When Routing Throtigh Different BACnet Data Link Layers

puting tables
acilitate both
ility may be
functions.

such function
ithm. Thisis
een any two
r function is
et imposes a
gth shall not
he maximum

Data Link Technology Maximum NPDU Length
SO 8802-3 ("Ethernet"), as defined in Clause 7 1497 octets
ARCNET, as defined in Clause 8 501 octets
MS/TP, as defined in Clause 9 501 octets
Point-To-Point, as defined in Clause-20 501 octets
LonTalk, as defined in Clause-11 228 octets
BACnet/IP, as defined inAnnex J 1497 octets

etwork Layer Servige-Specification

on layer. The primitives associated with the interaction are the N-UNITDATA request and indig
s provide parameters as follows:

DATA.request (
destination_address,

Lially, the BACnet-jetwork layer provides an unacknowledged connectionless form of data unit transfer gervice to the

ation. These

data,

ASHRAE

network_priority,
data_expecting_reply
)

135-2004

© 1SO 2007 — All rights reserved

47

61


https://standardsiso.com/api/?name=8d59719e96887b64457b33f9071eabed

ISO 16484-5:2007(E)

6. THE NETWORK LAYER

N-UNITDATA.indication (
source address,
destination_address,
data,
network_priority,
data_expecting_reply

)

The 'destination_address' and 'source . addreﬁs parameters provrde the Iogrcal concatenation of 1) an optronal network

number, 2)
network nur
networks. G
BACnet int
parameter i
encoded BA
any possibl
data_expect
being transf

Upon recei
NSDU usin
shall either
router en rol
an N-UNITI

6.2 Netw

6.2.1
Each NPDU

5 the network service data unit (NSDU) passed down from the application layer and is camposed
Cnet APDU. The 'network_priority' is a numeric value used by the network layer in BACnetrouters to ¢
e deviations from a first-in-first-out approach to managing the queue of messages awaiting re
ng_reply parameter indicates whether (TRUE) or not (FALSE) a reply data unitis-expected for the
brred.

t of an N-UNITDATA.request primitive from the application layer, the network layer shall attempt tg
1) send the NSDU to its destination on a directly connected network$.2) send the NSDU to the next

DATA .indication primitive to the appropriate entity in its own application layer to signal the arrival of th
ork Layer PDU Structure

Pr¢tocol Version Number

shall begin with a single octet that indicates the version number of the BACnet protocol, encoded ag

unsigned integer. The present version number of the BACnet, protocol is one (1).

work Layer Protocol Control Informatjon

pctet in an NPDU shall be a control octet that indicates the presence or absence of particular NPCI field
e order of the NPCI fieldsin an encoded NPDU. Use of the bitsin the control octet is as follows.

1 inpdicates that the NSDU conveys.a network layer message. Message Type field is present.

0 indicates that the NSDU contains a BACnet APDU. Message Type field is absent.

berved. Shall be zero:

Kt nation specifier-Where:
DNET,\DLEN, DADR, and Hop Count absent
DNET, DLEN, and Hop Count present
DLEN = 0 denotes broadcast MAC DADR and DADR field is absent
DLEN > 0 specifies length of DADR field

etermine
lay. The
data unit

send an

the procedures described in this clause. Upon receipt of an NSDU from ‘a/peer network entity, a netwagrk entity

BACnet

ite to its destination, and/or 3) if the destination address matches that*of one of its own application entifes, issue

e NSDU.

an 8 bit

s. Figure

6.2.2 N¢g
The second
6-1 showst
Bit 7:
Bit6: Re
Bit5: D¢
03
Bit 4:
Bit 3:
0=
1=
48
62

Reserved. Shall be zero.

Source specifier where:

SNET, SLEN, and SADR absent

SNET, SLEN, and SADR present

SLEN =0 Invalid

SLEN > 0 specifies length of SADR field
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Bit2: The value of this bit corresponds to the data_expecting_reply Version 1 octet
parameter in the N-UNITDATA primitives.
o ] Control 1 octet
1 indicates that a BACnet-Confirmed-Request-PDU, a segment
of a BACnet.-CompI exACK-PDU, or a network layer DNET 2 octets
message expecting areply is present.
0 indicates that other than a BACnet-Confirmed-Request-PDU, DLEN 1 octet
a segment of a BACnef-ComplexACK-PDU, or a network l
layer message expecting areply is present. DADR variabl
Bits 1,0:| Network priority where: SNET 2'octets
B'11' = Life Safety message
B'10' = Critical Equipment message SLEN 1 octet
B'01' = Urgent message
B ‘00" = Normal message SADR variable
In this sandard:
Hop Count 1 octet
DNET [= 2-octet ultimate destination network number.
DLEN |=1-octet length of ultimate destination MAC layer address Message Type 1 octet
(A value of 0 indicates a broadcast on the destination
network.) Vendor ID 2 octets
DADR |= Ultimate destination MAC layer address.
DA = Loca network destination MAC layer address. APDU N octet
SNET |= 2-octet origina source network number. octetp

SLEN (= 1-octet length of origina source MAC layer address.
SADR |= Original source MAC layer address.
SA = Loca network source MAC layer address.

Figure 6-1. NPDU field format. Which
fields are present is determined by the
bits in the control octet.

Figures B-2(a) - 6-2(€) provide examples of NPDUs’containing APDUs for various combinations of addressing ipformation.

Version = X'01 1 octet
Control = X'24' 1 octet
DNET 2 octets
DLEN =M 1 octet
Version = X'01’ 1 octet DADR M octetf
Control = X'04' 1 octet Hop Count 1 octet
APDU N octets APDU N octets
Figure 6-2(a). Example of atypical "Loca" BACnet Figure 6-2(b). Example of atypica "Remote" BACnet
NPDU for which areply is expected. NPDU directed to arouter. Network Priority is
NORMAL and areply is expected.
ASHRAE 135-2004 49
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Version = X'01' 1 octet
Control = X'29' 1 octet
DNET 2 octets
DLEN 1 octet
DADR | Toctet Version=X04—1octet
sUET 2 octets Control = X'0B] 1 octet
SLEN =6 1 octet SNET 2 octets
SADR 6 octets SLEN =6 1 octet
Hop|Count 1 octet SADR 6 octets
APDU N octets APDU N octets
Figure 6-2{c). Example of atypical BACnet NPDU as Figure 6-2(d). Example of atypical "Remote” BACnet
passed betjveen routers. Network Priority is URGENT, NPDU as sent from a Router to its ultimate dgstination
original MAC Addressis 6 octets, and the ultimate on adirectly connected network. Network Prigrity is
Destinatiop MAC Addressis 1 octet. LIFE SAFETY.
Version =X'01' 1 octet
Contrql = X'28' 1 octet
DNET 5 X'FFFF' 2 octets
DLEN=0 1(octet
SNET 2 octets
SLEN 1 octet
SADR 1 actet
SLEN =2 1 octet
Hop Count 1 octet
SrcSubnet 1 octet T
APDU N octets SADR
SrcNode 1 octet *
Figure 6_2(e) Exarnp|e of atyplca| Broadcast message Figure 6-3. EnCOd| ng Of the SLEN and SADR fOI’ NPDUs
of NORMAL Network Priority as broadcast by a Router. destined for LonTalk devices being routed through BACnet.
50 ASHRAE 135-2004
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6.22.1 DNET, SNET, and Vendor ID Encoding

The multi-octet fields, DNET, SNET, and Vendor ID, shall be conveyed with the most significant octet first. Allowable
network number values for DNET shall be from 1 to 65535 and for SNET from 1 to 65534.

6.2.2.2 DADR and SADR Encoding
The DADR and SADR fields are encoded as shown in Table 6-2, Figure 6-3, and Figure 6-4.

Table 6-2. BACnet DADR and SADR encoding rules based upon data link layer technology

BACnet Data Link Layer DLEN SLEN Encoding Rules
I SO [B802-3 ("Ethernet"), as defined 6 6 Encoded as in their MAC layer representations
in Clause 7
ARCNET, asdefined in Clause 8 1 1 Encoded as in their MAC layex: representations
MS/TP, as defined in Clause 9 1 1 Encoded as in their MAC layer representations
LonTak domain wide broadcast 2 2 The encoding for'the SADR is shown in Figure 6-3
LonTak multicast 2 2
LonTalk unicast 2 2 The encoding for the DADR is shown in Figure 6-4
LonTalk, unique Neuron_ID 7 2
DLEN =2 1 octet DLEN=7 1 octet
Octet #1 1 octet T DstSubnet | 1 octet T
DADR DADR
Octet #2 1 octet ¢ Neuron ID 6 octets ¢
DADR for LonTalk Address Formats 0, 1, and 2a DADR for LonTalk Address Format 3,
for Broadeasty Multicast, and Unicast Addressing Unique Neuron_ID Addressing
Address Format Encoding for Octet #1 Encoding for Octet #2
Format O (Broadcast) X'00' DstSubnet (X'01' to X'FE')
Format 1 (Multicast) XFF' DstGroup (X'00' to X'FF')
Format 2a (Unicast) DstSubnet (X'01' to X'FE') DstNode (X'00' to X'7F')
DADR encoding for LonTalk Formats 0, 1, and 2a

Figure 6-4. Encoding of the DLEN and DADR for NPDUs destined for LonTalk devices being
routed through BACnet. The different LonTalk address formats are encoded as shown.
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6.2.3 Hop Count

The Hop Count is a decrementing counter value used to ensure that a message cannot be routed in a circular path indefinitely.
Such acircular path can only occur if the configuration rule that allows only a single path between any two BACnet nodes is
violated. See 4.2.

The Hop Count field shall be present only if the message is destined for a remote network, i.e., if DNET is present. Thisisa
one-octet field that isinitialized to avalue of X' FF' Each router the message passes through shall decrement the Hop Count
by at least ope [ ) 1 valu jter S nd rd the next
router.

624 N

If Bit 7 of the control octet described in 6.2.2 is 1, a message type octet shall be present as shown‘in Figure b-1. The
following message types are indicated:

twork Layer Message Type

X'00": Who-|s-Router-To-Network

X'01": I-Am{Router-To-Network

X'02": 1-Cou|d-Be-Router-To-Network

X'03": Reject-Message-To-Network

X'04': Router-Busy-To-Network

X'05": Router-Available-To-Network

X'06": Initiajze-Routing-Table

X'07": Initialjze-Routing-Table-Ack

X'08": Establlish-Connection-To-Network
X'09": Discopnect-Connection-To-Network
X'0A" to X'7F": Reserved for use by ASHRAE
X'80' to X'FF'": Available for vendor proprietary messages

Figures 6-5 fhrough 6-10 provide examples of NPDUs containing network layer messages.
6.2.5 Vendor Proprietary Network Layer M essages
If Bit 7 of the control octet is 1 and the Message Type field contains a value in the range X'80' — X'FF', then a VVéndor 1D

field shall b present as shown in Figure 6-1. Otherwise, the Vendor ID shall be omitted. The Vendor ID is defined iin Clause
23. The Vengdor ID shall be encoded in two octéts.
Version = X'01' 1 |octet
Versjon = X'01' 1 octet Control = X'80’ 1 |octet
Control = X'80" 1 octet Message Type = X'08' 1 joctet
Messagg ‘Type = X'00' | 1 octet DNET 2 pctets
DNET 2 octets (optional) Termination Time Value 1 octet
Figure 6-5. Example of a Who-1s-Router-To-Network message. Figure 6-6. Example of an Establish-Connection-To-Network
If DNET is omitted, arouter receiving this message shall return message directed to alocal router.
alist of al reachable DNETSs.
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Figure 6-7| Example of a Rgect-Message To-

Network PNET.

Version = X'01'

Cdntrol = X'80’

Message Type = X'04'

List of DNETs

1 octet
1 octet
1 octet

2N octets (optional)

Figure 6-9] Example of a Router-Busy-To-Network for
one or mgre DNETS. If thelist ot DNETSs s not present,
flow contyol is being imposedonal networks normally

reachablqthrough the router.

6.2.6
If there

Networ k< ayer M essages Conveying Data

octet in {he-manner prescribed for each message type.

Figure 6-8. Example of a Router-Available-To-Network
for one or more DNETSs. If the liss@f'DNETSs s not
present, flow control is being eased on al networks
normallv reached throuah the.router.

Veérsion = X'01'

Control = X'80'

Message Type = X'02'

DNET

Performance Index

Figure 6-10. Example of an I-Could-Be-Router-To-

Network Message

Version = X'01' 1 octet
NPCI = X'80' 1 octet Version = X'01' 1 octet
Message Type = X'03' 1 octet Control = X'80' 1 octet
Reﬂection Reason 1 octet Message Type = X'05' 1 octet
DNET 2 octets List of DNETs 2N octets (optional)

1 octet

1 octet

1 octet

2 octets

1 octet

e dafaroctets to be conveyed for the message type specified in 6.2.4, these data octets shall follow the fnessage type

6.3 Messagestor Multiple Recipients

BACnet supports the transmission of messages to multiple recipients through the use of multicast and broadcast addresses.
Multicasting results in a message being processed by a group of recipients. Broadcasting results in a message being processed
by all of the BACnet Devices on the local network, a remote network, or all networks. The use of broadcast or multicast
addressing for network layer protocol messages is described in 6.5. Of the BACnet APDUSs, only the BACnet-Unconfirmed-
Request-PDU may be transmitted using a multicast or broadcast address.

ASHRAE 135-2004
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[ticast M essages

At present only 1SO 8802-3 and LonTalk support multicast addresses. The method by which a BACnet Device is assigned to
a specific multicast group shall be aloca matter.

6.3.2

Broadcast M essages

Three forms of broadcast transmission are provided by BACnet: local, remote, and global. A local broadcast is received by
all stations on the local network. A remote broadcast is received by al stations on a single remote network. A global
broadcast is received by al stations on all networks comprising the BACnet internetwork.

A local broadcast makes use of the broadcast MAC address appropriate to the local network's | AN technalogy, i.e.,
X'FFFFFFFFFFFF for 1SO 8802-3, X'00' for ARCNET, X'FF for MS/'TP, or X'00" in the DstSubnet field of Address Format
OinLonTalk.

A remote br
network. In

A global brd
with the glo
than zero, th
the broadcag

the message
on the origin

If arouter hgs one or more portsthat represent PTP connections as defined inClause 10, global broadcasts shall be g

asfollows. |
10.4.9), ther
currently es
connection.

6.4  Netw

This subcl
provide the

6.41 WH

This messag
Network is U
case of routq

642 I-A

This messag
indicate the
transmitted

643 1-C

This messag

badcast is made on behalf of the source device on a specific distant network by arouter directlyyconnecte
his case, DNET shall specify the network number of the remote network and DLEN shal].beset to zero.

adcast, indicated by a DNET of X'FFFF', is sent to all networks through all routers.\Upon receipt of a
pal broadcast DNET network number, a router shall decrement the Hop Count. A, the Hop Count is sti
en the router shall broadcast the message on all directly connected networks except the network of origd
t MAC address appropriate for each destination network. If the Hop Count is.Zero, then the router shal

In order for the message to be disseminated globally, the originating device shall use a broadcast MAC
ating network so that all attached routers may receive the message and propagate it further.

the PTP connection is currently established, that is, the Connection State Machine isin the Connected
the global broadcast message shall be transmitted through, the PTP connection. If the PTP connecti
[ablished, then no action shall be taken by the routerto transmit the broadcast message through

ork Layer Protocol M essages

asis for router auto-configuration, router table maintenance, and network layer congestion control.

o-ls-Router-To-Network

sed by both routing and non-routing nodes to ascertain the next router to a specific destination network
s, as an aid in building an Up-to-date routing table. See Figure 6-5.

Im-Router -To-Network

e is indicated by~-a-Message Type of X'01' followed by one or more 2-octet network numbers. It is
network numbers‘of the networks accessible through the router generating the message. It shall a
vith a broadcast'MAC address.

ould-Be-Router-To-Network

e is'used to respond to a Who-Is-Router-To-Network message containing a specific 2-octet network

when the re

bd to that

message
| greater
in, using

| discard

address

rocessed
State (see
bN is not
the PTP

se describes the format and purpose of thesten BACnet network layer protocol messages. These messages

e isindicated by a Message Type.of X'00' optionally followed by a 2-octet network number. Who-Is-Rguter-To-

br, in the

used to
ways be

number

sponding half-router has the capability of establishing a PTP connection that can be used to reach th

b desired

network but

this PTP connection is not currently established.

This message is indicated by a Message Type of X'02'. The complete format of the NPDU is shown in Figure 6-10. The 2-
octet network number indicates the DNET that could be reached by this half-router. The 1-octet "Performance Index" is a
locally determined number that gives an indication of the quality and performance of this proposed connection. A low value
in this field indicates a high performance index. Typically, the Performance Index would be established at installation time

and set relative to the performance of other PTP half-routersin the system.
6.44 Reject-Message-To-Network

This message isindicated by a Message Type of X'03' followed by an octet indicating the reason for the rejection and a 2-
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octet network number (see Figure 6 -7). It is directed to the node that originated the message being rejected, as indicated by
the source address information in that message. The rejection reason octet shall contain an unsigned integer with one of the

following values:

0: Other error.

1: The router is not directly connected to DNET and cannot find a router to DNET on any directly connected network using

Who-Is-Router-To-Network messages.
2: Therauter i
3: It isah unknown network layer message type.

4: The npessage is too long to be routed to this DNET.
6.4.5 |Router-Busy-To-Network

This message is indicated by a Message Type of X'04' optionally followed by a list of 2-0Ctet network numpers. It shall
always bpe transmitted with a broadcast MAC address appropriate to the network on whieh it is broadcast. Roujer-Busy-To-

Networl is used by arouter to curtail the receipt of messages for specific DNETs or alkDNETSs. See Figure 6-9.

6.4.6 |Router-Available-To-Network

This message is indicated by a Message Type of X'05' optionally followed-by a list of 2-octet network numpers. It shall
always e transmitted with a broadcast MAC address. Router-AvailablesTo-Network is used by a router to gnable or re-
enable the receipt of messages for a specific list of DNETs or all DNETs»See Figure 6-8.

6.4.7 [Initialize-Routing-Table

This megsage is indicated by a Message Type of X'06'. It is used
to initiajze the routing table of arouter or to query the cantents
of the cyrrent routing table.

The forat of the data portion of the InitializeReuting-Table
messagdis shown in Figure 6-11.

The Nuimber of Ports field of this NPRUNindicates how many
port mgppings are being provided_in this NPDU. This field
permits [routing tables to be incrementally updated as the
network|changes. Valid entriesin this field are 0-255. Following
thisfield are sets of dataindicating the DNET directly connected
to this pprt or accessible through a dial-up PTP connection, Port
ID, Port|Info Length, andyin the case Port Info Length is non-

Table-Ark message without updating its routing table. If the Port
ID field has a value of zero, then al table entries for the

Number of Ports

Connected DNET

Port ID

Port Info Length

Port Info

Connected DNET

Port ID

1|octet

2 pctets

-_—

octet

-_—

octet

J pctets

2 pctets

-_—

octet

specified DNET shall be purged from the table. If the Port 1D
field has a non-zero vaue, then the routing information for this
DNET shal either replace any previous entry for this DNET in
the routing table or, if no such entry exists, be appended to the
routing table.

The Port Info Length is an unsigned integer indicating the
length of the Port Info field.

ASHRAE 135-2004
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Port Info Length

Port Info

1 octet

K octets

Figure 6-11. Format of the data portion of an

Initialize-Routing-Table or Initiaize-
Routing-Table-Ack.
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The Port Info field, if present, shall contain an octet string. A typical use would be to convey modem control and dia
information for accessing a remote network viaa dial-up PTP connection.

The Initialize-Routing-Table message shall be transmitted with the DER = TRUE.

6.4.8 Initialize-Routing-Table-Ack

This message is indicated by a Message Type of X'07'. It is used to indicate that the routing table of a router has been
changed or the table has been queried through the receipt of an Initialize-Routing-Table message with the Number of Ports
field set equal to zero. The data portion of this message, returned only in response to a routing table query, conveys the
routing table information, and it has the same format as the data portion of an Initialize-Routing-Table message. See 6.4.7
and Figure 6-11.

6.4.9 Esfablish-Connection-To-Network
This massade is used to instruct a half-router to establish a new PTP connection that creates a path to the ifadicated ngtwork.

This message is indicated by a Message Type of X'08'. The complete format of the NPDU is showr’in Figure 6-6. The 2-
octet network number indicates the DNET that should be connected to by this half-router. The@-octet "Terminat|on Time
Value" specffiesthetime, in seconds, that the connection shall remain established in the absence of NPDUs being sent on this
connection. A value of 0 indicates that the connection should be considered to be permanent.-See 6.7.1.4.

6.4.10 Digconnect-Connection-T o-Networ k

This message is indicated by a Message Type of X'09' followed by a 2-octet network number. This message i$ used to
instruct a rputer to disconnect an established PTP connection. The discopnection process shall follow the priocedures
described in|Clause 10.

6.5 Network Layer Procedures

This subclalise describes the network layer procedures to be followed\by BACnet router and non-router nodes for Both local
and remote flata transfer. "Loca" means that the source and destination devices are on the same BACnet network. '|[Remote"
means that {he source and destination devices are on different‘BACnet networks. The source and destination networks are
interconnectied by zero or more intervening networks joined by BACnet routers to form a BACnet internetwork. S¢e Figure
4-3.

6.5.1 Nejwork Layer Proceduresfor the Transmission of Local Traffic

Upon receipt of an N-UNITDATA.request primitive, the network entity (NE) shall inspect the DNET portign of the
‘destination |address' parameter. The absenee'\of DNET indicates that the destination device resides on the same BACnet
network as the device issuing this transmission request. The value of the ‘network_priority' parameter shall be included in the
NPCI contrgl octet although its use by recéiving non-router entities is unspecified. The NE shall prepare a control NPCI octet
indicating the absence of DNET, DADR, HOP COUNT, SNET, and SADR, concatenate it with the 'data pgarameter
conveyed in the N-UNITDATATequest primitive, and issue a DL-UNITDATA data link request primitjve. The
concatenatign of the NPCI and.the NSDU (the 'data’ parameter from the N-UNITDATA .request), the NPDU, is passed as the
'data parameter of the datadink/primitive.

6.5.2 Nejwork Layer,'Proceduresfor the Receipt of Local Traffic

Upon receigt of an"NPDU from the data link layer (conveyed by the 'data parameter of the DL-UNITDATA data link
indication primitive) whose first octet indicates BACnet version one, the destination NE shall interpret the second odtet of the
NPDU as cpntrol NPCI. If bit 7 of the control NPCI indicates that the message contains an APDU, then the progedure in
6.5.2.1 isfollowed. Otherwise, a network layer message is being conveyed and the procedure in 6.5.2.2 applies.

6.5.21 Receipt of Local APDUs

If the control NPCI octet indicates the absence of a DNET field or a DNET field is present and contains the global broadcast
address X'FFFF', the NE shall attempt to locate a BACnet application entity. If a BACnet application entity is found, the NE
shall issue an N-UNITDATA.indication primitive with the portion of the data link data following the NPCI as the 'data
parameter. If the application entity is not found and the NE resides in a non-routing node, the data link data shall be
discarded. If the DNET is present and not equal to the global broadcast address X'FFFF' and the NE resides in a non-routing
node, the data link data shall likewise be discarded and no further action taken. If the DNET is present and the NE resides in
aBACnet router, the NE shall take the actions specified in 6.5.4.
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6.5.2.2 Receipt of Local Network Layer M essages

If the control NPCI octet indicates the absence of a DNET field or a DNET field is present and contains the global broadcast
address X'FFFF', the NE shall attempt to interpret the network layer message. If the DNET field is present and the NE resides
in arouting node and the network layer message can be interpreted, then the NE shall take the actions specified in 6.5.4. If
the message cannot be interpreted, a Reject-Message-To-Network shall be returned to the device that sent the message.

If the DNET is present and not equal to the global broadcast address X'FFFF' and the NE resides in a non-routing node, the
data link data shall be discarded and no further action taken. If the DNET is present and the NE resides in a BACnet router,
the NE shall take the actions specified in 6.5.4.

6.5.3

Upon re
paramet
devicei
be direc]
indicatirn

Network Layer Proceduresfor the Transmission of Remote Traffic

ceipt of an N-UNITDATA.request primitive, the NE shall inspect the DNET portion of the 'destingfion_address
br. The presence of a DNET signifies that the destination device resides on a different BACnhet network than the
isuing this transmission. A DNET value of X'FFFF' signifies a global broadcast and indicates.that the message isto
ed to all local routers via a broadcast message on the local network. The NE shall prepare an NPCI [control octet
g the presence of DNET, DADR, and Hop Count but the absence of SNET and SADR,The NE shall gso fill in the
network| priority field using the supplied parameter. The resulting control, priority, and address information ghall then be
concatenated with the 'data’ parameter conveyed in the N-UNITDATA.request primitiveyand issued as a DL{UNITDATA
data link request primitive. The concatenation of the NPCI and the 'data parametef-from the N-UNITDATA|.request (the
NSDU),|the NPDU, is passed as the 'data parameter of the data link primitive. The DA portion of the 'destination_address
parametér passed to the data link layer shall be the MAC address of the BACnet router corresponding to the DNET parameter
or the appropriate broadcast DA if the address of the router is initially unknown. The broadcast DA is also to e used if the
DNET dlobal broadcast network number is present.

Note tha
establig

four methods exist for establishing the address of a BACnet router for a particular DNET: 1) the ad
ed manually at the time a device is configured, 2) the address may be learned by issuing a Who-Is reque
the SA @ssociated with the subsequent I-Am message (assuming-the device specified in the Who-Is is located
DNET gnd the I-Am message was handled by arouter on thefocal network), 3) by using the network layer mesgage Who-Is-
Router-To-Network, and 4) by using the local broadcast MAC address in the initial transmission to a device|on a remote
DNET gnd noting the SA associated with any subsequent responses from the remote device. Which method is uged shall be a
local matter.

6.5.4 |Network Layer Proceduresfor the Receipt of Remote Traffic

Upon receipt of an NPDU from the data link layer (conveyed by the 'data’ parameter of the DL-UNITDAT]
primitive) whose first octet indicates BAEnet version one, the NE shall interpret the second octet of the NPD|

ress may be
st and noting
on aremote

A indication
U as control

NPCI. If the NPCI control octet indicates the presence of a DNET field whose vaue is not X'FFFF' and the NE

BACnet|device that is not a router, the message shall be discarded. If the NPCI control octet indicates the
DNET fjeld and the NE resides:in a BACnet router, it shall place the NPDU in its message queue (or queue
gueues gre maintained for each'BNET), arranged in order by priority. Within each priority, the messages shall b
first-in-fjyrst-out order. If she-NPCI control octet indicates that the NPDU contains a network layer message, the
addition| inspect the Message Type field. If this field indicates the presence of a Reject-Message-To-Network

residesin a
resence of a
5, if separate
b arranged in
NE shall, in
message, the

NE shal| carry out-the processing specified in 6.6.3.5. If the SNET and SADR fields are present, the message has arrived

hected to the
ledge of the

station know

Three possibilities exist: either the router is directly connected to the network referred to by DNET, the message must be
relayed to another router for further transmission, or aglobal broadcast is required. In the first case, DNET, DADR, and Hop
Count shall be removed from the NPCI and the message shall be sent directly to the destination device with DA set equal to
DADR. The control octet shall be adjusted accordingly to indicate only the presence of SNET and SADR. In the second case,
the Hop Count shall be decremented. If the Hop Count is till greater than zero, the message shall be sent to the next router
on the path to the destination network. If the next router is unknown, an attempt shall be made to identify it using a Who-Is-
Router-To-Network message. If the Hop Count is zero, then the message shall be discarded. If the DNET global broadcast
network number is present and the Hop Count is greater than zero, the router shall broadcast the message on each network to
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which the router is directly connected, except the network of origin, using the broadcast address appropriate to each data link.
If the DNET global broadcast network number is present and the Hop Count is zero, then the message shall be discarded.

6.6 BACnhet Routers

BAChnet routers are devices that interconnect two or more BACnet networks to form a BACnet internetwork. A router may,
or may not, provide BACnet application layer functionality. BACnet routers make use of BACnet network layer protocol

messages to maintain their routing tables. Routers perform the routing tasks described in 6.5. See Figure 6-12 for a flow chart
of router operation.

58 ASHRAE 135-2004

72 © 1SO 2007 — Al rights reserved


https://standardsiso.com/api/?name=8d59719e96887b64457b33f9071eabed

ISO 16484-5:2007(E)

6. THE NETWORK LAYER

Is message for
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Is message a
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protocol message?

Is global broadcast
< 9

Yes
DNET present?

Process network
layer message

Did message come
from a diregtly
connected nétwork?,

Add SNET and
SADR to NPCI

Yes Does message No
need to be >—>
relayed?

Yes

Is message
destined for a directly
connected network?

Is identity of router
for DNET on directly
connected net
known?

Remove DNET and DADR(from
NPCI, if present, and~send
hessage to destination-node or, if
global broadcast DNET\is present,

< roadcast on all.networks except
etwork of origin.

Send messagg to
next route

Did attempt
to locate router for

DNET succeed?/>

Attempt to locate
router for DNET

No

Return |
Reject-Message-To-Network

Figure 6-12. BACnet message routing.
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6.6.1 Routing Tables

By definition, arouter is a device that is connected to at least two BACnet networks. Each attachment is through a "port." A
"routing table" consists of the following information for each port:

(8 the MAC address of the port's connection to its network;
(b) the 2-octet network number of the directly connected network;

(¢) alist of network numbers reachable through the port along with the MAC address of the next router on the path to each
network number and the reachability status of each such network.

The "reachapility status' is an implementation-dependent value that indicates whether the associated network i$ able to
receive traff|c. The reachability status shall be able to distinguish, a a minimum, between "permanent"“¢féltres of| a route,
such as migfpt result from the failure of arouter, and "temporary" unreachability due to the imposition of .a congestiop control
restriction.

6.6.2  Start-up Procedures

Upon start-Uip, each router shall broadcast out each port an I-Am-Router-To-Network-message containing the|network
numbers of pach accessible network except the networks reachable via the network on Wwhich the broadcast is being made.
This enableq routers to build or update their routing table entries for each of the networkynumbers contained in the m(ﬂ&age.

6.6.3 Rol
This subcl describes the operation of BACnet routers.
6.6.3.1 BACnet NPDUs - General

If a BACnet{ NPDU is received with NPCI indicating that the message'should be relayed by virtue of the presence ¢f a non-
broadcast DNET, the router shall search its routing table for the ifdicated network number. Normal routing proceglures are
described in| 6.5. If, however, the network number cannot be faund in the routing table or through the use of the|Who-Is-
Router-To-Network message, the router shall generate a Reject-Message-To-Network message and send it to the mode that
originated the BACnet NPDU. If the NPCI indicates either-a remote or globa broadcast, the message shall be progessed as
described in|6.3.2.

ter Operation

ho-1s-Router-To-Networ k

may be generated by a non-routing BACnet node or by a BACnet router. If the message is broadcagt with a
specific netork number, one I-Am-Routef-To-Network message should be returned at most, originating at the router on the

responding fouter shal reply with(an 1-Am-Router-To-Network message containing all networks reachable through it,
including thpse that may be temporarily unreachable due to the imposition of a congestion control restriction and gxcluding
the networks reachable throughi-the port from which the Who-Is-Router-To-Network message was received. Who-I1$-Router-
To-Network|will generally bebroadcast but may be directed to a specific router to learn the contents of its router tabje. In the
event a routgr receives mulfiple I-Am-Router-To-Network messages pertaining to the same network, the router shal| assume
that each nefv I-Am-Router-To-Network message represents a modification in the system configuration and shall Update its
routing infomation=Sfthe router has an established PTP connection (see Clause 10) that conflicts with this new infgrmation,
the PTP conhection’shall be terminated using the disconnect procedures defined in Clause 10. Thus the last messagefreceived
shall take precedence over all previous messages.

When a router receives a Who-Is-Router-To-Network message specifying a particular network number, it shall search its
routing table for the network number contained in the message. If the specified network number is found in its table and the
port through which it is reachable is not the port from which the Who-Is-Router-To-Network message was received, the
router shall construct an I-Am-Router-To-Network message containing the specified network number and send it to the node
that generated the request using a broadcast MAC address, thus allowing other nodes on this network to take advantage of the
routing information.

If the network number is not found in the routing table, the router shall attempt to discover the next router on the path to the

indicated destination network by generating a Who-Is-Router-To-Network message containing the specified destination
network number and broadcasting it out al its ports other than the one from which the Who-Is-Router-To-Network message
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arrived. Two cases are possible. In case one the received Who-Is-Router-To-Network message was from the originating
device. For this case, the router shall add SNET and SADR fields before broadcasting the subsequent Who-Is-Router-To-
Network. This permits an |-Could-Be-Router-To-Network message to be directed to the originating device. The second case
is that the received Who-1s-Router-To-Network message came from another router and it already contains SNET and SADR
fields. For this case, the SNET and SADR shall be retained in the newly generated Who-Is-Router-To-Network message.

If the Who-Is-Router-To-Network message does not specify a particular destination network number, the router shall
construct an I-Am-Router-To-Network message containing a list of al the networksit is able to reach through other than the
port from which the WholsrRouter To-Network message was received and transmit |t in the same manner as described
above. ' . temporarily
unreachgble due to the |mposmon of cong&snon control I’eStI’ICtIOI’]S. Networks that may be reachable through a PTP
connectipn shall be listed only if the connection is currently established.

6.6.3.3 | I-Am-Router-To-Network

At routgr start-up, each router shall broadcast locally an I-Am-Router-To-Network message ,on>each directly connected
network|as specified in 6.6.2. Each such message shall list each accessible network number except-the number of the network
on which the broadcast is being made. This broadcast allows other routers to update their, ¥outing tables whenever a new
router jdins the internetwork. In addition, an I-Am-Router-To-Network message shall bebroadcast locally upon fhe receipt of
a Who-Is-Router-To-Network message containing a network number matching a netwerk number contained in the router's
routing table, provided that the port through which it is reachable is not the port fram'which the Who-Is-Router; To-Network
messagg was received.

connected PTP connection, transmitting the I-Am-Router-To-Network miessage shall start or restart a connection termination
delay tirher. The PTP connection shall not be terminated before thisidelay timer expires. The connection termination delay
timer shéll be configurable with a default value of sixty seconds.

If one dr more of the reachable networks listed in the I-Am-Router-To-Network message is reached throu¥h a directly

Upon receipt of an I-Am-Router-To-Network message, the rovter shall search its routing table for entries corresponding to
each network number contained in the message. If no entry<i's found for a particular network number, a new entry shall be
created. [If an entry is found but the MAC address or port of the next router on the path to the indicated network| differs from
that founpd in the table, the MAC address in the table shall be replaced with that of the router originating the I-Am-Router-To-
Networl message. This ensuresthat all routers will-have the most current information in their tables. Whether the router table
was updated or not, the router shall then generate an |-Am-Router-To-Network message for all the netwprk numbers
contained in the received |-Am-Router-To-Network message and broadcast the new message, using the local brgadcast MAC
address, [out all ports other than the one from which the previous message was received.

6.6.3.4 | |-Could-Be-Router-To-Network

This megsage is generated by ahaf-router in response to a Who-Is-Router-To-Network message containing a specific 2-octet
network| number when the respending half-router has the capability of establishing a PTP connection that can be used to
reach the desired network-butthis PTP connection is not currently established. In the event that a Who-1s-Router{ To-Network
messagd is received inwhich the 2-octet network number field is absent, such as is used to determine lists|of networks
reachablle through active routers, the I-Could-Be-Router-To-Network message shall not be returned. The I-Coul ¢l-Be-Router-
To-Network message shall be directed to the device that originated the Who-Is-Router-To-Network message. The procedures
to be usgd to establish a PTP connection are described in 6.7 and Clause 10.

6635 Racect M occaoa. T o Natvaarel
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Reject-Message-To-Network is generated by a router when it recelves a message that it is unable to rday to the DNET
specified in the NPCI or if it receives an unknown network layer message directed specifically to that router. The reasons for
rejecting the message are set forth in 6.4.4.

When a router receives a Reject-Message-To-Network message with a rejection reason octet containing a value of lor 2, it
shall search its routing table for the network number specified in the Reject-Message-To-Network message. If the network
number is found, the status information for this network number shall be updated to indicate that the network is permanently
unreachable if the reject reason was 1 or unreachable due to flow control if the reject reason was 2. In addition, regardless of
the contents of the rejection reason octet, the router shall relay the message in the norma manner to the originating node

ASHRAE 135-2004 61

© 1SO 2007 — Al rights reserved 75


https://standardsiso.com/api/?name=8d59719e96887b64457b33f9071eabed

ISO 16484-5:2007(E)

6. THE NETWORK LAYER

specified in the NPCI using the procedures of 6.5. A rejection reason of 1 is to be considered a serious error condition and
should be reported to alocal or remote network management entity. The nature of this reporting procedureisalocal matter.

6.6.3.6  Router-Busy-To-Network
If a router wishes to curtail the receipt of messages for specific DNETSs or al DNETS, it shall generate a Router-Busy-To-
Network message.

If arouter temporarily wishes to receive no more traffic for one or more specific DNETS, it shall broadcast a Router-Busy-
To-Network message with a list of the 2-octet network numbers corresponding to these DNETSs. If the 2-octet network
numbers argomitted; TtTmeans theTouter wishes tostop the ftow of Tessages toat theetworks it Tormatty Serves:

Each router [receiving a Router-Busy-To-Network message shall update its routing table to indicate that the specifiel DNETSs
are not reachable, set or reset a 30-second timer for this status, and broadcast a Router-Busy-To-Network - messagg out each
port other than the one on which it was received so that all routers may learn of the congestion control, restriction. Normally,
a Router-Blsy-To-Network message should be followed in a short time by a Router-Available;To-Network| message
indicating tiat the congestion control restriction has been lifted. In the event that this does not happen within a timegut period
of 30 secongis or if anode that has recently joined the network did not receive a previous Router-Busy-To-Network jmessage,
it may att¥pt a transmission to the "busy" router. If the router is able to accept the message, it shall do so gnd, at its

discretion, ggain broadcast a Router-Busy-To-Network message for the benefit of this nede’and any others that may| not have
received th¢ previous transmission. If the router is unable to accept the message, it shall immediately return p Reject-
Message-T@-Network to the sender. It may then also broadcast another Router-Busy=To-Network message for the reasons
cited above,

6.6.3.7 Router-Available-To-Network

When aroufer wishes to re-enable the receipt of messages for a specific listof DNETS, or all DNETS, previously cuftailed by
a Router-Busy-To-Network message, it shall broadcast a Router-Avaitable-To-Network message. |f the message is proadcast
with alist of 2-octet network numbers, it means that the router is now able to receive traffic for these specific DNHTSs. If the
2-octet network numbers are omitted, the router wishes to re-engble the flow of messagesto al the networks it serves.

Each router| receiving a Router-Available-To-Network méssage shall update its routing table to indicate that the[specified
DNETSs are how reachable and broadcast a Router-Available-To-Network message out each port other than the onefon which
it arrived sgthat al routers may learn of the lifting of the congestion control restriction.

6.6.3.8 Ihitialize-Routing-Table

The Initialize-Routing-Table message is genérated by any node that has been programmed to provide the initial roufing table
information|to one or more BACnet routers-or wishes to query the contents of the current routing tables. The establighment of
the contentd of the routing table and the Circumstances under which Initialize-Routing-Table messages are generated are local
matters. In gddition, an Initialize-Rauting-Table message with Number of Ports set equal to zero shall cause the rgsponding
device to refurn its complete routing table in an Initialize-Routing-Table-Ack message without updating its routing table.

When arouter receives this'message containing arouting table, indicated by a non-zero value in the Number of Porfsfield, it
shall update its currentgort-to-network-number mappings for each network specified in the NPDU with the injormation
contained in the NRDW and return an Initialize-Routing-Table-Ack message without any routing table data to the source.
When a router receives this message in the form of a routing table query, indicated by a zero value in the Numbef of Ports
field, it shall return an Initialize-Routing-Table-Ack message to the source containing a complete copy of its routing table as
described in6.6:3.9

6.6.3.9 Initialize-Routing-Table-Ack

This message is sent by a router after the reception and servicing of an Initialize-Router-Table message. If the router is
acknowledging a table update message, signified by anon-zero value in the Number of Portsfield, it shall return an Initialize-
Routing-Table-Ack without data. If the router is acknowledging a table query message, indicated by a zero value in the
Number of Ports field, it shall return a complete copy of its routing table. If a complete copy of the table cannot be returned
in a single acknowledgment, the router shall send multiple acknowledgments, each containing a portion of the routing table
until the entire table has been sent.
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Establish-Connection-T o-Networ k

Upon receipt of an Establish-Connection-To-Network message, a half-router shall attempt to establish a PTP connection
using the procedures described in 6.7 and Clause 10.

6.6.3.11

Disconnect-Connection-T o-Networ k

Upon receipt of a Disconnect-Connection-To-Network message, a half-router shall terminate an established PTP connection
using the procedures described in 6.7 and Clause 10.

6.6.4

Router Congestion Control

Routers
Normall
problem
control

congesti

as the pgrcentage of buffer space currently occupied and, possibly, the rate at which new messages have been al

router.

6.7 H

In BACnet networks that are interconnected across PTP connections (as defined in:€lause 10), the procedures f

establish

may wish to temporarily suspend the receipt of messages destined for a specific network or, possibly

y, this would be the result of impending buffer overflow in the router itself but could also occur, becaug
with a downstream router on the path to a particular network. The messages used to impose and.remoy
estrictions are Router-Busy-To-Network and Router-Available-To-Network. The agorithm’for detg
pbn control should be imposed or removed is not specified in this standard but would mostikely involve

oint-To-Point Half-Routers

ment and synchronization are different from those for normal routers,, This is due to two unique char

this typ
telepho

connectipns that must be controlled by BACnet. Secondly, PTP connections are always established between twg

that tog
establish
by the p

To contfol the link establishment, link termination, and route-learning functions of a PTP half-router, BACngf
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of connection. Firgt, since a PTP connection may be established 0yer a wide area network, such &s the public

network, it is sometimes advantageous to limit the duration of these connections. This causes temporal

her form a single router. A diagram of this router architecture is shown in Figure 6-13. When a ¢
ed, both half-routers also need to update their routing tablesto reflect any new or updated routing inforn
brtner half-router.

vork layer messages. The I-Could-Be-RoutersTo-Network message announces that a half-router has the
to a reguested network but does not have.an active connection. The Establish-Connection-To-Netw
that a connection be established. The-Disconnect-Connection-To-Network message requests th
on be disconnected. Routing table initidization may be performed using the Initialize-Routing-Table &
TableeACK messages. Thereafter, the half-router maintains its table using the same procedures as
poardless of whether any active FTP connections exist.
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Figure 6-13. Upon a PTP connection, two half-routers combine to become a router.
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6.7.1

As specified in 6.5.3, one of the methods of establishing the address of a BACnet router for a particular DNET is by having
the initiating Network Entity (NE) send a Who-Is-Router-To-Network message for the DNET. A router that has an active
connection to the DNET, either directly connected or over an established PTP connection, shall respond with an I-Am-
Router-To-Network message. A half-router that does not have an active connection but could initiate a PTP connection to the
requested DNET shall respond with an I-Could-Be-Router-To-Network message.

6.7.1.1 Initiating Network Entity (NE) Procedure

To determine a new route, the NE shall issue athHsrRouter T&Network message for the unknown DN ET. After a IocaIIy
specified ti
the most sui
To-Network|
selection of
router and
message is
Router-To-
Network to

6.7.1.2

Upon receip
the connecti
answering h
procedures i
answering h

Proceduresfor Establishing a New PTP Connection Between Two Half-Routers

his half-
Network
an [-Am-
ttion-To-

a suitable half—router, the initiating NE shall send an Establish-Connection-To-Network message to
vait to receive an |-Am-Router-To-Network message for this DNET. When the I-Am-Reuter-To-
eived, the initiating NE may send NPDUSs for this DNET. If, after a locally specified-time period,
@work message is hot received by the initiating NE, the initiating NE shall send a Bisconnect-Connex
he selected half-router and may try this procedure again to find another half-router.

nitiating Half-Router Procedure

of an Establish-Connection-To-Network message, a half-router shall try to‘establish the requested conngction. If
pn is established, the initiating half-router shall forward the Establish-Connection-To-Network messagje to the
alf-router, synchronize its routing table with the routing table of ¢he*answering half-router partner yising the
n 6.7.3, broadcast an I-Am-Router-To-Network message containing all of the DNETs accessible thrpugh the
bl f-router to all directly connected networks, and start an activity timer (T ove)-

When the ¢
accessible filom the answering half-router have a "reachability status' that is "reachable"
operations.

DNETs
r normal

pnnection is established, the initiating half-router shall~adjust its routing table to indicate that any
and continue with othe

DNETs
hue with
nore the

If the conngction cannot be established, the initiating haf-router shall adjust its routing table to indicate that any
accessible flom the answering half-router have a "reachability status' that is "temporarily unreachable” and conti
other normg operations. If a Disconnect-ConnectionsTo-Network message is received, the haf-router shall ig

message.

If the connettion is in the process of being-established and a Disconnect-Connection-To-Network message is recgved, the

half-router shall immediately end the conneetion establishment procedure.

a DNET
ed by a

If the conneftion isin the process-of-being established and a Who-Is-Router-To-Network message is received for
accessible through the PTP connection, the half-router shall respond with an I-Am-Router-To-Network, follow

Router-Busy
rejected wit
Available-T

-To-Network meSsage. If a message is received for the DNET before the connection is established, it
N a rejection feason = 2. When the connection is established, the initiating half-router shall issue 4
b-Networkmmessage. If the connection cannot be established, the half-router shall issue a Router-Avai

shall be
Router-
able-To-

Network me
messageist

ssage butreject, with a rejection reason = 1, any message received for the DNET. The reason for reje
b expedite error handling.

cting the

If the connettian isin the pracess of heing edtahlished and a 1-Am-Raiter-Ta-Network message is received for the DNET to
which the initiating half-router is attempting a connection, the connection establishment shall be immediately terminated.

If the connection is in the process of being established and an Establish-Connection-To-Network message to the same DNET
is recelved, the Termination Time Vaue shal be evauated. If the new Termination Time Vaue is greater than the
Termination Time Vaue of the origina Establish-Connection-To-Network message, the new Termination Time Value shall
be used by the Activity Timer. The connection process shall then proceed normally.

6.7.1.3

Upon connection establishment from a PTP half-router, the answering half-router shall set an activity timer (T xve) based
upon areceived Establish-Connection-To-Network message from the initiating half-router, synchronize its routing table with

Answering Half-Router Procedure
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the routing table of the initiating half-router partner using the proceduresin 6.7.3, and broadcast an I-Am-Router-To-Network
message containing all of the DNETSs accessible through the initiating half-router to all directly connected networks. If the
connection is terminated, the answering half-router's routing table shall be adjusted to indicate that any DNET accessible
from the initiating half-router has a "reachability status' that is "temporarily unreachable," if the answering half-router is able
to re-establish the connection or "permanently unreachable" if the answering half-router is unable to re-establish the
connection. If the connection is established, the answering half-router's routing table shall be adjusted to indicate that any
DNET accessible from the initiating half-router has a "reachability status' that is "reachable.”

6.7.1.4  Activity Timer (T active)

The activity timer (T.4.e) iS the time that a half-router shall wait for the absence of any messages being routed over its PTP
connectippn before it attempts to automatically disconnect the connection. This timer shall be set to the Termination Time
Value figld from the Establish-Connection-To-Network message. If the Termination Time Value is set to'zero} the activity

time shgl be considered infinite.

6.7.1.4.1 Initiating Half-Router Procedure

Upon regeipt of an Establish-Connection-To-Network message, an initiating half-router shall set the activity timer (T aive) tO
the Ternpination Time Value field from the Establish-Connection-To-Network message. If theJermination Time Value is set
to zero, the activity time shall be considered infinite.

6.7.1.4. Answering Half-Router Procedure

Upon repeipt of an Establish-Connection-To-Network message from the initiatingha f-router, the answering half-router shall
set the aftivity timer (Tagve) to the Termination Time Value field from the Estélalish-Connection-To-Network message. If the

Procedures for Disconnecting a PTP Connection in a Half-Reuter

three bases for disconnecting a PTP connection established by a half-router. The first is by a Network Entity (NE)
e connection
inactive for an abnormal period of time. The thirdibasis for disconnecting a connection is to compensate for a

ion error. The specification of this procedure is given in 6.7.4.

Active Disconnection of a PTP Connection

Timed-Disconnection of a PTP Connection

nnection-To-
cted."”

bnnection as
Cate that any
reachable” if
b re-establish

ivity. timer (T ive) €Xpires, a half-router shall disconnect the PTP connection as specified in Clause

0. When the

connection’i's terminated, the half-router shall adjust its routing table to indicate that any DNETs accessible from the
previously connected half-router have a "reachability status' that is "temporarily unreachable" if the half-router is able to re-
establish the connection, or "permanently unreachable" if the haf-router is unable to re-establish the connection.

6.7.2.3 Restarting of the Activity Timer (T active)

The Activity Timer (Taive) in each half-router shall be restarted to its origina value contained in the initiating Establish-
Connection-To-Network whenever an NPDU istransferred over the PTP link.

6.7.3

Upon the establishment of a PTP connection between two half-routers, the routing tables of the half-routers shall be
synchronized. Thisis accomplished using the I-Am-Router-To-Network message.

Proceduresfor Synchronizing Half-Router Routing Tables

ASHRAE 135-2004 65

© 1SO 2007 — Al rights reserved 79


https://standardsiso.com/api/?name=8d59719e96887b64457b33f9071eabed

ISO 16484-5:2007(E)

6. THE NETWORK LAYER

Upon connection establishment, the two half-routers shall exchange I-Am-Router-To-Network messages. Each message shall
contain al of the reachable (before the connection was established) DNETSs connected through this router. In the event that a
duplicate network connection is discovered by the procedure specified in 6.7.4.2, synchronization of routing tables shall fail,
causing the routing table entry for any DNET accessible from the peer half-router to have a reachability status of
"temporarily unreachable."

6.7.4  Error Recovery Procedures

6.7.4.1 Recovering from Routing Requests to Unconnected Networks

Since PTP ¢
DNET conn
which the m
reject this m
shall recove
described in

6.74.1.1

Upon receip
determine if
which the m
reason=1 4

6.74.1.2

bnnections may be temporary in nature, there is a possibility that a half-router may receive a messageto
pction that has been disconnected. If another route is not in place through a different port than the

ind for a
bne from

essage was received, this is considered an error. To recover from this situation, the receiving half-roliter shall

essage with a Reject-Message-To-Network message using rejection reason = 1. The initiating: Netwo
I from this error by initiating the procedure for establishing a new PTP connection throdgh a half-
6.7.1.

Disconnected Half-Router Procedure

rk Entity
outer as

b of a message that is requested to be routed across a PTP connection that isdiseonnected, the half-roliter shall

another route isin place. If no other route isin place or if the next hop of thisTouteisidentical to the p
essage was received, the half-router shall issue a Reject-Message-To-Network for this message with a
nd discard the message. If another acceptable route isin place, the mesSage shall be forwarded on this ro

I nitiating Network Entity (NE) Procedure

If the initi
waiting for
generation
establish th
of a valid
established.
shall attem
half-router

6.7.4.2

ng NE receives a Reject-Message-To-Network, it shall attempt to determine a new route to the DN
random back-off period. The random back-off period, in seeonds, is determined by the initiating NE thr
arandom number of either 0 or 1 and then multiplying:.this number by 40. The initiating NE shall not
network connection until the back-off period has expired. If during the back-off period the initiating N
ute to the required DNET, the initiating NE shall use this path and consider the network conng
pon expiration of the back-off period, if the network connection has not been re-established, the initi
to determine a new route to the DNET using-the procedure for establishing a new PTP connection t
described in 6.7.1.

overing from Duplicate Network €onnections
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rejection
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ET after
ough the
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shall be
consists
the half-
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In the unlikgly event that two or more PTP-cannections are made to single DNET, at least one of the connectiong
terminated and the routing tables in all routers shall be made consistent. The procedure to ensure that no loop exists
of having eyery half-router examine each/received I-Am-Router-To-Network message for another path to any of
router's diretly connected networks! The existence of a second path to a directly connected network indicates that
formed. If ajJoop is detected, the half*router shall disconnect its PTP connection thereby breaking the loop.

6.74.2.1

If during thq initializationver lifetime of a PTP connection a half-router hears an 1-Am-Router-To-Network message
PTP connection containing a DNET to one of the half-router's directly connected networks, the half-router shall imn
terminate the connection.

6.7.4.2.2

As an added safety measure to ensure that duplicate paths are discovered in atimely manner, a half-router shall broadcast one
or more I-Am-Router-To-Network message(s) once every five minutes when a PTP connection isin place. The DNETs in
this message shall be al of the DNETSs accessible through the PTP connection. In the event this list of DNETs would exceed
the maximum NPDU length of the network being utilized, the list shall be divided into segments that fit on the network and
sent in consecutive I-Am-Router-To-Network messages.

alf-Router Procedurefor Receipt of Conflicting I-Am-Router-To-Network M essages

from the
nediately

alf-Router Procedurefor Initiation of I-Am-Router-To-Network M essages

6.7.4.2.3

To reduce the number of circularly routed messages in a misconfigured system, BACnet NPDUs contain a hop count that
limits the number of routers that shall forward the NPDU. In routers that provide the capability to configure the amount that

Half-Router Procedure for Decrementing the Hop Count
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the Hop Count field shall be decremented when an NPDU is forwarded, a network administrator may optimize the damping
of looping messages. One method to do this is to find the path in the network that requires the maximum number of router
hops. The amount to decrement the NPDU Hop Count field in every router on the network is then calculated as the integer
division of 255/(maximum number of router hops). On a PTP connection, the half of the router that forwards the NPDU onto
anon-PTP network shall decrement the Hop Count field.
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7. DATA LINK/

7 DATA

PHYSICAL LAYERS: SO 8802-3 (" Ethernet") LAN

LINK/PHYSICAL LAYERS: 1SO 8802-3 (" Ethernet") LAN

This clause describes the transport of BACnet LSDUSs using the services of the data link and physical mechanisms described
in International Standards 1SO 8802-2: Information processing systems- Local area networks- Part 2: Logical link control
and I1SO/IEC 8802-3: Information processing systems- Local area networks- Part 3: Carrier sense multiple access with
collision detection (CSMA/CD) access method and physical layer specifications. The clauses of 1SO 8802-2 pertaining to
Class | LLC and Type 1 Unacknowledged Connectionless-Maode Service as well as al of 1SO/IEC 8802-3, as amended and
extended by the International Organization for Standardization, are deemed to be included in this standard by reference.

7.1

The Use of 1SO 8802-2 Logical Link Control (LLC)

Standard BACnet networks may pass BACnet link service data units (LSDUSs) using the data link services of ¥SC
Logica LinK Control (LLC). A BACnet LSDU consists of an NPDU constructed as described in Clause 6. BAChet
using |SO 8802-3 LAN technology shall conform to the requirements of LLC Class I, subject to the constraints spd

this clause.
conveyed u

All BACnet
commands

72 Par

The DL-UN
destination &
access point
single-octet
network laye
priority para
7.3

The ISO/IEQ

Parameters Required by the MAC Primitives

lass | LLC consists of Type 1 LLC - Unacknowledged Connectionless-Mode service. LLC parameters
ng the DL-UNITDATA primitives as described in the referenced standards.

devices conforming to this section shall be capable of accepting properly formed Unnumbered Informal
d responding to X1D Exchange I dentification and TEST commands.

eters Required by the LLC Primitives
TDATA primitive requires source address, destination address, data, andpriority parameters. The so
(LSAP). The MAC address is a 6-octet value determined by themnetwork interface hardware. The LSA
alue X'82' and is used to indicate that an LSDU contains BACnet.data. The data parameter isthe NPDU

. Since the 1SO 8802-3 MAC layer only operates at a single priority with only one class of service, the val
heter is not specified in this standard.

LL C data using the source and destination MAC addresses described above. Again, since only one class of serviceis(

thevalueofjw
7.4  Physical Media

The physica

8802-3 MAC layer primitives are the MA-DATAequest and MA-DATA.indication. These convey the

e 'service_class parameter is unspecified. See'Figure 7-1.

media specified by 1SO 8802-3 and subSequent addenda are equally acceptable.

8802-2
devices
icified in
shall be

ion (UI)

Lrce and

fdresses each consist of the logical concatenation of a medium access cntrol (MAC) address and a link service

P is the
from the
Lie of the

encoded
rovided,
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7. DATA LINK/PHYSICAL LAYERS: 1SO 8802-3 (" Ethernet") LAN

A
DA 6 octets
SA 6 octets MPDU
L1 C L ancath 2 Aactotce
L=1LA\ "4 \"4! sl- [ A "A A\ AT
A
DSAP = X'82' 1 octet
SSAP = X'82' 1 octet
LPDU
LLC Control = Ul = X'03' 1 octet
A
NPCI M octets
NPDU
APDU N octets
Y \J Y
Figure«-1: Format of an MPDU on an |SO 8802-3 LAN.
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8. DATA LINK/PHYSICAL LAYERS: ARCNET LAN

8 DATALINK/PHYSICAL LAYERS: ARCNET LAN

This clause describes the transport of BACnet LSDUs using the services of the data link and physical mechanisms described
in ATA/ANSI 878.1, ARCNET Local Area Network Standard. The ARCNET Local Area Network Sandard, as amended and
extended by the ARCNET Trade Association, is deemed to be included in this standard by reference.

8.1 TheUseof ISO 8802-2 Logical Link Control (LLC)

Standard BACnet networks may pass BACnet link service data units (LSDUSs) using the data link services of 1SO 8802-2 LLC.
A BACnet LSDU consists of an NPDU congructed as described in Clause 6. BACnet devices using ARCNET LAN technology
shall conform to the requirements of LLC Class |, subject to the constraints specified in this clause. Class| LL C service consists

of Type1lLL
primitives as

The mapping

All BACnet
TEST comm

8.2 Pard

C - Unacknowledged Connectionless-Mode service. LLC parameters shall be conveyed using the DL-UN
described in the referenced standards.

of these primitives onto the ARCNET MAC layer primitivesis described in 8.3.

Hevices conforming to this section shall be capable of accepting and responding to X1D Exchange | dentifici
ands.

meters Required by the LLC Primitives

The DL-U
destination
point (LSA
LSAP used
frame is th
sublayer onl
this standard

83 Map

ITDATA primitive requires source address, destination address, data, and, priority parameters. The so

TDATA

Htion and

urce and

dresses each consist of the logical concatenation of a medium access control (MAC) address, link servi
, and a system code (SC). The MAC addressis a 1-octet value determined by the network interface har

operates a a single priority with only one class of service, the value of the priority parameter is not

ingthe LLC Servicesto the ARCNET MAC Layer

be access
are; the

indicate that an LSDU contains BACnet datais the single octet value X'82'; and the SC used to indicate g BACnet
single-octet value X'CD'. The data parameter is the NPDU from the network layer. Since the ARCNET MAC

ified in

The Type 1 Unacknowledged Connectionless LL C service shall«map directly onto the ARCNET MA_DATA request primitive.

Although a
or provided,

ARCNET d
conveyed as
length 253 t
length (IL) @
MSDU is 25
MSDU shall

AnLPDU lo

ccessful transmission resultsin an acknowledgment from the destination MAC sublayer, no indication is ¢
othe LLC sublayer.

not permit MSDUSs of length 253,254, or 255 octets. A BACnet LPDU of length O to 252 octets
the entire MSDU of an ARCNET MPDU (frame) with asingle Information length (IL) octet. A BACnet
D 504 octets shall be conveyed asithe initid octets of the MSDU of an ARCNET MPDU with two Inf
ctets. In this case, the LPDU shall' be followed by three octets of unspecified value, such that the net leng
6 to 507 octets. When an ARCNET MPDU with two Information length octets is received, the final 3 oct
be ignored.

hger than 504 octets:Cannot be conveyed via ARCNET.

bX pected,

shal be
| PDU of
Drmation
th of the
bt of the

8.4  Parameters Required-by the MAC Primitives

The ARCNET MACJdayer primitives are MA-DATA request, MA-DATA.indication, and MA-DATA..confirmation. These
convey the gncoded ELC data (MSDU) using the source and destination MAC addresses described above in conjuncfion with
the BACnet ystémcode. See Figure 8-1.

85 PhysearMedia

The physical media specified by the ARCNET standard are equally acceptable.
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A
PAC 1 octet
SID 1 octet
DID 2 octets
IL 1 or 2 octets MRDU
SC = X'CD’ 1 octet
A
DSAP = X'82' 1 octet
SSAP = X'82' 1 octet
LPDU
LLC Control = Ul = X'03' 1 octet
A
NPCI M octets
NPDU
APDU N octets
Y \ Y
Figure8-1. Format of an MPDU on an ARCNET LAN.
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9 DATA

LINK/PHYSICAL LAYERS: MASTER-SLAVE/TOKEN PASSING (MSTP) LAN

This clause describes a Master-Save/Token-Passing (MS/TP) data link protocol, which provides the same services to the
network layer as 1SO 8802-2 Logical Link Control. It uses services provided by the EIA-485 physica layer. Relevant clauses of

EIA-485 are deemed to beincluded in this standard by reference. The following hardware is assumed:
(& A UART (Universa Asynchronous Receiver/Transmitter) capable of transmitting and receiving eight data bits with
one stop bit and no parity.
(b) AnfﬂAﬂ&i\mnsﬂM&sﬂmﬂ_mm be disabled
(© A tifmer with aresolution of five milliseconds or less.
9.1  Servilce Specification
MS/TP is ngt intended to be a genera purpose LAN under 1SO 8802-2. Instead, MS/TP includes a data litk layer sufficient to
provide to the BACnet network layer the same services as are offered by 1SO 8802-2 Type 1.
This subclauge describes the primitives and parameters associated with the provided services. The parameters are descriped in an
abstract senge, which does not constrain the implementation method. Primitives and their parameters are described in aform that
echoes their fpecification in 1SO 8802-2. Thisisintended to provide a consistent interfaceto'thie BACnet network layer
9.1.1 DLFUNITDATA. request
9.1.1.1 Fpnction
This primitie is the service request primitive for the unacknowledged connectionless-mode data transfer service.
9.1.1.2 Semantics of the Service Primitive
The primitive shall provide parameters as follows:
DL-UNITDATA.request (
source_address,
destination_address,
data,
priority,
data_expecting_reply
)
Each sourcejand destination address.consists of the logical concatenation of a medium access control (MAC) address gnd alink
service access point (LSAP). For.the.ease of MS/TP devices, since MSTP supports only the BACnet network layer, thg LSAPis
omitted and these parameters consist of only the device MAC address.
The 'data pajameter specifies the link service data unit (LSDU) to be transferred by the MS/TP entity.
The 'priority| parameter specifies the priority desired for the data unit transfer. The priority parameter isignored by MSTP.
The 'data_expecting reply' parameter specifies whether or not the data unit to be transferred expects areply.
9.1.1.3 When Generated

This primitive is passed from the network layer to the MS/TP entity to request that a network protocol data unit (NPDU) be
sent to one or more remote L SAPs using unacknowledged connectionless-mode procedures.

9114

Effect on Receipt

Receipt of this primitive causes the MS/TP entity to attempt to send the NPDU using unacknowledged connectionless-mode

procedures.
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DL-UNITDATA.indication

Function

This primitive is the service indication primitive for the unacknowledged connectionless-mode data transfer service.

9.1.22
DL-UNI

Semantics of the Service Primitive

TDATA.indication (
source_address,
destination_address,

data

Each source and destination address consists of the logical concatenation of a medium access control ((MAC) addrg

sarvice g
omitted

The'datgl parameter specifies the link service data unit that has been received by the M S/FR entity.

The 'prig

The 'datq_expecting_reply' parameter specifies whether or not the data unit thiat has been received expects areply.

9.1.2.3

This prifnitive is passed from the MS/TP entity to the network |ayer to indicate the arrival of an NPDU from

remote §
9.1.24
The effg
9.1.3

SO 880
network
function:

aspects gf XID aswell.

The regf
Test Ref

9.131

The TE
completi
and rece)

TIcey

priority,
data_expecting_reply

ccess point (LSAP). For the case of MS/TP devices, since MS'TP supports only the BACnet hetwork layer
bnd these parameters consist of only the device MAC address.

rity’ parameter specifies the priority desired for the data unit transfer. The prierity parameter isignored by |

When Gener ated

ntity.

Effect on Receipt
Ct of receipt of this primitive by the network layer is unspecified.
Test_Request and Test_Response

2-2 Type 1 defines XID and TEST PDWs and procedures but does not define an interface to invoke th
layer. Test_Request and Test_Response PDUs and procedures have been defined for MS/TP to accomp
. Because MS/TP supports only the equivadent of a single LSAP, these PDUs are sufficient to implemen

jonse with Test_Response-to a received Test_Request PDU is mandatory for al MS/TP nodes. The ori
uest PDU is optional.

Use of Test,.Request and Test_Response for SO 8802-2 TEST Functions

on of the'test consists of sending a Test_Request PDU with a particular information field to the designate
vingin return, the identical information field in a Test_Response PDU.

bss and a link
theLSAPis

the specified

em from the
ish the same
the relevant

pination of a

5T functien/provides a facility to conduct loopback tests of the MS/TP to MSTP transmission patl. Successful

d destination

If areceiving node can successfully receive and return the information field, it shall do so. If it cannot receive and return the
entire information field but can detect the reception of a valid Test Request frame (for example, by computing the CRC on
octets asthey are received), then the receiving node shall discard the information field and return a Test_Response containing no
information field. If the receiving node cannot detect the valid reception of frames with overlength information fields, then no
response shall be returned.

9.1.3.2

Use of Test_Request and Test_Response for SO 8802-2 X1D Functions

I SO 8802-2 describes seven possible uses of XID:
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(@  XID can be used with a null DSAP and null SSAP as an "Are You There" test. Since MS/'TP supports only the
equivaent of asingle LSAP, the Test_ Request PDU with no data can perform this function.

(b)  XID can be used with agroup or global DSAP to identify group members or al active stations. Since MS/TP supports
only the equivalent of asingle LSAP, the Test Request PDU with no data can perform this function.

(©)  XID can be used for aduplicate address check. This function is not applicable to MS/TP. EIA-485 token bus networks
such as MS/TP will generaly not achieve reliable operation if multiple nodes exist with the same address, since
collisons will occur during token passing.

(d)  Clgssll LLCsmay use XID to determine window size. MS/TP does not support Class |1 operation.

(e  XID may be used to identify the class of each LLC. Since MS/TP supports only Class | operation] this i$ a trivid
operation.

® XI1ID may be used to identify the service types supported by each LSAP. Since MS/TP suppartsonly Class | operation,
thigisatrivial operation.

(g0  An|LLC can announce its presence by broadcasting an XID with global DSAP. SinCe MS/TP supports only ofe LSAP,
thelequivalent may be accomplished by broadcasting a Test Response PDU.

9.2 Physical Layer

9.21 Madium

An MS/TP EIA-485 network shall use shielded, twisted-pair cable with characteristic impedance between 100 and 130 ohms.
Distributed fapacitance between conductors shall be less than 100 pFiper meter (30 pF per foot). Distributed capacitance
between corductors and shield shall be less that 200 pF per meter (60.pF per foot). Foil or braided shields are acceptgble. The
maximum récommended length of an MSTP segment is 1200 méters (4000 feet) with AWG 18 (0.82 mm? condugtor area)
cable. The upe of greater distances and/or different wire gauges shall comply with the dectrical specifications of EIA-485.

9.2.2 Cophnectionsand Terminations

The maximyim number of nodes per segment shall .hé 32 (as specified by the EIA-485 standard). Additional node]
accommodated by the use of repeaters, as described in'9.9.

5 may be

Because MF/TP uses NRZ encoding, the polatity of the connection to the cable is important. The non-inverting ingut of the

EIA-485 tr
recommend
clear, or gr

part of this gpecification.

An MSTP
connected

Each MS/TH
communicat

sceiver is designated in this_specification as "plus' or "+" and the inverting input as "minus’ or
, but not required, that the-black or red insulated wire of the twisted pair be designated as "plus"’ and t
insulated wire be designated as "minus." The method of connection between the interface and the cal

|A-485 netwark-shall have no T connections. A termination resistance of 120 ohms plus or minus 59
each of the twoends of the segment medium. No other termination resistors are allowed at intermediate ng

P segment shall be provided with network bias resistors, connected as shown in Figure 9-1, such that an
ons'line will be held in a guaranteed logical one state. The bias provides a reliable way for stations to (

"It is
ne white,
ble is not

shall be
des.

undriven
letect the

presence or

pbsence of signals on the line. An unbiased line will take an indeterminate state in the absence of any driv

ng node.

Under some conditions, noise or cross-talk might result in some nodes receiving spurious octets from the undriven idleline.
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+ + +
120 120
510 S ?510 47’!(> ?47:(
v X\FI X y X\FI X v K‘I
~  Rx TX RTS =~  Rx TX RTS Rx TX RTB
Node with network Node with local Nede without
bias resistors bias resistors bias resistors
Figure 9-1. EIA-485 network showing three types of nodes.
At least jone set, and no more than two sets, of network bias resistors shall/exist for each segment. Each set of [network bias
resistorsjshal consist of two resistors, each having avalue of 510 ohms, phus or minus 5%, connected as shown in Figure 9-1. If
two sets|of network bias resistors are provided, they shall be placed at two distinct nodes, preferably at the ends of [the segment,
so that proper bias levels can be maintained even if one of the biasxiedes loses power. Other nodes may be provided with loca
bias resigtors aslong as each local bias resistor value is 47K ohms of greater. The use of local bias resistorsis optional.
For any physical segment that runs between buildings there shall be at least 1500 V of dectrical isolation between|the EIA-485
signal cgnductors and the digital ground of any node on that physical segment.
The shigd shal be grounded at one end only to prevent ground currents from being created.
9.23 |Timing
Octets shall be transmitted using non-returnto zero (NRZ) encoding with one start bit, eight data bits, no parity, and one stop bit.
The gtart bit shall have a value of zero,»while the stop bit shall have a value of one. The data bits shall be transmitted with the
least significant bit first. Thisisillustrated in Figure 9-2.
] ]
Although asynchronous framing’is used, there shall be no more than | 10 bit times i
T irame gap OF idle line (logical Ones or stop bits) between any two octets e >
of aframe. ! !
_ o(1(2]3]4]|5]|l6]7] !
The stardard baud.rate shal be 9600, plus or minus 1%. Any or all of ; '
the additional bauid rates 19200, 38400, and 76800 may be supported at ) )
the vendpr’s aption, but the 9600 baud shall be salectable. Figure 9-2. Octet framing.

Transmitter enable: A node shall enable its EIA-485 driver before it generates the leading edge of the first start bit of a frame.
The node shall drive the line to the logical one state during the time between the enable and the leading edge of the first start bit
of aframe.

Transmitter disable: A node shall not disableits EIA-485 driver until the stop bit of the final octet of aframe has been generated.
The node shall dissbleits EIA-485 driver within T egarive after the beginning of the stop hit of the final octet of aframe in order
that it not interfere with any subsequent frame transmitted by another node. This specification allows, but does not encourage,
the use of a"padding" octet after the fina octet of aframe in order to facilitate the use of common UART transmit interrupts for
driver disable control. If a "padding” octet is used, its value shall be X'FF'. The "padding" octet is not considered part of the
frame, that is, it shall be included within T yegdrive-
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Receive to Transmit turn-around: A node shall not enable its EIA-485 driver for at least Tinaroung ater the node receives the
final stop bit of any octet.

9.3 MS/TP Frame Format
All frames are of the following format:

Preamble two octet preamble: X'55', X'FF

Frame Type one octet

Destination Address one actet address

Soyirce Address one octet address

Length two octets, most significant octet first

Hepder CRC one octet

Dala (present only if Length is non-zero)

Dala CRC (present only if Length is non-zero) two octets, least significant octet<first
(pad) (optional) at most one octet of padding: X'FF

The Frame Type is used to distinguish between different types of MAC frames. Defined types-are:

00 Token

01 Poll For Master

02 Reply To Poll For Master

03 Test_Request

04 Test_Response

05 BACnet Data Expecting Reply

06 BACnet Data Not Expecting Reply
07 Reply Postponed

Frame Types 8 through 127 are reserved by ASHRAE. FrameTypes 128 through 255 are available to vendors for prioprietary
(non-BACnét) frames. Use of proprietary frames might allow a Brand-X controller, for example, to send proprietary frames to
other Brand{X controllers that do not implement BACnet While using the same medium to send BACnet frames to gBrand-Y
pand that dges implement BACnet. Token, Poll For Master, and Reply To Poll For Master frames shall be understoofl by both
proprietary and BACnet master nodes.

The Desdtinglion and Source Addresses are ore octet each. A Destination Address of 255 (X'FF') denotes broadcast. A Source
Address of 255 isnot allowed. Addresses 0(t0)127 are valid for both master and dave nodes. Addresses 128 to 254 are \aid only
for dave nodes.

The Length field specifies the lengthiin octets of the Data field.

The Data anfd Data CRC figlds.are conditiona on the Frame Type and the Length, as specified in the description of eath Frame
Type. If the Length field iszero, that is, if both length octets are zero, then the Data and Data CRC fields shall not be present.

Thelength of the Datafield shall be between 0 and 501 octets.

Subclause 9)6'and Annex G describe in detail the generation and checking of the Header and Data CRC octets.

9.3.1 FrameType00: Token

The Token frame is used to pass network mastership to the destination node. The use of the Token frameis described in detall in
95.

There are no data octets in Token frames.
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9.3.2 FrameTypeO0l: Poll For Master

The Poll For Master frame is transmitted by master nodes during configuration and periodically during normal network
operation. It is used to discover the presence of other master nodes on the network and to determine a successor node in the
token ring. The use of the Poll For Master frame in the token network is described in detail in 9.5.

There are no data octets in Poll For Master frames.

Both master and dave nodes shall expect to receive Poll For Master frames. Master nodes shall respond to Poll For Master
Frames as described in 9.5.6.2. Slave nodes shall ignore Poll For Master frames, as described in 9.5.7.2.
9.3.3 |FrameType02: Reply To Poll For Master

This frame is transmitted as areply to the Poll For Master frame. It is used to indicate that the node sendingithe {rame wishes
to enter fhe token ring. The use of this frame in the token network is described in detail in 9.5.

There arp no data octetsin Reply To Poll For Master frames.
9.34 |FrameType03: Test_Request

This frane is used to initiate a loopback test of the MS/TP to MS/TP transmission path._The use of this framein the token
network|is described in detail in 9.1.3. The length of the data portion of a Test Request frame may range frpm 0 to 501
octets.

9.3.5 |FrameType04: Test_Response

Thisfraneisused to reply to Test_Request frames. The use of thisframein the token network is described in detail{in 9.1.3. The
length of the data portion of a Test_Response frame may range from O to 501 octets. The data, if present, shall be that which was
present in theinitiating Test_Request.

9.3.6 |FrameType05: BACnet Data Expecting Reply

This frane is used by master nodes to convey the data-parameter of a DL_UNITDATA.request whose DER [parameter is
TRUE. The length of the data portion of a BACnet DataExpecting Reply frame may range from O to 501 octets.

9.3.7 [FrameType 06: BACnet Data Not Expecting Reply

This frafne is used to convey the data parameter’ of a DL_UNITDATA . .request whose DER parameter is FALSE. The length
of the dgta portion of a BACnet Data Not Expecting Reply frame may range from 0 to 501 octets.

9.3.8 [FrameType 07: Reply Postponed
Thisfraneis used by master nodesto defer sending a reply to a previoudy received BACnet Data Expecting Replly frame. The
use of thjs frame in the token network is described in detail in 9.5.6.
There arg no data octetsinReply Postponed frames.

9.3.9 |FrameTypes128through 255: Proprietary Frames

These frames are;available to vendors as proprietary (non-BACnet) frames. The first two octets of the Data field|shall specify
the unigue vendor identification code, most significant octet first, for the type of vendor-proprietary frame to e conveyed.
The length.of the data portion of a Proprietary frame shall be in the range of 2 to 501 octets.

9.4 Overview of the MS/TP Network

MSITP uses a token to control access to a bus network. A master node may initiate the transmission of a data frame when it
holds the token. Both master and slave nodes may transmit data frames in response to requests from master nodes. After
sending at most Nimax info_frames data frames (and awaiting any expected replies), a master node shall pass the token to the next
master node.

Itis generally easier to ded with alost token than with the presence of two tokensin aring: a simple timeout will detect token
loss, and regeneration of the token and recovery of the ring may proceed in an orderly fashion. If more than one token exists,
however, collisions are likely. These will disrupt communications and slow throughput but may not be severe enough to cause
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loss of the tokens. In such a case, a persistent reduction in throughput might result. For this reason, the ring maintenance rulesin

this clause favor the loss of the token over the creation of a second token.

Token frames are not acknowledged. If the acknowledgment of a token were lost, the token's sender might retry, resulting in
the creation of two tokens. Instead, after a node passes the token, it listens to see if the intended receiver node begins using

the token. Usage in this case is defined as the reception of Nmin_ocets OCtets from the network within T yege timeout after
octet of the token frame is transmitted.

the final

Most token bus networks, such as ARCNET, do not distinguish between requests and replies: both are passed in the same type

of frames, which are sent only when the sending node has the token. Since M S/TP defines slave nodes that never hold t

he token,

a means mugt be provided to alow replies to be returned from dave devices. For smplicity, the same mechanismiis
replies returped from master nodes.

When areqiiest that expects areply is sent to an MS/TP node, the sender shall wait for the reply to be retdrned befor
the token. If|the responding node is a master, it may return the reply or it may return a Reply Postponed ffame, indic;
the actud reply will be returned |ater, when the replying node holds the token.

95 MSYTP Medium Access Control

The descriptjon that follows defines variables and procedures that may in some ways resemblethe variables and proced

used for

e passing
iting that

ures used

in various gomputer languages. This description is in no way intended to prescribe the” method of implementation. An

implementation may be constructed in any fashion desired as long as it matches the behavior described by this stand
description that follows isintended only to specify that behavior clearly and precisgly.

951 UART Receiver Model

se, we present amodel of the receiver interface to a UART.aSa data register and two Boolean flags.

by the procedural and state machine descriptions.

ataRegister

ataAvailable

detected.
A framing

An overrun grref.occurs if an octet is received before an earlier octet is read from DataRegister. In general, the occu
overrun errgrsiSevidence of improper design. However, it is recognized that critical system events may cause overrun

lard. The

"hese are

Bming or

When the
b FALSE

't several
errorsis

rrence of
errorsto

occur from time to time. The inclusion of this error in the state machine processing ensures that such errors are handled in a

well-defined fashion.

A means of setting ReceiveError to FALSE when the associated error has been recognized shall be provided.
952 Variables

A number of variables and timers are used in the descriptions that follow:

DataCRC Used to accumulate the CRC on the data field of aframe.
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Used to store the data length of areceived frame.
Used to store the destination address of areceived frame.
Used to count the number of received octets or errors. Thisis used in the detection of lin

Used to store the frame type of areceived frame.

k activity.

The number of frames sent by this node during a single token hold. When this counter reaches the

value Nimax info_frames, the node must pass the token.

Header CRC
Index

I nputByffer(]

InputByffer Size

NS

PS

Receivedll nvalidFrame

ReceivefiValidFrame

RetryCaount

Silencellimer

SoleM agter

Sour ceAddress

TokenClount

Used to accumulate the CRC on the header of aframe.

Used as an index by the Receive State Machine, up to a maximum value of |nputBuffers

-

plZe.

An array of octets, used to store octets as they are recelved. InputBuffer is indexed from 0 to

InputBufferSize-1. The maximum size of aframeis 501 octets. A saller value for Ing
may be used by some implementations.

The number of elementsin the array InputBuffer(].

"Next Station," the MAC address of the node to which This Station passes the toker).

Station is unknown, NS shall be equd to TS.

"Poll Station," the MAC address of the node to.which This Station last sent a Poll For M
used during token maintenance.

A Boolean flag set to TRUE by the Recéive State Machine if an error is detected during
of aframe. Set to FAL SE by the main state machine.

A Boolean flag set to TRUPE by the Receive State Machine if a valid frame is reg
FALSE by the main state.fnachine.

A counter of transmission retries used for Token and Poll For Master transmission.

A timer with-geminal 5 millisecond resolution used to measure and generate silence o
between octets. It is incremented by a timer process and is cleared by the Receive S
when @gtivity is detected and by the SendFrame procedure as each octet is transmitt
timeér-tesolution is limited and the timer is not necessarily synchronized to other mach
titner vaue of N will actualy denote intervals between N-1 and N.
A Boolean flag set to TRUE by the master machine if this node is the only known maste
Used to store the Source Address of areceived frame.

The number of tokens received by this node. When this counter reaches the value N

utBufferSize

If the Next

aster. Thisis

the reception

Fived. Set to

the medium

tate Machine

ed. Since the
ine events, a

ir node.

nal, the node

oS and NC £y ALt anal ooty nadac T Al an (A n

nallatha addroaca ranaa by

TS

95.3 Parameters

i
POTSTRCTEOTrCSSTarIgT PeEtWweeRTS-ahRa NSO aaaHHoRa-MaStEF- ROaES—T-OreRcOuht I.:SGIIO Onea[

the end of the polling process.

"This Station," the MAC address of thisnode. TS is generally read from a hardware DIP switch, or
from nonvolatile memory. Valid values for TS are 0 to 254. The value 255 is used to denote

broadcast when used as a destination address but is not allowed asavalue for TS.

Parameter values used in the description:
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Nmax_i nfo_frames

Nmax_master

This parameter represents the value of the Max_Info_Frames property of the node's Device object. The value
of Max_Info_Frames specifies the maximum number of information frames the node may send before it must
pass the token. Max_Info_Frames may have different values on different nodes. This may be used to alocate
more or less of the available link bandwidth to particular nodes. If Max_Info_Framesis not writable in anode,
itsvalue shall be 1.

This parameter represents the value of the Max_Master property of the node's Device object. The value of
Max_Master specifies the highest allowable address for master nodes. The value of Max_Master shall be less
than or equal to 127. If Max_Magter is not writable in anode, its value shall be 127.

NpoII
N retry_token

Nmin_octets

Tframe_abort

Tframe_gap

T no_token

Tpostdrive

Treply_delay

Treply_timeout

Troif

Tﬂot

Tturnaround

T usage _delay

The number of tokens received or used before a Poll For Master cycleis executed: 50.
The number of retries on sending Token: 1.

The minimum number of DataAvailable or ReceiveError events that must be seen by ateceiving nodg in order
to declare theline "active": 4.

The minimum time without a DataAvailable or ReceiveError event within,a frame before a receiing node
may discard the frame: 60 bit times. (Implementations may use larger values/for this timeout, not §o exceed
100 milliseconds.)

The maximum idle time a sending node may alow to elapsésbetween octets of a frame the node is
transmitting: 20 bit times.

The time without a DataAvailable or ReceiveError event before declaration of 1oss of token: 500 milljseconds.

The maximum time after the end of the stop bit of.thefind octet of a transmitted frame before a npde must
disable its EIA-485 driver: 15 bit times.

The maximum time a node may wait after reception of a frame that expects a reply before sending the first
octet of areply or Reply Postponed framie::250 milliseconds.

The minimum time without a DataAvailable or ReceiveError event that a node must wait for a station to begin
replying to a confirmed request:*255 milliseconds. (Implementations may use larger values for thig timeout,
not to exceed 300 milliseconds.)

Repeater turnoff delay. The duration of a continuous logical one state at the active input port of ah MS/TP
repeater after which the repeater will enter the IDLE state: 29 bit times < T, < 40 bit times.

The width of the time dot within which a node may generate atoken: 10 milliseconds.

The mipimum time after the end of the stop bit of the final octet of areceived frame before anode may enable
its EfAy485 driver: 40 bit times.

The maximum time a node may wait after reception of the token or a Poll For Master frame beforg sending
thefirst octet of aframe: 15 milliseconds.

T usage_timeout

The minimum time without a DataAvailable or ReceiveError event that a node must wait for a remote node to
begin using a token or replying to a Poll For Master frame: 20 milliseconds. (Implementations may use larger
values for thistimeout, not to exceed 100 milliseconds.)

9.5.4 Receive Frame Finite State Machine

This section describes the reception of an MS/TP frame by a BACnet device. The description of operation is as afinite state
machine. Figure 9-3 shows the Recelve Frame state machine, which is described fully in this clause. Each state is given a
name, specified in all capital letters. Transitions are also named, in mixed upper- and lowercase letters. Transitions are
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described as a series of conditions followed by a series of actions to be taken if the conditions are met. The final action in
each trangition is entry into a new state, which may be the same as the current state.

The Re
commur]
machine
The med

This ded
transmis
9541
Inthe O

EatAnOctet
EatAnError
Preamble 1 Repeated
/\ Preamble 1
Bad CRC Timeout
AV B/ \: D
DATA <]
Good CRC - Error PREAMBLE
NotPreamble
o
5
o £
HEHER: y
2l 8 a| &
2l & 2| 2
s z Frame Type
[N ‘-
HeaderCRC
ion

. Destinat|

HEADER
CRC

Length 2
Source

Data Octet Length 1

Figure 9-3. Receive Frame State Machine.

Ceive Frame state machine operates independently from the MSTP Master Node or Slave Ng

can process received framesand other indications from the Receive Frame state machine before the next 1
ns by which this behavior-isimplemented are alocal matter.

Cription assumesdhat’the node will not receive its own transmissions. If a given implementation does rex
5ions, then theimplementation shall be constructed so that the Receive Frame machine will ignore the trang

IDLE
LE state; the node waits for the beginning of aframe.

de machine,

icating with it by means of ffags-and other variables. The description assumes that the Master Node or Slaye Node state

rame begins.

ceive its own
Imissions.

EatAnE

QL

If ReceiveError is TRUE,

then set ReceiveError to FALSE; set SilenceTimer to zero; increment EventCount; and enter the IDLE state to wait for

the start of aframe.

EatAnOctet

ASHRAE

©Is

If ReceiveError is FALSE and DataAvailable is TRUE and the content of DataRegister is not X'55,

then set DataAvailable to FALSE; set SilenceTimer to zero; increment EventCount; and enter the IDLE state to wait

for the start of aframe.
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Preamblel

If ReceiveError is FALSE and DataAvailable is TRUE and the content of DataRegister is X '55,

then set DataAvailable to FAL SE; set SilenceTimer to zero; increment EventCount; and enter the PREAMBLE state to
receive the remainder of the frame.

9.54.2 PREAMBLE
In the PREAMBLE state, the node waits for the second octet of the preamble.
Timeout
If §lenceTimer is greater than Trrame aports
the a correct preamble has not been received. Enter the IDLE tate to wait for the start of aframe.
Error
If ReceiveError is TRUE,
then set ReceiveError to FAL SE; set SilenceTimer to zero; increment EventCount; @and-enter the IDLE state tg wait for
thetart of aframe.
RepeatedPrgamblel
If ReceiveError is FALSE and DataAvailable is TRUE and the contentof DataRegister is X '55,
then set DataAvailable to FALSE; set SilenceTimer to zero; increment EventCount; and enter the PREAMBLE state to
waif for the second preamble octet.
NotPreambl ¢
If ReceiveError is FALSE and DataAvailable is TRUE;and the content of DataRegister isnot X 'FF or X '55),
thep set DataAvailable to FALSE; set SilenceTimer to zero; increment EventCount; and enter the IDLE state to wait
for the start of aframe.
Preamble2
If ReceiveError is FALSE and DataAvailable is TRUE and the content of DataRegister is X 'FF,
then set DataAvailable to FALSE) set SilenceTimer to zero; increment EventCount; set Index to zero; set HepderCRC
to X 'FF; and enter the HEADER state to receive the remainder of the frame.
9.54.3 HEADER
In the HEADER state, the nodewaits for the fixed message header.
Timeout
If §lencelimer is greater than Trrame aports
then Seb RecelvedinvalidFrame to TRUE to indicate that an error has occurred during the reception of a frame, and
enter the IDLE state to walt Tor the Sart of atrame.
Error
If ReceiveError is TRUE,
then set ReceiveError to FALSE; set SilenceTimer to zero; increment EventCount; set ReceivedinvalidFrame to
TRUE to indicate that an error has occurred during the reception of aframe; and enter the IDLE state to wait for the
start of aframe.
82 ASHRAE 135-2004
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FrameType
If ReceiveError is FALSE and DataAvailableis TRUE and Index is O,

then set DataAvailable to FALSE; set SilenceTimer to zero; increment EventCount; accumulate the contents of
DataRegister into HeaderCRC; save the contents of DataRegister as FrameType; set Index to 1; and enter the
HEADER state.

Destination
If ReceiveError is FALSE and DataAvailableis TRUE and Index is 1

then set DataAvailable to FALSE; set SilenceTimer to zero; increment EventCount; accumulatétheg contents of
DataRegister into HeaderCRC; save the contents of DataRegister as DestinationAddress; set Indexto 2; pnd enter the
HEADER state.

Source
If ReceiveError is FALSE and DataAvailableis TRUE and Index is 2,

then set DataAvailable to FALSE; st SilenceTimer to zero; increment EventCount; accumulate the contents of
DataRegister into HeaderCRC; save the contents of DataRegister as SourceAddress; set Index to 3; §nd enter the
HEADER state.

Lengthl
If ReceiveError is FALSE and DataAvailable is TRUE and Index.is'S,

then set DataAvailable to FALSE; set SilenceTimer to zero; increment EventCount; accumulate the contents of
DataRegister into HeaderCRC; multiply the contents of ‘DataRegister by 256 and save the result as Dgal ength; set
Index to 4; and enter the HEADER sate.

Length2
If ReceiveError is FALSE and DataAvailable'isTRUE and Index is 4,

then set DataAvailable to FALSE; set SilenceTimer to zero; increment EventCount; accumulate the contents of
DataRegister into HeaderCRC; add the-contents of DataRegister to Datalength and save the result as Dgtal_ength; set
Index to 5; and enter the HEADER stéte.

HeaderdRC
If ReceiveError is FALSEand DataAvailableis TRUE and Index is 5,

then set DataAvailable to FALSE; set SilenceTimer to zero; increment EventCount; accumulate the contents of
DataRegister intd.HeaderCRC; and enter the HEADER_CRC date.
9.5.4.4 | HEADERVERC

In the HEADER=CRC dtate, the node vaidates the CRC on the fixed message header.

BadCRC

R
tHthevaueof Header€REsTotX55"

then set RecelvedinvalidFrame to TRUE to indicate that an error has occurred during the reception of a frame, and
enter the IDLE state to wait for the start of the next frame.

NotForUs
If the value of the HeaderCRC is X '55' and the value of DestinationAddressis not equal to either TS (this station) or
255 (broadcast),

then enter the IDLE state to wait for the start of the next frame.
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FrameToolLong

If the value of the HeaderCRC is X '55' and the value of DestinationAddress is equal to either TS (this station) or 255
(broadcast) and Datal_ength is greater than InputBufferSize,

then set ReceivedinvalidFrame to TRUE to indicate that a frame with an illegal or unacceptable data length has been
received, and enter the IDLE state to wait for the start of the next frame.

NoData
If the value of HeaderCRC is X '55' and the value of DestinationAddress is equal to either TS (this statiop) or 255
(brpadcast) and Datal_ength is zero,

theh set ReceivedVaidFrame to TRUE to indicate that a frame with no data has been received,{and enter the IDLE
dtate to wait for the start of the next frame.

Data
If the value of HeaderCRC is X'55' and the value of DestinationAddress is equa te.either TS (this statiof) or 255
(brpadcast) and Datal_ength is not zero and Datal_ength is less than or equa to InputBufferSize,

theh set Index to zero; set DataCRC to X'FFFF'; and enter the DATA dtate to receive the data portion of the frame.
9545 DQATA
In the DATA state, the node waits for the data portion of aframe.

Timeout
If SilenceTimer is greater than Trrame aborts

then set ReceivedinvaidFrame to TRUE to indicate that an error has occurred during the reception of a frame, and
enter the IDLE state to wait for the start of the next frame.
Error
If RecelveError is TRUE,

theh set ReceiveError to FALSE; set SilenceTimer to zero; set ReceivedinvalidFrame to TRUE to indicate that an error
had occurred during the reception of aframe; and enter the IDLE state to wait for the start of the next frame.

DataOctet
If ReceiveError is FALSE and DataAvailable is TRUE and Index is less than Datal_ength,

then set DataAvailableto FALSE; set SilenceTimer to zero; accumulate the contents of DataRegister into QataCRC;
savie the contents ofy DataRegister at InputBuffer[Index]; increment Index by 1; and enter the DATA state.

CRC1
If ReceiveError is FALSE and DataAvailableis TRUE and Index is equd to Datalength,

then ‘seb DataAvailable to FALSE; set SilenceTimer to zero; accumulate the contents of DataRegister into DataCRC;
increment Index by 1; and enter the DATA Jae.

CRC2
If ReceiveError is FALSE and DataAvailable is TRUE and Index is equa to Datalength plus 1,

then set DataAvailable to FALSE; set SilenceTimer to zero; accumulate the contents of DataRegister into DataCRC;
and enter the DATA_CRC state.

954.6 DATA_CRC
Inthe DATA_CRC state, the node validates the CRC of the message data.
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BadCRC
If the value of DataCRC is not X'FOBS',

then set ReceivedinvalidFrame to TRUE to indicate that an error has occurred during the reception of a frame, and

enter the IDLE state to wait for the start of the next frame.

GoodCRC
If the value of DataCRC is X'FORS'

then set ReceivedVdidFrame to TRUE to indicate the complete reception of avalid frame, and enter:the IDLE state to
wait for the start of the next frame.

9,55 |The SendFrame Procedure

The trangmission of an MS/TP frame proceeds as follows:

Procedufe SendFrame

@
(b)
(©
©
C)

flSilenceTimer isless than Tiyrnarounds Wait (Tiurnaround - SilenceTimer) in order'to avoid line contention.

@)

sable the receiver, and enable the transmit line driver.

—

[ansmit the preamble octets X'55', X'FF. As each octet is transmitted, set SilenceTimer to zero.

nitialize HeaderCRC to X'FF.

fansmit the Frame Type, Destination Address, SourcevAddress, and Data Length octets. Accumulate egch octet into
eaderCRC. As each octet is transmitted, set SilenceTifver to zero.

I -

() Tfansmit the ones-complement of HeaderCRC, Set’SilenceTimer to zero.

@

(h) Transmit any data octets. Accumulateeach octet into DataCRC. As each octet is transmitted, set SilenceTimér to zero.

flthere are data octets, initialize DataCRC to X'FFFF.

(i) Transmit the ones-complement of DataCRC, least significant octet first. As each octet is transmitted, set SilenceTimer to
zgro.

(i) Wait until the final stop’bit of the most significant CRC octet has been transmitted but not more than T posrivg-

(k)
() Return.

9.5.6 |Master Node Finite State M achine

The description of operation is as afinite state machine. Figure 9-4 shows the Master Node state machine, which is described
fully in this clause. Each state is given aname, specified in al capital letters. Transitions are also named, in mixed upper- and
lowercase letters. Transitions are described as a series of conditions followed by a series of actions to be taken if the
conditions are met. The final action in each transition is entry into a new state, which may be the same as the current state.

isable the trahsmit line driver.

@)

A master node that supports segmentation shall not use a segmentation window size greater than one.

ASHRAE 135-2004 85

© 1SO 2007 — Al rights reserved 929


https://standardsiso.com/api/?name=8d59719e96887b64457b33f9071eabed

ISO 16484-5:2007(E)

9. DATA LINK/PHYSICAL LAYERS MS/TPLAN

INITIALIZE

Donelnitializing

ReceivedPFM

a

ReceivedUnwantedFrame
ReceivedDataNoReply

LostToken ReceivedDataNeedingReply, ANSWER
NO SawFrame IDLE Reply | NSWE
DeferredReply REQUEST

ReceivedinvalidFrame,

<
0
3
[
2
)
C DONE NothingToSend
POLL SendMaintenancePFM 4 USE
FOR WITH (
MASTER \_FOKENA andhoWall
SoleMasterRestartMaintenancePFM endAnotherFrame
SOIeMaster SoleMaster
Dec,
areSoIeMaster
SendNextPFM

Figure 9-4. Master Node State Machine.
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956.1 INITIALIZE
When a master node is powered up or reset, it shall unconditionally enter the INITIALIZE date.

Donelnitializing
Unconditionally,

set TS to the node's station address, set NS equal to TS (indicating that the next station is unknown), set PS equal to
TS, set TokenCount to Npqi (thus causing a Poll For Master to be sent when this node first receives the token), set
SoleMaster to FAL SE, set ReceivedValidFrame and ReceivedinvalidFrame to FALSE, and enter the IDLE state.

9.5.6.2 [ TDLCE

In the IOLE state, the node waits for aframe.

LostToken
If SilenceTimer is greater than or equal to T g token,

then assume that the token has been lost. Enter the NO_TOKEN dtate.

ReceiveglinvaidFrame
If ReceivedinvalidFrameis TRUE,

then an invalid frame was received. Set RecelvedinvaidFrame to FAL-SE, and enter the IDLE state to walt for the next
frame.

ReceiveglUnwantedFrame
If ReceivedVaidFrameis TRUE and either

(a) DestinationAddressis not equd to either TS (this station) or 255 (broadcast) or
(b) DestinationAddress is equa to 255 (broadeast) and FrameType has a value of Token, BACnet Dgta Expecting
Reply, Test Request, or aproprietary type known to this node that expects areply (such frames may not be broadcast)
or

(c) FrameType has a vaue that indicates a standard or proprietary type that is not known to this node,

then an unexpected or unwanted frame was received. Set ReceivedValidFrame to FALSE, and enter the IDLE state to
wait for the next frame.

ReceivediToken
If ReceivedVdidkrame is TRUE and DestinationAddress is equa to TS (this station) and FrameType is equa to
Token,

then set‘ReceivedvVadidFrame to FALSE; set FrameCount to zero; set SoleMaster to FALSE; and enter the
USE JOKEN sate.

ReceivegPEM
If RecelvedValidFrame is TRUE and DestinationAddress is equal to TS (this station) and FrameType is equal to Poll
For Master,

then call SendFrame to transmit a Reply To Poll For Master frame to the node whose address is specified by
SourceAddress (Source Address of the Poll); set ReceivedValidFrameto FALSE; and enter the IDLE date.

ReceivedDataNoReply
If ReceivedVaidFrame is TRUE and DestinationAddress is equal to either TS (this station) or 255 (broadcast) and

FrameType is equal to BACnet Data Not Expecting Reply, Test_Response, or a proprietary type known to this node
that does not expect areply,
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then indicate successful reception to the higher layers; set RecelvedVaidFrame to FALSE; and enter the IDLE dtate.

ReceivedDataNeedingReply

If ReceivedValidFrame is TRUE and DestinationAddress is equal to TS (this station) and FrameType is equa to
BACnet Data Expecting Reply, Test Request, or a proprietary type known to this node that expects areply,

then indicate successful reception to the higher layers (management entity in the case of Test_Request); set
RecelvedValidFrame to FALSE; and enter the ANSWER _DATA REQUEST date.

In the USE| TOKEN state, the node is alowed to send one or more data frames. These may be BACnet Data frames or

95.6.4

In the WAI

If the next frame awaiting transmission that is of type Test_Response, BAChet Data Not Expecting Reply, or a
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If the next frame awaiting transmission that is of type Test \Request, BACnet Data Expecting Reply, or a prioprietary

then call SendFrame to transmit the data frame; increment FrameCount; and enter the WAIT _FOR_REPLY stte.
AIT_FOR_REPLY
_FOR_REPLY dtate, the node waits forareply from another node.

then assume that the request has failed. Set FrameCount t0 Nmax info_frames 8Nd enter the DONE_WITH_TOKEN state.
An retry of the data frame’shall await the next entry to the USE_TOKEN state. (Because of the length of the timeout,

ilenceTimerisless than T ey rimeour 8Nd ReceivedinvalidFrame is TRUE,

there” was an error in frame reception. Set ReceivedinvaidFrame to FALSE and enter the
DQNEYWITH_TOKEN state.

ReceivedReply

88

102

If SilenceTimer is less than Ty timeout @8Nd ReceivedValidFrame is TRUE and DestinationAddress is equal to TS
(this station) and FrameType is equal to Test_Response, BACnet Data Not Expecting Reply, or a proprietary type
that indicates areply,

then indicate successful reception to the higher layers, set RecelvedVdidFrame to FALSE; and enter the
DONE_WITH_TOKEN state.
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ReceivedPostpone
If SilenceTimer islessthan T, ey imeout 8d ReceivedValidFrame is TRUE and DestinationAddress is equal to TS (this
gtation) and FrameTypeis equd to Reply Postponed,

then the reply to the message has been postponed until alater time. Set ReceivedVaidFrame to FALSE and enter the
DONE_WITH_TOKEN state.

ReceivedUnexpectedFrame
If SilenceTimer islessthan T,y timeout 8Nd ReceivedValidFrame is TRUE and either

(a) DestinationAddressis hot equal to TS (the expected reply should not be broadcast) or
(b) FrameType has a value other than Test Response, BACnet Data Not Expecting Reply, or proprietary reply frame,

then an unexpected frame was received. This may indicate the presence of multiple tokens. Set’Received\fdidFrame to
FALSE, and enter the IDLE state to synchronize with the network. This action drops the token.

9.5.6.5 | DONE_WITH_TOKEN
The DONE_WITH_TOKEN dtate either sends another data frame, passes the token, or initiates a Poll For Master cycle.

SendAnptherFrame
If FrameCount is less than Nmax ino_frames,

then this node may send another information frame before passing the token. Enter the USE_ TOKEN statg,

SoleM agter

If FrameCount is grester than or equal t0 Nmax info franmies+@nd TokenCount is less than Nyq—1 and SoleMaster is
TRUE,

then there are no other known master nodes to‘which the token may be sent (true master-dave operation). Set
FrameCount to zero, increment TokenCount, and enter the USE_TOKEN state.

SendToKen
If FrameCount is greater than or equal™t® Nmax info frames @d TokenCount is less than Nyqi—1 and SoleMaster is FALSE,
orif NSisequa to (TS+1) modul 0(Nmax maset1),

then increment TokenCount; call SendFrame to transmit a Token frame to NS; set RetryCount and EyentCount to
zero; and enter the PASS\TOKEN state. (The comparison of NS and TS+1 eliminates the Poll For Mpster if there
are no addresses between TS and NS, since there is no address at which a new master node may be found in that
case).

SendMa|ntenancePFM
If FrameCount is greater than or equal t0 Nmax info_rames @d TokenCount is greater than or equa to Npgi—{L and (PS+1)
modul 0x(Nimax mastert1) 1S NOt equal to NS,

then set PS to (PS+1) modulo (Nmax mesert1); call SendFrame to transmit a Poll For Master frame to PS; set
RetryCounttozeroandenter the POLEFORMASTER state:

ResetM aintenancePFM
If FrameCount is greater than or equal t0 Nimax info_frames @Nd TokenCount is greater than or equal to Npgi—1 and (PS+1)
mMOodulo (Nimax mestert1) IS €qual to NS, and SoleMaster is FALSE,

then set PSto TS; cal SendFrame to transmit a Token frame to NS; set RetryCount and EventCount to zero; set
TokenCount to one; and enter the PASS TOKEN date.
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SoleM asterRestartM ai ntenancePFM

If FrameCount is greater than or equal t0 Nmay info_irames, TOKENCount is grester than or equal to Npg, (PS+1) modulo

(Nmax_mastert1) isequal to NS, and SoleMaster is TRUE,

then set PSto (NS +1) modulo (Nmax mastert1) ; call SendFrame to transmit a Poll For Master to PS; set NSto TS (no
known successor node); set RetryCount and EventCount to zero; set TokenCount to one; and enter the

POLL_FOR _MASTER dateto find anew successor to TS.

9.5.6.6 PASS TOKEN
The PASS TOKEN state listens for a successor to begin using the token that this node has just attempted to pass.

SawTokenUper
If SilenceTimer isless than T usge timeout 8N EventCount is greater than Nimin_octetss

thep assume that a frame has been sent by the new token user. Enter the IDLE state to procesSithe frame.

RetrySendT pken
If SilenceTimer is greater than or equal to T yege timeout @Nd RetryCount is less than Nrery token,

theh increment RetryCount; call SendFrame to transmit a Token frame to NS; &t EventCount to zero; and re
curfent state to listen for NS to begin using the token.

FindNewSug¢cessor
If SilenceTimer is greater than or equal tO T ysage timeout @A RetryCouint is greater than or equal to Nyetry token

then assume that NS has failed. Set PS to (NS+1) modul® {Nmax masert1); call SendFrame to transmit al
Master frame to PS; set NS to TS (no known successornode); set RetryCount, TokenCount, and Event
zerp; and enter the POLL_FOR_MASTER state to find@ new successor to TS.

9.5.6.7 NO_TOKEN

The NO_TQKEN state is entered if SilenceTimer becomes greater than Ty, token, iNdicating that there has been ng
activity for that period of time. The timeout is continued to determine whether or not this node may create a token.

SawFrame
If $ilenceTimer isless than Tho.idkent(T o™ TS) and EventCount is greater than Nimin octets,

theh some other node existsat)a lower address. Enter the IDLE state to receive and process the incoming frg

GenerateTolken
If SilenceTimer is/greater than or equal t0 T g tokent(Taot* TS) and SilenceTimer isless than Tng tokent(Tgot™

theh assumethat this node is the lowest numerical address on the network and is empowered to create a toke
to (TS+1)-modulo (Nmax maser+1); call SendFrame to transmit a Poll For Master frame to PS; set NSto TS (i
thay the next dation is unknown); set TokenCount, RetryCount, and EventCount to zero; and ¢

enter the

Poll For
Count to

network

ime.

(TSt1)),

n. Set PS
ndicating
enter  the

L FOR _MASTER state to find anew successor to TS.

956.8 POLL_FOR_MASTER

Inthe POLL_FOR_MASTER state, the node listens for areply to a previousdly sent Poll For Master frame in order
successor node.

ReceivedReply ToPFM

tofind a

If ReceivedValidFrame is TRUE and DestinationAddress is equal to TS (this station) and FrameType is equa to

Reply To Poll For Master,
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then set SoleMaster to FALSE; set NS equd to SourceAddress; set EventCount to zero; call SendFrame
Token frame to NS; set PS to the value of TS; set TokenCount and RetryCount to zero; set ReceivedV
FALSE; and enter the PASS TOKEN sate.

RecelvedUnexpectedFrame

If ReceivedVaidFrameis TRUE and either
(a) DedtinationAddressis not equal to TS or

(b) FrameType is not equal to Reply To Poll For Master,

to transmit a
didFrame to

SoleMad

DoneWi

SendNextPFM

then an unexpected frame was received. This may indicate the presence of multiple tokens. Set Received\
FALSE and enter the IDLE state to synchronize with the network. This action drops the token.

ter
If SoleMaster is TRUE and either

(a) SilenceTimer is grester than or equal t0 T usge timeout OF
(b) ReceivedinvdidFrame is TRUE,

then there was no valid reply to the periodic poll by the sole known master for other masters. Set Framed
set RecelvedinvadidFrame to FALSE, and enter the USE_TOKEN dtate,

hPFM
If SoleMaster is FALSE and NSis not equal to TS and either:

(a) SilenceTimer is grester than or equal t0 T usge timeout:OF
(b) ReceivedinvdidFrame is TRUE,
then there was no valid reply to the maintenance poll for a master at address PS. Set EventCount

SendFrame to transmit a Token frapeto'NS; set RetryCount to zero; set ReceivedinvaidFrame to
enter the PASS TOKEN state.

If SoleMaster is FALSE and NS is equal to TS (ho known successor node) and (PS+1) modulo (Nmax m
equal to TS and either:

(a) SilenceTimer greater than or equal t0 T ysage timeout OF

(b) ReceivedinvadidFrame is TRUE,

then set=PS to (PS+1) modulo (Nmax masert1); call SendFrame to transmit a Poll For Master fram
RetryCount to zero; set RecelvedinvalidFrame to FAL SE; and re-enter the current stete.

didFrameto

ount to zero,

to zero; cal
FALSE; and

LserT1) IS NOt

e to PS; st

DeclareSotevtaster

ASHRAE

If SoleMaster is FALSE and NS is equal to TS (no known successor node) and (PS+1) modulo (Nmax master+1) iS
equal to TS and either

(a) SilenceTimer is greater than or equal to T ysge timeout OF
(b) ReceivedinvalidFrame is TRUE,

then set SoleMaster TRUE to indicate that this station is the only master; set FrameCount
ReceivedinvalidFrame to FAL SE; and enter the USE_ TOKEN state.
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9569 ANSWER_DATA_REQUEST

The ANSWER_DATA_REQUEST date is entered when a BACnet Data Expecting Reply, a Test Request, or a proprietary
frame that expects areply is received.

Reply
If areply is available from the higher layers within T, ey aaay after the reception of the final octet of the requesting
frame (the mechanism used to determine thisis aloca matter),
then call SendFrame to transmit the reply frame and enter the IDLE state to wait for the next frame.

DeferredReply

If mo reply will be available from the higher layers within T,y daay after the reception of the final~oclet of the
regpesting frame (the mechanism used to determine thisis alocal matter),

thep an immediate reply is not possible. Any reply shall wait until this node receives the token. Call SendFrame to
transmit a Reply Postponed frame, and enter the IDLE dtate.

9.5.7 Save Node Finite State Machine

The state machine for adlave node is similar to, but considerably simpler than, that for amastér node. A save node shall neither
transmit norf receive segmented messages. If a dave node receives a segmented BACnet-Confirmed-Request-PDU, [the node
shall responfl with a BACnet-Abort-PDU specifying abort-reason "segmentation net supported.” Figure 9-5 shows the Save
Node state npachine, which is described fully in the following text.

&
Y
Iy
S
g
. ~N
RdceivedUnwantedFrame g
9

Q ReceivedDataNoReply

ReceivedDataNeedingReply

ANSWER
ReceiyedInvalidFrame Repl NAT
N\ |le L& a1 LY
REQUEST
Cannot Reply
Figure 9-5. Save Node State Machine
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INITIALIZE

When aslave node is powered up or reset, it shall unconditionally enter the INITIALIZE state.

Donelnitializing

Unconditionaly,

set TS to the node's station address; set ReceivedValidFrame and ReceivedinvalidFrame to FALSE; and enter the

IDLE state
9572 | IDLE
In the IOLE state, the node waits for aframe.

ReceivegllnvaidFrame

ReceiveglUnwantedFrame

Receive

Receive

If ReceivedinvalidFrameis TRUE,

then an invalid frame was received. Set ReceivedinvaidFrame to FALSE, and entex the IDLE state to wal
frame.

If ReceivedVdidFrameis TRUE and either

(a) DestinationAddressis not equal to either TS (this station) or 255 (broadcast) or

(b) DestinationAddress is equal to 255 (broadcast) and FrameType has a value of BACnet Data Expectin
Request, or a proprietary type known to this node thatexpects areply (such frames may not be broadca

(c) FrameType has a value of Token, Poll For Master, Reply To Poll For Master, Reply Postponed, or
proprietary frame type not known to this node,

then an unexpected or unwanted frame was received. Set RecelvedVaidFrame to FALSE, and enter the |
wait for the next frame.

iDataNoReply

If ReceivedVaidFrame is TRUE and DestinationAddress is equal to either TS (this station) or 255 (bl
FrameTypeis equal to BACnet Data Not Expecting Reply, Test_Response, or a proprietary type knowr
that does not expect areply,

then indicate succesSful reception to the higher layers, set ReceivedVaidFrame to FALSE, and enter the
D ataN eedingReply
If ReceivedValidFrame is TRUE and DestinationAddress is equal to TS (this station) and FrameTyp
BACnetData Expecting Reply, Test Request, or a proprietary type known to this node that expects a ref

then indicate successful reception to the higher layers (management entity in the case of Test |

t for the next

) Reply, Test
5t) or

A standard or

DLE state to

oadcast) and
to this node

IDLE state.
e is equal to

ly,

Request), set

9.5.7.3

RecelvedValidFrame to FALSE, and enter the ANSWER_DATA_REQUEST state.
ANSWER_DATA_REQUEST

The ANSWER _DATA_REQUEST dtate is entered when a BACnet Data Expecting Reply, a Test Request, or a proprietary
frame that expects areply isreceived.

Reply

ASHRAE

If areply is available from the higher layers within T,y geay after the reception of the final octet of the requesting

frame (the mechanism used to determine thisis alocal matter),

135-2004
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then call SendFrame to transmit the reply frame, and enter the IDLE state to wait for the next frame.

CannotRepl

y

If no reply will be available from the higher layers within T, ey deay after the reception of the final octet of the
requesting frame (the mechanism used to determine thisis aloca matter),

then no reply is possible. Enter the IDLE state.

96 Cyd

ic Redundancy Check (CRC)

odundanev—Choeke (CRO ta-nravida-orrar-datoctian- CRCa hava o oy of ~ch

MQTP 1SES Cvuelic R
Ty T COTnoT Ty — SO (o1 vS) 1o 'Jluvluu T O CCICCtr oSS o Ty C o o ot O ooV o tog TS Saat

error detect
drawbacks
errors withi
but suffer fr
the exact er

ISO 8802-3
Mathematic
modulo two
polynomialg

TheMSTP

In operation
preset to all
Address, So
CRC.

At the recei
ones. Ther

Source Add
remainder W

The MSITP

In operation

preset to all

At therecel

3, ARCNET, and many other standard and proprietary communications systems-use more robu

on methods, such as parity or checksums, which are commonly used with UART-based networks.\T]
f parity are that it adds one bit of overhead to each transmitted octet and that it will not detect an@ven 1

one octet. Exclusive OR checksums, sometimes called longitudinal parity, offer reduced overhead over o
bm the same inability to detect an even number of errorsin agiven bit position. Additive checksums are g
or detection characteristics are dependent on bit position.

Hlly, a CRC is the remainder that results when a data stream (such as a frame) taken as a binary number
are beyond the scope of this document.
frame header CRC uses the polynomia
G(X)=Xe+X"+1
at the transmitter, the initial content of the CRC register_ofhe device computing the remainder of the ¢

ones. The register is then modified by division by the generator polynomia G(x) of the Frame Type, D
urce Address, and Length fields. The ones-complementiof the resulting remainder is transmitted as the 8-I

ver, the initial content of the CRC register of ‘the device computing the remainder of the division is pre
bgister is then modified by division by the)generator polynomia G(x) of the Frame Type, Destination
ress, Length, and Header CRC fields ¢f the incoming message. In the absence of transmission errors, the
ill be:

0101 0101 (x° through x’, respectively).
data CRC uses the CRC-CCITT polynomial
X2+ X+ 1

G(X) = X* +

at the trangmiitter, the initial content of the CRC register of the device computing the remainder of the ¢

ones. Theyegister is then modified by division by the generator polynomial G(x) of the Data field. T
complement of theresulting remainder is transmitted, least significant octet first, as the 16 bit Data CRC.

r simpler
he major
umber of
et parity
milar but

5t CRCs.
s divided

by a generator polynomial. The proof of the error-detecting properties of the CRC and the selection of agpropriate

ivision is
bstination
it Header

bset to all
Address,
resultant

ivison is
he ones-

e theinitial content of the CRC reqgister of the device computing the remainder of the division is preset t¢ all ones.

The register is then modified by division by the generator polynomia G(x) of the Data and Data CRC fields of the incoming

message. In

the absence of transmission errors, the resultant remainder will be

1111 0000 1011 1000 (x° through x*°, respectively).

NOTE: Theinitialization of the CRC register to all ones and the complementing of the register before transmission prevent the
CRC from having a value of zero if the covered field is all zeros.

Annex G describes the implementation of the CRC agorithmsin software.
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9.7 Interfacing M STP LANswith Other BACnet LANs

9.7.1

When a network entity with routing capability receives from a directly connected MS/TP data link an NPDU whose
'data_expecting_reply' parameter is TRUE and the NPDU is to be routed to another network according to the procedures of
Clause 6, the network entity shall direct the MS/TP data link to transmit a Reply Postponed frame before attempting to route
the NPDU. This allows the routing node to leave the ANSWER_DATA_REQUEST state and the sending node to leave the

Routing of Messagesfrom MS/TP

WAIT_FOR_REPLY state before the potentially lengthy process of routing the NPDU is begun.

9.7.2

Rol |ting of Messagesto M S/TP
~

-

(e

When
'data_ex
the netw|

9.8 H
In5.4.5.

PostpongReply

In 5.4.5.
PDU..."

ComplexACK-PDU...." (It is necessary to postpone the reply, because transmission of the segmented Complex

begin un
99 R

network entity issues a DL_UNITDATA.request to a directly connected MSTP data link,Cit
pecting_reply' parameter of the DL-UNITDATA.request equa to the value of the 'data_expecting, reply'
prk protocol control information of the NPDU, which istransferred in the 'datal parameter of therequest.

esponding BACnet User Processing of M essages from MSTP
B, AWAIT_RESPONSE, the following transition shal be added:

If a CONF_SERV.response will not be received from the local application\ayer early enough that a
frame would be received by the remote node within T epiy timeout (defined in-9:5.3) after the transmission @
BACnet-Confirmed-Request-PDU (the means of this determination are@local matter),

then direct the MS/TP data link to transmit a Reply Postponed frametand enter the AWAIT_RESPONSE S

B, AWAIT_RESPONSE, in the transition SendSegmentedComplexACK, the text "transmit a BACnet-C
shall be replaced by "direct the MS/TP data link totransmit a Reply Postponed frame; transmit

il the node holds the token.)

epeaters

If any of
an activ

logic that detects and passes signals received frem one segment onto all other segments. The segment from whig
received|is determined according to a priarity agorithm.

The method used by a repeater to détect’signals and to distinguish them from noise is a local matter, subject to

constrai

(@ The
inpu

(b) The

No mord
repeatery

device that provides sdlective intercopnection between two or more segments of MS/TP cable. The repe

ts:

repeater may not lengthen or shorten the duration of any bit of the output data stream by more than 2% r
t data stream.

repeater may, not delay the output data stream by more than two bit times relative to the input data stream.

thall set the
parameter of

reply MS/TP
f the origina

fate.
bmplexACK -

a BACnet-
IACK cannot

thelimitsin 9.2.1 and 9.2.2 are exceeded, one or more repeatersisrequired. An MS'TP EIA-485 Repeatel| is defined as

ater contains
h signds are

he following

gl ative to the

than 10bit times of delay shall exist in the path between any two nodes of an MS/TP network. This corres

greater i

ponds to five

with'worst-case delays (if delay by the medium is negligible, asit will be at al except the highest ballld rates) or a

trber-of-repesterswithr-smatterdetays:

The minimum value of repeater turnoff delay T, is dictated by the maximum amount of idle line allowed during a single
frame, Trame gap- IT the value of the octet immediately preceding the idle is X'FF, then there may be up to 9+ T ame gap = 29 bit
times of one state between zero (start) bits. Thus, T,q must be larger than 29 bit times if it is not to turn off during the
transmission of aframe.
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In order to avoid contention between repeater turnoff and the beginning of the next frame, the repeater turnoff delay T, may be
no larger than Tyrnaroung bit times, and a node may not enable its driver until a minimum of Tyrarouna &ter the end of the
previous frame. Thus

29 bit times < T, < 40 bit times.

An N-way repeater may be represented by an N+1 state finite state machine. One state is the IDLE state, and the others each
receive from one segment and re-transmit on all other segments. The repeater state machine uses the timer Portldle to control the

return to the

IDLE state. Portldle shall have aresolution of one bit time or finer.

991 ID
In the IDLH
logical zero

When a zer
transmitters,
with the acti
themisalog

Port1Active
If g

thel
Set

Port2Active
If g

the
Set

This may be
99.2 PQ

In the POR]
state until Py

When idlend
renewed acti

PortActiveO
If g

thef

PortActivel

=
state, all receivers are enabled and all transmitters are disabled. The repeater remains in the IDLE ‘st
(i.e., the beginning of a start bit) is detected on some port.

D is detected, the repeater disables all receivers, except the one on which the zero was detected, and e
except the one associated with the port on which the zero was detected. The repeater then.entersthe state 8
Ve receiver port. If azero is detected simultaneoudy on more than one port, the methad used to arbitrate
al matter.

zero is detected on Port 1,

te until a

hables dl
Issoci ated
between

h disable all receivers except Port 1; enable al transmitters except Port/1; pass the zero to al enabled trapsmitters;

Portldle to zero; and enter the PORT_1 ACTIVE state.

zero is detected on Port 2,

N disable all receivers except Port 2; enable all transmitters except Port 2; pass the zero to al enabled trapsmitters,

Portldle to zero; and enter the PORT_2 ACTIVE Sate.

extended to as many ports as desired simply by adding transitions and PORT_N_ACTIVE dtates.
RT_i_ACTIVE

[ i ACTIVE state, the Repeater passes signals from Port i to al other ports. The Repeater will rema
brt i becomesidle. Idlenessis defined as the absence of the logical zero state at Port i for more than T,

SS i's detected, dl transmitters are disabled, al receivers are enabled, and the Repester enters the IDLE stat
Vity.
zero is detected-on Port i,

N passthezero to al other ports, set Portldle to zero, and re-enter the current stete.

nin this
bit times.

b to await

If

TTare IS IES than T g7 and aone 1S detected o PortT,

then pass the one to al other ports and re-enter the current state.

Portlnactive

If Portldleis greater than or equal to T+,

then disable al transmitters, enable all receivers, and enter the IDLE state.
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10 DATA LINK/PHYSICAL LAYERS: POINT-TO-POINT (PTP)

This clause defines adatalink layer protocol by which two BACnet devices may communicate using a variety of point-to-point
(PTP) communication mechanisms. These mechanisms may be accessed through an EIA-232 or bus-level interface to modems,
line drivers, or other data communication equipment. The specific physical connection composing the PTP connection isalocal

matter.

This clause does not attempt to specify the means by which the virtual or physical connection is established. Rather,

it specifiesa

protocol that alows two BACnet network layer entities to establish a BACnet PTP data link connection, reliably exchange

BACnet| PDUs, and perform an orderly termination of a BACnet PTP connection using an dready establig

BACnet datalink/physical layer optionsin several ways. it is capable of full duplex operation, it may be
d it may be significantly dower. The PTP protocol is only used between devices that areidf- routers. See

ither the calling device or the answering device mayinitiate a termination of the connection. The conneq
uest for termination has been issued by either device, either device determines that the physical layer cg
, or until a local timer expires, indicating that-the peer device is no longer active. Unlike other BAG
, the PTP protocol is acknowledged using an-alternating bit approach. It should be noted that the protocol

it is also possible that two devices are permanently connected at the physical layer in which case
connect gequence is performed only oriceat initiaization time. In this case both devices would be running the H
layer an¢l would always be capable af sending and receiving BACnet PTP data link frames.

10.2

PTP inc
8802-2
connecti

[«

3

er vice Specification

udes a data link layer' sufficient to provide to the BACnet network layer the same services as are off
Type 1. Because PTP is a connection-oriented data link layer, additional primitives are needed to
pn establishment and termination phases. PTP does not provide al of the functionality of 1SO 8802-2 Ty

This sublause describes the primitives and parameters associated with the provided services. The parameters are de

hed physical

pction differs
temporary in
6.7.

hining binary

DOf frames are

to establish aBACnet connection. If the connectionyis established, the two devices may freely exchange BACnet

ttion remains
nnection has
net data link
allows PDUs

the BACnet
PTP data link

ered by 1SO
manage the
pe 2.

bscribed in an

abstract
network

sense, \which does not constrain the implementation method. These primitives provide an interface to

the BACnet

|ayer consistent with the other BACnet data link options except for the addition of connection management] primitives.

10.2.1 DL-UNITDATA.request

10.2.1.1 Function

This primitive is the service request primitive for the unacknowledged connectionless-mode data transfer service.

10.2.1.2 Semanticsof the Service Primitive

The primitive shall provide parameters as follows:
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DL-UNITDATA. .request (
source_address,
destination_address,
data,
priority

)

Each source and destination address consists of the logical concatenation of a medium access control (MAC) address and a
link service access point (LSAP). However, since PTP does not define or use MAC addresses and since it supports only the

BACnet net

The 'data pg

The 'priority
10.2.1.3 W
This primiti
tooneorm
10.2.14

Receipt of
procedures.

10.2.2 DL

10221 H
This primiti
10222 S
The primitiy
DL-UNITD

sol

deq
dat

pri
)

Each sourcs
link service
BACnet net
The 'data pg

The 'priority

york layer, the 'source address and 'destination_address parameters are ignored.
rameter specifies the link service data unit (LSDU) to be transferred by the PTP entity.

-UNITDATA.indication

unction

Emantics of the Service Primitive

parameter specifies the priority desired for the data unit transfer. The priority parameter isighared by F
hen Generated

eis passed from the network layer to the PTP entity to request that a network protacabdata unit (NPDU
re remote L SAPs using unacknowledged connectionless-mode procedures.

fect on Receipt
is primitive causes the PTP entity to attempt to send the NPDU using Unacknowledged connectionl

eisthe service indication primitive for the unacknowledged connectionless-mode data transfer service.

e shall provide the following parameters:

ATA.indication (
rce_address,

tination address,
B,
Drity

and destination address'consists of the logical concatenation of a medium access control (MAC) addr
access point (L SAP)./However, since PTP does not define or use MAC addresses, and since it supportg
vork layer, the'source address and 'destination_address' parameters are ignored.

rameter specifies the link service data unit that has been received by the PTP entity.

' pafameter specifies the priority desired for the data unit transfer. The priority parameter isignored by P

) be sent

bss-mode

pss and a
only the

TP.

10223 V

Lo Yl + ol
TTCIT  OUTTIClh AaltTu

This primitive is passed from the PTP entity to the network layer to indicate the arrival of an NPDU from the specified
remote entity.

10224 E

ffect on Receipt

The effect of receipt of this primitive by the network layer is unspecified.
10.2.3 Test_Request and Test_Response

1SO 8802-2 Type 1 defines XID and TEST PDUs and procedures but does not define an interface to invoke them from the
network layer. Test Request and Test_Response PDUs and procedures have been defined for PTP to accomplish the same
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functions. Because PTP supports only the equivalent of a single LSAP, these PDUs are sufficient to implement the relevant
aspects of XID aswell.

The response with Test Response to a Test Request PDU is mandatory for al PTP nodes. The origination of a Test Request
PDU isoptional.
10.2.31 Useof Test Request and Test_ Response for SO 8802-2 TEST Functions

The TEST function provides a facility to conduct loopback tests of the PTP to PTP transmission path. Successful completion
of the test consists of sending a Test Request PDU with a particular information field to the designated destination, and
receiving, in return, the identical information field in a Test_ Response PDU.

If arecgving node can successfully receive and return the information field, it shall do so. If it cannot receive'and return the
entire information field but can detect the reception of avalid Test_Request frame (for example, by computing| the CRC on
octets ag they are received), then the receiving node shall discard the information field and return a Test. Résponge containing
no information field. If the receiving node cannot detect the valid reception of frames with overlengthinformation fields, then
no respdnse shall be returned.

10.2.3.2] Useof Test_Request and Test_Response for SO 8802-2 X1D functions
I SO 880R-2 describes seven possible uses of XID:

(@ X|ID can be used with anull DSAP and null SSAP asan "Are You There" test. Since PTP supports only the equivalent
1 asingle LSAP, the Test Request PDU with no data can perform this function.

]

(b) X|ID can be used with a group or global DSAP to identify group mémbers or al active stations. Since PTP supports
only the equivalent of asingle LSAP, the Test Request PDU with ro data can perform this function.

(©

X[ID can be used for a duplicate address check.

(d) Jassll LLCsmay use XID to determine window sizerPTP does not support Class |1 operation.
X
0

(& X|ID may be used to identify the class of each)LLC. Since PTP supports only Class | operation, this is a trivial

peration.

(f) X|ID may be used to identify the servicetypes supported by each LSAP. Since PTP supports only Clasg | operation,
tisisatrivial operation.

(g) Aln LLC can announce its preserice by transmitting an X1D with global DSAP. Since PTP supports only ofie LSAP, the
equivalent can be accomplished by transmitting a Test Response PDU.

10.2.4 |DL-CONNECT.reguest

10.2.4.1] Function
This primitive is the'service request primitive for the connection establishment service.
10.2.4.2] Semantics of the Service Primitive

The primitive shall provide the following parameters:

DL-CONNECT.request (
destination_address,
password

)

The 'destination_address parameter specifies the information required by the PTP entity to initiate the establishment of a
physical connection between the local and remote BACnet devices. Although, as stated at the beginning of this clause, the
establishment of the physical connection is alocal matter, it is likely that this parameter would convey information such as
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contained in the Port Info field of the Initialize-Routing-Table network layer message and subsequently stored in a node's
routing table. See 6.4.7.

The 'password' parameter specifies the password to be used in the PTP connection process described in 10.4.8.

10.2.4.3 When Generated

This primitive is passed from the network layer to the PTP entity to request that alogical link connection be established.
10.2.4.4 Effect on Receipt

The recel pt pHbisprmitivecausesthe PTR entity to-itiate-establishment-of-a-connectionwith-the remote BTPR entit

\‘\

10.25 DL[-CONNECT.indication

10.25.1 Hunction

This primitiye is the service indication primitive for the connection establishment service.
10.25.2 Semantics of the Service Primitive

The primitivie provides no parameters.

10.25.3 When Generated

This primitive is passed from the PTP entity to the network layer to indicatesthat’ a logical link connection has been
established.

10.25.4 Hffect on Receipt
The networl layer entity may use this connection for data unit transfer.
10.2.6 DL}CONNECT .confirm

10.2.6.1 Hunction

This primitiye is the service confirmation primitive for the connection establishment service.

10.2.6.2 Semantics of the Service Primitive
The primitiie shall provide the following parameter:

DL-CONNHCT.confirm (
stajus

)
The 'status’ [parameter specifi€s Whether or the not the connection has been successfully established.
10.2.6.3 When Gener ated

This primitive is passed from the PTP entity to the network layer to indicate that a logical link connection has been
established.

10.2.6.4 Hffect on Receipt

The network layer entity may use this connection for data unit transfer if the 'status parameter indicates the successful
establishment of a PTP connection.

10.2.7 DL-DISCONNECT.request

10.2.7.1 Function
This primitive is the service request primitive for the connection termination service.
10.2.7.2 Semantics of the Service Primitive

The primitive shall provide the following parameters:
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DL-DISCONNECT.request (
destination_address

)

The 'destination_address' parameter specifies the information required by the PTP entity to initiate the establishment of a
physical connection between the local and remote BACnet devices. The PTP entity uses this same information to identify the
particular PTP connection instance that is to be terminated.

10.2.7.3 When Generated
This prifnitive s passed from the network layer to the PTP entity to request that alogical link connection be tefrinated.
10.2.7.4| Effect on Receipt
The recdipt of this primitive causes the PTP entity to initiate termination of a connection with the rematé PTP enfity.
10.2.8 |DL-DISCONNECT .indication

10.2.8.1| Function

This primitive is the service indication primitive for the connection termination service:
10.2.8.2| Semantics of the Service Primitive

The prinitive shall provide the following parameters:

DL-DISCONNECT.indication (
reason

)

The 'reagon’ parameter specifies the reason for the disconnectien. The reasons for disconnection may include a r¢équest by the
remote gntity, loss of physical connection, or an error internd’sto the PTP sublayer.

10.2.8.3] When Gener ated

This primitive is passed from the PTP entity .to-the network layer to indicate that a logica link connectipn has been
terminated.

10.2.8.4| Effect on Receipt
The network layer entity may no longer use this connection for data unit transfer.
10.2.9 |DL-DISCONNECT .confirm

10.2.9.1 Function

This primitive is the service confirmation primitive for the connection termination service.
10.2.9.2| Semantics©Of the Service Primitive

The prinitive shall provide the following parameters:

DL-DISCONNECT .confirm (
destination_address

)

The 'destination_address' parameter specifies the information required by the PTP entity to initiate the establishment of a
physical connection between the local and remote BACnet devices. The network layer entity uses this same information to
identify the particular PTP connection instance that has been terminated.

10.2.9.3 When Generated

This primitive is passed from the PTP entity to the network layer to indicate that a logical link connection has been
terminated.

ASHRAE 135-2004 101

© 1SO 2007 — Al rights reserved 115


https://standardsiso.com/api/?name=8d59719e96887b64457b33f9071eabed

ISO 16484-5:2007(E)

10. DATA LINK/PHYSICAL LAYERS: POINT-TO-POINT

10.2.9.4 Effect on Receipt
The network layer entity may no longer use this connection for data unit transfer.
10.3 Point-to-Point Frame Format

All PTP data link frames, with the exception of the ANSI X3.4 sequence used to initiate a PTP connection,
following format:

Preamble two octet preamble X'55FF

Frame Type one octet

Hepder CRC one octet

Data varies with frame type; variable length

Dala CRC (if datais present) two octets, least significant octet first

The Preambje, Frame Type, Length, and Header CRC are collectively known as the header segment)of the frame.
and Data CRC are collectively known as the data segment of the frame. The Frame Type is used to distinguish
different types of MAC frames. Defined types are;

X'q0"  Heartbeat XOFF
X'ql' Heartbeat XON
X'q2° DaaO

X'q3 Daal

X'4" DataAck 0 XOFF
X'05" DataAck 1 XOFF
X'06' DataAck 0 XON
X'q7 DataAck 1 XON
X'q8" DataNak 0 XOFF
X'q9" DataNak 1 XOFF
X'0A" DataNak 0 XON
X'dB' DataNak 1 XON
X'dC'  Connect Request
X'dD"  Connect Response
X'QE' Disconnect Request
X'QF  Disconnect Response
X4 Test Request

X'15"  Test_Response

Frame Typgs X'00' through X'7F @re-reserved by ASHRAE. Frame types X'10', X'11', and X '13' shall never be u
valid frame|type because of the eharacter transparency method described in 10.3.1. Frame Types X'80' through
available to| vendors for proprietary (non-BACnet) frames. Proprietary PTP frames shal follow the same state
transitions defined for Dataframes.

The Datafigld is conditional on the Frame Type, as specified in the description of each Frame Type. If thereisno D
then the lengith field-shall be zero and the Data and Data CRC (data segment) shall be omitted.

have the

he Data
between

sed for a
K'FF are
machine

atafield,

The header ICRC actet is the ones complement of the remainder that res xvhen the Frame ne and | ength

divided by the CRC polynomid

G(X)=X®+X"+1.

ields are

The data CRC octets are the ones complement of the remainder that results when the Data field is divided by the

CRC-CCITT polynomial
G(X) = X®+ X2+ X>+1.

Annex G describesin detail the generation and checking of the CRCs.
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10.3.1 Character Transparency and Flow Control

In order to support modems that respond to flow control or other control characters, character stuffing is used to prevent
transmission of these codes as part of the data. Where a value corresponding to a control character would appear in a frame, it
shall be prefixed with a data link escape code (X'10) and the high order bit shall be set in the value as transmitted. The
control characters listed below shall be encoded in this manner. Implementations shall be able to receive and decode all

encoded
X'10'
X'11'
X'13'

control characters.

(DLE)
(XON)

TAVA o i mY

=>
=>

X'10" X'90'
X'10' X'91'

AVAL FaUlVilelsll

The chai
ignored
Clear Tq
flow cor
shall be

10.3.2

A frame
to the pe

\CAN 4 ay ) 7% LU 7%C IJ

acters X'11' (XON) and X'13' (XOFF) are never transmitted by the SendFrame procedure described\in 1
by the Receive Frame state machine described in 10.4.7. The use of these characters or of Reguest To
Send (CTYS), or other EIA-232 control lines for flow control purposesis aloca matter. The use of suc
trol is alowed only between a PTP device and local equipment such as a modem. Flow centrol between
mplemented using the flow control frames defined in 10.3.

Frame Types X'00" and X'01'": Heartbeat Frames

er device that the datalink is still active. Heartbeat frames contain no data Segment. A type X'00' frameii

0.4.4 and are
Send (RTS),
N methods of
PTP devices

of one of these typesis transmitted by each device periodically when no other-data are ready to transmit, to indicate

s transmitted

to indicgte to the peer device that the local device is not ready to accept Dataframes. A type X'01' frame is tifansmitted to

indicate
10.3.3

A frame
frame
sequencs

10.34

A framsg
data seg
types X'
indicate
deviceiy

10.3.5

A frame
header S
Data frg
X'08" an
with seq
Data fral

10.3.6

readiness to receive Data frames.
Frame Types X'02' and X'03': Data Frames

of one of these types is transmitted to convey data (NPDUSs) to'the peer device. The length of the data fi
ay range from O to 501 octets. Successive transmissions-aternate frame types; type X'02' correspond
e number 0, and type X'03' corresponds to transmit sequence number 1.

Frame Types X'04' through X'07': Data Ack Frames

of one of these types is transmitted to acknowledge a correctly received Data frame. Data Ack framg

ment. Frame types X'04' and X'06' acknowledge receipt of Data frames with sequence number O (type

D5 and X'07' acknowledge receipt of Dataframes with sequence number 1 (type X'03"). Frame types X'

that the device is not ready to receive additional Data frames (XOFF). Frame types X'06' and X'07" ind
ready to receive additional Data frames (XON).

Frame Types X'08' through)X'0B': Data Nak Frames

pgment of a Data frame has been correctly received but the data segment of the frame contains an err
Ime cannot be aecepted due to receiver buffer limitations. Data Nak frames contain no data segment.
d X'0A' rejectData frames with sequence number O (type X'02). Frame types X'09" and X'OB' reject
Lence number 1 (type X'03). Frame types X'08' and X'09'" indicate that the device is not ready to recei
Mes (XQFF). Frame types X'0A' and X'0B' indicate that the device is ready to receive additional Data fre

Request
10.3.7

gld of a Data
5 to transmit

S contain no
'02"). Frame
D4' and X'05'
cate that the

of one of these types is.ised to reject an incorrectly received Data frame. Data Nak frames are transmitted when the

br or when a
Frame types
Data frames
e additional
imes (XON).

frames contain no data segment.

Frame Type X'0D': Connect Response Frame

on. Connect

The Connect Response frame is issued by a device in response to a received Connect Request frame. The data field of the
Connect Response frame, if present, contains a password. The length and content of the optional password field are alocal

matter.
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10.3.8 Frame Type X'OE': Disconnect Request Frame

The Disconnect Request frame may be issued by either device when it wishes to discontinue the BACnet PTP dialogue. The
datafield of the frame conveys the reason for requesting a disconnect and shall be one octet in length. The permissible values
for the data are:

X'00' no more data needs to be transmitted,
X'01' the peer processis being preempted,
X'02" thereceived passwordisinvalid,
X'03  other.

10.3.9 Frame Type X'OF': Disconnect Response Frame

The Disconmect Response frame is used to acknowledge a previously received Disconnect Request framef The Disconnect
Response frame indicates that the responding device accepts the request to disconnect. Disconnect Response frames contain
no data segment.

10.3.10 Frgme Type X'14": Test_Request

This frame ifs used to initiate a loopback test of the PTP transmission path. The use of this<frame is described in|detail in
10.2.3. The llength of the data field of a Test_Request frame may range from 0 to 501 octets;

10.3.11 FrgmeType X'15": Test_Response

This frame i used to reply to a Test_Request frame. The use of this frame is deseribed in detail in 10.2.3. The lendth of the
data field of|a Test_Response frame may range from O to 501 octets. The data/if\present, shall be those that were gresent in
theinitiatind Test_Request.

104 PTPMedium Access Control Protocol
This subclayse defines the PTP protocol. The protocol definition hasbeen broken into several discrete parts that coIectively

describe and define the entire PTP protocol. The first part presents a universal asynchronous receiver transmitter (UART)
model of thg hardware platform. Thisis followed by definitions@ef the variables and constants used to define the pr
finite state machine is used to define in detail the process of receiving PTP frames (see 10.4.7). An informal procedure
describes in detail the process of transmitting a PTP frame (see 10.4.4). These details are referenced in supsequent
subclauses, yhich define the protocol at a higher level ©of abstraction.

tocol. A

The process(of establishing a PTP connection and terminating a PTP connection is defined by afinite state machine dalled the
Connection Btate Machine (see 10.4.9). The«RTP protocol is full duplex. Thus, when a PTP connection is active, eagh device
may simultaneously play the role of transmitting and recelving PTP messages. Two separate finite-state machines define the
aspects of the protocol that pertain to these two roles. These finite state machines are call the Transmission State Machine
(see 10.4.10) and the Reception State Machine (see 10.4.11). The Transmission State Machine and the Reception State
Machine arg assumed to operate eoncurrently whenever the Connection State Machine isin the CONNECTED statg. In this
model, the Reception State M-achine and the Transmission State Machine exchange information through the use gf shared
variables. The details of transmitting and receiving a PTP frame are described by the SendFrame, SendHeaderOctet, and
SendOctet procedures and the ReceivelFrame state machine respectively.

10.4.1 UART Reeceiver Model

interface to a UART ismodeled as a data register and two Boolean flags. These are intended to closely fesemble
ab commercial UART chips but in a generic and nonprescriptive fashion. The model is used by |both the
procedural and state machine descriptions.

10.4.1.1 DataRegister

The DataRegister holds the octet most recently received. The contents of this register after the occurrence of a framing or
overrun error are not specified.

10.4.1.2 DataAvailable

The flag DataAvailable is TRUE if an octet is available in DataRegister. A means of setting this flag to FALSE when the
associated data have been read from DataRegister shall be provided. Many common UARTS set DataAvailable FALSE
automatically when DataRegister is read.
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The flag ReceiveError is TRUE if an error is detected during the reception of an octet. Many common UARTSs detect severd
types of receive errors, in particular framing errors and overrun errors. ReceiveError shall be TRUE if any of these errorsis

detected

A framing error occursif alogical zero is received when a stop bit (logical one) is expected.

An overrun error occurs if an octet is received before an earlier octet is read from DataRegister. In general, the occurrence of
overrun errorsis evidence of improper design. However, it is recognized that critical system events may cause overrun errors

to occurffrem-time-to-time—Thectusonof- thiserror-the-state-machine PIU\.,CDD;I 10et istres-that-saehrerrorsare handled in

adeternfinistic fashion.

A means of setting ReceiveError to FALSE when the associated error has been recognized shall be provided.

10.4.2 |Variables

The varipbles and timers used by the PTP protocol are described in this subclause.

AckORgceived A Boolean flag indicating whether (TRUE) or not (FALSE) the Reception State Machine has
received an acknowledgment that a previous Data frame with a sequence number of 0 vas correctly
received.

Ack1Rgceived A Boolean flag indicating whether (TRUE) oot (FALSE) the Reception State Machine has
received an acknowledgment that a previous Data frame with a sequence number of 1 \vas correctly
received.

DataCRC Used to accumulate the CRC on the data field of aframe.

Datal epgth An unsigned integer in the range-from O to 501 that indicates the expected number of|octets in the
Data field of a PTP frame. This value is derived from the Length field of the received PTP frame.
The value of Datal ength excludes any data link escape octets (X'10") and the octets in the Data
CRC.

DLE_Mjask A bit mask used,to used to process received octets in order to account for the fact that|they may be
encoded.

FrameTlype Used by-the-Receive State Machine to store the frame type of areceived frame.

Header CRC Used.to accumulate the CRC of the header of aframe.

HeartbgatTimer A timer used to initiate Heartbeat frames to keep the link active.

InactivifyTimer A timer used to monitor the time since this station received a frame.

Index Indicates the location of the end of the data in the InputBuffer array.

InputBuffer|[ ] An array of octets used to store data octets as they are received. InputBuffer is indexed from 0 to
InputBufferSize-1. The maximum size of the data field of aframe is 501 octets.

InputBuffer Size The number of elementsin the array InputBuffer(].

Nak OReceived A Boolean flag indicating whether (TRUE) or not (FALSE) the Reception State Machine has
received areject in response to a previous Data frame with a sequence number of 0.

Nak 1Received A Boolean flag indicating whether (TRUE) or not (FALSE) the Reception State Machine has
received areject in response to a previous Data frame with a sequence number of 1.
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ReceivedinvalidFrame A Boolean flag set to TRUE by the Receive Frame Machine if an error of any type is detected.

ReceivedValidFrame

ReceptionBl|

ocked

Errorsinclude octet framing, overrun, CRC, and receive buffer overflow.

A Boolean flag set to TRUE by the Receive Frame Machine if avalid frame has been received.

An enumerated variable indicating whether or not reception of Data frames is blocked. The values
of the enumeration are BLOCKED, ALMOST _BLOCKED, and NOT_BLOCKED. The value of

thisvariable is determined by a buffer manager. The buffer manager processis aloca matter.

ResponseTimer

RetryCount

RxSequencgNumber

SendingFrameNow

SilenceTimgr

Transmissi¢gnBlocked

TransmitDataCRC

TransmitH¢ader CRC

TxSequencgNumber

10.4.3 Par

The followin
Nretries

Tconnfrqst

Teon n_rsp

ameters

g parameters are used in the PTP data link protocol.

The maximum number of times a frame shall be sent before an error is reported. The value of Nigyies Shal

bnce the physical connection has been established and the ANSI X 3.4 trigger sequence has been transm
value of Teonn g8 be 15 seconds. This represents the processing time required for the answering
fecognize the ANSI X 3.4 trigger sequence, prepare the communication port for PTP protocol, and trar
Connect Request frame.

The maximum time allowed by a calling device for an answering device to issue a PTP Connect Requr
i

The maximum time allowed to respond to a PTP Connect Request frame with a PTP Connect Respong
Thevalue of Teonn s Shall be 15 seconds. This represents the time required for the calling device to pr
Connect Request frame and the time required to transmit the Connect Response frame.

A timer used to monitor the time spent waiting for a response from the remote device.

A counter of transmission retries.

An integer containing the sequence number (0 or 1) expected for the next Data frame to be

received.

A Boolean flag indicating whether (TRUE) or not (FALSE) an~invocation of the SendFrame

procedure is currently in the process of transmitting octets.

A timer used to monitor the time since this station received ah octet.

A Boolean flag indicating whether (TRUE) or not(FALSE) frame transmission has been|blocked.
The value of thisflag is determined by the receipt.of XON and XOFF frames from the peer|device.

Used to accumulate the CRC on the data field of a frame being transmitted.
Used to accumulate the CRC on the header of aframe being transmitted.

An integer containing the sequence number (0 or 1) for the next Data frame to be transmitted.

be 3.

frame

ted. The
evice to
smit the

e frame.
bcess the

Tirame abort  The maximum time allowed between receipt of octets in a frame after which time the receiving device shall
assume atransmission error. The value of Tirame anort Shall be 2 seconds.

Theartbeat ~ The maximum delay between frame transmissions before a heartbeat frame must be sent. The value of Theartbeat
shall be 15 seconds.

Tinactivity ~ The maximum amount of time the InactivityTimer may attain, after which a device may assume that the PTP
connection has been disrupted. The value of Tinaiviy Shall be 60 seconds.
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The maximum time allowed waiting for a Data Ack frame in response to a Data frame. The value of
be 5 seconds.

SendFrame Procedure

T response Shall

This subclause describes the transmission of PTP data link frames. A mutual exclusion semaphore, SendingFrameNow,
synchronizes access to the functionality by multiple, asynchronous invocations. Frames are transmitted in two parts, the
header segment and the data segment.

NOTE: At the implementer's option, character-level flow control may be implemented by conditioning the transmission of

octets b

this procedure based on the reception of the characters XOFF (X'13") and XON (X'11") or by the

presence or

absence

(@

(b)
©
d
()
(f)
(9
(h)

=

@)
(k)
(N

(m)
10.4.5
This su

(@
(b)

of active levels on certain EIA-232 control lines. Such character-level flow control is alocal matter.

If SendingFrameNow is TRUE, then wait for the other invocation of the SendFrame proce
SendingFrameNow to FALSE.

Set SendingFrameNow to TRUE.

Transmit the preamble octets X'55' and X'FF'.

Initialize TransmitHeaderCRC to X'FF.

Call SendHeaderOctet to transmit the frame type and the high and low/data length octets.

Call SendOctet to transmit the one's-complement of TransmitHeaderCRC.

If the data length is zero, proceed to step (m). Otherwise, proceed to step (h).

Initialize TransmitDataCRC to X'FFFF.

Accumulate each data octet into TransmitDataCRC.

Call SendOctet to transmit each data octet:

Call SendOctet to transmit the one's-complement of the least significant octet of TransmitDataCRC.
Call SendOctet to transmit thé one's-complement of the most significant octet of TransmitDataCRC.

Set Heartbeat Timer to zero;" set SendingFrameNow to FALSE. Transmission is compl ete.
SendHeader OctetProcedure

iclause describes the transmission of the header octets of PTP frames.
Accumuléaterthe header octet into TransmitHeaderCRC.

Calt.SendOctet to transmit the header octet.

10.4.6

dure to set

SendOctet-RProcedure

This subclause describes the transmission of octets of PTP frames.

(@

If the value of the octet is not X'10', X'11', or X'13', then transmit the octet.

(b) If the value of the octet is X'10', X'11', or X'13', then transmit the value X'10', set the high order bit of the octet, and

ASHRAE

transmit the modified octet.
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10.4.7 Receive Frame State Machine

This subclause describes the reception of a PTP frame by a BACnet device. The description of operation is as a finite state
machine. Figure 10-1 shows the Receive Frame state machine, which is described fully in this subclause. Each state is given
a name, specified in al capita letters. Transitions are also hamed, in mixed upper- and lowercase letters. Transitions are
described as a series of conditions followed by a series of actions to be taken if the conditions are met. The final action in

each transition is entry into a new state, which may be the same as the current state.

The Receive Frame state machine operates independently from the other PTP state machines, communicating with them by
means of flags and other variables. The description assumes that the other state machines can process received frames and

other indicafions from the Receive Frame state machine before the next frame begins. The means by which thisbepavior is

implemented are aloca matter.

Flow Control

FlowControl EatAnOctet
EatAnError
Preamble 1 Repeated
Preamble 1
Bad CRC _ - Timeout
DATA | \
CRC \ Good CRC { IDLE )‘ Error { PREAMBLE

— NotPreamble
A A ~
(]
3,
4 Q.
0, 2 g 7
Q W O =S L
O, [1'4 A = Q
% 8l.al 8
% &2l e
g DLE_Received
Lt AP E—
HeaderCRC
/ | — FrameType
0, \
CRC 1 g
HEADER
CRC
Length 2
FlowControl
DLE_Received
Data Octet - Length 1
Figure 10-1. Receive Frame State Machine.
104.7.1 IDLE

In the IDLE state, the node waits for the beginning of a frame.

EatAnError
If ReceiveError is TRUE,

then set SilenceTimer to zero; set ReceiveError to FALSE; and enter the IDLE state to wait for the start of aframe.

108
122

ASHRAE 135-2004

© 1SO 2007 — All rights reserved


https://standardsiso.com/api/?name=8d59719e96887b64457b33f9071eabed

ISO 16484-5:2007(E)

10. DATA LINK/PHYSICAL LAYERS: POINT-TO-POINT

FlowContral
If ReceiveError is FALSE and DataAvailable is TRUE and the content of DataRegister is equa to either X'11' or

X'13,

then set SilenceTimer to zero; set DataAvailable to FALSE; and enter the IDLE state.

EatAnOctet
If ReceiveError is FALSE and DataAvailable is TRUE and the content of DataRegister is not equal to X'55, X'11',

or X'13,

Preambl

104.7.2

In the PREAMBLE state, the node waits for the second octet of the preamble.

Timeout

b1
If ReceiveError is FALSE and DataAvailable is TRUE and the content of DataRegister is equal to X'55

ReceivedinvalidFrame to FAL SE; and enter the PREAMBLE state to receive the remainder of the frame.

PREAMBLE

If SilenceTimer is greater than T ame aport,

then a correct preamble has not been received. Enter the IDLE State to wait for the start of aframe.

then set SilenceTimer to zero; set DataAvailable to FALSE; and enter the IDLE state to wait for the starf of aframe.

then set SilenceTimer to zero; set DataAvailable to FALSE; set ReceivedVdidFrame to FALSE; set

Error
If ReceiveError is TRUE,
then set SilenceTimer to zero; set ReceiveError to'FALSE; and enter the IDLE state to wait for the start jof aframe.
FlowControl
If ReceiveError is FALSE and DataAvailable is TRUE and the content of DataRegister is equal to either X'11' or
X'13,
then set SilenceTimer to zeroyset-DataAvailable to FALSE; and enter the PREAMBLE state.
RepeatefiPreamblel
If ReceiveError is FALSE and DataAvailable is TRUE and the contents of DataRegister is equal to X'55',
then set SilenceTimer to zero; set DataAvailable to FALSE; and enter the PREAMBLE state to wait f@r the second
preamble octets
NotPreamble
If ReceiveError is FALSE and DataAvailable is TRUE and the content of DataRegister is not equal to[X'FF, X'55',
X3 or X'13,
then set SilenceTimer to zero; set DataAvailable to FAL SE; and enter the IDLE state to wait for the start of aframe.
Preamble2
If ReceiveError is FALSE and DataAvailable is TRUE and the content of DataRegister is equal to X'FF,
then set SilenceTimer to zero; set DLE _Mask to X'00'; set HeaderCRC to X'FF'; set DataAvailable to FALSE; set
Index to zero; and enter the HEADER state to receive the remainder of the frame.
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ADER

In the HEADER state, the node waits for the fixed frame header.

Timeout

If SilenceTimer is greater than T ame aport,

then enter the IDLE state to wait for the start of aframe.

Error
If I

ocovamrroric TR I
CCCrv e TOr o iotT—

the set SilenceTimer to zero; set ReceiveError to FALSE; and enter the IDLE state to wait for the startef g

FlowControl
If A
X'1
they

DLE_Recei\
If R

the
FrameType
If H
X'

they

resfilit as FrameType; accumulate the result into HeaderCRC; set DataAvailable to FALSE; set DLE_Mask

set

Lengthl
If H
X'

they
acc)

DatpAvailableto FALSE; set DLE Mask to X'00'; set Index to 2; and enter the HEADER state.

3,

) set SilenceTimer to zero; set DataAvailable to FALSE; and enter the HEADER State.

 set DLE_Mask to X'80" and enter the HEADER state.

eceiveError is FALSE and DataAvailable is TRUE and the contents of DataRegister is-equal to either

ed
eceiveError is FALSE and DataAvailable is TRUE and the content of the DataRegister is equal to X'10'

frame.

X'11' or

eceiveError is FALSE and DataAvailable is TRUE and [ndex is 0 and the content of DataRegister is nof equal to

D', X'11', or X'13,
h perform a bitwise AND of the ones-complementof the DLE_Mask and the contents of DataRegister;

ndex to 1; and enter the HEADER state.

save the
to X'00";

eceiveError is FALSE and DataAvailable is TRUE and Index is 1 and the content of DataRegister is nof equal to

D', X'11', or X'13,

h perform a bitwise AND“ef the ones-complement of the DLE Mask and the contents of Datg
imulate the result into.HeaderCRC; multiply the result by 256 and save this result as Datal ef

Register;
hoth; set

Length2
If ReceiveError ISFALSE and DataAvailableis TRUE and Index is 2 and the content of DataRegister is nof equal to
X1, X'11',-0r X'13,
then perform a bitwise AND of the ones-complement of the DLE Mask and the contents of DataRegister;
accumulate the result into HeaderCRC; add the result to Datal ength and save this result as Datal ength; set
DataAvailableto FALSE; set DLE Mask to X'00'; set Index to 3; and enter the HEADER state.

HeaderCRC

If ReceiveError is FALSE and DataAvailableis TRUE and Index is 3 and the content of DataRegister is not equal to
X'10, X'11', or X'13,

then perform a bitwise AND of the ones-complement of the DLE Mask and the contents of DataRegister;
accumulate the result into HeaderCRC; set DataAvailable to FALSE; set DLE Mask to X'00; and enter the
HEADER_CRC state.
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10.4.74 HEADER_CRC
In the HEADER_CRC state, the node validates the CRC on the fixed frame header.

BadCRC
If the value of HeaderCRC is not X'55',

then enter the IDLE state to wait for the sart of the next frame.

FrameT ool ong
If the value of HeaderCRC is X'55' and Datal mgth is greater than Inpl tBufferSize

then set ReceivedinvalidFrame to TRUE to indicate that a frame cannot be received, and enter~the IDLE state to
wait for the start of the next frame.

NoData
If the value of HeaderCRC is X'55' and Datal_ength is zero,

then set ReceivedVaidFrame to TRUE to indicate that a frame with no data has-been received, and enter the IDLE
state to wait for the start of the next frame.

Data
If the value of HeaderCRC is X'55' and Datal_ength is greater than zexolbut less than or equal to InputBlifferSize,
then set Index to zero; set DataCRC to X'FFFF'; and enter the DATA state to receive the data field of the frame.
10.4.7.5| DATA

Inthe DATA state, the node waits for the data field of aframe.

Timeout|
If SilenceTimer is greater than T ame avort,

then set ReceivedinvalidFrame to TRUEto indicate that an error has occurred during the reception of ja frame, and
enter the IDLE state to wait for the startof the next frame.

Error
If ReceiveError is TRUE,
then set SilenceTimer 1o zero; set ReceiveError to FALSE; set ReceivedinvalidFrame to TRUE to indicate that an
error has occurred during the reception of aframe; and enter the IDLE state to wait for the start of the n¢xt frame.
FlowControl
If ReceiveErrer is FALSE and DataAvailable is TRUE and the content of DataRegister is equal to either X'11' or
X'13,
then.sat SilenceTimer to zero; set DataAvailable to FALSE; and enter the DATA state.
DLE Received
If ReceiveError is FALSE and DataAvailable is TRUE and the content of the DataRegister is equal to X'10',
then set DLE _Mask to X'80" and enter the DATA state.
DataOctet
If ReceiveError is FALSE and DataAvailable is TRUE and Index is less than Datal ength and the content of
DataRegister is not equal to X'10', X'11', or X'13,
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then perform a bitwise AND of the ones-complement of the DLE Mask and the contents of DataRegister;
accumulate the result into DataCRC; save the results at InputBuffer[Index]; increment Index by 1; set DataAvailable
to FALSE; set DLE_Mask to X'00"; and enter the DATA state.

CRC1

If ReceiveError is FALSE and DataAvailable is TRUE and Index is equal to Datalength and the content of
DataRegister is not equal to X'10', X'11', or X'13,

then perform a bitwise AND of the ones-complement of the DLE Mask and the contents of DataRegister;
accumul ate the result into DataCRC; increment Index by 1; set DataAvailable to FALSE; set DLE Mask to X'00";

and

CRC2
If H

enter the DATA state.

eceiveError is FALSE and DataAvailable is TRUE and Index is equa to Datalength plus L-and the ¢

DatgRegister is not equal to X'10', X'11', or X'13,

thet
acc]
DA

10476 D
Inthe DATA

BadCRC

h perform a bitwise AND of the ones-complement of the DLE Mask and the'contents of Data

TA_CRC date.
ATA_CRC
_CRC state, the node validates the CRC on the frame data.

If the value of DataCRC is not X'FOBS,

thef
entg

GoodCRC

N set ReceivedinvalidFrame to TRUE to indicate that an efror has occurred during the reception of a fr
br the IDLE state to wait for the start of the next frame.

Ift

e value of DataCRC is X'FOBS/,

the set ReceivedValidFrame to TRUE to-indicate the complete reception of avalid frame, and enter the 10
to Wait for the start of the next frame.

10.4.8 Dafa Link Connection Establishmient and Ter mination Procedures

This subclav
protocol are

Upon establ
ANSI X34
answering d

se provides an overview of. the protocol for establishing and terminating PTP connections. The detail
defined by the Connection)State Machinein 10.4.9.

shment of a physicalhconnection between BACnet devices, the calling device shall transmit the seven
trigger sequence./BACNet<CR>", where "<CR>" denotes the ANSI X3.4 character X'0D', to in
bvice that it wishes to establish a BACnet PTP connection. The answering device shall then transmit a

Request frame. The.€aling device shall respond by transmitting a Connect Response frame including a pass

password pr
devices ente

btecti oritisimplemented. After successful completion of this process, including verification of the passwi
theldata exchange phase.

pntent of

Register;

Umulate the result into DataCRC; set DataAvailable to FALSE; set DLE Mask to X'00; and ¢nter the

bme, and

LE state

5 for this

character
orm the
Connect
word, if
brd, both

Upon compl

etion Or the data l[NK establisnment procedure, eacnh aevice snall assuime thal the other' IS not yet ready [

receive

Data frames. When a Heartbeat XON frame is received from a device, data transmission to that device may begin. Upon
completion of the data link establishment procedure and when each device is ready to receive Data frames, it shall

immediately

transmit a Heartbeat XON frame.

When either device wishes to terminate an active PTP connection, it shall transmit a Disconnect Request frame indicating the
reason for the disconnection. The peer device shall respond by transmitting a Disconnect Response frame to acknowledge the
request. Both devices shall then notify their respective network layers of data link termination.

112

126

ASHRAE 135-2004

© 1SO 2007 — All rights reserved


https://standardsiso.com/api/?name=8d59719e96887b64457b33f9071eabed

ISO 16484-5:2007(E)

10. DATA LINK/PHYSICAL LAYERS: POINT-TO-POINT

If no Disconnect Response is received in reply to the Disconnect Request, an assumption is made that the request was not
received by the peer device. The Disconnect Request is retransmitted up to three times. If a Disconnect Response is hot

received

after the third retry, the connection is unilaterally terminated.

If, following transmission of a Disconnect Request, a device receives a Disconnect Request frame from the peer device, the
device shall respond by transmitting a Disconnect Response frame and terminating the connection.

If, following transmission of a Disconnect Request, a device receives a Data frame from the peer device, the device shall not
acknowledge the Data frame. Thus, a Disconnect Request is an attempt to terminate the connection in an orderly manner, but
it is not negotiable. Once a Disconnect Request has been made, the connection shall be terminated. If the peer device needs to

continug the communication, anew connection must be established.
10.4.9 |Connection State Machine
The opefation of the connection establishment state machineis described in this subclause and is depictéd'in Figlire 10-2. The
state machine models the actions taken to establish a BACnet PTP data link between two devices.and includes the actions
required|for both the calling and answering devices.
ConnectOutbound
DisconnectRequestReceived
\ Connectlnbound
- ConnectResponseFailure
) Disconnected
ConnectResponse
Timeout o
P\ S
A Disconnect 2
Response 2
. A
Failure o
K]
Disconnect S
Response Inbound !'-ﬁ
Received Disconnect 2
Request 5
Received
Disconnecting UnwantedFrame —I
Received
InvalidConnectResponse )
Received
Dickalmect NetworkDisconnect ValidConnect Outbound
Response Response
Timeout Recieved
— DisconnectRequestReceived ConnectRequestTimeout
InactivityTimeout Connected ConnectRequestReceived
ConnectionLost —/
Connect
Request
Received
Figure 10-2. Point-To-Point Connection State Machine
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10.49.1 DISCONNECTED

In this state, the device waits for the network layer to initiate a PTP data link connection or for the physical layer to indicate
the occurrence of aphysical layer connection.

ConnectOutbound
If aDL-CONNECT.request is received,

zero; set

Connectl nbgund
If gphysical layer connection has been made and the "BACnet<CR>" trigger sequence is received;

then call SendFrame to transmit a Connect Request frame; set RetryCount to zero; set RespenseTimer to zero; and
entér the INBOUND state.
10.4.9.2 QUTBOUND
In this state|the network layer has issued a request to start the data link as a caller, and the device is waiting for aJConnect
Request frame from the answering device.

ConnectRegpestReceived
If ReceivedValidFrame is TRUE and FrameTypeis equal to Connect Request,

then set RecelvedValidFrame to FALSE; cal SendFrame togtransmit a Connect Response frame containing the
password contained in the "data' parameter of the DL-CONNECT .request that initiated the connection; isslie a DL-
CONNECT.confirm to notify the network layer that a connection has been established; and enter the CONNECTED
State.

ConnectReqpestTimeout
If ResponseTimer is greater than or equal t0 Tepnn_rqs aNd RetryCount is less than N eries,

then set RetryCount to RetryCount + 1; retransmit the "BACnet<CR>" trigger sequence; set the ResponsdTimer to
zerd; and enter the OUTBOUND state:

ConnectRequestFailure
If ResponseTimer is greater(than or equal to Teonn_rqs 8Nd RetryCount is grester than or equal to N eries,

then issue a DL-CONNECT .confirm to notify the network layer of the failure and enter the DISCONNECTIED state.

10.4.9.3 INBOUND,

In this state|the Connection State Machine has recognized that the calling device wishes to establish a BACnet comfinection,
and the Ioca1 device iswaiting for a Connect Response frame from the calling device.

ValidConnectResponseRecelived
If ReceivedVaidFrame is TRUE and FrameType is equal to Connect Response and a password is not needed or a
valid password is present in the data field of the frame,

then st RecelvedVaidFrame to FALSE; issue a DL-CONNECT.indication to notify the network layer of the
connection; and enter the CONNECTED state.

InvalidConnectResponseReceived
If ReceivedVdidFrame is TRUE and FrameType is equa to Connect Response and a password is needed but not
present or an invalid password is present in the datafield of the frame,
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then set ReceivedVaidFrame to FALSE; call SendFrame to transmit a Disconnect Request frame indicating the
receipt of an invalid password; set ResponseTimer to zero; set RetryCount to zero; and enter the
DISCONNECTING state.

ConnectResponseTimeout
If ResponseTimer is greater than or equal to T conn_rsp 8Nd RetryCount is less than Nregies,

then set RetryCount to RetryCount + 1; call SendFrame to transmit a Connect Request frame; set ResponseTimer to
zero; and enter the INBOUND state.

ConnectResponseFailure
If ResponseTimer is greater than or equal to T conn_rsp 8Nd RetryCount is greater than or equal toNeties,

then enter the DISCONNECTED state.

DisconnectRequestReceived
If ReceivedVaidFrameis TRUE and FrameTypeis equal to Disconnect Request,

then set ReceivedValidFrame to FALSE; call SendFrame to transmit a Disconnect Response frame; and enter the
DISCONNECTED dtate.
10.4.9.4] CONNECTED

In this sjate, the connection procedure has been completed, and the two_devices may exchange BACnet PDUSs. The data link
remainsijin this state until termination.

NetworKDisconnect
If aDL-DISCONNECT .request is received,

then call SendFrame to transmit a Disconnect Request frame; set ResponseTimer to zero; issue a DL-
DISCONNECT.confirm to notify the netwerk’layer of the disconnection; set RetryCount to zero; and enter the
DISCONNECTING state.

DisconnectRequestReceived
If ReceivedValidFrameis TRUE ‘and FrameTypeis equa to Disconnect Request,

then set ReceivedValidFrame to FALSE; call SendFrame to transmit a Disconnect Response frame;|issue a DL-
DISCONNECT .indicationto notify the network layer of the disconnection; and enter the DISCONNECTED stete.

ConnectRequestReceived
If ReceivedValidErame is TRUE and FrameTypeis equa to Connect Request,

then set ReceivedValidFrame to FALSE; call SendFrame to transmit a Connect Response frame; lissue a DL-
CONNEET.indication to notify the network layer of the connection; and enter the CONNECTED dtate.

I nactivity Timeout

then issue a DL-DISCONNECT .indication to notify the network layer of the disconnection and enter the
DISCONNECTED dtate.

ConnectionL ost
If the physical connection has been terminated, e.g., dueto loss of carrier,

then issue a DL-DISCONNECT .indication to notify the network layer of the disconnection and enter the
DISCONNECTED dtate.
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10.49.5 DISCONNECTING

In this state, the network layer has requested termination of the data link. The device is waiting for a Disconnect Response
frame from the peer device.

DisconnectResponseReceived
If ReceivedVaidFrame is TRUE and FrameTypeis equal to Disconnect Response,

then set ReceivedValidFrame to FAL SE and enter the DISCONNECTED state.

DisconnectRequestReceived

If H

the
DI

ReceivedValidFrameis TRUE and FrameTypeis equal to Disconnect Request,

N set ReceivedValidFrame to FALSE; call SendFrame to transmit a Disconnect Response frame; and
ECONNECTED state.

UnwantedFfameReceived

If F

the
resi

DisconnectH
If H

the
and

DisconnectH
If H
thal

the

ReceivedValidFrameis TRUE and FrameType is not equal to either Disconnect Response or Disconnect

bt in this case))

esponseTimeout

ResponseTimer is greater than T esponse 8Nd ReceivedValidFrame iscGAY.SE and RetryCount is less than N
enter the DISCONNECTING state.

esponseFailure

ResponseTimer is greater than or equal to T egponse'@d ReceivedValidFrame is FALSE and RetryCount

nor equal to Nietries,

n enter the DISCONNECTED state.

10.4.10 Transmission State M achine

The operti
machine mo

10.4.10.1 T

In this state
transmitter \

bn of the Transmission State Machine is described in this subclause and is depicted in Figure 10-3.
del s the actions taken to transmit data frames and receive corresponding acknowledgments.

RANSMIT IDLE

vaits to be notifiedthat a peer deviceis ready to communicate.

ConnectionlEstablishedON

If t

the

ne Conpection State Machineisin the CONNECTED state and ReceptionBlocked is equal to NOT_BLG

enter the

Request,

h set ReceivedValidFrame to FALSE and enter the DISCONNECTING state~(Note that ResponseTinger is not

retriess

n increment RetryCount; call SendFrame to transmit a Discennect Request frame; set ResponseTimer| to zero;

s greater

The state

the transmitter iswaiting for the data link to be established between the local device and the peer deyice. The

CKED,

h Call SendFrame to transmit a HeartbeatXON frame; set TxSeguenceNumber to zero; set HeartbeafTimer to

zero; and enter the TRANSMIT BLOCKED state.

ConnectionEstablishedX OFF
If the Connection State Machine is in the CONNECTED state and ReceptionBlocked is equa to

AL

MOST_BLOCKED or BLOCKED,

then call SendFrame to transmit a HeartbeatXOFF frame; set TxSeguenceNumber to zero; and enter the
TRANSMIT BLOCKED state.
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ConnectionEstablishedXON

isconnected Tralzlsemlt ConnectionEstablishedXOFF e
Disconnected
Disconnected

Transmit
Pending

TransmitMessage

10.4.10.

In this S
transmit
become

ReceiveAcknowledgement

Request

Retries Failed

Hearbeat
J Timer
SendRequest Expired XOFF

PeerReceiverReady

RemoteBusy

Z Heartbeat

Timer
ExpiredXON

Send
Request

Figure 10-3. Point-To-Point Transmission State Machine.

P TRANSMIT BLOCKED

ate, the peer device has indicated that it is not ready to receive data frames. The local device may have
The local_device periodically transmits a Heartbeat frame to maintain the daterlink and waits for the p|
Feady to receive data or for the termination of the data link.

SendR

uest

|

Transmit Heartheat Transmit
Ready «—— Timer Blocked Heartbeat
ExpiredXOFF o T'"Le; oN
pire

||

Hata ready to
Fer device to

IT2DL-UNITDATA .request primitiveis received,

then queue the request for later transmission and enter the TRANSMIT BLOCKED state.

PeerReceiverReady

If TransmissionBlocked is equal to FALSE,

then enter the TRANSMIT READY state.

Disconnected

ASHRAE

If the Connection State Machine isin the DISCONNECTED state,
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then enter the TRANSMIT IDLE state.

Heartbeat TimerExpiredX ON
If HeartbeatTimer is greater than T eqrthear aNd ReceptionBlocked is equal to NOT_BLOCKED,

then call SendFrame to transmit a HeartbeatXON frame; set HeartbeatTimer to zero; and enter the TRANSMIT

BLOCKED state.

Heartbeat TimerExpiredX OFF

If Heartbeal Timer 1S greater than T hearthear aNd ReceptionBlocked is equal to BLOCKED or ALMOST_BLG

then cal SendFrame to transmit a HeartbeatX OFF frame; set HeartbeatTimer to zero; and enter the TRA
BLPDCKED state.

10.4.10.3 TRANSMIT READY

In this state] the peer device has indicated its readiness to receive Data frames, but the local device has no data
transmit. The loca device periodically transmits a Heartbeat frame to maintain the data link_andvwaits for alocal r
transmit datg or for the termination of the data link.

ICKED,

NSMIT

ready to
pouest to

al) that
ANSMIT

ANSMIT

Heartbeat TimerExpiredX OFF

If Heartbeat Timer is greater than T heqrthear @Nd ReceptionBlocked is equa to BLOCKED or ALMOST_BLOCKED,

then cal SendFrame to transmit a HeartbeatX OFF frame; set HeartbeatTimer to zero; and enter the TRANSMIT

READY date.
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10.4.10.4 TRANSMIT PENDING

In this state, the local device has transmitted a data frame to the peer device and is waiting for an acknowledgment from the
peer device.

Disconnected
If the Connection State Machine isin the DISCONNECTED state,

then enter the TRANSMIT IDLE state.

SendRequest
If aDL-UNITDATA. regquest primitiveis received,

then queue the request for later transmission and enter the TRANSMIT PENDING state.
Receivef cknowledgment

If TxSeguenceNumber is equal to 0 and AckOReceived is equal to TRUE or if TxSequeneeNumber is eual to 1 and
Ack1Received is equa to TRUE,

then set TxSequenceNumber = 1 - TxSequenceNumber; set AckOReceived to EAL SE; set Ack1Receivead to FALSE;
and enter the TRANSMIT READY dtate.

Retry
If RetryCount isless than N, «ies and either

(8) TxSequenceNumber is equal to 0 and NakOReceived is equalto TRUE or
(b) TxSequenceNumber is equal to 1 and Nak1Receivedis'equa to TRUE or
(c) ResponseTimer is greater than T esponse:

then set RetryCount to RetryCount + 1;%set NakOReceived to FALSE; set NaklReceived to |[FALSE; set
ResponseTimer to zero; cal SendFrame to fetransmit the Data frame; and enter the TRANSMIT PEND|NG state.

RetriesHqailed
If RetryCount is equal to N, eies-and elther

(8 TxSequenceNumber is egual to 0 and NakOReceived is equa to TRUE or
(b) TxSequenceNumbepis equal to 1 and Nak1Received is equa to TRUE or
(c) ResponseTimer is greater than T esponse:

then set RefryCount to 0; set NakOReceived to FALSE; set Nak1Received to FALSE; set ResponseTimer to zero;
and enterthe TRANSMIT READY dtate.

10.4.11 |Reception State Machine

The operation of the Reception Staie Machine is described in this subclause and is depicted in Figure 10-4.
10.4.11.1 RECEIVEIDLE

In this state, the receiver is waiting for the data link to be established between the local device and the peer device. The
receiver waits to be notified that a peer device is ready to communicate.

ConnectionEstablished
If the Connection State Machineisin the CONNECTED state,

then set RxSequenceNumber to zero and enter the RECEIVE READY dtate.
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Duplicate0_FullBuffers,
Duplicate1_FullBuffers,
Duplicate0,

Receive

HeartbeatXON,

HeartbeatXOFF,

Data0_FullBuffers,
Data1_FullBuffers,
NewData0
NewData1
LastData0
LastData1

L

Duplicate],

DataNak

Duplicate_XON,
Duplicate_XOFF,
NakO0_XON,
Nak0_XOFF,
Nak1_XON,
Nak1_XOFF

10.4.11.2 RECEIVE READY

In this state,|the device is ready to receive frames from the peer device.

DataReceived

TestRequest,
TestRepsonse,

BadData0,
BadData1,

BadFrame
]

Duplicate) XON,
Duplicate_XOFF,
Ack0:XON,
Ack0_XOFF,
Ack1_XON,
Ack1_XOFF

DataAck

Figure 10-4. Point-Jjo-Point Reception State Machine.

If ReceivedVaidFrameis TRUE‘and FrameTypeis equa to DataO or Data 1,

then set RecelvedValidFrame to FAL SE; set Inactivity Timer to zero; and enter the DATA state.

DataAck

If ReceivedValidFrame is TRUE and FrameType is equa to Data Ack 0 XOFF, Data Ack 0 XON, Dat

XQFF, or DataAck 1 XON,

then sét"ReceivedValidFrame to FAL SE; set Inactivity Timer to zero; and enter the DATA ACK state.

BadData0FuliBuffers,
BadData1_FullBuffers,

i ACK 1

DataNak

If ReceivedVaidFrame is TRUE and FrameType is equal to Data Nak 0 XOFF, Data Nak 0 XON, Data Nak 1
XOFF, or DataNak 1 XON,

then set ReceivedValidFrame to FAL SE; set Inactivity Timer to zero; and enter the DATA NAK dtate.

HeartbeatX ON

If ReceivedVaidFrameis TRUE and FrameTypeis equal to Heartbeat XON,

120
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then set TransmissionBlocked to FAL SE; set Inactivity Timer to zero; set ReceivedValidFrame to FALSE; and enter

the RECEIVE READY date.

HeartbeatX OFF

If ReceivedVaidFrameis TRUE and FrameTypeis equa to Heartbeat XOFF,

then set TransmissionBlocked to TRUE; set Inactivity Timer to zero; set ReceivedValidFrame to FALSE; and enter

the RECEIVE READY date.

TestRequest

TestRey

BadDat¢0_FullBuffers

BadDat¢l _FullBuffers

BadDat30

BadDatal

T Recavedvaidrrame IS TRUE and FrameType s equal 10 TeS_Reques,

and enter the RECEIVE READY state.

honse
If ReceivedVaidFrameis TRUE and FrameTypeis equa to Test Response,

then issue a DL-UNITDATA.indication conveying the Test Response data;)set InactivityTimer
ReceivedValidFrame to FAL SE; and enter the RECEIVE READY state.

If ReceivedinvalidFrame is TRUE and FrameTypeis equal to DataQ and ReceptionBlocked is equal to
then discard the frame; set InactivityTimer to zero; call SendFrame to transmit a Data Nak O X OR
ReceivedinvaidFrame to FAL SE; and enter the RECEIVE READY state.

If ReceivedinvaidFrame is TRUE and FrameTypedisequa to Data 1 and ReceptionBlocked is equal to
then discard the frame; set InactivityTimer, to) zero; call SendFrame to transmit a Data Nak 1 X OH
ReceivedinvaidFrame to FAL SE; and enter-the RECEIVE READY state.

If ReceivedinvalidFrame is TRUE and FrameType is equa to Data 0 and ReceptionBlocked
NOT_BLOCKED or ALMOST.\BLOCKED,

then discard the frame~set~InactivityTimer to zero; call SendFrame to transmit a Data Nak 0 XO
ReceivedinvalidFrametoFAL SE; and enter the RECEIVE READY state.

If ReceivedinvalidFrame is TRUE and FrameType is equa to Data 1 and ReceptionBlocked

NOT_BLOCKED or ALMOST_BLOCKED,

then ‘discard the frame; set InactivityTimer to zero; call SendFrame to transmit a Data Nak 1 XO
ReceivedinvaidFrame to FAL SE; and enter the RECEIVE READY state.

then call SendFrame to transmit the Test Response; set InactivityTimer to zero; set ReceivedV alidkrame to FALSE;

to zero; set

BLOCKED,

F frame; set

BLOCKED,

F frame; set

is equal to

N frame set

is equal to

N frame set

BadFrame

If ReceivedinvalidFrame is TRUE and FrameType is not equal to either Data O or Data 1,

then discard the frame; set InactivityTimer to zero; set ReceivedinvalidFrame to FALSE; and enter the RECEIVE

READY state.
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Disconnected
If the Connection State Machine isin the DISCONNECTED state,

then enter the RECEIVE IDLE state.
10.4.11.3 DATA

In this state the device has received a Data frame for processing.

Duplicate0_FullBuffers
If FrameType is equa to Data 0 and RxSequenceNumber is equal to 1 and ReceptionBlocked is equa to

BL

the
RE

Duplicatel |
If
BL

the
RE

DuplicateO
If
Nd

the
RE

Duplicatel
If
NC

the
RE

Data0_FullE
If
BL

the
RE

Datal_FullE
If
BL

(OCKED,

n discard the frame as a duplicate; call SendFrame to transmit a Data Ack 0 XOFF frame;~and
CEIVE READY date.

FullBuffers
FrameType is equal to Data 1 and RxSequenceNumber is equal to O and Re€eptionBlocked is
DCKED,

n discard the frame as a duplicate; call SendFrame to transmit a Data Ack’ 1 XOFF frame; and
CEIVE READY state.

FrameType is equal to Data 0 and RxSequenceNumber is eqia to 1 and ReceptionBlocked is
T_BLOCKED or ALMOST_BLOCKED,

h discard the frame as a duplicate; call SendFrame to transmit a Data Ack 0 XON frame; and enter the R
ADY state.

FrameType is equal to Data 1 and RxSeguenceNumber is equal to O and ReceptionBlocked is
T_BLOCKED or ALMOST_BLOCKED,

h discard the frame as a duplicate; call"SendFrame to transmit a Data Ack 1 XON frame; and enter the R
ADY state.

uffers
FrameType is equal to/Data 0 and RxSequenceNumber is equal to O and ReceptionBlocked is
(ODCKED,

h discard the frame for lack of space; call SendFrame to transmit a Data Nak 0 XOFF frame; and
CEIVE READY. state.

uffers
FrameType is equal to Data 1 and RxSequenceNumber is equal to 1 and ReceptionBlocked is
ODCKED,

enter the

equa to

enter the

equa to

ECEIVE

equa to

ECEIVE

equa to

enter the

equa to

then discard the frame for lack of space; call SendFrame to transmit a Data Nak 1 XOFF frame; and enter the

RE

NewData0

CEIVE READY state.

If FrameType is equa to Data 0 and RxSequenceNumber is equal to O and ReceptionBlocked is equa to
NOT_BLOCKED,

then issue a DL-UNITDATA.indication conveying the data; call SendFrame to transmit a Data Ack 0 XON frame;

set

122
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RxSeguenceNumber to 1; and enter the RECEIVE READY dtate.
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NewDatal
If FrameType is equal to Data 1 and RxSegquenceNumber is equal to 1 and ReceptionBlocked is equa to
NOT_BLOCKED,

then issue a DL-UNITDATA.indication conveying the data; call SendFrame to transmit a Data Ack 1 XON frame;
set RxSequenceNumber to O; and enter the RECEIVE READY state.

LastData0
If FrameType is equal to Data 0 and RxSegquenceNumber is equal to O and ReceptionBlocked is equa to
ALMOST_BLOCKED,

then issue a DL-UNITDATA.indication conveying the data; call SendFrame to transmit a Data-Ack 0 XOFF frame;
set RxSequenceNumber to 1; and enter the RECEIVE READY state.

LastDatal
If FrameType is equal to Data 1 and RxSeguenceNumber is equal to 1 and (ReceptionBlocked| is equa to
ALMOST_BLOCKED,

then issue a DL-UNITDATA.indication conveying the data; call SendFrame totransmit a Data Ack 1 XOFF frame;
set RxSequenceNumber to O; and enter the RECEIVE READY state.

10.4.11.4 DATA ACK
In thiiIe the device has received a Data Ack frame for processing.

XON

Dupli
If FrameType is equal to Data Ack 0 XON and TxSequenceNumber is equal to 1, or if FrameType is ¢qual to Data
Ack 1 XON and TxSequenceNumber is equal to O,

then set TransmissionBlocked to FAL SE and entex the RECEIVE READY state.
Duplicate XOFF

If FrameTypeis equal to Data Ack 0 XOFF and TxSequenceNumber is equal to 1, or if FrameTypeis ¢qual to Data
Ack 1 XOFF and TxSequenceNumber.is equal to O,

then set TransmissionBlockedt0-TRUE and enter the RECEIVE READY state.

AckO_X|ON
If FrameTypeis equal’to-Data Ack 0 XON and TxSequenceNumber is equal to O,

then set AckORecelved to TRUE; set TransmissionBlocked to FALSE; and enter the RECEIVE READY state.

AckO_X|OFF
If FrameTypeisequal to Data Ack 0 XOFF and TxSeguenceNumber is equal to 0,

then 'set AckOReceived to TRUE; set TransmissionBlocked to TRUE; and enter the RECEIVE READY [state.

Ackl_XON
If FrameTypeis equal to Data Ack 1 XON and TxSegquenceNumber is equal to 1,

then set Ack1Received to TRUE; set TransmissionBlocked to FALSE; and enter the RECEIVE READY state.

Ackl_XOFF
If FrameTypeis equal to Data Ack 1 XOFF and TxSequenceNumber is equal to 1,

then set Ack1Received to TRUE; set TransmissionBlocked to TRUE; and enter the RECEIVE READY state.
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104.115 D

ATA NAK

In this state the device has received a Data Nak frame for processing.

Duplicate X

ON

If FrameType is equal to Data Nak 0 XON and TxSequenceNumber is equal to 1, or if FrameTypeis equal to Data
Nak 1 XON and TxSequenceNumber is equal to O,

then set TransmissionBlocked to FAL SE and enter the RECEIVE READY state.

Duplicate

N
they

Nak0_XON
If A

they

Nak0_XOFF

If H
they

Nak1 XON
If A

they

Nak1l XOFF

If H

then set Nak1Received to TRUE; set TransmissionBlocked to TRUE; and enter the RECEIVE READY stat

oL
IF:DirameType isequal to Data Nak 0 X OFF and TxSequenceNumber is equal to 1, or if FrameTypeisefud to Data

1 XOFF and TxSeguenceNumber is equal to O,

N set TransmissionBlocked to TRUE and enter the RECEIVE READY state.

rameTypeis equal to Data Nak 0 XON and TxSegquenceNumber is equal to 0,

N set NakOReceived to TRUE; set TransmissionBlocked to FALSE; and enter.the RECEIVE READY stge.

rameTypeis equal to Data Nak 0 XOFF and TxSequenceNumber is.equal to 0,

h set NakOReceived to TRUE; set TransmissionBlocked to TRUE:and enter the RECEIVE READY stat

134

rameTypeis equal to Data Nak 1 XON and TxSequenceNumber is equal to 1,

N set Nak1Received to TRUE; set TransmissionB|acked to FALSE; and enter the RECEIVE READY stge.

rameTypeis equal to Data Nak 1 X OFF-and TxSequenceNumber is equal to 1,

13
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11 DATALINK/PHYSICAL LAYERS: EIA/CEA-709.1 ("LonTalk") LAN

This clause describes the transport of BACnet LSDUSs using the services of the LonTalk protocol described in EIA/CEA-
709.1-B-2002 Control Network Protocol Specification. EIA/CEA-709.1-B-2002, as amended and extended by the Electronic
Industries Alliance, is deemed to be included in this standard by reference. Persons desiring to implement BACnet in
products containing the LonTak Protocol may obtain an OEM license to do so, without cost, by contacting Echelon
Corporation, San Jose, Cdifornia.

11.1 TheUseof 1SO 8802-2 Logical Link Control (LLC)

Standard BACnet networks may pass BACnet link service data units (LSDUS) using the data link services of 1SO 8802-2
LLC. A |[BACnet LSDU consists of an NPDU constructed as described in Clause 6. BACnet devices usingL¢nTak LAN
technolopy shall conform to the requirements of LLC Class |, subject to the constraints specified in this clause. [Class | LLC
service gonsists of Type 1 LLC - Unacknowledged Connectionless-Mode service. LLC parameters shallybe corfveyed using
the DL-WUNITDATA primitives as described in the referenced standards.

InaLon[ralk implementation, BACnet DL-UNITDATA primitives are mapped into the LonTak Application Layer Interface.
The magping of these primitives onto the LonTalk Application layer primitives is described in11.3.

112 P
The DL

prameters Required by the LLC Primitives

UNITDATA primitive requires source address, destination address, data, and.-priority parameters. Each source and

destinati
address

BACnet
LSAPis

11.3 M
The Typ
reguest
AnLPD
114 P

The Lon
destinati
primitive

DL_UN

pn address consists of aLonTak address, link service access point (LSAR))and a message code (MC). ]
s a variable-length value determined by the configuration of the BACnet device, and the MC used
frame is the single-octet value X'4E'. Since the LonTak message cade identifies the BACnet netwo
not used. The data parameter isthe NPDU from the network layer.

apping the LLC ServicestotheLonTalk Application Layer

e 1 Unacknowledged Connectionless LLC service, DL sSUNITDATA. .request shall map onto the LonTa|
rimitive, while the DL_UNITDATA.indication shall map to the LonTalk msg_receive request primitive
D longer than 228 octets cannot be conveyed viaLonTalk.

arameter s Required by the Application Layer Primitives

bn LonTalk address described above in”conjunction with the BACnet message code. The DL_UNITD
contains the following parameters:

TDATA .request (
destination_address,

'he LonTak
o indicate a
rk layer, the

k msg_send

Talk Application layer primitives are'msg_send and msg_receive. These convey the encoded LLC dgta using the

ATA.request

data,

priority,

message..code

)
The 'desfination_address consists of any form of aLonTak address except address format 2B (which is used exclusively for
multicas} acknowledgments and multicast responses). See Figure 6-4. The 'data’ parameter specifies the ILSDU to be
transferred. Fhe ‘priority’ parameter conveys the priority specified for the data unit. Any BACnet priority other than "Normal
message| ‘shall be sent using the LonTak priority mechanism. The 'message code' parameter shall be X'4E'|for BACnet
LPDUs.
LonTak Authentication is not supported in BACnet.

LonTak "UNACKD" and "UNACKD_RPT" arethe only LonTalk services that shall be allowed within BACnet. The choice
between these two LonTalk services and the repeat count for the "UNACKD_RPT" service shall be considered alocal matter.
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The DL_UNITDATA.indication primitive contains the following parameters:

DL_UNITDATA.indication (

source_address, A
= ' Layer 2 Header 1 octet
destination_address, y
length, Layer 3 Header 1 octet
data,
message_code, Source Subnet 1 octet
priority
) Source Node 1 octet
MPDU
Except as npted below, the parameters Destination Address 1,2, 4, or 7 octets
in DL_UNITDATA.indication convey
the same inflormation as the parameters Domain 0, 1, 3, or 6 octefs
in DL_UNITDATA .request.
Layer 4 Header or Layer 5 Header 0 or 1 octet
The 'source [address always consists of
address format 2A. MC = X'4F' 1 octet
The 'length] indicates the number of Version =1 1 octet
octets contained in the 'data’ parameter.
Control = X'00’ 1 octet
Figure 11-1|illustrates the format of a NPDU  LPDU
MPDU on g LonTak BACnet network
destined fof a device on the same APDU N octets
LonTak BACnet network. v

Figure 11-1. Format.ofxan MPDU on aLonTak network destined for aldevice

on the same LonTalk BACnet network.
11.5 Phygcal Media

Any of the|"Standard Channel Types' defined in thetenMark® Layer 1-6 Interoperability Guidelines is acgeptable.
Transceiverg built for this network technology shalt™ follow the guidelines specified in the LonMark® Layer 1-6
Interoperabiflity Guidelines. The most recent version-of the LonMark® Layer 1-6 Interoperability Guidelines as relpased by
the LonMark® Interoperability Association (currently version 3.3) shall apply.
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Accumulator Object Type

12 MODELING CONTROL DEVICESASA COLLECTION OF OBJECTS

The data structures used in adevice to store information are alocal matter. In order to exchange that information w
representation of the information that is standardized. An object-

device using this protocol, there must be a"network-visible"
oriented approach has been adopted to provide this network-visible representation. This clause defines a set
object types. These object types define an abstract data structure that provides a framework for building the appl

ith another

of standard
ication layer

services. The application layer services are designed, in part, to access and manipulate the properties of these standard object

types. Mapping the effect of these services to the real data structures used in the device is a local matter. Th
instances of a particular object type that a device will support is aso alocal matter.

All objegiSarerererenced by y. 1
value fof the Object_Identifier property. . When combined with the system-wide unique Object Identlfler of
Device, this provides a mechanism for referencing every object in the control system network. No ebjéct o
Object_Identifier with an instance number of 4194303. Object properties that contain BACnetObjectlidentifi
4194303 to indicate that the property is not initialized.

Not all ¢bject types defined in this standard need to be supported in order to conform to the’standard. In ad
propertigs of particular object types are optional. At the beginning of each standard object type specification that
summary of the properties of the object type. The summary includes the property identifier) the datatype of the
one of thefollowing : O, R, W

where O indicates that the property is optional,
R indicates that the property is required to be present and réadable using BACnet services,
W indicates that the property is required to be present, readable, and writable using BACnet sef

When a(property is designated as required or R, this shall mean that\the property is required to be present ir
standard|objects of that type. When a property is designated as optienal or O, this shall mean that the property is
to be prgsent in all standard BACnet objects of that type. The value of R or O properties may be examined throu
one or
impleme

e number of

Bve a unique
the BACnet
hall have an
Ers may use

dition, some
followsisa
roperty, and

Vices.

al BACnet
not required
bh the use of

ore of the ReadProperty services defined in this¢standard. Such R or O properties may also be wijitable at the
tor's option unless specificaly prohibited in thetext describing that particular standard object's proparty. When a

property|is designated as writable or W, this shall mean that the property is required to be present in all BAChet standard

objects

gf that type and that the value of the property can be changed through the use of one or more of the

riteProperty

services|defined in this standard. The value of \W properties may be examined through the use of one or [more of the

ReadProperty services defined in this standardi.An O property, if present in a particular object, is not required t
unless specifically identified as such in thetext describing that particular standard object's property.

In some|devices, property values may, be stored internally in a different form than indicated by the property d

bnded that thé<collection of object types and their properties defined in this standard be compre
tors are freg(to define additional nonstandard object types or additional nonstandard properties of sta
types. This is thexprincipa means for extending the standard as control technology develops. Innovative chg
accommpdated\without waiting for changes in the standard. This extensibility could also be used to adapt thi
other tygesof building services. See 23.3 and 23.4.

Nonstandard object types are required to support the following properties:

e Object_Identifier BACnetObjectldentifier
e Object Name CharacterString
e Object Type BACnetObjectType

be writable

atatype. For
eis changed

gcceptable as

hensive, but
ndard object
Inges can be

$ standard to

These properties shall be implemented to behave as they would when present in standard BACnet objects. This means that
the Object_ldentifier and Object Name properties shall be unique within the BACnet device that maintains them. The

Object Name string shall be at least one character in length and shall consist only of printable characters.
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A BACnet standard object shall support all required properties specified in the standard. It may support, in addition to these
properties, any optional properties specified in the standard or properties not defined in the standard. A required property
shall function as specified in the standard for each object of that type. If properties that are defined as optional in the standard
are supported, then they shall function as specified in the standard. A required property shall be present in all objects of that
type. An optional property, if present in one object of a given type, need not be present in al objects of that type. A supported
property, whether required or optional, shal return the datatype specified in the standard. A supported property, whether
required or optional, is not required to be able to return the entire range of values for a datatype unless otherwise specified in
the property d&ecrlp'uon Supported propertlae whether reqw red or optlonal WhICh do not return the entire range of values
for a daIaI fy those

ther than
ize of this
cases the
types for

qving the
index,"

the new

ty with a different number of elements shall, cause the array size to be changed. An attempt to wifite to an
t with an index greater than the size of the array shall result in an error and shall not cause the array tq grow to
e the element. Arrays whose sizes are fixed,by the Standard shall not be resizable.

array elem
accommoda

A "List of" fatatype is a structured datatype consisting of a sequence of zero or more data el ements, each having the same
datatype. THe length of each "List of" may<bewariable. Unless specified for a particular use, no maximum size should be
assumed forf any "List of" implementation.)The notation "List of datatype" shall mean a sequence of zero or more data
elements, each of which has the indicated.type.

The differerjce between a "BACNEtARRAY" property and a "List of" property is that the elements of the array can be
uniquely acgessed by an array-index while the elements of the "List of" property cannot. Moreover, the number of glements
in the BACrnetARRAY may)be’ascertained by reading the array index 0, while the number of elements present in af'List of"
property canlonly be determined by reading the entire property value and performing a count.

Several object types defined in this clause— the Command, Event Enrollment, Group, Loop, and Schedule— haye one or
more properties’ef type BACnetObjectPropertyReference. The property identifier component of these references may not be
the special| “property identifiers ALL, REQUIRED, or OPTIONAL. These are reserved for use|in the
ReadPropertyConditional and ReadPropertyMultiple services or in services not defined in this standard.

Severa object types defined in this clause have a property called "Reliability." This property is an enumerated datatype that
may have different possible enumerations for different object types. The vaues defined below are a superset of al possible
values of the Reliability property for al object types. The range of possible values returned for each specific object is defined
in the appropriate object type definition.
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Accumulator Object Type

The present value is reliable; that is, no other fault (enumerated

below) has been detected.

NO_SENSOR No sensor is connected to the Input object.

OVER_RANGE The sensor connected to the Input is reading a value higher than the
norma operating range. If the object is a Binary Input, this is
possible when the Binary state is derived from an analog sensor or a
binary input equipped with electrical loop supervision circuits.

UNDER_RANGE The sensor connected to the Input is reading a valued{ewer than|the
norma operating range. If the object is a Binary” Input, thig is
possible when the Binary Input is actualy a binary state calculgted
from an analog sensor.

OPEN/|LOOP The connection between the defined object-and the physical devigeis
providing a value indicating an open ciretit condition.

SHOR[TED_LOOP The connection between the defined object and the physical devigeis
providing a value indicating-adhort circuit condition.

NO_OUTPUT No physical deviceis cohnected to the Output object.

PROCESS_ERROR A processing erreriwas encountered.

MULT)_STATE_FAULT The Present@/due of the Multi-state object is equal to one of| the
states in the Fault_Values property and no other fault has heen
detected:

CONF|GURATION_ERROR Theobject's properties are not in a consistent state.

UNRELIABLE_OTHER The controller has detected that the present value is unreliable, |but
none of the other conditions describe the nature of the problenp. A
generic fault other than those listed above has been detected, e.g., a
Binary Input is not cycling as expected.
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Accumulator Object Type

12.1 Accumulator Object Type

The Accumulator object type defines a standardized object whose properties represent the externally visible characteristics of

a device that indicates measurements made by counting pul ses.

This object maintains precise measurement of input count values, accumulated over time. The accumulation of pulses
represents the measured quantity in unsigned integer units. This object is aso concerned with the accurate representation of
values presented on meter read-outs. This includes the ability to initially set the Present_Value property to the value currently

displayed by the meter (as When the meter is mstalled) and to d
simulating aytr : ' cispte

kWh
meter

1 pulse =1 kwh

upllcate the means by which it is advanced, i

Accumulator
modulo-N/M divider

» (N‘counts out = M pulses in)

012500

Prescale: [1:100

1 count = 100 kWh

Present_Value: 0125

Figure 12-1.-Example of an Accumulator object
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The object and its properties are summarized in Table 12-1 and described in detail in this subclause.

Table 12-1. Properties of the Accumulator Object
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Accumulator Object Type

Logging_Record

BA CnetAccumul atorRecord

Property Identifier Property Datatype Conformance Code
Object_ldentifier BACnetObjectldentifier R
Object_Name CharacterString R
Object_Type BACnetObjectType R
Present Value Unsigned R!
Description CharacterString

Device Type CharacterString

Status_Flags BACnetStatusFlags

Event_State BACnetEventState

Reliahility BACnetReliability

Out_Of_Service BOOLEAN

Scale BACnetScale

Units BA CnetEngineeringUnits

Prescale BACnetPrescale

Max_Pres Vaue Unsigned

Vaue Change Time BACnetDateTime ?
Vaue Before Change Unsigned 3
Value Set Unsigned

QQQQQ0QQQQQ00QQQPOIIWTITOXIOO

Logging_Object BA CnetObjectl dentifier

Pulse Rate Unsigned 4
High_Limit Unsigned *
Low_Limit Unsigned *
Limit_Monitoring_Interval Unsigned *
Notification_Class UnSigned *
Time_Delay Unsigned *
Limit_Enable BACnetLimitEnable 4
Event_Enable BACnetEventTransitionBits *
Acked Transitions BACnetEventTransitionBits *
Notify_Type BACnetNotify Type o*
Event_Time_Stamps BACnetARRAY|[3] of BACneTimeStamp | O*
Profile_Name CharacterString @]

This progerty is required to be writable when Out_Of Serviceis TRUE.
These properties are required if either Value Before Change or Value Set iswritable.
3Either' Value Before Change or Value_Set may be writable, but not both.
“TPhese properties are required if the object supports intrinsic reporting.

12.1.1 [Object Identifier

This property, of type BACnetObjectldentifier, is a numeric code that is used to identify the object. It shall be unique within
the BACnet Device that maintains it.

12.1.2 Object_Name

This property, of type CharacterString, shall represent a name for the object that is unique within the BACnet Device that
maintains it. The minimum length of the string shall be one character. The set of characters used in the Object_Name shall be
restricted to printable characters.
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12.1.3 Object_Type

This property, of type BACnetObjectType, indicates membership in a particular object type class. The value of this property
shall be ACCUMULATOR.

12.1.4 Present_Value
This property, of type Unsigned, indicates the count of the input pulses, prescaled if the Prescale property is present, acquired
since the value was most recently set by writing to the Vaue_Set property.

The value of this property shall remain in the range from zero through Max_Pres Value. All operations on the Present_Value
property arepperformedmoduto(vtex—Pres—vatuet+1):

This property shall be writable when Out_Of_Serviceis TRUE.

12.1.5 Degeription

This property, of type CharacterString, is a string of printable characters whose content is not restricteg:
12.1.6 Deyice Type

This propertly, of type CharacterString, is a text description of the physical device represented)by the Accumulator pbject. It
will typically be used to describe the type of sensor represented by the Accumulator.

12.1.7 Status Flags

This property, of type BACnetStatusHlags, represents four Boolean flags that indicate the general "health" of an Acclmulator
object. Threg of the flags are associated with the values of other properties 6f/this object. A more detailed status [could be
determined lpy reading the properties that are linked to these flags. The relationship between individual flagsis not dgfined by
the protocol | The four flags are

{IN_ALARM, FAULT, OVERRIDDEN, OUT_OF_SERVICE}

where:

IN_ALARM Logical FALSE (0) if the Event_State property has a value of NORMAL, otherwise logical TRUE
D.

FAULT Logicadl TRUE (1), if the Reliability property is present and does not have a YVaue of
NO_FAULT_DETECTED, otherwise logical FALSE (0).

OVERRIDOEN Logica TRUE (1) if the point has been overridden by some mechanism loca to the|BACnet

Devicecln-this context "overridden” is taken to mean that the Present_ Value and Reliability
properties are no longer tracking changes to the physical input. Otherwise, the value ifs logical
FALSE (0).

OUT_OF_SERVICE Logical TRUE (1) if the Out_Of_Service property has avalue of TRUE, otherwise logical FALSE
(0).

12.1.8 Evént Stéte

The Event_3tal gl i the-if-this-obj

active event state associ ated wrth |t If the Obj ect supports |ntr| nsic reportrng, then the Event State property shall mdrcate the
event state of the object. If the object does not support intrinsic reporting and if the Reliability property is not present, then
the value of this property shall be NORMAL. If the Reliability property is present and does not have a vaue of
NO_FAULT_DETECTED, then the value of the Event_State property shall be FAULT. Changes in the Event_State property
to the value FAULT are considered to be "fault” events.

12.1.9 Reiability

The Reliability property, of type BACnetReliability, provides an indication of whether the Present_Value property or the
operation of the physical input in question is "reliable" as far as the BACnet Device or operator can determine and, if not,
why. The Reliability property for this object type may have any of the following values:

132 ASHRAE 135-2004

146 © 1SO 2007 — Al rights reserved


https://standardsiso.com/api/?name=8d59719e96887b64457b33f9071eabed

ISO 16484-5:2007(E)

12. MopEeLING ConTRoL DevicesAsa CoLLEcTION oF OBJECTS
Accumulator Object Type

{NO_FAULT_DETECTED, NO_SENSOR, OVER_RANGE, UNDER_RANGE, OPEN_LOOP, SHORTED_LOOP,
UNRELIABLE_OTHER}

12.1.10 Out_Of_Service

The Out_Of_Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the physica input that
the object represents is not in service. This means that the Present_Vaue and Pulse_Rate properties are decoupled from the
physical input and will not track changes to the physical input when the value of Out_Of Service is TRUE. In addition, the
Reliability property and the corresponding state of the FAULT flag of the Status Flags property shall be decoupled from the
physical i _Of Servicel| i _Of Servi i ) , Pulse Rate
and Relfability properties may be changed to any vaue as a means of smulating specific fixed conditions ¢r for testing
purposes. Other functions that depend on the state of the Present_Value, Pulse_Rate or Reliability properties.shall respond to
changes|made to these properties while Out_Of_Serviceis TRUE, asif those changes had occurred in thejphysical input.

12.1.11 |Scale

This prgperty, of type BACnetScale, indicates the conversion factor to be multiplied with the.value of the Present_Value
property|to provide a value in the units indicated by Units. The choice of options for this preperty determine hoyv the scaling
operation (which is performed by the client reading this object) is performed:

Option Datatype Indicated Value in Units
floatScale REAL Present_Vauex Scale
integerScale  INTEGER Present Value x 1054¢

12.1.12 [Units

This property, of type BACnetEngineeringUnits, indicates the measurement units of the Present_Vaue when muiltiplied with
the scal|ng factor indicated by Scale. See the BACnetEnginegringUnits ASN.1 production in Clause 21 for a list of
ineering units defined by this standard.

ty, of type BACnetPrescale, presents the coefficients that are used for converting the pulse signals penerated by
ring instrument into the value displayed by Present_Vaue. The conversions are performed using integer arithmetic
in such & fashion that no measurement-generated pulse signals are lost in the conversion.

These cpefficients might simply document .a conversion performed prior to the reception of the input pllses by the
Accumuator object, or they might actually*be used by the Accumulator to convert input pulses into the value fisplayed by
Present [Vaue. Whichever is done is-aloca matter.

The coefficients are as follows:

mulfiplier Thenumerator of the conversion factor expressed as aratio of integers.
moduloDivide  The'denominator of the conversion factor expressed as aratio of integers.

The conyersion algerithm is performed as follows, utilizing a non-displayed variable called an accumulator:

For each'input pulse:

Add the value of ‘multiplier' to an accumulator and then,

while the accumulator is greater than or equal to the value of 'moduloDivide':
Increment the value of Present_Vaue by one, and
decrease the value of the accumulator by the value of 'moduloDivide'.

This procedure supports non-integral ratios of measurement pulses to Present_Value. For example, in an electrical metering
application, the output of the voltage- and current-measuring systems might be 9000/1200 (scale / voltage* current) pul ses per
kWh, requiring the Accumulator object to accumulate 2/15 kWh/pulse. With this algorithm such pulses can be accurately
accumulated and displayed when the units of Present_Vaue are KILOWATT_HOURS.
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12.1.14 Max_Pres Value
This property, of type Unsigned, indicates the maximum value of the Present_Value property.
12.1.15 Value Change Time

This read-only property, of type BACnetDateTime, shall be present if the Present Value property is adjustable by writing to
the Value Before Change or Vaue Set properties. It represents the date and time of the most recent occurrence of such a
write operation. If no such write has yet occurred, this property shall have wildcard values for al date and time fields.

12.1.16 Value Before Change

This proper

Vaue Set d
this property

If this prop

performed &

(1) The
(2) The

(3) The

While this

Vaue Set g
12.1.17 Val

This proper

Vaue Set d
this property

If this prop

performed &

(1) The
(2) The
(3) The

- Of Type UNSgned, INdicales the vallie of the Present_vValle property JUSE prior 1o the most Tecent W
r Value Before_Change properties. If no such write has yet occurred, this property shall have theau
iswritable, the Vaue Set property shall be read-only.

brty is writable, the following series of operations, for which the associated properties.are’ present,
omically by the object when this property is written:

value of Present_Vaue shall be copied to the Value Set property.
value written to Value Before Change shall be stored in the Vaue Before Change property.
current date and time shall be stored in the Value_Change_Time property.

hd Value Before Change properties.
ue Set

ty, of type Unsigned, indicates the value of the Present_Value property after the most recent wri
r Value Before_Change properties. If no such write hasyét’occurred, this property shall have the valu
iswritable, the Value Before Change property shall be read-only.

brty is writable, the following series of operatians, for which the associated properties are present,
fomically by the object when this property is wiitten:

value of Present_Value shall be copiedto.the Vaue Before Change property.
value written to Value Set shall be stered in both the Value _Set and Present_Value properties.
current date and time shall be stored in the Value_Change_Time property.

te to the
b zero. If

shall be

series of operations is being performed, it is critical that any other,process not change the Preseft Value,

te to the
e zero. If

shell be

While this geries of operations are being-performed, it is critical that any other process not change the Present Value,
Vaue Set and Vaue Before Changeyproperties.

12.1.18 Logging Record

This read-only property, ofl type BACnetAccumulatorRecord, is a list of values that must be acquired and|returned
"atomically'l in order to allew-proper interpretation of the data.

If the Logping Okject” property is present, then, when Logging Record is acquired by the object identified by
Logging_Ohyject, this'ist of values shall be saved and returned when read by other objects or devices. If the Logging_Object
property is | present and Loggmg Record has not yet been acqw red by the object identified by Loggl ng Object t| estamp'
shall contain : , A

indicate STARTING

The list of

134

148

values (‘timestamp’, 'present-valu

g, 'accumulated-vaue, and 'accumulator-status) shal be acquired
underlying system when they reflect a stable state of the device (for example, they shall not be acquired when Present_Value
has just been incremented but the corresponding increment of ‘accumulated-value' has not yet occurred).

from the
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Theitemsreturned in the list of values are:

timestamp
present-value

accumulated-value

accumul ator-status

The local date and time when the data was acquired.
The vaue of the Present_Value property.

The short term accumulated value of the counter. The algorithm used to calculate accumulated-vaueis
afunction of the value of accumulator-status. If thisisthe initial read, the value returned shall be zero.
An indication of the reliability of the datain thislist of values.

The accumulator-status parameter may take on any of the following values:

Changegin the value of 'accumulator-status' shall occur only when the Logging_Record is acquired by the object
by Logging_Object.

{NORMAL, STARTING, RECOVERED, ABNUORMAL, FAILED}

wherethe values are defined as follows:

NORMAL

STARTING

RECOVERED

ABNORMAL

FAILED

12.1.19 |L ogging_Object

This prgperty, of typeé BACnetObjectldentifier, indicates the object in the same device as the Accumulator ¢
when it facquires-bogging_Record data from the Accumulator object, shall cause the Accumulator object to acq
and stor¢ the.data'from the underlying system.

12.1.20 |Pdlse Rate

No event affecting the reliability of the data has occurred during the pe

preceding to the current qualified reads of the Logging. Record property

‘accumulated-value' shall be represented by the expression:
accumul ated-value =Present_Valueyren — Present_Valueyevious

This value indicates that the data in LoggingZRecords is either the fir
acquired since startup by the object identified by Logging_Object (if 'tin

iod from the
. Inthiscase

st data to be
nestamp' has

non-wildcard values) or that no data hias been acquired since startup Ey the object

identified by Logging_Object (in which case 'timestamp' has all wildcar

One or more writes to Vaue.Before_Change or Vaue Set have og
Logging_Record was acquired by the object identified by Logging_Ok
case of asingle write, 'accumul ated-value' shall be represented by the ex
accumulated-value = (Rresent_Valueyrent — Vaue_Set) +

(Vaue Before_Change — Present_Valueyeyious)

The accumulation has been carried out, but some unrecoverable even
clock's time_being changed by a significant amount since Logging,
acquired:by the object identified by Logging_Object. (How much time
significant shall be alocal matter.)

The '‘accumulated-value' item is not reliable due to some problem. Th
returning this value are alocal matter.

values).
curred since

ject. For the
pression:

such as the
| Record was
s considered

e criteria for

identified

bject which,
uire, present

This property, of type Unsigned, shall indicate the number of input pulses received during the most recent period specified by
Limit_Monitoring_Interval. The mechanism that associates the input signal with the value indicated by this property isaloca

matter.

This property shall be writable when Out_Of_Serviceis TRUE.

12.1.21 High_Limit

This property, of type Unsigned, shall specify alimit that Pulse_Rate must exceed before an event is generated. This property
isrequired if this object supportsintrinsic reporting.
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12.1.21.1 Conditionsfor Generating a TO-OFFNORMAL Event
A TO-OFFNORMAL event is generated under these conditions:

(a) Pulse_Rate must exceed High_Limit for aminimum period of time, specified in the Time_Delay property, and
(b) the HighLimitEnable flag must be set in the Limit_Enable property, and
(c) the TO-OFFNORMAL flag must be set in the Event_Enable property.

12.1.21.2 Conditionsfor Generating a TO-NORMAL Event
Once exceeded, Pulse_Rate must fall below High_Limit before a TO-NORMAL event is generated under these conditions:

@

(b)
©

12.1.22

and
the

Pul$e Rate must remain below High_Limit for aminimum period of time, specified in the Time_Delayproy

ighLimitEnable flag must be set in the Limit_Enable property, and

the [TO-NORMAL flag must be set in the Event_Enable property.

Low Limit

erty,

This property, of type Unsigned, shall specify a limit that Pulse Rate must fall below before ‘an event is generajed. This

property isr
121221 C
A TO-OFFN

(@ Pul

(b) the
(c) the

121222 C

Once Pulse |
NORMAL ¢

@ Pul

uired if this object supportsintrinsic reporting.
pnditions for Generating a TO-OFFNORMAL Event
ORMAL event is generated under these conditions:
ke Rate must fall below Low_Limit for aminimum period of time, Specified in the Time_Delay property

| owLimitEnable flag must be set in the Limit_Enable property,“and
TO-OFFNORMAL flag must be set in the Event_Enable property.

bnditions for Generatinga TO-NORMAL Event

Rate has falen below the Low_Limit, the PulsecRate must become greater than Low_Limit befor
vent is generated under these conditions:

ke Rate must become greater than Low_Limit for aminimum period of time, specified in the Time_Dela

property, and

the
the

(b)
©

12.1.23
This property

|_owLimitEnable flag must be set in theLimit_Enable property, and
TO-NORMAL flag must be set intthe’' Event_Enable property.

Linpit_Monitoring_Interval

, of type Unsigned, specifies the monitoring period in seconds for determining the value of Pulse_Rate.

of afixed or

intrinsic repj

12.1.24 No

This propert
notifications
Notification |

dliding time window Gor detecting pulse rate is a local matter. This property is required if this object
rting.

fication_Class

,and

eaTo-

The use
supports

y, of typ€ Unsigned, shall specify the notification class to be used when handling and generating event

for this-ebject. The Notification_Class property implicitly refers to a Notification Class object th
| Class property with the same value. This property is required if this object supports intrinsic reporting.

At has a

12.1.25 Tinme Delay

This property, of type Unsigned, shall specify the minimum period of time in seconds that Pulse_Rate must remain outside
the range from Low_Limit through High_Limit, before a TO-OFFNORMAL event is generated, or within the same band
before a TO-NORMAL event is generated. This property isrequired if this object supports intrinsic reporting.

12.1.26 Limit_Enable

This property, of type BACnetLimitEnable, shall convey two flags that separately enable and disable reporting of High_Limit
and Low_Limit offnorma events and their return to normal. This property is required if this object supports intrinsic

reporting.
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Event_Enable

This property, of type BACnetEventTransitionBits, shall convey three flags that separately enable and disable reporting of
TO-OFFNORMAL, TO-FAULT, and TO-NORMAL events. In the context of Accumulator objects, transitions to the
High Limit or Low_Limit Event_States are considered to be "offnorma" events. This property is required if this object
supports intrinsic reporting.

12.1.28

Acked_Transitions

This property, of type BACnetEventTransitionBits, shall convey three flags that separately indicate the receipt of
acknowledgements for TO OFFNORMAL T(}FAULT and TO NORMAL events. In the context of Accumulator objects,

transitio
upon the

(@
(b)

(©

Thispro
12.1.29

Thispro
Alarms.

12.1.30

This op
notificat
Date sha
type has
12.1.31

This pro

occurrence of the correapondlng event and set under any of these conditions:

upon receipt of the corresponding acknowledgement;

upon the occurrence of the event if the corresponding flag is not set in the Event_Enable property (m
notifications will not be generated for this condition and thus no acknowledgement is expected);

upon the occurrence of the event if the corresponding flag is set in the Event_Enableproperty and the ¢
flag in the Ack_Required property of the Natification Class object implicitly referenced by the Notifi
property of this object is not set (meaning no acknowledgement is expected).

perty isrequired if this object supports intrinsic reporting.

Notify_Type

perty, of type BACnetNotifyType, shal convey whether the notifications generated by the object should
[This property isrequired if this object supportsintrinsic reporting:

Event_Time_Stamps

lional property, of type BACnetARRAY[3] of BACnetTimeStamp, shall convey the times of th
ons for TO-OFFNORMAL, TO-FAULT, and TO-NORMAL events, respectively. Time stamps of t
Il have X'FF' in each octet and Sequence numbertime stamps shall have the value 0 if no event notifig
been generated since the object was created. This property isrequired if this object supports intrinsic rex

Profile_Name

perty, of type CharacterString, is the hame of an object profile to which this object conforms. To ensurg

a profile

name must begin with a vendor identifier code (see Clause 23) in base-10 integer format, followed b
t characters are administered-by the organization registered with that vendor identifier code. The ven

ainder of the profile pame. This vendor identifier need not have any relationship to the vendor ide
ithin which the objectresides.

defines a set_of additional properties, behavior, and/or requirements for this object beyond those g

Il be cleared

eaning event

brresponding
cation_Class

be Events or

e last event
ype Time or
ation of that
orting.

P UNi queness,
y adash. All
Hor identifier
ment named
ntifier of the

ecified here.

This standard defines_ only the format of the names of profiles. The definition of the profiles themselves is outside the scope

of this

andard.
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12.2 Analog Input Object Type

The Analog Input object type defines a standardized object whose properties represent the externaly visible characteristics of
an analog input. The object and its properties are summarized in Table 12-2 and described in detail in this subclause.

Table 12-2. Properties of the Analog Input Object Type

Property Identifier Property Datatype Conformance Code
Object_Identifier BACnetObjectldentifier R
Object_Name CharacterString R
Object_Type BACTEOhjeCt Type R
Present_Value REAL R
Description CharacterString @)
Device Type CharacterString 0
Status Flags BACnetStatusFlags R
Event_State BACnetEventState R
Reliability BACnetReliability 0]
Out_Of Service BOOLEAN R
Update Interval Unsigned @]
Units BACnetEngineeringUnits R
Min_Pres Vaue REAL 0
Max_Pres Vaue REAL 0
Resolution REAL @)
COV_Increment REAL o?
Time Delay Unsigned o®
Notification Class Unsigned o?
High Limit REAL o)
Low_Limit REAL o®
Deadband REAL o’
Limit_Enable BACnetLimitEnable o®
Event_Enable BACnetEventTransitionBits o®
Acked Transitions BACnetEventTransitionBits o®
Notify Type BACnetNotify Type o®
Event_Time_Stamps BACHetARRAY[3] of BACnetTimeStamp | O°
Profile Name CharacterString @)
This property is required to bewritable when Out_Of Serviceis TRUE.
" This property is required if the'object supports COV reporting.
These properties are required if the object supportsintrinsic reporting.
12.2.1 Object_ldentifier
This property, of type BACnetObjectldentifier, is a numeric code that is used to identify the object. It shall be uniquie within
the BACnet Device that maintainsiit.
12.2.2 Object_Name

This property, of type CharacterString, shall represent a name for the object that is unique within the BACnet Dgyvice that
maintains it.‘FI'he minimum length of the string shall be one character. The set of characters used in the Obj ect_Namef shall be
restricted to printabtecharacters:

12.2.3 Object_Type

This property, of type BACnetObjectType, indicates membership in a particular object type class. The value of this property
shall be ANALOG_INPUT.

12.2.4 Present_Value

This property, of type REAL, indicates the current value, in engineering units, of the input being measured. The
Present_Value property shall be writable when Out_Of _Serviceis TRUE.
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12.25 Description
This property, of type CharacterString, is a string of printable characters whose content is not restricted.
12.2.6 Device Type

This property, of type CharacterString, is a text description of the physical device connected to the analog input. It will
typically be used to describe the type of sensor attached to the analog input.

12.2.7 Status Flags

This property, of type BACnetStatusFI ags, repreﬁents four Boolean flags that mdrcate the general 'health" of an analog input.
e determined
fined by the

by reading the propertres that are linked to these flags The relatronshrp between mdrvrdual flags is net. dd

protocol} The four flags are

{IN_ALARM, FAULT, OVERRIDDEN, OUT_OF_SERVICE}
where:

IN_ALARM Logical FALSE (0) if the Event_State property has a value of(NORMAL, otherwise |

).

bgical TRUE

FAULT Logicd TRUE (1) if the Reliability property is present and does not have|a vaue of

NO_FAULT_DETECTED, otherwise logical FAKSE'(0).
OVERRIDDEN the BACnet
d Reliability
ue is logica

Logical TRUE (1) if the point has been overridden by some mechanism loca to
Device. In this context "overridden" is taken to mean that the Present Value an
properties are no longer tracking changeés to the physical input. Otherwise, the val
FALSE (0).

OUT_O

- SERVICE Logical TRUE (1) if the Out_Of>Service property has avalue of TRUE, otherwise lol

0).

hical FALSE

12.2.8 |Event_State

The Eve
active e\

ht_State property, of type BACnetEventState, isincluded in order to provide a way to determineif this
ent state associated with it. If theiobject supports intrinsic reporting, then the Event_State property shal

event state of the object. If the object degs'not support intrinsic reporting, then the value of this property shall b

If the H
Event S
events.

12.2.9

The Rel
the phys
Reliabili

12.2.10

eliability property is present-and does not have a value of NO_FAULT_DETECTED, then the
tate property shall be FAULT. Changesin the Event_State property to the value FAULT are considered

Reliability
ability property;of type BACnetReliability, provides an indication of whether the Present_Value or the

ical inputn\guestion is "reliable” as far as the BACnet Device or operator can determine and, if n
[ty property for this object type may have any of the following values:

{NOFAULT DETECTED, NO _SENSOR, OVER RANGE, UNDER RANGE, OPEN_LOO

bbject has an
indicate the
e NORMAL.
value of the
to be "fault"

operation of
bt, why. The

ISHORTED L OOR _UNRELIABLE OTHER}
Out_Of Service

The Out_Of_Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the physical input that
the object represents is not in service. This means that the Present_Va ue property is decoupled from the physical input and
will not track changes to the physical input when the value of Out_Of_Service is TRUE. In addition, the Reliability property
and the corresponding state of the FAULT flag of the Status_Flags property shall be decoupled from the physical input when
Out_Of_Serviceis TRUE. While the Out_Of_Service property is TRUE, the Present_Value and Reliability properties may be
changed to any value as a means of simulating specific fixed conditions or for testing purposes. Other functions that depend
on the state of the Present_Value or Reiability properties shall respond to changes made to these properties while
Out_Of_Serviceis TRUE, asif those changes had occurred in the physical input.
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12.2.11 Update Interval

This property, of type Unsigned, indicates the maximum period of time between updates to the Present_Vaue in hundredths
of a second when the input is not overridden and not out-of-service.

12.2.12 Units

This property, of type BACnetEngineeringUnits, indicates the measurement units of this object. See the
BACnetEngineeringUnits ASN.1 production in Clause 21 for alist of engineering units defined by this standard.

12.2.13 Min_Pres Value

This propety, of type REAL, indicates the lowest number in engineering units that can be reliably obtainedl for the
Present_Value property of this object.

12.2.14 M3gx_Pres Value

This property, of type REAL, indicates the highest number in engineering units that can be relisbly obtaineql for the
Present_Valle property of this object.

12.2.15 Repolution
This propertly, of type REAL, indicates the smallest recognizable change in Present_Vaueinengineering units (readronly).
12.2.16 CQV_Increment

This property, of type REAL, shall specify the minimum change in Present_Vaue'that will cause a COV Noatificat|on to be
issued to sulpscriber COV-clients. This property isrequired if COV reporting is-supported by this object.

12.2.17 Time Delay

This property, of type Unsigned, shall specify the minimum period oftime in seconds that the Present_Value mugt remain
outside the pand defined by the High_Limit and Low_Limit properties before a TO-OFFNORMAL event is generated or
within the sfme band, including the Deadband property, before a TO-NORMAL event is generated. This property ig required
if intrinsic reporting is supported by this object.

12.2.18 Noyification_Class

This property, of type Unsigned, shal specify the-notification class to be used when handling and generating event
notificationg for this object. The Notification Class property implicitly refers to a Notification Class object that has a
Notification| Class property with the same value. This property is required if intrinsic reporting is supported by this gbject.

12.2.19 High_Limit

This property, of type REAL, shal specify a limit that the Present Value must exceed before an event is genergted. This
property isrequired if intrinsic reporting’is supported by this object.

12.2.19.1 donditionsfor Generating a TO-OFFNORMAL Event
A TO-OFFNORMAL eventjis.generated under these conditions:

@ thel Present Malle must exceed the High Limit for a minimum period of time, specified in the Time Delay
prgperty,.and

(b) the|HighLimitEnable flag must be set in the Limit_Enable property, and

(© thel TO:OFFNORMAL flag must be set in the Event_Enable property.

12.2.19.2 Conditionsfor Generatinga TO-NORMAL Event

Once exceeded, the Present_VValue must fall below the High Limit minus the Deadband before a TO-NORMAL event is
generated under these conditions:

@ the Present_Value must fall below the High_Limit minus the Deadband for a minimum period of time, specified in
the Time_Delay property, and

(b) the HighLimitEnable flag must be set in the Limit_Enable property, and

(© the TO-NORMAL flag must be set in the Event_Enable property.
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12.2.20 Low_Limit
This property, of type REAL, shall specify alimit that the Present_Value must fall below before an event is generated. This
property isrequired if intrinsic reporting is supported by this object.
12.2.20.1 Conditionsfor Generating a TO-OFFNORMAL Event
A TO-OFFNORMAL event is generated under these conditions:

@ the Present_Vaue must fall below the Low_Limit for a minimum period of time, specified in the Time _Delay

property, and

(b) the LowL|m|tEnabIefIag must be setin the L|m|t Enable property, and

© ;
12.2.20.p Conditionsfor Generatinga TO-NORMAL Event

Once th¢ Present_Va ue has fallen below the Low_Limit, the Present_Vaue must exceed the Low_Limi{ plus the Deadband
before a,TO-NORMAL event is generated under these conditions:

€)] the Present_Value must exceed the Low_Limit plus the Deadband for a minimum period of time, spgcified in the
Time_Delay property, and

(b) the LowLimitEnable flag must be set in the Limit_Enable property, and
(©) the TO-NORMAL flag must be set in the Event_Enable property.

12.2.21 |Deadband

This property, of type REAL, shal specify a range between the High~kimit and Low_Limit properties, which the
Present_|Value must remain within for a TO-NORMAL event to be generated under these conditions:

€)] the Present_Value must fall below the High_Limit minus Deadband, and
(b) the Present_Vaue must exceed the Low_Limit plus the Deadband, and
(©) the Present_Vaue must remain within this range for'a minimum period of time, specified in the|Time_Delay
property, and

(d) either the HighLimitEnable or LowLimitEnable flag'must be set in the Limit_Enable property, and
G) the TO-NORMAL flag must be set in the Eventy, Enable property.

This property isrequired if intrinsic reporting is.supported by this object.
12.2.22 |Limit_Enable

This property, of type BACnetLimitEnable, shall convey two flags that separately enable and disable reporting fof high limit
and low|limit offnormal events and their/return to normal. This property is required if intrinsic reporting is supported by this
object.

12.2.23 |Event_Enable

This prdperty, of type BACn&tEventTransitionBits, shall convey three flags that separately enable and disable|reporting of
TO-OFENORMAL, TO-FAULT, and TO-NORMAL events. In the context of Analog Input objects, tfansitions to
High_Limit and Lew/Limit Event_States are considered to be "offnorma" events. This property is requiref if intrinsic
reporti ngi] s supported by this object.

12.2.24 |AcKed Transitions

This property of type BRACnetFventTrandtionRits <hall convey three flags that separately indicate the receipt of
acknowledgments for TO- OFFNORMAL, TO-FAULT, and TO- NORMAL events. In the context of Analog Input objects,
transitions to High_Limit and Low_Limit Event_States are considered to be "offnormal” events. These flags shall be cleared
upon the occurrence of the corresponding event and set under any of these conditions:

@ upon receipt of the corresponding acknowledgment;

(b) upon the occurrence of the event if the corresponding flag is not st in the Event_Enable property (meaning event
notifications will not be generated for this condition and thus no acknowledgment is expected);

(© upon the occurrence of the event if the corresponding flag is set in the Event_Enable property and the corresponding
flag in the Ack_Required property of the Notification Class object implicitly referenced by the Notification_Class
property of this object is not set (meaning no acknowledgment is expected).
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This property is required if intrinsic reporting is supported by this object.
12.2.25 Notify_Type

This property, of type BACnetNotifyType, shall convey whether the notifications generated by the object should be Events or
Alarms. This property is required if intrinsic reporting is supported by this object.

12.2.26 Event_Time_Stamps

This optiona property, of type BACnetARRAY[3] of BACnetTimeStamp, shal convey the times of the last event
notifications for TO-OFFNORMAL, TO-FAULT, and TO-NORMAL events, respectively. Time stamps of type Time or
Date shall e 'FF' in each octet and Sequence number time stamps shall have the value O if no event notification of that
type has begn generated since the object was created. This property is required if intrinsic reporting is suppontedl by this
object.

12.2.27 Prafile Name

This optiong property, of type CharacterString, is the name of an object profile to which this objeet conforms. Tjo ensure
unigueness, g profile name must begin with a vendor identifier code (see Clause 23) in base-10 jnteger format, folloyved by a
dash. All sulbsequent characters are administered by the organization registered with that vendor identifier code. The vendor
identifier cofle that prefixes the profile name shall indicate the organization that publishes and-maintains the profile document
named by the remainder of the profile name. This vendor identifier need not have any relationship to the vendor identifier of
the device wfithin which the object resides.

A profile defines a set of additional properties, behavior, and/or requirements for this object beyond those specified Here
This standarfl defines only the format of the names of profiles. The definitionof the profiles themselvesis outside thg scope
of this standgrd.
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The Analog Output object type defines a standardized object whose properties represent the externally visible characteristics
of an analog output. The object and its properties are summarized in Table 12-3 and described in detail in this subclause.

Table 12-3. Properties of the Analog Output Object Type

Property Identifier Property Datatype Conformance Code
Object_ldentifier BACnetObjectldentifier R
Object_ Name CharacterString R
ject— —BACRetObjectype R
Present_ Value REAL W
Description CharacterString O
Device Type CharacterString 0
Status Flags BACnetStatusFlags R
Event_State BACnetEventState R
Reliability BACnetReliability O
Out_Of Service BOOLEAN R
Units BACnetEngineeringUnits R
Min_Pres Value REAL O
Max_Pres Vaue REAL O
Resolution REAL o
Priority_Array BACnetPriorityArray R
Relinquish_Default REAL R
COV_Increment REAL o'
Time Delay Unsigned o?
Notification_Class Unsigned o?
High_Limit REAL o?
Low_Limit REAL o?
Deadband REAL o’
Limit_Enable BACnetLimitEnable o?
Event_Enable BACnetEventTransitionBits o?
Acked Transitions BACnetEventTransitionBits o?
Notify Type BACnetNotify Type o?
Event_Time_Stamps BACNetARRAY[3] of BACnetTimeStamp | O?
Profile_ Name CharacterString @)
This property is required if-the object supports COV reporting.
2 These properties are required if the object supports intrinsic reporting.
12.3.1 |Object_Identifier
This property, of type BACnetObjectldentifier, is a numeric code that is used to identify the object. It shall be ynique within
the BA(Qnet Device that/maintains it.
12.3.2 |Object_Name
This prgperty,of-type CharacterString, shall represent a name for the object that is unique within the BACne{ Device that
maintains it. The minimum length of the string shall be one character. The set of characters used in the Object_ Name shall be
restrictettoforintable characters,
12.3.3 Object_Type

This property, of type BACnetObjectType, indicates membership in a particular object type class. The value of this property
shall be ANALOG_OUTPUT.

12.3.4 Present_Value (Commandable)

This property, of type REAL, indicates the current value, in engineering units, of the output.

12.35

Description

This property, of type CharacterString, is a string of printable characters whose content is not restricted.
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12.3.6 Device Type

This property, of type CharacterString, is a text description of the physical device connected to the analog output. It will
typically be used to describe the type of device attached to the analog outpuit.

12.3.7 Status Flags

This property, of type BACnetStatusFlags, represents four Boolean flags that indicate the general "health" of an analog
output. Three of the flags are associated with the values of other properties of this object. A more detailed status could be
determined by reading the properties that are linked to these flags. The relationship between individual flagsis not defined by
the protocol. The four flags are

{IN_ALARM, FAULT, OVERRIDDEN, OUT_OF_SERVICE}

where:

IN_ALARM Logical FALSE (0) if the Event_State property has a value of NORMAL ,@therwise logiqal TRUE
.

FAULT Logical TRUE (1) if the Reliability property is present and) does not have a paue of
NO_FAULT_DETECTED, otherwise logical FALSE (0).

OVERRIDDEN Logica TRUE (1) if the point has been overridden by, seme mechanism local to thel BACnet

Device. In this context "overridden” is taken to meanthat-the physical output is no longet| tracking
changes to the Present_Vaue property and the Religbility property is no longer a reflectipn of the
physical output. Otherwise, the valueis logica FALSE (0).

OUT_OF_SERVICE Logical TRUE (1) if the Out_Of_Service property has a value of TRUE, otherwise logicd FALSE
(0).

12.3.8 Event_State

The Event_$tate property, of type BACnetEventState, isincluded in order to provide away to determine if this object has an
active event|state associated with it. If the object supperts intrinsic reporting, then the Event_State property shall inglicate the
event state gf the object. If the object does not support.intrinsic reporting, then the value of this property shall be NORMAL.
If the Religbility property is present and does\not have a value of NO_FAULT_DETECTED, then the vaye of the
Event_Stateproperty shall be FAULT. Changesiin the Event_State property to the value FAULT are considered to Ipe "fault”
events.

1239 Reliability

The Reliability property, of type BACnetReliability, provides an indication of whether the Present_Value or the opgration of
the physical| output in question is "reliable" as far as the BACnet Device or operator can determine and, if not, why. The
Reliability groperty for thisobject type may have any of the following values:

{NO_FAULT DETECTED,OPEN_LOOP,SHORTED LOOPNO OUTPUT,UNRELIABLE OTHER}
12.3.10 Out_Of, Service

the obj ect repreeents isnotin serV| ce. ThIS meansthat chang% to the Preeent VaI ue property are decoupl ed from the physical
output when the value of Out_Of _Service is TRUE. In addition, the Reliability property and the corresponding state of the
FAULT flag of the Status_Flags property shall be decoupled from the physical output when Out_Of_Serviceis TRUE. While
the Out_Of_Service property is TRUE, the Present_Value and Reliability properties may till be changed to any value as a
means of simulating specific fixed conditions or for testing purposes. Other functions that depend on the state of the
Present_Vaue or Reliability properties shall respond to changes made to these properties while Out_Of _Serviceis TRUE, as
if those changes had occurred to the physical output. The Present_Vaue property shal still be controlled by the BACnet
command prioritization mechanism if Out_Of_Serviceis TRUE. See Clause 19.
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Units
of type BACnetEngineeringUnits,

BACnetEngineeringUnits ASN.1 production in Clause 21 for alist of engineering units defined by this standard.

12.3.12

Min_Pres Value

indicates the measurement units of this object.

-5:2007(E)
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tput Object Type

See the

This property, of type REAL, indicates the lowest number that can be reliably used for the Present_Vaue property of this

object.
12.3.13

Max_Pres Value

This pr
object.

12.3.14
Thispro
12.3.15
Thispro
12.3.16

This property is the default value to be used for the Present Value property when al command priority

Priority |
12.3.17

This prg
issued tq

12.3.18

Thispro
the band
same bal

reporting is supported by this object.

12.3.19

This property, of type Unsigned, shall specify the notification class to be used when handling and gene

notificat
Notifical
12.3.20
This prg
property
12.3.20.
A TO-O
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Resolution

Priority_Array
perty isaread-only array of prioritized values. See Clause 19 for a description of the prioritization mech
Relinquish_Default

Array property have aNULL value. See Clause 19.
COV_Increment

perty, of type REAL, shall specify the minimum change in Present_Value that will cause a COVNotif
subscriber COV-clients. This property is required if COV reperting is supported by this object.

Time_Delay

perty, of type Unsigned, shall specify the minimumgeriod of time in seconds the Present_Value must rg
defined by the High_Limit and Low_Limit propérties before a TO-OFFNORMAL event is generated
nd, including the Deadband property, before a TO-NORMAL event is generated. This property is requirg

Notification_Class
ons for this object. The Natification Class property implicitly refers to a Notification Class objeq

High_Limit

perty, of type REAL, shall specify a limit that the Present_Value must exceed before an event is gel
isrequired if intfinsic reporting is supported by this object.

| Conditionsfor Generating a TO-OFFNORMAL Event
FFNORMAL event is generated under these conditions:

(@

perty of this

perty, of type REAL, indicates the smallest recognizable change in Present_Value in engineering units (fead-only).

ANi Sm.

alues in the

cation to be

Mmain outside
Dr within the
ed if intrinsic

brating event
't that has a

ion_Class property with the'same value. This property is required if intrinsic reporting is supported by this object.

nerated. This

the, Present_Value must exceed the High_Limit for a minimum period of time, specified in the

Time_Delay

(b)
(©)

'JI UpCl ty y A Id
the HighLimitEnable flag must be set in the Limit_Enable property, and
the TO-OFFNORMAL flag must be set in the Event_Enable property.

12.3.20.2 Conditionsfor Generatinga TO-NORMAL Event

Once exceeded, the Present_ Vaue must fall below the High Limit minus the Deadband before a TO-NORMAL event is
generated under these conditions:

(@

ASHRAE

the Present_Value must fall below the High_Limit minus the Deadband for a minimum period of time
the Time_Delay property, and
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(b) the
(© the

HighLimitEnable flag must be set in the Limit_Enable property, and
TO-NORMAL flag must be set in the Event_Enable property.

12.3.21 Low_Limit

This property, of type REAL, shall specify a limit below which the Present_Vaue must fall before an event is generated. .
This property isrequired if intrinsic reporting is supported by this object .

12.3.21.1 Conditionsfor Generatinga TO-OFFNORMAL Event
A TO-OFFNORMAL event is generated under these conditions:

€) the|Present_Value must fal below the Low_Limit for a minimum period of time, specified in the Time Delay
property, and
(b)  thel owLimitEnable flag must be set in the Limit_Enable property, and
(© the [TO-OFFNORMAL flag must be set in the Event_Enable property.
12.3.21.2 Cpnditionsfor Generatinga TO-NORMAL Event
Once the Prgsent_Value has fallen below the Low_Limit, the Present_Value must exceed the LewoLimit plus the Deadband
before a TOINORMAL event is generated under these conditions:
@ the [Present_Value must exceed the Low_Limit plus the Deadband for a minimum period of time, specifigd in the
Time_Delay property, and

band

This property, of type REAL, shall specify a range between the HighzLimit and Low_Limit properties within which the
Present_Vallie must remain for a TO-NORMAL event to be generated uhder these conditions:
(@  thePresent Value must fall below the High_Limit minus'Deadband, and
(b) the Present_Value must exceed the Low_Limit plusthe Deadband, and
(© the|Present_Vaue must remain within this range for a minimum period of time, specified in the Time _Delay
property, and

(d)  either the HighLimitEnable or LowLimitEnable flag must be set in the Limit_Enable property, and

(e the

This property isrequired if intrinsic reporting i's supported by this object.
12.3.23 Limit_Enable

This propert
and low limi
object.

12.3.24 Eveant_Enable

This propert
TO-OFFNO
High_Limit

TO-NORMAL flag must be set in the Event_Enable property.

, of type BACnetLimitEnable, shall convey two flags that separately enable and disable reporting of h|gh limit
I offnormal events.and their return to normal. This property is required if intrinsic reporting is supportefl by this

., of type BACnetEventTransitionBits, shall convey three flags that separately enable and disable reporting of
RMAL; TO-FAULT, and TO-NORMAL events. In the context of Analog Output objects, transjtions to
and/Low Limit Event States are considered to be "offnorma" events. This property is required if [intrinsic

reporting is supported by this object.
12.3.25 Acked_Transitions

This property, of type BACnetEventTransitionBits, shall convey three flags that separately indicate the receipt of
acknowledgments for TO-OFFNORMAL, TO-FAULT, and TO-NORMAL events. In the context of Analog Output objects,
transitions to High_Limit and Low_Limit Event_States are considered to be "offnorma” events. These flags shall be cleared
upon the occurrence of the corresponding event and set under any of these conditions:
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upon receipt of the corresponding acknowledgment;
upon the occurrence of the event if the corresponding flag is not set in the Event_Enable property (m
notifications will not be generated for this condition and thus no acknowledgment is expected);

eaning event

upon the occurrence of the event if the corresponding flag is set in the Event_Enable property and the corresponding

flag in the Ack_Required property of the Notification Class object implicitly referenced by the Notifi
property of this object is not set (meaning no acknowledgment is expected).

perty isrequired if intrinsic reporting is supported by this object.

cation_Class

12.3.26

This pro
Alarms.

12.3.27

This op
notificat
Date sha
type has
object.

12.3.28

Notify_Type

perty, of type BACnetNotifyType, shall convey whether the notifications generated by the object should
This property isrequired if intrinsic reporting is supported by this object.

Event_Time_Stamps

lional property, of type BACnetARRAY[3] of BACnetTimeStamp, shall convey ithe’ times of th
ons for TO-OFFNORMAL, TO-FAULT, and TO-NORMAL events, respectively.\Time stamps of t

| have 'FF' in each octet and Sequence number time stamps shall have the vaue O'if no event notifig
been generated since the object was created. This property is required if intrinsic reporting is supp!

Profile_Name

This optjonal property, of type CharacterString, is the name of an object/profile to which this object conform
uniguengss, a profile name must begin with a vendor identifier code (see'Clause 23) in base-10 integer format, f

dash. Al
identifig
named b
the devi

A profil

subsequent characters are administered by the organization‘registered with that vendor identifier code
" code that prefixes the profile name shall indicate the organization that publishes and maintains the prof

be within which the object resides.

b defines a set of additional properties, behaviar, and/or requirements for this object beyond those s

be Events or

e last event
ype Time or
ation of that
brted by this

s. To ensure
pllowed by a
The vendor
le document

y the remainder of the profile name. This vendor identifier need not have any relationship to the vendot identifier of

ecified here.

This standard defines only the format of the names of profiles. The definition of the profiles themselves is outside the scope

of this s

andard.
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12.4 Analog Value Object Type

The Analog Vaue object type defines a standardized object whose properties represent the externally visible characteristics
of an analog value. An "analog value' is a control system parameter residing in the memory of the BACnet Device. The
object and its properties are summarized in Table 12-4 and described in detail in this subclause.

Table 12-4. Properties of the Analog Value Object Type

Property Identifier Property Datatype Conformance Code
Object_ldentifier BACnetObjectldentifier R
Object_|Name Characterstring R
Object_[Type BACnetObjectType R
Present|Value REAL R
Descripfion CharacterString (0]
Status_Klags BA CnetStatusFlags R
Event_$tate BACnetEventState R
Reliabiljty BACnetReliability o]
Out_Of| Service BOOLEAN R
Units BA CnetEngineeringUnits R
Priority| Array BACnetPriorityArray o'
Relinqujsh_Default REAL o'
COV_Ifcrement REAL o?
Time Oelay Unsigned (o}
Notificgtion Class Unsigned (o}
High_L{mit REAL (o}
Low_Lijmit REAL (o}
Deadbahd REAL o
Limit_Hnable BACnetLimitEnable (o}
Event_Hnable BACnetEventTransitionBits (o}
Acked_[Transitions BACnetEventTransitionBits o’
Notify [Type BACnetNotifyType (o}
Event_Time_Stamps BACnetARRAY|[3] of BACnetTimeStamp | O°
Profile [Name CharacterString O
L If Preseht_Value is commandable, then both of-these properties shall be present.
2 This prgperty is required if the object supports COV reporting.
® These pfoperties are required if the object Supports intrinsic reporting.
“If Presgnt_Value is commandable( then it is required to be writable. This property is required to be writahle when
Out_Of_$erviceis TRUE.
12.4.1 Object_|dentifier
This property, of type BACRetObjectldentifier, is a numeric code that is used to identify the object. It shall be unigye within
the BACnet Device that wiaintains it.
12.4.2 Object_Name
This property,(of, type Character String, shall represent a name for the object that is unique within the BACnet Deyice that
maintains it. Fhemmmunrtengthrof thestrimgshat-beonechearacter—Fhesetof charactersusedtmrthe-Objecttame shall be
restricted to printable characters.
12.4.3 Object_Type

This property, of type BACnetObjectType, indicates membership in a particular object type class. The value of this property
shall be ANALOG_VALUE.

12.4.4 Present_Value

This property, of type REAL, indicates the current value, in engineering units, of the analog value. Present_Value shall be
optionaly commandable. If Present Value is commandable for a given object instance, then the Priority Array and
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Relinquish_Default properties shall also be present for that instance. The Present_Vaue property shall be writable when
Out_Of Serviceis TRUE.

1245 Description
This property, of type CharacterString, is a string of printable characters whose content is not restricted.
1246 Status Flags

This property, of type BACnetStatusFlags, represents four Boolean flags that indicate the general "heath" of an analog value.
Three of the flags are associated with the values of other properties of this object. A more detailed status could be determined

by readi
protocol

where:

IN_ALA

FAULT

OVERR

OUT_ O

12.4.7

The Evg
active e\
event state of the object. If the object does not-sypport intrinsic reporting, then the value of this property shall b
If the H
Event_S

events.
12.4.8
The Rel

as the B
followin

12.4.9

The Out
Anaog

ng_the properties that_are linked to _these flags. The relationship between individual flags is not_de

The four flags are

{IN_ALARM, FAULT, OVERRIDDEN, OUT_OF_SERVICE}

RM Logical FALSE (0) if the Event_State property has a value of NORMAL, otherwise |

).

Logicad TRUE (1) if the Reliability property is present and does not have
NO_FAULT_DETECTED, otherwise logica FALSE ()

DDEN Logica TRUE (1) if the point has been overridden by some mechanism loca to

changeable through BACnet services. Otherwise, the valueislogical FALSE (0).

- SERVICE Logical TRUE (1) if the Out_Of_Service property has avalue of TRUE, otherwise lol

(0).
Event_State
ht_State property, of type BACnetEventStateiisincluded in order to provide a way to determineiif this
ent state associated with it. If the object supports intrinsic reporting, then the Event_State property shal

eliability property is present and .does not have a value of NO_FAULT_DETECTED, then the
tate property shall be FAULT. Changes in the Event_State property to the value FAULT are considered

Reliability
ability property, of typeBACnetReliability, provides an indication of whether the Present_Valueis "rg
ACnet Device can-determine and, if not, why. The Reliability property for this object type may hav
g values:

{NO)FAULT_DETECTED, OVER_RANGE, UNDER_RANGE, UNRELIABLE_OTHER}.

Out, Of-Service

fined by the

bgical TRUE

a vaue of

the BACnet

Device. In this context "overridden" is taken to mean that the Present_Value property is not

hical FALSE

bbject has an

indicate the
e NORMAL.
value of the
to be "fault"

iable" asfar
e any of the

-Of-Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the Present |

Value of the

Value object Is prevented Trom being moditied by software local to the BACnet device In which the o

ject resides.

When Out_Of Service is TRUE, the Present_Vaue property may be written to freely. If the Priority_Array and
Relinquish_Default properties are present, then writing to the Present_Vaue property shall be controlled by the BACnet
command prioritization mechanism. See Clause 19.

12.4.10 Units

This property, of type BACnetEngineeringUnits, indicates the measurement units of this object. See the
BACnetEngineeringUnits ASN.1 production in Clause 21 for alist of engineering units defined by this standard.
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12.4.11 Priority_Array

This property is a read-only array that contains prioritized commands that are in effect for this object. See Clause 19 for a
description of the prioritization mechanism. If either the Priority_Array property or the Relinquish_Default property are
present, then both of them shall be present. If Present_Value is commandable, then Priority_Array and Relinquish_Default
shall both be present.

12412 Re

inquish_Default

This property is the default value to be used for the Present_Vaue property when al command priority vaues in the
Priority_Array property have a NULL value. See Clause 19. If e|ther the Relmqwsh Default property or the Pr|0r|ty Array

property are
Relinquish_|

12.4.13 C(Q
This proper

issued to subpscriber COV-clients. This property is required if COV reporting is supported by this ebjéect.

12.4.14 Tin

This proper
outside the

within the same band, including the Deadband property, before a TO-NORMAL event'is generated. This property is

if intrinsic r
12.4.15 No

This proper
notifications

Notification| (

Default shaII both be present

V_Increment
y, of type REAL, shall specify the minimum change in Present_Vaue that will cause €OV Notificat

ne Delay
y, of type Unsigned, shall specify the minimum period of time during whichithe Present_Value mus
band defined by the High_Limit and Low_Limit properties before a TO-OFFNORMAL event is gen
bporting is supported by this object.
ification_Class

ty, of type Unsigned, shall specify the notification class 10" be used when handling and generati
for this object. The Notification_Class property implicitly refers to a Notification Class object th
Class property with the same value. This property is required if intrinsic reporting is supported by this g

12.4.16 Hi

This proper
property is

12.4.16.1
A TO-OFH

@

(b)
©

th

th
th

@

(b)
©

the
the

h_Limit
y, of type REAL, shall specify a limit that the Present_Value must exceed before an event is generg
uired if intrinsic reporting is supported byl this object.

onditionsfor Generating a TO-OFFNORMAL Event
ORMAL event is generated undex.these conditions:

Present_Value must exceed,the High Limit for a minimum period of time, specified in the Tin

HighLimitEnable flagust be set in the Limit_Enable property, and
TO-OFFNORMAICflag must be set in the Event_Enable property.

on to be

it remain
erated or
required

ng event
at has a
bject.

ted. This

he Delay

event is

ecified in

ol
’JI \JPCl I.y, (JI L\¥ ]
H|ghL|m|tEnabIefIag must be set in the Limit_Enable property, and
TO-NORMAL flag must be set in the Event_Enable property.

12.4.17 Low_Limit

This property, of type REAL, shall specify a limit below which the Present_Value must fall before an event is generated.
This property is required if intrinsic reporting is supported by this object.

12.4.17.1 Conditionsfor Generating a TO-OFFNORMAL Event
A TO-OFFNORMAL event is generated under these conditions:
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the Present_Vaue must fall below the Low_Limit for a minimum period of time, specified in the
property, and

the LowLimitEnable flag must be set in the Limit_Enable property, and

the TO-OFFNORMAL flag must be set in the Event_Enable property.

12.4.17.2 Conditionsfor Generatinga TO-NORMAL Event
Once the Present_Value has fallen below the Low_Limit, the Present_Value must exceed the Low_Limit plus the Deadband

before a

@

TO-NORMAL event is generated under these conditions:

Time _Delay

the Present_Value must exceed the Low_Limit plus the Deadband for a minimum period of time, specified in the

Time_Delay property, and

(b) the LowLimitEnable flag must be set in the Limit_Enable property, and

(© the TO-NORMAL flag must be set in the Event_Enable property.
12.4.18 |Deadband
This prgperty, of type REAL, shal specify a range between the High_Limit and Low_Limit properties withjn which the
Present_[Vaue must remain for aTO-NORMAL event to be generated under these conditions!

€)] the Present_Value must fall below the High_Limit minus Deadband, and

(b) the Present_Value must exceed the Low_Limit plus the Deadband, and

(©) the Present_Value must remain within this range for a minimum period- of time, specified in the|Time _Delay

property, and

(d) either the HighLimitEnable or LowLimitEnable flag must be set inthe'Limit_Enable property, and

G) the TO-NORMAL flag must be set in the Event_Enable property.
This property isrequired if intrinsic reporting is supported by this object.
12.4.19 [Limit_Enable
This prdperty, of type BACnetLimitEnable, shall convey twio flags that separately enable and disable reporting fof high limit
and low|limit offnormal events and their return to normal-<This property is required if intrinsic reporting is supported by this
object.
12.4.20 |Event_Enable
This prdperty, of type BACnetEventTransitionBits, shal convey three flags that separately enable and disable| reporting of
TO-OFENORMAL, TO-FAULT, and . TO-NORMAL events. In the context of Andog Value objects, tfansitions to
High_Limit and Low_Limit Event_States are considered to be "offnorma" events. This property is require if intrinsic
reporti ngi] s supported by this object(
12.4.21 |Acked_Transitions
This prpperty, of type BAChetEventTransitionBits, shal convey three flags that separately indicate the receipt of
acknowledgments for TO-OFFNORMAL, TO-FAULT, and TO-NORMAL events. In the context of Analog Vlalue objects,
transitiops to High_Limit and Low_Limit Event_States are considered to be "offnorma” events. These flags shall be cleared
upon the occurrenceof the corresponding event and set under any of these conditions:

€)] upon receipt of the corresponding acknowledgment;

(b) upon the occurrence of the event if the correspondlng flag is not set in the Event Enable property (mpaning event

(© upon the occurrence of the event if the correspondl ngflagis set in the Event_| EnabI e property and and the corresponding

flag in the Ack_Required property of the Notification Class object implicitly referenced by the Notifi
property of this object is not set (meaning no acknowledgment is expected).

This property isrequired if intrinsic reporting is supported by this object.

12.4.22

Notify_Type

cation Class

This property, of type BACnetNotifyType, shall convey whether the notifications generated by the object should be Events or

Alarms.

ASHRAE

This property is required if intrinsic reporting is supported by this object.
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12.4.23 Event_Time_Stamps

This optional property, of type BACnetARRAY[3] of BACnetTimeStamp, shall convey the times of the last event
notifications for TO-OFFNORMAL, TO-FAULT, and TO-NORMAL events, respectively. Time stamps of type Time or
Date shall have 'FF' in each octet and Sequence number time stamps shall have the value 0 if no event natification of that
type has been generated since the object was created. This property is required if intrinsic reporting is supported by this
object.

12.4.24 Profile Name

This optiona property, of type CharacterString, is the name of an object profile to which this object conforms. To ensure
unigueness, ap! g
dash. All supsequent characters are administered by the organization registered with that vendor identifier codex Thie vendor
identifier cople that prefixes the profile name shall indicate the organization that publishes and maintains the profile document
named by the remainder of the profile name. This vendor identifier need not have any relationship to theaendor idantifier of
the device within which the object resides.

A profile dgfines a set of additiona properties, behavior, and/or requirements for this object beyond those specif]ied here.
This standard defines only the format of the names of profiles. The definition of the profiles themselves is outside the scope
of this standerd.
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12.5 Averaging Object Type

The Averaging object type defines a standardized object whose properties represent the externally visible characteristics of a
value that is sampled periodically over a specified time interval. The Averaging object records the minimum, maximum and
average value over the interval, and makes these values visible as properties of the Averaging object. The sampled value may
be the value of any BOOLEAN, INTEGER, Unsigned, Enumerated or REAL property value of any object within the BACnet
Device in which the object resides. Optionally, the object property to be sampled may exist in a different BACnet Device.
The Averaging object shall use a "diding window" technique that maintains a buffer of N samples distributed over the
specified interval. Every (timeinterval/N) seconds a new sample is recorded displacing the oldest sample from the buffer. At
this time, the minimum, maximum and average are recalculated. The buffer shall maintain an indication for each sample that
permits the average calculation and minimum/maximum algorithm to determine the number of valid samples in the buffer.

The Averaging object type and its properties are summarized in Table 12-5 and described in detail in thissubclayse.

Table 12-5. Properties of the Averaging Object Type

Property Identifier Property Datatype Confermance Code
Object_ldentifier BACnetObjectldentifier R
Object_Name CharacterString R
Object Type BACnetObjectType R
Minimum_Vaue REAL R
Minimum_Vaue Timestamp | BACnetDateTime O
Average Value REAL R
Variance Value REAL 0
Maximum_Value REAL R
Maximum_Value Timestamp | BACnetDateTime O
Description CharacterString O
Attempted_Samples Unsigned wt
Valid Samples Unsigned R
Object_Property Reference BA CnetDeviceObjectPropertyReference R
Window_Interval Unsigred w!
Window_Samples Unsigned wt
Profile_Name CharacterString O

become -INF.

12.5.1 |Object_ldentjfier

This property, of typeBACnetObjectldentifier, is a numeric code that is used to identify the object. It shall be u

the BAQnet Devicethat maintainsiit.
12.5.2 |Object_Name

L If any of these properties-are written to using BACnet services, then al of the buffer samples g
become invalid, 'Attempted Samples shall become zero, 'Vaid Samples shall become ze
'‘Minimum_Value shal become INF, 'Average Value' shall become NaN and 'Maximum_Value' sh

all
ro,
all

nique within

Device that

This prdperty, of type CharacterString, shall represent a name for the object that is unique within the BACn,

maintains it. The minimum length of the string shall be one character. The set of characters used in the Object_Name shall be

restricted to printable characters.
12.5.3 Object_Type

This property, of type BACnetObjectType, indicates membership in a particular object type class. The value of this property

shall be AVERAGING.
1254 Minimum_Value

This property, of type REAL, shall reflect the lowest value contained within the buffer window for the most recent
'‘Window_Samples samples, or the actual number of samples (‘'Valid_Samples) if less than "Window_Samples samples have
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been taken.

After a device restart, or after 'Attempted_Samples,

'Object_Property Reference!, 'Window_Samples or

'‘Window_Interval' are written to using BACnet services, until asampleistaken, 'Minimum_Value' shall have the value INF.
1255 Minimum_Value Timestamp

This optional property, of type BACnetDateTime, indicates the date and time at which the value stored in Minimum_Value
was sampled.

1256 Average Value
This property, of type REAL shall reflect the average value contalned Wlthln the buffer window for the most recent

been taken.
the number
'Window_Sa
have thevd

12.5.7 Vafiance Value

This optiong
'Window_Sa
been taken.

The average shall be calculated by takl ng the arlthmetlc sum of al non-missed buffer samples and dw
bf non-missed buffer samples. After a device restart, or after 'Attempted Samples, 'Object Property R4
mples’ or 'Window_Interval' are written to using BACnet services, until a sample istaken, 'Avefage V3
e NaN.

property, of type REAL, shall reflect the variance value contained within the buffer Window for the mq

After a device restart, or after 'Attempted_Samples, 'Object Property Reference’, 'Window_San

les have
iding by
f erence’,
ue' shall

St recent

Imples samples, or the actual number of samples ('Valid_Samples) if less than 'Window_Samples samples have

hples' or

'Window_Interval' are written to using BACnet services, until a sampleistaken, 'Variance \Value' shall have the valye NaN.
1258 Maximum_Value

This property, of type REAL, shal reflect the highest value contained within’ the buffer window for the mogt recent
'Window_Samples samples, or the actual number of samples ('Valid_Samples)'if less than 'Window_Samples samples have
been taken.| After a device restart, or after 'Attempted Samples, 'Object Property Reference', 'Wi ndow_Saliples or
'‘Window_Inferval' are written to using BACnet services, until a sample is taken, 'Maximum_Value' shall have the value
-INF.

1259 Maximum_Value Timestamp

This optiong property, of type BACnetDateTime, indicates-the date and time at which the value stored in Maximum_Vaue
was sampled.

12.5.10 Degeription

This property, of type CharacterString, is a string of printable characters whose content is not restricted.

12.5.11 Attpmpted Samples

This property, of type Unsigned, indicates the number of samples that have been attempted to be collected for the current
window. The only acceptable value'that may be written to this property shdl be zero. If 'Attempted Samples is |ess than

'Window_Sa
'‘Attempted |

mples then a period’ of time less than 'Window_Interval' has elapsed since a device re
Samples, 'Object-Property Reference, 'Window_Samples or ‘Window_Interval' have been written

BACnet ser
from ‘Att
‘Window_.
shall havet

12.5.12 Valid-Samples

ices. The number’of missed samples in the current window can be calculated by subtracting 'Valid |
pted Samples.’ After a device restart, or after 'Attempted Samples, 'Object Property Rg
ples or\Window_Interval' are written to using BACnet services, until a sample is taken, 'Attempted |
valuezero.

Start, or
to using
Samples
ference’,
Samples

This read-only property, of type Unsigned, indicates the number of samples that have been successfully collected for the
current window. This value can be used to determine whether any of the samples in the current 'Window_Interval' are
missing. The number of missed samples in the current window can be caculated by subtracting 'Valid Samples from
'‘Attempted Samples.' A result greater than zero indicates the number of samples that encountered an error when the sample
was being recorded. After adevice restart, or after 'Attempted Samples, 'Object_Property Reference’, 'Window_Samples' or
'Window_Interval' are written to using BACnet services until asampleistaken, 'Vaid Samples shall have the value zer o.

12.5.13 Object_Property Reference

This property, of type BACnetDeviceObjectPropertyReference, shall identify the object and property whose value is to be
sampled during the 'Window_Interval'. The object referenced may be located within the device containing the Averaging
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object, or optionaly the Averaging object may support the referencing of object properties in other devices. External
references may be restricted to a particular set of BACnet devices. The referenced object property must have any of the
numeric datatypes BOOLEAN, INTEGER, Unsigned, Enumerated or REAL. All sampled data shall be converted to REAL
for calculation purposes. BOOLEAN FALSE shall be considered to be zero and TRUE shall be considered to be one.
Enumerated datatypes shall be treated as Unsigned vaues. If an implementation supports writing to
'Object_Property_Reference, then if 'Object_Property Reference' is written to using BACnet services, then all of the buffer
samples shall become invalid, 'Attempted_Samples' shall become zero, 'Valid_Samples shall become zero, 'Minimum_Vaue
shall become INF, 'Average_Vaue' shal become NaN and 'Maximum_Vaue' shal become -INF.

12.5.14 Window_Interval

erty, of type Unsigned, shall indicate the period of time in seconds over which the minimum, maximur) and average
values afe calculated. The minimum acceptable value for 'Window_Interval' shall be alocal matter. EveryWindow_|nterval'
divided py 'Window_Samples seconds a new sample shall be taken by reading the value of the property-referenced by the
operty_Reference'. Whether the sample represents an instantaneous "snapshot” or a continuoudy calcylated sample
local matter. If 'Window_Interval' is written to using BACnet services, then al of the bufféer samples ghall become
invalid, [Attempted_Samples shall become zero, 'Valid_Samples shall become zero, 'MinimuniVaue' shal become INF,

erty, of type Unsigned, shall indicate the number of samples to be taken durirng the period of time specified by the
_Interval' property. 'Window_Samples must be greater than zero and alCimplementations shall support at least 15
Every 'Window_Interval' divided by 'Window_Samples seconds a néw sample shall be taken by reading the value
of the property referenced by the 'Object_Property _Reference’. Whether the-sampl e represents an instantaneous '|snapshot” or
acontinpiously calculated sample shall be alocal matter. If ‘Window_Samples' iswritten to using BACnet servicgs, then al of
samples shall become invalid, 'Attempted_Samples shall Jbecome zero, 'Vdid_Samples shall hecome zero,
| Value' shall become INF, 'Average Vaue' shall becomefNaN and 'Maximum_Vaue' shal become -INF.

This optjonal property, of type CharacterString, is the nameof an object profile to which this object confornis. To ensure
uniquengss, a profile name must begin with a vendor identifier code (see Clause 23) in base-10 integer format, fpllowed by a
dash. Al] subsequent characters are administered by the‘organization registered with that vendor identifier codg The vendor
identifier code that prefixes the profile name shall indicate the organization that publishes and maintains the profjle document
named hky the remainder of the profile name. Fhiswendor identifier need not have any relationship to the vendor identifier of
the devige within which the object resides.

A profilp defines a set of additional_properties, behavior, and/or requirements for this object beyond those specified here.
This stapdard defines only the format of the names of profiles. The definition of the profiles themselves is outside the scope
of this sfandard.
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12.6 Binary Input Object Type

The Binary Input object type defines a standardized object whose properties represent the externally visible characteristics of
abinary input. A "binary input" is a physical device or hardware input that can be in only one of two distinct states. In this
description, those states are referred to as ACTIVE and INACTIVE. A typica use of a binary input is to indicate whether a
particular piece of mechanical equipment, such as a fan or pump, is running or idle. The state ACTIVE corresponds to the
situation when the equipment is on or running, and INACTIVE corresponds to the situation when the equipment is off or idle.

In some applications, electronic circuits may reverse the relationship between the application-level logical states ACTIVE
and INACTIVE and the physical state of the underlying hardware. For example, a normally open relay contact may result in
an ACTIVE|state when the relay is energized, while a normally closed relay contact may result in an INACTIV Estpte when
the relay is ¢nergized. The Binary Input object provides for this possibility by including a Polarity property. Se¢ 12.6.4 and
12.6.11.

The object ahd its properties are summarized in Table 12-6 and described in detail in this subclause.

Table 12-6. Properties of the Binary Input Object Type

Property Identifier Property Datatype Conformance Code
Object_ldentifier BACnetObjectldentifier R
Object_Name CharacterString R
Object_Type BACnetObjectType R
Present_Vplue BACnetBinaryPV R
Descriptio CharacterString @)
Device Type CharacterString @)
Status Fl BACnetStatusFlags R
Event_Staje BACnetEventState R
Reliabilit BACnetRdiability @]
Out_Of ice BOOLEAN R
Polarity BACnetPolarity R
Inactive_Tlext CharacterStripg o?
Active Text CharacterString o?
Change Of_State Time BACnetDaeTime o)
Change Of State_ Count Unsigned o?
Time Of Btate Count_Reset BACnetDateTime o?
Elapsed_Active Time Unsigned32 o*
Time_Of [ctive Time Reset BACnetDateTime o’
Time_Del Unsigned o’
Notificatign_Class Unsigned o’
Alarm_Vdue BACnetBinaryPV o°
Event_Engble BACnetEventTransitionBits o’
Acked Trgnsitions BACnetEventTransitionBits o’
Notify Type BACnetNotifyType o°
Event_Time_Stamps BACNetARRAY[3] of BACnetTimeStamp | O°
Profile_Ngme CharacterString @)

% If one of the optional propertms Change Of State Time, Change Of State Count, or T|me Of_State Count_Reset is
present, then all of these properties shall be present.

If one of the optiona properties Elapsed Active Time or Time_Of_Active Time_Reset is present, then both of these
properties shall be present.

® These properties are required if the object supports intrinsic reporting.

12.6.1 Object_Identifier

This property, of type BACnetObjectldentifier, is a numeric code that is used to identify the object. It shall be unique within
the BACnet Device that maintainsiit.
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Object_Name

This property, of type CharacterString, shall represent a name for the object that is unique within the BACnet Device that
maintains it. The minimum length of the string shall be one character. The set of characters used in the Object_Name shall be
restricted to printable characters.

12.6.3

Object_Type

This property, of type BACnetObjectType, indicates membership in a particular object-type class. The value of this property

shall be
1264

BINARY_INPUT.

Present Value

This pro
either IN

perty, of type BACnetBinaryPV, reflects the logical state of the Binary Input. The logical state of thel
ACTIVE or ACTIVE. The relationship between the Present_Value and the physical state of the (hput i

nput shall be
5 determined

by the Pplarity property. The possible states are summarized in Table 12-7.
Table 12-7. BACnet Polarity Relationships

Present_Vaue Polarity Physical State Physica State

of Input of Device
INACTIVE NORMAL OFF or INACTIVE not running
ACTIVE NORMAL ON or ACTIVE Running
INACTIVE REVERSE ON or ACTIVE not running
ACTIVE REVERSE OFF ar INACTIVE running

The Pregent_Vaue property shall be writable when Out_Of Service is TRUE.

12.6.5 |Description

This property, of type CharacterString, is a string of printable characters whose content is not restricted.

12.6.6

Device Type

This prgperty, of type CharacterString, is a text description of the physical device connected to the binary (nput. It will

typically| be used to describe the type of deviceattached to the binary input.

12.6.7

Status Flags

This property, of type BACnetStatusElags, represents four Boolean flags that indicate the general "health" of apinary input.
Three ofl the flags are associated with the values of other properties of this object. A more detailed status could be determined

by readi

ng the properties that7are linked to these flags. The relationship between individual flags is not defined by the
protocol} The four flags are

{IN_ALARM, FAULT, OVERRIDDEN, OUT_OF_SERVICE}

where:

IN_ALARM Logical FALSE (0) if the Event_State property has a value of NORMAL, otherwise Ipgical TRUE
D).

FAULT Cogicd TRUE (1) It the Reiability properfy 1S present and does not have a vaue of
NO_FAULT_DETECTED, otherwise logical FALSE (0).

OVERRIDDEN Logical TRUE (1) if the point has been overridden by some mechanism local to the BACnet

OUT_OF SERVICE

ASHRAE 135-2004

Device. In this context "overridden” is taken to mean that the Present_ Value and Reliability
properties are no longer tracking changes to the physical input. Otherwise, the value is logical
FALSE (0).

Logica TRUE (1) if the Out_Of Service property has a value of TRUE, otherwise logical FALSE
(0).
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12.6.8 Event_State

The Event_State property, of type BACnetEventState, isincluded in order to provide away to determine if this object has an
active event state associated with it. If the object supports intrinsic reporting, then the Event_State property shall indicate the
event state of the object. If the object does not support intrinsic reporting, then the value of this property shall be NORMAL.
If the Reliability property is present and does not have a value of NO_FAULT_DETECTED, then the vaue of the
Event_State property shall be FAULT. Changes in the Event_State property to the value FAULT are considered to be "fault"
events.

12.6.9 Reliability

The Reliability property, of type BACnetReliability, provides an indication of whether the Present_Value or the opJ*ration of
the physical| input in question is "reliable" as far as the BACnet Device or operator can determine and, if\not, why. The
Reliability groperty for this object may have any of the following values:

{ND _FAULT DETECTED, NO_SENSOR, OPEN_LOOP, SHORTED_LOOP, UNRELIABLE OTHER}
12.6.10 Out_Of Service

The Out_Of| Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the physical jnput the
tsis not in service. This means that the Present_Value property is decoupled’from the physical inpuf and will

changed_ to any value as a means of simulati ng specific fixed condltlons or fordesti ng purposes. Other functions that depend
on the statg¢ of the Present Value or Reliability properties shall respond to changes made to these properties while
Out_Of Serviceis TRUE, asif those changes had occurred in the physicalNinput.

12.6.11 Polarity

This property, of type BACnetPolarity, indicates the relationship between the physical state of the Input and the lodical state
represented | by the Present_Value property. If the Polarity* property is NORMAL, then the ACTIVE dsatp of the
Present_Valle property is also the ACTIVE or ON state.gbthe physical Input as long as Out_Of Service is FALSE. If the
Polarity property is REVERSE, then the ACTIVE statelof the Present_Value property is the INACTIVE or OFF state of the
physical Ingut as long as Out_Of_Service is FALSE? See Table 12-7. Therefore, when Out_Of Service is FALSE for a
constant physical input state, a change in the Polarity property shall produce a change in the Present_Vaue property. If
Out_Of Seryice is TRUE, then the Polarity preperty shall have no effect on the Present_ Value property.

12.6.12 Ingctive Text

This property, of type CharacterString, characterizes the intended effect of the INACTIVE state of the Presant_Value
property from the human operator's\viewpoint. The content of this string is a local matter, but it is intended to represent a
human-readgble description of theANACTIVE state. For example, if the physical input is connected to a switch contact, then
the Inactivgd Text property might be assigned a value such as "Fan 1 Off". If ether the Inactive Text properfy or the
Active_Tex{ property are present, then both of them shall be present.

12.6.13 Active Text

This property, of type CharacterString, characterizes the intended effect of the ACTIVE state of the Present_Value|property
man operators vrewpornt The content of thls stnng is a Iocal matter but |t is mtended to rer

property mlght be assrgned aval ue such as "Fan 1 On" If erther the Actlve Text property or the Inactlve Text property are
present, then both of them shall be present.

12.6.14 Change Of State Time

This property, of type BACnetDateTime, represents the date and time at which the most recent change of state occurred. A
"change of state" shall be defined as any event that alters the Present_Value property. When Out_Of Service is FALSE, a
change to the Polarity property shall alter Present_Value and thus be considered a change of state. When Out_Of_Serviceis
TRUE, changes to Polarity shall not cause changes of state. If one of the optional properties Change Of State Time,
Change Of State Count, or Time Of State Count_Reset is present, then all of these properties shall be present.
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12.6.15 Change Of State Count

This property, of type Unsigned, represents the number of times that the Present_Value property has changed state since the
Change_Of_State Count property was most recently set to a zero value. The Change_Of_State Count property shall have a
range of 0-65535 or greater. A "change of state" shall be defined as any event that alters the Present_Value property. When
Out_Of_Service is FALSE, a change to the Polarity property shall ater Present_Value and thus be considered a change of
state. When Out_Of_Service is TRUE, changes to Polarity shall not cause changes of state. If one of the optional properties
Change_Of State Time, Change Of State Count, or Time_Of_State Count_Reset is present, then all of these properties

shall be
12.6.16

present.
Time Of State Count Reset

This prdperty, of type BACnetDateTime, represents the date and time at which the Change Of _State Cauint
most regently set to a zero value. If one of the optional properties Change Of State Time, Change_Of,"St3
Time_Of_State Count_Reset is present, then all of these properties shall be present.

12.6.17 |Elapsed_Active Time

This prdperty, of type Unsigned32, represents the accumulated number of seconds that the Present Value proy
the valup ACTIVE since the Elapsed_Active Time property was most recently set to a zexo'value. If one of

broperty was
fe Count, or

erty has had
the optional

properti¢s Elapsed_Active_Timeor Time_Of _Active_Time_Reset are present, then both(of)these properties shall| be present.
12.6.18 |Time Of Active Time Reset

This property, of type BACnetDateTime, represents the date and time at whichytheElapsed_Active_Time propety was most
recently|set to a zero value. If one of the optional properties Elapsed_Active Time or Time_Of _Active Time_Reset are
present, then both of these properties shall be present.

12.6.19 |Time_Delay

This pro
remain

bqual to the Alarm_Value property before a TO-OFENORMAL event is generated, or remain not

perty, of type Unsigned, shall specify the minimum period.ef time in seconds during which the Present Value must

equal to the

Alarm_Yalue property before a TO-NORMAL event is genefated. This property is required if intrinsic reporting is supported
by this gbject.
12.6.20 |Notification_Class
This property, of type Unsigned, shdl specify.the notification class to be used when handling and gengrating event
notificat|ons for this object. The Notification_Class property implicitly refers to a Notification Class objegt that has a
Notification_Class property with the sasmewvalue. This property isrequired if intrinsic reporting is supported by this object.
12.6.21 |Alarm_Value
This prgperty, of type BACnetBinaryPV, shall specify the value that the Present_Value must have beford an event is
generateg. This property is reqaired if intrinsic reporting is supported by this object.
12.6.21.l Conditionsfor-Generating a TO-OFFNORMAL Event
A TO-OFFNORMAL. eent is generated under these conditions:

@ the Present”Value must maintain the value specified by Alarm_Value for aminimum period of time, spgcified in the

Time\Delay property, and

()

the.-TO-OFFNORMAL flag must be enabled in the Event_Enable property.

12.6.21.2 Conditionsfor Generatinga TO-NORMAL Event

Once equal, the Present_Value must become not equal to this property before a TO-NORMAL event is generated under these
conditions:

@

the Present_Value must remain not equal to the Alarm_Vaue for a minimum period of time, specified by the

Time_Delay property, and

(b) the TO-NORMAL flag must be enabled in the Event_Enable property.
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12.6.22 Event_Enable

This property, of type BACnetEventTransitionBits, shall convey three flags that separately enable and disable reporting of
TO-OFFNORMAL, TO-FAULT, and TO-NORMAL events. This property is required if intrinsic reporting is supported by

this object.
12.6.23 Acked_Transitions

This property, of type BACnetEventTransitionBits, shal convey three flags that separately indicate the receipt of

acknowledgments for TO-OFFNORMAL, TO-FAULT, and TO-NORMAL events. These flags shall be cleared
occurrence of the corresponding event and set under any of these conditions:

upon the

@ upgn receipt of the corresponding acknowledgment;
(b) upgn the occurrence of the event if the corresponding flag is not set in the Event_Enable property-(meani
notifications will not be generated for this condition and thus no acknowledgment is expected);

ng event

(© upgn the occurrence of the event if the corresponding flag is set in the Event_Enable property and-the corresponding

in the Ack_Required property of the Notification Class object implicitly referenced by the Notificati
property of this object is not set (meaning no acknowledgment is expected).

This property isrequired if intrinsic reporting is supported by this object.
12.6.24 Nolify Type

This propert
Alarms. Thig property isrequired if intrinsic reporting is supported by this object

12.6.25 Event_Time_Stamps

bn_Class

, of type BACnetNotifyType, shall convey whether the notifications generated by the object should be Events or

property, of type BACnetARRAY[3] of BACnetTimeStamp, shal convey the times of the Igst event

Time or

Date shall have 'FF' in each octet and Sequence number time stamps shall have the value 0 if no event notification of that

generated since the object was created. This-property is required if intrinsic reporting is supporteql by this

This optiongl property, of type CharacterString, is-the name of an object profile to which this object conforms. Tlo ensure

dash. All subsequent characters are administered by the organization registered with that vendor identifier code. The vendor
identifier cofle that prefixes the profile name’shall indicate the organization that publishes and maintains the profile document

thin which the object fesides.

A profile dgfines a set of additional properties, behavior, and/or requirements for this object beyond those specif]

remainder of the profilesname. This vendor identifier need not have any relationship to the vendor identifier of

ed here.

This standarfl defines only“the format of the names of profiles. The definition of the profiles themselves is outside the scope

of this standgrd.
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12.7 Binary Output Object Type

The Binary Output object type defines a standardized object whose properties represent the externally visible characteristics
of abinary output. A "binary output" is a physical device or hardware output that can be in only one of two distinct states. In
this description, those states are referred to as ACTIVE and INACTIVE. A typical use of a binary output is to switch a
particular piece of mechanical equipment, such as afan or pump, on or off. The state ACTIVE corresponds to the situation
when the equipment is on or running, and INACTIVE corresponds to the situation when the equipment is off or idle.

In some applications, electronic circuits may reverse the relationship between the application-level logica states, ACTIVE
and INACTIVE, and the physicd state of the underlying hardware. For example, a normally open relay contact may result in

an ACT|VE state (device energized) when the relay 1s energized, while a normally closed relay contact may| result in an

ACTIVE state (device energized) when the relay is not energized. The Binary Output object provides for this'gossibility by

including a Polarity property. See 12.7.4 and 12.7.11.

The objgct and its properties are summarized in Table 12-8 and described in detail in this subclause;

Table 12-8. Properties of the Binary Output Object Type

Property Identifier Property Datatype Conformance Code
Object_Identifier BACnetObjectldentifier R
Object_Name CharacterString R
Object_Type BACnetObjectType R
Present_Vaue BACnetBinaryPV w
Degeription CharacterString @]
DeMice Type CharacterString @]
Statps Flags BACnetStatusFlags R
Event_State BACnetEventState R
Relijability BACnetReliability 0]
Out| Of Service BOOLEAN R
Polgrity BA CnetPolafity R
Inagtive_Text CharacterString o
Actjve Text CharacterString o'
Change Of State Time BAChetDateTime o?
Change Of State Count Unsigned o?
Tine Of State Count_Reset BACnetDateTime o?
Elapsed Active Time Unsigned32 o?
Time Of Active Time Reset BACnetDateTime o?
Mirfimum_Off_Time Unsigned32 0]
Mirfimum_On_Time Unsigned32 0]
Pridrity_Array BACnetPriorityArray R
Relinquish_Default BACnetBinaryPV R
Tinfe_Delay Unsigned o*
Not|fication_Class Unsigned o’
Feetlback_Value BACnetBinaryPV o*
Event_Enable BACnetEventTransitionBits o*
AcKed Aransitions BACnetEventTransitionBits o*
Not|f§~Type BACnetNotifyType o*
Event_Time_Stamps BACNetARRAY[3] of BAChE Timestamp o'
Profile_ Name CharacterString @)

If one of the optional properties Inactive_Text or Active_Text is present, then both of these properties shall be present.

If one of the optional properties Change Of _State Time, Change Of_State Count, or
Time_Of State Count_Reset is present, then all of these properties shall be present.

If one of the optional properties Elapsed_Active_Time or Time_Of_Active Time_Reset is present, then both of these

properties shall be present.

These properties are required if the object supports intrinsic reporting.
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12.7.1 Object_l|dentifier
This property, of type BACnetObjectldentifier, is a numeric code that is used to identify the object. It shall be unique within

the BACnet Device that maintainsiit.

12.7.2 Object_Name

This property, of type CharacterString, shall represent a name for the object that is unique within the BACnet Device that
maintains it. The minimum length of the string shall be one character. The set of characters used in the Object_Name shall be

restricted to printable characters.

12.7.3 Object_Type

This property, of type BACnetObjectType, indicates membership in a particular object type class. The value pf\this

shall be BINARY_OUTPUT.
t_Value (Commandable)

1274 Pr

This property, of type BACnetBinaryPV, reflects the logical state of the Binary Output. The logical, state of the ou
ACTIVE or ACTIVE. The relationship between the Present_Value and the physica state of the
determined by the Polarity property. The possible states are summarized in Table 12-9.

be either IN

Table 12-9. BACnet Polarity Relationships

property

put shall
putput is

Present_Vaue Polarity Physical State of Output -{ Physical State of Device
INACTIVE NORMAL OFF or INACTR/E not running
ACTIVE NORMAL ON or ACTIVE running
INACTIVE REVERSE ONOrACTIVE not running
ACTIVE REVERSE OFF or INACTIVE running

12.7.5 Degcription
This propertly, of type CharacterString, is a string of printable characters whose content is not restricted.

12.7.6 De|

This proper
typically be

ice_ Type

y, of type CharacterString,\is a text description of the physical device connected to the binary output. It will
used to describe the type.of device attached to the binary output.

12.7.7 Stgtus Flags

This property, of type BA€GnhetStatusHlags, represents four Boolean flags that indicate the general "health" of a binar
flags are.associated with the values of other properties of this object. A more detailed status could be dg
he preperties that are linked to these flags. The relationship between individual flags is not define

Three of the
by reading
protocol. Th

e four flags are

y output.
ttermined
d by the

where:

IN_ALARM

FAULT

162

176

{IN_ALARM, FAULT, OVERRIDDEN, OUT_OF_SERVICE}

Logical FALSE (0) if the Event_State property has avalue of NORMAL, otherwise logical TRUE

.

Logical TRUE (1) if the Reiability property is present and does not have a vaue of
NO_FAULT_DETECTED, otherwise logical FALSE (0).
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IDDEN Logical TRUE (1) if the point has been overridden by some mechanism loca to

the BACnet

Device. In this context "overridden" is taken to mean that the physical output is no longer tracking

changes to the Present_Value property and the Reliability property is no longer a refl
physical output. Otherwise, the valueislogical FALSE (0).

FALSE(0).

Event_State

ection of the

Logical TRUE (1) if the Out_Of Service property has a value of TRUE, otherwise logica

The Event_State property, of type BACnetEventState, isincluded in order to provide a way to determine if this object has an

active

event state of the object. If the object does not support intrinsic reporting, then the value of this property shai, b

If the H
Event_S
events.

12.7.9

The Rel
the phys
Reliabili

12.7.10

The Ou
object r
output W
FAULT
the Out |

means gf simulating specific fixed conditions or fer-testing purposes. Other functions that depend on the

Present |
if those
commary

12.7.11
Thispro
represen
Present |
Polarity
physica
property
12.7.12

[ty property for this object type may have any of the following vaues:

ent state associated with it. It the object supports intrinsic reporting, then the Event_State property snal

eliability property is present and does not have a value of NO_FAULT_DETECTED, then.the
tate property shall be FAULT. Changes in the Event_State property to the value FAULT are considered

Reliability
ability property, of type BACnetReliability, provides an indication of whether-the/Present_Value or the
ical output in question is "reliable" as far as the BACnet Device or operater-can determine and, if n

Out_Of_Service

{NO_FAULT_DETECTED, NO_OUTPUT, OPEN_LOOP, SHORTED L OOP, UNRELIABLE_OTHH

indicate the
e NORMAL.
value of the
to be "fault"

operation of
bt, why. The

R}.

Of_Service property, of type BOOLEAN, is an indication-whether (TRUE) or not (FALSE) the physi
kr@ents is not in service. This means that changes to the'Present_Vaue property are decoupled from|the physical
hen the value of Out_Of Service is TRUE. In addition, the Reliability property and the corresponding state of the
flag of the Status_Flags property shall be decoupledfrom the physical output when Out_Of Service is TRUE. While

|Of _Service property is TRUE, the Present_Vaue and Reliability properties may still be changed to

\Value or Reliability properties shall respond-to changes made to these properties while Out_Of_Service
changes had occurred to the physical-output. The Present_Value property shall still be controlled by
d prioritization mechanism if Out_Of ‘Service is TRUE. See Clause 19.

Polarity

perty, of type BACnetPolarity; indicates the relationship between the physical state of the output and the
fed by the Present_Value: property. If the Polarity property is NORMAL, then the ACTIVE
Value property is also-the ACTIVE or ON state of the physical output as long as Out_Of_Serviceis F
property is REVERSE, then the ACTIVE state of the Present_Value property isthe INACTIVE or OF
output as longas Out_Of Service is FALSE. See Table 12-9. If Out_Of Service is TRUE, then
shall have ne.gffect on the physical output state.

I nactive\Text

This prd

pperty, \of type CharacterString, characterizes the intended effect from the human operator's view

point the

y value as a
state of the
isTRUE, as
the BACnet

logical state
state of the
ALSE. If the
- state of the
the Polarity

point, of the
he content of

—or example,

value such as

"Light Off". If one of the optional properties Inact|ve_Text or Actlve_Text is present, then both of these properties shall be
present.
12.7.13 Active Text

This property, of type CharacterString, characterizes the intended effect, from the human operator's viewpoint, of the
ACTIVE state of the Present_Value property on the final device that is ultimately controlled by the output. The content of
thisstring is alocal matter, but it is intended to represent a human-readable description of the ACTIVE state. For example, if
the physical output is a relay contact that turns on a light, then the Active_Text property might be assigned a value such as
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"Light On". If one of the optional properties Inactive Text or Active Text is present, then both of these properties shall be

present.

12.7.14 Change Of State Time

This property, of type BACnetDateTime, represents the date and time at which the most recent change of state occurred. A
"change of state” shall be defined as any event that aters the Present_Value property. Changes to Polarity shall not cause

changes of date. If one of the optional properties Change Of State Time, Change Of State Count, or
Time _Of State Count_Reset is present, then all of these properties shall be present.

12.7.15 Change Of State Count

This property, of type Unsigned, represents the number of times that the Present_Value property has changed stete|snce the
Change_Of |State Count property was most recently set to a zero value. The Change Of State Count property.shall have a
range of 0-6p535 or greater. A "change of state" shall be defined as any event that aters the Present_Value property.|Changes
to Polarity] shal not cause changes of dstate. If one of the optional properties Change'Of Stgte Time,
Change Of |State Count, or Time_Of State Count_Reset is present, then al of these properties shal).be:present.

12.7.16 Time Of State Count_ Reset

This property, of type BACnetDateTime, represents the date and time at which the Change~Of State Count progerty was
most recent|ly set to a zero value. If one of the optional properties Change Of State Time, Change Of State Count, or
Time_Of_Slate Count_Reset is present, then all of these properties shall be present.

12.7.17 Elgpsed_Active Time

This property, of type Unsigned32, represents the accumulated number of segoneds that the Present_Vaue property has had
the value ACTIVE since this property was most recently set to a zero vaue. If one of the optional properties
Elapsed Acjive Timeor Time _Of Active Time Reset is present, then bethyof these properties shall be present.

12.7.18 Time_Of Active Time Reset

This property, of type BACnetDateTime, represents the date and-time at which the Elapsed_Active_Time property yas most
recently set|to a zero value. If one of the optional properties’Elapsed Active Time or Time Of Active Time|Reset is
present, then both of these properties shall be present.

12.7.19 Mipimum_Off_Time

This properfy, of type Unsigned32, represents thé minimum number of seconds that the Present_Value shall reméin in the
INACTIVE |dtate after a write to the Present_V alue property causes that property to assume the INACTIVE state.

The mechanjsm by which this is accomplished is described in 19.2.3.

12.7.20 Mipimum_On_Time

This property, of type Unsigned32;-represents the minimum number of seconds that the Present_Value shall reméin in the
ACTIVE stgte after awrite to-thePresent_Va ue property causes that property to assume the ACTIVE state.

The mechanjsm by whichithisis accomplished is described in 19.2.3.

12.7.21 Priority Array

This properly is'a read-only array that contains prioritized commands that are in effect for this object. See Clausd 19 for a
description of the prioritization mechanism.

12.7.22 Relinquish_Default

This property is the default value to be used for the Present Value property when al command priority values in the
Priority_Array property have aNULL value. See Clause 19.

12.7.23 Time Delay

This property, of type Unsigned, shall specify the minimum period of time in seconds during which the Present_Vaue must
be different from the Feedback Value property before a TO-OFFNORMAL event is generated or must remain equal to the
Feedback_Value property before a TO-NORMAL event is generated. This property is required if intrinsic reporting is
supported by this object.
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12.7.24 Natification_Class

This property, of type Unsigned, shall specify the notification class to be used when handling and generating event
notifications for this object. The Notification _Class property implicitly refers to a Notification Class object that has a
Notification_Class property with the same value. This property isrequired if intrinsic reporting is supported by this object.

12.7.25 Feedback Value

This property, of type BACnetBinaryPV, shall indicate the status of a feedback value from which the Present_Vaue must
differ before an event is generated. This property is required if intrinsic reporting is supported by this object. The manner by
which the Feedback_Vaue is determined shall be alocal matter.

12.7.25.L Conditionsfor Generatinga TO-NORMAL Event
A TO-OFFNORMAL event is generated under these conditions:

€)] the Present_Vaue must be different from the Feedback Value for a minimum period of ‘time, spegified by the
Time_Delay property, and
(b) the TO-OFFNORMAL flag must be enabled in the Event_Enable property.

12.7.25.p Conditionsfor Generatinga TO-NORMAL Event

Once different, the Present_Vaue must become equal to this property before a TO-NORMAL event is generatedl under these
conditiops:

@ the Present_Vaue must remain equa to the Feedback Value for-asminimum period of time, spegified by the
Time_Delay property, and
(b) the TO-NORMAL flag must be enabled in the Event_Enable property.

12.7.26 |Event_Enable

This prdperty, of type BACnetEventTransitionBits, shall convey-three flags that separately enable and disabl | reporting of
TO-OFERNORMAL, TO-FAULT, and TO-NORMAL events;-This property is required if intrinsic reporting is supported by
this objgct.

12.7.27 |Acked_Transitions

This prpperty, of type BACnetEventTransitionBits, shall convey three flags that separately indicate thp receipt of
acknowledgments for TO-OFFNORMAL, TO-FAULT, and TO-NORMAL events. These flags shall be cleated upon the
occurrer]ce of the corresponding event and.set.under any of these conditions:

@ upon receipt of the corresponding acknowledgment;
(b) upon the occurrence of the'event if the corresponding flag is not set in the Event_Enable property (mganing event
notifications will not be'generated for this condition and thus no acknowledgment is expected);
(© upon the occurrence of the event if the corresponding flag is set in the Event_Enable property and the cprresponding
flag in the Ack «Required property of the Notification Class object implicitly referenced by the Notification_Class
property of this‘ebject is not set (meaning no acknowledgment is expected).

This property isrequired if intrinsic reporting is supported by this object.
12.7.28 |Notify Type

This propexty aof type BA anantifyTypp shall convey whether the naotifications gmpm'rpd hy the nhj ect shouldlbe Events or
Alarms. This property is required if intrinsic reporting is supported by this object.

12.7.29 Event_Time_Stamps

This optional property, of type BACnetARRAY[3] of BACnetTimeStamp, shal convey the times of the last event
notifications for TO-OFFNORMAL, TO-FAULT, and TO-NORMAL events, respectively. Time stamps of type Time or
Date shall have 'FF' in each octet and Sequence number time stamps shall have the value O if no event notification of that
type has been generated since the object was created. This property is required if intrinsic reporting is supported by this
object.
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12.7.30 Profile Name

This optiona property, of type CharacterString, is the name of an object profile to which this object conforms. To ensure
unigueness, a profile name must begin with a vendor identifier code (see Clause 23) in base-10 integer format, followed by a
dash. All subsequent characters are administered by the organization registered with that vendor identifier code. The vendor
identifier code that prefixes the profile name shall indicate the organization that publishes and maintains the profile document
named by the remainder of the profile name. This vendor identifier need not have any relationship to the vendor identifier of
the device within which the object resides.

A profile defines a set of addltlonal propertles behawor and/or reqm rements for this object beyond those specn‘led here.
This standafd defines onty T 1 T} S he scope
of this standerd.
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12.8 Binary Value Object Type

The Binary Value object type defines a standardized object whose properties represent the externally visible characteristics of
abinary value. A "binary value" isa control system parameter residing in the memory of the BACnet Device. This parameter
may assume only one of two distinct states. In this description, those states are referred to as ACTIVE and INACTIVE. The
Binary Value object and its properties are summarized in Table 12-10 and described in detail in this subclause.

Table 12-10. Properties of the Binary Vaue Object Type

Property Identifier Property Datatype Conformance Code
Objgct_Tdentifier BACTnetOp;ecildentifier R
Objgct_Name CharacterString R
Object Type BACnetObjectType R
Present_Value BACnetBinaryPV R
Desgription CharacterString 6]
Statys Flags BACnetStatusFlags R
Event_State BACnetEventState R
Religbility BACnetReliahility 0]
Out |Of Service BOOLEAN R
Inaclive Text CharacterString o?
Actiye Text CharacterString o?
Chajge Of State Time BACnetDateTime o?
Chzige_Of_State_Count Unsigned32 o?
Tim¢ Of State Count Reset BACnetDateTime (o)
Elapped_Active Time Unsigned32 o*
Timg Of Active Time Reset BACnetDateTime o*
Minifmum_Off_Time Unsigned32 o
Minifmum_On_Time Unsigned32 O]
Priofity_Array BAChetPriorityArray o
Relinquish_Default BACnetBinaryPV o’
Tim¢ Delay Unsigned o°
Notification_Class Unsigned o°
Alarm_Value BACnetBinaryPV o°
Evert_Enable BACnetEventTransitionBits o°
Acked_Transitions BACnetEventTransitionBits o°
Notify_Type BACnetNotifyType o°
Event_Time_Stamps BACnetARRAY /3] of BACnetTimeStamp | O°
Profile_ Name CharacterString @)
TIf Prgsent_Vaue is commandablé; then it is required to be writable. This property is required to be writable when Out |Of Serviceis
TRUE

2|t ong of the optional préperties Inactive_Text or Active_Text is present, then both of these properties shall be present.
3 |f ong of the optional‘properties Change Of State Time, Change Of State Count, or Time Of State Count_Reset is

5 |f PrasentVa ue is commandable, then both of these properties shall be present.
properties are required if the object supports intrinsic reporting.

12.8.1 Object_Identifier

This property, of type BACnetObjectldentifier, is a numeric code that is used to identify the object. It shal be unique within
the BACnet Device that maintainsit.

12.8.2 Object_ Name

This property, of type CharacterString, shall represent a name for the object that is unique within the BACnet Device that
maintains it. The minimum length of the string shall be one character. The set of characters used in the Object_Name shall be
restricted to printable characters.
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12.8.3 Object_Type

This property, of type BACnetObjectType, indicates membership in a particular object type class. The value of this property
shall be BINARY_VALUE.

12.8.4 Present_Value

This property, of type BACnetBinaryPV, reflects the logical state of the Binary Vaue. The logical state shal be either
INACTIVE or ACTIVE. Present_Value shall be optionally commandable. If Present Vaue is commandable for a given
instance, then the Priority_Array and Relinquish_Default properties shall also be present for that instance. The Present_Value
property shall be writable when Out_Of_Serviceis TRUE.

12.8.5 Degeription
This property, of type CharacterString, is a string of printable characters whose content is not restricted.
12.8.6 Status Flags

This property, of type BACnetStatusFlags, represents four Boolean flags that indicate the genera "health” of a bingry value
object. Threge of the flags are associated with the values of other properties of this object. A more’detailed status fould be
determined by reading the properties that are linked to these flags. The relationship between individua flagsis not d¢fined by
the protocol|{ The four flags are

{IN_ALARM, FAULT, OVERRIDDEN, OUT_OF_SERVICE}

where:

IN_ALARM Logical FALSE (0) if the Event_State property, has'a value of NORMAL, otherwise logicell TRUE
D.

FAULT Logica TRUE (1) if the Reiability\ property is present and does not have a yaue of
NO_FAULT_DETECTED, otherwiselogical FALSE (0).

OVERRIDOEN Logical TRUE (1) if the point(has been overridden by some mechanism local to the| BACnet

Device. In this context "overridden" is taken to mean that the Present Value property is not
changeabl e through BA Chet-services. Otherwise, the value islogical FALSE (0).

OUT_OF SERVICE Logica TRUE (1) if. the Out_Of_Service property has a value of TRUE, otherwise logical FALSE
(0).
12.8.7 Eveént_State

The Event_$tate property, of typeBACnetEventState, isincluded in order to provide a way to determine if this object has an
active event[state associated with-it. 1f the object supports intrinsic reporting, then the Event_State property shall indicate the
event state df the object. If the object does not support intrinsic reporting, then the value of this property shall be NORMAL.
If the Religoility propertyis present and does not have a value of NO_FAULT_DETECTED, then the value of the
Event_State|property shall be FAULT. Changesin the Event_State property to the value FAULT are considered to he "fault"
events.

12.8.8 Reljability

The Reliability property, of type BACnetReliability, provides an indication of whether the Present_Value is "reliable" as far
as the BACnet Device or operator can determine. The Reliability property for this object type may have any of the following
values:

{NO _FAULT DETECTED, UNRELIABLE OTHER}.
12.89 Out_Of Service

The Out_Of_Service property, of type BOOLEAN, is an indication whether (TRUE) or not (FALSE) the Present_Value of
the Binary Value object is prevented from being modified by software local to the BACnet device in which the object resides.
When Out_Of Service is TRUE, the Present Value property may be written to freely. If the Priority Array and
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Relinquish_Default properties are present, then writing to the Present_Vaue property shall be controlled by the BACnet

comman
12.8.10

d prioritization mechanism. See Clause 19.

Inactive Text

This property, of type CharacterString, characterizes the intended effect of the INACTIVE state of the Binary Vaue. The
content of this string is alocal matter, but it is intended to represent a human-readable description of the INACTIVE date. If
one of the optional properties Inactive_Text or Active_Text is present, then both of these properties shall be present.

12.8.11

Active Text

This property, of type CharacterString, characterizes the intended effect of the ACTIVE state of the Binary Vaue. The

content pf this string is a local matter, but it is intended to represent a human-readable description of the ACT

oneof t
12.8.12

This prg
"change
properti
properti

12.8.13

This pro

property
greater.
is preser

12.8.14

e optional properties Inactive_Text or Active_Text is present, then both of these properties shall be(pres
Change Of State Time

perty, of type BACnetDateTime, represents the date and time at which the most recent charige of state

of state” shall be defined as any event that aters the logical state of the Binary Vaue. If one of
Change_Of _State Time, Change Of State Count, or Time_Of _State Count_ReSet’is present, ther
shall be present.

Change Of_ State Count

perty, of type Unsigned32, represents the number of times that the state ofythe Binary Value has chang

was most recently set to a zero value. The Change Of_State Count’ property shall have a range of
f one of the optional properties Change Of_State Time, Change Of JState Count, or Time_Of _State |
t, then all of these properties shall be present.

Time Of State Count_Reset

This prg
most r

Time_Of State Count_Reset is present, then all of these properties shall be present.
12.8.15 |Elapsed_Active Time
This prdperty, of type Unsigned32, represents the-accumulated number of seconds that the Present_Value prog

the val
Elapsed|

12.8.16

This pro
recently
present,

12.8.17
This prg
INACTI

If the Pr

perty, of type BACnetDateTime, represents the date and time at which the Change_Of State Count
ently set to a zero value. If one of the optional preperties Change Of State Time, Change Of St

e ACTIVE since this property wasmost recently set to a zero vaue. If one of the option
|Active_Timeor Time_Of_Active_Time_Reset is present, then both of these properties shall be present.

Time Of Active Time Reset
perty, of type BACnetDateTime, represents the date and time at which the Elapsed_Active _Time prope

then both of these prepéfties shall be present.
Minimum_Off {Time

perty, of type-Unsigned32, represents the minimum number of seconds that the Present_Value shall 1
\VE state after a write to the Present_Va ue property causes that property to assume the INACTIVE state

bsent, Value is commandabl e according to Clause 19, then the mechanism by which this is accomplisheg

IVE state. If
PNt

occurred. A
the optional
al of these

ed since this
0-65535 or
Count_Reset

Droperty was
fe Count, or

erty has had
ol properties

rty was most

set to a zero vaue. If(ohe of the optiona properties Elapsed Active Time or Time Of Active Time Reset is

lemain in the

is described

in19.2.3

. ©therwise, the mechanism is alocal matter.

12.8.18

Minimum_On_Time

This property, of type Unsigned32, represents the minimum number of seconds that the Present_Vaue shall remain in the
ACTIVE dtate after awrite to the Present_Value property causes that property to assume the ACTIVE state.

If the Present_Value is commandable according to Clause 19, then the mechanism by which thisis accomplished is described
in 19.2.3. Otherwise, the mechanism isaloca matter.
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12.8.19 Priority Array

This property is a read-only array that contains prioritized commands that are in effect for this object. See Clause 19 for a
description of the prioritization mechanism. If either the Relinquish Default property or the Priority Array property are
present, then both of them shall be present. If Present Vaue is commandable, then Priority Array and Relinquish_Default
shall both be present and Present_Value shall be required to be writable.

12.8.20 Relinquish_Default

This property is the default value to be used for the Present Vaue property when al command priority values in the
Priority_Array property have a NULL value. See Clause 19. If either the Relinquish_Default property or the Priority Array
property arg present, then both of them snal be present. If Present Value 1s commandable, then Priority Afray and
Relinquish_IDefault shall both be present and Present_ Vaue shall be required to be writable.

12.8.21 Ti

This propertly, of type Unsigned, shall specify the minimum period of time in seconds during which the Present_ V3
be different|from the Alarm_Value property before a TO-OFFNORMAL event is generated or must remain equ
Alarm_Value property before a TO-NORMAL event is generated. This property is required if intfinsic reporting is g
by this obj

e Delay

ue must
Al to the
upported

12.8.22 No

This proper
notifications
Notification|

12.8.23 Alg

This propert
OFFNORM

12.8.231 C
A TO-OFFN
(@ the

the
(b) the
12.8.23.2 C

Once equdl,
conditions:

ification_Class

y, of type Unsigned, shall specify the notification class to be used when handling and generati
for this object. The Notification Class property implicitly refers tora Notification Class object th
| Class property with the same value. This property isrequired if intrinsic reporting is supported by this g

rm_Value

y, of type BACnetBinaryPV, shall specify the value that the'Present_Value property must have befo
AL event is generated. This property isrequired if intrinsi€ reporting is supported by this object.

onditions for Generating a TO-OFFNORMAL Event

ORMAL event is generated under these conditions:

Present_Value must maintain the value specified by Alarm_Vaue for a minimum period of time, spe
Time_Delay property, and

TO-OFFNORMAL flag must be enabled.in the Event_Enable property.

onditions for Generating a TO-NORMAL Event
the Present_Vaue must becomeénot equal to this property before a TO-NORMAL event is generated un

(@ the

Ti
(b)

12.8.24 Evegnt _Enable

This property, of type'BACnetEventTransitionBits, shall convey three flags that separately enable and disable rep
TO-OFFNORMALY TO-FAULT, and TO-NORMAL events. This property is required if intrinsic reporting is supq

this object.

the[TO-NORMAL flag-must be enabled in the Event_Enable property.

Present_Vaue must remain not equa to the Alarm_Vaue for a minimum period of time, specifie
e Delay property, and

ng event
at has a
bject.

reaTO-

Cified by

der these

d by the

Drting of
orted by

12.8.25 Acked Transitions

This property, of type BACnetEventTransitionBits, shall convey three flags that separately indicate the receipt of
acknowledgments for TO-OFFNORMAL, TO-FAULT, and TO-NORMAL events. These flags shall be cleared upon the
occurrence of the corresponding event and set under any of these conditions:

(@

upon receipt of the corresponding acknowledgment;

(b)  upon the occurrence of the event if the corresponding flag is not set in the Event_Enable property (meaning event
notifications will not be generated for this condition and thus no acknowledgment is expected);
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upon the occurrence of the event if the corresponding flag is set in the Event_Enable property and the corresponding

flag in the Ack_Required property of the Notification Class object implicitly referenced by the Notifi
property of this object is not set (meaning no acknowledgment is expected).

This property isrequired if intrinsic reporting is supported by this object.

12.8.26

Notify_Type

cation Class

This property, of type BACnetNotifyType, shall convey whether the notifications generated by the object should be Events or

Alarms.

This property is required if intrinsic reporting is supported by this object.

12.8.27

This op
notificat

Date shall have 'FF in each octet and Sequence number time stamps shall have the value 0 if noevent notific

type has
object.

12.8.28

uniguen
dash. Al
identifie
named b
the devi

This opgal property, of type CharacterString, is the name of an object profile to‘which this object conform

A profil

Event_Time_Stamps

ional property, of type BACnetARRAY|[3] of BACnetTimeStamp, shall convey the times.of th
ons for TO-OFFNORMAL, TO-FAULT, and TO-NORMAL events, respectively. Time stamps of t

been generated since the object was created. This property is required if intrinsic reporting is supp
Profile Name

, a profile name must begin with avendor identifier code (see Clause 28)in base-10 integer format, f
subsequent characters are administered by the organization registeredwith that vendor identifier code
[ code that prefixes the profile name shall indicate the organization.that publishes and maintains the prof
be within which the object resides.

e defines a set of additional properties, behavior, and/gr(requirements for this object beyond those sg

e last event
ype Time or
ation of that
brted by this

Ss. To ensure
ollowed by a
The vendor
le document

y the remainder of the profile name. This vendor identifier need.not have any relationship to the vendol identifier of

ecified here.

This stapdard defines only the format of the names of profiles.\The definition of the profiles themselves is outside the scope

of this sf

andard.
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12,9 Calendar Object Type

The Calendar object type defines a standardized object used to describe alist of calendar dates, which might be thought of as
"holidays," "specia events," or simply as a list of dates. The object and its properties are summarized in Table 12-11 and

described in detail in this subclause.
Table 12-11. Properties of the Calendar Object Type
Property Identifier Property Datatype Conformance Code
Object_ldentifier BACnetObjectldentifier R
Objegt—tame CharacterString R
Objett Type BACnetObjectType R
Descfiption CharacterString o]
Presdgnt Vaue BOOLEAN R
Date|List List of BACnetCaendarEntry R
Profile_ Name CharacterString o]
12.9.1 Object_ldentifier
This property, of type BACnetObjectldentifier, is a numeric code that is used to identify the object. It shall be uniq
the BACnet|Device that maintainsit.
12.9.2 Object Name
This property, of type CharacterString, shall represent a name for the object that)is unique within the BACnet De
maintains it] The minimum length of the string shall be one character. The set of characters used in the Object_Nam

restricted to
1293 Ob

This propert
shall be CA

1294 Def
This propert

printable characters.
ect_Type

y, of type BACnetObjectType, indicates membership,in a particular object type class. The value of this
| ENDAR.

Keription
y, of type CharacterString, isastring of printable characters whose content is not restricted.

1295 Pre¢

This proper
and FALSE

1296 D

This prop
(BACnetD
the calenda

psent Value
y, of type BOOLEAN, indicates the ‘current value of the calendar: TRUE if the current date is in the L
if itisnot.

e List

y is a List of BACnetCalendarEntry, each of which is ether an individual date (Date), range

eRange), or month/week-of-month/day-of-week specification (BACnetWeekNDay). If the current date
entry criteria, the present value of the Cal