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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

On-board equipment (OBE) that uses satellite-based positioning technology to collect data required for
charging for the use of roads operates in a so-called autonomous way (i.e. generally without relying
on dedicated roadside infrastructure). However, these autonomous systems can, in particular places,
need some roadside infrastructure support for proper identification of charge objects. Such assistance
might be required at places where satellite-based localization accuracy or availability is insufficient or
at places where the OBE is directly informed about the identity of the relevant charge object.

In an 1nteroperable env1ronment it is essentlal that this locallzatlon lnformatlon be available in a
stangareiz e at-Standard-defiresrequirementsfortoeatizationausmentation by
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application with its ewrn application identifier (AID). Regarding the DSRC communication|

Inten
D an
ETSI

passing OBE without identifying individual OBE;

gnd context-dependent identification of charge objects;

3 single roadside installation is able to provide localization augmentation for several

fated short range communlcatlon (DSRC) between road51de equlpment and on- board
International Standard makes no assumptions about the operator of the roadsidd
), in terms of his role according to ISO 17573, i.e. whether the RSE is operated by an
ce provision role or in the toll charging role.

[nternational Standard has been prepared considering the following requirements:

he localization augmentation communication (LAC) serves to transatit localization inf

he localization information contains both geographical loeation independent of charg

LFC contexts;

his International Standard is based on the EF€architecture specified in ISO 17573;
he communication applies to all OBE architectures;

his International Standard is applicable to various DSRC media, especially the CEN DS

he communication supports security services for data origin authentication, integri
epudiation.

International Standard-defines an attribute, LACData, which is communicated from
BE by means of an acknowledged writing service, which is implemented through the
RC Layer 7 (ISO 15628 and EN 12834). The LAC application is defined as a self-cont

national Standard gives definitions for the CEN DSRC stack, as used in EN 15509 anc
d E demonsttate, respectively, the use of ISO CALM IR, the use of Italian DSRC as
ES 200674<1 and ARIB DSRC.

ingle standard communications content transmltted by LAC RSE, and always 51gned

nta relevant for the LAC application have been put into the attribute LACData, in ord

equipment.
equipment
bntity in the

ormation to

ing context,

overlapping

RC stack;

ty and non-

the RSE to
SET service
ained DSRC
s stack, this
Annexes C
specified in

er to create
as a whole.

ade) and the

1dent1f1cat10n of a spec1f1c charge ob]ect All elements of LACData are mandatory, but Null values are
defined to allow LAC installations to transmit only a selection of all defined data elements.

Access credentials are mandatory for writing LACData in order to protect OBE from non-authentic
RSE. LACData are critical for charge determination and for providing evidence. For these purposes, the
authenticators which are defined can be used to provide for data origin authentication, data integrity and
non-repudiation for LACData. There are two separate authenticator fields defined to allow for separate
authentication and non-repudiation, if required by the institutional arrangements of a toll system.

This International Standard is “minimalist” in the sense that it covers what is required by operational
systems and systems planned in the foreseeable future.
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A test suite for checking an OBE or RSE implementation for compliance with the ISO/TS 13141 is defined
in the corresponding edition of ISO/TS 13140-1 and ISO/TS 13140-2. This test suite is currently being
updated to reflect the changes incorporated into this first edition of ISO 13141.
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Electronic fee collection — Localisation augmentation
communication for autonomous systems

1 Scope

This International Standard establishes requirements for short-range communication for the purposes

of a
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pcalization augmentation communication takes place between an OBE in'awvehicle and fij
bment. This International Standard is applicable to OBE in an autonorious mode of oper

International Standard defines attributes and functions for' the purpose of
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ocalization

jon and the

ocation and
with false

ked roadside
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augnmentation, by making use of the dedicated short-range comimunications (DSRC) communication

Serv

ces provided by DSRC Layer 7, and makes these LAC attribufes and functions availabl

applications at the RSE and the OBE. Attributes and functions are defined on the level of]
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Units (ADUs, see Figure 1).

epicted in Figure 1, this International Standard isapplicable to:

he application interface definition between OBE and RSE;

he interface to the DSRC application layer, as specified in ISO 15628 and EN 12834;
he use of the DSRC stack.

a. This International Standard gives specific definitions regarding the CEN DSRC stack
[ 15509, and Annexes C, Dand E give the use of the Italian DSRC as specified in ETSI/E
ALM IR, and ARIB DSRE.

rma in Annex.B7and informative transaction examples in Annex F. The informati
ights how touse this International Standard for the European electronic toll service (
mission Decision 2009/750/EC).

specifications are not within the scope of this International Standard.

e to the LAC
Application

ocalization augmentation communication is suitable for a range of short-range comqmunication

as specified
S 200 674-1,

International Standard contains a protocol implementation conformance statement (PICS)

ve Annex G
1s defined in
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RSE OBE

AP AP
Road-side LAC On-bo.ard.LAC
application application
S — smc“ﬁ" ““““ “H‘agaa:c “““
: function calls function calls |
|
! |
. |
Scope of this | DSRC functions «2PU__ | | DSRC fanctions !
Internatipnal | f |
| or LAC for'LAC |
Standard | |
| |
|
I Communication Communication |
3 service primitives service primitives :

DSRC commmunication services

Figure-1 — The LAC application interface

2 Normative references

The following documeénts, in whole or in part, are normatively referenced in this document ang are
indispensablle for its application. For dated references, only the edition cited applies. For undated
references, thedatest edition of the referenced document (including any amendments) applies.

LACALAY) C L

ISO/IEC 882412668, Informutiontechnotogy —Abstract-Syntax Notatiomr Ome(ASN-1H—Specification of
basic notation — Part 1

ISO/IEC 8825-2:2008, Information technology — ASN.1 encoding rules: Specification of Packed Encoding
Rules (PER) — Part 2

ISO/IEC 9797-1:2011, Information technology — Security techniques — Message Authentication Codes
(MACs) — Part 1: Mechanisms using a block cipher

ISO 12813, Electronic fee collection — Compliance check communication for autonomous systems

ISO 14906:2011/Amd1:2015, Electronic fee collection — Application interface definition for dedicated
short-range communication

2 © IS0 2015 - All rights reserved
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[SO 15628:2013, Intelligent transport systems — Dedicated short range communication (DSRC) — DSRC
application layer

1SO 17575-1:2015,VElectronic fee collection — Application interface definition for autonomous systems —
Part 1: Charging

ISO/IEC 18033-3:2010, Information technology — Security techniques — Encryption algorithms — Part 3:

Block ciphers

EN 12834:2003, Road transport and traffic telematics — Dedicated Short Range Communication (DSRC)
— DSRC application layer

EN 1p509:2014, Electronic fee collection — Interoperability application profile for DSRC

NIMA Technical Report TR8350.2 version 3, Department of Defense World Geodetic-System 1984, Its
Definition and Relationships With Local Geodetic Systems

3 Terms and definitions

For the purposes of this document, the following terms and definitions.apply.

31

accebs credentials

trusted attestation or secure module that establishes the claimed identity of an object or application
[SOURCE: EN 15509:2014, 3.1]

3.2

attribute

addressable package of data consisting of a single\data element or structured sequences of data elements
3.3

authentication

security mechanism allowing verification of the provided identity

[SOURCE: EN 301 175]

3.4

authlenticator

datafpossibly encrypted,that is used for authentication

[SOURCE: ISO/TSA49299:2015, 3.5]

3.5

charjge object

geographic or road related object for the use of which a charge is applied

3.6

data integrity

property that data has not been altered or destroyed in an unauthorized manner

[SOURCE: ISO/TS 19299:2015, 3.28]

3.7

on-board equipment

OBE

Note 1 to entry: all required equipment on-board a vehicle for performing required EFC functions and
communication services

1) To be published.
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roadside equipment

RSE

equipment located along the road, either fixed or mobile

39

service primitive
elementary communication service provided by the application layer protocol to the application processes

[SOURCE: IS
3.10

0 14906:2011, 3.18 modified]

toll contexft
logical view|
a single bas
related Fror

3.11
transaction
whole of the
4 Abbre
For the pury
ADU

AID

ASN.1

BST

CCC

DSRC

EID

EFC

IR

IUT

LAC

t End

viated terms

Application data unit (ISO 14906)

Application identifier (ISO 15628 and EN 12834)
Abstract syntax notation one (ISO/IEC 8824-1)
Beacon service table (ISO 14906)

Compliance check communicatien (ISO 12813)
Dedicated short-range comiimunication (ISO 14906)
Element identifier ((SO15628 and EN 12834)
Electronic fee ¢olléction

Infrared

Implementation under test

Loealisation augmentation communication

exchange of information between two physically separated communication facilities

oses of this document, the following abbreviated terms.apply.

as defined by attributes and functions of the basic elements of a toll scheme consisting of
c tolling principle, a spatial distribution of the charge objects and a single behaviour qf the

MAC
OBE
PICS
RSE
VST
WGS84

Media Access control (EN 12795) or Message authentication code (ISO 14906)

On-board equipment (ISO 14906)
Protocol implementation conformance statement
Roadside equipment (ISO 14906)
Vehicle service table (ISO 14906)

World Geodetic System 1984
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5 Application interface architecture

5.1 General

This clause gives an insight into the LAC architecture by identifying the functions, the use of DSRC
communication primitives, and the attributes addressed. A detailed description of the functions is
given in Clause 6, while details of the attributes are in Clause 7.

The LAC application interface has been designed to make use of the CEN DSRC communication stack, via
the application layer as specified in ISO 15628 and EN 12834. For other identified DSRC communication
media, detailed mappings to corresponding services are given in Annexes C, D and E.

5.2 | Services provided

The LAC application interface offers the following services to LAC applications:
— yriting of data in order for the RSE to communicate location data to the OBE;
— Qauthentication of the RSE by the OBE by means of access credentials,

Therg is no read service provided within the LAC communication. Fhe RSE transmits data to the OBE
using the underlying acknowledged communication services, in drder to verify that the dath indeed are
propgrly transmitted over the DSRC interface.

The gbove services are realized by means of protocol exchanges performed by means of comqpmunication
services and transactions as described in Clause 8.

The gervices are provided by the following functions:

— the “Initialise communication” function, which shall be used to establish the LAC commmunication
link between the RSE and OBE;

— the “Write data” function, which shdll’be used to send LAC attributes to the OBE;

— the “Terminate communication” function, which shall be used to terminate the LAC comjmunication.

5.3 | Attributes

Therg is a single attribute-defined for localization augmentation. This attribute contains § set of data
in order for the OBE to,be able to determine its localization with better accuracy and availability or to
diregtly receive a charge object identification related to the local toll context. This set of dafa contains:

— geographie coordinates (latitude, longitude and altitude);

— ¢harge-object reference.

When the RSE writes this attribute to the OBE, it shall transmit geographic coordinates or charge object
reference or both.

5.4 Contract and toll context

Regarding LAC, the OBE shall identify itself in the initialisation phase with a single LAC Context Mark in
the VST. This Context Mark identifies the user contract in terms of the service provider, type of contract
and version information. This information enables the RSE to decide whether the OBE carries a contract
which it supports, and if so, to choose the corresponding security elements.

© IS0 2015 - All rights reserved 5
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An RSE can provide the OBE with localization augmentation for several overlapping contexts
simultaneously by writing the LAC attribute (which includes the applicable toll context) several times
in one transaction.

NOTE The LAC operates in a broadcast fashion, where the RSE has only minimal information about the OBE

and is not able to assess the liability of a vehicle for tolls. For this reason, the OBE can receive LAC information
which is not applicable.

5.5 Use of lower layers

5.5.1 Supported DSRC communication stacks

The LAC application interface makes use of the CEN DSRC communication stack as described in-Taple 1.
Other communication media can be used as listed in Table 1 if an equivalent mapping to coryespornding
services is grovided. Detailed examples are provided in Annexes C, D and E.

Table 1 — Supported short-range communication stacks

Medium Application layer Lower layers Detailed’specifications

CEN-DSRC [SO 15628 EN 12795 and Specification if5'5.2
and EN 12834 EN 12253 pectiicatiog Jikd.a.a

Italian DSRC ES 200 674-1 ES 200 674-1
(Clause 11 and (Clauses 7 to 10 and |Implementation example in Annex C
Annex D) Annex D)

ISO CALM IR ISO 15628 IS0 21214 Itplementation example in Annex D
and EN 12834

ARIB DSRC ARIB STD-T75 ARIB STD-T75 ITU;R. | Implementation example in Annex E
and ISO 15628 M1453-2

NOTE EIN 12795 and EN 12253 have been adopted-in ITU-R.M 1453-2.

If more thap one communication medium isJimplemented in an OBE, the OBE shall respond to RSE
interrogatigns on the same medium as the RSE has used.

5.5.2 The use of the CEN DSRC stack

The LAC application shall be used with the CEN DSRC communication stack in the following ways:
— the OBH shall comply. with EN 15509:2014, 6.1.2;

— the RSE|shall comply with EN 15509:2014, 6.2.2.

NOTE Compliance with EN 15509 implies compliance of the DSRC stack with ISO 15628 and EN 12834
regarding the application layer, and EN 12795 and EN 12253 for the lower layers.

6 Conformance requirements

6.1 General

In the view of the OBE, the LAC communication is a read only data exchange. There is neither an
interrogation of OBE capabilities nor feedback from the OBE regarding the received data or commands.
From that this follows that the OBE shall support all standardized LAC RSE transaction sequences.

The RSE shall only broadcast, within the context of LAC transactions, attributes defined in this
International Standard.

6 © IS0 2015 - All rights reserved
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6.2 Functional requirements

6.2.1 Minimum supported transaction details
All functions defined in this clause shall be available on the OBE side.

For CEN-DSRC, the functions shall be provided by the DSRC application layer as specified in ISO 15628
and EN 12834 (services INITIALISATION, SET and RELEASE).

Only the functions for CEN DSRC are defined in 6.2.2 to 6.2.4. For other supported media according to
5.5.1, equlvalent functlonallty shall be prov1ded see Annex C for ETSI/ES 200 674 1 5.8 GHz microwave

Initiglisation of the communication between the RSE and the OBE shall be initiated by [the RSE, by
means of the invocation of an initialisation request by the RSE. After sué¢essful initialisation, the
function “Initialise communication” shall notify the applications on the RSE and OBE sides.

The [nitialisation notification on the OBE side shall carry at least the identity of the beafon (e.g. the
beacpn serial number) and absolute time. The initialisation notification on the RSE side shall carry the
LAC ppplication identity and also the data required for the secufity services (e.g. random pumber and
key ifentifier).

The function “Initialise communication” shall be provided by the application layer INITIALISATION
services, as specified in ISO 15628 and EN 12834. It is, defined in Annex A (see LAC-InitjaliseComm-
Reqyest and LAC-InitialiseComm-Response).

6.2.3 Writing of data

The flunction “Write data” shall be provided bythe application layer SET service as specified in ISO 15628
and EN 12834, and is defined in Annex Ac(see LAC-DataTx-Request and LAC-DataTx-Responge).

NOTE1 The “mode” parameter in.the LAC-DataTx-Request indicates whether or not the cgrresponding
respgnse is expected. If mode = false)the response primitive is not used and the reception is only acknowledged
by the OBE on lower layers.

In the SET service primitives, iid shall not be used.

NOTH 2  The invocationof a service primitive by an application process implicitly calls upon and juses services
offer¢d by the lower frotocol layers.

The $ET shall always carry access credentials.

6.2.4  Termination of communication

The DCE oy dtnapiinatn thn copmi oty Ay S Leation laval varh +ha nrn: XA 1—]« +he function

IO oy COT It TCC—tIIC—COTIITIT CTITCaTIUTT U apprcactOT v e vy ittt cc U DD Wea—t

“Terminate communication”, by means of the invocation of a release request by the RSE.

NOTE A termination of the communication on link level is outside of the scope of this International Standard.

The function “Terminate communication” shall be provided by the application layer service EVENT-
REPORT, as specified in ISO 15628 and EN 12834, and is defined in Annex A (see LAC-TerminateComm).

© IS0 2015 - All rights reserved 7
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6.3 Security

6.3.1 General

Security is an essential part of LAC applications. This International Standard provides for both
communication-related security services and communication-transparent data elements, which may
provide security characteristics.

This International Standard for localization augmentation communication provides for a “Write
data” function and uses access credentials as a mandatory communication security provision. Access
credentials provide for protection against unauthorized writing of LAC data, and hence for authentication

of the LAC RSE and the LAC data to the OBE. The detailed implementations of the communic
security serfvices are media-specific (see 6.3.2 for CEN DSRC and the annexes for other media).

NOTE1 A\
OBE and cont

This Internd
data integri
to these auf
packet, whig
and the LAC

NOTE 2
transferred 4

6.3.2 Aut

Access cred
mandatory.

The CEN DS
defined in E

The CEN DS
in EN 15509

Access cred
syntax; the

6.3.3 Aut

The data eld
for the calc

This International Standard does not provide for an encryption‘service. No privacy sensitive da

thentication of the OBE to the RSE according to EN 15509 is not supported, as the.jdentity
ract are not relevant for the LAC application.

tional Standard provides for data elements, which may provide data origin authentics
[y and non-repudiation characteristics to the LAC Data. The LAC application is transp
henticators, which may be stored together with the other LAC.data elements as a
h is protected against forgery and/or protected against repudiation (between e.g. the|
Operator).

y LAC.

hentication of RSE — Access credentials

entials shall be used to manage access to the LAC attribute. Access credentials
The “Write data” function shall always carry access credentials.

RC OBE shall support the calculationlof access credentials according to security level
N 15509:2014, 6.1.5.3.

RC RSE shall be able to calculate access credentials according to security level 1, as de
:2014, 6.2.5.3.

entials are defined as-being of ASN.1 type OCTET STRING. This only pertains to the A
bemantics are media-dependent.

hentication of LAC Data

ments MAC-TC and mAC2 (see 7.5) may contain authenticators, as well as key referg

ntion

f the

tion,
hrent
data
user

aare

are

1, as

fined

SN.1

nces

ulation-of those authenticators, and are provided as a means to guarantee data drigin
authentication,integrity and non-repudiation characteristics to the LAC data.

d + 11

The two dd

£ Apa ot ey vz Y
ta—tremees—ar C—proviatt—to—daro

&~ non-

repudiation, if required. The LAC application is transparent to these authenticators, which implies that
it supports various system security concepts.

The data element mAC-TC is defined as being of type MAC_TC and mAC2 is defined as being of ASN.1
type OCTET STRING. The semantics of the data elements are media-independent.

7 Attributes

7.1 General

Within the LAC context, the attributes and data elements given in Table 2 shall be made available.
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Table 2 — Supported short-range communication stacks

AttributelDa Attribute Data element Length in Oc- Remarks
tetsb

n.a. LAC-ContextMark contractProvider 3

typeOfContract

contextVersion

54 LACData lacOperator

rseld

latitude In micro degrees

longitude in miero degrees

altitude resolution|0,25 m

tollCharger

chargeObject

distanceToObject

lacTime

macTc

D[RO [ VNN [ |O [N DN W - N

mac2

q7-127 ReservedForPrivateUse — —

a  The assignment of attribute IDs is aligned with ISO 14906 and-ISO 12813. Attributes 87 to 127 are assigifed for private
use. All other remaining IDs are reserved for future use.

b Jlength information is informative. For the type OCTET STRING, the length determinant, as defined in ISP/IEC 8825-2,
is explicitly stated.

The attribute LAC-ContextMark shall be part.of ApplicationContextMark as specified in Anhex A.

NOTH LAC-ContextMark is not an addressable attribute. It is part of the VST and can neither be read nor
written by the RSE as part of the LAC application.

In the following clauses, LAC Attributes and data elements are specified in terms of
— the names of the data elements forming the LAC Attribute;

— the semantic definition of the data element; and

— informative remarks, including references to other standards.

The §pecification of the corresponding data types in ASN.1 is provided in Annex A.

7.2 | Data regarding location reference

To translate longitude, latitude and altitude coordinates to the corresponding real position on earth
or vice-versa the geodetic datum shall be WGS84(G1150), according to NIMA TR8350.2 version 3, per
default unless another earth-centred earth-fixed polar coordinate geodetic datum is agreed mutually
by the TC and TSP.

Furthermore, by default it is allowed to use any earth-centred earth-fixed polar coordinate geodetic
datum, as long as the maximum datum displacement relative to the geodetic datum prescribed is
acceptable to the Toll Charger of the related toll domain.

The maximum tolerated datum displacement, also called datum shift, should not exceed 0,4 m.
NOTE1 The recommended maximum tolerated displacement allows, for example, for using one of the

International Terrestrial Reference Frames (ITRF), the Russian PZ90.2 or one of the European Terrestrial
Reference Frames (ETRF) as geodetic datums alternative to the WGS84.
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The calculated datum displacement should be determined according to the definitions in ASME Y14.5 -
2009 “Dimensioning and Tolerancing”.

The data element latitude shall contain the latitudinal coordinate of the centre of the road surface
covered by the specific LAC implementation, value in microdegrees. Values > 0 = north, < 0 = south,
absolute value shall not exceed 90 degrees.

The data element longitude shall contain the longitudinal coordinate of the centre of the road surface
covered by the specific LAC implementation, value in microdegrees. Values > 0 = east, < 0 = west,
absolute value shall not exceed 180 degrees.

The dataele
of the centr¢ of the road surface covered by the specific LAC implementation, where a unit is 0,25

In case no geographic coordinates are provided, a coding of all zero shall be used (latitude, longjtude
and altitude equal to zero).

NOTE 2  Tle location indicated by the coding for “no geographic coordinates provided” i$ ot on land syrface
and does notjneed to be supported.

The data el¢ment chargeObject shall identify the charge object for which LAC/is operated, according
to the local flefinition of the Toll Charger owning the respective toll scheme:The data element contains
chargeObjdctDesignation with the same syntax and semantics as<n ChargeObjectld defin¢d in
ISO 17575-1(2015, 7.6.9. The second data element regimeld is kept for-batkward compatibility and|shall
not be used pnymore, i.e. shall be zero.

NOTE 3  Tle data element tollContext (of type Provider) in tollCharger together with chargeObjectDesignation
from charge(bject are providing the information contained in ChargeObjectld as used and defined in ISO 17375-1.

In case no Tgll Charger dependent information is provided;a coding of all zero shall be used (tollCharger
and charge(bject equal to zero).

NOTE4  The data element chargeObject in combination with tollCharger can be used to identify any kind of
charge object, e.g. road section, passage of cordon. Identification of lanes can be provided in accordance with the
restrictions ¢f the communication medium.

The data elpment distanceToObject, shall contain the distance, in metres, to the charge object as
identified by the element chargeObject, from the point of operation of the LAC. Negative values indicate
that the chafge object precedes the RSE in the sense of direction of traffic.

NOTES5 Inforder to avoid chatging errors, it is advisable to not allow vehicles to exit to another road|after
receiving the|lLAC message and Wwithout using the charge object.

7.3 Operational data

The data e|ement-lacOperator shall identify the organization that operates LAC, i.e. the egntity
responsible|for data content of the LAC transaction. The data element is as defined in ISO 14906. It

contains th colintry code and the Id of the operator :\ccignpd on anational basis

The data element rseld shall contain an operator-specific identification of the RSE which operates LAC.

The data element tollCharger shall identify the Toll Charger which owns the toll scheme for which LAC
is operated. The data element is as defined in ISO 17575-1.

The data element lacTime shall contain the time at which the LAC transaction occurred. The data
element is as defined in ISO 14906.

7.4 OBE contractual data

The data element lacContextMark shall identify the user contract in terms of the service provider, type
of contract and version information. It is the same as the EFC-ContextMark defined in ISO 14906.
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The coding and usage of this data element is service-provider specific. It shall be used as a minimum to
manage and distinguish OBE supporting different future versions of this International Standard and to
identify the related LAC security elements.

NOTE Itis assumed that the OBE supports only this edition of this International Standard (in order to reduce

the OBE’s complexity) and that the LAC RSE will support all existing OBE conforming to different editions of this
International Standard.

7.5 Security-related data

The data element macTc shall be used for authentication of LAC data to the Toll Charger for non-
repufitatton reasons.

The MAC value of macTc shall be calculated by the RSE using the LAC authentication master key over
the qctet string represented by the LAC data elements without macTc and mac2 ,and a nonce value (a
randpm generated number) from macTc (this is a string of 33 octets from the fixst nine LACData data
elements concatenated with 2 octets from nonce). The padding of this octet string shall be according to
the rjules of the used enciphering and MAC algorithm.

NOTE1  The data element lactime and nonce from macTc are the nonce, the ‘only variable parts (6|octets) of the
input|to calculate the MAC for the same LAC beacon.

The RSE shall use one of the following algorithms for calculating-the MAC:

1) (BC-DES according to ISO/IEC 9797-1:2011 MAC algorithm 1 using the DEA algorithm according to
ISO/IEC 18033-3:2010 with a LAC authentication key0f8 octets;

2) (€MAC according to ISO/IEC 9797-1:2011 MAC algorithm 5 using AES-128 a¢cording to
ISO/IEC 18033-3:2010 with a LAC authentication key of 16 octets.

NOTE2 The MAC and encryption algorithm of-the first option are identical with the algorithms used in
EN 1$509:2014.

The ¢lata element macTc contains:
— keyRef: the reference to the key to be used for the enciphering algorithm;

— algorithmld: the algorithm-aption 1 or 2 to be used from the list above;

— Ilac: the leftmost 32.bit's (4 octets) of the calculated MAC;
once: 2 random actets generated by the RSE used in the MAC calculation.

The ¢lata elementimac2 may contain security-related data regarding the first nine data elements of the
attripute LAGData (a string of 33 octets). This may comprise authenticators, as well as key references.
The falculation, the coding and the applicability of this data element is outside of the scope of this
Interjnational Standard.

8 Transaction model

8.1 General

The transaction model related to the LAC Application Interface for DSRC shall comply with ISO 14906,
Clause 6, with the restrictions and amendments defined in 8.2 and 8.3, for implementation using
the CEN DSRC communication stack. Details on the transaction model and addressing for other
communication media (if any) are given in the relevant annexes.

The transaction model comprises two phases, the initialisation phase and the transaction phase.
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Initialisation phase

8.2.1 General structure

Initialisation of the communication shall be carried out by the RSE by means of the function “Initialise
communication”.

The OBE evaluates the initialisation request to decide whether the LAC application is supported. If the
OBE does not support the LAC application, it shall not respond to the initialisation request. If the OBE
supports the LAC application, it shall respond to the initialisation request.

8.2.2 LA(Qapplication-specific contents of the BST

AID = 21 shall be used for the LAC application.

The RSE shdll initialise only one instance of the LAC application; this means that there,shall be onl
instance of AID = 21 in the BST.

NOTE
active at the

The LAC apg
related to th

8.2.3 LAC

There shall
contain the
Security lev|

The Service
the LAC-Corq]

This does not exclude the BST from carrying information related to other applications, which m

RSE (e.g. the CCC application as given in [SO 12813).

lication shall be qualified as a mandatory application. EID shall not be transmitted in thg
e EFC application. No parameter shall be transmitted in the BST'related to the LAC applic3

application-specific contents of the VST

be only one instance of AID = 21 in the ApplicationList in the VST. This instance
parameter ApplicationContextMark, as definéd in EN 15509, Annex A, correspondi
el 1.

Provider shall make use of the data‘€lément contextVersion to ensure that the val
textMark corresponds to one unique'dated version of ISO 13141 through a reference {

which is made available to the Toll Charger, allowing it to identify to which specific version of the

application

8.3 Tran:
After compl

The transad
LAC attribu
which the L]
specific conj

NOTE Td

nterface definition the OBU complies

saction phase
btion of the Initialisation phase, the RSE application shall be notified.

tion phase may-be performed as a sequence of one or more “Write data” functions o
Le. Each “Writevdata” function shall write the LAC data for one particular toll conte}
AC service isprovided. “Write data” functions may be concatenated as far as allowed b
munication medium.

ease the implementation of an OBE supporting the LAC application, the LAC data attribute c

7 one
ay be
p BST
ition.
shall

g to

e of
able,
LAC

n the
(t for
y the

an be

implemented|

as an instance attribute which stores various instances of the LAC attribute, which are w

Fitten

during one si

ngle LAC transaction using subsequent write functions.

The OBE shall respond to the functions invoked by the RSE and shall not initiate any functions.

The RSE may terminate the communication using the function “Terminate communication”.
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Annex A
(normative)

LAC data type specifications

This clause contains the Abstract Syntax Notation One (ASN.1) definition of

— (he data types related to the LAL Tunctions as specified 1n Llause 6,

— {the data types related to the LAC attributes described in Clause 7, and

— the ASN.1 container types for ISO Layer 7,

using the ASN.1 technique in accordance with ISO/IEC 8824-1. The packed encoding ru
ISO/1EC 8825-2 with the restrictions defined in ISO 15628:2013, 6.2.7 apply.

The actual ASN.1 module is contained in “ISO013141(2015)EfcLacV2.asn’:

NOTH The ASN.1 module is also stored at: http://standards.iso.org/iso/13141/

les given in

© ISO 2015 - All rights reserved
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Annex B
(normative)

PICS proforma for the data elements in the attribute

B.1 General

This annex
the attribut

To evaluate

have been inplemented shall be provided. Such a statement is called an implementation conform

statement (
templates, ¥

B.2 Purpose and structure

The purposs
of the reqy
implementa

The PICS pr
— identifi
identifi
global s

PICS pr

B.3 Instrjuction for completing the PICS proforma

B.3.1 Def

A capability

generat
require

bives the protocol implementation conformance statement (PICS) proforma to beruse
s defined in Clause 7 and Annex A.

conformance of a particular implementation, a statement of which capabilities and op

CS) or more specifically, in case it covers transactions, a PICS. This annex provides
rhich shall be filled in by equipment suppliers.

 of this PICS proforma is to provide a mechanism wherehy a supplier of an implement
irements defined in this International Standard, may provide information abou
tion in a standardized manner.

bforma is subdivided into the following categories of information:
Fation of the implementation;

Fation of the protocol;

Latement of conformance;

forma tables.

nition of support
is said to be-supported if the Implementation Under Test (IUT) is able to:

e the_corresponding operation parameters (either automatically or because the end
5 that'\Capability explicitly);

d for

kions

ance
PICS

htion
E the

user

interpr

+ 1 J1 A | A H A | 1 dalla o il | +la I
G, ITIAITUTC I wiTCITT TYUIT T, TITART AV AITdUTT TU TTIIT TITU U STT TITTTUT T TS PUITUTITS TIT TUT UT T

sult.

A protocol element is said to be supported for a sending implementation, if it is able to generate it under
some circumstances (either automatically or because the end user requires relevant services explicitly).

A protocol element is said to be supported for a receiving implementation, if it is correctly interpreted
and handled and also, when appropriate, made available to the end user.

14
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Status column

This column indicates the level of support required for conformance to this International Standard. The
values are as follows:

m

(o]

mandatory support is required;

optional support is permitted for conformance to the standard. If implemented, it shall conform to the
specifications and restrictions contained in the standard. These restrictions may affect the optionality

of other items.

In the PICS proforma tables, every leading item marked “m” shall be supported by the IUT. Sub-items

mark

B.3.]

This
of ea

Y

N

All e
Crosf

All such alterations to records shall be initialised by the-staff making them.

B.3.1

Each

on the left-hand edge of the line. This numbering is included as a means of uniquely id

poss
profiq

The

q

1

means of referencing individual responses is carried out in the following sequence:

g reference to the smalest enclosing the relevant item;

fed “m” shall be supported if the corresponding leading item is supported by the IUT,

8 Support column

column shall be completed by the supplier or implementer to indicate theNevel of imp
ch item. The proforma has been designed such that values are:

yes, the item has been implemented;
no, the item has not been implemented;

the item is not applicable.

htries within the PICS proforma shall be made in ink, Alterations to such entries shall
ing out, not erasing nor making the original entry illegible, and writing the new enty

Il Item reference numbers

line within the PICS proforma, which reguires that implementation details be entered,

ble implementation details withinthe PICS proforma. This referencing is used both ins
rma and for references from other test specification documents.

| solidus character,"/’;

he reference_aumber of the row in which the response appears;

lementation

be made by
y alongside.

s numbered
entifying all
ide the PICS

if, and only’if, more than one response occurs in the row identified by the reference number, then

¢ach possible entry is implicitly labelled a, b, c, etc., from left to right and this letter is pppended to
the’sequence.
B.4 PICS proforma for the OBE
B.4.1 Identification of the implementation
Table B.1 — Identification of PICS
Item No. Question Response
1 Date of statement (DD/MM/YY)
2 PICS serial number
3 System conformance statement cross-reference
© IS0 2015 - All rights reserved 15
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Table B.2 — Identification of the implementation and / or system

Item No. Question Response
1 Service provider or EFC context name
2 Version number
3 Other information

Table B.3 — Identification of the OBE supplier

Item No. Question Response
1 Drganization name
2 Contact name(s)
3 Address
4 [elephone number
5 E-mail address
6 Dther information

Table B.4 — Identification of the OBE

Item No. Question Response
1 Brand name
2 [ype, version
3 Manufacturer ID
4 Equipment class
5 berial numbers of supplied units
6 Dther information

B.4.2 Identification of the standard

Table B.5 — Identification of the standard

Item No. Question Response

1 [itle, referenceno./ publication date of the
nternational Standard

nternational Standard edition number

mpleniénted annexes

mplementer’s Guide version no.

1 P h SR PR S o hY
HIPITIITIILALIUIT UTICTCU TCPUTI LS (I'CLL 110, ]

N | U1 [ DWW N

Other information

B.4.3 Global statement of conformance

Are all mandatory capabilities implemented? (Yes/No) .............

NOTE1 Answering “No” to this question indicates non-conformance with the specification. Non-supported
mandatory capabilities are identified in the ICS, with an explanation of why the implementation is non-
conforming, on pages attached to the ICS proforma.

Which security level is implemented (0/1)............

NOTE 2  For definition of the security levels, see 6.2 and Annex D.
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B.4.4 PICS proforma tables

This part of the PICS proforma identifies the supported application context, the communication services
and attributes (ADUs).

Table B.6 — Security requirements

Item No. Element Reference Status Support
1 Security level 1 — Access EN 15509, 6.1.5.3 m
credentials

Table B.7 — Required Layer 7 functions

Item No. Element Subclause No./Refer- Status Support
ence
1 INITIALISATION 6.2.2 m
2 SET 6.2.3 m
EVENT_REPORT 6.2.4 m
Table B.8 — Implemented DSRC'stacks
Item No. Element Subclause No./Refer- Status Support
ence
1 CEN DSRC 5.5.2 0a
CALMIR Annex D 02
3 Italian DSRC ETSI/ Annex€ 0a
ES 200 674-1
4 ARIB DSRC Anmnex E o0a

a2 (ne or more DSRC stacks shall be implemented.

Table B.9 — Data requirements regarding the LAC-Context Mark

Itém No. Element Subclause No./Ref- Status Support coding
erence
1 LAC-ContextMark 74 m

© IS0 2015 - All rights reserved 17
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Table B.10 — Data requirements regarding location reference

Item No. Element Sugzlfz:ZEiO'/ Status S:ggf:cttl{szd Support coding
1 LACOperator 7.3 m
2 RSEId 73 m
3 Latitude 7.2 m
4 Longitude 7.2 m
5 Altitude 72 m
6 TollCharger 7.3 m
7 ChargeObjectld 7.2 m
8 DistanceToObject 7.2 m
9 LACTime 73 m
10 MAC-TC 75 m
11 MAC2 75 m

B.5 PICS[proforma for the RSE

B.5.1 Identification of the implementation

Table B.11 — Identification‘of PICS

Item No. Question Response
1 Date of statement (DD/MM/YY)
2 PICS serial number
3 bystem conformance statement cross-réféerence

Table B.12 — Identification of implementation and/or system

Item No. Question Response
1 bervice provider or EF€.context name
2 Version number
3 Dther information

Table B.13 — Identification of the RSE supplier

Item No. Question Response
1 Organization name
2 Contact name(s)
3 Address
4 Telephone number
5 E-mail address
6 Other information
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Table B.14 — Identification of the RSE

Item No. Question Response
1 Brand Name
2 Type, Version
3 Manufacturer ID
4 Serial numbers of supplied units
5 Other information
Table B.15 — Identification of the standard
Item No. Question Response
1 Title, reference no., publication date of the
International Standard
2 International Standard edition number
3 Implemented annexes
4 Implementer’s Guide version no.
5 Implementation defect reports (ref. no.)
6 Other information
B.5.2 Global statement of conformance
Are 3ll mandatory capabilities implemented? (Yes/No)..........
NOTE1 Answering “No” to this question indicatés non-conformance to the specification. Npn-supported
mandatory capabilities are identified in the ICS, with an explanation of why the implementation is non-
confdrming, on pages attached to the ICS proformia.
Whigh security level is implemented?-(0/1)...........
NOTHE 2  For definition of the secutitylevels, see 6.2 and Annex D.
B.5.3 PICS proforma tables
Thispart of the PICS proforma identifies the supported application context, the communication services
and 3ttributes (ADUs):
Table B.16 — Security requirements
Item No. Element Reference Status
1 Security level 1 - Access credentials EN 15509:2014, 6.2.5.3 m
Z LLAC data non-repudiation to the Toll Charger 75 0
Table B.17 — Required Layer 7 functions
Item No. Element Sull;clause No./ Status Support
eference
1 INITIALISATION 6.2.2 m
SET 6.2.3 m
EVENT_REPORT 6.2.4 m
© IS0 2015 - All rights reserved 19
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Table B.18 — Implemented DSRC stacks

Item No. Element Sull;clause No./ Status Support
eference
1 CEN DSRC 5.5.2 03
2 CALM IR Annex D 0a
3 Italian DSRC ETSI/ES 200 674-1 Annex C 02
4 ARIB DSRC Annex E 03
a One or more DSRC stacks shall be implemented.

Table B.19 — Data requirements regarding the LAC-Context Mark

Subclause No./ .
Item No. Element Reference Status Support coding
1 LAC-ContextMark 74 m

Table B.20 — Data requirements regarding location reférence

Item No. Element Su]ﬁzlfae::fli&/ Status Sl;)lz,lz)(t)gz t‘:’ (;i]te S;:)]:i[;z;t
1 LACOperator 7.3 m
2 RSEId 73 m
3 Latitude 72 m
4 L.ongitude 7.2 m
5 Altitude 7.2 m
6 [ollCharger %3 m
7 ChargeObjectld 7.2 m
8 DistanceToObject 7.2 m
9 LACTime 7.3 m

10 MAC-TC 75 m
11 MAC2 75 m
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Annex C
(informative)

ETSI/ES 200-674-1 communication stack usage for LAC applications

C.1 General

Thisjannex:

— lists the requirements which are fulfilled by an LAC application in order to use the ETSI{ES 200 674-
] standard as a communication media;

— ghows how LAC generalized communication functions are mapped~onto ETSI/EY 200 674-1
gervice primitives;

— gives the memory locations of specific LAC attributes.

Secufity algorithms and calculations, as well as the transaction.model, are as specified i Annex D of
ETSIYES 200 674-1.

C.2 | Requirements

Using the ETSI/ES 200 674-1 communication stack-for transferring LAC data requires beirlg compliant
to the whole standard, including its Annex D.

C.3 | Function correspondences

Tabl¢ C.1 shows the correspondence-between LAC functions and the directives defined jn Clause 11
of ETSI/ES 200 674-1. Different directives are used to access data, which are located |in different
memory regions.

Table C.1 — Functions correspondences

LAC function ES 200 674-1 directive

Initiplise communi-TOpen-rq, concatenated with Get-TBA-Random-Rq, concatenated with Get-Mast¢r-Record-Rq
catign

Data|Writing For Application Core: Write-Appl-Core-Rq

For Application Record: Write-Appl-Record-Next-Rq

Authenticated datajConcatenation of:

writing Set-Credential-Rq, a Data writing operations as above in this table

Terminate commu-|Close-Rq
nication

It is recommended that:

a) after the first interaction to initialise the communication link, a Select-TBA-Id-Rq directive be
concatenated to all other requests;

b) ifthe write transaction spans a number of DSRC interactions, the RSE repeats its authentication, as
long as there is room for authentication data and primitives in that interaction.
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The address of the LAC application (AID parameter) corresponds to the Called AP Invocation Identifier
parameter in the A-Associate service primitive.

C.4 Data

storage and addressing

The main characteristic of OBE data addressing in ETSI/ES 200 674-1 is that data are referenced by
position, i.e. by specifying their location in the OBE virtual memory. There is a specific virtual memory
structure for each application type. This clause describes the OBE virtual memory structure for the
LAC application.

The ETSI/EQ 200 674.-1 vzirtual Memory isstructured foreach and every app]irafinn intotwg areas:

1) Master;
2) Applica
The master

use. Itis div

The application area is application-specific, and generally(read/write. It is also divided into

subareas th

NOTE Ot
are not used

The followiy

Fion.

hirea is common to all applications, it is read/only, and contains informatiorthat is of conj
ded into two subareas that can be accessed via specific directives, as speeified in Table

Table C.2 — Master subarea directives

Subarea Directives

Core Read-Master-Core-Rq

Get-Master-Record-Rq

Record

ht can be accessed via specific directives, as spécified in Table C.3.

Table C.3 — Applicatien subarea directives

Subarea Directives
Core Read-Appl-Cote?Rq, Write-Appl-Core-Rq
Record Read-AppliRecord-Rq, Write-Appl-Record-Curr-Rq

her ETSI/ES 200 674-1 directives are available for writing and reading in the Application are
for LAC applications, andjare not listed here.

g table shows whepe relevant LAC information is stored in the ES 200674-1 virtual mef

Table C.4 — ES 200 674-1 data storage for LAC attributes

)mon
C.2.

two

n, but

nory.

Area Displacement Length Description
Master Core 0 2 Manufacturerld
2 2 Equipment-Class
4 10 Reserved
Master Record 0 2 EFC application. Has the value of 50F0 (Hex)
2 2 EFC application sub-identifier. Has the value of 0001 (Hex) for the
LAC application
4 6 EFCContextMark (LAC Context Mark)
10 2 AC_CR-KeyReference
Application Core 0 8 MAC-TC
8 8 MAC2
22 © IS0 2015 - All rights reserved
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Table C.4 (continued)
Area Displacement Length Description

Application Record 0 3 LACOperator

3 2 RSEId

5 4 Latitude

9 4 Longitude

13 2 Altitude

15 6 TollCharger

21 5 Chargeuobject

27 2 DistanceToObject

29 4 LACTime

Reading or writing multiple attributes in a single DSRC interaction is possiblé& for attriputes which
are $tored sequentially in the same memory region. This can be accomplished by gpecifying a
displacement corresponding to first attribute to be read or written, and-a length equal t¢ the sum of
the dttributes’ lengths.

EXANPLE

Setting the Latitude and Longitude attributes can be accomplished by means of an operation like:
Writ¢-Appl-Record-Curr-Rq, with offset = 5, and length = 8.

© ISO 2015 - All rights reserved

23


https://standardsiso.com/api/?name=b09046fb7f96634d4afe2b1b640ff242

ISO 13141

:2015(E)

Annex D
(informative)

IR communication usage for LAC applications

D.1 Using the IR Communication stack (CALM IR)

This Annexa\ipecifies the use in localization augmentation applications of the CALM (communical:ions

access forl

D.1.1 DSK
The OBE an

NOTE IS

D.1.2 Functions

The LAC spd

D.1.3 Dat

The addresj
according td

The OBE shq
The RSE shd

D.1.4 Sec

The security

D.1.5 Tra

The transac

d mobiles) IR (infrared) stack, as defined in ISO 21214.

C requirements
I RSE should be according to ISO 21214 in the compatibility mode.

0 21214 defines the physical and data link layer of CALM IR.

cific functions should be implemented as specified in Clatise 6.

A requirements

ing of the EFC system and application data_implemented by the OBE and RSE should be
the rules given in 5.3 in ISO 14906.

uld implement the LAC attributes defined in Clause 7.
uld support any OBE that is otherwise compliant.
irity requirements

 requirements should be as specified in 6.3.
hsaction requiréments

tion requirements should be as specified in Clause 8.
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