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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The

described in the ISO/IEC Directives, Part 1. In particular the different approval criteria rie
different types of ISO documents should be noted. This document was drafted in accorda
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

tenance are

eded for the
hce with the

Attention is drawn to the possibility that some of the elements of this documéntmay be the subject of

patent rights. ISO shall not be held responsible for identifying any or all such 'patent right

any

on the ISO list of patent declarations received (see www.iso.org/patents);

Any

constitute an endorsement.

For

assegsment, as well as information about ISO’s adherénee to the WTO principles in th
Barrjers to Trade (TBT) see the following URL: Forewdrd - Supplementary information

The

This

patent rights identified during the development of the document willbe in the Introdu

frade name used in this document is information given for the-éonvenience of users 4

hn explanation on the meaning of ISO specific termis and expressions related to

fommittee responsible for this document is [ISO/TC 204, Intelligent transport systems.

adding new Application Data Units\(ADUs) due to comments received from National Bo|
3ligning the ASN.1 data definitions with the current versions of EN 14906, and 1SO 1757

moving the ASN.1 modul€é from Annex A to an external text file, in a format that can be
ASN.1 compilers;

¢larifying the semantics of parameters in ADUs;

dligning the structure of all major clauses in a consistent manner to improve readabilif]

5. Details of
ction and/or

nd does not

conformity
e Technical

second edition cancels and replaces the first edition (ISO 12855:2012), which has been technically
reviged. The following changes have been niade:

dies;
5 (all parts);

rocessed by

Y.
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Introduction

The widespread use of tolling requires provisions for users of vehicles that circulate through many
different toll domains. Users should be offered a single contract for driving a vehicle through various
toll domains. Where those vehicles require a form of on-board equipment (OBE) this should be
interoperable with the toll systems in the various toll domains. In Europe, for example, this need has
been officially recognized and legislation on interoperability has already been adopted (see Directive
2004/52/EC and Decision 2009/750/EC). There is both a commercial and economic justification in
respect to the OBE and the toll systems for standards enabling interoperability.

The system prehiteeture-definedHniSO re-ba ARaare tems
in the toll d¢main. With respect to ISO 17573, this International Standard
— adopts {ts definitions of terms and concepts and basic system functionalities and structure,
— uses itsfterminology, and
— specifigs the interfaces therein identified.
ISO 17573 upes ISO/IEC 1074 6-3 for the description of the architecture.
Figure 1 shgws the scope of the group of electronic fee collection (EFC)/related standards based ppon
the architecfure standard.
ISO 17575-3
- Context data
180 175754 Toll Service Provider
oo (back office)
- Charging data
_
A ISO 14906 '?‘T’r::f:: s A Ii?t;f::ﬁaas
- Charging identification & ) - Toll context data
Transfer Charing information :gg:;r;%ﬁalg?b - Apnormal QBE
:I.Irsa:rsilttilezft?fri;at}:?nn - Toll declaration :E:“nge?'l?lg:iﬂement
1SO 12813 - Payment Settlement |~ ¢ T o e
- OBE interrogatidn - Enforcement data - QA parameters
150 13141 - QA parameters P
- RSE localigation data v
\\
\ Other proprietary Toll Charger
N specific configuration data
-«
RSE Toll Charger
\ Toll declaration (DSRC, video, (back office)
\ vehicle measurements ...)
>

Figure 1 — Scope of EFC related standards

A given transport service for a given vehicle is fully identified by one or several toll declarations made
available to the Toll Charger (TC). Toll declarations have to be made available according to the rules of
the toll regime of the toll domain.

The amount due for a given transport service used by a vehicle liable to toll is finalized by the TC with
the use of toll declarations (as described above) and calculation is made according to the rules of the
toll regime (formula, tariff tables, specific situations rules, traffic conditions, etc.). That means that the
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TC has the authority to decide on the amount due, even if it decides to assign the Toll Service Provider
(TSP) the task to calculate the amount due.

The information above, associated with a given transport service, is named billing details; for a given
transport service, the billing details are referring to one or several toll declarations.

Depending on the toll regime, billing details are elaborated with information collected by the TC and/or
the relevant TSP; they are finalized by the TC.

The TC elaborates and makes the payment claims (or toll payment claims) available to each TSP,
according to the bilateral agreements it has with each TSP, referring to billing details. These payment

clai

s include an amount due I';\l(ing into account any cpprifir‘ commercial conditions ap

plicable to a

vehigq
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le, a fleet of vehicles or a given TSP.

International Standard defines a set of interactions in support of technical-inte
een back-office systems of TCs and TSPs. The EFC-service and the EFC Systerfrmodel o
national Standard is based is defined in ISO 17573.

International Standard does not provide a full solution for interoperability, and it dod
" parts of the EFC system, other services, other technologies @nd non-technical
operability.

evelopment of a common European Electronic Toll Service{(EETS) as a part of the Ey
'tive (2004/52/EC) also calls for the definition of an interoperable EFC service. This I
Hard provides for effective support for the work on the.definition of EETS. Details on
nternational Standard for the EETS are provided in Annex F.

[nternational Standard identifies and specifies the'set of Application Protocol Data Unit]
een two actors in the roles of Toll Service Rrovider and Toll Charger as defined in

onment, and the interactions defined between the named classes of roles, as defined i
hllows for a complete specification of the'data that is transferred between those identi

In addition, a number of computational interfaces are identified and interactions in terms

of Af

plication Protocol Data Units aré defined.

roperability

n which this

s not define
elements of

ropean EFC
hternational
the usage of

s exchanged
ISO 17573.

pbecify these interfaces, this International.Standard uses the enterprise description of the toll

h ISO 17573.
fied entities.
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ERNATIONAL STANDARD ISO 12855:2015(E)

Electronic fee collection — Information exchange between
service provision and toll charging

1

Scope

This International Standard specifies

This

Itis
can
in a
com

The

related to the data elements described in Clause 6 are defined in Annex A, using the abs
notation onefASN.1) according to ISO/IEC 8824-1.

the interfaces between electronic fee collection (EFC) systems for vehicle relate
gervices, e.g. road user charging, parking and access control; it does not cover interf:
gystems for public transport; an EFC system can include any EFC system, e.g. including {
qutomatically read licence plate numbers of vehicles passing a toll point,

dn exchange of information between the central equipment of the two roles/of service p
toll charging, e.g.

1+ charging related data (toll declarations, billing details),
+- administrative data, and

+— confirmation data,

fransfer mechanisms and supporting functions,

information objects, data syntax and semantics,

examples of data interchanges (see Annex.G'and Annex D), and

dn example on how to use this International Standard for the European Electronic To
EETS) (see Annex F).

lefined as a toolbox standard of transactions and Application Protocol Data Units (AH
be used for the assignedpurpose. The detailed definitions of mandatory and optior
real implementation_are defined elsewhere. It does not define all communication
munication stacks'and timings.

gcope of this Imternational Standard is illustrated in Figure 2. The data types and assoc

d transport
hces for EFC
ystems that

Fovision and

ling Service

[nternational Standard is applicable for any toll service and any technology used for charging.

DUs), which
al elements
sequences,

ated coding
fract syntax
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This Internd

— any corj

involved party, 0

— any con
commu

— procesq
documpg

— definitiq

2015(E)

Central equipment

Toll Service Provider

Exception |
Toll declarati

EFC Conte

Central equipment

Toll Charger \
N

Figure 2 — Scope of this lnterna\g’@hal Standard

N

tional Standard is not applicable to A\Q)

hmunication between Toll Charger \L’F@ or Toll Service Provider (TSP) with any ¢ther

'munication between elementsgf the TC and the TSP that is not part of the back ¢ffice

hication, @
O

es regarding payme@ and exchanges of fiscal, commercial or legal accounting
nts, and

nsof service Coma\mication channels, protocols and service primitives to transfer the APDUs.

2 Normg

The followi
indispensab

references, th

tive re@?glzces

g %?ﬁents in whole or in part, are normatively referenced in this document angl are
ts apphcatlon For dated references only the edltlon ated applles For undated

ISO 639-1, Codes for the representation of names of languages — Part 1: Alpha-2 code

ISO 3166-1, Codes for the representation of names of countries and their subdivisions — Part 1: Country codes

ISO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1): Specification of
basic notation

ISO/IEC 8825-4, Information technology — ASN.1 encoding rules: XML Encoding Rules (XER)

ISO/IEC 9594-8:2014, Information technology — Open Systems Interconnection — The Directory —

Part 8: Publi

c-key and attribute certificate frameworks

© ISO 2015 - All rights reserved
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ISO/IEC 9646-7, Information technology — Open Systems Interconnection — Conformance testing

meth

odology and framework — Part 7: Implementation Conformance Statements

ISO/IEC 9797-2:2011, Information technology — Security techniques — Message Authentication Codes
(MACs) — Part 2: Mechanisms using a dedicated hash-function

ISO/IEC 10118-3, Information technology — Security techniques — Hash-functions — Part 3: Dedicated
hash-functions

[SO/IEC 11770-3, Information technology — Security techniques — Key management —Part 3: Mechanisms
using asymmetric techniques

1S0/
appe

ISO
short

ISO 1

ISO ]
Part

ISO ]
Part

ISO/
Asyn

1S0/
IETF
IETF
IETH
IETF
IETF
IETF

3

For t

EC 14888-2:2008, Information technology — Security techniques — Digital sign
hdix — Part 2: Integer factorization based mechanisms

14906:2011/Amd1:2015, Electronic fee collection — Application interface definition fi
-range communication

7573, Electronic fee collection — Systems architecture for vehicle-related tolling

7575-1:—1, Electronic fee collection — Application interface definition for autonomou
1: Charging

7575-3:—1), Electronic fee collection — Application interface definition for autonomou
3: Context data

EC 18033-2:2006, Information technology — Security‘techniques — Encryption algorith
metric ciphers

'S 19299:2015, Electronic fee collection — Segurity framework

RFC 2634, Enhanced Security Services for.S/MIME, June 1999

RFC 4347, Datagram Transport Layer Security, April 2006

RFC 5035, Enhanced Security Services (ESS) Update: Adding CertID Algorithm Agility, Au
RFC 5246, The Transport Edyer Security (TLS) Protocol, August 2008

RFC 5746, TransportLayer Security (TLS) Renegotiation Indication Extension, February
RFC 6040, Tunnelling of Explicit Congestion Notification, February 2013

Terms and-definitions

he purposes of this document, the following terms and definitions apply.

atures with

br dedicated

5 systems —

5 systems —

ms — Part 2:

gust 2007

2010

3.1

billing detail
information needed to determine or verify the amount due for the usage of a given service

Note 1 to entry: If the data are accepted by both the Toll Charger and the Toll Service Provider then the term used

is “co

ncluded billing detail”, which can be used to issue a payment claim.

Note 2 to entry: For a given transport service, the billing detail refers to one or several valid toll declaration(s).
A valid billing detail has to fulfil formal requirements, including security requirements, agreed between the Toll

Servi

ce Provider and the Toll Charger.

1) To be published.
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3.2
black list
list of users

:2015(E)

for which the service provider denies contractual responsibility

Note 1 to entry: The service provider in the context of this International Standard is the Toll Service Provider (TSP).

3.3

charge report

information

containing road usage and related information originated at the Front End

Note 1 to entry: In European Decision 2009/750/EC, a charge report is referred to as a “toll declaration”.

[SOURCE: IS

3.4
charging d4
relevant dat

3.5

computatid
decomposit
defined intg

3.6

0 17575-1:—, 3.6]

hta
a on the usage of a certain service

nal specification
on of a system into objects performing individual functions“and interacting at
rfaces

electronic fee collection

EFC

fee collection by electronic means

3.7

enforcement

measures ol
Note 1 to ent

3.8
interoperal
ability of sj
been exchal

Note 1 to en
while having

[SOURCE: IS

3.9
on-board e
OBE

actions performed to achieve compliance-with laws, regulations or rules

Fy: In this context: the process of compelling observance of a toll regime.

bility

nged

only one on-board-equipment operating under one contract with a Toll Service Provider.

O/IEC TR 10000-1:1998, 3.2.1, modified.]

Juipment

all require

| “equipment on-board a vehicle for performing required EFC (3.6) functions

F'stems to exchange information and to make mutual use of the information that

well-

has

ry: For tolling, interoperability aims at enabling a vehicle to drive through various toll dompains

and

communication services

3.10

payment claim
recurring statement referring to concluded billing details (3.1) made available to the payer by the payee
indicating and justifying the amount due

Note 1 to entry: The payment claim is used by the Toll Service Provider to issue financial objects to its customers
(e.g. invoices on behalf of the Toll Charger). A given toll payment claim refers to billing details (3.1) and takes into
account any specific commercial conditions applicable to a vehicle, a fleet of vehicles, a customer of a Toll Service
Provider and/or a Toll Service Provider. A valid “payment claim” has to fulfil formal requirements, including
security requirements, agreed between the Toll Service Provider and the Toll Charger.

© ISO 2015 - All rights reserved
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roadside equipment

RSE

equipment located along the road, ether fixed or mobile

3.12

tariff scheme
set of rules to determine the fee due for a vehicle within a toll domain (3.17)

EXAMPLE A table that shows the fee for various classes of vehicles.

3.13

toll

charge, tax or duty levied in relation with using a vehicle in a toll domain (3.17)

Note

permiission to pass a barrier or to proceed along a road, over a bridge, etc.”. The definition above

fees 1

3.14
toll ¢
TC

entit|

Note

[soy
of” h

3.15
toll ¢
infon
using

[SOU
3.16

toll declaration

state

Note
betw]|

[SOU
3.17

1 to entry: The definition is a generalization of the classic definition of a toll as “a charge, a tax

egarded as an (administrative) obligation, e.g. a tax or a duty.

harger

y which levies toll (3.13) for the use of vehicles in a toll domdin (3.17)

1 to entry: In other documents the terms “operator” or “toll.opérator” can be used.

RCE: ISO 17573:2010, 3.16, modified — “legal” has been deleted from before “entity”
hs been added.]

ontext data

mation defined by the responsible Toll.Charger (3.14) necessary to establish the toll (3

r a vehicle on a particular toll contextland to conclude the toll transaction

RCE: ISO 12855:2015, 3.15]

ment to declare the usage of a given toll (3.13) service to a Toll Charger (3.14)

1 to entry: A valid toll-declaration has to fulfil formal requirements, including security requirer
ben the Toll Serviee-Provider (3.19) and the Toll Charger (3.14).

RCE: ISO/TS-19299:2015, 3.44]

toll domain
arealora part of a road network where a certain toll regime (3.18) is applied

or a duty for
also includes

ind “the use

.13) due for

nents, agreed

[SOU
3.18

RCE: ISO 17573:2010, 3.18, modified — “certain” has been added.]

toll regime
set of rules, including enforcement (3.7) rules, governing the collection of toll (3.13) in a toll domain (3.17)

[SOU
3.19

RCE: ISO 17573:2010, 3.20]

toll service provider

TSP

entity providing toll (3.13) services in one or more toll domains (3.17)

Note

© ISO

1 to entry: In other documents the terms “issuer” or “contract issuer” can be used.

2015 - All rights reserved
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Note 2 to entry: The Toll Service Provider (3.19) can provide the on-board equipment (3.9) or can provide only a
magnetic card or a smart card to be used with on-board equipment (3.9) provided by a third party.

Note 3 to entry: The Toll Service Provider (3.19) is responsible for the operation (functioning) of the on-board
equipment (3.9).

[SOURCE: ISO 17573:2010, 3.23, modified — the definition has been condensed.]

3.20

trust object
information object that is exchanged between entities to ensure mutual trust

EXAMPLE

[SOURCE: IS0 17573:2010, 3.28]

3.21

white list
list of users

AN electronic signature or an electronic certricate.

for which the service provider accepts contractual responsibility

Note 1 to entffy: The service provider in the context of this International Standard is theZFoil Service Provider (B.19).

Note 2 to ent

4 Symbagls and abbreviated terms

ADU

ANPR

APCI

APDU

ccc

CRL

DSRC

DTLS

EFC

GNSS

HTTPS

ICS

IEC

IUT

ITU

LPN

OBE

OBU

OCSP

Application data unit (ISO 14906)

Aytomatic Number Plate Reading

Application Protocol Control Information
Application Protocol Data Unit (ISO 14906)
Cdmpliance Check Communication (1$0y12813)
Certificate revocation list

Dgdicated short-range commmuhication (ISO 14906)

Ddtagram Transport Layer Security

El

Gl

Hyper,Text Transfer Protocol Secure

Implementation Conformance Statement

y: An entry on a white list is independent of entries on a black list (342):

ectronic Fee Colle¢tion (ISO 17573)

bbal Navigation Satellite System

International Electrotechnical Commission

Implementation Under Test

International Telecommunication Union

Licence Plate Number

On-Board Equipment (ISO 14906)

On-Board Unit

Online Certificate Status Protocol

© ISO 2015 - All rights reserved
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OSI Open Systems Interconnection

PAN Personal Account Number (ISO 14906)
QA Quality Assurance

RSA Rivest, Shamir and Adleman (ISO/TS 19299)
RSE Roadside Equipment (ISO 14906)

SLA Service Level Agreement

SU Service User

SUT System Under Test (ISO/TS 14907-1)
TC Toll Charger

TLS Transport Layer Security

TSP Toll Service Provider

VRM Vehicle Registration Mark

NOTH RSA is an algorithm for public-key cryptography, also-veferred to as asymmetrical cryptographic
technlique.

5 Architectural concepts and informationiexchanges

5.1 | Main roles in the toll charging environment
This|International Standard is built upon IS0-17573.

ISO 17573 defines the four main roles'shown in Figure 3.

© IS0 2015 - All rights reserved 7
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Management of the
Toll Charging
environment

/’—\\

Information|exchanges are agreed upon between Toll Charger and Service Provider, taking into acqg

privacy reg
Provider to

5.2 Infor

5.2.1 Genleral

The inform
provision of]

These funct
— basic py
— exchang

— exchand

( Provision of

Charging
of the toll

the Toll service

Use of the
Services

Figure 3 — Roles in the toll charging’ environment

ulations. The information exchanges needed by the Toll Charger and the Toll Se
perform their roles are described in thisClause 5.

mation exchange between toll charging and provision

htion exchange between the service provision and the toll charging roles support
functionalities that@are based on the EFC system behaviour definitions in ISO 17573.

onalities arelisted below, in the order they are given in Clauses 5 and 6:
otocol mechanisms;
e tpust-objects;

e of EFC context data and contractual information:

ount
rvice

5 the

— manage exception list;

— reportt

oll declarations;

— report billing details;

— payment settlement:

— clai

m payment for service usage;

— announce payments;

— exchange enforcement data (includes user details);
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— exchange quality assurance parameters.

This International Standard leaves implementers the freedom of defining suitable protocol procedures,
i.e. for complex transactions. Therefore, it only defines

a basic interaction protocol (request - response) for information exchange,

the semantics and the format of the APDUs that are exchanged.

These functionalities are described in 5.2.2 to 5.2.11.

basic protocol mechanisms, to be used to build more complex protocol procedures, and

5.2.2
Infor
Somé
spec

APDI
mech

5.2.3

5.2.3

This
impl
equij

q

q

Basic interaction protocol
mation exchanges are performed by means of APDU transfers.

e APDU transfers need to be acknowledged. When this happens, related)protocol prg
fied. This International Standard defines no provisions for complex transfers (trang
J transfers that cover several APDUs. Instead, this International Standard defines bg
lanisms to be used by implementations that need to define and perferm transactions.

Basic protocol mechanisms

.1 General approach

International Standard provides the following<basic protocol mechanisms, whi
emented to exchange information between the Toll Service Provider’s and the Toll Char
bment. These basic protocol mechanisms consist of

in identification schema for the APDUs, that are exchanged,

| generic interaction (i.e. not related to any specific functionality) that allows requesti

«

By

including rollback, recovery, checkpointing or restart.

This

information exchange from the dounterpart. This interaction is provided by the “reque|

generic acknowledge meechanism (i.e. not related to any specific functionality)
cknowledging a specific-interaction. The “ack” ADU provides this mechanism, and

n optional generic.status mechanism (i.e. not related to any specific functionality)
roviding status.information for a specific interchange. This mechanism is prov
status” ADU.

eans of thezabove mechanisms, an implementation can build more complex protocol

cedures are
actions), i.e.
sic protocol

ch shall be
per’s central

hg a specific
st” ADU,

that allows

that allows
ded by the

procedures,

Intérhational Standard does not specify timings and retry procedures for ackno

Timd

i

edgements.

outs can be defined as agreements between Toll Charger and Toll Service Provider fo cover the

case of missing acknowledgements. To handle any Iost APDUs a timeout system can be implemented.

5.2.3.2

Identification schema

Each interaction is performed by means of one or more APDU exchanges. Each APDU shall contain
a unique identifier in the namespace of the originator of the APDU. The combination of originator
identifier and APDU identifier ensures that all APDUs are uniquely identified.

5.2.3.3 Request functionality

The “request” functionality shall be used to

— alert the counterpart that one is ready to accept any kind of information exchange,
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ADU one is ready to accept,

APDU, and

request

information identified by type and ADU content.

5.2.3.4 Acknowledgement functionality

inform the counterpart that one is ready to accept a specific type of ADU, by indicating the type of

request the counterpart re-issue a specific APDU, by indicating the type and the identifier of the

The “acknowledgement” functionality shall be used to inform the counterpart that a specific ADU has

been receivg

5.2.3.5 St

The “status’
the interfac

provide]

alert th
informd

alert th

5.2.4 Exc]

The “exchange trust objects” functionality is derived fronr the EFC system behaviours “addin|

excluding) 4
when execu
bilateral co
update its oy

NOTE ES
revocation lis

Either the Ti

The initiato
ADU. The “r
be resent. W

After receiy
generated (.
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If either par
without wai
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atus functionality

functionality can be used to provide the counterpart with general status‘informatid
e or inform it about a status on previously transferred information. It may, be used to

general information on the status of the interface,

e counterpart that some previously provided information beconies‘invalid without any
tion being currently available, and

e counterpart that the previous information contained an/error and has to be recalled.

hange trust objects functionality

new Toll Charger” and “adding (or excluding)*a new Service Provider”. Actions perfo
Ling the above behaviours shall exchange-trust objects to be used in order to secure
mmunication. The functionality may also be used whenever an entity sees the nef
vn trust objects or another entity may-ask for the update of an already existing trust ol

amples of trust objects are: asymmetric public keys, certificates, symmetric keys and certi
ts.

b1l Service Provider or Tell-Charger can use the exchange trust objects functionality.

I of the exchange can request the receiver to send trust objects by means of a “req
pquest” ADU may-contain an optional indicator that specifies already issued trust objeq
[hen no indicatorx-is specified, the trust objects to be transferred shall be the current o

ing a “request” ADU that asks for trust objects, the requested trust objects are n
br retrieved) by the recipient of the request and sent to the requesting party who
e thewreeeption by issuing an “ack” ADU.

n on

new

g (or

‘med
their
ed to
bject.

ficate

hest”
tsto
hes.

ewly
shall

fy-decides at any time to update any own trust objects, it can deliver them to any counte

'part

ting for a “request” ADU.

The receiver of trust objects shall acknowledge the reception by issuing an “ack” ADU.

After acknowledgement, the exchanged trust objects shall be considered immediately valid unless
they contained a validity starting date. The validity period in this last case shall start from the time

indicated in

10

the trust objects.
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5.2.5 Exchange of EFC context data and contractual information functionality

5.2.5.1 Originating and providing EFC context data functionality

The “originating and providing EFC context data” functionality is derived from ISO 17573 as defined in
the EFC system behaviour “adding, modifying or closing a toll regime”.

The “originating and providing EFC context data” functionality may be used by a Toll Charger when
any change of a toll domain or toll regime occurs, including the start of a new toll domain, by issuing an

“EFC

Any
curr
oper

Rece]

The information describing a toll regime uses one or more sets of EFC Context Data. It is defi

its ta
ISO 1

context data” ADU.

bnt or any previous version of the toll context data for a toll domain under its respon
htion is performed by means of a “request” ADU.

ption of an “EFC context data” ADU shall be acknowledged by means of an “deknowled

lled objects and the rules associated with them. EFC Context Data elements are define
7575-3, and are extended in this International Standard for DSRC:based and other toll

to send the
sibility. This

re” ADU.

hed through
1 in detail in
ng systems.

Otheyr toll regime properties to be configured by the Toll Charger are the interrelations g toll regime
may [have in relation to others. These rules and configurationpdrameters are defined in [SO 17575-3
and are addressed within this International Standard as Toll Context interrelations.

5.2.3.2 Contractual information functionality

The ¢ontractual information functionality allows a\Toll Service Provider to deliver to the [[oll Charger
any type of user contract related information.that is stored in the OBEs, among which the personal
accoyunt number (PAN), the supported security level and the key set to be used in the calculation of

DSR(

[ authenticators. This functionality allows the Toll Charger to compare data that is s

tored in the

OBEg with information received by the Toll-Service Provider.

5.2.4 Manage exception list functionality

5.2..1 General

The [“manage exception.list” functionality originates from ISO 17573 and is defined|in the EFC
systém behaviours ‘collecting toll information - user billing” and “collecting charging [information
(autgnomous systems)”.

NOTE1  This-International Standard uses the term “exception list” to summarize all possibilitips of limiting
the upability of\an OBE or giving information on the special handling of an OBE in a toll regime. Other standards

can u

se different terms, but they are all included in the term “exception list”.

NOTH

27) The conditions and the periods of time that an OBE can be accepted within a toll regim

e are limited

by putting it on the exception list or removing it. This is solely the responsibility of the Toll Service

Provider that

issued the OBE. Any information sufficient for the identification of a specific vehicle or OBE by the Toll Charger
(e.g. OBE ID, PAN, licence plate) can be included in the exception list as agreed between TC and TSP.

5.2.6.2 Exception list entry requested by a Toll Charger

A Toll Charger may use the “manage exception list” functionality when it registers violations by a
specific Service User or wrong technical behaviour by a specific OBE.

NOTE 1

OBE i

© ISO

In this case the Toll Charger can issue a “report abnormal OBE” ADU to request the inc
n the exception list.
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The Toll Service Provider shall acknowledge the inclusion of the OBE on the exception list by means
of an ack ADU.

NOTE 2  This can be due to non-conforming behaviour of the Service User or of a malfunctioning OBE or others.

5.2.6.3 Exception list entry decided by the Toll Service Provider
A Toll Service Provider can unilaterally add, modify or delete items in its exception list.

The functionality is performed by issuing the “exception list” ADU. This offers the Toll Service Provider
the opportunity to provide any information about an OBE of a Service User to the Toll Charger.

NOTE 1 TILe ADU can include, among others, one of the following reasons:

thie Toll Service Provider has terminated its support/responsibility for a vehicle/OBE;

an OBE was lost or stolen;

thle Toll Service Provider has started/accepted its support/responsibility for a vehicle/OBE;

thi
group of vehi

for a

e Toll Charger is informed about the commercial conditions to apply te'an OBE (e.g. discount
cles).

NOTE2 T
specific com
via the road
Charger is ne

ile exception list can be used to provide additional information onavehicle/OBE for a toll regimg
ercial conditions) and/or limit or restrict the acceptance of@n*OBE within a toll regime ope
nfrastructure of a Toll Charger, where an exchange of datathetween Toll Service Provider an
eded.

(e.g.
rated
d Toll

and a
ation

NOTE3  The exception list can be used to provide information:on the country of registration of a vehicle
VAT ID numbkr to allow a Toll Charger the correct application of VAT for ferry operations, where this inform
is needed for|handling of reverse charge VAT in the EU.

or is

Upon recep
detected in

fion the Toll Charger may semanticallj’check the received exception list. If an erq
the exception list, the whole excéption list shall be disputed by sending an ack

indicating the detected error.

The Toll Ser;
exception lij

vice Provider may then rectify the problem and transmit a new exception list. Until a
tis transmitted, the last gorrect list remains active in the systems of the Toll Charger.

ADU

valid

If anew vali@l exception list is received by the Toll Charger it shall be acknowledged by sending an ack|ADU.

5.2.7 Replort toll declarations functionality

The “report stem

behaviour “

toll declarations” functionality originates from ISO 17573 and is defined in the EFC sy
follecting charging information (autonomous systems)”.

NOTE1 Tle chaxging data generated by an OBE is used to report a Service User entering, moving around in or
leaving a toll|domain. A service usage statement with an amount due can be made either by a single tolled gbject
or by a combiratien-efseveral-toHed-objects—Any-service-usageisreportedas-charginsdatathroughanexehange
of data between an OBE/proxy (Front End system) and the central equipment (Back End system) managed by
a Toll Service Provider. This interface between Front End and Toll Service Provider is specified in ISO 17575-1
IS0 17575-2 and ISO 17575-3 and is not covered by this International Standard.

The gathered charging data shall be collected in the central system of the Toll Service Provider. If the Toll
Service Provider needs to enrich the charging data in its central equipment, it may do so before sending
it as toll declarations to the Toll Charger who offered the transport service. This optional possibility to
enrich the charging data enables the concept of shared user data, where only limited information may
be included in the OBE, while the rest is held centrally at the issuing Toll Service Provider.

The toll declarations shall contain all information required by the Toll Charger to calculate the amount
due for the use of a toll domain or to verify the calculation done by the Toll Service Provider. The Toll
Charger in the EFC context data defines details about configuration parameters for toll declarations.
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A toll declaration shall be reported to the Toll Charger operating a toll domain, by means of a “toll
declaration” ADU.

NOTE 2

The toll declarations can be delivered periodically in an agreed frequency (e.g. weekly, daily, hourly, in

real time ...) or upon triggering the delivery and with the quantity of information agreed for a toll regime.

The Toll Charger shall acknowledge the received “toll declaration” ADU by indicating for each toll
declaration whether it is accepted or not by means of an “ack” ADU. If a toll declaration is not accepted,
this has to be handled in a dispute phase, which is outside the scope of this International Standard.

If the Toll Charger detects a contradiction between the toll declarations provided by the Toll Service

Prov

ider and its own data (e.g. Compliance Check Communication (CCC) data, LPN reading

etc.), it may

ask t
spec
to pr

NOTH
from
know
high
for dg

5.2.9

Depq
road
centi

A sin
base

q

q

q

If so
requ

NOTH

only limited information-s included in the OBE, while the rest is held centrally at the issuing Toll Ser

The
redu

gn elementary usage of a transport serwviee (e.g. regarding the toll for a road section),

he Toll Service Provider for additional information about the provided toll declarat
fic vehicle or Service User. The Toll Charger may send a “request” ADU to the Toll-Serv|
ovide any detailed toll declarations for a specific Service User and/or a specific‘period

3 This enables the Toll Charger to receive only daily summation records of'the use of it
the Toll Service Provider and to produce its billing details in normal operation without
ledge about each segment passed by an OBE. When the Toll Charger detects.a contradiction in
evel toll declarations during comparison with the CCC data it recorded, it ean ask the Toll Ser
tailed toll declarations for this specific vehicle or Service User.

Report billing details functionality

nding on its toll system a Toll Charger either acquires' the toll declarations direct
side equipment (RSE) it operates (e.g. DSRC-based:systems) or via the Toll Servic
al equipment (e.g. autonomous systems), which ar@then used for the generation of bil

gle billing detail may refer to one or several toll declarations. The generation of billi
H on the requirements defined for the toll regime. Thus a billing detail may consist of

everal usages of a transport seryice-within a given period of time (a day, a week, a mol
everal elementary usages ofa transport service within a given journey.

e relevant information s missing to build a billing detail out of toll declaration
bsted from the centralequipment of the Toll Service Provider.

1  This optional possibility to enrich the toll declarations enables the concept of shared use

Toll Chargér~and Toll Service Provider can agree to aggregate the generated Billin
ce the nipiber of lines to be processed in their bookkeeping systems for handling t

clai

VAT feclarations for the local tax authorities of the Toll Charger and the VAT shown on th

between Toll Charger and Toll Service Provider. To avoid any rounding differences |
]irvigg Users (SUs), the Toll Charger and the Toll Service Provider shall apply the same

the

ons for this
ice Provider
of time.

5 toll domain
any detailed
the provided
vice Provider

ly from the
e Provider’s
ing details.

hg details is

th ..), or

5, it may be

r data, where
yice Provider.

g details to
he payment
between the
b invoices to

aggregation

methods for the exchanged and acknowledged aggregated billing details, which need to be bilaterally
agreed. Consequently, rounding rules are not defined in this International Standard.

NOTE 2

This can be achieved by one of the following measures, among others:

after generating the billing details, the Toll Charger aggregates any billing details prior to claiming

the payment, if this is bilaterally agreed. A unique identifier (reference number) for each aggregate is generated
during aggregation and associated with all billing details in order to link them to the derived payment claim.
By this method, the Toll Service Provider is always able to check the consistency of the payment claim with the
billing details from which they stem;

the Toll Charger and Toll Service Provider can agree to use the same aggregation process and
aggregate the billing details independently from each other for the representation on the invoice in their own
central equipment to avoid any rounding differences.
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See informative Annex E for an example of one possible solution to deal with the aggregation of billing details.

The generated billing details shall be reported by means of a “billing detail” ADU. In a DSRC environment,
this ADU is always generated by the Toll Charger, as it collects the toll declarations directly from its
RSE. In a GNSS environment, this ADU may be either generated by the Toll Charger or the Toll Service
Provider depending on the operational model of the Toll Charger.

NOTE3  The operational model of the Toll Charger in a GNSS environment could require it to generate any
billing details and keep complete control over the usage of its toll domain. This is typically the case for privately
operated Toll Chargers or road concessionaires. If a government body conducts the role of Toll Charger, on the
other hand, it may only want to do spot checks to avoid the operational workload of being a Toll Charger in a GNSS
environment. In this case, the Toll Charger may require the Toll Service Provider to generate the billing details

ADU to be seffit to it.

The recipie
given servig
information|

it may check the completeness and the conformity of the provided billing details

to the Toll Service Provider to check their authenticity.

The recipient shall acknowledge the received “billing detail” ADU by indicating for.each billing g

whether it is
5.2.9 Pay

5.29.1

The claim p
system beh4

The claim p
and the Toll
aggregated

If any speciff
this may be
time in a sey
discount levj

Any additio
details (e.g.

The paymer
regime, tob

NOTE 1
(Service Usei]
the toll from

accepted or not by means of an “ack” ADU.
ment settlement functionality

aim payment for service usage

hyment for service usage functionality is derived fromy1SO 17573 and is defined in thg
viour “claiming tolls”.

ayment phase starts once the billing detailshave been agreed between the Toll Ch
Service Provider (see 5.2.8). The payment claim is based upon these agreed and pos
billing details.

ic commercial conditions were agreéd (to be applied to the payment claim of a Service
included directly as a discount id the original payment claim, or it may be included ata
arate payment claim as a credit note (e.g. when billing details for a whole month defin
el of a scaled discount scheme).

hal claims for other services that do not directly derive from the bilaterally agreed b
pverdue payment, reimbursement, penalties...) may be included as well.

it claim shall certain all the legal and fiscal information required, according to eac]
e used for invoieing between the Toll Charger, the Toll Service Provider and the Service

The payment)claim can be used by the Toll Service Provider to generate invoices for its custd

s) on behalf of the relevant Toll Charger or for its own account (if the Toll Service Provider is b
the Toll Charger and reselling it to the Service User).

11 C

for a

e usage. Therefore, the billing details may reference any toll declarations and-thas provide

etail

EFC

\rger
sibly

Jser)
later
e the

lling

h toll
User.

mers
hying

The payme
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~ADU.

The Toll Service Provider shall acknowledge the received “payment claim” ADU by indicating for each

payment cla

NOTE 2

im whether it is accepted or not by means of an “ack” ADU.

non-conformance of specific commercial conditions.

5.2.9.2 Payment announcement

Possible reasons for dispute, among others, are: inconsistency of payment claim with billing details or

The payment announcement for service usage functionality orientates itself on the payment claim
functionality but is initiated by the Toll Service Provider or on request from the Toll Charger.

After billing details have been agreed between the Toll Charger and the Toll Service Provider, the Toll
Service Provider sends a payment announcement to the Toll Charger informing it about an upcoming
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payment. This payment announcement may include references to billing details, toll declarations or

even

single elements of a charge report.

The Toll Charger shall acknowledge the received “payment announcement” ADU by indicating for each
payment announcement whether it is accepted or not by means of an “ack” ADU.

5.2.10 Exchange enforcement data functionality

5.2.10.1 General

The “exchange enforcement data” functionality originates from ISO 17573 and is defined in the EFC

Ssyste

The
infor

—
—
A fol

—

—

Even
the T

5.2.1

The |
a con
deta

This
Serv

5.2.1

Aftel
llpro‘
spec

dleclaration, and

update the performance monitoring parameters with these results.

m behaviour “exceptions detection - user and OBE compliance checking”.

exchange enforcement data” functionality may be used each time a Toll Chargerneed
mation for a compliance checking process. The compliance checking process{s,concen

rerifying if the Service User fulfils its obligation to co-operate, and
rathering facts required for later performance monitoring and/or SI/A evaluation.
owing off-line process performed by the Toll Charger may

ssue toll violation tickets for Service Users if the Service User was responsible for th

ompare roadside observations with toll declarations\wwreceived from the Toll Service H

if the details on how to perform compliance checking/enforcement Back End process
oll Chargers, some basic information exchange shall be supported on both sides.

0.2 Retrieve user details functionality

request” ADU may be used by a(Toll Charger to ask the Toll Service Provider(s) wheth
tractual relationship with a given Service User identified in the ADU and/or to provid
Is on a Service User by specifying the requested details.

ce Providers.

0.3 Provide.user details

receiving,a “request” ADU requiring user details, the Toll Service Provider may an
ide userdetails” ADU, thus confirming a contractual relationship, or with an “ack”
fic redson code to decline any contractual relationship.

s additional
trated on

e wrong toll

rovider and

bs are left to

er they have
e additional

ADU can either be sent-to a specific Toll Service Provider or broadcasted to a group or all Toll

swer with a
ADU with a

Asa

mimum tho Tall Sarvica Pravidor chall canfirm tho avictanco af 4 cantractual yolatin
He—+o+HoeAHece+— eV ael—Saait€6 extstenece- o cohlctdaFeradto

ship with a

Trrrrrrrortr ot T =4 COTTT It

Service User by providing one of the following data:

— personal Account Number (PAN, as defined in ISO 14906:2011/Amd1:2015);

— contract serial number;

— 1

icence plate number;

— on-board equipment identification (OBE ID).

The Toll Service Provider shall provide any additional details on the Service User as specified in the
“request” ADU to the best of its ability.

NOTE The delivery of user details can be subject to local data protection regulations.
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The Toll Charger shall acknowledge any received “provide user details” ADU by means of an “ack” ADU.

5.2.10.4 Retrieve and report CCC event

The Toll Service Provider may send a “request” ADU to the Toll Charger to enquire about the details for
any CCC events for a specific Service User and/or a specific period of time.

In this case, the Toll Charger shall answer to the received “request” ADU with a “report CCC event” ADU
or it may send the “report CCC event” ADU of its own accord to inform the Toll Service Provider about
any new CCC event.

The Toll Ser
ADU.

5.2.10.5 Li

The list of y
used to detd

The Toll Ch
licence platd
belong to th

5.2.11 Exc]

The report quality assurance parameters functionality is deriyed from ISO 17573 and is defined i

EFC system

In ISO 1757
the EFC acti
additionally]
Toll Charger

One of these

of a given Tdll Service Provider in a given toll regime of a Toll Charger). As it is important for both th

Charger and
regime of a’

Types and r
with bilater

The exchang
the Toll

the Toll
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5t of users

ct potential fraud in particular.

hrger can specify in a “request” ADU to the Toll Service Provider?a specific userld (
number) and can request information on all other userlds (e.g-licence plate numbers]
e same Service User (e.g. haulier).

hange quality assurance parameters functionality

behaviour “defining rules and monitoring operations”.

3, the report quality assurance parameter§,functionality is used to report and mo|
vities of Toll Chargers and Toll Service Providers. In this International Standard, it is
to exchange any information necessaty-to monitor the quality of operations betwee
and the Toll Service Provider.

quality assurance parameters may be the detection rate (i.e. the percentage of detected

the Toll Service Provider(that the detection rate of the Toll Service Provider’s OBEs in
[oll Charger be as high as possible, this may need to be constantly monitored by an SLA

hnges of QA parameters are agreed upon between Toll Chargers and Toll Service Prov
hl agreements.

re of quality dssurance parameters depends on the initiator of the exchange:
Chargeruray send a quality assurance parameter by issuing a “report QA” ADU;

Service Provider may request an update of a quality assurance parameter by send

‘aCk"

sers functionality provides support to the Toll Charger in its enforcement-activities and is

b.g. a
that

n the

nitor
used
h the

OBE
e Toll
a toll
evel.

iders

ing a

“reques

” ADU The Toll Charger shall resnond to the reguest hv sending a “renort QA” ADLU-
s} g T " 5 P < 7

ADU. The Toll Service Provider shall respond to the request by sending a “report QA” ADU.

The receiver of a “REPORT QA” ADU shall acknowledge it by means of an “ack” ADU.

16

the Toll Service Provider may send a quality assurance parameter by issuing a “report QA” ADU;

the Toll Charger may request an update of a quality assurance parameter by sending a “request”
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6 Computational specification

6.1

Overview

This clause specifies the computational objects for the information exchanges between Toll Chargers
and Toll Service Providers. Each computational object is identified by

da name,

— the function(s) it performs, and

1

{

Fort
obje(
claus
Char
comy]
any |

Tabld

treAppticatiom Data Ymits tADYs) it isable togemerate oraccept:

he sake of simplicity, the functionalities identified in previous clauses correspondto co
ts here. This means that the functions performed by each object are already described
es. A given computational object can be instantiated for the Toll Service Rrovider or
cer role, with the limitations and permissions stated as rules in the previous clauses. ]
utational objects are modelled here as each having one logical interface for'interactions
jmits on the number of real interfaces offered in an implementation_of this Internationag

b 1 lists the defined computational objects. For each object, the relevant interface inte|

listedl, together with the limitations, permissions and obligations for each role derived

defin

An i1
obje(
conf
to su
state

q

ed in previous clauses.

hplementation conforming to this International Standatd shall declare which of the co
ts listed in Table 1 are supported, by completing the proforma protocol imp
rmance statement as defined in Annex B. For eachomputational object the implemer

port, and depending on the implementation’s role (Toll Charger or Toll Service Provids
d in Table 1 shall be implemented, with the folowing meanings:

mnay initiate: an entity is able and allowed)to initiate an interaction;

hall initiate: an entity is able and hasto initiate an interaction;

hall be able to receive: an entity shall be able to accept this kind of interaction. This
esponses to the related ADUs'cannot bear an “ADU unknown” reason code.

Table 1 — Computational objects and interactions

mputational
in previous
for the Toll
[he fact that
does not put
| Standard.

ractions are
by the rules

mputational
lementation
ter declares
1), the rules

means that

Conjputational object Interaction Toll Service Provider rules Toll Charger rules
Exch@nge trust objectS, )| Request May initiate, shall be able to May initiate, shall bg able to
receive receive
Trust objects May initiate, shall be able to May initiate, shall bg able to
receive receive
Acknowledge Shall initiate, shall be able to Shall initiate, shall be able to
receive receive
Status May initiate, shall be able to May initiate, shall be able to

receive receive
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Table 1 (continued)

Computational object

Interaction

Toll Service Provider rules

Toll Charger rules

Originating and provid-

Request (EFC context data)

May initiate

Shall be able to receive

ing EFC context data and
contractual information

Request (contractual
information)

Shall be able to receive

May initiate

EFC context data

Shall be able to receive

May initiate

Contractual information

May initiate

Shall be able to receive

Acknowledge (EFC context
data)

Shall initiate

Shall be able to receive

Acknowledge (contractual
information)

Shall be able to receive

Shall initiate

Status

May initiate, shall be able to
receive

May initiate, shall be able to
receive

Manage exception list

Request (exception list)

Shall be able to receive

May initiate

Request (abnormal OBE) |May initiate Shall be ableito receive
Exception list May initiate Shalleable to receive
Report abnormal OBE Shall be able to receive May initiate
Acknowledge Shall be able to receive Shall initiate

(exception list)

Acknowledge
(report abnormal OBE)

Shall initiate

Shall be able to receive

Status May initiate, shall be able to May initiate, shall be able to
receive receive
Toll declaratign Request Shall be ableto receive May initiate

Toll declaration

May initiate

Shall be able to receive

Acknowledge Shall'be able to receive Shall initiate

Status May initiate, shall be able to May initiate, shall be able to
receive receive

Report billing|details Request May initiate, shall be able to May initiate, shall be able to

receive receive

Billing details May initiate, shall be able to May initiate, shall be able to
receive receive

Acknowledge Shall initiate, shall be able to Shall initiate, shall be able to
receive receive

Status May initiate, shall be able to May initiate, shall be able to

receive

receive

Payment settlement

Request (payment claim) |May initiate Shall be able to receive
Request (payment an- Shall be able to receive May initiate
nnnnrnmonf)

Payment claim Shall be able to receive May initiate

Payment

announcement

May initiate

Shall be able to receive

Acknowledge (payment
claim)

Shall initiate

Shall be able to receive

Acknowledge (payment
announcement)

Shall be able to receive

Shall initiate

Status

May initiate, shall be able to
receive

May initiate, shall be able to
receive
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Table 1 (continued)
Computational object Interaction Toll Service Provider rules Toll Charger rules
Exchange enforcement |Request (user details) Shall be able to receive May initiate
data Request (CCC event) May initiate Shall be able to receive
Request (list of users) Shall be able to receive May initiate
Provide user details May initiate Shall be able to receive
Report CCC event Shall be able to receive May initiate
List of Users May initiate Shall be able to receive
AcCKniowledge Shall be able to receive Shallnitiate
(user details)
Acknowledge (report CCC |Shall initiate Shall be ablete.recefve
event)
Acknowledge (list of users) |Shall be able to receive Shall initiate
Status May initiate, shall be able to May iritiate, shall bg able to
receive Teceive
Exchange quality assur- |Request May initiate, shall be able to May initiate, shall bg able to
ance parameters receive receive
Report QA May initiate, shall be able to May initiate, shall bg able to
receive receive
Acknowledge Shall initiate, shall be able to Shall initiate, shall bl able to
receive receive
Status May initiaté;shall be able to May initiate, shall bg able to
receive receive
The ¢ffering of an interface by an actor may requive different behaviours depending on the|activities to

be p¢rformed with the exchange of information:

Interfface interactions summarized in Tablé-1 are performed by exchanging OSI application layer APDUs.
They] are described in detail in the following sections and formally defined in Annex A. Inj case of any
conflict between this description and the definition in Annex A, the definition in Annex A takes|precedence.

6.2 | Application Protocol'Data Units

6.2.1 General

The APDU contentis formally defined in Annex A by the ASN.1 type InfoExchange, which is|made of the
following elements:

1) 3 mandatory infoExchangeContent field;

2) 4n-optional infoExchangeAuthenticator field.

Table 2 describes the fields in the infoExchange APDU.

Table 2 — InfoExchange APDU fields

Field name Data type/Data description m/o
infoExchangeContent Actual content of the APDU m
For types and semantics, see further on in Clause 6
infoExchangeAuthenticator |Record (ASN.1 SEQUENCE) made of two fields: authenticatorEfc, and 0
ackAuthenticatorEfc

Each infoExchangeContent field shall contain one Application Protocol Control Information (APCI) field
and one ADUs field as specified in the InfoExchangeContent data type (see Table 3).
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Any APDU (InfoExchange) may optionally be signed by calculating an infoExchangeAuthenticator
over the infoExchangeContents field. The calculated authenticator shall be included as
infoExchangeAuthenticator in the resulting APDU. Semantics of the two fields of the
infoExchangeAuthenticator, as well as the algorithms used to calculate them, are specified in 7.3.

The infoExchangeAuthenticator is a dynamic object and shall be generated each time a new APDU
is issued. The infoExchangeAuthenticator can be calculated by either the APDU originator or the
information sender (see 6.2.2).

Table 3 indicates the fields in the InfoExchangeContent data type, which is defined in Annex A.

I'able 5 — InfokxchangetLontent data type Iields

Field name¢ |Data type/Data description m/o

apci Record (ASN.1 SEQUENCE) containing Protocol Control Information m
For a detailed description see 6.2.2

adus Contains one or more Application Data Units of the same type, as a choice among m
requestAdus, ackAdus, trustObjectAdus, efcContextDataADUs, exceptionkistADUs,
reportAbnormalOBEADUSs, tollDeclarationADUs, billingDetailsADU,
paymentClaimADUs, reportQAADUs, statusADUs, reportCCCEventADUs,
provideUserldListADUs, paymentAnnouncementADUs and contractIssuerListADUs
For detailed descriptions see Clause 6.3 to Clause 6.18

A top level view of the structure of InfoExchangeContent data typetand its fields is given in Figure 4.

| InfoExcha nge,\w |
InfoExchangeContent Apduluthenticator
authenticatorEfc
CHOICEOF ackAuthenticatorEfc
ApciFields . Adus
] i I

aidldentifier

SEQUENCE OF
apduOriginator a |
?nformarionSend.er_lD RequestADU AuthenticatorEfc
informationReceipientID

AckADU

thsAuthenticatorEfc
signatureAlgorithm
signatureValue

apduldentifier
previousApduld
nextApduld
inResponseToAgduld
numberCfStrutts

TrustObjectADU
EfcContextDataADU
ExceptionListADU
ReportAbnormalOBEADU
TollDeclarationADU

dulat
A BillingDetailsADU
PaymentClaimaDU
ThsAuthenticatorEfc
N/ Relatedapduld ReportQAADU
StatusADU version
apduOriginator ProvideUserDetailsADU signatureAlgorithm
apduldentifier ReportCCCEventADU issuer
ProvideUser|dListADU serialNumber
PaymentAnnouncementADL spduCanentbiness
ContractlssuerListADU signatureDate

certificates
signingCertificate

Figure 4 — InfoExchange data type structure

The clauses that follow describe the APCI and the ADUs for the defined APDUs.
APDUs are described in the following terms:

1. tables that list the parameters that make up the APDUs. For each table, the parameter names
are listed, together with an indication of their fields and formats and whether the parameter is
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mandatory (m) or optional (0). The parameter description is indicative and is formally specified in
Annex A. In cases where there are discrepancies, the formal definition in Annex A takes precedence;

2. additional semantics definition, and, given as text after each table, usage of each parameter.

6.2.2 Application Protocol Control Information

The APCI for all APDUs shall consist of the fields described in Table 4.

Table 4 — APCI fields

Field name Data type/Data description m/o
aidldentifier INTEGER on two octets identifying the protocol version m
apdyOriginator Entity identifier (ASN.1 Provider type) of the APDU contents geferator m
inforimationSenderID Entity identifier (ASN.1 Provider type) of the APDU sender: m
informationRecipientID Entity identifier (ASN.1 Provider type) of the APDU receiver m
apdyldentifier INTEGER that identifies this APDU m
prevjousApduld INTEGER that identifies a different APDU 0
nextApduld INTEGER that identifies a different APDUY 0
inRepponseToApduld INTEGER that identifies a different ABDY 0
apdyDate Time stamp formatted as ASN.1 GeneralizedTime type m
aidldentifier shall identify the Protocol Version number. aidldentifier = 0 shall be used to indicate

this International Standard version.

apdyOriginator shall be the identifier of the entity originating the contents of the APD

U, and is an

entitly of type Toll Charger or Service Provider, That may or may not be the Information Ser{der.

informationSenderID shall identify theentity actually sending the APDU. It may be used
technical entity supporting the apduOriginator in the task of transferring information. It

the s

info1
contg
valug
poss

apdy

hme identifier as the apduOriginator field, when the originator and the sender are the

'mationRecipientID shall be the identifier of the addressed entity responsible for pr

to identify a
may contain
same entity.

bcessing the

ent of the APDU and is ‘ad entity of type Toll Charger or Service Provider. In some APDUs a null
 is admitted for this\field, with the meaning that the ADU(s) herein contained are int¢nded for all

ble recipients of the-APDU.

[Identifier shall be a unique identifier for each given apduOriginator that is assi

apd

Originatoriltis used to either acknowledge or request retransmission of a previously i

previiousApduld can optionally indicate that the APDU is related to a previously sent
the dpdaOriginator. The field contains the identification of the APDU in terms of apduOr
apdulldéntifier. This field, together with the nextApduld field, can be used to identify chain§ of APDUs.

rned by the
tsued APDU.

APDU from
ginator and

nextApduld can optionally indicate that the APDU is related to a next to be sent APDU from the
apduOriginator. The field contains the identification of the APDU in terms of apduOriginator and
apduldentifier. This field, together with the previousApduld field, can be used to identify chains of APDUs.

inResponseToApduld can optionally indicate that the APDU is either a response to a request or an
ACK. It may be needed to identify a chain of APDUs to be processed in a workflow. The field contains the
identification of the APDU in terms of apduOriginator and apduldentifier.

apduDate shall specify a time stamp for the APDU.

6.2.3 Application Data Units

The Application Data Units (ADUs field) shall contain one or more data structures of the same type.
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The ADUs listed in Table 5 are defined in this International Standard.

Table 5 — ADUs overview

contractual information

Functionality ADU type name Description
Basic RequestADU Generic request
AckADU Generic acknowledge
StatusADU Generic status
Exchange trust objects TrustObjectADU Send trust objects
Exchange EHC context data and EfcContextDataADU Send EFC context data

ContractlssuerListADU

Provide contractual information pn
users

Manage exception lists ExceptionListADU Send exception list
ReportAbnormalOBEADU Report abnormal OBE
Report toll declarations TollDeclarationADU Toll declaratign
Report billinlg details BillingDetailsADU Billing details
Payment setflement PaymentClaimADU Payment claim

PaymentAnnouncementADU

Payment announcement

Exchange en|

forcement data

ProvideUserDetailsADU Provide user details

ReportCCCEventADU Report CCC event
ProvideUserldListADU Provide a user list
Exchange quility assurance parameters |ReportQAADU Report QA

These data

6.3 Requ

The reques

recipient of]

specific dat

The Reques
a different
structure, W

tructures are specified in 6.3 to 6.18.

estADU data structure

Table 6 — RequestADU fields

[ADU is made of one data structure of type RequestADU. It is used to indicate t¢ the
the request ADU the genéral readiness to receive, or the specific request to recejve a
h structure.

FADU type is a choice-(ASN.1 CHOICE) among different substructures, each one specifying
Lype of request~Table 6 describes the fields defined as CHOICE in a RequestADU|data
hich is formally'défined in Annex A.

Field

name

Data type/Data description

genericRequ

St

Record (ASN.1 SEQUENCE) made of the following fields:

=

N/

requestedADUType, apduldentifier, numberOfADUStruct
(see description below Table 6)

exceptionLis

tRequest

Record (ASN.1 SEQUENCE) made of the following fields:
requestedADUType(exceptionListRequest), period,
exceptionListType (see description below Table 6)

N/A

trustObjectRequest

Record (ASN.1 SEQUENCE) made of the following fields:
requestedADUType(trustObject), requestedTrustObject
(see description below Table 6)

N/A

tollDeclarati

onRequest

Record (ASN.1 SEQUENCE) made of the following fields:
requestedADUType(TollDeclaration), userld, startTime, endTime
(see description below Table 6)

N/A
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Table 6 (continued)
Field name Data type/Data description m/o
userDetailsRequest Record (ASN.1 SEQUENCE) made of the following fields: N/A

requestedADUType(userDetails), userld,
listOfParametersRequested, userDetailsRequestReason,
userInfoValidityPeriod (see description below Table 6)

cccEventRequest Record (ASN.1 SEQUENCE) made of the following fields: N/A
requestedADUType(reportCCCEventADU), userld, startTime,
endTime (see description below Table 6)

user icanr}nncf Record (AQ]\T 1 QF‘Q”F‘NFF) made ofthe Fn”nun'ng fields: N/A

requestedADUType(provideUserldListADU), userldRequestType,
userld, userIdRequestTime (see description below Table 6)

If thg genericRequest is selected, the following rules apply:

1. all fields are optional. If no fields are specified, the RequestADU indicatés-a general readiness to

receive;

2. if the requestedADUType field is specified, an ADU of the indicated data type is exjpected. It is
i1sed to indicate readiness to receive ADUs of the indicated type;

3. ifthe requestedADUType field is specified, the apduldentifier may be specified;

4. if the apduldentifier is specified, an ADU of the given type, which was previously transmitted in a
APDU identified by the apduldentifier field, is requested to be re-transmitted. If no apdquldentifier
is specified, this ADU may be transferred to all pessible recipients by specifying a null|value in the
nformationRecipientID field of the APCI;

5. if the apduldentifier field is specified, a\'numberOfADUStructs field may be spgcified. If a

umberOfADUStructs field is specified@s n, the request is to re-transmit a previously fransmitted
data structure of the same type and with the same identifier, containing only the nth igstance.

If thg exceptionListRequest is selected, the following rules apply:

1. requestedADUType field shall bear the value “exceptionListADU”;

2. period field can optionally request to retransmit all ExceptionList ADUs that are rdlated to the
given period of time;

3. ¢xceptionListType field can optionally request to retransmit all ExceptionList ADU$ that are of

4 dFrustObjeetficld-shaleither-speeifyatrust-objectidentifier—whenanaleady issued
trust object is requested to be resent, or indicate the type and, optionally, the purpose, of the
required trust object. In case no specific trust object Type is to be requested, then a genericRequest
shall be used, with the requested ADUType field bearing the value “trustObjectADU".

If the tollDeclarationRequest is selected, the following rules apply:
1. requestedADUType field shall bear the value “tollDeclarationADU”;

2. userld field can optionally specify the Userld for which the toll declarations are requested. If it
is not specified then the response shall include all toll declarations for all Userlds linked to the
Service Provider;

3. startTime field can optionally specify a start of a period for which toll declarations are requested.
If it is not specified then the response shall include all historic toll declarations;
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4. endTime field can optionally specify the end of a period for which toll declarations are requested.
If it is not specified then the response shall include all toll declarations up to the time the request
ADU was generated;

5. if none of the optional fields is specified, then a genericRequest shall be used, with the
requestedADUType field bearing the value “tollDeclarationADU”.

If the userDetailsRequest is selected, the following rules apply:
1. requestedADUType field shall bear the value “provideUserDetailsADU”;

2. userld field shall specify the Userld for which the additional details are requested;

3. listOfParametersRequested can optionally be used to specify which additional parametdrs, if
any, are|required. If this field is not specified then the response shall contain all available.detalils;

4. userDetailsRequestReason can optionally be used to specify the reason for the request;

5. userInfioValidityPeriod can optionally be used to request user information related to the spegified
period in time, including cases where user information is varied during the period. If not specjfied,
the curgently available user information is meant to be requested.

If the cccEventRequest is selected, the following rules apply:
1. requestedADUType field shall bear the value “reportCCCEventADU”;

2. userld field can optionally specify the Userld for which the\GCC events are requested. If it is not
specified then the response shall include all historic CCC events for all Userlds associated with the
requesting Toll Service Provider;

3. startTime field can optionally specify a start of a period for which CCC events are requested. If it is
not spe¢ified then the response shall include all-historic CCC events for the specified Userld ar for
all User|ds associated with the requesting Toll Sérvice Provider;

4. endTime field can optionally specify the-entd of a period for which CCC events are requested. [f it is
not spegified then the response shall incltude all CCC events for the specified Userld or for all Usgrlds
associated with the requesting TollsService Provider up to the time the request ADU was generfated.

If the userlistRequest is selected, the Toll Charger is meant to request a Toll Service Provider to
provide infgrmation on vehicles that belong to the same Service User. The following rules apply:

1. requestedADUType fi€ld)shall bear the value “provideUserldListADU”;

2. userldRequestTypefield shall provide the possibility to indicate the type of request. Currently,
only on¢ value is’defined: allUserldsToGivenCustomer;

3. userld field can optionally provide the identification of a vehicle or OBE that is known to th¢ Toll
Chargerl and*where further vehicles or OBEs are requested that belong to the same Service [User.

If the fietd— + HFied—th PR PR R DV DRI | IS AL ool o 1 £ db
e reratstotspecirea,tnereqtestis—totretrieveaetatrsorarnthatTor susers—asrirtet y

userldRequestType;

4. userldRequestTime field can optionally provide the option to define a point of time. If this
attribute is provided, the Toll Service Provider shall answer the request based on data valid at the
provided point of time and not at the time of the request.

6.4 AckADU data structure

The ackADU is made of one data structure of the AckADU data type. The data structure is used
to indicate that a specific data structure has been received. It can optionally indicate acceptance or
rejection of the previously received data structure, or of the whole APDU that transported the data
structure. When transferring this ADU, the value in the informationRecipientID field of the APCI shall
identify a valid entity (a null value is not permitted).

24 © IS0 2015 - All rights reserved


https://standardsiso.com/api/?name=9022918e041d5a66c351b8fbe72b2e79

ISO 1285

5:2015(E)

Table 7 describes the fields in an AckADU data structure, which is formally defined in Annex A.

Table 7 — AckADU fields

Field name Data type/Data description

apdu

Identifier INTEGER that identifies an APDU

expli

Record made of fields of the same type (ASN.1 SEQUENCE OF), each one of
type INTEGER, identifying an ADU in the acknowledged APDU

citlyAckedAdus

apdu

AckCode INTEGER representing the ApduReasonCode

AckText

apd

Additiconaltextualinformation nvprnccnr‘ 2s ASN 1 ]TTFQQfFing fypn

issuq

Series of records (ASN.1 SEQUENCE OF SEQUENCE), each record madeof.
the following fields: issueADUStruct, issueLocation, issueContent,
issueCode, issueText (see the description below)

S

apdy
ackn

expl
If ex
cont

apdy
apdu
resp
itself
indid
in th

apdy

EXAN
exchd

indic
accey

issug
in th
indiy
cont
furth

pwledged.

jcitlyAckedAdus can optionally indicate the ADUs in the APDUbeing explicitly acl
plicitlyAckedAdus is not present, then the whole APDU is ackriowledged together w
nined in it.

jAckCode shall contain the status of the APDU or a rease® for accepting or rejecting th

b issues field.

PLE

hting for each of the rejected.ADUs the reason for rejection. If all billing details are to be
tance of the APDU is sufficiént.

ps can optionally praovide detailed error information that responds to multiple instan
e APDU being acknewledged. This allows the system to accept an APDU as a whole, bu
idually reject simgle ADUs. The only mandatory subfield in this structure is issue
ins the reasemcode (see Table 8). The subfields issueLocation, issueContent and issug
er definedtand can optionally be used based on bilateral negotiations.

(Identifier shall indicate the identifier of the APDU containing the~data structifire(s) being

rnowledged.
th all ADUs

APDU. The

AckCode accepts or rejects an APDU as a whole. If antAPDU is accepted, there can be additional
bnses on individual elements of the APDU (ADUs). A*single ADU could be rejected while the APDU
is accepted. This is dealt with by using the optignal issues field (see below). If the apduAckCode
ates rejection, the whole APDU is rejected, irrespective of the possible acceptance codes indicated

AckText can optionally add a text to funther explain the reason for accepting or rejecting the APDU.

A number of data structures of the type BillingDetails have been transferred in a previous data
nge. The receiver of that data structure accepts one specific BillingDetails, and rejects all otHers. To do so,
it issyles an Ack ADU identifying the APDU that contains the BillingDetails data structures previo

sly received,
hccepted, the

ces of ADUs

L to possibly

Code, which
Text are not

Valugs of the*AduReasonCode are reserved for CEN and ISO use. The values that are defined in this
Interjnational Standard are listed (in decimal notation) in Table 8 and are formally defined |n Annex A.
Table 8 — AduReasonCode values

Name Meaning Value
invalidADU The specified ADU is invalid 0
notSupportedADU The specified ADU is not supported 1
reserved Codes reserved for trust object exchange 2.99
errors
trustObjectExpired The exchanged trust object is not more 100
valid
trustObjectUnreadable The received trust object is not readable 101
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Table 8 (continued)

been rejected

Name Meaning Value

reserved Codes reserved for trust object exchange 102..199
errors

contextDataChargeObjectldRejected The charge object Id in context data has 200
been rejected

contextDataChargeObjectDescriptionRejected The charge object description has been 201
rejected

contextDataSystemTypeRejected The system type in context data has been 202
rejected

contextDatafhargeObjectTypeRejected The type of charge object in context data 202
has been rejected

contextDataollChargerRejected The toll charger in context data has been 204
rejected

contextDatafhargeObjectValidityStartRejected The start of validity of the charge object in 205
context data has been rejected

contextDatafhargeObjectValidityEndRejected The end of validity of the charge'ebject in 206
context data has been rejecteéd

reserved Codes reserved for contéxt'data exchange 207..299
errors

reserved Codes reserved for gontract issuer ex- 300..39p9
change errors

exceptionLigtsVersionRejected The exceptionlist version has been rejected 400

exceptionLisgtsTypeRejected The typesof exception list has been rejected 401

exceptionLigtsUserldRejected Theuser ID in exception list has been 402
rejected

exceptionLigtsBlockTypeRejected The type of block in exception list has been 403
rejected

exceptionLigtsReasonCodeRejected The reason code in exception list has been 404
rejected

exceptionLigtsDateAndTimeRejected The date and time in exception list has been 405
rejected

reserved Codes reserved for exception lists exchange 406..499
errors

abnormalObgUserIdRejected The user id in abnormal OBE has been 500
rejected

abnormalObgDateAndTimeRejected The date and time in exception list has been 501
rejected

abnormalObeReasentodeRejeeted ThereaserrcodeinrabnormalOBE-hasbeen 562
rejected

reserved Codes reserved for abnormal OBE exchange 503..599
errors

reserved Codes reserved for toll declarations ex- 603..699
change errors

billingDetailsIssuerldRejected The issuer in billing details has been reject- 700
ed

billingDetailsClaimIdRejected The claim id in billing details has been 701
rejected

billingDetailsTollChargerldRejected The Toll Charger id in billing details has 702

26
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Table 8 (continued)
Name Meaning Value

billingDetailsContextldRejected The context id in billing details has been 703
rejected

billingDetailsUserldRejected The user id in billing details has been 704
rejected

billingDetailsPeriodRejected The period in billing details has been re- 705
jected

billingDetailsAmountRejected The amount in billing details has been 706
rejected

billingDetailsContextNameRejected The context name in billing details has been 707
rejected

billingDetailsAppliedUserClassRejected The applied user class in billing details has 708
been rejected

billingDetailsDeclaredVehicleClassRejected The declared vehicle class in billing details 709
has been rejected

billingDetailsAppliedTimeClassRejected The applied time class:in'billing details has 710
been rejected

billingDetailsEntranceTimeRejected The entrance timeé)in billing details has 711
been rejected

billingDetailsEntranceChargeObjectRejected The entrance charge object in billing details 712
has been rejected

billingDetailsIntermediateSectionRejected The intermediate section in billing details 713
haSbeen rejected

billingDetailsExitChargeObjectRejected The exit charge object in billing details has 714
been rejected

billingDetailsExitTimeRejected The exit time in billing details has been 715
rejected

resefved Codes reserved for billing details exchange 716..799
errors

claimRejectedByTSP The related payment claim has been reject- 800
ed by the TSP

claimApprovedByTSP The related payment claim has been ap- 801
proved by the TSP

paymentClaimIdRejected The id in payment claim has been rejected 802

paymentStartDateTimeRejected The start date and time in payment claim 803
has been rejected

paymentEndDateTimeRejected The end date and time in payment claim has 804
been rejected

paymentUserldRejected The user id in payment claim has been 805
rejected

paymentAmountRejected The amount in payment claim has been 806
rejected

paymentStatusRejected The status in payment claim has been 807
rejected

paymentTypeOfFeeRejected The type of fee in payment claim has been 808
rejected

paymentRelatedApduldRejected The related APDU id in payment claim has 809

been rejected
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Table 8 (continued)
Name Meaning Value

reserved Codes reserved for payment claim exchange| 810..899
errors

reserved Codes reserved for payment announcement 900..999
exchange errors

reserved Codes reserved for provide user details 1000..1099
exchange errors

reserved Codes reserved for provide user lists ex- 1100..1199
change errors

reportQAAcgepted The quality assurance parameters have 1200
been accepted

reportQANofAccepted The quality assurance parameters have 1201
been rejected

paymentGuaranteeAccepted The payment guarantee has been accepted 1207

smCCBackEndDataCheckingThresholdExceeded Secure monitoring reason code 1203

reserved Codes reserved for quality asstirance ex- 1204..1299
change errors

reserved Codes reserved for fupure/ISO/CEN exten- 1300..10000
sions

reserved Codes reserved forprivate extensions de- 10000 ..
fined in bilateraliagreements between TCs
and TSPs

The following rules apply for handling the reception of.ai’ AckADU:

1. if the apduAckCode field indicates rejection*(value of aduNotOK), the whole referred APDU is
rejected. The value of the explicitlyAcked Adus parameter value is meaningless;

2. if the apduAckCode field indicates acceptance, the referred APDU is accepted (syntactically and
semantically correct). If the explicitlyAckedAdus field is empty, all ADUs contained in the ref¢rred
APDU ate positively acknowledgéd;

3. Ifthe agduAckCode indicatesacceptance, but the explicitlyAcked Adus field is not empty, some ¢f the
ADUs contained in the referred APDU are not positively acknowledged. The explicitlyAckedfAdus
field shall list the ADUs“that are not positively acknowledged by their position (order numbg¢r) in
the referred APDU. In this case, the issues field shall list these ADUs by their position and gives for
each onf a related AduReasonCode value.

6.5 StatusADU-data structure

The statusAlDU4s made up of one data structure of the StatusADU data type. It can be used to indicate to
the recipient that previously sent APDUs are obsolete (e.g. to support rollback scenarios) or to indicate
the inability to receive APDUs. When transferring this ADU, the value in the informationRecipientID
field of the APCI shall identify a valid entity (a null value is not permitted).

Table 9 indicates the fields of the StatusADU data structure, which is formally defined in Annex A.

Table 9 — StatusADU fields

Field name Data type/Data description m/o
generalStatusCode INTEGER defined as GeneralStatusCode m
apduStatusCode Record (ASN.1 SEQUENCE) made of the following fields: apdu, 0

reasonOfADUStruct
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generalStatusCode shall indicate readiness to receive APDUs. The following values are allowed:

— 1, notready to receive;

— 2, ready to receive.

apduStatusCode can optionally provide APDU-specific reason codes as a sequence of one or more
reason codes for each by ADU in a related APDU. The apdu field identifies the APDU that contains the
ADUs. The reasonOfADUStruct gives an AduReasonCode for each ADU within the APDU.

6.6

TrustObjectsADU data structure

The frust objects ADU can be used by either the Toll Charger or the Toll Service Provyide

trust
ADU
infor

all possible recipients.

objects. The ADU can be either sent as a response to a Request ADU or initiate
if new versions of trust objects are available. When transferring this ADU,the {
mationRecipientID field of the APCI may have a null value, to indicate that the-ADU is

I to provide
H as a push
yalue in the
ntended for

The trustObjectsADU is made of one or more data structures of the TrustObjectADU data type. Each
datafstructure may contain one or more trust objects.
Tabl¢ 10 indicates the fields in a TrustObjectsADU data structure,which is formally defined in Annex A.
Table 10 — TrustObjectADU fields
Field name Data type/Data description m/o

trus{ObjectID INTEGER m
purposesOfTrustObject Record made of fields.of the same type (ASN.1 SEQUENCE OF), m

each one of type INTEGER
startValidity Time stamp expressed as ASN.1 GeneralizedTime 0
endValidity Time stamp’expressed as ASN.1 GeneralizedTime 0
trus{ObjectStatus INTEGER defined as TrustObjectStatus m
trus{Object TrustObjectCode 0
trustObjectID shall indicaté the identifier for the trust object.
purposesOfTrustObjects shall be used to indicate the possible usage(s) the trust object {s meant for.
It is a list of values, td_signify that each trust object may be used for multiple purposes. Valyes can be:

— 1

rustObjects'{0), unspecified purpose;

SRCCharging (1), to validate authenticators from DSRC charging applications;

SRCAC (2), to calculate access credentials for DSRC charging applications;

— oBEInterrogation (3), to validate authenticators received during a CCC transaction;

— oBEInterrogationAC (4), to calculate access credentials for CCC;

— sIGExceptionList (5), to authenticate received exception lists;

— slGContextData (6), to authenticate received context data;

— sIGBillingDetails (7), to authenticate received billing details;

— slGFiscalObjects (8), to authenticate received fiscal objects;

— slGCommunication (9), to authenticate received ADUs by infoExchangeAuthenticator;

— eNCCommunication (10), to decrypt received ADUs;
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dSRCKeyEncryption (11), to encrypt DSRC keys;
secChannelEstablishment (12), certificate to establish [PSec (VPN);

certlssuing (13), certificate to issue certificates;

Communication (14), user certificate to verify communication via, e.g. email;

certRevocationListing (15), certificate revocation list;

siGChargeReport (16), certificate or certificate chain to validate charge report.

med that it is valid with immediate effect.

' can optionally indicate the expiry date for a trust object. If this is not completed tH

shall be ass@imed that there is no expiry data.

trustObject
following v3
— 0, foraj
— 1, foran
— 2,foral
trustObject
Internationd
1. certifics
2. publicK
3. DSRC ke
4. MACke
5. DSRC ke
6. generic

For each def]

The Certifig
structure a

Status shall be used to indicate the status of the specified trust object: It can tak
lues:

ralid trust object;
invalid trust object;
‘evoked trust object.

shall contain the definition of the trust object.» Trust object types defined in
1] Standard are:

ites;

eys;

ys;

'S,

y references;

trust objects.

ined type of trust-object, a different definition applies, as per the following.

tateObject Structure allows exchanging certificates between TC and TSP. The certif
nd coding,'shall be according to ISO/IEC 9594-8. Table 11 explains the fields ij

CertificateOpbject structure, which is formally defined in Annex A.

Table 11 — CertificateObject fields

en it

b the

this

icate
1 the

Field name Data type/Data description m/o
certificateType INTEGER defined as CertificateType m
certificate OCTET STRING containing the certificate m

The certificateType field specifies the type of certificate as a one byte INTEGER. It can take the
following values:

30

0, indicating a Toll Charger certificate for HTTPS usage;
1, indicating a Toll Charger certificate for email exchange;

2, indicating a Toll Charger certificate for signatures;
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— 3, indicating the Toll Chargers’ sub-Certification Authority certificate;

— 4, indicating the Toll Chargers’ root-Certification Authority certificate;

— 5, indicating a Toll Service Provider certificate for HTTPS usage;

— 6, indicating a Toll Service Provider certificate for email exchange;

— 7, indicating a Toll Service Provider certificate for signatures;

— 8, indicating the Toll Service Provider sub-Certification Authority certificate;

[ - - =l T 1l C - D A | Fa al dnados. dnn A =l e dnydo de
- , HIUICAUIIG LT TUIT OCT VILT T TUVIUCT TOUTUCTLTICALIUIT AULITUTILY CTILTILALT,

— 10, indicating the Toll Service Provider charge report verification.
The ¢ertificate field contains the actual public-key certificate according to ISO/IEC)9594-8

The |PublicKeyObject type is used to transfer public keys whose authenticity is proven by a
fingdrprint exchanged over another communication channel. Public keys without a certificate may
be used to establish the initial trust relation between TC and TSP. Table-12 explains the ffields in the
PublicKeyObject structure, which is formally defined in Annex A.

Table 12 — PublicKeyObjectfields

Field name Data type/Data description m/o
publicKeyType INTEGER defined as PublicKeyType m
serigINumber INTEGER m
issudr Identifier of the key issuer as-ASN.1 Provider type m
algorithmldentifier Algorithmldentifier type as‘imported from ISO/IEC 9594-8 m
publicKey OCTET STRING m

The publicKeyType field specifies the type of key. A key can be:

— IkpupTcSignature, which is assignature key of the Toll Charger;

— kpupTcEncrypt, which is.ah encryption key for the Toll Charger;

— kpupTspSignature; which is a signature key of the Toll Service Provider;
— kpupTspEncrypt)which is an encryption key for the Toll Service Provider.
The serialNumber field is an INTEGER indicating the key’s serial number.

The issuetfield specifies the issuer of the key in the format of a provider data type.

The lalgorithmldentifier field identifies the public key algorithm, e.g. RSA, as imported from
ISO/IEC 9594-8.

The publicKey field contains the key.

The DSRCKeyObject type allows the exchange of CCC and LAC DSRC master keys. In addition, the structure
allows sending a DSRC master key, which is encrypted by means of a public key without a certificate.
Table 13 explains the fields in the DSRCKeyObject structure, which is formally defined in Annex A.
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Table 13 — DsrcKeyObject fields

Field name Data type/Data description m/o
encryptionKeyld ASN.1 CHOICE type between certificate or publicKey m
timestamp Time stamp expressed as ASN.1 UTCTime m
dsrcKeys Series of records (ASN.1 SEQUENCE OF SEQUENCE), each record m

containing the following fields: eFCCM, key

The encryptionKeyld field identifies the encryption type used. It is a couple (serial number, issuer)
identifying either a certificate or a public key.

The timestamp field contains the time of the encryption.

The dsrcKeys field identifies a series of couples (EFC Context Mark, key) to be used jn the DSRC
environment. Each key is a record (EncrKey data type, an ASN.1 SEQUENCE) containinig the type of
the key, the key reference as an integer used to identify the key, the encrypted value dfthe key, the key
verification|code and an optional description of the key.

Some data e|ements are possibly authenticated by a derived MAC (see ISO 17575+1). The MacKeyObject
e exchange of MAC master keys. Table 14 explains the fields in the MacKeyObject strudture,
which is formally defined in Annex A.

allows for th

Table 14 — MacKeyObject fields

Field hame Data type/Data description m/¢
serialNumbdr CertificateSerialNumber as imported from ISO/IEC 9594-8 m
issuer Name, as imported from ISO/IEC 9594-8 m
timestamp Time stamp, expressed as ASN.:LUTCTime type m
algorithmldé¢ntifier Algorithmldentifier, as imported from ISO/IEC 9594-8 m
masterKeyRef INTEGER m
encrKey OCTET STRING m
kVC OCTET STRING m

The serialNumber field specifies-the’serial number of the certificate used.

The issuer f

The timestamp field spevifies the time of the encryption.
The algorithmldentifier field identifies the public key algorithm, e.g. RSA.

The masterKeyRef field identifies the master key used for encryption.

ield specifies the.name of the certificate’s receiver.

moetholravthat b
¥ t tf

ferredto-byserialNumber

The encrKe

and issuer of Key.

<
T TrrCIsCy oo

The KVC field is the key verification code according to ISO 11568-2, calculated encrypting one block
size of zeros with the plain key, then truncated to leftmost three bytes.

The DSRCKeyRef type allows exchanging a non repudiation key reference for, e.g. CCC (ISO 12813)
or LAC (ISO 13141). Table 15 explains the fields in the DSRCKeyRef structure, which is formally
defined in Annex A.
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Field name Data type/Data description m/o
eFCContextMark |EFCContextMark, as imported from ISO 14906 m
keyRef INTEGER m
referenceType INTEGER defined as ReferenceType m

The eFCContextMark field contains the EFC context mark as defined in ISO 14906.

The keyRef field contains the reference to the key to be used, as an INTEGER.

The referenceType field specifies the usage of the key as following:

0. (€CC non repudiation, used for non repudiation in CCC (ISO 12813);

1. (CC authentication, used for authentication in CCC (ISO 12813);

2. LAC authentication, used for authentication in LAC (ISO 13141).

The generic trust object type allows exchanging a trust object that has’hot a defined stru
ent version of this International Standard. Table 16 explains the. fields in the Generig
ture, which is formally defined in Annex A.

curr
strud

Table 16 — GenericTrustObject fields

cture in the
TrustObject

Field name Data type/Data description m/o
typePfTrustObject INTEGER defined as ListOf TrustObjectTypes m
purposesOfTrustObject |Record of fields of the same,type (ASN.1 SEQUENCE OF), each field m

of type INTEGER defined,as ListOfTrustObjectPurposes
geneficTrustObject OCTET STRING m
The typeOfTrustObject field specifies'the type of trust object. It can be, e.g. a certificate, 3 symmetric
key, & certificate revocation list, or ether trust objects as defined in Annex A.
The purposesOfTrustObject(field indicates the intended usages of the trust object as a[sequence of
integers addressing the ListOfTrustObjectPurposes data type.
The genericTrustObjeetfield contains the trust object.
6.7 | EfcContextDataADU data structure
The ADU EF€eontext data shall be used by the Toll Charger as either a response to the requ¢st ADU sent
by the Toll-Service Provider or a push ADU if new versions of EFC context attributes are avajlable. When
trangferring this ADU, the value in the informationRecipientID field of the APCI may have p null value,
to indicate that the ADU is intended for all possible recipients

The EfcContextDataADU contains optional Toll Charger related administrative information, defined by
the EntityOverview data type, and followed by one data structure of either the gnssContext data type,
dsrcContext data type or dsrcClosedContext data type.

The EfcContextDataADU data structure is described in Table 17 and is formally defined in Annex A.
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Table 17 — EfcContextDataADU fields

Toll Context based on autonomous tolling), dsrcContext (to specify a DSRC
open Toll Context), dsrcClosedContext (to specify a DSRC closed context)
See detailed description further on

Field name Data type/Data description m/o
entityOverview Record (ASN.1 SEQUENCE) of fields describing the Toll Context, 0
see Table 18
domainType Choice (ASN.1 CHOICE) of one of the following: gnssContext (to specify a m

The EntityOverview data type allows optionally to provide Toll Charger administrative information. It

is described|in Table 18 and is formally defined in Annex A.
Table 18 — EntityOverview fields
Field name Data type/Data description m{o

entityld Entity identifier defined as ASN.1 type Provider, as inherited from [SO"14906 h
entityType INTEGER defined as EntityType m
relatedEntityID Record made of fields of the same type (ASN.1 SEQUENCE OF),each one of

type Entityld
entityClass String (ASN.1 UTF8String)
nameLinel String (ASN.1 UTF8String)
nameLine2 String (ASN.1 UTF8String)
addressLinel String (ASN.1 UTF8String)
addressLinep String (ASN.1 UTF8String)

It may optionally give an address of the entity
poBox String (ASN.1 UTF8String)
zip String (ASN.1 UTF8String) h
city String (ASN.1 UTF8String) ]
country String (ASN.1 UTF8String) m
countryCods String (ASN.1 UTE8String according to ISO 3166-1-Alpha-2 code elements) m
description String (ASN.1 UTF8String)
mainContact Record (ASNuI-Sequence) defined as type EntityContact, with the following m

self-explanatory fields: .contact, telWorkingTime,

telOutSideWorkingTime,email, mobile, telFax, workingTime
customerSeifvice- |EntityContact (see above)
Contact
itContact EntityContact (see above) m
operational(on- EntityContact (see above) n
tact
commercialCon- |EntityContact (see above) m
tact
website String (ASN.1 UTF8String) 0
companyRegistra- |String (ASN.1 UTF8String) 0
tionNumber
established GeneralizedTime 0
bankDetails Record (ASN.1 SEQUENCE) made of the following self-explanatory fields: m

bankAccount, sortCode, bic, iban, currencyCode, vatID

entityld is the identifier of the entity providing the data.
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entityType indicates the type of entity. It can be a Toll Charger, a service provider or a service entity
that acts on behalf of one or more Toll Chargers or Service Providers.

relatedEntityld may optionally indicate a related entity (used in case of service entities).
entityClass may optionally describe the entity as text.

nameLinel and nameLine2 may optionally give a name of the entity.

addressLinel and addressLine2 may optionally give an address of the entity.

poBox may optionally give the post box address of the entity.

zip shall give the zip code of the entity.

city shall give the city of the entity.

country shall give the country of the entity as a character string
countryCode shall give the country code of the entity

descrription may optionally give further descriptive information of the.entity.
mainContact shall give a name acting as a main contact for the efitity.
custpmerServiceContact may optionally give a name acting as a customer service contact fpr the entity.
itContact shall give a name acting as a information technelogy contact for the entity.
operjationalContact shall give a name acting as an operational contact for the entity.
commercialContact shall give a name acting as.a‘commercial contact for the entity.
website may optionally give the url of website of the entity
companyRegistrationNumber may,eptionally give the registration number of the entity.
established may optionally give the‘registration date of the entity.

bankDetails shall give the bank coordinates of the entity.

Table 19 indicates the fields in the gnssContext data structure, which is formally defined in Annex A.

Table 19 — gnssContext fields

Field name Data type/Data description m/o
contextInterrelations |ContextInterrelations as defined in ISO 17575-3 0
regitneContextData Itis a series of records (ASN.1 SEQUENCE OF SEQUENCE), each made of th¢ m

following fields: is0175753ADU, feeModifiers

contextInterrelations can optionally define the interrelations with other toll regimes. Related rules
and configuration parameters are defined in ISO 17575-3.

regimeContextData shall be used to provide details of the GNSS context that will be used by the Toll
Service Provider to determine the behaviour of the Front End. For each record in regimeContextData,
the field is0175753ADU, inherited from ISO 17575-3, specifies the rules for collecting toll information,
and the feeModifiers field may optionally list the exempted vehicle classes or the possible discounts
for each class based on time periods.

Table 20 indicates the fields in the dsrcContext data structure, which is formally defined in Annex A.
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Table 20 — dsrcContext fields

Field name Data type/Data description m/o

regimeContextData |Itisa series of records (ASN.1 SEQUENCE OF SEQUENCE), each made of the m
following fields: iso175753ADU, feeModifiers

regimeContextData shall be used to provide details of the DSRC context that will be used by the Toll
Service Provider to determine the behaviour of the OBE. It has the same format and semantics of the
regimeContextData for the gnssContextdata structure.

The feeModifiers field may optionally list the exempted vehicle classes or the possible discounts for
each class bpsed on time periods.

Table 21 indicates the fields in the dsrcClosedContext data structure, which is formally @efingd in
Annex A.

Table 21 — dsrcClosedContext fields

Field npme Data type/Data description m/o

dsrcClosedCpntext Record (ASN.1 SEQUENCE) made of the following fields: m
ClosedContextDefinition, FeeModifiers

ClosedContextDefinition is a record (ASN.1 SEQUENCE) made of the following flelds:
closedContextType and closedSystem.

The closed(ontextType is defined as an INTEGER on one octet,that allows for distinguishing between
closed conte¢xts operated by a single operator (Toll Charger) and those made up of interconngcted
operators. Tlhe following values are defined for ClosedContextType:

— 1, only ¢ne operator (Toll Charger) is present in the whole closed system;
— 2, more|operators (Toll Chargers) are present-in the closed system.

The closedSystem field brings the physical description of the toll context and the related tariff schema
(see below)| Context information related.to a closed DSRC tolling system take into consideratioh the
various pospible configurations of such\tolling systems. The most complex case is an interconng¢cted
closed schee with multiple toll chargers (no intermediate barriers), with the possibility of varying
tariffs by seftions, toll chargers and-types of roads.

The feeModifiers field maycoptionally list the exempted vehicle classes or the possible discounts for
each class based on time periods.

The ClosedBSystem data structure is described in Table 22 and is formally defined in Annex A| The
elements of| the ClosedSystem data structure are all optional, to allow maximum flexibility ip the
definition of the closed context. However, at least one element shall be defined.

I'able 22 — Closed System data structure

Field name Data type/Data description m/o

ClosedSystem Record (ASN.1 SEQUENCE) of optional fields: tollContextOverview, m
tariffClassDefinition, localVehicleClassDefinition, timeClassDefinition,
userClassDefinition, feeDefinition

The first 5 elements of the ClosedSystem data structure - tollContextOverview, tariffClassDefinition,
localVehicleClassDefinition, timeClassDefinition and userClassDefinition - are imported from
ISO 17575-3 and bear the same semantics.

The FeeDefinition data type allows defining two basic modes of tolling: one based on the recognition
of tolling points encountered by the vehicle while traversing the toll context between an entry and
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an exit point, and a second one based on pre-defined paths between an entry and an exit point. The
FeeDefinition data type is formally defined in Annex A and described in Table 23.

Table 23 — Fee Definition data structure

Field name Data type/Data description m/o
FeeDefinition Choice (ASN.1 CHOICE) between actualPath and predefinedPath N/A
The two possible types of tolling in the closed DSRC system are specified in 6.7.1 and 6.7.2.
6.7. I—ActualPath—telling by recognition-ef traversed-points
The ActualPath data type is expressed as a record (ASN.1 SEQUENCE) made of the following fields:
— tariffTable which is defined by the TariffTable data type inherited from ISO ¥7575-3, and with the
§ame semantics;
— (losedContextLayout, which is the description of the toll context.
Both|fields are optional. However, at least one field shall be defined.
The layout of the closed context is defined as a set of boundary paints as minimum, but can further sub-
strugtured into closed sections, as described in Table 24 and formally defined in Annex A.
Table 24 — Closed Context Layout data structure
Field name Data type/Data description m/o

Clos¢dContextLayout |Record (ASN.1 SEQUENCE) made of the following fields: tollOperators, N/A

dsrcChargeObjects, internalPoints, interconnectionPoints, closedSec-

tions,

tollContextLayoutVersion, VersionAndValidity, tollContextAuthenticator.
The tollOperators field allows for gptionally defining the interconnected toll chargers that operate
insijs the closed system. If not specified, the toll charger that originates the efcContextDataADU shall
be meant as the only toll chargeftoperating in the domain.
To describe a DSRC closed telling system, a boundary (points where vehicles enter/exit the system)
shall{be identified. The dsrcChargeObjects field defines the toll domain as a record madg of fields of
the spme type DsrcChargeObjectld (ASN.1 SEQUENCE OF), which can be used to specify thls boundary.
This|is the minimum-required description of the closed layout when the actualPath btanch of the
CHOICE is selected:
Howegver, there/might be the need to specify additional information in the toll domain when multiple
toll dhargers are operating within it. As a tolling system is generally a meshed network, when the toll

jast based on entry/exit stations (boundaries) it may be necessary to use additionfal detection

insi i i icle i e network.
These location points are described by the ASN.1 type InternalPoints and can optionally be specified
by the internalPoints field.

The interconnectionPoints field can optionally be used, in cases where there is a multi-toll charger
closed system, to specify identified interconnection points between sections belonging to different
toll chargers.

When multiple toll chargers are present in the same DSRC closed context system, closed sections, and
segments (see Figure 5) may be specified. A closed section is defined as a record (ASN.1 SEQUENCE)
of the following fields:

— segments, which is a record of fields of the same type (ASN.1 SEQUENCE OF) ClosedSegment (see
below);
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— operatedBy, which is an optional record (ASN.1 SEQUENCE) that contains the Toll Operator
identifier as an ASN.1 provider type, and an optional description;

— applicableTimeClasses, which is an optional record of fields of the same type (ASN.1 SEQUENCE
OF) TimeClassld, imported by ISO 17575-3 with the same semantics;

— locationClass, which is a field of type LocationClassld imported by ISO 17575-3 with the same
semantics.

A ClosedSection is a set of consecutive segments that belong to the same Toll Charger and the same set
of applicable TimeClass (inherited type from ISO 17575-3).

A segment shall be defined as a part of the tolling system that:

1. doesno
does no
does no
belongs

has the

> o0 o W

segment i

L include tolling stations;

L include connections with other closed sections;

L contain bifurcations or joins;

to a unique toll domain;

same direction as other preceding or following segments.

b defined by a set of attributes:

1. startOfSegment, which can be alternatively the point of bifurcation or joining with other segments

(indicaf]
toll dom

2. endOfS
3. chargel
effectiv

4. realDistance, which can optionally indicate the actual length of the segment.

A general 19
indicated by
vehicles wh

ed by a SEQUENCE of Segmentlds), or a tolling station, or the interconnection with an
ain, or the border with another closed section of'the same toll charger;

egment, defined in the same way as startOfSegment;

Distance, which is the segment length(uised to compute the related tariff. It may b
e length of the road or any other conventional length used to compute the toll;

yout of a closed system isidepicted in Figure 5. In the figure, different Toll Charger
r hexagons in different shades of gray and lines represent paths that can be traversg
en in the closed system,

bther

b the

5 are
d by

Figure 5 — DSRC closed system

The tollDefinitionVersion field defines the version and validity of the toll layout.

The tollDefinitionAuthenticator can optionally be used to authenticate the layout definition.
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6.7.2 PreDefinedPath: Tolling by predefined paths

An alternate type of tolling for a closed DSRC system is by predefined paths. In this case, the tariff
structure shall be based on entry point, exit point and one of a set of possible predefined paths between
entry and exit.

NOTE This type of tolling is currently in use in the Italian tolling system.

The PredefinedPath data type is expressed as a record (ASN.1 SEQUENCE) made of a tollDefinition
field and of a pathDefinition field, which, respectively, define the tariff structure and the layout of
the closed DSRC system. Both elements of the SEQUENCE are optional, in order to avoid re-sending the

lay()] t structure (pvnnf with a low occurrence Frpnlnnnr‘y) when nn]y the tariffs r‘h:xngp (nvent with a

higher occurrence frequency). However, at least one element of the SEQUENCE shall be défiped.

The TollDefinition data type is formally defined in Annex A and described in Table 25:

Table 25 — TollDefinition data structure

Field name Data type/Data description m/o
tollThble Series of records (ASN.1 SEQUENCE OF SEQUENCE), where each recdrd m
is made of the following fields: tollPath, tariffClassld, fee
tollDefinitionVersion VersionAndValidity type, as imported frem ISO 17575-3 m
tollDlefinitionAuthenticator |Authenticator defined as ASN.1 AuthenticatorEfc 0

The tollTable field allows for describing the tariff schema'as a multi-dimensional table, where for each
occufrence of entry and exit (identified by DSRCChargeObjects) a number of paths can |be uniquely
identified within the scope (entry point, exit point), The tollTable is a record (ASN.1 SEQUENCE) of the
following fields:

— tollPath, which is a record (ASN.1 SEQUENCE) made of the following fields:

+ entryDSRCChargeObject, which specifies the entry point in the closed system ps an ASN.1
DSRCChargeObijectld type;

1+ internalPathld, which identifies one possible path between the entry and the exit|points as an
InternalPathld (ASN-I\DSRCChargeObjectld type);

+ exitDSRCChargéObject, which specifies the exit point in the closed system 3s an ASN.1
DSRCChargeQbjectld type;

— ftariffClassld;which identifies the tariff to be applied for the tollPath as an ASN.1 TjariffClassld,
ported friom ISO 17575-3 with the same format and semantics;

— fee, which contains the applied fee, is used elsewhere in this International Stanflard and is
efifed of type ExtendedPaymentAmount data type, which is a record (ASN.1 SEQUENCE) of
hefollowing fields:

— paymentFeeAmount: indicates the net amount as a signed INTEGER;

— paymentFeeUnit: indicates the unit of payment. The related type is imported from
ISO 14906:2011/Amd1:2015;

— vatRate: indicates the VAT in 0.01 % as an INTEGER ranging from 0 to 10 000.
The tollDefinitionVersion field shall define the version and validity of the toll table.
The tollDefinitionAuthenticator can optionally be used to authenticate the table definition.

The PathDefinition data type is formally defined in Annex A and is described in Table 26.
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Table 26 — PathDefinition data structure

Field name Data type/Data description m/o
pathTable Series of records (ASN.1 SEQUENCE OF SEQUENCE), each record made of | m
the following fields: pathComposition, pathDescription
pathDefinitionVersion VersionAndValidity type, as imported from ISO 17575-3 m
pathDefinitionAuthenticator |Authenticator defined as ASN.1 AuthenticatorEfc m

The pathTable field lists all defined paths in the closed system. Each path shall be defined in the
pathComposition field by an entry charge object, an exit charge object, a unique identifier within
the scope (emtry object, exitobjectyand; optionatty, by a tist of observation poimnts, which cam be gither
internal points or interconnection points (see 6.7.1).

The pathD]finitionVersion field shall define the version and validity of the path definition.

The pathDefinitionAuthenticator can optionally be used to authenticate the path definition.

6.8 ContractlssuerListADU data structure

The contract issuer list ADU is used by a Toll Service Provider to provide Toll.Charger with contraftual
information|stored on OBEs.

The contradtissuerListADU is made up of one data structure of the\ContractlssuerListADU data Lype,
which is a sqquence of information related to the supported OBEs. When transferring this ADU, the yalue
in the informationRecipientID field of the APCI shall identify a valid'entity (a null value is not permitted).

Table 27 ind‘licates the fields of the SEQUENCE data type that'eonstitute the ContractlssuerListADU. The
ContractlssyierListADU is formally defined in Annex A,

Table 27 — ContractlssuerListADU fields

Field name Data type/Data description m/o
efcContextMark EFC-ContextMark as inherited from ISO 14906 m
equipmentClass INTEGER (0..32767) m
manufacturerID INTEGER(O.. 65535) m
uniquePartOfPan UTF8String m
typeOfEFCApplica;* |UTF8String m
tion
securityLéyel UTF8String m
acCrKeyReéference INTEGER (0..255) m
authKeyReference INTEGER m
validFrom GeneralizedTime m

efContextMark shall contain the EFC context mark as stored in the OBE.

equipmentClass shall contain the equipment class as stored in the OBE.

manufacturerlID shall contain the manufacturer id as stored in the OBE and defined in ISO 14906.
uniquePartOfPan shall contain the leftmost unique digits of PAN.

typeOfEFCApplication shall specify the EFC application to use for the specific context mark (e.g.
EN 15509, GNSS, PISTA, UN], etc.).

securityLevel shall specify the security level to use for the defined EFC application.

acCrKeyReference shall specify the key in the keyset to use for access credentials.
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authKeyReference shall specify the key in the keyset to use for TSP authenticator.
validFrom shall specify the starting time the information is considered valid.

The TSP shall provide one structure for each OBE it wants to be specified. This means, for example, that
if a TSP is using OBEs from different manufacturers for the same PAN, the TSP has to provide a series of
ContractlssuerListADUs, one for each manufacturer id.

6.9 ExceptionListADU data structure

The exception list ADU can be used by the Toll Service Provider to provide either a response to a request
for apecific versiomof amexception {ist by a Tott Charger oras a pusit ADY i amupdatedekception list
is available.

The exceptionListADU is made up of a single data structure of the ExceptionListADUrdataltype. When
trangferring this ADU, the value in the informationRecipientID field of the APCKmay have p null value,
to indicate that the ADU is intended for all recipients.

Tabl¢ 28 indicates the fields in the ExceptionListADU data structure, whichdsyformally defined in Annex A.

Table 28 — ExceptionList fields

Field name Data type/Data description m/o
exceptionListVersion INTEGER m
exceptionListType INTEGER m
exceptionValidityStart Time stamp as ASN.1 GeneralizedTime 0
exceptionValidityEnd Time stamp a@5*ASN.1 GeneralizedTime 0
exceptionListEntries Record (ASN.1 SEQUENCE), see Table 29 m

exceptionListVersion shall contain a ver$ion number, which will be incremented with ea¢h version of
the exception list.

exceptionListType shall be is used to indicate the type of exception list (black list, white ljst, grey list,
etc.)|This International Standardidoes not define the semantics all types of lists. However, the following
thre¢ values of the exceptionListType are defined:

1. blacklist (see 3.2);
2. hite list (see 3:29);

3. xser discolint list: A list of users who are entitled to discounts. The means to ppply these
iscounts\and their amounts are subject to bilateral agreements and are out of the qcope of this
International Standard.

The above meanings of the values of exceptionListType are also documented as commentg in the type
formal description in Annex A. All other possible values of the ExceptionListType are just options
to differentiate lists. Bilateral agreements or further specifications are needed to define the exact
semantics for each list type, e.g. for EETS.

exceptionValidityStart can optionally specify a point in time in the future from which the exception
list is valid. If this is not completed then it shall be assumed that it is valid with immediate effect.

exceptionValidityEnd can optionally specify and expiry date and time for the exception list.

exceptionListEntries is a structured field that contains a list of entries for the Toll Service Provider’s
exception list as described in Table 29. These fields are specified in Annex A.
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Table 29 — ExceptionListEntry fields

Field name Data type m/o
userld Record (ASN.1 SEQUENCE) of the following fields; pan, contractSerialNumber, m
licencePlateNumber, obelD
statusType INTEGER on two octets m
reasonCode INTEGER on two octets m
entryValidityStart |Time stamp as ASN.1 GeneralizedTime 0
entryValidityEnd |Time stamp as ASN.1 GeneralizedTime 0
vehiclePararheters [Record (ASN.T SEQUENCE), see Table 38 for a detailed description 0
actionRequegted INTEGER defined by ASN.1 ExceptionListActionType type 0
efcContextMjark EfcContextMark, as defined in ISO 14906 0
vatlD Character string as ASN.1 UTF8String type 0
userld field|shall contain the identifier of the user related to the entry. It is made of the following fjelds:
— pan, which may optionally contain the PersonalAccountNumber, according-to ISO 14906;
— contragtSerialNumber, which may optionally contain the user’s contract serial number, according
to ISO 14906;
— licencelPlateNumber, which may optionally contain the usét’s licence plate number, accoyding
to ISO 14906;
— obelD, which may optionally contain the OBE identifier,"according to ISO 17575-1.
All fields ar¢ optional, but at least one shall be specified.
statusType|shall indicate the limitations to which*the user is subject to in the related toll domain| The
following values are allowed:
— 0, which means that the user is blocked fot all possible DSRC applications;
— 1, which means that the user is blocked for the Toll Charger receiving the information;

— 2, which means that the useris blocked for all tolling schemata requiring an odometer;

— 3, whicl

reasonCodg
allowed:

— 0, reason notto-be disclosed;

| means that theuser is not blocked for any DSRC application.

e shall indicate*which are the reasons for the given limitations. The following value

5 are

— 1,0BEH

as’been deactivated;

— 2, 0BE has been stolen;

— 3, temporary technical problems;

— 4, suspected technical manipulation;

— 5, user’s payments are late;

— 6, no user payments;

— 7, contract holder insolvent;

— 8, user in white lists;
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— 9, user optioned out of this toll domain;

— 10, user requested temporal suspension;

— 11, contract closed by Toll Service Provider and OBE not yet returned;

— 12, contract closed by user and OBE not yet returned;

— 13, OBE not valid;

— 14, lost OBE;

entr
cont
strug
Exce

vehi
whit

actid
Char
OBE.

I 4

—

efcC

vatld can optionally specify the VAT identifier of the owner of a vehicle when the exceptiol

as a\y

NOTH
when
conn

15-09BEnot 1528 ovided b_y TSP
16, OBE on stock and not yet assigned by TSP;
17, OBE returned after end of contract;

18, OBE returned due to malfunction.

1, reject this OBE;
2, invalidate this OBE. In some contexts, this means set black list bit, if supported by T(

3, accept this OBE;

yValidityStart and entryValidityEnd can optionally indicate the\time period the
hined in the entry is valid. In case of conflicts with the similar fields in the E
ture (exceptionValidityStart and exceptionValidityEnd, respeactively), the values cont]
ptionListEntry field shall take precedence.

rleParameters can optionally indicate vehicle related patameters that are allowed in
e list-based tolling schemata generate valid billing details entries. See Table 38 for detd

nRequested can optionally indicate an action requested by the Toll Service Providg
oer, e.g. to consider the OBE as valid/invalid,.put it in the Toll Charger’s black list or
The following values are allowed:

|, remove this OBE.

pntextMark can optionally specify the ecfContextMark related to the exception.

white list.

The Toll Charger needs to report the VAT identifier of the service user to its fisca
using the ‘mandatory reverse charge system inside the EU whenever applicable (e.g. cross-
ectionswithin or to and from the EU).

information
kceptionList
hined in the

cases where
ils.

r to the Toll
remove the

h list is used

1 authorities
ountry ferry

6.10 ReportAbnormalOBEADU data structure

The Report Abnormal OBE ADU can be used by the Toll Charger either in a response to a request from
the Toll Service Provider or as a push ADU when abnormal OBE behaviour is detected.

The reportAbnormalOBEADU is made up of one data structure of the ReportAbnormalOBEADU data
type. When transferring this ADU, the value in the informationRecipientID field of the APCI shall
identify a valid entity (a null value is not permitted).

Table 30 indicates the fields of the ReportAbnormalOBE data structure, which is formally defined in
AnnexA.
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Table 30 — ReportAbnormalOBEADU fields

Field name Data type/Data description m/o
userld Record (ASN.1 SEQUENCE) of the following fields; pan, m
contractSerialNumber, licencePlateNumber, obelD
dateandTime Time stamp as ASN.1 GeneralizedTime m
efcContextMark EfcContextMark, as defined in ISO 14906 o)
abnormalOBEReasonCode |INTEGER on two octets defined as AbnormalOBEReasonCode m

userld shall contain the UserID recorded by the Toll Charger’s equipment.

dateandTirhe shall contain the date and time of the detection of the abnormal OBE behaviour.
efcContextMark can optionally be used to specify the EFC context mark related to the OBUlas read by
the Toll Chafger.
abnormalOBEReasonCode shall contain the coding of the reasons for the abhormal OBE r¢port
determined|by the Toll Charger. It can be a combination of the following:
— reasonNotToBeDisclosed, when the Toll Charger does not specify the reason;
— obelsDdfect, when the Toll Charger detected a defect in the OBE;
— obelsNgtWorkingProperly, when the Toll Charger detected a malfunction in the OBE;
— userShdqwsFraudBehaviour, when the Toll Charger detected a‘fraudulent behaviour of the OBE
— userShdwsViolatingBehaviour, when the Toll Charger detected a fraudulent behaviour of the user.
6.11 Toll DeclarationADU data structure
The toll declaration ADU can be used by both the Toll Service Provider and the Toll Charger either in
response tola request to receive toll declarations or as a push ADU when toll declarations are available
to be transferred.
The tollDeclarationADU is made up of ohe data structure of the TollDeclarationADU Data Type. When
transferring this ADU, the value in\the informationRecipientID field of the APCI shall identify a valid
entity (a nud||l value is not permitted].
Table 31 indjicates the fields efithe toll declaration data structure, which is formally defined in Annex A.
Table 31 — TollDeclarationADU fields
Field name Data type/Data description m/o
tollDeclarationld Identifier as an ASN.1 INTEGER type m
gnssTollDeclaration Record (ASN.T SEQUENCE], whose Tields are of type either ChargeReport or m
AuthenticatedChargeReport
actionCode INTEGER on two octets defined as ActionCode 0

tollDeclarationld shall contain the identifier for the toll declaration, which is unique within the
generating entity.

gnssTollDeclaration is a sequence of either ChargeReport or AuthenticatedChargeReport, which is
imported from ISO 17575-1 according to the format specified in the EFC context data, which details the
data required for the toll declaration.
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actionCode can optionally indicate the action associated with the specific ADU, e.g. normal sending,
revocation, adjustment, etc. The following values shall be used in the tollDeclarationADU:

— 0, normal sending of a toll declaration;
— 1, revocation of a toll declaration;

— 3, resend.

6.12 BillingDetailsADU data structure

The hilling-detalsADU-canbeusedbyboththe TolService Providerand-the Fol-Chargereither in response

to arlequest to receive unsent toll declarations or as a push ADU when billing details are availpble.

The billingDetailsADU is made up of one data structure of the BillingDetailsADU |Data [[ype. When

trangferring this ADU, the value in the informationRecipientID field of the APCl'shall identify a valid

entitly (a null value is not permitted).

Table¢ 32 indicates the fields of the BillingDetailsADU data structure, which s formally defined in Annex A.

Table 32 — BillingDetailsADU fields
Field name Data type/Data description m/o

billingDetailsld Record (ASN.1 SEQUENCE) of the following fields: issuerld, m
billingDetailsNum, and dateOfService

tollCpntext Identifier of the tolling context@s Provider type imported from m
ISO 14906

user|d Record (ASN.1 SEQUENGE} of the following fields; pan, 0
contractSerialNumberjlicencePlateNumber, obelD

relatedBillingDetails INTEGER that identifies a different APDU 0

perigd Time period.exXpressed as ASN.1 Period, imported from ISO 17575-1 0

billingDetailsAmount Record (ASN<1 SEQUENCE) of the following fields: m
paymentFeeAmount, paymentFeeUnit, vatRate

usageDetails Record (ASN.1 SEQUENCE) of the following fields: contextName, 0
appliedUserClass, perDeclaredVehicleClasses, perUsedTimeClasses

refT¢llDeclaration INTEGER that identifies a different APDU o}

assotiatedEventData Record (ASN.1 SEQUENCE) of the following fields cccRecord, 0
imageRecord, anprRecord, classificationRecord, operatorRecord,
dsrcData

actignCode INTEGER on two octets defined as ActionCode 0

paymentReference Character string defined as ASN.1 UTF8String type 0

billi 1crnnfnl|c]r| shall contain the nnlnnp identifier ﬁAnH’nn the Toll Fharﬂpr or Toll Service Prov]der)

for the billing detail. The optional dateOfServ1ce f1eld allows adding tlme related information to the
identifier, to ease classification and retrieval of BillingDetails records.

tollContext shall contain the unique identifier for the Toll Charger that issues the billing details. The
semantics of this field is further explained in the description of usageDetails below.

userld can optionally contain the userld of the Service User to whom the billing detail shall be
charged. If the userld is not stated, the Toll Service Provider may get this information out of the
referenced toll declaration.

relatedBillingDetails can optionally contain the identifier of a previously issued billing details to
which the present billing details can be associated. The meaning of this association is not defined in
this International Standard.
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period can optionally contain the period of time the billing details are related to.

billingDetailsAmount shall contain the sum of all fee related elements in the UsageDetails, their
associated VAT rate and currency. This requires that only UsageDetails with the same VAT rate and the
same currency can be contained in one billingDetailsADU. Separate billingDetailsADUs shall be used if
any of VAT rate or currency differs.

usageDetails can optionally provide extended information about the real usage of a tolling object
(section/area/cordon) by the user. There shall be one usage detail per user and period. The usageDetails
field, if used, contains a sequence of detailed information, possibly pertaining to different tolling
schemata. Subfields included in the usageDetails are

usagelList rgcords can alternatively (ASN.1 type CHOICE) be spegified in terms of

46

context{Name, which shall indicate the name of the toll context as a character string,

appliedUserClass, which shall contain the applied tolling class to that specifi€)user
charactler string,

perDeclaredVehicleClasses, which shall contain the applied tolling class to that specific vehi
a charagter string, and

perUsefdTimeClasses, which shall specify as a SEQUENCE of fields, for, éach time class, expré
by the dppliedTimeClass subfield, and for each cost centre, expressed by the costCenter sub
the actyal usage for which billing details are issued, expressed as a.rfecord (SEQUENCE OF) m
UsagelLjst records.

travelling in sectioned roads, where information on therentry, intermediate traversed and
sectiong are given. It also allows for indicating for each’section, via the modeOfOperation
whethet the charge objects used to detect the usage@re physical objects (e.g. gantries) or comp
values. The forSectionedRoads field is a record (ASN.1 SEQUENCE) of the following fields:

— howManyTimes, which is an INTEGER indicating how many times the same trip has been
Thik can be used, e.g., to apply specialtariffs to commuters;

— listPfSections, which is a record (ASN.1 SEQUENCE) that can optionally be used to sp
the|traversed sections. Each-Settion, in itself, is a structure containing, among others
timg of tolling as an optiogalfield named tollEventTime. If the order of passage matters
tollEventTime must be specified in all Sections contained in the listOfSections record;

as a

tle as

ssed
ield,
de of

exit
field,
uted

Hone.

ecify
, the
, the

— invpiceAggregationNiumber, which is an identifier specified as a string of characters that can

optjonally be used tolink usage details aggregated into one invoice;
— fee)which can'optionally specify the amount to be paid;

— feefualifier, which can optionally qualify the fee amount as a standard charge, a toll subst
a b¢lated payment or a reimbursement,

tute,

travelling in areas, where the distance travelled in areas and optionally the time spent in areas are
specified. The forTravellingInArea field is a record (ASN.1 SEQUENCE) of the following fields:

— areaDisplayName, which is a character string indicating the name of the area;
— accumulatedDistance, which is the distance travelled in the area, expressed in metres;

— beginOfAccumulation and endOfAccumulation, which can optionally specify the sta
time and the ending time of the travel in the area;

rting
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— fee, and feeQualifier, which can optionally be used to indicate the amount to be paid and to

qualify that amount,

field is a record (ASN.1 SEQUENCE) of the following fields:

areaDisplayName, which is a character string indicating the name of the area;

permanence in areas, where time of staying in given areas are specified. The forStayinglnArea

qualifier, which can optionally indicate either the times the vehicle stayed in the given area or

the entrance time;

stayedDuration, which indicates the charge units used while staying in the area;

—
q

1

chargeUnit, which indicates the units used for charging, as imported from and
ISO 17575-3;

fee, and feeQualifier, which can optionally be used to indicate the amiount to be
qualify that amount,

ordon crossing, where indication of the entrance time, exit time, afid tolling objects
ordon crossing are specified. The forCordonCrossing field is a reCord (ASN.1 SEQUH
following fields:

qualifier, which indicates either the times the veliicle stayed in the given
entrance time;

entranceChargeObject, which indicates the charge object that detected the ent
cordon, as imported from and specified by ISO17575-3;

entranceChargeObjectName, which can‘optionally specify the name of the entr
object as a character string;

exitChargeObject, which can optionally indicate the charge object that detected
the cordon, as imported from and'specified by ISO 17575-3;

entranceChargeObjectName, which can optionally specify the name of the exit c
as a character string;

exitTime, which cah optionally indicate the time of exit from the cordon;

fee, and feeQualifier, which can optionally be used to indicate the amount to be
qualify that amount, and

ree text, where a free text is given, expressed as a character string (UTF8String), to
easons fontolling. The freeTextDetail field is a record (ASN.1 SEQUENCE) of the follow

textLanguage, which indicates the language used for the text;

specified by

paid and to

indicating a
NCE) of the

hrea or the

rance in the

ance charge

he exit from

harge object

paid and to

Hescribe the
ing fields:

textDetail which Qppr‘ifipc as acharacter cfring the reason for fnl]ing;

fee, and feeQualifier, which can optionally be used to indicate the amount to be
qualify that amount.

paid and to

As for each category of usage details one or more toll contexts can be specified, the BillingDetailsADU
allows one Toll Charger, identified by the tollContext field, to issue billing details on behalf of other Toll
Chargers, identified in the sequence of usage detail information contained in the usageDetails field.

refTollDeclaration can optionally provide a linkage to a TollDeclarationADU that is associated with
the billing details.
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associatedEventData can optionally be used to attach the raw event data from which the billing detail
has been generated and may include

— cccRecord, when event data come from a CCC (ISO 12813) transaction,

— imageRecord, when event data are shown in an image,

— anprRecord, when event data contain results from an automatic number plate recognition,

— classificationRecord, when event data contain a classification record for the vehicle,

— operatorRecord, when event data are generated by a human intervention, and

— dsrcDat
If used, atle

actionCode
revocation,

— 0,norm
— 2, adjus
— 3, resen
paymentRe

The structu

a, when event data come from a generic DSRC interaction.
pst one of these subfields shall not be null.

can optionally indicate the action associated with the specific ADU, e.gCnormal sen
hdjustment, etc. The following values shall be used in the billingDetailsADU:

al sending of a billing details;
L values in a previously sent billing details;
d a billing details.

ference can optionally specify reference to this billing'detail to be quoted in a payment.

Table 33 — AssociatedEventData fields

ding,

Fe of the AssociatedEventData type is shown in Tablé 33 and is formally defined in Annex A.

Field name Data type/Data description m/o

cccRecord Record (ASN.1 SEQUENCE] of the following fields: userld, timeOfEvent, )
locationOfEvent, cccMessages, initiated Actions, see Table 34 for details

imageRecoid Record (ASN.1 SEQUENCE) of the following fields: imageToBeSigned, )
subRecordAuthenticator, see Table 35 for details

anprRecord Record (ASN.I\SEQUENCE) of the following fields: anprToBeSigned, )
subRecordAuthenticator, see Table 36 for details

classificatidgn- RecordfASN.1 SEQUENCE) of the following fields: )

Record classificationToBeSigned, subRecord Authenticator, see Table 37 for de-
tails

operatorReford Record (ASN.1 SEQUENCE) of the following fields: operatorToBeSigned, )
subRecordAuthenticator, see Table 39 for details

dsrcData Record (ASN.1 SEQUENCE) of the following fields: dsrcRSEData, 0

dsTCAttTibUtesRead, dSTCATITIbUtes WTTtter, dSTCATITAUL, cirargeObjec-
tld,
see Table 40 for details

The structure and semantics of the above fields is explained below.

Table 34 indicates the fields of the cccRecord data structure, which is formally defined in Annex A.
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Table 34 — cccRecord fields

Field name Data type/Data description m/o
timeOfEvent Time stamp defined by ASN.1 GeneralizedTime type 0
locationOfEvent |Record (ASN.1 SEQUENCE) of the following fields: positionOfLocation, location 0
cccMessages Record of fields of the same type (ASN.1 SEQUENCE OF), each field containing DSRC m

transaction data as DsrcData type

initiatedActions |Record of fields of the same type (ASN.1 SEQUENCE OF), each field of type INTEGER m
defined as Initiated Actions

timelOfEvent can optionally contain the date and time of the CCCRecord.

locationOfEvent can optionally contain the Toll Charger coding of the location of where th¢ CCCRecord

was generated.

cccM

initi
ares

I 4

&
=

q

essages shall contain the raw DSRC data for the CCCRecord.

hted Actions shall contain the details of the actions that have been initiated by the Tol
ult of the CCCRecord. The following values are allowed:

, vehicle stopped following the CCC result;

1, CCC result indicated that a violation may have occurred;
2, CCC data has been retained as evidence of violation;

3, request to add UserID to the TSP exception list\tade;

|, Userld added to the TC exception list.

35 indicates the fields of the imageRecoyd data structure, which is formally defined ij

Table 35 — imageRecord fields

Field name Data type/Data description m/o
imageRecordld Identifier defined as INTEGER. m
imageDateTime Time stamp defined as ASN.1 GeneralizedTime m

type
imageCdnierald Generic string (UTF-8) that identifies the camera| m
imageReéference Identifier defined as INTEGER. 0
imageData Image coded as OCTET STRING 0
subRecordAuthenticator |Authenticator defined as AuthenticatorEfc 0

| Charger as

h Annex A.

ima

teRecordID shall contain the unique Toll Charger identifier for the ImageRecord.

imageDateTime shall contain the date and time that the image record was generated.

imageCamerald shall contain the Toll Charger identifier of the camera which generated the ImageRecord.

imageReference can optionally contain the Toll Charger unique identifier for the image.

imageData can optionally contain the JPEG image binary encoded.

subRecordAuthenticator can optionally contain an authenticator calculated over the content of
the imageRecord.

Table 36 indicates the fields of the AnprRecord data structure, which is formally defined in Annex A.
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Table 36 — AnprRecord fields

Field name Data type/Data description m/o
anprRecordld Identifier defined as INTEGER m
associatedlmages Series of records (ASN.1 SEQUENCE OF SEQUENCE), each record m

made of the following fields: anprimage, and contextImage
imageDateTime Time stamp as ASN.1 GeneralizedTime type m
imageCamerald Generic string (UTF-8) that identifies the camera m
determinedVRM Record (ASN.1 SEQUENCE) made of the following fields: anprResult, m
annrConfidance cocondaruAnnrRaocnlt manualDocult anoratarlid
P bl ) J ) o ey oo 2 o
vehicleDetai|s Record (ASN.1 SEQUENCE) made of the following fields: n
vehicleMake, vehicleModel, vehicleColour
subRecordAfithenticator Authenticator defined as AuthenticatorEfc 9

anprRecor

ID shall contain the unique Toll Charger identifier for the anprRecord.

associatedlmages shall contain the references to the associated images from'which the anprRgcord
was generated.

imageDateTime shall contain the date and time that the image record was generated.

imageCamerald shall contain the Toll Charger identifier of the camerawhich generated the ImageRefcord.

determinedVRM shall contain the ANPR result(s).

vehicleDet

ils shall contain the determined vehicle details*if-available.

subRecordAuthenticator can optionally contain anh'authenticator calculated over the content of

the anprReq

ord.

Table 37 indlicates the fields of the classificatiptiRecord data structure, which is formally defingd in

Annex A.
Table 37+~ classificationRecord fields

Fidld name Data type/Data description m/o
classificatiopRecordID Identifier defined as INTEGER m
derivedLocalClass INTEGER on two octets m
vehicleParameters Record (ASN.1 SEQUENCE) of fields as described in Table 38 m
subRecordAyuthenticaton Authenticator defined as AuthenticatorEfc 0
classificatipnRecordID shall contain the unique Toll Charger identifier for the classificationRecord.

derivedLocs

vehicleParameters shall contain the raw measurements of the vehicle parameters recorded by the
classification system. The only mandatory field in the data structure is dateAndTime, which shall
indicate the time the data have been recorded. All other fields are optional.

Table 38 indicates the fields of the VehicleParameters type, which is formally defined in Annex A.
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Field name Data type/Data description m/o
dateAndTime Time stamp defined as ASN.1 GeneralizedTime type m
vehicleClass Character string defined as ASN.1 UTF8String type 0
vehicleLength INTEGER expressing the length of the vehicle in mm 0
vehicleWidth INTEGER expressing the width of the vehicle in mm 0
vehicleHeight INTEGER expressing the height of the vehicle in mm 0
heightAbovelstAxle |INTEGER expressing the height of the vehicle above the first axle in mm 0
vehi¢leAxles INTEGER expressing the number of vehicle axles in the range 0 to 15 0
trailerAxles INTEGER expressing the number of trailer axles in the range 0 to 7 0
trailerPresence BOOLEAN expressing the presence of a trailer 0

subRecordAuthenticator can optionally contain an authenticator calculatéd, over the cgntent of the

classfificationRecord.

Tabl¢ 39 indicates the fields of the operatorRecord data structure, which-s formally defined in Annex A.

Table 39 — operatorRecord fiélds

Field name Data type m/o
operptorRecordld Identifier defined as INTEGER m
operptorData Record (ASN.1 SEQUENCE) niade of the following fields: m

operatorTime, operatorClass, operatorld, operatorVRM, operatorPAN,
operatorOBUId, machineReadPAN, machineReadOBUId
subRecordAuthenticator |Authenticator defined as AuthenticatorEfc o

operfatorRecordID shall contain the unique Toll Charger identifier for the operatorRecord

operjatorData shall contain the information collected and recorded by the human operator. It is a
record made of the following fields:

— o¢peratorTime, which contains a time stamp;

— o¢peratorClass, whi¢hoptionally specifies as a two octets INTEGER the operator class;

— operatorld, which optionally specifies the identifier of the operator as an INTEGER;

— operatorVRM, which optionally specifies the VRM, as collected by the operatorasan OCTET STRING;

— o¢peraterPAN, which optionally specifies the PAN, as collected by the operator;

— ¢peratorOBUId, which optionally specifies the OBU identifier, as read by the operator;

— machineReadPAN, which optionally specifies the PAN, as read automatically;

— machineReadOBUId, which optionally specifies the OBU identifier, as read automatically.

subRecordAuthenticator can optionally contain an authenticator calculated over the content of the

operatorRecord.

Table 40 indicates the fields of the dsrcData data structure, which is formally defined in Annex A. If
used, at least one field shall be not null.
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Table 40 — dsrcData fields

Field name Data type/Data description m/o
dsrcRSEData DsrcRSEData, Data recorded by the RSE 0
dsrcAttributesRead Record made of fields of the same type (ASN.1 SEQUENCE OF), that are of 0
the
Attributes data type imported from ISO 14906

dsrcAttributesWritten Record made of fields of the same type (ASN.1 SEQUENCE OF), that are of 0
the
Attributes data type imported from I1SO 14906

dsrcAttrAuth Series of records (ASN.1 SEQUENCE OF SEQUENCE), each record of type o)
DsrcAttrAuth, and described below Table 40

dsrcRSEData field can optionally contain the data recorded by the RSE during the DSRC transaftion
as formally flefined in Annex A. It can also optionally link to an exceptionListEntry relatedto the yser.

dsrcAttributesRead can optionally contain the details of the attributes read from'the OBE during the
DSRC transgction.

dsrcAttributesWritten can optionally contain the details of the attributes<written to the OBE dyiring
the DSRC transaction.

dsrcAttrAufth can optionally contain the information that is required to verify the authentichtors
received during the DSRC transaction as formally defined in Annex A. It is a series of records, orle for
each DSRC tfansaction. Each record made of the following fields:

— attrOrigEncoding, which is a BIT STRING containing the encoding of the AttributeList;

— rndRSE, which is the random number generated by.the RSE for encoding data;

— keyRef{which is the reference to the key usedfor encoding data, expressed as an INTEGER;
— authCofde, which is an OCTET STRING centaining the authentication code;

— result, which specifies whether thetauthentication has been checked and, if checked, whether the
result of checking was positive opnegative.

6.13 PaynlentClaimADU data structure

The paymerjt claim ADU canbe used by the Toll Charger either in response to the request ADU sept by
the Toll Service Provideroras a push ADU when new payment claims are available.

The payment claim ABDU shall contain only one data structure of the PaymentClaimADU data fype.
When transferringthis ADU, the value in the informationRecipientID field of the APCI shall identify a
valid entity (a null value is not permitted).

>

Table 41 indicates the fields of the PaymentClaimADU data structure, which is formaily defined in Annex
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Table 41 — PaymentClaimADU fields

Field name Data type/Data description m/o
paymentClaimId Identifier defined as INTEGER m
startDateTime Time stamp defined as ASN.1 GeneralizedTime type m
endDateTime Time stamp defined as ASN.1 GeneralizedTime type 0
userld Record (ASN.1 SEQUENCE) of the following fields; pan, contractSerialNumber, 0
licencePlateNumber, obelD
paymentClaimAmount |Signed INTEGER defined as ExtendedPaymentAmount m
paynfientClaimstatus Tnteger delined as PaymentClaimstatus m
typePfFee Integer indicating the type of fee 0

referlenceDetailsList It contains a series (ASN.1 SEQUENCE OF) of records, each one being possfibly 0
of type billingDetailsList, or tollDeclarationList, or tollEventldst

actignCode Itis used to specify the intended meaning of the payment ¢laim 0

paymentReference It may be used to reference this payment claim in a payment 0

paymentClaimld field shall contain the unique (within the originating entity) identifier for the
payment claim.

startDateTime shall specify the start of the period for which/the payment claim relates.

endIDateTime can optionally be used to specify the end.of the period for which the payment claim
relatps. If this is not populated then it shall be assumedco be the time that the ADU was genjerated.

userld can optionally be used to provide User spécific payment claims. If not specified,|the amount
clainjed can be a result of tolls due by more users:

paymentClaimAmount shall contain the'details of the net amount, currency and VAT for the
payment claim.

paymentClaimStatus shall indicate-the version and status of the payment claim. THe following
valug¢s are allowed:

— 0, which indicates the firstversion of the payment claim;
— 1, which indicates an.amended version of the payment claim.

typelOfFee can optionally be used to indicate the type of the fee including: toll, discount,|credit note,
penallty, processing-fee.

referenceDetailsList can optionally associate previously exchanged toll declarations, billing details
or tdll events to the payment claim. In particular, tolling events are specified by meang of fields of
TollHventld type, which is defined as a sequence of

— a CHOICE between ChargeReportCounter (imported from ISO 17575-1) and a TransactionCounter,
which is used in DSRC tolling systems, and

— ausageStatementld, which shall identify the usage statement to which the tolling event is related.

actionCode can optionally indicate the action associated with the specific ADU, e.g. normal sending,
revocation, adjustment, etc. The following values shall be used in the paymentClaimADU:

— 0, normal sending of Payment Claims;
— 2, adjust values in a previously sent Payment Claims ADU;
— 3, resend a Payment Claims ADU.

paymentReference can optionally specify a reference to this payment claim to be quoted in a payment.
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6.14 PaymentAnnouncement ADU data structure

The payment announcement ADU can be used by the Toll Service Provider either in response to the
request ADU sent by the Toll Charger or as a push ADU when new payment announcements are available.

The paymentAnnouncementADU is made up of one data structure of the PaymentAnnouncementADU
data type. When transferring this ADU, the value in the informationRecipientID field of the APCI shall
identify a valid entity (a null value is not permitted).

Table 42 indicates the fields of the PaymentAnnouncementADU data structure, which is formally
defined in Annex A.

Table 42 — PaymentAnnouncementADU fields

Field name Data type/Data description m/o
paymentAnrjouncementID |Identifier defined as INTEGER m
dueDate Time stamp defined as ASN.1 GeneralizedTime type m
totalamount Amount defined as ExtendedPaymentAmount type m
paymentStatus INTEGER on two octets defined as PaymentStatus m
numberOfltg¢ms INTEGER 0
referenceDetailsList Series of records (ASN.1 SEQUENCE OF SEQUENCE), each record being 0

made of the following fields: referenceDetail, amount,

paymentMeansType, valueDate, interestAmount
attachment OCTET STRING 0
actionCode INTEGER on two octets defined as:ActionCode 0
paymentRef¢rence Character string defines as ASN«V UTF8String type 0

The paymentAnnouncementld field shall contain‘the unique identifier (within the originating entity)
for the payment announcement.

dueDate prpvides date and time informationon the date where the amount actually has been p4did to
the Toll Chafger.

totalamount is the amount that is dctually announced by the ADU.

paymentStatus provides detailed status information for the ADU. Currently, the following values are
defined:

— paid;
— new-ové¢rdue;

— not yet (lu€ ~ not paid yet;

— notyet due - paid;

— due - paid;

— due - not paid yet (but interest-bearing);

— new-overdue - not paid yet (interest-bearing).

numberOfitems is an optional information on the number of referenced items in the
referenceDetailsList.

referenceDetailsList provides the option to reference billing detail, toll declarations and individual
usage reports. For each reference, the following fields may optionally be specified:

— Amount, which is the amount paid;
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— paymentMeans, which indicates the payments means (cash, credit card, ...) that was used;

— valueDate, which is the date when the amount of the referenceDetail was due according to
contractual agreements;

— interestAmount, which indicates the interest that has to be paid because the referenceDetail was
overdue. This attribute shall be present if paymentstatus is “new-overdue”.

attachment provides the option for attaching supporting documents, e.g. a PDF version of a
payment report.

actionCode can optionally indicate the action associated with the specific ADU, e.g. normal sending,

revogation, adjustment, etc. The following values shall be used in the paymentAnnouncemgntADU:
— 0, normal sending of payment announcement;
— 2, adjust values in a previously sent payment announcement ADU;
— 3, resend a payment announcement ADU.
paymentReference provides the possibility of specifying a reference to-this payment annquncement.
6.15 ProvideUserDetailsADU data structure
The provide user details ADU shall only by used by a Toll S€rvice Provider in response to a specific
request ADU from a Toll Charger.
The provideUserDetailsADU is made up of one data striicture of the ProvideUserDetailsADU data type.
When transferring this ADU, the value in the informationRecipientID field of the APCI shall identify a
valid entity (a null value is not permitted). Table43 indicates the fields of the ProvideUserDetailsADU
datastructure, which is formally defined in Annex A.
Table 43 —ProvideUserDetailsADU fields
Field name Data type/Data description m/o
originaluserldRequest |INTEGERwdefined on two octets as UserldRequestType m
userld Recordy(ASN.1 SEQUENCE) of the following fields; pan, m
contractSerialNumber, licencePlateNumber, obelD
statysFlag INTEGER defined on two octets as UserStatus 0
listOffUserParameters")~|Series of records (ASN.1 SEQUENCE OF) of type UserParameterResponse 0
(see below for details)

orig|

user

naluserldRequest shall contain the Userld specified in the associated request ADU.

[d-shall contain the Userld contained in the corresponding response ADU.

statusFlag can optionally be used to indicate details of the current status associated with the Userld.

listOfUserParameters can optionally be used to provide the response to the requested parameters as

arec

ord (ASN.1 SEQUENCE) of the following fields:

— requestedUserParameter can optionally contain the code of the original requested parameter as
specified in the request ADU;

— userParameterResponse can optionally contain the value of the requested parameter;

— userParameterStatus can optionally provide an explanation of why the requested user parameter
has or has not been provided. The following values are allowed:

— 0, attribute is available;
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1, attribute is not available;

ttribute cannot be sent due to privacy rule;

3, attribute cannot be sent by missing agreement;

— userInfoValidityPeriod can optionally specify the period in time when the related information is

valid.

As all fields in the listOf UserParameters structure are optional, if the listOfUserParameters is used at

least one field shall be specified.
6.16 ReportCCCEventADU data structure
The Report{CCEventADU can be used in autonomous systems based toll domains by the Toll Charger
either in response to the request ADU sent by the Toll Service Provider or as a push ADU when new CCC
(as defined in ISO 12813) events are available.
The report(CCEventADU is made up of a sequence of the data structure CCCEvent data type. When
transferring this ADU, the value in the informationRecipientID field of the ABElshall identify a [valid
entity (a null value is not permitted).
Table 44 indicates the fields of the CCCEvent data structure, which is formally defined in Annex A.
Table 44 — CCCEvent fields
Field name Data type/Data description m/o
userld User identifier )
timeOfEvent Time stamp as ASN.1 GeneralizedTime type 0
locationOfEyent Location, expressed as a record (ASNy1 SEQUENCE) of the following fields: 0
positionOfLocation, location
cccMessages Record of fields of the sametypé (ASN.1 SEQUENCE OF), containing DSRCData m
initiatedActions Record of fields of the same type (ASN.1 SEQUENCE OF), containing m
Initiated Action
userld can ¢ptionally specify the identifier of the user.
timeOfEvent can optionallyspécify the time of the CCC event as determined by the Toll Charger
equipment.
locationOfEvent can optionally provide details of the location of the CCC event. If specified, it is made
of the following fields:
— positiorfOfKo€ation, which can optionally specify the location asa point (inherited from ISO 1757%5-3);
— locationt—which bpcuifica the—tocatiom—as—a Luuplc (]lULdtiUllPl ovidertd; luuatiuulD), where

locationProviderld indicates the provider of the location (GPS, Glonass, Galileo, etc.) and locationld

specifie

s as an INTEGER the identifier of the location according to the given provider.

cccMessages shall contain the record(s) of the CCC Event(s) from the Toll Charger equipment.

initiatedActions shall provide details of the actions that have been initiated by the Toll Charger as a
result of the specified CCC Event. Each initiated action is defined by an INTEGER, for which the following
values are allowed:

2,CCCd

56

0, vehicle stopped following the CCC interaction result;

1, CCC result indicated that a violation may have occurred;

ata has been retained as evidence of violation;
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, request to add UserID to the TSP exception list;

4, Userld added to the TC exception list.

ProvideUserIDListADU data structure

5:2015(E)

The provide user id List ADU is used by a Toll Service Provider in response to a request ADU from a
Toll Charger.

The provideUserldListADU is made up of one data structure of the ProvideUserIDListADU data type.
When transferring this ADU, the value in the informationRecipientID field of the APCI shall identify a

vali

Tabld
Annd

eIttty amutt vatue iSTTot permmitted )

45 indicates the fields of the ProvideUserIDListADU data structure, which is formall
x A.

Table 45 — ProvideUserIDListADU fields

y defined in

Field name Data type/Data description m/o
originalUserldRequestType |INTEGER defined on two octets as UserldReguestType m
origi|nalUserId Record (ASN.1 SEQUENCE) of the following fields; pan, 0

contractSerialNumber, licencePlateNumber, obelD
user]dList Record of fields of the same type (ASN.1 SEQUENCE OF), each field bging 0
of type Userld
The |originalUserldRequestType and originalUserld attributes provide information} about the

origi

The
Retr

If the
origi

If the
user

user

6.18

The 1
toad

The 1

hal request.

originalUserldRequestType shall contain the same value as received in
eveUserldListADU.

userld field was present in the requést, then the originalUserld field shall be presen
nalUserld field and the userldListfield.

userld field was not present.in the request, then the userldList shall contain details of
5, as filtered by the originalUserldRequestType field value.

[dList can optionally~provide the list of requested ids.

Report QA-data structure

eport QAADU can be used by either the Toll Charger or the Toll Service Provider either]
pecifierequest ADU sent by counterpart or as a push ADU when new QA reports are a

reportQAADU is made up of one data structure of the ReportQAADU data type. When

the related

L in both the

all the TSP’s

in response
yailable.

transferring

DI+l D £fiald £l ADCT ool

this

1 3o 3o € Fioaa D Jiandt] lidaoi:f 1id
DO, v arat T e oT T a U C CTpTeIT oD TICTO OT CIIC 7T G STHaTT TACTICITy o v arlar

value is not permitted).

ntity (a null

Table 46 indicates the fields of the ReportQAADU data structure, which is formally defined in Annex A.

Table 46 — ReportQA ADU fields

Field name Data type/Data description m/o
qualityParameterID Identifier defined as INTEGER m
qualityParameterName Character string defined as ASN.1 UTF8String 0
qualityParameterValue REAL 0
qualityParameterStatus INTEGER m
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qualityParameterID shall specify the type of quality parameter from a bilaterally agreed list between
the Toll Service Provider and the Toll Charger.

qualityParameterName can optionally be used to provide a text description for the quality parameter.

qualityParameterValue can optionally be used to provide a value for the quality parameter.

qualityParameterStatus shall specify the status of the quality parameter. It may assume the
following values:

0,the parameter has been measured according to amethodology defined under bilateral agreements;

1, the pi
2,thep
3,thep
4,thep
5, indic{
6, indic{

7, indicd

7 Trans

7.1 Trand
The APDUs

Airameter has been measured as a sample,

irameter is an average on a long period;

irameter is a single worst value;

hrameter is a warning on a trend;

ites that the parameter requires actions to be initiated;
ites that the parameter is a warning for escalation;

tes that the parameter caused escalation being activated.

'er mechanisms and supporting functions

sfer mechanisms

central equipment of Toll Service Providers and Toll'Chargers by making use of a variety of appli

communicaf
communicat

If the appli
Encoding Ry
used to encd
be agreed b

7.2 Secui

The secure
network (V]

a)

IPsec ad

ion means. These communication. means shall be used by applying a common 5
ion services for all applicable communication stacks and media.

cation protocol used for the-information transfer is character-oriented, then the
lles (XER) or the Canonicdl XML encoding rules (cXER) according to ISO/IEC 8825-4 sh
de data. When a secure'‘communication channel is to be used, the security mechanism
tween the TC and TSP/for each connection, following the provisions in 7.2.

‘e communication channel

channel between the TC and TSP shall be realized by installing a secure virtual pr
PN) connection. One of the following VPN security mechanisms shall be used:

cording to [ETF RFC 6040 and related RFCs with

specified in Clause 6 of this International Standard shall be exchanged between the

rable
et of

XML
11l be
shall

ivate

1) pre-

shared secrets - current state of the art method, and

2) certificate based authentication - according to the trust model defined in ISO/TS 19299;

b)

transport layer security (TLS) over a TCP/IP protocol stack according to IETF RFC 5246. In the

handshake, both client and server shall be authenticated with an ISO/IEC 9594-8 (ITU-T X.509v3)
certificate. The protocol shall also implement the “Transport Layer Security (TLS) Renegotiation

Indicati

on Extension” defined in IETF RFC 5746;

datagram transport layer security (DTLS) over a UDP/IP protocol stack according to IETF RFC

4347. In the handshake both client and server shall be authenticated with an ISO/IEC 9594-8
(X.509v3) certificate.
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The exchange of certificates for IPsec, TLS and DTLS shall be according to the public key transport
mechanism 3 defined in ISO/IEC 11770-3. The detailed key and certificate exchange is defined in
ISO/TS 19299.

NOTE 1

Any application data traffic is secured by an IPsec connection.

NOTE 2

[Psec is an end-to-end security scheme operating in the Internet Layer of the Internet Protocol Suite.

TLS is implemented on top of the Transport Layer protocol, encapsulating the application-specific

protocols such as HTTP, FTP, SMTP, etc. This encapsulated application protocols are then referred to as HTTPS,

FTPS,

NOTE 3

SMTPS, etc.

The protocol extension defined in RFC 5746 protects against a possible man-in-the-middle attack

using
7.3

7.3.1

This
the p

7.3.2

Authentication of APDUs is done by using the infoExchangeAuthenticator attribute in the A

be ca
strud

handshake renegotiation in the basic TLS protocol.
Supporting functions

Communication services

International Standard does not prescribe any sequence of APDUs ¢rjtiming. Within
rovisions of Clause 6, the communicating parties are free to selecttheir communicatig

Authenticators

mputed over the attributes of the header and the payload of the APDU itself. The ApduA
ture is explained in Table 47 and formally definedin Annex A.

Table 47 — ApduAuthenticator fields

the limits of
ns means.

PDU. It shall
ithenticator

Field name Data type m/o
authenticatorEfc AuthenticatorEfc m
ackAuthenticatorEfc AuthenticatorEfc 0
The guthenticatorEfc field shall ensure APDU authentication and proof of origin.
The ¢ptional ackAuthenticatorEfc field shall ensure proof of delivery. The receiver of an APIDU requiring
non-repudiation with proof'of delivery shall send an AckAdu with an acknowledgement sigrfature based
on the whole XER encqoded InfoExchange. The AckAdu shall contain this signature and the signature

of the Ack ADU itself:The originator shall store this acknowledgement signature toget}

origi
Apo

Both|
defir]

hally sent InfoExchange structure for non-repudiation with proof of delivery.
bsibly negative reason code may indicate that a delivered APDU could not be used corr

fields~are of the same type AuthenticatorEfc, which is described in Table 48 a
ed-in Annex A.

er with the

pctly.
nd formally

Table 48 — AuthenticatorEfc fields

Field name Data type m/o
tbsAuthenticatorEfc TbsAuthenticatorEfc m
signatureAlgorithm Algorithmldentifier 0
signatureValue OCTET STRING m

The signature for the signatureValue field shall be formed over the hashed transformation of
tbsAuthenticatorEfc according to the signature algorithm. The hashed transformation for the signature

shall

© ISO

be calculated based on the XER encoded tbsAuthenticatorEfc structure.
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The signatureAlgorithm is a SEQUENCE of the algorithm object identifier and all parameters required

by the algorithm.

The tbsAuthenticatorEfc structure is a sequence of fields, which is listed in Table 49 and formally

defined in Annex A.

Table 49 — tbsAuthenticator fields
Field name Data type m/o

version INTEGER m
signatarefdgorithin Algerithmidentifier H
issuer Name m
serialNumber CertificateSerialNumber m
apduContentDigest ApduContentDigest m
signatureDate GeneralizedTime m
certificates SEQUENCE OF Certificate o
signingCertificate SigningCertificateV2 0

The values
Authenticat

pf the two data elements signatureAlgorithm, i.e. the optional and unprotected o
brEfc if present and the protected one in tbsAuthenticatorEfe, shall be identical.

The serialNumber and issuer shall indicate the originator of the'signature. The respective data

are importe

The apduCad
authenticat

The signaty

The certifi
verification

The signing
by a key ce
certificates

d from ISO/IEC 9594-8.

ntentDigest field shall contain the hash calculated of the XER encoded payload of the 4

pr (in this case the InfoExchangeContent) inc¢luding the hash algorithm identifier.

reDate field indicates shall contain thetime stamp the signature was generated.

cates field may optionally be used to attach all required certificates for signi
In most cases there will be onlylone certificate.

Certificate field may optionally be used to avoid an attack based on reissuing a certif
Ftification authority with.the same identification but other certificate attributes, i.g
to sign the APDU and. to-verify it are not identical. Therefore, the signingCertificate

type shall contain the hashes ofthe original signing certificate (see IETF RFC 2634 and RFC 5035)

The private
the entity of

The signatu

7.3.3 Sigy

key used for generating the signature shall belong to the signing public key certific3
to the certificate in the field certificates, if present.

re and hash algorithms are defined in 7.3.3.

jature and hash algorithms

ne in

ypes

\PDU

iture

icate
. the
data

te of

Signatures shall be computed by using RSA according to ISO/IEC 14888-2:2008, Clause 6.

The minimum RSA key lengths for certificate signatures shall be 4096 Bit and for entity signatures

2048 Bit.

The padding algorithm used in this technical specification shall be padding method 2 defined in
ISO/IEC 9797-1:2011, 3.3. For APDUs authenticated by a signature, the padding algorithm defined in

this clause s
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hall be used, but the padding shall not be added to the APDU for transmission.
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The SHA-256 algorithm as defined in ISO/IEC 10118-3 shall be supported. In addition, SHA-1 as defined
in ISO/IEC 10118-3 may be supported.

NOTE SHA-1 provides support for legacy systems. According to NIST Special Publication 800-1
1is deprecated from 2011 through 2013 and disallowed after 2013 for the use in digital signatures. According to
the same NIST Special Publication, the use of SHA-256 (and SHA-224) for digital signatures is acceptable.

7.3.4 Keys encryption

31A07], SHA-

Symmetric keys shall be exchanged by using a secured and authenticated channel. If provisions of this
International Standard are used for key exchange, the TrustObjectADU shall be used, which will be

trans
for e
devi
auth

The
with
used

NOTH
in PK

ft!l I Ud ubiug L}lt! lllULllUdb thEd ill E GL}IUI WibU, ULhUl SCLUIC Ul dllbel S LUdll ‘UU POSS
kample, a transfer using a courier, registered mail, etc., where the keys are stored’o

entication for the exchange is used.

[TustObjectADU shall contain the keys and shall be signed by its originator. The RS
the RSA encoding method (REM1) using a 2048-bits key, according toNISO/IEC 1803
for key encryption.

The required key encryption algorithm (REM1) according to ISOZIEC 18033-2 is equal to
CS#1 v2.1 when KDF1 is applied.

ble, such as,
n a memory

e. The keys shall be additionally encrypted unless a cryptographic module with\active key access

A algorithm
B-2, shall be

RSAES-OAEP
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Annex A
(normative)

Data type specifications

The data types and associated coding related to the data elements described in Clause 6 are defined
using the Abstract Syntax Notation One (ASN.1) technique according to ISO/IEC 8824-1.

The actual ASN.1 module is contained in the attached file “IS012855(2015)EfcInfoExchangev4tasnl’
The following considerations shall be taken into account when using the attached ASN.1 module:

— timevaluesare generally defined by means of the GeneralizedTime type. Unless bilateral agreements
state otherwise, when a form of GeneralizedTime is used that does not specify: the time zong, the
expressed time is to be meant as GMT;

— licence plate numbers are defined by the LPN data type. In that data t§pe, the value of 13 fofr the
alphabedtindicator field shall indicate that UTF-8 encoding has been used;

— the UserID data type is defined as a sequence of optional fields)At least one of the fields shall be
specified.
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Annex B
(normative)

Implementation Conformance Statement (ICS)

Guidance for completing the ICS proforma

B.1.
The

I Purpose and structure

burpose of this ICS proforma is to provide a mechanism whereby a supplier 0f,an imp

lementation

of the requirements defined in this International Standard may providecihformatiom about the

impl
The
— 4
—
—
—
— 1
B.1.]

B.1.2

The
the g

B.1.7

The item column contdins a number that identifies the item in the table.

B.1.7

The
Itim

bmentation in a standardized manner.

CS proforma is subdivided into clauses for the following categories-ofinformation:
ruidance for completing the ICS proforma;

dentification of the implementation;

dentification of the protocol;

rlobal statement of conformance;

CS proforma tables.
P Abbreviations and conventions

.1 General

CS proforma contained in this annex comprises information in tabular form in acco
uidelines presented in ISQAEC 9646-7.

.2 Item column

.3 Item.description column

tem description column describes in free text each respective item (e.g. parameters,
blicitly means “is <item description> supported by the implementation?”.

rdance with

fimers, etc.).

B.1.2.4 Status column

The following notations, defined in ISO/IEC 964 6-7, are used for the status column:

m
o
n/a

X

© ISO

mandatory the capability is required to be supported;
optional the capability may be supported or not;
not applicable in the given context, it is impossible to use the capability;

prohibited (excluded) there is a requirement not to use this capability in the given context;

2015 - All rights reserved
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o0.i qualified optional for mutually exclusive or selectable options from a set. “i” is an integer
that identifies a unique group of related optional items and the logic of
their selection, which is defined immediately following the table;

c.i conditional the requirement on the capability (“m”, “0”, “X” or “n/a”) depends on the

w:n

support of other optional or conditional items. “i” is an integer identifying
a unique conditional status expression, which is defined immediately

following the table.

B.1.2.5 Reference column

The referetice column makes reference to this International Standard, except where expl

stated othe

rwise.

B.1.2.6 Support column

The suppor
notations, d

Yory
Norn

N/A orn/a
NOTE A9

parameters g
Support for a

efined in ISO/IEC 9646-7, are used for the support column:
supported by the implementation;

not supported by the implementation;

E column shall be filled in by the supplier of the implementation. The\following conj

citly

mon

no answer required (allowed only if the status issn/a, directly or after evaluation of a

conditional status).

stated in ISO/IEC 9646-7, support for a received \PDU requires the ability to parse all
f that PDU. Supporting a PDU while having no ability to parse a valid parameter is non-confor
parameter on a PDU means that the semantics-ofthat parameter are supported.

B.1.2.7 Values allowed column

The values
following nd

— rangeo
EXAMPI|
— list of v{
EXAMPI|
EXAMPI|

EXAMP]]

hllowed column contains the type;“the list, the range or the length of values allowed
tations are used:

f values: < min value > .. <\max value >

E1 5.20

hlues: < valuel >C<'value2 >, ..., < valueN >
E2 2,4,6°89

E3 ‘101’'B,‘1011'B,‘1111'B

E 44 _VOA’H, ‘34'H, ‘2F'H

valid
mant.

The

— listofn

Med values: < namel > (vall > J, < nameZ > (JvalZz > J; ..., < nameN > (JvaiN > )

EXAMPLES5 reject(1), accept(2)

— length:

size (<min size > .. < max size >)

EXAMPLE 6  size (1..8)

B.1.2.8 Values supported column

The values supported column shall be filled in by the supplier of the implementation. In this column, the
values or the ranges of values supported by the implementation shall be indicated.
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B.1.2.9 References to items

For each possible item answer (answer in the support column) within the ICS proforma, a unique
reference exists, and is used, for example, in the conditional expressions. It is defined as the table
identifier, followed by a solidus character “/”, followed by the item number in the table. If there is more
than one support column in a table, the columns are discriminated by letters (a, b, etc.), respectively.

EXAMPLE1 5/4a is the reference to the first answer (i.e. contained in the first support column) of item 4 in
Table B.5 of Annex B.

EXAMPLE 2  6/3bis the reference to the second answer (i.e. contained in the second support column) of item 3
in Table B.6 of Annex B.

B.1.2.10 Prerequisite line
A prerequisite line takes the form: Prerequisite: < predicate >.

A pré¢requisite line after a clause or table title indicates that the whole clause|or the wholg table is not
requjred to be completed if the predicate is FALSE.

B.1.3 Instructions for completing the ICS proforma

The pupplier of the implementation shall complete the ICS proferma in each of the spacg¢s provided.
In particular, an explicit answer shall be entered in each ofthe support or supported cglumn boxes
provfded, using the notation described previously.

If negessary, the supplier may provide additional comments in space at the bottom of the tables or
separately.

B.2 | Identification of the implementation

Identification of the Implementation Under Test (IUT) and the system in which it resides|[the System
Undgr Test (SUT)] shall be filled in-se as to provide as much detail as possible regarding version
numbers and configuration options.

The product supplier information-and client information shall both be filled in if they are different.

A pefson who can answer\queries regarding information supplied in the ICS shall be named as the
contact person.
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Date of the statement:

Implementation Under Test (IUT) identification

IUT name:

IUT version:

System Under Test (SUT) identification

SUT name:

Hardware configuration:

Operating sy

stem:

Product sup

plier

Name:

Address:

Telephone nyimber:

Facsimile nu

Imber:

Email addre

S:

Additional i

formation:

Applicant (if different from product supplier)

Name:

Address:

Telephone nyimber:

Facsimile nu|

Imber:

Email addre

S:

Additional in

formation:

ICS contact
Appointed co

person

htact person in case of any queries concerning the content of the ICS

Name:

Telephone nyimber:

Facsimile nu|

Imber:

Email addre

S:

Additional in

formation:

B.3 Iden

This ICS pr

Lification of the protocol

[SO 12855:2015, Electronic fee collection — Information exchange between service provision and toll

charging

e+ 0o

B.4 Global statement of conformance

Are all mandatory capabilities implemented? (Yes/No)

NOTE

Answering “No” to this question indicates non-conformance to the protocol specification. Non-
supported mandatory capabilities are to be identified in the ICS, with an explanation of why the implementation

is non-conforming, on pages attached to the ICS proforma.
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B.5.1 Roles
Table B.1 — Roles
Item Supported role Reference Status | Support
(Y/N)
1 [Toll Charger 2.1 o.1
2 |Toll Service Provider 51 0.1
NOTE o.1:itis mandatory to support at least one of these options.
B.5.2 Functionalities
Table B.2 — Functionalities
Item Supported types Reference | Status|| Support
(Y/N)
1 Basic mandatory protocol mechanisms 5.2.3 m
2 Status 5.2.3.5 0
3 Exchange trust objects 524 0
A Exchange EFC context data and contractual ififormation 5.2.5 0
5 Manage exception lists 5.2.6 0
4 Report toll declarations 5.2.7 0
7 Report billing details 5.2.8 0
8 Payment settlement 5.29 0
9 Exchange enforcement data 5.2.10 0
1( Exchange quality asstirance parameters 5.2.11 0
B.5.3 Protocol data‘units
Table B.3 — InfoExchange APDU fields
Item Field Sending Receiving
Reference Status | Support | Reference | Status |Support
(Y/N) (Y/N)
1 |infoExchangeContent 6.1 m 6.1 m
2 |infoExchangeAuthenticator 6.1 0 6.1 m
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Table B.4 — Application Protocol Control Information

Item Field name Reference Status Support
(Y/N)

1 aidldentifier 6.2.2 m

2 apduOriginator 6.2.2 m

3 informationSenderID 6.2.2 m

4 informationRecipientID 6.2.2 m

5 apduldentifier 6.2.2 m

6 previousApduld 6.2.2 0

7  |nextApduld 2.2 0 Q\%

8 |inResponseToApduld 6.2.2 0 /G'(]/

9 apduDate 6.2.2 A 52

NV
Table B.5 — Application Data Units K O
Item ADU Sending (S\\ R Receiving
Reference Status Support<><®e'ference Status |Support
(Y/N2 )
1 |requeptADU 6.1,6.3 0 KQ\\ 6.1,6.3 m
2 |ackAQ)U 6.1,6.4 m & 61,64 m
3 |statudADU 6.1,6.5 0. 6.1,6.5 o)
4 |trustQbjectADU 6166 | 8 6.16.6 0
5 |efcComtextDataADU 6.1,6.7 «O 1 6.1,6.7 c.2
6 |contrdctlssuerListADU 6.1, g&)\i‘ c.2 6.1,6.8 c.1
7 |exceptionListADU 6.1609 c.2 6.1,69 c1
8 |reportAbnormalOBEADU “m,ﬂl c.1 6.1,6.10 c.2
9 |toliDeflarationADU A0 61,611 c.2 61,611 el
10 |billingDetailsADU A1 61612 cl 6.1,6.12 c.2
11 |paym¢ntClaimADU D | 61613 cl 6.1,6.13 c.2
12 |paym ’ntAnnouncemA U 6.1,6.14 c.2 6.1,6.14 c.1l
13 |provideUserDetai le 6.1,6.15 c.2 6.1,6.1 c.1
14 |repor{CCCEv ‘U 6.1,6.16 c.1 6.1,6.16 c.2
15 |provideUseREistADU 61,617 c.2 61,617 | cl
16 |repor @bU 6.1,6.18 0 6.1,6.18 0
Table B.6 — genericRequest fields
Item Field Sending Receiving
Reference Status | Support | Reference | Status |Support
(Y/N) (Y/N)

1 |requestedADUType 6.3 0 6.3 m
2 |apduldentifier 6.3 0 6.3 m
3  |numberOfADUStructs 6.3 0 6.3 m
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Table B.7 — exceptionListRequest fields

Item Field Sending Receiving
Reference | Status | Support | Reference Status |Support
(Y/N) (Y/N)
1 |requestedADUType 6.3 m 6.3 m
2 |period 6.3 0 6.3 m
3 |exceptionListType 6.3 o 6.3 m
Table B.8 — trustObjectRequest fields
Item Field Sending Receiving
Reference | Status | Support | Referencé Statuys |Support
(Y/N) (Y/N)
1 | [requestedADUType 6.3 m 6.3 m
2 | |requestedTrustObject 6.3 m 6.3 m
Table B.9 — requestedTrustObject fields
Item Field Sending Receiving
Reference | Status)|{ Support| Reference Status |Support
(Y/N) (Y/N)
1 | [trustObjectld 6.3 0.1 6.3 m
2 | |trustObjectSpec 6.3 0.1 6.3 m
NO[FE o.1: Itis mandatory to support at least onesf.these options.
Table B.10 — trustObjectSpec fields
Item Field Sending Receiving
Reference | Status | Support | Reference Statuys |Support
(Y/N) (Y/N)
typeOfTrustObject 6.3 m 6.3 m
2 | |purposesOfTiustObject 6.3 0 6.3 m
Table B.11 — tollDeclarationRequest fields
Item Field Sending Receiving
Reference | Status | Support | Reference Statds |Support
(Y/N) (Y/N)
1 |requestedADUType 6.3 m 6.3 m
2 |userld 6.3 0 6.3 m
3 |startTime 6.3 0 6.3 m
4 |endTime 6.3 0 6.3 m
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Table B.12 — userDetailsRequest fields

Item Field Sending Receiving
Reference | Status | Support | Reference Status |Support
(Y/N) (Y/N)
1 |requestedADUType 6.3 m 6.3 m
2 |userld 6.3 m 6.3 m
3 |listOfParametersRequested 6.3 0 6.3 m
4 |userDetailsRequestReason 6.3 0 6.3 m
5 |userlffoValidityPeriod 6.3 0 6.3 m
Table B.13 — cccEventRequest fields
Item Field Sending Receiving
Reference Status | Support | Reference [~ Status |Support
(Y/N) (YYN)
1 |requestedADUType 6.3 m 6.3 m
2 |userld 6.3 0 6.3 m
3 |startTlime 6.3 0 6.3 m
4 |endTine 6.3 0 6.3 m
Table B.14 — userListRequest fields
Item Field Sending Receiving
Reference Status |Support| Reference Status |Support
(Y/N) (YYN)
1 |requestedADUType 683 m 6.3 m
2 |userldRequestType 6.3 m 6.3 m
3 |userld 6.3 0 6.3 m
4 |userldRequestTime 6.3 0 6.3 m
Table B.15 — Ack ADU fields
Item Field Sending Receiving
Reference Status | Support | Reference Status |Support
(Y/N) (YYN)
1 |apdudentifier 64 m 64 m
2 |explicitlyAckedAdus 6.4 0 6.4 m
3 |apduAckCode 6.4 m 6.4 m
4 |apduAckText 6.4 o 6.4 m
5 |issues 6.4 0 6.4 m
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Item Field Sending Receiving
Reference | Status | Support | Reference Status |Support
(Y/N) (Y/N)
1 |issueADUStruct 6.4 m 6.4 m
2 |issueLocation 6.4 o 6.4 m
3 |issueContent 6.4 o 6.4 m
4 |issueCode 6.4 m 6.4 m
5 | |issueText 6.4 0 6.4 n
6 ||issueUsers 6.4 o} 4 m
Table B.17 — Status ADU fields
Item Field Sending Receiving
Reference | Status | Support | CRéference Status |Support
(Y/N) (Y/N)
1 | |generalStatusCode 6.5 cl 6.5 cl
2 | |apduStatusCode 6.5 c.2 6.5 cl
NO[TE
c.131F (Table B.5/3) THEN m ELSE n/a.
c.2{IF (Table B.5/3) THEN o ELSE n/a.
Table B.18 —TrustObjects ADU fields
Item Field Sending Receiving
Reference Status | Support | Reference Status |Support
(Y/N) (Y/N)
1 | [trustObjectID 6.6 cl 6.6 cl
2 | |startValidity 6.6 c.2 6.6 cl
3 | |endValidity 6.6 c.2 6.6 cl
4 | |trustObjectStatus 6.6 cl 6.6 cl
5 | |trustObject 6.6 cl 6.6 cl
NO[TE
c.141F (Table'B.5/4) THEN m ELSE n/a.
c.2{I¥((Table B.5/4) THEN o ELSE n/a.
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Table B.19 — EfcContextDataADU fields

Item Field Sending Receiving
Reference Status | Support | Reference Status |Support
(Y/N) (Y/N)

1 |entityOverview 6.7 0 6.7 m

2 |gnssContext 6.7 0.1 6.7 m

3 |dsrcContext 6.7 0.1 6.7 m

4 |dsrcClosedContext 6.7 0.1 6.7 m

NOTE o.1: It is mandatory to support at least one of these options. . Q\

S
Table B.20 — EntityOverview fields , ‘0%
Item Field Sending RqubH’rﬂg
Reference Status | Support Referentbh\ VStatus Supgport
(Y/N) K2) (YN

1 |entityld 6.7 cl ,&\' cl

2 |entitylype 6.7 cl Q \5_7 cl

3 |relatedEntitylD 6.7 c.2 6.7 cl

4 |entity(lass 6.7 c.2 , ‘\\\ ) 6.7 cl

5 |namelfinel 6.7 c.2 0, 6.7 cl

6 |nameljfine2 6.7 c.2 \\, - 6.7 c.1

7 |addregsLinel 6.7 c‘éﬁ\ 6.7 cl

8 |addregsLinel 6.7 6.7 cl

9 |poBox 6.7 \L\' c.2 6.7 cl

10 |zip 6700 | c1 6.7 c1

11 |city 67 el 6.7 el

12 |countrly A@ﬂ cl 6.7 cl

13 |countrlyCode (] ,\') 6.7 cl 6.7 cl

14 |description ,-O 1 6.7 c.2 6.7 cl

15 |mainCpntact (-A\‘O 6.7 cl 6.7 cl

16 customerServiceContﬁgOJ 6.7 c.2 6.7 cl

17 |itContact ‘v\g~ 6.7 cl 6.7 cl

18 |operat onalCo&(a)‘ 6.7 cl 6.7 cl

19 |commgrci \act 6.7 cl 6.7 cl

20 |websitf & 67 c2 6.7 c1

21 |companyRegistrationNumber 6.7 c.2 6.7 cl

22 |established 6.7 c.2 6.7 cl

23 |bankDetails 6.7 cl 6.7 cl

NOTE

c.1: IF (Table B.19/1) THEN m ELSE n/a.
c.2: IF (Table B.19/1) THEN o ELSE n/a.
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Table B.21 — GnssContext fields

Item Field Sending Receiving
Reference | Status | Support | Reference Status |Support
(Y/N) (Y/N)
1 |contextlnterrelations 6.7 c.2 6.7 c.3
2 |regimeContextData.contextld 6.7 cl 6.7 c.3
3 |regimeContextData.iso175753ADU 6.7 cl 6.7 c.3
4 |regimeContextData.feeModifiers 6.7 c.2 6.7 c.3

NO['E

c.11IF (Table B.19/2) THEN m ELSE n/a.
c.2{IF (Table B.19/2) THEN o ELSE n/a.
c.3}1F (Table B.5/5) THEN m ELSE n/a.

Table B.22 — DsrcContext fields

Item Field Sending Receiving
Reference | Status | Support | Reference Status |Support
(Y/N) (Y/N)
1 ||iso175753ADU 6.7 c.l 6.7 c.3
2 | |feeModifiers 6.7 2 6.7 c.3
NO['E

c.141F (Table B.19/3) THEN m ELSE n/a.
c.2{IF (Table B.19/3) THEN o ELSE n/a.
c.3{IF (Table B.5/5) THEN m ELSE n/a.

Table B.23 — DsrcClosedContext fields

Item Field Sending Receiving

Refer- |Status|Support| Reference | Statug | Support
ence (Y/N) (Y/N)

1 ||closedContextDefinition.closedContext- 6.7 c.l 6.7 c.3

Type

2 || closedContextDefinition.closedSystem 6.7 cl 6.7 c.3

3 ||feeModifiers 6.7 c.2 6.7 c.3

NO[TE

cl IF (Table B.19/4) THEN m ELSE n/a.
c.2:  IF (Table B.19/4) THEN o ELSE n/a.
c.3:  IF (Table B.5/5) THEN m ELSE n/a.
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Table B.24 — ClosedSystem fields

NOTE 2

c.1: IF (Table B.26/1) THEN m ELSE n/a.
c.2:IF (Table B.26/1) THEN o ELSE n/a.
Type imported from ISO 17575-3.

Item Field Sending Receiving
Reference | Status | Support | Reference | Status | Support
(Y/N) (Y/N)
1 |tollContextOverview 6.7 0.1 6.7 m
2 [tariffClassDefinition 6.7 0.1 6.7 m
3 |localVehicleClassDefinition 6.7 0.1 6.7 m
4 |timeClassDefinition 6.7 0.1 6.7 m
5 |userClassDefinition 6.7 0.1 6.7 m
6 |feeDef]nition 6.7 0.1 6.7 m
NOTE o.1: It is mandatory to support at least one of these options.
Table B.25 — FeeDefinition fields
Item Field Sending Receiving
Reference | Status | Support | Reference | Status | Support
(Y/N) (Y/N)
1 |actualPath 6.7 0.1 6.7 m
2 |predefjnedPath 6.7 0.1 6.7 m
NOTE o.1: It is mandatory to support exactly one of these options.
Table B.26 — ActualPath fields
Item Field Sending Receiving
Reference | Status | Support | Reference | Status | Support
(Y/N) (Y/N)
1 |tariffTpble 6.7 0.1 6.7 m
2 |closedContextLayout 6.7 0.1 6.7 m
NOTE o.1: It is mandatory to support exactly one of these options.
Table B.27 — TariffTable fields
Item Field Sending Receiving
Reference | Status | Support | Reference | Status | Support
(Y/N) (Y/N)
1 |applicgblePartitions 6.7 cl 6.7 cl
2 |tariffs 6.7 cl 6.7 cl
3 |standardCurrency 6.7 cl 6.7 cl
4 |typeOfFee 6.7 c.2 6.7 cl
5 |tariffTableVersion 6.7 cl 6.7 cl
NOTE 1
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Table B.28 — ClosedContextLayout fields

Item Field Sending Receiving
Reference | Status | Support | Reference | Status | Support
(Y/N) (Y/N)
1 |tollOperators 6.7 0 6.7 m
2 |dsrcChargeObjects 6.7 m 6.7 m
3 |internalPoints 6.7 0 6.7 m
4 |interconnectionPoints 6.7 0 6.7 m
5 [|closedSections 6.7 0 6.7 n{
6 |[tollContextLayoutVersion 6.7 m 6.7 m
7 [|tollContextAuthenticator 6.7 0 6.7 m
Table B.29 — PredefinedPath fields
Item Field Sending Receiving
Reference | Status | Suppert | Reference | Statug | Support
(Y/N) (Y/N)
1 [/tollDefinition 6.7 0.1 m
2 ||pathDefinition 6.7 o¢l 7 m
NO[FE o.1: Itis mandatory to support at least one of these optiohs.
Table B.30 — TollDefinition fields
Item Field Sending Receiving
Reference | Status | Support | Reference | Statug | Support
(Y/N) (Y/N)
tollTable 6.7 m 6.7 m
2 |[tollDefinitionVersion 6.7 m 6.7 m
tollDefinitionAuthenticator 6.7 m 6.7 m
Table B.31 — PathDefinition fields
Item Field Sending Receiving
Reference | Status | Support | Reference | Statug | Support
(Y/N) (Y/N)
pathTahle 67 m 67 m
2 |pathDefinitionVersion 6.7 m 6.7 m
pathDefinitionAuthenticator 6.7 m 6.7 m
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Table B.32 — ContractIssuerList ADU fields

Item Field Sending Receiving
Reference Status | Support | Reference | Status |Support
(Y/N) (Y/N)

1 |efcContextMark 6.8 cl 6.8 cl

2 |equipmentClass 6.8 cl 6.8 cl

3 |manufacturerID 6.8 cl 6.8 cl

4 |uniquePartOfPAN 6.8 cl 6.8 cl

5 typeOleFCApplication 6.8 c.2 6.8 cl

6 securiltyLevel 6.8 cl 6.8 cl

7 |acCrKpyReference 6.8 cl 6.8 ot

8 |authKpyReference 6.8 cl 6.8 ¢1

9 |validfrom 6.8 cl 6.8 cl

NOTE

c.1: IF (Tablg B.5/6) THEN m ELSE n/a.

c.2: IF (Tablp B.5/6) THEN o ELSE n/a.

Table B.33 — ExceptionList ADU fields
Item Field Sending Receiving
Reference | Status |‘Support | Reference Status |Support
(Y/N) (YYN)

1 |exceptionListVersion 6.9 cl 69 cl

2 |exceptionListType 69 cl 69 cl

3 |exceptionValidityStart 60 c.2 69 cl

4 |exceptionValidityEnd 69 c.2 69 cl

5 |exceptionListEntries 69 cl 69 cl

NOTE
c.1: IF (Tablg B.5/7) THEN m ELSE%7a.
c.2: IF (Table B.5/7) THEN o ELSE/n/a.
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Item Field Sending Receiving
Reference | Status | Support | Reference Status |Support
(Y/N) (Y/N)
1 |userld 6.9 cl 6.9 cl
2 |statusType 69 cl 69 cl
3 |reasonCode 69 cl 69 cl
4 |entryValidityStart 69 c.2 69 cl
5 | |entryValidityEnd 6.9 c.2 69 €A
6 ||vehicleParameters 69 c.2 69 cl
7 | |actionRequested 6.9 c.2 69 cl
8 | |efcContextMark 69 c.2 6.9 cl
9 [|vatld 69 c.2 69 cl
NO['E
c.1{IF (Table B.5/7) THEN m ELSE n/a.
c.2{IF (Table B.5/7) THEN o ELSE n/a.
Table B.35 — ReportAbnormalOBE ADU fields
Item Field Sending Receiving
Reference _| Status | Support | Reference Status |Support
(Y/N) (Y/N)
1 | |userld 6.10 cl 6.10 cl
2 | |dateandTime 610 cl 6.10 cl
3 | |efcContextMark 6.10 c.2 6.10 cl
4 ||abnormalOBEReasonCode 6.10 cl 6.10 cl
NO['E
c.171IF (Table B.5/8) THEN m.ELSE n/a.
c.2{IF (Table B.5/8) THEN.e-ELSE n/a.
Table B.36 — TollDeclaration ADU fields
Item Field Sending Receivipg
Reference |Status| Support | Reference | Statys | Support
(Y/N) (Y/N)
tollDeclarationld 6.11 cl 6.11 cl
2 |gnssTollDeclaration.chargeReport A1 c2o.1 A1 cl
3 |gnssTollDeclaration.authenticated 611 c.20.1 6.11 cl
ChargeReport
4 |actionCode 6.11 c.2 6.11 cl
NOTE
c.1: IF (Table B.5/9) THEN m ELSE n/a.
c.2: IF (Table B.5/9) THEN o ELSE n/a.
0.1: [tis mandatory to support at least one of these options.
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Table B.37 — BillingDetails ADU fields

Item Field Sending Receiving
Reference | Status | Support | Reference Status |Support
(Y/N) (Y/N)
1 |billingDetailsld.issuerld 6.12 cl 6.12 cl
2 |contextld.billingDetailsNum 6.12 cl 6.12 cl
3 |contextlddateOfService 6.12 c.2 6.12 cl
4 |tollContext 6.12 c.l 6.12 c.l
5 userIJi 6.12 c.2 6.12 cl
6 |relatddBillingDetails 6.12 c.2 6.12 cl
7 |period 6.12 c.2 6.12 ¢l
8 |billingDetailAmount 6.12 cl 6.12 (ol |
9 |usageDetails A2 c.2 A2 cl
10 |refTollDeclaration 6.12 c.2 6.1 cl
11 |assocjatedEventData 6.12 c.2 612 cl
12 |actionCode 6.12 c.2 6.12 cl
13 |paymentReference 6.12 c.2 6.12 cl

NOTE
c.1: IF (Tablg B.5/10) THEN m ELSE n/a.
c.2: IF (Tablg B.5/10) THEN o ELSE n/a.

Table B.38 — usageDetails fields

Item Field Sending Receiving

Refereénce | Status | Support | Reference Status |Support
(Y/N) (YYN)
1 |contextName 612 cl 612 cl
2 |appliedUserClass 6.12 cl 6.12 cl
3 |declaredVehicleClass 6.12 c.2 6.12 cl
4 |appliedTimeClass 6.12 cl 6.12 cl
5 [costCé¢nter A2 c.2 A2 cl
6 |usagelist 612 cl 612 cl
NOTE

c.1: IF (TableB379r THENTEESE /=

c.2: IF (Table B.37/9) THEN o ELSE n/a.
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Table B.39 — AssociatedEventData fields

Item Field Sending Receiving

Reference | Status | Support | Reference Status |Support
(Y/N) (Y/N)
1 |cccRecord 6.12 o1,c1 6.12 c.2
2 |imageRecord 6.12 o.1,cl 6.12 c.2
3 |anprRecord 6.12 o1,c1 6.12 c.2
4 |classificationRecord 6.12 o.1,c.1 6.12 c.2
5 ||operatorRecord 6.12 ol,c1 6.12 2
6 | |dsrcData 6.12 ol,c1 12 c.2
NO[TE

0.1 I[F (Table B.37/11) THEN it is mandatory to support at least one of these options.
c.1{IF (Table B.37/11) THEN o ELSE n/a.
c.2{IF (Table B.37/11) THEN m ELSE n/a.

Table B.40 — CccRecord fields

Item Field Sending Receiving

Reference | Status.}Support| Reference Status |Support
(Y/N) (Y/N)
1 | [timeOfEvent 6.12 cl 6.12 c.2
2 | [locationOfEvent 6.12 cl 6.12 c.2
3 | |cccMessages 6.12 c.2 6.12 c.2
4 | |initiatedActions 12 c.2 12 c.2
NO[TE

c.1{IF (Table B.39/1) THEN o ELSE n/a,
c.2{IF (Table B.39/1) THEN m ELSEh/a.

Table B.41 — ImageRecord fields

Item Field Sending Receiving
Reference | Status | Support | Reference Status |Support
(Y/N) (Y/N)
1 | |imageRecordld 6.12 cl 6.12 cl
2 | [imageDateTime 6.12 cl 6.12 cl
3 |imageCamerald 6.12 cl 6.12 cl
4 |imageReference 12 c.2 12 cl
5 |imageData 6.12 c.2 6.12 cl
6 |subRecordAuthenticator 6.12 c.2 6.12 cl

NOTE
c.1: IF (Table B.39/2) THEN m ELSE n/a.
c.2: IF (Table B.39/2) THEN o ELSE n/a.
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Table B.42 — AnprRecord fields

Item Field Sending Receiving
Reference | Status | Support | Reference Status |Support
(Y/N) (Y/N)

1 |anprRecordld 6.12 cl 6.12 cl

2 |associatedImages 612 cl 612 cl

3 |imageDateTime 612 cl 6.12 cl

4 |imageCamerald 6.12 cl 6.12 cl

5 |detertninedVRM 6.12 cl 6.12 cl

6 |vehiclgDetails A2 cl 12 cl

7 |vehiclgDetails 6.12 c.l 612 ot

8 |subRefcordAuthenticator 6.12 c.2 6.12 ¢1

NOTE

c.1: IF (Tablg B.39/3) THEN m ELSE n/a.

c.2: IF (Tablp B.39/3) THEN o ELSE n/a.

Table B.43 — ClassificationRecord fields

Item Field Sending Receiving
Reference Status | Support | Reference | Status |Support
(Y/N) (YYN)
1 |classificationRecordID 6.12 ¢ 6.12 cl
2 |deriveddLocalClass 6.12 cl 6.12 cl
3 |vehiclgpParameters A2 cl A2 cl
4 |subRefcordAuthenticator 6.42 c.2 6.12 cl

NOTE
c.1: IF (Tablg B.39/4) THEN m ELSE n/a.
c.2: IF (Table B.39/4) THEN o ELSE n/a,

Table B.44 — OperatorRecord fields

Item Field Sending Receiving
Reference Status | Support | Reference | Status |Support
(Y/N) (YYN)
1 |classifi¢éationRecordID 6.12 cl 6.12 cl
2 |derivedLocalClass 6.12 cl 6.12 cl
3 |vehicleParameters A2 cl A2 cl
4 |subRecordAuthenticator 6.12 c.2 6.12 cl

NOTE
c.1: IF (Table B.39/5) THEN m ELSE n/a.
c.2: IF (Table B.39/5) THEN o ELSE n/a.
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