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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and njll-yuvcllllllcllta:, im—tatsomwithSO—and :EC, atso—take pal't ir—the—work—im—the—fietcof information

techndlogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,|Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national badies for voting. [Publication as
an Int¢grnational Standard requires approval by at least 75 % of the national bodies casting a votge.

ISO/IHC 9796-3 was prepared by Joint Technical Committee ISONEEC /JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

This second edition cancels and replaces the first edition (ISO/IEC 9796-3:2000), which has bgen technically
revisedl. New mechanisms and object identifiers have been spéecified.

ISO/IHC 9796 consists of the following parts, under the general title Information technologqy — Security
techniques — Digital signature schemes giving message.recovery:.

— Part 2: Integer factorization based mechanisms

— Part 3: Discrete logarithm based mechanisms

© ISO/IEC 2006 — All rights reserved \"
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Introduction

Digital signature mechanisms can be used to provide services such as entity authentication, data origin
authentication, non-repudiation, and integrity of data.

A digital signature mechanism satisfies the following requirements:

given onl ible to

produce 4

the public verification kKey and not the private signature Key, It iIs computationally infeas
valid signature for any given message;

the signa
message

fures produced by a signer can neither be used for producing a valid signature for ar
nor for recovering the signature key;

y new

it is com|
signature

putationally infeasible, even for the signer, to find two different messages with the| same

Most digital si
operations:

jnature mechanisms are based on asymmetric cryptographic teghniques and involve thre¢ basic

nd the

a proces
correspor]

5 for generating pairs of keys, where each pair consist§ )of a private signature key a
ding public verification key;

a procesq using the private signature key, called the signature generation process;

a procesg using the public verification key, called the signature verification process.

There are twoltypes of digital signature mechanisms:

when, for

each given private signature keythe signatures produced for the same message are the[same,

the mech

when, for
produces

This part of IS
Digital signatu

when the
named a

Bnism is said to be non-randomized (or deterministic) [see ISO/IEC 14888-1];

a given message and a(giyen private signature key, each application of the signature p
a different signature, the mechanism is said to be randomized.

O/IEC 9796 specifies randomized mechanisms.

re schemes.ean also be divided into the following two categories:

focess

whole_message has to be stored and/or transmitted along with the signature, the mechanism is

signature mechanism with appendix [see ISO/IEC 14888];

ned a

When the VV;IU:U nmessdytc Ul a plel. Uf It ;b IUL;UVUIUL; fl UITl ﬁ 1< D;glldiulc, ti 1< IIIUbi Idll;blll ;D LLL=)
signature mechanism giving message recovery.

If the message is short enough, then the entire message can be included in the signature, and recovered from
the signature in the signature verification process. Otherwise, a part of the message can be included in the
signature and the rest of it is stored and/or transmitted along with the signature. The mechanisms specified in
ISO/IEC 9796 give either total or partial recovery, aiming at reducing storage and transmission overhead.

This part of ISO/IEC 9796 includes six mechanisms, one of which was in ISO/IEC 9796-3:2000 and five of
which are in ISO/IEC 15946-4:2004. The mechanisms specified in this part of ISO/IEC 9796 use a hash-
function to hash the entire message. ISO/IEC 10118 specifies hash-functions. Some of the mechanisms
specified in this part of ISO/IEC 9796 use a group on an elliptic curve over finite field. ISO/IEC 15946-1:2002
describes the mathematical background and general techniques necessary for implementing cryptosystems
based on elliptic curves defined over finite fields.
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https://iecnorm.com/api/?name=3eb4c2909c0961ffe281406cd8a42a29

ISO/IEC 9796-3:2006(E)

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC)
draw attention to the fact that it is claimed that compliance with this document may involve the use of patents
concerning the mechanisms NR, ECMR and ECAO given in Clause 8, 10 and 11, respectively.

Area Patent no. Issue date Inventors

NR [see Clause 8] US 5600 725, 1997-02-04 K. Nyberg and R. A. Rueppel
EP 0639 907

ECMR [see Clause 10] [JP H09-160492 A. Miyaiji
(patent application)

ECAQ [see Clause 11] |JP 3 434 251 2003-08-04 M. Abe and T. Okamoto

ISO ar

The h
under

d IEC take no position concerning the evidence, validity and scope of these patent rights.

plders of these patent rights have assured the ISO and IEC that they are (willing to neg
reasonable and non-discriminatory terms and conditions with applicants throughout the

btiate licences
world. In this

respegt, the statement of the holders of these patent rights are registered with-18O and IEC. Information may

be obthined from the following companies.

Patent no. Name of holder of patent right Contact-address

US 5 p00 725, Certicom Corp. 5520 Explorer Drive, 4th Floor, Migsissauga,

EP 0 639 907 Ontario, Canada L4W 5L1

JP H(J9-160492 |Matsushita Electric Industrial Co., Ltd{) YMatsushita IMP Building 19" Floor| 1-3-7,
Siromi, Chuo-ku, Osaka 540-6319] Japan

JP 3434 251 NTT Intellectual Property Center. 9-11 Midori-Cho 3-chome, MusasHino-shi,
Tokyo 180-8585, Japan

Attentipn is drawn to the possibility that-some of the elements of this document may be the supject of patent

rights
such ¢

NOTE
NOTE

ISO/IE
by app

pther than those identified above:"ISO and IEC shall not be held responsible for identif
atent rights.

( Computational feasibility depends on the specific security requirements and environment.

D

Any signature_fmechanism giving message recovery — for example, the mechanisms specifig
> 9796 — can be ‘converted for provision of digital signatures with appendix. In this case, the signa
ication of the signature mechanism to a hash-token of the message.

ying any or all

d in this part of
ure is produced
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Information technology — Security techniques —
Digital signature schemes giving message recovery —

Part 3:
Discrete logarithm based mechanisms

1 Scope

This pprt of ISO/IEC 9796 specifies six digital signature schemes giving message recovery. The security of
these schemes is based on the difficulty of the discrete logarithm problem, Wwhich is defined on p finite field or
an elliptic curve over a finite field.

This pgrt of ISO/IEC 9796 also defines an optional control field in the-hash-token, which can provide added
security to the signature.

This part of ISO/IEC 9796 specifies randomized mechanisms

The mechanisms specified in this part of ISO/IEC 9796 give either total or partial message recoyery.

NOTE For discrete logarithm based digital signature schemes with appendix, see ISO/IEC 14888-3.

2 Normative references

The fmllowing referenced documents<'are indispensable for the application of this documegnt. For dated
referenpces, only the edition cited “applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IHC 10118 (all parts), Information technology — Security techniques — Hash-functions

ISO/IHC 15946-1:2002; Information technology — Security techniques — Cryptographic techniques based on
ellipticlcurves — Part 1--General

3 Terms-and definitions

For thg purposes of this document, the following terms and definitions apply.

3.1

data input

octet string which depends on the entire message or a portion of the message and which forms a part of the
input to the signature generation process

3.2
domain parameter
data item which is common to and known by or accessible to all entities within the domain

[ISO/IEC 14888-1:1998]

NOTE The set of domain parameters may contain data items such as hash-function identifier, length of the hash-
token, maximum length of the recoverable part of the message, finite field parameters, elliptic curve parameters, or other
parameters specifying the security policy in the domain.

© ISO/IEC 2006 — All rights reserved 1
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3.3
elliptic curve

6-3:2006(E)

set of points P = (x, y), where x and y are elements of an explicitly given finite field, that satisfy a cubic equation
without any singular point, together with the “point at infinity” denoted by 0

[ISO/IEC 15946-1:2002]

NOTE For

3.4

a mathematical definition of an elliptic curve over an explicitly given finite field, see Clause A.4.

explicitly given finite field
set of all e-tuples over [0, p — 1], where p is prime and e > 1, along with a “multiplication table”

NOTE 1 For|
NOTE 2 For|
3.5
hash-code

string of octetd

4

q

NOTE Ad

3.6

hash-function

function which

for a give

for a give

qg

NOTE1 Ad

NOTE 2 Corf

NOTE3  For
ISO/IEC 101184

The hash-
they map

in this paft of ISO/IEC 9796 onlytif the length in bits of the output is a multiple of 8, in which case the n

between o

3.7
hash-token
concatenation
the padding m

[ISO/IEC 1484

a mathematical definition of an explicitly given finite field, see Clause A.3.

more detailed information on finite fields, see ISO/IEC 15946-1:2002.

which is the output of a hash-function

pted from ISO/IEC 10118-1:2000.

maps strings of octets to fixed-length strings of octets, satisfying the following two proper;
h output, it is computationally infeasible to find an input’'which maps to this output;
h input, it is computationally infeasible to find a,.second input which maps to the same outy
pted from ISO/IEC 10118-1:2000.

hputational feasibility depends on the specific security requirements and environment.

the purposes of this part of IS@/IEC 9796, the allowable hash-functions are those descr|
2 and ISO/IEC 10118-3, with the.following proviso:

functions described in ISO/IEC40118 map bit strings to bit strings, whereas in this part of ISO/IE
bctet strings to octet strings.“Fherefore, a hash-function in ISO/IEC 10118-2 or ISO/IEC 10118-3 is

ctet strings and bit strings is affected by the functions OS2BSP and BS20SP.

of a hash=code and an optional control field which can be used to identify the hash-functi
ethod

8-1.1998]

es:

ut.

bed in

C 9796,
hllowed
apping

bn and

NOTE

by the signature mechanism or by the domain parameters.

3.8
message

string of octets of any length

3.9
parameter ge
process which

neration process
gives as its output domain parameter and user keys

The control field with the hash-function identifier is mandatory unless the hash-function is uniquely determined

© ISO/IEC 2006 — All rights reserved
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3.10

pre-signature

octet string computed in the signature generation process which is a function of the randomizer but which is
independent of the message

NOTE Adapted from ISO/IEC 14888-1:1998.

3.1

private signature key

data item specific to an entity and usable only by this entity in the signature generation process

3.12

publictl;\mdﬁcauon_key
data ifem which is mathematically related to a private signature key and is known by or (accessible to all
entities and which is used by the verifier in the signature verification process

3.13
randomized
depenfent on a randomizer

[ISO/IEC 14888-1]

3.14
randomizer
secret|integer produced by the signing entity in the pre-signature. production process, and not jpredictable by
other ¢ntities

NOTE Adapted from ISO/IEC 14888-1:1998.

3.15
signafure
pair of an octet string and an integer for providing authentication, generated in the signatyre generation
procegs

NOTE Adapted from ISO/IEC 14888-1:1998.

3.16
signafure generation process
procegs which takes as inputs the*message, the signature key and the domain parameters, ard which gives
as output the signature

NOTE Adapted from thedefinition of signature process in ISO/IEC 14888-1:1998.

3.17
signafure verification process
procegs, which takes as its input the signed message, the verification key and the domain parameters, and
which gives-as-its output the recovered message if valid

NOTE Adapted from the definition of verification process in ISO/IEC 14888-1:—").

3.18

signed message

set of data items consisting of the signature, the part of the message which cannot be recovered from the
signature, and an optional text field

[ISO/IEC 14888-1:1998]

3.19
user keys
data item of a set of private signature key and public verification key

1) To be published.

© ISO/IEC 2006 — All rights reserved 3
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4 Symbols, notation and conventions

4.1 Symbols and notation

For the purposes of this document, the following symbols and notation apply.

A entity, usually signer

B entity, usually verifier

d data input (octet string)

d recovered data input (octet string)

E elliptic curve over explicitly given finite field

F explicitly given finite field

G generator of underlying group (finite field element / elliptic curye point)
h (truncated) hash-token (octet string)

n' recovered (truncated) hash-token (octet string)

h" recomputed (truncated) hash-token (octet string)

Hash, Hash,, Hash, hash-function

k randomizer (integer)

KDF key derivation function (synonytm for MGF)

Lor length in octets of non-recoyerable part (integer)

Lyat length in octets of datainput (integer)

Lr length in octets. of-explicitly given finite field F' (non-negative integer)
Liec (maximum)length in octets of recoverable part (integer)

Lieg lengthin’ octets of (added) redundancy (integer)

L(x) length in octets of integer x or octet string x (non-negative integer)
Liash length in octets of output of hash-function Hash (non-negative integer)
M message (octet string)

My, non-recoverable part of message (octet string)

Miec recoverable part of message (octet string)

M’ recovered message (octet string)

My received non-recoverable part of message (octet string)

M 1ec recovered part of message (octet string)

MGF mask generation function

n order of group generated by G (prime number)

4 © ISO/IEC 2006 — All rights reserved
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point at infinity of elliptic curve

prime number

element dependent on the chosen key generation scheme, that is P=G for
Key Generation Scheme |l and P=Y, for Key Generation Schemell [see
Clause 7.3]

pre-signature (octet string)

recovered pre-signature (octet string)

8%k

8¢

prime power
element dependent on the chosen key generation scheme,\that|is O=7Y, for
Key Generation Scheme |l and QO=G for Key Generatioh Scheme ll [see
Clause 7.3]

first part of signature (octet string)

first part of recovered signature (octet string)
second part of signature (integer)

second part of recovered signature (integer)
private signature key of entity 4

public verification key of entity 4

set of finite bit strings

set of finite octetstrings

set of bit strings of length ¢, where ¢ is a non-negative integer
set of octet strings of length ¢, where ¢ is a non-negative integer
Set of integers x satisfying « <x < b, where a and b are integers
length of bit string x

cardinality of set X

leftmost ¢-bits of octet string x, appending zeros to the right when 8¢ >[L(x)

x|y

XxY

FigNtmost Z-DItS Of OCtet string x, appending Zeros to the left when 8¢ > L(x)
r € [0, n — 1] such that (x — r) is divisible by n, where x is an integer

bitwise exclusive-OR operation of bit strings x and y

concatenation of bit strings x and y

Cartesian product of sets Xand Y

© ISO/IEC 2006 — All rights reserved 5
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4.2 Conversion functions and mask generation functions

For the purposes of this document, the following conversion functions and mask generation functions are
used.

BS2IP bit-string-to-integer primitive [see Clause B.2]

BS20SP bit-string-to-octet-string primitive [see Clause B.1]

EC20SP elliptic-curve-to-octet-string primitive [see Clause B.6]
FE2IP finite-field-element-to-integer primitive [see Clause B.4]
FE20SP finite-field-element-to-octet-string primitive [see Clause B.5]
12BSP integer-to-bit-string primitive [see Clause B.2]

120SP integer-to-octet-string primitive [see Clause B.3]

MGFI1 mask generation function 1 [see Clause C.2]

MGF2 mask generation function 2 [see Clause C.3]

OS2BSP octet-string-to-bit-string primitive [see Clause Bi]

OS2ECP octet-string-to-elliptic-curve primitive [see/Clause B.6]
OS2FEP octet-string-to-finite-field-element primitive [see Clause B.5]
OS21P octet-string-to-integer primitive [see Clause B.3]

4.3 Legend for figures

The following|legend is used for the figures in Clause 7 depicting the signature generation and verification
processes for [digital signatures giving. message recovery.

STEP|OF THE | step.of the process
PRQCESS

mandatory data flow

A 4

> optional data flow

6 © ISO/IEC 2006 — All rights reserved
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5 Binding between signature mechanisms and hash-functions

Use of the signature schemes specified in this part of ISO/IEC 9796 requires the selection of a hash-function
Hash. ISO/IEC 10118 specifies hash-functions. There shall be a binding between the signature mechanism
and the hash-function in use. Without such a binding, an adversary might claim the use of a weak hash-
function (and not the actual one) and thereby forge a signature.

The user of a digital signature mechanism should conduct a risk assessment considering the costs and
benefits of the various alternative means of accomplishing the required binding. This assessment should

include an assessment of the cost associated with the possibility of a bogus signature being produced.

NOTE 1 One of the security requirements for the hash-function Hash used in this part of ISO/IEC 9796 is so-called

“collisign-resistance.”

NOTE R  There are various ways to accomplish this binding. The following options are listed in prder of |ncreasing risk:

a) Rpquire a particular hash-function when using a particular signature mechanism. The “erification process shall
exclusively use that particular hash-function. ISO/IEC 14888-3 gives an example ofcthis option ywhere the DSA
miechanism requires the use of Dedicated Hash-function 3 (otherwise known as SHA-1)from ISO/IEQ 10118-3;

b) Allow a set of hash-functions and explicitly indicate the hash-function in use in the certificate dompin parameters.
Inside the certificate domain, the verification process shall exclusively use-the hash-function ipdicated in the
certificate. Outside the certificate domain, there is a risk arising from certification authorities (CAg) that may not
adlhere to the user’s policy. If, for example, an external CA creates a ceftificate permitting other hash-functions, then

signature forgery problems may arise. In such a case a misled verifiermay be in dispute with the C
other certificate; and

c) Allow a set of hash-functions and indicate the hash-function inuse by some other method, e.g., an
ssage or a bilateral agreement. The verification process‘shall exclusively use the hash-function
other method. However, there is a risk that an adversary may forge a signature using another hash-fu
NOTE The “other method” referred to in paragraph ¢)-immediately above could be in the form of

A that produced

ndication in the
ndicated by the
nction.

a hash-function

identifier included in the octet string representative d. Ifthe hash-function identifier is included in d in this way then an

attackdr cannot fraudulently reuse an existing signature with the same octet string d; and a different d,,
verifier[could be persuaded to accept signatures created using a hash-function sufficiently weak that pre]
found. [However, in this latter case and using the/weak hash-function, an attacker can still find a new s

of the signature scheme. (For'some digital signature schemes, a length limit on ¢, may also pre
sing existing signatures even if no hash-function identifier is included in the message representatiy

6 Framework for digital signatures giving message recovery

even when the
rimages can be
ignature with a

ted by requiring
tly less than the
ent an attacker
e, provided that
mption that the
bse of forging a

6.1 rocesses

Clauses 6.2 through 6.4 contain a high-level description of a general model for the six signature schemes
specified in this part of ISO/IEC 9796. A detailed description of the general model is provided in Clause 7.

A digital signature scheme specified in this part of ISO/IEC 9796 is defined by the specification of the following

processes:

parameter generation process;

signature generation process;

signature verification process.
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6.2 Parameter generation process

6.2.1 Domain parameters

The parameters can be divided into domain parameters and user keys. The domain parameters consist of
parameters to define a finite group, such as a multiplicative group of a finite field or an additive group on an
elliptic curve over a finite field, and other public information which is common to and known by or accessible to
all entities within the domain. As well as the domain parameters specific to the cryptographic scheme in use,

the following parameters must be specified:

an identifi

er for the digital signature scheme used;

the type @
(optional)
the user K

Implementatio
finite field are

f redundancy;
a hash function Hash;
ey generation procedures.

n techniques and the mathematical background for an additive group,on an elliptic curve
given in ISO/IEC 15946-1:2002.

6.2.2 User Keys

Each entity hg

the privat

the publig

— (optional)
verificatio
NOTE 1 Use
NOTE 2  The
otherwise therg
require assuran
generate signat]

6.3 Signat
The following

the doma

s its own public and private keys. The user keys of entity 4)consist of the following:
b signature key x;
verification key Y,;

other information, which is specific to the ‘entity 4, for the use in the signature generation
h process.

r keys are valid only within the context\of a specified set of domain parameters.

is no assurance of meeting the intended security even if the signature verifies. The signer m
ce that the domain parameters and public verification key are valid, otherwise an adversary may be
ures that verify.

ire generation-process
Hata items-are required for the signature generation process:

in parameters;

over a

and/or

signature verifier may require @ssurance that the domain parameters and public verification key are valid,

py also
able to

the signe

r A'S private signature Key x,

a message M.

For all the schemes specified in this part of ISO/IEC 9796, the signature generation process consists of the
following procedures:

a) splitting the message;
b) (optional) computation of redundancy, or computation of the message digest;
8 © ISO/IEC 2006 — All rights reserved
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c) computations in a finite group, which is either the multiplicative group of a finite field or the additive group
on an elliptic curve over a finite field;

d) computations modulo the group order of the base element G;
e) formatting the signed message.

The output of the signature generation process is a pair (7, s) that constitutes 4’s digital signature of the
message M.

6.4 Signature verification process

The foJlowing data items are required for the signature verification process:
— the domain parameters;
— the signer 4’s public verification key Y;

— tHe non-recoverable part of the message M’y (if any);

—

He received signature for M, represented as an octet string ' and aninteger s'.
For all{the schemes the signature verification process consists of some or all of the following pracedures:
a) signature size verification;

b) bmputations in a finite group, which is either the muliiplicative group of a finite field or the jadditive group

N an elliptic curve over a finite field;

o Q

c) computations modulo the group order of thebase element G;

d)

—

gcovering the data input or the messagg;
e) signature checking.

If all pfocedures are passed successfully, the signature is accepted by the verifier; otherwise it ig rejected.

7 General model for digital signatures giving message recovery
7.1 Requirements

7.1.1 | Domain parameters

O/IEC 9796 shall

select the following domaln parameters of the d|g|tal S|gnature scheme
a) an explicitly given finite field F, or an elliptic curve E over an explicitly given finite field F;
b) anelement G in F or E of prime order n.

Agreement on these choices amongst the users is essential for the purpose of the operation of the digital
signature mechanism giving message recovery.

NOTE 1 The size of n affects the level of security offered by the scheme and shall be chosen to meet the defined
security objectives.

© ISO/IEC 2006 — All rights reserved 9
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NOTE 2

The two possible groups with which this scheme may be used are normally written using multiplicative

notation (for the multiplicative group of the finite field) and additive notation (for the group of points on an elliptic curve). In

Clause 7, the mu

NOTE 3 For
NOTE 4 For
NOTE 5

ISO/IEC 15946-

[tiplicative notation is used, in order to simplify the presentation.
the definition of an explicitly given finite field, see Clause A.3.

the definition of an elliptic curve over an explicitly given finite field, see Clause A.4.

1:2002.

7.1.2 Type of redundancy

Users shall s€

natural rg

added re

both.

Agreement on
digital signatu

lect the type of redundancy, which shall be
dundancy,

jundancy, or

the type of redundancy amongst the users is essential for the/purpose of the operation
e mechanism giving message recovery.

For efficient implementations and cryptographic techniques related to the groups on elliptic curves, see

of the

If users use adlded redundancy, the length in octets of added redundancy; L4, shall be fixed. A message with

added redund

If users use n
that the mess
of the messag

The natural d
communicatin
be greater tha
only be used f

NOTE Theg

7.2 Summary of functions-and procedures

The signature

of the data which is inpuf)to the signature generation function is recovered from the signature as part

signature verif

The signature

Bncy may be constructed by the hash token of the message or of the recoverable messag
htural redundancy alone, then L,y is set equal t0\0. A message with natural redundancy

hge includes redundancy naturally, such as the\use of ASCII characters, or that the redur
e is verifiable implicitly in some applications-

r added redundancy may be anything "agreed upon as long as it can be checked

h parties. Total redundancy, which_.consists of natural redundancy and added redundanc

n some minimum value specifiedhy the application. In general natural redundancy alon
pr total message recovery.

schemes spegified in this part of ISO/IEC 9796 give message recovery. More precisely
ication procedure.

scheme consists of the following functions and procedures:

value of the parameter Leq(also affects the security level of the signatures giving message recovery.

e.

means
dancy

by the
, shall
e shall

some
of the

signature

signature

10

user key generation process;

generation process;

verification process.
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7.3 User key generation process

One of the following two methods shall be used to compute the key pair consisting of the public verification
and the private signature key (the signing entity shall keep the private signature key secret):

a) Key generation |

Given a valid set of domain parameters, a private signature key and corresponding public verification key

may be generated as follows:

1) Select a random or pseudorandom integer x, in the set [1, n — 1]. The integer x, must be protected
from unauthorised disclosure and be unpredictable;

2 Compute the element Y, = G™;

3 The key pair is (Y, x4), where Y, will be used as public verification key,*and x,|is the private
signature key.

To¢ allow an unified representation of the algorithms, put P=G and Q=Y.

b) Key generation Il

GJ|ven a valid set of domain parameters, a private signature key.and corresponding public Verification key

mpy be generated as follows:

1 Select a random or pseudorandom integer e in the, set [1, n — 1] and compute an infeger x, in the
interval [1,n—1] with the property x,e=1modn. The integer x, must be pfotected from
unauthorised disclosure and be unpredictable;

2 Compute the element Y, = G°, and then erase the integer ¢ in a secure manner;

3 The key pair is (Y, x,), where Y, will be used as public verification key, and x,|is the private
signature key.

To allow an unified representation of.the algorithms, put P=Y,and 0 =G.

Prior tp use of the public verification-key the verifier shall have assurance about its validity and ownership.
This validation may be obtainedby-various means, see Clause 6.2.2.

NOTE |l Some schemes use 'the range [1, n — 2] for the private signature key x,.

NOTER  Key generation)l is the more popular method and is often used. In some environments |where modular
inversion is expensive, Key generation || might be useful.

7.4 Signature generation process

7.4.1 | Procedures

Figure 1 shows the signature generation process, which consists of the following procedures:

a)
b)
c)
d)

e)

producing a randomizer and the pre-signature;

splitting the message;

producing the data input;

computing the signature;

formatting the signed message.

NOTE

Each mechanism may require scheme-dependent domain parameters other than those shown

© ISO/IEC 2006 — All rights reserved
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M Domain .
/ parametefs |
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|
Splitting < ] Lreq |
the message : |
| |
|
Lclr Lrec Mclr Mrec Producing < i i
a randomizer | !
| |
] ' =
| |
Producing 9 : P !
the pre-signature | !
|
o . | 17 i |
VYV VvV vV ! |
Producing a : |
the data input (% ¢ Hash |
, Userkeys | : |
| d ! |
Y4 l : ! :
i vV Vv 4 v ! :
! Computing the first < ' n |
. |
: signature part ‘\\ J
A N | I B A [ .
l r
|
X4 :
\ ! H
S v v v v
Computing the second |
signature part
S
A 4 \ 4 v A\ 4
Formatting
the signed message
v

12

The signed message

Figure 1 — The signature generation process
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Producing a randomizer and the pre-signature

Prior to each signature computation the signing entity must have a fresh, secret randomizer value available.
The randomizer is an integer £ such that 1 <tk<n-1. The implementation of the signature scheme must
ensure that the following two requirements are satisfied:

used to produce signatures for two different messages shall be negligible;

First

used randomizer values shall never be disclosed; once used, they shall be destroyed.

randomizer k&, which is an integer. is produced. Then the pre-signature 77, which is an

randomizer generation shall be executed in such a way that the probability that the same randomizer is

ctet string, is

compy
during
public

NOTE

never 1
to prog
possibl

NOTE
randoni

743

The m
Lrec an
Mg, 18

7.44

The in
recov
recove
the hd

ted as a function of the randomizer. The pre-signature is an intermediate data item ¢th
the signature generation process in any randomized signature mechanism. The-jpre-
data item, while the value of the randomizer shall be available only to the signaturé|gener:

(
equired again by the signer or verifier and should be securely erased. If the same\value of the ran
uce signatures for two different messages, or if the randomizer for a signature'is disclosed, t
e to recover the private key from the signatures.

D

Randomizers may be produced and corresponding pre-signaturesmay be computed offline.
izers should be stored securely for future use by the signature generation process.

Splitting the message

essage M is split into the recoverable part M, and/the non-recoverable part M, of the
d Ly are defined to be the length in octets of the recoverable part M, and the non-re
spectively.

Producing the data input

put to the data input function is the recoverable part of the message M, with added redu
rable part of the message M, xWwith natural redundancy. The inputs may optionally ing
rable part M, , the lengths Lss-and L. If added redundancy is used, the data input invo
sh-token. The hash-tokenyis formed by the hash-code itself, or with the hash-fun

concalenated to the right of the-hash-code, where the hash-code is computed by hashing the

part of
contro

NOTE

NOTE

7.4.5

) message. The choite of whether or not the hash-token includes the hash-function ide
led by the domain/parameters. The output of the data input function is d, which is an octef

( The choice\ef data input may be determined by each application or signature scheme.

D

See(Annex D for an example method of producing the data input with added redundancy.

Computing the signature

at is produced
signature is a
ption process.

Disclosure of a randomizer after use may jeopardise the secrecy of the private key. Used fandomizers are

domizer is used
hen it might be

n this case, the

message, and
coverable part

ndancy, or the
lude the non-
ves producing
ction identifier
e (recoverable
ntifier shall be
string.

The signatures produced by the schemes in this part of ISO/IEC 9796 have two parts » and s. The first part r is
an octet string which is computed as a function of the pre-signature I7 and the data input d (and optionally
other parameters), where d is an octet string that depends upon the message. The second part s is an integer
such that 0 <s<nr and computed as a function of the first part », the randomizer &, and the private signature
key x, (and optionally other parameters).
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7.4.6 Formatting the signed message

Knowledge of the length of the recoverable part of the message is necessary for the successful opening and
verification of the signed message. This information must be given by the domain parameter, included in the
signed message and/or retrieved from the data input 4.

The signed message consists of the following data items:

the non-recoverable part M, of the message;

the first part  of the signature;

the secor

(optional

7.5 Signat

7.51

Proce

Figure 2 show

a)
b)
c)
d)
e)

f)

14

opening t
signature
recoverin
recoverin
re-compy

checking

d part s of the signature;

the length L, of the recoverable part of the message.
ire verification process

Hures

s the signature verification process, which consists of the following\procedures:

he signed message;

size verification;

g the pre-signature or the data input;
g the data input or the message;
ting the hash-token(optional);

the signature.
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\ 4
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- Userkeys Signature size |
verification

Y,

N . ;vw v

Recovering <
the pre-signature |

H!

/
:
|
|
|
|
|
|
|
|
|
|
|
|
)
1
|
J
]
|

_ |

v \ A4 v i
|
|
|
|
|
|
|
|
f
|
|
|
|
|
|
|
|
|
:
\

Recovering <
the data input

d!

Recovering <
the message

) 4

Lred

h' M'rec

v v vy
Re-computing
the hash-token’(optional)

A

| O B
\ A 4 v vy
Checking
the signature

A

Formatting
the recovered message

1

M’ [ reject

Figure 2 — Signature verification process

Checking the signature consists of
— comparing the recovered and recomputed (truncated) hash-tokens, or

— verifying the redundancy.
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7.5.2 Opening the signed message

When starting

the value

this step, the verifier must have the following information available:

the lengths of the different signature/message parts included in the signed message;

of the parameter L.

The verifier extracts the following different parts of the signed message:

the first p|
the secor

(optional

the non-recoverable part of the message;

art ' of the signature;
d part s’ of the signature;

the length L', of the recoverable message part.

7.5.3 Signalure size verification

The verifier sh

all verify the size of the parts of a signature.

7.5.4 Recovering the pre-signature

At the beginni

the publig

the publig

The computat
the public veri

ng of this step the verifier must have the following inforriation available:
parameters which specify the signature schemedin use;
verification key Y, of the signing entity.

ons in this step are specific to the signature scheme in use. The pre-signature is determi
fication key Y,. Given the signature (#43"), the pre-signature I7T' is recovered.

7.5.5 Recovering the data input or the message

Given the first
recovered dat

7.5.6 Re-co

First, the hash
and/or by ret
recomputed b

part ' of the signature and the recovered pre-signature I7', the data input d' is recovere
b input d' is an octet string.

mputing the hash-token (optional)

rieving the’ hash-function identifier from the recovered hash-token. Then the hash-c
/ hashing the message.

The recompu
hash-function

7.5.7 Check

hed by

d. The

-function.used by the signing entity in Clause 7.4 is identified, possibly by the domain parameter

bde is

ing the signature

Checking the signature consists of

16

verifying the added, and/or natural redundancy of the recovered message.

ing the

comparing the recomputed (truncated) hash-token 4" with the recovered (truncated) hash-token 7', or
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R (Nyberg-Rueppel message recovery signature)?

8.1 Domain parameter and user keys

The domain parameter specifies a multiplicative group of an explicitly given finite field F.

The length of the data input d in octets, Lya, is set equal to a fixed value less than or equal to L(n) — 1.

The keys of the NR signature scheme are produced as follows:

a) A’s private signature key x, which is a random integer in the interval [1, n — 1];

b) 4
NOTE

8.2

8.21

The in

s public verification key Y, computed as in Clause 7.3.

For the definition of an explicitly given finite field, see Clause A.3.
Signature generation process

Input and output
but to the signature generation process consists of
e domain parameters,
e private signature key x,, and

message M to be signed.

The olitput of the signature generation process is(apair (r, s) € {0, 1}*™ x [1, n — 1] that constit

signat
8.2.2
The pr
a) Sq
b) C
c) C

8.23

ire to the message M.
Producing a randomizer and the pre-signature (finite field computations)

le-signature 77 € {0, 1}** shall be computed by the following or an equivalent sequence of
blect a random integer k'in the interval [1, n — 1];
bmpute the finite field element R = P*;

bnvert R to ancoctet string /7= FE20SPx(R).

Producing the data input

The d{

tadriput d € {0, 1}%9%tis produced from the message M: see Clauses 7.4.2 and 7.4.3.

Utes A’s digital

steps:

2) This signature mechanism is based on a scheme defined in [9].

© ISO/IEC 2006 — All rights reserved
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8.2.4 Computing the signature (arithmetic operations modulo r)

The signature
steps:

(r,) € {0, 1}*¢

a) Convertd to an integer 6 = OS2IP(d); note that 6 € [0, n — 1];

b) Compute
c) Compute

d) Compute

= 0S2IP(/7) mod n;
7= (0+ ) mod n;

s=(k—x,) mod n;

x [1, n— 1] shall be computed by the following or an equivalent sequence of

e) Convert A

f) Erasek.

If the signatur|
be repeated W

8.2.5 Formatting the signed message

The pair (r, s)

8.3 Signat

8.3.1 Input and output

The signaturg
computations,

The input to th
— the doma
—  A’s public]

— the recei\f

— the non-rgcoverable messagesM’y, (if any).

The output of

8.3.2 Signalure sizeverification

Verify that and

=T205P(, L(n));

e generation process yields either 7 =0 or s =0, then the process of signature .generatio
ith a new random value .

= (0, 118 x [1, n— 1] constitutes 4’s signature on the message(¥,

ire verification process

verification process consists of three stepsi:calculation of the message digest, finit
and signature checking.

e signature verification process consists:of
n parameters,
verification key Y,

ed signature for M, represented as an octet string ' and an integer s’, and

he signature verification process is either the recovered data input & or “reject.”

r/ev0, 138 0 < OS2IP(+) < n and 0 < s’ < n; if not, then reject the signature.

N must

e field

8.3.3 Recov

ering the pre-signature (finite field computations)

The pre-signature shall be recovered from the received signature (+/, s’) by the following or an equivalent
sequence of steps:

a) Convert 7 = OS2IP();

b) Compute

R=PQ;

c) Convert R’ to an octet string /7' = FE20SP-(R").

18
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Recovering the data input or the message

The data input shall be recovered from the first part of the received signature ' and the recovered pre-
signature /7' by the following or an equivalent sequence of steps:

a) Compute 7' = OS2IP(/7') mod 7;

b) Compute ' = (+' — ') mod n;

c) Convert ¢’ to an octet string d’' = 120SP(¢', Lyay).

8.3.5

Check

9 E

9.1

The dd
field.

The le
The kd
a) A
b) 4
NOTE

NOTE
9.2

9.2.1
The in

— th

Checking the-si

the redundancy. If it is correct, output &', otherwise reject.

Domain parameter and user keys

ys of the ECNR signature scheme are produced asfollows:
5 private signature key x, which is a random integer in the interval [1, n — 1];
5 public verification key Y, computed as.in Clause 7.3.

( For the definition of an explicitly given finite field, see Clause A.3.

Signature generation process
Input and output
but to the signature generation process consists of

e domain parameters,

— th

e \private signature key x,, and

CNR (Elliptic Curve Nyberg-Rueppel message recovery signature)

main parameter specifies an additive group of order » in an elliptic'curve E over an explic

hgth of the data input d in octets, Lya, is set equal to a fixed value less than or equal to L(#

D For the definition of an elliptic-curve over an explicitly given finite field, see Clause A.4.

itly given finite

)

— a

The output of the signature generation process is a pair (r, s) € {0, 1}

message M to be signed.

8L(n)

signature to the message M.

© ISO/IEC 2006 — All rights reserved
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9.2.2 Producing a randomizer and the pre-signature (elliptic curve computations)

The pre-signature 77 {0, 1}

8(LF+1)

a) Select arandom integer £ in the interval [1, n — 1];

b) Compute
c)

NOTE

the elliptic curve point R = kP;

Convert R to an octet string /7= EC20SP; (R, compressed).

shall be computed by the following or an equivalent sequence of steps:

For the definition of the conversion function EC20SP with the format specifier compressed, see Clause B.6.

9.2.3 Produ

The data inpu

9.24 Comp

The signature|
steps:

a) Convert d
b) Compute
c) Compute
d) Compute
e) Convert r|
f) Erasek.

If the signatur|
be repeated W

cing the data input

d € {0, 1}*9atis produced from the message M; see Clauses 7.4.2 and 7.4.3.

Lting the signature (arithmetic operations modulo n)

(r,s) € {0, 1}* x [1, n— 1] shall be computed by the following or, 4njequivalent seque

to an integer 6 = OS2IP(d); note that 6 € [0, n — 1];
= OS2IP(/7) mod n;

= (0 + ) mod 7;

s = (k—x,7) mod n;

=120SP(r, L(n));

B generation process yields either’7 =0 or s =0, then the process of signature generatio
ith a new random value .

9.2.5 Formdtting the signed message

The pair (r, s)
9.3 Signat

9.31

= (0, 11%™ x [1,'<1] constitutes 4’s signature on the message M.

ire verification process

Input and output

nce of

h must

The signatur
computations,

verification nrocess-—consists of thraa stans- calculation of tha messaae—diaest ellintic
eHHGaHOR—PH HSSE —HH 8 pS—EarctaHoR—o—e—h ge—cigest—empt

and signature checking.

The input to the signature verification process consists of

A’s public

the domain parameters,

verification key Y,

the received signature for M, represented as an octet string ' and an integer s’, and

the non-recoverable message M ', (if any).

The output of the signature verification process is either the recovered data input &' or “reject.”
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9.3.2 Signature size verification

Verify that OS2IP(+') = 0 mod n and » € {0, 1}* and 0 < s’ < n; if not, then reject the signature.

9.3.3 Recovering the pre-signature (elliptic curve computations)

The pre-signature shall be recovered from the received signature (+/, s’) by the following or an equivalent
sequence of steps:

a) Convert 7= OS2IP(+");

b) ComputeRi=sP -0

c) Convert R’ to an octet string /7' = EC20SP;(R', compressed).

9.3.4 | Recovering the data input or the message

The dpta input shall be recovered from the first part of the received signature ' and the recovered pre-
signatyre 77’ by the following or an equivalent sequence of steps:

a) Compute 7' = OS2IP(/7') mod 7;

b) Compute ' = (' — z') mod #;

c) Convert ¢’ to an octet string d’' = 120SP(¢', Lyay).
9.3.5 | Checking the signature

Check|the redundancy. If it is correct, output d', otherwise reject.

10 ECMR (Elliptic Curve Miyaji message recovery signature)3)

10.1 Pomain parameter and user keys

The dpmain parameter specifies an additive group on an elliptic curve as a finite group. The keys of the
ECMR signature scheme.are produced as follows:

a) A’p private signature key x, which is a random integer in the interval [1, n — 1];
b) A’s public yerification key Y, computed as in Clause 7.3.

A also|selects a function:

— ask : {0,1}"" — {0, T —such that Mask(x) = [Hash(x)]sz(sp, MGFI(x, L(n)) or MGF2(x, L(n)), where
Hash : {0, 1}** — {0, 1}%Hash,

NOTE 1 For the definition of an explicitly given finite field, see Clause A.3.

NOTE 2  For the definition of an elliptic curve over an explicitly given finite field, see Clause A.4.

3) This signature mechanism is based on a scheme defined in [8].
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10.2 Signature generation process

10.2.1 Input and output

The input to th

— the domai

the data 4 with added or natural redundancy in {0, 1}

e signature generation process consists of

n parameters,

the private signature key x,, and

8L(n)

The data d i
generation prd

10.2.2 Produ
The pre-signa
a) Selectar
b) Compute
Compute

c)

NOTE
Clause B.6.

For|

10.2.3 Comp

The signature|
steps:

a) Compute
b) Compute
c) Erasek.

If the signatu
generation my

10.2.4 Formattingthe signed message

5 produced from the message, see Clauses 7.4.2 and 7.4.3. The output of the-sig
cess is a pair (r, s) € {0, 1}*** x [1, n — 1] that constitutes 4’s digital signature to the(data.

cing a randomizer and the pre-signature (elliptic curve computations)
ure /7€ {0, 1}**F* Y shall be computed by the following or an equivaleribsequence of stg
andom integer & in the interval [1, n — 1];
the elliptic curve point R = kP;
77=Mask(EC20SP; (R, uncompressed)).

the definition of the conversion function EC20SP with” the format specifier uncompresse

Lting the signature (computations modulo)

(r,s) € {0, 1}* x [1, n— 1] shall be computed by the following or an equivalent seque
r=d ® IT

s = (OS2IP(r)k — OS21IP(r) 1) / (x4 + 1) mod n;

e generation_process yields either s=0 or OS2IP(r) mod n =0, then the process of sig
st be repeated with a new random value £.

nature

ps:

d, see

nce of

nature

The pair (r, s)
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10.3 Signature verification process

10.3.1

Input and output

The signature verification process consists of three steps: calculation of the message digest, elliptic curve
computations, and signature checking.

The input to the signature verification process consists of

— the domain parameters,

— A

— th
— th
— th
The ol
10.3.2
Verify
10.3.3

The p
seque

a) C
b) C
10.3.4
Comp
10.3.5

Check

ptiblic-verificationkey¥,
e received signature for d, represented as an octet string ' and an integer ',
e function Mask, and
E non-recoverable message M, (if any).

tput of the signature verification process is either the recovered data’d’ or “reject.”

Signature size verification

that OS2IP(+') = 0 mod n and ' € {0, 1}* and 0 <+’ < nyif hot, then reject the signature.

Recovering the pre-signature (elliptic curve computations)

re-signature shall be recovered from the reeeived signature (v, s’) by the following or
nce of steps:

bmpute R’ = ((1 + OS2IP(+) + 5') / OS2UB{))P + (s' / OS2IP(+))O;
bmpute 77" = Mask(EC20SP (R, uncompressed)).
Recovering the data input'or the message
ite &' = r'® I7'.
Checking the signature

the redundancy. If it is correct, output &', otherwise reject.

1 E

CAQ (Elliptic C Abe-Ol | ignature)

11.1 Domain parameter

an equivalent

The domain parameter specifies an additive group of order n, with a base element G, in an elliptic curve E
over an explicitly given finite field F.

4) This signature mechanism is based on a scheme defined in [2].
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The length of added redundancy, L4, corresponds to the security parameter and shall be chosen to achieve
security objectives.

In addition, 4 uses two hash functions and a mask generation function
— Hash, : {0, 1}** — {0, 1},
—  Hash, : {0, 1}** — {0, 1}8¢F*1-Lred gng

—  MGF: {0, 1}** - {0, 1}3¢™ 0,

Here Kisan n-nedgative ineger tndt Corresponds 1o the seCurity parameter. 1ne tuncton MGk 1S aertl ed as
MGF(x) = MGF1(x, L(n) + K) for x € {0, 1}**.

NOTE 1 For|the definition of an explicitly given finite field, see Clause A.3.

NOTE 2  Forlthe definition of an elliptic curve over an explicitly given finite field, see Clause A.4,
NOTE 3  Sing¢e the non-recoverable message part is processed with computing the second, part of the signature (and
indeed only thg recoverable message part is involved in computing the added redundafey); normally Lieg =LL(H) /2] is

used in ECAO fpr both total and partial message recoveries; see Clauses 11.3.3 and 11-3.4.

NOTE 4  Singe the non-recoverable message part is input to MGF and the output.of MGF is taken mod n, a larggr value
of K achieves alhigher security level. The value K = L(n) is recommended for useinh ECAO; see Clause 11.3.4.

11.2 User keys

The keys of the ECAO signature scheme are produced as follows:

a) A’s private signature key x, which is a random integer in the interval [1, n — 1];
b) A’s publig verification key Y, computed as in Clause 7.3.

The base elegment G and the public verification key Y, together provide the public data item (P, {); the

knowledge of |which key generation scheme'is used is public information and must be provided eithgr as a
domain paranieter or along with the public'verification key Y,; see Clause 7.3.

11.3 Signature generation process

11.3.1 Input and output
The input to the signature generation process consists of

— the domain{parameters,

— the private signature key x,, and
— amessage M to be signed.
The output of the signature generation process is a pair (,s) € {0, 1}*“ "V x [1,n— 1] that constitutes 4’s

digital signature to the message M. The signature (r, s) together with the non-recoverable message part M,
constitutes the signed message.
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11.3.2 Producing a randomizer and the pre-signature (elliptic curve computations)

The pre-signature 77 € {0, 1}**** ! shall be computed by the following or an equivalent sequence of steps:
a) Select a random integer & in the interval [1, n - 1];

b) Compute the elliptic curve point R = kP;

c) Convert R to an octet string /7= EC20SP; (R, compressed).

NOTE For the definition of the conversion function EC20SP with the format specifier compressed, see Clause B.6.

11.3.3| Splitting the message and producing the data Input

The maximum length of the recoverable part, L., is set equal to Lr—L.y. Split the messdge M into the
recovgrable part M, and the non-recoverable part M, so that the following two conditions are shtisfied:

— M=Mec || Mar;

—  L{Mrec) < Linax-

Note that resulting octet strings M. or Mg, might be null.

Then form an octet string M, by the following or an equivalent sequence of steps:
a) Compute pad =120SP(1, Liax + 1 — L(M;ec));

b) Compute M. = pad || Mrec.

Now the data input d € {0, 1}****" is computed‘from the octet string M, by the following or|an equivalent
sequepnce of steps:

a) Cpmpute the hash-token / = Hash,(Me0);
b) Compute the data input d = 4.||(Hashy(h) ® Mie.).

NOTE | ECAO mandates the usage of added redundancy with the hash-token #; ECAO explicitly specifies the method
for proglucing the data input.

NOTER  The above padding criteria introduce natural redundancy of more than 7 bits and close to (or|equal to) 8 bits.
Hence the total redundancy is about Lieq + 1 octets, or more than L(n) / 2 when Lieq = LL(n)/2].

NOTE B This\method is, in principle, amenable to “single-pass” processing since the non-recoverable message part
Mg is jot precessed at all.

11.3.4 . Computing-the-signature {computationsmoduloy————— |

The signature (r, s) € {0, 1}*“**Y x [1, n— 1] shall be computed by the following or an equivalent sequence of
steps:

a) Compute the first part r of the signature as r=d @ /7,
b) Compute u = MGF(r || My,);
c¢) Compute t= OS2IP(x) mod ;

d) If r=0, then the process of signature generation must be repeated with a new random value £;
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e) Compute the second part s of the signature as s = (k — x,¢) mod #;

f)  If s =0, then the process of signature generation must be repeated with a new random value £;

g) Erasekt.

11.3.5 Formatting the signed message

The pair (r,s) € {0, 1}**** Y x [1, n— 1] constitutes 4’s signature on the message M. The signature (r, s) and

the non-recoverable message part M, constitute the signed message.

11.4 Signat(re verificati

11.4.1 Input and output

The input to the signature verification process consists of
— the domain parameters,

— A’s publid verification key Y,, and

— the signed message.

The verifier B pxtracts from the signed message

— the receiyed signature, represented as an octet string ' and an integer s’, and

— the non-recoverable message part My, (which may be-null).

The output of the signature verification process is eithek the recovered message M’ or “reject.”

11.4.2 Signafiure size verification

Verify that L(r)) = L+ 1 and 0 < s’ < n; if not{then reject the signature.

11.4.3 Recoviering the pre-signature.(elliptic curve computations)

The pre-signgture shall be recavered from the received signature (v, s’) and the received non-recoverable

message part|M ', by the following or an equivalent sequence of steps:
a) Compute|u’ = MGFY| M'qp);

b) Compute|t = OS2IP(u') mod n;

c) If# =0, thenrejectthe signature;
d) Compute the elliptic curve point R'=s'P +¢Q;
e) If R"=0, then reject the signature;

f)  Convert R’ to an octet string 77' = EC20SPg(R’, compressed).

26
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Recovering the data input

The data input shall be recovered from the octet strings ' and 77’ by the following or an equivalent sequence
of steps:

a) Compute the recovered data input d'=+' & 17T/,

b) Compute the recovered hash-token 4’ = [d']

8Lred.
’

C) Compute M,rec = [a"]g(“,ur 1-Lred) ® HaShz(l’l’).

11.4.5Checking thesigmature

Check

a) Re-compute the hash-token A" = Hash,(M '10);
b) Check whether 4’ = 1" holds or not; if not, then reject the signature.

Recover the message by the following or an equivalent sequence of steps:

-

a)

b) Iffpad’; # Oct(1), then reject the signature;

c)

d)

12 ECPV (Elliptic Curve Pintsov-Vanstone message recovery signature)>®

12.1 Pomain and user parameters

The dd
field F

The lehgth L4 in{actets of the added redundancy corresponds to the security parameter and is

and 23

A also

bt pad’; be the leftmost non-zero octet in M ';

bt pad, and M'.. be the leftmost and rightmost octets of M'e., respectiy

Ompute M'= M,rec H M,clr;

C
e) Qutput M".

the added redundancy by the following or an equivalent sequence of steps:

'rec = pad’o || pad’; || M'ec and OS2IP(pad’y) = 0;

main parameter specifies an additive group of order » in an elliptic curve E over an explic

5 inclusive) along with other redundancy criteria; see Clause 12.2.3.

usés-a hash function, a key derivation function and a symmetric cipher

ely, so that

itly given finite

set between 1

— Hash: {0, 1}*" — {0, 1}%™ D,

— KDF: {0, 1}** - {0, 1}** and

—  Sym: {0, 1}** x {0, 1} 5 {0, 1}*,

Here L,y denotes the length in octets of the key used with Sym. KDF is defined by KDF(x) = MGF2(x, Lyey) for
x e {0, 1}**

5) This signature mechanism is based on a scheme defined in [10].
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The keys of the ECPV signature scheme are produced as follows:

a) A’s private signature key x, which is a random integer in the interval [1, n — 1];

b) A’s public verification key Y, computed as in Clause 7.3.

NOTE 1 For the definition of an explicitly given finite field, see Clause A.3.

NOTE 2  For the definition of an elliptic curve over an explicitly given finite field, see Clause A.4.

NOTE 3  Lkey corresponds to the security parameter and shall be chosen to achieve security objectives. The symmetric

cipher may use exclusive-or ( @ ) encryption; in such case Lkey must be equal to the length of the data input, and the
maximum lengtR of the recoverable message part shall be determined by the domain parameter; see Clause 12.2.3.

12.2 Signature generation process

12.2.1 Input and output

The input to the signature generation process consists of
— the domain parameters,

— the private signature key x,, and

— amessage M to be signed.

The output of [the signature generation process is a pair (r, s) €40, 1}** x [1, n — 1] that constitutes 4’s|digital
signature to the message.

12.2.2 Produging a randomizer and the pre-signature-(Elliptic curve computations)

The pre-signgture (the symmetric key) 77 € {0, 13*** shall be computed by the following or an equjvalent
sequence of steps:

a) Select a random integer & in the interval[1, n — 1];
b) Compute the elliptic curve pointR = kP = (x, y);
c) Convert x|to an octet string’ $= FE2O0SP (x);

d) Compute the symmefric key /7= KDF(S).

12.2.3 Splitting the message and producing the data input

A splits the mé
remaining portion of the message M. Note that the choice of Sym may introduce a Iength limitation for the
input. M. and M, shall be encoded and formatted properly as agreed upon by both parties. Also, a random
nonce may be used in place of M.

Form an octet string d by taking M,.. and the added redundancy as follows:

a) Convert L4 to a single octet Creq = Oct(Leq);

b) Let Crq be the octet string formed from the octet C,oq repeated L4 times (thus Creq shall have length L);

c) Compute d= Creq || Miec.

NOTE 1 ECPV explicitly specifies the method for producing the data input.
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NOTE 2  This method is, in principle, amenable to “single-pass” processing since the non-recoverable message part is
not processed at all.

NOTE 3 In ECPV, the encoding method of the recoverable message part and the padding criteria for Sym might
introduce natural redundancy for the data input and thus increase the amount of total redundancy. Normally L4 shall be
chosen so that the total redundancy is more than L(n) /2 or Ly,g, / 2.

NOTE 4  ECPV can handle a recoverable message part of essentially any length in octets.

NOTE 5 In order to achieve security objectives, at least one of the following specifications is recommended for use in
ECPV:

— The redundancy criteria might specify that the recoverable message part has a fixed length, or that it begins with a
fixed-lenqth rpprpqpnfntinn of its Ipngth'

— The redundancy criteria might specify the use of a DER encoding of an ASN.1 type for the recovérable message
part;

— The domain parameter might specify that the non-recoverable message part has a fixed dength (perhaps empty), or
thiat it ends with a fixed-length representation of its length.

12.2.4| Computing the signature (Computations modulo #)

The signature (r, s) € {0, 1}** x [1, n— 1] shall be computed by the following or an equivalen} sequence of
steps:

a) Copmpute r=Sym(d, I7);

b) Compute u = Hash(r || Mg);

c) Convert t=0OS2IP(u); note that ¢ € [0, n — 1];
d) Ifg=0, then the process of signature generation must be repeated with a new random valuq £;
e) Compute s = (k—x,) mod n;
f) Ifs =0, then the process of signature generation must be repeated with a new random valug %;
g) Erasek.

Output the signature (r, s) and the'partial message part M, (which may be null).
12.2.5| Formatting the signed message
The pair (r, s) € {0, 1}**% [1, n — 1] constitutes 4’s signature on the message M.
12.3 Bignature verification process

12.3.1| Input and output

The signature verification process consists of three steps: calculation of the message digest, elliptic curve
computations, and signature checking.

The input to the signature verification process consists of

— the domain parameters,

— A’s public verification key Y,

— the received signature for M, represented as an octet string ' and an integer s’, and
— the non-recoverable message M’ (if any).

To verify A’s signature for M, B executes the steps described in Clauses 12.3.2 through 12.3.5.

© ISO/IEC 2006 — All rights reserved 29


https://iecnorm.com/api/?name=3eb4c2909c0961ffe281406cd8a42a29

ISO/IEC 9796-3:2006(E)

12.3.2 Signature size verification

Verify that 0 <s' < n; if not, then reject the signature.

12.3.3 Recovering the pre-signature (Elliptic curve computations)

The pre-signature (the symmetric key) shall be recovered from the signature by the following or an equivalent
sequence of steps:

12.3.4 RecoVlering the data input or the message

The data inpu
of the symmefric cipher Sym.

12.3.5 Checkiing the signature

Verify the add

a)
b)
c)
d)
e)

f)

g)
h)

30

Compute

Convert =0821PG)-hote-that = f0-n—1};

u' =Hash(#' || M'oy);

If # =0, th
Compute

1) If R

2) Otlherwise compute the symmetric key 77’ = KDF(FE20SPx(x")).

If L(d") < 4
Convert |
Let Creg b
Check th
Compute

Check th
satisfied,

Check th

en reject the signature;
R'=s'P+¢#Q=(x,y") and perform the following operations:

"is the point at infinity, then reject the signature;

ed redundancy of ¢’ and recover M’ by thefellowing or an equivalent sequence of steps
red> then reject the signature;

red 10 @ single octet Cieg = Oct(Lieg);

> added redundancy by C.q = [d']*™; if it does not hold, then reject the signature;

M'rec = [d' 3@y (raay

b natural redundancy of M. in accordance with its encoding and formatting methods; if i
then reject)the signature;

p format of My, (if any); if it is not satisfied, then reject the signature;

shall be recovered by computing d' = Sym™'(+*, 77"), whereSym™' denotes the decryption flinction

e the octet string formed from-the octet C,oq repeated L4 times (thus Creq shall have length Lq);

L is not

Recover M’ as the following:

1) In case M’y is either the null string or a random nonce, set M' = M '.;

2) Otherwise, recover M’ from M'wec and M'q;

Output M.
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13 ECKNR (Elliptic Curve KCDSA/Nyberg-Rueppel message recovery signature)®

13.1 Domain parameter and user keys

The domain parameter specifies an additive group of order » in an elliptic curve E over an explicitly given finite
field F.

A also uses a mask generation function:
— MGF: {0, 1}* — {0, 1}*".

. . . _ 8% . . .
The fyretiorMGF—is—defired—as—MGFc—MGE2 G E—for—e{o—with—the—underhirg hash-function

Hash. [The keys of the ECKNR signature scheme are produced as follows:

a) A’p private signature key x, which is a random integer in the interval [1, n — 1];
b) A4’s public verification key Y, computed as in Clause 7.3.

A’s ceftification-derived data z, is defined as z, = [Cert,]*® H»h where Cert, defidtes the certification data of 4,
that |is A’s public verification key Y, converted to a bit(_string. When| Y, = (xo, y0),
Cert, 5§ FE20SPr(xo) || FE20SPr(y9) and Lg ., i the bit length of input.size’ of hash function. | For example,
Lg mash|in RIPEMD-160 becomes 512.

NOTE | For the definition of an explicitly given finite field, see Clause‘A.3.

NOTE P For the definition of an elliptic curve over an explicitly given finite field, see Clause A.4.
13.2 BSignature generation process

13.2.1| Input and output

The input to the signature process consists af;
— thle domain parameters;

— A’s private signature key x,;

— A’s certification data z,,.and

— the message M to.-be signed, which is split to the recoverable part M, as being the leftmg@st octets of M/
ag agreed upon.and’the remaining portion of the message M,,.

The olitput of thésignature generation process is a pair (r, s) € {0, 1}*™ x [1, n — 1] that constitlites A’s digital
signatyire to the-message M.

13.2.2| Producing a randomizer and the pre-signature (elliptic curve computations)

The pre-signature /7 < {0, 1}* shall be computed by the following or an equivalent sequence of steps:
a) Select arandom integer & in the interval [1, n — 1];

b) Compute the elliptic curve point R = kP;

c) Convert R into an octet string and compute the hash value 77= MGF (EC20SP; (R, compressed)).

NOTE For the definition of the conversion function EC20SP with the format specifier compressed, see Clause B.6.

6) This signature mechanism is based on a scheme defined in [6] and [11].
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13.2.3 Producing the data Input

The data d with added or natural redundancy in {0, 1}* is produced from a message, see Clauses 7.4.3.

13.2.4 Computing the signature (computations modulo »)

The signature (r, s) € {0, 1}*™ x [1, n— 1] shall be computed by the following or an equivalent sequence of
steps:

a) Compute the first part of 4’s signature r=d ® I7® MGF(z, || My,);

b) Set¢=0S2IP(r) mod 7;

c) Compute the second part of 4’s signature s = (k — x,) mod 7;
d) Erasek.

If the signature generation process yields » such that OS2IP(r) = 0 mod = or s = 0, then the process of signature
generation myst be repeated with a new random value &.

13.2.5 Formatting the signed message

The pair (r, s) |e {0, 1}** x [1, n— 1] constitutes A’s signature on the message'M.
13.3 Signattire verification process

13.3.1 Input and output

The signature| verification process consists of three steps: calculation of the message digest, elliptig curve
computations,|and signature checking.

The input to the signature verification process consisfs*of:

— the domajn parameters;

— A’s public| verification key Y,;

— A’s certifi¢ation data z,;

— the receivied signature for M, represented as an octet string »' and an integer s’, and
— the non-r¢coverable message part My, (if any).

The output of the signature verification process is either the recovered data input &’ or “reject.”

13.3.2 Signa1ure size verification

8L(n)

Verify that ' € {0, 1}
the signature.

, OS2IP(#') = 0 and 0 < s' < n; if any one of these conditions is not satisfied, then reject

13.3.3 Recovering the pre-signature (elliptic curve computations)

The pre-signature shall be recovered from the received signature (v, s’) by the following or an equivalent
sequence of steps:

a) Set ¢ =0S2IP(+) mod #;
b) Compute the elliptic curve point R'=s'P + ¢ Q;

c) Convert R’ into an octet string and compute the hash value /7'= MGF(EC20SP. (R’, compressed)).
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13.3.4 Recovering the data input or the message

The data input shall be recovered from the first part of the received signature ' and the recovered pre-
signature /7' by the following or an equivalent sequence of steps:

a) Compute the recovered data inputd' = @ I7' ® MGF(z, || M')-

13.3.5 Checking the signature

Check the redundancy. If it is correct, output d', otherwise reject.
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Annex A
(informative)

Mathematical conventions

A.1 Bit strings

A bit is either zero “0” or one “1.” A bit string x is a finite sequence {(x; ;... .. xg) of bits x,

..... X/—1. The

length

of a bit string

of bit strings d
length is 0).

A.2 Octet strings

An octet is a H
is the number|
length is 0). A
Clause B.3.

A.3 Finite fields

This clause d
this way is ca
cardinality ¢ =
table,” which i

The set of elg
elements of F

Addition in Fi

thena+b=c,

A scalar multiplication.operation for F is also defined element-wise: if

) x is the number / of bits in the string x. Given a non-negative integer #n, {0, 1}" denotes
f length n. {0, 1}* =U,-, {0, 1}" denotes the set of bit strings, including the null string

it string of length 8. An octet string is a finite sequence of octets. Thedength of an octet

of octets in the string. {0, 1}** denotes the set of octet strings, including the null string
n octet is often written in its hexadecimal format, using the range between 00 and F

bscribes a very general framework for describing specific finite fields. A finite field spec
led an explicitly given finite field, and it is determined by explicit data. For a finite fig
p°, where p is prime and e > 1, explicit data for F consists of p and e, along with a “multipl
5 a matrix 7= (T}); <;;<., Where each T} is ane-tuple over [0, p — 1].

ments of F is the set of all e-tuples.aver [0, p — 1]. The entries of T are themselves viey

5 defined element-wise: if

a=(y...,a,)e Fandb=(by,...,b,) € F,
where
c=(cp,...,c)and ¢;=(aq;+b)modp (1 <i<e).

a=(a,..

he set
whose

string
whose
F; see

fied in
Id £ of
jcation

ved as

.,a,) € Fandd e [0,p—1],

thend - a = ¢, where

Multiplication i

34

c=(cp,...,c)and¢;=(d-a)modp (1<i<Le).
n F is defined via the multiplication table T, as follows: if
.,a,)e Fandb=(b,...

a=(a,.. ,b,) eF,

ab= Zl SiSeZl <j<e(a;b; mod p)T;
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where the products (a;5, mod p)T; are defined using the above rule for scalar multiplication, and where these
products are summed using the above rule for addition in F. It is assumed that the multiplication table defines
an algebraic structure that satisfies the usual axioms of a field; in particular, there exist additive and
multiplicative identities, every element has an additive inverse, and every element besides the additive identity
has a multiplicative inverse.

Observe that the additive identity of F, denoted 0, is the all-zero e-tuple, and that the multiplicative identity of
F, denoted 1, is a non-zero e-tuple whose precise format depends on T.

NOTE 1 The field F is a vector space of dimension e over the prime field 7' of cardinality p, where scalar multiplication
is defined as above. The prime p is called the characteristic of 7. For 1 <i<e, let §,denote the e-tuple over F'whose i-th

component is 1, and all of whose other components are 0. The elements 6, . .

., 0,form an ordered basis

of F as a vector

space

NOTE
arithmg

o
1;

0
1;

choose a normal basis for which ¢ = 1.

A4

An elli
of F th
part of
Letp b

If p>3
equati

If p=2

If p=73
the eq

bver 7. Note that for 1 <7,/ <e, we have 7, 0,= Ty

D

tic:

For e> 1, two types of standard bases are defined that are commonly used in implementatig

..., 0, is called a polynomial basis for F over F'if for some 6 € F, 6;=0°""for 1 &i<e. Note t
=46,; and

..., 0, is called a normal basis for F over F'if for some 6 e F, 0,= 0" 'fob1 <i<e. Note t
=czl <i<.0; for some ¢ € [0, p—1]; if p=2, then the only possible choice for ¢ is 1; moreover,

Elliptic curves

btic curve E over an explicitly given finite field F is a set(of points P = (x, y), where x and
ISO/IEC 9796, the curve E is specified by two field elements a, b € F, called the coeffici
e the characteristic of F.

, then a and b shall satisfy 44’ + 27b* #0;, and every point P = (x, y) on E (other than 0) s
bNn

2

Y =x'+ax+b.

, then b shall satisfy b # 0%, and every point P = (x, y) on E (other than 0) shall satisfy the e
Y H+xy=x+ax’+b.

, then a and b.shall satisfy a # 0rand b # 0, and every point P = (x, y) on E (other than
Liation

2

Y =x'+ax’+b.

ns of finite field

hat in this case,

at in this case,
bne can always

are elements

at satisfy a certain equation, together with the “point at infinity,” denoted by 0. For the petll':poses of this

ts of E.

nall satisfy the

uation

D) shall satisfy

The pq

ints“on an elliptic curve form a finite abelian group, where 0 is the identity element. Therg

exist efficient

algorithms to perform the group operation of an elliptic curve, but the implementation of such algorithms is out
of the scope of this part of ISO/IEC 9796.

NOTE

See ISO/IEC 15946-1 for more information on how to efficiently implement elliptic curve group operations.
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Annex B
(normative)

Conversion functions

B.1 Octet string / bit string conversion: OS2BSP and BS20SP

Primitives OS2

BSP and BS20SP that convert between octet strings and bit strings are defined as follows:

The funcf

The func
unique oq

B.2 Bit stri
Primitives BS2]

The func]

X0y - - - 5 X1

The func
string x o

The length i
[loga(n + 1) 1. A

NOTE Not|

B.3 Octet string / integer conversion;-OS2IP and 120SP

Primitives OS2

The funcf

string x o

The length in

ng / integer conversion: BS2IP and 12BSP

The function I20SP(m54) takes as input two non-negative integers m and /, and outputs the uniqu

ion OS2BSP(x) takes as input an octet string x and outputs x, which is also a bit string;\and

tet string x such that y = OS2BSP(x).

[P and I12BSP that convert between bit strings and integers are defined as follows:

fion BS2IP(x) maps a bit string x to an integer value x', asMollows. If x=(x, ..., xp)

, are bits, then the value x'is defined as x' = Zog[q,xl_:q&"; and

ion 12BSP(m, /) takes as input two non-negative integers m and /, and outputs the uni
length / such that BS2IP(x) = m, if such an x exists,> Otherwise, the function fails.

h bits of a non-negative integer n is the“number of bits in its binary representatio|
s a notational convenience, Oct(m) is defined as Oct(m) = 12BSP(m, 8).

e that 12BSP(m, /) fails if and only if the length of m in bits is greater than 1.

IP and I20SP that convertbetween octet strings and integers are defined as follows:

ion OS21IP(x) takes as'input an octet string, and outputs the integer BS2IP(OS2BSP(x)); and

length [ stch that OS2IP(x) = m, if such an x exists. Otherwise, the function fails.

octéts  of a non-negative integer n is the number of digits in its representation base 21

ion BS20SP(y) takes as input a bit string y, whose length is a multiple of 8, ‘and outplits the

where

jue bit

b octet

6, i.e.,

r10g256 (n+1)l;

this quantity is denoted L(n).

NOTE 1

NOTE 2

Note that 120SP(m, 1) fails if and only if the length of m in octets is greater than /.

representing the bit string 0000, is prepended.

B.4 Finite field element / integer conversion: FE2IP.

The primitive FE2IP that converts elements of F to integer values is defined as follows:

36

., d,), Wwhere q; € [0.
1.

An octet x is often written as OS2IP(x) in its hexadecimal format of length 2; when OS2IP(x) <16, “0”,

The function FE2IP: maps an element a € F to an integer value «’, as follows. If the cardinality of F is
qg=p°, where p is prime and e > 1, then an element « of F is an e-tuple (aj, . .

1 <i<e, and the value a' is defined as o' = Zl ciceip

. p) for
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B.5 Octet string / finite field element conversion: OS2FEP; and FE20SP

Primitives OS2FEP; and FE20SP;. that convert between octet strings and elements of an explicitly given finite
field F are defined as follows:

The function FE20SP.(a) takes as input an element a of the field F and outputs the octet string
120SP(a', 1), where a' = FE2IP,(a), and [ is the length in octets of |F |1, i.e., = logyss |F | |. Thus, the output
of FE20SP(a) is always an octet string of length exactly [log,ss |F |, and

The function OS2FEP.(x) takes as input an octet string x, and outputs the (unique) field element a € F
such that FE20SP(a) = x, if such an a exists, and otherwise fails.

Note that OS2FEP(x) fails if and only if either x does not have length exactly [ log,ss |F |1, or OS2[P(x) > |F |; this

quantity is denoted L.
B.6
B.6.1 | Compressed elliptic curve points

Let E e an elliptic curve over an explicitly given finite field F, where F has ¢haracteristic p.
A point P # 0 can be represented in either compressed, uncompresged, or hybrid form.

If P=(f, y), then (x, y) is the uncompressed form of P.

Elliptic curve / octet string conversion: EC20SP; and OS2ECP;

Let P F (x, y) be a point on the curve E, as above. The compressed form of P is the paif (x, ), where

7 € {0)1} is determined as follows:

The hybrid form of P £ (x, y) is the triple (x, 7, y), where j is as in the previous paragraph.

B.6.2 | Point decompression algorithms

flp #2 and y = 0, then y=0;

flp #2 and y # 05, then j = (('/p’) modp) mod 2, where y' = FE2IP,(y), and where f is the largest non-
bgative integer such that p’ | y/;

>

=

[p =2 and x = 0x, then y =0; and

=

p=2and x # 0, then j={z//2/] mod 2, where z = y/x, where z’ = FE2IP, (z), and where fis the largest
bn-negative integer such that 2/ divides FE2IP, (1).

>

There |exist efficient procedures for point decompression, i.e., computing y from (x, ). These are briefly

described ’here:

— Assume p #2, and let (x, 7) be the compressed form of (x, »). The point (x, y) satisfies an equation y* = f(x)

for a polynomial f(x) over F in x. If f(x) = 0r, then there is only one possible choice for y, namely, y = 0.
Otherwise, if f(x) # 0, then there are two possible choices of y, which differ only in sign, and the correct
choice is determined by y. There are well-known algorithms for computing square roots in finite fields,
and so the two choices of y are easily computed; and

Assume p = 2, and let (x, y) be the compressed form of (x, y). The point (x, y) satisfies an equation
yV+xy=x"+ax’+b. If x=0z then we have y*=b, from which y is uniquely determined and easily
computed. Otherwise, if x # 0, then setting z = y/x, we have z* + z = g(x), where g(x) = (x+ a + bx?). The
value of y is uniquely determined by, and easily computed from, the values z and x, and so it suffices to
compute z. To compute z, observe that for a fixed x, if z is one solution to the equation z* + z = g(x), then
there is exactly one other solution, namely z + 1. It is easy to compute these two candidate values of z,
and the correct choice of z is easily seen to be determined by 7.
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B.6.3 Conversion functions
Let E be an elliptic curve over an explicitly given finite field F.

Primitives EC20SP; and OS2ECP,, for converting between points on an elliptic curve E and octet strings are
defined as follows:

a) The function EC20SP. (P, fmt) takes as input a point P on E and a format specifier fmt, which is one of the
symbolic values compressed, uncompressed, or hybrid. The output is an octet string EP, computed
as follows:

1) If P=0, then EP = Oct(0); and

2) If PH(x, y) # 0, with compressed form (x, y), then EP=H || X || ¥, where
i) M is asingle octet of the form Oct(4U + C - (2 +7)), where
) U=1if fmtis either uncompressed or hybrid, and otherwise, U = 0/and
Iy C=1if fmtis either compressed or hybrid, and otherwise, C =,
i) Xis the octet string FE20SP (x), and

i) Y is the octet string FE20SPr (y) if fmt is either uncompregged or hybrid, and otherwise Y is
the null octet string; and

b) The functjon OS2ECP. (EP) takes as input an octet string EP.<If there exists a point P on the curve H and a
format spgcifier fmt such that EC20SP. (P, fmt) = EP, then the function outputs P (in uncompressed| form),
and othenwise, the function fails. Note that the point P, ifit‘exists, is uniquely defined, and so the fynction
OS2ECP[EP) is well defined.

NOTE If the format specifier fimt is uncompressed, then'the value y need not be computed.

38 © ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=3eb4c2909c0961ffe281406cd8a42a29

ISO/IEC 9796-3:2006(E)

Annex C
(normative)

Mask generation functions
(Key derivation functions)

This annex describes “mask generation functions” that are referred to in this part of ISO/IEC 9796. Specific
implementations of mask generation functions that are allowed for use in this part of ISO/IEC 9796 are

specifi

ed.

A mask generation function is a function MGF*(x, /) that takes as input an octet string x-and an integer /, and

output
(very |

NOTE
genera

CA

The m
Clauss

C.2

MGF1

— Hhish: a hash-function.

For an

where

C3

MGF2

— Hhish: a-hash-function.

brge) maximum length for x and maximum size for /.

In some other documents and standards, the term “key derivation fuhction” is used in
ion function.”

Allowable mask generation functions

ask generation functions that are allowed in this part of JSO/IEC 9796 are MGF1, desc
b C.2, and MGF2, described below in Clause C.3.

MIGF1

is a family of mask generation functions, parameterized by the following system parametg

octet string x and a non-negative.integer I, MGF1(x, /) is defined to be

[Hash(x || I20SP(0,4)) || Hash(x || I20SP(1, 4)) || - - - || Hash(x || I20SP(k — 1, 4))]*,
=11/ Lygasn |
MGF2

is a family.6f_.mask generation functions, parameterized by the following system parametg

For an

5 an octet string of length /. The string x is of arbitrary length, although an implementation may define a

btead of “mask

ribed below in

-

-

octét string x and a non-negative integer /, MGF2(x, ) is defined to be

where

NOTE

[Hash(x || I20SP(1, 4)) || Hash(x || 20SP(2, 4)) || - - - || Hash(x || I20SP(k, 4))]*,

k=[1/ Ly .

MGF?2 is the same as MGF1, except that the counter runs from 1 to £, rather than from 0 to &k — 1.
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Annex D
(informative)

Example method for producing the data input

In this annex, an example method for producing the data input with added redundancy and for checking the
redundancy in Clauses 7.4.3 and 7.5.4 is described. This method can be combined with the following
schemes described in this part of ISO/IEC 9796: NR, ECNR, ECMR and ECKNR.

D.1 Splittin

A selects a h
option; 4 sets
string trailer t
information m
input; let Lyat B
The data inpu
a) Compute

b) Split the
portion of

1) If

2) If 1
c) Convertt
d) Compute
e) Compute
f)  Produce

A must includ
message part

g the message and producing the data input

b be the hash-function identifier when Lys.snp=1 and to be the null ottet’ otherwise.
List be provided as domain parameters. Also, each mechanism specifies_the length of th
e the length of the data input in octets.

d is then produced from a message M by the following or an equivalent sequence of step

the maximum length L.« of recoverable part as Lax = Ldar="Lred — LHashiD;

Imessage M to the recoverable part M, as being the)leftmost octets of M/ and the reni
the message M., as follows:

(M) < Lay, then set M. = M and My, = & (the, null string);

(M) > Limax, then split M into M,ec and M such as M = M. || My, satisfying Limax > L(M;ec);
he lengths to octet strings Ciec = I20SP(Lec, 8) and Cy, = 120SP(Lyy,, 8);

the hash-token / e {0, 1}¥red8HashD a5 = Hash(Crec || Car || Mreo || Mar || 17) || trailer;

the padding string pad = I120SP(0, Limax — Lrec);

he data input d € {0y1}*9%" as d = pad || / || Mrec.

b the length £, in the signed message, along with the signature (r, s) and the non-recoV
Mclr-

D.2 Checking the redundancy
B receives a s\ﬂ—l_ﬁh_v—lﬁﬁ_ﬁh_l_ﬁ_ﬁ_ﬁh‘@ne message consisting of the TIrst part 77 of the signature, the second part s of the Sig

ash-function Hash: {0, 1}** — {0, 1}*™. 4 also specifies the use of hash-fGhction idntifier
Luaship = 1 when hash-function identification is desired and Ly.snp = 0 otherwise. 4 sets ah octet

These
e data

@

aining

erable

hature,

the recoverable part length L', and the non-recoverable message part M'y,. The pre-signature /7' € {0, 1}**
and the data input 4’ € {0, 1}*“is recovered from the received signature (', s').

B verifies the signature and recovers the message by the following or an equivalent sequence of steps:

a) Compute

Liax = Lgat — Lred — LHaship;

b) Check if L' € [0, Lmax]; if not, then reject the signature;

c) Recover the padding string, the hash-token and the recoverable part as pad' = [d']“™ "ec,
h, = [[d,]SLred + 8LHashID + 8L'rec]8Lred + 8LHashiD and M,rec = [d’]SL'reci reSpeC“Vely,

40
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f)
9)
h)
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Check the padding: if OS2IP(pad’) = 0 does not hold, then reject the signature;
Compute the length L'y, = L(M'y),);

Convert the lengths to octet strings C'rec = 120SP(L’ (e, 8) and C'y, = 120SP(L'y, 8);
Re-compute the hash-token 4" = Hash(C'rec || C'air || M vec || M || IT') || trailer;
Check the added redundancy: if 2’ = h"” does not hold, then reject the signature;

OUtDUt M,rec H M,clr-
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Annex E
(normative)

ASN.1 module

E.1 Formal definition

This annex defines an ASN.1 module containing abstract syntax for the digital signature with message

recovery mechanisms specified in this part of ISO/IEC 9796.

MessageRec¢pverySignatureMechanisms
iso(l) s$tandard(0) signature-schemes (9796)
message-recovery-signature-mechanisms (0)
DEFINITIONS$

EXPLICIT TAGS ::= BEGIN

IMPORTS

HashFun¢tions
FROM [DedicatedHashFunctions {
igo(1l) standard(0)
dedicated-hash-functions (0) } ;
OID ::= OBJECT IDENTIFIER -- alias
SignatureWlthMessageRecovery ::= SEQUENCE {
algorithm  ALGORITHM.&id ({MessageRecovery}iy
paramete¢rs

= {

signatureM¢chanism OID :
hash-functions (9796)

iso(1l) s$tandard(0) part3(3)

MessageRecpvery ALGORITHM
dswmr-nr
dswmr-e¢mr
dswmr-e¢ao
dswmr-e¢knr
dswmr-e¢pv
dswmr-e¢nr,

{

-- Expect additional algorithms --

}

dswmr-nr ALGORIIHM ::=
OID nr PARMS,HashFunctions

part (3)

encryption-algorithms (101189

ALGORITHM. &Type ({MessageRecovexy | {@algorithm})

asnl-module (1)

part (3) asnl-module(l)

OPTIONAL

mechanism(0)

dswmr-ecmr ALGORITHM ::= {
OID ecmr PARMS HashFunctions

dswmr-ecao ALGORITHM ::= {
OID ecao PARMS HashFunctions

dswmr-ecknr ALGORITHM ::=
OID ecknr PARMS HashFunctions

dswmr-ecpv ALGORITHM ::= {
OID ecpv PARMS HashFunctions

dswmr-ecnr ALGORITHM ::= {
OID ecnr PARMS HashFunctions

42
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-- Cryptographic algorithm identification -

ALGORITHM ::= CLASS
&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL

WITH SYNTAX { OID &id [PARMS &Typel }
-- Message recovery signature mechanisms --

nr OID
ecmr UID
ecao | OID
eckny OID
ecpv | OID
ecnr | OID

{ signatureMechanism nr(0) }
bJ‘.gIldLuJ’_el"le(_,ildllj_blll S CIIL \L/ 3
signatureMechanism ecao(2) i
signatureMechanism ecknr (3)
signatureMechanism ecpv 4) 1

5)

signatureMechanism ecnr (

END |-- MessageRecoverySignatureMechanisms —

E.2 Use of subsequent object identifiers

Any one of the signature schemes uses a hash-function. Thereforeta)subsequent object identifier may follow
for referring to a hash-function (e.g., one of the dedicated hash-functions specified in ISO/IEC 10118-3).
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Annex F

(informative)

Numerical examples

ical examples for NR

NOTE 1 Throughout Clause F.1 we refer to ASCII encoding of data strings; this is equivalent to coding using ISO 646.

NOTE2 Cla
described in Clg

use F.1.1.

F.1.1 Example with partial recovery

P

Length of O
G

Signature key

c4c6628b 80dclcdl
8e3404dd ef9519b3
e485b576 625e7ec6
5a899fa5 ae9f2411

62633145 c06e0e68
c71a026e f7ca8cd9
f242dabb 312f3f63
ad44cfd2 d74£9208

X

B 8c9de512 d033dbds
0£737660 c922959%
£398c937 937.0241e
29b4dbcdc 7a40¢9412

Verification key Y,

Randomizer A

£382bevc¢’ ed585501
5cd0a9£2 4a00998d
9fe790f1 e31del99
364bf447 52022cab

ba386493 85630f0a
12cec6ad 3f0ae734

6d76a398 f7afd556

29024e08
cd3a431b
f44c42e9
7c4blfe6

94812704
e69d218d
7a262174
be258ff3

32e513c3
8362bc82
66b87ef9
9ach52410

371928f8
37312a2e
lca3b8db
48133f7c

9624f5ab
bfd30703
9elcfo08

ffffffff
8a67cc74
302b0a6d
a637ede6b
49286651

TEEEEEEE
4533e63a
98158536
d31bE£ebs
24943328

fcfe3b30
b2501ef7
7771£89%e
78555971
3aleed44

ab544638a
lbc5e6lf
£28£7370
7de3fl3c
57e94a0c

1698cc3
71la5ccfo
83109786
091be435

ffffffff
020bbeab
£f25£143%7
0bffSck6
ece65381

fEffffff
0105df53
f92f8alb
85ffae5b
£f67329c0

a349edc2
c3baedas
88albcbc
3282a0ac
flaaag99f

d770ce35
da841361
b95ce7ff
8add8e02
20cbff8e

2a59174b
29c63f3e
101b036d
del0c379

ises F.1.2, F.1.3 and F1.4 use the domain parameter, the user keys, the randomizer and the'm

c90fdaa2
3b139b22
4fell356d
f406b7ed
ffffffff

e487ed51
1d89cd9ol
a7f09abé
7a035bf6
ffffffff

b135b0d4
f1368abc
3276d52b
7call239
b1791059

c5286db8
08beabls
2ceelbe?9
5eaa7a4l
98660f98

93511339
0e36a339
e83b4954
35aa8896

2164
5144
6d51
ee3§
fff4

10b4
28ahf
bé6af
£71d
ffff

10]

fbc
4f54
3els
976
0379

3clZ
e84f
1457
3eel
e 034

5281
2074
0487

essage

c234
0879
c245
6bfb
ffff

6lla
043c
el22
35fd
ffff

3 bits

2

2900
43el
bofc
6605
b037

4a77
46d6
beb0
76da
fedc

b5d8
85a4
17c2

ee34

df2a

Pre-signature

Message to b

44

1027300 L J4050€dO

17
5614ff11 aa40Oceed

52c798c0 2ec6elbc
912827b6 23dé5fac
196b0f62 6873befe

oe4LC42D550

454¢c57b6
bb67256e
29f5414a
51c0b7e3

UCdoo4o7

0Oebclb0b
dd3a7ee0
032c0el3
2ce7ce88
b8ac49b2

JIO57J411

baf3cl21l
7732420e
2eaa8cas
07fe6891
5f416791

CodddUSoS L

££29d858
7c8c7b18
1dab8404
c58aaf05
eOdacc23

aao

a767

7c35e42b
2c7aaccc
73e81f61
e8546e83
f41£25d5

e signed ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789
ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789
ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789
ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789

41424344 45464748 494a4bd4c 4d4e4f50 51525354 55565758
595a6162 63646566 6768696a 6b6cedée 6£707172 73747576 7778797a
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30313233
53545556
75767778
4d4e4f50
6£707172
47484944
696a6bé6c

34353637
5758595a
797a3031
51525354
73747576
4bdcddie
6d6e6f70

38394142
61626364
32333435
55565758
7778797a
4£505152
71727374

43444546
65666768
36373839
595a6162
30313233
53545556
75767778

ISO/IEC 9796-3:2006(E)

4748494a
696a6bé6c
41424344
63646566
34353637
5758595a
797a3031

4b4cad4de
6d6e6f70
45464748
6768696a
38394142
61626364
32333435

4f505152
71727374
494a4blc
6b6cedee
43444546
65666768
36373839

F.1.2 Example with Dedicated Hash-Function 3 (otherwise known as SHA1) of ISO/IEC 10118-3

Length of hash-token 21 octets
Recoyerable length 00000000 0000006a
Lrec
Non-recoverable 00000000 0000008e
length Ly,
Hashicode 005e4e9b e8c9a202 80fHifab58 d9927041 80dcc44d
Hash{function 33
identifier
Data input ¢ 5ede 9be8c9a2 0280ffab 58d99270
4180dcc4 4d334142 43444546.4748494a 4bdcddde 4f505152 53545556
5758595a 61626364 65666768,/696a6b6c 6d6e6f70 71727374 75767778
797a3031 32333435 36373889 41424344 45464748 494a4bd|c 4d4e4f50
51525354 55565758 595a6162 63646566 6768696a 6b6cedéele 6£707172
First part of Oebc795a 56dc8ac4 0laad8Q3 d50£769b
signature r 9795dbd5 £774102£°\88909cfd 2482c82a c27e8f5c cbdcccéla 7fcf0222
aalff2la 90294621 20cd8cd6e 6c96797f 9cl8fcl8 8f1df778 e95e96da
0aa257e7 560993el 602c7983 6e2allcc 4d44afda 0Oed4fab2 35a2bdd3
6abd62b6 bdcale56 ablbl946 1cl0afl8 c6a9dOfc 4c473992 638£9747
Second part of lecf7056 cacé6b0d4 a951f8b6 9e9cl9lf
signalure s 930al0le’ £3£891ff d1636615 b2444590 clalel3ee af8f701d 4a796761
dedfcda2 7622fe9f f0645eba 617e9747 2bafcObf £487efd0 2d2ca4cl
7705ale6 0c68c6a9 fadd5cab5 43988d5f a338f5el 5bb59edf 41lceé6ecc
2c8832f2 a0565e81 £1696845 2f99ae59 ad24c5d8 bb70al4l8 9f65a37d
F.1.3 | Example with Dedicated Hash-Function 1 (otherwise known as RIPEMD-160) of ISQ/IEC 10118-3
Length of hash-token 21 octets
Recoverabfe fength 00600000 0000006a
Lrec
Non-recoverable 00000000 0000008e
length L,
Hash-code 525d1604 e8a2a6fé6 054ba7a9 ffc4al8e bablOfel2b
Hash-function 31
identifier
Data input d 525d16 04e8a2a6 f6054ba7 a9ffc4al
8ebabl0fe 2314142 43444546 4748494a 4b4dcddde 4f505152 53545556
5758595a 61626364 65666768 696a6b6c 6de6ecf70 71727374 75767778
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First part of
signature r

Second part of

signature s

79723031
51525354

e4cfb00f
aalff2la
0aa257e7
6abde2beé

3a89%a3c4
b3681577
86745066
7c874364

32333435
55565758

d572102f
90294621
560993el
bdcalése

87243e86
9de664bb
20e5c853
lablléeb

36373839
595a6162

88909cfd
20cd8cdé6
602c7983
ablbl946

beecfae?d
4547c06¢C
d6194981
00421592

41424344
63646566

0f0e7821
2482c82a
6c96797f
6e2allcc
1cl0afl8

3elbf266
dabbec9s8
8e456be2
607a2386
e70b7281

45464748
6768696a

bfdcée3c8
c27e8f5c
9cl8fcls
4d44afda
c6a9d0fc

a2feb5226
eaff37do0
24488268
be38f463
2746acfc

494a4bic
6b6cedee

£52£2400
cbdcccéa
8£1df778
0Oed4fask2
4c473992

79192ef9
b3eaab2c
649c30e2
ddg820d1o0
19b601fc

4d4e4£50
6£707172

2635a8cc
7fcf0222
e95e96da
35a2bdd3
638£9747

14e4f648
2308becc
ffb25460
32771638
6de5a89d

F.1.4 Example with Dedicated Hash-Function 2 (otherwise known as RIPEMD-128) of ISO/IEC 10118-3

Length of hagh-token 17 pctets
Recoverable ength 00000000 000QOO06e
Lrec

Non-recovergble 00000000 000Q008a

length Ly,

Hash-code ab8fd266 ddddbddc 48dll7ea f£0948b0c

Hash-functior 32

identifier

Data input d ab8fd2 66ddddbd dc48d117 eaf0p68b
0c324142 43444546 4748494a 4b4c4d4e 4f505152 53545556 5758b95a
61626364 65666768 696a6b6c 6dee6f70 71727374 75767778 797aB031
32333435 36373839 41424344 45464748 494a4bdc 4d4e4f50 51525354
55565758 595a6162.63646566 6768696a 6b6c6edee 6f707172 7374576

First part of 0f67aade 21d19edf db72a970 6726]abé

signature r 62474053 ed851433 8c94al101 2886cc2e c¢6829360 cfe0dO6e 83d3p626
b429fc24, 942d4a25 24d190da 709a7d83 a01d00lc 9321fb7c ed62#f92
c35b5beb\5a0d97e5 6b37848e 722el15d0 5148b3de 12d8fe56 39a6fl1d7
6eclé66ba’ clce2060 b5251d4a 2014b31lc caadd500 504b3d96 6793pb4db

Secondpancf 64dcbbce 568cblObe 22ead47f7 d848a5ef

signature s fc34fdea 0flled67 ee24753f 655e72fa cO0dl2fed da5f0cl3 9c9d|544
8cce2297 6a2b0fb0 00055fd8 4e0d38b9 86fde806 fc74eld4 dddsl44d
dd5530al 66fd03aa 11003478 06e5678f 7dd9927a 5834c0d2 cdffblsc
14dec608 bbéeac7c 15a3céec7 05de2a82 4b5a3e9f f4b26171 9b8dafle

F.1.5 Example with total recovery (RIPEMD-128)

P 1 5654b2a4 8af38b0b 45b10960 41a7f552
4a97a065 fff0bb31l 94caell3e 38c2969e 527dc350 e5b32309 fc3342fb
741c4294 54020173 aaf8a23d 2cad4a294 27bd8clc 6384db95 5c944e40
c321a896 b4d50969 e869d23f 49bf2489 c918c3b3 636e4907 3162512d
5ce35acc 858f70b6 daaf970e 0086badl 2062al27 al2afeeel 5dfd9e3d

0 1 9cafdée51 31c5c9a7 d546e3f9 42577f24 220£f1b07

Length of O 161 bits
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G 1 3e2cfad2 bd5e8128 c6£968df 664ab926
9d3blae3 a558100b 22682671 46421b71 43eb37ef 659e992a 0746cldf
dc7b899%e 735063d4 ed4a9dcad 46f£85bb5 4ffel774 62el8fed4 43efb87f
cdab22bf £3097853 d5alf723 bcde771f 903b7c0a 89974ab2 efc94b69
4590b2bl 02ed7160 £207d18b 0c748186 34118dbe clff775a b3alébe4

Signature key x, 478bbe64 7cd50ef3 67ebe30f dcl0c9e0 lce37fbs

Veﬁﬁcaﬁonkey); 6ce2e099 1ca9f778 571ab62d d535bbd7
260a481f 19619944 0739667f 5978cc7c 7eb25030 d3abe64a b599claf
6414bed8 3505e2c0 8a42acf7 f2fdab50 6963399c f5b7303d 8953b565
edblOefee 6d8ae8af eebal890 63c72571 b586092b 1fc0f9d9 dlf82cd0
6bf307bc a385dc4c 1la8cfc87 9bc622dl 135277ac 7264ebef blfd4127

Randopmizer & 5a474224 778948f7 c2aa8890 61fbb3al9 750ec2cb

I 00 9981665a fddb49bd 99b94480 d0f314e0
9db3539e 2874acf5 59ed6376 15886470 f£9a85e0f (98631ddl 516a6cib
68c7c35d 28efcb29 clecd84f ed57a9ad a22d8f3£7/57247312 el2c21b9
21d792be c964aed2 48b440b7 a8043ef7 fec79008 186749fld cllf4fef
felb734a 4a504fb3 eca68d2f 8f105a52 fe97effc Oec7fadl 14de9d02

Message to be signed Plaintext

M 70 6C61696je 74657874

Length of truncated 10 bytes

hash-foken

Recoyerable length 00000000 00000009

Lrec

Non-recoverable 00000000 00000000

length Ly,

Truncated hash-token c42a ebdb3c89 50e9beff

Data nput d c42aeb db3c8950 e9beff70 6c61696e 74657874

sttpadof 9af324f6 16d169d0 fl1feOdcl 7d96d4l7 e5e9fe641l

signature r

Second part of dc2c286e 4d5e6cle 14551148 12eecfds a8fl23eb

signalure s

F.2 Numerical examples for ECNR
NOTE 1 The hash function is Hash(7) = RIPEMD-160(T || C), where C= 00000001 in hexadecimal.
NOTE 2  The data input is computed as the rightmost Lqat Octets of H || Miec, Wwhere H is a truncated hash token of

Hash(Crec || Cerr || Mrec || Marr || I7). The truncated hash token is the leftmost Lq octets of the hash token. We used
Crec = 120SP(Lrec, 4), Car = 20SP(Lgr, 4).

F.2.1 Elliptic curve over a prime field

P f£d5d55f a9934410 d3eb8bc0O 4648779f 13174945
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Equation of £ Y =x’ + ax + b (mod p)
A 710062dc b53dceed 2£8227a4 fbac2240 bd3504d4
B 4163e75b b92147d5 4e09b0fl 3822b076 a0944359
x-coordinate of G 3cle27d7 1£992260 cf3c31c9 0d80b635 e€9fd0e68
y-coordinate of G c436efc0 041bbf09 47a304a0 05f8d43a 36763031
n (order of G) 2aa3a38f £1988b58 23524lee 59a73f46 46443245
Length of n in| bits 158 bits
L(n) 20
Lyat 19
Lreq 9
Lrec 10
Loy 13
Signature keyf x, 24a3a993 ab59bl2&)e7379al2 3487647e S5ecYelce
x-coordinate of Y, e564ac ae2jdz27 1lc4afs29 cfaceébde cc8qdceé
y-coordinate ¢f Y, 7bd48cel%08ffd3cf a38177f6 83bSbcf4 fd9oladad
k 08a8bea9 f2b40ce7 40067226 1d5c05e5 f£d8gb326
kG = (x,y)
X 177b7c44 ac2f7f79 96aefd27 c68d59e0 £8e(1599
y 399eall6 298975bb 449d126f 6c97bddf c4e§782e
I 02 177b7c44 ac2f7f79 96aefd27 c68d59e0 £8e(1599
Message to be signed This is a test megsage!
M 546869 73206973 20612074 65737420 6d657373 61676521
Miec 5468 69732069 73236120
My, FA—65FIFEZO—6D65TIFI— 61676521
Hash input 0000000a 0000000d 54686973 20697320 61207465
73742064 65737361 67652102 177b7c44 ac2f7£79
96aefd27 c68d59e0 £8e01599
Truncated hash-token H 64 le6fe77e blb9ccad
Data input d = H || Miec 641le6f e77eblb9 cca95468 69732069 73206120
First part of signature r 1833eff5 4087a911 bb7d3a63 fc2982ff 20celb7d
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Second part of signature s 155d498e 35855ab5 04b9adda 0315ca77 4bl7le6l

F.2.2 Elliptic curve over an extension field GF(2")

Galois field GF(2'%) with the polynomial x' + x¥ + 1.

Equation of £ V+xy=x'+ax’+b
A 07 2546b543 52342422 e0789675 £432c894 35deb5242
B 00 c¢9517d06 d5240d3c ff38c74b 20b6cd4ld 6£9dd4do
x-cooldinate of G 07 af699895 46103d79 329fcc3d 74880f3]3 bbe803cb
y-C00 dinate of G 01 ec23211b 5966adea 1d3f87f7y ea5848ae fO0b7cadf
N 04 00000000 00000000 000%e60f c8821lcd7 4daeafcl
Length of n 163 bits
L(n) 21
Lyat 20
Lireg 10
Liec 10
Ly, 13
Xy 03 de48bcb2 e4d5dl151 656c8477 4ed0lé6ba 292a5a38
x-coordinate of Y, 07 01b9786f d72171da a883f34c 44deeade al0b8d02
'wcoodhuneofx4 00 0149bdcl 54c6ab7f 4ebSb4ada 57d528d7 65d7f8ea
k 02 887ac572 8a839081 8b535fcb f04e827b 0f£8b543c
kG=(x|y)

X 00 eeddbbcf 22652313 ¢3484118 5d3ebb53 8c453aee
y 03 7df0f68a c78cd813 Oa6ffeda 5ba85ff|]l 14e93ec?
17 0200 eeddbbCt 22652313 c3484118 5d3ebbb3 8c453aee
Message to be signed This is a test message!
M 546869 73206973 20612074 65737420 6D657373 61676521
Mree 5468 69732069 73206120
M, 74 65737420 6D657373 61676521
Hash input 00 00000a00 00000d54 68697320

69732061 20746573 74206d65 73736167 65210200
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eeddbbCf 22652313 3484118 5d3ebb53 8c453aee
Truncated hash-token H ds8f3 55fde3c6 1cb29bcO
Data input d = H || Miec d8f355fd e3c6lcb2 9bc05468 69732069 73206120
First part of signature r 01 c7dl1llcd 062b3fcé 5el58d9c 85a37816 280dbb8e
Second part of signature s 01 0fe6b789 d7ef86bc 5ed726ca 0fc7c96c feb4faal
F.2.3 Ellipti¢ curve over an extension field GF(p™)
p fEE4EEFD
m 5
Irreducible pglynomial X° -2
Equation of £| V' =x +ax+b
a 00000000 00000000 00000000 QOOO0000 00000000 000QOO0OO0O
000Q0001
b 00000000 00000000 000QHLOHOO0 00000000 00000000 000QOOO1
000Q0106
x-coordinate ¢f G fcdee3ee eb6a9d0c 821c8b46 d27937bc 0fbgc840
y-coordinate ¢of G 3c329€0d 7a5fbée4 048a69cl 12f8cb35 dffly7ccc
n fE6fffe7 000000£f9 fffe3308 f697clde d7dg35ct
Length of n 160 bits
L(n) 20
Xy de648bcb2 e4d5dl151 656¢c8477 4ed0léba 29235a38
x-coordinate ¢f Y, be00180e c77febb6e a550dbfé aéd5ccce 8blff7cfé
y-coordinate ¢f ¥, 13ad8b66 ¢59205f7 71112f36 effa0650 72487bef
k 887ac572 8a839081 8b535fcb f£04e827b 0f8kh543c
kG=(x.y)
X c9c83609 be67081f 09d4£822 325daa9l 0le06c84
y 4e95c220 783a466f 2d2fl2aa 6ee07c60 928d2594
77 02 c9c835f9 f2c2cfde 951b2642 2531d251 8d5547d4d7
Message to be signed This is a test message!
M 546869 73206973 20612074 65737420 6d657373 61676521
Miee 5468 69732069 73206120
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M, 74 65737420 6d657373
Hash input 0000000a 00OOOOOd

20697320 61207465 7374206d 65737361

c9c835f9 f2c2cfdée 951b2642 2531d251
Truncated hash-token # 547a d9de4bse
Date input d = H || Mrec 7ad9d6 4b5e9b62 €9205468 69732069
First part of signature r ca431002 3e216945 7e3f1498 al/56f0d
Second part of signature s 951cd069 e020eb4d 3dalc3dc e3de819c

F.3 Numerical examples for ECMR
F.3.1 | Elliptic curve over a prime field
NOTE

from I§O/IEC 10118-3 output of 77| M.

(2)The function Mask is SHA-1.

(1) Truncated hash token h is first L octets of the Dedicated“Hash-Function 3 (otherwise kn

p i s i s s s s i i i i i i i R i i o o o o
Equation of £ 2

A il i e i R s e e R e e e i s e e e o o
B 26c1d102 82415el0 a4995el9 80b59224
Number of points on E fEEEEEEf EEfEfEEff £f££c748 adeeallo
x-coofdinate of G

y-coordinate of G 22e0d7c6 1eb0627b 334456c7 a50b77f(d
N fEEEEfff £EEEfEEfEf ££f£f£fc748 adeealbo
Length of n

Signaturekey x, ddd259e3 d30a77ab c31lcdf29 9ale6cflf
x-coordinate of Y, 6de7el35 f5b2ad0c e33492fa 61ed55b0
y-coordinate of ¥, 79473d9c ea2l179la 391d536c 99ebfbl3l
Randomizer k 4b13079f a8f2992e 5bcdb38d 6895a31b
x-coordinate of kG b4f8c602 dec23bl9 358271b8 feB868ad4
y-coordinate of kG 691b933a c8e59096 63364135 £5015637
I7T= (Mask(EC20SPx(kG)) e5a0dl1f5 85alcf2c 431a8c6l b78f316c

© ISO/IEC 2006 — All rights reserved

61676521

54686973

67652102

8d5547d7

9b62e920

73206120

50b93d59

260c8d36

own as SHA-1)

fE££7c67

Y =x" +lax + b (mod p)

ffff7c64
d7120957

dc8744b9

a%007da6
dc8744b9

160 bits
7d78£869
a00be7ba
4b94c3cc
91d822c2
a7f7faof
£337£424

80d8928f
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Message to b

e signed

M(:Mrec) (Mclr is empty)

Length L(=L))
hash-token

of truncated

Recoverable length L,

Non-recoverable length L,

Truncated hash-token 7

TestVector

5465 73745665 63746£72

10 octets

10 octets

0 octet

3bl6e b61la504b 21855dfc

Data input d 4
First part of s

Second part ¢

h||M
gnature r

f signature s

3bléb6la 504b2185 5dfc5465 73745665 63746£72

deb667ef dbeaeea9 1lee6d804 c4fbe6/A09“e3aqfdfd

1£5d610b bl3e61c9 03a24f8f 1afl4clOa 122¢c560

F.3.2 Ellipti¢ curve over an extension field GF(2")

Galois field GF(2'**) with the polynomial x' +x” +x% +x* + 1.
NOTE (1)This is a standard polynomial basis implementation.
(2)The function Mask is MGF1 based on SHA-1.

Equation of ] VAxy=x+ax’ +b

a 1
b 2, 0a601907 b8c953ca 1481lebl0 512£7874 4a3305fd
Number of pgints on E 8 00000000 00000000 000525fc efcel825 48449866
x-coordinate ¢f G 3 fOebal62 86a2d57e a0991168 d4994637 e8343e36
y-coordinate of G 0 d51fbc6c 71a0094f a2cdd545 bllc5clOc 797324f1
n 4 00000000 00000000 000292fe 77e70cl2 a4234c33
Length of n 163 bits
Xy 2 ddd259e3 d30a77ab c31cdf29 9aleé6cff 7d78£869
x-coordinate of Y, 6 al5faa2f 38cabcbc 48113b58 6c¢c5148a7 £80c424c
y-coordinate of ¥, 3 302077a6 3ea741d4 ecf200cf 68cd272f b2leefdc
Randomizer k& 3 97e49b66 4b13079f a8f2992e 5bcdb38d 6895a3lb
x-coordinate of kG 7 3b811311 c037cl1l0 38350437 95543abd 067af556
y-coordinate of kG 6 0f7b188b 0ad4345b 910cO0alf 7b301c31 £9£f8d9el
IT=Mask(EC20SP4(kG)) e7 acd53a64 16db34cl 788b2011 edaa0db7 9bbdYa2l
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Message to be signed
M(:Mrec) (Mclr is emptY)

Length L(=L,) of truncated
hash-token

Recoverable length L.
Non-recoverable length L,

Truncated hash token &

ISO/IEC 9796-3:2006(E)

5465

c76dd5

TestVector

73745665 63746£72

11 octets

10 octets

0 octet

cc49fala bcOaabb4

Data inputd=#h | M
First part of signature r

Second part of signature s

c7 6dd5cc49 falabcOa abb45465

20 cl00f62d eccl88cb d33f7474

0 2dd0Obfcb £8745141 33cdf7.0i

F.3.3 | Elliptic curve over an extension field GF(p")

NOTE (1) An element 1 in GF(p") is defined as tix* + tsx® + tx? + tix% ty and denoted as tq ts ta t1 to.

p

m
Irreducible polynomial

Equation of £

(2) The function Mask is SHA-1.

73745665 63746f£72
9edebbd2 f£8c9f553

fe774a€el3 f£f£2d7d1e6

fEEEE£47
5

x =2
V=x+gx+b(mod p)
0000000[0 fff£fff44
e362f27f b449e900
da0ldcel9 c2516d77
0000000|0 00000002

26573f3|f ¢5105399

da0ldce|9 c2516d77

a 00000000 00000000 00000000
b 39cd7fda f4la7fb5 488651a5
Number of points on E fffffc63 000538e9 fc3bbe3l2
x-coordinate of G 00000000 00000000 00000000
y-cooldinate of-G 8a45f6c7 82f3c45e e2716ce9
n fffffc63 000538e9 fc3bbe32
Length of n

X4 7b5£8464 0e65495c 87e807aa
x-coordinate of Y, al39e766 99f8ec98 26c87346
y-coordinate of Y, 9b2ef2cf 22061787 54bl54b9
Randomizer k& 8819bc2c 9ef7fdfc 2¢c348697
x-coordinate of kG c4e47£64 de0d2859 33af7a9l
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160 bits
22b446fb 34e77471
6dd50ba2 94116c31
acc2a731 359b675b
cadbc2be 77349b87

c5252d1f 671b20a2
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y-coordinate of kG

IT= (Mask(EC20SP 4(kG))
Message to be signed
M(=M,..) (M. is empty)

Length L(=L,

hash-token

Recoverable

Non-recoverd

Truncated ha
Data input d

First part of s

Second part g

F.4 Numer

NOTE 1

Hash,
ISO/IEC 1

MGEF is co
K=L(n), a
the Key G

NOTE2 Int

are the same ag

NOTE 3 In t
are the same ag

NOTE 4 In t
are the same ag

In the numerical examples described in Clauses F.4.1 through F.4.6,

usHq

Hash, useg

ca71997e 285b76f9 292afl38 c4267642 ebl458b9

dlfdf8a3 d5bcb759 7cc5b859 1c2d2269 2el0a77cd2

TestVector

5465 73745665 63746£72

) of truncated 10 octets
length L. 10 octets
ble length L, 0~ pctets
sh token £ 55d7 ddolegfd” 83eqad94f
=h | M 55d7dd91 66fd83ec a94f5465 73745665 6374672
gnature r 84222532 b34134b5 d58aec3c,6£59740c 4d7¢l3a0
f signature s 8dd81109 707daal5 df465d58 008073fe 573f4ca2

cal examples for ECAO

s Lweed leftmost octets of the Dedicated HasSh-Function 4 (otherwise known as SHA254
D118-3,

(Lr+ 1 — Lreg) leftmost octets of SHA256,
hstructed from MGF1 with SHA256 as the underlying hash-function,
hd

bneration Scheme | (as described in Clause 7.3) is used, which implies that P=G and Q0 =7,.

he numerical examples ‘described in Clause F.4.2, the domain parameter, user keys and the rang
those described in Clause F.4.1.

he numerical examples described in Clause F.4.4, the domain parameter, user keys and the rang
those descfibed in Clause F.4.3.

he numerical examples described in Clause F.4.6, the domain parameter, user keys and the rang
these described in Clause F.4.5.

) from

omizer

omizer

omizer
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