INTERNATIONAL
STANDARD

ISO/IEC
9796

First edition
1991-09-15

Information technology .~ Security

techniques — Digital signature scheme giving

message recovery

Technologies de I'information — Techniques de sécurité |— Schéma de

signature numérique rétablissant le message

Reference number
ISO/IEC 9796:1991(E)


https://iecnorm.com/api/?name=86dbf16f3b6c23c6c53ca7bce68e8f26

ISO/IEC 9796 : 1991 (E)

Contents
Page

FOrEeWOrd ..o | s iii
INEFOAUCHION oot ]t iv
T SCOPE e e 1
2 Definitions ....f. .o 1
3 Symbols and gbbreviations ..............cccooeioeeoiie e S 1
4 General OVEIVIBW .........ccooiiiiiiiiiiiieeeeee e T 1
5 Signature ProCSS .......c.ooiiiiieriieiiee et e 2
6 Verification process ..o N 3
Annexes
A Example of a public-key system for digital.sighature ............ccoeeveveveen.e. 4
B lllustrative examples related to anneXA™...........ccoooorieeeieeee e 6
C Some precautfons taken against.various potential attacks

related 10 anNN@X A L. SN s "
D Bibliography ..l oo s e 12

© ISO/IEC 1991
All rights reserved. No part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without
permission in writing from the publisher.

ISO/IEC Copyright Office ® Case postale 56 ¢ CH-1211 Genéve 20 ® Switzerland

Printed in France


https://iecnorm.com/api/?name=86dbf16f3b6c23c6c53ca7bce68e8f26

Foreword

ISO (the International Organization for(Standardization

and IEC (the

International Electrotechnical Commis§ion) form the spegialized system

for worldwide standardization. Natienal bodies that are

embers of ISO

or IEC participate in the development of International Stapdards through

technical committees established-by the respective orga
with particular fields of techpical activity. 1ISO and IEC
mittees collaborate in fields of mutual interest. Other in
ganizations, governmental 'and non-governmental, in li
and IEC, also take partdn the work.

In the field of infofayation technology, 1ISO and IEC have
joint technical_c@mmittee, ISO/IEC JTC 1. Draft Internati
adopted by thejoint technical committee are circulated t
ies for votiflg. Publication as an International Standar
proval bysat least 75 % of the national bodies casting a v

International Standard ISO/IEC 9796 was prepared by |
Committee ISO/IEC JTC 1, Information technology.

Annexes A, B, C and D are for information only.
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Introducti

on

A digital signaturle in electronic exchange of information is a counterpart to a

handwritten sign

Most digital sign
Any public-key sy

— a process
— a process

— a process

In any public-ke
signature proces
verification proc
signature schem
verification key".

Two types of digi

— When the
the scheme
hash-function

— When the|
specific redu
scheme is nq

This Internation
messages of limit

hture in classical mail.
hture schemes are based upon a particular public-key system.
stem includes three basic operations:
producing pairs of keys: a secret key and a public key;
Using a secret key ;
using a public key.
digital signature scheme, the secret key is jinvolved in a
5 for signing messages, and the public keysigsinvolved in a

ess for verifying signatures. A pair of keys for a digital
e thus consists of a "secret signatureskey' and a "public

tal signature schemes are clearly jdentified.

verification process needs thé.message as part of the input,
s named a "signature schemle with appendix”. The use of a
is involved in the calculation of the appendix.

verification process Yyeveals the message together with its
hdancy (sometimies called the "shadow of a message'), the
med a "signatufie_scheme giving message recovery".

nl Standard specifies a scheme for digital signature of
ed length.

This digital sign

ptur€ scheme allows a minimal resource requirement for

verification. It do
known attacks ag

es not involve the use of a hash-function and it avoids the
ainst the generic algorithm in use.

The message need not be in a natural language. It may be any arbitrary string

of bits of limited

length. Examples of such messages are cryptographic key

materials and the result of hashing another, longer message, which is also
called the "imprint of a message”. A characteristic example is a structured set

of a few strings

of bits generated by cryptographic software and hardware,

one of these strings coding control information produced within the hardware.

NOTE — The use of this International Standard may involve patented items.
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ONAL STANDARD
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Information technology — Security techniques —
Digital signature scheme giving message recovery

Scope

This Internat

ional Standard specifies a digital signature

scheme givirlg message recovery for messages of limited

length and us

ing a public-key system.

This digital signature scheme includes

— a signpture process using a secret signature key

and a sig

— a verif
and a vq

ature function for signing messages;

cation process using a public verification key
rification function for checking signatures

while recpvering messages.

During the si
padded and 4
then added,
assumption i
redundancy i
revealed by 1
artificial redu

This Interna
production

verification f
public-key s
function and
these operati

Some param
this Internati

gnature process, messages to be signed:are
xtended if necessary. Artificial redundangy is
depending upon the message itself. No
b made as to the possible presencé.of natural
h the messages. The artificial fedundancy is
he verification process. Thexremoval of this
hdancy gives message recovery.

ional Standard dog§-hot specify the key
brocess, the signature function and the
unction. Annex “AJgives an example of a
stem includingskey production, signature
verificatio function. The various steps of
bns are jllustrated by examples in annex B.

pters.in the scheme are related to security :
nal 8tandard does not specify the values to

3 Symbois an

MP
ME
MR
IR

Sign

Verif

mod z

u
I1

m

S
XY
XY

abbreviations

Padded messdge
Extended.message
Extended message with redundar
Intermediate integer

Signature

Length of the signature in bits
Recovered intermediate integer
Recovered message with redund
Recovered padded message

Signature function under contro
signature key

Verification function under contr
verification key

Arithmetic computation modulo z
Nibble

Permutation of the nibbles

Byte

Shadow of the bytes

Concatenation of strings of bits X

cy

hncy

| of the secret

bl of the public

and Y

Exclusive-or of strings of bits X an

be used in

order—toTeach @ given tever—of Security:

However, this International Standard is specified in such a
way as to minimize the required changes in its use if

some of thes

e parameters have to be modified.

2 Definitions

For the purposes of this International Standard, the
following definitions apply.

2.1
22 signatu
process.

message: String of bits of limited length.

re: String of bits resulting from the signature

NOTES

1 All integers (and all strings of bits or bytes) are written with
the most significant digit {or bit or byte) in left position.

2 The hexadecimal notation, with the digits O to 9 and A to F,
is used in table 1 and in annex B.

4 General overview

The next two clauses specify

— the signature process in clause 5;

— the verification process in clause 6.
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Each signing entity shall use and keep secret its own
signature key corresponding to its own public verification
key.

Messages to be signed shall be padded and extended if
necessary. Redundancy is then added according to rules
specified in clause 5. From the extended messages with
redundancy, signatures shall be computed using the
secret signature key as specified in clause 5.

Each verifying entity should know and use the public
verification key specific to the signing entity. A signature

Number z multiplied by sixteen shall be less than or equal
to number ks+3. Consequently, the number of bits of the
message to be signed shall be at most 8 times the largest
integer less than or equal to (ks+3)/16.

5.2 Extension

Number t, to be used later on, is the least integer such
that a string of 2t bytes includes at least ki1 bits.

The extended message ME is obtained by repeating the z
bytes of MP, as many times as necessary, in order and

shall be accepted if and only if the verification process
specified in clausd 6 is successful.

NOTE — The produftion and the distribution of keys fall outside
the scope of this Irfternational Standard.

5 Signature process

Figure 1 summariges the signature process.

Message

Padding

Extension
i

Redundancy

Truncation and forcing

Signature production

Signature

Figure 1 — Signature process

NOTE — A good implementation)of the signature process shouid
physically protect the operatiéns in such a way that there is no
direct access to the signature function under control of the
secret signature key.

" dodl do al o | L ol £ s
concaternatesto-trerett ot tormmoastrmg qf tbytes.

For i valued from 1 to t and j equal to i1 Aod |2) plus one
(/ is therefore valued from 1 to z), the #th Qyte of ME
equals the jth byte of MP.

ME = ... m, Il ...l my
< t bytés >

NOTE — Number z is less thap ‘or equal to number tf The equality
may occur only if kg is congruent.to 13, 14, 15, 0 or 1|mod 16.

5.3 Redundancy

The extended message with redundancy MR |is obtained

by interleaving the t bytes of ME in odd pos
bytes of redundancy in even positions. Altered
the least(sighificant nibble of the 2z-th byte of

tions and t
by index r,
MR codes

the message length by its value and its positior].

For/valued from 1 to t,
— the (2/~1)-th byte of MR equals the ith byfte of ME;

— the 2/th byte of MR equals the image| of the /-th
byte of ME according to the shadow S gpecified in
table 1, except for the 2z-th byte of MR which equals
the exclusive-or of index r with the shadow] of the zth
byte of ME.

MR = ... S{m,) @ ril myll ... S(mg) Il mp 1l Sty 1Ty

<————————————— 2t bytes >

NOTE — The computation of the 2t bytes of MR (nr,, to mr}
from the z bytes of MP (mp, to mp,) is performeq by applying
successively the following three formulae for jvalueq from 1 to t.
Jr=U1mod 2+1; mngi=mp;; mn; = Simp;)
Finally, the 2z-th byte is altered by index r.
mry, =r®mn,

5.4 Truncation and forcing

5.1 Padding

The message is a string of bits. This string of bits is
padded to the left by 0 to 7 zeroes so as to obtain a string
of z bytes. Index r, to be used later on, is the number of
padded zeroes plus one. Index ris thus valued from 1 to 8.

Consequently, in the padded message denoted by MP, the
8z+1-r least significant bits are information bearing.

MP = m, Il myq 11 ... my Il my

m, = (1 padded zeroes) Il (9-r information bits)

The intermediate integer /R is coded by a string of k; bits
where the most significant bit is valued to 1 and where
the ks~1 least significant bits are those of MR, except for
the least significant byte which is replaced. If uy Il iy is the
least significant byte of MR, then the least significant byte
of IR shall be u1 11 6.

5.5 Signature production

The signature X is obtained as a string of kg bits by
applying to /R the signature function under control of the
secret signature key.

2 =Sign(IR)
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u

0 1 2 3 4 5

6

7 8 9 A B C

D E F

I

E 3 5 8 9 4

2

F 0 D B 6 7

A

C 1

If nibble u consists of the bits a4 a3 a, a;, then under the permutation [T, its image denoted by [T{u) consists of the bits

yonoael, geaeael, ygeapeael; azea oa.

If byte m consists of the nibbles p, g4, then under the shadow S, its image denoted by S(m) consists of the nibbles IT(uy) ITiuy).

6 Verific:Jtion process

Figure 2 sum

marizes the verification process.

Signature

v

Signature opening

Yesl No | Reject

—

Message recovery

Yesl No ] Rejecit

Redundancy checking

Reject

Yes No |

6.1

Recovered message
(Signature accepted)

Figure 2 — Verification process

Signatyre opening

The signature X is transformed into ;the recovered

intermediate

integer /R’ by applying to X the verification

function und¢r control of the public Verification key.

The signaturg

IR' = Verfly)

2 shall be rejected if /IR'is not a string of kg

bits where the most sighificant bit is valued to 1 and

where the le

st signifiCant nibble is valued to 6.

specified in table 1, if ug Il u3 Il o 116 a

significant nibbles of /R’ then the lgast s

MR’ shall be T (ug) Il 1.
MR’ = mae Il maGiP... my Il

e the four least
gnificant byte of

w

NOTE — The strings MR and/MR' may be uhequal. The string

MR’ consists of the k1 least significant bits d

to 15 zeroes in the most/significant bits.

From the 2t byte's of MR', t sums
According to the’ shadow S specified in

sum equals~the exclusive-or of the 2/t

shadowf the (2/-1)-th byte.

my; @ S(mg,'_1)

f MR padded by 0

are computed.
table 1, the i-th
h byte with the

The signature X shall be rejected if the t sums are null.

Number z is recovered as the position of

sum. The recovered padded message MH

the first non-null
"is the string of

the z least significant bytes in odd positionf in MR".

MP' = Moz Il myz3 In... mpig ..

Index r is recovered as the value of the

nibble of the first non-null sum.

The signature ¥ shall be rejected if inde
from 1 to 8, and also if the ~1 most signif

are not all null.

least significant

r is not valued
cant bits of MP’

my,_1 = (r—1 padded zeroes) Il (9-r infofmation bits)

The message is recovered as the string of

significant bits of MP".

6.3 Redundancy checking

the 8z+1-r least

only if the ko1

6.2 Message recovery
The recovered ressege vt rcduuu'anu,y fAA-—rs—the +he o;qllu‘t\-’llU > O_huu be D\A'Icw‘kcd tard
string of 2t bytes where the 1-k; (mod 16) most least significant bits of MR’ are equal to the ko1 least

significant bits are null and where the k1 least significant
bits are those of /R’, except for the least significant byte
which is replaced. According to the permutation [T

significant bits of another extended message with redun-
dancy computed from the recovered padded message

MP" according to 5.2 and 5.3.


https://iecnorm.com/api/?name=86dbf16f3b6c23c6c53ca7bce68e8f26

ISO/IEC 9796 : 1991 (E)

Annex A
(informative)

Example of a public-key system
for digital signature

A.1 Definitionp
Modulus : Integgr constructed as the product of two
primes.

Public verification key: Modulus and verification
exponent.

Secret signature|key : Signature exponent.

A.2 Symbols and abbreviations

RR Repregentative element

IS Result|ng integer

n Modulus

k Length of the modulus in bits

b q Prime [factors of the modulus

v Verifichtion exponent

s Signatlre exponent

lcm(a, b)  Least fommon multiple of integers.@and b

(@l n Jacobi|symbol of a with respect.ton

NOTE — Let p be gn odd prime, and let g-be a positive integer.
The Legendre symbol of integer a wijthure'spect to prime p is
defined by the folloyving formula.

(al p) = aP M 2Zmod p

When integer a is npt a multigle'of p, then the Legendre symbol
of integer a with reppect to-prime p is valued to either +1 or -1
depending on whether integer a is or is not a square modulo p.

The Legendre symbphof multiples of p with respect to prime p is
null.

The public verification exponent may-be stanglardized in
specific applications.

NOTE — Values 2 and 3 may have/some practical adyantages.

A.3.2 Secret prime ‘factors and public modulus

Each signing entity, shall secretly and randomly|select two
distinct odd primes p and g subject to thg following
conditions.

— If Wis odd, then p-1 and g-1 shall be copfime to v.

={f v is even, then (p-1)/2 and (g-1)/2 shall be
coprime to v. Moreover, p and g shpll not be
congruent to each other mod 8.

The public modulus n is the product of the sdcret prime
factors p and gq.
n=pq

The length of the modulus is k. Number k shall gqual kg+1.

NOTES

1 Some additional conditions on the choice of primjes may well
be taken into account in order to deter factorizdtion of the
modulus.

2 Some forms of the modulus simplify the moddlo reduction
and need less table storage. These forms are

F n=28%¢c of length :  k = 64xbits,
64x+

Xy, -

¢ oflength: k= 64x+1 bifs,

Fxy +: n=2

Let n be an odd positive integer, and let a be a positive integer.
The Jacobi symbol of integer a with respect to integer n is the
product of the Legendre symbols of integer a with respect to
the prime factors of n.

Therefore if n=pgq, then(aln)=(alp)lalq.

The Jacobi symbol of any integer a with respect to any integer n
may be efficiently computed without the prime factors of n.

A.3 Key production

A.3.1 Public verification exponent

Each signing entity shall select a positive integer v as its
public verification exponent.

4

where : 1<y<2x and ¢ <28 < o¢.

In the negative forms, all the bits of the y most significant bytes
are valued to one, up to a quarter of the length of the modulus.

In the positive forms, after a single most significant bit valued to
one, all the bits of the y most significant bytes are valued to
zero, up to a quarter of the length of the modulus.

A.3.3 Secret signature exponent

The secret signature exponent is the least positive integer
s such that sv-1 is a multiple of

— leml(p-1, g-1)if vis odd;
— 1Elcm(p—l, g-1) if vis even.
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A.4 Signature function

The intermediate integer [R is a string of k-1 bits
computed as described in 5.4.

The representative element of /R with respect to nis
denoted by RR.

— If vis odd, then RRis IR.
—If visevenandif (IR n) = +1, then RRis IR.
—Ifvisevenandif Rl n) =-1 then BRRis [RI2

ISO/IEC 9796 : 1991 (E)

A.5 Verification function

The signature Y is a positive integer less than n/2 which
shall be raised to the power v modulo n for obtaining the
resulting integer /S.

The recovered intermediate integer /R’ is then defined by
the following decoding.

— If ISis congruent to 6 mod 16, then /R'is IS.
— If n-IS is congruent to 6 mod 16, then /R"is n-IS.

NOTE — If ¢ is even, then the Jacobi symbol of RR with respect
to nis forced to +1.

RA shall bg raised to the power s modulo n. The signature
2 is either the result or its complement to n, the least one.

¥ =min { RR® mod n, n—-(RR* mod n) }
This definep the signature function "Sign".

2 =Sign(/R)

Moreover, when v is even,
—if ISis congruent to 3 mod 8;ther| /IR"is 2/S;
—if n—IS is congruent to.8mod 8, then IR is 2(n-IS).

The signature X shall be rejected in all thg other cases, and
also if /R’ does not lie/in the range from 252 to 2%'-1.

This defines the verification function "Vefif".

IR = Verif( )
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Annex B
(informative)

lllustrative examples
related to annex A

B.1 Examples with public exponent three

B.1.1 Key prodliction
The public verificatjon exponent vis 3.

Therefore the secfet prime factors are both congruent to
2 mod 3.

p= BA09196C 754EB6FE BBC21479 9FF1B8DE
1B4CBI7A 7A782B15 7C1BC152 90A1A3AB

q= 1 6046EB39 EO3BEAB6 21D03C08 BBAE6B66
CFFO5%5B6 4B4F48B7 EE152A32 6BF8CB25

The public modulu$ n of 513 bits is of the form 2°72 4 ¢
with 2¢ > 2384

n=pgqg= 1 00000000 00000000 00000000 ,~0Q000000
BBA2D|5D BB303C8A 21C5EBBC\.BAE52B71
25087920 DD7CDF35 8EA119FD. 66FB0640
12EC8CE6 92FOAOB8 EB8321B04 1ACD40B7

The secret signatufe exponent s is (R=p—g+3)/6.

s= 2AAAARAA AAAAAAAATAAAAAAAA AAAAAAAA
COF0783A 49DD&F6C 5AF651F4 C9DODC92
81C96A3F 16A85F95 72D7CC3F 2DOF25A9
DBF1149E ACDC3227 3FAADD3F DASDCDA7

The hexadecimal notation is used.

> ¢ (form Fy |, 4 with x = 8 and\y.="16).

B.1.3 Example 1

This example illustrates _padding, extension and|truncation
for signing a messageZof 100 bits.

C BBAA)9988 7766 5544 3322 110p

Signature process

Afterpadding four zeroes to the left, the paddedl message
MPsis a string of 13 bytes. Therefore z=13 and r{b.

MP = 0C BBAA9988 77665544 33221100

The extended message ME results by repeat|ng the 13
successive bytes of MP, in order and concatengted to the
left, until obtaining a string of 32 bytes.

ME = 55443322 11000CBB AA998877 66554433
2211000C BBAA9988 77665544 B3221100

The extended message with redundancy MR is|a string of
64 bytes obtained by interleaving the 32 bytes f ME and
32 bytes of redundancy. An alteration of the P6-th byte
(E2) codes the message border.

MR = 44559944 88335522 3311EE00 H70C66BB
BBAADD99 O0088FF77 22664455 99448833
55223311  EEOOE20C 66BBBBAA [JD990088
FF772266 44559944 88335522 3311EE0Q0

The intermediate infogar B results from AR Im,/ truncating

B.1.2 Length of thevariables

Number z is a positive integer less than or equal to k+2
divided by 16. Number tis the largest integer less than or
equal to k+13 divided by 16.

Consequently, when number k is 513,

— number z is valued from 1 to 32, the messages to
be signed are strings of 1 to 256 bits, and the padded
messages MP and MP’ are strings of 1 to 32 bytes;

— number t is 32, the extended messages ME are
strings of 32 bytes, and the messages with
redundancy MR and MR are strings of 64 bytes.

Moreover, the intermediate integers /R and /R’ and the
signatures ¥ are strings of 512 bits (k-1 bits).

6

to 511 bits, by padding to the left one bit valued to 1 and
by replacing the least significant byte: us Il g = 00 is
replaced by uq Il 6 = 06.

Because v is odd, the representative element RR is IR.

RR=IR=  C4559944 88335522 3311EE00 E70C66BB
BBAADD99 0088FF77 22664455 99448833
56223311 EEOOE20C 66BBBBAA DD990088
FF772266 44559944 88335522 3311EE06

RAR is raised to the power s modulo n. The signature X is
here the complement to n of the result.

2= 309F873D 8DED8379 490F6097 EAAFDABC
137D3EBF DB8F25AB5 F138D56A 719CDC52
6BDD022E A65DABAB 920A8101 3A85D092
E04D3E42 1CAAB717 CO0D89EA 45A8D23A
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Verification

process

The signature X is less than n/2. The resulting integer IS is
obtained by raising X to the power 3 modulo n.

I1S= 3

FFF7F3C4
CFE6460E
13756A80

BAAG6BB CCEE11FF
FF5FA767
27E55E52

5FFECSE1

18F39944
21A0A33D
89620587
E7BB52B1

77CCAADD
BAA73D12
EF7BFD29
4E9B0774

The intermediate integers are strings of 512 bits where
the most significapt bit is valued to 1 and the least

significant nibble—is—valued—to—6—Bocause—A—is—here Because v is odd. the representative element RRis IR.

congruent to
intermediate

IR'=n-S =
2

The recoverg
string of 64
511 least s
significant b
II0) = E, EE
g I TF

MR' =

The first non
z=13 and r=
string of the
positions.

MP' =
The four mo|

message its
significant 1(

C

The signatur
bits of the r

7 mod 16 and /S to 1 }nod 16, the recovered
integer IR"is n-IS.

4559944 88335522
BAADDS9 0088FF77
5223311  EEOO0E20C
FF772266 44559944

3311EE00 E70C66BB
22664455 99448833
66BBBBAA DD990088
88335522 3311EE06

d message with redundancy MR’ is here the
bytes where a padded zero is followed by the
gnificant bits of /R’, except for the least
yte ; according to the permutation ] stating
06 denoted by ug Il u3 il up 116 is replaced by
114) | 1o valued to EEQQ.

14559944 88335522 3311EE00 E70C66BB
BAADD99 0088FF77 22664455 99448833
5223311  EEOOE20C 66BBBBAA DD990088
FF772266 44559944 88335522 3311EE00

-null sum is the 13-th sum valued to 5. Thus
b. The recovered padded message MP’is the
13 bytes of MR' in the least significant -odd

0C BBAA9988 77665544 33221100

5t significant bits (—1=4) of MP'are null. The
elf is recovered as the string of the least
0 bits (8z+1-r=100) of MP".

BBAA 9988 7766 55443322 1100

P is accepted because the 511 least significant
bcovered message with redundancy MR are

recovered in the extended message with redundancy

computed fr

B.1.4 Exa

m MP', éxactly as MR from MP.

mple-2

ISO/IEC 9796 : 1991 (E)

The extended message with redundancy MR is a string of
64 bytes.

MR = 6BBAD098
6BBAD098
6BBAD098

6BBAD098

F2764954
F2764954
F2764954
F2764954

1DFEA7DC
1CFEA7DC
1CFEA7DC
1CFEATDC

85323E10
85323E10
85323E10
85323E10

The intermediate integer /R results from MR by truncating
to 511 bits, by padding to the left one bit valued to 1 and
by replacing the least significant byte.

RR =IR= 9DFEA7DC 6BBAD098
1CFEA7DC 6BBADO098
1CFEA7DC 6BBADO098

1CFEA7DC 6BBAD098

F2764p54
F2764p54
F2764p54
F2764p54

85323E10
85323E10
85323E10
85323E06

RR is raised to the power.s modulo n. THe signature Y is
here the result.

Y= 319BB9BE
OA508E4D.
47D608FD
BRODA4B4

CB49F3ED 1BCA2pD0 FCF09BOB
0BD43B35 0F959B72 CD25B3AF
CD248EAD A74FBE19 990DBEB9
E1200243 A14E5CAB 3F7E610C

Verification process

The'signature Y is less than n/2. The resulting integer IS is
obtained by raising X to the power 3 modtlo n.

Because /S is here congruent to 1 mod 1)6, the recovered
intermediate integer /R is here /S.
IR'=1S= 9DFEA7DC
1CFEA7DC
1CFEA7TDC
1CFEA7DC

6BBAD098
6BBAD098
6BBAD098
6BBAD098

F2764p54
F2764p54
F2764p54
F2764p54

85323E10
85323E10
85323E10
85323E06

The recovered message with redundancy| MR' is here the
string of 64 bytes where a padded zero if followed by the
511 least significant bits of /R’, except for the least
significant byte; according to the permytation ]I stating
T1{(1) = 3, 3E06 denoted by ug Il uz Il up 1|6 is replaced by
wa g I TFYua) | o valued to 3E10.

1DFEA7DC 6BBAD098
1CFEA7DC 6BBADO098
1CFEA7DC 6BBADO098
1CFEA7DC 6BBADO098

MR' = F2764p54
F2764p54
F2764p54

F2764p54

85323E10
85323E10
85323E10
85323E10

The first non-null sum is the 32-nd sum valued to 1. Thus

This example illustrates a simpler case: a 256-bit message
is neither padded nor extended with a 513-bit modulus.

FEDC BA98 7654 3210 FEDC BA98 7654 3210
FEDC BA98 7654 3210 FEDC BA98 7654 3210

7=32and 7=T._1he recovered padaded message MP'is the
string of the 32 bytes of MR'in odd positions.

MP* = FEDCBA98 76543210 FEDCBAS8
FEDCBA98 76543210 FEDCBA98

76543210
76543210

The recovered message is a string of 256 bits.

Signature process

The message is a string of 256 bits, coded over exactly 32
bytes. Therefore zis 32 and ris 1. The message equals the
padded message MP and the extended message ME.

ME = MP= FEDCBA98 76543210 FEDCBA98 76543210
FEDCBA98 76543210 FEDCBAS8 76543210

FEDC BA98 7654 3210 FEDC BA98
FEDC BA98 7654 3210 FEDC BA98

7654 3210
7654 3210

The signature is accepted because the 511 least significant
bits of the recovered message with redundancy MR' are
recovered in the extended message with redundancy
computed from MP’, exactly as MR from MP.
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B.2 Another example with public exponent three

B.2.1 Key production
The public verification exponent vis 3.

Therefore the secret prime factors are both congruent to
2 mod 3.

The extended message with redundancy MR is a string of
64 bytes obtained by interleaving the 32 bytes of ME and
32 bytes of redundancy. An alteration of the 26-th byte
(E6) codes the message border.

MR = F0780D89 DB9YABGAB 67BC7ACD E3013512
58238934 94454256 2F67F078 OD89DBIA
B6AB67BC 7ACDE601 35125823 89349445
42562F67 F0780D89 DB9AB6AB 67BC7ACD

The intermediate integer IR results from MR by truncating

p= 461908C5 405B7952 F69864C3 B0683002 to 510 bits, by padding to the left one bit valued to 1 and
5650303D 5297A4BD _2F549A9D 37CFE027 RN St e = CD i
Oy—Fepratihg—me—easStT—stgtreantoyte U, = IS
q= 3 ABECP60F 3E2EO0B2C 106C5164 6D471D9E replaced by u4 11 6 = D6.
04784176 27010818 E54CC26F 7C0C892B

The public modulds n of 512 bits is of the form 2°'2 - ¢,

with 2¢> 248> ¢ (form Fx, y, - with x=8and y = 3).

FFFFRF7F
FEO3]IED
8F7DQF5A
132400A25

A27087C3 5EBEAD78 412D2BDF
D494DF13 458974EA 89B36470
00A50779 DDF9F7D4 CB80B889
1AB60C4E C9EF2881 04B3858D

n=pgq=

The secret signatdre exponent s is (n-p-q+3)/6.

s= 2AAAAA95 45BDEBF5 E51FC794 OADCDCAS
55004052 4E18CFD8 8B96ESD1 C19DE612
1B13HACO EB0495D4 7928E047 724D91D1
740F¢968 457CES3E C8E24C93 62CE84B5

B.2.2 Length df the variables

Because number k is 512,

— number z [s valued from 1 to 32, the messages to
be signed are| strings of 1 to 256 bits, and the padded
messages M and MP" are strings of 1 to 32 bytes;

— number tfis 32, the extended messages ME are
strings of 32 bytes, and the messdges with
redundancy MIR and MR’ are strings of 64 bytes.

Moreover, the intermediate integers_/R and /R’ and the
signatures X are strings of 511 bits k21 bits).

B.2.3 Example|3

This example illusftrates-padding, extension and truncation
for signing a mesgage”of 100 bits.

Because v is odd, the representative element AR is IR.

RR=1R= 70780D89 DB9ABGAB®7BC7ACD |[E3013512
58238934 94454256\ 2F67F078 QD8IDB9A
B6AB67BC 7ACDE601) 35125823 (89349445
42562F67 F0780D89 DBY9ABGAB F7BC7AD6

RR is raised to the power s modulo n. The sighature ¥ is
here the complement: te-n of the result.

Y= 58E59EFB  4B1FB1BC DBF8D1FE PBAFA3730
C78A318A  1134F579 1B7313D4 BOFFO7AC
319B068E DF8F2129 45CBO9CF B3DF30AC
EBAF4AA06 3FCCAOB7 32F4B662 PC4E2454

Verification process

The signature X is less than n/2. The resulting ipteger /S is
obtained by raising X to the power 3 modulo n.

IS = 8F87F1F5 C6D5D117 F70232AA BE2BF6CD
A5DF78B9 404F9CBD 16218472 [7C2988D5
D8D1A79D 85D72178 ABE79FB1 §24C2443
DOCEAABD 2AO0DFEC4 EES5471D5 9CF70AB7

The intermediate integers are strings of 511 pits where
the most significant bit is valued to 1 and| the least
significant nibble is valued to 6. Because|n is here
congruent to 13 mod 16 and /S to 7 m¢d 16, the
recovered intermediate integer /R'is n-/S.

IR'=n-I1S= 70780089 DBY9AB6AB 67BC7ACD |[E3013512

58238934 94454256 2F67F078 (D89DBYA
B6AB67BC 7ACDE601 35125823 [89349445
42562F67 F0780D89 DB9ABEAB $7BC7AD6

The recovered message with redundancy MR'|s here the

1 1223 3445 5667 7889 9AAB BCCD

Signature process

After padding four zeroes to the left, the padded message
MP s a string of 13 bytes. Therefore z=13 and r=5.

MP = 01 12233445 56677889 9AABBCCD
The extended message ME results by repeating the 13
successive bytes of MP, in order and concatenated to the

left, until obtaining a string of 32 bytes.

ME = 78899AAB BCCDO0112 23344556 6778899A
ABBCCDO1 12233445 56677889 9AABBCCD

Stringof 84 bytes where two padded zeroes are followed
by the 510 least significant bits of /R’, except for the least
significant byte; according to the permutation J] stating
TIC) =7, 7AD6 denoted by ug Il uz Il up Il 6 is replaced by
g Wz Il TFY(ug) 1l pp valued to 7ACD.

MR'= 30780089 DB9ABG6AB 67BC7ACD E3013512
58238934 94454256 2F67F078 0D8IDBIA
B6AB67BC 7ACDE601 35125823 89349445
42562F67 F0780D89 DBYABGBAB 67BC7ACD

The first non-null sum is the 13-th sum valued to 5. Thus
z=13 and r=5. The recovered padded message MP'is the
string of the 13 bytes of MR' in the least significant odd
positions.

MP' = 01 12233445 56677889 9AABBCCD
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The four most significant bits (—1=4) of MP" are null. The
message itself is recovered as the string of the least
significant 100 bits (8z+1-r=100) of MP".

1 1223 3445 5667 7889 9AAB BCCD

The signature is accepted because the 510 least significant
bits of the recovered message with redundancy MR’ are
recovered in the extended message with redundancy
computed from MP’, exactly as MR from MP.

ISO/IEC 9796 : 1991 (E)

Signature process

The message is a string of 256 bits, coded over exactly 32
bytes. Therefore zis 32 and ris 1. The message equals the
padded message MP and the extended message ME.

ME=MP= F123E123 D123C123 B123A123
71236123 51234123 31232123

91238123
11230123

The extended message with redundancy MR is a string of
64 bytes.

B.3 Exaniples with public exponent two

B.3.1 Key production
The public verification exponent vis 2.

Therefore, dne secret prime factor is congruent to 3 mod
8 and the other one is congruent to 7 mod 8.

p:

q= 1

The public n
with 2¢

—_

n=pgqs=

The secret

S =

B67EA672 E46B2B0OA
7EA05947 2B9DAES1

E7468E3C  4869473F
BE47FB50  196544DC

> 2384

00000000 00000000
07518F6A D742E4E3
F1343952 4E5466C2
743E5D43 DYAAA9TE

20000000
12EA31ED
DO6DE094
\CEAC115

00000000
5AE85C9C
642FFES8F
9294F6BE

B.3.2 Ler]jth of the yariables

Because nu

ber k«sx513,

35F2F2F2  719A1F3C
A1730A28 2CDDBBE3

094E7406 60B04CB4
C81D4492 8301850F

odulus n of 513 bits is of the form 2°12 4 c,

>c¢ (form Fy , 4 with x=8and y = 16)!

00000000 000000Q0
A1EDC7F6 CBO0OR2226
D596A9F9 760FAD26
FO368F22 \B8YDF14D

gnature exponent s is (n-p—q+8)/8.

000Q0000
743DB8FE
32CAA860
10D04C80D

00000000
D961E444
1478A826
0113D60C

MR = 12F15823 C3E15823 A3D15823 73C15823
63B158Z3~ B3ATH8Z3 D39T1$823 03815823
F3715823 23615823 43519823 93415823
83315823 53215823 331194823 E3015823

The intermediate integer /R rgsults by fruncating MR to
511 bits, by padding to the Jéft one bit v@lued to 1 and by
replacing the least significant, byte.

IR = 92F15823, ( G3E15823 A3D1%$823 73C15823
63B158237 ,B3A15823 D3914823 03815823
F3715823" 23615823 435159823 93415823
83315823 53215823 331159823 E3015836

Because thé Jacobi symbol of /R with r¢spect to nis -1,
the represéntative element RRis IR/2.

RR =4RY2 = 4978AC11 E1FOAC11 D1ESAC11
B1D8AC11 D9DOAC11 E9C8ACI1
FOBBAC11 91BOAC11 A1ABACTI
C198AC11  A990AC11 9988AC11

BOEOAC11
81COACI
CSA0AC11
F180AC1B

RR is raised to the power s modulo n. The signature X is
here the result.

I= 6BA03660
1352E0D7
E7D097AE
FAF76FF2

D7A9001D
8776623C
50624815

EC19C507

533B(J1A6 05CAFD2A
926FH204 3B93E12B
3024EBC1  7CFA565D
9011723 FOCE5071

Verification process

The signature ¥ is less than n/2. The resylting integer /S is
obtained by squaring ¥ mod n.

IS = 0 4978AC11  ETFOACT
B1D8AC11 D9DOAC11
FOBBAC11 91BOACT1
C198AC11  A990AC11

D1EBACI
E9C8AC11
A1ABACI
9988AC11

BOEOAC11
81CO0AC1
C9A0ACT
F180AC1B

Because /S is here congruent to 11 mod 16, the recovered

— numier/zhis/valued from 1 to 32, the messages to intermediate integer /R’is here 2IS.

be signgd-\are€ strings of 1 to 256 bits, and the padqed Re 2/S—  02F15823  C3E15823 A3D18823 73C15823
messages MPand MP are strings of 1 to 32 bytes, 63815823 B3A15823 D3915823 03815823
— number t is 32, the extended messages ME are F3715823 23615823 43515823 93415823
strings of 32 bytes, and the messages with 83315823 53215823 33115823 E3015836

redundancy MR and MR’ are strings of 64 bytes.

Moreover, the intermediate integers /R and /R' and the
signatures X are strings of 512 bits (k-1 bits).

B.3.3

Example 4

This example illustrates the signature of a message of 256

bits with forcing the Jacobi symbol.

F123 E123 D123 C123 B123 A123 9123 8123
7123 6123 5123 4123 3123 2123 1123 0123

The recovered message with redundancy MR’ is the
string of 64 bytes equal to /R’, except for the most
significant bit forced to 0 and the least significant byte
which is replaced ([I1(5)=2).

MR' = 12F15823 C3E15823 A3D15823 73C15823
63B15823 B3A15823 D3915823 03815823
F3715823 23615823 43515823 93415823
83315823 53215823 33115823 E3015823

The first non-null sum is the 32-nd sum valued to 1. Thus
z=32 and r=1. The recovered padded message MP'is the
string of the 32 bytes of MR"in odd positions.
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MP' = F123E123 D123C123 B123A123 91238123
71236123 51234123 31232123 11230123

The recovered message is a string of 256 bits.

F123 E123 D123 C123 B123 A123 9123 8123
7123 6123 5123 4123 3123 2123 1123 0123

The signature is accepted because the 511 least significant

bits of the recove
recovered in the
computed from M

B.3.4 Example

This last example

red message with redundancy MR’ are
extended message with redundancy
P’ exactly as MR from MP.

RR is raised to the power s modulo n. The result is here
the signature ¥.

X= 28910D1F
84374DF9
597A1AEC
EBA10CBO

OFC8332A
E0A92347
0D24FE71
D39D1C06

63AFE10A
DD1966E5
0934D49B
207B0000

37848404
976823EC
0CB0O412F
E9F33021

Verification process

The signature X is less than n/2. The resulting integer /S is
obtained by squaring ¥ mod n.

5

llustrates the signature of a message of

256 bits without fgrcing the Jacobi symbol.

ccney RAQ
recve DAY

8 7654 3210 FEDC BAS8 7654 3210
FEDC BAg8 7654 3210 FEDC BA98 7654 3210

Signature procesp

The message is a
bytes. Therefore z

string of 256 bits, coded over exactly 32
is 32 and ris 1. The message equals the

padded message NP and the extended message ME.

ME = MP= FEDCB

A98 76543210 FEDCBA98 76543210

FEDCBA98 76543210 FEDCBA98 76543210

The extended megsage with redundancy MR is a string of

64 bytes.

MR = 1DFEAYDC 6BBADO098 F2764954 85323E10
1CFEATDC 6BBAD098 F2764954 85323E10
1CFEATDC 6BBADO098 F2764954 85323E10
1CFEATDC 6BBAD098 F2764954 85323E1Q

The intermediate
511 bits, by paddi

nteger /R results by truncating\MR to
g to the left one bit valued to\Fand by

replacing the lea$t significant byte. And bedause the

Jacobi symbol of

with respect to nis +1, IR is here the

representative element RR.

RR=1IR= 9DFEA

1CFEA]DC
1CFEATDC
1CFEAYDC

10

'DC 6BBAD098
6BBAD098
6BBADQ98

6BBAD098

F2764954
F2764954
F2764954
F2764954

85323E10
85323E10
85323E10
85323E06

And because /S is here congruent to 6 mody18] /S is here

the recovered intermediate integer /R".

IR'=1S=  9DFEA7DC 6BBADO098 F2764954 $5323E10
1CFEA7DC 6BBAD098,'F2764954 $5323E10
1CFEA7DC 6BBADO098 \F2764954 $5323E10
1CFEA7DC 6BBADO098) F2764954 $5323E06

The recovered message’Wyith redundancy MR' is the
string of 64 bytes equal to /R’, except for|the most
significant bit forced=to-0 and the least significant byte
which is replaced (JIN(3)=1).

MR' = 1DFEA7DC 6BBAD098 F2764954 $5323E10
JCFEA7DC 6BBAD098 F2764954 $5323E10
1{CFEA7DC 6BBADO098 F2764954 $5323E10
1CFEA7DC 6BBAD098 F2764954 $5323E10

The first non-null sum is the 32-nd sum valued |to 1. Thus
z=382 and r=1.

The recovered padded message MP' is the string of the 32
bytes of MR'in odd positions.

MP' = FEDCBA98 76543210 FEDCBA98 716543210
FEDCBA98 76543210 FEDCBA98 716543210
The recovered message is a string of 256 bits.
FEDC BA98 7654 3210 FEDC BA98 1654 3210
FEDC BA98 7654 3210 FEDC BA98 654 3210

The signature is accepted because the 511 least|significant
bits of the recovered message with redundancy MR’ are
recovered in the extended message with rgdundancy
computed from MP’, exactly as MR from MP.
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C.1 Legit

The only le

the power

If vis odd,
bits where

ISO/IEC 9796 : 1991

Annex C
(informative)

Some precautions taken
against various potential attacks

mate arguments of the secret function

jitimate arguments of the function "raising to
modulo n" are the representative elements.

pny representative element is a string of k-1
the most significant bit is valued to 1 and

where the lg¢ast significant nibble is valued to 6.

If vis even
the represe

then one forces to +1 the Jacobi symbol of
htative elements with respect to modulus n.

And any regresentative element is a string of

— k-1 1}

4

if{Rln

its where the most significant bit is valued,to

I and Where the least significant nibble is valued:to' 6

=+1.

— k-2 Bits where the most significant bit, js"valued to

1 and
bits is v
C.2 Elimi

Owing to t
the followin

NOTE — The

here the string of the three least“significant
blued to 3if (IR n) = -1.

hation of four operations

he structure of thewrepresentative elements,
b four operatiops‘are eliminated.

e informatidps-are the scope of a communication

(see annex [}) presentéd)at Eurocrypt '90, a workshop held in

rhus, Denm

prk, 1990:05-21/24.

trtedH A

(E)

Shift

No string of bits”coding a representativd

element can be

shifted into another representative elemgnt.

Complémentation

Nosstring of bits coding a representative
complemented into another representati

Natural multiplication

The natural product (i.e. without involv
modulo reduction) of a constant by
element is never another representative

Natural power

The natural v-th power (i.e. without invol
modulo reduction) of a constant is never
element.

As a matter of fact, an integer congruen
is never a power; and an integer congrug
is never an even power.

element can be
e element.

ng the use of a
h representative
Element.

Ving the use of a
a representative

t to 6 modulo 16
nt to 3 modulo 8
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Annex D
(informative)
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