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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

government

al and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/

IEC Directives
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Introduction

Data are the raw material for analytics and machine learning (ML) and data quality is a critical aspect for
related analytics and ML projects and systems. The aim of the ISO/IEC 5259 series is to provide tools and
methods to assess and improve the quality of data used for analytics and ML.

Other parts of the ISO/IEC 5259 series include:

ISO/IEC 5259-21) provides a data quality model, data quality measures and guidance on reporting data
quality in the context of analytics and ML. ISO/IEC 5259-2 builds on the ISO 8000 series, ISO/IEC 25012
and ISO/IEC 25024.

The aim of ISO/IEC 5259-2 is to enable organizations to achieve their data quality objectives and is

applicalple to all types of organizations.

1SO/IEC

maintaining and continually improving the quality for data used in the areas of analytics an

ISO/IEQG
require

5259-3 specifies requirements and provides guidance for establishing,) “im

5259-3 does not define detailed processes, methods or measurement-’Rather it
ments and guidance for a quality management process along withla reference

plementing,
d ML.

defines the
brocess and

methodp that can be tailored to meet the requirements in ISO/IEC 5259-3:

The reciuirements and recommendations set out in ISO/IEC 5259-3-are generic and are infended to be

applicalple to all organizations, regardless of type, size or nature.

ISO/IE(Q 5259-4 provides general common organizational approaches, regardless of type, sige or nature

of the applying organization, to ensure data quality for trdining and evaluation in analytids and ML. It

include§ guidelines on the data quality process for:

— supervised ML with regard to the labelling of data‘used for training ML systems, includjng common
orghnizational approaches for training data lapelling;

— ungupervised ML;

— senji-supervised ML;

— reiffforcement learning;

— anallytics.

[SO/IE(Q 5259-4 is applicable\to training and evaluation data that come from different sourcgs, including

data acfjuisition and data)composition, data pre-processing, data labelling, evaluation and data use.

ISO/IE(Q 5259-4 doesnot/define specific services, platforms or tools.

ISO/IE(Q 5259-52) provides a data quality governance framework for analytics and maching learning to

enable the governing bodies of organization to direct and oversee the implementation and pperation of

data qu

model alccording to ISO/IEC 5259-1.

hlity measures, management, and related processes with adequate controls through

out the DLC

ISO/IEC TR 5259-63) describes a visualization framework for data quality in analytics and ML. The aim is
to enable stakeholders using visualization methods to access the results of data quality measures. This

visualiz

ation framework supports data quality goals.

1
2)
3)

Under preparation. Stage at the time of publication: ISO/IEC FDIS 5259-2:2024.
Under preparation. Stage at the time of publication: ISO/IEC DIS 5259-5:2023.
Under preparation. Stage at the time of publication: ISO/IEC CD TR 5259-6:2023.
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Artificial intelligence — Data quality for analytics and
machine learning (ML) —

Part 1:

Overview, terminology, and examples

1 Scope

This document provides the means for understanding and associating the individual docun

ISO/IEC 525
machine lea

2 Normz:

The followiq
requiremen
the latest ed

9 series and is the foundation for conceptual understanding of data quality for a
Fning. [talso discusses associated technologies and examples (e.g. use cases and usag

itive references

g documents are referred to in the text in such a way that some or all of their conten
s of this document. For dated references, only the edition.cited applies. For undateq
ition of the referenced document (including any amendmients) applies.

ISO/IEC 22
ISO/IEC 23

3 Terms

For the pury

]

89, Information technology — Artificial intelligeneg.* Concepts and terminology

53, Framework for Artificial Intelligence (Al) Systems Using Machine Learning (ML)

and definitions

oses of this document, the terms.and definitions given in ISO/IEC 22989 and ISO/IE

the followinjg apply.

ISO and IEC
ISO Onl

IEC Eled

31

data life cy
life cycle of
stages in thg

maintain terminology databases for use in standardization at the following address

ne browsing platform: available at https://www.iso.org/obp

tropedia: available)at https://www.electropedia.org/

Cle
lata
 process of data usage from idea conception to its discontinuation

3.2

nents of the
halytics and
e scenarios).

constitutes
| references,

C 23053 and

data originator
party that created the data and that can have rights

Note 1 to entry: A data originator can be an individual person.

Note 2 to entry: The data originator can be distinct from the natural or legal person(s) mentioned in, described by, or
implicitly or explicitly associated with the data. For example, PII can be collected by a data originator that identifies
other individuals. Those data subjects (PII Principals) can also have rights, in relation to the data set.

Note 3 to entry: Rights can include the right to publicity, right to display name, right to identity, right to prohibit data
use in a way that offends honourable mention.

[SOURCE: ISO/IEC 23751:2022, 3.2]

© ISO/IEC 2024 - All rights reserved
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3.3
data holder
party that has legal control to authorize data processing of the data by other parties

Note 1 to entry: A data originator (3.2) can be a data holder.
[SOURCE: ISO/IEC 23751:2022, 3.4]

3.4
data user
party that is authorized to perform processing of data under the legal control of a data holder (3.3)

[SOURCE: ISO/IEC 23751:2022, 3.5]

characteristlic of data that the data meet the organization's data requirements for a specified coptext

defined set ¢f characteristics which provides a framework for specifying data quality requiremefts (3.9) and

variable to which a value is assigned as the result of measurement (3.10) of a data quality characteristic (3.6)

requirement for quality properties\or attributes (3.13) of an information and communicationg technology
(ICT) prodult, data or service that satisfy needs which ensue from the purpose for which that |CT product,

3.11

measurement scale

quantity-value scale

ordered set of quantity values of quantities of a given kind of quantity used in ranking, according to
magnitude, quantities of that kind

EXAMPLE 1
Celsius temperature scale.
EXAMPLE 2

Time scale.

© ISO/IEC 2024 - All rights reserved
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EXAMPLE 3
Rockwell C hardness scale.
[SOURCE: ISO/IEC Guide 99: 2007, 1.28, modified — Preferred term swapped with admitted term.]

3.12

analytics

data analytics

composite concept consisting of data acquisition, data collection, data validation, data processing, including
data quantification, data visualization, data documentation and data interpretation

Note 1 to entry: Analytics is used to understand objects or events represented by data, to make predictions for a given
situation and to recommend steps to achieve objectives. The insights obtained from analytics are used for various
purposes sug

1 P 1 1 - 11 1 1 1 . 11 .
1'dS UCCISIUIFIIARIITE, TCSTAILIL, SUSLAIIIdUIC UCVEIUPDITICIIL, UCSIZIT dIIU DIAIITITTE.

[SOURCE: ISO/IEC 20546:2019, 3.1.6, modified — The term "analytics" added as a preferred\term, definition
and note to pntry revised.]

3.13

attribute

property or|characteristic of an object that can be distinguished quantitatively o¥ qualitatively by human or

automated eans

[SOURCE: ISO/IEC/IEEE 15939:2017, 3.2, modified — Definition revised.]

3.14
feature

<machine l¢
Note 1 to ent

Note 2 to ent

arning> measurable property of an object or event with respect to a set of charactet
"y: Features play a role in training and prediction.

ry: Features provide a machine-readable wayifo describe the relevant objects. As the algor]

istics

ithm will not

go back to th¢ objects or events themselves, feature representations are designed to contain all useful information.
[SOURCE: ISO/IEC 23053: 2022, 3.3.3]

3.15

data quality management

coordinated activities to direct and/control an organization with regard to data quality (3.5)
[SOURCE: 1S0 8000-2:2020, 3.8.2]

3.16

data governance

governance jof data

system by which thé current and future use of data is governed

3.17

data provenance

provenance

information on the place and time of origin, derivation or generation of a dataset, proof of authenticity of the
dataset, or a record of past and present ownership of the dataset

[SOURCE: ISO/IEC 11179-33:2023, 3.11, modified — The term "data provenance" added as a preferred term,
definition revised.]

© ISO/IEC 2024 - All rights reserved
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visualization

scientific visualization
<computer graphics> use of computer graphics and image processing to present models or characteristics of
processes or objects for supporting human understanding

EXAMPLE

A display image created by combining magnetic resonance scans of a tumour; volumetric top and side
views of a lake showing temperature data; a two-dimensional model of electrical waves in the heart.

[SOURCE: ISO/IEC 2382:2015, 2125942, modified — Preferred term swapped with admitted term, note to
entry removed]

3.19

machine learning project

ML project
project that
throughout

3.20

data archit
description
assets, phys

Note 1 to en
according to

Note 2 to ent
for each appl

[SOURCE: IS

3.21

data item
smallest ide
values and d

Note 1 to ent
Note 2 to ent
[SOURCE: IS

3.22
data record
set of relate

[SOURCE: I§
3.23

utilizes analytics (3.12) and machine learning and is responsible for the.@ssc
the data’s entire life cycle

pcture
pof the structure and interaction of the enterprise's major types and‘sotrces of data
ical data assets and data management resources

ry: Logical data entities can be tied to applications, repositoriesand services and may h

mplementation considerations.

cation scenario. It is according to the specific requirements of that scenario.

0 TR 21965:2019, 3.2.6]

htifiable unit of data within a certain context for which the definition, identification,
ther information is specified by means of a set of properties

"y: "Field" is considered a synonyanof data item.
"y: Data item is a physical objeet “container” of data values.

0/1EC 25024:2015, 4.9]

|
1 data items\(3.21) treated as a unit

0/1EC 25024:2015, 4.15]

metadata

data that de

fine and describe other data

ciated data

logical data

e structured

I'y: The concept of “data” is intentionally not defined here, d9it is part of the data architectyire definition

permissible

Note 1 to entry: In the context of analytics (3.12) and machine learning, metadata provides information on data items
(3.21) or data records (3.22) such as their properties, structure, type, context, intended use, ownership, access and

volatility.

[SOURCE: IS

0/IEC 11179-1:2023, 3.2.26, modified — Note to entry added.]
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4 Symbols and abbreviated terms

artificial intelligence

eep learning
ata life cycle

ata quality

extract, transform and load

machine learning

Al

DL d
DLC d
DQ d
ETL

ML

PII D
5 Datagq
5.1 Data

5.1.1 Genl

Existing daf
production
largest cong
data qualityj

In the field
and procesg
data quality
No matter h
does not me
it does not
meet requir
Therefore, t
series identi
and a repre
record and
direct and o

5.1.2 Mac

ISO/IEC 229
such that th

ersonal identifiable information

uality concepts for analytics and machine learning
quality considerations for analytics and machine learning

eral

a quality standards, such as the ISO 8000 series, were developed from the perspec
and management. This is because data producers (or«data collectors) were trad
umers of data. Since most of the data were used for a“predetermined purpose an

of data analysis and ML, data users are generally not producing data. They se
data they believe are necessary and suitable for their analytics and ML project.
has an impact on the quality of the analysis results and the performance of thg
ow good the data analysis or ML.model is, the results can be unreliable when usi
et requirements. Even when datd, meets requirements for a particular applicatior
necessarily meet requirements)for other applications or contexts. Using data th

b help organization ensuréthat data for analytics and ML meet requirements, the I
fies data quality characteristics, data quality measures, data quality management r¢
sentative process to\manage data quality over the data life cycle along with the cd
Hata item for applying to data quality management, in addition to a governance fr
versee the implementation and operation of all that.

hine learning and data quality

Fives of data
tionally the
l associated

standards focused on only the characteristics neeessary for the defined purpose, data produced
in that manfer can require additional processing for use in other contexts.

hirch, collect
[n this case,
p ML model.
hg data that
or context,
at does not

ements for a specific purpgse-can result in ML models that are inaccurate and prone to failure.

b0/1EC 5259
pquirements
ncepts data
amework to

branch of Al

89 defines ML as the process of optimizing model parameters through computational techniques
enledel’s behaviour reflects the data or experience. ISO/IEC 23053 further describes ML as a
' i erience. ML

can perform diverse tasks using data and ML algorithms. The data used in ML are categorized as training
data, validation data, testing data and production data. In supervised ML, an ML model is created by training
an ML algorithm with training data. Validation data and testing data are then used to ensure the trained
ML model performs in accordance with the organization’s requirements. The trained ML model is then
used to calculate inferences from production data. The performance of a trained ML model is dependent on
the quality characteristics of all these types of data. ISO/IEC 23053 describes several general types of ML
algorithms, which can have different sensitivities to different data quality characteristics.

EXAMPLE 1

© ISO/IEC 2024 - All rights reserved
5


https://iecnorm.com/api/?name=06650c6b136042e9d08717a6740077d7

ISO/IEC 5259-1:2024(en)

Representativeness is one of the most important data quality characteristics for ML. When the training data does not
represent the population included in the production data, the trained ML model has a higher probability of making
incorrect inferences from the production data. When used to make decisions about people, this can lead to biased
actions for underrepresented groups of people.

EXAMPLE 2

Training an ML algorithm to produce a trained ML model is a mathematical process that iterates over a set of training
data that represents attributes of an object or event. The quality of each sample in the training data will influence the
trained ML model. If too many samples in the training data are not accurate, the model is likely to produce incorrect
inferences on production data.

NOTE See ISO/IEC 5259-2 for details of how data quality characteristics impact the performance of ML models.

5.1.3 Datgcharacteristicsthatposequatity chaltengesforamatyticsanmd machinetearning

Datasets which exhibit considerable variety or variability can influence the data quality| model and
associated data quality measures. Large volumes of data and data which are rapidly generated|or changing
canrequire fhe use of automated tools to perform data quality measures and to assess whether the data meet
requirements. Large volumes of data can also create challenges for just-in-time data’quality nleasurement
and assessnjent.

5.1.4 Datp sharing, data re-use and data quality for analytics and machine learning

The same dqta can be used for different analytics or ML projects. For @xample, data can be shared by a data
holder withmultiple data users (internal or external to the data holder’s organization). Likewisd, a data user
can be allowed to use the data for more than one task.

Different anjalytics and ML projects can come with different data quality requirements. Different data
quality requirements can affect the choice of a data quality model, associated data quality mgasures and
assessment riteria.

5.2 Data guality concept framework for analytics and machine learning

5.2.1 Overview

Figure 1 prgvides a representative framework and relation with ISO/IEC 5259 series and ISO §000-120 for
determining, assessing and improving the quality of a dataset for use in analytics and ML. Thie aim of the
framework |n Figure 1 aims to identify processes that can be used to determine and ensure that the dataset
meets the ngeds and requirements of the organization.

(@)
N T Bw 28
PQmaR . ISO/IEC5259-1| g g 240 |29
(basedwon DQ characteristics) mmwen S &
é\/ LN LN LN LN ZRT) g
O 000 [e¢)
o mEE
\< DQ measures ISO/IEC 5259-2 ; E;;
ISO/IEC 5259-3
op
DQ assessment 1S0/IEC 5259-4 2
5 o g
=} =] §
. ISO/IEC 5259-3 2 g £
D t
Qimprovemen 1SO/IEC 5259-4 Q = :
2 5
D & g
Q management (=4 .
a a

Figure 1 — Data quality concept framework for analytics and machine learning
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Elements in the framework that are specific to data quality include the DQ model, DQ measures, DQ
assessment, DQ improvement and DQ reporting. Other important processes include DQ governance, DQ
management and data provenance.

DQ measures, DQ assessment and DQ improvement processes can be iterative when needed to meet
organizations’ needs and requirements for the dataset.

Additionally, for continuous learning (i.e. where the ML algorithm is continuously trained with new data)
these processes can also be applied continuously over the system’s life cycle.

5.2.2 Data quality management

5.2.2.1 Data quality model

For the pury
provides a fi

ISO/IEC 521
dependent
analytics an

1SO/IEC 250

potenti:

System
within 4

Figure 2 shgq
quality requ
models for 2
defined set

conducted during appropriate stages of the data life cycle.

Inherenjt data quality refers to the degree to which quality characteristics of data have {
] to satisfy stated and implied needs when data are used under specified conditiond.

oses of this document, a data quality model is a defined set of data quality charaoter

9-2:—, Clause 6 outlines data quality characteristics, in accordanceywith inher
oints of view derived from ISO/IEC 25012 as well as additional data quality charac
d ML.

12 describes these two views of data quality as follows:

dependent data quality refers to the degree to-which data quality is reached an
| computer system when data are used under spécified conditions.

ws the relationship of a data quality mode] for analytics and ML, a data life cycle (s
irements, and data quality characteristies-for analytics and ML. Data users establish
inalytics and ML according to their business objectives. A data quality model is co
pf measurable data quality charactévistics. Measurement of data quality character

istics which

Famework for specifying data quality requirements and evaluating data quality: Dafa users can
establish data quality models for analytics and ML according to their business objectives.

ent, system
teristics for

he intrinsic

d preserved

e 5.3), data
data quality
mposed of a
stics can be

© ISO/IEC 2024 - All rights reserved
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Data acquisition Data life cycle
Stage
A=
//‘ T e
consistency accessibility
/
/
// ) Data quality
/ ' requirements [ISO/IEC 5259-2]
¢ Basd 00 Restllis s bal for the specified Data quality characteristics
currentness (e Data/ql{allty """"""""""""" alance Analytics and and measures
ML usage
context &
Reslﬁts #5 Resul_fs #4
auditability completeness
.\\ /.
~ Ve
\\\Y//
Data requirements Stage
4A data quality model for analytics and ML>
Key
C data life cycle for analytics and ML (see 5.3)
Fijgure 2 — Example of applying data quality characteristics from ISO/IEC 525912
In Figure 2,[the data user has selected six data quality characteristics, based on data quality r¢quirements
for their dath quality model out of all the data quality ¢haracteristics defined in ISO/IEC 5259-2. Appropriate
data qualityymeasures are then selected for each data‘quality characteristic to determine a valufe for each of
them; an example of visualization of results is shown in the internal hexagon.
5.2.2.2 Data quality measures
Once the data quality model is defined.according to the analytics and ML usage context, data usef's can select
appropriatejdata quality measures t@ evaluate each of the data quality characteristics in the data qiality model.
NOTE Sde ISO/IEC 5259-2 forsmore information on data quality measures as used in analytics and ML.
5.2.2.3 Dlta quality assessment
An organization canuse the results of selected data quality measures to assess whether a dataget meets its
needs and requiremients.
If the organjzation determines that a dataset meets its needs and requirements, the dataset can then be used

to train, val

date and test an ML algorithm Or Operate a trained ML model or be used in analytics processes.
The process to determine whether the dataset meets its requirements can occur in an iterative fashion as
detailed in 5.3.

If the organization determines that the dataset does not meet its needs and requirements, the organization
can choose to:

— attempt to improve the dataset;

— acquire

discontinue use of the dataset;

a new dataset.

© ISO/IEC 2024 - All rights reserved
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5.2.2.4 Data quality improvement

Data transformations can be applied to a dataset to improve its quality to the extent it meets the needs
and requirements of the organization. Data quality should be addressed as far upstream as possible (e.g. by
data originators and data holders) to reduce the workload on data users and to provide more consistency in
downstream versions of the dataset.

Data quality improvement should be considered in the context of the organization’s business, data quality
requirements and ML model performance. It is not always necessary to incur the time and expense to
improve the data to a 100 % state for all data quality characteristics to meet requirements.

NOTE

5.2.25 D

The organij
reports can
and can be

Data visuali
of data qua
make check
9.2.2.5. Espg

NOTE

See ISO/IEC 5259-4 for more information on data quality improvement.

intende
data qu

data qu

explanations for specific data quality characteristics not included\in the data quality model

data qu
results
data qu
actions

assessn|

people involved in the data quality model, measurement and improvement processes.

with da
in creat

in merg

fa aualitu ranaorting
ta-qHarcty-Fepoerang

ation can develop and publish data quality reports according to its internal po
help determine the root cause(s) for poor performance of ML models and otlier anal
elpful for transparency and explainability of ML. Data quality reports can include:

i use of the dataset;
hlity thresholds relative to the organization’s needs and requirements for the datasg

hlity characteristics selected for the data quality model;

hlity measures used for each data quality characteristic;

bf data quality measurements;

hlity trends (e.g. whether data quality is obseérved to be improving or declining);
taken to improve the quality of the dataset;

lent of whether the dataset meets the organization’s needs and requirements;

zation provides tools to explore data, as well as ways to effectively communicatg
ity processes. From data acquisition to data decommissioning stages, data visua
ng the status of data easier by using methods such as those described in ISO/IEC 2(
bcially in the datapreparation stage, data visualization can help:

Fa cleaning by:finding incorrect values, missing values and duplicate values;
ing and.selecting attributes or features;

ing attributes or features as part of the data reduction process;

icies. These
ytical tasks,

o

the results
lization can
547-3:2020,

to explain data trends, patterns, distributions and outliers;

to show the relationship between data quality measures and established thresholds (e.g. using red,
yellow and green indicators).

For more information on data quality visualization, see ISO/IEC TR 5259-6.
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5.2.3 Data quality governance

Data quality processes should conform to the organization’s data governance policies. A culture of
accountability is critical to achieving data quality in an organization. From a data quality perspective, data

governance

can provide:

— aset of guiding principles established by an organization to actively manage and improve data quality;

— decision-making structures and accountabilities through which those with assigned data quality

respons

ibilities are held to account;

— organizational roles and responsibilities to ensure data quality through repeatable processes.

NOTE

For more information on data quality governance framework, see ISO/IEC 5259-5. Data governance is

describedin]]
8.4 and Anne|

5.2.4 Dat

Data qualit
provenance
basis for de
help data us

— the soul
all proc

all orga

NOTE Fd
5.3 Data

5.3.1 Ove

O7/TEC 38505 sertesand 1ISO/TEC 38507 Datagovernance for bigaatatsaescribed iSO/ EC
X A.

A provenance

) processes for analytics and ML can be complex, with multiple -and’ iterative
records can be used to gather and maintain data provenance information which c:
rfermining whether the data have been intentionally manipulated or altered. These
ers assess their trust in the data. Data provenance records can.inelude:

ce or origin of the data;

bsses applied to the data;

all chanfges applied to the data (e.g. statistical transformations, modification of data values)

hizations or individuals who have had custodyof the data since their creation.

r more information on data provenance regerds, see ISO/IEC 8000-120.
life cycle for analytics and ML

rview

Analytics a

life cycle. A§ per 5.2.2, data guality requirements depend on the purpose of the analysis and
quality reqyirements should’be managed according to the purpose and the life cycle of the data

The data life cycle for analytics and ML provides an end-to-end description of how data a
additional dpta are-generated within analytics or ML system.

d ML both make predi¢tions based on data which the organization can use to mak
Therefore, gnalytics and ML are Highly dependent on the characteristics of data and the charg
data quality] in terms of a usage-context. At the same time, analytics and ML also share the hig

0547-3:2020,

steps. Data
in provide a
records can

e decisions.
cteristics of
h-level data
ML, so data
used.

‘e used and

This documgntdefines DLC for analytics and ML through:

— the six-stage DLC model (see 5.3.2);

— process

es across the multiple stages of the DLC model (see 5.3.3).

5.3.2 Data life cycle model

5.3.2.1 Overall model

The DLC model for analytics and ML shown in Figure 3 is derived from ISO/IEC 8183 and identifies stages
that provide context for the processes used in data quality management. The single-headed arrows represent
the main progression through the stages and the double-headed arrows represent feedback to other stages
of the DLC model.
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Data life cycle framework (from ISO/IEC 8183)
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" Validation and verification of model ||
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10. Systen|
decommissiohing
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planning acquisition preparation decommissioning

t ! ¢ : ¢

Iteration L\
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— data life cycle for analytics and ML, (see 5.3)
iteration

- . primary development pathway

- feedback pathway

Figure 3 — Data life cycle model for analytics and ML

5.3.2.2 Stpge 1l:data requirements

The data reclluirements stage involves:

— determining what data are required for an analytics or an ML project;
— checking the availability of the data for an analytics or an ML project;

— instantiating a data quality model with relevant data quality characteristics.

5.3.2.3 Stage 2: data planning

The data planning stage ensures that the data to be used meet the requirements of the data requirements

stage while supporting the goals of the analytics and ML project that uses the data. This stage involves:

— designing the data architecture (i.e. defining the full nature and extent of the data needed and how the

data will be used);
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— estimating the effort required to acquire and prepare data to support the analytics or ML project, which
caninclude any required restructuring of the data, time to transfer or collect the data and building a data
quality model for the analytics or ML project.

5.3.2.4 Stage 3: data acquisition

The data acquisition stage involves collecting data that are used in the analytics or ML project. Live and
historic data are collected from the sources identified in the data planning stage. Depending on the analytics
or ML project requirements, this data can arrive as a stream or in batches. This stage involves:

— protecting the privacy of data subjects and securing the data;

— testing and if necessary, improving data collection methods;

— perforny
the wor

from th
NOTE Fq
5.3.2.5 St

1ing data quality measurements and if necessary, improving data quality. This potent
kload for data users and reduces the risk of introducing downstream inconsistencie
b application of different transforms.

r more information on the data acquisition stage, see ISO/IEC 8183.

pge 4: data preparation

In the data preparation stage, the collected data are processed into a form'that can be used by t

and ML pro
repeated ac
stage involvj

Transfo
content

such as

Cleanin

ect. This stage plays an important role in meeting the data’quality requirements
cording to the results of the analytics process or the performance of the trained ML
Es the following optional processes, depending on the identified data quality require

Validating data: ensuring that the data are correctbased on the validation of data quality ch

correctness, meaningfulness, security and privacy.

b data: detecting inaccurate data or missing data and correcting the data by replacing,

imputing or deleting.

Aggreg;
Samplir

Feature]
than thq

Feature

Enrichn

iting data: combining two ormore datasets into one dataset in summary form.
g data: selecting data from a dataset. Sampling can be done with or without replace

creation: creatingmew attributes that can capture the main information in data mot
 original attributes.

ally reduces
5 in the data

he analytics

and can be
model. This
Pments:

fming data: converting data from one representation or space to another with migimal loss of

hracteristics

modifying,

ment.

e efficiently

selection: reducing the dimensionality of data by using a subset of the features availlable.

nent: linking diverse data sources and adding additional context to the data.

Data lahelling and annotatlon training, Vahdatlon and testing data for supervised ML reqpuires values

if they are not included in the acqulred data.

NOTE 1

NOTE 2

Different ML tasks can require additional, unique data preparation processes.

For more information on data preparation, see ISO/IEC 8183 and ISO/IEC 5259-4.

5.3.2.6 Stage 5: data provisioning

In the data provisioning stage, the prepared data are applied to the analytics and ML project. In this stage,
the performance of analytics or the trained ML model is assessed to determine if they meet requirements.
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If the analysis results or performance of the ML model do not meet expectations, the following steps can be
carried out:

— Foranalytics and ML, determine the extent to which training data or the algorithm can be the root cause.

— Communicate between the data originator and the data holder about data quality issues discovered at
the data provisioning stage (e.g. data quality issues that adversely affect the performance of the ML
model can be communicated to the data originator and data holder). Data originators and data holders
can use this information to improve the quality of the data upstream to benefit future data users.

— Improve the data quality by repeating stages 2 to 4.

NOTE Sometimes the only way to achieve acceptable performance of an ML model is to use different data.

— Redo thpamatysisorrebuitd the M Tmodet:

5.3.2.7 Stpge 6: data decommissioning

During the data decommissioning stage, the data can be stored or archived with metadata for f;ture use. In
some cases,|the data can be required to be destroyed or returned to a data holder'If the data dre archived,
the data requirements should be saved along with the data usage context for syStem-dependent|data.

5.3.3 Professes across the multiple stages

5.3.3.1 Ge¢neral

Figure 4 shpws processes that should apply across the multiple/stages of the DLC model for ahalytics and
ML. Data quplity management, data quality governance and«data provenance are described in 5J2.

Data Data Data Data Dat]

p i - - mam - - - - - - -
Data requirements planning |![acquisition || preparation provisioning decommigsioning

122
_%/

Dg{a\}lllality management

C)\ Data quality governance

Data provenance

N
('% Data security

Data privacy

VA VA VA VA V4

~
(s}

I N AV

stage where data are processed

data quality related tasks done in the lifecycle stage(s)

Figure 4 — Processes across the multiple stages
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5.3.3.2 Data security

The dataset should be kept secure throughout all stages of the DLC model to ensure that it is available to
authorized personnel and processes and that the data are not inappropriately altered. Inappropriate changes
to the dataset can themselves cause incorrect results from ML models and other analytical tasks.

NOTE For more information on data security, see the ISO/IEC 27001 and related International Standards.

5.3.3.3 Data privacy

Datasets used for ML and analytics can contain PII, which should be protected in accordance with applicable
requirements throughout all stages of the DLC model. De-identification techniques can be used to remove
PII but production data used to make predictions about individuals can still contain or be linkable to PII.

NOTE Far more information about data privacy, see ISO/IEC 27701.
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