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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
in fields of mutual interest. Other international organizations, governmental and non-governmental, in

Internationpl Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part

ISO and IEC, also take part in the work. In the field of information technology, 1SQy3
a joint technical committee, ISO/IEC JTC 1.

nd IEC have

The main fask of the joint technical committee is to prepare International Standards, Draft Internatiopal Standards

adopted by

Standard requires approval by at least 75 % of the national bodies casting a vote:-

ISO/IEC 14

ISO/IEC 1%
— Cryptographic techniques based on elliptic curves:

— Part1

—  Part 2

— Part3

— Part4

Annexes A

p946-1 was prepared by Joint Technical Committee ISOAEC JTC 1, Information
Subcommifttee SC 27, IT Security techniques.

the joint technical committee are circulated to national bodies for voting, Publication as ar

946 consists of the following parts, under the general title@nformation technology — Secur

General

Digital signatures

Key establishment

Digital signatures giving message,recovery

and B of this part of ISO/IEC.15946 are for information only.

International

technology

ty techniques
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Introduction

One of the most interesting alternatives to the RSA and GF(p) based systems that are currently available are
cryptosystems based on elliptic curves defined over finite fields. The concept of an elliptic curve based public key

points of an e
or the compu
suggested th
elliptic curve
are known tg
systems to u
that make us
system paran

This part of
implementing

It is the purp@se of this document to meet the increasing interest in elliptic curve based public key tech

describe the
curves. Sche
curve discretd

The Internatipnal Organization for Standardization (ISO) and International Electrotechnical Commission

attention to t
patents.

ISO and IEC

The holders

determine elliptic curve discrete logarithms. Thus, itds possible for elliptic curve based
e much shorter parameters than the RSA system or the classical discrete logarithm basg
e of the multiplicative group of some finite field. This yields significantly shorter digital sign
neters and avoids the use of extra large integer arithmetic completely.

ISO/IEC 15946 describes the mathematical background and general techniques ned
any of the mechanisms described in otherparts of ISO/IEC 15946.

components that are necessary_to implement a secure digital signature system based
mes are described for key-exchange, key-transport and digital signatures that are based on
e [ogarithm problem.

he fact that it is elaimed that compliance with this International Standard may involve

fake no pasition concerning the evidence, validity and scope of these patent rights.

cryptosystem is rather simple:

— Every elljpticturve s endowed withra birmary operation+ —under whictr it forms @ finiteabettarmgroup.

— The groyp law on elliptic curves extends in a natural way to a "discrete exponentiation" on the)poipt group of
the elliptic curve.

— Based on the discrete exponentiation on an elliptic curve one can easily derive elliptic:curve analogues of the
well knoyn public key schemes of Diffie-Hellman and ElGamal type.

The security ¢f such a public key system depends on the difficulty of determining discrete logarithms in the group of

lliptic curve. This problem is - with current knowledge - much harderthan the factorisation|of integers
tation of discrete logarithms in a finite field. Indeed, since Miller and Koblitz in 1985 independently
e use of elliptic curves for public-key cryptographic systems,no substantial progress in tackling the
Hiscrete logarithm problem has been reported. In general, @nly algorithms which take expomential time

public key
bd systems
atures and

essary for

hology and
on elliptic
the elliptic

IEC) draw
the use of

pf these»patent rights have assured ISO and IEC that they are willing to negotiate lic

reasonable a

statements of ‘the” holders of these patent rights are registered with ISO and IEC. Information may

efpces under
d-non-discriminatory terms and conditions with applicants throughout the world. In this respect, the

;

obtained

from:

ISO/IEC

JTC 1/SC 27 Standing Document 8 (SD 8) "Patent Information"

SD 8 is publicly available at:
http://www.din.de/ni/sc27

Attention is drawn to the possibility that some of the elements of this International Standard may be the subject of
patent rights other than those identified above. ISO and IEC shall not be held responsible for identifying any or all
such patent rights.

\Y
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Information technology — Security techniques — Cryptographic
techniques based on elliptic curves —

Part 1:

General

1 Scope

Internationpl Standard ISO/IEC 15946 specifies public-key cryptographic techniques based on elliptic
include thg establishment of keys for secret-key systems, and digital signature mechanisms.

This part |of ISO/IEC 15946 describes the mathematical background and/general techniques 1

implement

The scope
fields of prf
of element

Internation
Interopera

2 Normative references

The follow
this part off
do not apq
possibility
references
registers o

ISO/IEC 91
message I

ISO/IEC 91

ng any of the mechanisms described in other parts of ISO/IEC 15946.

of this standard is restricted to cryptographic techniques based on elliptic curves defin
me power order (including the special cases of prime ordér and characteristic two). The |
5 of the underlying finite field (i.e. which basis is used).is(outside the scope of this standard.

nl Standard ISO/IEC 15946 does not specifys the implementation of the technique
pility of products complying to this international¢standard will not be guaranteed.

ng normative documents contain provisions which, through reference in this text, constitutg
ISO 15946. For dated referenges, subsequent amendments to, or revisions of, any of thes
ly. However, parties to agreements based on this part of ISO 15946 are encouraged to ir
of applying the most recent editions of the normative documents indicated below.
the latest edition of.the normative document referred to applies. Members of ISO and
currently valid Intefnational Standards.

96 (all parts), ‘faformation technology — Security techniques — Digital signature sc
bcovery

197 (all parts), Information technology — Security techniques — Message Authentication C

ISO/IEC 11)1 18 (all parts), Information technology — Security techniques — Hash-functions

curves. They

ecessary for

ed over finite
bpresentation

5 it defines.

provisions of
b publications
vestigate the
For undated
IEC maintain

nemes giving

bdes (MACs)

ISO/IEC 11770-3:1999, Information technology — Security techniques — Key management — Part 3: Mechanisms
using asymmetric techniques

ISO/IEC 14888 (all parts), Information technology — Security techniques — Digital signatures with appendix

ISO/IEC 15946-2:2002, Information technology — Security techniques — Cryptographic techniques based on
elliptic curves — Part 2: Digital signatures

ISO/IEC 15946-3:2002, Information technology — Security techniques — Cryptographic techniques based on
elliptic curves — Part 3: Key establishment

ISO/IEC 15946-4, Information technology — Security techniques — Cryptographic techniques based on elliptic
curves — Part 4: Digital signatures giving message recovery (to be published)

© ISO/IEC 2002 — All rights reserved
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3 Symbo

Is (and abbreviated terms)

In the remainder of this document the following notation will be used to describe public key systems based on
elliptic curve technology:

p A prime number not equal to 3.

NOTE p=3 is not part of this standard for simplicity and not because of security reasons.

F(p) The

finite prime field consisting of exactly p elements.

F2™ The
F(p") The

E An ellipti
equation of th

point of infinity.

#(E) The ordsg
g Aprime
n Aprime
Q Anpointg

Xq The x-cg
Yo The y-co
Q+Q,; The
kQ The k-th
G Apointo

A, BTwo enti

dy The private key of entity, A~ (In all schemes d,is a random integer in the set {1,...,n-1}.)

P, The publ

71(Q)The integ

T P | iadi £ 4, oM 4
LLLRLIA~R A\ | L;UIIDIOLIIIU Ul UI\GULIy 4 CITITITITINO.
finite field consisting of exactly p” elements.

C curve, either given by an equation of the form Y2 = X3 + aX + b over the field F(p™) for p3
e form Y2 + XY = X3 + ax2 + b over the field F(2™), together with an extraypdint O referg

r (or cardinality) of E.

power, p” for some integer m > 1.

jivisor of #(E).

n E.

pordinate of Q.

prdinate of Q.

elliptic curve sum of two points Qq and’Qo.

multiple of some point Q of Exji.e.”Q+Q+ ...+Q, k summands, with 0Q = 0g and (—k)Q = k(-G
n E generating a cyclic group of cardinality n.

ies making use of thepublic key system.

¢ key of(entity A. (In all schemes P,is an elliptic curve point.)

erobtained from the point Q by the conversion .

>3 or by an
d to as the

~

0 The point at infinity.

4 Definition of fields and curves

4.1 Finite

fields

4.1.1 Finite prime fields

For any prime p there exists a finite field consisting of exactly p elements. This field is uniquely determined up to

isomorphism

and in this document it is referred to as the finite prime field F(p).

© ISO/IEC 2002 — All ri

ghts reserved
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The elements of a finite prime field F(p) may be identified with the set {0, 1, 2, ..., p - 1} of all non-negative integers
less than p. F(p) is endowed with two operations called addition and multiplication such that the following
conditions hold:

(i) F(p) is an abelian group with respect to the addition operation “+”.
(ii) F(p)\{0} denoted as F(p)* is an abelian group with respect to the multiplication operation “.”.

The two group operations involved are introduced as follows:

Addition “®”: For a, b € F(p) the sum a ® b is given as a @ b := r, where r € F(p) is the remainder obtained

| Y HY Y P - alivualaal o
WIHICTTT UIC TTITyYyCTTh oult g™ U 1o UlviuTU Uy [U.

Multiplicatipn “®”: For a, b € F(p). the product a ® b is given as a ® b := r, where r € F(p))is the remainder
obtained when the integer product a-b is divided by p.

If there is no confusion to be expected with the ordinary addition and multiplication the-symbols “+” and “.” are used
instead of {®” and “®”.

See A.1.1.|for additional information.

4.1.2 Finlite fields of order 2™

For any integer m > 1 there exists a finite field of exactly 2" elements:This field is unique up to isomofphism and in
this document it is referred to as the finite field F(2™).

The elemgnts of a finite field F(2") may be identified withthe set of bit strings of length m in the fpllowing way.
Every finitg field F(2™) contains at least one basis {f;,5,;-.-, B,,} over F(2") such that every elemeft & < F(2")

has a uniue representation of the form « = b,fj+ b6, +---+ b, B,,, with b, € {01} for i=12,....m. The

element o] can then be identified with the bit string (b,b,---b,,). The choice of basis is beyond the|scope of this

document.|Detailed information can be found-in [1] and [3]. F(2™) is endowed with two operations called addition
and multiplication such that the following cenditions hold:

(i) F(2™) is an abelian group with\respect to the addition operation “®”.
(ii) F(2™\{0} denoted as F(2%)*is an abelian group with respect to the multiplication operation “®

The two grpup operations involved are introduced as follows:

Addition “@”: For.a, b € F(2™) the sum a @ b is given as a ® b :=r, where r € F(2") is the bit sfring obtained

by XORing the bit strings a and b.

Multiplicatipnh.“®”: For a, b € F(2™) the product a ® b will be a bit string of length m. For each 1<i,jKm, ﬂ,ﬁj is

m m m m
an element of the field. Thus, if a = Za,ﬂ,- and b= Zb/ﬁj then a® b = ZZa-b/ﬂ,ﬂj by

]
i=1 j=1 i=1 j=1

-

using f; B, in their base representation.

Again, if there is no confusion to be expected with the ordinary addition and multiplication the symbols “+” and “.”
are used instead of “®@” and “®”.

NOTE The finite fields used in this paragraph are considered as an ordered set of elements. Otherwise no conversion of
curve-points would be possible in a consistent manner.

© ISO/IEC 2002 — All rights reserved 3
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4.1.3 Finite fields of F(p™)

For any positive integer m and a prime p, there exists a finite field of exactly p” elements. This field is unique up to
isomorphism and in this document it is referred to as the finite field F(p™).

NOTE F(p™) is the more general definition including F(p)for m =1 and F(2™)for p = 2.

The finite field F(p™) may be identified with the set of p-ary strings of length m in the following way. Every finite field
F(p™) contains at least one basis {#, 5, - , Bn} over F(p") such that every element o € F(p™) has a unique
representation of the form a = a8, + a5 + -+ + a, By, with a; € F(p) fori =1, 2, ---, m. The element « can then be
identified with_the p-ary string (aia,--a,). The choice of basis is beyond the scope of this document. F(p") is
endowed with two operations called addition and multiplication such that the following conditions hold:

(i) F(p™) isfan abelian group with respect to the addition operation “@”.
(i) F(p™\{0}, denoted by F (pm)*, is an abelian group with respect to the multiplication operation “®”.
The two group operations involved are introduced as follows:

Addition "®": Fora, b e F(p™) the sum a® bis givenas a® b :=r, whére-r € F (p") is a p-ary|string. If a
m m m

=Y aB,b=) b  thena®b=> (a +b, mod ps;-
i=1 i=1

i=1
Multiplication|"®": For a, b € F(p") the product a ® b will be a p-ary.string of length m. For each 1<i, j<m, S is an
m m m m
element of the field. Thus, if a =Za,,8, b =Zb,ﬂ, ,thena ® b =ZZa,bJﬂ,ﬂ , by using
i=1

=1 i=1 j=1
o ,B_I. in their basis representation.

Again, if therg is no confusion to be expected with‘the ordinary addition and multiplication the symbols|“+” and
are used instead of “®@” and “®”.

NOTE The finite fields used in this paragraph are considered as an ordered set of elements. Otherwise no cpnversion of
curve-points wpuld be possible in a consisténtmanner.

4.2 Ellipti¢ curves over F(p);"F(2™) and F(p™)

4.2.1 Definjtion of elliptic.curves over F(p)

Let F(p) be g finite ptime field with p > 3. An elliptic curve E over F(p) is a curve given by a non-singular cubic
equation over F(p)-~Ir this document it is assumed that E is described by a “short Weierstrass equationf, that is an
equation of t)]pe

(1) Y2=x3 +aX +bwith a, b € F(p)
such that the inequality (4a° + 27b%) = 0 holds in F(p).

An elliptic curve E over F(p) given by an equation of type (1) consists of the set of points Q = (xq.yq) € F(p) x F(p)

such that the equation yQ2 = xQ3 + axq + b holds, together with an extra point Og referred to as the point at infinity of
E. Ot is not contained in F(p) x F(p) and does not solve the defining equation of (1).

4.2.2 Definition of elliptic curves over F(2™)

Let F(2™), for some m > 1, be a finite field. An ordinary elliptic curve E over F(2") is a curve given by an equation of
type

4 © ISO/IEC 2002 — All rights reserved
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2) Y2+Xy=x3+ax2+b with a, b e F(2™).

such that b = 0 holds in F(2™).

NOTE

For cryptographic use, m should be a prime to prevent certain kinds of attacks on the cryptosystem.

An elliptic curve E over F(2™) given by an equation of type (2) consists of the set of points Q = (xq,yo) € F(2") x

F(2™) such that the equation yQ2 + XqYq = xQ3 + axQ2 + b holds, together with an extra point O, the point at infinity
of E. Og is not contained in F(2™) x F(2™) and does not solve the defining equation of (2).

4.2.3 Def

Let F(p™) b
a non-sing
equation”,

such that (

An elliptic
F(p™) such
infinity of B

F(p™) is thg more general definition including F(p), i.e. F(p™) forfm = 1.

4.2.4 Def

A curve is

smaller cc;lnplexity than one would expect from the:size of its parameters. Supersingular and anomalg

into this ¢

4.2.5 The group law on elliptic curves

Elliptic cur
third point
compute th

426 Ne

The negati

4.2.7 Ne

- iti E lipti rF('nm)

e a finite field with a prime p > 3 and a positive integer m. An elliptic curve over F(p")i8-a 9
ilar cubic equation over F(p™). In this document it is assumed that E is described by a.-“sho
that is an equation of type

(3) Y2=X3 +aX +b with a, b € F(p").
1a° + 27b%) = 0 holds in F(p™).

curve E over F(p™) given bg/ an equation of type (3) consists of the set of points Q = (xq,

that the equation yQ2 = Xq + axq + b holds, together with arCextra point Og referred to &

. Oz is not contained in F(p™) x F(p™) and does not solve the defining equation of (3).

inition of the term weak curve
considered weak if, due to its inherent structure and characteristics, it can be attacked

egory (see A.1.3).

es are endowed with a binary operation +: E x E — E, defining for each pair (Q4, Q,) of
Q; + Q.. With respect'to this operation E is an abelian group with identity element Og.
e sum Q; + Q, aregiven in Annex A.1.2, A.2.2 and A.3.2.

hative of a Point over F(p) and F(p™)

ve of a point P=(x,y) is defined as —P=-(x,y)=(x,-y) defined over F(p), p>3.

hative of a Point on an elliptic curve over F(2")

urve given by
t Weierstrass

o) € F(p") x
s the point at

with a much
us curves fall

points on E a
Formulae to

The negative of a Point P=(x,y) is —P=(x,x+y) defined over F(2").

4.2.8 Integer multiplication and the Discrete Logarithm Problem on elliptic curves

Let G be a point on an elliptic curve E generating a cyclic group <G> of finite cardinality n with respect to the group
operation “+”. Therefore each element of <G> is some multiple kG of G, where kG is an abbreviation for

(G+G+..

4.29 Elli

.+ G), k summands, with 0G = 0g (the point at infinity) and (k)G = k(-G).

ptic curve point to integer conversion

Let Q = (xq, ¥q) be a point on an elliptic curve E. The following conversion ©(Q) converts the point Q to an integer.
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(i)

If E is defined over F(p) then n(Q) = X,

(i) If Eis defined over F(2")then x, is a bit string of length m. Let s ;s ,...s, be the bit string x,. Then:

(iii)y If E is defined over F(p") then x, is a p-ary string of length m. Let x, = (s,.S,,,

m-1
Q)= Y. 2's,

i=0

length m defined over F(p). Then:

---§,8,) be the p-ary string of

NOTE Th
Q and —-Q with

5 Elliptic

This section
domain parar
for multiple p
Standard).

If a candidatsg
void, includin
before using
assurance m
A. The dom

B. The dom

m-1
©Q)= ) p's;
i=0

s conversion does not define a 1-1 mapping. For example, this conversion will associate the*elliptic
the same integer.
Curve Domain Parameters and their Validation

describes the elliptic curve domain parameters and how they-may be validated. A spe
heters may be agreed upon by the parties involved to be used-only for one purpose (e.g.

g the intended security of any cryptographic operations and the privacy of the private key
a candidate set of domain parameters, a user should have assurance that they are
ght be achieved because:

ain parameters were generated by the user or for the user by a Trusted Third Party.

ain parameters were explicitly validated by the user or a Trusted Third Party.
c Curve Domain Parameters and their Validation Over F(p) and F(p™)

c curve domain parameters over F(p) and F(p™)

parameters over)F(p™) (including the special case F(p) where m=1) shall consist of th

ere must.be’an agreement on the choice of the basis between the communicating parties!

field'size p™ which defines the underlying finite field F(p™), where p > 3 shall be a prime n

Curve points

cific set of
FCDSA) or

urposes (eg. ECDSA as defined in Part 2 of the Standard and ECMQV as defined in Part 3 of the

set of domain parameters are invalid, then all assumptions about security should be assiimed to be

Therefore
valid. This

e following

umber and

indication of the basis used to rnprnenn’r the elements of the field in case m>1

5.1 Ellipti
5.1.1 Ellipt
Elliptic curve
parameters:
NOTE Th
1. A
2.
h
3.
4.
5.
6.
6

ow to generate an elliptic curve verifiably at random using an initial seed.

Two field elements xg and y in F(p™) which define a point G = (xg , y) of prime order on E.

The order n of the point G with n > 4+/p™ .

The cofactor h = #E(F(p™))/n (when required by the underlying scheme)

© ISO/IEC 2002 — All ri

(Optional) A bit string SEED if the elliptic curve was randomly generated. See [1] for an example of

Two field elements a and b in F(p™) which define the equation of the elliptic curve E: y2 = x>+ ax+ b.

ghts reserved


https://iecnorm.com/api/?name=cc90d75310e9458dc5339cb95c74c1a8

7.

ISO/IEC 15946-1:2002(E)

The curve must not be member of the exclude list.

5.2 Elliptic curve domain parameter validation over F(p) and F(p™) (Optional)

The followi

1.

ng conditions may be verified by a user of the elliptic curve parameters.
Verify that p” is an odd prime power.

Verify that a, b, xgand yg are elements of the underlying field.

If the elliptic curve was randomly generated, verify that a and b were suitably derived from SEED.

2.
3.
4,
5.
6.
NOTE
7.
8.
9.
If any of th
NOTE
for randoml
5.3 Ellif

Verify that (4a° + 27b°) is not equal 0 in F(p™ ).
Verify that yo2 = x3 + axg + b in F(p™).

Verify that n is prime and that n > 4 -4/p"™

n is the primary security parameter. Specific bounds are given at the descriptions of the algorithms.

Verify that nG = 0g .
Compute h'= [(\/pm +1)? /nJ and verify that p=Ch’

Check the list to exclude known weak curves
o Verify that the MOV condition holds, see Annex A.5.1 which excludes supersingul
e Verify that the curve is not andmalous, that is, that #£=0"" .

b above verifications fail then the’domain parameters should be considered invalid.

The class number is an imp0rtant security parameter and should be chosen to be large enough. This
generated curves since the class number of this curves is always large.

itic Curve Domain Parameters and their Validation Over F(2™)

5.3.1 Elliptic curve/domain parameters over F(2™)

Elliptic cun

e paraimeters over F(2™) shall consist of the following parameters:

1.

ar curves.

does not apply

A field size g = 2" which defines the underlying finite field F(2™) and an indication of t

e basis used

to represent the elements of the field.
(Optional) A bit string SEED if the elliptic curve was randomly generated.

T;/(vzo field elements a and b in F(2") which define the equation of the elliptic curve E:
ax"+b.

Vo=

Two field elements xg and ys in F(2™) which define a point G = (xg,y¢) of prime order on E.

The order n of the point G with n > 44/2™

Optionally, the cofactor h = #E(F(2™))/n (When required by the underlying scheme).

© ISO/IEC 2002 — All rights reserved
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5.3.2 Elliptic curve domain parameter validation over F(2™) (Optional)

The following

1.

conditions may be verified by a user of the elliptic curve parameters.

Verify that g = 2" for some m.

2. Verify that a, b, xg and yg are bit strings of length m bits.
3. If the elliptic curve was randomly generated, verify that a and b were suitably derived from SEED.
4. Verify that b = 0.
5. Verify that yg2 + xays = X3 + axg2 + b in F(2™).
6. Verify that n is prime, and n > 442" .
NOTE n i$ the primary security parameter. Specific bounds are given at the descriptions of the.algorithms.
7. Verify that nG = Og.
8. Compute h' =L(\/2m +1)? /nJ and verify that h = h".
9. Check list to exclude known weak curves

If any of the 3

NOTE Th
randomly gene

6 Elliptic

In this sectior
valid set of el

6.1 Key Generation'|

Given a valid
as follows.

e Verify that the MOV condition holds, see Annéx A.5.1 which excludes supersingular curves.
e Verify that the curve is not anomalous,.that is, that #£=2".
bove verifications fails then the domain parameters should be considered invalid.

b class number is an important security~parameter and should be chosen large enough. This does ot apply for
rated curves since the class number of this curves is always large.

Curve Key Pair Generation and Public Key Validation

a description of two methods to generate a private key, public key pair and validate a publjc key for a
iptic curve domain parameters is given. Other, equivalent methods are also allowed by this|standard.

set of elliptic curve domain parameters a private key and corresponding public key may be generated

1. Select a random or pseudorandom integer d in the set [1, n-1]. The integer d must be protected from

u

nauthorised disclosure and be unpredictable.

NOTE It is allowed to exclude a few values, such as 1 or n-1.

2. Compute the point Q = (xq, ¥q) = dG.

3. Thekey pairis (Q, d), where Q will be used as public key, and d is the private key.

© ISO/IEC 2002 — All rights reserved
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6.1.1 Key Generation Il

Given a valid set of elliptic curve domain parameters a private key and corresponding public key may be generated
as follows.

1. Select a random or pseudorandom integer e in the set [1, n-1] and compute an integer d in the interval
[1, n-1] with the property de=1 mod n. The integers d and e must be protected from unauthorised
disclosure and be unpredictable.

NOTE It is allowed to exclude a few values, such as 1 or n-1.

2. Computethe point Q = (xo v)=eG
L Ll A\ A

3.| The key pair is (Q, d), where Q will be used as public key, and d is the private key.

7 Publjc Key Validation (Optional)

Given a vdlid set of elliptic curve parameters and an associated claimed public key*Q which has a v3lue, a certain
range and f certain order, the public key may be validated as follows:

1.| Verify that Q is not the point at infinity Og.

2. | Verify that xq and yq are elements in the field F(q), where\xq and yq are the x and y coofdinates of Q,
respectively.

m

3.| If g = p™is an odd prime power, verify that yg2 = xg3 + axq + b in F(p’”). If g =27, verify that

Ya2 + Xa¥a = Xo3 + axg2 + b in F2™).
4.| Verify that nQ = Og.
If any of the above verifications fail then the public key should be considered invalid.

If a candidate public key is invalid, then all. assumptions about security should be assumed to be void/ including the
intended sgcurity of any cryptographi¢.eperation and the privacy of the associated private key. In addition, use of
an invalid public key in a cryptographi¢ operation, for example in key establishment, with your private |key may leak
informatior) about your private key.-Therefore, before using a candidate public key, a user should hayve assurance
that it is valid. This might be addressed because:

A. The pyblic key was explicitly validated by the user.

B. The pyblic key was explicitly validated by a TTP for the user.

C. The udersaccepts the risk of using an unvalidated public key. This should include an analysis thaf indicates the
potentiahof security is limited in the particular application. Such acceptance of risk may be more appropriate for

an ephemeral public key than a long term public key. Note that performing EC public key validation is a safe
default, since there are no potential negative security consequences of doing it.

Further a non verified public key can be used under the conditions that the key was generated or explicitly
validated by an entity trusted by the user for the lifetime of the key.

NOTE Public Key Validation does not provide assurance that the claimed owner of a private key is the genuine owner of
the key.

© ISO/IEC 2002 — All rights reserved 9
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Annex A
(informative)

Background Information on Elliptic Curves

It is the purpose of this annex to present the mathematical ingredients that are necessary to implement the elliptic
curve based public key schemes mentioned in this standard.

A.1 The fipite prime field F(p)

A.1.1 Definition of F(p)

It is assumed that the reader is familiar with ordinary modular arithmetic. As mentionedin‘clause 4, for gny prime p
there exists g finite field consisting of exactly p elements. This field is uniquely determined up to isomofphism and
in this document it is referred to as the finite prime field F(p). The objects of F(p) arejidentified with the $et {0, 1, 2,
..., p - 1} of gll non-negative integers less than p. F(p) is endowed with two basic operations, modular @ddition “+”
and modular multiplication “.” such that:

(i) F(p)js an abelian group with respect to modular addition “+”.

(ii) F(p)|\{0} is an abelian group with respect to modular multiplication “-”.

As usual, the|set F(p) \{0} is denoted by F(p)*. This is a cyelic,group of order p-1. Hence, there exists gt least one
element y in F(p)* such that every element a in F(p)* can be uniquely written as a =y, for some j € {0, ....,| p-2}.

Inverting elements of F(p)*

Let a = )/j He an element of F(p)*. Then there~exists the unique b € F(p)* such that a-b = b-a =1, and| b is called
the multiplicative inverse of a, denoted by al, which can be computed by a'= yp'H.

Characteristi¢ of a finite field

If ¢ additions [of the unit element-are required to reach the zero element, than c is called the characteristic of a field.
If the zero elgment cannot be(feached through addition of unit elements, c is not infinite but zero.

Division in F(p)

The value b/g in F(p)exists if the denominator a is non-zero. In this case, the quotient is b/a = b'(a'1).

Squares and [non=squares in F(p)

Assume p > 2. An element a € F(p)* is called a square in F(p)* if there exists an element b € F(p)* such that a = b
Whether a € F(p)* is a square or not can be determined by making use of the equivalence:
ais a square in F(p)* < a®"? = 1.

Finding square-roots in F(p)

There are various methods for finding square roots in F(p). That is, given a € F(p)* where a is a square finding b e
F(p)* such that a = b%. An example of such methods can be found in [1] and [3].

10 © ISO/IEC 2002 — All rights reserved
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ptic Curves over F(p)

In this clause, two different but equivalent descriptions of elliptic curves defined over finite prime fields are given.

A1.21

Affine Description

Let F(p) be a finite prime field with p > 3. An elliptic curve E over F(p) is given by a non-singular cubic equation over
F(p). In this document it is assumed that E is described by a “short Weierstrass equation”, that is an equation of

type
(AFf) YZ=X3+aX+b with a, b e F(p)

such that the inequality (4&:3 + 27b2) # 0 holds in F(p). (More exactly, (Aff) is called an affine Weigerstrags equation.)
An elliptic gurve E over F(p) given by an equation of type (Aff) consists of the set of points Q= (xq,yo)e F(p) x F(p)
zlchI::_h that the equation yQ2 = xQ3 + a xq *+ b holds, together with an extra point 0 referred-to as the point at infinity
O¢ is not contained in F(p) x F(p) and does not solve the defining equation (Aff){ The set of points on |[E of type (xq,
Ya) € F(p) x F(p) is called the affine part of E.
A.1.21.1 | The group law in affine description
An elliptic gurve E over F(p) is endowed with a binary operation “€>: E x E — E assigning to any two|points Q;, Q>
on E a third point Q;+ Q,on E. The elliptic curve E is an abelian _group with respect to “+” possessing the following
properties:
1) The point at infinity Og is the identity element for the-group operation on E:

O+ Q= Q+ 0= Q, for all points Q on E.
2) If Q ={x,y) is an affine point of E then the inverse point —Q has the co-ordinates (x, —-y) and Q + (4Q) = Oe.
If Q; = (x4,|y4) and Qz = (x5, y,) are affing-points of E, where Q; # —Q,, then the co-ordinates x5 and y}; of the “sum”
Q3= Qs+ Q, are given by the following‘formulae:

X3 = I’l- x4 =2

Y3 = (X4 —X3) -y,
where either r=_{(yo— y1)/(X2 — X1), if Q1 # Q,
or r= (3 XA a)/(2yy), if Q= Q,
Note the difference in the formulae for doubling a point and for adding two distinct points.

It is evident that in the affine description of the elliptic curve group law given above, the point at infinity - introduced
only as a formal symbol - plays a rather obscure role that is not easily understood. The major drawback of the
affine description is that it makes heavy use of divisions in F(p). In most implementations of finite prime field
arithmetic the field division is a very “expensive” operation and in such situations it can be prudent to avoid
divisions as much as possible. This can be achieved by using the projective description of the elliptic curve group
law. Both descriptions of elliptic curves are compatible.

A.1.2.2 Projective Description

The projective description of an elliptic curve defined over a finite prime field F(p) is now given.

© ISO/IEC 2002 — All rights reserved 11
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NOTE
computed.

A.1.2.21

The projective plane over F(p)

Using projective description will result in more multiplications during the calculation but no inversions have to be

Consider the set F(p) x F(p) x F(p)\ {(0,0,0)} consisting of all triples (x,y,z) of elements of F(p), except for the triple

(0,0,0).

Introduce onto F(p) x F(p) x F(p)\ {(0,0,0)} an equivalence relation

“

as follows:

(x,y,2) ~(xX,y,Z) < there exists Le F(p)* suchthatx=Ax", y=Ay and z=\AZ.

The projectiy
equivalence (
the projective

A1.2.2.2

The projectiv

The elliptic ¢
such that thg
when the cur

If Q= (X(

If R=(x:

There is

A1.2.23

In projective motation the group law onan-elliptic curve given by (Proj) reads as follows:

1) The

2) Let

3) Let
R ;3

The projective description of an elliptic curve E over F(p)

The group law in projective desegription

e plane IT(F(p)) over F(p) is the set of equivalence classes adjoined to the relatio
lass which the triple (x,y,z) belongs to is denoted by (x:y:z). This equivalence class is.calle
plane over F(p) . (Note that (0:0:0) is not a point of IT,(F(p)).)

(Proj)  Y2Z=x3 +axz2+bZz3 with a, breF(p)

triple (x,y,z) is a solution of the equation (Proj). There is’a 1-1 relation between the po
e is given in affine description and the points R of the-projective form. Indeed, the following

y:Z) (with z = 0 ) is a solution of (Proj) then Q= (x/z,y/z) is the corresponding affine point of

pnly one solution of (Proj) with z = 0, namely the point (0:1:0). This point corresponds to Og.

point (0:1:0) is the identity element 0g with respect to “+”.
R 1 = (X1:y1:Z4) be.a point on E given projective notation. Then (x;:—y+:z4) is — R.
R 1 = (Xs:yrZ7) and R, = (X2:y2:75) be two distinct points on E ( both = (0:1:0)) and denote thg

F (X3(y31Z3). The co-ordinates x3, y3 and zz can be computed using the following formulae:

b analogue of the short affine Weierstrass equation (Aff) is the homogeneous cubic equation

h “~". The
H a point of

irve given in projective description consists of all points R =" (x:y:z) of the projective plane IT(F(p))

nts Q of E
holds:

, ¥q) is an affine point of E, then R = (xq: yq:1) is:the corresponding point in projective notatjon.

LLL

ir sum by

2 3
Yy =tu+s°x,2,)-8"y,z,

3

with § = X,2, — X,Z,, t=y,Z, —V,Z,, and U =82(X,Z, + X,Z,)—1t%2,2,.

4)

X3 =

Y3 =

12

If R=

(x:y:2), the point R + R = (x3.y5:z3) has the co-ordinates:
—-su

t(u+s®x)—s3y

© ISO/IEC 2002 — All rights reserved
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Z3= s’z with t = 3x° + az%, s = 2yzand u = 28%x - ¥z.
A.1.2.3 Mixed Coordinate System
There are some elliptic curve co-ordinates, affine co-ordinates, projective co-ordinates, etc. However there is no co-
ordinate system which gives both fast additions and fast doublings. The mixed co-ordinate system combines two or
more co-ordinates with little additional memory:

e the best co-ordinates for doublings

e the best co-ordinates for additions

Mixed co-drdinates can be applied in any field F(p) and can give an improvement.

A.1.3 The¢ order of an elliptic curve E defined over F(p)
The number of points of E (including 0,) is called the order (or cardinality) of E and is denoted by #(E). Clearly, #(E)

is the ordelr (in a group theoretic sense) of the finite group (E,+). The possible orders’ of a curve deflned over F(p)
are given Ry the following results due to theorems of Hasse and Waterhouse:

Hasse: p+1-2 ps#(E)£p+1+2\/E

Waterhouge:  Every integer n in the interval given by Hasse’s theorem is the order of some elliptic purve defined
over F(p).

Anomalousg and Supersingular Curves

An elliptic curve E defined over F(p) with #(E) = p+1 is>called supersingular. An elliptic curve E defiped over F(p)
with #(E) £ p is called anomalous. Supersingular sand anomalous curves should be avoided for ryptographic
applicationis.

If Q is a ppint on E then Q generates a subgroup <Q> of (E,+). The order #(<Q>) divides #(E). It isl a major task

when estgblishing an elliptic curve based:-public-key system to find curves possessing points {hat generate
subgroups|of some relatively large primg order.

A.2 Thelfinite field F(2™)

A.2.1 Definition of F(2")

For any integer m3 1 there exists a finite field of exactly 2" elements. This field is unique up to isomofphism and in
this documient it-is.referred to as the finite field F(2™).

The finite field”F(2™) may be identified with the set of bit strings of length m in the following way. Every finite field

F(2™) contains at least one basis {f,, f,,..., B,,} such that every element « € F(2™)has a unique representation
of the form a =b, 5, +b, B, +---+ b, B,,, with b; € {0,1} for i =12,...,m. The element « can then be identified

with the bit string (b;b, ---b,,,) . The choice of basis is beyond the scope of this document. F(2") is endowed with
two operations called addition and multiplication such that the following conditions hold:
(i) F(2™)is an abelian group with respect to the addition operation “+”.

(i) F(2™\0} is an abelian group with respect to the multiplication operation “.”.

The set F(2™)\{0} is denoted by F(2")* and forms a cyclic group of order 2" — 1. Hence, there exists at least one
element y in F(2™)* such that every element a in F(2™)* can be uniquely written as a = v, for some j € {0,...., 2" —
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2}.The multiplicative identity of this group will be denoted by 1. That is, for every element o € F2")*, 1 -a=a -1

=a.

Inverting elements of F(2™)*

Let a = y-j be an element of F(2™)*. Then there exists the unique b € F(2™)* such that a-b = b-a =1 and b is called

the multiplicative inverse of a, denoted by a”, which can be computed by a” =y

2M_1

Characteristic of a finite field

ado oallad

If ¢ additions
If the zero elg

Division in F(

thaounit aloamaont ara racurad 40 raaoh tha oara
—trCor e CTreTm e arcTrequircotoTcattic—=Cro

ment cannot be reached through addition of unit elements, c is not infinite but zero.

tha charantarict:
o

alamant than
crermera o o ot Ot e Craratte s

D

™

The value 2
a

The finite fiel
curve-points

b .
n F(2™) exists if the denominator a is non-zero. In this case, the quotient is, &= b-(a™).
a

s used in this paragraph are considered as an ordered set of elemients. Otherwise no co
would be possible in a consistent manner.

A.2.2 Elliptic Curves over F(2")

In this clausdg

two are given,

A.2.21 Aff

Let F(2™), fon
curve given b

such that b #|

An elliptic cu

F(2™) such th
of E.

Clearly, Ogis
type (xa.¥a) §

, two different but equivalent descriptions of elliptic eufves defined over finite fields of ch

ne Description

some m > 1, be a finite field. In this document it is assumed that an elliptic curve E ove
y an equation of type

(Aff) Y2 + XY 2X3 + ax2 + b with a, b € F(2™).
0.

ve E over F(2™) given by an equation of type (Aff) consists of the set of points Q = (xq,Yq

not contained in F(2™) x F(2™) and does not solve the defining equation (Aff). The set of po
F(2™)>~F(2™) is called the affine part of E.

of a field.

hversion of

aracteristic

F(2") is a

e F2™) x

at the equation yQZ * Xq¥q = xQ3 + axQ2 + b holds, together with an extra point Og, the point at infinity

nts on E of

A2.211

The’group law in affine description

An elliptic curve E over F(2™) is endowed with a binary operation “+” : E x E — E assigning to any two points Q;, Q,
on E a third point Q;+ Q,on E. The elliptic curve E is an abelian group with respect to “+” possessing the following

properties:

1) The

O +

Oc.

14

point at infinity O is the identity element for the group operation on E:

Q=Q + 0= Q, for all points Q on E.

If Q = (x,y) is an affine point of E then the inverse point —Q has the co-ordinates (x, x + y) and Q + (-Q) =
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If Qs = (x4, y4) and Q; = (x5, y>) are affine points of E, where Q; # —Qp, then the co-ordinates x5 and y; of the “sum”
Q; = Qs+ Q; are given by the following formulae:

(i) X3=P+r+x,+x;+a
Y3=r(Xi*Xs) + Xs+y,

r= 2+ y)lxz+xq), if Qr #Qy

(ii) xs=r+r+a

Y= (xi)* + (r + 1) s

r=x;+ (y1/ xq), if Qr=Q;

Note the difference in the formulae for doubling a point and for adding two distinct peints.
As with the group law in the affine description of an elliptic curve over F(p)/the group law given gbove makes

heavy use [of divisions in F(2™). However, we can again use the projective description of the elliptic cufve group law
to avoid diyisions as much as possible. Both descriptions of elliptic curves-are compatible.

A.2.2.2 PRrojective Description
The projective description of an elliptic curve defined over a finite field of characteristic two is now givgn.

NOTE Using projective description will result in more multiplications during the calculation but no inversigns have to be
computed.

A.2.2.21 | The projective plane over F(2")

Consider the set F(2™) x F(2™) x F(2™)\ {(8,0,0)} consisting of all triples (x,y,z) of elements of F(2™) except for the
triple (0,0,0).

Introduce @nto F(2™) x F(2™) x F(2™)Y{(0,0,0)} an equivalence relation “~” as follows:
(x,y,2) ~ (X1y)Z) < there exists Le F(2")* such that x =Ax’, y =Ly and z=AZ.
The projedtive plane IE(F(2™)) over F(2™) is the set of equivalence classes determined by the relation “~”. The

equivalence class which the triple (x,y,z) belongs to is denoted by (x:y:z). This equivalence class is called a point of
the project|ve plane ever F(2™) . (Note that (0:0:0) is not a point of IZ(F(2™)).)

A.2.2.2.2 | “The projective description of an elliptic curve E over F(2™)

The projective analogue of the equation (Aff) is the homogeneous cubic equation
(Proj) Y27 + XYZ = X3 + ax2zZ + bZ3 with a, b € F(2™).

The elliptic curve given in projective description consists of all points R = (x:y:z) of the projective plane IT(F(2™))
such that the triple (x,y,z) is a solution of the equation (Proj). Clearly, there must be a 1-1 relation between the
points Q of E when the curve is given in affine description and the points R of the projective form. Indeed, the
following holds:

— If Q = (xq,¥q) is an affine point of E, then R = (xq:yq:1) is the corresponding point in projective notation.

— If R=(x:y:z) (with z= 0 ) is a solution of (Proj) then Q = (x/z,y/z) is the corresponding affine point of E.
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— There is only one solution of (Proj) with z = 0, namely the point (0:1:0). This point corresponds to O.

A.2.2.2.3 The group law in projective description

In projective notation the group law on an elliptic curve given by (Proj) reads as follows:

1) The point (0:1:0) is the identity element 0g with respect to “+”.

2) Let R4 =(xs:y1:z1) be a point on E given in projective notation. Then (x;: x;+ y:z1) is — R .

3) Let R,=(x,:y,:z,)and R, =(x,:y,:z,)be two distinct points on E(both = (0:1:0) and denote

thei sum by R; = (x3 1Ys :23). The coordinates X;,y;and z, can be computed using‘the following
formulae:

with s = x,z| — x,z,, t=y,z —y,z,,and u = (t2 +1Is+ asz)z1z2 +8°3.

4) If R¥ (x:y:2), the point R + R = (X3y5.25) R #(0:1:0) has theco-ordinates:

X3 =|st

ys =[X's + t(s+yz+x%)

Z3 = Ss,

A.2.3 The qrder of an elliptic curve E defined over F(2™)

Vs = tu +8°x,2,) +8%y,z, +su

_ 3

withs =xz, t = bz* + x*

The number ¢f points of E (including O) is called the order (or cardinality) of E and is denoted by #(E). Clearly, #(E)
is the order (in a group theoretic sense)-of-the finite group (E,+). The possible orders of a curve defined|over F(2™)

are given by the following results due te.theorems of Hasse and Waterhouse:

Hasse:

Waterhouse:

27 + 1

—2\2" <H(E) <2"+ 1+ 242"

Let t be aniinteger where |t| < 24/2™ . Then there exists an elliptic curve defined over F(2™) of order

2™ + { 5 tif and only if one of the following conditions hold:

@) tis odd.

(i) m is odd and one of the following holds
1) t=0
(2 =2

(i) m is even and one of the following holds
(3) =22
@4  £=2"
(5) t=0

An elliptic curve defined over F(2") with #(E) = 2™ + 1 — t is said to be supersingular if t is even. Supersingular and
anomalous curves should be avoided for cryptographic applications.

16
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A.3 The finite field F(p™)

A.3.1 Definition of F(p™)

As mentioned in clause 5, for any prime p and a positive integer m there exists a finite field consisting of exactly p”
elements. This field is uniquely determined up to isomorphism and in this document it is referred to as the finite
field F(p™).

F(p™) is endowed with two basic operations, addition “+” and multiplication “” such that:

(i) F(p™)is an abelian group with respect to addition “+”.

(i) F(p™) K0} is an abelian group with respect to multiplication “.”.

There are many ways to construct a finite field with p™ elements. The finite field F(p™) can'be viewed as a vector
space of djmension m over F(p). That is, there exist m elements S, 5, -, fn in F(p™) such that each element «
F(p™) can be uniquely written in the form a = a8, + @B, + - + anfB, Where a; eF(p).cSuch a set {5,,| /o, -, S} Of
elements i$ called a basis of F(p™) over F(p). Given such a basis, we can represent afield element a|as the vector
(as, ay, ..., Bm). The field element a is usually denoted by the p-ary string (asa....as.;am) of length m, sol|that

F(p™) E { (asaz...am1am) | a; eF(p), i=1,...,m}

There are nany different bases of F(p™) over F(p). According to the given basis, the set and its mulfiplication can
be defined

As usual, the set F(p™) \{0} is denoted by F(p™)*. This is a cyclie’group of order p"-1. Hence, there ¢xists at least
one elemept yin F(p™)* such that every element a in F(p™)*¢an be uniquely written as a =y, for somelj € {0,...., p"-
2}.

Inverting elements of F(p™)*

Let @ = | be an element of F(p™)*. Then therg exists the unique be F(p™)* such that a-b = b-a = 1. And b is called

the multiplicative inverse of a, denoted by, a~' = " /.

Characteristic of a finite field

If ¢ additions of the unit element.are required to reach the zero element, than c is called the character|stic of a field.
If the zero plement cannot be reached through addition of unit elements, c is not infinite but zero.

Division in|F(p™)

The value p/a in-F(p"") exists if the denominator a is non-zero. In this case, the quotient is b/a = b~(a’1).

Squares andyion-squares in F(p™*

Assume p > 2. An element a € F(p")* is called a square in F(p™)* if there exists an element b € F(p™)* such that a
= b%. Whether a e F(p™)* is a square or not can be determined by making use of the equivalence a is a square in

F(p") < a2 =1,

Finding square roots in F(p™)

There are various methods for finding square roots in F(p™). That is, given a € F(p™)* where a is a square finding b
e F(p™)* such that a = b?. One of such methods can be obtained by simple modification (substitute F(p™) for F(p))
of the method for finding square roots in F(p).
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NOTE

curve-points would be possible in a consistent manner.

A.3.2 Ellipt

ic Curves over F(p™)

The finite fields used in this paragraph are considered as an ordered set of elements. Otherwise no conversion of

In this clause, two different but equivalent descriptions of elliptic curves defined over a finite extension field of F(p)

are given.

A3.21

Affine Description

Let F(p™) be a finite field with a prime p > 3 and a positive integer m. An elliptic curve E over F(p") is given by a

non-singular
equation”, tha

such that th¢ inequality (4&:3 + 27b2) # 0 holds in

equation.)

An elliptic cu

F(p™) such th
infinity of E.

Clearly, Ogis
type (Xa, ¥a)

A.3.2.11

An elliptic cuf

on E a third g
properties:

1) The

O +

2) IfQ

If Q1 = (X1, y1
Q;=Q+Q,

The group law in affine description

cubic equation over F(p™). In this document It Is assumed that E Is described by a “short
t is an equation of type

(Aff) Y2 =x3 +aX +b witha, b € F(p™)
(p™). (More exactly, (Aff) is called an affine V

ve E over F(p™) given by an equation of type (Aff) consists of the et of points Q = (xq,yd
At the equation yoz = xQ3 + a xq + b holds, together with an extra\point 0 referred to as f{

not contained in F(p™) x F(p™) and does not solve the defining equation (Aff). The set of po
E F(p™) x F(p™) is called the affine part of E.

ve E over F(p™) is endowed with a binary gperation “+” : E x E — E assigning to any two pd
oint Q;+ Q. on E. The elliptic curve E isian abelian group with respect to “+” possessing th

point at infinity O is the identity ‘element for the group operation on E:
Q=Q + 0:= Q, for all points Q on E.
= (x,y) is an affine peint of E then the inverse point —Q has the co-ordinates (x, —y) and Q +

) and Q; = (x,, Y)Y are affine points of E, where Q; # —Qo, then the co-ordinates x3 and y; 0
are given by, the following formulae:

X3 = rZ—X1 —X2

eierstrass

Veierstrass

e F(p") x
he point at

nts on E of

ints Q;, Q,
e following

(—Q) = OE.

f the “sum”

Va = (X4 —X3) =2

where either

or r= (3x

Note the diffe

r= (y2—yi)/(x2—xq), ifQ#Q
+a)l(2y4), if Q= Q,

rence in the formulae for doubling a point and for adding two distinct points.

It is evident that in the affine description of the elliptic curve group law given above, the point at infinity - introduced
only as a formal symbol - plays a rather obscure role that is not easily understood. The major drawback of the
affine description is that it makes heavy use of divisions in F(p™). In most implementations of finite field arithmetic
the field division is a very “expensive” operation and in such situations it can be prudent to avoid divisions as much
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as possible. This can be achieved by using the projective description of the elliptic curve group law. Both

description

s of elliptic curves are compatible.

A.3.2.2 Projective Description

The projective description of an elliptic curve defined over a finite extension field of F(p) is now given.

NOTE

A.3.2.21

Using projective description will result in more multiplications during the calculation but no inversions have to be
computed anymore.

The projective plane over F(p™)

Consider t
triple (0,0,(

Introduce ¢

The projed
equivaleng
the project

A3.2.2.2

The projec

The elliptig

e class which the triple (x,y,z) belongs to is denoted by (x:y:z). This\€quivalence class is ca
ve plane over F(p"™) . (Note that (0:0:0) is not a point of IT(F(p™)))

The projective description of an elliptic curve E over-F(p™)

live analogue of the short affine Weierstrass equation (Aff) is the homogeneous cubic equa

(Proj)  Y2Z=x3+axz2+p 73 with a, b e F(p™)

such that t{he triple (x,y,z) is a solution of the.eguation (Proj). There is a 1-1 relation between the

when the ¢
— IfQ=
— IfR=
— There
A3.2.23

In projectiv

1 T

urve is given in affine description and the points R of the projective form. Indeed, the follow

Xo, Yq) is an affine point of E;then R = (xq: yq:1) is the corresponding point in projective ng

x:y:z) (with z = 0 ) is a solution of (Proj) then Q = (x/z,y/z) is the corresponding affine point

is only one solution of (Proj) with z = 0, namely the point (0:1:0). This point corresponds to
The group:law in projective description

e notation'the group law on an elliptic curve given by (Proj) reads as follows:

nepoint (0:1:0) is the identity element 0g with respect to “+”.

ne set F(p™) x F(p™) x F(p™)\ {(0,0,0)} consisting of all triples (x,y,z) of elements of F(g™)/&xcept for the
).
nto F(p™) x F(p™) x F(p™)\ {(0,0,0)} an equivalence relation “~” as follows:
(x,y,2) ~ (X,y',Z) < there exists Le F(p")* such that x = Ax’, y = Ay¢'and z = AZ.
tive plane ITL(F(p™)) over F(p™) is the set of equivalence classes/determined by the relation “~”. The

led a point of

ion

curve given in projective description consists of all points R = (x:y:z) of the projective plane ITL(F(p™))

boints Q of E
ng holds:

tation.
Df E.

De.

2) Let R4 =(x4ys.24) be a point on E given projective notation. Then (x;:—y:z4) is — R4.

3) LetR;=(x1:y1:27) and R, = (x2:y»:Z,) be two distinct points on E ( both # (0:1:0)) and denote their sum by

R

w

3 = (X3:¥3:23). The co-ordinates x3,y3 and zzcan be computed using the following formulae:

X3 = —SU
2 3
Y3 =Hu +8°X2,) - 8712

_ 3
z, =522,

ith S = X,2, — X,2,, t=Yy,2,— Y42y, and U=87(X,2, + X,2,) — t*Z2,2,.
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4) If R=(x:y:z), the point R + R = (x3:y3:23) has the co-ordinates:

X3 =

y3=

Z3 =

—-su
tu+ s? X) — s3y

sz, with t = 3x* + az%, s = 2yzand u = 28%x - tz.

A.3.3 The order of an elliptic curve E defined over F(p™)

The number of points of E (including Og) is called the order (or cardinality) of E and is denoted by #(E). Clearly, #(E)

is the order (
is given by th

Hasse:

Waterhouse:

An elliptic cu
supersingulat

If Qis a poin

when establi
subgroups of

A.4 Intege

e following result due to Hasse and Waterhouse:

for—2\/p7m£t£2\/p7m

#(E) = p™+1 -t

g=p"+1 -t if and only if one of the following conditions hold.

0] tis odd.
(i) m is odd and one of the following holds
Q) t=0.

2 t* = 2q and p=2
(3) t* = 3q and p=3
(i) m is even and one of the followingcholds
4 t=4q
(5) t'=qgand p=1
(6) t=0and p#1

and anomalous curves should be avoided for cryptographic applications.

some relatively. large prime order.

r multiplication on an elliptic curve

n a group theoretic sense) of the finite group (E,+). The possible orders of a curve defined

rve E defined over F(p™)with #(E) = p™+1 -t is called supersingular if p divides t. T

t on E then Q generates a subgroup <Q> of (E,+). The order #(<Q>) divides #(E). It is a
shing an elliptic ¢urve based public-key system to find curves possessing points that generate

over F(p™)

Let t be an integer where |t| <24/p™ . Then there exists an elliptic curve-defined over F(p™) of order

'he use of

major task

A.4.1 Evalu

ating the integer multiplication

The integer multiplication mapping is easily evaluated using the well-known “double-and-add” technique. Let k be
an arbitrary positive integer and let k = k,2" + k. 2"+ L + k42 + kj be the binary representation of k, where k,, =

1.

In order to determine Q = kG one can proceed as follows:

—  Set Q = OE.

— Fori=ndowntoi=0do

20

Q=Q+Q
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Ifki=1then Q:=Q+G

Hence, for a randomly chosen k it may be expected that the process of evaluating kG will entail (n + 1) doublings of
curve points plus ~(n + 1)/2 operations of type (Q,G) - Q; + G. There are several methods known to accelerate
this second step based on some redundant representation of k = k,2" + k.1 2" + ..... + k(2 + k.

The scalar multiplication mapping may also be evaluated using the “addition-subtraction” technique. Let k be an
arbitrary positive integer, let 3k = by 2" +h,2" + hpe 277 + ... + h2 + hy , h,+s =1 be the binary representation of
3k, where h, =1, and let k = k,,+12"+7 + k2" + Kpq 2"+ + k{2 + ko , ky+1 =0 be the binary representation of k
(note that k, = 0).

In order to determine-Q—kG-ore-canproseed-as-follows:

Set Q= G.

For/3n-1downto/=1do
SetQ:=Q+Q.
Ifh,=1and k,=0thensetQ=Q + G.
Ifh,=0and k;=1thensetQ=Q -G.
For a randpmly chosen k it may be expected that the process of evaldating kG will entail (n — 1) doubfings of curve

points and[~(n — 1)/3 operations of type (Q,-,G) — Q; + G. Again, we can accelerate this second step by using some
redundant fepresentation of k = k,2" + k., 2™ + ..... + k2 + ko,

A.5 Methods to determine discrete logarithms on elliptic curves
The following techniques are available to determine‘discrete logarithms on an elliptic curve:

1) The Ponhlig-Silver-Hellman algorithm. This is a ‘divide-and-conquer’ method which reduceg the discrete
logarithm problem for an elliptic ctitve E defined over F(p) to the discrete logarithm in cyclic|subgroups of
pime order g where q runs through set of prime divisors of #(E).

2) The baby-step-giant-step-algorithm and various variants of the Pollard-p algorithm.

3) The algorithm of Frey-Rick and the Menezes-Okamoto-Vanstone algorithm which both fransform the

discrete logarithm“problem in a cyclic subgroup of E with prime order g to the smallest extengion field K of
Fip) such that'g:divides #(K*). The Frey-Rick algorithm runs under weaker conditions than [the algorithm
puiblished byMenezes-Okamoto-Vanstone.

4) The algorithm of Araki-Satoh, Smart and Riick which solves the discrete logarithm problem|for an elliptic
ciirve E defined over F(p™)in the case #(E) = p"'.

Unlike the situation of the discrete logarithm in the multiplicative group of some finite field there is no known “index-
calculus” available in the case of elliptic curves.

NOTE 1 The algorithms 1 and 2 are general applicable algorithms which work on all kinds of elliptic curves while the
algorithms mentioned in 3 and 4 are algorithms which need curves with special properties.

NOTE 2  This list of algorithms is subject to change.

A.5.1 The MOV Condition

As mentioned above, the reduction attack of Menezes, Okamoto and Vanstone reduces the discrete logarithm
problem in an elliptic curve over F(q) (for some prime power q) to the discrete logarithm in the finite field F(qB) for
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