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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information

technology, |
International

The main tal
Standards ad
an Internatior|

Attention is d
rights. 1ISO ar

ISO/IEC 154
Subcommitte
Criteria Proje

This second ¢
revised.

ISO/IEC 154
techniques —

Part 1: In

Part 2: S

Part 3: S

Legal notic

The governm
Criteria for In
Criteria for In|

50 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
5k of the joint technical committee is to prepare International Standards. Draft Interng
opted by the joint technical committee are circulated to national bodies for voting. Publicat

al Standard requires approval by at least 75 % of the national bodies casting a vote.

rawn to the possibility that some of the elements of this documentsnay be the subject of
d IEC shall not be held responsible for identifying any or all such.patent rights.

8-2 was prepared by Joint Technical Committee ISO/IECJTC 1, Information techn

b SC 27, IT security techniques. The identical text of ISO/IEC: 15408 is published by the Cor
Ct Sponsoring Organisations as Common Criteria for Infermation Technology Security Eval

pdition cancels and replaces the first edition (ISO/IEE 15408-2:1999), which has been techr]

D8 consists of the following parts, under:the general title Information technology — Se
Evaluation criteria for IT security:

troduction and general model
ecurity functional requirements

Ecurity assurance requirements

11

tional
on as

patent

blogy,
hmon
1ation.

ically

Curity

ental organizations listed below contributed to the development of this version of the Co

hereby grant

mon

formation Technology Security Evaluations. As the joint holders of the copyright in the Common
formation Technology Security Evaluations, version 2.3 Parts 1 through 3 (called CC 2.3), they
non-exclusive license to ISO/IEC to use CC 2.3 in the continued development/maintenance of

the ISO/IEC 15408 international standard. However, these governmental organizations retain the right to use,
copy, distribute, translate or modify CC 2.3 as they see fit.

Australia/New Zealand:

Canada:

Xviii

The Defence Signals Directorate and the Government Communications
Security Bureau respectively;

Communications Security Establishment;
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Direction Centrale de la Sécurité des Systéemes d'Information;

Bundesamt fir Sicherheit in der Informationstechnik;

Information Technology Promotion Agency;

Netherlands National Communications Security Agency;

Ministerio de Administraciones Publicas and Centro Criptoldgico Nacional;

Communications-Electronic Security Group;

United States:

The National Security Agency and the National Institute of Standzltrds and
Technology.
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Introduct

ion

Security functional components, as defined in this part of ISO/IEC 15408, are the basis for the security
functional requirements expressed in a Protection Profile (PP) or a Security Target (ST). These requirements
describe the desired security behaviour expected of a Target of Evaluation (TOE) or the IT environment of the
TOE and are intended to meet the security objectives as stated in a PP or an ST. These requirements
describe security properties that users can detect by direct interaction (i.e. inputs, outputs) with the IT or by
the IT response to stimulus.

Security fundtional components express security requirements intended to counter threats in thelass
ironment of the TOE and/or cover any identified organisational security policies andrassumptions.

operating eny

The audiencg for this part of ISO/IEC 15408 includes consumers, developers, and evaluators of sec
products. ISO/IEC 15408-1 Clause 5 provides additional information on the-target audiefce of
ISO/IEC 15408, and on the use of ISO/IEC 15408 by the groups that comprise the,target audience. ]

systems and

groups may (4

a) Consumers, who use this part of ISO/IEC 15408 when selecting components to express fung

requirements to satisfy the security objectives expressed in a PP or SF.MSO/IEC 15408-1 Subclau
provides| more detailed information on the relationship between\ security objectives and sq
requirements.

b) Developérs, who respond to actual or perceived consumer security requirements in constructing a

may find
can also
functiong

¢) Evaluato
TOE fun
depende
ISO/IEC

se this part of ISO/IEC 15408 as follows:

a standardised method to understand those requifements in this part of ISO/IEC 15408.
use the contents of this part of ISO/IEC 15408 as a basis for further defining the TOE sq
and mechanisms that comply with those requirements.

Fs, who use the functional requirements.defined in this part of ISO/IEC 15408 in verifying th

hcies are accounted for and shown to be satisfied. Evaluators also should use this p
15408 to assist in determining whether a given TOE satisfies stated requirements.

umed

ire 1T
[hese
tional

be 5.3
curity

TOE,
They
curity

at the

ctional requirements expressed in theyPP or ST satisfy the IT security objectives and that all

art of

XX

© ISO/IEC 2005 - All rights reserved


https://iecnorm.com/api/?name=0318720e9b03887a7ca9c0404cb57788

INTE

RNATIONAL STANDARD ISO/IEC 1540

8-2:2005(E)

Information technology — Security techniques — Evaluation
criteria for IT security —

Part 2:
Security functional requirements

1

This part of ISO/IEC 15408 defines the required structure and content of security functional co

the p
secur

2 N

The {
referg
docur

I1ISO/I
Part 1

3

For t
I1ISO/I

4 (

ISO/I
defini
secur
the n

requitements specification’ and evaluation.

This
rathe
time (

Since

cope

rpose of security evaluation. It includes a catalogue of functional components thatwill mee
ty functionality requirements of many IT products and systems.

lormative references

ollowing referenced documents are indispensable for the application of this documer
nces, only the edition cited applies. For undated references,)the latest edition of th
hent (including any amendments) applies.

FC 15408-1, Information technology — Security technhiques — Evaluation criteria for 17
. Introduction and general model

erms, definitions, symbols and abbreviated terms

FC 15408-1 apply.

Dverview

FC 15408 and the associated)security functional requirements described herein are not n
ive answer to all the préblems of IT security. Rather, ISO/IEC 15408 offers a set of we
ty functional requirements that can be used to create trusted products or systems reflecting
narket. These security functional requirements are presented as the current state

part of ISOHEE 15408 does not presume to include all possible security functional req
contains~those that are known and agreed to be of value by this part of ISO/IEC 15408
f release;

thesunderstanding and needs of consumers may change, the functional requirements i

mponents for
the common

t. For dated
e referenced

| security —

ne purposes of this document, the terms, definitions, symbols and abbreviated terms given in

neant to be a
Il understood
the needs of
pf the art in

irements but
uthors at the

h this part of

ISO/I

C 15208 Wit meed 10 be maintained: IT1s envisioned that some PP/ST authors may have s

ecurity needs

not (yet) covered by the functional requirement components in this part of ISO/IEC 15408. In those cases the
PP/ST author may choose to consider using functional requirements not taken from ISO/IEC 15408 (referred

to as

4.1

extensibility), as explained in annexes A and B of ISO/IEC 15408-1.

Organisation of this part of ISO/IEC 15408

Clause 5 describes the paradigm used in the security functional requirements of this part of ISO/IEC 15408.

Clause 6 introduces the catalogue of this part of ISO/IEC 15408 functional components while clauses 7
through 17 describe the functional classes.
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Annex A provides explanatory information for potential users of the functional components including a
complete cross reference table of the functional component dependencies.

Annex B through Annex M provide the explanatory information for the functional classes. This material must
be seen as normative instructions on how to apply relevant operations and select appropriate audit or
documentation information; the use of the auxiliary verb should means that the instruction is strongly preferred,
but others may be justifiable. Where different options are given, the choice is left to the PP/ST author.

Those who author PPs or STs should refer to clause 2 of ISO/IEC 15408-1 for relevant structures, rules, and

guidance:

a) ISO/IEC
b) ISO/IEC
c) ISO/IEC
d) ISO/IEC
5 Functig

This clause d

those figures
This subclaug

pnal requirements paradigm

Target of Evaluation (TOE)

15408-1. clause 2 defines the terms used in ISOQ/AEC 15408

15408-1, annex A defines the structure for PPs.
15408-1, annex B defines the structure for STs.

15408-1, annex C contains a bibliography of relevant reference documents.

escribes the paradigm used in the security functional requirements of this part of ISO/IEC 1
Figures 1 and 2 depict some of the key concepts of the paradigm. This subclause provides descriptive t
and for other key concepts not depicted. Key concepts discussed are highlighted in bold/i
e is not intended to replace or supersede any of the terms found in ISO/IEC 15408-1, claus

TOE Security Functions Interface (TSFI)

—

umal
ser ( Security
/ Rethote IT \ Attributés
Product ) :

[ G
bubject

ubject

Security
Attributes

> TOE Security Functions
(TSF)

Enforces TOE Security Policy

; * (TSP) ~

Object/
Information Subject

Security Security
Attributes Attributes

5408.
pxt for
talics.
e 2.

N

Security
User \ Attributes

Process

TSF Scope of Control (TSC)

Figure 1 - Security functional requirements paradigm (Monolithic TOE)

This part of ISO/IEC 15408 is a catalogue of security functional requirements that can be specified for a
Target of Evaluation (TOE). A TOE is an IT product or system (along with user and administrator guidance
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documentation) containing resources such as electronic storage media (e.g. disks), peripheral devices (e.g.
printers), and computing capacity (e.g. CPU time) that can be used for processing and storing information and
is the subject of an evaluation.

TOE evaluation is concerned primarily with ensuring that a defined TOE Security Policy (TSP) is enforced
over the TOE resources. The TSP defines the rules by which the TOE governs access to its resources, and
thus all information and services controlled by the TOE.

The TSP is, in turn, made up of multiple Security Function Policies (SFPs). Each SFP has a scope of
control, that defines the subjects, objects, and operations controlled under the SFP. The SFP is implemented
by a Security Function (SF), whose mechanisms enforce the policy and provide necessary capabilities.

Local User Local (Internal TOE)

.-~ Trusted Path
a ‘\’ . Internal TOE Transfer

SF SF
SF \

N Local TOE
Transfers \ Inter-TSF
. . - T r
» . OutsideTSF - ransfer
Control I ‘
Inter-TSF \
Truﬁted 4 - RF: Remote
Pat ! Function
prirsted I Produer i Remote Trusted IT Rroduct

Remote User

Eigllrp 2 - Diagmm of melrity functions in a distributed TOE

Those portions of a TOE that must be relied on for the correct enforcement of the TSP are collectively referred
to as the TOE Security Functions (TSF). The TSF consists of all hardware, software, and firmware of a TOE
that is either directly or indirectly relied upon for security enforcement.

A reference monitor is an abstract machine that enforces the access control policies of a TOE. A reference
validation mechanism is an implementation of the reference monitor concept that possesses the following
properties: tamperproof, always invoked, and simple enough to be subjected to thorough analysis and testing.
The TSF may consist of a reference validation mechanism and/or other security functions necessary for the
operation of the TOE.

The TOE may be a monolithic product containing hardware, firmware, and software.
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Alternatively a TOE may be a distributed product that consists internally of multiple separated parts. Each of
these parts of the TOE provides a particular service for the TOE, and is connected to the other parts of the
TOE through an internal communication channel. This channel can be as small as a processor bus, or may
encompass a network internal to the TOE.

When the TOE consists of multiple parts, each part of the TOE may have its own part of the TSF which
exchanges user and TSF data over internal communication channels with other parts of the TSF. This
interaction is called internal TOE transfer. In this case the separate parts of the TSF abstractly form the
composite TSF, which enforces the TSP.

TOE interfaces may be localised to the particular TOE, or they may allow interaction with other IT products

over externalcommunication channels These external interactions with other IT pmdnr‘tc may ta two

forms:

a) The secprity policy of the “remote trusted IT product” and the TSP of the local TOES|have|been
administfatively coordinated and evaluated. Exchanges of information in this situation are ‘called |inter-
TSF trarjsfers, as they are between the TSFs of distinct trusted products.

b) The remgte IT product may not be evaluated, indicated in Figure 2 as “untrusted T -product”, therefore its
security policy is unknown. Exchanges of information in this situation are called transfers outsid¢ TSF
control, [as there is no TSF (or its policy characteristics are unknown) on the\remote IT product.

The set of int
TSF Scope @
and operation

The set of in
interface), th
from the TSI
functions that

Users are ou
performed by
to this part of
users are fur
devices (e.g.
another IT pr

bractions that can occur with or within a TOE and are subject to-the rules of the TSP is callg
f Control (TSC). The TSC encompasses a defined set of interactions based on subjects, 0
s within the TOE, but it need not encompass all resources.of a TOE.

ﬂerfaces, whether interactive (man-machine interfacg) ‘er programmatic (application prograr
(o]

ugh which resources are accessed that are mediated by the TSF, or information is ob
-, is referred to as the TSF Interface (TSFPH.;-The TSFI defines the boundaries of the
provide for the enforcement of the TSP.

side of the TOE, and therefore outside:of the TSC. However, in order to request that servig
the TOE, users interact with the TOEthrough the TSFI. There are two types of users of in
ISO/IEC 15408 security functionakrequirements: human users and external IT entities. H
her differentiated as local human users, meaning they interact directly with the TOE vig
workstations), or remote human users, meaning they interact indirectly with the TOE th
bduct.

A period of ipteraction between_tsers and the TSF is referred to as a user session. Establishment o

sessions can
method of ac

This part of
privileges ne
allowable for

be controlled based/on a variety of considerations, for example: user authentication, time @
Cessing the TQE;-and number of allowed concurrent sessions per user.

SO/IEC /25408 uses the term authorised to signify a user who possesses the rights
cessary\to perform an operation. The term authorised user, therefore, indicates th
A userto perform an operation as defined by the TSP.

bd the
bjects,

nming
ained
TOE

es be
terest
uman

TOE
rough

f user
f day,

nd/or
it is

To express r

quirements that caltfor the separation of administrator auties, the refevant this part of 1S

/IEC

15408 security functional components (from family FMT_SMR) explicitly state that administrative roles are
required. A role is a pre-defined set of rules establishing the allowed interactions between a user and the TOE.
A TOE may support the definition of any number of roles. For example, roles related to the secure operation of
a TOE may include “Audit Administrator” and “User Accounts Administrator”.

TOEs contain resources that may be used for the processing and storing of information. The primary goal of
the TSF is the complete and correct enforcement of the TSP over the resources and information that the TOE
controls.

TOE resources can be structured and utilised in many different ways. However, this part of ISO/IEC 15408

makes a specific distinction that allows for the specification of desired security properties. All entities that can
be created from resources can be characterised in one of two ways. The entities may be active, meaning that
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they are the cause of actions that occur internal to the TOE and cause operations to be performed on
information. Alternatively, the entities may be passive, meaning that they are either the container from which

information originates or to which information is stored.

Active entities are referred to as subjects. Several types of subjects may exist within a TOE:

a) those acting on behalf of an authorised user and which are subject to all the rules of the TSP (e.g. UNIX
processes);

b) those acting as a specific functional process that may in turn act on behalf of multiple users (e.g.
functions as might be found in client/server architectures); or

C) tlltose acting as part of the TOE itself (e.g. trusted processes).

this pfart of ISO/IEC 15408 addresses the enforcement of the TSP over types of subjects.as-thosg listed above.

Passiye entities (i.e. information containers) are referred to in this part of ISO/IE€. 15408 secufity functional

requitements as objects. Objects are the targets of operations that may be performed by subjec
where a subject (an active entity) is the target of an operation (e.g. interprocess communicati
may also be acted on as an object.

Objed
addre

ts can contain information. This concept is required to spegify. information flow contr
ssed in the FDP class.

Userq,
TOE
incregse the user-friendliness of the TOE) while othefs,“such as access control informatig
specifically for the enforcement of the TSP. These fatter attributes are generally referred to
attrit):[j.ttes". The word attribute will be used as a shorthand in this part of ISO/IEC 15408 for the
attribyte

subjects, information and objects possess certain attributes that contain information th

", unless otherwise indicated. However{Zno matter what the intended purpose of

infornpation, it may be necessary to have controls:on attributes as dictated by the TSP.

n a TOE is categorised as either usefr-data or TSF data. Figure 3 depicts this relationship.
ation stored in TOE resources_that can be operated upon by users in accordance with

users| if allowed by the TSP{ Security attributes, authentication data and access control lig
examples of TSF data.

Therg are several SEPs-that apply to data protection such as access control SFPs and info
contrpl SFPs. Theynechanisms that implement access control SFPs base their policy decisions
of the| subjects, objects and operations within the scope of control. These attributes are used in t
that gpvern operations that subjects may perform on objects.

The mechanisms that implement information flow control SFPs base their policy decisions on the

. In the case
n), a subject

bl policies as

at allows the

fo behave correctly. Some attributes, such as file nanjes, may be intended to be informational (i.e. to

n, may exist
as “security
vord “security
the attribute

User Data is
the TSP and
il message is
influenced by
t entries are

mation flow
on attributes
e set of rules

b attributes of

the s bjects and mformatlon W|th|n the scope of control and the set of rules that govern the
subje 1 nfor T ] f

)perations by
ributes of the

container (or may not asin the case of a multi-level database) stay with the mformatlon as it moves.
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Two specific
same. These

Authenticatio
common for
effective se

c
authenticatio?[

secret, but ra

The term se

authenticatiof data, is intended to also be applicable to other types af-data that must be kept secret in of

enforce a spq
confidentiality
keep the cryp

Therefore, s
used as auth
Figure the ty
indicated.

TOE DATA
/ / Security Attributes \\
TSF DATA
o
Authentication Object Attributes
USER DATA Data
Subject Attributes
\ Information Attribute /

Figure 3 - Relationship between user data and TSF data

types of TSF data addressed by this part of ISO/IEC 15408 can be, but are not necessari
are authentication data and secrets.

of authentication data is the password, which depends on being kept secret in order to
rity mechanism. However, not all forms of authentication data need to-be kept secret. Bio
devices (e.g. fingerprint readers, retinal scanners) do not rely omnthe fact that the data i
her that the data is something that only one user possesses and that cannot be forged.

crets, as used in this part of ISO/IEC 15408 functionak requirements, while applica

cific SFP. For example, a trusted channel mechanism_ that relies on cryptography to preser
of information being transmitted via the channel ¢an only be as strong as the method ug
tographic keys secret from unauthorised disclosure.

me, but not all, authentication data needs(to”be kept secret and some, but not all, secre
bntication data. Figure 4 shows this relationship between secrets and authentication data.
pes of data typically encountered inzthe authentication data and the secrets subclausq

AUTHENTICATION DATA

BIOMETRICS
SMART CARDS

PASSWORDS

CRYPTO VARIABLES
SECRETS

n data is used to verify the claimed identity of a user requesting services§rgm a TOE. The

y, the

most
be an
metric
5 kept

ple to
der to
e the
ed to

[s are
In the
s are

Figure 4 - Relationship between “authentication data” and “secrets”

6 Security functional components

6.1 Overview

This clause defines the content and presentation of the functional requirements of ISO/IEC 15408, and
provides guidance on the organisation of the requirements for new components to be included in an ST. The

functional req

uirements are expressed in classes, families, and components.
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6.1.1 Class structure

Figure 5 illustrates the functional class structure in diagrammatic form. Each functional class includes a class
name, class introduction, and one or more functional families.

Functional
Class

Class

— Name

Class
—1 Introduction

A
B
[
Key C | l
_ Eunctional
&0\ contains B plus a number of C — Families

Figure 5 - Functignal class structure

6.1.11 Class name

The cdlass name subclause provides informiation necessary to identify and categorise a functiona| class. Every
functipnal class has a unique name. The categorical information consists of a short name of thrge characters.
The short name of the class is used in the specification of the short names of the families of that ¢lass.

6.1.1p2 Class introduction
The ¢lass introduction .€xpresses the common intent or approach of those families to sgtisfy security
objectives. The definition-of functional classes does not reflect any formal taxonomy in the specification of the

requiements.

The ¢lass introduction provides a figure describing the families in this class and the hiefarchy of the
comppnents-ineach family, as explained in subclause 6.2.

6.1.2 | \Family structure

Figure 6 illustrates the functional family structure in diagrammatic form.
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Functional
Family Family name
Family behaviour
Component levelling
Management
Audit
d
Components
Figure 6 - Functional family structufe
6.1.2.1  Family name
The family name subclause provides categorical and descriptive information necessary to identify

categorise a
of a short na
underscore al
provides the
6.1.2.2 Fa

The family b
general desc

a)
TOE that
b) The des
compong
assess W
6.1.2.3 Cd

u
rLe of seven characters, with the first three identical to the short name of the class followed

The seclirity objectives of thetfamily address a security problem that may be solved with the hel

nctional family. Every functional family has a unigue name. The categorical information co

nd the short name of the family as follows\ XXX_YYY. The unique short form of the family
principal reference name for the components.

mily behaviour

bhaviour is the narrative desctiption of the functional family stating its security objective
iption of the functional requirements. These are described in greater detail below:
incorporates a component of this family;

cription of the functional requirements summarises all the requirements that are included
nt(s). Thel{description is aimed at authors of PPs, STs and functional packages who w

hether the)family is relevant to their specific requirements.

mponent levelling

and
nsists
by an
name

and a

D of a

n the
ish to

Functional families contain one or more components, any one of which can be selected for inclusion in PPs,
STs and functional packages. The goal of this subclause is to provide information to users in selecting an
appropriate functional component once the family has been identified as being a necessary or useful part of

their security

requirements.

This subclause of the functional family description describes the components available, and their rationale.
The exact details of the components are contained within each component.

The relationships between components within a functional family may or may not be hierarchical. A

component is

hierarchical to another if it offers more security.

As explained in 6.2 the descriptions of the families provide a graphical overview of the hierarchy of the

components i

n a family.
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The management requirements contain information for the PP/ST authors to consider as management
activities for a given component. The management requirements are detailed in components of the
management class (FMT).

A PP/ST author may select the indicated management requirements or may include other management

requirements not listed. As such the information should be considered informative.

6.1.2.5 Audit

The auditreguirements—contain—auditable—eventsfor-the PP/ST authors-to-select—if reguirem
| T <

class
terms
(FAU|
use d
regar
includ

It sho
Audit
in the
simpl
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FAU: Security audit, are included in the PP/ST. These requirements include security reley
of the various levels of detail supported by the components of the Security audit-da
| GEN) family. For example, an audit note might include actions that are in terms of;' Minim3

ling the security attributes involved; Detailed - any configuration changes-made to the
ing the actual configuration values before and after the change.

uld be observed that the categorisation of auditable events is hierarchical. For example

Generation is desired, all auditable events identified as being both Minimal and Basic shoul
PP/ST through the use of the appropriate assignment operation, ‘except when the highg
provides more detail than the lower level event. When Deétailed Audit Generation i

ied auditable events (Minimal, Basic and Detailed) should ke included in the PP/ST.

class FAU: Security audit the rules governing the audit:are explained in more detail.
Component structure
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6.1.3.1

Component identification

The component identification subclause provides descriptive information necessary to identify, categorise,
register and cross-reference a component. The following is provided as part of every functional component:

A unique name. The name reflects the purpose of the component.

A short name. A unique short form of the functional component name. This short name serves as the principal
reference name for the categorisation, registration and cross-referencing of the component. This short name
reflects the class and family to which the component belongs and the component number within the family.

A hierarchica
component ¢

6.1.3.2
A set of elem

A functional
evaluation re

When buildin
component. ]
package.

A unigue sh
FDP_IFF.4.2
“Information

flows”, .2 - 2n
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That is only 1
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Functional elements

ents is provided for each component. Each element is individually defined ands self-contai

blement is a security functional requirement that if further divided would. not yield a mear
bult. It is the smallest security functional requirement identified and recognised in ISO/IEC 1

g packages, PPs and/or STs, it is not permitted to select only~one or more elements f
[he complete set of elements of a component must be seléeted for inclusion in a PP,

ort form of the functional element name is provided. For example the requirement
reads as follows: F - functional requirement, DP<> class “User data protection”, IFF -
flow control functions”, .4 - 4th component named “Partial elimination of illicit inforn
d element of the component.

pendencies

5 among functional components arise\when a component is not self sufficient and relies up
f, or interaction with, another component for its own proper functioning.

hal component provides a.complete list of dependencies to other functional and assu
Some components may(list “No dependencies”. The components depended upon may i
bncies on other componients. The list provided in the components will be the direct depends
pferences to the furictional requirements that are required for this requirement to perform
b indirect dependencies, that is the dependencies that result from the depended
can be found.in-Annex A of this part of ISO/IEC 15408. It is noted that in some case
s optional ifikthat a number of functional requirements are provided, where each one of
cient to satisfy the dependency (see for example FDP_UIT.1 Data exchange integrity).

hcy list identifies the minimum functional or assurance components needed to satisfy the sg
associated with an identified component. Components that are hierarchical to the ide
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rance
h turn
ncies.
ts job
upon
s the
them

curity
ntified

component

ay aiso be used 10 satsfy the dependency.

The dependencies indicated in this part of ISO/IEC 15408 are normative. They must be satisfied within a
PP/ST. In specific situations the indicated dependencies might not be applicable. The PP/ST author, by
providing the rationale why it is not applicable, may leave the depended upon component out of the package,
PP or ST.

6.2 Component catalogue
The grouping of the components in this part of ISO/IEC 15408 does not reflect any formal taxonomy.

This part of ISO/IEC 15408 contains classes of families and components, which are rough groupings on the
basis of related function or purpose, presented in alphabetic order. At the start of each class is an informative
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diagram that indicates the taxonomy of each class, indicating the families in each class and the components in
each family. The diagram is a useful indicator of the hierarchical relationship that may exist between
components.

In the description of the functional components, a subclause identifies the dependencies between the
component and any other components.

In each class a figure describing the family hierarchy similar to Figure 8, is provided. In Figure 8 the first family,
Family 1, contains three hierarchical components, where component 2 and component 3 can both be used to
satisfy dependencies on component 1. Component 3 is hierarchical to component 2 and can also be used to
satisfy dependencies on component 2.

Class Name
Family 1 1 H2H3
Family 2
ami
:
- A 2 N
Family 3 i — 14
3

Figure 8 - Sample classsdecomposition diagram

In Family 2 there are three components not all of which are hierarchical. Components 1 and 2 are hierarchical
to nd other components. Component 3 is\hierarchical to component 2, and can be uspd to satisfy
depemdencies on component 2, but not to-satisfy dependencies on component 1.

In Family 3, components 2, 3, and<4’ are hierarchical to component 1. Components 2 angl 3 are both
hierafchical to component 1, but hen-comparable. Component 4 is hierarchical to both component 2 and
comppnent 3.

Thesg¢ diagrams are meantito ‘complement the text of the families and make identification of the relationships
easief. They do not replace the “Hierarchical to:” note in each component that is the mandgtory claim of
hierarfchy for each component.

6.2.1| Component changes highlighting

The relationship between components within a family is highlighted using a bolding convention| This bolding
convgntion—calls for the bolding of all new requirements. For hierarchical components, reqirements are
bolded when they are enhanced or madified heyond the requirements of the previous component. In addition,
any new or enhanced permitted operations beyond the previous component are also highlighted using bold

type.

7 Class FAU: Security audit

Security auditing involves recognising, recording, storing, and analysing information related to security
relevant activities (i.e. activities controlled by the TSP). The resulting audit records can be examined to
determine which security relevant activities took place and whom (which user) is responsible for them.
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FAU ARP: Security audit automatic response |
l
FAU GEN: Security audit data generation <
2
2
FAU SAA: Security audit analysis L
3 4
L
FAU SAR: Security audit review 2
3
FAU SEL: Security audit event selection L
l i
FAU STG: Security audit event storage <
3 4

Figure 9 - FAU: Security audit, class decomposition

7.1 Security audit automatic response (FAU_ARP)
7.1.1 Family Behaviour

This family defines the response to be taken in case of detected events indicative of a potential sgcurity
violation.

7.1.2 Component levelling

FAY] ARP: Security audit automatic response |

Figure 10 - FAU_ARP component levelling

At FAU_ARP|I:Security alarms, the TSF shall take actions in case a potential security violation is detected.

7.1.3 Management of FAU_ARP.1

The following actions could be considered for the management functions in FMT:
a) the management (addition, removal, or modification) of actions.

7.1.4 Audit of FAU_ARP.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Actions taken due to imminent security violations.
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7.1.5 FAU_ARP.1 Security alarms

Hierarchical to:  No other components.

Dependencies: FAU_SAA.1 Potential violation analysis
7151 FAU_ARP.1.1

The TSF shall take [assignment: list of the least disruptive actions] upon detection of a potential
security violation.

7 2 Sopcrivitvg A dit Aot ~AnAratian (CALL N
. oeouurtiTi “UuurTl At a 3\'II\'IU[I.IUII \I o Vl_l‘}

7.2.1| Family Behaviour

This family defines requirements for recording the occurrence of security relevant eventsthat take place under
TSF ¢ontrol. This family identifies the level of auditing, enumerates the types of events that shal| be auditable
by theé TSF, and identifies the minimum set of audit-related information that should: be provided ithin various
audit fecord types.

7.2.2]1 Component levelling

FAU GEN: Security audit data generation <

Figure 11 - FAU_GEN component levelling

FAU_|GEN.1 Audit data generation defines th&evel of auditable events, and specifies the list of glata that shall
be ret¢orded in each record.

At FAU_GEN.2 User identity association, the TSF shall associate auditable events to individual user identities.
7.2.3| Management of FAU_GEN.1, FAU_GEN.2
Therg are no managemeint-activities foreseen.
7.2.4| Audit of FAU "GEN.1, FAU_GEN.2

Therq are no auditable events foreseen.

7.2.5| EAU) GEN.1 Audit data generation

Hierarchicalto:  No other components.

Dependencies: FPT_STM.1 Reliable time stamps

7251 FAU_GEN.1.1

The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;

b) All auditable events for the [selection, choose one of: minimum,basic,detailed,not specified] level
of audit; and

c) [assignment: other specifically defined auditable events].
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7.25.2 FAU_GEN.1.2

The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity, and the outcome (success or failure) of
the event; and
b) For each audit event type, based on the auditable event definitions of the functional components

included in the PP/ST, [assignment: other audit relevant information].

7.2.6 FAU_GEN.2 User identity association

Hierarchical tp:  No other components.

Dependencies: FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
7.2.6.1

FAU_GEN.2.1

The TSF sha
event.

Il be able to associate each auditable event with the identity.of the user that causdd the

7.3 Security audit analysis (FAU_SAA)

7.3.1 Family Behaviour

This family d
possible or r
response to 3

The actions t

Efines requirements for automated means that analyse system activity and audit data looki
pal security violations. This analysis may work-in support of intrusion detection, or autd
n imminent security violation.

b be taken based on the detection capsbe specified using the Security audit automatic res

hg for
matic

bonse

(FAU_ARP) family as desired.

7.3.2 Component levelling

FAU, SAA: Security audit analysis

Figure 12 - FAU_SAA component levelling

In FAU_SAAJ1 Paténtial violation analysis, basic threshold detection on the basis of a fixed rule set is required.

In FAU_SAA 2 Profile based anomaly detection. the TSF maintains individual profiles of system usage, Wwhere
a profile represents the historical patterns of usage performed by members of the profile target group. A profile
target group refers to a group of one or more individuals (e.g. a single user, users who share a group ID or
group account, users who operate under an assigned role, users of an entire system or network node) who
interact with the TSF. Each member of a profile target group is assigned an individual suspicion rating that
represents how well that member's current activity corresponds to the established patterns of usage
represented in the profile. This analysis can be performed at runtime or during a post-collection batch-mode
analysis.

In FAU_SAA.3 Simple attack heuristics, the TSF shall be able to detect the occurrence of signature events
that represent a significant threat to TSP enforcement. This search for signature events may occur in real-time
or during a post-collection batch-mode analysis.
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In FAU_SAA.4 Complex attack heuristics, the TSF shall be able to represent and detect multi-step intrusion
scenarios. The TSF is able to compare system events (possibly performed by multiple individuals) against
event sequences known to represent entire intrusion scenarios. The TSF shall be able to indicate when a
signature event or event sequence is found that indicates a potential violation of the TSP.

7.3.3 Management of FAU_SAA.1
The following actions could be considered for the management functions in FMT:

a) maintenance of the rules by (adding, modifying, deletion) of rules from the set of rules.

734 l\/l::n::gnmnnf of EALL SAA 2

The following actions could be considered for the management functions in FMT:;
a) npaintenance (deletion, modification, addition) of the group of users in the profile target group.
7.3.5| Management of FAU_SAA.3

The fpllowing actions could be considered for the management functions in(FMT:

a) npaintenance (deletion, modification, addition) of the subset of system events.

7.3.6| Management of FAU_SAA.4

The fopllowing actions could be considered for the management functions in FMT:

a) npaintenance (deletion, modification, addition) of thé.subset of system events;

b) nmpaintenance (deletion, modification, addition).of the set of sequence of system events.
7.3.7| Audit of FAU_SAA.1, FAU_SAA.2 FAU SAA.3, FAU_SAA.4

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in¢gluded in the
PP/ST:

a) Minimal: Enabling and disabling of any of the analysis mechanisms;
b) Minimal: Automated-responses performed by the tool.

7.3.8| FAU_SAA.1\Potential violation analysis

Hierafchical ta: ) *No other components.

Dependencies: FAU_GEN.1 Audit data generation

7.3.8.1 FAU_SAA11

The TSF shall be able to apply a set of rules in monitoring the audited events and based upon these
rules indicate a potential violation of the TSP.

7.3.8.2 FAU_SAA12
The TSF shall enforce the following rules for monitoring audited events:

a) Accumulation or combination of [assignment: subset of defined auditable events] known to
indicate a potential security violation;

b) [assignment: any other rules].

© ISO/IEC 2005 - All rights reserved 15


https://iecnorm.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

7.3.9 FAU_
Hierarchical to:

Dependencies:

7.3.9.1

SAA.2 Profile based anomaly detection
FAU_SAA.1 Potential violation analysis

FIA_UID.1 Timing of identification

FAU_SAA.2.1

The TSF shall be able to maintain profiles of system usage, where an individual profile represents the

historical patterns of usage performed by the member(s) of [assignment: the profile target group].

7392 F

U-SAA-22

The TSF shall be able to maintain a suspicion rating associated with each user whosecagtiv

recorded in
activity is fo

7.3.93 FA

a profile, where the suspicion rating represents the degree to which the user's cu
ind inconsistent with the established patterns of usage represented in the profile.

U_SAA.2.3

The TSF shall be able to indicate an imminent violation of the TSP when & user's suspicion

exceeds the
is reported b

7.3.10 FAU |
Hierarchical t

Dependencie

following threshold conditions [assignment: conditions underwhich anomalous ag
y the TSF].

SAA.3 Simple attack heuristics
D:  FAU_SAA.1 Potential violation analysis

5. No dependencies.

7.3.10.1 FAU_SAA.3.1

The TSF shall be able to maintain an internal representation of the following signature ¢
[assignment} a subset of system events] that.may indicate a violation of the TSP.

7.3.10.2 FAU _SAA.3.2

The TSF shall be able to compare the_signature events against the record of system activity disce
from an exarmination of [assignment:the information to be used to determine system activity].
7.3.10.3 FAU_SAA.3.3

The TSF shall be ablestosindicate an imminent violation of the TSP when a system event is fou

match a sigr

7.3.11 FAU |

ature event that indicates a potential violation of the TSP.

SAA.4 Complex attack heuristics

ity is
rrent

ating
tivity

vents

nible

nd to

Hierarchical to:

Dependencies:

FAU_SAA.3 Simple attack heuristics

No dependencies.

7.3.11.1 FAU_SAAA4.1

The TSF shall be able to maintain an internal representation of the following event sequences of known

intrusion scenarios [assignment:

list of sequences of system events whose occurrence are

representative of known penetration scenarios] and the following signature events [assignment: a subset
of system events] that may indicate a potential violation of the TSP.
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7.3.11.2 FAU_SAA.4.2

The TSF shall be able to compare the signature events and event sequences against the record of system
activity discernible from an examination of [assignment: the information to be used to determine system
activity].

7.3.11.3 FAU_SAA.4.3

The TSF shall be able to indicate an imminent violation of the TSP when system activity is found to match a
signature event or event sequence that indicates a potential violation of the TSP.

7.4 Sacuritveandit raviaw (EAL SAR)
. ety OtV e W1/ ro—o7 )

7.4.1| Family Behaviour

This family defines the requirements for audit tools that should be available to authorised’users tp assist in the
review of audit data.

7.4.2]1 Component levelling

FAU SAR: Security audit review 2

Figure 13 - FAU-SAR component levelling
FAU_|SAR.1 Audit review, provides the capability to read information from the audit records.

FAU [SAR.2 Restricted audit review, requires that there are no other users except those that have been
identified in FAU_SAR.1 Audit review that can read the information.

FAU_[SAR.3 Selectable audit review, requires audit review tools to select the audit data to be reyiewed based
on criteria.

7.4.3|1 Management of FAU_SAR.1

The following actions could be considered for the management functions in FMT:;

a) 1aintenance (deletion, modification, addition) of the group of users with read access right to the audit
records.

7.4.4 Management of FAU_SAR.2, FAU_SAR.3
There are no management activities foreseen.
7.4.5 Audit of FAU_SAR.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Reading of information from the audit records.
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7.4.6 Audit of FAU_SAR.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Unsuccessful attempts to read information from the audit records.
7.4.7 Audit of FAU_SAR.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Detailed]the parameters used for the viewing.
7.4.8 FAU_[SAR.1 Audit review
Hierarchical tp:  No other components.

Dependencies: FAU_GEN.1 Audit data generation

This compongnt will provide authorised users the capability to obtain and interpret the information. In c@se of
human userq this information needs to be in a human understandable presentation. In case of exterpal IT
entities the information needs to be unambiguously represented in an electronic fashion.
74.8.1 FAU_SAR.1.1

The TSF shall provide [assignment: authorised users] with~the capability to read [assignment: [ist of
audit information] from the audit records.

7482 FAU SAR.1.2
The TSF shd|l provide the audit records in a manner suitable for the user to interpret the informat|on.
7.4.9 FAU_[SAR.2 Restricted audit revieWw.
Hierarchical tp:  No other components.
Dependencies: FAU_SAR.1 Audit review
7491 FAU SAR.2.1

The TSF shall prohihit all users read access to the audit records, except those users that have|been
granted expllicit read-access.

7.4.10 FAU [SAR.3 Selectable audit review

Hierarchical to:  No other components.
Dependencies: FAU_SAR.1 Audit review
7.4.10.1 FAU_SAR.3.1

The TSF shall provide the ability to perform [selection: searches,sorting,ordering] of audit data based
on [assignment: criteria with logical relations].
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7.5 Security audit event selection (FAU_SEL)
7.5.1 Family Behaviour

This family defines requirements to select the events to be audited during TOE operation. It defines
requirements to include or exclude events from the set of auditable events.

7.5.2 Component levelling

FAU SEL: Security audit event selection |

Figure 14 - FAU_SEL component levelling

FAU_[SEL.1 Selective audit, requires the ability to include or exclude events from the'Set of ajdited events
based upon attributes to be specified by the PP/ST author.

7.5.3] Management of FAU_SEL.1

The following actions could be considered for the management functions\in’FMT:
a) npaintenance of the rights to view/modify the audit events.

7.5.4| Audit of FAU_SEL.1

The fpllowing actions should be auditable if FAU_GEN. Security audit data generation is in¢luded in the
PP/ST:

a) Minimal: All modifications to the audit configdration that occur while the audit collection [functions are
gperating.

7.5.5| FAU_SEL.1 Selective audit

Hierafchical to:  No other components.

Dependencies: FAU_GEN.1'Audit data generation
FMT_(MTD.1 Management of TSF data
7550 FAU_SEL:.1.1

The TSF shall.be able to include or exclude auditable events from the set of audited events based on
the fqllowing attributes:

a) [*nlnr‘finn' nhjnrt ir‘lnntif\ll,ncnr irlnntify,cnhjinr"r idnnfify’hncf ir‘lnnrify'n\/nnf fylnn]

b) [assignment: list of additional attributes that audit selectivity is based upon]
7.6 Security audit event storage (FAU_STG)
7.6.1 Family Behaviour

This family defines the requirements for the TSF to be able to create and maintain a secure audit trail.
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7.6.2 Component levelling

A
Ty

FAU STG: Security audit event storage

Figure 15 - FAU_STG component levelling

At FAU_STG.1 Protected audit trail storage, requirements are placed on the audit trail. It will be protected

from unautho

FAU_STG.2 Guarantees of audit data availability, specifies the guarantees that the TSF maintains ov
audit data givien the occurrence of an undesired condition.
FAU_STG.3 Action in case of possible audit data loss, specifies actions to be taken if a threshold on the

trail is exceeq
FAU_STG.4
7.6.3 Mana
There are no
7.6.4 Mana
The following
a) mainteng
7.6.5 Mana

The following

a) mainteng

b) maintena
failure.
7.6.6 Mana

The following

a) mainteng

Fised deletion and/or modification.

ed.

Prevention of audit data loss, specifies actions in case the audit trail/isfull.
gement of FAU_STG.1

management activities foreseen.

pement of FAU_STG.2

actions could be considered for the managementfunctions in FMT:

nce of the parameters that control the audit.storage capability.

gement of FAU_STG.3

actions could be considered for'the management functions in FMT:

nce of the threshold;

nce (deletion, modification, addition) of actions to be taken in case of imminent audit st

pement of FAU_STG.4
actions.ceuld be considered for the management functions in FMT:

nce (deletion, modification, addition) of actions to be taken in case of audit storage failure.

pr the

audit

prage

7.6.7 Audit

There are no

7.6.8 Audit

of FAU_STG.1, FAU_STG.2
auditable events foreseen.

of FAU_STG.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a)

20

Basic: Actions taken due to exceeding of a threshold.
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7.6.9 Audit of FAU_STG.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Actions taken due to the audit storage failure.
7.6.10 FAU_STG.1 Protected audit trail storage
Hierarchical to:  No other components.
Depepdencies—FALU—GEN-1Audit-data-gereratioch——m89 —M8M8M8M — M
7.6.10.1 FAU_STG.1.1

The TSF shall protect the stored audit records from unauthorised deletion.
7.6.10.2 FAU_STG.1.2

The TSF shall be able to [selection, choose one of: prevent,detect] ufauthorised modifications to the
stored audit records in the audit trail.

7.6.11 FAU_STG.2 Guarantees of audit data availability

Hierafchical to: FAU_STG.1 Protected audit trail storage
Dependencies: FAU_GEN.1 Audit data generation

7.6.11.1 FAU_STG.2.1

The T|SF shall protect the stored audit records from unauthorised deletion.
7.6.11.2 FAU_STG.2.2

The TSF shall be able to [selectionf.choose one of: prevent,detect] unauthorised modifications|to the stored
audit fecords in the audit trail.

7.6.11.3 FAU_STG.2.3

The [ISF shall ensgre“that [assignment: metric for saving audit records] audit rec¢rds will be
mainfained when the following conditions occur: [selection: audit storage exhaustion,failyre,attack]

7.6.12 FAU _S$TG.3 Action in case of possible audit data loss

Hierafchicalto: No other components.

Dependencies: FAU_STG.1 Protected audit trail storage
7.6.12.1 FAU_STG.3.1

The TSF shall [assignment: actions to be taken in case of possible audit storage failure] if the audit
trail exceeds [assignment: pre-defined limit].

7.6.13 FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss

Dependencies: FAU_STG.1 Protected audit trail storage
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7.6.13.1 FAU_STG4.1

The TSF shall [selection, choose one of: “ignore auditable events”,“prevent auditable events, except
those taken by the authorised user with special rights”, “overwrite the oldest stored audit records”]
and [assignment: other actions to be taken in case of audit storage failure] if the audit trail is full.

8 Class FCO: Communication

This class provides two families specifically concerned with assuring the identity of a party participating in a
data exchange. These families are related to assuring the identity of the originator of transmitted information
(proof of origin) and assuring the identity of the recipient of transmitted information (proof of receipt). These
families ensure—ttatarmorigimator canmot deny aving Sent themessage,; nor carm the recipient deny having
received it.

FCO_NRO: Non-repudiation of origin 1 2

FCO _NRR: Non-repudiation of receipt 1 2

Figure 16 - FCO: Communication class decomposition

8.1 Non-r¢pudiation of origin (FCO_NRO)
8.1.1 Family Behaviour

Non-repudiatfon of origin ensures that the originator of information cannot successfully deny having sent the
information. This family requires that the TSF provide acmethod to ensure that a subject that reg¢eives
information dpring a data exchange is provided with evidence of the origin of the information. This eviflence
can then be \erified by either this subject or other subjects.

8.1.2 Component levelling

FCO_NRO: Non-repudiation of origin | 2

Figure 17 - FCO_NRO component levelling

FCO_NRO.1|Selective proof of origin, requires the TSF to provide subjects with the capability to rgquest
evidence of the origin of infarmation.

FCO_NRO.2|Enforced_proof of origin, requires that the TSF always generate evidence of origin for transpnitted
information.

8.1.3 Management of FCO NRO.1, FCO NRQ.?

The following actions could be considered for the management functions in FMT:

a) The management of changes to information types, fields, originator attributes and recipients of evidence.
8.1.4 Audit of FCO_NRO.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The identity of the user who requested that evidence of origin would be generated.

b) Minimal: The invocation of the non-repudiation service.

22 © ISO/IEC 2005 - All rights reserved


https://iecnorm.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

c) Basic: Identification of the information, the destination, and a copy of the evidence provided.
d) Detailed: The identity of the user who requested a verification of the evidence.
8.1.5 Audit of FCO_NRO.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The invocation of the non-repudiation service.

b) Basicdentiication-ofthe-informationthe-destinationand-a-copy-ef-the-evidenrce-provided-
c) [Detailed: The identity of the user who requested a verification of the evidence.

8.1.6| FCO_NRO.1 Selective proof of origin

Hierafchical to:  No other components.

Dependencies: FIA_UID.1 Timing of identification

8.1.6fLl FCO_NRO.1.1

The TSF shall be able to generate evidence of origin for transmitted [assignment: list of information
typeq] at the request of the [selection: originator, recipient,[Jassignment: list of third partief]].

8.1.6 FCO_NRO.1.2

The TSF shall be able to relate the [assignment:“list of attributes] of the originator of the|information,
and the [assignment: list of information fields}of the information to which the evidence aplplies.

8.1.683 FCO_NRO.1.3
The TSF shall provide a capability)to verify the evidence of origin of information t¢ [selection:
originator, recipient,[assignment:list of third parties]] given [assignment: limitations on the evidence
of origin].

8.1.7| FCO_NRO.2 Enforged proof of origin
Hierafchical to: FC® NRO.1 Selective proof of origin

Dependencies: ¢ )FIA_UID.1 Timing of identification

8.1.71 FCO_NRO.2.1

The TSEvshall enforce the generation of evidence of origin for transmitted [assignment: list ¢f information
types] at all times.

8.1.7.2 FCO_NRO.2.2

The TSF shall be able to relate the [assignment: list of attributes] of the originator of the information, and the
[assignment: list of information fields] of the information to which the evidence applies.

8.1.7.3 FCO_NRO.2.3

The TSF shall provide a capability to verify the evidence of origin of information to [selection: originator,
recipient,Jassignment: list of third parties]] given [assignment: limitations on the evidence of origin].
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8.2 Non-repudiation of receipt (FCO_NRR)
8.2.1 Family Behaviour
Non-repudiation of receipt ensures that the recipient of information cannot successfully deny receiving the

information. This family requires that the TSF provide a method to ensure that a subject that transmits
information during a data exchange is provided with evidence of receipt of the information. This evidence can

then be verified by either this subject or other subjects.

8.2.2 Component levelling

FCO_NRR.1

evidence of the receipt of information.

FCO_NRR.2
information.

8.2.3 Mana

The following

FCO_NRR: Non-repudiation of receipt

Figure 18 - FCO_NRR component levelling

Selective proof of receipt, requires the TSF to provide subjects with a ‘tapability to rg

Enforced proof of receipt, requires that the TSF always generate evidence of receipt for red

gement of FCO_NRR.1, FCO_NRR.2

actions could be considered for the management functions in FMT:

quest

eived

a) The marjagement of changes to information types, fields;.eriginator attributes and third parties recipients
of eviderce.

8.2.4 Auditjof FCO_NRR.1

The following actions should be auditable if FAUZGEN Security audit data generation is included [n the

PP/ST:

a) Minimal:[The identity of the user who requested that evidence of receipt would be generated.

b) Minimal:[The invocation of the non-repudiation service.

c) Basic: Identification of the-information, the destination, and a copy of the evidence provided.

d) Detailed] The identity 'of the user who requested a verification of the evidence.

8.2.5 Auditjof FCOLNRR.2

The following ‘actions should be auditable if FAU_GEN Security audit data generation is included [n the

PP/ST:

a) Minimal: The invocation of the non-repudiation service.

b) Basic: Identification of the information, the destination, and a copy of the evidence provided.
c) Detailed: The identity of the user who requested a verification of the evidence.

8.2.6 FCO_NRR.1 Selective proof of receipt

Hierarchical to:

Dependencies:

24

No other components.

FIA_UID.1 Timing of identification
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8.26.1 FCO_NRR.1.1

The TSF shall be able to generate evidence of receipt for received [assignment: list of information
types] at the request of the [selection: originator, recipient,[Jassignment: list of third parties]].

8.26.2 FCO_NRR.1.2

The TSF shall be able to relate the [assignment: list of attributes] of the recipient of the information,
and the [assignment: list of information fields] of the information to which the evidence applies.

8.26.3 FCO_NRR.1.3

The TSF shall provide a capability to verify the evidence of receipt of information tp [selection:
originator, recipient,[assignment: list of third parties]] given [assignment: limitations\en the evidence
of regeipt].

8.2.7| FCO_NRR.2 Enforced proof of receipt
Hierafchical to: FCO_NRR.1 Selective proof of receipt
Dependencies: FIA_UID.1 Timing of identification
8270 FCO_NRR.2.1

The TSF shall enforce the generation of evidence of receipt-for received [assignment: list ¢f information
types).

8.2.7p FCO_NRR.2.2

The TSF shall be able to relate the [assignment:list of attributes] of the recipient of the information, and the
[assignment: list of information fields] of the information to which the evidence applies.

8.27B FCO_NRR.2.3

The TSF shall provide a capability to“verify the evidence of receipt of information to [selectign: originator,
recipient,[assignment: list of third:parties]] given [assignment: limitations on the evidence of receipt].

9 (lass FCS: Cryptegraphic support

The TSF may employ_cryptographic functionality to help satisfy several high-level security objeftives. These
include (but are nat'limited to): identification and authentication, non-repudiation, trusted path, trysted channel
and pata separation. This class is used when the TOE implements cryptographic flinctions, the
implementatioh of which could be in hardware, firmware and/or software.

The FGS:-Cryptographic support class is composed of two families: Cryptographic key |[management
(FCSLCKM) and Cryptographic operation (FCS COP). The Cryptographic key management] (FCS_CKM)
family addresses the management aspects of cryptographic keys, while the Cryptographic operation
(FCS_COP) family is concerned with the operational use of those cryptographic keys.
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FCS_CKM: Cryptographic key management

FCS_COP: Cryptographic operation |

Figure 19 - FCS: Cryptographic support class decomposition

9.1 Cryptggraphic key management (FCS_CKM)
9.1.1 Family Behaviour

Cryptographi¢ keys must be managed throughout their life cycle. This family’is-intended to suppoft that
lifecycle and|consequently defines requirements for the following activities:. cryptographic key geneiation,
cryptographid key distribution, cryptographic key access and cryptographickeéy/destruction. This family ghould
be included whenever there are functional requirements for the management‘of cryptographic keys.

9.1.2 Component levelling

FCS_CKM: Cryptographic key management

Figure 20 - FCS_CKM component levelling

FCS_CKM.1 [Cryptographic key generation, requires cryptographic keys to be generated in accordance with a
specified algqrithm andkey sizes which can be based on an assigned standard.

FCS_CKM.2 [Cryptographic key distribution, requires cryptographic keys to be distributed in accordance with a
specified distfibution method which can be based on an assigned standard.

FCS_CKM.3 Cryptographic key access, requires access to cryptographic keys to be performed in accordance
with a specified access method which can be based on an assigned standard.

FCS_CKM.4 Cryptographic key destruction, requires cryptographic keys to be destroyed in accordance with a
specified destruction method which can be based on an assigned standard.

9.1.3 Management of FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4

The following actions could be considered for the management functions in FMT:

a) the management of changes to cryptographic key attributes. Examples of key attributes include user, key
type (e.g. public, private, secret), validity period, and use (e.g. digital signature, key encryption, key
agreement, data encryption).
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9.1.4 Audit of FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Success and failure of the activity.

b) Basic: The object attribute(s), and object value(s) excluding any sensitive information (e.g. secret or
private keys).

9.1.5 FCS_CKM.1 Cryptographic key generation

Hierafchical to:  No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

9.1.51 FCS_CKM.1.1

The [TSF shall generate cryptographic keys in accordance with a specified cryptographic key
genefation algorithm [assignment: cryptographic~Key generation algorithm] and specified
cryptpgraphic key sizes [assignment: cryptographic(key sizes] that meet the following: [lassignment:
list of standards].

9.1.6| FCS_CKM.2 Cryptographic key distribution

Hierafchical to:  No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FC$- EKM.4 Cryptographic key destruction

FMT_MSA.2 Secure security attributes

9.16fl FES_CKM.2.1

The [ISF”shall distribute cryptographic keys in accordance with a specified cryptolgraphic key
distribution method [assignment: cryptographic key distribution method] that meets the following:
[assighment: list of standards].

9.1.7 FCS_CKM.3 Cryptographic key access
Hierarchical to:  No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or

© ISO/IEC 2005 - All rights reserved 27


https://iecnorm.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes
9.1.71 FCS_CKM.3.1

The TSF shall perform [assignment: type of cryptographic key access] in accordance with a specified
cryptographje—key—access—methodfassighment—eryptographic—key—acecess—methodlthat—meets the

TTCoUTTTretTe

following: [assignment: list of standards].

9.1.8 FCS_[CKM.4 Cryptographic key destruction

Hierarchical tp:  No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FMT_MSA.2 Secure security attributes

9.1.8.1 F(JS_CKM4.1

The TSF slpall destroy cryptographic keys in accordance with a specified cryptographiq key
destruction method [assignment: cryptographic key.destruction method] that meets the following:
[assignmentf list of standards].

9.2 Cryptographic operation (FCS_COP)
9.2.1 Family Behaviour

In order for g cryptographic operation\to function correctly, the operation must be performed in accor¢lance
with a specifled algorithm and with,_a cryptographic key of a specified size. This family should be indluded
whenever thgre are requirements.for cryptographic operations to be performed.
Typical cryptdgraphic operations include data encryption and/or decryption, digital signature generation and/or
verification, dryptographie_checksum generation for integrity and/or verification of checksum, secure| hash

(message digdest), cryptographic key encryption and/or decryption, and cryptographic key agreement.

9.2.2 Componentlevelling

FCS_COP: Cryptographic operation |

Figure 21 - FCS_COP component levelling
FCS_COP.1 Cryptographic operation, requires a cryptographic operation to be performed in accordance with
a specified algorithm and with a cryptographic key of specified sizes. The specified algorithm and
cryptographic key sizes can be based on an assigned standard.

9.2.3 Management of FCS_COP.1

There are no management activities foreseen.
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Audit of FCS_COP.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Success and failure, and the type of cryptographic operation.

b) Basic: Any applicable cryptographic mode(s) of operation, subject attributes and object attributes.

9.2.5

FCS_COP.1 Cryptographic operation

Hiera

Depe

9.2.5,

The T

crypt

[assighment: cryptographic key sizes] that meet thexfollowing: [assignment: list of standa

10 ¢

This
polici¢
below
direct

The families in this class are organised into four groups:

a) U

rehical-to—MNo-other-components:

hdencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

1 FCS_COP.1.1

bgraphic algorithm [assignment: cryptographic” algorithm] and cryptographic

lass FDP: User data protection
Class contains families specifying reguirements for TOE security functions and TOE sed

) that address user data withina.TOE, during import, export, and storage as well as secu
y related to user data.

ser data protection security function policies:
Access control‘policy (FDP_ACC); and

Information flow control policy (FDP_IFC).

omponents in these fam|I|es permit the PP/ST author to name the user data protectlon se

pe

SF shall perform [assignment: list of cryptographic operations] in accordance with a specified

key sizes
ds].

urity function

S related to protecting user data. FDP: User data protection is split into four groups of families (listed

rity attributes

urity function

bjectives. The

names of these poI|C|es are meant to be used throughout the remalnder of the functlonal components that
have an operation that calls for an assignment or selection of an "access control SFP" or an "information
flow control SFP". The rules that define the functionality of the named access control and information flow
control SFPs will be defined in the Access control functions (FDP_ACF) and Information flow control
functions (FDP_IFF) families (respectively).

b) Forms of user data protection:

Access control functions (FDP_ACF);

Information flow control functions (FDP_IFF);
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<)

d)

30

Internal TOE transfer (FDP_ITT);

Residual information protection (FDP_RIP);

Rollback (FDP_ROL); and

Stored data integrity (FDP_SDI).

Off-line storage, import and export:

Data authentication (FDP_DAU);

Expor
Impor
Compon
Inter-TSH
Inter-1
Inter-1

Compon
IT produ

to outside TSF control (FDP_ETC);

from outside TSF control (FDP_ITC).
bnts in these families address the trustworthy transfer into or out of the TSC;
- communication:
[SF user data confidentiality transfer protection (FDP_UCT); and
[SF user data integrity transfer protection (FDP_UIT).

bnts in these families address communication betweenthe TSF of the TOE and another tfusted
.
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FDP_ACC: Access control policy l 2
FDP_ACF: Access control functions 1
FDP DAU: Data authentication 1 2
/ l
FDP_ETC: E ide TSF ol
xport to outside contro \ :
FDP_IFC: Information flow control policy 1 2
1 2
FDP_IFF: Information flow control functions 3 4 5
[
l
FDP_ITC: Import from outside TSF control ] 5
1 2
FDP_ITT: Internal TOEtransfer <
3 4
FDP_RIR*Résidual information protection 1 2
FDP_ROL: Rollback | 2
FDP SDI: Stored data integrity 1 2
FDP_UCT: Inter-TSF user data confidentiality transfer protection 1
/ 1
FDP_UIT: Inter-TSF user data integrity transfer protection \
2 3

Figure 22 - FDP: User data protection class decomposition
10.1 Access control policy (FDP_ACC)

10.1.1 Family Behaviour

This family identifies the access control SFPs (by name) and defines the scope of control of the policies that
form the identified access control portion of the TSP. This scope of control is characterised by three sets: the
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subjects under control of the policy, the objects under control of the policy, and the operations among
controlled subjects and controlled objects that are covered by the policy. The criteria allows multiple policies to
exist, each having a unique name. This is accomplished by iterating components from this family once for
each named access control policy. The rules that define the functionality of an access control SFP will be
defined by other families such as Access control functions (FDP_ACF) and Stored data integrity (FDP_SDI).
The names of the access control SFPs identified here in Access control policy (FDP_ACC) are meant to be
used throughout the remainder of the functional components that have an operation that calls for an
assignment or selection of an “access control SFP.”

10.1.2 Component levelling

FDP_ACC: Access control policy | 2

Figure 23 - FDP_ACC component levelling

FDP_ACC.1 Bubset access control, requires that each identified access control SFP betin-place for a qubset
of the possible operations on a subset of the objects in the TOE.

FDP_ACC.2 [Complete access control, requires that each identified access control"SFP cover all opergtions
on subjects gnd objects covered by that SFP. It further requires that all objects‘and operations with the TSC
are covered l}y at least one identified access control SFP.

10.1.3 Manapgement of FDP_ACC.1, FDP_ACC.2

There are no|management activities foreseen.

10.1.4 Auditlof FDP_ACC.1, FDP_ACC.2

There are nofauditable events foreseen.

10.1.5 FDP_ACC.1 Subset access control

Hierarchical tp:  No other components.

Dependencies: FDP_ACF.1 Security attribute based access control

10.1.5.1 FOP_ACC.11

The TSF shdll enforce the [assignment: access control SFP] on [assignment: list of subjects, objects,
and operatigns among,subjects and objects covered by the SFP].

10.1.6 FDP_ACC.2.Complete access control

Hierarchical tps {,FDP_ACC.1 Subset access control

Dependencies: FDP_ACF.1 Security attribute based access control
10.1.6.1 FDP_ACC.2.1

The TSF shall enforce the [assignment: access control SFP] on [assignment: list of subjects and objects] and
all operations among subjects and objects covered by the SFP.

10.1.6.2 FDP_ACC.2.2

The TSF shall ensure that all operations between any subject in the TSC and any object within the TSC
are covered by an access control SFP.
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10.2 Access control functions (FDP_ACF)
10.2.1 Family Behaviour

This family describes the rules for the specific functions that can implement an access control policy named in
Access control policy (FDP_ACC). Access control policy (FDP_ACC) specifies the scope of control of the

policy.

10.2.2 Component levelling

ENP ACE- Accace oomten] Bt oo o ]
PP ey Hea e T

Figure 24 - FDP_ACF component levelling

This family addresses security attribute usage and characteristics of policies. The component within this family
is me@ant to be used to describe the rules for the function that implements the . SFP as identified in Access
contrgl policy (FDP_ACC). The PP/ST author may also iterate this component.to address multiple policies in
the TOE.
FDP_JACF.1 Security attribute based access control Security attribute”based access control alloys the TSF to
enfor¢e access based upon security attributes and named groups-of attributes. Furthermore, the TSF may
have the ability to explicitly authorise or deny access to an objectbased upon security attributes.
10.2.3 Management of FDP_ACF.1

The fpllowing actions could be considered for the management functions in FMT:

a) Managing the attributes used to make explicit.@ccess or denial based decisions.

10.2.4 Audit of FDP_ACF.1

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP/ST:

a) Minimal: Successful requests to perform an operation on an object covered by the SFP.
b) Basic: All requests to\perform an operation on an object covered by the SFP.

c) [Detailed: The specific security attributes used in making an access check.

10.2.% FDP_ACF.1 Security attribute based access control

Hierafchicalto: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation
10.2.5.1 FDP_ACF.1.1
The TSF shall enforce the [assignment: access control SFP] to objects based on the following:

[assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-
relevant security attributes, or named groups of SFP-relevant security attributes].
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10.25.2 FDP_ACF.1.2

The TSF shall enforce the following rules to determine if an operation among controlled subjects and
controlled objects is allowed: [assignment: rules governing access among controlled subjects and
controlled objects using controlled operations on controlled objects].

10.2.5.3 FDP_ACF.1.3

The TSF shall explicitly authorise access of subjects to objects based on the following additional
rules: [assignment: rules, based on security attributes, that explicitly authorise access of subjects to

objects].
10.2.5.4 FD
The TSF sh

security attr

P_ACF.1.4

Il explicitly deny access of subjects to objects based on the [assignment: rules; bas
butes, that explicitly deny access of subjects to objects].

10.3 Data quthentication (FDP_DAU)

10.3.1 Family Behaviour

Data authent
digitally signi
data that can
modified. In

data thatis b

10.3.2 Comgyq

FDP_DAU.1
authenticity o

FDP_DAU.2
establishing t

10.3.3 Mana|

The following

ication permits an entity to accept responsibility for the authenticity of information (e.
be subsequently used to verify that the information content has not been forged or fraud
ontrast to FAU: Security audit, this family is intended to ‘be applied to "static" data rathe
bing transferred.

onent levelling

FDP_DAU: Data authentication

Figure 25 - FDP"DAU component levelling

f the information content of objects (e.g. documents).

Data Authenticationwwith Identity of Guarantor additionally requires that the TSF is capal
he identity of the subject who provided the guarantee of authenticity.

gement of FBP_DAU.1, FDP_DAU.2
actionsceuld be considered for the management functions in FMT:

ghment or modification of the objects for which data authentication may apply cou

ed on

., by

hg it). This family provides a method of providing a guaranteé-of the validity of a specific ¢init of

lently
[ than

Basic Data Authentication, c(requires that the TSF is capable of generating a guaranfee of

ble of

Id be

lal + 4o +
JIT 1T U1 SYySITTIT.

of FDP_DAU.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

a) The ass
configur

10.3.4 Audit

PP/ST:

a) Minimal:

b)

c) Detailed:

34

Successful generation of validity evidence.

Basic: Unsuccessful generation of validity evidence.

The identity of the subject that requested the evidence.
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10.3.5 Audit of FDP_DAU.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Successful generation of validity evidence.

b) Basic: Unsuccessful generation of validity evidence.

c) Detailed: The identity of the subject that requested the evidence.

d) G
10.3.4
Hiera
Depe
10.3.4

The T
of [as

10.3.¢

The T
the in

10.3.]
Hiera
Depe
10.3.1

The 1
[assid

10.3.1

The 7

etaled—Fhe-identity-of-the-subjectthat-generated-the-evidenee-
FDP_DAU.1 Basic Data Authentication

chical to:  No other components.

ndencies: No dependencies.

.1 FDP_DAU.1.1

signment: list of objects or information types].
.2 FDP_DAU.1.2

SF shall provide [assignment: list of subjects] with the ability to verify evidence of t
dicated information.

[ FDP_DAU.2 Data Authentication with ldéentity of Guarantor
chical to: FDP_DAU.1 Basic Data Atithentication

ndencies: FIA_UID.1 Timing of (dentification

.1 FDP_DAU.2.1

SF shall provide a capability to generate evidence that can be used as a guarantee of
nment: list of objeets or information types].

(.2 FDP_DAU.22

[SF shall provide [assignment: list of subjects] with the ability to verify evidence of the

indicgted information and the identity of the user that generated the evidence.

10.4

Export to outside TSF control (FDP_ETC)

SF shall provide a capability to generate evidence that cande\used as a guarantee df the validity

he validity of

he validity of

alidity of the

10.4.1 Family Behaviour

This family defines functions for exporting user data from the TOE such that its security attributes and
protection either can be explicitly preserved or can be ignored once it has been exported. It is concerned with
limitations on export and with the association of security attributes with the exported user data.
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10.4.2 Component levelling

FDP_ETC.1
SFPs when
without its as

FDP_ETC.2

FDP_ETC: Export to outside TSF control

|
|

Figure 26 - FDP_ETC component levelling

Sociated security attributes.

Export of user data with security attributes, requires that the TSF enforce the appfopriate

— , : - — : , —— Te—appTgpriate
bxporting user data outside the TSF. User data that is exported by thls functlon is~eéxported

SFPs

using a funcgon that accurately and unambiguously associates security attributes with theuser data that is

exported.

10.4.3 Mana
There are no
10.4.4 Mana
The following
a) The addi
10.4.5 Audit

The following
PP/ST:

a) Minimal:
b) Basic: Al
10.4.6 FDP_|

Hierarchical

Dependencie

gement of FDP_ETC.1

management activities foreseen.

gement of FDP_ETC.2

actions could be considered for the management functions in FMT:

tional exportation control rules could be configurable by a user in a defined role.
of FDP_ETC.1, FDP_ETC.2

actions should be auditable if FAU>,GEN Security audit data generation is included

Successful export of information.

attempts to export information.
FTC.1 Export of ySer data without security attributes
b:  No other.components.
5. [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

10.4.6.1 FDP_ETC.1.1

n the

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]

when export

ing user data, controlled under the SFP(s), outside of the TSC.

10.4.6.2 FDP_ETC.1.2

The TSF shall export the user data without the user data's associated security attributes

10.4.7 FDP_

Hierarchical to:

36

ETC.2 Export of user data with security attributes

No other components.
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Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
10.4.7.1 FDP_ETC.2.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]
when exporting user data, controlled under the SFP(s), outside of the TSC.

10.4.7.2 FDP_ETC.2.2

The TSE chall avnaort tha ticar datavwith tha ticar data'c accneciatad cacurityv, attrihiitac
ISttt eXpP ottt euSer—taata vt euaSe—aataS>aSS96 eo-Securrty—attH o utesS:

g
g

10.4.1.3 FDP_ETC.2.3

The TSF shall ensure that the security attributes, when exported outside the TSCirare ungmbiguously
assotiated with the exported user data.

10.4.71.4 FDP_ETC.2.4

The TSF shall enforce the following rules when user data is expofted from the TSC: [lassignment:
addit|onal exportation control rules].

10.5 |Information flow control policy (FDP_IFC)

10.5.1 Family Behaviour

This family identifies the information flow control SFRS (by name) and defines the scope of ¢ontrol of the
policigs that form the identified information flow “control portion of the TSP. This scope |of control is
charagterised by three sets: the subjects under centrol of the policy, the information under contrdl of the policy,
and gperations which cause controlled information to flow to and from controlled subjects cqvered by the
policyl. The criteria allows multiple policies-to exist, each having a unique name. This is accpmplished by
iterating components from this family once for each named information flow control policy. The rules that
defing the functionality of an informatiomflow control SFP will be defined by other families such gs Information
flow ¢ontrol functions (FDP_IFF) and “Stored data integrity (FDP_SDI). The names of the information flow
contrgl SFPs identified here in Information flow control policy (FDP_IFC) are meant to be used throughout the
remainder of the functional components that have an operation that calls for an assignment or sglection of an
“information flow control SRP.”

The TSF mechanismscontrols the flow of information in accordance with the information flow|control SFP.
Operations that wouldchange the security attributes of information are not generally permitted jas this would
be in violation of-an‘information flow control SFP. However, such operations may be permitted s exceptions
to the| information flow control SFP if explicitly specified.

10.5.2 Component levelling

FDP_IFC: Information flow control policy l 2

Figure 27 - FDP_IFC component levelling

FDP_IFC.1 Subset information flow control, requires that each identified information flow control SFPs be in
place for a subset of the possible operations on a subset of information flows in the TOE.

FDP_IFC.2 Complete information flow control, requires that each identified information flow control SFP cover
all operations on subjects and information covered by that SFP. It further requires that all information flows
and operations with the TSC are covered by at least one identified information flow control SFP. In conjunction
with the FPT_RVM.1 component, this gives the “always invoked” aspect of a reference monitor.
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10.5.3 Management of FDP_IFC.1, FDP_IFC.2

There are no
10.5.4 Audit
There are no

10.5.5 FDP_

Hierarchical to:

management activities foreseen.

of FDP_IFC.1, FDP_IFC.2

auditable events foreseen.

IFC.1 Subset information flow control

No other components.

Dependencie
10.5.5.1 FDO
The TSF shg
information,
covered by t
10.5.6 FDP_|

Hierarchical t

Dependencie

10.5.6.1 FOP_IFC.2.1

The TSF shall enforce the [assignment: information flow control SFP] on [assignment: list of subject
information]|and all operations that cause that informatiof' to flow to and from subjects covered by the

10.5.6.2 FOP_IFC.2.2

The TSF shall ensure that all operations that)cause any information in the TSC to flow to and fro

subject in the TSC are covered by an infgrmation flow control SFP.

10.6 Information flow control functions (FDP_IFF)

10.6.1 Family Behaviour

This family déscribes the rules for the specific functions that can implement the information flow control

named in Infg
consists of ty
second addr
concerning il

5. FDP_IFF.1 Simple security attributes

P_IFC.1.1
Il enforce the [assignment: information flow control SFP] on [assignmentilist of sub
and operations that cause controlled information to flow to and from_controlled suk

he SFP].
FC.2 Complete information flow control

p:  FDP_IFC.1 Subset information flow control

5. FDP_IFF.1 Simple security attributes

rmation flew.econtrol policy (FDP_IFC), which also specifies the scope of control of the po
vo kinds(of requirements: one addressing the common information flow function issues,

bssingtiflicit information flows (i.e. covert channels). This division arises because the i
icit information flows are, in some sense, orthogonal to the rest of an information flow g

SFP. By thei

ects,
jects

h any

SFPs
icy. It
and a
5sues
ontrol

natdre they circumvent the information flow control SEP resulting in a violation of the poli

LY. AS

such, they require special functions to either limit or prevent their occurrence.

10.6.2 Component levelling

38

FDP_IFF: Information flow control functions

Figure 28 - FDP_IFF component levelling
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FDP_IFF.1 Simple security attributes, requires security attributes on information, and on subjects that cause
that information to flow and on subjects that act as recipients of that information. It specifies the rules that
must be enforced by the function, and describes how security attributes are derived by the function.

FDP_IFF.2 Hierarchical security attributes expands on the requirements of FDP_IFF.1 Simple security
attributes by requiring that all information flow control SFPs in the TSP use hierarchical security attributes that
form a lattice.

FDP_IFF.3 Limited illicit information flows, requires the SFP to cover illicit information flows, but not
necessarily eliminate them.

of some (but

cessarily all) illicit information flows.
FDP_|IFF.5 No illicit information flows, requires SFP to cover the elimination of all illicit informiation flows.

FDP_[IFF.6 lllicit information flow monitoring, requires the SFP to monitor illicit infermation flowg for specified
and maximum capacities.

10.6.3 Management of FDP_IFF.1, FDP_IFF.2

The fpllowing actions could be considered for the management functions,in FMT:
a) Managing the attributes used to make explicit access based @decisions.
10.6.4 Management of FDP_IFF.3, FDP_IFF.4, FDP_IFF.5

Therg are no management activities foreseen.

10.6.% Management of FDP_IFF.6

The fpllowing actions could be considered forthe management functions in FMT:
a) Tlhe enabling or disabling of the monitoring function.

b) Modification of the maximuni-¢apacity at which the monitoring occurs.

10.6.¢ Audit of FDP_IFF.1, FDP_IFF.2, FDP_IFF.5

The fpllowing actions~should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP/ST:

a) Minimal: Décisions to permit requested information flows.

b) Hasic:All decisions on requests for information flow.

c) Detailed: The specific security attributes used in making an information flow enforcement decision.

d) Detailed: Some specific subsets of the information that has flowed based upon policy goals (e.g. auditing
of downgraded material).

10.6.7 Audit of FDP_IFF.3, FDP_IFF.4, FDP_IFF.6

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Decisions to permit requested information flows.

b) Basic: All decisions on requests for information flow.

© ISO/IEC 2005 - All rights reserved 39


https://iecnorm.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

Basic: The use of identified illicit information flow channels.

The specific security attributes used in making an information flow enforcement decision.

of downgraded material).

exceeding a specified value.

c)
d) Detailed:
e)
f)
10.6.8 FDP_

IFF.1 Simple security attributes

Detailed: Some specific subsets of the information that has flowed based upon policy goals (e.g. auditing

Detailed: The use of identified illicit information flow channels with estimated maximum capacity

Hierarchical

Dependencie

10.6.8.1 FO
The TSF shg
subject and
under thein

10.6.8.2 FD

The TSF sha
a controlled
attribute-bas

10.6.8.3 FDO

b:  No other components.

5:  FDP_IFC.1 Subset information flow control

FMT_MSA.3 Static attribute initialisation

P_IFF.1.1
Il enforce the [assignment: information flow control SFP] baséd,on the following tyg
information security attributes: [assignment: list of subjects\and information cont

licated SFP, and for each, the security attributes].

P_IFF.1.2

Il permit an information flow between a controfled’subject and controlled informatic
operation if the following rules hold: [assignment: for each operation, the se

ed relationship that must hold between subject and information security attributes].

P_IFF.1.3

The TSF shall enforce the [assignment: additional information flow control SFP rules].

10.6.8.4 FD

P_IFF.1.4

The TSF shall provide the following [assignment: list of additional SFP capabilities].

10.6.8.,5 FD

The TSF sha
based on se

10.6.8.6 FDO

P_IFF.15

[l explicitly authorise an information flow based on the following rules: [assignment:
Curity attriputes, that explicitly authorise information flows].

P_IFE16

es of
olled

n via
Curity

rules,

The TSF shalNexplicitly deny an information flow based on the following rules: [assignment:

Fules,

based on security attributes, that explicitly deny information flows].

10.6.9 FDP_

Hierarchical to:

Dependencies:

40

IFF.2 Hierarchical security attributes
FDP_IFF.1 Simple security attributes
FDP_IFC.1 Subset information flow control

FMT_MSA.3 Static attribute initialisation
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The TSF shall enforce the [assignment: information flow control SFP] based on the following types of subject

and information security attributes: [assignment: list of subjects and information controlled under
SFP, and for each, the security attributes].

10.6.9.2 FDP_IFF.2.2

the indicated

The TSF shall permit an information flow between a controlled subject and controlled information via a

controlled operation if the following rules, based on the ordering relationships between secur

ity attributes

hold: [assignment: for each operation, the security attribute-based relationship that must hold between subject

and information-sect |rify attribi mm:]

10.6.9.3 FDP_IFF.2.3

The T|SF shall enforce the [assignment: additional information flow control SFP rules].
10.6.9.4 FDP_IFF.2.4
The T|SF shall provide the following [assignment: list of additional SFP capabilities].
10.6.9.5 FDP_IFF.2.5

The TSF shall explicitly authorise an information flow based on the‘following rules: [assignment
on sepurity attributes, that explicitly authorise information flows].

10.6.9.6 FDP_IFF.2.6

The TSF shall explicitly deny an information flow based on the following rules: [assignment: ru
securlty attributes, that explicitly deny information-flows].

10.6.9.7 FDP_IFF.2.7

The TSF shall enforce the followingrelationships for any two valid information flow con
attributes:

rules, based

es, based on

trol security

a) Tlhere exists an ordering) function that, given two valid security attributes, determines if the
curity attributes are equal, if one security attribute is greater than the other, or if|{the security
tributes are incomparable; and

b) There exists a\!least upper bound” in the set of security attributes, such that, given gny two valid
curity attributes, there is a valid security attribute that is greater than or equal to t{he two valid
curity attributes; and

c) There._exists a “greatest lower bound” in the set of security attributes, such that, given any two

hd/security attributes, there is a valid security attribute that is not greater than t

he two valid

security attributes.
10.6.10 FDP_IFF.3 Limited illicit information flows
Hierarchical to:  No other components.
Dependencies: AVA_CCA.1 Covert channel analysis

FDP_IFC.1 Subset information flow control
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10.6.10.1 FDP_IFF.3.1

The TSF shall enforce the [assignment: information flow control SFP] to limit the capacity of

[assignment

: types of illicit information flows] to a [assignment: maximum capacity].

10.6.11 FDP_IFF.4 Partial elimination of illicit information flows

Hierarchical to:

Dependencies:

FDP_IFF.3 Limited illicit information flows

AVA_CCA.1 Covert channel analysis

EDPR _IEC 1 Subcat informationflow control
= —T—otBSe O HHAHO R HOW-GOHHO

10.6.11.1 FO

The TSF sh{
types of illicit

10.6.11.2 FOQ
The TSF sha
10.6.12 FD
Hierarchical t

Dependencie

10.6.12.1 FD

The TSF sh
information fl

10.6.13 FD
Hierarchical t

Dependencie

10.6.13.1 FO

P_IFF.4.1

Il enforce the [assignment: information flow control SFP] to limit the capacity of/[assign
information flows] to a [assignment: maximum capacity].

P_IFF.4.2
Il prevent [assignment: types of illicit information flows].
P_IFF.5 No illicit information flows

D: FDP_IFF.4 Partial elimination of illicit information flows
5. AVA_CCA.3 Exhaustive covert channel analysis
FDP_IFC.1 Subset information flow control

P_IFF.5.1

all ensure that no illicit information flows exist to circumvent [assignment: nan
pw control SFP].

P_IFF.6 lllicit informationflow monitoring
b:  No other components.
5. AVA_CCA .1 Covert channel analysis

FDP_JEC.1 Subset information flow control

P_IFF:6:1

ment:

ne of

The TSF sha

| I[N\enforce the [assignment: information flow control SFP] to monitor [assignment:

lypes

of illicit information flows] when it exceeds the [assignment: maximum capacity].

10.7 Import from outside TSF control (FDP_ITC)

10.7.1 Famil

y Behaviour

This family defines the mechanisms for introduction of user data into the TOE such that it has appropriate
security attributes and is appropriately protected. It is concerned with limitations on importation, determination
of desired security attributes, and interpretation of security attributes associated with the user data.

42
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10.7.2 Component levelling

FDP_|
repre

FDP_
user ¢

10.7.3

FDP_ITC: Import from outside TSF control <

Figure 29 - FDP_ITC component levelling

ITC.2 Import of user data with security attributes, requires that security attributes-correctly
ata and are accurately and unambiguously associated with the user data importedfrom ou

Management of FDP_ITC.1, FDP_ITC.2

The fopllowing actions could be considered for the management functions in\EMT:

a) Tlhe modification of the additional control rules used for import.

10.7.4 Audit of FDP_ITC.1, FDP_ITC.2

The fpllowing actions should be auditable if FAU GEN<Security audit data generation is in

PP/ST:

a) Minimal: Successful import of user data, including any security attributes.

b) Hasic: All attempts to import user data, including any security attributes.

c) O

10.7.% FDP_ITC.1 Import of userdata without security attributes

Hiera

Depe

chical to:  No other components.
ndencies: [FDP(ACC.1 Subset access control, or
EDP_IFC.1 Subset information flow control]

FMT_MSA.3 Static attribute initialisation

10.7.%.X, FDP_ITC.1.1

represent the
side the TSC.

cluded in the

etailed: The specification of security-attributes for imported user data supplied by an authoijised user.

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]

when

importing user data, controlled under the SFP, from outside of the TSC.

10.7.5.2 FDP_ITC.1.2

The TSF shall ignore any security attributes associated with the user data when imported from outside
the TSC.

10.7.5.3 FDP_ITC.1.3

The TSF shall enforce the following rules when importing user data controlled under the SFP from
outside the TSC: [assignment: additional importation control rules].
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10.7.6 FDP_

Hierarchical to:

Dependencies:

ITC.2 Import of user data with security attributes
No other components.

[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 Inter-TSF trusted channel, or

FTP_TRP.1 Trusted path]

10.7.6.1 FDO

The TSF sh4
importing us

10.7.6.2 FDO

FPT_TDC.1 Inter-TSF basic TSF data consistency
P_ITC.2.1

Il enforce the [assignment: access control SFP and/or information flow control SFP]
er data, controlled under the SFP, from outside of the TSC.

P ITC.2.2

The TSF shall use the security attributes associated with the imported user data.

10.7.6.3 FD

The TSF sha

P ITC.2.3

Il ensure that the protocol used provides for the"unambiguous association betwes

security attributes and the user data received.

10.7.6.4 FD

The TSF sh
intended by

10.7.6.5 FD

P ITC.2.4

bl ensure that interpretation of the seeurity attributes of the imported user data
the source of the user data.

P ITC.2.5

The TSF shall enforce the following-rules when importing user data controlled under the SFP

outside the T

10.8 Intern

10.8.1 Famil

'SC: [assignment: additiohal importation control rules].

bl TOE transfer (FPP_ITT)

ly Behaviour

This family p

ovides requirements that address protection of user data when it is transferred between p

a TOE acros$ an jaternal channel. This may be contrasted with the Inter-TSF user data confidentiality tr
protection (FDR~UET) and Inter-TSF user data integrity transfer protection (FDP_UIT) families, which p
protection forjuser data when it is transferred between distinct TSEs across an external channel, and Export to

when

n the

is as

from

rts of
nsfer
ovide

outside TSF control (FDP_ETC) and Import from outside TSF control (FDP_ITC), which address transfer of
data to or from outside the TSF's control.

10.8.2 Component levelling

44

FDP_ITT: Internal TOE transfer

Figure 30 - FDP_ITT component levelling
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FDP_ITT.1 Basic internal transfer protection, requires that user data be protected when transmitted between

parts of the TOE.

FDP_ITT.2 Transmission separation by attribute, requires separation of data based on the value of SFP-

relevant attributes in addition to the first component.

FDP_ITT.3 Integrity monitoring, requires that the SF monitor user data transmitted between parts of the TOE

for identified integrity errors.

FDP_ITT.4 Attribute-based integrity monitoring expands on the third component by allowing the form of

integrity monitoring to differ by SFP-relevant attribute.

10.8.3 Management of FDP_ITT.1, FDP_ITT.2

The following actions could be considered for the management functions in FMT:;

a) If the TSF provides multiple methods to protect user data during transmission betwe
parated parts of the TOE, the TSF could provide a pre-defined role with the-<ability to sele
tihat will be used.
10.8.4 Management of FDP_ITT.3, FDP_ITT.4

The following actions could be considered for the management functigns in FMT:

The fpllowing actions should be auditable if FAUXGEN Security audit data generation is in
PP/ST:

a) inimal: Successful transfers of user data, including identification of the protection method u
b) Hasic: All attempts to transfer user data, including the protection method used and arn

curred.

10.8.¢ Audit of FDP_ITT.3, FDRITT.4

The following actions should be auditable if FAU_GEN Security audit data generation is in
PP/ST:

a) inimal: Suecessful transfers of user data, including identification of the integrity protection 1
b) Hasic: Allattempts to transfer user data, including the integrity protection method used a

that-occurred.

en physically
ct the method

gurable.

cluded in the

sed.

y errors that

Cluded in the

hethod used.

nd any errors

¢) Basic: Unauthorised attempts to change the integrity protection method.
d) Detailed: The action taken upon detection of an integrity error.

10.8.7 FDP_ITT.1 Basic internal transfer protection

Hierarchical to:  No other components.

Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
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10.8.7.1 FDP_ITT.1.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]
to prevent the [selection: disclosure, modification, loss of use] of user data when it is transmitted
between physically-separated parts of the TOE.

10.8.8 FDP_
Hierarchical t

Dependencie

10.8.8.1 FDO

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow~control SFP

prevent the
physically-se

10.8.8.2 FOQO
The TSF sh4g
parts of the
separation].
10.8.9 FDP_|

Hierarchical

Dependencie

10.8.9.1 FD

The TSF sha

to monitor Yiser data transmitted between physically-separated parts of the TOE for the follg

errors: [assi

10.8.9.2 FO

ITT.2 Transmission separation by attribute
0: FDP_ITT.1 Basic internal transfer protection

s: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
P ITT.2.1
selection: disclosure, modification, loss of use] of user data when it is transmitted be
parated parts of the TOE.
P ITT.2.2
Il separate data controlled by the SFP(s) when transmittédybetween physically-seps
TOE, based on the values of the following: [assignmeént: security attributes that rg
TT.3 Integrity monitoring
b:  No other components.
5.  [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FDP_ITT.1 Basic internal fransfer protection
P ITT.3.1
Il enforce the [assignment: access control SFP(s) and/or information flow control S

jnment: integrity errors].

P ITT.32

Upon detec

ion 'of a data integrity error, the TSF shall [assignment: specify the action to be
upon integrify error].

s)] to
[ween

rated
quire

FP(s)]

wing

faken

10.8.10 FDP_ITT.4 Attribute-based integrity monitoring

Hierarchical to:

Dependencie
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FDP_ITT.3 Integrity monitoring
s: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FDP_ITT.2 Transmission separation by attribute
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10.8.10.1 FDP_ITT.4.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to
monitor user data transmitted between physically-separated parts of the TOE for the following errors:
[assignment: integrity errors], based on the following attributes: [assignment: security attributes that
require separate transmission channels].

10.8.10.2 FDP_ITT.4.2

Upon detection of a data integrity error, the TSF shall [assignment: specify the action to be taken upon
integrity error].

10.9 [Residual information protection (FDP_RIP)
10.9.1 Family Behaviour

This family addresses the need to ensure that deleted information is no longer @ccessible, and that newly
creat@¢d objects do not contain information that should not be accessible. This family requires protection for

infornpation that has been logically deleted or released, but may still be presentwithin the TOE.

10.9.2 Component levelling

FDP_RIP: Residual information protection | 2

Figure 31 - FDP_RIP component levelling

FDP_|RIP.1 Subset residual information protection, fequires that the TSF ensure that any residupl information
conteht of any resources is unavailable to a defined subset of the objects in the TSC upon the resource's
allocdtion or deallocation.

FDP_|RIP.2 Full residual information protection, requires that the TSF ensure that any residugl information
conteht of any resources is unavailableto all objects upon the resource's allocation or deallocatign.

10.9.3 Management of FDP_RIP{, FDP_RIP.2

The fopllowing actions could,be considered for the management functions in FMT:

a) Tlhe choice of when.to perform residual information protection (i.e. upon allocation or deallgcation) could
made configurable within the TOE.

10.9.4 Audit ofEDP_RIP.1, FDP_RIP.2

Therqg are(no auditable events foreseen.

10.9.5FDP_RIP- I SuUbSer residual information protection

Hierarchical to:  No other components.

Dependencies: No dependencies.

10.9.5.1 FDP_RIP.1.1

The TSF shall ensure that any previous information content of a resource is made unavailable upon

the [selection: allocation of the resource to, deallocation of the resource from] the following objects:
[assignment: list of objects].

© ISO/IEC 2005 - All rights reserved 47


https://iecnorm.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

10.9.6 FDP_RIP.2 Full residual information protection

Hierarchical to:

Dependencies:

FDP_RIP.1 Subset residual information protection

No dependencies.

10.9.6.1 FDP_RIP.2.1

The TSF shall ensure that any previous information content of a resource is made unavailable upon the
[selection: allocation of the resource to, deallocation of the resource from] all objects.

10.10 Roll

10.10.1 Farn
The rollback
such as a p¢
effects of an

10.10.2 Co

FDP_ROL.1
defined boun

FDP_ROL.2
bounds.

10.10.3 Ma

The following

hily Behaviour

pperation involves undoing the last operation or a series of operations, bounded by soms
riod of time, and return to a previous known state. Rollback provides theCability to ung
bperation or series of operations to preserve the integrity of the user data.

mponent levelling

FDP_ROL: Rollback

Figure 32 - FDP_ROL componenidevelling

Basic rollback addresses a need to roll back or.undo a limited number of operations with
1s.

Advanced rollback addresses the need tO.roll back or undo all operations within the d

nagement of FDP_ROL.1, FDP_ROL .2

actions could be consideredforthe management functions in FMT:

a) The bounpdary limit to which rollback may be performed could be a configurable item within the TOE.

b) Permissi
10.10.4 Au

The following
PP/ST:

pn to perform a rollback operation could be restricted to a well defined role.
jit of FDP_ROL.1, FDP_ROL.2

actioris~should be auditable if FAU_GEN Security audit data generation is included

limit,
o the

n the

pfined

n the

a) Minimal:
b) Basic: Al
c)

AL £l i ! 4
AT SULLESSTUT TUTTUAULR UPETAUUTNTS.

| attempts to perform rollback operations.

rolled back.

10.10.5 FDP_ROL.1 Basic rollback

Hierarchical to:

Dependencie
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No other components.
s: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

Detailed: All attempts to perform rollback operations, including identification of the types of operations
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5.1 FDP_ROL.1.1

The TSF shall enforce [assignment: access control SFP(s) and/or information flow control SFP(s)] to
permit the rollback of the [assignment: list of operations] on the [assignment: information and/or list
of objects].

10.10

.5.2 FDP_ROL.1.2

The TSF shall permit operations to be rolled back within the [assignment: boundary limit to which
rollback may be performed].

6 _EDP ROL 2 Advanced rallbhack

10.1
Hiera

Depe

10.10;

The T
the rg

10.10

The T
be pe

10.11
10.11

This

chical to: FDP_ROL.1 Basic rollback

hdencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

6.1 FDP_ROL.2.1

SF shall enforce [assignment: access control SFP(s) and/or information flow control SFH
[Iback of all the operations on the [assignment: list of objects].

6.2 FDP_ROL.2.2

SF shall permit operations to be rolled back within the*{assignment: boundary limit to which
Fformed].

Stored data integrity (FDP_SDI)

1 Family Behaviour

(s)] to permit

rollback may

amily provides requirements that)address protection of user data while it is stored within the TSC.

Integiity errors may affect user datajstored in memory, or in a storage device. This family differs

TOE
TOE.

10.11

ransfer (FDP_ITT) which_protects the user data from integrity errors while being transfer

2 Component levelling

FDP_SDI: Stored data integrity | 2

Figure 33 - FDP_SDI component levelling

FDP

identified integrity errors.

from Internal
ed within the

N the TSC for

FDP_SDI.2 Stored data integrity monitoring and action adds the additional capability to the first component by

allowi

10.11

ng for actions to be taken as a result of an error detection.

.3 Management of FDP_SDI.1

There are no management activities foreseen.
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10.11.4 Management of FDP_SDI.2

The following actions could be considered for the management functions in FMT:;

a)

The actions to be taken upon the detection of an integrity error could be configurable.

10.11.5 Audit of FDP_SDI.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal: [Successfuattemptsto check the Tmegrity of User data, nctudingarmm mdication of the tesults of
the check.

b) Basic: All attempts to check the integrity of user data, including an indication of the results-of the check, if
performdd.

c) Detailed] The type of integrity error that occurred.

10.11.6 Audlit of FDP_SDI.2

The following actions should be auditable if FAU_GEN Security audit data)generation is included [n the

PP/ST:

a) Minimal:|Successful attempts to check the integrity of user data, including an indication of the results of
the check.

b) Basic: All attempts to check the integrity of user data, including an indication of the results of the check, if
performdd.

c) Detailed] The type of integrity error that occurred,

d) Detailed] The action taken upon detection of-an integrity error.

10.11.7 FDP_SDI.1 Stored data integritytmonitoring

Hierarchical tp:  No other components:.

Dependencies: No dependencies.

10.11.7.1 FOP_SDI.1.1

The TSF shall monitoruser data stored within the TSC for [assignment: integrity errors] on all objects,

based on the

10.11.8 FD

follewing attributes: [assignment: user data attributes].

P_SDI.2 Stored data integrity monitoring and action

Hierarchical to: FDP_SDI.1 Stored data integrity monitoring

Dependencies: No dependencies.

10.11.8.1 FDP_SDI.2.1

The TSF shall monitor user data stored within the TSC for [assignment: integrity errors] on all objects, based
on the following attributes: [assignment: user data attributes].

10.11.8.2 FDP_SDI.2.2

Upon detection of a data integrity error, the TSF shall [assignment: action to be taken].

50

© ISO/IEC 2005 - All rights reserved


https://iecnorm.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

10.12 Inter-TSF user data confidentiality transfer protection (FDP_UCT)
10.12.1 Family Behaviour

This family defines the requirements for ensuring the confidentiality of user data when it is transferred using
an external channel between distinct TOEs or users on distinct TOEs.

10.12.2 Component levelling

FDP_UCT: Inter- TSF user data confidentiality transfer protection H 1 ‘

Figure 34 - FDP_UCT component levelling

In FDP_UCT.1 Basic data exchange confidentiality, the goal is to provide protection freny disclpsure of user
data While in transit.

10.1213 Management of FDP_UCT.1
Therg are no management activities foreseen.
10.1214 Audit of FDP_UCT.1

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP/ST:

a) Minimal: The identity of any user or subject using thédata exchange mechanisms.
b) Hasic: The identity of any unauthorised user or subject attempting to use the data exchange mechanisms.

c) Hasic: A reference to the names or other indexing information useful in identifying the user pata that was
ansmitted or received. This could include security attributes associated with the information|.

—

10.125 FDP_UCT.1 Basic data exchange confidentiality
Hierafchical to:  No other components.

Dependencies: [FTP_ITC:.1 Inter-TSF trusted channel, or
FTP_TRP.1 Trusted path]

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

10.1254" EDP_UCT.1.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]
to be able to [selection: transmit, receive] objects in a manner protected from unauthorised disclosure.

10.13 Inter-TSF user data integrity transfer protection (FDP_UIT)

10.13.1 Family Behaviour

This family defines the requirements for providing integrity for user data in transit between the TSF and
another trusted IT product and recovering from detectable errors. At a minimum, this family monitors the

integrity of user data for modifications. Furthermore, this family supports different ways of correcting detected
integrity errors.
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10.13.2 Component levelling

FDP_UIT: Inter-TSF user data integrity transfer protection

Figure 35 - FDP_UIT component levelling

FDP_UIT.1 Data exchange integrity addresses detection of modifications, deletions, insertions, and replay
errors of the user data transmitted

FDP_UIT.2
with help fro

FDP_UIT.3 O
TSF on its ow

10.13.3 Ma
There are no
10.13.4 Au

The following
PP/ST:

a) Minimal:
b)
is unauth
c) Basic: A
transmitt
d)
e) Detailed:
10.13.5 Au

The following
PP/ST:

Minimal:

Basic: The identity of any user or subject attemptingto use the user data exchange mechanisms, bu

Basic: Ay identified attempts to bfoek transmission of user data.

ource data exchange recovery addresses recovery of the original user data by the regeivin
the source trusted IT product.

estination data exchange recovery addresses recovery of the original user data)by the rec
n without any help from the source trusted IT product.

nagement of FDP_UIT.1, FDP_UIT.2, FDP_UIT.3
management activities foreseen.
it of FDP_UIT.1

actions should be auditable if FAU_GEN Security-audit data generation is included

The identity of any user or subject using the data’exchange mechanisms.

orised to do so.

reference to the names or other jadexing information useful in identifying the user data tha
d or received. This could include-Security attributes associated with the user data.

The types and/or effects of any detected modifications of transmitted user data.
it of FDP_UIT.2/FDP_UIT.3

actions—should be auditable if FAU_GEN Security audit data generation is included

) TSF

Piving

n the

t who

t was

n the

a)

Theidentity of any user or subject using the data exchange mechanisms.

b) Minimal:

c)

Successful recovery from errors including they type of error that was detected.

is unauthorised to do so.

d)

transmitted or received. This could include security attributes associated with the user data.

e)

f)  Detailed:

52

Basic: Any identified attempts to block transmission of user data.

The types and/or effects of any detected modifications of transmitted user data.

Basic: The identity of any user or subject attempting to use the user data exchange mechanisms, but who

Basic: A reference to the names or other indexing information useful in identifying the user data that was
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.6 FDP_UIT.1 Data exchange integrity

Hierarchical to:  No other components.

Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 Inter-TSF trusted channel, or

FTP_TRP.1 Trusted path]

8-2:2005(E)

10.136.1 FDP_UIT.1.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow co

to b
modi

10.13]

The T
inser

10.13
Hiera

Depe

10.13
The T
to be
IT prdg
10.13

Hiera

able to [selection: transmit, receive] user data in a manner protected fron
ication, deletion, insertion, replay] errors.

6.2 FDP_UIT.1.2

ion, replay] has occurred.
7 FDP_UIT.2 Source data exchange recovery
chical to:  No other components.
ndencies: [FDP_ACC.1 Subset access control,~or
FDP_IFC.1 Subset informationfléw control]
[FDP_UIT.1 Data exchangetintegrity, or
FTP_ITC.1 Inter-TSK trusted channel]
7.1 FDP_UIT.2.1
SF shall enforce the Jassighment: access control SFP(s) and/or information flow co
gﬁlcet.to recover fram [assignment: list of recoverable errors] with the help of the sg

8 FDP_UIT:3 Destination data exchange recovery

chicalto: FDP_UIT.2 Source data exchange recovery

htrol SFP(s)]
[selection:

SF shall be able to determine on receipt of user data, whethef{selection: modification, deletion,

htrol SFP(s)]
urce trusted

Depe

hdericies: [FDP ACC.1 Subset access control, or

10.13

FDP_IFC.1 Subset information flow control]
[FDP_UIT.1 Data exchange integrity, or
FTP_ITC.1 Inter-TSF trusted channel]

.8.1 FDP_UIT.3.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to be
able to recover from [assignment: list of recoverable errors] without any help from the source trusted IT
product.
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11 Class FIA: Identification and authentication
Families in this class address the requirements for functions to establish and verify a claimed user identity.

Identification and Authentication is required to ensure that users are associated with the proper security
attributes (e.g. identity, groups, roles, security or integrity levels).

The unambiguous identification of authorised users and the correct association of security attributes with
users and subjects is critical to the enforcement of the intended security policies. The families in this class
deal with determining and verifying the identity of users, determining their authority to interact with the TOE,
and with the correct association of security attributes for each authorised user. Other classes of requirements

; i ; e—dependent—upen—ee et feat atthentieation of

a _Drotant o ap A tie arae—danandan

(e.g. User Da -
users in ordef to be effective.

FIA AFL: Authentication failures |
FIA ATD: User attribute definition |
|
FIA SOS: Specification of secrets
2
| 2
3
4
FIA UAU: User authentication
5
6
7
FIA UID: User identification | 2
FIA USB: User-subject binding |

Figure 36 - FIA: Identification and authentication class decomposition

11.1 Authentication failures (FIA_AFL)
11.1.1 Family Behaviour
This family contains requirements for defining values for some number of unsuccessful authentication

attempts and TSF actions in cases of authentication attempt failures. Parameters include, but are not limited
to, the number of failed authentication attempts and time thresholds.

54 © ISO/IEC 2005 - All rights reserved


https://iecnorm.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

11.1.2 Component levelling

FIA AFL: Authentication failires |

Figure 37 - FIA_AFL component levelling

FIA_AFL.1 Authentication failure handling, requires that the TSF be able to terminate the session
establishment process after a specified number of unsuccessful user authentication attempts. It also requires
that, after termination of the session establishment process, the TSF be able to disable the user account or
the pett—et—erty—{eg—worksiaten—from—which—he—atempis—were—made—ort—anr—admrisirator-defined

condifion occurs.

11.1.3 Management of FIA_AFL.1

The fpllowing actions could be considered for the management functions in FMT:
a) nmanagement of the threshold for unsuccessful authentication attempts;

b) management of actions to be taken in the event of an authentication faiture.
11.1.4 Audit of FIA_AFL.1

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP/ST:
a) Minimal: the reaching of the threshold for the unsuccesful authentication attempts and the actions (e.g.
isabling of a terminal) taken and the subsequent; if appropriate, restoration to the normal gtate (e.g. re-
nabling of a terminal).

QO =

11.1.% FIA_AFL.1 Authentication failure handling
Hierafchical to:  No other components.
Depepdencies: FIA_UAU.1 Timing of authentication
11.1.%1 FIA_AFL.11

The [TSF shall detect~when [selection: [assignment: positive integer number], an gdministrator
configurable pasitive integer within[assignment: range of acceptable values]] Ynsuccessful

authdntication attempts occur related to [assignment: list of authentication events].

11.1.%2 FIA*AFL.1.2

Whern the defined number of unsuccessful authentication attempts has been met or sufpassed, the
TSF shall [assignment: list of actions].

11.2 User attribute definition (FIA_ATD)
11.2.1 Family Behaviour
All authorised users may have a set of security attributes, other than the user's identity, that is used to enforce

the TSP. This family defines the requirements for associating user security attributes with users as needed to
support the TSP.
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11.2.2 Component levelling

FIA_ ATD: User attribute definition |

Figure 38 - FIA_ATD component levelling

FIA_ATD.1 User attribute definition, allows user security attributes for each user to be maintained individually.

11.2.3 Management of FIA_ATD.1

The following|actions could be considered for the management functions in FMT:

a) if so inditated in the assignment, the authorised administrator might be able to define additional sgcurity
attributeg for users.

11.2.4 Auditjof FIA_ATD.1

There are nolauditable events foreseen.
11.2.5 FIA_ATD.1 User attribute definition
Hierarchical tp:  No other components.
Dependencies: No dependencies.
11.25.1 FIA_ATD.1.1

The TSF shall maintain the following list of secufrity attributes belonging to individual Users:
[assignmentf list of security attributes].

11.3 Specifiication of secrets (FIA_SOS)
11.3.1 Family Behaviour

This family dgfines requirements for meehanisms that enforce defined quality metrics on provided secre{s and
generate secfets to satisfy the defined metric.

11.3.2 Component levelling

FIA_SOS: Specification of secrets <

Figure 39 - FIA_SOS component levelling

FIA_SOS.1 Verification of secrets, requires the TSF to verify that secrets meet defined quality metrics.

FIA_SOS.2 TSF Generation of secrets, requires the TSF to be able to generate secrets that meet defined
quality metrics.

11.3.3 Management of FIA_SOS.1

The following actions could be considered for the management functions in FMT:

a) the management of the metric used to verify the secrets.
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11.3.4 Management of FIA_SOS.2

The following actions could be considered for the management functions in FMT:;

a) the management of the metric used to generate the secrets.

11.3.5 Audit of FIA_SOS.1, FIA_SOS.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:
a) Minimak-Rejestionby-theSkofany-tested-secret:
b) Hasic: Rejection or acceptance by the TSF of any tested secret;

c) O
11.3.4
Hieral
Depe
11.3.4
The T
11.3.]
Hieral
Depe
11.3.7

The ]
metri

11.3.]

The
funct

11.4

TSF shall betvable to enforce the use of TSF generated secrets for [assignment

etailed: Identification of any changes to the defined quality metrics.
FIA_SOS.1 Verification of secrets

chical to:  No other components.

ndencies: No dependencies.

1 FIA_SOS.1.1

SF shall provide a mechanism to verify that secrets ' meet [assignment: a defined qu3g

[ FIA_SOS.2 TSF Generation of secrets

chical to:  No other components.

ndencies: No dependencies.

.1 FIA_SOS.2.1

[SF shall provide a mechanism to generate secrets that meet [assignment: a de

C].

.2 FIA_S0S.2.2

ons].

Usertauthentication (FIA_UAU)

11.4.

Edmily Behaviour

lity metric].

ined quality

list of TSF

This family defines the types of user authentication mechanisms supported by the TSF. This family also
defines the required attributes on which the user authentication mechanisms must be based.
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11.4.2 Component levelling

FIA_UAU: User authentication

74

"

FIA_UAU.1 T

user's identity.

FIA_UAU.2 4
be allowed by

FIA_ UAU.3 U
be able to de

FIA_UAU .4 §
single-use au

FIA_UAU.5
provided and

FIA_UAU.6 §

authenticated.

FIA_UAU.7 H
the user durir

11.4.3 Manag

The following

Figure 40 - FIA_UAU component levelling

iming of authentication, allows a user to perform certain actions prior to the authentication

of the

ser authentication before any action, requires that users are authenticated before any actign will

the TSF.

nforgeable authentication Unforgeable authentication, requires the authentication mechan
ect and prevent the use of authentication data that has been forged or copied.

ingle-use authentication mechanisms, requires an authentication mechanism that operate
thentication data.

Sm to

5 with

Multiple authentication mechaniSms, requires that different authentication mechanisms be

used to authenticate user identiti€s for specific events.
Re-authenticating, requires’the ability to specify events for which the user needs to §
rotected authentication feedback, requires that only limited feedback information is provig
g the authentication.

gement Of)FIA_UAU.1

actions could be considered for the management functions in FMT:

e re-

ed to

a) management of the authentication data by an administrator;

b)

<)

management of the authentication data by the associated user;

managing the list of actions that can be taken before the user is authenticated.

11.4.4 Management of FIA_UAU.2

The following

actions could be considered for the management functions in FMT:

a) management of the authentication data by an administrator;

b) management of the authentication data by the user associated with this data.

58

© ISO/IEC 2005

- All rights reserved


https://iecnorm.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

11.4.5 Management of FIA_UAU.3, FIA_UAU.4, FIA_UAU.7

There are no management activities foreseen.

11.4.6 Management of FIA_UAU.5

The following actions could be considered for the management functions in FMT:
a) the management of authentication mechanisms;

b) the management of the rules for authentication.

11.4.T Management of FIA_UAU.6
The following actions could be considered for the management functions in FMT:;

a) iff an authorised administrator could request re-authentication, the management in¢ludes a re-
guthentication request.

11.4.8 Audit of FIA_UAU.1

The following actions should be auditable if FAU_GEN Security atdit data generation is included in the
PP/SJT:

a) Minimal: Unsuccessful use of the authentication mechanism;

b) asic: All use of the authentication mechanism;
C) etailed: All TSF mediated actions performed before authentication of the user.
11.4.p Audit of FIA_UAU.2

The following actions should be auditable if FAU_GEN Security audit data generation is irfjcluded in the

a) inimal: Unsuccessful use ofithe authentication mechanism;
b) Basic: All use of the authentication mechanism.
11.4.10 Audit of FIA" UAU.3

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the

a) inimak Detection of fraudulent authentication data;

b) Hasic: All immediate measures taken and results of checks on the fraudulent data.

11.4.11 Audit of FIA_UAU.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Attempts to reuse authentication data.

11.4.12 Audit of FIA_UAU.5

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The final decision on authentication;

b) Basic: The result of each activated mechanism together with the final decision.
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11.4.13 Audit of FIA_UAU.6

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:
a) Minimal:
b)

Failure of reauthentication;

Basic: All reauthentication attempts.

11.4.14 Audit of FIA_UAU.7

There are no
11.4.15 FIA
Hierarchical t
Dependencie
11.4.15.1 FIA

The TSF sha
before the u

11.4.15.2 FIA

The TSF sh
mediated ac

11.4.16 FIA
Hierarchical t
Dependencieg|
11.4.16.1 FIA

The TSF sh
mediated ac

11.4.17 FIA
Hierarchical

Dependencie

auditable events foreseen

| UAU.1 Timing of authentication
D:  No other components.
5:  FIA_UID.1 Timing of identification

\_UAU.1.1

ber is authenticated.
\ UAU.1.2

bll require each user to be successfully authénticated before allowing any other
ions on behalf of that user.

| UAU.2 User authentication before any action
p:  FIA_UAU.1 Timing of authenticatjon
5. FIA_UID.1 Timing of identification
\_UAU.2.1

bll require each user 'to be successfully authenticated before allowing any other
ions on behalf of.that user.

| UAU.3 Unforgeable authentication
b:  No other components.

5: » \NO dependencies.

11.4.17.1 FIA_UAU.3.1

Il allow [assignment: list of TSF mediated actions] on behalf,'of the user to be perfgrmed

TSF-

TSF-

The TSF shall [selection: detect, prevent] use of authentication data that has been forged by any user

of the TSF.

11.4.17.2 FIA_UAU.3.2

The TSF shall [selection: detect, prevent] use of authentication data that has been copied from any
other user of the TSF.
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11.4.18 FIA_UAU.4 Single-use authentication mechanisms
Hierarchical to:  No other components.

Dependencies: No dependencies.

11.4.18.1 FIA_UAU.4.1

The TSF shall prevent reuse of authentication data related to [assignment: identified authentication
mechanism(s)].

11.4.19—FALUALU S Multipleauthenticationmechanisms—mm —— M —
Hierafchical to: No other components.

Dependencies: No dependencies.

11.4.19.1 FIA_UAU.5.1

The TSF shall provide [assignment: list of multiple authenticationl mechanisms] to qupport user
authgntication.

11.4.19.2 FIA_UAU.5.2

The TSF shall authenticate any user's claimed identity according to the [assignment: rules describing
how the multiple authentication mechanisms provide authentication].

11.4.20 FIA_UAU.6 Re-authenticating
Hierafchical to:  No other components.
Dependencies: No dependencies.
11.4.20.1 FIA_UAU.6.1

The TSF shall re-authenticate:the user under the conditions [assignment: list of condjftions under
which re-authentication is required].

11.4.21 FIA_UAU.7 Pretected authentication feedback
Hierafchical to: N other components.
Depepdencies: )*FIA_UAU.1 Timing of authentication

11.4.214FIA_UAU.7.1

The TSF shall provide only [assignment: list of feedback] to the user while the authentication is in
progress.

11.5 User identification (FIA_UID)
11.5.1 Family Behaviour

This family defines the conditions under which users shall be required to identify themselves before
performing any other actions that are to be mediated by the TSF and which require user identification.
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11.5.2 Component levelling

FIA UID: User identification |

Figure 41 - FIA_UID component levelling

FIA_UID.1 Timing of identification, allows users to perform certain actions before being identified by the TSF.

FIA_UID.2 User identification before any action, requires that users identify themselves before any action will

be allowed b

the TSF.

11.5.3 Manal

The following

a) the mang
b) if an aut

action lis
11.5.4 Mana|

The following
a) the mang
11.5.5 Audit

The following
PP/ST:

a) Minimal:
b) Basic: Al
11.5.6 FIA_\

Hierarchical t
Dependencie
11.5.6.1 FIA

The TSF shg

gement of FIA_UID.1
actions could be considered for the management functions in FMT:
gement of the user identities;

horised administrator can change the actions allowed before identifigation, the managing
[S.

gement of FIA_UID.2

actions could be considered for the management function§in FMT:
gement of the user identities.

of FIA_UID.1, FIA_UID.2

actions should be auditable if FAU_GEN Security audit data generation is included

Unsuccessful use of the user identification mechanism, including the user identity provided
use of the user identification mechanism, including the user identity provided.

ID.1 Timing of identification

b:  No other components.

5. No depéendencies.

\_UID.dE

pf the

n the

INallow [assignment: list of TSF-mediated actions] on behalf of the user to be perfqrmed

before the user is identified.

11.5.6.2 FIA_UID.1.2

The TSF shall require each user to be successfully identified before allowing any other TSF-mediated
actions on behalf of that user.

11.5.7 FIA_UID.2 User identification before any action

Hierarchical to:

Dependencies:
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FIA_UID.1 Timing of identification

No dependencies.
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11.5.7.1 FIA_UID.2.1

The TSF shall require each user to identify itself before allowing any other TSF-mediated actions on
behalf of that user.

11.6 User-subject binding (FIA_USB)
11.6.1 Family Behaviour

An authenticated user, in order to use the TOE, typically activates a subject. The user's security attributes are
associated (totally or partially) with this subject. This family defines requirements to create and maintain the

associrﬁ-inn oftha ucarc coctiringg attribhitac ta A ot antina A thna onr'c haholf
OO OT T O ST T oS- ST Uty Tt ottt S to o Sugje CraCtr g o oot TS oT T

11.6.2 Component levelling

FIA_ USB: User-subject binding [

Figure 42 - FIA_USB component levelling

FIA_WSB.1 User-subject binding, requires the specification of any rales governing the associgtion between
user attributes and the subject attributes into which they are mapped:

11.6.3 Management of FIA_USB.1

llowing actions could be considered for the management functions in FMT:

n authorised administrator can define default stibject security attributes.

n authorised administrator can change subjéct security attributes.

llowing actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the

a) inimal: Unsuccessfultbinding of user security attributes to a subject (e.g. creation of a subjgct).

b) Basic: Success and-failure of binding of user security attributes to a subject (e.g. succes$ or failure to
eate a subject).

11.6.% FIA_USB:1 User-subject binding

Hierafchical'to: No other components.

Dependencies: FIA_ATD.1 User attribute definition
11.6.51 FIA_USB.1.1

The TSF shall associate the following user security attributes with subjects acting on the behalf of
that user: [assignment: list of user security attributes].

11.6.5.2 FIA_USB.1.2

The TSF shall enforce the following rules on the initial association of user security attributes with
subjects acting on the behalf of users: [assighment: rules for the initial association of attributes].
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11.6.5.3 FIA_USB.1.3

The TSF shall enforce the following rules governing changes to the user security attributes associated
with subjects acting on the behalf of users: [assignment: rules for the changing of attributes].

12 Class FMT: Security management

This class is intended to specify the management of several aspects of the TSF: security attributes, TSF data
and functions. The different management roles and their interaction, such as separation of capability, can be

specified.

This class ha

5 SEVETal ODjeCtives:.

a) managetnent of TSF data, which include, for example, banners;

b) manageiment of security attributes, which include, for example, the Access Control Listsy @nd Capjability

Lists;

¢) managernent of functions of the TSF, which includes, for example, the selection of.functions, and ryles or

condition

d) definition

s influencing the behaviour of the TSF;

of security roles.

FMT_ MOF: Management of functions in TSF

FMT MSA: Management of securityattributes

FMTOMTD: Management of TSF data

FMT_REV: Revocation

FMT SAE: Security attribute expiration

64

FMT_SMF: Specification of Management Functions

FMT SMR: Security management roles

Figure 43 - FMT: Security management class decomposition
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Management of functions in TSF (FMT_MOF)

12.1.1 Family Behaviour

8-2:2005(E)

This family allows authorised users control over the management of functions in the TSF. Examples of
functions in the TSF include the audit functions and the multiple authentication functions.

12.1.2 Component levelling

FMT MOF: Management of functions in TSF |

FMT |
beha

12.1.3

The f

a) npanaging the group of roles that can interact with the functions-in the TSF;

12.1.4

The f
PP/S]

a) BH
12.1.1
Hieral

Depe

12.1.5

The T
beha

roles].

Figure 44 - FMT_MOF component levelling

MOF.1 Management of security functions behaviour allows the authorised users ((roles) td
iour of functions in the TSF that use rules or have specified conditions that may-be managq

Management of FMT_MOF.1

bllowing actions could be considered for the management functionsinFMT:

} Audit of FMT_MOF.1

pllowing actions should be auditable if FAU_GEN Security audit data generation is in
[

asic: All modifications in the behaviour of thedunctions in the TSF.
FMT_MOF.1 Management of security functions behaviour
chical to:  No other components.
ndencies: FMT_SMR.1 Secdrity roles
FMT_SME.1 Specification of Management Functions
1 FMT_MOF1.t

SF shall restrict the ability to [selection: determine the behaviour of, disable, enablg
iour of] the functions [assignment: list of functions] to [assignment: the authoris

manage the
able.

cluded in the

, modify the
ed identified

12.2

Management of security attributes (FEMT_MSA)

12.2.1 Family Behaviour

This family allows authorised users control over the management of security attributes. This management

might

include capabilities for viewing and modifying of security attributes.
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12.2.2 Component levelling

FMT MSA: Management of security attributes

FMT_MSA.1
security attriby

FMT_MSA.2
respect to the

FMT_MSA.3
either permis

12.2.3 Mana
The following
a) managin
12.2.4 Mana
There are no

12.2.5 Manag

The following

a) managin
b) managin
12.2.6 Audit

The following
PP/ST:

Figure 45 - FMT_MSA component levelling

Management of security attributes allows authorised users (roles) to manage .the spe
utes.
secure state.

Static attribute initialisation ensures that the default values of security attributes are approp
Sive or restrictive in nature.

gement of FMT_MSA.1

actions could be considered for the management functiéns in FMT:

h the group of roles that can interact with the security attributes.

gement of FMT_MSA.2

management activities foreseen.

pement of FMT_MSA.3

actions could be consideredfor the management functions in FMT:

b the group of roles that ean specify initial values;

j the permissive or-restrictive setting of default values for a given access control SFP.
of FMT_MSA.1

actions should be auditable if FAU_GEN Security audit data generation is included

cified

Secure security attributes ensures that values assigned to security attributes are valid with

riately

n the

a) Basic: Al

12.2.7 Audit

I modifications of the values of security attributes.

of FMT_MSA.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:
a) Minimal:

b) Detailed:

66

All offered and rejected values for a security attribute;

All offered and accepted secure values for a security attribute.
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12.2.8 Audit of FMT_MSA.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Modifications of the default setting of permissive or restrictive rules.
b) Basic: All modifications of the initial values of security attributes.

12.2.9 FMT_MSA.1 Management of security attributes

Hiera'r\hir\al to- No-othar componanis.
CrHEaTt0- NO-OHe-CeHPOREeRS:

Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
12.2.91 FMT_MSA.1.1

The TSF shall enforce the [assignment: access control SFP; information flow control SFP] to restrict
the gbility to [selection: change_default, query, modify, delete,[Jassignment: other opefations]] the
secullity attributes [assignment: list of security attributes] to [assignment: the authorispd identified
roles].
12.2.10 FMT_MSA.2 Secure security attributes

Hierafchical to:  No other components.

Depepdencies: ADV_SPM.1 Informal TOE security policy model
[FDP_ACC.1 Subsetaccess control, or
FDP_IFC.1 Subset information flow control]
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

12.2.10.1 FMT_MSA.2.1

The TSF shall ensure that only secure values are accepted for security attributes.

12.2.11 FMT_MSA.3 Static attribute initialisation
Hierarchical to:  No other components.
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
12.2.11.1 FMT_MSA.3.1
The TSF shall enforce the [assignment: access control SFP, information flow control SFP] to provide

[selection, choose one of: restrictive, permissive,Jassignment: other property]] default values for
security attributes that are used to enforce the SFP.
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12.2.11.2 FMT_MSA.3.2

The TSF shall allow the [assignment: the authorised identified roles] to specify alternative initial
values to override the default values when an object or information is created.

12.3 Management of TSF data (FMT_MTD)

12.3.1 Family Behaviour

This family allows authorised users (roles) control over the management of TSF data. Examples of TSF data

include audit information, clock, system configuration and other TSF configuration parameters.

12.3.2 Comy

FMT_MTD.1

FMT_MTD.2
reached or e

FMT_MTD.3
state.

12.3.3 Mana|
The following
a) managin
12.3.4 Mana
The following

a) managin

onent levelling

FMT MTD: Management of TSF data 2

ceeded.

Figure 46 - FMT_MTD component lévelling

Management of TSF data allows authorised users to’nfanage TSF data.

Management of limits on TSF data specifies“the action to be taken if limits on TSF dal

Secure TSF data ensures that values-assigned to TSF data are valid with respect to the S

gement of FMT_MTD.1

actions could be considered for the management functions in FMT:
h the group of roles-that can interact with the TSF data.

gement of FMT .MTD.2

actions could be considered for the management functions in FMT:

j the-group of roles that can interact with the limits on the TSF data.

a are

ecure

12.3.5 Management of FMT_MTD.3

There are no management activities foreseen.

12.3.6 Audit

of FMT_MTD.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Basic: All modifications to the values of TSF data.
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12.3.7 Audit of FMT_MTD.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: All modifications to the limits on TSF data;

b) Basic: All modifications in the actions to be taken in case of violation of the limits.

12.3.8 Audit of FMT_MTD.3

a) Minimal: All rejected values of TSF data.

12.3.9 FMT_MTD.1 Management of TSF data

Hierafchical to:  No other components.

Dependencies: FMT_SMR.1 Security roles

FMT_SMEF.1 Specification of Management Functions
12.3.9.1 FMT_MTD.1.1

The |TSF shall restrict the ability to [selection: change_default, query, modify, delete,
clear|[assignment: other operations]] the [assignment: list of TSF data] to [assighment: thle authorised
ident(fied roles].

12.3.10 FMT_MTD.2 Management of limits,on' TSF data
Hierafchical to:  No other components.

Depepdencies: FMT_MTD.1 Management of TSF data
FMT_SMR.1\Security roles

12.3.10.1 FMT_MTD.2 &

The TSF shall restrict the specification of the limits for [assignment: list of TSF data] to [lassignment:
the atithorised identified roles].

12.3.10.2 EM¥_MTD.2.2

The TSE“shall take the following actions, if the TSF data are at, or exceed, the indifated limits:
[assignment: actions to be taken].

12.3.11 FMT_MTD.3 Secure TSF data

Hierarchical to:  No other components.

Dependencies: ADV_SPM.1 Informal TOE security policy model
FMT_MTD.1 Management of TSF data

12.3.11.1 FMT_MTD.3.1

The TSF shall ensure that only secure values are accepted for TSF data.

© ISO/IEC 2005 - All rights reserved 69


https://iecnorm.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

12.4 Revoc

ation (FMT_REV)

12.4.1 Family Behaviour

This family addresses revocation of security attributes for a variety of entities within a TOE.

12.4.2 Component levelling

FMT_ REV: Revocation

FMT_REV.1
12.4.3 Mana

The following

a) managin
b) managin
C) managin
12.4.4 Audit

The following
PP/ST:

a) Minimal:
b) Basic: Al
12.4.5 FMT |

Hierarchical t

Dependencie

Figure 47 - FMT_REV component levelling

Revocation provides for revocation of security attributes to be enforced at some pgintiin tim
pement of FMT_REV.1

actions could be considered for the management functions in FMT:

j the group of roles that can invoke revocation of security attributes;

j the lists of users, subjects, objects and other resources for which revocation is possible;
j the revocation rules.

of FMT_REV.1

actions should be auditable if FAU_GEN _Security audit data generation is included

Unsuccessful revocation of security attributes;
attempts to revoke security attriputes.

REV.1 Revocation

D:

No other comporients.

5:  FMT_SMR(1 Security roles

12.45.1 FMT_REV.14

The TSF shall restrict the ability to revoke security attributes associated with the [selection: U
subjects, o{jects,[assignment: other additional resources]] within the TSC to [assignment:
authorised identified roles]

A1

n the

sers,
the

12.45.2 FMT_REV.1.2

The TSF shall enforce the rules [assignment: specification of revocation rules].

12.5 Securi

12.5.1 Famil

ty attribute expiration (FMT_SAE)

y Behaviour

This family addresses the capability to enforce time limits for the validity of security attributes.
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12.5.2 Component levelling

FMT_SAE: Security attribute expiration |

Figure 48 - FMT_SAE component levelling

FMT_SAE.1 Time-limited authorisation provides the capability for an authorised user to specify an expiration
time on specified security attributes.

12.5. 3 Maragementof- FMT—SAER

The fpllowing actions could be considered for the management functions in FMT:
a) managing the list of security attributes for which expiration is to be supported;
b) the actions to be taken if the expiration time has passed.

12.5.4 Audit of FMT_SAE.1

The fpllowing actions should be auditable if FAU_GEN Security audit data generation is in¢luded in the
PP/ST:

a) Hasic: Specification of the expiration time for an attribute;
b) Hasic: Action taken due to attribute expiration.

12.5.% FMT_SAE.1 Time-limited authorisation

Hierafchical to:  No other components.

Dependencies: FMT_SMR.1 Security rales

FPT_STM.1 Reliable time stamps

12.5.%1 FMT_SAE.1.1

The TSF shall restrict~the capability to specify an expiration time for [assignment: lisf of security
attributes for which expiration is to be supported] to [assignment: the authorised identifiedl roles].

12.5.%.2 FMTSAE.1.2

For each ofthese security attributes, the TSF shall be able to [assignment: list of actiong to be taken
for egch’security attribute] after the expiration time for the indicated security attribute has|passed.

12.6 Specification of Management Functions (FMT_SMF)
12.6.1 Family Behaviour

This family allows the specification of the management functions to be provided by the TOE. Management
functions provide TSFI that allow administrators to define the parameters that control the operation of security-
related aspects of the TOE, such as data protection attributes, TOE protection attributes, audit attributes, and
identification and authentication attributes. Management functions also include those functions performed by
an operator to ensure continued operation of the TOE, such as backup and recovery. This family works in
conjunction with the other components in the FMT: Security management class: the component in this family
calls out the management functions, and other families in FMT: Security management restrict the ability to use
these management functions.
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12.6.2 Component levelling

FMT_ SMF: Specification of Management Functions

Figure 49 - FMT_SMF component levelling

FMT_SMF.1 Specification of Management Functions requires that the TSF provide specific management

functions.

12.6.3 Mana

£ AN [ ol |
T T L

There are no
12.6.4 Audit

The following
PP/ST:

a) Minimal:
12.6.5 FMT |

Hierarchical

Dependencieg|

YA

Bt
LA

TVT TVIT

management activities foreseen.
of FMT_SMF.1

actions should be auditable if FAU_GEN Security audit data generationt is included

Use of the management functions.
SMF.1 Specification of Management Functions
b:  No other components.

5. No dependencies.

n the

ment:

5 with

12.6.51 FMT_SMF.1.1
The TSF shall be capable of performing the following security management functions: [assign
list of securify management functions to be proyided by the TSF].
12.7 Secur|ty management roles (FMTxSMR)
12.7.1 Family Behaviour
This family is|intended to control the assignment of different roles to users. The capabilities of these role
respect to se¢urity management-are described in the other families in this class.
12.7.2 Component levelling
| 2
FMT SMR: Security management roles <
3
Figure 50 - FMT_SMR component levelling
FMT_SMR.1 Security roles specifies the roles with respect to security that the TSF recognises.

FMT_SMR.2 Restrictions on security roles specifies that in addition to the specification of the roles, there are
rules that control the relationship between the roles.

FMT_SMR.3

72

Assuming roles, requires that an explicit request is given to the TSF to assume a role.
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12.7.3 Management of FMT_SMR.1

The following actions could be considered for the management functions in FMT:;
a) managing the group of users that are part of a role.

12.7.4 Management of FMT_SMR.2

The following actions could be considered for the management functions in FMT:

a) managing the group of users that are part of a role;

b) r*anaging the conditions that the roles must satisfy.
12.7.% Management of FMT_SMR.3

Therg are no management activities foreseen.

12.7.¢ Audit of FMT_SMR.1

The fpllowing actions should be auditable if FAU_GEN Security audit{data generation is in¢luded in the
PP/ST:

a) Minimal: modifications to the group of users that are part of &role;
b) Detailed: every use of the rights of a role.
12.7.7 Audit of FMT_SMR.2

The fpllowing actions should be auditable if FAYW GEN Security audit data generation is in¢luded in the
PP/ST:

a) Minimal: modifications to the group of\users that are part of a role;
b) Minimal: unsuccessful attemptsto use a role due to the given conditions on the roles;

c) [Detailed: every use of the rights of a role.

Audit of FMT_SMR:3

llowing actions. should be auditable if FAU_GEN Security audit data generation is in¢luded in the

inimalk explicit request to assume a role.

EMT SMR.1 Security roles

Hierarchical to:  No other components.

Dependencies: FIA_UID.1 Timing of identification

12.7.9.1 FMT_SMR.1.1

The TSF shall maintain the roles [assignment: the authorised identified roles].
12.7.9.2 FMT_SMR.1.2

The TSF shall be able to associate users with roles.
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12.7.10 FMT_SMR.2 Restrictions on security roles

Hierarchical to:

Dependencies:

FMT_SMR.1 Security roles

FIA_UID.1 Timing of identification

12.7.10.1 FMT_SMR.2.1

The TSF shall maintain the roles: [assignment: authorised identified roles].

12.7.10.2 FMT_SMR.2.2

The TSF sha
12.7.10.3 FM
The TSF shg
12.7.11 FM
Hierarchical t
Dependencie|
12.7.11.1 FM

The TSF sha

13 Class |

This class co
misuse of ide

| be able to associate users with roles.
T SMR.2.3

Il ensure that the conditions [assignment: conditions for the different rofes] are satis

[T_SMR.3 Assuming roles

b:  No other components.

5:  FMT_SMR.1 Security roles
T_SMR.3.1
Il require an explicit request to assume the following roles: [assignment: the roles].

FPR: Privacy

ntains privacy requirements. These requirements provide a user protection against discove
ntity by other users.

FPR_ANO: Anonymity |

FPR_PSE: Pseudonymity |

FPR_UNL: Unlinkability 1

74

FPR_UNO: Unobservability

Figure 51 - FPR: Privacy class decomposition

ed.

y and
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13.1

ISO/IEC 1540

Anonymity (FPR_ANO)

13.1.1 Family Behaviour

8-2:2005(E)

This family ensures that a user may use a resource or service without disclosing the user's identity. The
requirements for Anonymity provide protection of the user identity. Anonymity is not intended to protect the
subject identity.

13.1.2 Component levelling

FPR_ANO: Aponvimity | 2

FPR_
boun(

FPR_|
by en

13.1.1
Therg
13.1.4

The f
PP/S]

a) N
13.1.5
Hieral
Depe
13.1.1

The T
user

13.1.4

Figure 52 - FPR_ANO component levelling

ANO.1 Anonymity, requires that other users or subjects are unable to determine the ider
to a subject or operation.

ANO.2 Anonymity without soliciting information enhances the requirements of FPR_ANO
suring that the TSF does not ask for the user identity.

Management of FPR_ANO.1, FPR_ANO.2
are no management activities foreseen.
| Audit of FPR_ANO.1, FPR_ANO.2

pllowing actions should be auditable if FAUXGEN Security audit data generation is in
B

linimal: The invocation of the anonymity:mechanism.
FPR_ANO.1 Anonymity

chical to:  No other components.

ndencies: No dependencies.

.1 FPR_ANO/.1

hame boutid to [assignment: list of subjects and/or operations and/or objects].

EPR) ANO.2 Anonymity without soliciting information

tity of a user

.1 Anonymity

cluded in the

SF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real

Hiera

chicalto:  FPR_ANO.I Anonymity

Dependencies: No dependencies.

13.1.6.1 FPR_ANO.2.1

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real user

name

bound to [assignment: list of subjects and/or operations and/or objects].

13.1.6.2 FPR_ANO.2.2

The TSF shall provide [assignment: list of services] to [assignment: list of subjects] without soliciting
any reference to the real user name.
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13.2 Pseud

onymity (FPR_PSE)

13.2.1 Family Behaviour

This family ensures that a user may use a resource or service without disclosing its user identity, but can still
be accountable for that use.

13.2.2 Component levelling

FPR_PSE.1
a user bound

FPR_PSE-Pseudonymiy

N

Figure 53 - FPR_PSE component levelling

Pseudonymity requires that a set of users and/or subjects are unable to determine the ider
to a subject or operation, but that this user is still accountable for its aetions.

tity of

FPR_PSE.2 Reversible pseudonymity, requires the TSF to provide a capability,to”determine the origingl user
identity based on a provided alias.

FPR_PSE.3 Alias pseudonymity, requires the TSF to follow certain construction rules for the alias to the user
identity.

13.2.3 Manapement of FPR_PSE.1, FPR_PSE.2, FPR_PSE.3

There are nojmanagement activities foreseen.

13.2.4 Audit|of FPR_PSE.1, FPR_PSE.2, FPR_PSE:3

The following actions should be auditable if FAU_GEN Security audit data generation is included |n the
PP/ST:

a) Minimal:[The subject/user that requested resolution of the user identity should be audited.

13.2.5 FPR_PSE.1 Pseudonymity

Hierarchical tp:  No other components.

Dependencies: No dependencies.

13.25.1 FAR_PSE11.1

The TSF shattemnsuretiratfassigmment—setof usersandfor subjectsare umabteto determmimethe real

user name bound to [assignment: list of subjects and/or operations and/or objects].

13.25.2 FPR_PSE.1.2

The TSF shall be able to provide [assignment: number of aliases] aliases of the real user name to

[assighment

. list of subjects].

13.25.3 FPR_PSE.1.3

The TSF shall [selection, choose one of: determine an alias for a user, accept the alias from the user]

and verify th

76

at it conforms to the [assignment: alias metric].
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13.2.6 FPR_PSE.2 Reversible pseudonymity

Hierarchical to: FPR_PSE.1 Pseudonymity

Dependencies: FIA_UID.1 Timing of identification

13.2.6.1 FPR_PSE.2.1

8-2:2005(E)

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real user

name

13.2.62—FRRPSE22

The
[assig

13.2.¢

The 1
verify

13.2.6
The T
to de
cond
13.2.]
Hiera
Depe
13.2.]

The 1
name)

13.2.]

The
[assid

13.2.]

The T

bound to [assignment: list of subjects and/or operations and/or objects].

SF shall be able to provide [assignment: number of aliases] aliases of the reab u
nment: list of subjects].

3 FPR_PSE.2.3

SF shall [selection, choose one of: determine an alias for a user, accépt-the alias from
that it conforms to the [assignment: alias metric].

4 FPR_PSE.2.4

SF shall provide [selection: an authorised user,[assignment: list of trusted subjects]
ermine the user identity based on the provided alias only under the following [assig¥
tions].

[ FPR_PSE.3 Alias pseudonymity
chical to: FPR_PSE.1 Pseudonymity
ndencies: No dependencies.

.1 FPR_PSE.3.1

SF shall ensure that [assignment: set of users and/or subjects] are unable to determine
bound to [assignment: list of subjects and/or operations and/or objects].

(.2 FPR_PSE.3.2

'SF shall betvable to provide [assignment: number of aliases] aliases of the real u
nment: list-of subjects].

'3 EPR_PSE.3.3

ser name to

he user] and

a capability
ment: list of

the real user

ser name to

SEvShall [selection, choose one of: determine an alias for a user, accept the alias from

he user] and

verify

that it conforms to the [assignment: alias metric].

13.2.7.4 FPR_PSE.3.4

The TSF shall provide an alias to the real user name which shall be identical to an alias provided
previously under the following [assignment: list of conditions] otherwise the alias provided shall be
unrelated to previously provided aliases.
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13.3 Unlinkability (FPR_UNL)

13.3.1 Famil

y Behaviour

This family ensures that a user may make multiple uses of resources or services without others being able to
link these uses together.

13.3.2 Component levelling

FPR_UNL.1
caused certa

13.3.3 Mana
The following
a) the mang

13.3.4 Audit

The following
PP/ST:

a) Minimal:
13.3.5 FPR_}
Hierarchical t
Dependencie
13.35.1 FAH
The TSF sh{
[assighment
followsJ[assi

13.4 Unobs

13.4.1 Famil

FPR_UNL: Unlinkability

Figure 54 - FPR_UNL component levelling

Unlinkability, requires that users and/or subjects are unable to determine whether the samg
n specific operations in the system.

pement of FPR_UNL.1

actions could be considered for the management functions in FMT
gement of the unlinkability function.

of FPR_UNL.1

actions should be auditable if FAU_GEN Security audit data generation is included

The invocation of the unlinkability mechanism:-
UNL.1 Unlinkability

b:  No other components.
5. No dependencies.
R_UNL.1.1

Il ensure that [assignment: set of users and/or subjects] are unable to determine wh

list of aqperations][selection: were caused by the same user, are relate
jnment: list-of relations]].

ervability (FPR_UNO)

e user

n the

ether
0 as

by Behaviour

This family ensures that a user may use a resource or service without others, especially third parties, being
able to observe that the resource or service is being used.

78
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13.4.2 Component levelling

FPR_UNO: Unobservability 3
4
| | el DD LI L 41 Ll
Hgttre oo rrR_uoNOcomponentrevenng

8-2:2005(E)

FPR_|
being

FPR |
mech
might

FPR_]
privag

FPR_|
capal

13.4.3

performed.

UNO.2 Allocation of information impacting unobservability, requires thatCthe TSF prg
Anisms to avoid the concentration of privacy related information within the*TOE. Such ¢
impact unobservability if a security compromise occurs.

UNO.3 Unobservability without soliciting information,q requires.that the TSF does not
y related information that might be used to compromise unobservability.

UNO.4 Authorised user observability, requires the TSF to ‘provide one or more authorised
ility to observe the usage of resources and/or services,

Management of FPR_UNO.1, FPR_UNO.2

The fopllowing actions could be considered for the management functions in FMT:

a) the management of the behaviour of the unobservability function.

13.4.4

Thersg

13.4.4

| Management of FPR_UNO.3
are no management activitiesforeseen.

Management of FPR_UNO.4

The fpllowing actions could-be considered for the management functions in FMT:

a) t

e list of authorised users that are capable of determining the occurence of operations.

13.4.¢ Audit 6f FPR_UNO.1, FPR_UNO.2

The

llowing actions should be auditable if FAU_GEN Security audit data generation is in

UNO.1 Unobservability, requires that users and/or subjects cannot determine whether’an operation is

vide specific
pncentrations

try to obtain

users with a

cluded in the

PP/ST:

a) Minimal: The invocation of the unobservability mechanism.

13.4.7 Audit of FPR_UNO.3

There are no auditable events foreseen.

13.4.8 Audit of FPR_UNO.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The observation of the use of a resource or service by a user or subject.
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13.4.9 FPR_UNO.1 Unobservability

Hierarchical to:  No other components.

Dependencies: No dependencies.

13.49.1 FPR_UNO.1.1

The TSF shall ensure that [assignment: list of users and/or subjects] are unable to observe the

operation [assignment: list of operations] on [assignment: list of objects] by [assignment: list of
protected users and/or subjects].

13.4.10 FPR_UNO.2 Allocation of information impacting unobservability
Hierarchical tp: FPR_UNO.1 Unobservability

Dependencies: No dependencies.

13.4.10.1 FAR_UNO.2.1

The TSF shall ensure that [assignment: list of users and/or subjects] are unahle to observe the opgration
[assignment: [list of operations] on [assignment: list of objects] by [assignment;\list of protected users @nd/or
subjects].
13.4.10.2 FAR_UNO.2.2
The TSF shall allocate the [assighment: unobservability related information] among different parts of
the TOE sudh that the following conditions hold during the lifetime of the information: [assignnent:
list of condifions].

13.4.11 FPR_UNO.3 Unobservability without soliciting information
Hierarchical tp:  No other components.

Dependencies: FPR_UNO.1 Unobservabhility

13.4.11.1 FAR_UNO.3.1

The TSF shdll provide [assignment: list of services] to [assignment: list of subjects] without soligiting
any referencle to [assignment;-privacy related information].

13.4.12 FPR_UNO.4 Authorised user observability

Hierarchical tp:  Ne-other components.

Dependenciesi\vNo dependencies.

13.4.12.1 FPR_UNO.4.1

The TSF shall provide [assignment: set of authorised users] with the capability to observe the usage
of [assignment: list of resources and/or services].

14 Class FPT: Protection of the TSF

This class contains families of functional requirements that relate to the integrity and management of the
mechanisms that provide the TSF (independent of TSP-specifics) and to the integrity of TSF data
(independent of the specific contents of the TSP data). In some sense, families in this class may appear to
duplicate components in the FDP: User data protection class; they may even be implemented using the same
mechanisms. However, FDP: User data protection focuses on user data protection, while FPT: Protection of
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the TSF focuses on TSF data protection. In fact, components from the FPT: Protection of the TSF class are
necessary to provide requirements that the SFPs in the TOE cannot be tampered with or bypassed.

From the point of view of this class, there are three significant portions for the TSF:

a) The TSF's abstract machine, which is the virtual or physical machine upon which the specific TSF
implementation under evaluation executes.

b) The TSF's implementation, which executes on the abstract machine and implements the mechanisms
that enforce the TSP.

C) The-TSE's H:tn' which are the administrative databhases that gnirln the enforcementof the TSP.
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FPT_AMT: Underlying abstract machine test

FPT FLS: Fail secure

FPT ITA: Availability of exported TSF data

FPT ITC: Confidentiality of exported TSF data

FPT ITT Integrity of exported TSF data T p
| 2
FPT ITT: Internal TOE TSF data transfer <
3
1 2
FPT PHP: TSF physical protection <
3
1 2 3
FPT RCV: Trusted recovery S
4
FPT RPL: Replay detection 1
FPT _RVM: Referencemnediation 1
FPT SEP: Dojnain separation | 2 3
FP'L 'SSP: State synchrony protocol | 2
FPT STM: Time stamps 1
FPT_TDC: Inter-TSF TSF data consistency |

FPT TRC: Internal TOE TSF data replication consistency

FPT _TST: TSF self test

Figure 56 - FPT: Protection of the TSF class decomposition
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Underlying abstract machine test (FPT_AMT)

14.1.1 Family Behaviour

8-2:2005(E)

This family defines requirements for the TSF to perform testing to demonstrate the security assumptions made
about the underlying abstract machine upon which the TSF relies. This “abstract” machine could be a
hardware/firmware platform, or it could be some known and assessed hardware/software combination acting
as a virtual machine.

14.1.2 Component levelling

FPT

14.1.3

FPT_AMT: Underlying abstract machine test I

Figure 57 - FPT_AMT component levelling

_AMT.1 Abstract machine testing, provides for testing of the underlying abstract machine.

Management of FPT_AMT.1

The fpllowing actions could be considered for the management functions'in FMT:

a) nmpanagement of the conditions under which abstract machine test occurs, such as during i

r

bgular interval, or under specified conditions;

b) management of the time interval if appropriate.

14.1.4

The f
PP/S]

a) H
14.1.9
Hiera
Depe
14.1.1

The
opera

| Audit of FPT_AMT.1

pllowing actions should be auditable if\FAU_GEN Security audit data generation is in
B

asic: Execution of the tests of thelunderlying machine and the results of the tests.
FPT_AMT.1 Abstract machine testing

chical to:  No other‘eomponents.

ndencies: No depéndencies.

1 FPT AMT.1.1

[SF,shall run a suite of tests [selection: during initial start-up, periodically d(
ition;-at the request of an authorised user,Jassignment: other conditions]] to dem

corre

nitial start-up,

cluded in the

ring normal
onstrate the

ct\Operation of the security assumptions provided by the abstract machine that U

nderlies the

TSF.

14.2

Fail secure (FPT_FLS)

14.2.1 Family Behaviour

The requirements of this family ensure that the TOE will not violate its TSP in the event of identified categories
of failures in the TSF.
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14.2.2 Component levelling

FPT FLS: Fail secure |

Figure 58 - FPT_FLS component levelling

This family consists of only one component, FPT_FLS.1 Failure with preservation of secure state, which
requires that the TSF preserve a secure state in the face of the identified failures.

14.2.3 Managemertof P53
There are no|management activities foreseen.
14.2.4 Audit|of FPT_FLS.1

The following actions should be auditable if FAU_GEN Security audit data generation® is included [n the
PP/ST:

a) Basic: Failure of the TSF.

14.2.5 FPT_FLS.1 Failure with preservation of secure state
Hierarchical tp:  No other components.

Dependencies: ADV_SPM.1 Informal TOE security policy model
14.25.1 FAT_FLS.1.1

The TSF shdll preserve a secure state when the fallowing types of failures occur: [assignment: list of
types of faildres in the TSF].

14.3 Availapility of exported TSF data(FPT_ITA)
14.3.1 Family Behaviour

This family defines the rules for theyprevention of loss of availability of TSF data moving between the TSF and
a remote trusted IT product. This‘data could, for example, be TSF critical data such as passwords, keys| audit

data, or TSF pxecutable codg.

14.3.2 Component levelling

FPT ITA: Availability of exported TSF data |

Figure 59 - FPT_ITA component levelling
This family consists of only one component, FPT_ITA.1 Inter-TSF availability within a defined availability
metric. This component requires that the TSF ensure, to an identified degree of probability, the availability of
TSF data provided to a remote trusted IT product.
14.3.3 Management of FPT_ITA.1

The following actions could be considered for the management functions in FMT:

a) management of the list of types of TSF data that must be available to a remote trusted IT product.
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14.3.4 Audit of FPT_ITA.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: the absence of TSF data when required by a TOE.
14.3.5 FPT_ITA.1 Inter-TSF availability within a defined availability metric

Hierarchical to:  No other components.

Depepdencies—No-dependensies:
14.3.%.1 FPT_ITA.11

The TSF shall ensure the availability of [assignment: list of types of TSF data] provided|to a remote
trusted IT product within [assignment: a defined availability metric] givencthe following conditions
[assiinment: conditions to ensure availability].

14.4 |Confidentiality of exported TSF data (FPT_ITC)
14.4.1 Family Behaviour

This family defines the rules for the protection from unauthorised, disclosure of TSF data during| transmission
betwgen the TSF and a remote trusted IT product. This data-could, for example, be TSF critical|data such as

passwords, keys, audit data, or TSF executable code.

14.4.2 Component levelling

FPT ITC: Confidentiality of exported TSF data 1

Figure®0 - FPT_ITC component levelling

This family consists of only onescomponent, FPT_ITC.1 Inter-TSF confidentiality during transnjission, which
requies that the TSF ensure‘\that data transmitted between the TSF and a remote trusted [IT product is
prote¢ted from disclosure while in transit.
14.4.3 Management(©f,FPT_ITC.1

Therg are no manhagement activities foreseen.

14.4.4 Auditof FPT_ITC.1

Therd are” no auditable events foreseen.

14.4.5 FPT_ITC.1 Inter-TSF confidentiality during transmission
Hierarchical to:  No other components.

Dependencies: No dependencies.

14451 FPT_ITC.1.1

The TSF shall protect all TSF data transmitted from the TSF to a remote trusted IT product from
unauthorised disclosure during transmission.
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14.5 Integri

ty of exported TSF data (FPT_ITI)

14.5.1 Family Behaviour

This family defines the rules for the protection, from unauthorised modification, of TSF data during
transmission between the TSF and a remote trusted IT product. This data could, for example, be TSF critical

data such as

passwords, keys, audit data, or TSF executable code.

14.5.2 Component levelling

FPT ITI: Integrity of exported TSF data

FPT_ITL1 Inter-TSF detection of modification, provides the ability to detect modification of(TSF data T
between the TSF and a remote trusted IT product, under the assumption thatthe remote tiju

transmission
IT product is

Figure 61 - FPT_ITI component levelling

cognisant of the mechanism used.

uring
sted

FPT_ITI.2 Infer-TSF detection and correction of modification, provides the ability for the remote trusfed IT

product not o
trusted IT pro

14.5.3 Manag
There are no
14.5.4 Mana|

The following

a) management of the types of TSF data that the-FSF should try to correct if modified in transit;

b) management of the types of action that the TSF could take if TSF data is modified in transit.

14.5.5 Audit

The following
PP/ST:

hly to detect modification, but to correct modified TSF data underthe assumption that the rg
duct is cognisant of the mechanism used.

gement of FPT_ITI.1
management activities foreseen.
gement of FPT_ITI.2

actions could be considered for the management functions in FMT:

of FPT_ITI.1

actions should bevauditable if FAU_GEN Security audit data generation is included

the detectioniof modification of transmitted TSF data.

b actiontaken upon detection of modification of transmitted TSF data.

Pmote

n the

of EPT_ITI.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

a) Minimal:
b) Basic: th
14.5.6 Audit
PP/ST:

a) Minimal:
b)

c)

14.5.7 FPT_|

Hierarchical to:

Dependencies:

86

the detection of modification of transmitted TSF data;

Basic: the action taken upon detection of modification of transmitted TSF data.

Basic: the use of the correction mechanism.

TI.1 Inter-TSF detection of modification

No other components.

No dependencies.
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14571 FPT_ITL1.1

The TSF shall provide the capability to detect modification of all TSF data during transmission
between the TSF and a remote trusted IT product within the following metric: [assignment: a defined
modification metric].

145.7.2 FPT_ITL1.2

The TSF shall provide the capability to verify the integrity of all TSF data transmitted between the TSF
and a remote trusted IT product and perform [assignment: action to be taken] if modifications are

detec

ted.

14.5.4; FPT_ITI.2 Inter-TSF detection and correction of modification

Hiera

Depe

14581 FPT_ITL2.1

The 1
TSF &

145.8.2 FPT_ITL2.2

The T

14.5.

The ]
trans

14.6
14.6.]

This f
parts

14.6.2

remor trusted IT product and perform [assignment: action’to be taken] if modifications are detec

chical to: FPT_ITI.1 Inter-TSF detection of modification

ndencies: No dependencies.

SF shall provide the capability to detect modification of all TSF data during transmission
Ind a remote trusted IT product within the following metric: [assignment: a defined modificat]

3 FPT_ITL2.3

[SF shall provide the capability to correct [assignment: type of modification] of
mitted between the TSF and a remote-trusted IT product.

Internal TOE TSF data transfer (FPT_ITT)
| Family Behaviour

amily provides requirements that address protection of TSF data when it is transferred betw
pf a TOE across aminternal channel.

P Componentilevelling

FPT _ITT: Internal TOE TSF data transfer

between the
on metric].

SF shall provide the capability to verify the integrity of\all TSF data transmitted between tTe TSF and a

ed.

all TSF data

een separate

Figure 62 - FPT_ITT component levelling

FPT_ITT.1 Basic internal TSF data transfer protection, requires that TSF data be protected when transmitted
between separate parts of the TOE.

FPT_ITT.2 TSF data transfer separation, requires that the TSF separate user data from TSF data during
transmission.
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FPT_ITT.3 TSF data integrity monitoring, requires that the TSF data transmitted between separate parts of
the TOE is monitored for identified integrity errors.

14.6.3 Management of FPT_ITT.1
The following actions could be considered for the management functions in FMT:
a) management of the types of modification against which the TSF should protect;

b) management of the mechanism used to provide the protection of the data in transit between different
parts of the TSF.

14.6.4 Management of FPT_ITT.2
The following| actions could be considered for the management functions in FMT:;
a) management of the types of modification against which the TSF should protect;

b) management of the mechanism used to provide the protection of the data in transit between different
parts of the TSF;

¢) management of the separation mechanism.

14.6.5 Manapgement of FPT_ITT.3

The following|actions could be considered for the management functions in FMT:

a) management of the types of modification against which the:TSF should protect;

b) managerment of the mechanism used to provide thelprotection of the data in transit between different
parts of the TSF;

¢c) management of the types of modification of TSF data the TSF should try to detect;
d) management of the action>s that will be_taken.

14.6.6 Auditjof FPT_ITT.1, FPT_ITT.2

There are nojauditable events fereseen.

14.6.7 Audit|of FPT_ITT.3

The following actions should be auditable if FAU_GEN Security audit data generation is included [n the
PP/ST:

a) Minimal:|the*detection of modification of TSF data;

b) Basic: the action taken following detection of an integrity error.
14.6.8 FPT_ITT.1 Basic internal TSF data transfer protection
Hierarchical to:  No other components.

Dependencies: No dependencies.

146.8.1 FPT_ITT.1.1

The TSF shall protect TSF data from [selection: disclosure, modification] when it is transmitted
between separate parts of the TOE.
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14.6.9 FPT_ITT.2 TSF data transfer separation

Hierarchical to: FPT_ITT.1 Basic internal TSF data transfer protection

Dependencies: No dependencies.

14.6.9.1 FPT_ITT.2.1

The TSF shall protect TSF data from [selection: disclosure, modification] when it is transmitted between
separate parts of the TOE.

14.6.9-

The T
of the

14.6.]
Hiera
Depe
14.6.]
The T
data,
parts

14.6.]

Upon
the a

14.7

14.7.1

2—FRPT 122

SF shall separate user data from TSF data when such data is transmitted between’se
TOE.

0 FPT_ITT.3 TSF data integrity monitoring

chical to:  No other components.

ndencies: FPT_ITT.1 Basic internal TSF data transfer protection
0.1 FPT_ITT.3.1

'SF shall be able to detect [selection: modification of’data, substitution of data, rq
deletion of data,,[assignment: other integrity errars}] for TSF data transmitted betw

of the TOE.

0.2 FPT_ITT.3.2

ction to be taken].
TSF physical protection (FPT), PHP)

| Family Behaviour

TSF

the deterrence of, and resistance to, unauthorised physical modification, or substitution of the TS.

hysical protection components refer to restrictions on unauthorised physical access to the

parate parts

-ordering of
ben separate

detection of a data integrity error, the TSF shall take the following actions: [assignment: specify

TSF, and to

The rpquirements_of.components in this family ensure that the TSF is protected from physical thampering and

interference. Satisfying the requirements of these components results in the TSF being package
such p manner that physical tampering is detectable, or resistance to physical tampering is enfo
these| compenents, the protection functions of a TSF lose their effectiveness in environments w
damapge-cannot be prevented. This family also provides requirements regarding how the TSF sh
physi¢al.tampering attempts.

 and used in
rced. Without
here physical
All respond to

14.7.2 Component levelling

FPT PHP: TSF physical protection

Figure 63 - FPT_PHP component levelling

FPT_PHP.1 Passive detection of physical attack, provides for features that indicate when a TSF device or
TSF element is subject to tampering. However, notification of tampering is not automatic; an authorised user
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must invoke a security administrative function or perform manual inspection to determining if tampering has

occurred.

FPT_PHP.2 Notification of physical attack, provides for automatic notification of tampering for an identified
subset of physical penetrations.

FPT_PHP.3 Resistance to physical attack, provides for features that prevent or resist physical tampering with
TSF devices and TSF elements.

14.7.3 Management of FPT_PHP.1

The following

actions caould he cansidered for the mnnagnmnnf functions-in-EMT-

a)
14.7.4 Manag

The following

manageinent of the user or role that determines whether physical tampering has occurred.

gement of FPT_PHP.2

actions could be considered for the management functions in FMT:

a) managernent of the user or role that gets informed about intrusions;

b)
14.7.5 Manag

The following

manageinent of the list of devices that should inform the indicated user orrole about the intrusion.

gement of FPT_PHP.3

actions could be considered for the management functions in FMT:

a) management of the automatic responses to physical tampering.

14.7.6 Audit

The following
PP/ST:

a) Minimal:
14.7.7 Audit

The following
PP/ST:
a) Minimal:

14.7.8 Audit

of FPT_PHP.1

actions should be auditable if FAUSGEN Security audit data generation is included

if detection by IT means, detection of intrusion.
of FPT_PHP.2

actions should be‘rauditable if FAU_GEN Security audit data generation is included

detection efiintrusion.

of FPT-PHP.3

There are no

auditable events foreseen.

14.7.9 FPT_PHP.1 Passive detection of physical attack

Hierarchical to:

Dependencies:

No other components.

No dependencies.

14.79.1 FPT_PHP.1.1

n the

n the

The TSF shall provide unambiguous detection of physical tampering that might compromise the TSF.
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14.7.9.2 FPT_PHP.1.2

The TSF shall provide the capability to determine whether physical tampering with the TSF's devices
or TSF's elements has occurred.

14.7.10 FPT_PHP.2 Notification of physical attack
Hierarchical to: FPT_PHP.1 Passive detection of physical attack

Dependencies: FMT_MOF.1 Management of security functions behaviour

14.7 10 3FRTPRHR21

The T|SF shall provide unambiguous detection of physical tampering that might compromisethe TSF.
14.7.10.2 FPT_PHP.2.2

The T|SF shall provide the capability to determine whether physical tampering with*the TSF's deyices or TSF's
elemgnts has occurred.

14.7.10.3 FPT_PHP.2.3
For [assignment: list of TSF devices/elements for which active)detection is required], the TSF shall
monifor the devices and elements and notify [assignment: ‘a designated user or role] when physical
tampgring with the TSF's devices or TSF's elements has eceurred.
14.7.11 FPT_PHP.3 Resistance to physical attack

Hierafchical to: No other components.

Dependencies: No dependencies.

14.7.11.1 FPT_PHP.3.1

The TSF shall resist [assignment; ‘physical tampering scenarios] to the [assignment list of TSF
devides/elements] by responding’automatically such that the TSP is not violated.

14.8 |Trusted recovery (FPT_RCV)
14.8.1 Family Behaviour
The fequirements_of this family ensure that the TSF can determine that the TOE is startgd up without

prote¢tion compromise and can recover without protection compromise after discontinuity of opgrations. This
family is important because the start-up state of the TSF determines the protection of subsequent states.

14.8.2 €omponent levelling

FPT RCYV: Trusted recovery

Figure 64 - FPT_RCV component levelling

FPT_RCV.1 Manual recovery, allows a TOE to only provide mechanisms that involve human intervention to
return to a secure state.

FPT_RCV.2 Automated recovery, provides, for at least one type of service discontinuity, recovery to a secure
state without human intervention; recovery for other discontinuities may require human intervention.
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FPT_RCV.3 Automated recovery without undue loss, also provides for automated recovery, but strengthens
the requirements by disallowing undue loss of protected objects.

FPT_RCV.4 Function recovery, provides for recovery at the level of particular SFs, ensuring either successful
completion or rollback of TSF data to a secure state.

14.8.3 Management of FPT_RCV.1
The following actions could be considered for the management functions in FMT:

a) management of who can access the restore capability within the maintenance mode.

14.8.4 Management of FPT_RCV.2, FPT_RCV.3
The following| actions could be considered for the management functions in FMT:;
a) management of who can access the restore capability within the maintenance mode;

b) management of the list of failures/service discontinuities that will be handled\through the autgmatic
procedures.

14.8.5 Management of FPT_RCV.4
There are no|management activities foreseen.
14.8.6 Auditjof FPT_RCV.1, FPT_RCV.2, FPT_RCV.3

The following actions should be auditable if FAU_GEN Security audit data generation is included [n the
PP/ST:

a) Minimal:|the fact that a failure or service discontinuity occurred;
b) Minimal:fresumption of the regular operation;

c) Basic: type of failure or service discontinuity.

14.8.7 Auditlof FPT_RCV.4

The following actions should berauditable if FAU_GEN Security audit data generation is included [n the
PP/ST:

a) Minimal:|if possiblesthe impossibility to return to a secure state after failure of a security function;

b) Basic: if possible;*the detection of a failure of a security function.

14.8.8 FPT_REY:1 Manual recovery

Hierarchical to:  No other components.

Dependencies: AGD_ADM.1 Administrator guidance
ADV_SPM.1 Informal TOE security policy model

14.8.8.1 FPT_RCV.1.1

After [assignment: list of failures/service discontinuities] the TSF shall enter a maintenance mode
where the ability to return to a secure state is provided.
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14.8.9 FPT_RCV.2 Automated recovery

Hierarchical to: FPT_RCV.1 Manual recovery

Dependencies: AGD_ADM.1 Administrator guidance
ADV_SPM.1 Informal TOE security policy model

14.8.9.1 FPT_RCV.21

When automated recovery from [assignment: list of failures/service discontinuities] is not possible, the TSF
shall eptera-maintenance-mode-w Hity : S i i

14.8.

).2 FPT_RCV.2.2

For [@assignment: list of failures/service discontinuities], the TSF shall ensure thelreturn qf the TOE to
a seclre state using automated procedures.

14.8.10 FPT_RCV.3 Automated recovery without undue loss
Hierafchical to: FPT_RCV.2 Automated recovery
Depepdencies: AGD_ADM.1 Administrator guidance
ADV_SPM.1 Informal TOE security policy model
14.8.10.1 FPT_RCV.3.1

Wher automated recovery from [assignment: list of\failures/service discontinuities] is not possible, the TSF
shall gnter a maintenance mode where the ability-te’return to a secure state is provided.

14.8.10.2 FPT_RCV.3.2

For [gssignment: list of failures/service iscontinuities], the TSF shall ensure the return of the TOE to a secure
state psing automated procedures.

14.8.10.3 FPT_RCV.3.3
The functions provided\by the TSF to recover from failure or service discontinuity shall ensure that
the secure initial state'is restored without exceeding [assignment: quantification] for losq of TSF data
or objects within the.TSC.
14.8.10.4 FPT_RCV.3.4

The TSF shall provide the capability to determine the objects that were or were not capgble of being
recovered.

14.8.11 FPT_RCV.4 Function recovery

Hierarchical to:  No other components.

Dependencies: ADV_SPM.1 Informal TOE security policy model

14.8.11.1 FPT_RCV.4.1

The TSF shall ensure that [assignment: list of SFs and failure scenarios] have the property that the SF

either completes successfully, or for the indicated failure scenarios, recovers to a consistent and
secure state.
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14.9 Replay detection (FPT_RPL)

14.9.1 Family Behaviour

This family addresses detection of replay for various types of entities (e.g. messages, service requests,
service responses) and subsequent actions to correct. In the case where replay may be detected, this

effectively prevents it.

14.9.2 Component levelling

ERT RPLReplay-detection }

Figure 65 - FPT_RPL component levelling

The family cansists of only one component, FPT_RPL.1 Replay detection, which requires that the TSH shall
be able to defect the replay of identified entities.

14.9.3 Management of FPT_RPL.1

The following| actions could be considered for the management functions in FMT:
a) management of the list of identified entities for which replay shall be detected;
b) management of the list of actions that need to be taken in cas€ of replay.
14.9.4 Auditlof FPT_RPL.1

The following actions should be auditable if FAU GENSSecurity audit data generation is included [n the
PP/ST:

a) Basic: D¢tected replay attacks.

b) Detailed]Action to be taken based on the specific actions.
14.9.5 FPT_RPL.1 Replay detection

Hierarchical tp:  No other compoenents.

Dependencies:  No dependencies.

149.5.1 FAT_RPL.1.2

The TSF shall detect replay for the following entities: [assignment: list of identified entities].

149.5.2 FPT_RPL.1.2

The TSF shall perform [assighment: list of specific actions] when replay is detected.

14.10 Reference mediation (FPT_RVM)

14.10.1 Family Behaviour

The requirements of this family address the “always invoked” aspect of a traditional reference monitor. The
goal of this family is to ensure, with respect to a given SFP, that all actions requiring policy enforcement are
validated by the TSF against the SFP. If the portion of the TSF that enforces the SFP also meets the

requirements of appropriate components from Domain separation (FPT_SEP) and TSF internals (ADV_INT),
then that portion of the TSF provides a “reference monitor” for that SFP.
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A TSF that implements a SFP provides effective protection against unauthorised operation if and only if all
enforceable actions (e.g. accesses to objects) requested by untrusted subjects with respect to any or all of
that SFP are validated by the TSF before succeeding. If an action that could be enforceable by the TSF, is
incorrectly enforced or incorrectly bypassed, the overall enforcement of the SFP could be compromised.
Subjects could then bypass the SFP in a variety of unauthorised ways (e.g. circumvent access checks for
some subjects or objects, bypass checks for objects whose protection was assumed by applications, retain
access rights beyond their intended lifetime, bypass auditing of audited actions, or bypass authentication).
Note that some subjects, the so called “trusted subjects” with respect to a specific SFP, might be trusted to
enforce the SFP by themselves, and bypass the mediation of the SFP.

14.10.2 Component levelling

FPT RVM: Reference mediation |

Figure 66 - FPT_RVM component levelling

This family consists of only one component, FPT_RVM.1 Non-bypassability of the TSP, which fequires non-
bypagsability for all SFPs in the TSP.

14.10,3 Management of FPT_RVM.1

Therg are no management activities foreseen.
14.1004 Audit of FPT_RVM.1

Therd are no auditable events foreseen.

14.10[5 FPT_RVM.1 Non-bypassability of the-XSP
Hierafchical to: No other components.
Dependencies: No dependencies.

14.10,5.1 FPT_RVM.1.1

The TSF shall ensure that TSP enforcement functions are invoked and succeed before epch function
withip the TSC is allowed:to proceed.

14.11 Domain separation (FPT_SEP)
141111 Fanlily Behaviour

The ¢ompenents of this family ensure that at least one security domain is available for the TSF's own
execytion’and that the TSF is protected from external interference and tampering (e.g. by modification of TSF

code or data structures) by untrusted subjects. Satisfying the requirements of this family makes the TSF self-
protecting, meaning that an untrusted subject cannot modify or damage the TSF.

This family requires the following:

a) The resources of the TSF's security domain (“protected domain”) and those of subjects and
unconstrained entities external to the domain are separated such that the entities external to the
protected domain cannot observe or modify TSF data or TSF code internal to the protected domain.

b) The transfers between domains are controlled such that arbitrary entry to, or return from, the protected
domain is not possible.
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c)

The user or application parameters passed to the protected domain by addresses are validated with

respect to the protected domain's address space, and those passed by value are validated with respect to
the values expected by the protected domain.

d)

The security domains of subjects are distinct except for controlled sharing via the TSF.

14.11.2 Component levelling

FPT_SEP: Domain separation

HP R fndw J

FPT_SEP.11
between subj

FPT_SEP.2 {
an identified
the TSF, as v

FPT_SEP.3
domain for th

14.11.3 Ma
There are no
14114 Au
There are no
14.11.5 FP]
Hierarchical t
Dependencieg|
14.11.5.1 FAH

The TSF shg
tampering b

14.11.5.2 FP

= EDT _Crrp
LI LI LT UU

tgte—o

'SF domain separation, provides a distinct protected domain for the TSF and provides.s€pa
pcts within the TSC.

5FP domain separation, requires that the TSF be further subdivided, with distinct domain
et of SFPs that act as reference monitors for their policies, and a domain'for the remain
ell as domains for the non-TSF portions of the TOE.

Complete reference monitor, requires that there be distinct domain(s) for TSP enforcem
e remainder of the TSF, as well as domains for the non-TSF portions of the TOE.

hagement of FPT_SEP.1, FPT_SEP.2, FPT_SEP.3
management activities foreseen.

Hit of FPT_SEP.1, FPT_SEP.2, FPT_SEP.3
auditable events foreseen.

[ SEP.1 TSF domain separation

b:  No other components.
5. No dependencies.

T SEP.1.1

Il maintain a security domain for its own execution that protects it from interferenc
untrusted subjects.

T SEP.L.2

The TSF sha1ll énforce separation between the security domains of subjects in the TSC.

ration

s) for
Her of

Ent, a

b and

14.11.6 FPT_SEP.2 SFP domain separation

Hierarchical to:

Dependencie

14.11.6.1 FP

FPT_SEP.1 TSF domain separation
s:  No dependencies.

T SEP.2.1

The unisolated portion of the TSF shall maintain a security domain for its own execution that protects it from
interference and tampering by untrusted subjects.
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6.2 FPT_SEP.2.2

The TSF shall enforce separation between the security domains of subjects in the TSC.

14.11

.6.3 FPT_SEP.2.3

The TSF shall maintain the part of the TSF related to [assignment: list of access control and/or
information flow control SFPs] in a security domain for their own execution that protects them from
interference and tampering by the remainder of the TSF and by subjects untrusted with respect to
those SFPs.

14.11
Hiera
Depe
14.11]

The {
interfq

14.11
The T
14.11
The T
SFPs
remai

14.12

14.12

/[ EPT SEP 3 anplnfn reference monitor

chical to: FPT_SEP.2 SFP domain separation
ndencies: No dependencies.

7.1 FPT_SEP.3.1

brence and tampering by untrusted subjects.

7.2 FPT_SEP.3.2

SF shall enforce separation between the security domains-ef subjects in the TSC.

7.3 FPT_SEP.3.3

SF shall maintain the part of the TSF that enforces the access control and/or informatio
in a security domain for its own execution.that protects them from interference and tam
hder of the TSF and by subjects untrusted'with respect to the TSP,

State synchrony protocol (FBT_SSP)

1 Family Behaviour

Distri

uted systems may give\rise to greater complexity than monolithic systems through the

differ¢nces in state between -parts of the system, and through delays in communication. In
synchronisation of state-between distributed functions involves an exchange protocol, not a s
Wher] malice exists inthe distributed environment of these protocols, more complex defensive

requi

d.

State|synchrofy) protocol (FPT_SSP) establishes the requirement for certain critical security fu
TSF tp use. this trusted protocol. State synchrony protocol (FPT_SSP) ensures that two distribute
TOE (e.g.‘hosts) have synchronised their states after a security-relevant action.

nisolated portion of the TSF shall maintain a security domain for its Own execution that pflotects it from

h flow control
pering by the

potential for
most cases
imple action.
protocols are

nctions of the
d parts of the

14.12

.2 Component levelling

FPT_SSP: State synchrony protocol | 2

Figure 68 - FPT_SSP component levelling

FPT_SSP.1 Simple trusted acknowledgement, requires only a simple acknowledgment by the data recipient.

FPT_SSP.2 Mutual trusted acknowledgement, requires mutual acknowledgment of the data exchange.
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14.12.3 Management of FPT_SSP.1, FPT_SSP.2
There are no management activities foreseen.
14.12.4 Audit of FPT_SSP.1, FPT_SSP.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: failure to receive an acknowledgement when expected.

14.12.5 FPT-SSRLShnpletrusted-acknrowledgement
Hierarchical tp:  No other components.
Dependencies: FPT_ITT.1 Basic internal TSF data transfer protection

14.12.5.1 FAT_SSP.1.1

The TSF shdll acknowledge, when requested by another part of the TSF, the(receipt of an unmogified
TSF data trahsmission.

14.12.6 FPT_SSP.2 Mutual trusted acknowledgement

Hierarchical tp: FPT_SSP.1 Simple trusted acknowledgement
Dependencies: FPT_ITT.1 Basic internal TSF data transfer prétection
14.12.6.1 FAT_SSP.2.1

The TSF shdll acknowledge, when requested by another part of the TSF, the receipt of an unmodifiegd TSF
data transmigsion.

14.12.6.2 FAT_SSP.2.2

The TSF shall ensure that the relevant-parts of the TSF know the correct status of transmitted data
among its different parts, using ackhowledgements.

14.13 Timg stamps (FPT_STM)
14.13.1 Farpily Behaviour
This family addresses(requirements for a reliable time stamp function within a TOE.

14.13.2 Component levelling

FPT_STM: Time stamps |

Figure 69 - FPT_STM component levelling

This family consists of only one component, FPT_STM.1 Reliable time stamps, which requires that the TSF
provide reliable time stamps for TSF functions.

14.13.3 Management of FPT_STM.1

The following actions could be considered for the management functions in FMT:;

a) management of the time.
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The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: changes to the time;

b) Detailed: providing a timestamp.

14.13

.5 FPT_STM.1 Reliable time stamps

Hieral
Depe
14.13
The T
14.14
14.14

In a (¢

attribfites associated with data, audit information, identification-information) with another truste

This f
TSF ¢

14.14

FPT |
consi

14.14
Therg

14.14

rchical to—No-other components:
ndencies: No dependencies.
51 FPT_STM.1.1
SF shall be able to provide reliable time stamps for its own use.
Inter-TSF TSF data consistency (FPT_TDC)
1 Family Behaviour
istributed or composite system environment, a TOE may*need to exchange TSF data (

amily defines the requirements for sharing and consistent interpretation of these attributeg
f the TOE and a different trusted IT product.

2 Component levelling

FPT TDC: IntepsTSF TSF data consistency 1

Figune 70 - FPT_TDC component levelling

TDC.1 Inter-TSF basic TSF data consistency, requires that the TSF provide the capabi
stency of attributes between TSFs.

3 Management,of FPT_TDC.1
are no management activities foreseen.

4 Audit of FPT_TDC.1

The f

p.g. the SFP-
d IT product,
between the

ity to ensure

[lewing actions should be auditable if FAU GEN Security audit data generation is in

cluded in the

PP/ST:

a) Minimal: Successful use of TSF data consistency mechanisms.

b) Basic: Use of the TSF data consistency mechanisms.

c) Basic: Identification of which TSF data have been interpreted.

d) Basic: Detection of modified TSF data.
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14.14.5 FPT_TDC.1 Inter-TSF basic TSF data consistency

Hierarchical to:

Dependencies:

No other components.

No dependencies.

14.145.1 FPT_TDC.1.1

The TSF shall provide the capability to consistently interpret [assignment: list of TSF data types] when
shared between the TSF and another trusted IT product.

141452 F

—bc1=2

The TSF sha
the TSF dat3g
14.15 Inter

14.15.1 Far

Il use [assignment: list of interpretation rules to be applied by the TSF] when interp
from another trusted IT product.

hal TOE TSF data replication consistency (FPT_TRC)

hily Behaviour

The requirenmients of this family are needed to ensure the consistency of TSF data when such d

replicated intg
TOE becoms
connections 4§

14.15.2 Co

This family ¢
TSF ensure t

14.15.3 Ma
There are no
14.15.4 Au

The following
PP/ST:

brnal to the TOE. Such data may become inconsistent if the internal channel between parts
s inoperative. If the TOE is internally structured as a network and parts of the TOE ng
ire broken, this may occur when parts become disabled.

mponent levelling

FPT_TRC: Internal TOE TSF data replicatien consistency

Figure 71 - FPT_TRE component levelling

bnsists of only one component, FPT_TRC.1 Internal TSF consistency, which requires th
ne consistency of TSF data that s replicated in multiple locations.

nagement of FPT_TRC.1
management activities foreseen.
it of FPT_TRC.I

actions should be auditable if FAU_GEN Security audit data generation is included

a) Minimal:

eting

Ata is
of the
twork

At the

n the

restoring consistency upon reconnection.

b)

Basic: Detected inconsistency between TSF data.

14.15.5 FPT_TRC.1 Internal TSF consistency

Hierarchical to:

Dependencies:

No other components.

FPT_ITT.1 Basic internal TSF data transfer protection

14.15.5.1 FPT_TRC.1.1

The TSF shall ensure that TSF data is consistent when replicated between parts of the TOE.
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5.2 FPT_TRC.1.2

When parts of the TOE containing replicated TSF data are disconnected, the TSF shall ensure the

consi

stency of the replicated TSF data upon reconnection before processing any requests for

[assignment: list of SFs dependent on TSF data replication consistency].

14.16 TSF self test (FPT_TST)

14.16.

1 Family Behaviour

The fam|ly deflnes the reqwrements for the self-testlng of the TSF with respect to some expected correct

opera
parts
or wh
in oth

The r
softw
handl
preve)
desig
logica

14.16

FPT |

atiqns on critical
of the TOE These tests can be carried out at start up, perlodlcally at the request of the authorised user,
en other conditions are met. The actions to be taken by the TOE as the result of selfitesting are defined
er families.

bquirements of this family are also needed to detect the corruption of TSF-executable cpde (i.e. TSF
hre) and TSF data by various failures that do not necessarily stop the TOE's<Operation (which would be
bd by other families). These checks must be performed because these ifailures may not necessarily be
hted. Such failures can occur either because of unforeseen failure mades or associated oversights in the
n of hardware, firmware, or software, or because of malicious corruption of the TSF due {o inadequate
| and/or physical protection.

2 Component levelling

FPT _TST: TSF selffest |

Figure 72 - FPT.TST component levelling

TST.1 TSF testing, provides the ability to test the TSF's correct operation. These tests may be

perfoimed at start-up, periodically, at the request of the authorised user, or when other conditions are met. It

also [

14.16

The fpllowing actions couldibe-considered for the management functions in FMT:

a)
i

b) management of the time interval if appropriate.

14.16

rovides the ability to verify the integrity of TSF data and executable code.

3 Management of FPT_JST.1

anagement of theconditions under which TSF self testing occurs, such as during initial start-up, regular
terval, or under specified conditions;

4, Audit of FPT_TST.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Execution of the TSF self tests and the results of the tests.

14.16.

5 FPT_TST.1 TSF testing

Hierarchical to:  No other components.

Dependencies: FPT_AMT.1 Abstract machine testing
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14.16.5.1 FPT_TST.1.1

The TSF shall run a suite of self tests [selection: during initial start-up, periodically during normal
operation, at the request of the authorised user, at the conditions[assignment: conditions under which
self test should occur]] to demonstrate the correct operation of the TSF. operation of [selection:
[assignment: parts of TSF], the TSF].

14.16.5.2 FPT_TST.1.2

The TSF shall provide authorised users with the capability to verify the integrity of [selection:
[assignment: parts of TSF], TSF data].

14.16.5.3 FAT_TST.1.3
The TSF shfall provide authorised users with the capability to verify the integrity of' stored TSF
executable dode.
15 Class FRU: Resource utilisation
This class pfovides three families that support the availability of required resources such as procgssing
capability angl/or storage capacity. The family Fault Tolerance provides protection against unavailability of
capabilities cpused by failure of the TOE. The family Priority of Service ensures that the resources will be
allocated to the more important or time-critical tasks and cannot be monepglised by lower priority tasks. The
family Resoufce Allocation provides limits on the use of available resources, therefore preventing users from
monopolising|the resources.
FRU_FLT: Fault tolerance | 2
FRU_PRS: Priority of servige 1 2
FRU RSA: Resource\atlocation 1 2
Figure 73 - FRU: . Resource utilisation class decomposition

15.1 Fault folerance (FRU_FLT)
15.1.1 Family Behaviour
The requirements of this_family ensure that the TOE will maintain correct operation even in the event of
failures.
15.1.2 Component levelling

FRU _FLT: Fault tolerance

Figure 74 - FRU_FLT component levelling

FRU_FLT.1 Degraded fault tolerance, requires the TOE to continue correct operation of identified capabilities
in the event of identified failures.

FRU_FLT.2 Limited fault tolerance, requires the TOE to continue correct operation of all capabilities in the
event of identified failures.
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15.1.3 Management of FRU_FLT.1, FRU_FLT.2
There are no management activities foreseen.
15.1.4 Audit of FRU_FLT.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Any failure detected by the TSF.

b) Basic: All TOE capabilities being discontinued due to a failure.

15.1.% Audit of FRU_FLT.2

The fpllowing actions should be auditable if FAU_GEN Security audit data generation” is in¢luded in the
PP/ST:

a) Minimal: Any failure detected by the TSF.

15.1.6 FRU_FLT.1 Degraded fault tolerance

Hierafchical to:  No other components.

Dependencies: FPT_FLS.1 Failure with preservation of securg-state
15.1.6.1 FRU FLT.1.1

The TSF shall ensure the operation of [assignment: list of TOE capabilities] when the following
failurps occur: [assignment: list of type of failures].

15.1.7 FRU_FLT.2 Limited fault tolerance

Hierafchical to: FRU_FLT.1 Degraded fault tolerance
Depepdencies: FPT_FLS.1 Failure-with preservation of secure state
15.1.7.1 FRU_FLT.2.1

The TSF shall ensure the operation of all the TOE's capabilities when the following failures occur:
[assignment: list of typejof failures].

15.2 |Priority.of service (FRU_PRS)

15.2.1 Family Behaviour

The reex pnramante Af thic famihy Al thn TOQE +n ~nntrAl thin tien Af roacntirane aathin thn T sers and
COoTCICits—OTr—tritsS |uu||||y TToOVW—tHiC—TOoT O COMtTr o triC— oot~ O TCSOuUTCC o Wit i o ic— 1o < y u

subjects such that high priority activities within the TSC will always be accomplished without undue
interference or delay caused by low priority activities.

15.2.2 Component levelling

FRU PRS: Priority of service | 2

Figure 75 - FRU_PRS component levelling
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FRU_PRS.1 Limited priority of service, provides priorities for a subject's use of a subset of the resources
within the TSC.

FRU_PRS.2 Full priority of service, provides priorities for a subject's use of all of the resources within the TSC.
15.2.3 Management of FRU_PRS.1, FRU_PRS.2
The following actions could be considered for the management functions in FMT:;

a) assignment of priorities to each subject in the TSF.

15.2.4 AuditofERU PRS.1 _ERU PRS2

The following actions should be auditable if FAU_GEN Security audit data generation is included |n the
PP/ST:

a) Minimal:|Rejection of operation based on the use of priority within an allocation.
b) Basic: Al attempted uses of the allocation function which involves the priority of the service functions.
15.2.5 FRU |PRS.1 Limited priority of service

Hierarchical to:  No other components.

Dependencigs: No dependencies.

15.25.1 FRU_PRS.1.1

The TSF shdll assign a priority to each subject in the TSk
15.25.2 FRU_PRS.1.2

The TSF shdll ensure that each access to [assighment: controlled resources] shall be mediated gn the
basis of the subjects assigned priority.

15.2.6 FRU_|PRS.2 Full priority of service

Hierarchical fo: FRU_PRS.1 Limited priority of service
Dependencigs: No dependencies.

15.2.6.1 FRU_PRS.21

The TSF shall assign-a priority to each subject in the TSF.

15.2.6.2 FRU\.PRS.2.2

The TSF shall ensure that each access to all shareable resources shall be mediated on the basis of the
subjects assigned priority.

15.3 Resource allocation (FRU_RSA)
15.3.1 Family Behaviour

The requirements of this family allow the TSF to control the use of resources by users and subjects such that
denial of service will not occur because of unauthorised monopolisation of resources.
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15.3.2 Component levelling

FRU_RSA: Resource allocation | 2

Figure 76 - FRU_RSA component levelling

8-2:2005(E)

FRU_RSA.1 Maximum quotas, provides requirements for quota mechanisms that ensure that users and

subjects will not monopolise a controlled resource.

to monopolise a controlled resource.
15.3.3 Management of FRU_RSA.1
The fpllowing actions could be considered for the management functions in FMT:

a) ecifying maximum limits for a resource for groups and/or individual users and/or sy
ministrator.

15.3.4 Management of FRU_RSA.2

The following actions could be considered for the management functions in FMT:;

t ensure that
Il not be able

bjects by an

a) ecifying minimum and maximum limits for a resource.for groups and/or individual users afd/or subjects

an administrator.
15.3.% Audit of FRU_RSA.1, FRU RSA.2

The fpllowing actions should be auditable \ifS\FAU_GEN Security audit data generation is in

a) inimal: Rejection of allocation operation due to resource limits.

b) Basic: All attempted uses(of;the resource allocation functions for resources that are under
SF.

15.3.6 FRU_RSA.1 Maximum quotas
Hierafchical to: - Ne'other components.

Dependencies:~ No dependencies.

cluded in the

control of the

15.3.6. L FRU_RSA.1.1

The TSF shall enforce maximum quotas of the following resources: [assignment: controlled
resources] that [selection: individual user, defined group of users, subjects] can use [selection:

simultaneously, over a specified period of time].
15.3.7 FRU_RSA.2 Minimum and maximum quotas
Hierarchical to: FRU_RSA.1 Maximum quotas

Dependencies: No dependencies.
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153.7.1 FR

U_RSA.2.1

The TSF shall enforce maximum quotas of the following resources [assignment: controlled resources] that
[selection: individual user, defined group of users] can use [selection: simultaneously, over a specified period

of time].

15.3.7.2 FR

U_RSA.2.2

The TSF shall ensure the provision of minimum quantity of each [assignment: controlled resource]
that is available for [selection: an individual user, defined group of users, subjects] to use [selection:
simultaneously, over a specified period of time].

16 Class FTA: TOE access

This family sy

ecifies functional requirements for controlling the establishment of a user's session:

FTA LSA: Limitation on scope of selectable attributes 1

FTA_MCS: Limitation on multiple concurrent sessions 1 2

FTA_SSL: Session locking 2

FTA_TAB: TOE access bannefs |

FTA TAH: TOE@gcess history |

FTA TSETTOE session establishment 1

Figurey’7 - FTA: TOE access class decompaosition

16.1 Limitation on scope of selectable attributes (FTA_LSA)

16.1.1 Family Behawiour

This family d

bfines requirements to limit the scope of session security attributes that a user may selec

session.

16.1.2 Component levelling

FTA LSA: Limitation on scope of selectable attributes 1

Figure 78 - FTA_LSA component levelling

for a

FTA_LSA.1 Limitation on scope of selectable attributes, provides the requirement for a TOE to limit the scope
of the session security attributes during session establishment.
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16.1.3 Management of FTA_LSA.1

The following actions could be considered for the management functions in FMT:;

a) management of the scope of the session security attributes by an administrator.
16.1.4 Audit of FTA_LSA.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimak-Alfailed-attempis-at-selecting-a-session-security-atiributes:
b) Hasic: All attempts at selecting a session security attributes;

c) [Detailed: Capture of the values of each session security attributes.
16.1.% FTA_LSA.1 Limitation on scope of selectable attributes
Hierafchical to:  No other components.

Depepdencies: No dependencies.

16.1.%.1 FTA_LSA.11

The TSF shall restrict the scope of the session secUrity attributes [assignment: sesdion security
attributes], based on [assignment: attributes].

16.2 |Limitation on multiple concurrent sessions (FTA_MCS)
16.2.1 Family Behaviour

This family defines requirements to place-limits on the number of concurrent sessions that belong to the same
user.

16.2.2 Component levelling

FTAL MCS: Limitation on multiple concurrent sessions 1 2

Figure 79 - FTA_MCS component levelling

FTA_MCS.1 Basic limitation on multiple concurrent sessions, provides limitations that apply to a|l users of the
TSF.

FTA MCS2Peruserattributetimitatiomrommuttipte concurrentsessions extends FTAMES T Basic limitation
on multiple concurrent sessions by requiring the ability to specify limitations on the number of concurrent
sessions based on the related security attributes.

16.2.3 Management of FTA_MCS.1

The following actions could be considered for the management functions in FMT:

a) management of the maximum allowed number of concurrent user sessions by an administrator.
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16.2.4 Management of FTA_MCS.2

The following actions could be considered for the management functions in FMT:

a) management of the rules that govern the maximum allowed number of concurrent user sessions by an
administrator.

16.2.5 Audit of FTA_MCS.1, FTA_MCS.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal] Rejection of a new session based on the limitation of multiple concurrent sessions.
b) Detailed; Capture of the number of currently concurrent user sessions and the user security @ttribute(s).
16.2.6 FTA |[MCS.1 Basic limitation on multiple concurrent sessions
Hierarchical fo: No other components.

Dependencigs: FIA_UID.1 Timing of identification

16.2.6.1 FTA_MCS.1.1

The TSF shall restrict the maximum number of concurrent session$ that belong to the same usel}.
16.2.6.2 FTA_MCS.1.2

The TSF shall enforce, by default, a limit of [assignment;default number] sessions per user.
16.2.7 FTA [MCS.2 Per user attribute limitation on multiple concurrent sessions

Hierarchical fo: FTA_MCS.1 Basic limitation on:mdultiple concurrent sessions

Dependencigs: FIA_UID.1 Timing of identifieation

16.2.7.1 FTA_MCS.2.1

The TSF shall restrict the maximuim number of concurrent sessions that belong to the same user accgrding
to the rules [assignment: rules/for the number of maximum concurrent sessions].

16.2.7.2 FTA_MCS.2,2

The TSF shdll enforce; by default, a limit of [assignment: default number] sessions per user.

16.3 Sessipndocking (FTA_SSL)

16.3.1 Family Behaviour

This family defines requirements for the TSF to provide the capability for TSF-initiated and user-initiated
locking and unlocking of interactive sessions.
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16.3.2 Component levelling

FTA SSL: Session locking 2

Figure 80 - FTA_SSL component levelling

FTA BSL.1 TSF-initiated session locking includes system initiated locking of an interactive sg¢ssion after a
specified period of user inactivity.

FTA_BSL.2 User-initiated locking, provides capabilities for the user to lock and unlock the user's own
interactive sessions.

FTA_BSL.3 TSF-initiated termination, provides requirements for the TSE to terminate the sgssion after a
period of user inactivity.

16.3.3 Management of FTA_SSL.1

The following actions could be considered for the management functions in FMT:;

a) specification of the time of user inactivity after whigch.lock-out occurs for an individual user;
b) specification of the default time of user inactivity after which lock-out occurs;

c) npanagement of the events that should gecur prior to unlocking the session.

16.3.4 Management of FTA_SSL.2

The fopllowing actions could be cansidered for the management functions in FMT:

a) npanagement of the events that should occur prior to unlocking the session.

16.3.% Managementof FTA_SSL.3

The following actions could be considered for the management functions in FMT:;

a) specification of the time of user inactivity after which termination of the interactive session joccurs for an
ivludividual user;

b) specification of the default time of user inactivity after which termination of the interactive session occurs.
16.3.6 Audit of FTA_SSL.1, FTA_SSL.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Locking of an interactive session by the session locking mechanism.
b) Minimal: Successful unlocking of an interactive session.

c) Basic: Any attempts at unlocking an interactive session.
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16.3.7 Audit

of FTA_SSL.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal:

Termination of an interactive session by the session locking mechanism.

16.3.8 FTA_SSL.1 TSF-initiated session locking

Hierarchical to:

Dependencieg:

No other components.

EIA_LIALLL Timina of anthantication
oo HHRG-6auReRteatHoR

16.3.8.1 FT|
The TSF shg
a) clearing
b) disablin
16.3.8.2 FT]

The TSF sh
events to oc

16.3.9 FTA_
Hierarchical t
Dependencie

16.3.9.1 FT|

The TSF shall allow user-initiated locking.of the user's own interactive session, by:

a) clearing
b) disablin
16.3.9.2 FT]

The TSF sh
events to oc

=g

A_SSL.1.1
Il lock an interactive session after [assignment: time interval of user inactivity] by:

or overwriting display devices, making the current contents unreadablée;

) any activity of the user's data access/display devices other than ynlocking the sess
A SSL.1.2
All require the following events to occur prior to unlocking the session: [assign

cur].

5SL.2 User-initiated locking
b:  No other components.
5:  FIA_UAU.1 Timing of authentication

A SSL.2.1

or overwriting display devices, making the current contents unreadable;

) any activity of the\liser's data access/display devices other than unlocking the sess
A SSL.2.2
bll require ‘the following events to occur prior to unlocking the session: [assign

cur],

16.3.10 FTA

ion.

nent:

ion.

ment:

\ "SSL.3 TSF-initiated termination

Hierarchical to:

Dependencie

16.3.10.1 FT

No other components.
s:  No dependencies.

A_SSL.3.1

The TSF shall terminate an interactive session after a [assignment: time interval of user inactivity].
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TOE access banners (FTA_TAB)

16.4.1 Family Behaviour

8-2:2005(E)

This family defines requirements to display a configurable advisory warning message to users regarding the

appro

priate use of the TOE.

16.4.2 Component levelling

FTA TAB: TOE access banners l

FTA_|
displ3

16.4.3

a)
16.4.4
Therg
16.4.5
Hiera
Depe
16.4.5

Befor
unau

16.5
16.5.]

This f
histor

Figure 81 - FTA_TAB component levelling

TAB.1 Default TOE access banners, provides the requirement for a TOE Access‘Banner. 1
yed prior to the establishment dialogue for a session.

Management of FTA_TAB.1

The Illowing actions could be considered for the management functionsdn FMT:

aintenance of the banner by the authorised administrator.
| Audit of FTA_TAB.1
are no auditable events foreseen.
FTA_TAB.1 Default TOE access banners
chical to:  No other components.
ndencies: No dependencies.

1 FTA_TAB.1.1

horised use of the TOE.
TOE access history (FTA_TAH)
| Family Behaviour

amily defines requirements for the TSF to display to a user, upon successful session est
y of Successful and unsuccessful attempts to access the user's account.

'his banner is

e establishing a user session, the TSF shall display an advisory warning message regarding

ablishment, a

16.5.2—Compomenttevetting

FTA TAH: TOE access history |

Figure 82 - FTA_TAH component levelling

FTA_TAH.1 TOE access history, provides the requirement for a TOE to display information related to previous

attem

pts to establish a session.

16.5.3 Management of FTA_TAH.1

There are no management activities foreseen.
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16.5.4 Audit

There are no

of FTA_TAH.1

auditable events foreseen.

16.5.5 FTA_TAH.1 TOE access history

Hierarchical to:

Dependencies:

No other components.

No dependencies.

16.5.51 FTA_TAH.1.1

Upon successful session establishment, the TSF shall display the [selection: date, time,.ing

:

location] of fhe last successful session establishment to the user.

16.5.5.2 FT
Upon succe
location] of
attempts sin

16.5.5.3 FT

The TSF sh3g
an opportun

16.6 TOE s

16.6.1 Famil

This family defines requirements to deny a user permission to establish a session with the TOE.

16.6.2 Comgyq

FTA TSE.17
on attributes.

16.6.3 Mana

e the last successful session establishment.

lv Behaviour

A TAH.1.2

5sful session establishment, the TSF shall display the [selection, date, time, mg
he last unsuccessful attempt to session establishment and the number of unsucce

A TAH.1.3

Il not erase the access history information from the user interface without giving the
ty to review the information.

pssion establishment (FTA_TSE)

onent levelling

FTA TSE:“TOE session establishment

Figure 83 - FTA_TSE component levelling

[OE session.establishment, provides requirements for denying users access to the TOE

gementof FTA_TSE.1

thod,

thod,
ssful

user

pbased

The following

actions could be considered for the management functions in EMT:

management of the session establishment conditions by the authorised administrator.

of FTA_TSE.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

a)

16.6.4 Audit
PP/ST:

a) Minimal:
b) Basic: Al
c)

112

Denial of a session establishment due to the session establishment mechanism.

| attempts at establishment of a user session.

Detailed: Capture of the value of the selected access parameters (e.g. location of access, time of access).
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16.6.5 FTA_TSE.1 TOE session establishment
Hierarchical to:  No other components.
Dependencies: No dependencies.

16.6.5.1 FTA_TSE.1.1

The TSF shall be able to deny session establishment based on [assignment: attributes].

17 Class FTP: Trusted path/channels

Familjes in this class provide requirements for a trusted communication path between usersand

the TSF, and

for a|trusted communication channel between the TSF and other trusted IT products-\Trusteéd paths and

channels have the following general characteristics:

e The communications path is constructed using internal and external communications thannels (as

QO

g@mainder of the TSF and user data.

=

°
Q C

bmponent).

ppropriate for the component) that isolate an identified subset of TSF data and commgnds from the

se of the communications path may be initiated by the user and/er the TSF (as appropriate for the

e The communications path is capable of providing assurance that the user is communicgting with the

o

In thi$ paradigm, a trusted channel is a communication<channel that may be initiated by eith
channel, and provides non-repudiation characteristics with respect to the identity of the sides of t

prrect TSF, and that the TSF is communicating with the{correct user (as appropriate for the Fomponent).

r side of the
e channel.

A trugted path provides a means for users to péfferm functions through an assured direct interaction with the

TSF. [Trusted path is usually desired for usef\actions such as initial identification and/or authe
may 4lso be desired at other times during a@ser's session. Trusted path exchanges may be initig
or thg TSF. User responses via the trusted path are guaranteed to be protected from modi
disclagsure to untrusted applications.

FTP_ITC: Inter-TSF trusted channel |

FTP_TRP: Trusted path l

Figure 84 - FTP: Trusted path/channels class decomposition

17.1 |Inter-FSF trusted channel (FTP_ITC)

ntication, but
ted by a user
ication by or

17 1 Famihv, Dol oy iy
Lo annty oeThavTioat

This family defines requirements for the creation of a trusted channel between the TSF and other trusted IT
products for the performance of security critical operations. This family should be included whenever there are
requirements for the secure communication of user or TSF data between the TOE and other trusted IT

products.

17.1.2 Component levelling

FTP_ITC: Inter-TSF trusted channel 1

Figure 85 - FTP_ITC component levelling
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FTP_ITC.1 Inter-TSF trusted channel, requires that the TSF provide a trusted communication channel
between itself and another trusted IT product.

17.1.3 Management of FTP_ITC.1

The following
a) Configuri
17.1.4 Audit

The following
PP/ST:

a) Minimal:
b) Minimal:
c) Basic: Al
d) Basic: Id
17.1.5 FTP_

Hierarchical t
Dependencie
17.1.5.1 FT]
The TSF shg
logically dis
points and p

17.1.5.2 FT|

The TSF shsg
the trusted @

17.1.5.3 FT|

The TSF sh
which a trus

17.2 Trustdg

actions could be considered for the management functions in FMT:

ng the actions that require trusted channel, if supported.

of FTP_ITC.1

Failure of the trusted channel functions.

Identification of the initiator and target of failed trusted channel functions.
attempted uses of the trusted channel functions.

entification of the initiator and target of all trusted channel functions;
TC.1 Inter-TSF trusted channel

D:

No other components.

5. No dependencies.

P_ITC.1.1
Il provide a communication channel between itself and a remote trusted IT product t
finct from other communication channels and provides assured identification of it

rotection of the channel data from\modification or disclosure.
P ITC.1.2

[l permit [selection: the TSF, the remote trusted IT product] to initiate communicatid
hannel.

P ITC.1.3

Il initiateccommunication via the trusted channel for [assignment: list of function
ed channel is required].

d_path (FTP_TRP)

in the

hat is
5 end

n via

s for

17.2.1 Family Behaviour

This family defines the requirements to establish and maintain trusted communication to or from users and the
TSF. A trusted path may be required for any security-relevant interaction. Trusted path exchanges may be
initiated by a user during an interaction with the TSF, or the TSF may establish communication with the user
via a trusted path.
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17.2.2 Component levelling

FTP_TRP: Trusted path |

Figure 86 - FTP_TRP component levelling

FTP_TRP.1 Trusted path, requires that a trusted path between the TSF and a user be provided for a set of
events defined by a PP/ST author. The user and/or the TSF may have the ability to initiate the trusted path.

17 2 Maon-acana-aiat £ T _THRD 4
Lo viamag eTreT T oT T T TI\T . T

The fpllowing actions could be considered for the management functions in FMT:
a) (onfiguring the actions that require trusted path, if supported.
17.2.4 Audit of FTP_TRP.1

The fpllowing actions should be auditable if FAU_GEN Security audit,data generation is in¢luded in the
PP/ST:

a) Minimal: Failures of the trusted path functions.

b) Minimal: Identification of the user associated with all trusted-path failures, if available.

(wel

C) asic: All attempted uses of the trusted path functions.

d) Hasic: ldentification of the user associated with all'trusted path invocations, if available.
17.2.% FTP_TRP.1 Trusted path

Hierafchical to:  No other components.

Depepdencies: No dependencies.

17.2%1 FTP_TRP.1.1

The TSF shall providecasxcommunication path between itself and [selection: remote, local] jusers that is
logically distinct from~other communication paths and provides assured identificatiop of its end
pointg and protection of the communicated data from modification or disclosure.

17.2.%2 FTR_TRP.1.2

The TSF, shall permit [selection: the TSF, local users, remote users] to initiate communicjation via the
trusted\path.

17.2.5.3 FTP_TRP.1.3

The TSF shall require the wuse of the trusted path for [selection: initial user
authentication,[assignment: other services for which trusted path is required]].
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Annex A
(normative)

Security functional requirements application notes

This annex contains additional guidance for the families and components defined in the elements of this part
of ISO/IEC 15408, which may be required by users, developers or evaluators to use the components. To
facilitate finding the appropriate information, the presentation of the classes, families and components in this

annex is simi

ar to the presentation within the elements.

A.1 Structure of the notes

This clause d
15408.

A.1.1 Class

Figure A.1 bg

A.1.1.1 Cla
This is the un

A.1.12 Clg

structure

SS name

Ss intredUuction

The class intjodtction in this annex provides information about the use of the families and components

Functional
Class

Key
The Functional Class

can contain multiple
Functional Families.

low illustrates the functional class structure in this annex.

Class
Name

Class
Introduction

Functional
Families

Figure'A.1 - Functional class structure

igue name . @fithe class defined within the normative elements of this part of ISO/IEC 15408

efines the content and presentation of the notes related to functional requirements of ISP/IEC

of the

class. This informafion 1S completed with the informative diagram that describes the organisation of each class
with the families in each class and the hierarchical relationship between components in each family.

A.1.2 Famil

y structure

Figure A.2 illustrates the functional family structure for application notes in diagrammatic form.
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Functional
Family 4{ Family name |
_{ User notes ‘
_{ Evaluator notes
Key l
The Functional Family O
can contain multiple —‘ Components

Components.

Figure A.2 - Functional family structure for application notes
A.1.2|11 Family name

This i the uniqgue name of the family defined within the normative elements of this’part of ISO/IEC 15408.
A.1.2|2 User notes
The yser notes contain additional information that is of interest to potential users of the family, that is PP, ST
and functional package authors, and developers of TOEs incarporating the functional components. The
preseptation is informative, and might cover warnings about limitations of use and areas where specific
attengon might be required when using the components.

A.1.2|3 Evaluator notes
The gvaluator notes contain any information that is ofiinterest to developers and evaluators of TQESs that claim
compliance with a component of the family. The-ptésentation is informative and can cover a variety of areas
where specific attention might be needed when evaluating the TOE. This can include clarifications of meaning
and specification of the way to interpret requirements, as well as caveats and warnings of specjfic interest to
evalugtors.
Thesé User Notes and Evaluator Notes subclauses are not mandatory and appear only if appropfiate.

A.1.3 Component structure

Figure A.3 illustrates the-functional component structure for the application notes.

Component

Component
—1 ldentification

Component
— Rationale &
Application notes

Permitted
Operations

Figure A.3 - Functional component structure
A.1.3.1 Component identification

This is the uniqgue name of the component defined within the normative elements of this part of ISO/IEC 15408.
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A.1.3.2 Component rationale and application notes

Any specific information related to the component can be found in this subclause.

specific level, and should only be used if level specific amplification is required.

The rationale contains the specifics of the rationale that refine the general statements on rationale for the

The application notes contain additional refinement in terms of narrative qualification as it pertains to a

specific component. This refinement can pertain to user notes, and/or evaluator notes as described in
Subclause A.1.2. This refinement can be used to explain the nature of the dependencies (e.g. shared
information, or shared operation).

This subclaus
A.1.3.3 Pel
This portion

This subclaus

A.2 Deper

The followin
dependencie
column. Each
label compon
optionally reg
dependencie
Subset acces
access contr
character is g

e is not mandatory and appears only if appropriate.
mitted operations
f each component contains advice relating to the permitted operations of the cemponent.

e is not mandatory and appears only if appropriate.

dency tables

) dependency tables for functional components show their direct, indirect and of
5. Each of the components that is a dependency of some functional component is alloca
functional component is allocated a row. The value indhe table cell indicate whether the ¢
ent is directly required (indicated by a cross “X”), indiréctly required (indicated by a dash *
uired (indicated by a “0”) by the row label component. An example of a component with of
5 is FDP_ETC.1 Export of user data without security attributes, which requires either FDP_4
s control or FDP_IFC.1 Subset information flow control to be present. So if FDP_ACC.1 S
l is present, FDP_IFC.1 Subset informatian-flow control is not necessary and vice versa
resented, the component is not dependent upon another component.

T'NI9 NV
THVS Nvd
T91S Nv4d
Tain vid
T'ALN 1N4
T4NS 1N4
THNS LIN-
TWLS 1dd

Xl T'YWS nv4d

FAU_ARP.1
FAU_GEN.1
FAU_GEN.2
FAU_SAA.l
FAU_SAA.2

x

x

XX

tional
ted a
plumn
-"), or
tional
CC.1
ubset
If no
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FAU—SAAS
FAU_SAA4
FAU_SAR.1
FAU_SAR.2
FAU_SAR.3
FAU_SEL.1
FAU_STG.1
FAU_STG.2
FAU_STG.3
FAU_STG.4

Table A.1 Dependency table for Class FAU: Security audit

X

XXX

X
X
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il
>
c
O
o
FCO _NRO.1 | X
FCO _NRO.2 | X
FCO NRR.1 | X
FCO_NRR.2 | X

Table A 2 Dependency table for Class FCO: Communication

D I e e e o o O s I A O O e T e« 0 P T s I - T RO B
OO 100 il

Ig i D I I% |% ® & s |39 > |§ |§ |§ |§ |§ |3 FJ' |%

vl lololololzlz|s|l=s|s|l'slcl|lz|lgfz|o|dl2|'5]4

| x| x| =X oO|lo| D |m| 4] 32|5 g 9|2 |3

2| 2/2(2|1%|8|%|0|[n|0|0|T |22 ¢2|5(5§|8|0|%3

N N I N I N = I S I L Ll A Lilinv|lwlkrlkHlF PR
FCS_CKM.1 | - - O | X |0 |- - - - - - - Y X |- - - - - -
FCS_CKM.2 | - o |- X |- - - - - O | O f- - X |- - - - - -
FCS_CKM.3 | - o |- X |- - - - - O | O\~ - X |- - - - - -
FCS_CKM.4 | - o |- - - - - - - 0. 10| - - X |- - - - - -
FCS_COP.1 | - o |- X |- - - - - O O |- - X |- - - - - -

Table A.3 Dependency table for Class FCS: Cryptographic support
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T'VOD VAY

T'ain vid
70l 1ldd

TVSIN LINA

£VID VAV
VSN LINS
THNS LIAL
T'ddl did

100V dad
T'04dl da4d
T'd44dI da4d
T'11l da4
2Ll da4
T'1lIN da4d
T'dNS LA4L
TOLll d14

FDP_ACC.1

FDP_ACC.2

"IX|X| 140V dad

FDP_ACF.1

X
X

FDP D

NU. L

FDP D

\U.2

FDP_E]

[C.1

FDP_E]

[C.2

O|0o

FDP_IF

C.1

FDP_IF

C.2

XX

FDP_IF

F.1

FDP_IF

F.2

XX

FDP_IF

F.3

FDP_IF

F.4

x

FDP_IF

F.5

>

FDP_IF

F.6

FDP_IT

C.1

FDP_IT

C.2

FDP_IT

.1

FDP_IT

r.2

FDP_IT

.3

FDP_IT

.4

O|0|O|0|0|O|X|X|X|X|X|X]|"
x

0O|0|0|0|0|0|"

FDP RI

P.1

FDP RI

P.2

FDP R

DL.1

FDP R

DL.2

O|0o
O|0o

FDP_SI

DI.1

FDP_SI

DI.2

FDP U

CT.1

FDP_UI

T.1

0|0

FDP_UI

T.2

- o |- - - - -

FDP_UI

T.3

o000
O|0|0|0
O|0|0|0O

- o |- - - - -
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Table-A:4 Dependency table for Class FDP: User data protection
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T'dLv vid
T'NvN vid
T'ain vid

X

FIA_AFL.1
FIA ATD.1
FIA_SOS.1

FIA_SUS.Z
FIA_UAU.1 X
FIA_UAU.2 X
FIA_UAU.3
FIA_UAU.4
FIA_UAU5
FIA_UAU.6
FIA_UAU.7 X |-
FIA_UID.1
FIA_UID.2
FIA_USB.1 | X

Table A.5 Dependency table for Class FIA: Identification and authentication

T'NLS 1dd

TVSN LING

T'NdS AQV
T'00V dad
140V dadd
T°04P.da4d
T'441 dd4
VSN LA
T'ALN LINA

Tan vid

FMT_MOF.1
FMT_MSA.1
FMT_MSA.2
FMT_MSA.3
FMT_MTD.1. -
FMT_MTD.2 - X
FMT-MTD.3 | X - X
FMT REV.1 -
EMT_SAE.1 -
FMT_SMF.1
FMT_SMR.1 X
FMT_SMR.2 X
FMT_SMR.3 - X

IXIX| TANS LAA

X
O|0o
O|0
X

x

XX IXIXIXIXIXIX| THAS 1IN

Table A.6 Dependency table for Class FMT: Security management
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122

ullie:
> | D
|g I%
=2
FPR_ANO.1
FPR_ANO.2
FPR _PSE.1
FPRPSEZ X
FPR_PSE.3
FPR_UNL.1
FPR_UNO.1
FPR_UNO.2
FPR_UNO.3 X
FPR_UNO.4
Table A.7 Dependency table for Class FPR: Privacy
o |ln|2|2 2|30
SN2 !
318|5(5|2|29% |3
=S - N B B B (e A R
= - - [ - =
FPT _AMT.1
FPT FLS.1 | X
FPT ITA.1
FPT ITC.1
FPT ITI.1
FPT ITI.2
FPT ITT.1
FPT ITT.2
FPT ITT.3 X
FPT PHP.1
FPT RHPR.2 - X |- -
FPTPHP.3
FPTRCV.1 | X | X
FPT RCV.2 | X | X
FPT RCV.3 | X | X
FPT RCV.4 | X
FPT RPL.1
FPT _RVM.1
FPT_SEP.1
FPT _SEP.2
FPT_SEP.3
FPT_SSP.1 X
FPT_SSP.2 X
FPT STM.1
FPT TDC.1
FPT TRC.1 X
FPT TST.1 X

Table A.8 Dependency table for Class FPT: Protection of the TSF
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T'NdS AQY

T'S1d 1dd

FRU_FLT.1

FRU FLT.2

XX

FRU PRS.1

FRU PRS.2

FRU RSA.1

ISO/IEC 15408-2:2005(E)

FRU _RSA.Z

Table A.9 Dependency table for Class FRU: Resource utilisation

T'NvN vid

T'ain vid

FTA LSA.1

FTA_MCS.1

FTA_MCS.2

XX

FTA_SSL.1

FTA SSL.2

x| X

FTA SSL:3

FTA _TAB.1

FTALTAH.1

FTA_TSE.1

Table A.10 Dependency table for Class FTA: TOE access
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Annex B
(normative)

Functional classes, families, and components

The following Annex C through Annex M provide the application notes for the functional classes defined in the
main body of this part of ISO/IEC 15408.
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Annex C
(normative)

Class FAU: Security audit
ISO/IEC 15408 audit families allow PP/ST authors the ability to define requirements for monitoring user

activities and, in some cases, detecting real, potential, or imminent violations of the TSP. The TOE's security
audit functions are defined to help monitor security-relevant events, and act as a deterrent against security

violations. The requirements of the audit families refer to functions that include audit data pro

format, and event selection, as well as analysis tools, violation alarms, and real-time analysis:
shoulfl be presented in human-readable format either directly (e.g. storing the audit trailio hu
format) or indirectly (e.g. using audit reduction tools), or both.

While
amon
comp
functi
to cor

developing the security audit requirements, the PP/ST author should take note of the inte
g the audit families and components. The potential exists to specify a §et of audit requ
y with the family/component dependencies lists, while at the same _time resulting in a ¢
bn (e.g. an audit function that requires all security relevant events to/be_audited but without
trol them on any reasonable basis such as individual user or obje€t):

Audit requirements in a distributed environment

those| needed for stand-alone systems. Larger, more .complex and active systems require

concqrning which audit data to collect and how this_should be managed, due to lowered
interpreting (or even storing) what gets collected. The.traditional notion of a time-sorted list or “tr
events may not be applicable in a global asynchronous network with arbitrarily many events occu

Also, |different hosts and servers on a distributed TOE may have differing naming policies
Symbolic names presentation for audit review may require a net-wide convention to avoid redu
“name clashes.”

A multi-object audit repository, partions of which are accessible by a potentially wide variety
users| may be required if audit repositories are to serve a useful function in distributed systems.

, misuse of authority by authorised users should be addressed by systematically avoiding
it data pertaining to administrator actions.

Figur¢ C.1 shows'the decomposition of this class into its constituent components.

he audit trail
an-readable

t]Ection, record

Hrelationships
irements that
eficient audit
the selectivity

plementation of audit requirements for networks and:gther large systems may differ significantly from

more thought
feasibility of
hil” of audited
rring at once.

and values.
hdancies and

of authorised

local storage
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FAU ARP: Security audit automatic response |
l
FAU GEN: Security audit data generation <
2
2
FAU SAA: Security audit analysis L
3 4
L
FAU SAR: Security audit review 2
3
FAU SEL: Security audit event selection L
l i
FAU STG: Security audit event storage <
3 4

Figure C.1 - FAU: Security audit elass decompaosition

C.2 Secur|ty audit automatic response (FAU."ARP)
C.2.1 Application notes

The Security|audit automatic response family-describes requirements for the handling of audit eventg. The
requirement ¢ould include requirements for alarms or TSF action (automatic response). For example, thé TSF
could include] the generation of real timealarms, termination of the offending process, disabling of a sgrvice,

or disconnection or invalidation of a user account.

An audit evefnt is defined to be.an “potential security violation” if so indicated by the Security audit analysis
(FAU_SAA) domponents.

C.2.2 FAU [ARP.1 Security alarms

C.2.2.1 Usg¢r application notes

An action should be taken for follow Up action In the event of an alarm. This action can be to mform the
authorised user, to present the authorised user with a set of possible containment actions, or to take
corrective actions. The timing of the actions should be carefully considered by the PP/ST author.

C.2.2.2 Operations

C.2.2.21 Assignment

In FAU_ARP.1.1, the PP/ST author should specify the actions to be taken in case of a potential security
violation. An example of such a list is: “inform the authorised user, disable the subject that created the

potential security violation.” It can also specify that the action to be taken can be specified by an authorised
user.
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C.3 Security audit data generation (FAU_GEN)
C.3.1 Application notes

The Security audit data generation family includes requirements to specify the audit events that should be
generated by the TSF for security-relevant events.

This family is presented in a manner that avoids a dependency on all components requiring audit support.
Each component has an audit subclause developed in which the events to be audited for that functional area
are listed. When the PP/ST author assembles the PP/ST, the items in the audit area are used to complete the
variable in this component. Thus, the specification of what could be audited for a functional area is localised in

that fymctiomatare=:

The li
defini
of au
gene
infor

exam

“The

PP/S]
a) N
b) H
c) BH

d) O

For e

tihe new values of the attributes should be,captured.”

5t of auditable events is entirely dependent on the other functional families within the PR/ST
ion should therefore include a list of its family-specific auditable events. Each auditable e
litable events specified in the functional family should correspond to one of the/levels d
tion specified in this family (i.e. minimal, basic, detailed). This provides'the PP/ST
ation necessary to ensure that all appropriate auditable events are specified’in the PP/ST.
ble shows how auditable events are to be specified in appropriate functional’ families:

following actions should be auditable if Security audit data generdtion (FAU_GEN) is in
[

flinimal: Successful use of the user security attribute administration functions;
asic: All attempted uses of the user security attribute@dministration functions;
asic: ldentification of which user security attributesshave been modified,;

etailed: With the exception of specific sensitivé attribute data items (e.g. passwords, crypto

ach functional component that is chosen, the auditable events that are indicated in that g

and

e
exam})le, in the previous example«‘Basic” would be selected in Security audit data generation
ditable events mentioned inna), b) and c) should be auditable.

the a

Obse
is des
PP/S]
provig
audita

A PP
For 4

low the level indicated in Security audit data generation (FAU_GEN) should be aug

ve that the categorisation of auditable events is hierarchical. For example, when Basic Aug
ired, all auditable-events identified as being either Minimal or Basic, should also be in
[ through the use of the appropriate assignment operation, except when the higher level
es more detail than the lower level event. When Detailed Audit Generation is desired,
Ible events/(Minimal, Basic, and Detailed) should be included in the PP/ST.

ST auther may decide to include other auditable events beyond those required for a give
xample, the PP/ST may claim only minimal audit capabilities while including most

. Each family
ent in the list
f audit event

author with
[The following

cluded in the

graphic keys),

omponent, at
itable. If, for
(FAU_GEN),

it Generation
Cluded in the
event simply
all identified

n audit level.
of the basic

capal

ilities because the few excluded capabilities conflict with other PP/ST constraints (e.g.

pecause they

require the collection of unavailable data).

The functionality that creates the auditable event should be specified in the PP or ST as a functional
requirement.

The following are examples of the types of the events that should be defined as auditable within each PP/ST
functional component:

a) Introduction of objects within the TSC into a subject's address space;
b) Deletion of objects;
c) Distribution or revocation of access rights or capabilities;
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d) Changes to subject or object security attributes;

e) Policy checks performed by the TSF as a result of a request by a subject;

f)  The use of access rights to bypass a policy check;

g) Use of Identification and Authentication functions;

h) Actions taken by an operator, and/or authorised user (e.g. suppression of a TSF protection mechanism as
human-readable labels);

i) Import/expe

C.3.2 FAU [GEN.1 Audit data generation

C.3.2.1 Usg¢r application notes

This component defines requirements to identify the auditable events for which audit*records shodld be

generated, a

d the information to be provided in the audit records.

FAU_GEN.1 Audit data generation by itself might be used when the TSP does.n@trequire that individugl user
identities be pssociated with audit events. This could be appropriate when ghe PP/ST also contains pfivacy
requirements| If the user identity must be incorporated FAU_GEN.2 User identity association could be used in
addition.

C.3.2.2 Evaluator notes

There is a dependency on Time stamps (FPT_STM). If corréctness of time is not an issue for this|TOE,
elimination of|this dependency could be justified.

C.3.2.3 Operations

C.3.2.3.1 Helection

In FAU_GEN.1.1, the PP/ST author should select the level of auditable events called out in the|audit

subclause of
“basic”, “deta
C.3.232 A
In FAU_GEN
included in th

events of a f
generated th

led” or “not specified”.
ssignment

.1.1, the PP/ST .author should assign a list of other specifically defined auditable events

e list of auditable events. The assignment may comprise none, or events that could be aug
nctional(requirement that are of a higher audit level than requested in b), as well as the g
ugh.the-use of a specified Application Programming Interface (API).

pther functional components.ifcluded in the PP/ST. This level is one of the following: “minimum”,

to be
itable
vents

her a

In FAU_GEN

1:2/the PP/ST author should assign, for each auditable events included in the PP/ST, ei

list of other audit relevant information to be included in audit events records or none.

C.3.3 FAU_

GEN.2 User identity association

C.3.3.1 User application notes

This component addresses the requirement of accountability of auditable events at the level of individual user
identity. This component should be used in addition to FAU_GEN.1 Audit data generation.

There is a potential conflict between the audit and privacy requirements. For audit purposes it may be
desirable to know who performed an action. The user may want to keep his/her actions to himself/herself and
not be identified by other persons (e.g. a site with job offers). Or it might be required in the Organisational
Security Policy that the identity of the users must be protected. In those cases the objectives for audit and
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privacy might contradict each other. Therefore if this requirement is selected and privacy is important,
inclusion of the component user pseudonimity might be considered. Requirements on determining the real

user name based on its pseudonym are specified in the privacy class.

C4

Security audit analysis (FAU_SAA)

C.4.1 Application notes

This family defines requirements for automated means that analyse system activity and audit data looking for
possible or real security violations. This analysis may work in support of intrusion detection, or automatic

respo

nse to an imminent security violation.

The

%ction to be performed by the TSF on detection of a possible imminent or potential violatiol

Seculity audit automatic response (FAU_ARP) components.

For rq
differe

C.4.7

C4.2

This ¢
held t

C4.2
CA4.2

In FA
or acq

al-time analysis, audit data could be transformed into a useful format for automated treatm
ent useful format for delivery to authorised users for review.

FAU_SAA.1 Potential violation analysis
1 User application notes

omponent is used to specify the set of auditable events whese occurrence or accumulatg
D indicate a potential violation of the TSP, and any rules to-be used to perform the violation

2 Operations
2.1 Assignment

U SAA.1.2, the PP/ST author should identify the subset of defined auditable events whos

In FA
the a
a cer

U SAA.1.2, the PP/ST author should specify any other rules that the TSF should use in
dit trail. Those rules could include’specific requirements to express the needs for the ever
ain period of time (e.g. periodiof the day, duration). If there are no additional rules that th

umulated occurrence need to be detected as an indication of a potential violation of the TSP.

is defined in

bnt, but into a

d occurrence
analysis.

€ occurrence
D

ts analysis of
ts to occur in
e TSF should

use ir} the analysis of the audit trail\, this assignment can be completed with “none”.

C.4.3 FAU_SAA.2 Profile based anomaly detection

C.4.3|1 User application notes

A prdfile is a structure that characterises the behaviour of users and/or subjects; it represgnts how the
usersfsubjects’interact with the TSF in a variety of ways. Patterns of usage are established with fespect to the
varioys types-of activity the users/subjects engage in (e.g. patterns in exceptions raised, patterr|s in resource

utilis

)

ion (when, which, how), patterns in actions performed). The ways in which the various ty

pes of activity

are rg¢corded in the profile (e.g. resource measures, event counters, timers) are referred to as prd

file metrics.

Each profile represents the expected patterns of usage performed by members of the profile target group.
This pattern may be based on past use (historical patterns) or on normal use for users of similar target groups
(expected behaviour). A profile target group refers to one or more users who interact with the TSF. The
activity of each member of the profile group is used by the analysis tool in establishing the usage patterns
represented in the profile. The following are some examples of profile target groups:

a) Single user account: one profile per user;

b) Group ID or Group Account: one profile for all users who possess the same group ID or operate using
the same group account;

c) Operating Role: one profile for all users sharing a given operating role;

d) System: one profile for all users of a system.
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Each member of a profile target group is assigned an individual suspicion rating that represents how closely
that member's new activity corresponds to the established patterns of usage represented in the group profile.

The sophistication of the anomaly detection tool will largely be determined by the number of target profile
groups required by the PP/ST and the complexity of the required profile metrics.

This component is used to specify the set of auditable events whose occurrence or accumulated occurrence
indicates a potential violation of the TSP, and any rules to be used to perform the violation analysis. This set
of events or rules could be modified by the authorised user, through addition, modification or deletion of
events or rules.

The PP/ST 3
TSF. The PP
to construct t

FAU_SAA.2

word maintai
performed by
defined by th
capable of p¢g
activity gets i
actions). Thir
vice-versa) a
anomalous a

Administrativ
the suspicion

The PP/ST a
activity is indi
C432 Op
C4321 A

In FAU_SAA
multiple profil

ST author should also |dent|fy specmcally What information pertaining to the act|V|ty is neeq
e usage profiles.

ssary

Profile based anomaly detection requires that the TSF maintain profiles of systenr usagg. The
h implies that the anomaly detector is actively updating the usage profile based on new activity

rforming, but the anomaly detector may choose to monitor a subset,of that activity. Anonjalous
htegrated into the profile just like non-anomalous activity (assuming.the tool is monitoring [those
gs that may have appeared anomalous four months ago, might over'time become the norm (and
5 the user's work duties change. The TSF wouldn't be able to-capture this notion if it filter¢d out
Ctivity from the profile updating algorithms.

b notification should be provided such that the authorised user understands the significapce of
rating.

ithor should define how to interpret suspicion ratings and the conditions under which anomjalous

cated to the Security audit automatic response, (FAU_ARP) mechanism.
brations
ssignment

2.1, the PP/ST author should specify the profile target group. A single PP/ST may include

P target groups.

In FAU_SAA|2.3, the PP/ST authar should specify conditions under which anomalous activity is reported by
the TSF. Conditions may include) the suspicion rating reaching a certain value, or be based on the type of
anomalous agtivity observed.

C.4.4 FAU [SAA.3 Simple attack heuristics

C.4.4.1 Usgr application notes

In practice, it7s at bestTare wherm am analysis oot calm Jetect with Certaimnty wher a Security viotation is

imminent. However, there do exist some system events that are so significant that they are always worthy of
independent review. Example of such events include the deletion of a key TSF security data file (e.g. the
password file) or activity such as a remote user attempting to gain administrative privilege. These events are
referred to as signature events in that their occurrence in isolation from the rest of the system activity are
indicative of intrusive activity.

The complexity of a given tool will depend greatly on the assignments defined by the PP/ST author in
identifying the base set of signature events.
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The PP/ST author should enumerate specifically what events should be monitored by the TSF in order to
perform the analysis. The PP/ST author should identify specifically what information pertaining to the event is
necessary to determine if the event maps to a signature event.

Administrative notification should be provided such that the authorised user understands the significance of
the event and the appropriate possible responses.

An effort was made in the specification of these requirements to avoid a dependency on audit data as the sole
input for monitoring system activity. This was done in recognition of the existence of previously developed
intrusion detection tools that do not perform their analyses of system activity solely through the use of audit
data (examples of other input data include network datagrams, resource/accounting data, or combinations of

various system rlafa)

The glements of FAU_SAA.3 Simple attack heuristics do not require that the TSF implementing the immediate
attaci heuristics be the same TSF whose activity is being monitored. Thus, one can ‘develop an intrusion
deteclion component that operates independently of the system whose system activity is being apalysed.
C.4.4{2 Operations

C.4.4{2.1 Assighment

In FAU_SAA.3.1, the PP/ST author should identify a base subset of,system events whose dccurrence, in

isolat
thems
actior

In FA

on from all other system activity, may indicate a violation af-the TSP. These include e
elves indicate a clear violation to the TSP, or whose occufrence is so significant that
S.

U _SAA.3.2, the PP/ST author should specify thecinfermation used to determine system

infornpation is the input data used by the analysis toolto ‘determine the system activity that hag

the T
of da

DE. This data may include audit data, combinations of audit data with other system data, o

attributes are being monitored within the input data.

C.4.5
C.45

In prg
immir]
indep
passv
referr

FAU_SAA.4 Complex attack hetristics
1 User application notes
Ictice, it is at best rare when an analysis tool can detect with certainty when a securi

endent review. Example of such events include the deletion of a key TSF security datal
ord file) or activity.such as a remote user attempting to gain administrative privilege. The

indicdtive of intrusive activity. Event sequences are an ordered set of signature events that 1

intrus

The
identi

ve activity:

omplexity of a given tool will depend greatly on the assignments defined by the PP

vents that by
they warrant

activity. This
occurred on
I may consist

a other than the audit data. The PP/ST author should define precisely what system evemts and event

y violation is

ent. However, there .do.exist some system events that are so significant they are always worthy of

file (e.g. the
be events are

bd to as signature events in that their occurrence in isolation from the rest of the system activity are

night indicate

ST author in

[yingrthe base set of signature events and event sequences.

The PP/ST author should define a base set of signature events and event sequences to be represented by the
TSF. Additional signature events and event sequences may be defined by the system developer.

The PP/ST author should enumerate specifically what events should be monitored by the TSF in order to
perform the analysis. The PP/ST author should identify specifically what information pertaining to the event is
necessary to determine if the event maps to a signature event.

Administrative notification should be provided such that the authorised user understands the significance of
the event and the appropriate possible responses.

An effort was made in the specification of these requirements to avoid a dependency on audit data as the sole
input for monitoring system activity. This was done in recognition of the existence of previously developed
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intrusion detection tools that do not perform their analyses of system activity solely through the use of audit
data (examples of other input data include network datagrams, resource/accounting data, or combinations of
various system data). Levelling, therefore, requires the PP/ST author to specify the type of input data used to
monitor system activity.

The elements of FAU_SAA.4 Complex attack heuristics do not require that the TSF implementing the complex
attack heuristics be the same TSF whose activity is being monitored. Thus, one can develop an intrusion
detection component that operates independently of the system whose system activity is being analysed.

C.452 Op
C.4.5.2.1

In FAU_SAA

occurrence g
penetration s

such that as
sequences.

In FAU_SAA

isolation from
themselves ir

In FAU_SAA

information is

the TOE. Thi
of data other
attributes are

C.5 Secur
C.5.1 Appli

The Security

These functid

to selectively

the actio
actions);

the actio

actions a

all of a sf

erations

ssignment
~

4.1, the PP/ST author should identify a base set of list of sequences of system events
re representative of known penetration scenarios. These event sequences represent K
cenarios. Each event represented in the sequence should map to a monitored system
the system events are performed, they are bound (mapped) to the knowpn.penetration

4.1, the PP/ST author should identify a base subset of system events whose occurren
all other system activity, may indicate a violation of the TSP. TheSe include events t
dicate a clear violation to the TSP, or whose occurrence is so significant they warrant actio
4.2, the PP/ST author should specify the information used*to determine system activity
the input data used by the analysis tool to determine the)system activity that has occurr
b data may include audit data, combinations of audit data with other system data, or may ¢

than the audit data. The PP/ST author should define’precisely what system events and
being monitored within the input data.

ty audit review (FAU_SAR)
[cation notes
audit review family defines requiréments related to review of the audit information.

ns should allow pre-storage of post-storage audit selection that includes, for example, the
review:

ns of one or moreyusers (e.g. identification, authentication, TOE entry, and access d

s performéd-on a specific object or TOE resource;

ecified\set of audited exceptions; or

Vhose
nown
pvent,
event

ce, in
at by
.

This
ed on

pnsist
event

ability

ontrol

ssociated-with-a specific TSP-attribute.

The distinction between audit reviews is based on functionality. Audit review (only) encompasses the ability to
view audit data. Selectable review is more sophisticated, and requires the ability to perform searches based
on a single criterion or multiple criteria with logical (i.e. and/or) relations, sort audit data, filter audit data,
before audit data are reviewed.
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C.5.2 FAU_SAR.1 Audit review

C.5.2.1 Rationale

This component will provide authorised users the capability to obtain and interpret the information. In case of
human users this information needs to be in a human understandable presentation. In case of external IT
entities the information needs to be unambiguously represented in an electronic fashion.

C.5.2.2 User application notes

This component is used to specify that users and/or authorised users can read the audit records. These audit

recorgs-wil-beprovidedamannerapproprateto-theuser—Thereare-differenttypes-efusershuman users,

mach|ne users) that might have different needs.

The cpntent of the audit records that can be viewed can be specified.
C.5.2|3 Operations
C.5.2|3.1 Assighment

In FAU_SAR.1.1, the PP/ST author should specify the authorised usérs that can use this| capability. If
apprdpriate the PP/ST author may include security roles (see FMT_SMR.1 Security roles).

In FAU_SAR.1.1, the PP/ST author should specify the type of information the specified user i§ permitted to

obtain from the audit records. Examples are “all”, “subject identity”, “all information belonging to|audit records
refergncing this user”.

C.5.3 FAU_SAR.2 Restricted audit review
C.5.3|]1 User application notes

This gomponent specifies that any users natidentified in FAU_SAR.1 Audit review will not be abje to read the
audit fecords.

C.5.4 FAU_SAR.3 Selectable audit review
C.5.4{1 User application notes

This gomponent is used~toe specify that it should be possible to perform selection of the audit data to be
reviewed. If based on multiple criteria, those criteria should be related together with logical (i.e.|“and” or “or”)
relatigns, and the tools should provide the ability to manipulate audit data (e.qg. sort, filter).

C.5.4|2 Operations

C.5.4|24,~Selection

In FAU_SAR.3.1, the PP/ST author should select whether searches, sorting and/or ordering can be performed
by the TSF.

C.5.4.2.2 Assighment

In FAU_SAR.3.1, the PP/ST author should assign the criteria, possibly with logical relations, to be used to
select the audit data for review. The logical relations are intended to specify whether the operation can be on
an individual attribute or a collection of attributes. An example of this assignment could be: “application, user
account and/or location”. In this case the operation could be specified using any combination of the three
attributes: application, user account and location.
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C.6 Secur

C.6.1 Appli

ity audit event selection (FAU_SEL)

cation notes

The Security audit event selection family provides requirements related to the capabilities of identifying which
of the possible auditable events are to be audited. The auditable events are defined in the Security audit data
generation (FAU_GEN) family, but those events should be defined as being selectable in this component to

be audited.

This family ensures that it is possible to keep the audit trail from becoming so large that it becomes useless,

by defining th

C.6.2 FAU |

C.6.2.1 User application notes

This compon
inclusion or €

objects attribyites, or event types.

The existenc

routers that njay not support the notion of users.

For a distribu

The manageinent function FMT_MTD.1 Management of TSF datalwill handle the rights of authorised us

query or mod

C.6.2.2 Operations

C.6.2.2.1 delection

In FAU_SEL.[L.1, the PP/ST author should selectwhether the security attributes upon which audit select
based, is relgted to object identity, user identity,.subject identity, host identity, or event type.

C.6.2.2.2 Assignment

In FAU_SEL|1.1, the PP/ST author, should specify any additional attributes upon which audit selecti
based. If therp are no additionalrules upon which audit selectivity is based, this assignment can be com
with “none”.

C.7 Secur|ty audjtievent storage (FAU_STG)

C.7.1 Application*notes

The Security

e appropriate granularity of the selected security audit events.

SEL.1 Selective audit

bnt defines the criteria used for the selection of events to be audited. Those Criteria could
xclusion of events from the set of auditable events, based on user attributes, subject attri

b of individual user identities is not assumed for this component.This allows for TOEs s\

ed environment, the host identity could be used as a selectian criteria for events to be audi

fy the selections.

bermit
hutes,

ch as

ed.

ers to

vity is

ity is
Dleted

auditevent storage famity describes tequirements for stormyaudit data for fater use; e

uding

requirements controlling the loss of audit information due to system failure, attack and/or exhaustion of
storage space.

C.7.2 FAU_

STG.1 Protected audit trail storage

C.7.2.1 User application notes

In a distributed environment, as the location of the audit trail is in the TSC, but not necessarily co-located with
the function generating the audit data, the PP/ST author could request authentication of the originator of the

audit record,

134

or non-repudiation of the origin of the record prior storing this record in the audit trail.
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The TSF will protect the audit trail from unauthorised deletion and modification. It is noted that in some
systems the auditor (role) might not be authorised to delete the audit records for a certain period of time.

C.7.2.2 Operations
C.7.2.2.1 Selection

In FAU_STG.1.2, the PP/ST author should specify whether the TSF shall prevent or only be able to detect
modifications of the audit trail. Only one of these options may be chosen.

C.7.3 FAU_STG.2 Guarantees of audit data availability

C.7.3|]1 User application notes
This gomponent allows the PP/ST author to specify to which metrics the audit trail should cenform.
In a distributed environment, as the location of the audit trail is in the TSC, but nothécessarily co-located with
the function generating the audit data, the PP/ST author could request authentication of the originator of the
audit fecord, or non-repudiation of the origin of the record prior storing this record’in the audit trail.
C.7.3|2 Operations
C.7.3|2.1 Selection

In FAU_STG.2.2, the PP/ST author should specify whetherthe-TSF shall prevent or only be able to detect
modifjcations of the audit trail. Only one of these options may, be chosen.

C.7.3|2.2 Assignment
In FAU_STG.2.3, the PP/ST author should spegify’ the metric that the TSF must ensure with respect to the
audit frail. This metric limits the data loss by enumerating the number of records that must be kept, or the time
that rpcords are guaranteed to be maintained. An example of the metric could be “100,000" ipdicating that
100,000 audit records can be stored.
C.7.3|2.3 Selection

In FAU STG.2.3, the PP/ST author should specify the condition under which the TSF shall sfill be able to
maintgin a defined amounttof audit data. This condition can be any of the following: audit storage exhaustion,
failurg, attack.

C.7.4 FAU_STG.8 Action in case of possible audit data loss

C.7.4{1 User application notes

This gompenent requires that actions will be taken when the audit trail exceeds certain pre-defingdd limits.

C.7.4.2 Operations

C.7.4.2.1 Assighment

In FAU_STG.3.1, the PP/ST author should indicate the pre-defined limit. If the management functions indicate
that this number might be changed by the authorised user, this value is the default value. The PP/ST author
might choose to let the authorised user define this limit. In that case the assignment can be for example “an
authorised user set limit”.

In FAU_STG.3.1, the PP/ST author should specify actions that should be taken in case of imminent audit
storage failure indicated by exceeding the threshold. Actions might include informing an authorised user.
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C.7.5 FAU_STG.4 Prevention of audit data loss

C.7.5.1 User application notes

This component specifies the behaviour of the TOE if the audit trail is full: either audit records are ignored, or
the TOE is frozen such that no auditable events can take place. The requirement also states that no matter
how the requirement is instantiated, the authorised user with specific rights to this effect, can continue to

generate aud

itable events (actions). The reason is that otherwise the authorised user could not even reset the

system. Consideration should be given to the choice of the action to be taken by the TSF in the case of audit
storage exhaustion, as ignoring events, which provides better availability of the TOE, will also permit actions

to be perform

ed without being recorded and without the user being accountable.

C.752 Op
C.7521 S
In FAU_STG
should preve
when the TSH
C.7522 A
In FAU_STG

failure, such
failure, this as

brations
election
4.1, the PP/ST author should select whether the TSF shall ignore auditable actions, or whether it
ht auditable actions from happening, or whether the oldest audit records should be overyritten
- can no longer store audit records. Only one of these options may be chosen.
ssignment

4.1, the PP/ST author should specify other actions that should-be taken in case of audit strage

bs informing the authorised user. If there is no other action to be taken in case of audit storage
signment can be completed with “none”.
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Annex D
(normative)

Class FCO: Communication

This class describes requirements specifically of interest for TOEs that are used for the transport of
information. Families within this class deal with non-repudiation.

In thi$ class the concept of “information” is used. This information should be interpreted as thg object being
communicated, and could contain an electronic mail message, a file, or a set of predefined attribUte types.

In thg literature, the terms “proof of receipt” and “proof of origin” are commonly used térms. However it is
recognised that the term “proof” might be interpreted in a legal sense to imply a formcef mathemadtical rationale.
The domponents in this class interpret the de-facto use of the word “proof” in the gontext of “evidgnce” that the
TSF demonstrates the non-repudiated transport of types of information.

Figurg¢ D.1 shows the decomposition of this class into its constituent components.

FCO_NRO: Non-repudiation of origin | 2

FCO_NRR: Non-repudiation of recejpt | 2

Figure D.1 - FCO: Communication class decomposition

D.1 Non-repudiation of origin (FCO_,NRO)
D.1.1 User notes

Non-repudiation of origin defines reguirements to provide evidence to users/subjects about the |dentity of the
originptor of some information. The’originator cannot successfully deny having sent the information because
evidepce of origin (e.g. digitaksignature) provides evidence of the binding between the origipator and the
infornpation sent. The recipient or a third party can verify the evidence of origin. This evidence $hould not be
forgedble.

If the linformation orithe associated attributes are altered in any way, validation of the evidence qgf origin might
fail. Therefore a )PP/ST author should consider including integrity requirements such as FDFP_UIT.1 Data
exchgnge integrity in the PP/ST.

In nop-repudiation there are several different roles involved, each of which could be combined i) one or more
subjegts.“The first role is a subject that requests evidence of origin (only in FCO _NRO.1 Selective proof of
origin). The second role is the recipient and/or other subjects to which the evidence is provided (e.g. a notary).
The third role is a subject that requests verification of the evidence of origin, for example, a recipient or a third
party such as an arbiter.

The PP/ST author must specify the conditions that must be met to be able to verify the validity of the evidence.
An example of a condition which could be specified is where the verification of evidence must occur within 24
hours. These conditions, therefore, allow the tailoring of the non-repudiation to legal requirements, such as
being able to provide evidence for several years.

In most cases, the identity of the recipient will be the identity of the user who received the transmission. In
some instances, the PP/ST author does not want the user identity to be exported. In that case the PP/ST
author must consider whether it is appropriate to include this class, or whether the identity of the transport
service provider or the identity of the host should be used.
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In addition to (or instead of) the user identity, a PP/ST author might be more concerned about the time the
information was transmitted. For example, requests for proposals must be transmitted before a certain date in
order to be considered. In such instances, these requirements can be customised to provide a timestamp
indication (time of origin).

D.1.2 FCO_NRO.1 Selective proof of origin

D.1.2.1 Operations

D.1.2.1.1 Assignment

In FCO NRGAL—heRR{IST—auther—sheudflHnthetypes—eHtermation—subjecttethe—evidenree—sforigin

function, for gxample, electronic mail messages.

D.1.2.1.2 Helection

In FCO_NRQ.1.1, the PP/ST author should specify the user/subject who can request evidence of origin.
D.1.2.1.3 Assignment

In FCO_NRQ.1.1, the PP/ST author, dependent on the selection, should specify the third parties thgt can
request evidgnce of origin. A third party could be an arbiter, judge or legal body:

In FCO_NRQ.1.2, the PP/ST author should fill in the list of the attributes that shall be linked to the information;
for example, priginator identity, time of origin, and location of origin.

In FCO_NRQ.1.2, the PP/ST author should fill in the list of information fields within the information over which
the attributes|provide evidence of origin, such as the body of a:message.

D.1.2.1.4 Selection
In FCO_NRQ.1.3, the PP/ST author should specify the user/subject who can verify the evidence of origin.
D.1.2.1.5 Assignment
In FCO_NR(.1.3, the PP/ST author should fill in the list of limitations under which the evidence cgn be
verified. For |example the evidence can only be verified within a 24 hour time interval. An assignment of

“immediate” qr “indefinite” is acceptable.

In FCO_NRQ.1.3, the PP/ST author, dependent on the selection, should specify the third parties thgt can
verify the evidence of originy

D.1.3 FCO_NRO.2(Enforced proof of origin

D.1.3.1 Operations

D.1.3.1.1 Assignment

In FCO_NRO.2.1, the PP/ST author should fill in the types of information subject to the evidence of origin
function, for example, electronic mail messages.

In FCO_NRO.2.2, the PP/ST author should fill in the list of the attributes that shall be linked to the information;
for example, originator identity, time of origin, and location of origin.

In FCO_NRO.2.2, the PP/ST author should fill in the list of information fields within the information over which
the attributes provide evidence of origin, such as the body of a message.
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In FCO_NRO.2.3, the PP/ST author should specify the user/subject who can verify the evidence of origin.

D.1.3.

1.3 Assignment

In FCO_NRO.2.3, the PP/ST author should fill in the list of limitations under which the evidence can be
verified. For example the evidence can only be verified within a 24 hour time interval. An assignment of
“immediate” or “indefinite” is acceptable.

In FCO_NRO.2.3, the PP/ST author, dependent on the selection, should specify the third parties that can

verify

the ovidence of nrigin A third p::rf\Jl could he an thifnr, ji||rigo or Ingal hr\rl\/

D.2
D.2.1

Non-1
infor
infor
recipi
evide

It sho

that thhe information was read or comprehended, but only delivered

If the
respe

requitements such as FDP_UIT.1 Data exchange integrity in the PP/ST.

1

Non-repudiation of receipt (FCO_NRR)
User notes

epudiation of receipt defines requirements to provide evidence to other users/subijg
ation was received by the recipient. The recipient cannot successfully deny having
ation because evidence of receipt (e.g. digital signature) provides evidence of the binding
bnt attributes and the information. The originator or a third party can-verify the evidence o
nce should not be forgeable.

uld be noted that the provision of evidence that the information was received does not nec

information or the associated attributes are altered“\in any way, validation of the evidence ¢
ct to the original information might fail. Therefore a PP/ST author should consider incly

pcts that the
received the
between the
receipt. This

bssarily imply

f receipt with
ding integrity

In non-repudiation, there are several different rolées involved, each of which could be combined i one or more

subje
receif
notary
origin

The H
An ex
hours
being

In mqg
some
autho
serviqg

Cts. The first role is a subject that requests evidence of receipt (only in FCO_NRR.1 Selg
t). The second role is the recipient and/or other subjects to which the evidence is pro
). The third role is a subject that requests verification of the evidence of receipt, for
htor or a third party such as anlarbiter.

P/ST author must specify~the conditions that must be met to be able to verify the validity of
ample of a condition which could be specified is where the verification of evidence must o

These conditiong;~therefore, allow the tailoring of the non-repudiation to legal requirem
able to provide évidence for several years.

st cases, theridentity of the recipient will be the identity of the user who received the tra
instanceés, the PP/ST author does not want the user identity to be exported. In that cag
I musticonsider whether it is appropriate to include this class, or whether the identity of
e provider or the identity of the host should be used.

ctive proof of
ided, (e.g. a
example, an

the evidence.
cur within 24
pnts, such as

nsmission. In
e, the PP/ST
the transport

In addition to (or instead of) the user identity, a PP/ST author might be more concerned about the time the
information was received. For example, when an offer expires at a certain date, orders must be received
before a certain date in order to be considered. In such instances, these requirements can be customised to
provide a timestamp indication (time of receipt).

D.2.2 FCO_NRR.1 Selective proof of receipt
D.2.2.1 Operations
D.221.1

Assighment

In FCO_NRR.1.1, the PP/ST author should fill in the types of information subject to the evidence of receipt
function, for example, electronic mail messages.
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D.2.2.1.2

Selection

In FCO_NRR.1.1, the PP/ST author should specify the user/subject who can request evidence of receipt.

D.2.2.1.3 Assignment

In FCO_NRR.1.1, the PP/ST author, dependent on the selection, should specify the third parties that can
reqguest evidence of receipt. A third party could be an arbiter, judge or legal body.

In FCO_NRR.1.2, the PP/ST author should fill in the list of the attributes that shall be linked to the information;
for example, recipient identity, time of receipt, and location of receipt.

In FCO_NRH
information o

D.2.2.1.4 Jelection

In FCO_NRR.1.3, the PP/ST author should specify the user/subjects who can verify the.evidence of receipt.
D.2.2.1.5 Assignment

In FCO_NRR\.1.3, the PP/ST author should fill in the list of limitations under which' the evidence can be verified.
For example the evidence can only be verified within a 24 hour time interval-An assignment of “immedigte” or
“indefinite” is facceptable.

In FCO_NRR.1.3, the PP/ST author, dependent on the selection;~Should specify the third parties thgt can

verify the evid

1.2, the PP/ST author should fill in the list of information fields with the fields with
er which the attributes provide evidence of receipt, such as the body a message.

ence of receipt.

n the

D.2.3 FCO [NRR.2 Enforced proof of receipt

D.2.3.1 Operations

D.2.3.1.1 Assignment

In FCO_NRR.2.1, the PP/ST author should fill in the types of information subject to the evidence of rgceipt
function, for gxample electronic mail messages.

In FCO_NRR.2.2, the PP/ST author,_should fill in the list of the attributes that shall be linked to the information;
for example, fecipient identity, time of receipt, and location of receipt.

In FCO_NRH
information o

g

J

D.2.3.1.2

2.2, the PPIST author should fill in the list of information fields with the fields with
er which theattributes provide evidence of receipt, such as the body of a message.

election

In FCO_NRR

n the

. 2237/ the PP/ST author should specify the user/subjects who can verify the evidence of rece

ipt.

D.2.3.1.3 Assignment

In FCO_NRR.2.3, the PP/ST author should fill in the list of limitations under which the evidence can be verified.
For example the evidence can only be verified within a 24 hour time interval. An assignment of “immediate” or
“indefinite” is acceptable.

In FCO_NRR.2.3, the PP/ST author, dependent on the selection, should specify the third parties that can
verify the evidence of receipt. A third party could be an arbiter, judge or legal body.
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Annex E
(normative)

Class FCS: Cryptographic support

The TSF may employ cryptographic functionality to help satisfy several high-level security objectives. These
include (but are not limited to): identification and authentication, non-repudiation, trusted path, trusted channel
and data separation. This class is used when the TOE implements cryptographic functions, the

imple

The

(FCS]
family
(FCS|

For €
selec

For €
selec

For e
the F

For €
selec

For e
etc.)
comp

Crypt
famili

mentation of which could be In hardware, firmware and/or software.

~CS: Cryptographic support class is composed of two families: Cryptographic\key

CKM) and Cryptographic operation (FCS_COP). The Cryptographic key managément
addresses the management aspects of cryptographic keys, while the cCryptograp
COP) family is concerned with the operational use of those cryptographic keys.

the FCS_CKM.1 Cryptographic key generation component.

the FCS_CKM.2 Cryptographic key distribution component.

hch cryptographic key access method implemented by(the TOE, if any, the PP/ST author
CS CKM.3 Cryptographic key access component.

ach cryptographic key destruction method implemented by the TOE, if any, the PP/ST 3
the FCS_CKM.4 Cryptographic key destruction-~component.

ach cryptographic operation (such as digital signature, data encryption, key agreement,
performed by the TOE, if any, the PR/ST author should select the FCS_COP.1 Cryptogray
bnent.

bgraphic functionality may be used to meet objectives specified in class FCO: Communi
bs Data authentication (FBRYDAU), Stored data integrity (FDP_SDI), Inter-TSF user data

management
(FCS_CKM)
hic operation

pch cryptographic key generation method implemented by the TOE.. if any, the PP/ST guthor should

pch cryptographic key distribution method implemented by the_TOE, if any, the PP/ST author should

should select

huthor should

secure hash,
hic operation

ation, and in
Confidentiality

transfer protection (FDP_UCT);~Inter-TSF user data integrity transfer protection (FDP_UIT), Specification of

secre

cryptd
Speci

suppd

Figurg

s (FIA_SOS), User_‘authentication (FIA_UAU), to meet a variety of objectives. In the
graphic functionalityis used to meet objectives for other classes, the individual functiona]
y the objectives(that cryptographic functionality must satisfy. The objectives in class FCS:
rt should be.used when cryptographic functionality of the TOE is sought by consumers.

e E.1 shows the decomposition of this class into its constituent components.

cases where
components
Cryptographic
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FCS_CKM: Cryptographic key management

E.1 Cryptq
E.1.1 User

Cryptographi
cryptographid
escrow, archi

The inclusion
need not be
keys).

This family ig
the following
and cryptogréd
for the manag

If Security au
the context o
a) The objg
cryptogrg
the crypt
b) The obje
informati

Typically, rar
Cryptographi

FCS_COF: Crypiograplic operation

Figure E.1 - FCS: Cryptographic support class decomposition
pgraphic key management (FCS_CKM)
notes

L keys must be managed throughout their lifetime. The typical~events in the lifecycle
key include (but are not limited to): generation, distribution, entry; storage, access (e.g. b3
Ve, recovery) and destruction.

of other stages is dependent on the key managementstrategy being implemented, as the
nvolved in all of the key life-cycle (e.g. the TOE may.only generate and distribute cryptog

intended to support the cryptographic key lifecycle and consequently defines requiremer
Activities: cryptographic key generation, cryptographic key distribution, cryptographic key al
iphic key destruction. This family should.be’included whenever there are functional require
ement of cryptographic keys.

dit data generation (FAU_GEN)>Security Audit Data Generation is included in the PP/ST th
the events being audited:

bct attributes may include’ the assigned user for the cryptographic key, the user rolg
\phic operation that the cryptographic key is to be used for, the cryptographic key identifig
bgraphic key validityyperiod.

of a
ckup,

TOE
aphic

ts for
ccess
ments

en, in

e, the
r and

ct value may.include the values of cryptographic key(s) and parameters excluding any se
DN (such as/secret or private cryptographic keys).

FIA_SOS.2 T

is required for purposes other than for the generation of cryptographic keys, the component FIA_SOS.2 TSF
Generation of secrets TSF Generation of secrets should be used.

E.1.2 FCS_

CKM.1 Cryptographic key generation

E.1.2.1 User application notes

This component requires the cryptographic key sizes and method used to generate cryptographic keys to be
specified, this can be in accordance with an assigned standard. It should be used to specify the cryptographic
key sizes and the method (e.g. algorithm) used to generate the cryptographic keys. Only one instance of the
component is needed for the same method and multiple key sizes. The key size could be common or different
for the various entities, and could be either the input to or the output from the method.
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E.1.2.2 Operations
E.1.2.2.1 Assignment
In FCS_CKM.1.1, the PP/ST author should specify the cryptographic key generation algorithm to be used.

In FCS_CKM.1.1, the PP/ST author should specify the cryptographic key sizes to be used. The key sizes
specified should be appropriate for the algorithm and its intended use.

In FCS_CKM.1.1, the PP/ST author should specify the assigned standard that documents the method used to
generate cryptographic keys. The assigned standard may comprise none, one or more actual standards

pub“ ations for examnle from- international national induston/or oraanisational standards
T [ 7 7 7 J 9

E.1.3 FCS_CKM.2 Cryptographic key distribution
E.1.3]1 User application notes

This gomponent requires the method used to distribute cryptographic keys te_be specified, this can be in
accorflance with an assigned standard.

E.1.3]2 Operations
E.1.3]2.1 Assignment
In FC5_CKM.2.1, the PP/ST author should specify the cryptographic key distribution method to be used.

In FCIS_CKM.2.1, the PP/ST author should specify the assigned standard that documents the mgthod used to
distriqute cryptographic keys. The assigned standardh:may comprise none, one or more actyial standards
publidations, for example, from international, nationaly.industry or organisational standards.
E.1.4 FCS_CKM.3 Cryptographic key access

E.1.4]1 User application notes

This omponent requires the method used to access cryptographic keys be specified, thjs can be in
accorflance with an assigned standard.

E.1.4]2 Operations
E.1.4]2.1 Assignment
In FGS_CKM.3Q-the PP/ST author should specify the type of cryptographic key access| being used.

Examples of types of cryptographic key access include (but are not limited to) cryptographid key backup,
cryptagraphickey archival, cryptographic key escrow and cryptographic key recovery.

In FCE2CKM.3.1, the PP/ST author should specify the cryptographic key access method to be uged.

In FCS_CKM.3.1, the PP/ST author should specify the assigned standard that documents the method used to
access cryptographic keys. The assigned standard may comprise none, one or more actual standards
publications, for example, from international, national, industry or organisational standards.

E.1.5 FCS_CKM.4 Cryptographic key destruction

E.1.5.1 User application notes

This component requires the method used to destroy cryptographic keys be specified, this can be in
accordance with an assigned standard.
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E.1.5.2 Operations

E.1.5.2.1 Assignment

In FCS_CKM.4.1, the PP/ST author should specify the key destruction method to be used to destroy
cryptographic keys.

In FCS_CKM.4.1, the PP/ST author should specify the assigned standard that documents the method used to
destroy cryptographic keys. The assigned standard may comprise none, one or more actual standards
publications, for example, from international, national, industry or organisational standards.

E.2 Cryptq

lo i (oo FaYal=m\Y
pogTaprrcoperato(rC o COr)

E.2.1 User|notes

A cryptograp
then the cryp|
block chainin

Cryptographi
operation (FQ

a) the user ppplication for which the security service is being used.
b) the use qf different cryptographic algorithms and/or cryptographiC -key sizes.
c) the type pr sensitivity of the data being operated on.

If Security au

hic operation may have cryptographic mode(s) of operation associated with it. df this is the
tographic mode(s) must be specified. Examples of cryptographic modes of, aperation are
J, output feedback mode, electronic code book mode, and cipher feedback-mode.

L operations may be used to support one or more TOE security services. The Cryptog
S_COP) component may need to be iterated more than once depending on:

dit data generation (FAU_GEN) Security audit data generation is included in the PP/ST th

case,
Cipher

aphic

en, in

the context of the cryptographic operation events being audited:
bs of cryptographic operation may. ¢include digital signature generation and/or verifigation,
phic checksum generation for integrity and/or for verification of checksum, secure|hash
b digest) computation, data eneryption and/or decryption, cryptographic key encryption and/or
n, cryptographic key agreement-and random number generation.

a) The typ
cryptogrd
(messag
decryptid
b)

The subjpct attributes may include subject role(s) and user(s) associated with the subject.

aphic
c key

The objdct attributes may (nclude the assigned user for the cryptographic key, user role, cryptog
operation the cryptographic key is to be used for, cryptographic key identifier, and the cryptograph
validity priod.

E.2.2 FCS |COP.1 Cryptographic operation

E.2.2.1 Useg¢rapplication notes

This component requires the cryptographic algorithm and key size used to perform specified cryptographic
operation(s) which can be based on an assigned standard.

E.2.2.2 Operations

E.2.2.2.1 Assignment

In FCS_COP.1.1, the PP/ST author should specify the cryptographic operations being performed. Typical
cryptographic operations include digital signature generation and/or verification, cryptographic checksum
generation for integrity and/or for verification of checksum, secure hash (message digest) computation, data
encryption and/or decryption, cryptographic key encryption and/or decryption, cryptographic key agreement
and random number generation. The cryptographic operation may be performed on user data or TSF data.
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In FCS_COP.1.1, the PP/ST author should specify the cryptographic algorithm to be used. Typical
cryptographic algorithms include, but are not limited to, DES, RSA and IDEA.

In FCS_COP.1.1, the PP/ST author should specify the cryptographic key sizes to be used. The key sizes
specified should be appropriate for the algorithm and its intended use.

In FCS_COP.1.1, the PP/ST author should specify the assigned standard that documents how the identified
cryptographic operation(s) are performed. The assigned standard may comprise none, one or more actual
standards publications, for example, from international, national, industry or organisational standards.
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Annex F
(normative)

Class FDP: User data protection
This class contains families specifying requirements for TOE security functions and TOE security function

policies related to protecting user data. This class differs from FIA and FPT in that FDP: User data protection
specifies components to protect user data, FIA specifies components to protect attributes associated with the

user, and FP

The class d
traditional Di
components 1

FDP: User d4
most often in
cover these t

A final aspec
a specific tyy
whether thes

specifies components to protect TSF information.

bes not contain explicit requirements for traditional Mandatory Access Contrals\(MA
scretionary Access Controls (DAC); however, such requirements may be constricted
rom this class.

ita protection does not explicitly deal with confidentiality, integrity, or availability, as all thre
tertwined in the policy and mechanisms. However, the TOE security policy must adeq
ree objectives in the PP/ST.

of this class is that it specifies access control in terms of “operations”. An operation is defin

C) or
using

e are
Lately

ed as

e of access on a specific object. It depends on the level ‘of-abstraction of the PP/ST author

b operations are described as “read” and/or “write” operations, or as more complex oper

such as “update the database”.

The access
represent att
modify that in
contrast, an

control policies are policies that control access t0 the information container. The attr
ibutes of the container. Once the information.is~out of the container, the accessor is f
formation, including writing the information into*a different container with different attributg
nformation flow policies controls access .to“the information, independent of the containe

attributes of the information, which may be associated with the attributes of the container (or may not,

the case of 4
ability, in the

This class is
policies inclu
specifying reg

For example
flow (e.g. an
handled as rg

multi-level database) stay with the_information as it moves. The accessor does not ha
hbsence of an explicit authorisation;<to change the attributes of the information.

not meant to be a complete taxonomy of IT access policies, as others can be imagined. ]
led here are simply those-for-which current experience with actual systems provides a ba
uirements. There may be-ether forms of intent that are not captured in the definitions here.

one could imagineya goal of having user-imposed (and user-defined) controls on inforn
automated implementation of the NO FOREIGN handling caveat). Such concepts cou
finements of,_or. extensions to the FDP: User data protection components.

Finally, it is ilnportant\when looking at the components in FDP: User data protection to remember that

components

are requirements for functions that may be implemented by a mechanism that also ser

ptions

butes
ee to
S. By
. The
as in
e the

[hose
5is for

nation
Id be

these
es or
ontrol

ontrol

could serve angther purpose. For example, it is possible to build an access control policy (Access
policy (FDP_KCC)) that uses labels (FDP_IFF.1 Simple security attributes) as the basis of the access @

mechanism.

A TOE security policy may encompass many security function policies (SFPs), each to be identified by the two
policy oriented components Access control policy (FDP_ACC), and Information flow control policy (FDP_IFC).
These policies will typically take confidentiality, integrity, and availability aspects into consideration as required,
to satisfy the TOE requirements. Care should be taken to ensure that all objects are covered by at least one
SFP and that there are no conflicts arising from implementing the multiple SFPs.

When building a PP/ST using components from the FDP: User data protection class, the following information
provides guidance on where to look and what to select from the class.

The requirements in the FDP: User data protection class are defined in terms of a security function
(abbreviated SF) that will implement a SFP. Since a TOE may implement multiple SFPs simultaneously, the
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PP/ST author must specify the name for each SFP, so it can be referenced in other families. This name will
then be used in each component selected to indicate that it is being used as part of the definition of
requirements for that function. This allows the author to easily indicate the scope for operations such as
objects covered, operations covered, authorised users, etc.

Each instantiation of a component can apply to only one SFP. Therefore if an SFP is specified in a component
then this SFP will apply to all the elements in this component. The components may be instantiated multiple
times within a PP/ST to account for different policies if so desired.

The key to selecting components from this family is to have a well defined TOE security policy to enable
proper selection of the components from the two policy components; Access control policy (FDP_ACC) and
Informatian DP_ n Acce DP_A flow control
policyl (FDP_IFC) respectively, all access control policies and all information flow control poliies are named.
Furthgermore the scope of control of these components in terms of the subjects, objeets)and operations
coverpd by this security function. The names of these policies are meant to be used throtghout the remainder

O\A alalidelaTe QNIrol o ala iniormatio

of thg functional components that have an operation that calls for an assignment or selection ¢f an “access

contrgl SFP” or an “information flow control SFP”. The rules that define the functionality of the named access

contrgl and information flow control SFPs will be defined in the Access contral.functions (FIPP_ACF) and

Information flow control functions (FDP_IFF) families (respectively).

The following steps are guidance on how this class is applied in the consttuction of a PP/ST:

a) ldentify the policies to be enforced from the Access controlcpolicy (FDP_ACC), and Infprmation flow
control policy (FDP_IFC) families. These families define scope of control for the policy, granularity of
control and may identify some rules to go with the policy.

b) Igentify the components and perform any applicable operations in the policy components. The
assignment operations may be performed generally (such as with a statement “All files”) pr specifically
(1The files “A”, “B”, etc.) depending upon the level.of detail known.

c) ldentify any applicable function components from the Access control functions (FDP_ACF) and
Information flow control functions (FDP.1FF) families to address the named policy families| from Access
control policy (FDP_ACC) and Information flow control policy (FDP_IFC). Perform the operations to make
the components define the rules to-be enforced by the named policies. This should make the components
fit the requirements of the selected-function envisioned or to be built.

d) ldentify who will have the ability to control and change security attributes under the function) such as only
a security administrator, -only the owner of the object, etc. Select the appropriate components from FMT:
Jecurity management.and perform the operations. Refinements may be useful here to id¢ntify missing
features, such as that'some or all changes must be done via trusted path.

e) ldentify any_ appropriate components from the FMT: Security management for initial values for new
dbjects and.subjects.

f)  ldentify any applicable rollback components from the Rollback (FDP_ROL) family.

g) |ce ifv—any—appticabte estctaat—info atio rotectio ectirenme O c—Re cl information
protection (FDP_RIP) family.

h) Identify any applicable import or export components, and how security attributes should be handled
during import and export, from the Import from outside TSF control (FDP_ITC) and Export to outside TSF
control (FDP_ETC) families.

i) Identify any applicable internal TOE communication components from the Internal TOE transfer
(FDP_ITT) family.

j) ldentify any requirements for integrity protection of stored information from the Stored data integrity

(FDP_SDI).
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k)

Identify any applicable inter-TSF communication components from the Inter-TSF user data confidentiality
transfer protection (FDP_UCT) or Inter-TSF user data integrity transfer protection (FDP_UIT) families.

Figure F.1 shows the decomposition of this class into its constituent components.

148

FDP_ACC: Access control policy l 2
FDP_ACF: Access control functions |
FBP—PBA-Pata-ntthenteate } =
l
FDP ETC: Export to outside TSF control
2
FDP_IFC: Information flow control policy l 2
l 2
FDP_IFF: Information flow control functions 3 4 5
6
l
FDP_ITC: Import from outside TSF-éontrol ]
2
l 2
FDP_ITT: Inferpal TOE transfer <
3 4
EDP\RIP: Residual information protection l 2
FDP_ROL: Rollback L 2
FOP—SDIStored darT ey f Z
FDP_UCT: Inter-TSF user data confidentiality transfer ~ protection |
l
FDP_UIT: Inter-TSF user data integrity transfer protection
2 3

Figure F.1 - FDP: User data protection class decompaosition
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F.1 Access control policy (FDP_ACC)
F.1.1 User notes

This family is based upon the concept of arbitrary controls on the interaction of subjects and objects. The
scope and purpose of the controls is based upon the attributes of the accessor (subject), the attributes of the
container being accessed (object), the actions (operations) and any associated access control rules.

The components in this family are capable of identifying the access control SFPs (by name) to be enforced by
the traditional Discretionary Access Control (DAC) mechanisms. It further defines the subjects, objects and
operations that are covered by identified access control SFPs. The rules that define the functionality of an

acce ;
Residual information protection (FDP_RIP). The names of the access control SFPs defined ity A
policy (FDP_ACC) are meant to be used throughout the remainder of the functional companentg
ion that calls for an assignment or selection of an “access control SFP.”

The gccess control SFP covers a set of triplets: subject, object, and operations. Therefore a s
coverpd by multiple access control SFPs but only with respect to a different operation or a differ|
coursg the same applies to objects and operations.

A critical aspect of an access control function that enforces an access-control SFP is the abilit]
modifly the attributes involved in access control decisions. The Access control policy (FDP_ACC
not agldress these aspects. Some of these requirements are left undefined, but can be added ag
while |others are covered elsewhere in other families and classes‘such as FMT: Security manage

Therdg
SFP
contrd

are no audit requirements in Access control policy {FDP_ACC) as this family specifies a
| SFPs identified in this family.

This 1
contrd
differd
can

accor
In oth
the a
SFPs|
FDP_|
total g

amily provides a PP/ST author the capability to specify several policies, for example, a
| SFP to be applied to one scope of control, and a flexible access control SFP to be
Nt scope of control. To specify more-than one access control policy, the components frg
pe iterated multiple times in a PP/ST to different subsets of operations and obje
hmodate TOESs that contain multiple policies, each addressing a particular set of operations
er words, the PP/ST author should specify the required information in the ACC compone
ccess control SFPs that the DSF will enforce. For example, a TOE incorporating three a
each covering only a subset of the objects, subjects, and operations within the TOE, wi
ACC.1 Subset access control component for each of the three access control SFPs, nd
f three FDP_ACC,15Subset access control components.

F.1.2] FDP_ACC. Subset access control

F.1.2J1 Usef application notes

)P_ACF) and
ccess control
that have an

ibject can be
Bent object. Of

y for users to
) family does
refinements,
ment.

ccess control

requirements. Audit requirements will be found in/families specifying functions to satisfy the access

fixed access
defined for a
m this family
bts. This  will
and objects.
ht for each of
ccess control
| contain one
cessitating a

The t
entitig

brons.object and subject refer to generic elements in the TOE. For a policy to be imple

entable, the

s\must be clearly identified. For a PP, the objects and operations might be expressed as types such as:

named objects, data repositories, observe accesses, etc. For a specific system these generic terms (subject,

object) must be refined, e.g. files, registers, ports, daemons, open calls, etc.

This component specifies that the policy cover some well-defined set of operations on some subset of the
objects. It places no constraints on any operations outside the set - including operations on objects for which

other operations are controlled.
F.1.2.2 Operations

F.1.2.2.1 Assignment

In FDP_ACC.1.1, the PP/ST author should specify a uniquely hamed access control SFP to be enforced by

the TSF.
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In FDP_ACC.1.1, the PP/ST author should specify the list of subjects, objects, and operations among subjects
and objects covered by the SFP.

F.1.3 FDP_ACC.2 Complete access control

F.1.3.1

User application notes

This component requires that all possible operations on objects, that are included in the SFP, are covered by
an access control SFP.

The PP/ST author must demonstrate that each combination of objects and subjects is covered by an access

control SFP.

F.13.2 Op
F1321 A

In FDP_ACC
the TSF.

In FDP_ACC
operations ar

F.2 Acceg
F.2.1 User

This family dg
Access contr

This family p
system wherg¢
which is read
PP/ST autho
Such excepti

There are no
rules for op
mechanisms,
A variety of a

Access ¢

Time-bas

brations
ssighnment
2.1, the PP/ST author should specify a uniquely named access control SER to be enforg

2.1, the PP/ST author should specify the list of subjects and objecCts covered by the SH
hong those subjects and objects will be covered by the SFP.

5s control functions (FDP_ACF)
notes

pscribes the rules for the specific functions that can implement an access control policy nan
| policy (FDP_ACC) which also specifies the-scope of control of the policy.

rovides a PP/ST author the capability te\describe the rules for access control. This result
b the access to objects will not change; An example of such an object is “Message of the
able by all, and changeable only by:*the authorised administrator. This family also provide
with the ability to describe rules that provide for exceptions to the general access control
bns would either explicitly allow:er deny authorisation to access an object.

explicit components to specify other possible functions such as two-person control, seq
brations, or exclusioh, controls. However, these mechanisms, as well as traditional
can be represented\with the existing components, by careful drafting of the access control
Cceptable access control SFs may be specified in this family such as:

bntrol lists (ACLS)

ed.access control specifications

ed by

P. All

hed in

5 in a
Day”,
S the
rules.

lence
DAC
rules.

Origin-ba

sed access control specifications

Owner-controlled access control attributes

F.2.2 FDP_ACF.1 Security attribute based access control

F.2.2.1

User application notes

This component provides requirements for a mechanism that mediates access control based on security
attributes associated with subjects and objects. Each object and subject has a set of associated attributes,
such as location, time of creation, access rights (e.g., Access Control Lists (ACLS)). This component allows
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the PP/ST author to specify the attributes that will be used for the access control mediation. This component
allows access control rules, using these attributes, to be specified.

Examples of the attributes that a PP/ST author might assign are presented in the following paragraphs.

An identity attribute may be associated with users, subjects, or objects to be used for mediation. Examples of
such attributes might be the name of the program image used in the creation of the subject, or a security
attribute assigned to the program image.

A time attribute can be used to specify that access will be authorised during certain times of the day, during
certain days of the week, or during a certain calendar year.

A loc
locati
logica

A gro
acceqg
defing
canc

This
autho
acceq

ption attribute could specify whether the location is the location of the request for thé~d
bn where the operation will be carried out, or both. It could be based upon internal tables td
| interfaces of the TSF into locations such as through terminal locations, CPU locations, etc

uping attribute allows a single group of users to be associated with an opetation for thg
s control. If required, the refinement operation should be used to specify."the maximu
\ble groups, the maximum membership of a group, and the maximum number of groups to
bncurrently be associated.

omponent also provides requirements for the access control security functions to be abl
fise or deny access to an object based upon security attributes: This could be used to pro
s rights, or access authorisations within the TOE. Such privileges, rights, or authorisations

peration, the
translate the

purposes of
m number of
which a user

e to explicitly
ide privilege,
tould apply to

users} subjects (representing users or applications), and objects.

F.2.2]2 Operations

F.2.22.1 Assignment
In FD
The 1

Acceq

P_ACF.1.1, the PP/ST author should spécify an access control SFP name that the TSF
ame of the access control SFP, and thé 'scope of control for that policy are defined in com
s control policy (FDP_ACC).

is to enforce.
ponents from

In FOP_ACF.1.1, the PP/ST authar ‘should specify, for each controlled subject and object] the security
attribytes and/or named groups of(security attributes that the function will use in the specificatiop of the rules.
For example, such attributes (may be things such as the user identity, subject identity, role,|time of day,
locatipn, ACLs, or any other attribute specified by the PP/ST author. Named groups of security pttributes can
be specified to provide a-convenient means to refer to multiple security attributes. Named [groups could
provide a useful way to.associate “roles” defined in Security management roles (FMT_SMR), and all of their

relevant attributes, with-subjects. In other words, each role could relate to a named group of attriutes.

In FDP_ACF.1:2\\the PP/ST author should specify the SFP rules governing access among contrplled subjects
and gontrolled.objects using controlled operations on controlled objects. These rules specify wien access is
grantgd ot denied. It can specify general access control functions (e.g. typical permission bit$) or granular
accegs.control functions (e.g. ACLs).

In FDP_ACF.1.3, the PP/ST author should specify the rules, based on security attributes, that explicitly
authorise access of subjects to objects that will be used to explicitly authorise access. These rules are in
addition to those specified in FDP_ACF.1.1. They are included in FDP_ACF.1.3 as they are intended to
contain exceptions to the rules in FDP_ACF.1.1. An example of rules to explicitly authorise access is based
on a privilege vector associated with a subject that always grants access to objects covered by the access
control SFP that has been specified. If such a capability is not desired, then the PP/ST author should specify
“none”.

In FDP_ACF.1.4, the PP/ST author should specify the rules, based on security attributes, that explicitly deny
access of subjects to objects. These rules are in addition to those specified in FDP_ACF.1.1. They are
included in FDP_ACF.1.4 as they are intended to contain exceptions to the rules in FDP_ACF.1.1. An
example of rules to explicitly deny access is based on a privilege vector associated with a subject that always
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denies access to objects covered by the access control SFP that has been specified. If such a capability is not
desired, then the PP/ST author should specify “none”.

F.3 Data authentication (FDP_DAU)
F.3.1 User notes
This family describes specific functions that can be used to authenticate “static” data.

Components in this family are to be used when there is a requirement for “static” data authentication, i.e.
where data is to be signed but not transmitted. (Note that the Non-repudiation of origin (FCO_NRO) family

F.3.2 FDP |DAU.1 Basic Data Authentication

F.3.2.1 Usgr application notes
This compongnt may be satisfied by one-way hash functions (cryptographic checksumyyfingerprint, megsage
digest), to generate a hash value for a definitive document that may be used as verification of the valiglity or
authenticity of its information content.

F.3.2.2 Operations

In FDP_DAU}1.2, the PP/ST author should specify the list of subjects that will have the ability to verify data
authentication evidence for the objects identified in the{previous element. The list of subjects could b¢ very
specific, if the subjects are known, or it could be more generic and refer to a “type” of subject such ps an
identified rolg,.
F.3.3 FDP_|DAU.2 Data Authentication*with Identity of Guarantor
F.3.3.1 Usegr application notes

This compongnt additionally requites the ability to verify the identity of the user that provided the guarantee of
authenticity (¢.g. a trusted third (party).

F.3.3.2 Operations

F.3.3.2.1 Assignment

In FDP_DAU}2¢, the PP/ST author should specify the list of objects or information types for which th¢ TSF
shall be capable-ef

annaratine Aata A thanticnatian AvpdAn~n
U“' roroann Iu At GAuUtrieTitioUatulT CVivoeTio e,

In FDP_DAU.2.2, the PP/ST author should specify the list of subjects that will have the ability to verify data
authentication evidence for the objects identified in the previous element as well as the identity of the user that
created the data authentication evidence.

F.4 Export to outside TSF control (FDP_ETC)
F.4.1 User notes

This family defines functions for exporting user data from the TOE such that its security attributes either can
be explicitly preserved or can be ignored once it has been exported. Consistency of these security attributes
are addressed by Inter-TSF TSF data consistency (FPT_TDC).
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Export to outside TSF control (FDP_ETC) is concerned with limitations on export and association of security
attributes with the exported user data.

This family, and the corresponding Import family Import from outside TSF control (FDP_ITC), address how the
TOE deals with user data transferred into and outside its control. In principle this family is concerned with the

export of user data and its related security attributes.
A variety of activities might be involved here:

a) exporting of user data without any security attributes;

b) xporting-user-data-including-sect attributes—-where-the-two-are

ecurity attributes unambiguously represent the exported user data.
If thelle are multiple SFPs (access control and/or information flow control) then it may be.'approp
these|components once for each nhamed SFP.
F.4.2] FDP_ETC.1 Export of user data without security attributes
F.4.2{1 User application notes
This gomponent is used to specify the export of user data without the gxport of its security attribu
F.4.2]2 Operations
F.4.22.1 Assignment
In FD|P_ETC.1.1, the PP/ST author should specify théaccess control SFP(s) and/or informatio
SFP($) that will be enforced when exporting user data. The user data that this function exports
the agsignment of these SFPs.
F.4.3] FDP_ETC.2 Export of user datawith security attributes
F.4.3]1 User application notes
The yser data is exported together with its security attributes. The security attributes are u
assodiated with the user data. ThHere are several ways of achieving this association. One way th
achieyed is by physically eollocating the user data and the security attributes (e.g. the same
using|cryptographic technigues such as secure signatures to associate the attributes and the us
TSF trusted channel (FTP_ITC) could be used to assure that the attributes are correctly receive

trusted IT product while Inter-TSF TSF data consistency (FPT_TDC) can be used to make sy
attribdites are properly interpreted. Furthermore, Trusted path (FTP_TRP) could be used to make
export is beind initiated by the proper user.

F.4.3)2 » Operations

other and the

iate to iterate

es.

n flow control
is scoped by

hambiguously
At this can be
loppy), or by
pr data. Inter-
[ at the other
re that those
sure that the

F.4.3.2.1 Assignment

In FDP_ETC.2.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) that will be enforced when exporting user data. The user data that this function exports is scoped by
the assignment of these SFPs.

In FDP_ETC.2.4, the PP/ST author should specify any additional exportation control rules or “none” if there
are no additional exportation control rules. These rules will be enforced by the TSF in addition to the access
control SFPs and/or information flow control SFPs selected in FDP_ETC.2.1.
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F.5

F.5.1 User

Information flow control policy (FDP_IFC)

notes

This family covers the identification of information flow control SFPs; and, for each, specifies the scope of

control of the

SFP.

Examples of security policies that might satisfy this objective are:

Bell and La Padula Security model [1];

Biba Inte

The compong
the traditiond
beyond just

policies and s
control of the
for each infor|
control SFP

Residual info
control policyf
have an oper

These compq

Non-Intefference [5], [6].

ity model [2];

nts in this family are capable of identifying the information flow control SFPsto’be enforg
| Mandatory Access Control mechanisms that would be found in a TOE.\HKowever, th
he traditional MAC mechanisms and can be used to identify and desetibe non-interfe
btate-transitions. It further defines the subjects under control of the policy; the information
policy, and operations which cause controlled information to flow to-and from controlled su
mation flow control SFP in the TOE. The functionality that defines the‘rules of an informatio
will be defined by other families such as Information flow_control functions (FDP_IFH
mation protection (FDP_RIP). The information flow control SEFRs named here in Informatio
(FDP_IFC) are meant to be used throughout the remainder of the functional component
Ation that calls for an assignment or selection of an “infetmation flow control SFP.”

nents are quite flexible. They allow the domain.ofdflow control to be specified and there

requirement
components

Each SFP cdg
from subjects
describe sub
may be at a
information fl
functions. In

as objectives

In the second
will cover all
covered by th
action that cg
there are mu
before it is pe

hat the mechanism be based upon labels. The different elements of the information flow g
Iso permit different degrees of exception to thepolicy.

vers a set of triplets: subject, information, ‘and operations that cause information to flow f
. Some information flow control policies may be at a very low level of detail and ex
ects in terms of processes within -an' operating system. Other information flow control p
high level and describe subjectsiin the generic sense of users or input/output channels.
bw control policy is at too high-a level of detail, it may not clearly define the desired IT se
buch cases, it is more appraepriate to include such descriptions of information flow control p
Then the desired IT security functions can be specified as supportive of those objectives.

component (FDR—IFC.2 Complete information flow control), each information flow contro
possible operations that cause information covered by that SFP to flow to and from su
at SFP. Furthermore, all information flows will need to be covered by a SFP. Therefore fol
uses information to flow, there will be a set of rules that define whether the action is alloy
tiple SEPs)that are applicable for a given information flow, all involved SFPs must allow thi
rmitted:to take place.

An informatign\flow control SFP covers a well-defined set of operations. The SFPs coverage m

ed by
By o
rence
under
bjects
h flow
and
n flow
S that

is no
ontrol

p and
plicitly
licies
If the
curity
blicies

| SFP
bjects
each
ed. If
5 flow

hy be

“complete” with respect to some information flows, or it may address only some of the operations that affect
the information flow.

An access control SFP controls access to the objects that contain information. An information flow control SFP
controls access to the information, independent of its container. The attributes of the information, which may
be associated with the attributes of the container (or may not, as in the case of a multi-level database) stay
with the information as it flows. The accessor does not have the ability, in the absence of an explicit
authorisation, to change the attributes of the information.

Information flows and operations can be expressed at multiple levels. In the case of a ST, the information
flows and operations might be specified at a system-specific level: TCP/IP packets flowing through a firewall
based upon known IP addresses. For a PP, the information flows and operations might be expressed as
types: email, data repositories, observe accesses, etc.
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The components in this family can be applied multiple times in a PP/ST to different subsets of operations and
objects. This will accommodate TOEs that contain multiple policies, each addressing a particular set of objects,
subjects, and operations.

F.5.2 FDP_IFC.1 Subset information flow control

F.5.2.1 User application notes

This component requires that an information flow control policy apply to a subset of the possible operations in
the TOE.

F.5.2 2—Operatiohs

F.5.2)2.1 Assignment

In FOP_IFC.1.1, the PP/ST author should specify a uniquely named information. flow contrgl SFP to be
enfor¢ed by the TSF.

In FDP_IFC.1.1, the PP/ST author should specify the list of subjects, information; and operationg which cause
contrglled information to flow to and from controlled subjects covered by the SFP. As mentiongd above, the
list off subjects could be at various levels of detail depending on the.ngeds of the PP/ST adthor. It could
specity users, machines, or processes for example. Information couldrefer to data such as emgil or network
protogols, or more specific objects similar to those specified under@n-access control policy. If the information
that ig specified is contained within an object that is subject to ai access control policy, then both the access
contrgl policy and information flow control policy must be enforced before the specified information could flow
to or from the object.

F.5.3] FDP_IFC.2 Complete information flow control
F.5.3J1 User application notes

This fomponent requires that all possible-operations that cause information to flow to and from subjects
included in the SFP, are covered by an information flow control SFP.

The HP/ST author must demonstrate_that each combination of information flows and subjects is govered by an
infornpation flow control SFP.

F.5.3]2 Operations
F.5.32.1 Assignment

In FOP_IFC.2.1/)the PP/ST author should specify a uniquely named information flow contr¢l SFP to be
enfor¢ed by the TSF.

In FDP_1FCi2.1, the PP/ST author should specify the list of subjects and information that will e covered by
the SFPR,AIl operations that cause that information to flow to and from subjects will be covered by the SFP. As
mentioned above, the list of subjects could be at various levels of detail depending on the needs of the PP/ST
author. It could specify users, machines, or processes for example. Information could refer to data such as
email or network protocols, or more specific objects similar to those specified under an access control policy.
If the information that is specified is contained within an object that is subject to an access control policy, then
both the access control policy and information flow control policy must be enforced before the specified
information could flow to or from the object.

F.6 Information flow control functions (FDP_IFF)
F.6.1 User notes
This family describes the rules for the specific functions that can implement the information flow control SFPs

named in Information flow control policy (FDP_IFC), which also specifies the scope of control of the policies. It
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consists of two “trees:” one addressing the common information flow control function issues, and a second
addressing illicit information flows (i.e. covert channels) with respect to one or more information flow control
SFPs. This division arises because the issues concerning illicit information flows are, in some sense,
orthogonal to the rest of an SFP. lllicit information flows are flows in violation of policy; thus they are not a
policy issue.

In order to implement strong protection against disclosure or modification in the face of untrusted software,
controls on information flow are required. Access controls alone are not sufficient because they only control

access to containers, allowing the information they contain to flow, without controls, throughout a system.

In this family, the phrase

categorisatio

reflective of the needs of a PP/ST author.

The flexibility

of these components allows the definition of a privilege policy within FDP_IFF.1 Simple sq

attributes an¢l FDP_IFF.2 Hierarchical security attributes to allow the controlled bypass of ‘allor par

particular SF
incorporating

F.6.2 FDP |
F.6.2.1

This compon
and subjects
should also b
they are covd
describes ho
of the informa
policy model

This compon
Flexibility in ¢
requirements

P. If there is a need for a predefined approach to SFP bypass, the PP/ST authanshould co
a privilege policy.

IFF.1 Simple security attributes

User application notes

PNt requires security attributes on information, and on subjects that cause that information t
that act as recipients of that information. The attributesS)of the containers of the inforn
e considered if it is desired that they should play a paftin information flow control decision

v security attributes are derived. For example, this.component should be used when at lea
tion flow control SFPs in the TSP is based on fabels as defined in the Bell and LaPadula se
1], but these security attributes do not form_ashierarchy.

bnt does not specify the details of how-a security attribute is assigned (i.e. user versus pro
olicy is provided by having assignments that allow specification of additional policy and fu
as necessary.

“types of illicit information flows” is used. This phrase may be used to refer to the

o phrase types of it information flows! is used f

ations

curity
t of a
nsider

D flow
hation
s or if

red by an access control policy. This component specifies the key rules that are enforcedl, and

5t one
curity

Cess).
hction

This compongnt also provides requirements for the information flow control functions to be able to explicitly
authorise andl deny an information flow,based upon security attributes. This could be used to implement a
privilege poligy that covers exceptions to the basic policy defined in this component.

F.6.2.2 Operations

F.6.2.2.1 Assignment

In FDP_IFF.1.1, the-PP/ST author should specify the information flow control SFPs enforced by the TSK. The
name of the nformation flow control SFP, and the scope of control for that policy are defined in compgnents

from Informat

jon¢flow control policy (FDP_IFC).

In FDP_IFF.1.1, the PP/ST author should specify, for each type of controlled subject and information, the
security attributes that are relevant to the specification of the SFP rules. For example, such security attributes
may be things such the subject identifier, subject sensitivity label, subject clearance label, information
sensitivity label, etc. The types of security attributes should be sufficient to support the environmental needs.

In FDP_IFF.1.2, the PP/ST author should specify for each operation, the security attribute-based relationship
that must hold between subject and information security attributes that the TSF will enforce.

In FDP_IFF.1.3, the PP/ST author should s pecify any additional information flow control SFP rules that the
TSF is to enforce. If there are no additional rules then the PP/ST author should specify “none”.
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In FDP_IFF.1.4, the PP/ST author should specify any additional SFP capabilities that the TSF is to provide. If
there are no additional capabilities then the PP/ST author should specify “none”.

In FDP_IFF.1.5, the PP/ST author should specify the rules, based on security attributes, that explicitly
authorise information flows. These rules are in addition to those specified in the preceding elements. They are
included in FDP_IFF.1.5 as they are intended to contain exceptions to the rules in the preceding elements. An
example of rules to explicitly authorise information flows is based on a privilege vector associated with a
subject that always grants the subject the ability to cause an information flow for information that is covered by
the SFP that has been specified. If such a capability is not desired, then the PP/ST author should specify
“none”.

xplicitly deny

information flows. These rules are in addition to those specified in the preceding elements. They are included
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P _IFF.1.6 as they are intended to contain exceptions to the rules in the preceding elements
bs to explicitly authorise information flows is based on a privilege vector associated with
s denies the subject the ability to cause an information flow for information that'is covere
as been specified. If such a capability is not desired, then the PP/ST author should specify

FDP_IFF.2 Hierarchical security attributes
1 User application notes

omponent requires that all information flow control SFPs in the, TSP use hierarchical secd
rm a lattice.

ample, it should be used when at least one of the inferfmation flow control SFPs in the TS
as defined in the Bell and LaPadula security policy/moedel [1] and form a hierarchy.

nportant to note that the hierarchical relationship-requirements identified in FDP_IFF.2.5 ne
information flow control security attributes for'the information flow control SFPs that have b
P |[FF.2.1. This component is not meant to\apply to other SFPs such as access control SFH

he preceding component, this comperent could also be used to implement a privilege polig
hat allow for the explicit authorisation or denial of information flows.

the case that multiple information flow control SFPs are to be specified, and that each of th

bnent once for each of those SFPs. Otherwise a conflict might arise with the sub-items of
the required relationships will not exist.

2 Operations
2.1 Assignment

P_IFF,2.1, the PP/ST author should specify the information flow control SFPs enforced by

. An example
h subject that
0 by the SFP
none”.

rity attributes

P is based on

ed only apply
een identified
S.

y that covers

pse SFPs will

their own security attributes)that are not related to one another, then the PP/ST author sholld iterate this

FDP_IFF.2.5

the TSF. The

ofthe information flow control SFP, and the scope of control for that policy are defined in

components

from

nformation flow control policy (FDP_TFC).

In FDP_IFF.2.1, the PP/ST author should specify, for each type of controlled subject and information, the
security attributes that are relevant to the specification of the SFP rules. For example, such security attributes
may be things such the subject identifier, subject sensitivity label, subject clearance label, information
sensitivity label, etc. The types of security attributes should be sufficient to support the environmental needs.

In FDP_IFF.2.2, the PP/ST author should specify for each operation, the security attribute-based relationship
that must hold between subject and information security attributes that the TSF will enforce. These
relationships should be based upon the ordering relationships between the security attributes.

In FDP_IFF.2.3, the PP/ST author should specify any additional information flow control SFP rules that the
TSF is to enforce. If there are no additional rules then the PP/ST author should specify “none”.
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In FDP_IFF.2.4, the PP/ST author should specify any additional SFP capabilities that the TSF is to enforce. If
there are no additional rules then the PP/ST author should specify “none”.

In FDP_IFF.2.5, the PP/ST author should specify the rules, based on security attributes, that explicitly
authorise information flows. These rules are in addition to those specified in the preceding elements. They are
included in FDP_IFF.2.5 as they are intended to contain exceptions to the rules in the preceding elements. An
example of rules to explicitly authorise information flows is based on a privilege vector associated with a
subject that always grants the subject the ability to cause an information flow for information that is covered by
the SFP that has been specified. If such a capability is not desired, then the PP/ST author should specify
“none”.

In FDP_IFF.2-6, the PP/ST authar should anpr‘ify the rules_based on Qnr‘urify attributes _that pyplir‘ifly deny

information flpws. These rules are in addition to those specified in the preceding elements. They are indluded
in FDP_IFF.2.6 as they are intended to contain exceptions to the rules in the preceding elements. Ah.example
of rules to explicitly authorise information flows is based on a privilege vector associated with a|subje¢t that
always deniep the subject the ability to cause an information flow for information that is covered by th¢ SFP
that has beer] specified. If such a capability is not desired, then the PP/ST author should specify “none”.

F.6.4 FDP_|IFF.3 Limited illicit information flows

F.6.4.1 User application notes

This component should be used when at least one of the SFPs that requires,control of illicit information|flows
does not reqyire elimination of flows.

For the specified illicit information flows, certain maximum capacities‘should be provided. In addition a PP/ST
author has thg ability to specify whether the illicit information flowS must be audited.

F.6.4.2 Operations

F.6.4.2.1 Assignment

In FDP_IFF.3.1, the PP/ST author should specifyithe information flow control SFPs enforced by the TSK. The
name of the {nformation flow control SFP, and-the scope of control for that policy are defined in compgnents
from Information flow control policy (FDP_IFC):

In FDP_IFF.3.1, the PP/ST author should specify the types of illicit information flows that are subjedt to a
maximum cajpacity limitation.

In FDP_IFF.3.1, the PP/ST author should specify the maximum capacity permitted for any identified illicit
information flpws.

F.6.5 FDP_|IFF.4 Partial elimination of illicit information flows

F.6.5.1 User application notes

This component should be used when all the SFPs that requires control of illicit information flows require

elimination of

some (but not necessarily all) illicit information flows.

F.6.5.2 Operations

F.6.5.2.1

Assignment

In FDP_IFF.4.1, the PP/ST author should specify the information flow control SFPs enforced by the TSF. The
name of the information flow control SFP, and the scope of control for that policy are defined in components
from Information flow control policy (FDP_IFC).

In FDP_IFF.4.1, the PP/ST author should specify the types of illicit information flows which are subject to a
maximum capacity limitation.
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In FDP_IFF.4.1, the PP/ST author should specify the maximum capacity permitted for any identified illicit
information flows.

In FDP_IFF.4.2, the PP/ST author should specify the types of illicit information flows to be eliminated. This list
may not be empty as this component requires that some illicit information flows are to be eliminated.

F.6.6 FDP_IFF.5 No illicit information flows
F.6.6.1 User application notes

This component should be used when the SFPs that reqwre control of |II|C|t mformatlon flows require
elimina : the potential
impagt that ellmlnatlng all |II|C|t mformatlon rows m|ght have on the normal functlonal operatiof of the TOE.
Many| practical applications have shown that there is an indirect relationship between illicit\information flows
and nprmal functionality within a TOE and eliminating all illicit information flows may resultin lesg than desired
functipnality.

F.6.6]2 Operations

F.6.62.1 Assignment
In FDP_IFF.5.1, the PP/ST author should specify the information flow control SFP for which illigit information
flows|are to be eliminated. The name of the information flow contrel SFP, and the scope of cpntrol for that
policy are defined in components from Information flow control policy (FDP_IFC).

F.6.7| FDP_IFF.6 lllicit information flow monitoring

F.6.7)J1 User application notes

This gomponent should be used when it is desired-that the TSF provide the ability to monitor the use of illicit
information flows that exceed a specified capacity. If it is desired that such flows be audited, then this
comppnent could serve as the source of audit events to be used by components from the Secufity audit data
genetfation (FAU_GEN) family.

F.6.7)2 Operations
F.6.7)2.1 Assignment
_IFF.6.1, the PP/ST author should specify the information flow control SFPs enforced by the TSF. The

name| of the information-flow control SFP, and the scope of control for that policy are defined i components

_IFF.64,)the PP/ST author should specify the types of illicit information flows that will be [nonitored for
excedding asmaximum capacity.

In FDP\IFF.6.1, the PP/ST author should specify the maximum capacity above which illicit information flows
will be monitored by the TSF.

F.7 Import from outside TSF control (FDP_ITC)

F.7.1 User notes

This family defines mechanisms for importing user data from outside the TSC into the TOE such that the user
data security attributes can be preserved. Consistency of these security attributes are addressed by Inter-TSF

TSF data consistency (FPT_TDC).

Import from outside TSF control (FDP_ITC) is concerned with limitations on import, user specification of
security attributes, and association of security attributes with the user data.
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This family, and the corresponding export family Export to outside TSF control (FDP_ETC), address how the
TOE deals with user data outside its control. This family is concerned with assigning and abstraction of the

user data security attributes.

A variety of activities might be involved here:

a) importing user data from an unformatted medium (e.g. floppy disk, tape, scanner, video or audit signal),
without including any security attributes, and physically marking the medium to indicate its contents;

b) importing user data, including security attributes, from a medium and verifying that the object security
attributes are appropriate;

c) importing user data, including security attributes, from a medium using a cryptographic sealing técflnique
to protect the association of user data and security attributes.

This family is|not concerned with the determination of whether the user data may be imported. I-is concerned

with the valusd

There are tw
reliable objec
security attrib
both cases.

If there are rd
means (the

distributed differently, but include unique object identification, e.g. cryptographic checksum).

This family id
required by t

channels, angl integrity that are beyond the scope of this family. Furthermore, Import from outside TSF @

(FDP_ITC) i
(FDP_ETC) i

Some of the
a) importing

b) importing

These import]
IT limitations
channel, the

If there are n

s of the security attributes to associate with the imported user data.
b possibilities for the import of user data: either the user data is unambiguously associate

t security attributes (values and meaning of the security attributes is not modified), or no rg
utes (or no security attributes at all) are available from the import.seurce. This family addr

liable security attributes available, they may have been associated with the user data by ph
security attributes are on the same media), or by logical means (the security attribute

concerned with importing user data and maintaining the association of security attribu

only concerned with the interface to*the import medium. Export to outside TSF ¢
5 responsible for the other end point of the medium (the source).

vell known import requirements are:

of user data without any security attributes;

and the organisational security policy. For example, if user data is received on a “confid
becurity atttibutes of the objects will be set to “confidential”.

ultiple SFPs (access control and/or information flow control) then it may be appropriate to i

he SFP. Other families are concerned with other import aspects such as consistency, tﬂisted

o with
liable
Psses

ysical
s are
s as

ontrol
ontrol

of user data including security attributes where the two are associated with one another and the
security attributes unambiguously represent the information being imported.

requirementsymay be handled by the TSF with or without human intervention, depending ¢n the

bntial”

[erate

these compo

nents once for each named SFP.

F.7.2 FDP_

F.7.2.1

ITC.1 Import of user data without security attributes

User application notes

This component is used to specify the import of user data that does not have reliable (or any) security
attributes associated with it. This function requires that the security attributes for the imported user data be
initialised within the TSF. It could also be the case that the PP/ST author specifies the rules for import. It may
be appropriate, in some environments, to require that these attributes be supplied via a trusted path or a
trusted channel mechanism.
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F.7.2.2 Operations

F.7.2.2.1 Assignment

In FDP_ITC.1.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) that will be enforced when importing user data from outside of the TSC. The user data that this
function imports is scoped by the assignment of these SFPs.

In FDP_ITC.1.3, the PP/ST author should specify any additional importation control rules or “none” if there are
no additional importation control rules. These rules will be enforced by the TSF in addition to the access

control SFPs and/or information flow control SFPs selected in FDP_ITC.1.1.

F.7.3
F.7.3

This g
This 1
objec
Inter-

that the PP/ST author specifies the rules for import.

FDP_ITC.2 Import of user data with security attributes

1 User application notes

omponent is used to specify the import of user data that has reliable securitycattributes ass
unction relies upon the security attributes that are accurately and unambiguously assoc
s on the import medium. Once imported, those objects will have thosé.same attributes.

Dciated with it.
ated with the
This requires

'SF TSF data consistency (FPT_TDC) to ensure the consistency of the data. It could als¢ be the case

F.7.32 Operations
F.7.32.1 Assignment
In FDP_ITC.2.1, the PP/ST author should specify the actess control SFP and/or information floy control SFP

that
impor

In FD
no ag
contrg

F.8
F.8.1

This f
a TO¥
prote
prote
outsid
data t

Uill be enforced when importing user data froni~outside of the TSC. The user data that
(s is scoped by the assignment of these SFPs.

P ITC.2.5, the PP/ST author should specify*any additional importation control rules or “non|
ditional importation control rules. These rules will be enforced by the TSF in addition f
| SFPs and/or information flow control'SFPs selected in FDP_ITC.2.1.

Internal TOE transfer (RDP_ITT)
User notes

amily provides requirements that address protection of user data when it is transferred bet
E across an intetnal channel. This may be contrasted with the Inter-TSF user data confiden|
ttion (FDP_UCT) and Inter-TSF user data integrity transfer protection (FDP_UIT) family,
ttion for user-data when it is transferred between distinct TSFs across an external channel,
e TSF.control (FDP_ETC) and Import from outside TSF control (FDP_ITC), which addre
p or from outside the TSF's Control.

this function

e” if there are
p the access

yeen parts of
tiality transfer
vhich provide
and Export to
5s transfer of

The

guirements in this family allow a PP/ST author to specify the desired security for user

data while in

transit within the TOE. This security could be protection against disclosure, modification, or loss of availability.

The determination of the degree of physical separation above which this family should apply depends on the
intended environment of use. In a hostile environment, there may be risks arising from transfers between parts
of the TOE separated by only a system bus. In more benign environments, the transfers may be across more
traditional network media.

If there are multiple SFPs (access control and/or information flow control) then it may be appropriate to iterate
these components once for each named SFP.
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F.8.2 FDP_ITT.1 Basic internal transfer protection

F.8.2.1 Operations

F.8.2.1.1 Assignment
In FDP_ITT.1.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) covering the information being transferred.

F.8.2.1.2 Selection

TTSTTIT

pDp/CT
LI B = @ §

In FDP_ITT.I3the ssier-efrors-thatthe—+SHsheuldpievent

occuring for yser data while in transport. The options are disclosure, modification, loss of use.

st oy ol la oo Btk maaa-af-te
ot o SToOTTO—SPCCITy ety pCS o tra

B

F.8.3 FDP_[ITT.2 Transmission separation by attribute

F.8.3.1 User application notes
This compon

different clea

ent could, for example, be used to provide different forms of protection to informatiop with
ance levels.
One of the w| cal or
physical char

Ays to achieve separation of data when it is transmitted is through‘the use of separate log
nels.

F.8.3.2 Operations

F.8.3.2.1 Assignment

In FDP_ITT.2 ontrol

SFP(s) cover

.1, the PP/ST author should specify the access control SFP(s) and/or information flow g
ng the information being transferred.

g

J

F.8.3.2.2 election

In FDP_ITT.Z
occuring for

.1, the PP/ST author should specify the types of transmission errors that the TSF should pfevent

ser data while in transport. Thé-options are disclosure, modification, loss of use.

F.8.3.2.3 Assignment

Il use

In FDP_ITT.Z
to determine
An example i

.2, the PP/ST authonrshould specify the security attributes, the values of which the TSF w
when to separate,data that is being trasmitted between physically-separated parts of the
5 that user data associated with the identity of one owner is transmitted separately from thg

TOE.
e user

data associated with the“identify of a different owner. In this case, the value of the identity of the owner [of the

data is what is used t@ determine when to separate the data for transmission.

F.8.4 FDP_|ITT.3/Integrity monitoring

F.8.4.1 User application notes

This component is used in combination with either FDP_ITT.1 Basic internal transfer protection or FDP_ITT.2
Transmission separation by attribute. It ensures that the TSF checks received user data (and their attributes)
for integrity. FDP_ITT.1 Basic internal transfer protection or FDP_ITT.2 Transmission separation by attribute
will provide the data in a manner such that it is protected from modification (so that FDP_ITT.3 Integrity
monitoring can detect any modifications).

The PP/ST author has to specify the types of errors that must be detected. The PP/ST author should consider:
modification of data, substitution of data, unrecoverable ordering change of data, replay of data, incomplete
data, in addition to other integrity errors.
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The PP/ST author must specify the actions that the TSF should take on detection of a failure. For example:
ignore the user data, request the data again, inform the authorised administrator, reroute traffic for other lines.

F.8.4.2 Operations
F.8.4.2.1 Assignment

In FDP_ITT.3.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) covering the information being transferred and monitored for integrity errors.

In FDP_ITT.3.1, the PP/ST author should specify the type of possible integrity errors to be monitored during

transmission-of-the-userdata

In FDP_ITT.3.2, the PP/ST author should specify the action to be taken by the TSF whena@bh-integrity error is
encoyntered. An example might be that the TSF should request the resubmission of the uger data. The
SFP($) specified in FDP_ITT.3.1 will be enforced as the actions are taken by the TSF.

F.8.5] FDP_ITT.4 Attribute-based integrity monitoring
F.8.5J1 User application notes

This ¢gomponent is used in combination with FDP_ITT.2 Transmission separation by attribute. I ensures that
the TSF checks received user data, that has been transmitted by-separate channels (based|on values of
specified security attributes), for integrity. It allows the PP/ST ‘author to specify actions to bg¢ taken upon

detection of an integrity error.

For gxample, this component could be used to provide “different integrity error detection apd action for
infornpation at different integrity levels.

The RP/ST author has to specify the types of errors'ithat must be detected. The PP/ST author should consider:
modifjcation of data, substitution of data, unreceverable ordering change of data, replay of dath, incomplete
data, Jn addition to other integrity errors.

The IPP/ST author should specify thevattributes (and associated transmission channels) thgt necessitate
integrty error monitoring

The RP/ST author must specify the actions that the TSF should take on detection of a failure. [For example:
ignore the user data, request the data again, inform the authorised administrator, reroute traffic fqr other lines.

F.8.5]2 Operations
F.8.52.1 Assighment

In FDP_ITT<4+1, the PP/ST author should specify the access control SFP(s) and/or informatiop flow control
SFP($) covering the information being transferred and monitored for integrity errors.

In FDP_ITT.4.1, the PP/ST author should specify the type of possible integrity errors to be monitored during
transmission of the user data.

In FDP_ITT.4.1, the PP/ST author should specify a list of security attributes that require separate transmission
channels. This list is used to determine which user data to monitor for integrity errors., based on its security
attributes and its transmission channel. This element is directly related to FDP_ITT.2 Transmission separation
by attribute.

In FDP_ITT.4.2, the PP/ST author should specify the action to be taken by the TSF when an integrity error is

encountered. An example might be that the TSF should request the resubmission of the user data. The
SFP(s) specified in FDP_ITT.3.1 will be enforced as the actions are taken by the TSF.
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F.9 Residual information protection (FDP_RIP)
F.9.1 User notes

This family addresses the need to ensure that deleted information is no longer accessible, and that newly-
created objects do not contain information from previously used objects within the TOE. This family does not
address objects stored off-line.

This family requires protection for information that has been logically deleted or released (not available to the
user but still within the system and may be recoverable). In particular, this includes information that is
contained in an object, as part of the TSF reusable resources, where destruction of the object does not

necessarily e

It also applies
operating syg
As processes
reused by dif
of a resource

Residual infg
currently defi
is a file and

object “A” is
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It is importan
off-line objec
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b to resources that are serially reused by different subjects within the system. For example
tems typically rely upon hardware registers (resources) to support processes withinithe sy
are swapped from a “run” state to a “sleep” state (and vice versa), these registers are s
erent subjects. While this “swapping” action may not be considered an allocation or deallo
Residual information protection (FDP_RIP) could apply to such events and\resources.

rmation protection (FDP_RIP) typically controls access to information that is not part g
ned or accessible object; however, in certain cases this may not berue. For example, objsg
bbject “B” is the disk upon which that file resides. If object “A’is\deleted, the informatior
nder the control of Residual information protection (FDP_RIR)-even though it is still part of

I to note that Residual information protection (FDP_RIP) applies only to on-line objects ar
s such as those backed-up on tapes. For example,”if a file is deleted in the TOE, Re
rotection (FDP_RIP) can be instantiated to reguire that no residual information exists
however, the TSF cannot extend this enforceément to that same file that exists on the g
refore that same file is still available. If thislis a concern, then the PP/ST author should
proper environmental objectives are in place to support administrative guidance to addres

fmation protection (FDP_RIP) andyRollback (FDP_ROL) can conflict when Residual inforn
DP_RIP) is instantiated to require“that residual information be cleared at the time the appli
object to the TSF (i.e. upon deallocation). Therefore, the Residual information prot
blection of “deallocation” should not be used with Rollback (FDP_ROL) since there would
b roll back. The other "selection, “unavailability upon allocation”, may be used with Ro

the roll back took place. If that were to occur, then the roll back would not be possible.
audit requirements in Residual information protection (FDP_RIP) because this is not a

ction. Auditing of allocated or deallocated resources would be auditable as part of the a
r the infarmation flow control SFP operations.

most
stem.
erially
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bbject
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sidual
upon
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but there is the riskithat the resource which held the information has been allocated to § new

user-
CCESS

hould apply to the objects specified in the access control SFP(s) or the information flow g

ontrol

SFP(s) as specified by the PP/ST author.

F.9.2 FDP_

F.9.2.1

RIP.1 Subset residual information protection

User application notes

This component requires that, for a subset of the objects in the TOE, the TSF will ensure that there is no
available residual information contained in a resource allocated to those objects or deallocated from those

objects.
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F.9.2.2 Operations

F.9.2.2.1 Selection

8-2:2005(E)

In FDP_RIP.1.1, the PP/ST author should specify the event, allocation of the resource to or deallocation of the

resource from, that invokes the residual information protection function.

F.9.2.2.2 Assignment

In FDP_RIP.1.1, the PP/ST author should specify the list of objects subject to residual information protection.

F.9.3—FBRPRIP2 FuHrestdua-rtermatienpreteetHen
F.9.3J1 User application notes
This gomponent requires that for all objects in the TOE, the TSF will ensure that there,is’no ava

infornpation contained in a resource allocated to those objects or deallocated from thdse objects.

F.9.3]2 Operations

F.9.32.1 Selection

In FDP_RIP.2.1, the PP/ST author should specify the event, allocation of the resource to or deall
resoufce from, that invokes the residual information protection fupction.

F.10[ Rollback (FDP_ROL)

F.10.1l User notes

This family addresses the need to return to asWell defined valid state, such as the need of a
modifjcations to a file or to undo transactions.in case of an incomplete series of transaction as

databases.

This family is intended to assist a usét:in returning to a well defined valid state after the user ur

lable residual

pcation of the

user to undo
n the case of

does the last

set of actions, or, in distributed databases, the return of all of the distributed copies of the databases to the

state pefore an operation failed-

Residual information protection (FDP_RIP) and Rollback (FDP_ROL) conflict when Residua
prote¢tion (FDP_RIP) énforces that the contents will be made unavailable at the time that
deallgcated from an ‘object. Therefore, this use of Residual information protection (FDP_RI
combjned with Rellback (FDP_ROL) as there would be no information to roll back. Residud
protegtion (FDP{RIP) can be used only with Rollback (FDP_ROL) when it enforces that the cg
unavailable at.the time that a resource is allocated to an object. This is because the Rollbac
mechpnism will have an opportunity to access the previous information that may still be present
order|tosuccessfully roll back the operation.

1| information
h resource is
P) cannot be
| information
ntents will be

(FDP_ROL)
in the TOE in

The rollback requirement is bounded by certain limits. For example a text editor typically only allows you roll
back up to a certain number of commands. Another example would be backups. If backup tapes are rotated,
after a tape is reused, the information can no longer be retrieved. This also poses a bound on the rollback
requirement.

F.10.2 FDP_ROL.1 Basic rollback
F.10.2.1 User application notes

This component allows a user or subject to undo a set of operations on a predefined set of objects. The undo
is only possible within certain limits, for example up to a number of characters or up to a time limit.
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F.10.2.2 Operations

F.10.2.2.1 Assignment

In FDP_ROL.1.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) that will be enforced when performing rollback operations. This is necessary to make sure that roll
back is not used to circumvent the specified SFPs.

In FDP_ROL.1.1, the PP/ST author should specify the list of operations that can be rolled back.

In FDP_ROL.1.1, the PP/ST author should specify the information and/or list of objects that are subjected to
the rollback

licy
Y

In FDP_ROL}1.2, the PP/ST author should specify the boundary limit to which rollback operatiens’mpy be
performed. The boundary may be specified as a predefined period of time, for example, operations miay be
undone whicl were performed within the past two minutes. Other possible boundaries may be défined as the
maximum number of operations allowable or the size of a buffer.

F.10.3 FDP| ROL.2 Advanced rollback

F.10.3.1 Usgr application notes

This compongnt enforces that the TSF provide the capability to rollback allleperations; however, the user can

choose to rollback only a part of them.

F.10.3.2 Operations
F.10.3.2.1 Assignment

ontrol

In FDP_ROL
SFP(s) that v
back is not us

In FDP_ROL

2.1, the PP/ST author should specify the.acCess control SFP(s) and/or information flow @
vill be enforced when performing rollback operations. This is necessary to make sure th
ed to circumvent the specified SFPs.

2.1, the PP/ST author should specify the list of objects that are subjected to the rollback po

at roll

icy.

In FDP_ROL}2.2, the PP/ST author should specify the boundary limit to which rollback operations mpy be
performed. The boundary may be specified as a predefined period of time, for example, operations miay be
undone whicl were performed within the past two minutes. Other possible boundaries may be defined as the
maximum number of operations-allowable or the size of a buffer.

F.11 Stored data integrity (FDP_SDI)

F.11.1 Uself notes

This family prlovides requirements that address protection of user data while it is stored within the TSC.

Hardware glitches or errors may affect data stored in memory. This family provides requirements to detect
these unintentional errors. The integrity of user data while stored on storage devices within the TSC are also
addressed by this family.

To prevent a subject from modifying the data, the Information flow control functions (FDP_IFF) or Access
control functions (FDP_ACF) families are required (rather than this family).

This family differs from Internal TOE transfer (FDP_ITT) that protects the user data from integrity errors while
being transferred within the TOE.
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2 FDP_SDI.1 Stored data integrity monitoring

F.11.2.1 User application notes

This component monitors data stored on media for integrity errors. The PP/ST author can specify different

kinds

of user data attributes that will be used as the basis for monitoring.

F.11.2.2 Operations

F.11.2.2.1 Assignment

In FD

In FD|
monit

F.11.
F.11.

This g
shoul

F.11.
F.11.
In FD

In FD|
monit

In FD

F.12
F.12.

This f
an e
preve
a TSH

This f
expor

(el mY] amtbarcharld-cn. H =NEE 1 28 HBieakihv—arrara-that-th T ol o
|~ 4 aotToT-SHouTt-SPC ey thCTritCyr ity Crrorstrat a1 v O

1.1 t3 +
IT. L, TTCCT

P_SDI.1.1, the PP/ST author should specify the user data attributes that will be used@s-the
Dring.

3 FDP_SDI.2 Stored data integrity monitoring and action
B.1 User application notes

omponent monitors data stored on media for integrity errors. The RR/ST author can specify
 be taken in case an integrity error is detected.

B.2 Operations
B.2.1 Assighment
P SDI.2.1, the PP/ST author should specify the integrity errors that the TSF will detect.

P SDI.2.1, the PP/ST author should specify~the user data attributes that will be used as thq
Dring.

P_SDI.2.2, the PP/ST author should-specify the actions to be taken in case an integrity errg
Inter-TSF user data confidentiality transfer protection (FDP_UCT)
1 User notes

amily defines the requirements for ensuring the confidentiality of user data when it is tran
ternal channel‘\between the TOE and another trusted IT product. Confidentiality is

hting unauthorised disclosure of user data in transit between the two end points. The end
or a user.

ted/TSF data (FPT_ITC) handles TSF data.

basis for the

which action

basis for the

r is detected.

sferred using
enforced by
oints may be

amily provides a requirement for the protection of user data during transit. In contrast, Confidentiality of

F.12.

2 FDP_UCT.1 Basic data exchange confidentiality

F.12.2.1 User application notes

The TSF has the ability to protect from disclosure some user data which is exchanged.
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F.12.2.2 Operations

F.12.2.2.1 Assignment

In FDP_UCT.1.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) that will be enforced when exchanging user data. The specified policies will be enforced to make
decisions about who can exchange data and which data can be exchanged.

F.12.2.2.2 Selection

In FDP_UCT.1.1, the PP/ST author should specify whether this element applies to a mechanism that

ceives-user data

transmits or r

F.13 Inter

F.13.1 Usel

This family d
another trust
integrity of us
integrity error

This family d
TSF data (FR

Inter-TSF us
protection (F

(FDP_UCT) addresses user data confidentiality. Therefore, the*same mechanism that implements Inte]

user data inte
Inter-TSF us|
(FDP_ITC).

F.13.2 FDP

F.13.2.1 Usgr application notes

The TSF hag

can be detecfed. There is no requifement for a TSF mechanism to attempt to recover from the modificati

F.13.2.2 Op
F.13.22.1 A

In FDP_UIT.
SFP(s) that v

+TSF user data integrity transfer protection (FDP_UIT)
notes

efines the requirements for providing integrity for user data in transit between the TS
bd IT product and recovering from detectable errors. At a minimum, this family monito

3

T _ITI) handles TSF data.

PDP_UCT) are duals of each other, as Inter-TSF\User data confidentiality transfer prot
grity transfer protection (FDP_UIT) could passibly be used to implement other families sy

er data confidentiality transfer protection(FDP_UCT) and Import from outside TSF g

| UIT.1 Data exchange integrity

a basic ability to send or-receive user data in a manner such that modification of the use

brations
ssignment

.1, the.PP/ST author should specify the access control SFP(s) and/or information flow g

- and
s the

er data for modifications. Furthermore, this family supports different ways of correcting detected

bfines the requirements for providing integrity for user data indransit; while Integrity of exported

pr data integrity transfer protection (FDP_UIT) anddnter-TSF user data confidentiality transfer

pction
I-TSF
ch as
ontrol

I data
DN,

ontrol
vill be

Vill_be“enforced on the transmitted data or on the received data. The specified policies {

enforced to

make decisions about who can transmit or who can receive data_and which data can be

transmitted or received.

F.13.2.2.2 Selection

In FDP_UIT.1.1, the PP/ST author should specify whether this element applies to a TSF that is transmitting or
receiving objects.

In FDP_UIT.1.1, the PP/ST author should specify whether the data should be protected from maodification,

deletion, inse

rtion or replay.

In FDP_UIT.1.2, the PP/ST author should specify whether the errors of the type: modification, deletion,
insertion or replay are detected.
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F.13.3 FDP_UIT.2 Source data exchange recovery

F.13.3.1 User application notes

8-2:2005(E)

This component provides the ability to recover from a set of identified transmission errors, if required, with the
help of the other trusted IT product. As the other trusted IT product is outside the TSC, the TSF cannot control
its behaviour. However, it can provide functions that have the ability to cooperate with the other trusted IT
product for the purposes of recovery. For example, the TSF could include functions that depend upon the
source trusted IT product to re-send the data in the event that an error is detected. This component deals with

the ability of the TSF to handle such an error recovery.

F.13.32—Operations

F.13.8.2.1 Assignment

In FDP_UIT.2.1, the PP/ST author should specify the access control SFP(s) and/or informatio

h flow control

SFP($) that will be enforced when recovering user data. The specified policies~will be enfolced to make

decisions about which data can be recovered and how it can be recovered.

In FDP_UIT.2.1, the PP/ST author should specify the list of integrity errors’from which the TSF,
of the| source trusted IT product, is be able to recover the original user datd,

F.134 FDP_UIT.3 Destination data exchange recovery

F.13.4.1 User application notes

This gomponent provides the ability to recover from a set.of identified transmission errors. It accq
task without help from the source trusted IT product. For example, if certain errors are
transinission protocol must be robust enough to allow'the TSF to recover from the error based d
and other information available within that protocol:

F.13.4.2 Operations

F.13.4.2.1 Assignment

In FDOP_UIT.3.1, the PP/ST auther’should specify the access control SFP(s) and/or informatio

with the help

mplishes this
Hetected, the
n checksums

n flow control

SFP($) that will be enforced when recovering user data. The specified policies will be enfolced to make

decisions about which datascan be recovered and how it can be recovered.

In FOP_UIT.3.1, the PP/ST author should specify the list of integrity errors from which the re
alonej is able to recover the original user data.

ceiving TSF,
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Annex G
(normative)

Class FIA: Identification and authentication

A common security requirement is to unambiguously identify the person and/or entity performing functions in a
TOE. This involves not only establishing the claimed identity of each user, but also verifying that each user is
indeed who he/she claims to be. This is achieved by requiring users to provide the TSF with some information

that is known
Families in th
Identification
attributes (e.g

The unambid
users and su

The User ide
The User aut

The Authen

by the TSF to be associated with the user in question.

is class address the requirements for functions to establish and verify a claimed user id
and Authentication is required to ensure that users are associated with the qroper s
. identity, groups, roles, security or integrity levels).

uous identification of authorised users and the correct association of SecCurity attribute
bjects is critical to the enforcement of the security policies.

ntification (FIA_UID) family addresses determining the identity of a\user.
hentication (FIA_UAU) family addresses verifying the identity*of-a user.
limits on

ication failures (FIA_AFL) family addresses defifiing repeated unsucc

authentication attempts.

The User att
enforcement

ibute definition (FIA_ATD) family address the .definition of user attributes that are used
Df the TSP.

The User-subject binding (FIA_USB) family addresses the correct association of security attributes for

authorised ug

The Specificg
a defined me

er.

tion of secrets (FIA_SOS) family.addresses the generation and verification of secrets that
ric.

Figure G.1 slows the decomposition. of this class into its constituent components.

bntity.
curity

5 with

pssful

n the

each

atisfy
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FIA AFL: Authentication failures L

FIA ATD: User attribute definition L

/\

FIA SOS: Specification of secrets

FIA UAU: User authentication 2
5
§ 6

FIA UID: User identification L 2

FIA USB: User-subject binding L

Figure G.1 - FIA: Identification and authentication class decomposition

G.1 Authentication failures(FIA_AFL)

G.1.1 User notes

This family addresses requirements for defining values for authentication attempts and TSF actions in cases
of authentication attempt failure. Parameters include, but are not limited to, the number of attempts and time
thresholds.

The gession_establishment process is the interaction with the user to perform the session ¢stablishment
independent of the actual implementation. If the number of unsuccessful authentication attemptg exceeds the
indicqted-threshold, either the user account or the terminal (or both) will be locked. If the usger account is
disabled, the user cannot log-on to the system. If the terminal is disabled, the terminal (or the address that the
terminal has) cannot be used for any log-on. Both of these situations continue until the condition for re-
establishment is satisfied.

G.1.2 FIA_AFL.1 Authentication failure handling

G.1.2.1 User application notes

The PP/ST author may define the number of unsuccessful authentication attempts or may choose to let the
TOE developer or the authorised user to define this number. The unsuccessful authentication attempts need

not be consecutive, but rather related to an authentication event. Such an authentication event could be the
count from the last successful session establishment at a given terminal.
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The PP/ST author could specify a list of actions that the TSF shall take in the case of authentication failure. An
authorised administrator could also be allowed to manage the events, if deemed opportune by the PP/ST
author. These actions could be, among other things, terminal deactivation, user account deactivation, or
administrator alarm. The conditions under which the situation will be restored to normal must be specified on
the action.

In order to prevent denial of service, TOEs usually ensure that there is at least one user account that cannot
be disabled.

Further actions for the TSF can be stated by the PP/ST author, including rules for re-enabling the user session
establishment process, or sending an alarm to the administrator. Examples of these actions are: until a

ed to

specified time-has Iapcnd' until the authorised administrator re-enahles the terminal/account_a time rel

failed previou

G.1.2.2 Op

g

J

G.1221

In FIA_AFL.1
administrator

G.1l222 A

In FIA_AFL.1
events are: th
user identity,
terminal, the

authenticatiop event must be specified.

In FIA_AFL.]]
number (posi
events.

In FIA_AFL.1
the range of]
unsuccessful

the upper bodind and greater or equal to the lower bound values.

s attempts (every time the attempt fails, the disabling time is doubled).
brations
election

.1, the PP/ST author should select either the assignment of a positive integer, or the phras
configurable positive integer” specifying the range of acceptable values.

ssignment
.1, the PP/ST author should specify the authentication events: Examples of these authenti
e unsuccessful authentication attempts since the last successful authentication for the ind

the unsuccessful authentication attempts since the last{successful authentication for the ¢
number of unsuccessful authentication attemptsvin the last 10 minutes. At leas

1, if the assignment of a positive integer is selected, the PP/ST author should specify the d
ive integer) of unsuccessful authentication.attempts that, when met or surpassed, will trigg

.1, if an administrator configurable, positive integer is selected, the PP/ST author should s

authentication attempts. The number of authentication attempts should be less than or eq

In FIA_AFL.]
surpassed.

increasing amount of time (2 te’‘the power of the number of unsuccessful attempts in seconds), or disab
the account Uintil unlocke@:by the administrator and simultaneously informing the administrator. The a

should speci

measure will pe ended):

G.2 User attribute definition (FIA_ATD)

.2, the PP/ST auther'should specify the actions to be taken in case the threshold is N
hese actions could’ be disabling of an account for 5 minutes, disabling the terminal f

the measures and if applicable the duration of the measure (or the conditions under whi

e "an

Cation
cated
Lirrent
one

efault
er the

pecify

acceptable values from which“the administrator of the TOE may configure the number of

ual to

net or
or an
ing of
ctions
th the

G.2.1 User

notes

All authorised users may have a set of security attributes, other than the user's identity, that are used to
enforce the TSP. This family defines the requirements for associating user security attributes with users as
needed to support the TSP.

There are dependencies on the individual security policy definitions. These individual definitions should
contain the listing of attributes that are necessary for policy enforcement.
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G.2.2 FIA_ATD.1 User attribute definition
G.2.2.1 User application notes

This component specifies the security attributes that should be maintained at the level of the user. This means
that the security attributes listed are assigned to and can be changed at the level of the user. In other words,
changing a security attribute in this list associated with a user should have no impact on the security attributes
of any other user.

In case security attributes belong to a group of users (such as Capability List for a group), the user will need to
have a reference (as security attribute) to the relevant group.

G.2.2|2 Operations
G.2.2|12.1 Assighment

In FIA_ATD.1.1, the PP/ST author should specify the security attributes that are @ssociated to|an individual

user. JAn example of such a list is {“clearance”, “group identifier”, “rights”}.

G.3 [Specification of secrets (FIA_SOS)
G.3.1 User notes

This family defines requirements for mechanisms that enforce defined quality metrics on provided secrets, and
generfate secrets to satisfy the defined metric. Examples_of such mechanisms may include automated
checHing of user supplied passwords, or automated password generation.

A segret can be generated outside the TOE (e.g. selected by the user and introduced in the sygtem). In such
caseq, the FIA_SOS.1 Verification of secrets component can be used to ensure that the exterpal generated
secref adheres to certain standards, for example a minimum size, not present in a dictionany, and/or not
previqusly used.

Secrdts can also be generated by the “FOE. In those cases, the FIA_SOS.2 TSF Generatipn of secrets
comppnent can be used to require the’ TOE to ensure that the secrets that will adhere to sqme specified
metrigs.
Secrdts contain the authentication data provided by the user for an authentication mechanism that is based on
knowledge the user possesses. When cryptographic keys are employed, the class FCS: Cryptographic
suppgrt should be usednstead of this family.

G.3.4 FIA_SOS.l Verification of secrets

G.3.2|1 Userapplication notes

Secrdts{ean be generated by the user. This component ensures that those user generated sgcrets can be

verifiddto-meet a-certain qllality metric-

G.3.2.2 Operations
G.3.2.2.1 Assignment

In FIA_SOS.1.1, the PP/ST author should provide a defined quality metric. The quality metric specification can
be as simple as a description of the quality checks to be performed, or as formal as a reference to a
government published standard that defines the quality metrics that secrets must meet. Examples of quality
metrics could include a description of the alphanumeric structure of acceptable secrets and/or the space size
that acceptable secrets must meet.
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G.3.3 FIA_SOS.2 TSF Generation of secrets
G.3.3.1 User application notes

This component allows the TSF to generate secrets for specific functions such as authentication by means of
passwords.

When a pseudo-random number generator is used in a secret generation algorithm, it should accept as input
random data that would provide output that has a high degree of unpredictability. This random data (seed) can
be derived from a number of available parameters such as a system clock, system registers, date, time, etc.
The parameters should be selected to ensure that the number of unique seeds that can be generated from

these inputs §

...........
G.3.3.2 Operations

G.3.3.2.1 Assignment

In FIA_S0OS.2.1, the PP/ST author should provide a defined quality metric. The quality metric specificatign can
be as simplg as a description of the quality checks to be performed or as formal-as a referencq to a
government published standard that defines the quality metrics that secrets must’meet. Examples of quality
metrics could include a description of the alphanumeric structure of acceptable.S€erets and/or the spacg size
that acceptable secrets must meet.

In FIA_SOS.2.2, the PP/ST author should provide a list of TSF functions<for which the TSF generated sgcrets
must be used. An example of such a function could include a password‘based authentication mechanisn.
G.4 User authentication (FIA_UAU)

G.4.1 User|notes

This family defines the types of user authentication mechanisms supported by the TSF. This family defings the
required attriputes on which the user authenticationimechanisms must be based.

G.4.2 FIA_WAU.1 Timing of authentication

G.4.2.1 Usg¢r application notes

This componént requires that the.PR/ST author define the TSF-mediated actions that can be performed by the
TSF on behalf of the user befofethe claimed identity of the user is authenticated. The TSF-mediated aftions
should have ho security concerns with users incorrectly identifying themselves prior to being authentigated.
For all other [TSF-mediated\actions not in the list, the user must be authenticated before the action cpn be
performed by|the TSF on‘behalf of the user.

This componént cannot control whether the actions can also be performed before the identification took place.
This requires|thé-use of either FIA_UID.1 Timing of identification and FIA_UID.2 User identification beforle any
action with the npprnprinfn nccignmnnfc

G.4.2.2 Operations

G.4.2.2.1 Assignment

In FIA_UAU.1.1, the PP/ST author should specify a list of TSF-mediated actions that can be performed by the
TSF on behalf of a user before the claimed identity of the user is authenticated. This list cannot be empty. If
no actions are appropriate, component FIA_UAU.2 User authentication before any action should be used
instead. An example of such an action might include the request for help on the login procedure.

174 © ISO/IEC 2005 - All rights reserved


https://iecnorm.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

G.4.3 FIA_UAU.2 User authentication before any action
G.4.3.1 User application notes

This component requires that a user is authenticated before any TSF-mediated action can take place on
behalf of that user.

G.4.4 FIA_UAU.3 Unforgeable authentication

G.4.4.1 User application notes

This pomporent—addresses—requirements—formechanisms—thatprovide—protectionm—ofauthentication data.
Authgntication data that is copied from another user, or is in some way constructed should be dgtected and/or
rejected. These mechanisms provide confidence that users authenticated by the TSF ar€ actuplly who they
claimito be.
This ¢component may be useful only with authentication mechanisms that are based on autheptication data
that ¢annot be shared (e.g. biometrics). It is impossible for a TSF to detect*or prevent the sharing of
passwords outside the control of the TSF.
G.4.4{2 Operations

G.4.4{2.1 Selection

In FIA_UAU.3.1, the PP/ST author should specify whether the TSF will detect, prevent, or detedt and prevent
forging of authentication data.

In FIA_UAU.3.2, the PP/ST author should specify whether the TSF will detect, prevent, or detegt and prevent
copying of authentication data.

G.4.3 FIA_UAU.4 Single-use authentication mechanisms
G.4.5{1 User application notes

This gomponent addresses requirements for authentication mechanisms based on single-use quthentication
data. [Single-use authentication.data can be something the user has or knows, but not something the user is.
Examples of single-use authentication data include single-use passwords, encrypted time-stamps, and/or
randgdm numbers from a secret lookup table.

The HP/ST author can specify to which authentication mechanism(s) this requirement applies.

G.4.5|2 Operations

G.4.5{2.1 ~"Assighment

In FIA_UAU.4.1, the PP/ST author should specify the list of authentication mechanisms o which this
requirement applies. This assignment can be “all authentication mechanisms”. An example of this assignment
could be “the authentication mechanism employed to authenticate people on the external network”.

G.4.6 FIA_UAU.5 Multiple authentication mechanisms
G.4.6.1 User application notes

The use of this component allows specification of requirements for more than one authentication mechanism
to be used within a TOE. For each distinct mechanism, applicable requirements must be chosen from the FIA:
Identification and authentication class to be applied to each mechanism. It is possible that the same
component could be selected multiple times in order to reflect different requirements for the different use of
the authentication mechanism.
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The management functions in the class FMT may provide maintenance capabilities for the set of
authentication mechanisms, as well as the rules that determine whether the authentication was successful.

To allow anonymous users to be on the system, a “none” authentication mechanism can be incorporated. The
use of such access should be clearly explained in the rules of FIA_UAU.5.2.

G.4.6.2 Operations

G.4.6.2.1 Assighment

In FIA_UAU.5.2, the PP/ST author should specify the rules that describe how the authentication meehahisms
provide authgntication and when each is to be used. This means that for each situation the set of méchahisms
that might be|used for authenticating the user must be described. An example of a list of such kules is: ['if the
user has sp¢gcial privileges a password mechanism and a biometric mechanism both shall be used, with
success only|if both succeed; for all other users a password mechanism shall be used.”

The PP/ST author might give the boundaries within which the authorised administrator may specify specific
rules. An example of a rule is: “the user shall always be authenticated by means.of a token; the adminigtrator
might specify| additional authentication mechanisms that also must be used:*The PP/ST author also |might
choose not t@ specify any boundaries but leave the authentication mechanisms and their rules completely up
to the authorised administrator.

G.4.7 FIA_WAU.6 Re-authenticating

G.4.7.1 Us¢r application notes

This component addresses potential needs to re-authenticate users at defined points in time. Thes¢ may
include user [requests for the TSF to perform securitysrelevant actions, as well as requests from nop-TSF
entities for rg-authentication (e.g. a server application' requesting that the TSF re-authenticate the clieft it is
serving).

G.4.7.2 Operations

G.4.7.2.1 Assignment

In FIA_UAU.$.1, the PP/ST author should specify the list of conditions requiring re-authentication. This list
could includg a specified user-inactivity period that has elapsed, the user requesting a change in pctive
security attributes, or the user;requesting the TSF to perform some security critical function.

The PP/ST quthor might give the boundaries within which the reauthentication should occur and leaye the
specifics to the authorised administrator. An example of such a rule is: “the user shall always ke re-
authenticated at least once a day; the administrator might specify that the re-authentication should happen
more often byitiot more often than once every 10 minutes.” T

G.4.8 FIA_UAU.7 Protected authentication feedback

G.4.8.1 User application notes

This component addresses the feedback on the authentication process that will be provided to the user. In
some systems the feedback consists of indicating how many characters have been typed but not showing the
characters themselves, in other systems even this information might not be appropriate.

This component requires that the authentication data is not provided as-is back to the user. In a workstation
environment, it could display a “dummy” (e.g. star) for each password character provided, and not the original
character.
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G.4.8.2 Operations
G.4.8.2.1 Assignment
In FIA_UAU.7.1, the PP/ST author should specify the feedback related to the authentication process that will

be provided to the user. An example of a feedback assignment is “the number of characters typed”, another
type of feedback is “the authentication mechanism that failed the authentication”.

G.5 User identification (FIA_UID)

G.5.1 User notes

This family defines the conditions under which users are required to identify themselves before pgrforming any
other factions that are to be mediated by the TSF and that require user identification.

G.5.4 FIA_UID.1 Timing of identification
G.5.2{1 User application notes

This gomponent poses requirements for the user to be identified. The/PR/ST author can indicate specific
actiorjs that can be performed before the identification takes place.

If FIA UID.1 Timing of identification is used, the TSF-mediated ‘actions mentioned in FIA_UID.1 Timing of
identification should also appear in this FIA_UAU.1 Timing of authentication.

G.5.2|2 Operations
G.5.2|2.1 Assighment
In FIA_UID.1.1, the PP/ST author should specify.a list of TSF-mediated actions that can be performed by the
TSF pn behalf of a user before the user has to identify itself. If no actions are appropriat¢, component
FIA_UID.2 User identification before any action should be used instead. An example of such an action might
include the request for help on the login precedure.

G.5.3 FIA_UID.2 User identification before any action

G.5.3{1 User application notes

In thig component users will be identified. A user is not allowed by the TSF to perform any action before being
identified.

G.6 User-subject binding (FIA_USB)

G.6.1 User notes

An authenticated user, in order to use the TOE, typically activates a subject. The user's security attributes are
associated (totally or partially) with this subject. This family defines requirements to create and maintain the
association of the user's security attributes to a subject acting on the user's behalf.

G.6.2 FIA_USB.1 User-subject binding
G.6.2.1 User application notes
The phrase “acting on behalf of” has proven to be a contentious issue in source criteria. It is intended that a

subject is acting on behalf of the user who caused the subject to come into being or to be activated to perform
a certain task.
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Therefore, when a subject is created, that subject is acting on behalf of the user who initiated the creation. In
cases where anonymity is used, the subject is still acting on behalf of a user, but the identity of that user is
unknown. A special category of subjects are those subjects that serve multiple users (e.g. a server process).
In such cases the user that created this subject is assumed to be the “owner”.

G.6.2.2 Operations
G.6.2.2.1 Assignhment

In FIA_USB.1.1, the PP/ST author should specify a list of the user security attributes that are to be bound to
subjects.

In FIA_USB.*.Z, the PP/ST author should specify any rules that are to apply upon initial association of
attributes with subjects, or “none”.

In FIA_USB.1.3, the PP/ST author should specify any rules that are to apply when changes are 'made o the
user security fattributes associated with subjects acting on behalf of users, or “none”.
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