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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Vi

© ISO/IEC 2022 - All rights reserved


https://www.iso.org/directives-and-policies.html
https://www.iec.ch/members_experts/refdocs
https://www.iso.org/iso-standards-and-patents.html
https://patents.iec.ch
https://www.iso.org/iso/foreword.html
https://www.iec.ch/understanding-standards
https://www.iso.org/members.html
https://www.iec.ch/national-committees
https://iecnorm.com/api/?name=c6c125960a2d38caff89eefd087f29c3

Legal notice

ISO/IEC 15408-1:2022(E)

The governmental organizations listed below contributed to the development of this version of the
Common Criteria for Information Technology Security Evaluations. As the joint holders of the copyright
in the Common Criteria for Information Technology Security Evaluations (called CC), they hereby
grant non-exclusive license to ISO/IEC to use CC in the continued development/maintenance of the
ISO/IEC 15408 series of standards. However, these governmental organizations retain the right to use,
copy, distribute, translate or modify CC as they see fit.

Austraka TheAustralian-Stenals Directorate

Canagla Communications Security Establishment

Frange Agence Nationale de la Sécurité des Systemes d'Information
Germany Bundesamt fiir Sicherheit in der Informationstechnik

Japar Information-technology Promotion Agency

Nethe¢rlands Netherlands National Communications Security Agency
New Vealand Government Communications Security*Bureau

Repuplic of Korea National Security Research Institute

Spain Ministerio de Asuntos Econdmicos y Transformacion Digital
Sweden FMV, Swedish Defence Materiel Administration

Unitgd Kingdom National Cyber Security Centre

Unitgd States The National Segurity Agency

© ISO/IEC 2022 - All rights reserved

vii


https://iecnorm.com/api/?name=c6c125960a2d38caff89eefd087f29c3

ISO/IEC 15

408-1:2022(E)

Introduction

The ISO/IEC 15408 series permits comparability between the results of independent security
evaluations by providing a common set of requirements for the security functionality of IT products and
for assurance measures applied to these IT products during a security evaluation. These IT products
may be implemented in hardware, firmware, or software.

The evaluation process establishes a level of confidence that the security functionality of these IT
products and the assurance measures applied to these IT products meet these requirements. The
evaluation results may help consumers to determine whether these IT products fulfil their security

needs.
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15408 series is useful as a guide for the development, evaluation and/or procurement
h security functionality.

15408 series is intentionally flexible, enabling a range of evaluation_dpproaches
Fange of security properties of a range of IT products. Therefore, usersiof-the standar
exercise care that this flexibility is not misused. For example, usingthe ISO/IEC 1
junction with unsuitable evaluation methods/activities, irrelevant security properti
e IT products, can result in meaningless evaluation results.

[y, the fact that an IT product has been evaluated has meahing only in the context
perties that were evaluated and the evaluation metheds that were used. Evaly
re advised to carefully check the products, properties;;and methods to determine th
ovides meaningful results. Additionally, purchasefs of evaluated products are advis
sider this context to determine whether the evaluated product is useful and applica
" situation and needs.

15408 series addresses the protection of agsets from unauthorized disclosure, modific
be. The categories of protection relating*to these three types of failure of securit
hlled confidentiality, integrity, and availability, respectively. The ISO/IEC 15408 serie
cable to aspects of IT security outside of these three categories. The ISO/IEC 15408 5
to risks arising from human agtivities (malicious or otherwise) and to risks arising
ctivities. The ISO/IEC 15408 series may be applied in other areas of IT but makes no
ty in these areas.

s, because they involve specialized techniques or because they are somewhat perip
|y, are considered ta\be outside the scope of the ISO/IEC 15408 series. Some of theg
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a) thelSO/| ative
security] measures<not related directly to the IT security functionality. However, it is recoghized
that sig sures
such as prganizational, personnel, physical, and procedural controls;

b) the ISOMEC 1540 criiteria
should be applied;

NOTE1 The baseline methodology is defined in ISO/IEC 18045. ISO/IEC 15408-4 can be used to further
derive evaluation activities and methods from ISO/IEC 18045.

c) thelISO/IEC 15408 series does not address the administrative and legal framework under which the
criteria may be applied by evaluation authorities. However, it is expected that the ISO/IEC 15408
series is intended to be used for evaluation purposes in the context of such a framework;

d) the procedures for use of evaluation results in accreditation are outside the scope of the

viii

ISO/IEC 15408 series. Accreditation is the administrative process whereby authority is granted for
the operation of an IT product (or collection thereof) in its full operational environment including
all of its non-IT parts. The results of the evaluation process are an input to the accreditation process.
However, as other techniques are more appropriate for the assessments of non-IT related properties

© ISO/IEC 2022 - All rights reserved
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and their relationship to the IT security parts, accreditors must make separate provisions for those
aspects;

e) the subject of criteria for the assessment of the inherent qualities of cryptographic algorithms is
not covered in the ISO/IEC 15408 series. In the case that independent assessment of mathematical
properties of cryptography is required, the evaluation scheme under which the ISO/IEC 15408
series is applied shall make provision for such assessments.

NOTE 2  This document uses bold and italic type in some cases to distinguish terms from the rest of the text.
The relationship between components within a family is highlighted using a bolding convention. This convention
calls for the use of bold type for all new requirements. For hierarchical components, requirements are presented
in bold type when they are enhanced or modified beyond the requirements of the previous component. In
additjon, any new or enhanced permitted operations beyond the previous component are also highlighted using
bold type.

The upe of italics indicates text that has a precise meaning. For security assurance requiremeénts the convention
is for ppecial verbs relating to evaluation.

© ISO/IEC 2022 - All rights reserved ix
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INTERNATIONAL STANDARD

ISO/IEC 15408-1:2022(E)

Information security, cybersecurity and privacy
protection — Evaluation criteria for IT security —

Part 1:
Introduction and general model

1

This Hocument establishes the general concepts and principles of IT security evaluation 4
the general model of evaluation given by various parts of the standard which imits entiret
be usked as the basis for evaluation of security properties of IT products.

This Hocument provides an overview of all parts of the ISO/IEC 15408 series. It describe
partq of the ISO/IEC 15408 series; defines the terms and abbreviations to be used in all
standard; establishes the core concept of a Target of Evaluation (TOE); describes the evalug
and describes the audience to which the evaluation criteria is addressed. An introduction
secullity concepts necessary for evaluation of IT products is given.

This flocument introduces:

2

Ycope

—

he key concepts of Protection Profiles (PP), PR<Modules, PP-Configurations, packa
argets (ST), and conformance types;

—

a description of the organization of securjty’components throughout the model;

the various operations by which the fufictional and assurance components given in ISO
nd ISO/IEC 15408-3 can be tailored'through the use of permitted operations;

eneral information about the evaluation methods given in ISO/IEC 18045;

uidance for the application of ISO/IEC 15408-4 in order to develop evaluation methg
aluation activities (EA)derived from ISO/IEC 18045;

eneral information* about the pre-defined Evaluation Assurance Levels (EALs)
IFO/IEC 15408-5;

ihformatiof/in regard to the scope of evaluation schemes.

ormative references

ind specifies
y is meant to

the various
parts of the
ntion context
to the basic

res, Security

IEC 15408-2

ds (EM) and

defined in

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 15408-2:2022, Information security, cybersecurity and privacy protection — Evaluation criteria
for IT security — Part 2: Security functional components

ISO/IEC 15408-3:2022, Information security, cybersecurity and privacy protection — Evaluation criteria
for IT security — Part 3: Security assurance components

ISO/IEC 18045, IT security techniques — Methodology for IT security evaluation

ISO/IEC IEEE 24765, Systems and software engineering — Vocabulary

© ISO/IEC 2022 - All rights reserved
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3 Terms

and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 15408-2,ISO/IEC 15408-3,
ISO/IEC 18045 and ISO/IEC IEEE 24765 apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

3.1

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

action
documented

Note 1 to enty

3.2
administrat
entity (3.36]
functionality

Note 1 to enty
administrato
of evaluation
be related to {

3.3
adverse act

activity of the evaluator (3.45) or developer (3.33)

y: Evaluator actions and developer actions are required by ISO/IEC 15408-3.

or
that has a level of trust with respect to all policies implemented by the TOE se
(TSF) (3.92)

rurity

y: Not all protection profiles (PPs) (3.68) or security targets (STs)@ssume the same level of tryst for

s. Typically, administrators are assumed to adhere at all times £othe policies in the ST of the
TOE) (3.90). Some of these policies can be related to the fungtionality of the TOE, while othe
he operational environment (3.63).

jon

action (3.1) performed by a threat agent (3.91) on an asses.[3.4)

34
asset
entity (3.36)

3.5
assignment
specification

3.6
assurance

grounds for
(SFRs) (3.78)

3.7
assurance [
named set o

that the owner of the target of evaliration (TOE) (3.90) presumably places value on

of an identified parameterin a functional or assurance component

fonfidence thatla target of evaluation (TOE) (3.90) meets the security functional require

ackage
security assurance requirements (3.76)

target
I's can

ments

EXAMPLE “EAL 3"
3.8
attack potential

measure of the effort needed to exploit a vulnerability in a target of evaluation (TOE) (3.90)

Note 1 to entry: The effort is expressed as a function of properties related to the attacker (e.g. expertise,
resources, and motivation) and properties related to the vulnerability itself (e.g. window of opportunity, time to

exposure).

© ISO/IEC 2022 - All rights reserved
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3.9

attack surface

set of logical or physical interfaces to a target, consisting of points through which access to the target
and its functions may be attempted

EXAMPLE1 The casing of a payment terminal is a part of physical attack surface for that device.

EXAMPLE 2  The communications protocols available for connection to a network device are part of the logical
attack surface for that network device.

3.10
augmentation
additfon of one or more requirements to a package

Note [l to entry: In case of a functional package (3.51), such an augmentation is considered‘only {n the context
of on¢ package and is not considered in the context with other packages or protection,prafiles (PPs) (3.68) or
security targets (STs) (3.82).

Note P to entry: In case of an assurance package (3.7), augmentation refers to one<or more secufity assurance
requinlements (SARs) (3.76).

3.11
authorized user
entity (3.36) who may, in accordance with the security functional requirements (SFRs) (3.78], perform an
opergtion on the target of evaluation (TOE) (3.90)

3.12
base{component
independent entity (3.36) in a multi-component product that provides services and resourfes to one or
more|dependent component(s) (3.31)

Note [ to entry: This applies in particular to ‘composed TOEs’ (3.21) and ‘composite products / conposite TOEs’
(3.25].

3.13
base|Protection Profile
base|PP

Protdction Profile (3.68) spegified in a PP-Module (3.71), as part of that PP-Module’s PP{Module Base
(3.72), used as a basis to build-a PP-Configuration (3.69)

3.14
base(PP-Module
PP-Mpdule (3.71).specified in a different PP-Module, as part of that PP-Module’s PP-Modulg Base (3.72),
used ps a basisto-build a PP-Configuration (3.69)

Note ] to enfry: Specifying a base PP-Module in a PP-Module implicitly includes the base PP-Module’s PP-Module
Base.

3.15

base target of evaluation

base TOE

base component (3.12) which is itself the subject of an evaluation

Note 1 to entry: This applies in particular to ‘composed TOEs' (3.21) and 'composite products/composite TOEs'
(3.25).

3.16
class
(taxonomy) set of families that share a common focus

Note 1 to entry: Class is further defined in ISO/IEC 15408-2, which defines security functional classes and
ISO/IEC 15408-3, which defines security assurance classes.

© ISO/IEC 2022 - All rights reserved 3
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component
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(taxonomy) smallest selectable set of elements on which requirements may be based

3.18
component
<compositio

3.19
component
component
(evaluated)

n> entity (3.36) which provides resources and services in a product

target of evaluation
TOE

taragetof-evaluation (TOE) (290) thatis a combonentof another comnosed TOE (3 21)
v 7 T 7oy P 138 ety

3.20
composed a
CAP

ssurance package

assurance pdckage (3.7) consisting of components drawn predominately from the-ACO class (

representing

3.21

composed t
composed T
target of eva
security relg

Note 1 to enty

3.22
composed ¢
evaluation o
TOEs

a point on the pre-defined scale for composition assurance

arget of evaluation

OE

uation (TOE) (3.90) comprising solely two or more separately-identified components v
tionship between their TOE security functionality (TSFs).(3.92)

y: Each of the separately identified components is itselfa(TOE.

valuation
f a composed TOE (3.21) using the specific evaluation technique applicable to comj

Note 1 to emtry: This evaluation technique refefs to the ACO assurance class (3.16) that is defin

ISO/IEC 1540

3.23
composite €
evaluation o

Note 1 to ent
ISO/IEC 1540

3.24

composite [
product con
already eval

3.25

8-3.

valuation
f a composite TOE/produet (3.25) using the specific composite evaluation technique

3-3 for the ADV, ALG/ASE, ATE and AVA classes (3.16).

roduct
prised-ef two or more components which can be organized in two layers: a layer d
hated base component (base TOE) (3.15) and a layer of one dependent component (3.31

B.16),

vith a

hosed

ed in

I'y: This evaluation-technique refers to the COMP related assurance families that are speciffied in

f one

composite target of evaluation
composite TOE
part of a composite product (3.24) including the base TOE (3.15) and the dependent component (3.31)

Note 1 to entry: A dependent component in a composite TOE can consist of one or more dependent components.
For simplification, they are considered as ‘one dependent component’.

Note 2 to entry: A composite TOE can contain parts that are independent from the base component (3.12) or base
TOE respectively. For simplification, such parts are considered as belonging to the dependent component.

Note 3 to entry: The composite evaluation (3.23) can be applied as many times as necessary to a multi-component/

multi-layered

product, in an incremental approach.
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3.26

configuration management

CM

discipline applying technical and administrative direction and surveillance to: identify and document
the functional and physical characteristics of a configuration item, control changes to those
characteristics, record and report change processing and implementation status, and verify compliance
with specified requirements

[SOURCE: ISO/IEC IEEE 24765:2017,3.779 1]
3.27

confi guration management svstem
(=] 4

set of procedures and tools (including their documentation) used by a developer (3.33)(to|develop and
mainfain configurations of their products during their life-cycles

Note | to entry: Configuration management systems can have varying degrees of rigour'and functjion. At higher
levels} configuration management systems can be automated, with flaw remediation,.change controls, and other
tracking mechanisms.

3.28
counter, verb
act on or respond to a particular threat so that the threat is eradicated or mitigated

3.29
demg¢nstrable conformance
DC
relation between a protection profile (PP) (3.68)/security)target (3.82) (PP/ST) and a PP, off an ST and a
PP-Cqnfiguration (3.69), where the PP/ST provides an equivalent or more restrictive solutign that solves
the generic security problem in the PP/PP-Configuration

3.30
dependency
relatjonship between components such.that a protection profile (PP) (3.68), security targef (ST) (3.82),
functfonal package (3.51) or assurance*package (3.7) including a component also includ¢s any other
complonents that are identified as being depended upon or include a rationale as to why the¢y are not

3.31
dependent component
dependent entity (3.36).ih. a multi-component product that relies on the provision of $ervices and
resoyrces by one or mOrg'base components (3.12)

to entry: This\applies in particular to ‘composed TOEs' (3.21) and 'composite products / composite TOE’

dependent'target of evaluation
depepndent TOE
dependent component (3.31) which is itself the subject of an evaluation

Note 1 to entry: This applies only to ‘composed TOEs' (3.21) and not to 'composite products / composite TOESs'
(3.25).

3.33
developer
organization responsible for the development of the target of evaluation (TOE) (3.90)
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3.34

direct rationale

type of Protection Profile (3.68), PP-Module (3.71) or Security Target (3.82) in which the security problem
definition (SPD) (3.80) elements are mapped directly to the security functional requirements (SFRs)
(3.78) and possibly to the security objectives (3.79) for the operational environment (3.63)

Note 1 to entry: Direct rationale does not include security objectives for the target of evaluation (TOE) (3.90).

3.35
element

(taxonomy) self-contained description of a security need assigned to security assurance requirement
(SAR) (376) r co/‘urif‘yfunrﬁnnnl requirement. (QF'P) ('2 7R)

3.36
entity
identifiable jtem that is described by a set or collection of properties

Note 1 to entry: Entities include subjects, users (including external IT products), objects, iiformation, sesions
and/or resougces.

3.37

evaluation
assessment ¢f a PP-Configuration (3.69), protection profile (PP) (3.68), a'security target (ST) (3.82), or a
target of evafuation (TOE) (3.90), against defined criteria

3.38
evaluation activity
EA
activity deriyed from one or more work units

Note 1 to entify: Work units are defined in ISO/IEC 18045
Note 2 to entify: Derivation mechanisms are defined in:ISO/IEC 15408-4.

3.39
evaluation @ssurance level
EAL
well-formed|package of security assurance requirements (3.76) representing a point on the pre-ddfined
assurance sdale

Note 1 to ent1ly: EALs are defined.in ISO/IEC 15408-5.

3.40
evaluation quthority.
body operating an.évaluation scheme (3.42)

Note 1 to entyjy:By applying the evaluation scheme, the evaluation authority sets the standards and monitdrs the
quallty of evaluations-conducted ]r\y haodieswithin o cpnriﬁr‘ r‘nmmnnify

3.41

evaluation method

EM

set of one or more evaluation activities (3.38) for application in a specific context

3.42
evaluation scheme
rules, procedures and management to carrying evaluations of IT product security

Note 1 to entry: An evaluation scheme implements all parts of the ISO/IEC 15408 series.
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3.43

evaluation technical report

ETR

documentation of the overall verdict (3.66) and its justification, produced by the evaluator (3.45), and
submitted to an evaluation authority (3.40)

3.44

evaluation technical report for composite evaluation
ETR for composite evaluation

ETR_COMP

documentation intended to be used within the composite evaluation (3.23) approach and derived by
the bpsecompomentt3-t2)evatuator {345 fromrthrefultevatuatiortechnicat report(EFR}H3.43) for the
evaluated base component

Note [l to entry: The ETR for composite evaluation belongs to the base component and'its evaluation and is
used for the evaluation of a composite product with such base component when using thercomposjite evaluation
approach.

Note P to entry: The ETR for composite evaluation related to a base component’is set up to provyide sufficient
infortpation for a composite evaluation of a composite product that integrates such already eyaluated base
comppnent. It enables the composite product evaluator (3.45) and the respective composite prodfict evaluation
authority (3.40) to understand the attack paths and the tests that have beeh considered and perfprmed for the
base gomponent and the effectiveness of the countermeasures implemented by the base component.

3.45
evalyator
indivjdual assigned to perform evaluations in accofdahce with a given evaluation standard and
assodiated evaluation methodology

Note | to entry: An example of evaluation standards is the ISO/IEC 15408 series with the associated evaluation
meth¢dology given in ISO/IEC 18045.

[SOURCE: ISO/IEC 19896-1:2018, 3.5]

3.46
exacf conformance
EC
hierafchical relationship betWeen a protection profile (PP) (3.68) or PP Configuration (3.69) dnd a security
target (ST) (3.82) where all'the requirements in the ST are drawn only from the PP/PP-Corlfiguration

Note ] to entry: An ST is'allowed to claim exact conformance to one or more PPs but only to one PP-(onfiguration.

3.47
explgitable vultterability
weakness in\the target of evaluation (TOE) (3.90) that can be used to violate the security functional
requifeménts (SFRs) (3.78) in the operational environment (3.63) for the TOE

3.48
extended security requirement

security requirement developed according to the rules in this document, but which are not listed in any
part of the ISO/IEC 15408 series

Note 1 to entry: An extended security requirement preserves the form and syntax described in ISO/IEC 15408-2.

Note 2 to entry: Extended security requirements can be defined by authors of security target (ST) (3.82) or
protection profile (PP) (3.68) or PP-Module (3.71).

3.49

external entity

user

human technical system or one of its components interacting with the target of evaluation (TOE) (3.90)
from outside of the TOE boundary
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3.50
family

(taxonomy) set of components that shares a similar goal but differs in emphasis or rigour

3.51

functional package
named set of security functional requirements (3.78) that may be accompanied by a security problem
definition (SPD) (3.80) and security objectives (3.79) derived from that SPD

3.52

global assurance package

assurance pq
evaluation (3

ckage (2. 7) that annlies to the entire taraet ofevaluation (TOE) (290) in a multi-assu
VASA -S| Pr S 7 T PGS |

60)

Note 1 to entr

3.53

guidance dgcumentation

documentat
target of eva

3.54

implements3
least abstrad
used to crea

Note 1 to en
hardware ar¢

3.55
internally ¢
no apparent

Note 1 to entn

that can be taken to contradict each other.

3.56
interpretat
clarification

3.57
iteration
use of the sa

3.58
layering

y: Global assurance package can contain extended assurance components.

on that describes the delivery, preparation, operation, management and/or use ¢
uation (TOE) (3.90)

tion representation
t representation of the TOE security functionality (TSF) (3:92), specifically the one t
fe the TSF itself without further design refinement (3.73)

ry: Source code that is then compiled or a hardware )drawing that is used to build the
examples of parts of an implementation representation.

pnsistent, adj.

contradictions exist between any aspects of an entity (3.36)

y: In terms of documentation, this means that there can be no statements within the documen

on
or amplification of a;standard or an evaluation scheme requirement

e componént to express two or more distinct requirements

design techr

ance

f the

hat is

hctual

kation

ique where separate groups of components are hierarchically organized to have sep

arate

responsibili

fessuch titata group of COMpPONENtS depends Ol groups Of COIMPOTNENtS befow it 1

hierarchy for services, and provides its services to the groups of components above it

3.59
module
architectura

1 unit specified at a level suitable for implementation of the unit

the

Note 1 to entry: Properties related to division of a target of evaluation (TOE) (3.90) into modules are described in

ISO/IEC 1540

8-3,in the ADV_TDS and ADV_INT families.
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multi-assurance evaluation
evaluation of a target of evaluation (TOE) (3.90) using a PP-Configuration (3.68) where each PP-
Configuration component is associated with its own set of assurance requirements

Note 1 to entry: At least one of the PP-Configuration components contains a different set of assurance
requirements to the others.

3.61

object
entity (3.36) in the target of evaluation (TOE) (3.90) that contains or receives information, and upon

whic

subjects perform operations

3.62
oper
(ona

3.63

oper
envir
outsi

3.64
optid
optid
secur
or PH
whos

Note

threa
or PP
addre

3.65
orgal
oSsP
set of

Note

3.66

overall verdict

state

Note

htion
n object) specific type of action (3.1) performed by a subject on an object

htional environment
onment in which the target of evaluation (TOE) (3.90) is operated;-consisting of every
e the TOE boundary

nal Security Functional Requirement
nal SFR

ity functional requirement (SFR) (3.78) in a Protectiow Profile (PP) (3.68), functional pq|
-Module (3.71) that contributes to a stated aspect/of the PP’s security problem dej
e inclusion in a conformant PP’s or security target (ST’s) (3.82) list of SFRs is not mang

1 to entry: An optional SFR can address appropriate security problem definition (SPD) (3]
(s) and/or organizational security policies(OSPs) stated in the main body of the PP, functij

Module, or reference associated SPD elements/objectives that themselves are optional (in
ssed solely by the optional SFR).

hizational security policy

security rules, procedures, or guidelines for an organization

| to entry: A policy,eair'pertain to a specific operational environment (3.63).

ment issued by an evaluator (3.45) with respect to the result of an evaluation

| to éntry: The statement can be expressed as “pass” or “fail”.

3.67

thing that is

ckage (3.51),
cription but
atory

180) elements
onal package,
that they are

potential vulnerability
suspected, but not confirmed, weakness

Note 1 to entry: Suspicion is by virtue of a postulated attack path to violate the security functional requirements
(SFRs) (3.78).

3.68

Protection Profile

PP

implementation-independent statement of security needs for a target of evaluation (TOE) (3.90) type
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3.69

Protection Profile Configuration
PP-Configuration

implementation-independent statement of security needs for a target of evaluation (TOE) (3.90) type
containing at least one protection profile (PP) (3.68) and an additional non-empty set of PPs and PP-
Modules (3.71) (with the associated PP-Modules Bases)

3.70

Protection Profile Configuration component
PP-Configuration component
Protection Profile (PP) (3.68) or PP-Module (3.71) included in a PP-Configuration (3.69)

3.71
Protection
PP-Module
implementat
complement

3.72
Protection
PP-Module
set of either
basis for bui

Note 1 to ent
PP-Module wi
Module that h

3.73
refinement

addition of details to a security component

3.74
residual vu
weakness th
(TOE) (3.90)
attacker wit
TOE

3.75
role
pre-defined
(TOE) (3.90)

3.76

Profile module

ion-independent statement of security needs for a target of evaluation (TOE) (3.90)
hry to one or more base Protection Profiles (3.68) and possibly some base RP-Modules

Profile Module Base

Base

PP-Modules (3.71) or Protection Profiles (PPs) (3.68) or both;specified by a PP-Modul
ding a PP-Configuration (3.69)

y: The notion of a PP-Module Base is iterative in that the base of a PP-Module can contain af
th its own base, with that base containing a PP-Module~However, this “chain” terminates with
as only PP(s) as its base.

nerability
at cannot be exploited in the‘operational environment (3.63) for the target of evaly

but that can be used to. viplate the security functional requirements (SFRs) (3.78)
h greater attack potentjal{3.8) than is anticipated in the operational environment f¢

Set of rules establishing the allowed interactions between a user and the target of evaly

type

3.14)

£ as ad

other
a PP-

ation
by an
r the

ation

security ass

ufance requirement

SAR

security requirement that refers to the conditions and processes for the development and delivery of
the target of evaluation (TOE) (3.90), and the actions (3.1) required of evaluators (3.45) with respect to
evidence produced from these conditions and processes

3.77
security att

ribute

property of subjects, users, objects, information, sessions and/or resources that is used in defining the
security functional requirements (SFRs) (3.78) and whose values are used in enforcing the SFRs

Note 1 to entry: Users can include external IT products.

10
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3.78

security functional requirement

SFR

security requirement, which contributes to fulfil the target of evaluation (TOE) (3.90) security problem
definition (SPD) (3.80) as defined in a specific security target (ST) (3.82) or in a protection profile (PP)
(3.68)

Note 1 to entry: A security functional requirement can be addressed directly as in the direct rationale (3.34)
model, or indirectly, through the security objectives (3.79) for the TOE, as in the general model.

3.79

security objective
statement of an intent to counter (3.28) identified threats and/or satisfy identified organizafion security
policles and/or assumptions

3.80
security problem

security problem definition
SPD
statement, which in a formal manner defines the nature and scope of the security that the target of
evaluption (TOE) (3.90) is intended to address

Note ] to entry: This statement consists of a combination of: threats to-be-countered by the TOE and {ts operational
envirgnment (3.63), the organizational security policies (OSPs) ‘enforced by the TOE and itp operational
envirpnment, and the assumptions that are upheld for the operational environment of the TOE.

Note 2 to entry: SPD-elements include threats, OSPs, and asSumptions.

3.81
security requirement
requilfement, which is part of a target of evaluation (TOE) (3.90) security specification as|defined in a
specific security target (ST) (3.82) or in a protection profile (PP) (3.68)Note 1 to entry:

Requjrements are stated in a language,-i€;form and syntax, specified in the ISO/IEC 15408 series.

3.82
Security Target
ST
implgmentation-dependent statement of security requirements for a target of evaluation |(TOE) (3.90)
based on a security problém definition (3.80)

3.83
seledtion
specification of/one or more items from a list in a component

3.84

selegtion-based security functional requirement
seledtion-based SFR

security functional requirement (SFR) (3.78) in a Protection Profile (PP) (3.78), PP-Module (3.71), or
functional package (3.51) that contributes to a stated aspect of the PP’s, PP-Module’s or functional
package’s security problem definition (3.80) that is to be included in a conformant PP or ST if a selection
choice identified in the PP/PP-Module/functional package indicates that it has an associated selection-
based SFR

3.85
single-assurance evaluation
evaluation of a target of evaluation (TOE) (3.90) using one set of assurance requirements
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3.86

strict conformance

SC

hierarchical relationship between a protection profile (PP) (3.68) and a PP/security target (ST) (3.82)
where all the requirements in the PP also exist in the PP/ST

Note 1 to entry: This relation can be paraphrased as “the ST contains all statements that are in the PP but can
contain more”. Strict conformance is expected to be used for stringent requirements that are to be adhered to in

a single manner.

3.87

sub-TOE security functionality

sub-TSF

combined functionality of all hardware, software, and firmware of a target of evaluation (FOEJ (3.90)
that is relied upon for the correct enforcement of the security functional requirements (SFRs) ddfined
in one PP-Copfiguration (3.69) component

Note 1 to entrfy: This set of SFRs is closed by dependencies, objectives, and security problem définition (SPD) [3.80)
elements in the PP-Configuration component.

Note 2 to entiry: The notion of sub-TSF is applied in relationship with the specification and evaluation pf PP-
Configuratior}s and conformant security targets (STs). It can be used in the single*asSurance approach, butfit has
to be used in [the multi-assurance approach: sub-TSFs have to be defined in a multi-assurance PP-Configufation
and in conformant multi-assurance STs.

Note 3 to entrfy: Each sub-TSF is associated with its own set of security,assurance requirements (SARs) in a multi-
assurance PP{Configuration/ST. In the rest of the document, a set of/SARs can be an assurance package (3.7]).
Note 4 to ent1ly: A sub-TSF has the characteristics of a TSF.

3.88

subject

entity (3.36)|in the target of evaluation (TOE) (3.90)that performs operations on objects

3.89

tailoring

addition of dne or more functional requirements to a functional package (3.51), and/or the additjon of
one or more|selections to a security functional requirement (SFR) (3.78) in a functional package

Note 1 to enfry: Such tailoring is.considered only in the context of one package and is not considered |n the
context with ¢ther packages, pratection profiles (PPs) (3.68), or PP-Modules.

Note 2 to ent1ly: The selections in the SFR can be replaced by the additional selections.

Note 3 to enfry: Selections can only be added for packages claimed by PPs or PP-Modules. STs cannot|claim
package-namg tailored conformance to the package.

3.90

targetofev
TOE

Taation

set of software, firmware and/or hardware possibly accompanied by guidance, which is the subject of
an evaluation

391

threat agent

entity (3.36) that has potential to exercise adverse actions (3.3) on assets (3.4) protected by the target of
evaluation (TOE) (3.90)
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3.92

TOE security functionality

TSF

combined functionality of all hardware, software, and firmware of a target of evaluation (TOE) (3.90)
that is relied upon for the correct enforcement of the security functional requirements (SFRs) (3.78)

3.93
TOE type
set of characteristics common to a group of target of evaluations (TOEs) (3.90)

Note 1 to entry: The TOE type can be more explicitly defined in a protection profile (PP) (3.68).

3.94
translation
procdss of describing security requirements in a standardized language

Note [l to entry: Use of the term translation in this context is not literal and does no®imply that g¢very security
functipnal requirement (SFR) (3.78) expressed in standardized language can also be translated back fo the security
objectives (3.79).

3.95

vulnerability

weakness in the target of evaluation (TOE) (3.90) that can be dséd to violate the security functional
requifements (SFRs) (3.78) in some environment
4 Abbreviated terms

AP assurance package

API application programming interface
CAP composition assurance package

CD compact disk

CM configuration manageément

COMP composite preduct assurance package
DAC discretionary access control

DC demonstrable conformance

DPA differential power analysis

DRBG deterministic random bit generator
EA evaluation activity

EAL evaluation assurance level

EC exact conformance

EM evaluation method

EMS electromagnetic spectrum

ETR evaluation technical report

GAP global assurance package
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GB
GHz
GUI
HSM
HTTPS
IC
IOCTL
IP
[Psec
IT
LDAP
MAC
MB
MBps
OR
0S
OSP
OTP
PC
PCI
PKI
PP
PPA
RAM
RBG
RNG
RPC
SAR
SC
SFP
SFR

14

gigabyte

gigahertz

graphical user interface

hardware security module
hypertext transfer protocol secure

integrated circuit

input output control
internet protocol
P security (protocol)

information technology

ightweight directory access protocol
andatory access control
egabyte
egabytes per second
bservation report
perating system
rganizational security policy
ne-time programmable
ersonal computer
eripheral componentinterconnect
ublic key infrastructure
rotection profile
rotection/profile assurance package

addom access memory

random bit generator

random number generator
remote procedure call

security assurance requirement
strict conformance

security function policies

security functional requirement
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SPA
SPD
SSH
ST

STA

TCP
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simple power analysis

security problem definition
secure shell

security target

security target assurance package

transmission control protocol

TLS
TOE
TSF
TSFI
USB
VPN

5 (

5.1
This

Targe
prese

5.2

5.2.1
The I

a)

transport layer security
target of evaluation

TOE security functionality
TSF interface

universal serial bus

virtual private network

Dverview

General

rlause introduces the main concepts of the [SO/IEC 15408 series. It identifies the cc
t of Evaluation (TOE), the target audience of the ISO/IEC 15408 series, and the apprd
nt the material in the ISO/IEC 15408 series.

ISO/IEC 15408 series description

General
SO/IEC 15408 seriesis presented as a set of distinct but related parts as identified be

50/IEC 15408¢<1, Introduction, and general model is the introduction to the IS
eries. It defiftes the general concepts and principles of IT security evaluation an
eneral model of evaluation;

50/IEC-15408-2, Security functional components establishes a set of functional
hat serve as standard templates upon which security functional requirements (SFRs)

I
S|
g
b) I
t
b

ncept of the
ach taken to

ow:

D/IEC 15408
1 presents a

components
for TOEs are

ased. ISO/IEC 15408-2 catalogues the set of security functional components and org

anizes them

in families and classes;

c) ISO/IEC 15408-3, Security assurance components establishes a set of assurance components
that serve as standard templates upon which security assurance requirements for TOEs are based.
ISO/IEC 15408-3 catalogues the set of security assurance components and organizes them into
families and classes. ISO/IEC 15408-3 also defines evaluation criteria for PPs, STs and TOEs;

d) ISO/IEC 15408-4, Framework for the specification of evaluation methods and activities
provides a standardized framework for the specification of evaluation methods and activities
that may be included in PPs, STs and any documents supporting them, to be used by evaluators in
support of evaluations using the model described in the other parts of the ISO/IEC 15408 series.
ISO/IEC 18045 is fundamental to ISO/IEC 15408-4;
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ISO/IEC 15408-5, Pre-defined packages of security requirements provides packages of

security assurance and SFRs that have been identified as useful in support of common usage by
stakeholders. Examples of provided packages include the evaluation assurance levels (EAL) and the
composed assurance packages (CAPs).

In the application of the ISO/IEC 15408 series, a justification shall be provided whenever the
recommended option is not chosen.

In support of the ISO/IEC 15408 series, other documents have been published. The Bibliography
provides a list of supportive documents.

NOTE

ISO/IEC 18045 provides the baseline methodology for IT security evaluations performed in

accordance w

5.2.2 Aud

5.2.2.1 General

There are fi
consumers (|
presented in

which are considered to be the principal users of the ISO/IEC 15408 seriés) The groups can benefit

the criteria 4

5.2.2.2 Copnsumers (Risk owners)

The ISO/IEC
the fundame

Risk owners
These secur
owners can

The ISO/IEC
interest, an
requirement

5.2.2.3 De

The ISO/IEC
in the evalu3
These requi
Target (ST).
requirement

ith the ISO/IEC 15408 series.

jence

’e main groups with a general interest in evaluation of the security properties of |
isk owners), developers, technical working groups, evaluators and others. The inform
the ISO/IEC 15408 series has been structured to support theuieeds of all of these g

s explained in 5.2.2.2 through 5.2.2.6.

15408 series is written to ensure that evaluation fulfils the needs of risk owners as t
ntal purpose and justification for the evaluatien process.

can use the results of evaluations to helpdecide whether a TOE fulfils their security n
ty needs are typically identified as a result of both risk analysis and policy direction
hlso use the evaluation results to compare different TOEs.

15408 series gives risk owners,especially those in consumer groups and communit
mplementation-independent-structure, termed the PP, in which to express their sed
s in an unambiguous madher.

velopers

15408 series is_intended to support IT product developers in preparing for and ass
ition of their-TOEs and in identifying security requirements to be satisfied by those
rements-are contained in an implementation-dependent construct termed the Sec
This_ST-may conform to one or more PPs to show that the TOE meets the sec
s frém consumers as laid down in those PPs.
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vide

evidence that is necessary to support the evaluation of the TOE against these requirements. It also
defines the content and presentation of that evidence.

5.2.2.4 Technical working groups

The ISO/IEC 15408 series is intended to support technical working groups in preparing and developing
PPs, PP-Modules, PP-Configurations, packages and supporting documents or guidance. Technical
working groups can be composed of stakeholders including consumers (risk owners), developers,
evaluators, and academics.
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5.2.2.5

Evaluators

ISO/IEC 15408-1:2022(E)

The ISO/IEC 15408 series contains criteria to be used by evaluators when forming judgements
about the conformance of TOEs, STs, PPs and PP-Configurations to their security requirements. The
ISO/IEC 15408 series describes the general set of actions the evaluator is to carry out.

NOTE

5.2.2.6

a)

b)

The ISO/IEC 15408 series does not specify procedures to be followed in carrying out those actions.
More information on these procedures can be found in Clause 13.

Others

QAEC 15408 series is oriented towa
f TOEs, it can also be useful as refere

OJA a

> [T security
nterest in or
information

slystem custodians and system security officers responsible for detepmining gnd meeting

ditors, both internal and external, responsible for assessing the adequacy of the sectirity of an IT
splution (which can consist of or contain a TOE);

c) security architects and designers responsible for the specification of security properties of IT

d) accreditors responsible for accepting an IT solution for use within a particular enviror

e) sponsors of evaluation responsible for requesting@and supporting an evaluation;

droducts;

ment;

f) gvaluation authorities responsible for the management and oversight of IT securitly evaluation

o}

rograms;

g) dcademia who perform research on the'topic of IT security.

Table

Table 1 — Road map to the “Evaluation criteria for IT security”

1 presents the interest of each part of ISO/IEC 15408 series to each of the audience groupings.

—

backgreund infor-
mation; reference
purposes, and
for'guidance on
the structure of

background infor-
mation, reference
purposes, and

for guidance on
the structure of

background infor-
mation, reference
purposes, and

for guidance on
the structure of

L0 Lol Consumer U Technical work-
15408 . Developers . Evaluators Dthers
(Risk own@ ing groups
pailts ~\
Should use for Should use for Should use for Should use for May upe for back-

background infor-
mation, reference
purposes, and

for guidance on
the structure of

grounfd informa-
tion, rpference
purpoges, and
for guldance on
the styucture of

Part1

PPs, PP-Modules,
PP-Configurations,
STs and composi-
tion.

Shall use for the
development of
security specifica-
tions and security
problem defini-
tions (SPDs) for
TOEs.

PPs, PP-Modules,
PP-Configurations,
STs and composi-
tion.

Shall use for the
development of
security specifica-
tions for TOEs.

PPs, PP-Modules,
PP-Configurations,
STs and composi-
tion.

Shall use for the
development of
security specifica-
tions for packages,
PPs, PP-Modules
and PP-Configura-

tions.

PPs, PP-Modules;
PP-Configurations,
STs and composi-
tion.

Shall use when
evaluating PPs,
PP-Configurations
and STs.

PPs, PP-Modules,
PP-Configurations,
STs and composi-
tion.
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Table 1 (continued)

ISO/IEC .
Consumers Technical work-
15408 ] Developers . Evaluators Others
(Risk owners) ing groups
parts
Shall use for guid- |Shall use for refer- |Shall use for refer- |Shall use for May use for
ance and reference |ence when inter- |ence when formu- |reference when reference when
when formulating |preting statements |lating statements |evaluating secu- reviewing secu-
statements of of security func- of security func- rity functional rity functional
security functional |tional components |tional components |components given |components given
components for in packages, PPs in packages, PPs in packages, PPs in packages, PPs
Part 2 their risk-environ- |and PP-Modules. |and PP-Modules.  |and PP-Modules or |and PP-Modules or
ment. security function- |security funcrljiton-
Shall use when : :
developing STs. al requirements al requirements
(SFRs) in STs. (SFRs)An.STs.
May use when for-
mulating security
functionality for IT
products.
Shall use for guid- |Shall use for refer- |Shall use for refer- |Shall use for May use for
ange and reference |ence when inter- |ence when formu- |reference when reference when
wHen determining |preting statements |lating statements |evaluatingsécu- reviewing secp-
th¢ security assur- |of security assur- |of security assur- |rity fuctional rity functiona
ange required for |ance components |ance components |compOhents given |components gjven
thgir risk-environ- |in packages, PPs, in packages, PPs, in‘packages, PPs, in packages, PPs,
ment. PP-Modules and PP-Modules and PP-Modules and PP-Modules and
Part 3 PP-Configurations. |PP-Configurationis, PP-Configurations |PP-Configurations
Shall use when or security assur- |or security asgur-
developing STs ance requirements |ance requirentents
in STs. in STs.
May use when
formulating or im-
proving develop-
ment processes.
Should use for Should use for Should use for Should use for May use for refer-
reference and reference purposes |reference purposes|reference purposes |ence purposeg and
bagkground in- and for guidance |and for guidance |and for guidance |for guidance i the
formation in the in the structure in the structure of |in the structure of |structure of eyalu-
structure of eval- |of evaluation evaluation meth- |evaluation meth- |ation methodgand
Part4 |yation method(s) |method(s)and/or |ods and activities. |ods and activities. |activities.
angl/or activities. J|activities. Should use when
formulating specif-
ic evaluation meth-
ods and activities.
Should wse for Shall use when Shall use when Shall use for May use for refer-
reilerence in developing STs developing PPs, reference when ence in determin-
determfining the claiming conform- |PP-Modules and evaluating PPs, ing the contenjts
contents of any ance to pre-de- PP-Configurations |PP-Modules and of any claimed
claimed pre-de- fined packages of |claiming conform- |PP-Configurations |pre-defined pack-
fined packages of |security require- |ance to pre-de- or STs claiming ages of security
security require- |ments. fined packages of |conformance to requirements.
Part5 |ments. Shall use for security require- |pre-defined pack-
ments. ages of security
reference when .
. requirements.
preparing a TOE
for evaluation
conformant to
pre-defined pack-
ages of security
requirements.
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5.3 Target of evaluation (TOE)

5.3.1 General

The ISO/IEC 15408 series is flexible in what is evaluated and is therefore not tied to the boundaries of
IT products as commonly understood. Therefore, in the context of evaluation the ISO/IEC 15408 series
uses the term “TOE” (Target of Evaluation).

While there are cases where a TOE consists of a complete IT product, this need not be the case. The TOE
may be an IT product, a part of an IT product, a set of IT products, a unique technology that can never be
made into a product, or a combination of these.

As far as the ISO/IEC 15408 series is concerned, the precise relation between the T0HR and any IT
prodiicts is only important in one aspect: the evaluation of a TOE containing only paftyof an IT product
should not be misrepresented as the evaluation of the entire IT product.

EXAMPLE Examples of TOEs include devices characterized by few interfaces, reduced attack purface, and a
well-§nown supply chain:

— anetwork device;

— alsoftware application;

— an operating system;

— a|virtualization system;

— ap integrated circuit;

— the cryptographic co-processor of an integrated circuit;
— an application for a mobile device;

— al database application excluding the rémote client software normally associated with that database
application.

TOEsan also be more complex, characterized by alarge interface/large interfaces and/or number of components,
multiple manufacturing/integration\phases, field upgradeable products such as:

— a|Local Area Network (LAN).including all terminals, servers, network equipment and softwarg¢;
— almobile device;

— ghteways and hubs;

— alsoftware application in combination with an operating system;

— a|multisfunction device, such as a multi-function printer;

— alHatdware Security Module (HSM).

5.3.2 TOE boundaries
The concept of a TOE boundary is fundamental to the specification of the ST.

A TOE may be a complete IT product (or products), a part of an IT product, or made up of various
components. The ST shall clearly outline the physical and logical scope of the TOE as it is delivered to
the customer.

Any parts of an IT product that are not within the TOE boundary are outside the scope of the evaluation
and are called non-TOE parts of the IT product.
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5.3.3 Different representations of the TOE

In the ISO/IEC 15408 series, a TOE can occur in several representations in relationship with the
assurance criteria:

NOTE These assurance criteria include testing (ATE) and vulnerability analysis (AVA), which require TOE
samples, some design (ADV_IMP), which require an implementation representation, e.g. source code, and lifecycle
(ALC), which requires the TOE’s configuration list.

EXAMPLE TOE representations for a software TOE:

a list of files in a configuration management system;

a single rhaster copy that has just been compiled;

the sourde code for a specific version of an open-source distribution;

a box cortaining physical media and a manual, ready to be shipped to a customer;

a binary file available for secure download;

an instal

ed and operational version.

TOE represenftations for a hardware TOE:

integratdd circuit layout;

memory appings;

wafers;

modules

All of these 5408

series, the cq

are considered to be a TOE and whereyer’ the term “TOE” is used in the ISO/IEC 1
ntext determines the representation that is described.

5.3.4 Different configurations of the TOE

ibled.
nined

TOE
from

In general, I
During an e
whether a 7|
constrains t
the general g

T products can be configured in many ways with different options enabled or dis:
paluation performed insaccordance with the ISO/IEC 15408 series, it will be detern
OE meets certain requirements. It is often the case that the guidance part of the
he possible configurations of the TOE, i.e. the guidance for the TOE can be different
uidance of the I'T product.

EXAMPLE An operating'system IT product: This product can be configured in many ways including, e{g. the

types of users

In general, i
much more

, humber of users, types of external connections allowed/disallowed, options enabled/disabl

an [Tsproduct contains or is a TOE then the configuration of the product will need

bd.

to be

tightly controlled, since some configuration options can lead to a TOE not meeti

nlg the

requirements.

For this reason, there would be an expected difference between the guidance documentation for the
general IT product, that can allow many configurations; and the guidance documentation for the TOE,
that may allow only one or only a set of configurations that do not differ in security-relevant ways.

If the guidance documentation for the TOE allows more than one configuration, these configurations
are collectively called “the TOE” and each configuration shall meet the requirements levied on the TOE.

5.3.5 Operational environment of the TOE

Everything outside the TOE boundary belongs to the TOE operational environment. In the case where
the TOE is part of an IT product the IT product can have non-TOE parts. Such non-TOE parts are also
part of the operational environment of the TOE.
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The ST shall describe assumptions and define security objectives for the operational environment
which together with the security functionality provided by the TOE itself are necessary to mitigate the
threats, and to enforce organizational security policies (OSPs).

The security objectives for the operational environment may support the TOE security functionality.

The ST shall formulate clear requirements for the TOE environment in order to provide the user with
sufficient information to use the evaluated TOE properly.

EXAMPLE

Secure key generation and injection premises and processes is an example of a security objective

for the operational environment which supports the TOE cryptographic services specified using FCS components
from ISO/IEC 15408-2.

5.4

The ¢
the s
of se
secuf
risk-

The 1
[SO/I1

The 1

Configurations and ST s, are explained in Clauses 9, 10, 1dvand 11.3.3.

The 1

PP-Configurations are found in Clause 13.

Final

6 (
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1SO/I1
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The ]
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Presentation of material in this document

eneral model is presented in Clause 6, which explains the concepts relating.to the ¢
ecurity functionality of IT products, the definition of the security problém and the

curity requirements addressing the security problem. Concepts relating to the spe
ity requirements, packages, PPs, PP-Modules and PP-Configurations,-that relate to

whners with similar security problems are introduced.

heans of specifying security requirements and the completion\of'security component
EC 15408-2 and ISO/IEC 15408-3 are explained in Clauses7'and 8.

equirements and recommendations for the core constructs of packages, PPs, PP-I

equirements and recommendations for evaluation and evaluation results for TOEs,

y, the topic of composing assurance is found in Clause 14.

teneral model
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clause presents the general concepts used throughout the ISO/IEC 15408 serig
ontext in which the. concepts are to be used and the approach for applying t
EC 15408-2, ISO/IEC 15408-3, ISO/IEC 15408-4, and ISO/IEC 15408-5 expand on the|
pts and assume._that the approach described here is used. Further, for users of the IS
5 who intend:to perform evaluation activities, ISO/IEC 18045 is applicable.

SO/IEG\15408 series discusses security using a set of security concepts and tern
stapding of these concepts and the terminology is a prerequisite to the effectiv
EC/15408 series. However, the concepts themselves are not intended to restrict th

bvaluation of
specification
cification of
the needs of

5 provided in

Modules, PP-

STs, PPs and

s, including
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use of these
D/IEC 15408

hinology. An
e use of the
e class of IT
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knowledge of IT security and it is not intended to act as a tutorial in this area.

6.2

Assets and security controls

Security is concerned with the protection of assets within the operational environment.

EXAMPLE 1

An example of an asset is the contents of a file or a server.

Examples of operational environments in the context of such an asset are:

a

a

a

data centre where the server is installed;
computer network connected to the Internet which connects the server to the world;

LAN which connects the server to other servers and/or workstations;
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— the every-day environment of a user who uses information from the server or a particular file;
— ageneral office environment which provides communication facilities to the server and/or a particular file.

Many assets are in the form of information that is stored, processed, and transmitted by IT products
to meet requirements laid down by owners of the information. Information owners can require that
availability, dissemination, and modification of any such information are strictly controlled and that the
assets are protected from threats by security controls implemented in the operational environment.
Figure 1 illustrates these high-level concepts and relationships.

NOTE ISO/IEC 27001 provides requirements for establishing, implementing, maintaining and continually
improving an information security management system including the specification of controls.

value
Owners , A
wish to minimise
impose
Controls
to reduce
Threat agents Risk
to
giverise to .
that.increase
Threats Assets
to

wish to abuse and/or may damage

Figure 1 ~=)Security concepts and relationships

Safeguarding assets of interestiis the responsibility of owners who place value on those assets. Actual
or presumed threat agents‘can also place value on the assets and seek to abuse assets in a manner
contrary to fhe interestsof'the owner.

EXAMPLE 2 Examples of threat agents include hackers, malicious users, non-malicious users, who somgtimes
make errors, fomputer processes and accidents.

The owners lof\the assets can perceive such threats as a potential source of impairment of the aksets,
leading to a decrease of their value. Security-specific impairment commonly includes, but is not limited
to, loss of asset confidentiality, loss of asset integrity and loss of asset availability.

These threats therefore give rise to risks to the assets, based on the likelihood of a threat being realized
and the impact on the assets when that threat is realized. Subsequently controls are imposed to reduce
the risks to assets. These controls can consist of IT-related controls (e.g. firewalls and smart cards) and
non-IT controls (e.g. guards and procedures). See also ISO/IEC 27001 and ISO/IEC 27002 for a more
general discussion on security controls and how to implement and manage them.

Owners of assets can be held responsible for those assets and therefore should be able to defend the
decision to accept the risks of exposing the assets to the threats.
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Two important elements in defending this decision are being able to demonstrate that:

— the controls are sufficient: if the applied controls do what they claim to do, the threats to the assets
are countered;

— the controls are correct: if the applied controls do what they claim to do.

Many owners of assets lack the knowledge, expertise, or resources necessary to judge sufficiency and
correctness of the security controls, and they do not always wish to rely solely on the assertions of the
developers of the security controls. These consumers can therefore choose to increase their confidence
in the sufficiency and correctness of some or all of their security controls by ordering an evaluation of
these security controls.

Figuije 2 describes the evaluation concepts and relationships discussed in this clause,

Evaluation
provides
Owners
require
Confidence
that
are
Controls Sufficient
dre andl
thqrefore
mipimise
Correct Risk
and
therefore
minimise to
Assets

Figure 2 — Evaluation concepts and relationships

In an evaluation, the sufficiency of the security controls is analysed through a construct called the
security target (ST).
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6.3 Core constructs of the paradigm of the ISO/IEC 15408 series

6.3.1 General

The ISO/IEC

15408 series defines a flexible framework for the evaluation of IT products.

To allow consumer groups and technical communities to express their security needs, and to facilitate
authoring appropriate documents that express these needs, five constructs are provided in the
paradigm: package, PP, PP-Module, PP-Configuration and ST.

As an evaluation can need to meet varying assurance needs of consumers (risk owners), the

ISO/IEC 15
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Users of ISO
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6.3.2 Con

Three diffeq
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STs claim cqg
also claim cd

Conformanc
and PP-Conf
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108-3) as well as a mechanism to define extended assurance components (ISO/IEC 154

IEC 15408 series may also choose from pre-defined packages including those for
5O/IEC 15408-5), or from a framework for defining evaluation methods,and acti
08-4), and the associated evaluation methodology (based on ISO/IEC 18045).

formance types

ent types of conformance to PPs and PP-Configurations have<been defined to me¢
jsumers (risk owners). These are exact, strict and demonstpable conformance. The
detail in Annex E.

l1les and PP-Configurations shall specify a conformance‘type.

nformance to PPs and PP-Configurations accorxding to their conformance types. PP
nformance to other PPs according to their confermance type.

e types, conformance claims, and relationships of conformance types of PPs, PP-Mo
igurations are described in Annex E and shall be used in conjunction with the clau
nt.

municating security requirements

6.3.3.1 Packages

Packages de
are often de

scribe a set of related security requirements that are frequently used together. Pac
bigned to be re-used bringing some comparability between those PPs, PP-Modules an

that use themn.

Security fun
concepts.

Security ass

ctional packages may be used to define security protocols, or other security funct

irdnee packages may be used to define the conditions and processes such as specific

ents
N8-1).

EALs
vities

t the

y are

S can

dules
bes of

kages
d STs

ional

htion,

design, deve

opihent, testing and delivery under which the TOE is developed and configured

Core requirements for packages can be found in Clause 9. Annex A provides additional information and
requirements about packages that shall be used in conjunction with the clauses of this document.

ISO/IEC 15408-3 provides evaluation criteria, and specific requirements for STs, PPs and PP-Modules
undergoing evaluation that may use packages and ISO/IEC 15408-5 provides some pre-defined
assurance packages that may be used by PP, PP-Module, PP-Configuration and ST authors.

6.3.3.2 Protection Profiles (PPs)

PPs describe a TOE type and the security assurance requirements (SARs) and security functional
requirements (SFRs) expected to be provided for that type of TOE.

PPs based on other PPs may be used to further refine a TOE type.
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PPs may take either a standard or a direct rationale approach.

Core requirements for PPs can be found in Clause 10 and further information is found in Annex B that
shall be used in conjunction with the clauses of this document.

ISO/IEC 15408-3 provides evaluation criteria for PPs.

6.3.3.3 PP-Modules and PP-Configurations

PP-Configurations build upon the concepts of PP and PP-Module.

equirements
1 in the base
sist of a TOE
type [and set of requirements specified in several PPs and possibly PP-Modules’ (these| are the PP-
Configuration components).

This goncept is described in more detail in Clause 11 and Annex C.

EXAMPLE A PP-Module describes the SFRs for Bluetooth technology. Another PP-Module descfibes the SFRs
for wireless LAN clients. Using a PP-Configuration, the SFRs for each of these\technologies can be cpmbined with
PPs d¢scribing a TOE type, such as an operating system PP, or a mobile device’PP. In this context the[PP describing
the TQE type is referred to as a base PP. A PP-Configuration describes which PPs and PP-Modules arf combined to
preseht a specification that includes all the requirements given in thé-appropriate PPs and PP-Modiles.

In thi example it would be possible to specify six PP-Configurations:

a) erating system with Bluetooth,
b) erating system with Wireless client,
) erating system with Bluetooth and Wireless.€lient,

d) obile device with Bluetooth,
e) obile device with Wireless client,

f) obile device with Bluetooth ahd-Wireless client.
6.3.3{4 Security Targets-(STs)

6.3.3]14.1 General

The dlause presents a simplified view of the ST construct. A more detailed and complete description of
the ST conceptand the content requirements can be found in 11.3.3 and Annex D which shall be used in
coan;ction with the clauses of this document.

[SO/IEC15408-3 provides evaluation criteria and specific requirements for STs undergoing evaluation.

6.3.3.4.2 Purpose ofa ST

The ST is a key document that begins with determining the security problem definition (SPD) for the
TOE. This includes specifying the assets to be protected and the threats to those assets. The ST then
considers any relevant assumptions and describes the security controls that need to be in place in order
to demonstrate that these threats are countered. If the security controls do what they claim to do, the
threats are countered.

The two groups of security controls are:

a) the security objectives for the TOE: these describe the security control(s) for which correctness
will be determined in the evaluation;
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b) the security objectives for the operational environment: these describe the security controls for
which correctness will not be determined in the evaluation.

The reasons

for this division are:

— the ISO/IEC 15408 series is suitable for assessing the correctness of IT development and production
environments and product life cycle management. Security controls required from the operational
environment are out of the scope of the evaluation according to the ISO/IEC 15408 series.

assess the correctness of all security controls.

The ST further details the security objectives for the TOE by means of specifying SFRs: These
shall be fornpulated in a standardized language, described in ISO/IEC 15408-2, to ensure precisio

facilitate cor
In summary,

the SFRs

the secy
address

and ther
SPD and

From this it
operational
counter the {

environment

In some casé¢
the SPD is af

A ST may bg
PP-Configur

the corrfctness of some security controls can already have been assessed in another evaluat
is therefore not cost-effective to assess this correctness again.

hparability.
the ST demonstrates that:
meet the security objectives for the TOE;

rity objectives for the TOE and the security objectives_for-the operational environ
the SPD and, in particular, counter the threats;

efore, the SFRs and the security objectives for théperational environment addres
in particular, counter the threats.

follows that a correct TOE, i.e. a TOE thataneets the SFRs in combination with a cd
environment that meets the security objectives for the operational environment
hreats. In 6.3.3.4.3 and 6.3.3.4.4 correctness of the TOE and correctness of the operaf
are discussed separately.

s, defining a ST that omits security objectives for the TOE and directly maps the SE
propriate. This is a “Direct Rationale” ST, and is explained in detail in 11.3.3 and Ann

assessing the correctness of security controls costs time and money, possibly making it infeasible to

on. It

SFRs
h and

ment

s the

rrect
will
ional

Rs to
px D.

defined as standalone decument for a specific TOE or may conform with a pre-ex
htion or one or several pre-existent PP(s). These documents allow for generic defin

of a TOE ty
efficiencies

Packages, P}
introduced i

6.3.3.4.3 ¢(

8

e to be made allowing for comparability in evaluation results between TOEs as w
be made.

s, PP-Modules.and PP-Configurations that may contribute to the specification of a S
h 6.3.3.1, 6,3:3.2 and 6.3.3.3.

orrectness of the TOE

nnnnnnnnnnnnnnnnn d and +harafon o ryraowre +hot 14

stent
tions
ell as

T are

A TOE can
vulnerabiliti
assets.

Lha d 4d nd 1panlayand P
(v aw All\.UAl\.\.Ll_y u\.olsll\,u e TopICTCIIcCO—art oot eTroTe—<C CTTOTS CIrac 1c

es. By exploiting these vulnerabilities, attackers can be able to d

hd to

amage and/or abuse the

These vulnerabilities can arise from, e.g. poor design, accidental errors made during development,
intentional addition of malicious code, poor configuration management.

To determine the correctness of the TOE, various activities may be performed such as:

examini

examini

26

testing the TOE;

ng various design representations of the TOE;

ng the physical security of the development environment of the TOE.
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The ST provides a structured description of these activities to determine correctness in the form of
SARs. These SARs shall be formulated in a standardized language described in ISO/IEC 15408-3 to
ensure precision and facilitate comparability.

If the SARs are met, there exists assurance in the correctness of the TOE and the TOE is therefore less
likely to contain vulnerabilities that can be exploited by attackers. The amount of assurance that exists
in the correctness of the TOE is determined by the SARs themselves.

6.3.3.4.4 Correctness of the operational environment

The operational environment can also be incorrectly specified or implemented and therefore contain

errors tirat teadto vulerabitities- By exploiting these vulnerabitities, attackers tam damage and/or

abus¢ the assets.

Howsgver, in the ISO/IEC 15408 series, no assurance is obtained regarding the corredtness of the
opergtional environment, i.e. the operational environment is not evaluated.

As fdqr as the evaluation is concerned, the operational environment is |assumed to lpe a correct
instaptiation of the security objectives for the operational environment.

This floes not preclude a consumer of the TOE from using other methods to determine the correctness
of this operational environment.

EXAMPLE1 If, for an Operating System TOE, the security objectives for the operational envijonment state
“The pperational environment ensure that entities from an untrusted network can only access the TOE using
the FTP protocol”, the consumer can select an evaluated firewall, and configure it to only allow FTK access to the
TOE.

EXAMPLE 2 If the security objectives for the operational environment state: “The operational environment
shall ¢nsure that all administrative personnel do not behave maliciously”, the consumer can adapt their contracts
with ddministrative personnel to include punitive'sanctions for malicious behaviour, but this detlermination is
not pgrt of an evaluation using the ISO/IEC 15408.series as a basis.

NOTE The Internet is an example of anuntrusted network.
6.3.4] Meeting the needs of consumers (risk owners)

6.3.4]1 General

Conspimers (risk ownefs) can have different approaches for obtaining the assurance that the products
they fise to address the SPD. 6.3.4.2 and 6.3.4.3 introduce these approaches. Moreover, ISO/JIEC 15408-4
provides methods. te‘define specific evaluation activities for the assurance requirements.

6.3.4{2 Single assurance evaluation

Single dsSurance evaluation is the type of evaluation that has been specified in previous reyisions of the

[SO/TEEC15468 ire TOE
C 1TIJ7TU0 ST1 le lll Dlllslc dASSUT AIICT CleudLlUll d Dlllle DCL Ul Jﬂ[\b dl'T appucu LU Lll entlre .

The single assurance evaluation paradigm:
— requires that the entire TOE has been subject to the same SARs;
— isused when a single set of SARs are commensurate with the security needs for the TOE.

A single assurance evaluation is based on an ST that may claim conformance with PP(s), or a PP-
Configuration but is reliant on all claimed PPs or PP-Configuration components specifying identical
sets or supersets of security assurance components. An evaluation based on an ST that does not make
any conformance claim with PPs or a PP-Configuration is by its nature a single-assurance evaluation.
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6.3.4.3 Multi-assurance evaluation

The multi-assurance evaluation paradigm consists in applying different assurance requirements to
different parts of the TSF (sub-TSFs), while enforcing a global set of SARs for the entire TOE.

The multi-assurance evaluation paradigm:

— addresses heterogeneous IT products where different security needs require a different assurance
within a single evaluation;

— ensures that the multiple assurance requirements are sound with regard to the security needs for
the IT product.

Technically,

h multi-assurance evaluation is driven by a ST that conforms with one (and only one)nulti-

assurance PP-Configuration. The multi-assurance PP-Configuration ensures that applying)difflerent

assurance r¢
evaluation a
a firewall pd
may be asso
card reader.

The multi-ag

— aprodu
storage

— aprodu
assuran
area net

— a family
same as
cases, fo
a differe

An exa
on-SE,
function
setof as
of the P

bquirements to different parts of the TSF is consistent with their security,re€ds. I
bproach, each sub-TSF enforces some security functionality, e.g. an authentication pro
licy, the boot process, encryption/decryption operations, and in some_ cases, the su
ciated with a subset of TOE components, for instance a TPM, a cryptographic librar)

surance paradigm is relevant, in particular, in the following situations:

't where some security functionality requires a higher assiirance than the rest, e.g.
hnd processing unit, a secure boot module;

't where some parts of the security functionality.do not require the same high evaly
Ce as other more exposed parts, for instance an intérnet gateway with support for per
work protocols;

of products where some security functionality is shared across all the products wit

r instance in a tamper-resistant module or in a software module or through COTS, requ
nt assurance;

ple is a family of biometric.authentication devices, with either match-on-device or n
r both. This can give rise(to a PP for the authentication device excluding the mat

surance requirements. Three PP-Configurations can be defined for the device: PP with
P-Modules, PP with'both PP-Modules. A similar situation arises, for instance, for a f|

of mobi

or a haijldware-basedicrypto library, or for a family of payment terminals with either IC a
magstripe readers;

this
ocol,
b-TSF
 or a

a key

ation
sonal

h the

surance, and some security functionalityis implemented in different ways for different use

liring

atch-
ching

, and two PP-Modules forjthe different types of matching functions, each with a dedicated

each
hmily

applications which uses either software crypto library secured by with-box technliques

hd /or

Multi-assurgnce is-also relevant for products claiming conformance to different PPs with different
assurance ppckageés: by defining and evaluating a PP-Configuration, the multi-assurance parg
allows bettdr*Control over possible inconsistencies between these PPs. The evaluation of elect

digm

ronic

passports implementing both Basic Access Control and Extended Access Control constitutes a typical
example, as these access control mechanisms are subject to different security problems and assurance
requirements.
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7 Specifying security requirements

7.1

7.1.1

Security problem definition (SPD)

General

The SPD defines the security problem that is to be addressed and may appear in PPs, PP-Modules and
STs. The SPD is, as far as the ISO/IEC 15408 series is concerned, axiomatic, i.e. the process of deriving
the SPD falls outside the scope of the ISO/IEC 15408 series.

SPD

type,

outlined in 7.3.2.6) are specified. This is allowed as long as the optional nature of the SPD-e
ssociated objectives and functional requirements) are identified as specified ih|this document.

any a

NOTH
often
SPD. 1

NOTE

does 1ot need to have OSPs and vice versa. Also, any PP can omit assumptiens.

NOTE

assunpptions separately for distinct domains of the TOE operational environment.

7.1.2

The §

comblination of the two.

A thr
Adve

Thre
them

EXAM

lements can be associated with configurations or requirements that are optional for t
for example, in a case where the TOE is distributed, or where optional functional requ

1  Theusefulness of the results of an evaluation strongly depends on the qualityof the SPD.
worthwhile to spend significant resources and use well-defined processes and’analyses to
SO/IEC 15446 presents guidance in regard to deriving an SPD.

2 According to ISO/IEC 15408-3, it is not mandatory to have statements in all sections. A P

3 Where the TOE is physically distributed, it is preferablé-te discuss the relevant thre

Threats

PD describes the threats that are to be countered by the TOE, its operational envir

Pat consists of an adverse action performed by a threat agent on an asset.
Fse actions influence one or more _properties of an asset from which that asset derives

it agents may be described as\individual entities, but in some cases, it is preferable
as, e.g. types of entities, groups of entities.

PLE 1

Exam

— cpmputer processes;

les of threat agentSare:
ackers;

sers;

he given TOE
irements (as
ements (and

Itis therefore
derive a good

P with threats

hts, OSPs and

bnment, or a

its value.

to describe

cidents.

Threat agents can be further described by attributes such as expertise, resources, opportunity, and
motivation.

EXAMPLE 2

Examples of threats are:

— a hacker (with substantial expertise, standard equipment, and being paid to do so) remotely copying

C

— a

— a

onfidential files from a company network;
worm seriously degrading the performance of a wide-area network;

system administrator violating user privacy;

— someone on the Internet listening in on confidential electronic communication.
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7.1.3 Organizational security policies (OSPs)

The SPD describes the OSPs that are to be enforced by the TOE, its operational environment, or a
combination of the two.

OSPs are security rules, procedures, or guidelines imposed in the operational environment. OSPs can be
made by an organization controlling the operational environment of the TOE, or they can be made by
legislative or regulatory bodies. OSPs can apply to the TOE and/or the operational environment of the

TOE.
EXAMPLE

Examples of OSPs are:

“All prod
and encr

“Only us
manage {

7.1.4 Assumptions

The SPD de
able to provj
not meet th
security fun

environment.

EXAMPLE

[Icts thatare used by the government shall conform to the national standard for password gene
yption”;

brs with system administrator privilege and clearance of Department Secret shall .besalloy
he Department Fileserver”.

scribes the assumptions that are made on the operational environment in order
ide security functionality. If the TOE is placed in an operatienal environment that
bse assumptions, there is a possibility that the TOE will be)'unable to provide all
Ctionality. Assumptions may be on physical, personnel and’tonnectivity of the operaf

Examples of assumptions are:

Fation

red to

to be
does
of its
ional

assumptjons on the non-TOE part of the product;

trust.

itis pssumed that the TOE will be integrated into a-device that provides a hardware-based root of}

assumptjons on physical aspects of the operational environment;

it is
emal

assumed that the TOE will be placed”in a room that is designed to minimize electroma
hations;

bnetic

itis pssumed that the administrator-consoles of the TOE will be placed in a restricted access area

assumptjons on personnel aspects of the operational environment;

itis pssumed that users-ofithe TOE will be trained sufficiently in order to operate the TOE;

it is pssumed that users of the TOE are approved for information that is classified as National Secy

itis pssumed thdtusers of the TOE will not write down their passwords.

assumptjons pn'connectivity aspects of the operational environment;

it is pSsuwmed that a PC workstation with at least 10GB of disk space is available to run the TOE on

it is assumed that the TOE is the only non-0S application running on this workstation;

itis assumed that the TOE will not be connected to an untrusted network.

NOTE During an evaluation, these assumptions are considered to be true: they are not tested in any way.
For these reasons, assumptions can only be made on the operational environment. Assumptions can never
be made on the behaviour of the TOE because an evaluation consists of evaluating assertions made about the
TOE and not by assuming that assertions on the TOE are true. Nevertheless, the ST, PP and PP-Configuration
evaluations help detect unrealistic assumptions for the type of TOE and operational environment, which can
become unacceptable.
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Security objectives

General

The security objectives are a concise statement of the intended solution to the security problem. The
role of the security objectives is threefold:

a)

provide a high-level, natural language solution of the problem. The security objectives consist of a

set of statements without overly much detail that together form a high-level solution to the security
problem. The level of abstraction of the security objectives aims at being clear and understandable
to knowledgeable potential consumers of the TOE. The security objectives are in natural language;

b d

oD v O

o

7.2.2

The 1
part-
the T

EXAM

«

«

«

B

If the
objed

NOTE

7.2.3

The
TOE
the T|

ivide this solution into two part-wise solutions, that reflect the roles of the
perational environment to address each part of the problem. In a ST the High-lg
plution, as described by the security objectives, is divided into two part-wise solu
art-wise solutions are called the security objectives for the TOE and the security obje
perational environment;

emonstrate that these part-wise solutions form a complete solution'to-the problem.

Security objectives for the TOE

OE provides security functionality to solve a certain partof the problem defined by t
vise solution is called the security objectives for the TOE and consists of a set of ob
DE shall achieve in order to solve its part of the problem.

PLE Examples of security objectives for the TOE/are:
The TOE shall keep confidential the content of alifiles transmitted between it and a Server”;

Che TOE shall identify and authenticate alkusers before allowing them access to the Transm
rovided by the TOE”;

[he TOE shall restrict user access to-data according to the Data Access policy described in A
P”.

TOE is physically distribated, it is preferable to subdivide the section containing
tives for the TOE into sévéral subsections to reflect this.

In Direct Ratiofiale STs security objectives for the TOE are not included: See D.4.

Security objectives for the operational environment

perational*environment of the TOE implements technical and procedural measures
n correetly providing its security functionality (which is defined by the security o
OE).\This pair-wise solution is called the security objectives for the operational envi

[OE and its
vel security
tions. These
rtives for the

he SPD. This
jectives that

ssion Service

innex 3 of the

the security

to assist the
bjectives for
fonment and

consi

Sts'of a set of statements describing the goals that the operational environment shall

hchieve.

EXAMPLE

Examples of security objectives for the operational environment are:

TOE on”;

a

a

llowing them to work with the TOE”;

nd maintenance personnel accompanied by administrative personnel”;

Audit Server”.
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“The operational environment shall provide a workstation with the OS Linux version 3.01b to execute the

“The operational environment shall ensure that all human TOE users receive appropriate training before

“The operational environment of the TOE shall restrict physical access to the TOE to administrative personnel

“The operational environment shall ensure the confidentiality of the audit logs received from the TOE on the

31


https://iecnorm.com/api/?name=c6c125960a2d38caff89eefd087f29c3

ISO/IEC 15408-1:2022(E)

If the operational environment of the TOE consists of multiple physical sites, each with different
properties, it is preferable to subdivide the section containing the security objectives for the operational
environment into several sub-sections to reflect this.

Third party components that shall not be evaluated due to unavailability of evaluation evidence are
included in the operational environment, and the security objectives for the operational environment

shall include

7.2.4 Rela

that the third-party component works as intended.

tion between security objectives and the SPD

STs, PPs, PP-Modules and packages also contain a security objectives rationale containing two sections:

a)

b) a set of
objectiv

a tracing

NOTE In

EXAMPLE
security obje
kept confiden|

7.2.5 Trag
The tracing
a) therear
Each sed
b) thesecu
Each SP
c) thetraci
Since as
for the T|

in Figur

r———

r that shows which security objectives address which SPD-elements;

justifications that shows that all SPD-elements are effectively addressed by ‘the sec
ES.

Direct Rationale PPs a rationale for security objectives in the TOE is not included. See D.4.

tive for the TOE: “OT12: The TOE shall ensure that all information transmitted between A ar
tial”, and a demonstration “T17 is directly countered by 0T12".

ing between security objectives and the SPD

hows how the security objectives trace back to the<SPD-elements and that:
b 0 spurious objectives;

urity objective traces to at least one SPD-eléinent.

rity problem definition is completely covered;

D-element has at least one securityobjective tracing to it;

ng is correct.

bumptions are always made by the TOE on the operational environment, security obje
OE do not trace back to assumptions. The tracings allowed by ISO/IEC 15408-3 are def

Security Problem Definition

Organisational
Security Policies

==

urity

A threat “T17: Threat agent X reads the Confidential Information in transit between A andl B”, a

dBis

rtives
icted

Security objectives

Security objectives
for the operational

for the TOE }
environment

Figure 3 — Tracings between security objectives and the SPD

Multiple security objectives may trace to the same threat, indicating that the combination of those
security objectives counters that threat. A similar argument holds for OSPs and assumptions.
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7.2.6 Providing a justification for the tracing

The security objectives rationale also demonstrates that the tracing is effective: All the given threats,
OSPs and assumption are addressed (i.e. countered, enforced, and upheld respectively) if all security
objectives tracing to a particular threat, OSP or assumption are achieved.

This demonstration analyses the effect of achieving the relevant security objectives on countering
the threats, enforcing the OSPs and upholding the assumptions and leads to the conclusion that this is
indeed the case.

In some cases, where parts of the SPD very closely resemble some security objectives, the demonstration
can be straightforward.

7.2.7| On countering threats

Counfering a threat does not necessarily mean removing that threat, it can_also mean sufficiently
dimipishing that threat or sufficiently mitigating the associated risk.

EXAMPLE Examples of removing a threat are:

— rpmoving the ability to execute the adverse action from the threat agent;
— moving, changing, or protecting the asset in such a way that the adverse action is no longer applicable to it;
— rpmoving the threat agent, e.g. removing machines from a netiwork that frequently crash that network.
Examples of diminishing a threat are:

— rpstricting the ability of a threat agent to perform advérse actions;

— rpstricting the opportunity to execute an adverse-action of a threat agent;

— rpeducing the likelihood of an executed adverse action being successful;

— rpducing the motivation to execute an;adverse action of a threat agent by deterrence;

— rpquiring greater expertise or greater resources from the threat agent.

Examples of mitigating the effects-0fa threat are:
— aking frequent back-ups of the asset;

— taining spare copie$ of an asset;

— ipsuring an asset;

— suring thatsuccessful adverse actions are always timely detected, so that appropriate actior] can be taken.

7.2.8| (Security objectives: conclusion

Based on the security objectives and the security objectives rationale, the following conclusion is
drawn: If all security objectives are achieved then the security problem as defined in SPD is solved. All
threats are countered, all OSPs are enforced, and all assumptions are upheld.

NOTE The ASE_SPD family in ISO/IEC 15408-3 supports this determination.
7.3 Security requirements

7.3.1 General

As mentioned in 6.3.3.4 and 6.3.3, packages, PPs, PP-Modules, PP-Configurations and STs specify the
detailed security requirements applicable to a TOE that have been derived from the stated SPD. SFRs
and SARs shall be drawn from security components defined in ISO/IEC 15408-2 and ISO/IEC 15408-3
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respectively, which are a template for security requirements written in a standardized language.
The process of deriving a security requirement from a security component involves digesting the
components and is known as “completion”.

NOTE 1
packages.

In Clause 7, the term “author” includes authors of STs, PPs, PP-Modules, PP-Configurations and

Security requirements are specified as a result of the description of the in a ST and possibly PP, PP-
Module, and packages. Security requirements are specified by a choosing the components given in
ISO/IEC 15408-2, ISO/IEC 15408-3 or that have been defined as extended components in accordance
with 8.4. The tailoring process uses the operations in 8.2.

NOTE2  Sifce a ST specifies the security requirements for a specific TOE it presents only fully completed

components.
basing docum

The security

PPs, PP-Modules and packages often present uncompleted security components allowing a
ents upon them appropriate flexibility.

requirements consist of two groups of requirements:

thors

a) the secl D in a

rity functional requirements (SFRs): a description of how the TOE addresses the SP

standarflized language;

b) the secyrity assurance requirements (SARs): a description of how asSurance is to be gained that
the TOE|meets the SFRs.

NOTE 3  SARs concern the adherence of the TOE to the ST. SARs play no.role in the coverage of the SPD, which

is covered by gecurity objectives and SFRs.

These two groups are discussed in 7.3.2 and 7.3.3.

7.3.2 Secyrity Functional Requirements (SFRs)

7.3.2.1 General

n
The SFRs cjntribute to fulfil the TOE’s SPD ahd address the security objectives defined for the
They are usually at a more detailed level of @bstraction, but they have to be a complete translatio]
security objectives for the TOE shall be sompletely addressed). The ISO/IEC 15408 series require
translation ipto a standardized language’for the following reasons:

TOE.
h (the
s this

E are
more

to provi
usually
precise

He a precise description of what is to be evaluated. As security objectives for the TO
formulated in natural language, translation into a standardized language enforces a
escription of the functionality of the TOE;

to allow
termino
termino
STs con

' comparison® between two STs. The standardized language enforces using the [same
ogy andconcepts. This allows comparison of STs even when authors use different
ogy in-describing their SPD and security objectives (this situation does not arise when the
rm\te the same PPs or PP-Configuration).

In the context of PPs and PP-Modules, the SFRs shall be independent of any specific technical solution
(implementation).

There is no translation required in this document for the security objectives for the operational
environment, because the operational environment is not evaluated and does therefore not require a
description aimed at its evaluation.

NOTE1 See the Bibliography for items relevant to the security assessment of operational systems.
NOTE 2 It can be the case that parts of the operational environment are evaluated in another evaluation, but
this is not within the scope of the ISO/IEC 15408 series.

EXAMPLE An operating system TOE can require a firewall to be present in its operational environment.
Another evaluation can subsequently evaluate the firewall, but this evaluation has nothing to do with the
evaluation of the OS TOE.
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7.3.2.2 How this translation is supported
The ISO/IEC 15408 series supports this translation in three ways:

a) By providing a pre-defined “language” designed to describe precisely what is to be evaluated. This
language is defined as a set of components defined in ISO/IEC 15408-2. The use of this language as
a well-defined translation of the security objectives for the TOE to SFRs is mandatory, though some
exceptions exist and are given in 8.4;

b) By providing operations: mechanisms that allow the author of the package, ST, PP or PP-Module to

complete and modify the SFRs to provide a more accurate translation of the security objectives for
the TOE or TOE type. This document defines the four allowed operations: assignment, selection,
iteration, and refinement. These are described further in 8.2;

y providing dependencies: a mechanism that supports a more complete translation to SFRs. In
50/IEC 15408-2 language, an SFR may have a dependency on other SFRs. This signifig¢s that ifa ST
ses that SFR, it generally needs to use those other SFRs as well. This makésjit much hprder for the
T author to overlook including necessary SFRs and thereby improves the’completengss of the ST.
ependencies are described further in 8.3.

S WLn o —

7.3.2{13 Relation between SFRs and security objectives
Packgges, PPs, PP-Modules and STs contain a SFRs rationale, cofisisting of two sections:
a) dtracing that shows which SFRs address which security objectives for the TOE;

b) 4 set of justifications that shows that all security-objectives for the TOE are effectively addressed
hy the SFRs.

NOTH In the Direct Rationale approach the tracing and rationale is provided between the SFR¢ and the SPD.

7.3.2{14 Tracing between SFRs and the.security objectives for the TOE
The tracing shows how the SFRs trace back to the security objectives for the TOE as followf:
a) Ho spurious SFRs: Each SFR traces back to at least one security objective;

b) cdpmplete with respect to the security objectives for the TOE: Each security objective for{the TOE has
least one SFR tracihg to it.
MultI

le SFRs may trace to the same security objective for the TOE, indicating that the combination of
thosq security reqiirements meets that security objective for the TOE.

7.3.2|5 Providing a justification for the tracing

The JFRs rationale demonstrates that the tracing is effective: if all SFRs tracing to a particpilar security
obje tive for the TOE are satisfied that security nh}'pr'fivp for the TQE is achieved

This demonstration analyses the effects of satisfying the relevant SFRs on achieving the security
objective for the TOE and lead to the conclusion that this is indeed the case.

7.3.2.6 Special types of SFR

SFRs can be designated in packages, PPs and PP-Modules as optional requirements or selection-based
requirements.

A. Optional requirements

Optional requirements are “optional” in the sense that they do not need to be included in a PP/ST in
order for the PP/ST to claim conformance (of any type) to a PP or PP-Configuration.
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Packages, PPs and PP-Modules may define optional requirements in one of two categories. Each category
is specified explicitly by the author.

The first category of optional requirements is elective. Requirements in this category do not need
to be included in a PP/ST in order for the PP/ST to claim conformance (of any type) to the PP or PP-
Configuration where the requirement is defined. In this case, it is not obligatory that the PP/ST includes
the requirement, even if the TOE implements the functionality described by the requirement.

The second category of optional requirements is conditional. If the TOE implements the described
functionality then the optional requirement shall be included in the PP/ST. If the TOE does not
implement the functionality covered by the optional requirement, then the requirement is not included

in the PP/ST

NOTE (0}
Module, or SH
in the packag
for optional 1
includes secu

B. Selection

Packages, P}
additionally
particular s
Module and
another PP/

7.3.3 Secu

tional requirements can be written in response to SPD-elements that exist in the package, PP
D-elements that are specifically associated with the requirement. Such associations @re-ider]
e, PP or PP-Module. A Direct Rationale package, PP, PP-Module or ST do not define sedurity obje
equirements that have associated SPD elements, while a regular package, PR)RP-Module
ity objectives for the associated SFRs and SPD elements.

-based requirements

Ps and PP-Modules may identify a set of selection-based SERS~In this case, the a
ensures that the package/PP/PP-Module clearly indicates the dependencies betw
tlection in a security functional component and/or SFR'ficluded in the package/P
the associated selection-based SFR(s) that shall be included if that selection is chos
T author. This is explained in 8.2.4.2.

Irity assurance requirements (SARs)

7.3.3.1 General

The SARs ar
Modules, PP

to provi

to allow
termino

This standa
operations 3
exist. The IS
a) By prov
author t
iteratior

e a description of how the TOE is to be&‘evaluated that may be defined in packages, PP
Configurations and STs. This description uses a standardized language for two reaso

e a precise description of howthe TOE is to be evaluated;

r comparison betweenstwo STs. The standardized language enforces using the
ogy and concepts.

re defined in Clause 8. The use of this language is mandatory, though some exceq
D/IEC 15408-series enhances this language in two ways:

ding operations: mechanisms that allow the package/PP/PP-Module/PP-Configuratic
o medify the SARs. The ISO/IEC 15408 series has four operations: assignment, sele
,andTefinement. These are described further in 8.2;

or PP-
tified
ctives
or ST

uthor
ben a
P/PP-
en by

s, PP-

same

dized language ds)rendered by components defined in ISO/IEC 15408-3, and pernitted

tions

n/ST
ction,

b)

By providing dependencies: a mechanism that supports consistent choice from other SARs to

complete the depending SAR. In ISO/IEC 15408-3 language, a SAR can have a dependency on
other SARs. This signifies that if a package/ PP/PP-Module/PP-Configuration/ST uses that SAR,
it generally needs to use those other SARs as well. This makes it much harder for the author to
overlook including necessary SARs and thereby improves the completeness of packages, STs, PPs,
PP-Modules and PP-Configurations. Dependencies are described further in 8.3.

NOTE
define extend

36

ed assurance components which allow those operations.

The SARs defined in ISO/IEC 15408-3 do not use assignments or selections. However, it is possible to
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.2 SARs and the security requirement rationale

Assurance packages, PPs, PP-Modules, PP-Configurations, and STs also contain a security requirements
rationale that explains why the chosen set(s) of SARs are deemed appropriate.

NOTE

In the case of exact conformance a PP-Module inherits the SARs from its PP-Module Base hence no
rationale for the SARs is required.

SARs contribute to the confidence that a risk owner can place in an evaluation. Many SARs given in
ISO/IEC 15408-3 relate to the design and development processes used in the implementation of a TOE
by a developer and to developer testing. Some SARs relate to an operational TOE such as secure delivery
process and flaw remediation. Some SARs relate specifically to evaluator vulnerability analysis and

indef

EXAM
threa

7.3.4

In th
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funct
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Addit
ifall

In th
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Addit
for sq
the S
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All of
objed

problem as defined in ASE_SPD is solved: all threats are countered, all OSPs are enfoj

assuj

endent functional and penetration testing.

PLE An example of an inconsistency in the selection of SARs is if the SPD mentions_thre
agent is very capable, and a low (or no) vulnerability analysis (AVA_VAN) is included'in‘the S

Security requirements: conclusion

e SPD section of a functional package/PP/PP-Module/ST, the security problem i
sting of the SPD-elements: threats, OSPs and assumptions. In thé security objectives s
ional package/PP/PP-Module/ST, the solution is provided in the.form of two sub-soluf

ecurity objectives for the TOE;
ecurity objectives for the operational environment.

ionally, the security objectives rationale is provided to justify that the security prob
becurity objectives are met.

P security requirements section, the secufity objectives for the TOE are translated t
ity requirements rationale is provided showing that if all SFRs are satisfied, all securi
e TOE are achieved.

ionally, a set of SARs is provided to show how the TOE is evaluated, together with an
lecting these SARs. The set of 'SARs shall be in line with the security expectations ¢
PD. The explanation for SAR selection shall be made in the SAR rationale.

perational environment itself is not within the scope of the evaluation, although w
ance class is included'in a ST then the TOE guidance shall fully reflect these security g
berational environment and is assessed as part of the evaluation using the AGD class.

the above. are combined into the statement: “If all SFRs and SARs are satisfied and
tives for-the operational environment are achieved, then there exists assurance that

hptions are upheld.” This is illustrated in Figure 4.
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5 defined as
ection of the
ions:

em is solved

b SFRs and a
Ly objectives

explanation
lerived from

hen the AGD
bjectives for

all security
the security
'ced, and all

© ISO/IEC 2022 - All rights reserved

37


https://iecnorm.com/api/?name=c6c125960a2d38caff89eefd087f29c3

ISO/IEC 15408-1:2022(E)

rr—-—-—r-—=—-—=-—=-—--"-"--"-------------F-F-F-F¥-F-F¥F-F-F¥F-F"-"F"-"F¥="-"F¥"="-"¥"¥7="¥¥"="¥"¥"="¥"¥/="¥""="¥"¥"="="—-""="—"="—"= A
I Security Problem Definition :
| |
| |
| L
Organisational :
: Threats & . .. Assumptions :
i Security Policies I
| |
| |
e ———— ——— — e — ————————— ——————————— ———————— -
'
Segurity objectives \ Fecu}i‘lty OD]eC_UveT
for the TOE or the .operatlona
environment
Segurity functional Security assurance
requirements requirements

Figure 4 — Relations between the SPD, the security objectives, and the security requirements

The amount| of assurance obtained through an evaluation.is defined by the SARs, and whethet this
amount of agsurance is sufficient to risk-owners using the’'ST is described in the explanation givé¢n for
choosing thgse SARs.

8 Security components
8.1 Hierafchical structure of security components

8.1.1 Genegral

ISO/IEC 15408-2 and ISO/IEC 15408-3 provide catalogues of security components that shgll be
used when gpecifying security requirements. The catalogues have organized the components into a
hierarchical|structure atfour levels:

— classes, fonsisting of;

— families| consisting of;

— components, consisting of;

— elements, which cannot be decomposed.

8.1.2 C(Class

The requirements for functional classes are given in ISO/IEC 15408-2: 2022, 6.1.2. The requirements
for assurance classes are given in ISO/IEC 15408-3: 2022, 6.2.

A class consists of a set of families.

EXAMPLE An example of a class is the “FIA: Identification and authentication” class that is focused at
identification of users, authentication of users and binding of users and subjects.
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8.1.3 Family

The requirements for functional families are provided in ISO/IEC 15408-2: 2022, 6.1.3. The requirements
for assurance families are given in ISO/IEC 15408-3: 2022, 6.3.

A family consists of a set of components.

EXAMPLE An example of a family is the “User authentication (FIA_UAU)” family which is part of the “FIA:
Identification and authentication class”. This family concentrates on the authentication of users.

8.1.4 Component

The requirements for functional component structure are provided in ISO/IEC 15408-2:2022, 6.1.4. The
requirements for assurance components are given in ISO/IEC 15408-3:2022, 6.4.

A component consists of a set of elements.

EXAMPLE An example of a component is “FIA_UAU.3 Unforgeable authentication”, which copcentrates on
unforgeable authentication.

8.1.5| Element

The [requirements for functional elements are provided jin_JISO/IEC 15408-2:2022} 6.1.4. The
requirements for assurance elements are given in ISO/IEC 15408%3:2022, 6.5.

EXAMPLE An example of an element is “FIA_UAU.3.2”, which'eoncentrates on the prevention of use of copied
autheptication data.

8.2 |Operations

8.2.1] General

ISO/IEC 15408-2 and ISO/IEC 15408-3 pfovide catalogues of security components, and this document
provides authors with the ability te, extend the component catalogues in some circumstances. By
applyling operations to the security*components, they may be tailored precisely to the aythor’s needs
when writing PPs, PP-Modules; packages and STs’.

Security components may be used precisely as defined in ISO/IEC 15408-2 and ISO/IEC| 15408-3, or
they may be tailored threugh the use of permitted operations.

When using operations, the author should be careful that the dependency needs of other requirements
that depend on thisirequirement are satisfied. The permitted operations are selected from the following
set:

a) iferation: allows a component to be used more than once with varying operations;

b) signment: allows the specification of parameters:

c) selection: allows the specification of one or more items from a list; and
d) refinement: allows the addition of details.

The assignment and selection operations are permitted only where specifically indicated in a
component. Iteration and refinement are permitted for all security requirements. The operations are
described in more detail below.
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The annexes of ISO/IEC 15408-2 provide the guidance on the valid completion of selections and
assignments. This guidance provides instructions on how to complete operations, and those
instructions shall be followed unless the author justifies the deviation:

“None” is only available as a choice for the completion of a selection if explicitly provided;

The lists provided for the completion of selections shall be non-empty. If a “None” option is chosen,
no additional selection options may be chosen. If “None” is not given as an option in a selection,
it is permissible to combine the choices in a selection with “and”s and “or”s, unless the selection

explicitl

Selectio
the opti
since th

for the
determi

8.2.2 Iter:

The iteratio
operation b
component
assignments

Different ite
requirement
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of two differe

cryptogr
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NOTE So
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the most app
of values or i

required for ¢

8.2.3 Assi
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may be set |
variable to a

Whenever an s n
the author shall do one of four things:

a)
EXAMPL

y states “choose one of”.

n operations may be combined by iteration where needed. In this case, the applicabil

bn chosen for each iteration should not overlap the subject of the other iterated sele
by are intended to be exclusive.

fompletion of assignments, the ISO/IEC 15408-2 annexes shall be consulted-in org
he when “None” would be a valid completion.

ition

h operation may be performed on every component. The author performs an iter
U including multiple requirements based on the same component. Each iteration
hall be different from all other iterations of that component;which is realized by comp
and selections in a different way, or by applying refinements to it in a different way.

rations shall be uniquely identified to allow clear rationales and tracings to and from
s. Iteration identifiers should be meaningful to readers.

ht cryptographic algorithms. An example of each'iteration being uniquely identified is:

aphic operation (RSA signatures) (FCS_CQOP:1(RSA signatures));

hphic operation (AES data encryption/decryption) (FCS_COP.1(AES data encryption/decrypt
p p yp yp yp yp

metimes an iteration operation can be used with components where it is also possible to pe

operation with a range or list of values instead of iterating them. In that case, the author can

opriate alternative, considering if there is a necessity of providing a whole rationale for the

it is necessary to have aseparate one for each of them. The author considers if individual trac
ose values.

snment

nt operatién occurs where a given component contains an element with a paramete
y the duthor. The parameter may be an unrestricted variable, or a rule that narrow
specific range of values.

leave the assignment uncompleted;

E1l The author can include FIA_AFL.1.2 in the PP, PP-Module or package.
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FCS_COP.1 Cryptographic operation being iterated twice in order to require the implemengation
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rinent,

“When the defined number of unsuccessful authentication attempts has been met or surpassed, the
TSF shall [assignment: list of actions].”

In this case, the ST author can complete FIA_AFL.1.2 thus:

“When the defined number of unsuccessful authentication attempts has been met or surpassed, the
TSF shall prevent that external entity from binding to any subject in the future.”

b)

40

complete the assignment;
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EXAMPLE 2 The author can include FIA_AFL.1.2 in the PP, PP-Module or package.

“When the defined number of unsuccessful authentication attempts has been met or surpassed, the
TSF shall prevent that external entity from binding to any subject in the future.”

c) narrow the assignment to further limit the range of values that is allowed;
EXAMPLE 3 The author can include FIA_AFL.1.1 in the PP, PP-Module or package.

“The TSF shall detect when [assignment: positive integer] unsuccessful authentication attempts
occur ...

PR

'y
CITCLS.

I thic caca +bh o CT oot o co ool o DTA AT 1
S CastrTtnCoTautitoT Carr CoTpreeC T I 7T - &>

«

The TSF shall detect when 3 unsuccessful authentication attempts occur...”

d) transform the assignment to a selection, thereby narrowing the assignment.

HXAMPLE 4 The author can include FIA_AFL.1.2 in the PP, PP-Module or package.

«

(When the defined number of unsuccessful authentication attempts\has been met o surpassed,
the TSF shall [selection: prevent that user from binding to any 'subject in the futurje, notify the
ddministrator].”

Ih this case, the ST author can complete FIA_AFL.1.2 thus:

«

When the defined number of unsuccessful authenticatioen attempts has been met or syrpassed, the
TSF shall prevent that user from binding to any subject in the future.”

An ST author shall complete all the assignments.
The values chosen in options b), and c) shall conform to the indicated type required by thefassignment.

Whern an assignment is to be completed with a set, an author should provide a descriptipn of the set
from[which the elements of the set may.bé derived as long as it is clear which subjects are meant.

EXAMPLES5  Where the set is “subjeefs”:

— | subjects;
— | subjects of type X;

— | subjects except subject a.
8.2.4( Selection

8.2.4]1 _General

The gelection operation occurs where a given component contains an element where a|choice from
several items has to be made by the author.

Whenever an element in a PP, PP-Module or package contains a selection, the author may do one of three
things:

a) leave the selection uncompleted;
b) complete the selection by choosing one or more items;
c) restrict the selection by removing some of the choices but leaving two or more.

Whenever an element in a PP, PP-Module or package contains a selection, a ST author shall complete
that selection, as indicated in b) above. Options a) and c) are not allowed for STs.
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The item or items chosen in b) and c) shall be taken from the items provided in the selection.

EXAMPLE 1

An example of an element with a selection is:

FPT _TST.1.1 “The TSF shall run a suite of self-tests [selection: during initial start-up, periodically during normal
operation, at the request of the authorized user, at the conditions [assignment: conditions under which self-test

should occur]

8.24.2 Se

] to demonstrate the correct operation of...”

lection-based security functional components and SFRs

A PP, PP-Module or package may define a set of security functional components and/or SFRs called
selection-based SFRs. This set of components and/or SFRs is associated with a selection made in another

component g

or SFRs shal

a select

selection-based SFR;

that seld

The PP, PP-N
grouped tog

For the case
the selectior
unchanged.

For the case
selection-ba

For the case
are removed
correspondg

The followinig is another example of such an-SFR:

EXAMPLE 1
IPSEC.1 is the

nd/or SFRs in the PP, PP-Module or package. The related selection-based components
be included in a PP, PP-Module, package or ST if:

on choice identified in the PP, PP-Module or package indicates that it hasran“assoq

ction is made by the author.

lodule or package can be organized so that selection-based comiponents and/or SFR
bther.

that an author needs to leave a selection operation uncompleted, the author shall
-based components and/or SFRs that are related to the uncompleted selection oper

bed components and/or SFRs in the list of SFRs for the PP, PP-Module, package or ST.

in which the selection operation is to be@estricted, i.e. some but not all of the seleg
, the author shall remove any selectionibased components and/or SFRs from the lis
to the choices removed from the selettion.

An example of a selection-based SFR, where FTP_ITC.1.1 is the SFR with the selection and
selection-based SFR is:

and/

iated

S are

leave

htion,

in which the author needs to complete the selection;authors should include the appropriate

tions

t that

| FCS_

FTP_ITC.1.1
communica

Application

In the select
TOE, and thé

The TSF shall be capable of using [selection: [Psec, SSH, TLS, HTTPS] to provide a tru
ion channel between...

Note:

on/fer)FTP_ITC.1.1, the ST author selects the mechanism or mechanisms supported by th¢

nménsures that the selection-based requirements in Appendix B of this PP that correspon(

the selected

mechanism or mechanisms are included in the ST.

And in Appendix B of the example PP:

The following SFRs are included in the ST if the ST author selects “IPsec” in FTP_ITC.1.1:

FCS_IPSEC.1 [..]

sted

] to
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8.2.5 Refinement

The refinement operation may be performed on every requirement. The author performs a refinement
by altering that requirement.

NOTE1 A series of refined iteration operations can be used to cover all of the subjects, objects, operations,
security attributes and/or external entities, but where each individual refinement does not.

The first rule for a refinement is that a TOE meeting the refined requirement also meets the unrefined
requirement in the context of the PP, PP-Module, package or ST, i.e. a refined requirement shall be
“stricter” than the original requirement. If a refinement does not meet this rule, the resulting refined
requirement is considered to be an extended requirement and shall be treated as such in accordance

with
EXAM

/.3.

PLE2  Anexample of a valid refinement is:

FIA_
TSF-

JAU.2.1 “The TSF shall require each user to be successfully authenticated befgre allowi
mediated actions on behalf of that user.” being refined to “The TSF shall.require eac

succ

beha|lf of that user.”

pssfully authenticated by username/password before allowing any other TSF-mediate

hg any other
h user to be
d actions on

The gnly exception to this rule is that an author can refine a SFR tosapply to some but not
objedts, operations, security attributes and/or external entities-However, this exception d
toreflining SFRs that are taken from PPs, PP-Modules or packageto which conformance is b¢

thesd
or ex

EXAM

SFRs shall not be refined to apply to fewer subjects, objects, operations, security att
fernal entities than the SFR in the originating PP, PP<Module or package.

PLE3  Anexample of a such an exception is:

all subjects,
es not apply
ring claimed;
ributes and/

FIA
othe

orig(ijn
actians on behalf of that user.”

" TSF-mediated actions on behalf of that\user.” being refined to “The TSF shall requi
ating from the internet to be successfully authenticated before allowing any other T}

[JAU.2.1 “The TSF shall require each user;to be successfully authenticated before allowing any

e each user
bF-mediated

The s

EXAM
not al

A spq

requirement, i.e. rephrasing a sentence due to adherence to proper English grammar, or to j

unde
any W

EXAM

econd rule for a refinement is‘that the refinement shall be related to the original com

PLE 4
owed.

bcial case of refinement is an editorial refinement, where a small change may b
standable totthe reader. This change is not allowed to modify the meaning of the re
ay.

PLE 5« An example of an editorial refinement is:

ponent.

Refining an auditeomponent with an extra element on prevention of electromagnetic radiation is

¢ made in a
make it more
Juirement in

The §

FRFPT_FLS.1, “The TSF shall continue to preserve a secure state when the following fa

lures occur:

breakdown of one CPU”

that could be refined to

FPT_FLS.1, “The TSF shall continue to preserve a secure state when the following failure occurs: break-
down of one CPU”

or even

FPT_FLS.1, “The TSF shall continue to preserve a secure state when one CPU breaks down”.
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8.3 Dependencies between components

Dependencies may exist between components. Dependencies arise when a component is not self-
sufficient and relies upon the presence of another component to provide security functionality or
assurance.

The functional components in ISO/IEC 15408-2 typically have dependencies on other functional
components. Some of the assurance components in ISO/IEC 15408-3 also have dependencies, which in
turn, may have dependencies on other ISO/IEC 15408-3 components.

ISO/IEC 15408-2 dependencies on ISO/IEC 15408-3 components may also be defined. Extended

functional/assurance components may define dependencies similarly

Component fependency descriptions are determined by consulting the component definitiohs’given

in ISO/IEC 15408-2, ISO/IEC 15408-3, or the extended components definition. In ordef'to ehsure

completenegs of the TOE security requirements, dependencies should be satisfied when'tequirements

based on cdmponents with dependencies are incorporated into PPs, PP-Modules,.packages or STs.

Dependencigs should also be considered when constructing packages, i.e. if ,component A has a

dependency|on component B, this means that whenever a PP, PP-Module, package or ST contdins a

security reqpirement based on component A, the PP, PP-Module, package or STshall also contain opne of:

a) asecurify requirement based on component B; or

b) asecurify requirement based on a component that is hierarchically-higher than B; or

c) ajustifi¢gation why the PP, PP-Module, package or ST does nat.contain a security requirement based
on comgonent B.

In cases a) apd b), when a security requirement is included:because of a dependency, it can be necessary

to complete pperations (assignment, iteration, refinement; selection) on that security requiremernt in a

particular manner to make sure that it actually satisfi€s the dependency.

In case c), the justification that a security requirement is not included should address either:

— why the|dependency is not necessary or-useful; or

— that the] dependency has been addressed by the operational environment of the TOE, in yhich
case theljustification should describe how the security objectives for the operational environment
addressjthis dependency; or

— that the|dependency has(been addressed by the other SFRs in some other manner (e.g. ext¢nded
SFRs, combinations of SERs).

8.4 Extended components

8.4.1 Gengral

Security requirements shall be based on components from ISO/IEC 15408-2 or ISO/IEC 15408-3 with
two exceptions:

a) there are security objectives for the TOE that cannot be translated to SFRs using components in
ISO/IEC 15408-2;

b) a security objective for the TOE that can be translated to SFRs, but only with great difficulty and/
or complexity based on components in ISO/IEC 15408-2, there are third party requirements that
cannot be translated to SARs using components in ISO/IEC 15408-3.

EXAMPLE Laws and/or regulation regarding the evaluation of cryptography.
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In these cases, the author is required to define new components called extended components. A
precisely defined extended component is needed to provide context and meaning to the extended SFRs
and SARs based on that component.

After the new components have been defined correctly, the author can then base one or more SFRs or
SARs on these newly defined extended components and use them in the same way as the other SFRs
and SARs. From this point on, there is no further distinction between SFRs and SARs drawn from the
ISO/IEC 15408 series and SFRs and SARs based on extended components.

Refer to ISO/IEC 15408-3, Extended components definition (APE_ECD) and Extended components
definition (ASE_ECD) for further requirements on extended components. Further information on

extended r‘nmpnnnnfc isalso givon mbh34

8.4.2] Defining extended components

Whernever an author of a package, PP, PP-Module or ST defines an extended component, [this shall be
done|in a similar manner to the existing ISO/IEC 15408 series components; clear, unambiguous and
evaluable (it is possible to systematically demonstrate whether a requirement‘based on thqt component
holdq for a TOE). Extended components shall use similar labelling, mannet of expression| and level of
detai| as the existing ISO/IEC 15408 series components.

The 3
inclu

uthor also shall make sure that all of the applicable dependericies of an extended co
led in the definition of that extended component.

mponent are

EXAMPLE

ples of possible dependencies are:

a) an extended component that refers to auditing, caniinclude dependencies to components of the|FAU: Security
audit class;

b) an extended component that modifies or,accesses data, can include dependencies to comppnents of the
Access control policy (FDP_ACC) family;

) n extended component thatuses a particular design description can include a dependency to the appropriate

licable audit
to existing

provided in

w how these
family. New

1 nge 0 W e 110 NOW NOW

change. If they do not fit into an existig class, they shall be placed in a new class. New cla
defined similarly to those defined in ISO/IEC 15408-2 or ISO/IEC 15408-3.

9 Packages

9.1 General

A package is a named set of security components or security requirements.

A package can be defined by any party and is intended to be re-usable. To this goal
requirements that are useful and effective in combination.
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Where two or more packages are related to each other, they may be presented as part of a package
family, see A.2.

Packages may be claimed by PPs, PP-Modules, PP-Configurations and STs, and used to construct larger
packages. Authors shall not rename the claimed or used packages.

NOTE 1

Although no separate criteria are given in the ISO/IEC 15408 series for evaluating packages, once

such packages are included in a PP, PP-Module or ST they will be evaluated using the APE, ACE, or ASE criteria.

NOTE 2

be used by PP, PP-Modules, PP-Configurations or ST authors.

ISO/IEC 15408-5 provides commonly used packages, such as EALs that have been pre-defined and can

Functional g
Configuratig

Further info
9.2 Packd

9.2.1 Gen

A package sh

ackages canmot be claimed directty by @ PP-Configuratiom;they shattbepartof
n Component.

Fmation on packages is given in Annex A.

ge types
bral

all be either:

— a functjonal package, containing functional components or, requirements, but no assu

compon

ents or requirements; or

a PP-

rance

— an assufance package, containing assurance componefits or requirements, but no functional
compongnts or requirements.

Mixed packdges containing both functional and assurance components or requirements shall rot be

specified.

All packageg shall include:

a) the package identification giving a unique name, short name, version, date, sponsor, anfl the
relevant parts of the ISO/IEC 15408 series;

b) the typqof the package, either an assurance package or a functional package;

c) apackage overview givinganarrative description of the purpose of the package;

d) applicatjon notes, desctibing additional information in regard to the package;

e) identifidation of €valuation methods(s) and/or activities, if such evaluation methods/actiyities
derived from ISO/IEC 18045 have been specified;

f) one or njore s€curity components or requirements;

g) if extended components have been specified, then the package includes an extended components

definition;

h)
compon

ents/requirements included in the package.

9.2.2 Assurance packages

a component rationale that provides the rationale for selecting the functional or assurance

An assurance package contains a set of assurance components or requirements that may be drawn from
ISO/IEC 15408-3, may be extended assurance components, or that may be some combination of both.

An assurance package shall not include an SPD or security objectives nor any security functional

components

46

or requirements.
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Assurance packages may be used within PPs, PP-Modules, PP-Configurations and STs. A set of pre-
defined hierarchic assurance packages is given in ISO/IEC 15408-5.

EXAMPLE

EALs are pre-defined security assurance packages.

9.2.3

Functional packages

The EALs thatare defined in ISO/IEC 15408-5 are comprised of SARs drawn from ISO/IEC 15408-3.

A functional package contains a set of functional components or requirements that may be drawn from
ISO/IEC 15408-2, or that may be extended functional components or requirements or some combination
of both.

A fun
defin
the s¢
objed

Func
funct

Func
docu

EXAM

packdges B, C, and D are defined elsewhere. Package D has no depgnidencies, but package C depends

AST

9.3

A pad
depel
mearn
inclu

ctional package may include an SPD and security objectives derived from that SPD.If
s an SPD, then the functional package security objectives shall be given. The ebjec
bcurity objectives for the TOE (these are omitted if the Direct Rationale approach/is us
tives for the operational environment, and the security objectives rationale.

ional packages may be used within PPs, PP-Modules and STs as a meanis to struct
ionality into building blocks.

ional packages may have dependencies on other functional packages. Such depender
mented in the functional package and may also be documentedin a PP, PP-Module or §

PLE A PP defines and includes functional package A; package A has no dependencig

an then claim conformance to the following combinations of PPs and packages:

he ST claims conformance to the PP (which includes functional package A);

he ST claims conformance to the PP and functiohalpackage B;

he ST claims conformance to the PP and funétional packages B and C;

he ST claims conformance to the PP andfunctional package D;

he ST claims conformance to the PP\and functional packages B, C, and D.

llowing would not be allowed:

he ST claims conformance te'the PP and functional package C (this is not allowed because pack
n package B, so it cannat be claimed independently.)

Package dependencies

kage may.not satisfy all of the dependencies of the components contained within it. |
1denciés shall be met by a PP, PP-Module, PP-Configuration or ST that includes the p
s thatiit is the responsibility of the author to ensure either that all the dependencies

the package
tives include
ed), security

ure security

cies shall be
T.

s. Functional
on package B.

hge C depends

However, the
ackage. This
ire met or to

le'd rationale that explains why the dependencies are not met. This is explained in 8.3.

9.4

Evaluation method(s) and activities

Packages may include evaluation methods/activities that have been derived from ISO/IEC 18045. If
evaluation methods/ evaluation activities that have been derived from ISO/IEC 18045 are to be used
to evaluate the package, then these shall be identified in the relevant security requirement section by
including a statement in the following form:

“This package requires the use of evaluation methods/ evaluation activities defined in <reference(s)>.”
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In this statement, <reference> is replaced by the identification of the location of the relevant evaluation
methods and evaluation activities. This reference may be to the document containing the package, or to

one or more

NOTE

10 Protec

separate documents.

ISO/IEC 15408-4 provides a framework to perform such derivations.

tion Profiles (PPs)

10.1 General

A PP is intenges

asa STt

— as atempplate for other PPs in order to further refine the TOE type;

as a bas

A detailed d¢

NOTE A
TOE.
10.2 PP int

The introdu
The introdu
The referend
EXAMPLE

A refined TOH
A specific TO]
A PP describ

a techni
type;

a develg
baseline

— an orgarpization, such as a government or large corporation, specifying its security requireme

partofi

emplate for any TOEs that meet the PP’s TOE type;

s for a PP-Module, in which context it is known as a base PP.
bscription of PPs is given in Annex B.

BT describes requirements for a specific TOE and is typically sponsoréd by the developer d

roduction

tion to the PP shall include a reference identifier-for the PP.

tion to the PP shall include an overview of the PP, including a description of the TOE {

e identifier for a PP shall be unique within‘ catalogue.
A TOE type can be “Firewall”;

type can be “Stateful inspection firewalls”;

E related to that TOE type can be-the “MinuteGap Firewall v18.5”.
es the general requirements for a TOE type, and is therefore typically sponsored by:

cal user community:seeking to come to a consensus on the requirements for a giver

per of a TOE; or a group of developers of similar TOEs wishing to establish a min
for thattype of TOE;

[s.acquisition process.

f that

ype.

1 TOE

mum

nts as

10.3 Conformance claims and conformance statements

In this subclause the use of italic text indicates literal text that shall appear in the text of the PP.

The conformance claims of PPs:

a)

conformance;

48

shall state the edition of the relevant parts of the ISO/IEC 15408 series to which the PP claims
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b) shall describe the conformance to ISO/IEC 15408-2 as either:
— “ISO/IEC 15408-2 conformant”;

A PP is ISO/IEC 15408-2 conformant if all SFRs in that PP are based only upon functional
components in ISO/IEC 15408-2; or

— “ISO/IEC 15408-2 extended”.

A PP is ISO/IEC 15408-2 extended if at least one SFR in that PP is not based upon functional
components in ISO/IEC 15408-2;

c) sjattdescribetheconformance to1SOAEC15408=-3asEither;
—+ “ISO/IEC 15408-3 conformant”;

A PP is ISO/IEC 15408-3 conformant if all SARs in that PP are based 'only updn assurance
components in ISO/IEC 15408-3; or

—+ “ISO/IEC 15408-3 extended”.

A PP is ISO/IEC 15408-3 extended if at least one SAR in that'PP is not based upgn assurance
components in ISO/IEC 15408-3;

d) may also include a conformance claim with respect to other-PPs:

“PP Conformant”;
A PP is “PP Conformant" when it meets otherspécific PP(s).
e) may include a package conformance claim;

Nlore than one package may be claimed ina PP.

et

Fa package claim is made, it shall cefisist of one of the following statements for each pdckage claim:

“Package Conformant”;
A PP is conformant to-a\package if:

— for functional packages, all constituent parts (SPD, security objectives, and |SFRs) of the
functionalpackage are present in the corresponding parts of the PP without nmodification;

— for assurance packages, the SARs of that PP are identical to the SARs in the assurance
paekage;

—a-PP that restricts some selections of SFRs in a package may still claim it is package
conformant.

“D 1 A o d’
I ut,r\ugc nuyuu:lu,cu )

A PP claims an augmentation of a package if:

— for functional packages, all constituent parts (SPD, security objectives, and SFRs) of that
PP contain all constituent parts given in the functional package but shall have at least
one additional SFR or one SFR that is hierarchically higher than an SFR in the functional
package;

© ISO/IEC 2022 - All rights reserved 49


https://iecnorm.com/api/?name=c6c125960a2d38caff89eefd087f29c3

ISO/IEC 15408-1:2022(E)

f)

g)

50

— for assurance packages, the SARs of that PP contain all SARs in the assurance package, but
have at least one additional SAR or one SAR that is hierarchically higher than an SAR in the

assurance package.

— “Package Tailored”.

A PP claims tailoring of a package if:

— for functional packages, all constituent parts (SPD, Security Objectives, and SFRs) of that
PP contain all constituent parts given in the functional package, but shall have additional
selection items for an SFR with existing selections in the package, and optionally, at least

More th

Where H
to the pd
The PP ¢
that clai

NOTE 1

one additional SFR and/or one SFR thatis hierarchically higher than an SFRin the funct

tional

package;
— assurance packages and STs shall not claim (or perform) tailoring.

hin one package may be claimed in a PP.

ckages claimed in the PPs they claim conformance to, unless the PP ‘augments the pac
laims <package>-augmented only in the case where the PP augments the packages be
med by the PP to which it claims conformance to.

PPs cannot claim exact conformance to PP(s).

PPs shalll contain a conformance claim rationale;

The con
of confo

formance claim rationale describes the reasons.and'the logical basis for the authors ¢
‘mance claims and statement.

PPs shall provide a conformance statement.

The con
this PP:

“Exd

If th
mar
sam

—  “Str

formance statement shall describe thé manner in which other PPs or STs shall confo
The conformance statement shall b&one of:

ct conformance”;

e PP states that exact confermance is required, a ST shall conform to the PP in an

e set of PP’s SFRs with all the assignments and selections resolved;

ct conformance”;

If the PP states,that strict conformance is required, a PP/ST shall conform to the PP in a

mar
whd
thei

Stri

ner, i.e.,ayeonformant PP/ST shall contain a superset of PP’s SPD, objectives and
re the-héw assumptions (if any) do not weaken the PP’s SPD, and all the PP’s SFRs
I assignments and selections unchanged or where appropriate, resolved;

Ps claim strict or demonstrable conformance to PP(s) they shall not also.¢laim conformance

kage.
yond

hoice

'm to

exact

ner, i.e. a conformant ST shall contain SPD and objectives identical to the PP’s, and the

strict
SFRs,
have

CUCONTOTTITATCE altows the conformant PP/ST ot to add any etement to the PP'5SPD;

et of

objectives and SFRs, i.e. the superset defined in the PP/ST may be identical to the PP’s, with all
the SFRs resolved;

— “Demonstrable conformance”.

If the PP states that demonstrable conformance is required, the PP/ST shall conform to the PP
in a strict or demonstrable manner, i.e. a conformant PP/ST shall contain a SPD, set of objectives
and set of SFRs that are equivalent to a superset of PP’s SPD, objectives and SFRs, where the
new assumptions (if any) do not weaken the PP’s SPD, and where the set of the conformant PP/
ST SFRs imply the PP’s SFRs.

Demonstrable conformance allows the conformant PP/ST to use different but equivalent
statements, and it allows as well to simply define a superset as in the strict conformance case,
without changing the statements given in the PP.
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NOTE 2
the PP explicitly allows this.

NOTE 3
information, see 11.2 and 11.3.

In other words, a PP/ST is only allowed to conform to a PP in a demonstrable manner if

PP-Modules and PP-Configurations cannot claim conformance to a PP. For more

The conformance statement may also include a reference to any evaluation methods/ activities that
have been derived from ISO/IEC 18045. If evaluation methods/ evaluation activities that have been
derived from ISO/IEC 18045 are to be used to evaluate the PP then these shall be identified with
the relevant security requirement section by including a statement in the following form:

“This PP requires the use of evaluation methods/ evaluation activities defined in <reference(s)>.”

I
e

—

NOTH
confo
PP/ST
claim

10.4

A PP
appli

A PP
an (a
appli

NOTE
10.5

10.5.

h this statement, <reference> is replaced by the identification of the location~of
valuation methods and evaluation activities. This reference may be to the documnier
he PP or to one or more separate documents.

4  Either a PP/ST conforms to a PP or it does not. The ISO/IEC 15408 series dges not recog
Fmance. [t is therefore the responsibility of the PP author to ensure the PP ismnotoverly onerou
authors from claiming conformance to the PP. For more information on the“conformance st
5 for PPs, see Annex B.

Security assurance requirements (SARs)

which is in accordance with ISO/IEC 15408-3 (possibly-extended) shall define the set
s to the entire TOE.

may define a distinctive name for the set of SARstHat are applicable. However, if the §
igmented) pre-defined EAL (EAL1 to EAL7) or-an (augmented) assurance package ¢
rable external reference, then the same name'shall be used.

Pre-defined EAL’s are given in ISO/IEG15408-5.
Additional requirements common to strict and demonstrable conforman

1 Conformance claims and conformance statements

If a PP/ST claims either strict’or demonstrable conformance to multiple PPs, it shall con
the manner stated:by that PP; that is, either strictly or demonstrably, i.e. the PP/ST ay conform

PP in
strict

A PP

ly to some PPs and)demonstrably to other PPs.

ST conforms.-to‘a PP if the PP/ST is equivalent or more restrictive than this PP, that is

Il TOEs that meet the PP/ST also meet the PP;

Il operational environments that meet the PP also meet the PP/ST.

the relevant
t containing

nize “partial”
s, prohibiting
atements and

of SARs that

et of SARs is
lefined in an

ce

form to each

if:

In other words, the PP/ST shall levy the same or more requirements on the TOE and the same or less
conditions on the operational environment of the TOE.

This general statement holds for the different constructs of the PP/ST, namely the SPD, the security
objectives for the TOE, the security objectives for the environment, and the security functional and

SARs

10.5.2 Security problem definition (SPD)

The conformance rationale in the PP/ST shall demonstrate that the SPD in the PP/ST is equivalent or

more

restrictive than the SPD in the PP, i.e.:

— all TOEs that meet the SPD in the PP/ST also meet the SPD in the PP;
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— all operational environments that meet the SPD in the PP also meet the SPD in the PP/ST.

10.5.3 Security objectives

The conformance rationale in the PP/ST shall demonstrate that the security objectives in the PP/ST are
equivalent or more restrictive than the security objectives in the PP, i.e.:

— TOEs that meet the security objectives for the TOE in the PP/ST also meet the security objectives for
the TOE in the PP;

— operational env1ronments that meet the security ob]ectlves for the operatlonal environment in the
PP also

10.6 Additjonal requirements specific to strict conformance

10.6.1 Reqpirements for the security problem definition (SPD)

The PP/ST shall contain the SPD of the PP and may specify additional threats and*OSPs; it shall contain
all assumptipns as defined in the PP, with two possible exceptions as explained in the next two bullets:

— an assuiaption (or a part of an assumption) specified in the PP may be‘onfitted from the PP/ST if all
security] objectives for the operational environment defined in the PP addressing this assumlption
(or this part of an assumption) are replaced by security objectives.for the TOE in the PP/ST;

— a new apsumption may be added in the PP/ST to the set of assumptions defined in the PP, if this
new asspimption does not mitigate a threat (or part of a threat) meant to be addressed by sequrity
objectives for the TOE in the PP and if this assumption doesn't fulfil an OSP (or a part of an|OSP)
meant t¢ be addressed by security objectives for the TOE in the PP.

10.6.2 Reqpirements for the security objectives
The PP/ST:

— shall coptain all security objectives for the TOE of the PP but may specify additional sequrity
objectivgs for the TOE;

— shall conptain all security objectives for the operational environment as defined in the PP with two
exceptidns as explained in the next two bullet points;

urity
urity
iqation
B

in the PP and if these new objectives do not fulfil an OSP (or a part of an OSP) meant to be addressed
by security objectives of the TOE in the PP.

10.6.3 Requirements for the security requirements
The PP/ST:
— shall contain all SFRs and SARs in the PP;

— may claim additional or hierarchically stronger SFRs and SARs. The completion of operations in the
ST shall be internally consistent with that in the PP; either the same completion will be used in the
PP/ST as that in the PP or one that makes the requirement more restrictive.

NOTE The rules of refinement apply.
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10.7 Additional requirements specific to demonstrable conformance

Demonstrable conformance allows a PP author to describe a common security problem to be solved and
provide generic guidelines to the requirements necessary for its resolution, in the knowledge that there

is likely to be more than one way of specifying a resolution.

The PP/ST shall contain a rationale on why the PP/ST is considered to be “equivalent or more restrictive”

than the PP.

10.8 Additional requirements specific to exact conformance

10.8./1 General

Exact conformance is used when a PP author needs to control what a ST may claim conform
respgct to the PP that they have written. It is used in cases where the PP author requires th
claim conformance to the PP do not include additional SPD, security objectives or requii
have phot been considered by the PP author.

A PP that requires exact conformance in its conformance statement may define optional S
SPD-¢lements that are required to support these SFRs. A ST (or PP;Module) may then i
optiopal SFRs (and any required SPD elements) in its set of requirertients while maintain
confgrmance claim.

A PP |with exact conformance type shall not claim conformance to any other PPs of any
type.|A PP with exact conformance type shall not be incldded in a PP-Configuration which
PPs or PP-Modules with strict or demonstrable conforiahce type.

NOTE
confo
explid

It is impossible to claim conformance to hoth a strict/demonstrable conformance PP
Fmance PP, since it would mean adding requirements or SPD-elements to the exact conforma
itly prohibits this operation.

In thd
1S exa
and S

 “simple” case where a ST claims exaet conformance to a PP, there is no ambiguity wh
ctly conformant or not because the correspondence between the SPD, security obje
ARs is demonstrated during evaluation without the need to seek PP author input.

Howsg
may

PP al
folloy

ver, other cases are allowéd where multiple sets of SPD-elements, security objectiv|
be combined, these casés require mechanisms that preserve the ability of the exact
thors to control a gonformance claim against their PP. These mechanisms are desg
ving subclauses.

EXAM
to tw

PLE
PPs.

A complex case can be if a PP-Module aims to use a PP as its base PP, orifa ST claimg

If a PP requires exact conformance, then only those SFRs and SARs specified by that PP,
in the conformant ST. These security requirements are related to the SPD and securif

ance to with
at STs which
ements that

FRs and any
hclude these
ing its exact

ronformance
hlso includes

and an exact
nce PP, which

ether the ST
ctives, SFRs,

es, and SFRs
ronformance
ribed in the

conformance

are allowed
y objectives

specifiéd in the PP, which are also included in the conformant ST. SFRs in an exact confor
be it i i

10.8.2 Conformance claims and statements

If a PP requires exact conformance in its conformance statement, then

a) the PP shall include an allowed-with statement that states which other PPs and PP-

allowed to be included in a conformance claim along with the PP;

ance PP can

Modules are

b) all the additional PPs to which a ST may claim exact conformance shall also have an exact
conformance requirement;
c) all of the additional PPs an ST is claiming conformance to shall identify the PP in their respective

allowed-with statements;
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d) all of the additional PP-Modules claimed through a PP-Configuration shall identify the PP in their
respective allowed-with statements.

A PP-Module does not have to identify its own base PPs/PP-Module(s) in its conformance statement,
however, the PP-Module Base shall be identified in its PP-Module introduction.

10.9 Using PPs

If a PP/ST claims to be conformant to one or more PPs and possibly one or more packages, the evaluation
of that PP/ST will include a demonstration that the PP/ST actually conforms to the claimed PPs and/or
packages. Details of this determination of conformance are found in Annex A and Annex B.

This allows the following process:

a) an organization seeking to acquire a particular type of IT security product develops their sedqurity
needs into a PP, then has this PP evaluated and publishes it;

b) adeveloper takes this PP, writes a ST that claims conformance to the PP and has,this ST evalupted;

gl

c) the devdloper then builds a TOE (or uses an existing one) and has this evaluated against the S

The result i that the evaluated TOE meets the requirements of the organization as defined in the PP
and that thg organization can therefore have confidence that the TOE\meets their security negds. A
similar line ¢f reasoning applies to packages.

10.10 Conformance statements and claims in the case-ef multiple PPs

10.10.1Gengral

The ISO/IEC|15408 series allows both STs and PPs te€ldim conformance to multiple PPs. The casq for a
ST claiming fonformance to multiple PPs is covered'in 11.3.3. 10.10 covers the case where a PP claims
conformanc¢ to multiple PPs.

10.10.2Whgre strict or demonstrable conformance is specified

Allowing a PP to claim conformanceto.multiple PPs permits chains of PPs to be constructed, each|PP in
the chain is based on the previous PP(s).

EXAMPLE PPs for an Integrated Circuit and for a Smart Card OS, can be used to construct a Smart C4rd PP
(IC and 0OS) that claims confoymance to both. In turn, this Smart Card PP can be used to develop specific PPs for
different use ¢ases, e.g. tachdgraph card, payment card, electronic passport, etc. A developer can then constructa
ST conformarnjt to any of those PPs.

10.10.3Whg¢re exact conformance is specified

A PP shall nat elaim exact conformance to another PP or combination of PPs.

NOTE In cases where such a combination of functionality is needed, this can be achieved by creating a PP-
Configuration that consists of the PPs to which conformance is desired to be claimed.

11 Modular requirements construction

11.1 General

In order to allow a modular description of the TOE'’s security features, STs can claim conformance to a
PP-Configuration instead of PPs. Such PP-Configurations are composed of a set of PPs and PP-Modules
which contains the PP-Module Base(s).
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PP-Configurations can be constructed to accommodate either single-assurance or multi-assurance
evaluations. In a single-assurance evaluation, a single set of assurance requirements applies to all the
components of the PP-Configuration. In a multi-assurance evaluation, there is a single global set of
assurance requirements that applies to all the components of the PP-Configuration, but additionally
each component (PP or PP-Module) has its own set of assurance requirements to which it is subject.
The following subclauses present the content-related details for these two evaluation approaches; the
actual evaluation particulars using these approaches is discussed in Clause 13.

11.2 PP-Modules

11.2.3—General

A PP{Module is an internally consistent set of SPD-elements, security objectives for-the [TOE and the
opergtional environment, and SFRs, defined in the context of one or more PPs and jpossibly other PP-
Modyles.

Unlike PPs, PP-Modules address those security features of a given TOE type“that cannot|be required
unifomly for all products of this TOE type.

Unlike PPs, PP-Modules shall be used only in PP-Configurations. A(PP/ST cannot claim ¢onformance
with p PP-Module directly.

EXAMPLE Examples of features that cannot be required uniformly for all products within a|TOE type are
autheptication using biometrics, Bluetooth security functions, and\Wireless Local Area Network clents.

11.2.2 PP-Module Base

A given PP-Module specifies one or several PP-Module Base(s) consisting of a set of PPs and possibly
other] PP-Modules. Anytime the given PP-Module ‘is used in a PP-Configuration, one of itls PP-Module
Base(s) is required. See Clause 10 and Annex«B.

11.2.3 Requirements for PP-Modules

11.2.3.1 General
A PP-Module shall be identified with a reference identifier.
The rleference identifier-for a PP-Module shall be unique within a catalogue.

A PP{Module shallidefine one or several PP-Module Base(s) which may be required to be ulsed with the
PP-Mpdule in a PP=€onfiguration.

A PP-Moduléesshall specify the TOE types relative to each of its PP-Module Bases.

A PP{Madule may introduce new SPD-elements and objectives and may also refine somg of the SPD-

l Pee S ol fixs £330 DD Modlao Do
elementsot OO CCTIveSOT IS T T iotarC oastss

A PP-Module shall define a non-empty set of SFRs that are refinement of the SFRs of the PP-Module
Bases or new.

A ST that claims conformance to a PP-Configuration including a given PP-Module shall then include the
PP-Module SPD-elements, security objectives and SFRs, combined with those of the PP-Module Base
that belong to the PP-Configuration.

NOTE1 The TOE type defined in the PP-Module can supplement the TOE type defined in each of its PP-Module
Bases.

© ISO/IEC 2022 - All rights reserved 55


https://iecnorm.com/api/?name=c6c125960a2d38caff89eefd087f29c3

ISO/IEC 15408-1:2022(E)

A PP-Module shall provide a consistency rationale ensuring that the union of the elements defined in
the PP-Module and in each of its PP-Module Bases do not lead to contradiction.

NOTE2 In

a Direct Rationale PP-Module, security objectives for the TOE are not included.

The evaluation of a PP-Module alone is meaningless. A PP-Module shall be evaluated as part of a PP-
Configuration, at least with one PP-Module Base.

Further information on PP-Modules is given in C.1.

11.2.3.2 Direct Rationale

A PP-Module
Direct Ratio

may use the Direct Rationale approach, provided that its PP-Module Base(s) alsorus
hale approach.

11.2.3.3 Conformance claims and conformance statements

In this subcl

The conforn

huse the use of italic text indicates literal text that shall appear in the textof the PP-M¢

ance claims of a PP-Module:

a) shall state the edition of relevant parts of the ISO/IEC 15408 series to\which the PP-Module ¢

conform
b) shall dej
“ISO

NOT

ance;
cribe the conformance to ISO/IEC 15408-2 as either:
IEC 15408-2 conformant”;

E 1 A PP-Module is ISO/IEC 15408-2 conformant if all SFRs in that PP-Module are base

upon functional components in ISO/IEC 15408-2.

or
— “ISO

NOT]
bassd

€) may ing
function

NOTE 3

of the PP
or tailorg
claim thd
conform

If a func

IEC 15408-2 extended”.

E 2 A PP-Module is ISO/TEE"15408-2 extended if at least one SFR in that PP-Module
d upon functional components'in ISO/IEC 15408-2.

al package may be claimed by a PP-Module;

A PP-Module does’not claim conformance to a functional package that is already claimed 1
5 or PP-Modules.in the PP-Module Bases. The exception to this rule is when the PP-Module aug
the functignalpackage as it is instantiated in its PP-Module Base; in this case the PP-Module
functional package as “Package Augmented” or “Package Tailored” (as appropriate) in its p4
nce claim'statement.

Fioral package claim is made, it shall consist of one of the following claims for each pag

e the

dule.

laims

d only

is not

lude a conformance claim made with respect to functional packages. More thanp one

y one
ments
would
ckage

kage:

“Package Conformant”;

A PP-Module is conformant to a package if all constituent parts of the functional package,
including the SPD, security objectives, and SFRs, of that functional package are present in the
corresponding parts of the PP-Module without modification;

— “Package Augmented”;

A PP-Module claims an augmentation of a package if all constituent parts of the functional
package, including the SPD, security objectives, and SFRs, contained in the PP-Module are
identical to those given in the functional package, but shall also contain at least one SFR that is
either additional or hierarchically higher than an SFR in the functional package;
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“Package Tailored”.

A PP-Module claims tailoring of a package if all constituent parts of the functional package,
including the SPD, Security Objectives, and SFRs, contained in the PP-Module are identical to
those given in the functional package, but shall have additional selection items for an SFR with
existing selections in the package, and optionally, at least one additional SFR and/or one SFR

that is hierarchically higher than an SFR in the functional package;

shall include a conformance claim in respect to ISO/IEC 15408-3. The conformance claim to
ISO/IEC 15408-3 shall be either:

“ISO/IEC 15408-3 conformant”;

A PP-Module is ISO/IEC 15408-3 conformant if all SARs in that PP-Module are®as
assurance components in ISO/IEC 15408-3.

or
“ISO/IEC 15408-3 extended”.

A PP-Module is ISO/IEC 15408-3 extended if at least one SAR'in that PP-Module
upon assurance components in ISO/IEC 15408-3;

bd only upon

is not based

may include a conformance claim made with--Tespect to assurance packages.
More than one assurance package may be claimed by:a PP-Module. Overlap between the claimed

assurance packages is allowed; by construction thehierarchically higher SAR take
over the other and is applied in the PP-Configuration.

In the strict and demonstrable cases, a PR*Module may claim conformance to m

assurance package, for instance an ALC-based package and an ADV-based packags.

5 precedence

bre than one

If a package claim is made, it shall consist of one of the following claims for each package:

“Package Conformant”;

A PP-Module is conformant to an assurance package if all constituent parts of t
package are presentin-the PP-Module without modification;

— “Package Augmented”.

A PP-Module:claims an augmentation of an assurance package if all constituen
assurance-package contained in the PP-Module are identical to those givenin t
package, but shall also contain at least one SAR that is either additional or h
higher than those SARs contained in the package;

onformance statement of a PP-Module:

hall. provide a conformance statement which describes the manner in which STs sha

e assurance

[ parts of the
he assurance
fierarchically

] conform to

=

— “Exact conformance”;

is PP-Module as part of a PP-Configuration. I e contormarnce statement shatt be one of:

The PP-Module shall require exact conformance if and only if all its PP-Module Base(s) are of
exact conformance. A ST shall conform to the PP-Module, as part of a PP-Configuration, in an

exact manner. Additionally:

— the allowed-with Statement shall state which other PPs and PP-Modules (which are not
in the set of PP-Module Bases) are allowed to be used in a PP-Configuration with that PP-

Module;

— each PP and PP-Module in the PP-Module Base for the PP-Module being defined, and all of
the additional PPs and PP-Modules (that are not in the PP-Module Base) that are allowed to
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f)

either inheri

be specified with the PP-Module in a PP-Configuration, shall identify the PP-Module being
defined in their respective allowed-with statements.

— all of the referenced PP-Module Bases shall also require exact conformance.
— “Strict conformance”;

If the PP-Module states that strict conformance is required, a ST shall conform to the PP-
Module, as part of a PP-Configuration, in a strict manner;

— “Demonstrable conformance”.

If the PP-Moudute statesthat demonstrabte conformmance s Tequired; the ST shattconform to
the PP-Module, as part of a PP-Configuration, in a strict or demonstrable manner. A $T li§ only
alloved to conform to a PP-Module, as part of a PP-Configuration, in a demonstrablé manfner if
the PP-Module explicitly allows this;

NOTE 1 A PP-Module can require strict or demonstrable conformance altliough its PP-Module
Basq(s) do not all require strict or demonstrable conformance. The combination\éf demonstrable and
stridt conformance will be validated in the PP-Configuration evaluation.

NOTE 2 The explicit declaration of strict or demonstrable conforpiance allows sponsors tojmake
the most appropriate statement in each PP-Module, independently of its, PP-Module Base(s).

NOTE 3 PP-Module Base(s) do not need to be specified\ih the PP-Modules’ conformance
stat¢ment.

may alsp include a reference to any evaluation methodsy activities that have been derived|from
ISO/IEC|18045.

If evaluption methods/ evaluation activities that have been derived from ISO/IEC 1804H are
to be uded to evaluate the PP-Module, then these’shall be identified with the relevant sedurity
requirement section by including a statement in the following form:

“This PP-Module requires the use of .g¢valuation methods/ evaluation activities defing¢d in
<reference(s)>.”

In this ptatement, <reference> is.feplaced by the identification of the location of the relpvant
ipn methods and evaluation activities. This reference may be to the document contdining

odule, or to one or more separate documents.

ormation and requirements on the conformance types, claims and statements fdr PP-
ex C shall be.used in conjunction with the clauses of this document.

urance requirements

shalldefine the set of SARs that applies to the TSF defined in the PP-Module, which can be
edfrom the PP-Module Base(s) or explicitly declared by the PP-Module author.

A PP-Module may define a distinctive name for its set of SARs. However, if the PP-Module declares an
(augmented) pre-defined EAL (EAL1 to EAL7) or an (augmented) assurance package defined in an
applicable external reference or inherits the set of SARs from its PP-Module Base(s), then the same
name shall be used.

A PP-Module shall provide an assurance rationale that justifies the internal consistency of its set of
SARs, i.e.

58

the consistency of the set of SARs with regard to the threat model as defined in the SPD of the PP-
Module;

if the PP-Module does not inherit its set of SARs from its PP-Module Base(s), the consistency of the
set of SARs with all the sets of SARs defined in the PP-Module Base(s) of the PP-Module.
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NOTE1 Consistency refers to the absence of contradiction. An example of an inconsistency between SARs and
SPD would be to consider highly skilled threat agents together with a low AVA_VAN level that cannot consider
these threat agents by definition.

NOTE 2  The PP-Module assurance rationale ensures that the set of SARs defined in the PP-Module does not
undermine the security that is expected for the assets that are shared between the PP-Module and its PP-Module
Base(s) (if shared assets exist).

NOTE 3  The assurance rationale at PP-Module level contributes but is not sufficient to ensure the consistency
of the assurance requirements at PP-Configuration level. See 11.3.2.4.

NOTE4  The assurance rationale can rely on the relationship of the set of SARs in the PP-Module with the pre-

defin AEALcta doa oot tb o it a1 mcickan oy
e raSto- e o Stratethne-Hterar€coRStSteRe Y-

11.3|PP-Configurations

11.3.1 General

A PP-Configuration is a specification for the construction of a set of requirerments to which ¢onformance
can be claimed.

A PP-{Configuration is intended to describe a general TOE type. A PR*Configuration:
— nmay be used as a ST template for any TOEs that meet the PP=Configuration’s TOE type;
— dannot be used as a template for other PP-Configurations, PPs or PP-Modules.

A PPiConfiguration contains a set of PPs and PP-Modules (the PP-Configuration comgonents) and
canngt claim conformance to any functional packages, except indirectly through its PPs/PP-Modules.
PP-Configurations may contain SARs and claim conformance to assurance packages.

Two types of PP-Configurations are identifiéd, each has different requirements for their fonstruction
and Ie applicable depending on the needs'of the consumer (risk owner). These are:

ingle Assurance PP-Configuration: This describes a configuration type in which thg set of SARs
hat apply to the PP-Configuratioen’s components are identical.

—

— Multi Assurance PP-Configuration: This describes a configuration type in which the SARs in the PP-
(Jonfiguration components are not identical.

11.3.2 Requirements-for PP-Configurations

11.3.2.1 Genetal

A PP-Configuration shall be identified with a reference.

The referénce identifier for a PP-Configuration shall be unique within a catalogue.

A PP-Configuration shall define the PP-Configuration components statement, a list that uniquely
identifies all the PPs and PP-Modules that compose, by reference, the PP-Configuration. A PP-
Configuration shall contain one PP and at least another PP-Configuration component. It may contain
a PP-Module provided one of the PP-Module Bases are also included in the PP-Configuration. It may
contain PPs that have no associated PP-Module.

A PP-Configuration shall define the TOE type to which it applies.

A PP-Configuration contains exactly, by reference, the SPD, security objectives, SFRs, and functional
packages defined in its components; the specification of any additional element shall be done in one of
its components.
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A PP-Configuration shall provide a consistency rationale ensuring that the union of the elements
defined in its components do not lead to contradiction.

A multi-assurance PP-Configuration shall describe the organization of the TSF in terms of the sub-TSFs
that are defined in its components and shall define for each sub-TSF a set of SARs that is consistent with
the corresponding component.

NOTE In the case of a multi-assurance PP-Configuration containing one PP and one PP-Module with different
sets of SARs, the TSF organization is the following: the TSF is the union of the SFRs defined in the PP and in
the PP-Module, and there are two sub-TSFs, which consist of the PP’s TSF and the PP-Module’s TSF. The same
organization holds for a PP-Configuration composed of two PPs, which define the two sub-TSFs.

The sub-TSKs contained in a multi-assurance PP-Configuration may have some overlap. This doés not
impact on the applicable assurance requirements: Each sub-TSF shall be evaluated against itS)ovn set
of SARs. This means that the overlapping parts may be evaluated against multiple sets pf\assufance
requirements.

A PP-Configuyration:

— may be fised in context with the Direct Rationale approach described in B.5"and C.2.3. In this|case,
all of th¢ components of the PP-Configuration shall also use the Direct Rationale approach;

— shall not contain any additional content beyond that described in this)document.

11.3.2.2 C(Inponents statement

A PP-Configuyration:

— shallideptify all the components ofthe PP-Configurationina components statement. The compopents
statemept shall contain one PP and at least another ¢omponent;

NOTE 1 | The components statement is further deseribed in C.3.3.
— shall not claim conformance to another PP-Génfiguration;

NOTE 2 | If this is desired, the effect can’be achieved by directly including all components fron] both

PP-Configurations in one new defined PP-Configuration, where exact conformance can be checked and

maintainfed.

— shall indlude the PP-ModuletBases of all the PP-Modules included in the PP-Configuration. Ifla PP-
Module defines alternative,sets of PP-Module Bases, then only one of these sets shall be usef in a
PP-Confjguration;

— may selgct more PPs'than the PP-Module Base of the PP-Modules;

— for single-assurance PP-Configurations, may identify the sub-TSF that corresponds to|each
compongnt defined by the PP-Configuration;

— for multi-assurance PP-Configurations, shall identify the sub-1SF that corresponds to each
component defined by the PP-Configuration.

For a PP-Configuration that requires exact conformance, all PP-Configuration components shall specify
each other in their respective allowed-with statements.

An exception to listing in the allowed-with statement is that a PP-Module shall not list any PPs or PP-
Modules contained in its PP-Module Base in its allowed-with statement (because they are explicitly
allowed by virtue of the fact that they are a base for the PP-Module).

11.3.2.3 Conformance claims and conformance statement

In this subclause the use of italic text indicates literal text that shall appear in the text of the PP-
Configuration.
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The conformance claims of a PP-Configuration:

a) shall state the edition of the relevant parts of the ISO/IEC 15408 series to which the PP-

Configuration components claim conformance.
b) shall describe the conformance to ISO/IEC 15408-2 (SFRs) as either:
— “ISO/IEC 15408-2 conformant”;

A PP-Configuration is ISO/IEC 15408-2 conformant if all the PPs and PP-Modules in the PP-

Configuration are ISO/IEC 15408-2 conformant.

Ol
—+ “ISO/IEC 15408-2 extended”.

A PP-Configuration is ISO/IEC 15408-2 extended if at least one PP or PP*Module
upon functional components in ISO/IEC 15408-2.

c) shall describe the conformance to ISO/IEC 15408-3 (security assurancérequirements)

“ISO/IEC 15408-3 conformant”;

A PP-Configuration is ISO/IEC 15408-3 conformant if alkSARs in that PP-Configuj
may be simply inherited from its components, are based only upon assurance co
ISO/IEC 15408-3; or

—+ “ISO/IEC 15408-3 extended”.

A PP-Configuration is ISO/IEC 15408-3 extended if at least one SAR in that PP-C
which may be simply inherited from its components, is not based upon assurance
in ISO/IEC 15408-3.

d) may include an assurance package conformance claim;

More than one package may be~claimed in a PP-Configuration. If an assurance pack
made, it shall consist of one of the following statements for each package claim:

“Package Conformant”;

A PP-Configuration is conformant to an assurance package if the SARs of that PP-C
which may be inherited from its components, are identical to the SARs in th
package.

—+ “Package-Augmented”.

A-PP=Configuration claims an augmentation of an assurance package if: the SAR|
Configuration, which may be inherited from its components, contain all SARs in t}

is not based

as either:

ation, which
mponents in

nfiguration,
components

age claim is

nfiguration,
e assurance

s of that PP-
e assurance

package, but have at least one additional SAR or one SAR that is hierarchically hi

gher than an

SAR in the assurance package.

e) shall not include a functional package conformance claim. Functional packages may b
the components of the PP-Configuration;

f) shall not include a conformance claim with respect to other PP-Configurations, PPs or
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The PP-Configuration shall provide a conformance statement which describes the manner in which STs
shall conform to this PP-Configuration:

g) for a PP-Configuration where all its PPs and PP-Modules are of the same conformance type, the
conformance statement shall provide a single conformance type, that is one of:

“Exact conformance”;

If the PP-Configuration states that exact conformance is required, a ST shall conform to the PP-
Configuration in an exact manner.

— “Strict conformance”;

If thle PP-Configuration states that strict conformance is required, a ST shall conform to the PP-
Configuration in a strict manner.

— “Demonstrable conformance”.

If the PP-Configuration states that demonstrable conformance is required,;a ST shall cojfform
to tlhe PP-Configuration in a strict or demonstrable manner.

h) for a PPtConfiguration where the PPs and PP-Modules do not requirelall’ the same conforlt‘ance
type, the¢ conformance statement shall provide the list of the confoymance types that are required
by each jof the PPs and PP-Modules composing the PP-Configuration:-A ST shall conform to tHe PP-
Configutation by conforming to each of the PPs and PP-Modules.in‘the manner they require.

NOTE This applies only to strict and demonstrable conformance, since the combination of|exact
conformance with other types of conformance is not allowed in‘a/PP-Configuration.

The conjpatibility of the multiple conformance shall be validated in the ST evaluation, in the|same
mannerjas when a ST claims conformance to several PPs that require different conformance.

i) may alsp include a reference to any evaluation methods/ activities that have been derived|from
ISO/IEC|18045. If evaluation methods/ activities that have been derived from ISO/IEC 18045
are assqciated with the PP-Configuration; then the conformance statement shall also inclpde a
statemept in the following form:

“This PR-Configuration requires-the use of evaluation methods/ evaluation activities defined in
<referenfce>.”

In this ptatement, <reference> is replaced by the identification of the location of the relpvant
evaluatipn methods and evaluation activities. This reference may be to the PP-Configuration ftself,
or to on¢ or more separate documents.

NOTE1  Spgcification'of additional EMs/EAs that apply to one or more PP-Configuration components is only
allowed for PP-Configurations of strict or demonstrable conformance type.

NOTE 2  THexrelare implications for conformance statements in PP-Modules in the exact conformance cage that
are covered i1Ir€:2:2-5:

11.3.2.4 Assurance requirements

A PP-Configuration shall provide a SAR statement where the applicable assurance requirements and
associated rationale are defined.

A single-assurance PP-Configuration shall define a single set of SARs for all the PP-Configuration
components. In the exact conformance case, this set of SARs shall be identical to those declared in the
individual PP-Configuration components. In the strict and demonstrable conformance case, this set of
SARs shall be identical to or augment those declared in the individual PP-Configuration components.
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A multi-assurance PP-Configuration shall define:

— The global set of SARs that applies to the entire TOE. In the exact conformance case, thi

s set of SARs

shall be identical to the common subset of SARs in the individual PP-Configuration components. In

the strict and demonstrable conformance case, this set of SARs shall be identical to or
common subset of SARs in the individual PP-Configuration components;

augment the

For each sub-TSF, the set of SARs that applies. In the exact conformance case, this set of SARs shall

be identical to the set of SARs declared in the PP-Configuration component for the sub-TSF. In the
strict and demonstrable conformance case, this shall be identical to or augment the set of SARs

declared in the PP-Configuration component for the sub-TSF.

A PP-
packd
defin|

Configuration may use the pre-defined EALs (EAL1 to EAL7) given in ISO/IEC 15408-
iges defined in external references and/or SARs defined within the PP-Configura
P its SAR statement.

NOTE
reaso
defing

1  The multi-assurance evaluation allows applying multiple pre-defined EALs; However,
hs as for PPs in the general model, PP-Configurations can claim sets of SARs. that are differ
d EALs and/or that contain extended SARs.

A PP
to ea
pack:
theu

Configuration may define distinctive names for the sets of SARs'that apply to the en

ige defined in one of the PP-Configuration’s components or. in another external refere
cage of the same name.

A mul]ti-assurance PP-Configuration shall provide an assurarnce rationale for:

—

he consistency of the global set of SARs with regard to the threat models as defined i

the PPs and PP-Modules in the PP-Configuration;

t

he consistency of the global set of SARs ardall the sets of SARs for the sub-TSF with e

In cdnstructing the global set of SARs-for the exact conformance case, the multi-ag
Configuration author chooses the hierarcHically lowest SAR if sub-TSFs specify hierarchic
SARs| For example, if there are three-sub-TSFs with ADV_FSP.1, ADV_FSP.2 and ADV_FSP.3,
then the global set of SARs would contain ADV_FSP.1. However, if one of the sub-TSFs did n
ADV_[FSP component, then ADY.ESP would not be in the global set of SARs. For a strict/
case, [the multi-assurance PP-Configuration author may choose ADV_FSP.1 or a higher co
augmenting the assurance requirements for some of its sub-TSFs (even in the case when a §
not define any ADV_FSP-gomponent) provided the assurance rationale is consistent.

NOTH2 In most cases (and always in the exact conformance case), the global set of SARs can k
comn]on set of SARs‘that apply to all of the sub-TSFs. However, as it is the case with STs in the g

5, assurance
fion itself to

for the same
ent from pre-

tire TOE and

ch sub-TSF. However, the use of an (augmented) pre-defined \EAL or an (augmented) assurance

nce requires

n the SPDs of

ach other.

surance PP-
illy different
respectively,
t contain an

monstrable
ponent thus
ub-TSF does

e built as the
eneral model,

the PP-Configuration (of strict or demonstrable conformance type) can require additional or higher SARs. The

evalufition of\the PP-Configuration ensures the consistency of the claim, similar to the general
confofmarce with two or more PPs defining different sets of SARs, and similar to the approac
assurpncé ST which can extend the sets of SARs defined in the PP-Configuration the ST claims conf]

model for the
h for a multi-
brmance to.

NOTE3 A PP-Configuration cannot claim less assurance requirements as the global set of SA
package than those contained in the common set of SARs that apply to all of the sub-TSFs.

NOTE 4

Rs/assurance

The PP-Configuration assurance rationale contributes to ensuring that the multiple sets of SARs do

not undermine the security expected for the assets that are shared between the PPs and PP-Modules in the PP-
Configuration. The PP-Configuration assurance rationale relies on and/or reuses the assurance rationales given
in the PPs and PP-Modules.

For exact conformance type PP-Configurations, augmentation of the SARs for each sub-TSF (by the PP-
Configuration) is not allowed.

If additional SARs are specified, or SARs are replaced with hierarchically higher SARs then any derived
evaluation methods / evaluation activities required by the components of the PP-Configuration shall be
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addressed in the assurance rationale to demonstrate that the evaluation methods / evaluation activities
required by the PP-Configuration:

— arestilladequate, i.e. the new SAR has no effect on the EMs/EAs in the components and the assurance
that they provide; or

— have been addressed by defined refinements to the original EMs/EAs in the components so that the
resulting EMs/EAs required for the PP-Configuration generate assurance that is the same or higher
than the original EMs/EAs applied to the components; or

— havebeensupplemented by additional EMs/EAs to so thatthe resulting EMs/EAs generate assurance
that is the same or higher than the original EMs/EAs applied to the components.

EXAMPLE 1 | An activity that was an examination of documentation for a lower SAR but where @dditional
testing might|be needed for a hierarchically higher SAR can supplement the original documentatipn.évalfiation
activities with additional evaluation activities that require testing.

EXAMPLE 2 | Figure 5 shows an example of multi-assurance PP-Configuration with oneRB) A, and two PP-
Modules, X and Y. It illustrates the default construction of the global set of SARs for the entireT'OE, which copsists
of SAR(, i.e. the common set of SARs of each of the PP-Configuration components A, X and-Y. In the example, the
sets of SARs that apply to the sub-TSFs defined in A, X and Y are unchanged as well.

NOTES5  The rules allow the augmentation of the sets of SARs.
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rr----=-m=-m=-m=--m--------------------------—-¥--¥F-¥F=-—-=—-—— A
| . . |
| PP-Configuration AXY |
| Components list |
I PP A, PP-Module X, PP-Module Y :
| |
| Conformance statement |
I PP, — STRICT, PP-Moduley— STRICT, PP-Module,— DEMONSTRABLE I
Global SAR
| C |
| sub-TSF, — (SAR(, SAR,) |
: sub-TSFy — (SAR(, SARy) i
| sub-TSFy, — (SAR(, SARy) I
1 |
| Multi-assurance rationale |
: Based on Rationale, ,Rationaley, Rationaley I
| N |
: PP-Module X I
I PP-Module base: PP A PP-Module base: PP A I
| Conformance claim: Conformance claim: I
| <> <> |
| |
: Conformance statement Conformance statement I
| STRICT conformance DEMONSTRABLE conformance |
| |
| Assurance requirements Assurance requirements |
| SAR, SARy SAR(, SARy |
| |
: Assurance rationale ' Assurance rationale :
I Rationaley Rationaley |
| |
| |
: PPA :
| |
| Conformance claim: |
| <> |
| |
: Conformance statement :
I STRICT conformance I
| |
| Assurance requirements |
| SAR(, SAR, I
| |
I Assurance rationale |
: Rationale, I
| |
| |
U — J—|

rigure o — kEXample oI Fr-Loniiguration

11.3.3 Usage of PP-Configurations

Figure 6 shows the usage of single and multi-assurance PP-Configurations. Figure 7 gives the detail of
PP-Configuration components. Figure 8 shows the assurance classes that are used for evaluating PPs,
PP-Configurations and STs.
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4[ Do I need to conform to one or several PPs? [ yes

[Do I need to use PP-modules or multi-assurance? ]

no

yes

~

Using PPs

Using a PP-Configuration

See detailed figure “Building a PP-Configuration”
ng L >
A PP-Configuration is multi-assurance when PP§and’PP-
Modules have their own sets of differing SARS
A global assurance package shall be defined: a superset of
PPs may define the least common subset of SARs séts.
different sets of Exceptions :
SARs - When all PP-Configuration componénts have an identical set
of SARSs, this reverts to the.single assurance case.
Single-assurance Multi-assurance
/ Standlalone ST\ /s'r conformant to pps\ ST conformantto a ST conformant to a multi-assuranb
single-assurance PP-Configuration
PP-Configuration | |, -----------
_________ 1 1 global | emm e
[ y f 3 Ty T b ! I (1.n) sets !
X 1 H 1 X | h assurance o B
! 1setpfSARs | | 1setofSARs | Lsetof SARs X package I 1 OfSARs 1
[ ] N e e e - LA B R 7 T 7 \___Yroter /! e __ s
4 N7 NH7T | | mestmy N\ ([ )
augment the set
Regardless of the of SARs of the PP-
. Configuration
Thege is only conformanceftype, s i
ong set of the set of SARs0f components, in .
s order to revert to The ST is in
JARs. the STmust be a This is asingle . .
ok , the single a multi-
This|is always supersetof the PPs assurance use
: assurance use assurance
thq single sets of SARs. case .
it case paradigm
assufance use This is always the -
. Exception:
Fase single assurance
s case - In exact
conformance SAR
augmentation is
K j \ / \ , \ not allowed. J K j
Ny N\ VAN )N\ 7/

Single-assurance
TOE evaluation

(optional or required)
Evaluation methods are defined by !
ISO/IEC 18045 plus additional EM/EA

Figure 6 — Usage of single and multi-assurance PP-Configurations
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K Building a PP-Configuration with strict/ demonstrable\
conformance types
contains at least two PP-Configuration components, including
1PpPP

(0..n)
PP-Module

/

/ Building a PP-Configuration with \
exact conformance type
contains at least two PP-Configuration components including
1ppP

(0..n)
base PP

(0..n)
other PP

(0..n)
PP-Module

Figure 7 — Composition of PP Components
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—[ Do | need to conform to one or several PPs? ]—

es
no Y
v
{ Do | need to use PP-Modules and/or multi-assurance? ]
no yes
APE | !
[ Using PPs ] [ Using a PP-Configuration ’
-
Al Esn s multi-assurance (19
SREehlilE PP-Configuration ){ "~ .
Yy A \ 4
Single-assurance Single-assurance ST Single-assurance Single-assurance ST Multi-assurance
ST conformant to ST conformant to a conformant to a ST conformant to
multiple PPs single-assurance multisassurance PP- a
PP-Configuration Configuration multi-assurance

PP-Configuration

AS

Fig

12 Security Targets{(STs)

12.1 Genel

A STisadoc

a)>
4

A 4

Single-assurance

TOE evaluation

Multi-assurance

TOE evaluation

ure 8 — Assurance classes used to evaluate PPs, PP-Configurations and STs

ral

unient that describes a specific TOE, the conformance claims applicable to the evaluat

jon of

the TOE, the security problem to be addressed, the security objectives for the TOE and its operational
environment, the security requirements applicable to solving the stated security problem, and
additional material necessary to describe the TOE sufficiently for evaluation. STs are generally based
upon PPs or PP-Configurations that describe a security problem and security requirements for a TOE
type that is relevant to the specific TOE.

A ST is typically produced by a developer and the audience for the ST includes evaluators, certifying

bodies and e

nd users of the evaluated TOE.

Further information about STs, Annex D shall be used in conjunction with the clauses of this document.

12.2 Conformance claims and statements

In this subclause the use of italic text indicates literal text that shall appear in the text of the ST.
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The conformance claims of a ST:

a) shall state the edition of relevant parts of the ISO/IEC 15408 series to which the ST claims
conformance;

b) shall describe the conformance to ISO/IEC 15408-2 (SFRs) as either:
— “ISO/IEC 15408-2 conformant”

A ST is ISO/IEC 15408-2 conformant if all SFRs in that ST are based only upon functional
components in ISO/IEC 15408-2, or

V78 2=aV=Wa i

——I56/1EC 154082 extemded”

A ST is ISO/IEC 15408-2 extended if at least one SFR in that ST is not basedyupdn functional
components in ISO/IEC 15408-2.

NOTE 1 When a TOE is successfully evaluated to a ST, any conformance claims ¢f the ST also
hold for the TOE. A TOE can therefore also claim to be ISO/IEC 15408-2 coniformant.

c) shall describe the conformance to ISO/IEC 15408-3 (security assurance requirements] as either:

"ISO/IEC 15408-3 conformant”;

A ST is ISO/IEC 15408-3 conformant if all SARs in<that ST are based only updn assurance
components in ISO/IEC 15408-3, or

-+ “ISO/IEC 15408-3 extended”.

A ST is ISO/IEC 15408-3 extended if at least one SAR in that ST is not based upqn assurance
components in ISO/IEC 15408-3.

d) may include a conformance claim made With respect to packages.

et

[ a package conformance claim issade, it shall consist of one of the following clajms for each
fdackage:

“Package Conformant*;
A ST is conformant to-a package if:

— for functional packages, all constituent parts (SPD, security objectives, and |[SFRs) of the
functional‘package are present in the corresponding parts of the ST without modification;

— for-assurance packages, the SARs of that ST are identical to the SARs in the assurance
package.

—+ “Package Augmented”

A STclaimsaugmentation of a package if:

— for functional packages, all constituent parts (SPD, security objectives, and SFRs) of the
functional package are present in the corresponding parts of the ST but the ST contains at
least one additional SFR or one SFR that is hierarchically higher than an SFR in the package;

— for assurance packages, the ST contains all SARs in the assurance package but contains
at least one additional SAR or one SAR that is hierarchically higher than an SAR in the
assurance package.

— “Package Tailored”
STs shall not claim or perform tailoring.

More than one package may be claimed in a ST.
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f)

g)

70

Where STs claim exact conformance to PP(s) they shall not claim conformance to any packages,
including any packages claimed by the PP.

Where STs claim strict or demonstrable conformance to PPs they shall not also claim conformance
to the packages claimed in the PPs unless the ST augments the package as claimed in the PP, i.e. the
PP may claim a package as <package>-conformant, <package>-augmented or <package>- tailored,
but if the ST does not itself augment the conformant/augmented/tailored version of the package
in the PP, then it will not claim conformance to the package. The ST claims <package>-augmented
only in the case where the ST augments the packages beyond that claimed by the PP.

Where STs claim conformance to a PP-Configuration they shall not also claim conformance to

any funetional pnrl{ngnc, inr‘]nding any functional par‘l{agnc claimed hy the DD-(‘nnFignrnfion'S

compongnts.

Where Ts claim strict or demonstrable conformance to a PP-Configuration they shall notalso claim
conformance to the assurance packages claimed in the PP-Configuration unless the'\ST augments
the assurance package as claimed in the PP-Configuration, i.e. the PP-Configuration may clajm an
assuranfe package as <package>-conformant or <package>-augmented, but if the ST does not|itself
augment the conformant/augmented version of the package in the PP-Configuration, then it will
not claith conformance to the assurance package. The ST claims <packagé>-augmented only |n the
case where the ST augments the assurance package beyond that claimed’by the PP-Configuration.

NOTE 2 For exact conformance, it is allowed to claim conformance to-a-PP that claims conformange to a
‘package| or a PP-Configuration that has components that claim conformdance to a package, but those afre not
reflected in the ST’s conformance claim.
may als¢ include a conformance claim with respect to PPs:
“PP [onformant”;
A PR or TOE meets specific PP(s).

A Direct Rationale ST may only claim conformance to one or more other Direct Rational¢ PPs.
(Seq Annex B)

may als¢ include a conformance claim with respect to PP-Configurations:
— a ST may claim conformancg to exactly one PP-Configuration;

— aDirectRationale ST shallonly claim conformance to a PP-Configuration if that PP-Configuration
use§ the Direct Rationhale approach.

NOTE 3 Thetevaluation of a PP-Configuration can be performed upfront, independently pf any
product evaluatien. Alternatively, the evaluation of a PP-Configuration can be performed during the
evalpation ofila ¢conformant ST, prior to evaluating the ST conformance claim. See 13.3 for a discusgion of
the ¢valuation of PP-Configurations.

PP-Moduyles-are used to build specific PP-Configurations on top of one or more PP-Module Bgse(s).
Hence, PP-Modules shall only be used by STs through claimed PP-Configurations.

if evaluation methods/ evaluation activities that have been derived from ISO/IEC 18045 are
identified in the conformance statement of any package, PP, PP-Module, or PP-Configuration to
which the ST claims conformance, then the conformance claim shall also include a claim in the
following form:

“The TOE is evaluated using evaluation methods/ evaluation activities defined in <reference>.”

In this statement, <reference> is replaced by the identification of the location of the relevant
evaluation methods and evaluation activities.

STs that reference evaluation methods/ activities are not required to reproduce the text of the
evaluation methods/ activities within the ST.
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A ST shall only make a conformance claim for evaluation methods/ evaluation activities that are
included in a package, PP, PP-Module, or PP-Configuration claimed by the ST.

NOTE4  The reader is reminded that it can be the case that a ST claims no PP or PP-Configuration but can still
directly specify a package.

A ST can claim conformance to several PPs. If one such PP has exact conformance type, then all PPs
shall be of the exact conformance type. Otherwise, the PPs can have a mix of strict and demonstrable
types, and the consistency of the combination of demonstrable and strict conformance shall be
validated as part of the ST evaluation.

For more information and requirements on the conformance claims for STs see Annex D.

For more information and requirements on conformance types see Annex E.

12.3|Assurance requirements

A ST [that claims conformance with ISO/IEC 15408-3 (possibly extended) shall define the|global set of
SARs|that applies to the TOE.

A ST|may define a distinctive name for the set of SARs that are applicable. However, the use of an
(augrmented) pre-defined EAL or an (augmented) assurance package'defined in an applicgble external
refergnce shall require the usage of the same name.

If addlitional SARs are specified, or SARs are replaced with-hierarchically higher SARs i an ST then
any derived evaluation methods / evaluation activities €§hall be addressed in the assuramce rationale
to denonstrate that the evaluation methods / evaluatibp/activities used by the ST:

— dre still adequate, i.e. the new SAR has no effecton the EMs/EAs specified for use in the ST and the
assurance that they provide; or

— Have been addressed by defined refinenments to the original EMs/EAs specified by the ST so that
the resulting EMs/EAs required for the ST generate assurance that is the same or higher than the
driginal EMs/EAs applied to the STor

— Havebeen supplemented by additional EMs/EAs to so thatthe resulting EMs/EAs generdte assurance
that is the same or higher thah the original EMs/EAs applied to the ST.

EXAMPLE An activity that was an examination of documentation for a lower SAR but wh¢re additional
testinlg might be needed for\a hierarchically higher SAR can supplement the original documentation evaluation
activifies with additional evaluation activities that require testing.

12.4| Additional requirements in the exact conformance case

12.41 Additional requirements for the conformance claim

AST conformance to an exact conformance configuration and,at thie same time,
to other PPs which are not of exact conformance type, i.e. a PP/PP-Configuration of exact conformance
shall not be combined with strict or demonstrable conformance.

12.4.2 Additional requirements for the SPD
A ST claiming exact conformance:

— shall contain the SPD of all the packages and the PPs or PP-Configuration to which it is claiming
exact conformance, including all SPD elements;

— shall notinclude any SPD-elements that are not present in the packages or PPs/PP-Configuration to
which it is claiming exact conformance.
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NOTE The SPD that is instantiated in the ST from a PP-Configuration contains exactly the SPD-elements
present in the PP-Configuration’s components (PPs and PP-Modules). Note that PP-Configuration components
can combine to change or eliminate SPD-elements (e.g. an assumption in a base PP can become a threat that is
countered by a PP-Module on top of that base PP), so the result that appears in the ST considers these kinds of
modifications. See 11.3.

12.4.3 Additional requirements for the security objectives
A ST claiming exact conformance:

shall contain all the security objectives for the TOE specified in all of the PPs to which it claims
conformance;

shall nolspecify additional security objectives for the TOE that are not specified in the combifijation

of the PIs to which it claims conformance;

shall conptain all of the security objectives for the operational environment that ane-specified |n the

combingtion of PPs to which it claims conformance; and

specify additional security objectives for the operational environment that are not prjesent

mbination of PPs to which it claims conformance.

shall nof
in the cg

true for PP-Configurations. The security objectives that ar€ instantiated in the ST from a
htion contain exactly the security objectives present in the’PP-Configuration’s components.
noted that PP-Configuration components can combine to change or eliminate sequrity

The same is
PP-Configur
It should be|

objectives (4
objective in

12.4.4 Add

A ST shall c
components

ST auth
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NOTE3 Se

prs shall not include additional or-hierarchically higher security requirements;

.g. a security objective for the environment in acbase PP may become a TOE sec
h PP-Module using that base PP), so the resulting ST)reflects these kinds of modificati

jtional requirements for the security requirements

bntain all the SARs present in the PPs,and all the SFRs present in the PP-Configur
with the following exceptions:

bignated as selection-based SERs in the PPs or PP-Modules shall be excluded if the sele
lires their inclusion is noti¢hosen by the ST author;

signated as optional SFRs in the PPs or PP-Modules may be included or excluded
hing its exact conferimance claim.

Rs in an exacticonformance PP can be iterated and refined (as stated in ISO/IEC 18045 fox

e 7.3.2.6\for further information in regard to optional and selection-based SFRs.

b Annéx E for further information on PP conformance.
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while
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12.5 Additional requirements in the multi-assurance case

A multi-assurance ST shall claim conformance to exactly one multi-assurance PP-Configuration and no
other PP or PP-Configuration.

A multi-assurance ST shall organize the TSF in sub-TSFs and claim a specific set of SARs for each of
the sub-TSFs and a global set of SARs for the entire TOE: this can be achieved exclusively through the
conformance to a multi-assurance PP-Configuration. The TSF structure defined in the ST is inherited
from the PP-Configuration, and the sets of SARs that apply to them in the ST are either identical to the
ones defined in the PP-Configuration or augmented.

A multi-assurance ST may extend the multi-assurance PP-Configuration (of strict or demonstrable
conformance type) with additional SFRs (and related SPD and security objectives as necessary) so that
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each new element completes at a minimum one PP or PP-Module of the PP-Configuration provided the
required conformity rules are satisfied, i.e. the new SFRs are aimed at extending the sub-TSFs defined
by the components of the PP-Configuration. As a consequence, the extended sub-TSFs are subject to the
set of SARs as defined in the original PPs/PP-Modules.

A multi-assurance ST may claim the sets of SARs defined in the multi-assurance PP-Configuration, or, in
the case of strict or demonstrable conformance type, may provide a rationale to claim “augmented” sets
of SARs, similar to STs in the general model.

In order to conform with two or more PPs according to their respective sets of SARs, a multi-assurance

PP-Configuration composed of the PPs shall be defined and claimed by the ST.

AST
sets
assut

that claims conformance with a multi-assurance PP-Configuration and augments alhthe applicable

f SARs to reach the same set of SARs for the entire TOE and all of the sub-TSFshecomes a single-

ance ST. In this case, the evaluation of the TOE shall follow the single-assurancg evaluation

approéach. This is only allowed for PP-Configurations of strict or demonstrable conformande type.

A ST
entir
assut

A ST
set o
the n
multi

For 1
confd
for ed

PP-Configuration, or a larger set (augmentationyyalid only in the strict and demonstrable

type

A mullti-assurance ST may define distinctive names for the sets of SARs that apply to th

and t
use o
exter

A mu
extern
ratiol

A my
ident
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ST wi

that claims conformance with several PPs can only define a global setof-SARs that
e TOE, thus giving rise to a single-assurance ST. The ASE rules for ensuring the consi
ance requirements of the single-assurance ST with regard to the PPs apply.

that claims conformance with one single-assurance PP-Configuration, i.e. which defi
SARs for the entire TOE and its parts, cannot become a-multi-assurance ST. The r
ulti-assurance consistency rules are defined at PP-Configuration level. In order to a
Fassurance PP-Configuration derived from the PP-Configuration shall be defined and

hore information on multi-assurance PP-Configurations and STs see 12.4.2. A ST
rmance with a multi-assurance PP-Configuration may become a multi-assurance ST

rases) which requires the update of thexassurance rationale provided in the PP-Config

p each sub-TSF. The names shall be consistent with the names given in the PP-Config
f an (augmented) pre-defined*EAL or an (augmented) assurance package defined in ¢
nal reference requires the usage of the same name.

Iti-assurance ST that claims strict or demonstrable conformance to a PP-Config
ds the sets of SARs 'of the PP-Configuration it claims conformance to shall provide ¢
nale that justifies(the consistency of the extension.

Iti-assuranceST shall conform to each and all of the individual conformance ty
fied in thé€ conformance statement of the multi-assurance PP-Configuration.

AST that claims conformance with more than one PP can only define a global set of SARs,
entire/TOE. In such a case, the ASE rules for ensuring the consistency of the assurance requir
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Figure 9 shows an example of a multi-assurance ST that claims conformance to PP-Configuration “AXY”
composed of PP A and two PP-Modules X and Y. The TSF structure consists of the sub-TSF defined in A,
X and Y. The global set of SARs (SAR.) and the multiple sets of SARs applicable to the sub-TSFs come
from the PP-Configuration without any augmentation.
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Security Target

Conformance claim
PP-Configuration AXY
PP, — STRICT, PP-Moduley— STRICT, PP-Module,— DEMONSTRABLE

Assurance requirements
Global SAR

sub-TSF, — (SAR(, SAR,)
sub-TSF; — (SAR(, SARy)
sub-TSF, — (SAR(, SARy)

Multi-assurance rationale

Based on Rationale,yy

4 TOE )

rPP-Configuration AXY

| Components list

: PP A, PP-Module X, PP-Module Y
I Conformance statement

| PP, — STRICT, PP-Moduley,— STRICT, PP-Modulé,~ DEMONSTRABLE
| Global SAR

| sub-TSF, — (SAR, SAR,)
| sub-TSF, — (SAR., SARy)
: sub-TSF, — (SAR¢, SARy)

| Multi-assurance rationale
| Based on Rationale, Rationaleyy.Rationaley

PP-Module X

r——————
o}
.|
=

Figure 9 — Example of multi-assurance ST

13 Evaluation and evaluation results

13.1 General

This clause presents the expected results from PP, PP-Configuration and ST/TOE evaluations performed
according to either ISO/IEC 18045, and/or additional evaluation methods and activities.
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The goal of evaluation is to provide objective and repeatable results that can be cited as evidence, even
if there is no absolute objective scale for representing the results of a security evaluation.

NOTE1 A trade-off between following the relevant state of the art versus a sufficient level of repeatability
is often necessary. Therefore, properties such as objectivity and repeatability are not seen as absolute by the
standard, but rather as goals that can be approached in different ways. For example, ISO/IEC 15408-4 provides
one such framework for preserving objectivity and repeatability when deriving evaluation activities from
ISO/IEC 18045.

An evaluation result represents the findings of a specific type of investigation of the security properties
of a TOE. Such a result does not automatically guarantee fitness for use in any particular application
environment. The decision to accept a TOE for use in a specific application environment is based on
consideration of many security issues including the evaluation findings.

Figurle 10 describes the various evaluations that are needed to provide confidence\in"thle evaluation
results for a TOE.

—
Evaluate PP Evaluated PP
PP evaluation results PP Catalogup
]

[ E—

Evaluate i ) PP-
PP-Configuration Evaluated )
bp- luati It PP-Configuration Configuratjon
Configuration evaiuation resuits g Catalogup
Evaluated ST Evaluatg
ST evaluation results ST
I_I:
Evaluate TOE Evaluated
TOE evaluation results TOE TOE
Catalogu

N~

Figure 10 — Evaluation flow

The ISO/IEC 15408 series gives criteria for four types of evaluation:

a) a PP evaluation which is based on the APE class given in ISO/IEC 15408-3, described in 13.3;

b) aPP-Configuration evaluation which is based on the ACE class given in ISO/IEC 15408-3, described
in 13.3;

c) aST evaluation which is based on the ASE class given in [SO/IEC 15408-3, described in 13.4;
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d) a TOE evaluation, which is based on an evaluated ST and the criteria for evaluating the security
requirements claimed by the ST, described in 13.5.

PP and PP-Configuration evaluations provide confidence that the PP and/or PP-Configuration meets the
requirements of the ISO/IEC 15408 series. Catalogues of PPs and PP-Configurations can be maintained

by authorities or others which define the criteria for inclusion in the catalogue.
NOTE 2  The criteria for inclusion in a catalogue are out of scope for the ISO/IEC 15408 series.

PP-Modules are only evaluated as part of an evaluation based on a PP-Configuration.

Packages are only evaluated as part of a PP-Configuration, PP, or ST evaluation.

NOTE3 In
evaluated by

A ST evaluat]
STs may be

practice, a ST that claims conformance with some non-evaluated PP-Configurations can s
berforming the PP-Configuration evaluation first.

ion leads to an intermediate result that is used in the frame of a TOE evaluation. Optio
eveloped with conformance claims to packages, PPs and PP-Configurations’

ST/TOE evaluations can lead to catalogues of evaluated TOEs. In many cases these catalogues re

the IT prody
of an IT pro
evaluated; i
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NOTE2 Th
evaluators. I
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cts that the TOEs are derived from rather than the specific TOE Therefore, the exis
duct in a catalogue cannot be construed as meaning that the whole IT product has
stead the actual ST defines the actual extent of the TOE evatuation.

Bibliography for examples of such catalogues.

ation context

Chieve greater comparability between evaluation results, evaluations should be perfo
amework of an evaluation scheme.

e [SO/IEC 15408 series does not state requirements for such evaluation schemes.

greater comparability between \evaluation results is also achieved through the
evaluation methods producing, these evaluation results. Use of a common evaly
 contributes to the repeatability and objectivity of the results but is not by itself suffi
bvaluation criteria require the application of expert judgement and background know
hsistency is more difficGltto achieve. In order to enhance the consistency of the evaly
final evaluation results can be submitted to a certification process.

e ISO/IEC 15408.serles does not provide requirements to assess the competences of develop|
0/IEC 19896-3 provides competency requirements for the ISO/IEC 15408 series evaluator]
s a support.in-the evaluation process. However, it only addresses basic methodology compet
hddress thedvay to assess:

h ptoduct type;

till be

nally,

fer to
tence
been

rmed

b use
ation
cient.
ledge
ation

lers or
s that
ences

by-specific knowledge and skills such as those required to perform ADV, ATE or AVA_VAN evaljiation

sector-specific knowledge that is typically required to perform ASE, APE or ACE evaluation.

Additionally, specific skills required by evaluations made in accordance with ISO/IEC 15408 can require
additional competence assessment methods. For example, to assess sKkills related to formal methods.

For the ISO/IEC 15408 series, the generic methodology for IT security evaluations is given in
ISO/IEC 18045. More specific evaluation methods and activities may be derived from ISO/IEC 18045
by using the framework given in ISO/IEC 15408-4, by refining standard assurance components or by
defining extended assurance components.

It can be necessary for PP authors to augment the generic methodology for IT security evaluations given
in [SO/IEC 18045 with a method that includes technology-specific evaluation activities.

A certification process, which is outside the scope of the ISO/IEC 15408 series, can include an
independent inspection of the results of the evaluation leading to the production of a final certificate or
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approval, which can be made publicly available. The certification process is a means of gaining greater
consistency in the application of IT security criteria.

13.3

Evaluation of PPs and PP-Configurations

Basing a PP or a ST on an evaluated PP/PP-Configuration has two advantages:

— there is much less risk that there are errors, ambiguities, or gaps in the PP/PP-Configuration. If any
problems with that would have been found during the evaluation of that PP/PP-Configuration, are
found during the writing or evaluation of the new ST, significant time can elapse before the PP/PP-
Configuration is corrected;
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valuation of the new PP/PP-Configuration can re-use the previous evaluation results
bss effort being employed in the evaluation of the new PP/PP-Configuration.

evaluation of a PP is required then the APE criteria, given in ISO/IEC 15408-3-shall b

evaluation of a PP-Configuration is required, then the ACE criteria giyén'in ISO/IEC 1
ed.

oal of such evaluations is to demonstrate that the PP, or PP-Caffiguration is comple
stent, and technically sound and suitable for use as a templateson which to build a S

PP-Modules are not evaluated separately; they‘are evaluated in the course of evaly
puration that uses them.

Evaluation of STs

evaluation determines the sufficiency of the TOE, the operational environment and
stency of the descriptions and requitements it contains.

ST evaluation shall be carried out by applying the ASE evaluation criteria,
EC 15408-3. The methodsand activities used to apply the ASE criteria are detern
ation methodology that is associated with the ST, which is specified in ISO/IEC
ation methods/ activities that are derived from ISO/IEC 18045. Derived evaluatic
ation activities arewalidated outside of the ISO/IEC 15408 series and ISO/IEC 18045

of this document/series should be aware that evaluation schemes do not always app
'ticular evaluation methods/evaluation activities. A ST can require evaluation method
ties, and-anevaluation scheme can decide not to carry out evaluations following this

hethod.of stating ST evaluation results is described in 13.7. These results also ident
ackage(s) to which the ST claims conformance.

hethod of stating evaluation results for PPs and PP-Configurations is described in 13.7.
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13.5

Evaluation of TOEs

A TOE evaluation determines that the correctness of the TOE against the criteria defined in the ST. As
said earlier, the TOE evaluation does not assess the correctness of the operational environment.

The TOE evaluation is more complex. The principal inputs to a TOE evaluation are the evaluation
evidence, which includes the TOE and the ST, but will usually also include input from the development
environment, such as design documents or developer test results.

The TOE evaluation consists of applying the SARs (from the ST) to the evaluation evidence. The
method to apply a specific SAR to a TOE is determined by ISO/IEC 18045 and by evaluation methods/
activities that are derived from ISO/IEC 18045. Derived evaluation methods/evaluation activities are
validated outside of the ISO/IEC 15408 series and ISO/IEC 18045 framework. Users of this document/
series should be aware that evaluation schemes do not always approve the use of particular evaluation
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methods/evaluation activities. A ST may require evaluation methods/evaluation activities, and an
evaluation scheme can decide not to carry out evaluations following this ST.

How the results of applying the SARs are documented, and what reports need to be generated and in
what detail, is determined by both the evaluation methodology that is used and the evaluation scheme

under which

the evaluation is carried out.

The TOE evaluation may be carried out after TOE development has finished, or in parallel with TOE
development, provided that the appropriate assurance components are chosen for this evaluation.

The method

of stating ST/TOE evaluation results is described in 13.7.

13.6 Evalu
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pvaluation methods and activities for each of the security assurance classes giv
08-3 are provided in ISO/IEC 18045. The evaluation methods and activities giv|
15 are high level and depending on the technology type, the assurance leyel,or the sec
cribed, the provision of more specific evaluation methods and activities’can be neede

ion methods/ evaluation activities that have been derived from ISO/IEC 18045 m

ation results
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D/IEC 15408-3 provides evaluation criteria forPPs in the APE class.
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stéstep of the evaluation of a ST that claims conformity with the PP-Configuration. Otherwi
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e evaluation of a PP-Configuration can arise in two situations, with no impact on the evalfiation
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conform

née claimis mnaning]ncc, and the ST evaluation would fail in this ncpnr‘t‘

13.7.3 Results of a ST/TOE evaluation

13.7.3.1 General

The results of a ST evaluation shall include a “conformance claim” as defined in 12.2.

A successful TOE evaluation requires a successful ST evaluation. The result of the TOE evaluation
process is either:

— astatement that all SARs have been met, and that therefore there is the specified level of assurance

that the

78

TOE meets the SFRs as stated in the ST;
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— a statement that not all SARs have been met and that therefore there is not the specified level of

NOTE

assurance that the TOE meets the SFRs as stated in the ST.

certification process is outside the scope of the ISO/IEC 15408 series.

In some cases the evaluation results are subsequently used in a certification process, but this

If the TOE evaluation has resulted in a pass statement, the underlying product can be eligible for
inclusion in a catalogue of successfully evaluated products.

13.7.3.2 Use of ST/TOE evaluation results

Once
that the TOE, together with the operational environment, counters the stated threats. (T
results may be used by the asset owner as part of a risk-acceptance decision related, to
assetp to the threats.

Howgver, risk owners should carefully check whether:

a ST and a TOE have heen evaluated asset owners can have the assurance_as defin

d in the ST,

e evaluation
bxposing the

a) the SPD in the ST matches their own security problem;

b) their operational environments conform (or can be made to conform) to the security gbjectives for
the operational environment described in the ST;

c) any guidance documents provided by the developer in\the context of the TOE evfluation are

If any of these conditions do not hold true, the asseciated assurance cannot be relied
evaluation results should be treated accordingly in a‘sisk-acceptance decision.

Additlionally, once an evaluated TOE is in operation, it is probable that previously unknoj
vulngrabilities in the TOE will be identified. In.¥hat case, the developer can correct the TOI
the viilnerabilities) or change the ST in a way that excludes the newly identified vulnerabili
Scope

NOTE
this r¢-evaluation, but detailed procedures for re-evaluation are outside of the scope of this docum

13.8

For a
the cpmbination of different sets of SARs does not undermine the expected security of th
assety, as defined in.the SPDs of the PPs and PP-Modules that compose the PP-Configuratio

For 4
confdrmantto a multi-assurance PP-Configuration which satisfies ACE assurance rq
This
consigtent with the PP-Configuration. For each sub-TSF this means that the multi-assuran

fbllowed during the installation, configuration, and opegration of the TOE.

of the evaluation. In either case, the'old evaluation results can no longer be valid.

If assurance is to be maintained, re-evaluation is needed. The ISO/IEC 15408 series cd

Multi-assurance evaluation

multi-assurancePP-Configuration, the ACE requirements, given in ISO/IEC 15408-3

multi-dssturance ST, the ASE requirements, given in ISO/IEC 15408-3, ensure th

means that the organization of the TSF in sub-TSFs and the sets of SARs that apply|

on and the

vn errors or
i (to address
ties from the

n be used for
ent.

ensure that
e underlying
n.

at the ST is
quirements.
to them are

ce ST claims

a set of SARs that is identical or an augmentation of the set of SARs defined in the PP-Configuration for
the corresponding component (PP or PP-Module).

The general model of the standard, which holds in a multi-assurance evaluation, requires that the
evaluator evaluates the TSF in order to ensure the security of the TOE. In the context of multi-assurance,
the evaluator still considers the impact on the entire TOE, when evaluating each of the sub-TSFs.

In practice, a multi-assurance evaluation can be seen as several evaluations of the same TOE, according
to different PPs. The multi-assurance evaluation adds the consistency checks that are required to
ensure that these evaluations can be performed together. This means in particular that the set of SARs
associated with a sub-TSF does not impact on the other sub-TSFs. Therefore, the evidence required by
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the SARs of one sub-TSF cannot be negatively impacted by the SARs that have been chosen for the other
sub-TSFs.

EXAMPLE Let us imagine that a PP-Configuration selects AVA_VAN.3 for one sub-TSF. ADV_TDS.3 will then
be required by dependency. The evaluation of ADV_TDS.3 for this sub-TSF will, by definition, consider all the
subsystems of the TOE, regardless of the ADV_TDS levels of the other sub-TSFs defined in the TOE.

The multi-assurance evaluation of a TOE which conforms with a multi-assurance ST consists in
evaluating the entire TOE against the global set of SARs and evaluating each of the sub-TSFs against
the corresponding sets of SARs, as defined in the ST. The order of the evaluation activities is left to the
evaluator. The most suitable order depends on factors such as the actual structure of the TSF in terms
of the sub-TSFs and the difference between the global set of SARs and the sets of SARs that apply to the
sub-TSFs.

The limitatig
PP-Configur
impact on t}

n of multi-assurance evaluation to TOEs (and ST s) that conform with one multi*assu

rance

htion and the definition of the multi-assurance consistency rules in ACE allow-to limjfit the

le other assurance classes. Performing a multi-assurance evaluation con$ists in apy

lying

a uniform interpretation of all the assurance classes, as defined in ISO/IEC 18405 in the context of a
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SAR mentior
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which the ST

nce evaluation, whenever a SAR mentions the “TOE” it refers to the entire TOE. Wheng
s the “TSF”, it refers to the sub-TSF to which the SAR applies.

rance ST reflects the TSF organization in sub-TSFs definedNn the PP-Configurati
claims conformance. This TSF organization does not describe'the organization of the

implementat

ion in subsystems and modules, but rather associates a given set of security functiong

tver a

pn to

TOE’s
lities

ed by
bm Or
b sets
both
ems/

different sets of subsystems/modules, but there can also be some degree of overlap: a subsystg
module can implement functionalities belonging to two different'sub-TSFs. This means that the tw
of SARs apply to the common subsystem or module (i.e. the tinion of the sets of SARs applies). In
cases, for eagh sub-TSF, all of the other sub-TSFs belong to.the TOE and the corresponding subsyst
modules shall be evaluated through the prism of the réquirements of the sub-TSF.

(sub-TSF) vqith specific assurance requirements. It can happen ¢hat sub-TSFs are implementg

14 Compgsition of assurance

14.1 General
hated
on of
bf the

IT products:
and some ar
composing t
entire produy

ire almostalways composed from several components, whereby some of them are eval
b not. Independent product components are often evaluated separately, and the quest
he security assuraince of the single components to determine the security assurance
ct arises.

EXAMPLE Softwarejis'‘composed with evaluated hardware to create an IT product.

Composition of assurance is dependent upon:

the typqg of composition;

the security function policies, and OSPs that the component evaluation was based on;

the claimed security assurance, for example the assurance level;

the overall security policies for the entire product.

Concepts of composition models are described in 14.2. Evaluation methods by which security assurance
in such composition models can be provided are given in 14.3. Considerations about the re-use of
evaluation results related to individual product components in the composition approach are addressed
in 14.4. 14.5 addresses the relationship between composite and multi-assurance evaluation approaches.

80 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=c6c125960a2d38caff89eefd087f29c3

ISO/IEC 15408-1:2022(E)

14.2 Composition models

14.2.1 Layered composition model

In this type of composition, one component is built on top of another component, as pictured in
Figure 11.

"Dependent” component “B”

"Base” component “A”
Ir

Figure 11 — Layered composition model

The fpllowing assumptions are made in regard to the layered composition model:
— the base component is independent from the dependent component;

— the base component is not modified by the dependent componeiit;

— the dependent component uses the functionality of the base.cemponent and not vice v¢rsa.
Thos¢ performing such a composition should consider that:

— the dependent component can depend on other fufictionality than the security functignality in the
scope of the evaluation of the base component;

Two ¢xamples are given to clarify the layered composition model described in Figure 11.

EXAMPLE1 The first and main example comes from the smartcard domain, where an evaluatjon technique
has b¢en defined for the layered compositioninodel. In this context, a smartcard is built up with a cpmbination of
two pprts:

— ahardware integrated circuit (IC)'part (as a base component);
— alsoftware part on top of it{as'a dependent component).

The spftware part can depend-on functionality that does not belong to the evaluated security functionality of
the underlying hardwarg~However, in general almost all instructions of the hardware are part of the hardware’s
secur|ty functionality@nd‘are used to implement the security functionality of the software part.

The spftware partiafithe smartcard is potentially layered itself, consisting of an
— ‘Qperating.System’ layer with possibly integrated applicative functionality (as a base compongnt);

— ‘Application’ layer on top of it that contains different applications (as a dependent component).

All these parts can be developed by different actors with specific objectives.

EXAMPLE 2  Applications running on a personal computer follow the same principle, with an operating system
(OS) acting as a base component and the application layer as a dependent component: the application uses
Identification and Authentication provided by the OS, builds its own objects on top of the OS file system, builds
its own application structure on top of the OS address space management and separation, and needs to enforce
specific properties (e.g. fault tolerance, information flow control). If the OS has already been evaluated, then the
security functionality of the application layer can be broken down to the evaluated security functionality of the
base component. Where this is not possible, the dependent component implements the security functionality by
itself. Furthermore, the dependent component can depend on functionality that does not belong to the evaluated
security functionality of the underlying base component.
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14.2.2 Network or bi-directional composition model

In this type of composition, a component uses the specific functionality of another component
communicating via some communication channel, as pictured in Figure 12.

The following assumptions are made in regard to the network or bi-directional composition modgl:

component component
llA" MB"

A
A 4

Figure 12 — Network or bi-directional composition model

— the security interdependencies are clearly described;

— both prd

— both prqducts implement the functionality required to protect the conimtnication channel.

EXAMPLE 1
HB")'

Those perforining such a composition consider that:

— security
EXAMPLE 2
— assumpt
EXAMPLE 3
— security
EXAMPLE 4

If these kin

functionality might not fit together.

Access control can be based on different objects:
ons made on a component might not be valid:

Assumption on the protection of critical data transferred to another component:
functionality can have unwanted'side effects.

A covert channel leaking.ctyptographic keys.

ds of issues are identified, then they should be clearly documented along wit

determinatipn of appropriate mitigating controls.

14.2.3 Embh

In this type
in Figure 13

edded composition model

bf complsition, a component is used as part of a larger component or product, as pic

ducts are separated such that there is no other channel or influence than the defined|one;

An application (component “A”) using the functionality of anZexternal LDAP server (component

h the

tured

Major Minor
component “B” component “A”

Figure 13 — Embedded composition model

The following assumptions are made in regard to the embedded composition model:

— there is usually no separation between the components;

— each part can influence the other via channels and interfaces other than the intended ones.
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Alibrary or subsystem providing specific security functions as part of a larger product.

Those performing such a composition should consider that due to the lack of separation, components
potentially:

— bypass the security functionality of the other components;

— modify the security functionality and security policy of other components and of the whole product;

NOTE

introduce a number of critical side effects.

If separation is specified, ADV_ARC given in ISO/IEC 15408-3 describes the criteria for evaluation.

14.3

14.3.

To ac

Evaluation techniques for providing assurance in composition models

1 General

hieve reliable and repeatable evaluation results for the evaluation of IT preducts (TOE

use of the composition models described in 14.2, a corresponding suitably.defined evalua
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ation technique for composite products is provided whichiis'already widely applied in
hows multiple advantages (see 14.3.3.1).

ther two composition models (i.e. bi-directionalyand embedded) are not explicitly g
ructs defined in the ISO/IEC 15408 series.

2 ACO class for composed TOEs

A\CO class specified in ISO/IEC 154083 addresses a TOE composed of two TOEs usi
osition model as described in 14.2 \both of which have been separately evaluated. Thes
can be described as a base TOEyand a dependent TOE, as shown in Figure 14. In sud
lass is used for evaluating the composed TOE.

aluation of such a composed TOE consists of evaluating the interaction between
eby reuse of the evaluation results from both the base TOE and the dependent TOE ta

ance level.

LCO class.iscapplicable up to ‘Enhanced-basic’ assurance level.
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Composed TOE
(to be evaluated)

dependent TOE
(already evaluated)

base TOE
(already evaluated)

Figure 14 — Composed TOE evaluated using the'ACO class

14.3.3 Conlposite evaluation for composite products

14.3.3.1 General

The composite evaluation technique addresses the layéred composition model for composite products
as described|in 14.2 and is devised to meet the following objectives:

— indepenfently perform the evaluation of ahdse componentto address several dependent compopents
and customers;

— create ohe or several dependent component(s) to use with an evaluated base component;

— install ope dependent component-onto an evaluated base component to reduce the evaluation gffort
keepingla high level of confidence.

The composjte evaluation te¢hnique describes a way to perform transfer of knowledge and reyse of
evidence, in prder to megetithese objectives.

The COMP r¢lated assurance families specified in ISO/IEC 15408-3 for the ADV, ALC, ASE, ATE an¢d AVA
classes provjde evaluation criteria pertinent to composite products using this layered model.

14.3.3.2 OBjectives

This method for composition of assurance applies to layered products that comprise one independently
evaluated base component and one dependent component.

NOTE A dependent component potentially consists of one or more dependent sub-components. For
simplification, they are considered as ‘one dependent component’ in the following.

The composite product is made of the integration of the already evaluated base component (including
its base TOE) and the dependent component. Hereby, the base TOE is part of the composite TOE. In the
composite evaluation approach, the evaluation results already obtained for the base TOE are reused,
and the evaluation of the dependent component is performed within the evaluation of the composite
product, whereby in particular focus is laid on the evaluation of the relationship between the base TOE
and the dependent component. Therefore, an assurance level is claimed for and applies to the composite
product as a whole and not to the dependent component only.

84 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=c6c125960a2d38caff89eefd087f29c3

ISO/IEC 15408-1:2022(E)

The composite product, with its base component (including the base TOE) and dependent component,
is intended to be efficiently evaluated. The specific composite evaluation technique is set up with the
objective to optimize the evaluation of such a composite product.

Unlike ACO-based evaluation, this allows a direct comparison with similar products that are evaluated
at once without using composition techniques. Moreover, there is no limitation in the assurance level,
i.e. the composite product can claim any pre-defined EAL or well-defined assurance package, including
resistance up to ‘High attack potential’ as defined in ISO/IEC 15408-3 AVA_VAN.5, whereas ACO
is limited by CAP requirements up to ‘Enhanced-basic’ attack potential. The aim is not to define an
additional assurance class, but to define additional assurance requirements for a composite evaluation.

EXAM
signa

PLE Examples of smartcard devices requiring high-level assurance include paymen
ure applications.

t and digital

14.3.8.3 Design of composite product and composite TOE

The d
comp
comp

=+
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t
t

N
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Q o ot

o o =

omposite product is composed of one base component (including its base~FOE) and or
onent whereby in view of evaluation aspects the following rules and>constraints 3
osite product and its composite TOE part:

he base component builds the underlying independent layer of the.composite product
he base TOE. The base component with its base TOE shall already have been evaluate

he dependent component builds a supplementary layer of thle composite product that
n the base component and that shall be evaluated in the)framework of the composite

he composite TOE is part of the composite produgtand covers the entire dependent con
he base TOE, more detailed a superset of the.base TOE functionalities is required fo

and secure execution of the composite produet;

OTE1 A composite TOE can contain parts-that are independent from the base compone
or simplification, such parts are consideréd as belonging to the dependent component.

he dependent component cannotirely on base component functionalities that are
omponent, but lie outside the<base TOE (that is, functionalities in the non-TOE par
omponent);

he non-TOE part of the'composite product can use base component functionalities,

ase TOE functionalities. As usual, the composite evaluation needs to determine that

art of the composite product is non-interfering with the dependent component - nei
or through the(usage of the base component functionalities;

on-TOE parts of the composite product, in particular non-TOE parts of the ev:
omponent)(that is, parts in the base component lying outside the base TOE), are consi
he opérational environment of the composite TOE.

NOTE
some evaluation activities are not applicable due to the EAL chosen, they are also not expected to be applied.

NOTE 3

e dependent
pply for the

and contains
;

s dependent
cvaluation;

hponent, and
r the correct

t / base TOE.

in the base
t of the base

n particular
his non-TOE
ther directly

luated base
lered part of

2. Composite evaluation is applicable independently of the EAL for the composite product

himed. Where

or higher compared to the composite evaluation level.

NOTE 4

This document only addresses cases where the level of assurance of the base component is equivalent

In the case where both base component and dependent component have already been evaluated using

the ISO/IEC 15408 series, the composite evaluation work potentially relies on the results already obtained both
from the previous base component evaluation and the previous dependent component evaluation. Nevertheless,
the composite evaluation objective as defined in this document has still to be achieved.

Figure 15 illustrates the general design and layering of a composite product and composite TOE in the
framework of the composite evaluation approach.
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Figure 15 — Composite evaluation

position steps can follow each other. In other ternds, the base component can itsel
roduct consisting of an own already evaluated basé component and a dependent compa

les

ponent and the composite product, more precisely the base TOE and the composite
ergoing an evaluation. Therefore, both of them have a sponsor, a developer, an eval
ation authority.

posite evaluation model addressing the evaluation of the composite product, a prec
iluation of the base component with its base TOE is expected. The composite evalu
e evaluation of the comppsite product by re-using the evaluation results of the al
se component. Hence,the evaluation of the composite product focuses on the evaluat
ht component including its relationship to the base component and hereby takes thd
related evaluationresults into account.

there is no<composite product developer since the composite product results fro
bf the dependent component and the base component. Instead, the relevant deve
here are:

ndent component developer responsible for implementing the dependent component

b

be a
nent.

TOE,
1ator,

eding
ation
ready
on of
base

the
per-

(and

further

hoh-TOE narts of the comnosite nroduct if apnlicable):
r r r 4 rr J7

the base component developer responsible for implementing the base component;

dependent component.

the composite product integrator responsible for the integration of the base component and the

In order to address this role model, the composite evaluation approach and technique defines additional
evaluation activities for the above-mentioned dependent component developer, the base component
developer, and the composite product integrator.

NOTE 1

As already mentioned, the dependent component can have undergone a separate evaluation, but the

evaluator and evaluation authority of this previous evaluation are not considered here. If the base component
and the dependent component were evaluated separately, each of them would have a sponsor, a developer, an
evaluator, and an evaluation authority.
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NOTE 2  Asin the general cases, some actors involved can be the same. The composite evaluation context also
leads to specific cases of actors having several roles. Each evaluation will associate particular organizations or
persons to these generic roles.

EXAMPLE 1

the base component developer can also be the base component sponsor;

the base component evaluation authority can also be the composite product evaluation authority.

NOTE 3  The composite product integrator is a different role than the developer. While this integrator can, in
some cases, also be one of the developers defined previously, this is not always the case.

The f]
EXAM

bllowing example illustrates the role of the composite product integrator:

PLE 2

native smartcards: The underlying base componentis anintegrated circuitand the base compor]
i$ the integrated circuit (chip) manufacturer; the dependent component is a card‘@perating s

entdeveloper
ystem and its
rating system

:ﬁplication(s) and the dependent component developer is the developer of the|smartcard ope

d the application(s). In this case, the role of the composite product integrator is played by:

| l;|ip, then by;
ions into NV-

hva Card technology-enabled devices: The underlying base‘eomponent is the Java Card Syst¢m (Java Card
untime Environment, Virtual Machine and APIs) on ¢hip and the base component developpr is the card
hanufacturer/issuer; the dependent component is aJava Card applet, which can be developedl by an applet
eveloper playing the role of the dependent component developer. In this case, the compjosite product
integrator role can be played by the domain/application service provider or by a trust centre loading the
plet and often personalizing the card electroftically.

the chip manufacturer embedding the core of the operating systeryinto the ROM of the c

the card manufacturer usually loading some parts of the operating system and the applic
Memories (EEPROM and/or Flash) of the chip.

l>w el

14.3.8.5 Action elements and required;information

To allow the evaluation of a composite product, the composite evaluation technique identifjes two main

sets @f issues, leading to the following rules:

t of the base
g properties

— the composite product canjbe insecure due to gaps in the definition, integration or tes
mponent and dependent component security mechanisms. In particular, the followir
re to be enforced;

- the assets to’be protected are the final composite product assets defined in|a dedicated

compositeproduct ST;

vided by the

the seeurity mechanisms involved in the protection of these assets are those pro
base component and by the dependent component;

3 3 e component may
requlre conflguratlon programmmg, or actlvatlon as allowed for the base TOE by the dependent
component;

evaluation is performed and validated on the final composite product.

To this effect, the composite evaluation technique defines specific action elements to be performed
by the actors involved in the evaluation of the base component, as well as in the development of the
dependent component and in the evaluation of the composite product.

— theaforementioned action elements are potentially impossible to perform due to alack ofinformation
sharing between actors. To avoid this, the composite evaluation technique explicitly defines which
information is required for each action element.
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Table 2 and Table 3 define which SARs shall be selected in the composite product ST, and the information

thatisrequired to be available for the dependent component developer, the composite product evaluator
and the composite product evaluation authority to allow and support a composite evaluation.

Table 2 — Information to be provided to the dependent component developer

SAR defining the ac-
tion elements

Information required

Originator of the
information

Consistency of compos-
ite product Security
Target (ASE_COMP)

ST of the base component.

Information to build the composite product ST and to ensure veloper

consistency of the security definition between the hase com-

ponent and dependent component.

Information related to the base component’s security mech-
anisms and security services that the dependent component
has to manage or use.

Base component de-

Composite d¢
pliance (ADV|

Base component
veloper

Information (usually in the form of a guidance or user’s man-
ual) related to the base component’s security mechanisms
and security services that the dependent component has to
manage or use.

sign com-
COMP)

de-

Potentially,
evaluation f(g
base compo
evaluator ne
the depende
meets the sé
the composi
user guidan
evaluated pj
and the so-c

All in all, fon
information
following is

he composite product evaluator does not need all the detailed 5esults of the base comp

nent. However, for reusing the base component evaluation results the composite pr
eds complementary information on the assurance measures where the base componer
ht component interfere. In particular, for the exafjhation that the dependent comp

hlled ETR for composite evaluation (ETR_COMP) described in 14.3.3.6.

heeded as outlined in Table 3

r performing a composite evaluation of a composite productthat integrates such eval

curity requirements imposed by the base compenent and for the vulnerability analy

oduct that confirms the acceptance of:th€ evaluation results provided by the evaly

bnent
hated
bduct

tand

bnent

sis of

fe product, the composite product evaluator miakes use of the evaluated base component’s
Ce, the related report of the base component evaluation authority (i.e. the report f

or an
ator)

making use of the composite evaluation technique, in addition to the standard amoyint of

required by the assurance package chosen for the composite evaluation (e.g. an EAL

), the

Table 3 |— Information to be provided to the composite product evaluator and composite
product evaluation authority
SAR.deflnng the ac- C) Information required Originator qf the informa-
tion elements _@ tion
Consistency ¢f ST of the base component. Base component develgper
composite product Information related to the composite product ST for
Security Target ensuring consistency of the security definition between
(ASE_COMP) the base component and dependent component.
Information related to the base component’s security
mechanisms and security services that the dependent
component has to manage or use.
ST of the composite product (including information on |Dependent component
the compatibility of the ST of the composite product developer
with the ST of the base component).
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Table 3 (continued)

SAR defining the ac-
tion elements

Information required

Originator of the informa-
tion

Integration of com-
position parts and
consistency check of
delivery procedures
(ALC_COMP)

Composite configuration evidence.

Organizational evidence of version correctness, on the
basis of configuration lists containing unambiguous
version information of the evaluated base component
and the dependent component having been integrated
into the final composite product. Evidence elements
that security measures prescribed by the base compo-

Composite product integra-

tor

£ 1 d i+l A | | 'S 4+l 1
IICIIU ubv\.lUlJ\.l dallfu uIIe \ALIJ\.llubllL LUII]PUII\.IAL \A\.VL,JUIJL;I
are actually being applied by the composite product
integrator.

Delivery and acceptance procedures evidence.

Information on the compliance of the delivery pro-
cedures of the base component developer and the
dependent component developer with the acceptance
procedure of the composite product integrator.

Organizational evidence that components (dependent
component and base component) transmittedfrom an
actor to another are securely received, accepted and
parameterized.

Composité prog
tor

Base componen

Dependent com
developer

uct integra-

t developer

[ponent

Comyj
plian

osite design com-
re (ADV_COMP)

Base component-related integrationrequirements and
recommendations, typically including the user guid-
ance.

Base componen

t developer

ETR for composite evaluation.

Base component-related integration requirements and
recommendations.

Base componen

t evaluator

Design compliance evidence.

Evidence that thei.composite product meets the base
component-related integration requirements and
recommendations. It enfolds evidence elements on how
the requiréements on the dependent component design,
imposed by the base component’s user guidance and
report of the base component evaluation authority are
fulfilled in the composite product. If such a requirement
was not followed, a rationale that the chosen composite
product implementation is still secure shall be given
here.

Composite prod
tor

Dependent com
developer

uct integra-

ponent

Report for the base component evaluation generated by
the base component evaluation authority.

(Additional) Base component-related integration re-

qnirnmnnfc nnd rnr‘nmmnhﬂafinnc

Base componen
authority

t evaluation

Composite functional
testing

(ATE_COMP)

Composite product samples suitable for testing.

Composite product integra-

tor
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Table 3 (continued)

SAR defining the ac-
tion elements

Information required .
tion

Originator of the informa-

COMP)

Composite vulnerabil-
ity assessment (AVA_

ETR for composite evaluation.

Evidence allowing the composite product evaluator and
the respective evaluation authority to understand the
attack paths and the tests that have been considered
and performed for the base component and the effec-
tiveness of the countermeasures implemented by the
base component, and explanations related to residual

Base component evaluator

1 Lailiss £l o L o | P2 NS
VUITICT AUITIVIC O Ul LIIU Udou \.UllllJUll\.llL TITITINCU LU llll_\.sl d
tion recommendations included in the base component
user guidance.

Report for the base component evaluation generated by
the base component evaluation authority.

Base component evalug
authority

(Additional) Base component-related integration
requirements and recommendations, obligations, infor-
mation on vulnerabilities.

tion

The base component-related user guidance. Base component develo

per

NOTE Th
can also bere

In the case ¢
actors. Here
productinte
(evaluation s

In the case
a reduced 4
evaluation r
the composi

EXAMPLE

The smartcal
platform. In 4
a composite ¢
evaluation an|

The hardwar
the compositg
security func

Therefore, th|
conditions for

e report for the base component evaluation generated by the base-component evaluation aut
levant for the SARs ASE_COMP, ALC_COMP and ATE_COMP even if not directly addressed in T3

f composition, the term ‘developer’ needs further €larification in order to distinguig

the base component developer, the dependent-component developer and the comyj
brator can be different entities. Similarly, for the terms ‘evaluator’ and ‘evaluation aut}
cheme)’ further distinguishing of the differententities involved needs to be made.

where both base component and dependent component have already been evaly
mount of evaluation activities is possibly sufficient to be performed considerin

e evaluation tasks as defined in this document are still required.
Smartcard.

d architecture is composed of a hardware platform and a software application on top
his case, the platform.is the base component, and the application is the dependent compong
valuation, the platform'is already evaluated, the application is evaluated as part of the com
d the results of the\platform evaluation are re-used.

e platform prevides functionality supporting the protection of the composite product’s asse
ionality,

e hardware platform evaluation results usually provide specific security recommendation

hority
hble 3.

h the
osite
ority

ated,
o the

bsults already obtained from the prévious dependent component evaluation. Nevertheless,

bf the
nt. In
bosite

s, but

product behaviour depends on the software application having to use, configure, and activate the

s and
at the

the’software application implementation. The composite evaluation includes examination th

combination of both components does not lead to any exploitable vulnerability.

A composite evaluation method and associated evaluation activities are provided that include precise work
units with clear statements on the information required from the platform developer and provide an agreed
‘framework’ for information transfer from the platform evaluator to the composite product evaluator.

The information required is already available from the platform evaluation tasks and no additional work is
required from the platform developer.

There are no further requirements for the development class ADV.

The user guidance (AGD) of the platform is considered early in the development of the composite product and
provides all of the interfaces on which information is needed.

The development and the evaluation of the composite product rely on the proper implementation of the evaluated
interfaces of the platform.
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The proper use of all relevant interfaces between the platform and the application is in the scope of the composite

evaluation.

Test (ATE) and vulnerability assessment (AVA) are performed on the composite product taking advantage of the

available platform evaluation results.
14.3.3.6 ETR for composite evaluation (ETR_COMP)

14.3.3.6.1 Objective of the document

The ETR for composite evaluation (ETR_COMP) document is compiled from the Evaluation Technical

tETR)retated-toabasecompomentand-itsevatuatiomrimorder toprovide suffictent
romposite evaluation with such an already evaluated base component.

Repo
for a

NOTE
thatc
that i
full ET

1 A standard ETR usually contains proprietary information on the base component and
hnnot be made public. Such full ETR is therefore possibly not suitable for external delivery. Th
b presented in the ETR_COMP document contains a meaningful subset of the information pi
[R of the base component for support of a composite evaluation.

The goal of the ETR_COMP document is to enable the composite product evaluator and t}
prodiict evaluation authority to understand the attack paths and the tests that have bee
and performed for the base component and the effectiveness of the countermeasures imp
the base component.

NOTH2  The content of the ETR_COMP document strikes the right balance between protecting th
infortphation of the base component developer and/or the base component evaluator on the d
provifling sufficient information for the composite produtt evaluator and the composite produy
authofity on the other hand.

14.3.3.6.2 Procedure

The ETR_COMP is produced by the bases¢omponent evaluator on the basis of the basd
evaluation results and is derived from the’full ETR related to the base component evaluati

The FTR_COMP is part of the base component evaluation. The ETR_COMP is provided and
requgst of the sponsor of the base'component evaluation. The report of the base compone
authgrity for the base component in particular declares the acceptance of the ETR_COMP
involyed in the base componént evaluation (i.e. the base component evaluator, the basg
evaluation authority, the.base component developer and the sponsor of the base component
Such [validation statement for the ETR_COMP especially covers the consistency of the ETR
the ofiginal ETR. The.ETR_COMP is referenced in the report of the base component evaluati
for the base compornent for further re-use.

-use ofithe ETR_COMP in a composite evaluation, the previous acceptance of the ETR |
base fompaonent evaluation authority in the framework of the base component evaluation
The ETR_.COMP is supplied to the composite product evaluator and the composite produ

b

information

its evaluation
e information
ovided in the

le composite
 considered
lemented by

e proprietary
ne hand and
ct evaluation

P component
p1.

validated on
t evaluation
y all parties
e component
evaluation).
_COMP with
on authority

COMP by the
is required.
't evaluation

NV . . N .
author ity tor-use trtirecompostteevaniation:

For the ETR_COMP, as being part of the base component evaluation, it is ensured by the base component
evaluator and the base component evaluation authority that sufficient information is provided in the
ETR_COMP considering the composite evaluation approach and the intended secure use of the base
component in composite products.

In the case that security issues for the base component are found after acceptance of the ETR_COMP
that are not sufficiently addressed in the ETR_COMP, then the base component evaluation authority
decides about the actions to take. This may include an appropriate update of the ETR_COMP and a
subsequent validation of this updated ETR_COMP.

Furthermore, as part of the base component evaluation the base component evaluator ensures that
the recommendations for the base component in the related ETR_COMP are consistent and complete
regarding the requirements provided in the base component's user guidance. If any inconsistencies
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(including missing requirements) are found which are not solved before issuance of the evaluation
authority’s report for the base component, then the base component evaluation authority can add
supplementary information for the dependent component developer in the evaluation authority’s report

for the base

component.

In a composite evaluation, if the current base component itself relies on a previous composite evaluation,
and if there is a direct interface between the dependent component of the current evaluation and the
previous base component, then the ETR_COMP of the previous composite evaluation is also supplied to
the current composite product evaluator and composite product evaluation authority:.

14.3.3.6.3 Exchange of the ETR for composite evaluation

The ETR_COlMP document is created and maintained by the base component evaluator. Howevep,

composite ey
developer.

The dependg
COMP to the
its confident
component d
of the ETR_(

The base co
a secure me
of the comp

raluation the base component developer is the point of contact for the dependent comp

nt component developer contacts the base component developer for delivery of the
point of contact at the composite product evaluator. The base component developer c
iality management rules to determine whether delivery is possible:\lf necessary, the
eveloper contacts the base component evaluation authority about the intent of the de
OMP.

mponent developer contacts the base component evaluater to request the delivery (
fhod and distributing only marked versions) of the ETR_COMP to the given contact
site product evaluator. If the delivery is granted, either the base component evaluaf

the base component developer sends the ETR_COMP to the composite product evaluator dependi
the agreemgnts between these two parties. The ETR_COMP«elivery process depends on the (us
contractual)| agreement between the base component developer and the base component eval

which may
also to the
provisioning

If necessary,
or more det
case of clari
parties. If an
is also involy

It is import
information

14.3.3.6.4 (
The informa

informa

ead to deviations from the described procedure. The ETR_COMP document is deli
fomposite product evaluation authorityCusing the similar exchange procedure as f
to the composite product evaluator.

the base component evaluator and the composite product evaluator exchange addif

hiled information. This is alwdys under the control of the base component develop
fication the base componentlevaluator and the composite product evaluator are the
additional assurance statément is required, then the base component evaluation auth
ed in the exchange.

ant that multi-party exchange of information considers all the identified contro
exchange and protection.

ontent ofthe ETR for composite evaluation

kionrequired to be provided in the ETR_COMP document includes:

for a
bnent

ETR_
hecks
base
ivery

using
point
or or
ng on
ually
hator,
rered
pr its

ional
er. In
main
ority

s for

a)

ion‘about the evaluated base component;

This section of the ETR_COMP shall provide formal information on the base component evaluation

includin

92

g:

version information of the ETR_COMP;

base component unambiguous identification;

base component developer and sponsor identities;

identities of the base component evaluator and the base component evaluation authority;
assurance level of the base component evaluation;

formal evaluation results such as pass/fail;
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— reference to the ETR related to the base component and its evaluation.
information about the base component design:

This section of the ETR_COMP shall provide a high-level description of the base component and its
major components based on the deliverables required by the assurance class ADV.

The intent of this section is to characterize the degree of architectural separation of the major
components of the base component, to show possible technical dependencies between the base
component and a dependent component using this base component, and to outline the security

mechanisms of the base component covered by the base component evaluation.

information about the evaluated configuration of the base component:

his section of the ETR_COMP shall provide information about the evaluated con
he base component established on the developer’s configuration list or relevant par
r on a case by case basis. The base component shall unambiguously be-identifia
lentification shall be linked to the evaluated configuration as stated, in the report
omponent evaluation authority for the base component.

Q = O o

F applicable, generation and installation parameter settings which are security rele

for example key length, counter limits). This shall include aethods for the depende
eveloper and the dependent component evaluator to verify-the values of these setting
nsure that the expected evaluated configuration is used:

[l e Weanll oxllan)

|

his evidence can include installation, generation<@nd start-up procedures of the bas
s outlined in the related user guidance to ensurethat the base component is configure
manner.

jo5)

ihformation on delivery procedures, the.development and production sites involv
xchange:

D

Hor supporting composite evaluation, both evaluation evidence for delivery procedure
omponent and for acceptance procedures of the dependent component, and relate
htegrated during development and production are necessary.

—

o

he ETR_COMP shall pravide an overview of the sites involved in the development an
df the base component,including the role of each site and the date of the latest audit.

—

hformation about.the penetration testing of the base component including the consi
aths and summary of test results; information about the penetration testing of th
inctions insthe base component:

-

This section of the ETR_COMP shall provide information about the independent Y
nalysis performed for the base component by the base component evaluator with th

iguration of
[s as needed
ble, and this
of the base

vant for the

ase component shall be explained and their effect on the defence‘against attacks shallli be outlined

component
s, in order to

b component
d in a secure

ed and data

s of the base
1 data to be

1 production

dered attack
b supporting

yulnerability
> considered

tack scenarios, the performed penetration testing and the reference to the correspo

nding rating

(quotation)of the attack potemntiat:

The information about the penetration testing shall include:

— asummary showing all of the attack methods that have been addressed during the vulnerability

analysis,

— the details necessary for understanding the attack scenarios/paths that were considered,

— the assessments of the penetration tests performed and their results.

The attack scenario descriptions shall provide sufficient details to support the composite product
evaluator in reproducing attacks, which require additional countermeasures in the composite

product.
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If a potential vulnerability of the base component has to be resolved by adhering to the base
component guidance this shall be clearly outlined in the summary including a reference to a specific
section in the guidance or if possible, a guidance element.

f) Observations and recommendations:

The evaluated base component user guidance shall contain all information required to use the base
component in a secure way as defined in the base component ST, in particular including information
on how to avoid residual vulnerabilities and unexpected behaviour. The base component evaluator
shall ensure that the ETR_COMP only contains recommendations on the secure use of the base
component that are also addressed as requirements in the base component user guidance. The base
Compon ontevaluatorshallensurethatthe bhase r‘nmpnnpnf user gnir‘ anceandthe recommenda tions
in the ETR_COMP are consistent and that the user guidance requirements are sufficiently‘splecific
to enablp the dependent component developer to perform design compliance analysis.

However, in some cases additional detailed information beyond the base component'guidande can
be necessary for allowing the composite product evaluator to perform the composite evalyation
such as:

— obsg¢rvations on the base component evaluation results (e.g. specific base comppnent
configuration for the base component evaluation);

— recqmmendations/stipulations for the composite product evaludtor: specific informatipn on
the pise of the base component evaluation results (e.g. about, specific testing necessary during a
composite evaluation).

Any such observation or recommendation/stipulation cemes from the base component evaluator
and/or the base component evaluation authority.

The ETR_COMP document is not intended to reproduce information (e.g. text copies) from jother
available bage component evidence such as the ST and guidance. However, the composite evaluatjion is
supported by references to the relevant sections ofistich base component evidence.

14.3.3.7 Reports and their validity

The results of a composite evaluation are;provided to the composite product evaluation authority |n the
form of an HTR for the composite product. This composite product ETR shall contain, amongst jother
information)the final overall verdict for the composite evaluation based on the partial verdicts foif each
assurance component being insscope of the current composite evaluation. The usage of the composite
evaluation approach shall be-addressed in the composite product ETR and if applicable, in the composite
product’s report of the compesite product evaluation authority.

As the comjposite product and its composite evaluation cover the base component and its r¢lated
evaluation, the compesite evaluation is linked to the validity and topicality of the report of the base
component ¢val@ation authority for the base component. The composite product evaluator and the
composite pj oduct evaluatlon authorlty need a Vahd and up -to- date report of the base comp bnent
evaluation author i ' ' ponent
evaluation authority on the status of the evaluatlon authorlty S report in question.

NOTE1 The composite product evaluation authority generally asks for a re-assessment of the base component
if the base component's ETR_COMP is not valid or not up-to-date, and therefore not suitable for re-use in the
composite evaluation, in particular because of its (obsolete or insufficient) vulnerability analysis and penetration
testing. This re-assessment consists of a re-evaluation of the base component focusing on a renewal of the
vulnerability analysis and penetration testing (surveillance process) or as an alternative, of a confirmation
statement of the base component evaluation authority.

NOTE 2  If the base component's ETR_COMP was issued before the submission of the related composite
evaluation tasks and in the meantime a major change in performing state-of-the-art relevant attacks on the
base component arose (e.g. a major change in the attack methods or attack ratings) then the composite product
evaluation authority potentially requires a re-assessment or re-evaluation of the base component focusing in
particular on the new attack issues.
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NOTE 3  Rules determining the validity and topicality of reports (here in particular the base component-
related report of the base component evaluation authority and the ETR_COMP) are defined by the respective
evaluation scheme and can be linked to a specifically defined validity period.

NOTE4 If the composite product evaluator detects any failures resulting from the testing of the base
component (e.g. vulnerabilities due to improved attack methods or techniques), these results are communicated
to the composite product evaluation authority. The composite product evaluation authority then takes
appropriate steps together with the base component evaluation authority, e.g. to invoke a re-assessment or re-
evaluation of the base component.

In the case that the entire composite product is set up as a chain of composite products constructed on
top of each other (e g. the base component 1tself is already a comp051te product) the Valldlty and up-to-
date #3T [ g VA jite products
is nedessary. In addltlon all dependenc1es from alower level ETR COMP toa hlgher level ET R_COMP are
in comsideration when re-using the results in the composite evaluation of the entire cempofsite product.

NOTHS5  The evaluation authority report for a product declares the acceptance of the product’s evaluation and
its regults by the respective evaluation authority (i.e. acceptance of the related ETR(by-the evaluation authority
is given). In particular, such report declares that the evaluation of the product was carried ouf according to
ISO/IEC 15408.

The validity, topicality and relevance of the base component’s report.of the base componeit evaluation
authqrity and of the ETR_COMP for the current composite product and its composite eyaluation are
acknowledged by the report of the composite product evaluation-authority for the compofite product.
This ncludes the determination and acceptance of equivalence of single assurance components (and,
hencg, of assurance levels) belonging to different ISO/IEC'?5408 and ISO/IEC 18405 versions, if the
base [component evaluation was performed in confornrahce to another version of ISO/IEC 15408 and
ISO/IEC 18045 than the current composite evaluation,

The qomposite product evaluation authority issues-a report for the composite product, if:
— the final overall verdict for the composite':evaluation in the composite product ETR is |PASS”, and

— the validity, topicality and relevaiice of the base component’s report of the basq component
evaluation authority and the ETR "€OMP are acknowledged for the present composite|product and
its composite evaluation by the*composite product evaluation authority.

14.4|Requirements for evaluations using composition techniques

14.4./1 Re-use of evaluation results

Whei composing cemponents into an IT product, it is possible that single components off the product
have plready been‘evaluated and that therefore already existing evaluation results for suchjcomponents
can be re-used.However, additional evaluation activities are usually required and performe¢d to confirm
the sg¢curity.assurance of the entire IT product.

The ie*uSe of evaluation results and evidence related to such components of the IT prpduct (TOE)
require their availability for the evaluation of the entire IT product (TOE).

14.3.2 and 14.3.3 address evaluation techniques for the layered composition model. 14.3.2 describes
the usage of the ACO class defined in ISO/IEC 15408-3 for composed TOEs, and in 14.3.3 an evaluation
technique for composite products is provided.

The re-use of evaluation results and evidence of components of the IT product (TOE) is dependent upon:
— the composition model used for the IT product (TOE);

— the security assurance to be claimed for the entire IT product (TOE), in particular in relationship to
its components and their security assurance;

— the security properties claimed for the IT product (TOE) and its components.
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EXAMPLE Separation, Information Flow Control and Fault tolerance are examples of security properties.

14.4.2 Composition evaluation issues

14.4.2.1 Composition rationale

When composing an IT product (TOE) from components using a composition model as described in 14.2
and using composition techniques for its evaluation, a composition rationale shall be provided for the
evaluation of the IT product (e.g. in the ST of the composite/composed product). This includes analysis
of at least:

the com

position model used for the I'T product (TOL);

thesecu nents

and thei

ity assurance tobe claimed for the entire TOE, in particular in relationship to its,compo
I security assurance;

the interfaces and dependencies of the components and their functionality;
the composability of the security function policies and OSPs of the components;
the preservation of security properties of the components;

for the gmbedded composition model, aspects of correctness.

14.4.2.2 nerability analysis

VlI
The IT prod

composition|
AVA class giy

ct composed from components using a composibion model as described in 14.2 and
techniques for its evaluation shall undergo a vulnerability analysis, in accordance wif
ren in ISO/IEC 15408-3 taking the proposedEAL for the IT product into account. Alth

using
h the
ough

it is possible
analysis acti

to re-use the vulnerability analysis results from the components additional vulnerapbility
[vities for the entire IT product (TOE) shall be designed and performed.

The vulnera
components

bility analysis shall be designed in\¢dnsideration of the analysis of the IT product with its

14.4.2.3 Tefting

The IT prodjict composed from eomponents using a composition model as described in 14.2 and
composition|techniques for its-€valuation shall undergo additional testing, using the ATE class giy
ISO/IEC 154[8-3. Althoughitiis possible to re-use the testing evaluation results from the compo
additional tgsts for the entire IT product (TOE) shall be designed and performed.

using
ren in
nents

The testing ghall be designed in consideration of the analysis of the IT product and its components.

14.4.2.4 Us1e of the ACO class for composed TOEs

ISO/IEC 15408-3 describes the ACO class which provides security assurance components that are
intended to be used in support of the evaluation of composed TOEs.

ISO/IEC 15408-5 provides a family of pre-defined assurance packages for composed TOEs [composed
assurance packages (CAP)] which balance the level of assurance obtained with the cost and feasibility
of acquiring such assurance for composed TOEs.

The CAPs are designed to provide assurance that the composition was performed correctly, to a
specified rigour, and in consideration of the proposed EAL for the composed IT product.

14.4.2.5 Use of the composite evaluation technique for composite products

ISO/IEC 15408-3 describes the COMP families in different assurance classes, which provide security
assurance components that are intended to be used in support of the evaluation of composite products.
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These COMP families are set up as assurance families that appropriately supplement other already
existing assurance families defined in ISO/IEC 15408-3 in order to address the composite-specific

evalu

ation aspects and issues.

The COMP families are designed to provide assurance that the composition was performed correctly, to
a specified rigour, and in consideration of the proposed EAL for the composite product.

Use of the composite evaluation technique for the evaluation of a composite product requires an already
evaluated base component accompanied by a corresponding ETR_COMP and a valid report of the base

comp

onent evaluation authority.

14.5
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otions of composition and multi-assurance are aimed at solving different problems.
osed and composite evaluations refer to evaluation processes which are particularly
Factor TOEs and allows the reuse of previous evaluation results, while multi:assura
perty of some TOEs in the context of a particular security problem and operational en

ation by composition addresses TOEs with a supply and/or integration chain tha
es multiple parties, where each party takes care of the evaluation of the security |
Hevelop. The ISO/IEC 15408 series standardizes two approachesdor the reuse of evalu
evaluation process:

omposed evaluation allows to obtain a composed assurance level for a TOE from t}
ssurance levels of its interacting sub-TOEs;

omposite evaluation allows to obtain an EAL forva layered TOE, in an incrementa
he base layer is evaluated first, then the integrated dependent and base layers are
eusing the evaluation results of the base layer

Fassurance evaluation focuses on TOEsiwhere different assurance needs apply to di

security functionality (the sub-TSFs)while ensuring a global assurance level for the
e the introduction of multi-assurance, such needs would have forced a sponsor to und
ations of the same TOE for different STs. Using this concept, the ISO/IEC 15408 series ¢
ptimizes this process.

the point of view of thé TOE/TSF, multi-assurance evaluation applies to any archite
ation by composition® applies to specific architectures: composed evaluation appl
consists of severaltinteracting sub-TOEs, while composite evaluation applies to a 1
1dent layer relies‘on a base layer.

ctice, multisassurance and evaluation by composition can be used together in an eva
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Annex A
(normative)

Specification of packages

A.1 Goal and structure of this annex

The goal of this annex is to give further information about the specification of packages.

NOTE ISQ/IEC 15408-3 does not define evaluation criteria for packages since packages are nat sepafrately

evaluated. Evpluation of packages is implicit once a package is incorporated into a PP, PP-Module,or ST.

A.2 Package families

A.2.1 Genpral

Figure A.1 shows the structure of a package family. Each part is discussed below.

A.2.2 Package family name

Packages with related objectives are presented as a family of packages. In this case, the package f
name is mandatory and the package family sponsor endeavours to allocate a unique name.

A.2.3 Package family overview

Packages pré¢sented as a family of packages contajn a section giving an overview of the family, descy
the family atla high-level.

A.2.4 Package family objectives
The objectives section of the package family presents the intent of the family.

A.2.5 Packages

One or mor¢ packages, asidescribed below are included in the package family. Packages of SAR
packages of pFRs are not-mixed in the same package family.

hmily

ibing

s and

A3 Packrges

A.3.1 Mandatory contents of a package

A.3.1.1 Package identification

The package identification includes:

a) the name of the package. The name provides a unique descriptive information about the intent of

the package;
b) package version information;
c) lastupdated date;

d) sponsor;
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e) reference to the edition of the ISO/IEC 15408 series that is used.

The package may also be given a short name.

Package family (assurance) Package family (functional)
Package family name Package family name
Package family overview Package family overview
Package family objectives Package family objectives

Assurance Package Functional Package . V]
| Package identification | | Package identification r
| Package type | | Package type |

1 W
| Package overview | | Package®©verview |
T
Fr————— .
1 Securify Problem Definition [}
L— A —
r- N\ . . - A
1 Security objectives [}
Ly — - — — — -
Application notes Application notes
Security Assurance Components N Security Functional Components
Evaluation method / Evaluation method /
evaluation activities evaluation activities
identification identification
Assurance Component Functional Component
identification identification
| \ T

r—— - === A ‘\ r—- - ==

I Extended Component Definitions | ‘ I Extended Component Definitions |

L e P R L J

=@
\E
| Component rationale h Component rationale
I =
I N~ '.
=~

Figure A.1 — Structure of a package family with assurance or functional pacKages

EXAMPLE Evaluation Assurance Level 1 is also known as “EAL 1”.

NOTH Forithose packages defined in ISO/IEC 15408-5, items b) to e) are implicit in the edition information of
ISO/1EC 15408-5.

A.3.1.2 Package type
A package is identified as one of the following types:
a) Functional package; or

b) Assurance package.

A.3.1.3 Package overview

Packages contain a section giving a high-level overview and the intent of the package.
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A.3.1.4 Application notes
Application notes are optional with the following exceptions:

— for functional packages, any additional audit and management requirements relating to the SFRs
included in the package shall be specified in the Application notes section;

— functional packages may have dependencies on other functional packages. Such dependencies shall
be documented in the functional package and may also be documented in a PP, PP-Module or ST.

Functional packages may also specify components that have dependencies that are not satisfied by
the package, but are expected to be satisfied by another package, PP, PP-Module, or ST that uses the

package.

EXAMPLE
higher-level §

In this case
section of th
assignments

NOTE
evaluators.

Us

A3.1.5 Co

The security
for the selec

The security
elements an

A3.2 Optj

A3.2.1 Se
Assurance p
Functional p

This sectior
functional p
Application
optional SPD

A3.2.2 Se

A package that contains the specification for a cryptographic protocol (e.g. TLS), whe
FR components are specified in the package, but the cryptographic primitives are not.

an optional list of the dependent components may be provided in the~application
e functional package and may include further information such as any required select
for those SFRs.

ers of packages include authors of PPs, PP-Modules, other packages and STs, integrator

mponents (either SFRs or SARS)

requirements included in the package are given¢This section also provides the rati
[ion of the requirements.

' requirements may be selection-based. Se&'8.2.4.2. Optional SFRs (and supporting
1 objectives, as required) are also allowed€o be specified in functional packages.

onal contents of a package

curity problem definition (SPD) (Functional Packages)
hckages do not contain thissection.
ackages may includethis section.

includes any/SPD-elements which describe the security problem addressed b
ackage. SPDselements associated with optional SFRs may be defined in this se
hotes shall’be used to identify the security objectives (if applicable) and SFRs to whic
-elemerts)are associated.

Cufity objectives (Functional Packages)

re the

notes
ions/

5, and

lonale

SPD-

y the
ction.
h the

Assurance packages shall not contain this section.

Functional p

ackages may include this section.

In the case of a functional package used for Direct Rationale PPs/PP-Modules/STs TOE security
objectives shall not be included.

The security objectives section of a functional package presents any additional TOE security objectives
or security objectives for the operational environment derived from the SPD. Security objectives for the
TOE associated with optional SFRs may be defined in this section, if applicable. Application notes shall
be used to identify the SPD-elements and SFRs to which the optional security objectives are associated.
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A.3.2.3 Application notes
The inclusion of application notes in a package is optional. See A.3.1.4.

The application notes section may also contain information of particular interest to users of the
package. The presentation is informal and covers, for example, warnings about limitations of use and
areas where specific attention is needed.

A.3.2.4 Extended components definition(s)

A package may contain extended components. In this case, packages contain a section giving the

exte dod caomnanant dafinitionc
rE e CotHpoReHTaetons:

A.3.2l5 Evaluation methods/activities

Packgges may include evaluation methods/ activities that have been derived from ISQ/IEC 18045.
Whete evaluation methods / activities are included, a conformance statemeént-or statements shall be
inclugled in the security requirements section of the package, see 9.4. Evaluation methods/ activities
may be provided either in the package document or may reference external documents.
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Annex B
(normative)

Specification of Protection Profiles (PPs)

B.1 Goal and structure of this annex

The goal of this annex is to summarize the structure and expected content of a PP.

NOTE1 This annex does not define the requirements for evaluation of PPs. The PP evaluation|ecriterjia are
found in the APE class given in ISO/IEC 15408-3.

NOTE 2  THis annex does not give the requirements for the specification of PP-Configurations and PP-Modules.
These are foupd in Annex C.

This annex donsists of the following major parts:
a) the specification of a PP

This is summarized in B.2. and includes:

— howto use a PP;

— howlnot to use a PP.
b) what a AP shall contain

This is pummarized in B.3 and is described\in more detail in B.3.2 to B.3.7 that describe the
mandat@ry contents of the PP, the interrelationships between these contents, and provide examples.

c) claiming|conformance with standards
B.4 descfribes how a PP author can:claim that the TOE is to meet a particular standard.
d) Direct R@itionale PPs

Direct Rlationale PPs are 'PPs in which the threats and OSPs in the SPD are mapped directly to the
SFRs and possibly towsecurity objectives for the operational environment. They are descrifjed in
detail in|B.5.

B.2 Specification of a PP

B.2.1 How to use a PP

A PP is typically a statement of need where a user community, a regulatory entity, or a group of
developers define a common set of security needs. A PP gives consumers a means of referring to this set
and facilitates future evaluation against these needs.

Although this does not preclude other uses, a PP is typically used as:

— part of a requirement specification for a specific consumer or group of consumers, who will only
consider buying a specific type of IT product if it meets the PP;

— partofaregulation from a specific regulatory entity, who will only allow a specific type of IT product
to be used if it meets the PP;
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— to address a common security problem presented by a variety of consumers, and often defined by a
group including several IT product developers, who then produce IT products of this type in order
to meet the needs of their common market.

B.2.2 How not to use a PP

Two roles, among many, that a PP does not fulfil are:

— a

complete specification;

A PP is designed to be a security specification and not a general specification. Unless security-

Q 4

=

B.3

B.3.1

Ther
descr]
has d
PPS, d
partg

Figun

ot be part of a PP. This means that in general a PP is a part of a complete specificati
omplete specification itself.

specification of a single product.

nlike a ST, a PP is designed to describe a certain type of IT product;and not a sir
Vhen only a single product is described, it is better to use a ST for thisspurpose.

Mandatory contents of a PP

General

e are two types of PP. Firstly, the “regular” PP which is a PP that contains the full
ibed in in B.3.2 to B.3.7. Secondly, in some cases,aRP author can write a Direct Ration
ifferent contents compared to PPs that contain security objectives for the TOE. Dirg
nd the reasons and circumstances in whiclh.they are used are described in detail in ]
of this annex assume a PP with full contents.

e B.1 shows the content for a PP thats given in ISO/IEC 15408-3. Figure B.1 may alsg

a str;lxctural outline of the PP, though alternative structures are allowed. For instance, if

requ
the s
brief

rements rationale is particularly bulky, it can be included in an appendix of the PP
pcurity requirements section, The separate sections of a PP and the contents of those
y summarized below and.explained in much more detail in B.3.2 to B.3.7.

e etc. should
n, but not a

gle product.

contents as
ale PP which
ct Rationale
B.5. All other

o be used as
the security
instead of in
sections are
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Protection Profile

PP reference
PP overview

—| PP introduction

Conformance claims:
Standard claim (Reference to the applied ISO/IEC 15408 and
ISO/IEC 18045 standards, ISO/IEC 15408-2, ISO/IEC 15408-3
{conformant/extended]]
PP claim(s)
— Conformance | Package claim(s)
Conformance claim rationale
Conformance statements:
Reference(s) to evaluation methods/activities
Conformance types for PPs and STs derived from this' PP
Allowed-with statement (exact conformance only)

|| Security problem Threat_s . . .
definition ] Orgamza.tlonal security policies
Assumptions

Security objectives for the TOE
—| Security objectives —— Security objectives fop-thie operational environment
Security objectivesaatiohale

Extended components

definition — Extended cgmponents definition

Security functional requirements

Security assurance requirements

Security requirements rationale

(Optional: evaluation method(s)/activities)

—| Security requirements — |

Figure B.1 — Contents of a Protection Profile

A PP containls:
a) a PP intnoduction ¢entaining the PP reference and a narrative description of the TOE type;

b) conformpnce~<laims, showing:

— whighedition of relevant parts of the ISO/IEC 15408 series is applicable;

— conformance to ISO/IEC 15408-2 and ISO/IEC 15408-3 (conformant or extended);

— whether the PP claims conformance to any other PPs and/or packages, and if so, to which ones
and the type of conformance claimed.

c) A conformance statement, containing:

— reference to any evaluation method(s) and/or activities that have been derived from
ISO/IEC 18045;

NOTE Detail of any evaluation methods/activities can optionally be included in the PP, or in an
associated supporting document.
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— inthe case of exact conformance, the allowed-with statement, indicating the PPs and PP-Modules

that can be used in conjunction with the PP, appears in this section of the PP.

— the type of conformance demanded of STs and other PPs derived from it.

d) a

security problem definition, showing threats, OSPs and assumptions;

e) security objectives, showing how the solution to the security problem is divided between security
objectives for the operational environment and optionally security objectives for the TOE;

f) extended components definition(s)) where new components

(i.e. those not included in

ISO/IEC 15408-2 or ISO/IEC 15408-3) may be defined. These new components are needed to define

€

g) s

—

B.3.3

B.3.2
The H

B.3.2

A PP
title,

NOTEH

and the author of a PP which is the entityresponsible for its production.

EXAM
Navy

The 1
same
catal

B.3.2

xtended functional and extended assurance requirements;

bcurity requirements, where a translation of the security objectives for the TOE into‘a s
inguage is provided. This standardized language is in the form of SFRs. Additiehally
f a PP defines the SARs.

PP introduction (APE_INT)

L1 General
P introduction describes the TOE in a narrative way on two.levels of abstraction:
he PP reference, which provides identification materiatfor the PP;

he TOE overview, which briefly describes the TOE;:

.2 PP reference

contains a clear PP reference that identifies that particular PP. A typical PP referenc
version, sponsors, and publication date.

Here a distinction is made between the sponsor of a PP, i.e. the entity responsible for its
PLE An example of a PP.réference is “Atlantean Navy CablePhone Encryptor PP, version
Procurement Office, April\1,2020”.

eference should béwnique so that it is possible to tell different PPs and different ve
PP apart. The /PR reference facilitates indexing and referencing the PP and its ing
hgues.

.3 PP.overview

tandardized
this section

e consists of

development,

2b, Atlantean

rsions of the
lusion in PP

B.3.2

1331, General

The PP overview is aimed at potential consumers of a TOE type who are looking through catalogues of
PPs that can support the specification of their security needs.

The PP overview is also aimed at developers who can use the PP in designing TOEs or in adapting
existing products.

The typical length of a PP overview is several paragraphs.

To this end, the PP overview briefly describes the usage of the TOE and its major security features,
identifies the TOE type, and identifies any major non-TOE hardware/software/firmware available to

the T

OE.
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B.3.2.3.2 Usage and major security features of a TOE type

The description of the usage and major security features of the TOE type is intended to give a very
general idea of what the TOE is capable of, and what it can be used for. This section is written for PP
authors, TOE developers, or potential TOE consumers, describing TOE type usage and major security
features in terms of business operations, using language that TOE consumers can understand.

EXAMPLE

An example of this is “The Atlantean Navy CablePhone Encryptor is an encryption devic

e that

allows confidential communication between ships across the Atlantean Navy CablePhone system. To this end
it allows at least 1024 different users and support at least 500 Mb/s encryption speed. It allows both bilateral
communication between ships and broadcast across the entire network.”

B.3.2.3.3 TOE type

The TOE overview identifies the general type of a TOE addressed by the PP, such as: fifréwall,|VPN-

firewall, smart card, crypto-modem, intranet, web server, database, web server, mobile ‘devicg, and

database, etic. The TOE type definition often includes a characterization of the TFOE softwar¢ and
hardware bqundaries.

EXAMPLE This example of TOE type description is drawn from the Security AC Protection Profile] “The

Target of Evaluation (TOE) is a security integrated circuit (security IC) which is composed of a processing unit,

security components, I/0 ports (contact, contactless, or similar interfaces like USByYMMC) and volatile angl non-

volatile memgries (hardware). The TOE can also include IC Developer/Manufacturer proprietary IC Dedjcated

Software as lpng as it is delivered by the IC Manufacturer. (...) All other software running on the Security IC is

called Securitly IC Embedded Software and is not part of the TOE.”

B.3.2.3.4 Available non-TOE hardware/software/firmware

While some [[OEs do not rely upon other IT, many TOEs, notably software TOEs, rely on additional| non-

TOE, hardware, software and/or firmware. In the latter 'case, the PP overview is required to id¢ntify

the non-TOE|hardware/software/firmware.

AsaPPisnotwritten for a specific product, in many cases only a general idea can be given of the avajilable

hardware/s¢ftware/firmware. In some other-cases, more specific information can be provided.

EXAMPLE 1 | An example where more spedific information is provided would be a requirements specifitation

for a specific fonsumer where the platformis already known.

EXAMPLE 2 | Examples of hardware/software/firmware identifications include:

— none (forla completely stand-alone TOE);

— astandajld PCwith a duakcore 2.10 GHz or faster processor and 4GB or more RAM, running the Yaiza opefating
system for professignals, version 53.0 Update 6D, c, or 7, or version 54.0;

— a standafd 64-bit-server with a 2xQuad-Core core processor and 16GB or more RAM, running the|Yaiza
operating systeim, server edition version 7.0 Update 6d, and the WonderMagic 12.0 Graphics card with the
1.01 WM|Driver Set;

— aCleverCard SB17067 integrated circuit;

— aCleverCard SB17067 integrated circuit running v12.0 of the QuickOS smart card operating system;

— the Yaiza mobile-0S 3.1.6 on smartphone and tablet devices using the FP9 processor.

B.3.3 Conformance claims and conformance statement (APE_CCL)

B.3.3.1 General

The conformance claims section of a PP describes how the PP:

— states the applicable edition of the relevant parts of ISO/IEC 15408 series;

106 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=c6c125960a2d38caff89eefd087f29c3

ISO/IEC 15408-1:2022(E)

— conforms with ISO/IEC 15408-2 and ISO/IEC 15408-3 (i.e. conformant or extended);
— claims other PPs (if any);
— claims packages (if any);

The description of how the PP conforms to the ISO/IEC 15408 series consists of two items: the edition
of the relevant part of ISO/IEC 15408 series that is used and whether the PP contains extended security
requirements or not (see 10.3 and D.3.6).

The description of conformance claimed by the PP to other PPs means that the PP lists any other PPs to
which conformance is being claimed to. The type of conformance being claimed is also identified. For an

expldnation of this, see 10.3.

The d
confd

NOTE
NOTE
The d

I

n
q

In thq

lescription of conformance of the PP to packages means that the PP lists the-packa
rmance is being claimed. For an explanation of this, see 10.3.

1  See C.2.2.5 for the use of conformance claims in PP-Modules.
2 SeeB.5.2 for the use of conformance claims in Direct Rationale PPs.

onformance statement section of a PP describes how the PP:

eferences any evaluation method(s) and/or activities deriyed.from ISO/IEC 18405;

hay be used in conjunction with other PPs and PP-Modules in PP-Configuration. In the
onformance, the conformance statement is required.
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xt of these evaluation methods and activities in the PP. See 10.3.

luation methods/ evaluation activities that have been derived from ISO/IEC 18045 a
pluate the PP then these shall'be identified with the relevant security requiremer
ling a statement in the following form:

PP requires the use of evaluation methods/ evaluation activities defined in <reference(s)

pds and evaluation’activities. This reference may be to the document containing the
re separate documents.

3
EAS.

As outlined in 13.5, in some cases, evaluation schemes do not always approve the use

onformance type in the PP states how STs and/or other PPs shall conform to that PP. T|

bes to which

case of exact

5 that the PP
lation based
be included
to reproduce

e to be used
t section by

”

v

s statement, <reference> is replaced by the identification of the location of the relevamt evaluation

PP or to one

of particular

he PP author

selec

B.3.3
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.2 Exact conformance

If exact conformance is selected, the PP author shall, where applicable, specify the following information
in the allowed-with statement in the conformance claims section of the PP:

PP;

a PP-Configuration that also includes the PP.

NOTE
itself.

1
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other PPs that may be used, either by a ST based on this PP, or used in a PP-Configuration, with this

PP-Modules that may specify this PP in that PP-Module’s PP-Module Base, or that may be present in

If neither of the above options is exercised, then a ST can claim exact conformance to only the PP by
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NOTE 2

A PP cannot claim exact conformance to another PP.

B.3.4 Security problem definition (SPD) (APE_SPD)

See 7.1 for information and requirements for the SPD, including threats, assumptions and organizational

security poli

cies (OSPs).

B.3.5 Security objectives (APE_OB]J)

See 7.2 for information and requirements for the security objectives including security objectives for

the TOE and security objectives for the operational environment.

NOTE Inthe case of Direct Rationale, security objectives for the TOE are not included.

B.3.6 Extgnded components definition (APE_ECD)

In many casps the security requirements in a PP are based on components given in~ISO/IEC 15408-2

or ISO/IEC 15408-3, see B.3.7. However, in some cases, there can be requirements’in a PP that are

not based oh components in ISO/IEC 15408-2 or ISO/IEC 15408-3. In these cdses, new compoients,

i.e. extended components, shall be defined, and the definition provided in the) Extended Compopents

Definition sqction. For more information on this, see 8.4.

NOTE THis subclause is intended to contain only the extended components and not the extpnded

requirementy which are based on the extended components. The extended requirements are included jn the

security reqyirements section as described in B.3.7 and are then for @ll purposes treated identically fo the

requirementg that are based on components given in ISO/IEC 15408-2'0r ISO/IEC 15408-3.

B.3.7 Secyrity requirements (APE_REQ)

B.3.7.1 Geperal

The security requirements consist of two groups'of requirements:

a) the security functional requirements (SFRs): a translation of the security objectives for the TOE into
a standgrdized language;

b) the secufity assurance requireménts (SARs): a description of how assurance is to be gained that the
TOE me¢ts the SFRs.

These two groups are discussed in 7.3.

B.3.7.2 Inqluding requirements in a PP

For a PP with striet:conformance to another PP, all the requirements in this PP shall be included, and

additional rgquirements may be included in the conformant PP.

For a PP witlTdemonstrabie conformance to another PP, alt requiTements i this PPshalt be inctuded, or

arationale explaining how they are otherwise met shall be provided in the conformant PP.

The following types of discretionary requirement may be included in PPs in all (exact, strict and
demonstrable) conformance types:

If a PP contains optional requirements, a conformant PP may instantiate these requirements, being
sure to include any required SPD-elements associated with those requirements. This may be done
regardless of the conformance required by the PP. Omitting optional SFRs does not constitute “partial
conformance” to a PP, and thus is allowed.
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B.4 Referring to other standards in a PP

In some cases, a PP author needs to refer to an external standard, such as a particular cryptographic
standard or protocol. The ISO/IEC 15408 series allows two ways of doing this:

a) asan OSP (or part of it);

EXAMPLE1  There exists a government standard defining how passwords shall be chosen, this can be
stated as an OSP in a PP. This can lead to an objective for the environment (e.g. if users of the TOE need to
choose passwords accordingly), or it can lead to security objectives for the TOE and then to appropriate
SFRs (likely of the FIA class), if the TOE generates passwords. In both cases the rationale of the PP author
needs to make plausible that the security objectives for the TOE and the SFRs are suitable to fulfil the OSP.
[[he evaluator will examine 11 this 1s 1n fact plausible (and can decide to ook into the standard for this), if the
(SP is implemented by SFRs, as explained below.

b) as atechnical standard used in a refinement of a component or security requirement.

HXAMPLE 2

FCS_CKM.1.1 Refinement: “The [selection: TSF, TOE platform{.shall generate asyminetric cryp-
tographic keys in accordance with a specified cryptographieKey generation algorithm

[selection:
RSA schemes using cryptographic key sizes of 2048-bit or greater that meet the followinig: [selection:
FIPS PUB 186-4, “Digital Signature Standard (DSS)”, Appendix B.3;
ANSI X9.31-1998, Section 4.1];

ECC schemes using “NIST curves” P-256, P-384 and [selection: P-521, no other curves] that meet
the following: FIPS PUB'186-4, “Digital Signature Standard (DSS)”, Appendix B.4;

FFC schemes using cryptographic key sizes of 2048-bit or greater that meet the following: FIPS
PUB 186-4, “Digital Signature Standard (DSS)”, Appendix B.1

1"

If reference to only a certain part of a standard is intended, that part shall be unambiguoysly stated in
the SFR refinement.

NOTE The PP author is reminded that referring to a standard in SFRs can impose a significant burden on
a developer developing a TOE that meets the PP (depending on the size and complexity of the standard and the
assurance required), and that it can be more suitable to require alternative (non-CC related) ways to assess
conformance to that standard.

B.5 Direct Rationale PPs

B.5.1 General

Writing a PP includes consideration of the STs that will be written with the PP as a basis. As noted in
D.4, in some cases it is desired to write a PP that supports the specification of Direct Rationale STs.
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The intention of the Direct Rationale PP is to minimize the level of indirection between the SPD, any
security objectives for the operational environment, and the SFRs.

In some situations, it is appropriate to omit the definition of the TOE security objectives. In this case the
SFRs enhanced with natural language descriptions and the objectives for the environment directly map

the SPD.

A Direct Rationale PP consists of:

a) aPPintroduction, consisting of a PP reference and a TOE overview;

b) the conformance claim;

c) security|objectives for the operational environment;

d) the SFHs and the SARs (including the extended components definition) and the sed

requiremnents rationale (only if the dependencies are not satisfied).

The content pf a Direct Rationale PP is shown in Figure B.2.

Protection Profile
(Direct Rationale)

PP introduction

PP reference
PP overview

Conformance claims:

Standard claini\(Reference to the applied ISO/IEC 15408 and
ISO/IEC 18045 standards, ISO/IEC 15408-2, ISO/IEC 15408-3
(conformdnt/extended))

Conformance type: (exact, strict demonstrable)

PP Claims (Direct Rationale PPs only)

Conformance rationale

Conformance statements:

References to evaluation methods/activities
Conformance types for PPs and STs derived from this PP

Allowed-with statement (exact conformance only)

Organizational security policies

Extended components

Security objectives for the operational environment
Security objectives rationale

Conformance RacKkage claim(s)
Threats
Security problem
definition A .
ssumptions
Security objectives —

Extended components definition

urity

definition

Security requirements

Security functional requirements

Security assurance requirements

Security requirements rationale

(Optional: evaluation method(s)/activities)

Figure B.2 — Contents of a Direct Rationale PP

B.5.2 Conformance claims (APE_CCL) for Direct Rationale PPs

A Direct Rationale PP shall only claim conformance to another Direct Rationale PP.

110

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=c6c125960a2d38caff89eefd087f29c3

ISO/IEC 15408-1:2022(E)

A regular PP may claim conformance with a Direct Rationale PP.

B.5.3 Security Objectives (APE_OB]) for Direct Rationale PPs

A Direct Rationale PP has the following differences with respect to security objectives when compared
to a PP that contains security objectives for the TOE:

— security objectives for the TOE are not included. The security objectives for the operational
environment shall still be described;

— a security objectives rationale is included only for the security objectives for the operational

environment since there are no TOE security objectivesin the PP;

— S

A sed
oper3
secuf
in the
depel
the S

B.6

ecurity Requirements (APE_REQ) for Direct Rationale PPs.

urity requirements rationale that directly maps the SFRs and any security."objec
ity requirements rationale is located directly under each of the threats,) OSPs and

ndencies that are not satisfied; this part of the rationale is typically located after the
FRs.

Optional contents of a PP

meth
secti

If the
be de
PP al

n of the PP. See 10.3.

bng with the relevant security requirement.

tives for the

tional environment to the SPD-elements is included. It is recommended/that thig§ part of the

assumptions

SPD section. As in regular PPs, the security requirements rationale also needs to jugtify any SFR

definition of

PPs fnay include evaluation methods/ activities that dre derived from ISO/IEC 1840Y. Evaluation
‘Fds/ activities that are associated with the PRiare referenced in the conformange statement

PP author decides to include any evaluation~method(s) and/or activities in the PP tHen they may
scribed either in a (separate) supporting'document, or in the security requirements section of the
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Annex C
(normative)

Specification of PP-Modules and PP-Configurations

C.1 Goal and structure of this annex

The goal of

Configuratidns.

this annex is to summarize the structure and expected content of PP-Modules anLl PP-

NOTE THis annex does not define the requirements for evaluation of PP-Configurations. The PP-

Configuratior] evaluation criteria are found in the ACE class given in ISO/IEC 15408-3.

C.2 Specification of PP-Modules

C.2.1 Usir

A PP-Modul{
or any othe
and optiona
allows consy
conformant
PP-Module B

g a PP-Module

b is a security statement of a group of users or developers, regulators, administration,
entity that meets specific consumer needs. A PP-Module complements one or morg PPs
ly other PP-Modules, which are referred to as that PP-Module’s "PP-Module Basef, and
mers to refer to this statement, facilitates the éyvaluation against it and the comparigon of
evaluated TOEs. A PP-Module can only be usedwithin a PP-Configuration that includefs this
ase.

NOTE Albase PP is a PP that is required by a PP-Module. A base PP-Module is a PP-Module that along wijith its

PP-Module B3

C.2.2 Man

C2.2.1 Ge

Figure C.1 sh

se is required by another PP-Module.

datory contents of a PP-Module

neral

ows the content of &\PP-Module.

112

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=c6c125960a2d38caff89eefd087f29c3

ISO/IEC 15408-1:2022(E)

PP-Module

PP-Module reference
— PP-Module introduction —— PP-Module’s Base(s) identification
TOE overview

— Consistency rationale — Consistency rationale with PP-Module’s Base(s)

Conformance claims:

Standard claim (Reference to the applied ISO/IEG
15408 and ISO/IEC 18045 standards, ISO/IEC 1540)
ISO/IEC 15408-3 (conformant/extended))
Conformance type (exact, strict demonstrable)
Package claim(s)

Conformance rationale

Conformance statements:

Reference(s) to evaluationymethods/activities
Allowed-with statement-(in exact conformance only)

IS
0

2,

— Conformance —

Threats
— Security problem definition — Organizational-security policies
Assumptions

Secufity objectives for the TOE
— Security objectives —— SeCunity objectives for the operational environmept
Security objectives rationale

Extended components
definition

Extended components definition

Security functional requirements

— Security requirements —— Security assurance requirements

Security requirements rationale

(Optional: evaluation method(s)/activities)

Figure C.1 — Contents of a PP-Module

The dontent of a PP-Module is summarized below and explained in detail in C.2.2.2 to C.2.3.{A PP-Module
contdins:

— jn Introduction which identifies the PP-Module, identifies the PP-Module Base which if is based on
nd provides a description of the TOE within its environment that meets the descriptions underlying
the/PP-Module Base;

— a consistency rationale that states the correspondence between the PP-Module and its PP-Module
Base;

— aconformance claim regarding the edition of the ISO/IEC 15408 series, the conformance statement
and for the case of exact conformance the allowed-with statements;

— asecurity problem definition with threats, assumptions, and OSPs;

— asecurity objectives section presenting the solution to the security problem in terms of objectives for
the TOE and its operational environment;

— an optional extended functional components definition where new functional components not
included in ISO/IEC 15408-2 are introduced;
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