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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |

International
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brnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inforn
50 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives;-Part 2.
5k of the joint technical committee is to prepare International Standards., 'Draft Interna
opted by the joint technical committee are circulated to national bodies forvoting. Publicat

al Standard requires approval by at least 75 % of the national bodies gasting a vote.

rawn to the possibility that some of the elements of this document may be the subject of
d IEC shall not be held responsible for identifying any or all sueh-patent rights.

6-5 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techn
b SC 6, Telecommunications and information exchange between systems in collaboratio
entical text is published as ITU-T Rec. X.608 (02/2007):

6 consists of the following parts, under the general title Information technology — Enh
ns transport protocol.
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Introduction

ECTP is designed to support tightly controlled multicast connections in simplex, duplex and N-plex applications. This
part of ECTP (Part 5: ITU-T Rec. X.608 | ISO/IEC 14476-5) specifies the protocol mechanisms for the N-plex multicast
data transport.

In the N-plex multicast connection, the participants include one TC-Owner and many TS-users. TC-Owner will be
designated among the TS-users before the connection begins. TC-Owner is at the heart of multicast group
communications. It is responsible for overall connection management by governing the connection creation and

t 1 4 14 o doto t s dilba lota o2 41 41
crmipatiotmurtreast-aata transportant e TarC o anGICa vC-OpPeTrattonsT

In thg N-plex multicast connection, the multicast data transmissions are allowed by TS-users as well"as TC-Owner.
Each [TS-user is allowed to send multicast data to the group only if it gets a token from the TC-Ownef. That is, the
multi¢ast data transmissions of TS-users are controlled by TC-Owner.

The N-plex multicast connection specified in this Recommendation | International Standard-targets the fnany-to-many
multi¢ast applications in which many participants (TS-users) may want to transmit the \multicast data trall the other
TS-ugers. Typical examples of such applications include 'teleconferencing' and 'multi-users on-line ganje', etc. In the
telecqnferencing application, TC-Owner may act as a 'conferencing server', and all the other participants (TS-users)
may gend multicast data, such as voice, text and image, to the other participants,

© ISO/IEC 2008 — All rights reserved Vv
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Enhanced communicationstransport protocol:
Specification of N-plex multicast transport

1 Scope

This Recpmmendation | International Standard specifies the N-plex multicast transport connection
participants are TS-users and one of them is TC-Owner. The N-plex multicast transport connection allows]
send the fnulticast data to all the group members. It is noted that a TS-user is allowed to send the multicast g

group, on

This Speq

managemgnt (establishment, termination, user join and leave) and the reliability control mechanisms for the
data transport.
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References

Nor mative references

ving Recommendations and International Standards containyprovisions which, through reference i
provisions of this Recommendation | International Standard. At the time of publication, the editions
d. All Recommendations and Standards are subject:e revision, and parties to agreements basg

the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of
fnational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of
-T Recommendations.

—  ITU-T Recommendation X.601 (2000), Multi-peer communications framework.

—  ITU-T Recommendation X.602 (2004) | ISO/IEC 16513:2005, Information technology
management protocol.

—  ITU-T Recommendation X.605 (1998) | ISO/IEC 13252:1999, Information technology —
communications transport service definition.

—  ITU-T Recominéndation X.606 (2001) | ISO/IEC 14476-1:2002, Information technology —
communications transport protocol: Specification of simplex multicast transport.

L ITU-T Recommendation X.606.1 (2003) | ISO/IEC 14476-2:2003, Information technology —
commulfil cations transport protocol: Specification of QoS management for simplex multicast trg

—  ITU*T Recommendation X.607 (2007) | ISO/IEC 14476-3:2008, Information technology —
eommunications transport protocol: Specification of duplex multicast transport.
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Informative references
— ITU-T Recommendation X.607.1 (draft) | ISO/IEC 14476-4, Information technology —

Enhanced

communications transport protocol: Specification of QoS management for duplex multicast transport.

Definitions

This Recommendation | International Standard is based on the following definitions, which were specified in Enhanced
Communications Transport Service (ITU-T Rec. X.605 | ISO/IEC 13252).

a) Transport connection: Simplex, Duplex and N-plex.

ITU-T Rec. X.608 (02/2007)
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This Recommendation | International Standard redefines the following definitions specified in Enhanced

Communicatio

a)
b)

¢)

ns Transport Service (ITU-T Rec. X.605 | ISO/IEC 13252).
TC-owner (TCN): TCN manages overall operations of an N-plex multicast connection.

transport service user (TS-user): TS-users can send and receive multicast data in the N-plex multicast

connection.

sending TS-user (SU): A TS-user who gets a token from TCN. Only the SU is allowed to send multicast
data to the group. In other words, before sending multicast data, each TS-user must request a token to

TCN.

This Recommendation | International Standard redefines the following terminologies specified in Enhanced
Communications Transport Protocol: part 1 (ITU-T Rec. X.606 | ISO/IEC 14476-1) to accommodate to N-plex
multicast connection.

a)

local group: A set of nodes in vicinity which has network-layer correlation in terms of packet loss and

b)

c)

delay.
local owner (LO): LO is a representative node of a local group and designated static

lly. It is

responsible for maintaining an intra-group tree of the group and control trees for all|SUs in its local

group. Each LO is also connected to the other LOs along inter-group trees. It also‘generates
periodically for logical tree adaptation.

multicast data channel: TCN or SU can send multicast data to all thepother group men
IP multicast address.

This Recqmmendation | International Standard newly defines the following terminologies:

a) logical tree: A tree that spans all TS-users and one or more control'trees are derived from it.
b) inter-group tree: A per-source logical tree of the LOs.
c) intra-group tree: A shared logical tree of each local groupt
d) control tree: A tree along which control packets for eftor control are traversed.
e) token: It represents the right for a TS-user to tranSmit multicast data. The TS-user who has
called SU. The tokens are managed by TCN.

4 Abbreviations

The folloying acronyms for ECTP protocols areused in this Recommendation | International Standard:
ECTP-1 ECTP part 1 (ITU-TRec. X.606 | ISO/IEC 14476-1)

ECTP-2 ECTP part 2 (ITU*T Rec. X.606.1 | ISO/IEC 14476-2)
ECTP-3 ECTP part 3 #T'U-T Rec. X.607 | ISO/IEC 14476-3)
ECTP-4 ECTP part4 (ITU-T Rec. X.607.1 | ISO/IEC 14476-4)
ECTP-5 ECTP-part 5 (ITU-T Rec. X.608 | ISO/IEC 14476-5)
ECTP-6 ECTP part 6 (ITU-T Rec. X.608.1 | ISO/IEC 14476-6)

est traffic

bers over

h token is

The folloying acronyms for ECTP-5 packets are used in this Recommendation | International Standard:
ACK Acknowledgment
CC Connection Creation Confirm
CCC Control Tree Change Confirm
CCR Control Tree Change Request
CR Connection Creation Request
CT Connection Termination Request
DT Data
\[@ Late Join Confirm
JR Late Join Request
LR User Leave Request
NACK Negative Acknowledgement
PB Probe

2 ITU-T Rec. X.608 (02/2007)
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PBACK Probe Acknowledgment

| SO/I EC 14476-5:2008 (E)

RD Retransmission Data

TC Tree Join Confirm

TCC Tree Change Confirm

TCR Tree Change Request

TDC Tree Delegation Confirm

TDR Tree Delegation Request

TGC Token Get Confirm

TGR Token Get Request

TJ Tree Join Request

TEE FreeteaveComnfirm

TLR Tree Leave Request

[TNC Tree Change Notification Confirm

TNR Tree Change Notification Request

TRC Token Return Confirm

TRR Token Return Request

TSR Token Status Report

TSRR Token Status Report Request
5 Conventions
In this Repommendation | International Standard, packets of ECTP-5.are represented as words with all capital pharacters
(e.g., CR|for Connection Creation Request packet), and system ‘parameters are represented as words with all italic
capital chpracters (e.g., TD_PACKET_INT for test data packet.interval).
6 Overview
The Enhgnced Communications Transport Protocol (ECTP) is a transport protocol designed to suppoit Internet
multicast japplications. ECTP operates over 1Rv4/IPv6 networks that have the IP multicast forwarding capability with
the help ¢f IGMP and IP multicast routinglprotocols, as shown in Figure 1. ECTP could possibly be provisipned over
UDP.

Internet multicast applications

Enhanced communications transport protocol

UDP

IP (Unicast/Multicast)

Figure1—ECTP model

This Recommendation | International Standard describes the protocol specification of the ECTP part 5 (ECTP-5) for the
N-plex multicast connection. The N-plex multicast connection is used for supporting multicast data transport between
the participants (TS-users). In the N-plex multicast connection, TS-users can send multicast data packets to the group
over multicast data channel. A TS-user who is sending multicast data in the N-plex multicast connection is called SU
(Sending TS-user). Any SU must have a token for multicast data transmission. In other words, the TS-user who gets a
token from TCN is called an SU.

Figure 2 illustrates the multicast data transport channel in the N-plex multicast connection. As shown in the figure, TCN
and SU can transmit multicast data to the other session members over IP multicast (group) address.

ITU-T Rec. X.608 (02/2007) 3
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Figure2 —Multicast data transport in N-plex multicast connection

sh an N-plex multicast connection, TCN should be activated to manage session information and tokd

N is informed of a participant list by out-of-band signalling prior to starting the \¢onnection, it sho
h creation phase by transmitting a CR packet to the group. The CR packet contains the connection in
general characteristics of the connection. Each TS-user who is contained ifvthe participant list shou
N with a CC packet. The connection creation operation will be completed 'when the TCN receives C
f the TS-users in the participant list, and the data transmission phase starts. If there is no pred
t prior to starting the session, TCN starts the data transmission phase without connection creation op

ddle of data transmission phase, the prospective TS-users/should join the connection as late-jo
g TS-user participates in the connection by sending a Lat€ Join Request (JR) message to TCN. In r
ssage, TCN sends a Late Join Confirm (JC) message tothe TS-user. After a TS-user is confirmed

should join a logical tree by exchanging the Tree Join Request (TJ) and Tree Join Confirm (TC)
propriate LO. The logical tree is used for error control.

x multicast connection builds a two-layer *logical tree, which consists of intra-group shared
p per-source trees, as shown in Figure 3.

LO1 LO2 Su2

ns.

11d start a
formation
d respond
C packets
ctermined
Prations.

ners. The
sponse to
0 join the
messages

trees and

@ X.608(07)_F03

Figure 3— A two-layer treefor N-plex multicast connection

At the bottom layer, each LE in a local group joins an LO-rooted shared logical tree (intra-group tree). At the top layer,
LOs constitute logical trees for each SU (inter-group tree). It is noted that the control tree for each SU is derived by
grafting these inter-group and intra-group trees.

ITU-T Rec. X.608 (02/2007)
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In N-plex multicast connection, intra-group trees can be organized differently depending on the roles of LEs, which is
determined by TCO (Tree Configuration Option). One option of TCO is that all LEs are direct children of LOs and do
not participate in the repair process and ACK aggregations. Thus, intra-group trees will be an LO-rooted one-level tree
in this option. The other option is that LEs can be children of other LEs. In this option, LEs are responsible for
reliability support of its children LEs and intra-group trees can be multi-level trees. For the sake of efficiency of
reliability support, the multi-level intra-group trees should be as close as possible to underlying multicast routing tree.
The N-plex multicast connection adopts logical tree adaptation mechanism for this option. For this, error bitmaps of
TS-users are used. An error bitmap represents packet delivery status, which indicates the loss pattern of multicast
packets. Each TS-user sends its error bitmap to its parent with respect to multicast data from the root node of its intra-
group tree with periodic ACK messages. By comparing error bitmaps of itself and those of its children, a node decides
whether each child is likely to be its actual child in the underlying multicast routing tree or not. If the child node is
determined not to be its actual child, a node changes the logical tree by delegating the child node to its parent or one of
its other children. After recursive tree changes, the intra-group tree will converge to a multi-level tree that is closer to
underlying multicast routing tree.

The error|control will be performed based on the ECTP control tree which is constructed as described abdye| If packet
loss is defected by a gap of the packet sequence numbers, a child node sends a NACK packet to its parent‘immediately
via unicagt. The parent LO or SU, that receives the NACK packet, will retransmit data packet (RD) to the requestor via
unicast. Fach child generates an ACK packet every ACK_GENERATION_NUM (AGN) data packets.

In the mylticast data transmission, TCN and SUs can begin the multicast data transmissiomto\the group by|using the
IP multicgst address and group port number. The TS-users will deliver the received DT packets to the upper-layer
application in the order transmitted by SU or TCN.

For the njulticast data transport, a TS-user in the connection may get a token from{PCN by sending a TGR| message.
The TCN| will then respond to the TS-user with the TGC message that containis'a Token ID. Accordingly} the total
number of tokens in the connection is controlled by TCN. The TS-user who hasja token is called Sending TS-pser (SU).
In a certajn case, the TCN can first request a TS-user to be an SU by sending the TGR message to the pronpising SU,
which is dalled Token Give.

After conpleting the multicast data transmission, the SU will returithe token to the TCN by sending a TRR| message.
TCN willfrespond to the SU with a TRC message. In a certain.case, the TCN first requests the SU to return fthe token,
which is ¢alled Token Withdrawal. TCN announces the overall status of the Token IDs valid in the connecfion to the
group by pending the TSR packets.

TCN marages the connection for user leave. In the User Leave operation, a participating TS-user may |leave the
connectiop by sending an LR message to the parent;In a certain case, the TCN may enforce a specific TS-usg¢r to leave
the conneftion by sending the LR message, which\is called the troublemaker ejection.

TCN may] terminate the N-plex connection bysending a CT message to the group.

7 Considerations

7.1 Participants
All partic]pants to an N-plex multicast connection are TS-users and one of them is TCN (TC-Owner).
[TCN (TC-Owner):

An N-plex multicast connection has a single TCN. The TCN is responsible for connection mgnagement
in¢luding connection creation/termination, late join, connection maintenance, and token management.

or example, in the teleconferencing applications, the TCN may act as the 'conference server’, which may be
used for control of the conferencing without sending multicast data. In the example of 'multi-users on-line
game' application, the TCN may act as the 'game-control server'.

TS-user (Transport Service User):

An N-plex multicast connection has one or more TS-users. Each of them sends and receives multicast data in
the connection.

A TS-user can become LO or LE depending on its role.
LO (Local Owner):

LO is a representative node of a local group and designated statically. It is responsible for maintaining an
intra-group tree of the group and control trees for all SUs in its local group. Each LO is also connected to the
other LOs with inter-group trees. It also generates test traffic periodically for logical tree adaptation.

ITU-T Rec. X.608 (02/2007) 5
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LE (Leaf Entity):

LE is a member of a local group whose representative is an LO. It should join an intra-group tree of the group
and is responsible for exchanging control packets with its parent or child LEs along the control tree.

A TS-user can become SU when it obtains a token from TCN.
SU (Sending TS-user):

An SU is a TS-user who can send multicast data to the group. In an N-plex multicast connection, a TS-user
becomes an SU when it has a token and it can thus transmit multicast data to the group.

7.2 Data channel and addressing

In N-plex multicast connection, SU or TCN can send multicast data packets to the session members as shown in
Figure 4.

Multicast data packets

Source Destination
Local IP (SU, TO) | Group IP

X.608(07)_F04

Figure 4 —Multicast data addressing in N-plex multicast connection

In an N-fjlex multicast connection, the multicast data packets (DTs) use the IP multicast address and the group port
number a$ the destination address. The source address ofithe multicast data IP packets is the IP address of the sender of
the packe}. In contrast, the retransmission data packets,(RDs) in response to the repair requests (NACKs) arel delivered
by LO or SU over control channel using unicast withthe IP address of the repair requester as the destination.

7.3 Control channel and tree

In an N-pJex multicast connection, theré.are control channels for error recovery. All members participate in orje or more
control trges. These trees are used as“control channels for exchanging control messages among participants| A parent
node acts| as an agent who helps:child nodes to recover from packet loss. It also aggregates the acknowledgement
informatipn from its descendant nodes. All control packets such as RD, NACK, and ACK are delivered yfia control
channel ufing unicast.

An N-plekx multicast gonitection is divided into multiple local groups of the participants for error control. Baged on this
group approach, participants construct and maintain control trees along which all the error control packets are
exchangefl. Contrebtrees are constructed from two layers of logical trees. At the bottom layer, members in a 1¢cal group
join an LD-reoted shared logical tree (intra-group tree). At the top layer, the LOs of the groups constitute per-source
logical tr¢es {inter-group tree). That is, every LE joins a local group and it grafts onto LO-rooted logical free of the
group as a child (or descendents) of the LO. Every LO grafts onto logical tree of the LOs, of which root 1s the LO of the
group that the SU belongs to. A control tree for each source is constructed by connecting the inter-group trees and
intra-group trees.

Inter-group trees are generated and maintained exactly as required. Any inter-group tree rooted by an LO who has no
more SU children should be removed.

Intra-group trees can evolve to multi-level trees that reflect actual multicast routing paths by logical tree adaptation
mechanism, which is described in 7.5.

By traversing logical trees starting from an SU, we can get an SU-rooted tree that is the control tree for the SU.

If an SU belongs to another local group, a part of the control tree generated for current local group is the intra-group
tree of the group. Control trees for the SUs belonging to the same local group are slightly different from the intra-group
tree, because the intermediate nodes between LO and the SU have reversed parent-child relationships.

6 ITU-T Rec. X.608 (02/2007)
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Assuming that the logical trees of the participants are constructed as in Figure 5, the control tree for source SU1 will be
constructed as in Figure 6.

Figure5—Two layersof logical trees

X.608(07)_F06

Figure 6 — Control tree when sender is SU1
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In the same way, Figure 7 shows the control tree whose source is SU2.

o

@ @ X.608(07)_F0%

Figure7 —Control tree when sender, isSU2

Control tees are maintained by information obtained through the ‘exchange of NACK and ACK packets. The parent can
detect a child's failure by comparing its own LSN and received.child's LSN. Children can detect their parent's failure if
there is 1o response from parent for several consecutive repair requests. Then the child finds another [parent by
contacting LO.

7.4 Tokens

In N-pley multicast connection, a token repfesents the right for a TS-user to send multicast data to TCN. Before
transmittihg data, each TS-user must get/a token from the TCN, as per the Token Control procedures pf N-plex
multicast |connection. By this procedure;”TCN can authorize a TS-user to become a sender so that TS{users can
effectively filter out multicast data senf by unauthorized users. However, note that use of token does not prpvide any
protectior] for IP multicast.

Each tokgn is represented as'a l-byte non-negative integer. Such a token number (or Token ID) will be agsigned by
TCN when a TS-user requests a token in the connection. Token ID is ranged between 1 and 255. The Token D of '0' is
reserved for use of TCN:-At the receiver side, the Token ID can be used to authorize who can send the multicakt data.

7.5 L ogical-tr ee adaptation

In N-plex] miulticast connection, intra-group trees may evolve to multi-level trees close to underlying multicdst routing

OO [EWaY . o . . 1 . 1 IR RO T .
tI'eeS Wh I TCOU LS TUL. LUSS paﬁClu bUlll})dllDUll IS UsSTU tU Cotuuatc tllC uuucu_yulg 1uu1tu,aot IUutlllé rees. The

estimation is made feasible because if a loss occurs at a parent node of a multicast routing tree, all of its children also
experience the same loss. The root of an intra-group tree does not change by the logical tree adaptation process.

For this, each receiver in a multicast session maintains packet delivery status called error bitmap, which indicates the
loss pattern of multicast packets. An error bitmap consists of two parts: sequence number (NS) and an actual bitmap (B).
Nsis the sequence number of the first packet in a sequence of packets represented in the bitmap. One bit of B indicates
the reception status of the corresponding packet; 'l' means a successful packet delivery to a receiver without error
recovery and '0' otherwise. The bitmap includes loss patterns of multicast packets. For example, if NS = 5 and
B=11010, the receiver has successfully received packets 5, 6, and 8. Even packets 7 and 9 have been recovered via
retransmissions, these bits are recorded as '0's. Each receiver periodically feeds the error bitmap information to its
parent in the tree. If a logical tree matches a multicast routing tree and a bit in the error bitmap at a node is set to 1, the
corresponding bit in the error bitmap of its parent is very likely to be '1'. Note that the error bitmap of a source always
consists of all 'I's.
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Every node that has child nodes compares the error bitmaps of itself and its children to check whether the relationships
between the node and its child nodes reflect the underlying multicast routing tree closely. A parent node can infer that
some child nodes need to change their locations in the logical tree. The child node would be a child of other child node.
Or it would not be a descendant of the parent node.

For instance, Figure 8 shows an example of a multicast routing tree and error bitmaps of each node.

LO

11101

LE1 LE2

11100 11001

LE3
10001

X.608(07)_F08

Figure 8 — An example of multicast routing tree

Figures 9])and 10 briefly describe how a logical tree close to a multicast routing.tree is constructed by the erfor bitmap
informati¢n.

First, it 1§ assumed that a root LO is a strategically deployed server that\is usually located nearby the egregs point of
Internet s¢rvice provider. Boxes represent routers and numbers below nodes are error bitmaps of each node.

—_

11100 11001 10001

~~~~~~ ’

X.608(07)_F09

Figure 9 — L ogical tree adaptation (LE2 adopts LE3)

The left sjde of Figure,9:shows an initial one-level intra-group tree of nodes in Figure 8. When LO becomeg aware of
error bitnjaps of itg-ohildren, it finds out that LE3 is likely to be a child or descendant of LE2 since a set of received
packets of LE3 is-a subset of that of LE2. Thus, it delegates LE3 to LE2 by sending a TDR (Tree Delegatior] Request)
message. Recéivirig the message, LE2 judges that LE3 is its child and sends a TCR message (Tree Change Rlequest) to
LE3. Recgivifig the TCR message, LE3 joins as a child of LE2 by sending TJ to LE2 and leaves its previous pprent, LO,
by sending TR INote that @ node Teceiving a 1 CR Message 1S arachied 10 e Iew parent before feaving its previous
parent. The result is a tree on the right side of Figure 9.
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shows another example of the logical tree adaptation.

X.608(07) F10

Figure 10 — L ogical tree adaptation (L O adopts LE3; LE2 adopts L E3)

On the le
current e
LEL. In t}
LO receiy
The LO f]
of Figure

In this wj
Control ty

ft side of Figure 10, LE3 has become a child of LE1 by previous tree adaptation mistakenly. H|
ror bitmap of LE3 indicates that LE3 is not a child of LE1 since it received a packet that’is not rd
iis case, LE1 delegates LE3 to its parent, LO, to find the proper position of LE3 by/$ending a TDR
es the TDR message from LE1 about LE3 and compares error bitmap of LE3 with\its children LE]
nds out that LE3 is likely to be a child of LE2. Finally, the logical tree converges'to the tree on the
10.

Ay, intra-group trees can evolve to multi-level trees that approximate, underlying multicast rou
ces built from these intra-group trees will also be very close to the multicast routing trees.

pwever, a
ceived by
message.
and LE2.
right side

ing trees.

For this, LO sends test DATA packets when it detects change of the intra<group tree. Then the LEs in the Igcal group
construct [error bitmap information and send it via ACK packet. The ‘test DATA packets are not destinpd to any
application, and should be sent every TD_PACKET _INT and in TD LACKET_NUM times.
8 Packets
An ECTP| packet contains a 16-byte base header togethér.with either extension elements or user data. It is not¢d that the
data paclets (DTs) do not include any extension elements. The generic packet format of ECTP-5 is illystrated in
Figure 11
bytes 0 1516 PL-1
Base header Extension elements or user data
PL Packet'Length
Figure 11 — Packet format of ECTP-5
8.1 Base header
The 16-bytelbase header contains common information helpful to all the protocol operations, in particular fqr the data
packets. Higtire 12 shows the structure of the base header when ECTP operates-over [P
0 1 2 3
0 1 23 4 5 6 7 01 2 3 45 6 7 01 2 3 4 5 6 7 01 2 3 4 5 6 17
Next element ‘Version‘ CT | Packet type Checksum
Source port Destination port

Packet sequence number (PSN)

Payload length ‘ F ‘ Reserved ‘ Token ID

10

Figure 12 — Base header (ECTP over |P)
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The base header contains the following information:
Next element (4 bits)

This specifies the type of the extension element immediately following the base header. The encoding values
of the extension elements will be described later. The extension element value of '0000' means that there is no
more following extension element after this element.

Version (2 bits)

This defines the version of the protocol for this Recommendation | International Standard. Its current version
is encoded as '00'".

CT (Connection Type) (2 bits)

This specifies the type of the ECTP connection. The encoding value is as follows:
01 — simplex multicast connection (for ECTP-1 and ECTP-2);

10 — duplex multicast connection (for ECTP-3 and ECTP-4);

11 — N-plex multicast connection (for ECTP-5 and ECTP-6).

[n this Recommendation | International Standard, the CT must be set as '11".
Packet type (8 bits)

[t indicates the type of the packet.

Checksum (16 bits)

This is used to check the validity of the packet that includes the base header, extension header apd/or user
data. The checksum is calculated by using the conventional one's complément arithmetic operation, ps done in
[TCP and UDP.

Source port (16 bits) and destination port (16 bits)

These port numbers are used to identify the sending and rec€iving applications for the case of ECTP over IP.
When ECTP operates over UDP, these fields are used to réptesent the connection identifier, as descrjbed later.

PSN (32 bits)
For the DT packets, this field is a 32-bit unsigned.number that starts with the initial sequence nymber and
increases by '1' for every packet, and wraps back @round to '1' after reaching '2%*— 1'.

For the ACK packets, this field is the LSN of ani SU with Token ID.

For the RD packets, this field is the PSN.0fthe data packet, which is requested to be retransmitted.

For the TJ, TLR, JR, TGR, TRR, TER, TDR, TNR and CCR, this field is the sequence number jpf control
packets from a node. It should be unique within the same packet type sent by the node.

For the TC, TLC, JC, TGC,-TR€, TCC, TDC, TNC, and CCC, this field is copied from the PSN fleld of the
corresponding request packet:

For the other packets,«his field should be ignored.
Payload length (16 bits)

This value indicates the total length of the extension headers or user data in byte, following the base header.
F (1 bit)

[t is a_flag bit. The use of this flag depends on the packet types:
Forthe JC, TC, TGC, TCC, TDC, TRC and TLC packets, the F = 1 indicates that each of the corrgsponding

jm'n request is m‘mapfprl F is setto O _otherwise

For the TJ and TLR, the F is set to '1' for inter-group tree join or leave, or set to '0' for the intra-group tree join
or leave respectively.

For the LR packet, F is set to '1' for the user-invoked leave, or set to '0' for the troublemaker ejection.

For the CT packet, F is set to 'l' for an abnormal termination, or set to '0' for the normal termination after all
the data have been transmitted.

For the token control operations, TGR and TRR request messages use this flag so as to indicate whether this is
the TCN-initiated or TS-user-initiated token control.

For the TSR packet, the F = 1 indicates that the overall token status is changed by adding a new token or
deleting an existing token. On the other hand, the F = 0 means that this TSR packet is for the information.

For the TNR, the F is set to '1' for tree join, or F is set to '0' for tree leave.

ITU-T Rec. X.608 (02/2007) 11
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For DT packet, F is set to '1' for test DT from LO for logical tree adaptation, or set to '0' for the
normal applications.
For RD packet, F is set to '1" if the sender has no data to repair, otherwise '0'.
For the other packets, this field will be ignored.
Reserved (7 bits)
Token ID (8 bits)

DT from

The Token ID is valid only for DT and RD packets. This represents the source of the data packets. The Token
ID value is ranged between 0 and 255. Each SU receives a Token ID from TCN via the token get and give

procedure and sets this field to be the number assigned by TCN.

On the other hand, when ECTP operates over UDP, the packet header does not need to specify the source and
destination ports, Wthh w111 be referred to from the UDP header In th1s case, the 32-bit field for the source and

destinatio

The base header format for ECTP over UDP is as shown in Figure 13:

0 1 2

01 2 3 45 6 7 01 2 3 4 5 6 7 01 2 3 45 6 7 0nN2 3 465 6 7

Next elerpent ‘Version‘ CT | Packet type ‘ Checksuin

Connection ID

Packet sequence number

Payload length ‘ F ‘ Reserved ‘ Token ID

Figure 13 — Base header (ECTP over"UDP)

The Coniection ID is used to identify an ECTP connection<by the ECTP host. It may also be used to
connectioh. In the connection setup phase, this information must first be informed by TCN to the other partid
the CR o1]JC packets. All the other packets in this Recommniendation | International Standard must set this fiel
value annpunced by TCN.

8.2 Extension elements

The ECTP control packets may contain oné-or more extension elements along with the base header. The bas
and each|extension element have thesfield of 'Next Element' that points to the immediately succeeding
element, if any.

The Next|Element field is encodedas shown in Table 1. The last extension element of a packet must set its Ne¢
field to '0P00' (No Element).

Table 1 - Extension elements

_ Encoding valuein ngxt Length of extension
Extension element element of the pr_ecedlng clement (bytes)
element (4 bits)
No Element 0000 0
Connection 0001 4
Error Bitmap 0010 Varied
Timestamp 0100 12
Token 0110 Varied
LO Information 0111 Varied
Negative Acknowledgement 1000 8
Tree Change Information 1001 8

12 ITU-T Rec. X.608 (02/2007)
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821 Connection e ement

The connection extension element contains overall information on the transport connection. It is encoded as '0001' in
the Next Element field of the preceding element or based header. This extension element must be included in the CR,
JC and TGR packets. The element structure is shown in Figure 14, which has the length of '4' bytes:

0 1 2 3

01 23 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7 01 2 3 456 7
Next element ‘ TCO IReservedI AGN Maximum segment size (MSS)

Figure 14 — Connection extension element

Each fielq is specified as follows:

Next element (4 bits)

This indicates the type of the next extension element, as indicated in Table 1.
TCO (Tree Configuration Option) (2 bits)

This specifies the tree configuration option used in ECTP-5 as follows:
00 — Reserved for future use.

01 — 1-level intra-group tree without logical tree adaptation.

10 — Multiple-level intra-group tree with tree adaptation.

11 — Reserved for future use.

The default value of TCO is '10' in N-plex multicast connection.
Reserved (2 bits)

AGN (ACK Generation Number) (8 bits)

This is a positive integer ranged from 1 to 255 (ACK_GENERATION_NUM). The AGN is used by a child
TS-user to generate and transmit an ACK packetto the parent.

MSS (16 bits)
This specifies the maximum size (in.byte) of the user data segment (MAX_SEGMENT_SZE) tHat can be
contained in the DT packet. The default value is '1024'".
822 Error bitmap element

This extefsion element provides information on the status of the packet reception at a child node. This extensjon header
is attachefl to ACK packet in regponse to LO's test traffic for logical tree adaptation as described in 7.5. It is gncoded as
'0010" in the Next Element field of the preceding element or based header.

This element consists of the fixed 4 bytes and the variable size of Error Bitmap, as depicted in Figure 15:

0 1 2 3

0 1 3 384 5 6 7 0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7 0 1 2 3 415 67
Next eletpent | Bitmap length | Valid bitmap length Reserved

Error bitmap

Figure 15 —Error bitmap extension element

Each field is specified as follows:
Next element (4 bits)

This indicates the type of the next extension element, as indicated in Table 1.
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8.2.3

The Timgstamp element is encoded as '0100' in the Next Element field of the preceding element or based hg
ECTP-5 yses the 8-byte timestamp so as to calculate Round Trip Time (RTT).

The 12-byte timestamp extension element is formatted as shown in Figure 16:

0 1

Bitmap length (4 bits)

This specifies the total size of the variable ACK Bitmap in unit of word (4 bytes).
Valid bitmap length (8 bits)

This represents the length of the actually valid portion in 'bit' for the ACK Bitmap.
Reserved (16 bits)

Error bitmap (variable)

This represents information by using '0' or '1' about which data packets have been received (1) or lost (0) at
the receiver side. In the Error Bitmap, the bitmap information starts with the LSN sequence number, which
represents the sequence number of the lowest numbered DT packet that has not been received yet at the
receiver side. The LSN will be specified in the PSN field of the base header. The Error Bitmap contains the

total bitmap information of the size of Valid Bitmap Length.

Imestamp element

0 1 2
12 3 4 5 6 7 01 2 3 4 5 6 7 01 2 3 4 5 &7 01 2 3 4

ader. The

Next elerpent Reserved

Timestamp (second)

Timestamp (microsecond)

Each fielq is specified as follows:

8.24

This extepision element provides information on the status of the tokens currently being used in the conned
extension| header is aftached to the TSR packet. It is encoded as '0110' in the Next Element field of the
element of based héader.

This element, consists of the fixed 2 bytes and the variable size of Valid Token I1Ds, as depicted in Figure 17:

Figure 16 — Timestamp extension element

Next element (4 bits)

This indicates the type of the next extension element, as indicated in Table 1.
Reserved (28 bits)

[Timestamp (64 bits)

4 bytes do in microsecond, as done in the conventional ping program.

Token element

This contains the 8-byte timestamp value. The first 4 bytes represent the time value in second, and the second

tion. This
preceding

0 1 2 3
0 1 2 3 45 6 7 01 2 3 4 5 670 1 2 3 45 6 7 01 2 3 4567
Next element Reserved Number of tokens ‘ Valid token IDs (1 byte for each)
| Valid token IDs (continued)
Figure 17 — Token extension element
14 ITU-T Rec. X.608 (02/2007)
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Each field is specified as follows:

8.25

Next element (4 bits)

This indicates the type of the next extension element, as indicated in Table 1.

Reserved (4 bits)

Number of tokens (8 bits)

This specifies the total number of Valid Token IDs in the connection.

Valid token IDs (varied)

This contains the list of the Token IDs valid in the connection. Each Token ID is of 1-byte length.

L O information element

This extension element provides information of an LO and its corresponding token IDs. With this information, an LO

can recog
and TGC

hize 1ts parent LO along the inter-group tree toward an SU. This extension header 1s attached to the
packet. It is encoded as '0111' in the Next Element field of the preceding element or based he

SR, TGR
hder. This

element cpnsists of the fixed 8 bytes and the variable size of Corresponding Token IDs, as depicted inKigure 18:
0 1 2 3
0O 1 3 3 4 5 6 7 01 2 3 4 5 6 7 0 1 2 3 4 5 6 7,01 2 3 415 6 7
Next eletpent Reserved Number of toKens
Local owner ID
Corresponding token IDs (1 byte for eacly)
Figure 18 — L O infor mation extension element

Each fielq is specified as follows:

Next element (4 bits)

This indicates the type of the next extension element, as indicated in Table 1.
Reserved (20 bits)

Number of tokens (8 bits)

Local owner 1D (32 bits)

This indicates theAD.of the LO which the SUs of the Corresponding Token IDs join. This ID can b
in an application-specific purpose.

Corresponding-token IDs (varied)

[Token [D is of 1-byte length.

This specifies the total numbet of Corresponding Token IDs for the LO whose ID is Local Owner 10).

b assigned

This contains the list of the Token IDs corresponding to the Local Owner ID in the connection. Each

8.2.6

Negative acknowledgement element

This extension element provides information on a repair request for the lost DT packets at a child node. If an LE or an
LO detects one or more DT packet losses, it requests repair of the lost packet(s) to its parent LE or LO along the control
tree. In the case that multiple consecutive packets are detected as lost, LE or LO can request to repair a block of lost
packets with a single NACK packet which contains the starting sequence number and the number of consecutively lost

packets.

ITU-T Rec. X.608 (02/2007)
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This extension header is attached to the NACK packet. It is encoded as '1000' in the Next Element field of the preceding
element or based header. This element consists of the fixed 8 bytes as depicted in Figure 19:

0 1 2

0 1 2
3 45 6 7 01 2 3 4 5 6 7 01 2 3 45 6 7 0 1 2 3 4

3
5 6 17

Next element Reserved Number of lost packets

Starting packet sequence number

Each field

Figure 19 — Negative acknowledgement extension element

A NACK]
packet idg

8.2.7

is qppm'ﬁpd as follows:

Next element (4 bits)

This indicates the type of the next extension element, as indicated in Table 1.
Reserved (12 bits)

Number of lost packets (16 bits)

This specifies the number of consecutively lost packets from Starting Packet Sequence Number
request for a single lost packet, this field is set to '1'.

Starting packet sequence number (32 bits)

This specifies the starting packet sequence number of a block of lost packets. If it is a request for a
packet, this field is set to PSN of the lost packet.

packet is generated for the data packets of one SU. The Token ID field in the base header of t
ntifies the associated sender that sent the lost packets.

Tree change information element

This extefsion element provides information about an intra-group tree change. It represents a change in intra-

with resp
CCR pacl
consists 0

bct to the sender and a node with the Node ID:/Fhis extension header is attached to the TCR, TDR,|
cets. It is encoded as '1001' in the Next Element field of the preceding element or base header. Th
f the fixed 8 bytes.

If it is a

bingle lost

he NACK

proup tree
TNR and
s element

0 1 2 3
01 2 3 45 6 7 0 1,23 4 5 6 7 0 1 2 3 4 5 6 7 01 2 3 4[5 6 7
Next eletpent Reserved
Node ID
Figure 20 — Tree change infor mation extension element
Each fielq is specified as follows:
Next.element (4 bits)
This indicates the type of the next extension element, as indicated in Table 1.
Reserved (28 bits)
Node ID (32 bits)
This specifies the ID of a node for which intra-group tree should be changed. The context of the change is

16

dependent on packet types.
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8.3 Packet format

In this Recommendation | International Standard, there are a total of 30 packet types: 2 types of data packets and
28 types of control packets. The data packets are DT and RD.

Table 2 - ECTP-5 packets

Full name Acronym Transport From To
Connection Creation Request CR Multicast TCN TS-users
Connection Creation Confirm CC Unicast TS-user TCN

Tree Join Request TJ Unicast LE/LO LE/LO
Tree Join Confirm TC Unicast LE/LO LE/LO
Tree T eave Request TILR Inicast TLETO LETO
Tree Leave Confirm TLC Unicast LE/LO LE/LO
Data DT Multicast TCN/SU/LO TS-usérs
Retransmission Data RD Unicast LE/LO LE/LO
Acknowledgement ACK Unicast LE/LO LE/LO
Negative Acknowledgement NACK Unicast LE/LO LE/LO
Probe PB Unicast TCN TS-user
Probe Acknowledgement PBACK Unicast TS-biser TCN
Late Join Request JR Unicast TS-user TCN
Late Join Confirm IC Unicast TCN TS-user
. TCN TS-user
User Leave Request LR Unicast
TS-user TCN
Connection Termination Request CT Multicast TCN TS-users
. SU TCN
Token Get Request TGR Unicast
TCN SU
. TCN SU
Token Get Confirm TGE Unicast
SU TCN
. TS-user TCN
Token Return Request TRR Unicast
TCN TS-user
. TCN TS-user
Token Return Confirm TRC Unicast
TS-user TCN
Multicast TCN TS-users
Token Status Report TSR )
Unicast TCN TS-user
Token Status Report‘Request TSRR Unicast TS-user TCN
Tree Change Request TCR Unicast LO/LE LE
Tree Change Confirm TCC Unicast LE LO/LE
Tree-Delegation Request TDR Unicast LO/LE LO/LE
Tree Delegation Confirm TDC Unicast LO/LE LO/LE
Tree-Change Notification Request TNR Unicast LE LO
Tree Change Natification Confirm INC IInicast 1.0 1E
Control Tree Change Request CCR Unicast LO LE
Control Tree Change Confirm CCC Unicast LE LO
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The encoding value and packet structure are shown for each of the ECTP-5 packets in Table 3. The extension elements
are attached to the base header in the order specified in the table.

Table 3—Format of ECTP-5 packets

Packet Encoding Extension elements or user data Length Operational
type value (packet structure) (bytes) protocol stage
CR 0000 0001 Connection 20 Connection
cC 0000 0010 16 Creation
TJ 0000 0011 Timestamp 28
TC 0000 0100 Timestamp 28 Logical Tree
TLR 0010 0011 16 Management
TLC 0010 0T00 16 |
DT 0000 0101 User Data 16+ Data Transpmlt
RD 0000 0111 Timestamp + User Data 28+
ACK 0000 1000 Error Bitmap 16+ Efror Contro
NACK 0001 1000 Negative Acknowledgement + Timestamp 36
PBACK 0000 1110 16 Management
JR 0000 1010 16 .
Late Join
JC 0000 1011 Connection 20
LR 0000 1100 16 User Leave
CT 0000 1101 16 Termination
TGR 0001 0001 LO Information 16+
. Token Get
TGC 0001 0010 LO Information 16+
TRR 0001 0011 16
Token Retury]
TRC 0001 0100 16
TSR 0001 0101 Token + LO\ hformation 16+
Token Reporf
TSRR 0010 0101 16
TCR 0001 0110 Tre¢, Change Information 24
TCC 0001 0111 16 Logical Tree|
TDR 0001 1110 Tree Change Information + Error Bitmap 24+ Adaptation
TDC 0001 1111 16
TNR 0010 0001 Tree Change Information 24
TNC 0010 0010 16 Control Tree
CCR 0010 1000 Tree Change Information 24 Management
CCC 001011001 16
It is noted that the-italic parts (of the extension elements) indicate that the use of the corresponding extension plement is
optional, father than mandatory, in the implementation. In the packet length column of the table, '+' sign sighifies that
the packet $1ze'may get larger by adding the specified optional element or user data.

On the other hand, the following encoding values reserved for future use: '0000 0000', '0000 1111', '0001 0000', '0010
0000, and '0000 0110".

831 Connection creation request (CR)

The CR packet is used by TCN so as to create an N-plex multicast connection. TCN sends the CR packet to the group
with the following source and destination addresses:

*  Source IP: IP address of TCN.
*  Source port: Local port number of TCN.
*  Destination IP: Multicast IP address of the group.

*  Destination port: Group port number.

The length of the CR packet is 20 bytes (16-byte base header + 4-byte Connection element).
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The CR packet is formatted as shown in Figure 21:

bytes 0 1516 19

Base header Connection

Figure21 — CR packet

The 16-byte base header of CR packet must be encoded as follows:

Next element: '0001' (Connection element).
Version: '00' (current version of ECTP-5)

The 4-byf

832

The CC
the follow

The CC p

CT: '11' (N-plex multicast connection).

Packet type: '0000 0001' (CR).

Checksum: To be calculated.

Source port: Local port number of TCN (or Connection ID).
Destination port: Group port number (or Connection ID).
Payload length: '4'.

F: '0' (to be ignored).

[Token ID: '0' (Token ID of TCN is set to '0").

All the fields other than specified above will be set to '0' and ignored- at the receiver side.

e Connection element must be encoded as follows:

Next element: '0000'.

[TCO: As configured by TCN.

IAGN: As configured by TCN.

MSS: As configured by TCN (the default valué.is '1024").

Connection creation confirm (CC)

acket is used by TS-user in responsé.fo the CR packet of TCN. A TS-user sends the CC packet to
ing source and destination addresses:

*  Source IP: IP address of FS-user.

*  Source port: Local,port number of TS-user.

*  Destination [PyTRaddress of TCN.

*  Destination port: Group port number.

hcket contains.the 16-byte base header only. The base header of CC packet must be encoded as follo
Next element: '0000'.

CT: \11.

Packet type: '0000 0010' (CC)

TCN with

VS

833

Checksum: To be calculated.
Source port: Local port number of TS-user (or Connection ID).
Destination port: Group port number (or Connection ID).

All the fields other than specified above will be set to '0' and ignored at the receiver side.

Treejoin request (TJ)

The TJ packet is sent by LE or LO to the LO or LE in order to join an intra-group tree or an inter-group tree. This
packet is addressed as following:

. Source IP: IP address of LE or LO.
*  Source port: Local port number of LE or LO.
. Destination IP: IP address of the LO or LE.

ITU-T Rec. X.608 (02/2007)
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*  Destination port: Group port number.

The TJ packet contains the 16-byte base header and the 12-byte Timestamp element. The TJ packet is formatted as
shown in Figure 22:

bytes 0 1516 27

Base header Timestamp

Figure22 — TJ packet

The base header of TJ packet must be encoded as follows:

The 12-by

834

The TC p
requester

The TC p

Next element: '0100' (Timestamp Element).

CT:'11".

Packet type: '0000 0011' (TJ).

Checksum: To be calculated.

Source port: Local port number of LE or LO (or Connection ID).
Destination port: Group port number (or Connection ID).

PSN: A sequence number of this packet.

Payload length: '12".

F: '1' (for inter-group tree join), '0' (for intra-group tree join).

All the fields other than specified above will be set to '0' and.ignored at the receiver side.
te Timestamp element must be encoded as follows:

Next element: '0000'.

Timestamp: Current time of the packet sender.

Treejoin confirm (TC)

acket is sent by the LO or LE node, in¢sponse to the TJ packet. The LO or LE sends the TC pag
pf tree join (LE or LO) with following source and destination addresses:

*  Source IP: IP address of the LO or LE.

*  Source port: Group popt-hiunber.

*  Destination IP: IP address of the LE or LO.

*  Destination portsJocal port of the LE or LO.

hcket contains the\L6-byte base header, and 12-byte Timestamp element, as shown in Figure 23.

bytes 0 1516 27

Base header Timestamp

Figure23 —TC packet

The 16-byte base header of TC packet must be encoded as follows:

20

Next element: '0100' (Timestamp Element).

CT:'11".

Packet type: '0000 0100' (TC).

Checksum: To be calculated.

Source port: Group port (or Connection ID).

Destination port: Local port of LE or LO (or Connection ID).

ITU-T Rec. X.608 (02/2007)
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PSN: The value copied from PSN field of the corresponding request packet..
Payload length: '12'.
F: '1"if the TJ request is accepted, '0' otherwise.

All the fields other than specified above will be set to '0"' and ignored at the receiver side.

The 12-byte Timestamp element must be encoded as follows:

835
The TLR

Next element: '0000'.
Timestamp: 8-byte time value copied from the corresponding TJ packet.

Treeleaverequest (TLR)
packet is sent by LE or LO to the parent LO or LE in order to leave the logical tree. The TLR packet is sent

with the following source and destination addresses:

The TLR
follows:

8.3.6

The TLC
the child

The TLC

g Source IP: IP address of LE or LO.
*  Source port: Local port of LE or LO.
g Destination IP: IP address of LO or LE.

*  Destination port: Group port number.

packet contains the 16-byte base header only. The 16-byte base header of TLRipacket must be ehcoded as

Next element: '0000'".

CT:'11".

Packet type: '0010 0011' (TLR).

Checksum: To be calculated.

Sour ce port: Local port of LE or LO (or Connection ID).
Destination port: Group port (or Connection ID).

PSN: A sequence number of this packet.

F: '1' (for inter-group tree join), '0' (for intra-group/tree join).

All the fields other than specified above willbe set to '0' and must be ignored at the receiver side.

Treeleave confirm (TLC)

packet is sent by the LO or LE node; in response to the TLR packet. The LO or LE sends the TL{ packet to
LE or LO with the following seut¢e and destination addresses:

*  Source IP: IP address of LO or LE.

*  Source port: Group\port number.

*  Destination [P\IP address of the LE or LO.

*  Destinationport: Local port of the LE or LO.

packet contains the 16-byte base header only. The base header of TLC packet must be encoded as fol]lows:
Next elernent: '0000'.
CT/1T1".

Packertype: 0010 0100 (TLC)-

Checksum: To be calculated.

Source port: Group port number (or Connection ID).

Destination port: Local port number of LE or LO (or Connection ID).

PSN: The value copied from PSN field of the corresponding request packet.
F: '1"if the TLC request is accepted, '0' otherwise.

All the fields other than specified above will be set to '0' and must be ignored at the receiver side.
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837 Data(DT)

The DT packet is used by TCN or SU to transmit the multicast data to the group members. The DT packet is also used
by LO to transmit test traffic for logical tree adaptation. The multicast DT packets are sent to the TS-users with the

following source and destination addresses:

*  Source IP: IP address of TCN or SU or LO.
*  Source port: Local port number of TCN or SU or LO.

*  Destination IP: Multicast IP address of the group.

*  Destination port: Group port number.

The DT packet contains the 16-byte base header and the variable-length user data as shown in Figure 24:

L.

[« =]

4
OYtes

=

i
(<))

T

T~

=

Base header

User data

The 16-byte base header of DT packet must be encoded as follows:

Next element: '0000'.

CT:'11".

Packet type: '0000 0101' (DT).
Checksum: To be calculated.

F: '1' (for LO's test traffic), '0' otherwise;

8.3.8 Retransmission data (RD)

The RD packet is sent by LO or LE to-retransmit data in response to repair requests (NACK) from child nod
LO) along the control tree. The packet format is the same as that of the DT packet. In contrast to the DT packs
via multidast, however, RD is(sent to the requester by unicast with the following source and destination addres

g Source IP,IP-address of LO or LE.

* _ (Destination port: Group port number.

Destination port: Group port number (or Connection ID).

*  Source’port: Local port number of LO or LE.

Figure24 —DT packet

*  Destination IP: IP address of the repair requester (LE or LO).

Source port: Local port number of TCN or SU or LO (or Conriection ID).

PSN: The PSN of this DT packet, which starts with’ the initial sequence number and increases |
wraps back around to '1' after reaching '2*%— 1',

Payload length: Indicates the length (in byte) of the user data contained in this packet.

Token ID: Token ID of the sender ofithis data packet ('0' for TCN, or a positive number of SU).

y 'l', and

es (LE or
t delivery
Kes:

The RD I cket cantaing the 16-hvte hase header and the varinhlf--length user data as shown in Fignre 25-

bytes 0 1516

27 28

PL-1

Base header

Timestamp

User data (optional)

Figure 25— RD packet

The 16-byte base header of RD packet must be encoded as follows:

Next element: '0100' (Timestamp element).
CT:'11".
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Packet type: '0000 0111' (RD).

Checksum: To be calculated.

Source port: Local port number of LO or LE (or Connection ID).

Destination port: Group port number (or Connection ID).

PSN: The PSN of the data packet, which is requested to be retransmitted.

Payload length: Indicates the length (in byte) of the user data contained in this packet.

F: '1" if the sender of this packet has no data to repair, '0' otherwise.

Token ID: Token ID of the sender for this data packet ('0' for TCN, or a positive number of SU).

The 12-byte Timestamp element must be encoded as follows:
Next element: '0000'.
Imestamp: 8-byte time value copied from the corresponding NACK packet.

8.39 Acknowledgement (ACK)

The ACK]|packet is sent to the parent node along the control tree in order to acknowledge the DT packets recdived from
an SU. Ah ACK packet is generated by the ACK generation rule, which will be described later, If the ACK packet is for
LO's test| traffic as described in 7.5, the ACK packet should contain an error bitmap element for Logical Tree
Adaptation (LTA).

Over the piicast control channel, an ACK packet is sent by an LE or LO to its parent IE or LO along the cgntrol tree
whose rogt is the SU of the corresponding data. It is transmitted with the following'séutce and destination addfesses:

*  Source IP: IP address of LE or LO.

*  Source port: Local port number of LE or LO.

*  Destination IP: IP address of the parent node (LO or LE),

*  Destination port: Group port number.

The ACK packet contains the 16-byte base header, and optionally an Error Bitmap element with variable|length as
shown in [Figure 26:

bytes 0 1516 PL-1

Base header Error bitmap (optional)

Figure 26 — ACK packet

The base header of ACK pacKet)must be encoded as follows:
Next element: '0000" or '0010' (Error Bitmap element) for ACK packet in response to test traffic from LO.
CT:'11".

Packet type: '0000 1000' (ACK).
Checksum: To be calculated.

ource. part- T ocal port number of T.E or I.O (or Connection 1D)

Destination port: Group port number (or Connection ID).

PSN: LSN, the PSN of the lowest numbered DT packet that has not been received yet.

Payload length: Length (in byte) of the extension elements attached to the base header.

F:'0' (to be ignored).

Token ID: Token ID of the corresponding sender ('0' for TCN, or a positive number of SU).
The error bitmap element must be encoded as follows:

Next element: '0000'".

Bitmap length: Represents the total length of the Error Bitmap in word (in 4-byte).

Valid bitmap length: The actually valid length of the Error Bitmap in bit.
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Error bitmap: Represents the bitmap information about which DT packets are lost.

Negative acknowledgement (NACK)

The NACK packet is to request a parent to retransmit data that are detected as lost. A NACK packet is sent immediately
at packet loss detection. With the Number of Lost Packets and Starting Packet Sequence Number fields in the Negative
Acknowledgement element, a NACK packet may indicate a repair request for a block of two or more consecutively lost

packets.

Over the unicast control channel, a NACK packet is sent by an LE or LO to its parent node along the control tree whose

root is the

SU of the corresponding data. It is transmitted with the following source and destination addresses:
*  Source IP: IP address of LE or LO.

*  Source port: Local port number of LE or LO.

*  Destination IP: IP address of the parent node (LO or LE).

The NA(C
Timestani

The base

The Nega

*  Destination port: Group port number.

'K packet contains the 16-byte base header, 8-byte Negative Acknowledgement element) an
p element, as shown in Figure 27.

bytes 0 1516 23 24 35

Base header Negative acknowledgement Timestamp

Figure 27 —NACK packet

header of NACK packet must be encoded as follows:

Next element: '1000' (Negative Acknowledgement).

CT:'11".

Packet type: '0001 1000' (NACK).

Checksum: To be calculated.

Source port: Local port number of LE or KO (or Connection ID).
Destination port: Group port number€or Connection ID).

PSN: LSN that is the PSN of the lowest numbered DT packet that has not been received yet
Payload length: '20'.

F:'0' (to be ignored).

[Token ID: Token ID of'the corresponding sender.

tive Acknowledgement element must be encoded as follows:

Next element:0100' (Timestamp element).

Numberof-ost packets: Represents the number of consecutively lost packets from Starting Packet
Number:

1 12-byte

Sequence

Starting packet sequence number: The starting packet sequence number of a block of lost packets.

The 12-byte Timestamp element must be encoded as follows:

83.11

Next element: '0000'.
Timestamp: Current time of the packet sender.

Probe (PB)

The PB packet is used by TCN for connection maintenance. The TCN sends the periodic PB packet to a selected
TS-user in the session with the following source and destination addresses:

24

. Source IP: IP address of TCN.
*  Source port: Local port number of TCN.
. Destination IP: IP address of the selected TS-user.

*  Destination port: Group port number.
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The PB packet contains the 16-byte base header only. The base header of the PB packet is formatted as follows:

8.3.12

Next element: '0000'.

CT:'11".

Packet type: '0000 1001' (PB).

Checksum: To be calculated.

Source port: Local port number of TCN (or Connection ID).
Destination port: Group port number (or Connection ID).

All the fields other than specified above will be set to '0' and ignored at the receiver side.

Probe acknowledgement (PBACK)

The PBACK packet is sent by a TS-user, in response to the PB packet of TCN. When a TS-user receives the PB packet

from TCN
The TS-u

The PBA
follows:

8.3.13

The JR p
the JR pa

The JR pg

, 1t should respond with the PBACK packet. This packet 1s used to indicate that 1t 1s still alive.

ber sends the PBACK packet to TCN with the following source and destination addresses:
*  Source IP: IP address of TS-user.

*  Source port: Local port number of TS-user.

*  Destination IP: IP address of TCN.

*  Destination port: Local port number of TCN.

CK packet contains the 16-byte base header only. The base header ofithie PBACK packet is fogmatted as

Next element: '0000'.

CT:'11".

Packet type: '0000 1110' (PBACK).

Checksum: To be calculated.

Source port: Local port number of TS-user (or Connection ID).

Destination port: Local port number of TCN (orE&énnection ID).

All the fields other than specified above willbe set to '0' and ignored at the receiver side.
L atejoin request (JR)

icket is used by a new joining TS-user in order to join the ECTP connection. The new joining TS-fiser sends
ket to the TCN with the followinig source and destination addresses:
*  Source IP: IP address of TS-user.

*  Source port: Local ‘port number of TS-user.

*  Destination [P:\IP address of the TCN.

*  Destinationport: Group port number.

cket contains the 16-byte base header only. The base header of JR packet must be encoded as follows:
Next elerment: '0000'.
CT/1T1".

Packetrtype: 0000 1010 (JR)-

Checksum: To be calculated.

Source port: Local port number of TS-user (or Connection ID).
Destination port: Group port number (or Connection ID).

PSN: A sequence number of this packet.

All the fields other than specified above will be set to '0' and ignored at the receiver side.
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Latejoin confirm (JC)

The JC packet is used by TCN, in response to the JR packet. The TCN sends the JC packet to the new joining TS-user
with the following source and destination addresses:

*  Source IP: IP address of the TCN.

*  Source port: Local port number of TCN.

*  Destination IP: IP address of the TS-user.

*  Destination port: Local port of the TS-user.

The JC packet contains the 16-byte base header and the 4-byte Connection element.

The JC packet is formatted as shown in Figure 28:

The 16-by

The 4-byf

8.3.15

The LR 7
TS-user.

bytes 0 1516 19

Base header Connection

Figure 28 — JC packet

rte base header of JC packet must be encoded as follows:

Next element: '0001' (Connection element).

CT:'11".

Packet type: '0000 1011' (JC).

Checksum: To be calculated.

Source port: Local port of TCN (or Connection ID).

Destination port: Local port of TS-user (or ConnectioiID).

PSN: The value copied from PSN field of the corresponding request packet.
Payload length: '4'.

F: '1' if the JR request is accepted, '0' otherwise.

All the fields other than specified aboye will be set to '0' and ignored at the receiver side.

e Connection element must be endeded as follows:
Next element: '0000'.

[TCO: As configured by, TCN.

AGN: As configured by TCN.

MSS: As configured by TCN.

User leavetequest (LR)

acket is-used by TS-user to indicate that it will leave the connection, or by TCN to eject a troub,
The LR packet does not need to require the corresponding confirm packet. This packet is sen

following

setirCe and destination addresses:

*  Source IP: IP address of TS-user (user leave) or TCN (troublemaker ejection).
*  Source port: Local port number of TS-user or TCN.
*  Destination IP: IP address of TCN or TS-user.

*  Destination port: Group port number or local port number of TS-user.

The LR packet contains the 16-byte base header only. The base header is formatted as follows:

26

Next element: '0000'".

CT:'11".

Packet type: '0000 1100' (LR).

Checksum: To be calculated.

Source port: Local port of TS-user or TCN (or Connection ID).

ITU-T Rec. X.608 (02/2007)
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Destination port: Group port or local port of TS-user (or Connection ID).
F: '1" for the user-invoked leave, or '0' for the troublemaker ejection.

All the fields other than specified above will be set to '0' and ignored at the receiver side.

Connection termination request (CT)

The CT packet is used by the TCN to terminate the connection. CT packet does not need to require the corresponding

confirm p

acket. This packet is sent by TCN with the following source and destination addresses:
*  Source IP: IP address of the TCN.

*  Source port: Local port number of TCN.

¢ Destination IP: Multicast IP address of the group.

*  Destination port: Group port number.

The CT p

8.3.17

The TGR|
this case,
an SU.

In the T(
TGR pack

In the ca
TCN with

The TGR

The TGR
The TGR

hcket contains the 16-byte base header only. The base header is formatted as follows:
Next element: '0000'.

CT:'11".

Packet type: '0000 1101' (CT).

Checksum: To be calculated.

Source port: Local port of the TCN (or Connection ID).

Destination port: Group port (or Connection ID).

transmission).
All the fields other than specified above will be set to '0' and ignored at the receiver side.
Token get request (TGR)

packet is used by a TS-user to get a token for the mlticast data transport (TS-user-initiated Tokej
the TS-user can request a token to TCN by sending’a TGR packet. The TS-user that has a token

[N-initiated Token Give operation, TCN requests a TS-user to be an SU. In this case, TCN W
et to a certain TS-user.

be of Token Get, the LO Informatien element should be attached to TGR packet by TS-user. I
information about the LO that the TS-user joins. This information is used when sending TSR packe

packet is sent with the following source and destination addresses:

e Source IP: IP address of TS-user (Token Get) or IP address of TCN (Token Give).

*  Source port: Localport number of TS-user (Token Get) or local port number of TCN (Token G
*  Destination IP;IP address of the TCN (Token Get) or IP address of TS-user (Token Give).

packet eontains the 16-byte base header and the variable size LO Information element.

paceketis formatted as shown in Figure 29:

*  Destination port: Group port number (Token Get) or local port number of TS-user (Token Give).

F: '1' for an abnormal termination, or '0' for the normal terminatign’(after completing the mulficast data

n Get). In
becomes

i1l send a

provides

w2

ve).

bytes 0 1516 PL-1

Base header LO information

Figure29 — TGR packet

The 16-byte base header of TGR packet must be encoded as follows:

Next element: '0000' or '0111' (LO Information element, in the case of Token Get).
CT:'11".
Packet type: '0001 0001' (TGR).
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Checksum: To be calculated.

Source port: Local port number of TS-user or TCN (or Connection ID).

Destination port: Group port number or local port of TS-user (or Connection ID).

PSN: A sequence number of this packet.

Payload length: Length (in byte) of the extension elements attached to the base header.

F: To be ignored.

Token ID: Token ID allocated by TCN (Token Give); in the Token Get case, this field is ignored.

If the LO Information element is added for the next element in the case of Token Get, it must be encoded as follows:

Next element: '0000'.
Number of tokens: '1".

8.3.18

In respon:
TCN-init

In the cas|

Local owner ID: Represents the ID ot the LO which the LE joins.
All the fields other than specified above will be set to '0' and must be ignored at the receiver side.
T oken get confirm (TGC)

e to a TGR, TCN sends a TGC packet to the TS-user that sent the TGR (TS-user-initiated Token G
ated Token Give operation, the TGC packet is used by TS-user to confirm the request.

e of Token Give, the LO Information element should be attached to TGC paeket by TS-user. It proy

with infogmation about the LO that the LE joins. This information is used when sending“TSR packets.

The TGC

The TGC
The TGC

The 16-by

packet is sent with the following source and destination addresses:

*  Source IP: IP address of TCN (Token Get) or IP address of LE\(Foken Give).

*  Source port: Group port number (Token Get) or local port aumber of LE (Token Give).
*  Destination IP: IP address of the LE (Token Get) or IP address of TCN (Token Give).

*  Destination port: Local port of LE (Token Get) orloeal port of TCN (Token Give).

packet contains the 16-byte base header and the variable size LO Information element.

packet is formatted as shown in Figure 30:

bytes 0 1516 PL-1

Base header LO information

Figure 30 — TGC packet

te base header of TGC packet must be encoded as follows:

Next element:+0000' or '0111' (LO Information element, in the case of Token Give).
CT:'11.

Packet'type: '0001 0010' (TGC).

et). In the

ides TCN

hackarim: Tao ba calenlotad

SHooKoo T T 0ot Carcaratcar

Source port: Group port or local port number of LE (or Connection ID).

Destination port: Group port number or local port of LE (or Connection ID).

PSN: The value copied from PSN field of the corresponding request packet.

Payload length: Length (in byte) of the extension elements attached to the base header.

F:'0' (for acceptance) or 'l' (for rejection).

Token ID: Token ID allocated by TCN (Token Get); in the Token Give case, this field is ignored.

If the LO Information element is added as the next element in the case of Token Give, it must be encoded as follows:

28

Next element: '0000'.
Number of tokens: '1'.
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Local owner ID: Represents the ID of the LO that the LE joins.

All the fields other than specified above will be set to '0' and must be ignored at the receiver side.

8319 Tokenreturnrequest (TRR)

The TRR packet is used by a TS-user to return a token to TCN (TS-user-initiated Token Return). In this case, the
TS-user sends a TRR packet. In TCN-initiated Token Withdrawal case, TCN may first request a TS-user to return the
token. In this case, TCN will send a TRR packet to the concerned TS-user.

The TRR packet is sent with the following source and destination addresses:
*  Source IP: IP address of TS-user (Token Return) or IP address of TCN (Token Withdrawal).
*  Source port: Local port of TS-user (Token Return) or local port of TCN (Token Withdrawal).
e Destination IP: IP address of the TCN (Token Return) or IP address of TS-user (Token Withdrawal).

[ Destination port: Group port ( Token Return) or tocal port of I.S-user (1oken withdrawal). |
The TRR [packet contains the 16-byte base header only, which must be encoded as follows:

Next element: '0000'.

CT:'11".

Packet type: '0001 0011' (TRR).

Checksum: To be calculated.

Source port: Local port number of TS-user or TCN (or Connection ID).

Destination port: Group port number or local port of TS-user (or Connection ID).

PSN: A sequence number of this packet.

[Token ID: Token ID of TS-user.

All the fields other than specified above will be set to '0' and\yignored at the receiver side.

8.3.20 [Token return confirm (TRC)

The TRC|packet is used by TCN or TS-user to confirm the associated TRR request. The TRC packet is sent with the
following|source and destination addresses:

*  Source IP: IP address of TCN (Token.Return) or IP address of TS-user (Token Withdrawal).
*  Source port: Group port (Token Return) or local port of TS-user (Token Withdrawal).

*  Destination IP: IP address of the-TS-user (Token Return) or IP address of TCN (Token Withdrgwal).
*  Destination port: Local port of TS-user (Token Return) or local port of TCN (Token Withdrawdl).

The TRC[packet contains the 16-byte base header only, which must be encoded as follows:
Next element: '0000'.

CT:'11".

Packet type: '0001° 0100' (TRC).

Checksum=To be calculated.

Sour cesport: Group port or local port number of TS-user (or Connection ID).
Destination port: Group port number or local port of TS-user (or Connection ID).

PSNTTie value copied from PSN field of the corresponding request packet.
Token ID: Token ID of TS-user.

All the fields other than specified above will be set to '0' and ignored at the receiver side.

8321 Token statusreport (TSR)

The TSR packet is used by TCN to announce the currently valid Token IDs in the connection. It also provides LOs with
the information about corresponding token IDs of each LO by attaching the LO Information element. The TSR packet is
sent with the following source and destination addresses:

*  Source IP: IP address of TCN.
*  Source port: Local port of TCN or group port (replying to TSRR).
¢ Destination IP: IP multicast address of the group or IP address of the TS-user (replying to TSRR).
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*  Destination port: Group port or local port of TS-user (replying to TSRR).

The TSR packet is formatted as shown in Figure 31:

bytes 0 1516 n n+l PL-1

Base header Token LO information

Figure 31 — TSR packet

The TSR packet contains the 16-byte base header, the variable-size Token element, and the variable-size LO
Information element. The base header must be encoded as follows:

The varial

The varial

8.3.22

The TSR]
with the f}

Next element: '0110' (Token Element).

CT:'11".

Packet type: '0001 0101' (TSR).

Checksum: To be calculated.

Sour ce port: Local port number of TCN (or Connection ID) or group port (replyirigto TSRR).

Payload length: Length (in byte) of the extension elements attached to the base header.

All the fields other than specified above will be set to '0' and must be.ignored at the receiver side.

ble size Token element must be encoded as follows:

Next element: '0111' (LO Information element).

Number of tokens: Specifies the total number of Valid Teken/IDs in the connection.

\Valid token IDs: Contains the list of the Token IDs valid in the connection. Each Token ID is of 1-by

All the fields other than specified above will be set to '0' and must be ignored at the receiver side.

ble size LO Information element must be encoded as follows:

Next element: '0000' or '0111' (If another, EQ' Information element is followed).

Number of tokens: Total number of Corresponding Token I1Ds for the LO whose ID is Local Owner
Local owner ID: Represents the {D of the LO that the LE joins.

Corresponding token IDs: Contains the list of the Token IDs corresponding to the Local Owner
connection. Each Token ID is-of 1-byte length.

All the fields other than'specified above will be set to '0' and must be ignored at the receiver side.

Token status report request (TSRR)

R packet is used by TS-user to request TCN to update the token list. A TS-user sends the TSRR pack
bllowing Source and destination addresses:

g Source IP: IP address of TS-user.

Destination port: Group port number (or Connection ID) or local port of TS-user (replying to TSRR).

te length.

D.

ID in the

et to TCN

o« Source port: Local port number of TS-user.

. Destination IP: IP address of TCN.

*  Destination port: Group port number.

The TSRR packet contains the 16-byte base header only. The base header of TSRR packet must be encoded as follows:

30

Next element: '0000'.

CT:'11".

Packet type: '0010 0101' (TSRR).

Checksum: To be calculated.

Source port: Local port number of TS-user (or Connection ID).
Destination port: Group port number (or Connection ID).

All the fields other than specified above will be set to '0' and ignored at the receiver side.
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Tree changerequest (TCR)

The TCR packet is used for changing parent-child relationship of nodes in the intra-group trees. This packet instructs
the node receiving this packet to become a child of another node designated by Node ID. The TCR packet is sent over
unicast control channel with the following source and destination addresses:

*  Source IP: IP address of LE or LO.
*  Source port: Local port number of LE or LO.
*  Destination IP: IP address of the target node (LE).

*  Destination port: Group port number.

The TCR packet contains the 16-byte base header and 8-byte Tree Change Information element as shown in Figure 32.

L.

The base

The 8-byf

8.3.24

The TCC
TCR pack

P
i
h
=
R
o
b

4
OYtes

Base header Tree change information

Figure 32 — TCR packet

header of TCR packet must be encoded as follows:

Next element: '1001' (Tree Change Information element).
CT:'11".

Packet type: '0001 0110' (TCR).

Checksum: To be calculated.

Sour ce port: Local port number of LE or LO (or Connectién ID).
Destination port: Group port number (or Connection IBD).

PSN: A sequence number of this packet.

Payload length: '8'.

All the fields other than specified above willibe set to '0' and ignored at the receiver side.
e Tree Change Information element must be encoded as follows:
Next element: '0000'.

Node ID: Represents a new parent node of the node which receives this packet.

Tree change confirm (TCC)

packet is sent by ILEyas a reply to a TCR packet. The node sends the TCC packet to a node thj
et with the following source and destination addresses:

g Source IP:IP address of LE.
*  Source port: Group port number.
g Destination IP: IP address of the LE or LO.

. {Destination port: Local port of the LE or LO.

The TCC

packet contains the 16-byte base header only, which must be encoded as follows:
Next element: '0000'.

CT."11".

Packet type: '0001 0111' (TCC).

Checksum: To be calculated.

Source port: Group port number (or Connection ID).

Destination port: Local port number of LE or LO (or Connection ID).

PSN: The value copied from PSN field of the corresponding request packet.

F: Is set to '1" if the TCC request is accepted, '0' otherwise.

All the fields other than specified above will be set to '0' and must be ignored at the receiver side.
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Tree delegation request (TDR)

The TDR packet is used to delegate the process to determine a proper position for a child node to another node in the
intra-group trees. The packet includes Node ID. The node receiving this packet should find better parent-child
relationship for a node with Node ID using its available error bitmaps.

Via unicast control channel, a TDR packet is sent by any node that has child nodes to its parent or child nodes in the
same intra-group tree. It is transmitted with the following source and destination addresses:

The TDR

*  Source IP: IP address of LE or LO.
*  Source port: Local port number of LE or LO.
¢ Destination IP: IP address of the potential parent node (LO or LE).

*  Destination port: Group port number.

packet contains the 16-byte base header, 8-byte Tree Change Information element. and a variable length of

Error Bit

The base

The 8-byf

The error

hap element, as shown in Figure 33.

bytes 0 1516 2324

PE-1

Base header Tree change information Error bitmap

Figure 33— TDR packet

header of TDR packet must be encoded as follows:

Next element: '1001' (Tree Change Information element).
CT:'11".

Packet type: '0001 1110' (TDR).

Checksum: To be calculated.

Sour ce port: Local port number of LE or LO (or.Connection ID).
Destination port: Group port number (or Connéction ID).

PSN: A sequence number of this packet;

e Tree Change Information €lement must be encoded as follows:

Next element: '0010' (Etror‘Bitmap element).

Node ID: Represents a potential child of the node which received the TDR packet.
bitmap elementimust be encoded as follows:

Next elemeft:+0000'".

Valid-bitmap length: The actually valid length of the Error Bitmap in bit.

Error hitman- R ancacante tha it s ooty ol oot ol nl YT nooleate oen loct

Payload length: Length (in byte) of the extension elements attached to the base header.

All the fields other than specifiedabove will be set to '0' and ignored at the receiver side.

Bitmap-length: Represents the total length of the Error Bitmap in word (in 4-byte).

8.3.26

Tree delegation confirm (TDC)

O ot oo IO pr oSttt T ot ap oot oo ottt vy I O o 1T patictto—arcTost

The TDC packet is sent as a reply to a TDR packet. The node sends the TDC packet to a node that sent the TDR packet
with the following source and destination addresses:

32

*  Source IP: IP address of LO or LE.

*  Source port: Group port number.

*  Destination IP: IP address of the LE or LO.

*  Destination port: Local port of the LE or LO.
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packet contains the 16-byte base header only which must be encoded as follows:
Next element: '0000'.

CT:'11".

Packet type: '0001 1111' (TDC).

Checksum: To be calculated.

Source port: Group port number (or Connection ID).

Destination port: Local port number of LE or LO (or Connection ID).

PSN: The value copied from PSN field of the corresponding request packet.

F: Is set to '1" if the TDC request is accepted, '0' otherwise.

All the fields other than specified above will be set to '0' and must be ignored at the receiver side.

8.3.27

The TNR|
should ref

Via unicaj
used for 4
addresses

The TNR

The base

Tree change notification request (TNR)

packet is used to notify the change of logical tree (intra-group tree) to LO. When receiving this p
lect the change to its intra-group tree with respect to the sender and a node with Node ID.

5t control channel, a TNR packet is sent by the LE that changes its parent by tree change)or tree join
node to prune its child after detecting the child's failure. It is sent with the following source and d

g Source IP: IP address of LE.
*  Source port: Local port number of LE.
*  Destination IP: IP address of the LO.

*  Destination port: Group port number.

packet contains the 16-byte base header and 8-byte Tree Change Information element, as shown in H

bytes 0 1516 23

Base header Tree change information

Figure 34 — TNR packet

header of TNR packet must be €ncoded as follows:

Next element: '1001' (Tree Change Information element).
CT:'11".

Packet type: '001070001' (TNR).

Checksum: Te.be calculated.

Sour ce port;“"Local port number of LE (or Connection ID).
Destination port: Group port number (or Connection ID).
PSN;, A sequence number of this packet.

hcket, LO

. It is also
estination

igure 34.

Payload length: "8".

F: F is set to '0' if it notifies a change of its parent node, or set to '1" if it notifies a pruning of its child node.

All the fields other than specified above will be set to '0' and ignored at the receiver side.

The 8-byte Tree Change Information element must be encoded as follows:

Next element: '0000'.
Node ID: Its new parent node ID when F is '0', or its child node ID which is pruned when F is '1".
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Tree change natification confirm (TNC)

The TNC packet is sent as a reply to a TNR packet. LO sends TNC packet to a node that sent the TNR packet with the

following

source and destination addresses:

*  Source IP: IP address of LO.

*  Source port: Group port number.

¢ Destination IP: IP address of the LE.

*  Destination port: Local port of the LE.

The TNC packet contains the 16-byte base header only. The base header of TNC packet must be encoded as follows:

8.3.29

The CCR
packet to
addresses

The CCR

The base

Next element: '0000'.
CT:'11".

Packet type 0000010 TIRC .

Checksum: To be calculated.

Sour ce port: Group port number (or Connection ID).

Destination port: Local port number of LE (or Connection ID).

PSN: The value copied from PSN field of the corresponding request packet.

All the fields other than specified above will be set to '0' and must be ignored at'the receiver side.

Control tree change request (CCR)

packet is sent by LO in order to change the control tree of LE. Via unicast control channel, a LO ser
an LE that should change its control tree information. It is sent\with the following source and d

*  Source IP: IP address of LO.
*  Source port: Local port number of LO.
*  Destination IP: IP address of the target node (LE),

*  Destination port: Group port number.

packet contains the 16-byte base header and 8-byte Tree Change Information element, as shown in K

bytes 0 1516 23

Bas¢hieader Tree change information

Figure 35— CCR packet

header of CCRypacket must be encoded as follows:
Next element: '1001' (Tree Change Information element).
CT: A1

ds a CCR
estination

igure 35:

Packet type: '0010 1000' (CCR).

Checksum: To be calculated.

Source port: Local port number of LO (or Connection ID).
Destination port: Group port number (or Connection ID).
PSN: A sequence number of this packet.

Payload length: '8'.

Token ID: Token ID of the corresponding SU.

All the fields other than specified above will be set to '0' and ignored at the receiver side.

The 8-byte Tree Change Information element must be encoded as follows:

34

Next element: '0000'.

Node ID: Represents new parent node in the control tree for the SU specified by Token ID in the base header.
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Contral tree change confirm (CCC)

The CCC packet is sent as a reply to a CCR packet. An LE sends a CCC packet to LO that sent the CCR packet with the

following

source and destination addresses:

*  Source IP: IP address of LE.

*  Source port: Local port number of LE.
*  Destination IP: IP address of the LO.

*  Destination port: Group port number.

The CCC packet contains the 16-byte base header only. The base header of CCC packet must be encoded as follows:

Next element: '0000'.
CT:'11".

Packet type 000100 (CCCT:

Checksum: To be calculated.

Sour ce port: Group port number (or Connection ID).

Destination port: Local port number of LO (or Connection ID).

PSN: The value copied from PSN field of the corresponding request packet.
[Token ID: Token ID of the corresponding SU.

All the fields other than specified above will be set to '0' and must be ignored.at the receiver side.

pated, the

m such as
rt so as to
IN.

nding CR

9 Procedures
This clause describes the protocol procedures of ECTP-5. Before aan ‘N-plex multicast connection is cr
following|address information should be announced to the prospective\participants: TS-users:

a) multicast IP address of the group;

b) group port number;

c) IP address of TCN;

d) IP address of a corresponding LO (to L'E only).
This infofmation may be announced to the prospective participants via an out-of-band signalling mechanis
Web annquncement. Accordingly, the prospective TS-user should be able to bind the group IP address and po
receive the CR packet from the TCN. A prospective late-joiner TS-user should also send a JR packet to the T(
9.1 Connection management
9.11 Connection creation
An N-plex multicast connection will begin when TCN is activated to manage session information and tokens.
If TCN is|informed ofza-participant list prior to starting the session, it starts a connection creation phase by sg
to the gropp over the.multicast group IP address and port.
The overdll operdtions for connection creation are shown in Figure 36:

TCN I'S-user
CR
CR_RESPONSE TIMEOUT I cc
X.608(07)_F36

Figure 36 — Connection creation procedures

The CR packet contains the generic information on the connection element such as TCO (Tree Configuration Option),

and MSS

(Maximum Segment Size).
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If all of the CC packets do not arrive within the CR_RESPONSE_TIMEOUT, TCN sends a CR packet again. This
process can be repeated up to CR_MAX_RETRY times. If TCN has not received CC packets from all TS-users in the
participants list, it gives up the connection creation procedures and terminates the N-plex multicast connection by
sending CT (Connection Termination) packet to a group. If there is no predetermined participant prior to starting the

session, T'

9.12

CN starts the data transmission phase without connection creation operations.

Latejoin

Some of the prospective participants may join the N-plex multicast connection as a late joiner. The overall operations
for a late joiner are shown in Figure 37:

The late |
TS-user. ]

If the JC
process ¢
joining prj

9.13

An N-ple
for every
PBACK |
session, €

Figure 38

TCN TS-user
JR
1o T JR RETRY TIMEOUT
S v
X.608(07)_F37

Figure 37 —Latejoining procedures

oiner TS-user sends a JR packet to TCN. In response to the JR packet, the TCN sends a JC pad
[he TJ packet should indicate whether the request is accepted or not by using the F flag of the base h)

packet does not arrive within the JR_ RETRY_TIMEOUT, the late joiner sends the JR packet a
in be repeated up to JR_MAX_RETRY times. If the node has not rée€ived any JC packet, it gives 1
pbcedures and terminates the N-plex multicast connection.

Connection maintenance

kK multicast connection is maintained using the PB and PBACK packets. The TCN sends periodic P
PB_PACKET_INT to a selected TS-user in the session. The corresponding TS-user should respon
packet. The selection method of TS-user for sending PB should be designed to cover every TS-y
g., round robin manners.

shows the operation for membership management using PB and PBACK packets.

TCN TS-user TS-user
PB

PB_RETRY) TIMEOUT
- - PBACK

)
PB_PACKET INT PR

PBACK

X.608(07)_F38

Figur e 38 — Connection maintenance using PB and PBACK packets

ket to the
ader.

pain. This
p the late

B packets
 with the
ser in the

If the PBACK packet does not arrive within the PB_ RETRY_TIMEOUT, TCN sends the PB packet again. This process
can be repeated up to PB_MAX_ RETRY times. If TCN has not received any PBACK packet, it enforces the TS-user to
leave the connection by sending LR message, which is called the troublemaker ejection.

36
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9.14
Figure 39

In the Usg

request the concerned TS-user to leave the connection. In both cases, the LR message does’ not rg

correspon

The troubj
and PBA

9.15

In ECTP
connectio
terminati

9.2
921

Every LH should join an intra-group tree for error control after join either through initial connection creati

join.

An LE in

with a T(} packet. Th€)TC packet should indicate whether the tree join request is accepted or not by using thg
the base header. The overall operations for intra-group tree join are shown in Figure 41:

| SO/I EC 14476-5:2008 (E)

User leave
illustrates the operations for user-initiated leave and troublemaker ejection.
TCN TS-user TS—user. .
(user leave) (troublemaker ejection)
LR
LR R
X.608(07)_F39

Figure 39 — User leave and troublemaker g ection procedures

r Leave case, the TS-user will send an LR message to TCN. In the Troublemaker Ejection €dse, the

ding confirm message.

lemaker ejection is applied to the TS-user that has not been responding during a cértain time interval
K operation for connection maintenance.

Connection termination

5, the TCN may also terminate the connection when it has coneluded to end it. The TCN per

h termination by sending a CT message to the group. Figure“40 shows the operations for o
n. The CT packets do not require any confirm messages.
TCN TS-user TS-user
| CT | cT |
X.608(07) F40

Figure 40 — Conngction termination procedures

L ogical tree management

Intra-group treejoin

Jtiates an intra-group tree join procedure by sending a TJ packet to the corresponding LO. LO then

LE LO

TCN will
quire the

in the PB

forms the
onnection

on or late

responds
F flag of

1]

A 4

TJ RETRY TIMEOUT I TC

X.608(07)_F41

Figure4l —Intra-group treejoin procedures

If no TC packet is received from the LO in response to a TJ within TJ_RETRY_TIMEOUT, the node sends TJ packet
again. This process can be repeated up to TJ_MAX_RETRY times. If the node fails to receive TC packet, it gives up the
tree join procedures and returns an error with status information to the application.

This procedure can also be used among LEs at tree change by logical tree adaptation as described in 9.2.4.
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Inter-group treejoin

At receiving TSR packets, if an LO sees a new LO that has one or more SUs, it should join an inter-group tree whose

root is the

new LO.

In order to be an SU, an LE should notify TCN of its LO during Token Get or Token Give procedures. The TCN
maintains and provides LOs with this information by sending TSR packets periodically. The TSR packet contains the
LO Information element that consists of a list of token IDs in each local group.

Using this information, an LO joins each LO-rooted inter-group tree by sending a TJ packet to every LO that has one or

more SUs

in its local group.

Each LO that is the root of the inter-group tree then responds with a TC packet. The TC packet should indicate whether
the tree join request is accepted or not by using the F flag of the base header. The overall operations for inter-group tree
join are shown in Figure 42:

If the Td
TC packe

gives up the tree join procedures and terminates the N-plex multicast connection.

9.23

Before le
child nod
then remg

The overd

LO LO
TJ

1J _RETRY TIMEOUT I TC

X.608(07)_F42

Figure 42 —Inter-group treejoin procedures

packet does not arrive within the TJ RETRY_TIMEOUT, the sender of TJ packet may try to
again. This process can be repeated up to TJ_MAX_RETRY times. If the node has not received TCO

L ogical treeleave

hving a session (User Leave) or changing a parentiede by logical tree adaptation procedure, an I
s should leave the logical tree (intra-group tree) by sending a TLR packet to its parent node. The p

ves the LE from the list of its children and responds with a TLC packet.
11 operations for intra-group tree leave argzshown in Figure 43:
LE LE/LO
TLR
TLR REFRY TIMEOUT I TLC
X.608(07)_F43

Figure 43 —Intra-group tree leave procedures

send the
packet, it

E without
irent node
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When an LE with one or more children leaves a session, it should attach its children to its parent by sending a
TCR message to its children before leaving. A child node that receives the TCR message replies with a TCC message.
In addition to this, the child nodes send TJ messages to their new parent to join as children. After joining the new
parent, child nodes send TLR messages to its previous parent. Then the leaving LE replies to each TLR message with
TLC messages. After replying to TLR messages from all of its child nodes, the leaving LE now can leave the tree by
sending a TLR message to its parent. The overall operations for intra-group tree leave are shown in Figure 44:

LE/LO LE LE
(parent of node-N) (leaving node-N) (children of node-N)
TCR
TCR_RETRY TIMEOUT I TCC
TJ
TC i TJR_RETRY TIMEOUT
TLR
TLC | I TLR_RETRY (HMEOUT
B TLR d
TLC ‘ I TLR RETRY TIMEOUT

X.608(07)_F44

Figure 44 —Intra-group treeleave proceduresfor:node N with children

An LO sh

session ds

An LO ¢4

packet th
operation

If the res
message {

ould leave all the inter-group trees if it has no child inlits*local group and it has no application to co

n leave an inter-group tree by sending a TLR\packet to its parent LO. The parent LO that receive
en removes the LO from the list of its childrén and responds to the LO with a TLC packet. T
for inter-group tree leave are shown in Figure 45:

LO LO

TLR

TLR_RETRY TIMEOUT I TLC

X.608(07)_F45

Figure 45— Inter-group treeleave procedures

poriding TLC message has not arrived within TLR_ RETRY_TIMEOUT, the LE or LO may send
o its"parent LE or LO again. This process can be repeated up to TLR MAX RETRY times. If the no|

ta. If an LO has no SU, all other LOs should prune‘theémselves from the inter-group tree rooted by th

hsume the
e LO.

the TLR
he overall

the TLR
de fails to

receive TLC packet, it gives up the tree leave procedures and prunes itself from the parent.

9.24

Logical tree adaptation

When using TCO of '10', intra-group trees may evolve to multi-level trees close to underlying multicast routing trees by
comparing loss patterns of parent and child nodes in the tree. A node can determine relationships between itself and its
children by comparing error bitmaps of them.
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In order to describe the logical tree adaptation mechanism, three relational operators between a pair of nodes in an intra-
group tree are defined as follows:

B(N) =B(M)
Node N and node M have the relationship B(N) = B(M) (which is read as node N is potentially equal to
node M) if and only if B(N) = BY(M) for all k=1, 2, ... , n. Here B(N) denotes the k-th bit (from the

left) of the bitmap of node N and B(N) is a string of bits B;(N), B,(N), ..., By(N), while the bitmap length
is assumed to be n.

B(N) > B(M)

Node N and node M have the relationship B(N) > B(M) (which is read as node N is a potential parent of
node M) if and only if Bi(N) > B(M) for all k=1, 2, ..., n, but not B(N) = B(M).

B(N)  B(M)

mila B hich-isread-asnodeN-ds-a-potential-child node if and-onlyf Bi(N) <
BM) for all k=1, 2, ..., n, but not B(N) = B(M).
In Figure|46, ERROR_BITMAP(N) represents a message containing the error bitmap of node N. TDR(N) rhessage is
generated| by a node that cannot determine the position of node N. This message contains ERROR.'BITMAP(N) for
further delegations. TCR(N) indicates to the node receiving the message that it should join node/N‘as a child.|Parent(N)

and child{N) represent parent node and child node of node N, respectively. The following pseudo code describes the
logical trde adaptation algorithm.

// node D receives a message m;
case (m is ERROR BITMAP(N))
if (B(D) c B(N))
send a TDR(N) message to parent(D);
else
if (3 a child C such that B(N) o B(C))
send a TDR(C) messageto N;
else if (3 a child C such thatB(C) o B(N))
send a TDR(N), message to C;
else
do nathing;
case (m is TDR(N))
if (B(D) c B(N))
send.a TDR(N) message to parent(D)
else if (B(D) = B(N))
send a TCR(D) message to N;
else
if (3 a child C such that B(N) > B(C))
send a TDR(C) message to N;
send a TCR(D) message to N;

€Ise il ( 3 a child C such that B(C) o B(N))
send a TDR(N) message to C;

else

send a TCR(D) message to N;

Figure 46 — Pseudo code for logical tree adaptation
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TDR(N) message is delivered to the potential parent of node N. The same process is repeated upward or downward the
intra-group tree until node N finds proper position. Figure 47 shows a procedure for delegating a node to the potential

parent.

TDR_RETRY_TIMEOUT I

LE/LO

TDR

LE/LO
(potential parent)

TDC

»
P

X.608(07)_F47

Figure 47 — Tree delegation procedures

If the TOC packet does not arrive within TDR_RETRY_TIMEOUT, the sender of TDR packet may\try td send the

TDR paclet again. This process can be repeated up to TDR_ MAX_RETRY times. If the node failsifo rec

packet, it jgives up the tree delegation procedures.

eive TDC

If a nod¢ can determine a proper position of node N, it sends a TCR message to the.node N. Recgiving the
TCR mespage, the node N replies with a TCC message to confirm the TCR message from its new parent. No
the new flarent by sending a TJ message. Then, node N leaves its old parent. By leaving its old parent afteq joining a

new paret, node N can continuously recover lost packets from the old parent in thie'middle of the delegatio|

change prpcess.

e N joins

h and tree

If the TQC packet does not arrive within TCR_RETRY_TIMEOUT, the sendeér of TCR packet may try tq send the
TCR pacKet again. This process can be repeated up to TCR_ MAX RETRY times. If the node fails fo receive
TCC pacKet, it gives up the tree change procedures.

The overdll operations for tree change procedures are shown in Figure/48:

LE/LO
(new parent)

TCR_RETRY TIMEOUT I

TJ_RETRY TIMEOUT; I

LE LE/LO
(node-N) (old parent)
TER
TCC
TJ
TC
TLR
TLR_RETRY_TIMEOUTI TLC
X.608(07)_F48

Figure 48 — Tree change procedures

9.25 Logical tree change notification

LO should manage its intra-group tree for generating control trees for SUs. Thus, LO should be informed of the change
of intra-group tree which has occurred by initial logical tree join procedure, the logical tree adaptation mechanism, or

adapting to the node failure.
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TNR is sent to LO by LEs at receiving TJC or detecting a failure of its child. The overall operations for tree change
procedures are shown in Figure 49:

LE LO

TNR RETRY TIMEOUT I

X.608(07)_FA9

Figure 49 — Tree change notification procedures

If the TNC packet does not arrive within TNR_RETRY_TIMEOUT, the sender of TNR packet may try-td send the
TNR packet again. This process can be repeated up to TNR_MAX RETRY times. If the node fails td recgive TNC
packet, it jgives up the tree change notification procedures, returns an error with status information to the-appligation and
terminate$ the N-plex multicast connection.

At receiving TNR by LO, LO should update its logical tree information. With this concludedilogical tree, it|examines
the contrql trees to notify each LEs that they should change parent-child relationship in the ¢ontrol tree via COR.

LO LE
CCR

CCR_RETRY_TIMEOUTI cce

X.608(07)_F50

Figure 50 — Control tree change procedures

If the CQR packet does not arrive within CCR_RETRY  TIMEOUT, the LO of CCR packet may try to| send the
CCR packet again. This process can be repeatedup to CCR_MAX RETRY times. If the LO has nof received
CCC packet, it gives up the control tree change procedures and sends LR packet to the corresponding receiver

9.2.6 L ogical tree maintenance

In order tp maintain logical tree, TS-us€rs-éxploit the information obtained from NACK and ACK packets. Iffa TS-user
has not r¢ceived any RD packets after sending NACK_MAX_RETRY NACK packets, it gives up the errof recovery
procedurgs and presumes that its,parent is failed. Then it tries to find other appropriate parent by contacting LO. A
TS-user ekamines the LSNs of-its children, and if the LSN of a child node lags behind its own LSN by MAX_LISN_LAG,
it presumgs that the child isfailed. Then it prunes the child from the logical tree, and informs LO.

9.3 M ulticastdata transport

In the ECJTP-5 multicast data channel, the TCN or SU can send multicast DT packets to the group. When a dhta packet
loss is defected.by the receiving TS-user, the retransmission for error recovery will be performed by a parent rode along
the contrql ‘tree"

9.3.1 Multicast data transmission

TCN or SU will generate DT packets by the segmentation procedure. To do this, the sender splits a multicast data
stream of application into multiple DT packets. Each DT packet has its own Token ID and sequence number.

Each TS-user delivers all the data packets received to the application in the order sent by TCN. Each receiver
reassembles the received packets. Corrupted and lost packets are detected by using a checksum and sequence number. A
corrupted packet is also considered as a loss. The lost DT packets are recovered in the error control function.

It is noted that the ACK packets are generated for each SU, which is identified by Token ID.

ECTP-5 uses the flow control based on a fixed-size window. The window size represents the number of
unacknowledged data packets in the sending buffer. The sender can maximally transmit the window size of data packets
at the configured data transmission rate. In ECTP-5, the transmission rate of multicast data is controlled by the
rate-based congestion control mechanisms.
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A new DT packet is sequentially numbered by the multicast sender. The sequence number of the DT packet starts from
initial PSN and increases by '1'. The sequence number is used to detect lost data packets by receivers. The initial PSN is
randomly generated other than '0'. The sequence number of '0' is reserved. The packet sequence number is increased for
eagzh new DT packet. Modulo 2% arithmetic is used and the sequence number wraps back around to '1' after reaching
"3z _qn

9.32 Reliability control for reliabletransport

a) Every TS-user should buffer the data stream from each SU for error recovery of child nodes along the
control tree.

b) When a TS-user detects one or more packet losses, it requests the retransmission of the lost packets to its
parent node along the control tree rooted by the corresponding SU via a NACK control message.

¢) A TS-user should retransmit the data by RD unicast when it received a NACK from a child node along
the control tree.

d) A TS-user should acknowledge the DT packets received by sending ACK to the parent nade|along the
control tree.

e) Data in the buffer managed by TS-user can be released when all the child nodes along/the control tree
acknowledged it by ACK.

) All SU should buffer a set of its data stream even if all the child nodes have acknowledged [it. This is
used for error recovery of a TS-user who has failed to recover losses from'its parent node|along the
control tree. The set of the data stream is determined by the semantic specified by applicafion at the
upper layer.

9.3.2.1 |[Error detection

The checlsum field of the base header is used for detection of packet corruption, and the PSN field is for detgction of a
packet logs. When a data packet is received, each receiver examines the ¢hiecksum. If the checksum field is ifvalid, the
packet is fegarded as a corruption and shall be discarded. A corruptiofids treated as a loss. The loss can be defected as a
gap of two consecutive sequence numbers for DT packets. NACK; packets are used for the retransmission requests at
loss detection.

9.3.22 [Error recovery by NACK and RD unicast

Figure 51|shows the error recovery operations over control channel.

SU TS-user TS-user
DT (PSN'=2) DT (PSN =2) «
> A
DT (PSN = 3) DT (PSN = 3)

NACK (PSN =2)

X.608(07)_F51

Figure51 —Error recovery procedures

If a participant detects one or more packet losses, it immediately transmits a NACK packet to the parent along the
control tree. In response to the NACK, the parent transmits one or more RD packets to the child via unicast.

If the parent node has received a NACK packet requesting repair for already released data packet, it responds with an
RD packet with flag '1'. The child receiving the RD packet with flag '1' sends another NACK packet to corresponding
SU. For this, SU should buffer enough amounts of data so that it can repair any losses.
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9.3.2.3 NACK retransmission with atimer

An RD packet may not be delivered to the repair requester due to losses of a NACK packet from the requester or an RD
from the parent. Then a NACK packet can be retransmitted as shown in Figure 52:

TS-user TS-user
NACK
€~ ®
RD
SV

NACK_RETRY TIMEOUT

NACK RETRY TIMEQUT

X.608(07)_F52

Figure 52 —NACK retransmission procedure

A NACK] packet can be retransmitted to the parent if the repair requester did not-receive corresponding| RD after
NACK_RETRY_TIMEOUT. The timer with NACK_RETRY_TIMEOUT is started when sending every NACK packet,
and is carjcelled when receiving the corresponding RD packet. The process can bg repeated up to NACK_MAX RETRY
times. If the node has not received any RD packet, it gives up the error recovery‘procedures and presumes tha{ its parent
is failed. Then it tries to find other appropriate parent by contacting LO.

9.3.24 JACK generation

Figure 53|shows the acknowledgement operations over control chdnnel.
SU TS-user TS-user

l DT (PSN % AGN = 0) DT (PSN % AGN = 0)

X.608(07)_F53

Figure 53 — ACK control procedure

Each child generates an,A€K packet by ACK_GENERATION_NUM (AGN). At every AGN number of packets, it
examines|the packet délivery status from the previously acknowledged packet to the last received packet.|If all the
packets ir] the range-are successfully received, it sends an ACK packet to its parent.

Each childl sends'an ACK packet to its parent, if the PSN number of a DT packet modulo AGN equals zero, i.e/, if:

PSN % AGN =0

Supposing AGN = 8, the child generates an ACK packet for the DT packets whose sequence numbers are 8, 16, 24, 32,
etc. This ACK generation rule is applied when the corresponding DT or RD packets are received by the child.

9.3.25 Acknowledgement of data reception and ACK aggregation

Each parent uses ACK packets to gather status information of data reception by TS-users. Each time a parent receives
an ACK packet from any of its children, it records and updates the status information on which packets have been
successfully received by its children.

A DT packet is defined as a 'stable' packet if all of the children have received it. The stable DT packets may be released
out of the buffer memory of the parent.
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9.4 Token control

In ECTP-5, a token represents the right for a TS-user to transmit multicast data. Each TS-user who wants to transmit
data must get a token from the TCN. The TS-user will be an SU after getting a token from TCN. In this way, TCN can
authorize a TS-user to become a sender so that TS-users can effectively filter out multicast data sent by unauthorized
users. However, note that use of token does not provide any protection for IP multicast.

An SU should return the token after completing the data transmission.

9.4.1 Token get

The TS-user can get a token in two different ways: TS-user-initiated Token Get and TCN-initiated Token Give. In the
Token Get operation, the TS-user first requests a token to TCN, whereas in the Token Give case the TCN first gives a
token to a prospective TS-user.

Figure 54 shows the operations for Token Get and Token Give.

TS-user TS-user
TCN (token get) (token give)
TGR
TGC I TGR_RETRY _TIMEQUT
TGR
TGR RETRY TIMEOUT I TGC

X.608(07)_F54

Figure 54 — Token get and give)procedures

To get a| token in the Token Get operation, a TS-userésends a TGR message to TCN, and then waifs for the
corresponding TGC message. In response to the TGR packet, the TCN should send a TGC message to the TSjuser. The
TGC mespage should indicate whether the request is-accepted or not by using the F flag of the base header. [In case of
the acceptance, the message will also contain a valid Token ID in the base header. If the responding TGC m¢ssage has
not arrivel within TGR_RETRY_TIMEOUT, the, TS-user may send the TGR message to TCN again. This procpss can be
repeated fip to TGR_MAX_RETRY times. If the node fails to receive TGC packet, it gives up the token get fJrocedures
and returifs an error with status information to the application.

In the Toke Give operation, the TCN-will send a TGR message to a TS-user. The TGR message should cpntain the
Token IDlin the base header.

The TS-uper (i.e., SU) should reéspond with the TGC message that sets the F flag to '1' (acceptance). If the rgsponding
TGC mespage has not arrived from the SU within TGR_RETRY_TIMEOUT, the TCN may send the TGR message to SU
again. This process can be repeated up to TGR_MAX_RETRY times. If TCN fails to receive TGC packet, it giyes up the
token give¢ procedufes and excludes the TS-user from the valid SU list so that the following TSR packets do njot include
the TS-uspr.

9.4.2 T:0Ken return

When completing data transmission, the SU may return the token to TCN. The SU can return its token to TCN in two
different ways: TS-user-initiated Token Return and TCN-initiated Token Withdrawal. In the Token Return operation,
the TS-user sends the TRR packet to TCN, whereas in the Token Withdrawal case the TCN will first send the
TRR message to a TS-user.
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