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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Introduction

In some applications, it is necessary for a secret cryptographic key to be shared by a group of entities.
Moreover, in some cases the exact membership of a group of entities that share a key may change
over time.

This document is concerned with techniques that enable a secret key to be shared by all members
of a defined group with the assistance of a trusted third party known as a key distribution centre.
Provisions for adding and removing members of a group are also made.

© ISO/IEC 2020 - All rights reserved v
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Information security — Key management —

Part 5:
Group key management
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Hocument specifies mechanisms to establish shared symmetric keys between groups
ps:

ymmetric key-based key establishment mechanisms for multiple entities.with a key
entre (KDC); and

ymmetric key establishment mechanisms based on a general tree-based logical key st
oth individual rekeying and batch rekeying.

b defines key establishment mechanisms based on a key chain with group forward se
vard secrecy or both group forward and backward secreey

of entities. It

distribution

ructure with

crecy, group

document also describes the required content of messages which carry keying maferial or are

sary to set up the conditions under which the keying material can be established.

Hocument does not specify information that has no relation with key establishment 1
pes it specify other messages such as error messages. The explicit format of messages
ope of this document.

Hocument does not specify the means‘to be used to establish the initial secret keys re
d between each entity and the KDE, nor key lifecycle management. This document 3
Citly address the issue of interdomain key management.

2
The

ormative references

llowing documents are referred to in the text in such a way that some or all of

constfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced document (including any amendme

ISO/IEC 197725 Information technology — Security techniques — Authenticated encryption

[SO/IEC 11770-6, Information technology — Security techniques — Key management —
derivitian

mechanisms,
is not within

quired to be
Iso does not

heir content
applies. For
nts) applies.

Part 6: Key

3 Terms and definitions

For the purpose of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31

active

state

of an entity in which the entity can obtain the shared secret key (3.24)
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ancestor key

ancestor key of an entity x
cryptographic key in a logical key hierarchy (3.17) that is assigned to a node on the direct path from the
leaf node (3.16) corresponding to the individual key (3.11) for x and the root node (3.23)

Note 1 to entry: An ancestor key is either the shared secret key or a key encryption key.

3.3

backward secrecy with interval T
security condition in which an entity joining a set of entities at time ¢ = t, cannot obtain any secret keys

established

etween these entities at anv time priorto t. =T
v ’ 0

34

batch rekey
rekeying msq
updated ate

3.5

child key
child key fo
cryptograph

Note 1 to enty

3.6
child node

ing with interval T
thod in which the shared secret key (3.24) and, optionally, key encryption keys (3.15
very time interval T (see Clause 4)

anode w
ic key in a logical key hierarchy (3.17) assigned to a non-rootngde w

y: A child key shall be a key encryption key or individual key.

child node of a node w

node in a tre
node (3.23)

3.7
d-ary tree
tree (3.25) W

3.8
forward seq

security con
established |

3.9
group back

b (3.25) thatis adjacent to w and for which w lies on the unique path between it and th

here each node has d child nodes (3.6) except the leaf nodes (3.16) in the tree

recy with interval T
ition in which an entityJeaving a set of entities at time t = ¢, cannot obtain any secref
petween these entifies at any time subsequent to ¢y + T

vard secrecy,

security co

established between.these entities

3.10

) are

P root

keys

ition in which an entity joining a set of entities cannot obtain any secret keys previously

group forwardSecrecy

security condition in which an entity leaving a set of entities cannot obtain any secret keys subsequently
established between these entities

3.11

individual key
key shared between the key distribution centre (3.14) and each entity

3.12

individual rekeying
rekeying method in which the shared secret key (3.24) and, optionally, key encryption keys (3.15) are
updated when an entity joins or leaves

© ISO/IEC 2020 - All rights re
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3.13
key chain
set of cryptographic keys which are not necessarily independent

3.14

key distribution centre

KDC

entity trusted to generate or acquire and distribute keys to entities

3.15
key encryption key

Crypfr\rn‘:xhhir‘ kevthatisused forthe encruntion or decruntion of other kovs
o R of o4 P ra o4

[SOURCE: ISO/IEC 19790:2012, 3.62]

3.16
leaf node
nodefin a tree (3.25) that has no child nodes (3.6)

3.17
logicpl key hierarchy
tree (|3.25) used for managing the shared secret key and key encryption keys (3.15)

3.18
logicpl key structure
logical structure to manage keys

Note ] to entry: The choice of the logical key hierarchy is independent of the network topology.

3.19
one-way function
functiion with the property thatitis easy to compute the output for a given input but it is conjputationally
infeapible to find for a given output an input which maps to this output

[SOURCE: ISO/IEC 11770-3:2015, 3.30]

3.20
one-step key derivation function
OKDF
key derivation functioiiwhich operates in a single stage, in contrast to key derivatipn functions
involying separate key-extraction and key-expansion stages

[SOURCE: ISO/IEE:11770-6:2016, 3.9]

3.21
randpm number
time yariant parameter whose value is unpredictable

[SOURCE: ISO/IEC 11770-1:2010, 2.39]

3.22

rekeying

process of updating and redistributing the shared secret key (3.24) and, optionally, key encryption
keys (3.15)

Note 1 to entry: This process is executed by the key distribution centre.

3.23
root node
unique identified special node in a tree (3.25)

© ISO/IEC 2020 - All rights reserved 3
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3.24

shared secret key
key which is shared with all the active entities via a key establishment mechanism for multiple entities

3.25
tree

connected, acyclic graph with an identified special node, the root node (3.23)

4 Symbols and abbreviated terms

COM(X,Y)

CUT(k,S)

OWF
I'BW init

T'Fw,init

T
I

£ 3 L al i £ +] daoto si Z A R V4PN | A | H A I | Lol
TUIICLIvuIl VITICIT sCllCl dllTO ITTUIIT UIIT Udtlda ItCIIIo A diIlu I d I\Cy UCDISIICU LU UCT a})})ucu

key for the encryption algorithm in use

function which outputs a substring of length k equal to the least significant-bits of
string of bits §

number of child nodes for a non-leaf node (see term d-ary tree)

result of encrypting data Z with a symmetric encryption algorithm using the secret
number of nodes in the direct path from a leaf node to the-ro0t node

ancestor key for entity x at the i-th layer from the root node

backward key for the time instance i

child key assigned to the node w

forward key for the time instance i

individual key

individual key shared between-entity x and the key distribution centre

key encryption key assignéd to a node w

shared secret key

key distribution.centre

number ofentities connected to the hub in a star structure

one-step-key derivation function that takes a single input as defined in ISO/IEC 117

onesstep key derivation function that takes a key and input data as defined in ISO/
IEC 11770-6

sa

key K

70-6

one-way function used in the calculation of a key chain
random number to initialize the backward key chain
random number to initialize the forward key chain
length of the time interval used in batch rekeying

binary operator indicating the concatenation of data items

© ISO/IEC 2020 - All rights re
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5 Requirements

The key establishment mechanisms specified in this document enable the establishment of shared
secret keys within a defined group of entities using multicast communication. In order to maintain
security, the mechanisms incorporate a key updating process to be used when a new entity joins or an
existing entity leaves the group.

a) The mechanisms specified in this document provide either group backward secrecy and group
forward secrecy, or backward and forward secrecy with intervals. The type of group backward/
forward secrecy should be chosen depending on the security requirements of the particular
appllcatlon The type of group backward/forward securlty property is determlned by the choice

vHe—mrethod v ; v v eey, and batch
rekeying prov1des backward/forward secrecy w1th 1ntervals The use of batch rekeyling requires
the choice of a time interval parameter T. The rekeying method and parameter sefting have a strong
influence on the security requirements. Thus, they shall be determined according to|the security
dolicy of the application.

b) Symmetric encryption techniques, as required for the mechanisms specified in Clauge 6, shall be
dhosen from amongst those standardized in ISO/IEC 19772.

c) The shared secret key is established using either a secure or artinsecure communication channel.
Hach individual key shall be exchanged between the KDC andeach entity using a secufe channel in
drder to allow secure communication. A secure communiéation channel is one wher¢ an attacker
cannot eavesdrop or tamper with messages in the chanrel.

d) The key establishment mechanisms in this documient require the use of random|numbers to

enerate the shared secret key, and optionallyJkey encryption keys. For means of generating
random numbers, see ISO/IEC 18031.

e) Annex A defines object identifiers in accordance with ISO/IEC 9834 (all parts) that ghall be used
tp identify the mechanisms specified ifixthis document. Any change to the specifigation of the
mechanisms resulting in a change of fuhictional behaviour results in a change of the objgct identifier
dssigned to the mechanisms.

6 Tree-based key establishment mechanisms
6.1 |General model
Use df the mechanisms-specified in this document enables the establishment of a secret kgy shared by
all the entities in a‘defined group. This enables any member of the group to send an encrygted message
to alll the other group members such that only group members (and the key distributior] centre) can
decrypt it. THe mechanisms also enable the key distribution centre to update the establish¢d secret key
to enpurethat an encrypted message can only be decrypted by entities who are group mermbers at that
time fhé message was encrypted.

Figure 1 shows the general model of key establishment for multiple entities, in which the key distribution
centre can communicate with all the entities. The communication between the key distribution centre
and entities does not need to be secure. The key distribution centre and each entity shall share a distinct
individual key. The key distribution centre is responsible for distributing the shared secret key to all
the active entities. A join/leave request is shown as (1) and the distribution of keys to the entities as (2),
(3), ..., (n + 1). From (2) onward, the order in which the updates take place is not important.

NOTE If one of the entities that knows the shared secret key cannot be contacted for a period of time, that
entity can miss a key update message, and as a result will not be able to compute the updated shared secret key.

© ISO/IEC 2020 - All rights reserved 5
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(1) Key
> | Distribution
Centre
(2) 3) (4) (n+1)
Entity 1 Entity 2 Entity 3 ) Entity n

6.2 Joinin

An entity se
the shared s

secrecy, thep the key distribution centre shall execute the rekeying process-after the joining re

has been ac
intervals, th

6.3 Leavi

An entity se
secret key. |
processes af]
shall record

NOTE w
within the gr

6.4 Rekey

This proces;
a group; it d

process shall be performed as part of the joining and leaving processes. If batch rekeying is in

shall be perf]
6.5 Logic

6.5.1 Gen

Figure 1 — General model of key establishment for multiple entities

g process

hds a join request to the key distribution centre in order to start the process of obtag
bcret key. If individual rekeying is in use, as necessary to support group-backward/for

repted. However, if batch rekeying is in use, supporting backward/forward secrecy
en the rekeying process is not automatically executed at this-point.

g process

nds a leave request to the key distribution centreyin order to stop obtaining the sl
" individual rekeying is in use, then the key distribution centre shall execute the rek
ter an entity has left. However, if batch rekeying is in use, then the key distribution ¢
the leaving entities for the next rekeying interval.

Il

hen batch rekeying is in use, the entity leaving the group can still decrypt communicationf

up until the next batch rekeying takes place.

ring process

involves the key distribution centre updating the secret key shared with the entitj
an also involve updating’key encryption keys. If individual rekeying is in use, theI

prmed at regular(time intervals.
hl Key structure

bral

Key establis

hnient mechanisms can be classified according to the logical structure defined b

ining
ward
quest

with

ared

eying
entre

sent

es in
this
se, it

y the

means used to distribute the shared secret key from the key distribution centre to the active entities in
the group. Three specific logical key structures are defined in 6.5.2 to 6.5.4.

6.5.2 Star

-based structure

In a star-based structure, the shared secret key is directly encrypted for distribution using the
individual keys assigned to the entities. An example of a star-based structure with six key encryption

keys is show

n in Figure 2, where the double circle denotes the key distribution centre.

© ISO/IEC 2020 - All rights reserved
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N l
K (6) Q Ki(4)

K(5)

Figure 2 — Star-based structure

6.5.3| d-ary tree-based structure

A tree-based structure can reduce the number of key{encryption keys held by individual entities.
Figuie 3 shows the binary tree structure where d = 2-A shared secret key is assigned to the root node
of the tree. Each individual key is assigned to the Jeaf nodes of the tree. Additionally, ke}y encryption
keys pre assigned to the other nodes. The key encryption keys are shared by multiple entities whose
indivjdual keys are assigned to the descendantof the node to which the key encryption key is assigned.
The ¢ommunication cost of the leaving process may be reduced by using key encryptioh keys. Each
entity has all the keys assigned to the nodes on the path from the root node to the leaf nqde, to which
the injdividual key of the entity is assigned’ Thus, the number of keys an entity has is proportional to the
logarjithm of the total number of active entities.

KSS

KKE,Z

K KE,3 KKE,6

K1) K(2) K(3) K(4) K(5) K\(6) K(7) K\(8)
Figure 3 — d-ary tree-based structure

6.5.4 General tree-based structure

A general tree-based structure can be used as the logical key structure. The general tree-based structure
makes use of a d-ary tree-based structure where m entities construct a cluster. This structure can be
considered as a hybrid of the star-based structure with m clients and the d-ary tree-based structure.

© ISO/IEC 2020 - All rights reserved 7
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This structure can be used to optimize the efficiency of key establishment mechanisms (see Annex B).
Figure 4 shows the tree-based structure where d = 2 and m = 4. The general tree-based stru
contains a d-ary tree-based structure, however, the opposite does not hold. For example, the tree-based
structure in Figure 4 is not a d-ary tree-based structure.

cture

6.6 Symn

6.6.1 Gen

This documsé
basedonag
with batch

whenever ar

6.6.2 Mec

This mechan

a) Joining process

Figure 4 — General tree-based structune

jetric key-based key establishment mechanisms

bral

ent defines two symmetric key-based keycestablishment mechanisms for multiple en
bneral tree-based structure: 1) a mechanism with individual rekeying and 2) a mechs
'ekeying. In the mechanism with individual rekeying, the rekeying process is exe
entity joins or leaves.

hanism 1 — Key establishment mechanism with individual rekeying

ism is based on a tree-hased structure with individual rekeying.

tities
nism
ruted

a1 (U)
il key

pf the

Itis assymed that theré.is a set of n active entities {uy, u,, ..., u,}, and the entity u,,; joins. Let K

be the apcestor key efientity u; that is assigned to the I-th layer from the root node of the logic

hierarclly. Let h dénote the height of the logical key hierarchy.

1) Thelentity u,,,; sends a join request to the key distribution centre.

2) Thelkey'distribution centre assigns the individual key of u,, ., (i.e. Ki(u, ,])) to a leaf node
logical key hierarchy.

3) The key distribution centre generates random numbers and updates the ancestor keys of the
individual key of u,,,; using these numbers. Kgg, Ky 1(Ups1), Kp 2(Ups1), - Kp p(Up,) are updated
to K'ss, K'p 1(Up1), K'p 2(Up41)s o K'p p(U41), Tespectively.

4) The key distribution centre encrypts each updated key with the old key, and broadcasts it. That
is, e(Kgs, K'ss), €(Kp 1(Uns1), K'a 1(Upi1)), €(Kp 2(Upa1), K'p 2(U41)), - and e(Ky j(Up.q), K'p p(Unes))
are broadcast.

5) Each entity obtains the updated keys using the old keys.

© ISO/IEC 2020 - All rights re
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6) The key distribution centre encrypts the updated keys K'ss|| K'y1(Up.)ll K'a2(Ups)ll-
K'p h(tiys1) by the individual key of Uy, and sends e(Ki(upe), K'ssll K'a1(Wna)ll Ka 2(ri)ll-
A,h(un+1)) to Upi1-

7) The entity u,,, obtains the keys.

b) Leaving process
Itis assumed that there are n active entities {uy, u, .., u,}, and the entity u; (1 <j < n) leaves.

1) The key distribution centre generates random numbers and updates the ancestor keys of the
individual key of u; using these numbers. Kg, Ky 1(u;), Ky o(u)), ..., K5 5(u;) are updated to K'sg,
Kp 1), K'p 5(u), ..., Ky (1)), respectively.

2) The key distribution centre encrypts each updated key with all the child Keys except the
individual key of u; and broadcasts them. For example, the K'sq is encrypted with the child keys
Kc 1 Kc ) 0 Kc @ and e(K¢ 1, K'sg), e(K¢ 2, K'ss), .., and e(K 4 K'ss) are breadcast.

NOTE 1 Inthe case that child keys have been updated, the updated child\keys are used.
3) Each entity obtains the updated keys using the child keys.
Usagp example 1

This pxample demonstrates the joining process of Mechanism\l-in the scenario illustrated in Figure 5.
It is assumed that the key distribution centre uses the logicahkey hierarchy in Figure 6 and the entity H
is jo'iﬂ:ng. Recall that each active entity has all the keys.dssigned to the nodes on the path pf the logical

key hiierarchy from the leaf node corresponding to the)individual key of the entity to the r¢ot node. For

example, entity A has K|(4), K, 3, K, 1, and K.

KDC

(2) UpdatedKey,_ (1) Join request

(3) UpdatedKey,

Figure 5 — Joining process of Mechanism 1 — Mechanism with individual rekeying

KSS

K,, Ky,
e T~

elelelelelelele

KA,3 A6
K\(4) KO K\(D) K\(E) K\(F) (@) K\(H)

Figure 6 — Logical key procedure

© ISO/IEC 2020 - All rights reserved 9
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The updated keys (UpdatedKey,_;), broadcast by the key distribution centre to 4, B, C, D, E, F, and G is:

UpdatedKey,_; =e(Kss, K'ss)||e(Kyp 2, K'p 2)l|e(Ka ¢ K'p 6)

The updated

keys (UpdatedKeyy), sent by the key distribution centre to H is:

UpdatedKeyy, = e(K;(H), K'ss||K's 21K 6)

1) Hsends
2) The key

a join request to the key distribution centre.

distribution centre generates and broadcasts UpdatedKey, oto A, B,C. D. E. F, and G.

3) The key
NOTE2 Th
Usage exam

This exampl
[t is assumeq
is leaving.

Figuy

The form of
F,and G is:

Updated|

1) Hsends
2) Thekey

6.6.3 Mec

distribution centre generates and sends UpdatedKey, to H.
e key distribution centre and H share the individual key of H in advance.
ple 2

e demonstrates the leaving process of Mechanism 1 in the scenariofillustrated in Fig|
| that the key distribution centre uses the logical key hierarchy inFigure 6 and the en

KDC

(1) Leave request

(2) UpdatedKey , ;

e 7 — Leaving process of Mechanism 1 - Mechanism with individual rekeying
the updated keys (Updatedkey,_;), broadcast by the key distribution centre to 4, B,

Key,.q =e(Ka 1, K 'sHJe(K's 2, K'ss)l|e(Ka 5 K'a 2)le(K's 6K s 2)l|e(K;(G), Ky ¢)

a leave request to the key distribution centre.

distribution centre generates and broadcasts UpdatedKey, ;to A, B, C, D, E, F, and G.

lure 7.
tity H

D, E,

hanism 2 — Key establishment mechanism with batch rekeying

In the mechanism with batch rekeying with interval 7, the rekeying process is periodically executed
every time interval T.

a) Joining process

It is assumed that there are n active entities {uy, u,, ..., u,}, and the entity u,,, joins.

1) The

entity u,,, sends a join request to the key distribution centre.

2) The key distribution centre assigns the individual key of u, ,; (i.e. Kj(u,,1)) to a leaf node of the
logical key hierarchy.

10
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key of u,,q

rtive entities
rval. k is the

stor keys of
Kp1u;3), -
updated to
Ky (3),

5 except the
rypted with
broadcast.

in Figure 8.
nd the entity

3) The key distribution centre encrypts the ancestor keys of the individual
by the individual key of u,,;. Then, the key distribution centre sends e(K;(u,, ),
Kss||KA,1(Un+1)||KA,2(Un+1)|| ||KA,h(Un+1)) to Uy,4.
4) The entity u,,, obtains Kgg and Ky 1(Up41), Kp 2(Ups1)s -0 Kp p(Ups1)-
b) Leaving process

The leaving entity sends a leave request to the key distribution centre.

NOTE1 Rekeyingis not executed in the leaving process of the mechanism with batch rekeying.
) ekeyimg process

This process executed at aregular time interval T. It is assumed that there is a setof ra

{41, uy, .., u,} and that the entities of the set {u; , u; 5, ..., u;;} left during a rekeying inte

rumber of leaving entities during a rekeying interval i.

1) The key distribution centre generates random numbers and updates the ance
the individual keys for u;,, u;,, ..., U;) using the random numbers. Kgs, K, 1(u;4),
Kf\,l(“i,,k)' KA,Z(ui,’l)J Ky 2(W;5), KA,Z(ui,,k) y e KA,,h(ui,l)v KA,h(u’i,Z)' KA,h(’{i,k) arg
K'ss) K'n 1 (ui1), K'p 1(;2)s oo K'p 1300, K'p 2(U1), K'p 2 (52), w0 p 2 i), s K'n (U1
K'p p(u; ), respectively.

2) The key distribution centre encrypts each updated key with all the child key
individual keys of u; 4, u;,, ..., u;; and broadcasts them. For example, the K'sq is end
the child keys K¢ 1, K¢ 5, .., K¢ ¢ and e(K¢ ¢, K'ss)r€Kc 2, K'sg), -, and e(K 4, K'ss) areg
NOTE 2  In the case that child keys have beenrupdated, the updated child keys are used.

3) Each entity obtains the updated keys using the child keys.

Usagp example 3

This pxample demonstrates the joining\process of Mechanism 2 in the scenario illustrated
It is gssumed that the key distribution centre uses the logical key hierarchy in Figure 6 al
H is jpining. Recall that each entjtj~has all the keys assigned to the nodes on the path of th

exa

hiel:f;fhy from the leaf node-corresponding to the individual key of the entity to the rd

le, entity A has K|(A),.Kx’3, Kj 1, and Kgg.

KDC

(1) Join request

(2) CurrentKey,,

e logical key
ot node. For

H

Figure 8 — Joining process of Mechanism 2 - Mechanism with batch rekeying

The form of the updated keys (CurrentKeyy), sent by the key distribution centre to H is:

CurrentKeyy =e(K|(H), Kss||Kp 21Ky 6)

1) Hsends ajoin request to the key distribution centre.

2) The key distribution centre generates and sends CurrentKeyy, to H.

© ISO/IEC 2020 - All rights reserved
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Usage example 4

This example demonstrates the leaving process of Mechanism 2 in the scenario illustrated in Figure 9.
It is assumed that the key distribution centre uses the logical key hierarchy in Figure 6 and the entities
A and H have left.

KDC
(1) UpdatedKey,_. /_X\
//7 ‘y\\
4] U h
b Led Le] [od (] L] Le] ]

Figpre 9 — Rekeying process of Mechanism 2 - Mechanism with batch rekeying

The updated keys (UpdatedKeyy,._ ), broadcast by the key distribution centre'to B, C, D, E, F, and G ig:

UpdatedKeyp. ;= e(K'y 1,K'ss)l|e(K'a 2,K'ss)||e(K'a 3, K'a 1)1 |€(Kp 4. Koy I
e(Ky 5, K'p ))l|e(K's 6.K's 2)l|e(K;(B),K's 3)|le(K;(G),K p6)

The key distfibution centre generates and broadcasts UpddtedKeyy ;. to B, C, D, E, F, and G.

7 Key chpin-based group key management with limited forward key chain

7.1 General model

In order to limit the validity period eflkeys within a static group membership, key chains are ufseful.
Key chains dan limit access to encrypted information in future sessions, past sessions or both. Inja key
chain the individual keys are dependent on each other. Using a start value, a first key is calculated. The
second key ik calculated to be-dependent on the first one, the third key calculated to be dependgnt on
the second Key, etc. If the decentralized entity is able to perform the calculation, it allows for efffcient
decentralized key generation. Key chain length is limited to a predetermined number of keys| Any
particular infstance of @’key in the key chain, and the time interval for which it is valid, determings the
time interval in whi¢hthe encrypted information can be decrypted using that particular key.

In this docyment, two types of key chains are considered. A forward key chain limits accdgss to
encrypted irfformation in the future (i.e. group forward secrecy), whereas a backward key chain limits
access to encrypted information in the past (i.e. group backward secrecy). Because the number of keys
in a forward and backward key chain is finite, the number of keys in these chains shall be carefully
chosen at system implementation.

The calculation of keys within the chains is based on one-way functions. One-way functions allow
calculation in one direction only. This means that starting with the result of a one-way function,
calculation of the start value cannot be performed. A key derivation function from ISO/IEC 11770-6
shall be selected for the one-way function.

Special measures shall be implemented to prevent collusion attacks, in which one or more participants
knowingly provide information to an attacker. If one entity has access to one part of a key chain, and
another entity has access to another part of the same key chain, they can reconstruct the key chain
from the lowest start of both parts of the key chain until the highest end of both parts of the key chain.

12 © ISO/IEC 2020 - All rights reserved
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The keys of a key chain shall be handled like secret keys, whose forwarding to other entities needs to be
prevented.

7.2 Calculations by the key distribution centre

7.2.1 Key chains

The key distribution entity needs to set up the key chains prior to normal operation. This means that,
depending on what is needed, the forward and/or backward key chain shall be defined. The result for
the forward chain would then look like:

Ky = {KFW,O'KFW,l""'KFW,n-l'KFW,n}

and fpr the backward chain;

Ky = {KBW,O'KBW,l'""KBW,T-l'KBW,T""}

Both [key chains are calculated using one-way functions.

In this case, the start values are Kgyy , and Ky o. The index n of the'Start value Ky , shgll be chosen
appr¢priately based on the application and implementation aspects, because it means tle end of the
forward key chain.

7.2.2| Group forward secrecy

The Key distribution centre constructs the forward\key chain using the given start value Kgy ,. Any of
the keys contained in the limited chain can be evaluated by:

KFW,n-i'l = OWF(KFW,H-I)' i= 0,1,2,...,”'1

where OWF is a one-way function. The-terative relation can be written as:

Kew nr =OWFT (Kgy . ):=OWE(OWF(...OWF(Kpy, ,))), T=1,2,3,...,n

T times
Figuile 10 also outlines the calculation of the forward key chain Kgyy ,, ... Kgyy o-

This ¢hain achieves ferward secrecy with interval T since knowledge of Ky, 7 does not alloy calculation
of any key Kgyy . fort>"T.
OWF OWF OWF OWF OWF OWF OWF OWF

N S AN S T s O e N

KFW,O KFW,l KFW,n-T KFW,n-i KFW,n-l KFW,n

Figure 10 — Construction of a forward key chain by use of a one-way function

Usage example 5

In this example the forward key chain construction of the key distribution centre uses the function
OKDF1 from ISO/IEC 11770-6 as a one-way function and performs the following steps.

1) The key distribution centre generates a secure random number as a start value rgy pir-

2) The key distribution centre uses OKDF1 for hashing the random start value to a fixed size of the
appropriate length. The output is used as the first key Kgyy ,. That is, Kgy , = OKDF1(rgy ;0 1S
calculated.

© ISO/IEC 2020 - All rights reserved 13
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the function as Kgy ,.1: Kpw p.g = OKDF1(Kgyy ).

4)

the current last key of the chain Kgyy , ;1 and the output is Kgyy ..t Kpw i = OKDF1(Kgyy pp_41)-

5) Thecalc

ulation finishes as soon as the key distribution centre declares one final value Ky .

7.2.3 Group backward secrecy

The next element of the chain is constructed using Ky , as input for OKDF1 and using the output of

New keys of the chain are generated using the approved key derivation method. The input is always

Group backward secrecy can be realized by defining a backward key chain. Any of the keys contained

in the chain

KBW,i+1 =

where OWF

KBW,T =

The key dist
it is outlined|

This chain 4
information
restriction f

OWF(Kgy ), 1= 0,1,2,..

s a one-way function. The iterative relation can be written as:

OWFT (Kpyy o ):=OWF(OWF(...OWF(Kpy, 1)), T=1,2,3,...

T times

in Figure 11.

chieves backward secrecy with interval T since it dées not allow access to encr}
for t < T in the case that the user entity knows Kgy/r Any key chain Kgyy ; ... Kgw p---
rany time t <t

OWF OWF OWE OWF OWF OWF OWF

0
|

WF OWF OWF
| |

L I I S 2 A S N B 2 I S

Fibution centre is able to continuously calculate the backwardkey chain Kgyy ¢ ... Ky 1 ---

as

ypted
gives

K BW,0

KBW,l KBW.!'

KBW,i+1 KBW,HZ KBW,T-l KBW,T KBW,T+1

Fi

Usage exam

gure 11 — Construction of a backward key chain using a one-way function

ple 6

In this exam

function OKIDF1 from ISO/IEC/T1770-6 as a one-way function and performs the following steps.

1y
2)

3)

The key[distribution ¢entre generates a secure random number rgy ;,i; as a start value.

The key| distribution centre uses OKDF1 for hashing the random start value to a fixed si
required. The-eutput is used as the first key Kgy o. That is, Kgy o = OKDF1(rgyy ;i) is calculate

The next elément of the chain is constructed using Kgyy o as input for OKDF1 and using the out

le, the backward keyichain construction of the key distribution centre uses the key deriy

ation

ze as
d.

but of

the function as Kgyy 17 Ky 1 = ORDT L{Kpw oJ-

4)

chain Kgyy ; and the output is Kpyy ;,1: Ky 1s1 = OKDF1(Kpyy ;).

7.2.4 Forward and backward secrecy

New keys of the chain are generated using OKDF1. The input is always the current last key of the

For combined forward and backward secrecy, the individual key chains are connected to allow
restricted access in both directions. This is realized by another function COM used to combine the

14
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