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Foreword

SO (the International Organization for Standardization) and 1EC (the International
Electrotechnical  Commission) form the specialized system for worldwide
standardization. National bodies that are members of 1SO or IEC participate in the
development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with
SO and |EC, aso take part in the work.

1 ol _Standarde ara draftad 1n accardance—withthae riles aivvan 1n tha
I nternati onal—Standards—are—drafted—Ha dance—with—the—rules—given——th

ISO/IEC Directives, Part 3.

In the fidd of information technology, ISO and IEC have established a joint
technical gommittee, ISO/IEC JTC 1. Draft International Standards adopted by the
joint technical committee are circulated to national bodies for voting. Publication as
an Interngiiona Standard requires approval by at least 75 % of the nationa bodies
casting a \jote.

Attention |is drawn to the possibility that some of the elements of this part of
ISO/IEC 10021 may be the subject of patent rights. 1SO and IEC shall not be held
responsible for identifying any or al such patent rights.

Internatiomal Standard 1SO/IEC 10021-8 was prepared by Joint Technical
Committeg ISO/IEC JTC 1, Information technology, Subcomiittee SC6,
Telecommunications and information exchange between systems{invcollaboration
with ITU-T.

This second edition cancels and replaces the first edition (ISO/IEC 10021-8:1995),
which haglbeen technically revised.

ISO/IEC 10021 consists of the following parts, under the genera title Information
technology — Message Handling Systems (MHS):

— Part 1: System and Service Overview,

— Part 3: Overall architecture

— Part 4: Message transfer system: Abstract service definition and procedures
— Part §: Message store: ‘Abstract service definition

— Part §: Protocol specifications

— Part 1: Interpersonal messaging system

— Part §: Electronic Data Interchange Messaging Service

— Part 9T EIectronic Data Interchange Messaging System

— Part 10: MHSrouting

Annexes A and B form a normative part of this part of ISO/IEC 10021. Annexes C, D,
and E are for information only.
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I ntroduction

This part of

ISO/IEC 10021 is one of a number of parts of 1SO/IEC 10021

(Information technology - Message Handling Systems (MHS)).

Message hand

ling systems and services enables user to exchange of messages on a

dore-and-forward basis. A message submitted by one user (the originator) is

conveyed by

the message transfer system (MTS), the principal component of a

larger message handling system (MHS), and is subsequently delivered to one or
more other users, the message's recipients. A user may interact directly with the
MTS, or indirectly viaamessage sore (MS).

The MTS c
message trans
them to the
messages and
(UAS) help

bmprises a variety of interconnected functional entities called
fer agents (MTAS). MTAS cooperate to transfer messages and deliver
intended recipients. Message stores (MSs) provide storage for
enable their submission, retrieval and management. User agents
Lisers access MHS. Access units (AUs) provide links to other

communicatipn systems and services of various kinds (e.g., other telematic

services, post
This part of |
1991. The cu
(1999).

This part of |
the message |

ISO/IEC NOJ

Al services).

BO/I EC 10021 was initialy developed and published by the ITU-T in
rrent ITU-T version is published as ITU-T Recommendation F.435

5O/IEC 10021 defines the overall system and service description-of
andling application called EDI Messaging.

[E

As stated in the ITU-T version of thig part of ISO/IEC 10021 [i.e., F.435 (1999)],

the expressig
telecommunig

h “Adminigration” As<used for conciseness to indicate both a
gtion Administration and recognized private operating agency.

Vi
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INTER

NATIONAL STANDARD ISO/IEC 10021-8:

1999 (E)

| nf

ormation technology - M essage Handling

Systems (MHYS) —

Part 8:
Electronic Data I nterchange Messaging Service

1

Thisp
Other

Standar@ls | Recommendations defining the message handling system andCservices is shown in table 1 0
10021-1 | ITU-T Recommendation X/F.400. The public services built onMHS, as well as access to and fron
for publjc services are defined in the ITU-T's F.400-Series of Recommendations.

The technical aspects of MHS are defined in the multi part seriesshumbered | SO/IEC 10021 and ITU-T's X.
of Recpmmendations. The overal system architecture of “MHS is defined in 1SO/IEC 10021-2
Recommendation X.402. The technical aspects of EDI.'messaging are defined in ISO/IEC 10021-9
Recommendation X.435.

Scope

t of |SO/IEC 10021 defines the overall system and service of EDI messaging:

Nor mative references

ITU-T Recommeéndation X.501 (1997) | ISO/IEC 9594-2: 1998, |nformation technology — Open Syste
I nterconnection> The Directory: Models.

ITU-T Récommendation X.509 (1997) | ISO/IEC 9594-8: 1998, Information technology — Open Syste
I nter conpection — The Directory: Authentication framework.

ects of message handling systems and services are defined in otherparts of 1SO/IEC 10021. The layout of

f I1SO/IEC
N the MHS

100-Series
| ITU-T
| ITU-T

wing normative documents contaifi-provisions which, through reference in this text, constitute prgvisions of

Iblications
stigate the
eferences,
boisters of

ms

ns

ITU-T Recommendation X.521 (1997) | | SO/IEC 9594-7: 1998, | nformation technology — Open Syste

Interconnection — The Directory: Selected object classes.

SO 9735:1988, Electronic data interchange for administration, commerce, and transport (EDIFACT)
Application level syntax rules.

ITU-T Recommendation F.400/X.400 (1999), Information technology — Message handling services. Message

handling system and service overview.

I SO/IEC 10021-1:1999, Information technol ogy — Message Handling Systems (MHS) — Part 1: System and

Service Overview.

ITU-T Recommendation X.402 (1999) | ISO/IEC 10021-2: 1999, Information technology — Message Handling

Systems (MHS): Overall Architecture.

© ISO/IEC 1999 — All rights reserved
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- ITU-T Recommendation X.413 (1999) | ISO/IEC 10021-5: 1999, |nformation technology — Message Handling
Systems (MHS): Message Sore: Abstract Service Definition.

- ITU-T Recommendation X.420 (1999) | ISO/IEC 10021-7: 1999, Information technology — Message Handling
Systems (MHS): Interpersonal Messaging System.

- ITU-T Recommendation X.435 (1999) | ISO/IEC 10021-9: 1999, Information technology — Message Handling
Systems (MHS): Electronic Data I nterchange Messaging System.

3

For the
Definiti

I SO/IE(

3.1 Termsdefined in thispart of ISO/IEC 10021

3.1.1 HDI forwarding: Onward transfer of a received EDIM to one or\niore recipients determin
forward

EDI for

forward

3.1.2 HDI message: Information in electronic form that is/transferred between EDI messaging userg
message is a member of the primary class of information objects conveyed between EDI messaging users.

See alsq ISO/IEC 10021-9 | ITU-T Recommendation X.435 ¢€lause 8.

3.1.3 HDI messaging user: User that engages in EDI messaging. An EDI messaging user originates, r

both ori

users. An EDI messaging user may be a person'or a computer process. An EDI messaging user may acce!

messagi

314 H

315 H

made
signific

32 T

Definitions

purpose of this part of ISO/IEC 10021, the following definitions, and those defined in annex A apply

bns of the elements of service applicable to EDI messaging are contained in annex BCof th

ng EDI user agent/message store.

varding takes place when an EDI message having been deliveredito'an EDI user agent or EDI mess
ed onward to another EDI user agent or EDI message store.

pinates and receives EDI messages. The EPI* messaging environment contains any number of EDI

g system through an access unit.

DI message responsibility: EDI message responsibility indicates whether the subject EDI messagd
ailable to a specifiC user by its EDI user agent/message store. EDI message responsibility carrig
ce within this partjof 1SO/IEC 10021 and I SO/IEC 10021-9 | ITU-T Recommendation X.435.

ermsimported from 1SO 9735
—~Acknowledgment request

= Application reference

is part of

[ 10021. The elements of service applicable to the Message Transfer service, and used by EDI " messaging, are
caled qut in this part of 1ISO/IEC 10021, however their definitions are contained in 1SO/IEC 10021-
Recomrmendation F.400, annex B.

1| ITU-T

od by the

jge store is

An EDI

PCEiVes, or

Imessaging
5s the EDI

DI notification: Member of .the'secondary class of information objects that indicates to the origifator of an
EDI message the disposition of EDIM responsibility for the EDI message.

e has been
S no lega

— Communication agreement ID
— Dateftime of preparation

— Functional group header

— Interchage control reference
— Interchange header

— Interchange recipient

— Interchange sender

— Message header

© ISO/IEC 1999 — All rights reserved
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— Processing priority code

— Recipients reference, password
— Service string advice

— Syntax identifier

— Testindicator

— UNA

— UNB

ISO/IEC 10021-8 : 1999 (E)

— UNG
— UNH
— UNT
— UNZ

NOTE — These terms are further expanded in annex A of this part of 1SO/IEC 10021 and annex*K of ISO/IEC 100211-9 | ITU-T

Recommendation X.435.

3.3 Tlermsimported from ANSI X12

— Application reference

— Date and Time of Transmission
— GS

— Interchange header

— Functional group header

— Transaction set header

— ISA

— |EA

— Recipient;s transmissionireference/password
— ST

— Transmissionisender

— Transmission recipient

— Transmission priority code

NOTE — These terms are further expanded in annex A of this part of ISO/IEC 10021 and annex K of ISO/IEC 100211-9 | ITU-T

Recommendation X.435.

4 Abbreviations
ANS| American National Standards | nstitute
AU Access unit
DIT Directory information tree
DL Distribution list
DUA Directory user agent
EDI Electronic data interchange
EDIFACT Electronic data interchange for Administration, commerce and transport
EDIM EDI message
EDIME EDI messaging environment

© ISO/IEC 1999 — All rights reserved
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EDIMG EDI messaging

EDIMS EDI messaging system

EDI-AU EDI access unit

EDI-MS EDI message store

EDI-UA EDI user agent

EDIN EDI notification

FN Forwarded notification

ID [dentifier

IPM Interpersonal messaging

MD Management domain

:\Vl” : rvl:cmuc:land:;llu

MHS M essage handling system

MS Message store

MT M essage transfer

MTA M essage transfer agent

MTS Message transfer system

NDN Non-delivery notification

NN Negative notification

O/R Originator/Recipient

PD Physical delivery

PDAU Physical delivery access unit

PDS Physical delivery system

PN Positive notification

PRMD Private management domain

TLMA Telematic agent

UA User agent

UNTDI United Nations, trade data interChange

uTC Coordinated universal time
5 Conventions
Inclause 2, ITU-T aligned standards are cited:
Common language practices have been applied as far as possible in the use of capitalization of words.
6 EDI messaging service
6.1 Iptroduction
The ED] messaging service provides an EDI messaging user with features to assist in communicating with|other EDI
messaging users.(EDI messaging users are in many cases computer processes. The EDI messaging servide uses the
capabilifies of<the Message Transfer service (see also Recommendation F.410) for sending and recgving EDI
messagés. A he’elements of service describing the features of the EDI messaging service are defined in anfiex B, and
classifiﬁin Clause 14. T

EDI, electronic data interchange, can be described as computer to computer exchange of structured business data, such
as invoices and purchase orders. In some cases the EDI messaging service can be used to transmit an EDI interchange

to aphysical rendition system, such as a physical delivery system, or facsimile.

The EDI messaging serviceis provided by EDI messaging.

6.2 EDI messaging

EDI messaging (EDIMG) consists of the exchange of EDI messages (EDIMs), and EDI noatifications (EDINS), which
are information objects specified in ISO/IEC 10021-9 | ITU-T Recommendation X.435.

© ISO/IEC 1999 — All rights reserved
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6.3  EDI messaging environment

The environment in which EDI messaging takes place can be modelled as a functional object which is hereafter
referred to as the EDI messaging environment (EDIME). When refined (i.e., functionally decomposed), the EDIME
can be seen to comprise lesser objects referred to as the primary objects of EDI messaging. They include a single

central object, the EDI messaging system (EDIMS), and numerous peripheral objects called EDI messaging users
(EDIMG users).

The structure of the EDIME is depicted in figure 1.

EDI messaging
environment

T0101260-93

Figure 1 — EDI messaging environment

6.4  HDI messaging user

An EDI|messaging user (EDIMG user).1s a user that engages in EDI messaging. An EDIMG user originates, receives,
or both priginates and receives EDIMS. The EDIME contains any number of EDIMG users.

An EDIMG user may be a-person or a computer process. An EDIMG user may access the EDIMS through an
access ynit.

7 EDI mesSsaging system
7.1  Iptpoduction
The EDHmessaggsysterm{(EBHASHsthefunctional-ebjectby-+reans-ebwhich-aH-EBHWG-Hsers-cormmmuni cate with

one another in EDI messaging.

The EDIMS can be modelled as comprising lesser functional objects which interact with one another. These lesser
objects are referred to as the secondary objects of EDI messaging. They include a single, central object, the message
transfer system (MTS), and numerous peripheral objects of three kinds: EDI user agents (EDI-UAs), EDI message
stores (EDI-M Ss), and EDI access units (EDI-AUS).

The structure of the EDIMS is depicted in figure 2. As shown in figure 2, EDI-UAs, EDI-MSs, and EDI-AUs are the
objects by which the EDIM S provides service to EDIMG users.

© ISO/IEC 1999 — All rights reserved 5
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EDI messaging system

Message
transfer
system

T0101270-93

Figure 2 — EDI messaging system

7.1.1 BDI user agents

An EDI| user agent (EDI-UA) is a user agent tailored so as to(better assist a single EDIMG user to engdge in EDI
messagiing. It helps that EDIMG user originate and receive messages containing EDIMs. The EDIMS cgntains any
number [of EDI-UAS.

NOTE — An exact definition of the boundary between the EDI-UA and the EDIMG user is beyond the scope of
ISO/|EC 10021.

7.1.2 HDI message store

An EDI| message store (EDI-MS) is a message store tailored so as to better assist a single EDI-UA engd
messaging. It helpsthat EDI-UA submit, take delivery of, store, and retrieve messages containing EDIMs.

7.1.3 Messagetransfer system

In the gresent context the~ message transfer system (MTS) conveys EDIMs or EDI notifications (EDINS
EDI-UAS, or between an EDI-UA and an access unit. The EDIMS containsasingle MTS.

7.1.4 HDI accessunits

An EDIMG @gser may have access to/from the EDIMS through an access unit (AU). One type of access

physical dehvery access un|t (PDAU) In EDIMG the physcal dehvery access unit prowdec the ab|I|
messages , -
access units) may be the subj ect of future standardlzatlon

7.2

Information flow in the EDIM S

Figure 3 expands on figure 2 and shows the principal information flowsin EDI messaging.

NOTE — Figure 3 illustrates aspects of the EDI encoded data exchanged in this model, not the actual details.

this part of

ge in EDI

) between

unit is the
y to send

d facsmile
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O O EDIMG user

(EDI application)

EDIFACT ANSI X12 UNTDI
UNA ISA STX EDI interchange including
or or interchange control information
(i.e., receiver ID. Etc.)
UNZ IEA END

EDI messaging system - Generates EDI heading and submit envelope from interchange

control info plus other info in EDI Interchange (receiver ID maps
into X.400 O/R name)

- Places EDI heading + EDI interchange in submit envelope
and submits to MTS

- On delivery from MTS extracts EDI interchange and passes
to EDI application

EDIMG Ny le EDIMG
Gser ¢ EDI-UA [@—p  MTA |<—>| MTA [€—»| EDHfiS |« EDI-UA €4 (ser

4
A

T0101280-93

NOTES

1 — For abbreviations and acronyms see 4 and afiiex A of this part of 1SO/IEC 10021.

P — The structure of the information exchanged between the EDIMG user and the EDI-UA is not defifed by this
bart of ISO/IEC 10021. In addition to the’EDI interchange, the control information may comprise ipformation
Carried in the envelope, EDIM heading, interchange header, etc. The control information could also b extracted
rom the EDI interchange and/or form.other sources.

Figure 3 — Information flow in EDI messaging

7.3 HDI messaging service functional model

Higure 4 shews the functional model of the EDI messaging service. The UAs used in the EDI messag
comprige a specific class of cooperating UAs. The optional PDAU allows EDIMG users to send messages|to indirect
users oytside,of the EDI messaging environment. The message stores used in the EDI messaging service ha
EDI rel &tedfunetions-and-can-optionalhyv—be-used-byv EPDHM-G-usersto-take-deliver—of-messages-ontheirBehalf. The
telematic agent (TLMA) shown in figure 4 will allow access to telematic services and may be the subject of future
standardization.

7.4  Structureof EDI messages

The EDI class of UAs create messages containing a content specific to the EDI messaging service. The specific
content that is sent from one EDI-UA to another is aresult of an originator, which is generally an application process,
composing and sending a message, called an EDI message (EDIM). The EDIM carries the EDI interchange and
optionally other information associated with the EDI interchange. Only one EDI interchange shall be present in an
EDIM. Every EDIM shall contain an EDI interchange body part on origination of the EDIM. Any of the body parts
can subsequently be removed (wholly, not partialy) when forwarding an EDIM, except a forwarded body part, which
cannot be removed. Body parts that are removed when forwarding are replaced with place holders to indicate what
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type of body part was removed. The heading of an EDIM shall not be removed when forwarding an EDIM. The
structure of an EDIM asiit relates to the basic message structure of MHS is shown in figure 5. The EDIM is conveyed
with an envelope when being transferred through the MTS.

EDIMG
user
Ceorn D
EDl messaging
~ ~

service

EDIMG
uder

DIMG
user

Physical
delivery
services

Recipient

Figure 4 — EDI, messaging service functional model

T0101290-93

Basic message
structure

"
Envelopé Envelope
AN\

Heading

Body

Body part

Content

PQ S TO =D~ S|—

Body part

T0101300-93

Figure 5 - EDI message structure
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interchg
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with the

informaf

segmen
body p3

75 H

ion, some of which are present.inthe EDIFACT interchange header segments (or corresponding |
s for ANSI X12 and UNTPI),~and others containing service requests from the originator. The h
t(s) form the EDIM.

DI notification

MG user can«equest that a recipient return an EDI notification (EDIN) indicating the disposition
¢ received, This notification is requested by an originating EDI-UA, and is generated by a recipien
b, or AWNThere are 3 possible conditions that can be requested and reported on, resulting in

| SO/IEC 10021-8: 1999 (E)
EDIFACT
interchange
UNB Field 2
UNH Field 3 Heading
User
data -
segments
- Eiald n
UNT he
UNZ Primary body part |
——————————————————————— B Body part n | Body
Additional P °
Information =
(e.g. drawings) <
T0101310-93
Figure 6 — EDI message structure for/atypical EDI transaction
shows a mapping between a typical EDI interchange, and the corresponding EDI message structur¢. The EDI

hge is mapped entirely within one body.part, called the primary body part, and may be an EDIFAICT, ANSI
NTDI or privately defined EDI interchange. Other body parts are available to convey information [associated
EDI interchange such as drawings;.explanatory text, etc. The heading of the EDIM contains varioys fields of

or STX
ing and

bf the EDI
EDI-UA,
either the
he implied
eived EDI

m the EDI

m&e&age |sforwarded or intermediate recipients, Who then shall respond to the original origi nator of the message. An
originating EDI-UA may request to be notified if the obligation to respond to the notification request has been
forwarded. In this case, the EDI-UA or EDI-MS that forwards the EDIM shall send to the originating EDI-UA an EDI
forwarded notification (FN).

In all cases, including notifications sent by EDI-UAs to whom the EDIM has been forwarded, the notifications shall
contain the OR-name of the recipient that was specified by the original originator.

The originating EDI-UA may request any combination of the several EDINs from any combination of the recipients to
whom the EDIM is sent. If no notifications are requested by an originator, none shall be sent by the recipient(s).

EDI noti

ifications cannot be forwarded, and EDI notifications cannot be requested for EDINS.
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8 EDIM responsibility and forwarding

8.1 Introduction

The EDIMS includes a concept called EDIM responsibility. This concept is key to the description below of EDINs and
forwarding. In order to simplify the descriptions in the text below, all forwarding is shown as performed by the EDI-
UA. It should be noted that the descriptions apply equally to forwarding performed by the EDI-MS.

The purpose for introducing the concept of EDIM responsibility is primarily to provide a method for confirming the
passing of messages amongst EDI-UAs. EDIM responsibility may apply to access units in certain cases. The concept
of EDIM responsibil |ty is described as follows.

When aph EDI-UA receives an EDIM it shall, if requested to do so, inform the originatingEDI1-UA that the recipient
EDI-UA has accepted or refused EDIM responsibility by sending an appropriate EDIN, RParagraph 8.2 below contains
adetailed description of the EDINSs that are sent in various scenarios.

If notifigations are requested, then when an EDI-UA accepts, refuses, or forwards EDIM responsibility, it shill send an
appropr|ate EDIN to the originator, and if forwarding, it shall create the appropriate heading fields in the|forwarded
EDIM. T he details of these operations are described in 1SO/IEC 10021-9 | [FY-T Recommendation X.435.

Body pérts that are forwarded cannot be changed in any way. If EDIM"responsibility is forwarded, the|forwarded
EDIM dannot be changed in any way. If EDIM responsibility is accepted, body parts may be removed from, or added
to the ofiginal EDIM when creating the forwarded EDIM. Body.parts that are removed when forwarding arfe replaced
with place holders to indicate what type of body part was removed. EDIM responsibility forwarding is limifed to only
one recipient.

EDIMQ includes mechanisms to prevent looping when forwarding.

8.2  Horwarding and secondary distribution

In EDINIG it may be desirable to receive EDIYmessages at a central EDI user agent, with subsequent forwargling to the
final EQI user agents. Such a practice would, for example, enable a large organization to perform centralizedl functions
such as|logging, auditing, etc., on all\EDI message traffic entering that organization. After performange of these
functiors the traffic would be distributed to the EDI user agents serving the recipient EDI applications. Smilarly, a
value aflded network service provider might operate a similar intermediary stage on behalf of its custgmers. The
following text describes the use:of an EDI-UA as such an intermediary stage.

Since gh intermediate EDI*UA will generally not be the final EDI-UA, there is a need to provide gnd-to-end
confirmption of EDKM\“responsibility acceptance for an EDIM within EDIMG. The element of seryice "EDI

In order to illustrate the use of an EDI-UA as an intermediate stage, three cases are described below. In al cases, an
EDIM originatesin EDI-UA1 and terminatesin EDI-UA3. EDI-UA2 istheintermediate EDI-UA. Incases1and 2 it is
assumed that the EDIM is forwarded with content unchanged. In all three cases it is assumed that EDI-UAL has
reguested notifications.

NOTE - Events described in the following tables are not necessarily performed in the exact sequential order shown in the
tables.

8.3 Casel: Noforwarding

The EDIM prepared by EDI-UAL is addressed to EDI-UA3. The EDIM is submitted to MTAL, transferred to MTA3,
delivered to EDI-UA3 and retrieved by EDIMG user 3. EDI-UA3 will respond with an appropriate EDIN, accepting
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EDIM responsibility (i.e., PN). (If EDI-UA3 had determined that EDIMG user 3 could not retrieve the message, EDI-
UAS3 would have responded with an EDIN refusing EDIM responsibility (i.e., NN)). Figure 7 illustrates the flow of
information. The sequence of EDIMs and EDINSsis depicted in table 1.

/ EDI-UA2
G

Message transfer system
MTS

EDI messaging system
(EDIMS)
EDI messaging environment

N T0101320-9:
_____ p Direction of transfer EDIN

—P Direction of transfer EDIM

Figure7 — Case 1: No forwarding

Table 1 Case 1: No forwarding

Events EDIM EDIN
1 EDI-UA1 submits EDIM to MTA1
2 MTAL transfers EDIM to MTA3
3 MTA3deivers EDIM to EDI-UA3
4 EDI-UA3 submits PN/NN to MTA3
5 MTA3 transfers PN/NN to MTA1
6 MTAL1 delivers PN/NN to EDI-UA1

84  Case2: Content not changed and EDIM responsibility forwarded

In this case an intermediary EDI-UA forwards a message from EDI-UA1 to EDI-UA3. The fina recipient is EDI-
UA3, and EDI-UA?2 performs a forward operation, forwarding EDIM responsibility to EDI-UA3. The EDIM prepared
by EDI-UAL1 is addressed to EDI-UAZ2. The EDIM is delivered to EDI-UA2, which forwards it unchanged to EDI-
UA3, based on selection criteria known to EDI-UA2.

EDIM responsihility is handled as follows:

When EDI-UA2 forwards EDIM responsibility, it shall create the forwarded EDIM so that requested
EDINSs are received by EDI-UA1, (see ISO/IEC 10021-9 | ITU-T Recommendation X.435 for details).
The following EDINs may be sent.
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Figure
explain

J

a)

b)

If EDI-UAL requested notification of forwarding of EDIM responsibility, EDI-UA2 shall send
forwarded notification - FN to EDI-UA1. This EDIN is sent when EDI-UA2 successfully submits
the EDIM to MTA2.

If EDI-UAZ2 receives a non-delivery notification from MTA3 (via MTA2) it may send negative
notification - NN to EDI-UA1.

NOTE - EDI-UAZ2 has the choice to send or not to send the EDIN in this case.

No other EDINs may be requested or sent. For example, EDI-UA2 cannot request notifications
from EDI-UA3, and EDI-UA3 cannot send EDINsto EDI-UA2.

In the case of non-delivery, EDI-UA2 may attempt to resubmit the EDIM to the intended recipient.

0)

—’ Direction of transfer EDIM

In this case, the NN to EDI-UAL is sent only when EDI-UA2 determines that it shall|no longer
attempt to resubmit the EDIM to EDI-UA3.

If forwarding succeeds, EDI-UA3 shall send an appropriate EDIN to EDI-UA1, acpepting or
refusing EDIM responsibility.

illustrates the information flow described above for case 2. The sequence of possible EDIMs and EDINs is
intable 2. Events (8, 11, 13, 15) and (10, 12, 14, 16 ) are mutually exclusive.

Message transfer system

EDI messaging system
EDIMS)

EDI messaging environment

_— T0101330-93
P> Direction of transfer EDIN, NDN

Figure 8 — Case 2: EDIM responsibility forwar ded
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Table2 — Case 2: EDIM responsibility forwarded

Events EDIM EDIN NDN
1 EDI-UA1 submits EDIM to MTA1
2 MTAL transfers EDIM to MTA2
3 MTAZ2 delivers EDIM to EDI-UA2
4 If requested, EDI-UA2 submits FN
to MTA2
5 EDI-UA2 submits forwarded EDIM
to MTA2
6 MTA2 transfers FN to MTA1
7 MTAZ transfers EDIM to MTA3
8 MTAZ2 sends NRi\'to EDI-PJA2
9 MTA1 delivers FN to EDI-UA1
10 MTA3 delivers EDIM to EDI-UA3
11 EBI-UA2 submits NN to MTA2
12 EDI-UAS submits PN/NN
to MTA3
13 MTAZ2 transfers NN to MTA1
14 MTAS3 transfers PN/NN to-MTA1
15 MTAZ1 delivers NN to EDI{UA1
16 MTAL delivers PN/NN
to EDI-UA1

The follpwing should be noted:

1
2)
3)

EDI-UA1 will usually receive several EDINSs if it requests FN ( forwarded notification).
EDI-UA1 may receive EDINS in‘a sequence other than that in which they were created.

EDI-UA1 may receive no_ EDIN whatsoever even if it requested FN (for example, in the case of

catastrophic failure of EDI-UA2 after MTA2 has delivered the EDIM to EDI-UA2).

Itisup o EDI-UAL to correctly handfe 1 through 3 above. Item 1 can be handled for example, by keeping trpck of:

a)
b)
0)
d)

the EDIM 1D;
the original_recipient,
the submission time, and

the.EDI notifications expected.

Item 2 ganbe.handled by using the UTC time included in the EDIN (EDIN creation time). Item 3 can be hapdled with
a time-qut.mechanism in EDI-UA1. Mechanisms to handle 1 to 3 are local implementation issues, thus lheyond the

scope of this part of ISO/IEC 10021.

8.5

Case 3: EDIM responsibility not forwarded

This scenario provides for the case where the EDIM prepared by EDI-UAL1 is addressed to EDI-UA2, and EDI-UA2
accepts EDIM responsibility for the message prior to forwarding to EDI-UA3. This would occur, for example, if EDI-
UA2 were to add or remove body parts when forwarding (changes of the content). When EDIM responsibility is
accepted, EDI-UA2 sends an EDIN to the originator (i.e., PN), and creates the forwarded EDIM so that no further
EDINs are received by EDI-UAL1 (the originator) (see ISO/IEC 10021-9 | ITU-T Recommendation X.435 for details).
Asin case 2, EDI-UAL1 addresses the EDIM to EDI-UA2. As in both previous cases EDI-UA3 represents the final
destination.

© ISO/IEC 1999 — All rights reserved
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EDI-UAL

MTA3

Message transfer system
(MTS)

EDI-UA3

EDI messaging system
(EDIMS)

EDI messaging environment
(EDIME)

----- p Direction of transfer EDIN 10101340:93
—»  Direction of transfer EDIM

Figure 9 — Case 3: EDIM responsibility not-forwarded, Part 1

Message transfer system
(MTS)

EDI messaging system
(EDIMS)

EDI messaging environment
(EDIME)

N T0101350-93
----- p  Direction of transfer EDIN, NDN
—P  Direction of transfer EDIM

Figure 10 — Case 3: EDIM responsibility not forwarded, Part 2

Upon retrieval of the EDIM, EDI-UA2 returns an appropriate notification to EDI-UAL. The message is then forwarded
to EDI-UA3. Since initial EDIM responsibility has now been accepted, EDI-UAZ2 is at liberty to request EDIM
responsibility or not, as desired. If requested, the resulting EDIM responsibility relationship shall apply between EDI-
UA3 and EDI-UAZ2, i.e. not end to end as in the previous cases. In the scenario described here EDIM responsibility is
assumed to have been requested, with the result that EDI-UA3 responds to EDI-UA2 with an appropriate notification.
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Figures 9 and 10 illustrate the flow of information for Case 3. The sequence of EDIMs and EDINSs for case 3 is
explained in table 3.

Table 3—Case 3: EDIM responsibility not forwarded

Events Figure9 Figure 10
1 EDI-UA1 submits EDIM to MTA1
2 MTAL transfers EDIM to MTA2
3 MTAZ2 delivers EDIM to EDI-UA2
B EBHOAZ-sabmits PNt MTAZ
5 EDI-UA2 submits forwarded EDIM to MTA2
6 MTAZ2 transfers PN au MTA1
7 MTAZ transfers EDIM to MTA3
8 MTAL delivers PN to EDI-UA1
9 MTA3 delivers EDIWto EDI-UA3
10 EDI-UA3 submits PN/NN to MTA3
L1 MTAS3 transfersPN/NN to MTA2
12 MTAZ2 delivers PN/NN to EDI-UA2

9

The MH
provide

EDI naming, addressing and use of directory:

S use of Directory as defined in ISO/IE€:10021-1 | ITU-T Recommendation X/F.400, clause 13
the Directory services required for EDI.messaging.

Each m@nagement domain should provide ditectory servicesfor its EDIMG users.

EDI me
this part

10

The MH
are asg
referend

An ove

EDI security

5saging, naming and addressing-and the subsequent directory service requirements are outlined in
of ISO/IEC 10021.

S security capabilities are defined in ISO/IEC 10021-1 | ITU-T Recommendation X/F.400 in clau
applicallle)for EDI messaging. In addition, the following extensions are provided to 15.4 of
ed document.

Viev,of the extended security capabilitiesin EDIMG is as follows:

is used to

Innex D of

se 15, and
the above

Proof of EDI notification: Enables the recipient of an EDIM to create an EDIN which may be used by the recipient of

the EDIN to authenticate the originator of the EDIN.

Non-repudiation of the EDI notification: Provides the recipient of an EDIN with proof of the origin of the EDIN which

will protect against any attempt by the originator of the EDIN from fal sely denying sending the EDIN.

Proof of content received: Enables the originator of an EDIM to verify that the message content received by the
recipient was the same as the message content originated by the originator.

Non-repudiation of content originated: Provides the recipient of the EDIM with proof that the message content
received was the same as the message content originated. This protects against any attempt by the originator to falsely
deny originating the message content.

© ISO/IEC 1999 — All rights reserved
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Non-repudiation of content received: Provides the originator of the EDIM with proof that the message content
received was the same as the message content originated. This proof will protect against any attempt by the recipient
to falsely deny the content of the EDIM received.

Table 4 —Provision and use of secur e messaging elements of service by MHS components

Elements of service EDIM originator MTS EDIM recipient

Proof of EDI notification U - P
Non-repudiation of EDI notification

Proof of content received

Non-repudiation of content originated
Non-repudiation of content received

C ©m|lCc C
T C|T ©

P A provider of the service
U A user of the service

Annex € describes the EDIMS vulnerabilities and details how they are countered. Annex -of 1SO/IEC 10021-9 | ITU-
T Recoimnmendation X.435 supplements ISO/IEC 10021-2's | ITU-T Recommendation X.402's MHS security model
for EDIMS with EDI security features. ISO/IEC 10021-9 | ITU-T Recommendation X.435 describes operfations and
procedures for security services.

11 I ntercommunication with physical delivery services

11.1 Iptroduction

As defiped in ITU-T Recommendation F.415, MH/PD intercommunication is a generic capability of the Message
Transfef service. To make use of this capability, the originator may use a postal O/R address on submission, or, if
using aldirectory name on submission, select physical{delivery as the "Requested delivery method" and ghoose any
desired pptions from the MH/PD elements of service\(table 1 of ITU-T Recommendation F.415).

The originator provides the address of the recipient as defined in ITU-T Recommendation F.401, postal O/R address.
This magy be done through the Directory.

11.2 Ddivery and notifications
Delivery to the access unit occurs when the EDIM is passed from the final MTA to the PDAU (MTSto EDI{JAU).

Delivery notifications and YEDI notifications relevant to physica delivery apply as defined jn ITU-T
Recommmendation F.415 with the addition of an EDIN, as depicted below in figure 11.

These nptifications are-generated by the MTA/PDAU system components, which are considered to be co-lodated.
Definitipns of "T*.times are provided in ITU-T Recommendation F.415; "T ;" can be defined as:

Tledi’= Generation and delivery of the EDIN.

NOTES
1 — Start time corresponds to the time at which the EDIN is generated.
2 — End time corresponds to the time that the EDIN is made available to the EDIMG user.

11.3 Transfer of EDIM responsibility

While it is up to the PDAU to physically render and subsequently deliver an EDIM sent to it, a PDAU can never
accept EDIM responsibility for an EDIM. If an "EDI notification request” is asked for, two possibilities exist for the
PDAU. If it determines that it can render the EDIM for physical delivery, it shall return an FN to the originator of the
EDIM. However, if it determines that it cannot render or deliver the EDIM, it shall return an NN to the originator of
the EDIM.
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I:I> Electronic event Physical event

11.4 Physical rendition

The basic physical rendition details defined in ITU-T Recommendation F.415, annex B, should be used as a base,

primarily for the rendition of routing and delivery information such as the address blocks, position on the page relative
to the window, etc.

For hard copy physical rendition specific to EDI, three approaches are identified;
1) Standardized rendition

2)  Privately defined rendition
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3)  Accompanying information for rendition (may be the subject of future standardization).

Alternatively, if rendition rules are not available, the EDIM could simply be printed "asis', if possible, assuming that
the recipient is able to work with the information, possibly with guidelines provided through some other means or
message. (Additional guidelines and rules for the physical rendition of EDIMs may be the subject of future
standardization.)

12 Use of message store for EDI
Message store features may be used for EDI messaging. The general MS elements of service, "stored message
fetching™ T Stored TMeSSage HStimg™ T~ Stored MesSage Sumimary ™, Stored Message defetion™;and ™~ Stored mesage aert”
are appljcable for EDI messaging.
General| MS attributes and auto-actions are described in ISO/IEC 10021-5 | ITU-T Recommendation X.413. EDI
specific|M S attributes and auto actions are described in ISO/IEC 10021-9 | ITU-T Recommendation X.435.
An EDI| specific MS element of service, "Stored EDI message auto-forward", provides suitable MS auto-forwarding
capabilifies for EDI messaging.
Security policies may restrict the use of message store elements of service.
13 Elements of service
Elements of service are particular features, functions, or capabilities of MHS. The elements of service apglicable for
EDI messaging are made up of MT elements of service and EDI messaging elements of service. The MT dements of
service Used in EDI messaging are called out in this part of 1SO/IEC 10021 in tables 5 to 7, however they gre defined
in ISO/IEC 10021-1 | ITU-T Recommendation F.400, annex B.“The definitions of elements of service specific to EDI
messagiing are also listed in tables 5 to 7, and are defined, intannex B. The readlization of al the elements|of service
applicaltle to EDI messaging is described in other parts of this'Standard.
14 Classification of elements of service
14.1 Basic EDI messaging service
The bagc EDI messaging service, whichimakes use of the MT service, enables an EDIMG user to send gnd receive
EDI messages. An EDIMG user prepares’EDI messages with the assistance of an EDI user agent (EDI-UA)| EDI-UAs
cooperge with each other to facilitate communication between their respective EDIMG users. To serd an EDI
message, the originating EDIMG user submits the message to his EDI-UA specifying the OR-name of the recipient
who is 1o receive the EDI message. The EDI message, which has an identifier conveyed with it, is then gent by the
originatpr's EDI-UA to therecipient's EDI-UA/MS via the Message Transfer service.
Table 5 — Elements of service belonging to the basic EDI messaging service
Elements of service References
Access management B.1
Content type indication B.12
Converted indication B.15
Délivery time stamp indication B.22
EDI message identification EDI.8
Message identification B.41
Non-delivery notification B.47
Origina encoded information types indication B.54
Submission time stamp indication B.89
Typed body EDI.30
User/UA capabilities registration B.93
NOTE - B. references are to annex B ISO/IEC 10021-1 |
ITU-T Recommendation X/F.400, and EDI references are to
annex B in this part of ISO/IEC 100021.
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Following a successful delivery to the recipient's EDI-UA/MS, the EDI message is available for the recipient. To
facilitate meaningful communication, a recipient can specify the encoded information type(s) contained in EDI
messages that he will allow to be delivered to his EDI-UA, as well as the maximum length of an EDI message that he
is willing to accept. The origina encoded information type(s) and an indication if any conversions that have been
performed and the resulting encoded information type(s) are supplied with each delivered EDI message. In addition,
the submission time and delivery time are supplied with each EDI message. Non-delivery notification is provided with
the basic MT service. The elements of service belonging to the basic EDI messaging service are listed in table 5.

14.2 EDI messaging service optional user facilities

A set of the elements of service of the EDI messaging service are optional user facilities. The optional user facilities of

- - Jos L L 1 - (] L - £ (] - - 1 -
the EDImmessagig-servicewhithmay-besetectedronaper-messagebasisor-foramagreed-contractuatperi

arelistefl in table 6 and table 7, respectively.

The opfjonal user facilities of the EDI messaging service that are selected on a per-message basis.are cl3
both or|gination and reception by EDI-UAs. If a management domain offers these optionaluser fa

pd of time,

ssified for
ilities for

originat{on by EDI-UAs, then an EDIMG user is able to create and send EDI messages according to the procedures
defined|for the associated element of service. If a management domain offers these optional user fagilities for
reception by EDI-UAS/MSs/AUs, then the receiving EDI-UA/MSAU shal be able,toreceive and recpgnize the
indicatign associated with the corresponding element of service and to inform the EDIMG user of the| requested
optionall user facility. Each optional user facility is classified as additional (A) or gssential (E) for EDI-UAYMSYAUS
from these two perspectives.
Table 6 — EDI messaging optional user facilities selectable’on a per-message basis
Elements of service Origination Reception Referendes

Adgitional physical rendition A A B.2

Alternate recipient allowed E E B.3

Application security element A A EDI.1

Bagic physical rendition A E* B.7

Chpracter set E E EDI.2

Coptent confidentiaity A A B.10

Coptent integrity A A B.11

Copversion prohibition E E B.13

Copversion prohibition in case of loss oflinformation A A B.14

Colinter collection A E* B.16

Copnter collection with advice A A B.17

Crgss reference information A E EDI.3

Dejerred delivery E N/A B.19

Dejerred delivery cancellation E N/A B.20

Delivery notification E N/A B.21

Delivery via burealifax service A A B.23

Degignation‘ef-recipient by directory name A N/A B.24

Digclosure of other recipients E E B.25

DU expansion history indication N/A E B.26

DL expansion pronibited A N/A B.27

EDI forwarding A N/A EDI.4

EDI message type(s) E E EDI.5

EDI notification request E E EDI.6

EDI standard indication E E EDI.7

EDIM responsibility forwarding allowed indication E E EDI.9

EDIN receiver A E EDI.10

EMS (Express Mail Service)? A E* B.28

Expiry date timeindication A E EDI.11

Explicit conversion A N/A B.30

Grade of delivery selection E E B.32
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Table 6 (concluded)
Elements of service Origination Reception References
Incomplete copy indication A E EDI.12
Interchange header E E EDI.13
Latest delivery designation A N/A B.39
Message flow confidentiaity A N/A B.40
Message origin authentication A A B.42
M essage security labelling A A B.43
M essage sequence integrity A A B.44
Multi-destination delivery E N/A B.45
Mylti-part body A E EDI14
Nop-repudiation of content originated A A ED1)15
Nop-repudiation of content received A A EDI.16
Noh-repudiation of content received request A A EDI.17
Nop-repudiation of delivery A A B.49
Nop-repudiation of EDI notification A A EDI.18
Nop-repudiation of EDI notification request A A EDI.19
Nop-repudiation of origin A A B.50
Nop-repudiation of submission A A B.51
Obgoleting indication A E EDI.2Q
Ordglinary mail A E* B.53
Originator indication E E EDI.21
Orijginator requested alternate recipient A N/A B.56
Physical delivery notification by MHS A A B.57
Physical delivery natification by PDS A E* B.58
Physical forwarding allowed A E* B.59
Physical forwarding prohibited A E* B.60
Pravention of non-delivery notification A N/A B.61
Prgbe A N/A B.63
Prgbe origin authentication A N/A B.64
Prqof of content received A A EDI.22
Prqof of content received request A A EDI.23
Prqof of delivery A A B.65
Prqof of EDI notification A A EDI.24
Prqof of EDI notification request A A EDI.25
Prdof of submission A N/A B.66
Regipient indication E E EDI.2§
Reflirection disallowed by originator A N/A B.68
Registered mait A A B.70
Registered.mait'to addressee in person A A B.71
Refated message(s) A E EDI.27
Reportofigin authentication A A B.74
Request for forwarding address A A B.75
Requested preferred delivery method A A B.76
Servicesindication A A EDI.28
Special delivery? A E* B.81
Stored message deletion N/A E*** B.84
Stored message fetching N/A E*** B.85
Stored message listing N/A E** B.86
Stored message summary N/A E** B.87
Undeliverable mail with return of physical message A E* B.91
Use of distribution list A N/A B.92

E

Essentia optional user facility shall be provided
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E* Essentia optional user facility only applying to PDAUs

E**  Essential optional user facility only applying to MSs

E***  Essential optional user facility applying to MSs and UAs

A Additional optional user facility may be provided

N/A  Not applicable

3 At least EMS or "Special delivery" shall be supported by the PDAU and associated PDS.

NOTES

1999 (E)

1 Bitareraagresment may De TIeCeSSary 11T Casas Of TECEption by EDT-UA Of ef@ments of Sarvice crassiied a5

2 1 B. references are to annex B to ISO/IEC 10021-1 | ITU-T Recommendation X/F.400, and EDIrefere
annex B to this part of 1SO/IEC 10021.

Table 7 — EDI messaging service optional user facilities agreed for a contractual|period of tim
Elements of service Classification References

Auto-acknowledgement of EDI messages A EDI.31
Auto-correlation of EDI messages A EDI.32
Auto-correlation of EDI notifications A EDI.33
Alternate recipient assignment A B.4
Hold for delivery A B.33
Implicit conversion A B.34

MS register A B.nn?
Redirection of incoming messages A B.69
Restricted delivery A B.77
Secure access management A B.79
Stored EDI message auto-forward A EDI.29
Stored message alert A B.82
Stored message auto-forward A B.g3?
Submission of EDI messages-incorporating stored A EDI.34
messages

3 Thiselement of service shall be defined and assigned a"B" number in the next publication

of ISO/EC 10021-1 | ITU-T Recommendation X/F.400. It describes a capability that is
supported in ISO/IEC 10021-5 | ITU-T Recommendation X.413, but not described in
ISONEC 10021-1 | ITU-T Recommendation X/F.400.

P )-The use of this element of service, which is a general MS capability, is discouraged for

EDI messaging. "Stored EDI message auto-forward”, which is an EDI specific MS
capability, provides a suitable aternative.

NOTE - B. references are to annex B to ISO/IEC 10021-1 | ITU-T Recommendation X/F.400,

A".

hces are to

D

and EDT Tefgences are t0 anex B o this Part Or TSUMEC LUUZL.

15 Quality of service

15.1 EDI message status

The unique identification of each EDI message enables the system to provide information about e.g., the status of an

EDI message.
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In the event of system failure all accepted and non-delivered EDI messages should be traceable. If EDI messages
cannot be delivered, the originator shall be informed by a "Non-delivery notification" unless the originator invoked
"Prevention of non-delivery notification".

15.2 Support by providers of EDI service

Service providers should provide assistance to their subscribers, with regard to non-delivery notifications not being

received in due time, as far as system components are concerned. Additional provision of support for status and tracing
of messages may be provided under national responsibility.

15.3 Nrodetof detivery and notification tmes
Seefigyre 12.
EDI- EDI-
EDIMG user UA Lo MTA MTA —— YAZL. EDIMG user
MS MS

D

Creation of EDIM

Submission of EDIM

T1
Transfer of EDIM
__________________________ Delivery of EDIM
T2
Delivery
notification generation
Delivery
notification delivery.
______________________________________ EDI notification
generation
Tedi
T EDI notification
delivery

T0101370-93

TL  Delivery time

Note 1 — Start time of T1 corresponds to the submission time stamp indication.

A 2 g Y] £ T Aatatlog ol 41 £ nackiaati
NOC—Z— N tme 0T 1 T COMTeSPontSTotheGeverytme—Starmpmarcaton:

T2  Delivery notification

Note 1 — Start time of T2 corresponds to the delivery time stamp indication.
Note 2 — End time of T2 is the time delivery notification is made available to the EDIMG user
through the EDI-UA or EDI-MS.

Tedi Generation and delivery of EDI notification

Note 1 — Start time corresponds to the time at which the EDIN is generated.
Note 2 — End time corresponds to the time that the EDIN is made available to the EDIMG user.

Figure 12 — Notification time model
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154 EDI message delivery timetargets

The delivery time targets (including transfer times) are dependent on the message transfer system, on the number of

transiting domains, and on message sizes. Values significantly less than those currently specified for the IPM service
areamed at.

The management domain of the recipient EDI-UA should force non-delivery naotification if the EDI message has not
been delivered within x hours after submission (or after date and time indicated for deferred delivery), the value of x
being dependent on the grade of delivery requested by the originator.

The specification of these values for the EDI service may be the subject of future standardization.
15,5 EDI nctification time targets

Delivery time targets for EDI notifications depend on local arrangements. When EDINSs are initiated hy:. thJe receiving
EDI-UA they have the same time targets as the EDI messages that caused them to occur (seetable 8).

Table 8 —EDIN timetargets

Grade of delivery 95% delivered before
Urgent 15 minutes
Normal 60 minutes
Non-urgent 4 hours
NOTES

1— Intercommunication with PRMDs is not included in
the calculation of the timetargets.

2 — Thevauesare proyisiona and due for revision after
proven experience:

3— For qudity-of service for physical deivery see
clause 11+

4— Achieving these time targets relies heavily on the
MTS’timings.

15.6 Hrror protection

Error priotection ontransmission is provided by the MHS and underlying protocols used in the provision ¢f the EDI
service.

15.7 Availability of service

In principle the EDI service should be available continuously. The EDI-UA or the EDI-MS should be available for
submission or delivery continuously (unless hold for delivery is invoked). In cases where the EDI-UA is not available
for delivery continuously, an EDI-M S should be used.
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Annex A
(normative)

Glossary of terms

NOTE — The explanations given below are not necessarily definitions in the strict sense. See also the definitions in annex B
and the Glossary in ISO/IEC 10021-1 | ITU-T Recommendation X/F.400 and terms provided in the other parts of 1SO/IEC
10021 (especially 1SO/IEC 10021-9 | ITU-T Recommendation X.435). The terms have, depending on the source, varying
levels of abstraction.

Al EDI application
A computer process that creates and/or processes EDI messages.
See also clause A.13.

A.2 EDI interchange

"Communication between partners in the form of a structured set of messages and service segments startipg with an
interchgnge control header and ending with an interchange control trailer" (see |SO 9735).

In the copntext of EDI messaging, the contents of the primary body part of an EPI \message.

A3 EDI message (EDIM)
See definition in clause 3.

A4 EDI message store (EDI-M S)
See definition in ISO/IEC 10021-9 | ITU-T Recommendation-X.435, in subclause 3.5.

A5 EDI messaging (EDIMG)

EDI messaging consists of the exchange and assogiated procedures of EDI messages and EDI notifications,| which are
information objects specified in ISO/IEC 10021-9 | ITU-T Recommendation X.435.

A.6 EDI messaging environment (EBIM E)

The environment in which EDI messaging takes place can be modeled as a functional object which is referrgd to as the
EDI messaging environment. Whén refined (i.e., functionally decomposed), the EDIME can be seen to be jcomprised
of lesser objects referred to,as:the primary objects of EDI messaging. They include a single central objeqt, the EDI
messaging system, and numerous peripheral objects called EDI messaging users.

A7 EDI messaging service

A servjce that\provides an EDI messaging user with features to assist in communicating With other
EDI messaging:users. EDI messaging users are in many cases computer processes. The EDI messaging sgrvice uses
the capahilities of the message transfer service for sending and receiving EDI messages. Certain elements|of service

describibgthe features of the FDI messaging service are defined in annex B_and classified in clause 14

A8 EDI messaging system (EDIM S)

The EDI messaging system is the functional object by means of which users communicate with one another in EDI
messaging.

The EDI messaging system can be modeled as comprising lesser functional objects which interact with one another.
These lesser objects are referred to as the secondary objects of EDI messaging. They include a single, central object,
the message transfer system, and numerous peripheral objects of three kinds: EDI user agents, EDI message stores,
and EDI access units.

A9 EDI messaging user (EDIM G user)
See definition in 3.3 of this part of ISO/IEC 10021.

24 © ISO/IEC 1999 — Al rights reserved


https://iecnorm.com/api/?name=b8a833265ac01f82906b3cdfb6e505ba

ISO/IEC 10021-8 : 1999 (E)

NOTE — In the context of ISO/IEC 10021-9 | ITU-T Recommendation X.435, for conciseness the term "user” is used with the
meaning "EDIMG user".

See also clause A.13 below.

A.10  EDI notification (EDIN)
See definitionin 3.4.

In EDI messaging an EDIMG user can request that a recipient return an EDI notification indicating the disposition of
the EDI message it received. This notification is requested by an originating EDI user agent, and is generated by a
recipient EDI user agent/mesgage store or access un|t There are 3 pose ble cond|t|ons that can be requested and

' ] N), or a
forwarded not|f|cat|on (FN). The one notification serves to carry either the posmve notification;»th¢ negative
notification, or the forwarding notification. It is possible to forward a received EDI message unchanged apd forward
the oblipation to respond to the notification request to the forwarded recipient, or intermediate-recipients| who then
shall regpond to the original originator of the message. An originating UA may request to be notified if thelobligation
to respgnd to the natification request has been forwarded. In this case, the UA or M S that_forwards the EQJl message
will senf to the originating UA an EDI forwarded notification.

In all cgses, including notifications sent by UAs to whom the EDI message has been-forwarded, the notifications shall
contain the O/R name of the recipient that was specified by the original originator:

The originating UA may request any combination of the several EDI notifications from any combinatjon of the
recipients to whom the EDI message is sent. If no notifications are requested-by an originator, none shall be gent by the

A.11 | EDI messageresponsibility

See defifnition in subclause 3.5 of this part of |SO/IEC 10021.
NOTE — EDIM responsibility is a trace-keeping meansor confirming and tracking the passage of EDI messages pmong EDI
user ggents and EDI message stores.

A.12 | EDI security

The MHS security capabilities as defined-in ISO/IEC 10021-1 | ITU-T Recommendation X/F.400, in clafise 15 and
ISO/IEC 10021-2 | ITU-T Recommendation X.402, in clause 10, are used for EDI to provide the securityaf‘Faiures for
the EDI|messaging system. EDI messaging system vulnerabilities and how they are countered are outlined in annex C
of this gart of 1SO/IEC 10021.

A.13 | EDI user
See ISCJIEC 10021-9%:KTU-T Recommendation X.435.

The EDJl user isfan)object not necessarily belonging to the EDI messaging environment. In the context qf message
handling, largelytdentical with an EDI messaging user.

See alsq elalses A.1 and A.9 above, and the NOTE to clause A.14.

A.14  EDI user agent (EDI-UA)

See definition in 10021-9 | ITU-T Recommendation X.435.

NOTE — An exact definition of the boundary between the EDI-UA and the EDI messaging user is beyond the scope of this part
of ISO/IEC 10021.

A.15 Electronic datainterchange (EDI)

EDI can be defined as computer to computer exchange of structured business data, such as invoices and purchase
orders. In the context of the MHS multi part series, it refers to the standardized way of performing the interchange by
using the protocol means of 1SO/IEC 10021-9 | ITU-T Recommendation X.435 and the service outlined in this
Standard.
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A.16

Functional group header. Segment name in ANSI X12.

A.1l7

10021-8 : 1999 (E)

GS

IEA

Interchange trailer. Segment namein ANSI X12.

A.18

See EDI

Interchange

interchangein A.2.

A.19

Intercha

A.20

ISA

nge header. Segment namein ANSI X12.

MHD

Message header. Segment name in UNTDI.

A.21
Transad
A.22

Start of

A.23

Service
A.24

Intercha

A.25

Functiol

A.26

ST

lion set header. Segment namein ANSI X12.

STX

transmission. Defined in UNTDI.

UNA

string advice. Defined in EDIFACT.
UNB

Inge header. Segment name in EDIFAET.

UNG

UNH

Message header. Segment name in EDIFACT.

A.27

UNT

Messagf trailer. Segment namein EDIFACT.

nal group header. Segment name in EDIFACT.

A.28

UNZ

Interchange trailer. Segment name in EDIFACT.
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Annex B
(normative)

Definitions of elements of service

This annex contains definitions for the elements of service unique to EDI messaging. It does not contain definitions for
those elements of service of the MT service applicable to EDI messaging. Those are contained in ISO/IEC 10021-1 |
ITU-T Recommendation X/F.400, annex B. The abbreviation PR in the title line means that this element of serviceis
available to be used on a per-recipient basis. The numbering for EDI elements of service uses, for ease of reference,
and to distinguish them from message transfer and IPM elements of service, the abbreviation "[EDI.n]".

B.1 application security element [EDI.1]

Elemen of service that allows the originator and the recipient to indicate in the heading of, the ED] message
applicatjon security information in order to support end-to-end security services.

B.2 auto-acknowledgement of EDI messages [EDI.31]

Elemen| of service that enables an EDI-MS-user to instruct the EDI-MS to(generate a positive rjotification
automatjcally for each EDIM requesting a PN which is delivered to the EDI-MS:(The PN is sent when th¢ complete
EDIM Hhas been retrieved by the EDI-M S-user or when the user indicates to the'EDI-MS that he regards the message
as havirlg been retrieved. Use of this EoS implies that responsibility will be@ecepted whenever auto-acknowlledgement
OCCuUrs.

B.3 auto-correlation of EDI messages [EDI.32]

Element of Service that enables the MS-user to retrieve information, automatically generated by the MS, goncerning
the corrglation between various related EDI messages. The following types of message may be correlated:

1. the EDI messages which forwarded (or auto-forwarded) an EDI message;

2. thereceived or submitted EDI messages that obsolete an EDI message;

3. thereceived or submitted EDI messages that-cross-reference an EDI message;
4. thereceived or submitted EDI messages thet are related to an EDI message.

B.4 auto-correlation of EDI notifications[EDI.33]

Element of Service that enables the-MS-user to retrieve information, automatically generated by the MS, ¢oncerning
the EDI| notifications that have been-teceived in response to a previousy submitted EDI message. Information may
also be fetrieved concerning EDInotifications send by the MS-user or the MS in response to a delivered ED] message.
The M$ identifies each EDI motification related to a given submitted or delivered EDI message, and for|submitted
messaggs, it also provides asummary of received EDI notifications.

B.5 character‘set-[EDI.2]

Element of service that allows the originator to indicate in the heading of an EDI message, the character set fised in the
EDI bodgly of the message.

B.6 cross reference information [EDI.3]
Element of service that allows the originator to indicate in the heading of an EDI message, information that can be

used for cross referencing between application specified reference IDs within an EDI interchange and body parts of
this or other EDI messages.

B.7 EDI forwarding [EDI .4]

Element of service that enables an EDI-UA to forward with or without changes, and an EDI-MS to forward without
changes, areceived EDIM. Support of the element of service "EDIN receiver" is also required when forwarding.
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B.8 EDI message type(s) [EDI.5]

Element of service that allows the originator to indicate in the heading of an EDI message the type(s) of EDI messages
contained in the EDI interchange (e.g., invoices, purchase orders, etc.).

B.9 EDI notification request [EDI .6] PR

Element of service that allows the originating EDI-UA to request that it be notified of a recipient's acceptance, refusal
or forwarding of EDIM responsibility, in any combination, for the message carrying this request. The originating EDI-
UA conveys this request to the recipient EDI-UA/MS/AU.

If the recipient EDI-UA/M S accepts EDIM responsibility for the message it issues a positive notification (PN) back to
the origjnator of the message and no further notifications are issued back to this originator for this message,

In the where the recipient EDI-UA/MS does not accept EDIM responsibility and successfully~fofwards the
message with content unchanged, the forwarded recipient UA/MS, or optionally any intermediate UAS/M §s, has the
same oljligations as the first recipient UA/M S with respect to responding to this request, and the response igdue to the
original|originator of the message. A forwarding notification (FN) is sent back to the originator.

If the recipient EDI-UA/MS/AU refuses EDIM responsibility for the message, or is unabléjto successfully fprward the
message, it issues a negative notification (NN) back to the originator of the message,-with a reason indicatefl. Reasons
for refusing EDIM responsibility for the message are as follows:

1) the EDI interchange could not be passed over to the EDIMG user;

2) the EDI interchange could not be passed over to the EDIMGuser within a specified time limit
3) the message was discarded before processing;

4) therecipient's subscription was terminated after delivery but before responding;

5) EDI forwarding and forwarding of EDIM responsibility was attempted, but failed;

6) PDAU could not render the message;

7) security error;

8) unspecified local reasons;

In the cgse of physical delivery access units, @PN is not meaningful, so aforwarded notification (FN) is retufned to the
originatpr instead of a PN.

A negat|ve notification indicates that-this message shall not be made available to the EDIMG user and implies that the
EDIM dhall not be processed by an EDI application.

Subject fto the security policy,.the capabilities of the message store may be restricted, e.g., when a secure notjfication is
requested, the message store-shall not be allowed to generate a PN.

B.10 | EDI standard\indication [EDI.7]

Element of services that enables the originating EDI-UAs to indicate in he heading of an EDI message the type of
EDI standard-that'is being used in this EDI message (e.g., EDIFACT, etc.)

B.11 | EBFmessageidentification [EDI.8]

Element of services that enables cooperation EDI-UAs to convey a globally unique identifier for each EDI message
sent or received. The EDI message identifier is composed of an OR-name of the originator and an identifier that is
unique with respect to that name. EDI-UAs and EDIMG users use this identifier to refer to a previously sent or
received EDI message (for example, in EDI notifications).

B.12  EDIM responsibility forwarding allowed indication [EDI.9] PR

Element of service that allows an originating EDI-UA to indicate that the EDIM responsibility for this EDI message
may be forwarded on by the recipient EDI-UA.
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Element of service that allows the originator, or a forwarding EDI-UA/MS, to indicate to a recipient the O/R address
that requested notifications should be returned to.

B.14

expiry date/timeindication [EDI.11]

Element of service that allows the originator to indicate to the recipient the date and time after which the originator
considers the EDI message to be invalid. The intent of this element of service isto state the originator's assessment of
the current applicability of an EDI message. The particular action by the recipient, or by the recipient's EDI-UA, is
unspecified. Possible actions might be to file or delete the EDI message after the expiry date has passed.

B.15

Elemen

Incomplete copy Indication [EDI.12|

of service that allows a forwarding EDI-UA to indicate that the forwarded EDJCimesspge is an

incomplete copy of an EDI message with the same EDI message identification in that one or mere body parts of the

origina
B.16

Elemen

EDI message are absent.
interchange header [EDI.13]

of service that enables the originating EDI-UA to place data elements of-the' EDI interchange

corresponding fieldsin the EDIM.

B.17

Elemen
severd

B.18

Elemen
the auth

The cor

NOT]

B.19

Elemen
original
forward
proof ag
subsequ
service.

The cor

multi-part body [EDI .14]

of service that allows an originator to send to a recipient an EDkmessage with a body that is co
barts. The nature and attributes, or type, of each body part are conveyed along with the body part.

non-repudiation of content originated [EDI.15]

of service that enables an originating EDI-UA to provide arecipient EDI-UA with an irrevocable
enticity and integrity of the content of the message as'it*was submitted into the MH environment.

esponding proof data can be supplied in two ways depending on the security policy in force:
1) Using the Non-repudiation of Origin.security service applied to the original message or,

2) By means of a notarization mechanism.

non-repudiation of content received [EDI.16]

bd or refused. This-setvice providesirrevocable proof asto the integrity of the content received and i
to the authenticity’of the recipient of the message. It will protect against any attempt by the reci
ently deny having received the message content. This service is stronger than the "Proof of Content

esponding proof data can be supplied in two ways depending on the security policy in force:

1),/ By returning a " non-repudiation of origin" of the "EDI notification" which incorporates the fol

E — Use of anotarization mechanism isnot reflected in protocol elements, but is subject to bilateral agreement.

headers in

mprised of

proof as to

PR

of service that enables.an.originating EDI-UA to get from a recipient EDI-UA an irrevocable prdof that the
subject message content was received by the recipient EDI-UA and EDIM responsibility wag accepted,

revocable
[)i ent(s) to
Received"

lowing:

— theoriginator's "non-repudiation of origin" arguments (if present),

— the complete original message content, if the originator's "non-repudiation of origin" arguments are

not present.

2) By means of a notarization mechanism.

NOTE — Use of a notarization mechanism is not reflected in protocol elements, but is subject to bilateral agreement.

B.20

non-repudiation of content received request [EDI.17]

PR

Element of service that enables the originating EDI-UA to request the recipient EDI-UA to provide it with an
irrevocable proof of the received message content by means of an EDI notification.
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NOTE — This element of service requires the "EDI notification request” also to be present.

B.21  non-repudiation of EDI notification [EDI.18] PR

Element of service that provides the originator of a message with irrevocable proof that the subject message was
received by the recipient EDI-UA and EDIM responsibility was accepted, forwarded or refused.

This shall protect against any attempt by the recipient EDI-UA to deny subsequently that the message was received
and that the EDIM responsibility for the message has been accepted as indicated. This element of service provides the
originator with irrevocable proof of the "proof of EDI notification™.

Such a proof may be provided by means of the "Non-repudiation of Origin" security service, currently defined in

I&)/IEC\»II'\I'\'VI 211l T N claki AV, Va Vo BHPNE <3 Va Wo N il | Lodlda tlo U PP
b LUUL L4 | FTOU™T TACCUITIITICTIUALTUTT ALFSULTTIT 5 LU.L.9. 1, dUMPITCU LU UTIC TIUUTTLArurt.

This seryviceis stronger than the "Proof of EDI Notification" service.

B.22 | non-repudiation of EDI notification request [EDI.19] PR

Elemeny of service, used in conjunction with "EDI notification request”, that enables the originating BDI-UA to
reguest the responding EDI-UA to provide it with irrevocable proof of the origin of the natification.

NOTE - This element of service supersedes the "Proof of EDI notification request” and asqumes that
"EDI[ Notification Request" is already present.
B.23 | obsoleting indication [EDI.20]

Element of service that allows the originator to indicate to the recipient that one or more EDI messages prev|ously sent
by the originator are obsolete. The EDI message that carries this indi€ation supersedes the obsolete EDI mesgage(s).

The actifon to be taken by the recipient or the recipient's EDI-UA is‘alocal matter. The intent, however, is t¢ allow the
EDI-UA or the recipient to, for example, remove or file an obsolete message(s).
B.24 | originator indication [EDI.21]

Element of service that allows the identity of the originator to be conveyed to the recipient.

B.25 | proof of content received [EDI.22] PR

Element of service that allows an originating EDI-UA to get from a recipient EDI-UA proof that the original subject
messagé content was received by the regipient EDI-UA and EDIM responsibility was accepted, forwarded o’l refused.

The corresponding proof is obtained” by returning a proof of origin of the EDI notification which incorporates the
originatpr's message origin authentication and/or content integrity arguments, if present, or the complefe original
messagée content otherwise.

B.26 | proof of content'received request [EDI.23] PR

Element of servicethat enables the originating EDI-UA to request the recipient EDI-UA to provide it with proof of the
received message.content by means of an EDI notification.

NOT[E £ hi's element of service requires the "EDI notification request” to also be present.

B.27  proof of EDI notification [EDI.24] PR

Element of service that allows the originator of a message to obtain the means to corroborate that the subject message
was received by the recipient EDI-UA and EDIM responsibility was accepted, forwarded or refused. Such a
corroboration is provided by means of the MTS user-to-MTS user "Message Origin Authentication" security service,
currently defined in ISO/IEC 10021-2 | ITU-T Recommendation X.402, subclause 10.2.1.1.1, applied to the EDI
notification.

B.28  proof of EDI natification request [EDI.25] PR

Element of service, used in conjunction with "EDI notification request”, that enables the originating EDI-UA to
request the responding EDI-UA to provide it with a corroboration of the source of the EDI notification.
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NOT

B.29

| SO/IEC 10021-8:

E — This element of service assumes that "EDI notification request” is already present.

recipient indication [EDI.26]

1999 (E)

PR

Element of service that alows the originator to provide the names of one or more EDIMG users, or DLs, who are
intended recipients of the EDI message. In addition it is possible to specify an action request qualifier for each
recipient, such as;

1) for action;

2) copy;
3) other, asdefined bilaterally.

NOT
NECES

B.30

Element of service that allows the originator to associate with the EDI message being sent, the globg

identifig
10021-7
copy of

B.31

Elemen
service

B.32

Elemen
with or
through
forward
forward
forward
Subject
when a

B.33

Element o
as body p
submissio
The storeq
parts or th
of body pd

- — The qualifier represents intent on the part of the originator with respect to the EDIM, however the reci
bsarily bound by thisintent.

related message(s) [EDI.27]

rs of one or more other messages which share the same identification space (e.g.,IR*messages), se
| ITU-T Recommendation X.420. This enables the recipient's EDI-UA, for example, to retrieve fron
the referenced messages.

servicesindication [EDI.28]

of service that allows the originator to indicate in the heading of the’EDI message various service
buppliers that have bilateral meaning outside this part of 1SO/IEC10021.

stored EDI message auto-forward [EDI.29]

of service that allows a user of an EDI-M S to havethe message store automatically perform EDI f
without accepting EDIM responsibility. The user,of the EDI-MS may establish criteria for selecti
use of the element of service "MS register',>The complete EDIM, as received from the ori
bd unchanged, and if requested, an approgriate EDIN is generated by the EDI-MS. EDIM res

ng.
secure notification is requested, the message store shall not be allowed to generate a PN.

submission of EDI messages incor por ating stored messages [EDI.34]

f Service that enabl€s'the M S-user to instruct the EDI-MS to incorporate parts of one or more stored
prts of a submitted EDI message. The submitted EDI message may also contain body parts supp
N from the EDI-MS-user. The primary body part shall contain either an EDI interchange or aforwarg

message'which is the source of a body part may be a delivered, submitted, or draft message. Indiv,

rtsfrom messages that are not EDI messages.

pient is not

ly unique
b |SO/IEC
N storage a

equests to

prwarding,
ng EDIMs
pinator, is
bonsibility

ng is limited to only one recipient. Suppart of the element of service "EDIN receiver” is also required when

to the requirements of the security policy in force, the capabilities of the message store may be restiiicted, e.g.,

messages
ied in the
ed EDIM.

dual body

e whole-content of a stored message may be incorporated. The EDI-MS may optionally support the forwarding

B.34

fyped body [EDI.30]

Element of service that permits the nature and characteristics of the body of an EDI message to be conveyed along
with the body. Permissible body part types are EDI body, forwarded EDIM body, and externally defined body parts.
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Annex C
(informative)

Security overview

C1 Introduction

This annex details the vulnerabilities identified within an EDIME and the resulting security services r
counter those vulnerabilities

equired to

This aniex is based on the assumption that an EDIME may use the secure messaging services as defipedi
10021-1 | ITU-T Recommendation X/F.400. However, where vulnerabilities are not adequately‘.cover
existingl MHS security services, provision has been made in ISO/IEC 10021-9 | ITU-T Recommendation
additiorjal security servicesin the EDIME.

Some of the security services defined for the EDIME are of a generic message handling nature, others are
the EDIME. The security services defined for the EDIME are specific to EDIMG and are therefore fully
ISO/IEC 10021-9 | ITU-T Recommendation X.435.

C.2 Vulnerabilities

n ISO/IEC
ed by the
X.435 for

Specific to
defined in

In mog of the areas identified below, there will aso be further vulmerabilities and correspondi

g service

considefations at the level of the EDI applications (i.e.,, EDIMG users): The security model reflected in|this paper
assumes that such considerations are outside the scope of this part-of +SO/IEC 10021. The EDIMG security model

assumes that the EDIMG user provides adequate security and trusted, functionality in the operation of EDI
sufficient to meet the user's security policy.

NOTE - In practice this may necessitate co-location of the EDI application and the EDI-UA unless a suit
environment is established which includes both components;

The folllowing description of vulnerabilities is based\onrthe threat definitions in annex D of 1SO/IEC 10021
Recommendation X.402. In addition, it has been;considered necessary to examine message 10ss indepe
message sequencing and modification of information, and to take account of further vulnerabilities for EDI
are not ¢urrently identified in 1ISO/IEC 10021-2 | ITU-T Recommendation X.402.

An imgortant aspect of the EDI enviréhment which is not recognised within the 1SO/IEC 10021-
Recommendation X.402 security model is the concept of EDIM responsibility for messages at each st
messagée path through the MHS environment.

In an EIDI context, the increased possibility of a number of service providers offering commercia services
that the|forwarding of EDIM-responsibility be clearly identified and assured to provide further protection,
end usefs but also to such Service providers.

It is therefore necéssary to establish the concept of EDIM responsibility domains, which may involve
considefation of\legal issues. One possible division of the EDIME into EDIM responsibility domainsis asfo

- EDIMG user environment plusthe EDI-UA,;

plications

ly secure

L2 | ITU-T
hdently of
MG which

P | ITU-T
bge of the

ay require
ot only to

additional
lows:

I\IITC nman

vy ant daonaia:
VT O Nanog T IC T OOTTIcr T

—  EDI message store (if not co-located with either of the above).

C.21 Masquerade
Asdefined in ISO/IEC 10021-2 | ITU-T Recommendation X.402, annex D.

C.22 Message sequencing
Asdefined in ISO/IEC 10021-2 | ITU-T Recommendation X.402, annex D.

Users should not assume that EDIMs shall be delivered in correct sequence. EDI applications should be able to
recover from duplication and out-of-sequence messages, provided that MHS offers protection against the modification

of information while messages are within the MHS environment.
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C.23 Messageloss

Vulnerability to message lossis considered critical in the EDIMG environment.

Two types of message |oss are distinguished:
—  catastrophic failure of an EDI-UA, EDI-MS or MTA,
—  lossof individua message(s).

EDI messaging users and service providers may need to consider more carefully issues concerning transfer of
messages between EDIM responsibility domains:

—  from the originating EDI-UA user domain;

—  between relaying domains;
—  totherecipient EDI-UA user domain.

C.2.4 | Modification of information
Asdefiped in ISO/IEC 10021-2 | ITU-T Recommendation X.402, annex D.
C.2.5 | Denial of service

Asdefiped in ISO/IEC 10021-2 | ITU-T Recommendation X.402, annex D.
C.2.6 |Repudiation

As defi :Led in 1ISO/IEC 10021-2 | ITU-T Recommendation X.402, annex(D:

Furthermore repudiation vulnerability in the EDIM environment is considered to be critical. Such vulnerabiljty may be
increasad by use of certain MHS services (e.g., auto-forwarding; redirection).

C.2.7 | Leakage of information

Asdefiped in ISO/IEC 10021-2 | ITU-T Recommendation X.402, annex D.

C.2.8 [ Manipulation of information by EDIMG user

The EDI community has additionally identified a further vulnerability where the integrity of a message|content is
altered $ubsequent to EDI interchange.(L.€., by either or both of the originating EDI-UA and recipient EDI{UA). This
vulneraility includes manipulation of message content in the originator's local store after non-repydiation of
submisg on and/or manipulation.of message content in the recipient's store after non-repudiation of delivery).

C.2.9 | Other vulnerabjitities

Other vl nerabilities-are considered important such as.
misrouting;

— (misdelivery (especially important in the context of redirection);
insider threats,

receipt of datathat the EDI application is not prepared to accept.
NOTE — The vulnerability of misrouting is expanded in ISO/IEC 10021-2 | ITU-T Recommendation X.402.

C.3 Vulnerabilities countered

ISO/IEC 10021-2 | ITU-T Recommendation X.402, clause 10 provides an abstract security model for
Message Transfer. The security model provides a framework for describing security services that counter potential
vulnerabilities within the MTS and between MTS-User to MTS-User. EDIMG vulnerabilities may also be countered
by security services which are outside the existing model in ISO/IEC 10021-2 | ITU-T Recommendation X.402. The
following text describes how the EDIM vulnerabilities are countered using ISO/IEC 10021-2 | ITU-T
Recommendation X.402 security services, enhanced security services defined in ISO/IEC 10021-9 | ITU-T
Recommendation X.435 and pervasive mechanisms defined in this part of 1SO/IEC 10021.
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M asquer ade

The existing MHS security services which counter this vulnerability are:

—  message origin authentication,;
—  secure access management;

—  security labelling;

—  proof of delivery;

—  proof of submission.

Since af EDI-UA/MS is deemed in the MHS architecture as belonging to one user, it is not considered app

provide

reguirernent for security audit trail to record the actions of the EDIMG user.

In this dart of ISO/IEC 10021 such security audit trails are expected to be implemented as pervasive mechg

term pef
future

C32

The exi$ting MHS Security service which counters this vulnerability is:

This seq

assurange as to unigueness or consecutiveness.

Itisco
support
of third
recover

C33
Messag

by the
EDI-M$

C331

Failure

Failure

selective access control for the various operations that may be performed on a EDI-MS. However

vasive mechanism is defined in ISO/IEC 7498-2). Protocols to support audit capabitity*may be the
andardi zation.

M essage sequencing

—  message sequence integrity.
urity service has limited effect asit is based on the provision of.an integer by the originating EDI-U

sidered that the MHS environment should not be required to ensure message sequence integrity,

party notary services). In this part of ISO/IEC 10021 it is considered the responsibility of the EDIN
from sequence errors and message duplication;

M essage loss

ilure or incorrect behaviour (whether by malicious intent or otherwise) of any MHS component
b, MTA). The following categories of message loss are distinguished:

—  catastrophic message [0ss (i.e. failure of a component);
— lossof individual messages in the EDI-MS - whether malicious or accidental;
—  MTS message loss.

Catastrophic failure

bf the' EDI-UA is outside the scope of this part of 1SO/IEC 10021.

Fopriate to
thereisa

nisms (the
subject of

A with no

put should

detection of sequence integrity failure (by additional “provision of audit/logging facilities and/or thg provision

G user to

loss could occur potentially over ary) peer-to-peer communications link (e.g., by deliberate maliciqus act), or

(EDI-UA,

detection.

pf\the EDI-MS is potentially catastrophic and desirably needs some protection, at least in terms of

This should be provided by an offline archive to hold all submitted and delivered messages. In this part of 1SO/IEC
10021 detection and recovery from message loss using such archive mechanismsis alocal matter.

Failure of any component in the MTS may similarly be catastrophic and can again be protected by offline archive of
messages. As for the message store, detection and recovery from message loss using such archive mechanisms in the

MTSis

C332

alocal matter and outside the scope of this part of ISO/IEC 10021.

EDI-M S specific message loss

Loss of individual messages in the message store - whether malicious or accidental - shall require the provision of a
secure audit trail to enable detection of such loss. Such a service may need to be provided to the EDIMG user and to
EDI-MS management. In this part of ISO/IEC 10021, secure EDI-MS audit trail could be realized as a pervasive
mechanism and is alocal issue. Protocol to support an audit trail may be the subject of future standardization.
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