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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MULTIMEDIA SECURITY -
GUIDELINE FOR PRIVACY PROTECTION OF EQUIPMENT
AND SYSTEMS IN AND OUT OF USE -

Part 1: General

FOREWORD

1) Thq International Electrotechnical Commission (IEC) is a worldwide organization for standardization conjprising
all |national electrotechnical committees (IEC National Committees). The object of (JEC is to pgromote
intgrnational co-operation on all questions concerning standardization in the electrical and €lectronic fidlds. To
this] end and in addition to other activities, IEC publishes International Standards,~Technical Specifi¢ations,
Tedhnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to ap “IEC
Puljlication(s)”). Their preparation is entrusted to technical committees; any IEC-National Committee intgerested
in fhe subject dealt with may participate in this preparatory work. International, governmental anld non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates |closely
withh the International Organization for Standardization (ISO) in accordance with conditions determiped by
agreement between the two organizations.

2) Thg formal decisions or agreements of IEC on technical matters express, as nearly as possible, an internjational
coniensus of opinion on the relevant subjects since each techhical committee has representation from all
intgrested IEC National Committees.

3) IEQ Publications have the form of recommendations for intefnational use and are accepted by IEC National
Corpmittees in that sense. While all reasonable efforts arexmade to ensure that the technical content|of IEC
Puljlications is accurate, IEC cannot be held responsjble for the way in which they are used or for any
misjnterpretation by any end user.

4) In ¢rder to promote international uniformity, IEC“National Committees undertake to apply IEC Publications
trarsparently to the maximum extent possiblewin their national and regional publications. Any divgrgence
betyeen any IEC Publication and the correspanding national or regional publication shall be clearly indidated in
the|latter.

5) IEQ provides no marking procedure te\indicate its approval and cannot be rendered responsible for any
equipment declared to be in conformity.with an IEC Publication.

6) Al

7) No [liability shall attach to IEC or its directors, employees, servants or agents including individual expefrts and
meimbers of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fegs) and
expenses arising out~of-the publication, use of, or reliance upon, this IEC Publication or any other IEC
PuRlications.

isers should ensure that they-have the latest edition of this publication.

8) Attgntion is drawn\to the Normative references cited in this publication. Use of the referenced publicafions is
indispensable-for the correct application of this publication.

9) Attgntion_is~drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The VoS TN -V | f lEC +taochnioal oo ot e 1o 0 e anora It et Al Ql-nnrlnw;ls In
T taoic Ot =T o oo CoTTmttCCo— 15— tO— proparT rreeTraoaoTar - otarraards.

exceptional circumstances, a technical committee may propose the publication of a technical
specification when

» the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

+ the subject is still under technical development, or where, for any other reason, there is
the future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 62045-1, which is a technical specification, has been prepared by IEC technical
committee 100: Audio, video and multimedia systems and equipment.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
100/1103/DTS 100/1162/RVC

Full information on the voting for the approval of this technical specification can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

for privacy protection of equipment and systems in and out of use, can be found omithe IEC

The ITt of all the parts of TEC 62045, under the general title Multimedia security — Guﬁjeline
e.

websi

The committee has decided that the contents of this publication will remain-dnchanged until
the mjaintenance result date indicated on the IEC web site under "http://webstore.iec.ch" in
the d3ata related to the specific publication. At this date, the publication will.be

+ trgnsformed into an International standard,
* regonfirmed,

* withdrawn,

+ replaced by a revised edition, or

+ amended.

A bilingual version of this publication may be issued.at a later date.
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INTRODUCTION

There has been an increase in consumer products of multimedia that store the user’s private
data and privacy information. For instance, a digital TV tuner has a kind of IC card which
stores the user’s information and sometimes includes credit information. Also, from a wider
viewpoint, digital cameras or digital video recorders store the private data of users, and digital
audio players, cellular phones and PCs are banks of private data.

This private information should be protected from unauthorized or illegal access and use.

Id be
hation
video
some

software technology.

As copsumer products of multimedia include storage and computer archifecture, this prpblem
will bg raised in many aspects of usage. All products should have privacy 'protection methods.

This technical specification describes the system model and general methods for the pser’s
privady protection of data storage, equipment and systems, bath“in and out of use. Equipment
and slystems have their own structure in each application;, theérefore, the other part ¢f this
technical specification defines a dedicated method for privacy protection for the specific
applidation. Also, the implementation of the privacy, protection method depends on| each
design.
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MULTIMEDIA SECURITY -
GUIDELINE FOR PRIVACY PROTECTION OF EQUIPMENT
AND SYSTEMS IN AND OUT OF USE -

Part 1: General

1 Scope

This g
in con

of usq.

2 Normative references

The f

For dated references, only the edition cited applies. For undatedreferences, the latest ¢

of the

IEC 6

IEC 6
blank

IEC 6
data f

3 T

For the purposes of this document, the following terms and definitions apply.

3.1

data storage

all ki

opticql disc and/memory devices and others

3.2

art of IEC 62045 gives the guideline for methods for the protection of the user’sp
sumer equipment and systems, both when the equipment or systems are in~use a

bllowing referenced documents are indispensable for the applieation of this docd

referenced document (including any amendments) appliés,
D958-3, Digital audio interface — Part 3: Consumer@pplications

1880-2, Video systems (525/60) — Video and accompanied data using the v
ng interval — Analogue interface — Part 2: 525 progressive scan system

1883-6, Consumer audio/video equipment — Digital interface — Part 6: Audio and
ransmission protocol

erms and definitions

ds of data-storing functions, which are devices or systems including hard disk

conv

dataéTncryption

rivacy
hd out

ment.
dition

ertical

music

drive,

rsion of data into code or cipher

3.3

data access
reading, writing or use of data stored in data storage

3.4

access control
control for condition of use or entry to system or data

3.5

private data

data t

hat is property of the user
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3.6
social engineering

cracking techniques that rely on human rather than hardware and software weaknesses

4 Privacy of user

4.1 Privacy protection

The reason for protecting the user’s privacy is that the privacy of the user is the property of
the user. The manufacture of equipment and systems, and the service providers have the
responsibility of safeguarding the user’s privacy.

4.2 |Definition of privacy

Privagy, as defined in this specification, is the private information of the user or g
information created by the user that is produced or accompanied with user’'s¢usage, ope
and Hehaviour with multimedia equipments or systems. Using the equipmént, syster

servide, these activiti

es produce private information that is stored or transferred. This p

has aftribution and origination.

Attriblition is specified depending on its nature as shown in Table 1.

Table 1 — Privacy attribution

rivate
ration
n and
rivacy

Privpacy attribution

Description Example

Identifjcation of user

User can be identified with this Name, address, telephone number, e-
information address

nail

Social information, credit card information,
social number
Biometrics data of user
Creatipn by user Information that is theproperty of user Document, photograph, video, music
Provided by user Information provided by user operation Broadcasting programme, downloaded
contents, cookie, usage record
The identification of theyuser is fundamental information of the user. The user c@n be
identified by this information, and others can access to the user or the property of usgr with
this information.
Creatlon by th€/user is a property of the user. This information should be protecteq from
otherg.
Provided’ by the user is also a property of user. This is provided by user operatjon or

behaet

The origin of that information is specified as shown in Table 2.

Table 2 — Origin of information

Origin

Description

Direct information

Provided direct by user

Indirect information

Provided indirectly by user’s use of equipment or systems

Accompanied information

Data accompanied by the user’s use of equipment or systems
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Direct information is provided by the user intentionally and consciously, or unintentionally and
unconsciously. When the user inputs his private information or recalls his information, that
information is provided direct by the user’s operation or behaviour.

Indirect information is provided by the user’s use of equipment or systems intentionally and
consciously, or unintentionally and unconsciously. When the user uses equipment or systems,
this behaviour causes communication of information including the user’s private information.

Accompanied information is information other than that made by the user, which is created by
equipment or systems having a relation with the user’s use or behaviour. For instance, when
the user uses equipment, the equipment may record a log. This log will include private
infornfatfon regarding the user.

4.3 |Characteristics of privacy
4.31 Characteristics of privacy general

Privagy defined as private information has the characteristic of protectiom

4.3.2 Information attribution

The information to be protected is specified by a judgment of what is important information for
the uger who has the right to that information. Information itself is the object to be protjected
and also indirect information is the object. Three kinds of information are specified as shown
in Table 3.

Table 3 — Information.attribution

Information attribution Case

Originpl information All the original information

Part of the original information

Derivgtive information Secondary information from original information

Proxycinformation of original information

Accesp information Access information to original or derivative information

Original information _is‘)principal information primarily provided by the user. All of this
information is private )and, in some cases, part of the original information is the subject of
protegtion.

Derivative information is produced from original information by the user or other pefsons,
there [are (two cases of this information. Secondary information is produced from the ofiginal
information and it includes private information of original information. Proxy information is a
proxy of—the origirrat mformatiom—it—inctudes—informatiomr—of—the—retationr—with—the—o iginal
information.

Access information is a key or authentication information used to access to the original
information or derivative information. This is not private information in itself but the subject of
protection.

4.3.3 Rights holder

The rights holder who has the rights of private information is defined by a judgment of what
authorized person or organization control or has the rights of that information to protect their
rights or property. Basically the rights belong to the user, but there will be other cases where
part or all of the rights belong(s) to others or other organizations. Rights holders are shown in
Table 4.



https://iecnorm.com/api/?name=59e55e32628df4dcc9d170189d84cd00

TS 62045-1 © IEC:2006(E)

Table 4 — Rights holder

Rights holder

Condition

User

User rights

Manufacture

Manufacture rights

Contents provider

Contents provider rights

The manufacturer provides consumer products including the property of manufacture.
The u

The c

4.3.4

Prote

5er can take advantage of that property but the rights belong to the manufacturer:
bntents provider has the rights of the contents.

Protection execution

ction should be executed depends on each condition as showndn, Table 5.

Table 5 — Protection execution

Protection execution

Description

Alway

b

To be protected whether user desires or not, and is aware or not

Automatically

To be protected automatically. depending on operation

Onre

uest of the user

To be protected when userdesires

Never

Not to be protected because of other conditions (see note)

Onre

uest of other than user

To be protected beCause of other conditions (see note)

NOTE

Legal or security reason will affect conditions irrespective of user preference.

Alway

protegted always.

Automatically is provided by equipment or systems in appropriate timing of operation by

On rg
reque

Never

5t of the-uSer.

may-apply because of legal or security reason regardless of user preferences.

s is applied for principakinformation of properties of user, that information shodld be

use.

quest of the“user is controlled by the user, information should be protected hy the

On request of other than user is controlled by legal or security reason.

4.3.5

In some cases, persons other than the user can access

Access rights holder

the user’s information. When the

user accepts access from others, others can use them. An authorized supervisor can access
user’s information.

NOTE For security reasons, for instance, the police may access user’s information in the framework of
investigation.
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Access rights holder

Description

User

User

Others

Persons other than user

Authorized supervisor

Person authorized other than user (see note)

NOTE Legal or security reasons will affect conditions irrespective of the user’s preference.

5 Methods for privacy protection

5.1
5.1.1

The s
showr

Privag

System model

in Figure 1.

e ddta storage;

e eq
e sy

Stora
attriby

tion. These are:

. dla interface;

e usler interface;
e reproduction;
e other paths.

Definition of system model

y information is data that is stored in storages. These are:

uipment with data storage device;

stems involving these data storage and equipment.

Body of-equipment or systems

Memory device

ystem model consists of body of equipment or systems and communication paths as

je device, equipment or systems have plural.paths of data access that is categorized by

Communication paths

Data interface

A

Controller

and

v

User interface

A

system

v

A

v

Reproduction

A

Figure 1 — System model

v

Other path

IEC 2242/06

The privacy information of the user is a kind of data. The data is created through a
relationship with data storage, equipment or systems, and it is stored in storage device, or it
is not stored. Relationship means possession, operation, usage and end of use. These
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activities produce information including privacy of user. Private data will be transmitted or
communicated to outside or accessible from outside through communication paths, or data
can be reproduced by a function of equipment and systems.

Therefore, the method for protection of these data should be implemented in storage device,
equipment or systems or in a combination of these. Also, the method should be implemented
in communication paths. Storage device, equipment and systems are able to have a structure
from physical layer to application layer. There are many methods for protection of data in
each structure layer and the combination of each method. Also access paths have structures
from physical layer to application layer.

There[fsanotiier aspect of privacy protection. A SYStem 15 operated by the USer as 4 fjuman
being| and there will exist a security hole caused by this nature of human operation{his is
not a[technical but user assistance for this security hole is important. Without krniowledge of
securfty user cannot protect privacy if equipment and systems have complete/ protection
methqgds. This is described in Clause 5.

5.1.2 Communication paths

Communication paths are specified in each case as shown in Table/7

Table 7 - Communication paths

Conjmunication

path Description Examples
Between data and outside equipment or Network interface, digital interface (fo
Data ipterface systems example, IEC 60958-3, IEC 61883-6),|video
interface (IEC 61880-2), etc.
User ihterface Between user and equipment or systems Oo‘f:rraattiié):al function, monitor display flor

Data reproduction path to gutside the

equipment or systems Audio and video play, data output

Reprofuction

Other path of data to edtside the equipment

Other path
or systems

Power line, etc.

Data Interface is a data communication path to outside such digital audio and video intdgrface,
or local area network. As\primitive case, data line of memory device is this communigation
path.

User |interface consists of control device and information device such as display device,
information can\be reproduced or communicated with these devices.

Reprgdyction may be a main function of equipment or systems, reproduction refveals
information to outside

Other path is other than these three paths, it is not intended to use data communication but it
may be possible to obtain information through that path.

5.1.3 Body of equipment or systems

In the body of the equipment or systems, the data of privacy information is stored in the
storage functionality. Data storage is storage equipment such as memory devices. Equipment
involves data storage inside, for instance, many consumer products include data storage
inside. A system consists of these equipment and data storage.
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Storage functionality Examples

Data storage

Memory, memory card, HDD, optical disc

Equipment Digital broadcasting tuner, optical disc player and all categories of consumer
products

Systems AV system, home network system

5.2 GCase-eofusage

Caseg of usage are specified in three cases as shown in Table 9.

Table 9 — Case of usage

Case of usage Description
Ownel use Owner user uses own possession
Other use Others use owner’s possession
Out offuse No more use
Ownef use is a case of normal usage, the privacy of thecuser should be protected from pthers

than t

Other

systems; the owner’s privacy should be protected from others, at the same time the priv

otherg

he user.

use is a case where persons other than 'the owner use the owner’s equipm

in use should be protected from the others, including the owner.

ent or
acy of

Out of use is a case after owner’s disuse of equipment or systems, privacy information may
remaip in that equipment or systems. Privacy data should be deleted or protected before
disuse.
5.3 |Methods for data protection
5.3.1 Applicable portion and mode
Data ptorage, equipment and systems and communication paths make up the combipation
table ps shown insTable 10. Each method for data protection is applied to each combinafion or
plurallcombinatiens.

Table 10 — Combination table

Storage device Equipment Systems

Interface a b c
User interface d e f
Reproduction g h i
Other path i k I

Appropriate method for data protection for each combination from a to | should be applied.
This method is defined in each application. It will be specified in the other part of this

specification.

Operation modes are specified as shown in Table 11.
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