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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

WirelessHART™ communication network and communication profile

FOREWORD

1) ThelInternational Electrotechnical Commission (IEC) is a worldwide organization for standardization.comprising
all [national electrotechnical committees (IEC National Committees). j issto pgromote
intefnational co-operation on all questions concerning standardization in the electrical*and~electropic figlds. To
this| end and in addition to other activities, IEC publishes International Standdkds, Technical .Specifi¢ations,

Technical Reports, Publicly Available Specifications (PAS) and Guides f “IEC
Publication(s)”). Their preparation is entrusted to technical committees; an) eg/interested
in the subject dealt with may participate in this preparatory work. K i governmeqtal arjd non-

governmental organizations liaising with the IEC also participate in this preparation. ‘& s|lgborates |closely
with the International Organization for Standardization (ISO) in accordahce |th conyitions determined by
agr¢ement between the two organizations.

2) Thelformal decisions or agreements of IEC on technical matter 3s possible, an interpational
congensus of opinion on the relevant subjects since eac A T s representation from all
intefested IEC National Committees.

3) IEC| Publications have the form of recommiy i or i are accepted by IEC National
Committees in that sense. While all reasenable ef Orts arg hat the technical content] of IEC
Publications is accurate, IEC cannot be | ible\ for_the way jn which they are used or for any

mis|nterpretation by any end user.
e
ing

4) In grder to promote international uniformity,
transparently to the maximum extent possible
betyween any IEC Publication 4

qittees undertake to apply IEC Publ|cations
ir Rattqnal /and regional publications. Any divergence
gional publication shall be clearly indi¢ated in

the Jatter.

5) IEC| provides no markifig pro ateNits app oval and cannot be rendered responsible for any
equjpment declared to b i

6) All ¢isers should re

7) No liability shall ire employees, servants or agents including individual expdrts and
members of its techn§ i 3 ational Committees for any personal injury, property damage or
othgr damage of a e ether direct or indirect, or for costs (including legal fe¢s) and

expgnses arising out\ ol\the ubl|t|on use of, or reliance upon, this IEC Publication or any other IEC
Publlications.

8) Attdntion is\drawn ative’references cited in this publication. Use of the referenced publications is
indispensa i

9) Attgntion a he possibility that some of the elements of this IEC Publication may be the supject of
patént righ e held responsible for identifying any or all such patent rights.

A PAS$ is astechnieg
availaple te-the public.

specification not fulfilling the requirements for a standard, but{made

IEC/PAS 62591 has been processed by subcommittee 65C: Industrial networks of IEC
technical committee 65: Industrial-process measurement, control and automation.

NOTE Use of some of the associated protocol Types in the IEC 61158 series are restricted by their intellectual-
property-right holders. In all cases, the commitment to limited release of intellectual property rights made by the
holders of those rights permits a particular Data-Link layer protocol Type to be used with physical layer and
application layer protocols in Type combinations as specified explicitly in the IEC 61784 series. Use of the various
protocol Types in other combinations may require permission from their respective intellectual property right
holders.

IEC draws attention to the fact that it is claimed that compliance with this publication may involve the use of
patents. IEC takes no position concerning the evidence, validity and scope of these patent rights.
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The text of this PAS is based on the This PAS was approved for publication

following document: by the P-members of the committee
concerned as indicated in the following
document
Draft PAS Report on voting
65C/506A/PAS 65C/513/RVD

Following publication of this PAS, which is a pre-standard publication, the technical committee
or subcommittee concerned may transform it into an International Standard.

This PAS _shall remain valid for an initial maximum periad of 3 years starting from the
publicption date. The validity may be extended for a single 3-year periog; followingCwhich it
shall be revised to become another type of normative document, or shal

o3
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INTRODUCTION

This IEC/PAS 62591 provides the specification, definitions, and profile of a future standard
covering additions to IEC 61158 and additions to IEC 61784-1.

IEC 61158-5-20 Ed. 1 and IEC 61158-6-20 Ed.1 contain the application layer. This document
adds the following:

— data link layer protocol specification;

— data link layer service definitions;

— fiefdbus—profite-addent rfor-the-datatinktayerspeeiying-the-wiretessphysicaHayer.

This document does not provide the required structure of the IEC 6115
separation of DL-service definitions and DL-protocol specification)

seriesl The required structure will be provided during the g
Internptional Standard.

ample
784-1
ing an

The Type 20 protocol supports two-way digital communicaior . S ht and
contrdl devices. Applications include remote process variable i i ess to
process data, parameter setting and diagnostics. Thi \ i the” specificatign that
compllises the Type 20 field communications protocol for-wirele ices. Specification|of the
Type | 5 ‘ 1).

o

Command Oriented, Predefined Data Types an
Application Procedures

o Provides the User with Netwgrk Capabile
Application plicati
&fm\ \) Auto-Segmented transfer of large data sets
N NN
Preskntation Converts\Apglication Data-Betwe
/\Qtw k and LocaNVlachine mat

Session /@c \ nqg&g&g Rpfices for Secured Session between Network Devices
Applications
SN
Provides\Network Independent, Reliable stream transport, Negotiated Segmen
Transport )
“ ranspare essage Transfer Sizes

Network N EMnd Routing of Packets. Power-Optimized Redundant Path, Mesh to th¢
By esolving Network Addresses edge Network
Data Link Establishes Data Packet Structure, Secure & Reliable, Time Synced, TDMA/CSMA,
1 Framing. Error Detection, Bus Arbitration Erequency Agile with ARQ
Physical Mechanical / Electrical Connection. 2.4GHz Wireless, 802.15.4 based radios, 10dBm Tx
Y Transmits RawBit Stream Power

Figure 1 — OSI 7-Layer Communication Model mapped to Type 20
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

WirelessHART™ communication network and communication profile

1 Scope

1.1 General

The DRata-Link-laver provides basic messaging—communications between devices in an
7 Ll J J

automiation environment.

The pfotocol and services provide a communication for WirelessHAR]
layer according to IEEE 802.15.4.

ysical

1.2 |Specifications
This HAS specifies

hn one Data-Link user

a) thei procedures for the transfer of data and co
entities forming the

entity to another user entity or many, and
digtributed datalink service providey;

b) the structure of the fieldbus DLPDUW ve fransfer of data and control information
by| the protocol of this publication, g \ \ station as physical interface data
unjts.

1.3 |Procedures

The pfocedures are defi

a) thI interactio : -8 [ ) through the exchange of fieldbus DLPDUs;

b) the interactio ystem
th

c) the interactioks bety ystem
th '

1.4

Theseg which

suppo rence

models, and. which~require the ability to interconnect in an open systems interconngection

envirgnment.

Profiles provide a simple multi-attribute means of summarizing an implementation’s
capabilities, and thus its applicability to various communications needs.

1.5 Conformance

This PAS also specifies conformance requirements for systems implementing these
procedures. This standard does not contain tests to demonstrate compliance with such
requirements.

1 WirelessHART™ is the trademark of HART® Communication Foundation (HCF). HCF is a non-profit trade
organization to support the HART Communication. This information is given for the convenience of users of this
document and does not constitute an endorsement by IEC of the trademark holder or any of its products.
Compliance to this profile does not require use of the registered trademark. Use of the trademark requires
permission of the trade name holder.
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2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61158-5-20:2007, Industrial communication networks — Fieldbus specifications — Part
5-20: Application layer service definition — Type 20 elements

IEC 6{158-6-20:2007, Industrial communication networks — Fieldbus specifications. {1 Part
6-20: Application layer protocol specification — Type 20 elements

IEC 61784-1:2007, Industrial communication networks — Profiles — iles

IEC 6{1804-3, Function blocks (FB) for process control — Part
Language (EDDL)

ription

IEEE

and n
Contrq
Netwd

-Local
ccess
| Area

HART, ification HCF_SPEC-183, available
at <ht j

3 Tq

3.1

For th

3.1.1
absol

count hs the

NOTE

3.1.2
acknowledge

explicit Data-Link response to the successful reception of a directed, non-broadcast DLPDU
from a Data-Link source device and the second DLPDU of a two-DLPDU transaction

3.1.3

antenna gain

apparent power gain resulting from the antenna capability of concentrating power in a given
direction

314
assailant
device generating interference


https://iecnorm.com/api/?name=ef57c1e6b45c0be21d43e4f5a89f4431

-16 - PAS 62591 © IEC:2009(E)

3.1.5
broadcast
sending of packets to all Network Devices that overhear the transmission

3.1.6
byte
8-bits; sometimes called an Octet

3.1.7
channel
RF band used to transmit a modulated signal carrying packets

3.1.8
channel blacklisting
methad of eliminating a RF channel from usage

3.1.9
channel hopping
reguldr change of transmit / receive frequency to combat inte

3.1.10
channel offset

link-specific value provided by the N nel to
use when channel hopping

3.1.17

clear channel assessmen

used fto avoid initiating & tra whi ed by
listeni g ' tected

the trgnsaction is defe

3.1.12 Q

coexistence

ability| of one syste
have
[IEEE

n a given shared environment in which other systems
and may or may not be using the same set of rules

vices

layer 2 in the OSI| Basic Reference Model. This layer is responsible for the error-free
communication of data. The Data-Link Layer defines the message structure, error detection
strategy and bus arbitration rules

3.1.15

Device Id

device nickname that uniquely identifies a device within a WirelessHART Gateway. A Client
uses the Device Id to interact with the interfaces provided by the WirelessHART Gateway

3.1.16
device specific document
document provided by the supplier of a device providing details for a given device
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3.1.17
discovery
method to locate or identify WirelessHART Gateways without human interaction

3.1.18
frame

Data-Link Layer packet which contains the header and trailer information required by the
physical medium. That is, Network Layer packets are encapsulated to become frames

3.1.19
frequency channels

allocation of the frequency spectrum in a given frequency range

3.1.20
gateway
network device containing at least one host interface (such as ser
ingresls or an egress point

3.1.21
graph
routing structure that forms a directed end-to-end co

3.1.2]
Graph Id
identifier used to indicate a specific grapk

™~

3.1.23
handheld
host application residing ona poftable de

3.1.2
HCF numerati@

numbé¢r of data
Commnjunications P6

erations which are controlled by

3.1.2%
hop

movem ; irkectly between two adjacent neighbors in one network trans

twork devices

the

maintains current lists of these enumerations

ng as

HART

laction

withoyt the~partigipationof’any other nodes in the network. Multiple hops are used to lengthen

the trgnsmit distance,\bypass interference sources or avoid obstructions

3.1.23
inter bility

ability for like devices from different manufacturers to work together in a system and be

substituted one for another without loss of functionality at the host system level

3.1.27
join

process by which a Network Device is authenticated and allowed to participate in the network.
A device is considered joined when it has the Network Key, a Network Manager Session and

a normal (not join) superframe and links

3.1.28
latency
time it takes for a packet to cross a network connection, from sender to receiver
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3.1.29

lease

lease is an agreement between the host and the WirelessHART Gateway to share a resource
for a future period of time; after which the resources can be reallocated for other purposes

3.1.30

link

full communication specification between adjacent devices in the network, that means, the
communication parameters necessary to move a packet one hop. A link is a function of
source/destination address pairing, slot and channel offset assignment, direction, (Tx/Rx or
Rx/Tx), dedicated or shared communication, and link type. Links are assigned to Superframes

rt £ i acbadliaa or
as pan. O e SoTmouamiTy pPTrotTSS

3.1.31

link margin

differgnce between the power of a received signal and the se 3g¢eiver.
Typically, this determines the viability of a link. Around 10 dB™© for a

reliablle link

3.1.3

Logicpl Link Control
highenl of the two data link layer sublayers defined
error ¢ontrol, flow control, framing, and addressi

3.1.33
Mediym Access Control

sub-layer found with the OSI Data-Link La
commjnication channel

) used for arbitrating access|to the

3.1.3

neighpor
adjaceént nodes b the Receive Signal Level (RSL) suggests
commpunication i S i s_pUssible

3.1.34
netwd
devicq
device
devicsq. f
HandH

, field
th the
5, and

3.1.3
Network«Manager
responst ; f ; f featt >twork
devices, management of the routing tables and monitoring and reporting the health of the
network

NOTE There must be one and only one network manager per WirelessHART Network.
Although the network manager need not have a direct Physical Layer connection it still must
have a HART Unique Address.

3.1.37
node
addressable logical or physical device attached to the network

NOTE See also network device 3.1.35.
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3.1.38

Nonce

number constructed so as to be unique to the current packet to ensure that old
communications cannot be reused in replay attacks. The nonce is also necessary for
maintaining packet secrecy and providing sender authenticity and packet integrity

3.1.39

omni-directional antenna

antenna with a radiation pattern that, when viewed from above, is equally strong in all
directions

NOTE [~The antenna thus Sends or Teceives signars equatty wett i attrdirections.

3.1.40
packet
generic reference to the set of data communicated across a networ

3.1.47
packet error rate
average number packets (in percent) transmitted b geil orrectly. For this
specifjcation, the reference PPDU for PER calculatio 3 IEEE)

3.1.4]
Peer
corregpondent node at the other end\ of i ink. The communicatign link
terminates at the same protocol layer in the coxresp

™~

3.1.43
Physical Layer
1 in the OSI mog

ransmjssion of the raw bit stream and defings the
sighaling parameters for devices

0 produce a PER of less than 1 % with a PPDU 20 bytef long

ate a specific route

servi
agreement between a Client and a WirelessHART Gateway that services shall be provided to
the Client by the Gateway

3.1.47
Session Id
An identifier used to indicate a specific session entry

3.1.48

Shed Time

time between the last good message reception and the assumption of digital communication
failure
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3.1.49
slot
fixed time interval that may be used for communication between neighbors

3.1.50
superframe
collection of slots repeating at a constant rate. Each slot may have a link associated with it

3.1.51
Superframe Id
An Identifier used to indicate a specific superframe entry

vices.

box.
uence
ferred

bt can

LPDU
ource

ingle’ node in the network

variablé-length character encoding for Unicode. All XML described in this PAS is encodgd
using UTF-8 characters

3.2 Abbreviated terms and acronyms

ACK See Acknowledge [3.1.2]2
ADC Analog-to-Digital Converter
ASN See Absolute Slot Number [3.1.1]

2 Figures in square brackets refer to subclause 3.1.
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CCA

DAC

DAQ

dB

dBi

dBm

DLL

DLPD

DR

DRM

DSSS

EEPR

EIRP

EUI-6

FSK

FTA

HCF

Clear Channel Assessment

Digital-to-Analog Converter

Data Aquistion. This referes to a devices specific ADC or DAC
Relative power decibels (3dB/octave, 10 dB/decade)

dBi is used to express the gain of an antenna in decibels. The terminal
letter ‘I’ indicates that the gain is relative to an isotropic antenna

OM

ISM

Data-Link Layer

Data-Link Protocol Data Unit (i.e., a Date
Delayed Response

Delayed Response Mechani

(also Effective Isotropi

ART® Communication Foundation

LoS

LRV

LSB

LTL

Indllefry’ Qrinnfifir" Medical Frnqunnr\y hands

Line of Sight, an unobstructed distance between a transmitter and a
receiver

Lower Range Value. Defines the relationship between a Dynamic
Variable value and an analog channel lower endpoint (e.g. 4.00mA)

Least Significant Byte. The LSB is always the last byte transmitted
over a HART data link

Lower Transducer Limit. The digital value that defines the minimum
reliable and accurate value of a dynamic or Device Variable
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MSB

NAN
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See Medium Access Control [3.1.33]
Message Integrity Code

Most Significant Byte. The MSB is always the first byte transmitted
over a HART data link

Not-a-Number

Network PDU

0-QP

Ooul

Oul

PDU

PER

PhPD

PHY

PPDU

RC

RSL

SP

STX

TDMA

TER

Offset - Quadrature Phase Shift Keying

Organizationally Unique Identifier

Physical Layer Pro

See Physical Layer

e signal level (in dBm) at a receiver inpuf

ansaction. An STX is used to convey a Network layef
an NPDU) from one node to an adjacent node

e Division Multiple Access

Transaction Error Rate

TPDU

TTL

UART

URV

UTL

Transport PDU
Time To Live
Universal Asynchronous Receiver Transmitter

Upper Range Value. Defines the relationship between a Dynamic
Variable value and an analog channel upper endpoint (e.g. 20,0 mA).

Upper Transducer Limit. The digital value that defines the maximum
reliable and accurate value of a dynamic or Device Variable
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WHA WirelessHART Adapter

WHD WirelessHART Device

4 Physical Layer

The Physical Layer is derived from IEEE 802.15.4. The profile is given in Clause 11.

@%
¥
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5 TDMA Data Link layer

5.1

Purpose

Clause 5 defines the HART TDMA Data-Link Layer. This specification is applicable for mesh
network communications via an IEEE STD 802.15.4-2006 Physical Layer. The Data-Link
Layer is responsible for the secure, reliable, error free communication of data between HART
devices. In other words, this publication specifies the rules used by HART devices to
wirelessly communicate HART digital information. Figure 2 shows the scope of this
specification.

Clause 5 includes the

Physigal Link Layer(\

User orresporident

Application and

Trahsport Layers Command, Data &
Block Transfers

Network Layer v

[— Adds Routing Information

I Data-Link Layer Services l

Data-Link Layer Logical Link Control

Media Aé&\trﬁl

IR

rahsceiver Syncronization

KN

\\> L y I

Figure 2 — Data-Link Layer Scope

following:

Theservices provided hy the Data-Link qupr to_the Network Inypr These sdrvices

constitute a black box model of the Data-Link Layer requirements. These services are
specified with the assistance of Time Sequence Diagrams.

Logical Link Control (LLC) requirements including the format of HART frames, the
structure of HART device addresses; the security services used for message integrity and
the error detection coding to be used.

Medium Access Control (MAC) rules ensuring that transmissions by devices occur in an
orderly fashion. In other words, the MAC specifies when a device is allowed to transmit a
message. MAC specifications themselves are formulated in terms of state transition
diagrams, which permit an unambiguous description of the action of the MAC sub-layer.

The actual timing values required for proper operation of the MAC sub-layer. These timing
values directly correspond to Physical Layer performance characteristics (e.g., Clear
Channel Assessment time, Tx/Rx turnaround time).
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The segregation of requirements into these four categories is intended as a frame of
reference rather than as a description of an actual implementation.

Unless specifically noted, HART data is transmitted most significant byte first (i.e., big
endian).

Within this context, the Data-Link Layer as a whole has only a one hop scope. Any
responsibilities to the network beyond the device's immediate neighbors are allocated to the
Network Layer.

5.2 Overview

5.2.1| TDMA Basics

WirelgssHART uses Time Division Multiple Access (TDMA) and cha 3{ng ontrol
accesp to the network. TDMA is a widely used Medium Access Coxtrol (1 ioye that
provides collision free, i where

communications between devices occur. A series of t|me slot form a\T'D ne. All
devicgs shall support multiple superframes, starting with - 5t one
Superframe always enabled while additional superframes™can or dlsabled (see
Clause 6 for more information). Slot sizes and the sygerframe ng h (i nmber of slofs) are
fixed [and form a network cycle with a fixed repetitio e, perframes are repeated

continuously.

Figurg 3 illustrates the basics of TDMA;_its s|0 d the superfr

% Source Now Listening
DRStination Lisfens Destination ACK Starts
rt'of MeSsage

me.

Slots

Cytle\n+1 Cyclen r__H Cycle n+1

i \\

I Superframe |

Figure 3 — A TDMA Slot and Superframe

Typically, two devices are assigned to a given slot. One is designated as the source and the
other, the destination. A communication transaction within a slot supports the transmission of
a Data-Link Protocol Data Unit (DLPDU) from a source followed immediately by the
transmission of an acknowledgement (ACK) DLPDU by the addressed device. The addressed
device’s response DLPDU shall contain either "Success" Response Code indicating the initial
DLPDU was successfully received and handled, or an error Response Code. An error
Response Code indicates that the initial DLPDU was successfully received, but that further
processing failed, e.g., there are no buffers available in the receiving device. See the
Command Response Code Tables for more information.
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NOTE A broadcast message (i.e., the Data-Link destination address is the broadcast address) is never

acknowledged. In this case, multiple receivers are assigned to the same slot.

For successful and efficient TDMA communications, synchronization of clocks between
devices in the network is critical. Consequently, tolerances on time keeping and time
synchronization mechanisms are specified to ensure network-wide
synchronization. It is imperative that devices know when the start of a slot occurs.

device clock

Within the slot, transmission of the source message starts at a specified time after the
beginning of a slot. This short time delay allows the source and destination to set their
frequency channel and allows the receiver to begin listening on the specified channel. Since
there is a tolerance on clocks, the receiver shall start to listen before the ideal transmission

detected errors. (Non-response implies either non-reception or rece
of these classes.)

To enhance reliability, channel hopping is combined with TD
frequgncy diversity, which can avoid interferers and red '
enablg¢s efficient, low-power and reliable channel
synchronization of the slot and channel used by the’com
rendez-vous in time and frequency, thus promotin

4).
. Cyclen-1 @

whether it received the source device's DLPDU successfully or x

e, the
ng an
ass of
utside

bvides

TDMA

em to
Figure

Cyclens+2
Fh+7
f—.\
Fh+6 \ ( |l)
AN NN
Fh+s ( N4
S s
Fh+4
(D a X N\
Fh+3 \\\ \ ||
Frequency \ S
Fh+2 S /
\
Fh+1 \\\ /
N\

fh Q N D] i

Fh / ||

Fh-2

Fn-3
| Fn-4

Time

Figure 4 — Channel Hopping

Communicating devices are assigned to a superframe, slot, and channel offset. This forms a
communication link between communicating devices. All devices shall support multiple links.
The number of possible links is, typically, equal to the number of channels utilized by a
network times the number of slots in the superframe. For example, using 15 channels and

9 000 slots per superframe results in 135 000 possible links.
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Channel hopping provides channel diversity, so each slot shall be used on multiple channels
at the same time by different nodes. This can be achieved by creating links on the same slot,
but with different channel offsets. Each device shall maintain a list of channels in use and the
specification (e.g., the frequency) for that channel. All devices in a network shall have
identical channel lists determined by the Network Manager.

Assignment of links and the devices in a link is the responsibility of the Network Manager (see
Clause 6).

Channel blacklisting is the WirelessHART protocol feature that allows the network
administrator to restrict the channel hopping of Network Devices network-wide to selected
channegts—imthe RFtanmd—Forexampte;retwork—=admintstratorscanbtacktistcharmets—n order
to profect a wireless service that uses a fixed portion of the RF band that’would otherwjse be
shared by the WirelessHART Network. In practice, WirelessHART communicatio ikel WiFi,
Bluetqoth, and other wireless communication) is very random and ysse i of the
total jandwidth. Consequently, blacklisting seldom provides tangiblé¢ S

5.2.2| Mesh Networking

WirelgssHART is a mesh communication protocol that simplifies\J 3 5 field
devices, allowing the end user to tailor the installatiop S ment.
WirelgssHART compatible devices can be deployed in a stakdope (i.e., all devicgs are
one hop to the gateway) to support a high pe i verly-
connected mesh topology for a less demanding bology

in befween. In fact, WirelessHART i enolgh, enabling a varipty of
applicptions (both high and low performa

Figure 5 — Mesh Network

All network devices shall be able to source and sink packets and be capable of routing
packets on behalf of other devices in the network. Each time a packet moves across a link, it
is called a hop. The routing of packets from their initial source to their final destination can
take several hops. The actual routing of packets is the responsibility of the Network Layer
(see Clause 6).

Each device shall maintain a list of links; the device cycles through links, in slot time order,
servicing them as needed. Every link designating the device as the receiver shall be serviced
by the device.
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NOTE  Within that link a transmission may or may not occur.

When a packet is received it is posted to the Network Layer. If the device is the packet's final
destination it will be consumed. Otherwise, the Network Layer updates routing information for
the next hop (if necessary), makes any required changes in packet addressing, and passes
the updated packet back to the Data-Link Layer for transmittal.

The Data-Link Layer maintains a list of DLPDUs awaiting transmittal. Links designating the
device as the source are only serviced when there is a DLPDU pending for the link's
destination. After successful transmittal (that means an ACK is received) to another device,
the DLPDU is discarded.

5.2.3| Network Maintenance

Time |[and channel are the first two dimensions of a WirelessHAE e ) third
dimenision is space (distance). WirelessHART devices are installed/at\various.logati about
a plant and, consequently, a given device has a set of other d 1 ications
range|(i.e., in its neighborhood). Since the RF environment i jevice
shall |keep its neighbor list current. Maintenance activities \include ing potential
neighIors, gathering statistics about the communicatiod chamneRto” eash neighbof, and

maintaining time synchronization with neighbors.
Two gpecial DLPDUs, Advertise DLPDUs and Keep-Ali assist in building and
maintaining the device's neighbor list. chedule transmissipns of

Advertise DLPDUs. These DLPDUs cdgntai iciertt i g allow new neighborg to be
discojered or to allow a newly insta dev dmission to the netwprk. If
accepted, the new device can becoms i 5 e advertising device. Further
information about network joining can

Every|successful communicat i i Bllows
the qyality of the com when
the dgvice has a DLPD link is
not exXercised. K -A n time
synch’onization.@

5.2.4

Time synchronizati ; er the
choicq i skew
betwep .g. table.
Consgquen i 3

When| the ~destinatiori device receives a DLPDU, its time of arrival is noted. Using this
information-the destination calculates the difference from the ideal time at which it bglieves
the cammunication should have occurred. This delta-t (At) shall be communicated inlevery
ACK reply DLPDU sent to the source device. Thus, every acknowledged transaction
measures the alignment of network time between the devices.

Within the neighbor list, selected neighbors, specified by the Network Manger, are used as
time synchronization sources. When a DLPDU from a time synch neighbor is received, the
network time of the receiving device should be adjusted. Time synchronization is based either
on the DLPDU arrival time or on the delta-t in the ACK, depending on which device initiated
the transaction.

In addition, device designers shall understand the time drift characteristics of their products.
When the device's time source drifts, the device shall transmit Keep-Alive DLPDUs, as
needed, to its time-synch neighbors to maintain time synchronization. Devices shall not
require a Keep-Alive more often then once per 30 s while temperature is varying 2° C per min
or less. Furthermore, device designs shall tolerate one retry in case of packet loss (i.e., a 10 s
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safety margin). This corresponds to approximately a compensated clock accuracy of 10 ppm
or better.

NOTE Keep-Alive DLPDUs are also used for neighbor discovery and to confirm the viability of quiescent links.
5.3 Data-Link Layer Services
5.3.1 General

Subclause 5.3 specifies the operation of the TDMA Data-Link layer from a "black box" point of
view. Subclause 5.3 specifies the Service Primitives (SPs) supplied by the Physical Layer to
the Data-Link Layer, which the Data-Link Layer in turn can expose to upper protocol layers

(chiefly the Network Layer). In addition to specifying the individual SPs, time sequence

diagrgms (see [Halsall]) are included to indicate the order in which the S hould beg used

and the order of event occurrence at the protocol layer boundaries. Se€ ¥ Data-

Link Liayer Specification for more information on the service methodott

The Services described in 5.3 are used to obtain:

e A reliable "at least once" transaction service betweer e service [is not
deligned to provide duplicate detection.

e Management services for Data-Link Layer config

All SH The

mappi b way

restrig

In the d may

not b ed by

enclog

5.3.2

5.3.2]

Messa ; There

is onl and one optional SP (RECEIVE). The TRANSMIT SP

initiates the pressag § &, The Data-Link Layer supports automatic retransmission (i.e.,

retrieq > ata exchange. The time sequence diagram for these $Ps is

showr} i

The t equenses illustrate the message traffic across the link between deviges. In

Figursg 1 shows a simple, error-free transaction. In this sequence the

TRANSMIT.request inserts the message into the Data-Link Layer's transmit queue. Sometime

later, whenh a slot, supporting scheduled communication to the destination address, gl::curs,

the message is transmitted. When a non-broadcast message is received and validated, the
correspondent Data-Link Layer transmits an ACK and generates a TRANSMIT.indicate. Upon
reception of the ACK, or immediately when the message is to the broadcast address, the
source Data-Link Layer generates a TRANSMIT.confirm to the requesting Network layer.

The Data-Link Layer shall also allow multiple messages to be queued. In Figure 6, Sequence
2 illustrates this requirement.

NOTE Since messages in the Data-Link Layer's queue may not be posted in the same order as slots occur, the
messages may not be delivered in the same order as they are enqueued. In this Sequence, 3 messages are
queued for (possibly) 3 different Data-Link destinations.

Both unicast/directed (acknowledged), and multicast/broadcast (un-acknowledged
transactions are supported. In Figure 6, Sequence 3 illustrates a multicast transaction.
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Source Source Correspondent Correspondent
Network Layer Data Link Layern Data Link Layer Network Layer

@Routine Error-Free Transaction

TRANSMITArequesf\} o

Message Transmission

Delayed to Correct Slot
D

—
i .
1 [T |TRANSMIT.indicate
—!
— “— | Message Received
TRANSMIT.confirm| ¢+— | Successfully - ACK Sent

@ Queueing of Multiple Messages
TRANSMIT.requesti—

TRANSMIT.requesl\* _

—
1
—!

L]

TRANSMIT.confirm|

—
TRANSMIT.reques -_—
—

Multicast / Broadcast

TRANSMIT.confirn| ‘Message - No Ack Se

TRANSMIT.indicate

—

1
i
rakshb\ ith Errers
4
Buffers Full - Error

Code Sent
) E

ANSMIT.indicate

TRANSMIT.confirm|

f
l
WNIAN

TRANSMIT .request]

J

\Iﬂ o
H TRANSMIT.indicate
‘.’1

\

TRANSMIT.confir

Message Integrity Compromised -
Message Discarded

!

ITRANSMIT.request

f

? @ Destination Address Mismatch -
Message Discarded

@ Capture of Message Traffic

—
—
— —
RECEIVE.indicate —]
— — —

—
RECEIVE.indicate{ ¢ | —
RECEIVE.indicatel ¢ |

I

Intervening
Physical Layer

Figure 6 — Message Service Sequences
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The Protocol also supports automatic retries to ensure reliable data exchange (see 5.5). A
transaction including retries is shown in Figure 6, Sequence 4. As shown, the source Data-
Link Layer resends the message until an acknowledge (ACK) with a Response Code of
"Success" is received (or until a limit on maximum retries is reached). An individual attempt
can result in no received response from the correspondent, or in receipt of an ACK with a
Response Code indicating an error. If the packet was not propagated then, the packet will be
rescheduled for a later attempt. If the packet resides in the device for an extended interval
(i.e., longer than the specified packet timeout) the packet shall be discarded.

A correspondent Data-Link Layer can also receive messages with either an invalid message
integrity code (see Figure 6, Sequence 5) or a destination address that does not match the
corre Ir\nnrir:nf’q (QF\F\ Figllrpﬁ, qunnnr‘n R) These messages can he discarded and_in all

cases) shall not be answered.

Figurg 6, Sequence 7 shows the optional receive-only SP. This is availableNin a\Datg-Link
Layer|that supports a promiscuous operating mode where communicati bvices
are cgptured.

5.3.2{2 Transmit SPs
5.3.2)2.1 TRANSMIT.request

TRANSMIT.request (handle, payload, prlorlty, t|
TRANSMIT.request (handle, payload, p
TRANSMIT.request (handle, payload,

TRANSMIT.request (handle, payload, phi

/Igraph routed
/Ibroadcast

This §P is used by a device's Network Lay ‘ ice. a-Link
will ggnerate the DLPDU anuinitiz {ssi i ination is
availaple. All devices sh < i i itting each
packel on the appropriat f e

—| handle - > Data-
Link retur i
NOTE This elen ement.
—| payload -
—| prior S _Pa Qi i , m the
: ipn.
—| time Raxi r shall

set thisshasedon the ASN Snippet (see Clause 5).

—| graph - This“parameter is only present if graph routing is to be employed. |When
employed, the graph indicates the neighbors that can be used as the destination for

the next hon
P-

— sframe - This parameter is only present if broadcasting a message. sframe indicates
the superframe whose broadcast links can be used to be used to forward the packet.

— bcast - This flag indicates the NPDU shall be broadcast on the indicated Superframe.

— shortDestAddress - This parameter indicates the Nickname of the destination device
that shall be used for the next hop.

— longDestAddress - This parameter indicates the Unique ID of the destination device
that shall be used for the next hop.

This SP is overloaded. When an explicit address is included, the Data-Link shall forward the
packet to that destination. Otherwise, the Data-Link chooses the links based on the graph
routing or Superframe ID.
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5.3.2.2.2 TRANSMIT.confirm (handle, localStatus)

This SP communicates the result of a previously issued TRANSMIT.request. The Status
indicates success or failure. The handle can be used to identify the corresponding
TRANSMIT.request and shall be identical to those of the TRANSMIT.request.

5.3.2.2.3 TRANSMIT.indicate (localStatus, priority, sourceAddress, payload)

This SP is invoked by the Data-Link Layer to notify the Network layer of a successfully
received payload addressed to the device. localStatus indicates the Data-Link key used to
authenticate the DLPDU and whether the DLPDU was broadcast.

5.3.2)2.4 FLUSH.request (handle)

Deletgs the indicated packet.

5.3.2{2.5 FLUSH.confirm (handle, localStatus)

Indicates whether the packet was deleted.

5.3.2)3 Network Event SPs
5.3.2)3.1 DISCONNECT.indicate (localSta

Notifigs that another device is disconhecting 3 . In” other words, a DLPD|U has
been feceived from a device indicating itNgs leavirng '

5.3.2]

Notice other
words d the
devicd

5.3.2]3.

The S ng an
Adverti trying to join a network shall synchronize to the n¢twork
using (ASN) in the packet, and posts this SP to the Network Lpyer.
5.3.23. = BOR)indicate (localStatus, sourceAddress, packetRSL)

The NEIGHBOR:indicate SP shall be generated whenever a device receives a packet from a
device not’listed in Neighbor Table.

5.3.2.4 Receive SPs

This SP is only used when the device is in promiscuous mode and, thus, forwarding all
packets to the client layer.

5.3.2.41 RECEIVE.indicate (localStatus, packetRSL, payloadDLPDU)

This optional SP indicates that a frame, not addressed to this device, has been received. The
local status byte carries the status of the communication as received by this device. The
reception of communications from other devices often provides useful diagnostics.
Sometimes this is called a "promiscuous operating mode" and can be used for network
troubleshooting.


https://iecnorm.com/api/?name=ef57c1e6b45c0be21d43e4f5a89f4431

PAS 62591 © IEC:2009(E) -33 -

5.3.3 Management SPs
5.3.3.1  General

Management SPs support both configuration of the Data-Link Layer and access to Data-Link
Layer statistics. The fundamental SP is a LOCAL_MANAGEMENT sequence.

NOTE None of the SPs in Clause 5 require any data to be transmitted over the communication link. Remote
management of the device's Data-Link Layer configuration is possible using Application Layer messaging of
standard HART commands.

These SPs allow the Data-Link Layer to be configured on power up by the device’s upper
layers—Hhis—atse—aleows—meanagemen ofthe—+etdDBevice's—nror—votatHe able
non-volatile memory to be isolated from the Data-Link Layer implementatio

the Application Layer can receive a command from a network managentr t 1¢ slots
to be psed when communicating.

5.3.3/2 LOCAL_MANAGEMENT.request (service(]d

This $P is used to configure Data-Link Layer prop Data

are dgfined in Table 1 hereinafter.

5.3.3/3 LOCAL_MANAGEMENT:.co

This $P is used to return the results of g cores o hest.
The status shall return the results of th S

5.3.3/4 LOCAL_MANZ

This $P is used to npt event

report| see Table
@b\ -~ ice Management Commands
N\

Service \ \ Dat>\ \_/ Description
RESET < \ \ > Initializes the Data-Link Layer
IN\VIEAN
DISCO \H\@T \ ‘ \ Disconnect from the network, cease commupications
N
RE_JOIN Disconnect from the network, rejoin the netWork, purging all
MAC queues and clearing all MAC tables
WRITE[ SUPERFRAME Creates a new superframe
Unsigned-8 superframeld
Unsigned-16 nSlots Length of superframe
Boolean active Activates (TRUE) or de-activates (FALSE) the superframe
DELETE_SUPERFRAME Deletes an existing scheduling superframe and any
associated links
superframeld
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Service Data Description
ADD_LINK Adds a new link to another device, possibly updating the
neighbor and connection tables in the process
Unsigned-8 linkHandle handle of created link record, if any
Unsigned-8 superframeld
Unsigned-16 nodeAddress Address of neighbor device
Unsigned-16 slot Slot in the superframe to use by this link
Unsigned-8 channelOffset Olfftset of logical channel relative to base channel for this
slo
linkQptions hitmap: {Transmit=h001 _Receive=h010_Shared=b100}
linkType One of {NORMAL, JOIN, DfSCOVERY)
DELETE_LINK Deletes an existing |j ﬁ\p;z\‘ss@up\dgﬂgﬂ e neighbor and
connection tables if th oce
linkHandle
ADD_CIONNECTION Adds a \Qea{\\% a\@v&/.a a spacified graph
Unsigned-8 connectionHandle MSW&S\}N\)
Unsigned-16 graphld géphld fN necti
Unsigned-16 nodeNickname \a\ddﬁsf o;\de%sg bM:onnected via the specified graph
DELETE_CONNEGTION < A fDeletés a@i%connection
Unsigned-8 conn&x&ionﬁﬂh&g %dle\of@ryz/xisting connection
READ_NETWORKID ( . \Qea the ID of the network the device belohgs to
Upsigned-16 NetworklD g
< / )
WRITE| NETWORKID N )[¥rites the ID of the network the device belofgs to

[

TN

WRITE

NETWORK<K\)
Q

T

to write the
uld be

This command allows the Network Manager
network key on a Network Device. Keys sho
protected from pilfering (e.g., by encryption

Uréig\nWetworkKey

W-m SlotNumber

Execution time for command (ASN)
(0 means execute immediately)

AN

AN

READ

nm%

)

Time keepAlivelnterval

Interval during which a node shall successfU
communicate with each linked neighbor. Any
received from the neighbor resets the Keep-
that neighbor

Ily
DLPDU
Alive timer for

Time pathFaillnterval

Interval of unsuccessful communication with a given
neighbor, indicating a path failure

Time advertiselnterval

Time period specifying the transmission of Advertise
DLPDUs

Time discoverylnterval

Time period specifying the interval bounding the random
transmission of Advertise DLPDUs on Discovery links

WRITE_TIMEOUT
_PERIOD

Write the indicated time period value.

Unsigned-8 timerCode

One of { Keep-Alive;
Path-Failure;
Advertise; or
Discovery
}

Time timerPeriodValue
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Service

Data

Description

READ_CAPACITIES

Unsigned-16 maxSuperframes

Unsigned-16 maxLinks

Unsigned-16 maxNeighbors

Unsigned-16 maxPktBuffers

READ_PRIORITY

THRESHOLD - — — —
- Unsigned-4 priorityThreshold Specifies the lowest priority DLPDU to be accepted from
another device
WRITE[ PRIORITY (
_THREBHOLD - . N
Unsigned-4 priorityThreshold /\< (\
READ_JOIN_PRIORITY Indicates what 0| gdvertise

Lower numbe in

riorikty de ce\s\?}?
a sabet r chojce for

jpining

Unsigned-4 joinPriority

Adds a new connection to a device with spe

cified graphs

<
WRITE| JOIN_PRIORITY \ \\/
Unsigned-4 joinPriority
READ_PROMISCUOUS I |c es he e sublayer is in “receive all” mode.
_MODH |n sublayer accepts all PDUs received
rom the PhyS| aI Layer
Boolean promlsc%&sMo
WRITE| PROMISCUOUS \ (\ \/
MODE
- é)ol\x ﬁm&@M\Q) >
[N
READ_MAX_BACK_OFF The maximum value that can be assumed for the back-off
_EXPONENT exponent used in shared slots. Valid values|are { 4, 5, 6, 7
< > } MaxBackoffExponent defaults to 4
OWW
A \Max acko nt
N AN /

WRITE| MAX_BACK
_OFF_EXPONENT -

W \M>ax ctkoffExponent

ADD_CPN cnﬁ»&

Unsigned-16

connectionhandle

Handle for this connection

Unsigned-16 grasphld

graphlD for the connection

Unsigned-16 node Nickname

Address of device being connected via the s

pecified graph

DELETE_CONNECTION

Deletes an existing connections

Unsigned-16
connectionhandlet

Handle of an existing connection

5.4 Logical Link Co
5.41 The DLPDU

5411 General

ntrol

Subclause 5.4 specifies the format of the Data-Link packet (DLPDU). Each DLPDU consists of

the following fields:
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ingle byte set to 0x41;

-byte address specifier;

e The 1-byte Sequence Number;
e The 2 byte Network ID
e The Destination and Source Addresses either of which can be 2 or 8-bytes long;

e A1

-byte DLPDU Specifier;

e The DLL payload;
e A 4-byte keyed Message Integrity Code (MIC), and

e A P-byte ITU-T CRC16.

Figure

7 illustrates the basic PhPDU and DLPDU structure. x

DLL Payload (\

Data Link Layer m
Address |Sequence| Network |Destination| Source | DLP

0x41 Specifier| Number ID Address | Address | Spe¢ifie \)/ /\\ MIg CRC
Physi¢al Layer
Preambld| Delimiter| Length
5412 The S
The Sequence Nu e Slot
Numbeg

5.4.1)

All ne
first,

NOTE

member of, .then th packet is discarded. The ranges of Network ID values and
applicption-are showw’in Table 2.

using a 2-byte Network ID. This 2 Byte value is transmitted, LSB
£ Network ID does not match that of the network the devicge is a
their

Only in the header fields for WirelessHART is this byte ordering followed. Unless specifically notgd, data

is transmitted most significant byte first in all HART communications (i.e., big endian).

Table 2 — Network ID Allocation

Range

Application

00 000-32 767 (0x0000-0x7FFF) Permanent User defined networks (Critical networks)

32 768-36 863 (0x8000-0x8FFF) Temporary User defined networks (Demos, trade shows, field trials, etc.)

36 864-57 343 (0x9000-0xDFFF) Reserved

57 344-61 439 (OXxE000-OxEFFF) Manufacturing networks (non-public used by device manufacturers)

61 440-65 535 (0xFO000-0xFFFF) Reserved
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5.4.1.4 The Destination and Source Addresses

WirelessHART supports two types of addresses: a 2-byte "nickname" and an 8-byte IEEE
EUI-64 address. The addresses contained in a DLPDU are indicated in the Address Specifier
field (see Figure 8). Setting the bit 6 indicates a long 8-byte source address is contained in
the DLPDU. Setting bit 2 indicates a long 8-byte destination address is contained in the
DLPDU. Any combination of address lengths can be used in a DLPDU. The other bits shall be
set as indicated in Figure 8.

b7 b0

1 ojoj1] (ojo

I = Destination Address
1=EUI-64 Address

Source Address
1=EUI-64 Address

Figure 8 — Address Specifier

onsequently, it is
addresses|either

The 2tbyte nickname is assigned and managed by the Ne
only locally unique (i.e., within the network the device be

indicate a specific network device or they specify the S s\(i.e., OXFFFF).

The EUI-64 address consists of a 3 by Lionally @que dentifier" (OUI) and [the 5-
byte Unique ID (controlled by the HAR

NOTE 1 The value of this central administragti S is given by the IEEE Registration Apthority
Commiftee. Available at <http://standards.ieee.org/r

For WirelessHART, the S ctedusing HCF's OUI (which is 0xO0(1B1E)
concatenated with the 40-kijt i own in Figure 9. DLPDUs received with

EUI-64 addresses that

Byte 0 (X Byte 7

N
LSB ( \/\e{\v \)23 MSB Ox1E 0x1B 0x00

HCF OUI (0x001B1E)

notspecify

Expanded Device Type Code

The Unique D ncatenation of the 2-byte Expanded Device Type Code and the B-byte
Device ldentifier. Expanded Device Type Code is allocated by the HCF. Each device
manufactured with the same Device Type Code shall have a different Device ID

IEEE STD 802.15.4-2006 requires multi-byte fields to be transmitted LSB first (little endian)
and the WirelessHART addressing is compliant. Consequently, the long address is
transmitted in the DLPDU starting with the LSB of the Device ID and ending with the MSB of
the HCF's OUI. The nickname is also transmitted little endian (LSB first).

NOTE 2 Only in the header fields for WirelessHART is this byte ordering followed. Unless specifically noted, data
is transmitted most significant byte first in all HART communications (i.e., big endian).

5.4.1.5 The DLPDU Specifier

The DLPDU Specifier is transmitted after the Network ID and addresses (see Figure 10). The
most significant two bits are reserved and no device shall make any assumption regarding
their possible future use. Implementations shall mask off the most significant two bits.
Devices built before any such future use is assigned shall set these bits to zero on
transmission.
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PriorityJ —[ Packet Type

11 Command 000 ACK

10 Process Data 001 Advertise

01 Normal 010 Keep Alive

00 Alarm 011 Disconnect
111 Data

— Network Key
Figure 10 — DLPDU Specifier

The next two bits (i.e., bits 4 and 5) indicate the priority of the m e (se€”p.4.3).
Commjand level is the highest priority and Alarm level is the lowest prigrity

Bit 3 i ithin the
netwo k-Key
when reset
during PDUs
passe n key
from thi

The |4 e five
DLPD

5.4.1]

The O Data
DLPD ) have
contents that depend.on . , ement
DLPD i iR ination
devicq

5.4.1]

A key 5 (see
5.4.4 ement
DLPD

5.4.1]

The CQyclic \Redundanty Check (CRC) Field is based on the 16 bit ITU-T CRC polynomial
(also known' as a CRC16). The CRC is calculated over the entire frame using the following
polyngmiat:

Gie(x) = x16 + x12 + x5 +1
The CRC is usually calculated in hardware. For more information see RFC 1549 and IEEE
STD 802.15.4-2006.

NOTE At receivers, the received byte stream is subjected to a similar calculation. When a receiver may predict
the bytes that will contain a CRC, it may omit those bytes from the calculation and check that the received CRC
matches those bytes. Alternatively, the receiver may compute a CRC over all the bytes of the message and check
that the result matches an expected residual value of zero.

The CRC is used to detect bit errors and devices shall reply only to non-acknowledgement
DLPDUs with a CRC matching that calculated by the receiving device, or whose residual
value after processing the entire DLPDU, including received CRC bytes, matches the
expected residual of zero.
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5.4.2 DLPDU Types
5.4.21 General

The least significant 3 bits of the DLPDU Specifier indicate the type of DLPDU being
communicated and the purpose of the (optional) DLL payload. There are five DLPDU types as
follows:

e Data DLPDUs contain network and device data in transit to their final destination device.
The source and sink for Data DLPDUs is the Network Layer.

e Keep-Alive DLPDUs facilitate connection maintenance between neighboring devices.

e Advertise DLCPDUs provide information to neighboring devices wishing fojoin the nefvork.

3 D:lconnect DLPDUs are used to advise neighboring devices that the.device ing the
network.

e ACK DLPDUs are the immediate link level response to rece vice's
transmission DLPDU.

Devicg¢s receiving a packet with an unknown packet type $h not aeknowledye the packet

and shall immediately discard it.

ACK, Yy peer

Data-Li rough

the nd ource

Data-Li

5.4.2]

Data I these

DLPD to the

destinjati ice' k € W there, these payloads are forwarded by the peer

Netw@ i

5.4.2]

ACK [ n-ACK

DLPD gion of

an AQ sed in

the re

The A epted

the DLPDU, The destjhation device shall respond with "Success" (RC=0) when the pagket is

accepfed by,the deviCe or indicates the reason why the packet was not accepted (e.g., RC=61

if the [déstination device is out of buffer space). Destination devices shall respond wjith an

ACK [ n W N Y - Ban + all I P~ . ¥ HW) A dviariia ImH + DILPNLL ddrac d t
ULT DU T TCOPUTTOT TU Al TNTUTPUTANTVE, AUVETUOT, UI I_IIOUUIIIIUUL ULl DUOo dauUurTtTo e 0

the device and successfully received.

To manage packet flow through the network, the network manger can raise or lower the
priority level of packets that the device may accept. Devices shall accept DLPDUs with a
priority greater than or equal to the current priority level set by the Network Manager. In
addition, space allowing, the device shall accept DLPDUs whose final destination is the
device itself.

In addition to the Response Code, the ACK payload includes the Time Adjustment field. The
Time Adjustment is the difference between the expected time of reception of the complete
start delimiter that frames a non-ACK DLPDU and the actual reception of that complete start
delimiter, measured in ys. The Time Adjustment is a 2-byte, two's-complement integer.

The ACK payload and response codes are as follows:
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Byte | Format Description
0 Unsigned-8 Response Code
1-2 Signed-16 Time Adjustment in us. The value of the Time Adjustment is positive

(negative) if the DLPDU was received earlier (later) than expected

ACK Response Codes

Code | Class Description
0 Success Success. DLPDU accepted by destination device
61 Error No Buffers Available. DLPDU Discarded
62 Error No Alarm/Event Buffers Available. DLPDU E}@ﬁm{ed
63 Error Priority Too Low. DLPDU Discarded A ~

5.4.2)4 Keep-Alive DLPDUs

The K ance.

For Ke s can be used for the

follow

e Fo Time
Adjustment value returned in the corresponding\A

e To [

e In PDUs
peri

5.4.2]

The A vishes

to join DU to

synchf

The A ontrol

inform | map

array |i
allowg

Once fthe basic’netwo,
by superftame.

authe

DLPDU. The absolute slot number and the channgl map
et to be identified when issuing a packet to petition the N¢twork
etwork. The size of the channel map array depends ¢n the
example, with the IEEE STD 802.15.4-2006 2 450 MHz Physical

information is disclosed, the Advertise DLPDU lists all of its join links

In addition, each link is identified as either transmit or receive from the
persp ctlve of the joining device. The joining deV|ce is Ilmlted to these Imks until it is

s. By

limiting communication to only the join links, the Network Manager, in effect, can quarantine
the device until it is ready for the device to fully participate in the network. The format of this
DLPDU is as follows:

Advertise Payload Format

Byte Format Description

0-4 Unsigned-40 Absolute slot number. The number of slots since the start of the network to the slot
used for transmission of this DLPDU

5 Bits Join Control

5.7-5.4 Enum-4 Security level supported (see HCF Enumberations)

5.3-5.0 Unsigned-4 Join Control - Join Priority. An unsigned integer indicating the ability of the advertising
device to support another child device. The lower the value the better this advertising
device is to join
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Byte Format ‘ Description

6 Unsigned-8 Number of bits of channel map array. Maximum size of the channel map array is 64
bits

7-n Bits [ ] Channel map array. This is an array of bits starting with the least significant bit (bit 0

of byte 0) and adding bytes as necessary until all bits are accounted for. Each bit
corresponds to a channel. If the bit is set, the corresponding channel is in use.

n+1 Unsigned-16 Graph ID

n+3 Unsigned-8 Number of superframes

For each Superframe

For egch Link (\\\ x

An Advertise packet can be sent on
activitjes have a higher priority than
calculate their MIC using 4

5.4.2/6 Disconnect

Disconnect DLP@ S es leaving the network. This means the deyice is
no longer available C

Unsigned-8 Superframe ID /‘\

Unsigned-16 Superframe size. The number of slots in this super e

A (@
Unsigned-8 Number of Links {\ \ \

Unsigned-16 Join slot. The specific slot within the(s(u\pKﬁ me&mis}s{nk

Bits Join slot channel offset
x.7 Reserved. Shall be set to zeyo. No-devi Wk}any assumption reparding their
possible future use of this bi
\ X
X.6 When set, Wnk is/fo&DLRbU/tQénsé?Asion the joining device
N\
x.5-x.0 Channel offset. The frequency €hagnel offsget for this slot. This value is ysed to

calculate the hok frequeqcy/chanhe

ik that is not in use. All other Datp-Link
vertise. Advertise DLPDUs shall glways
for more information).

ication ’and shall be removed from the neighbor ljst. In

addition, all links 6 3 ighbor to this device shall be deleted as well. The Ng¢twork

Layer(shall be notified 9 opnect DLPDU is received.

For Djsconnect DLPR ayload is empty. Disconnect DLPDUs always calculate their

MIC upirg th (see 5.4.4 for more information).

5.4.3| DLPDU Priority and Flow Control

The priofity“of a DLPDU is dictated by its contents. There are four priority levels:

Command (highest priority). Any packet containing a payload with network-related
diagnostics, configuration, or control information shall be classified with a priority of
"Command".

Process-Data. Any packet containing process data (e.g., Command 3 or 9) or network
statistics (e.g., Command 779, 780) shall be classified as priority level "Process-Data".
Only the control of the network (as indicated by the "Command" priority) is more important
than delivery of measurements from process transmitters or setpoints to control devices.
Process-Data priority packets shall be refused from other devices when three-quarters of
the device's packet buffers are occupied.

Normal. DLPDUs not meeting the criteria for "Command", "Process-Data", or "Alarm" shall
be classified as "Normal" priority. Normal priority packets shall be refused from other
devices when one-half the device's packet buffers are occupied.

Alarm (lowest priority). Packets containing only alarm and event payload shall assume a
priority of "Alarm". Devices shall buffer no more then one DLPDU having "Alarm" priority.
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Since multiple Application Layer commands can be aggregated into a single message, the
DLPDU shall assume the priority of the highest priority Application Layer command in the
DLPDU.

The priority of the DLPDU is used for flow control to mitigate network congestion and ensure
the Network Manager retains control of the network during a process upset or when an
adverse RF event occurs. For example, the Network Manager can raise the priority threshold
to reduce packet flow through the device.

In addition, the priority setting of a DLPDU has fundamental filtering effects that are applied
as packets are received. Upon receiving a DLPDU, the device will use the priority of the
DLPD } dlluI tilc bullGllt pliUlity tillUb;lUiU‘ tU dcllcllllillc WilUtilCl t;IU de;\cll ib allttpy ed or
discarded as follows:

e Kegep-Alive, Advertise and Disconnect DLPDUs shall always be d and

geherate an ACK with a "Success" response code.

e If any buffers are available, DLPDUs received with "Comma S pQri Iways
be| accepted and either consumed or forwarded. At least o c S ed for
command packets.

e A PLPDU with "Alarm" priority shall be accepted gr reserved for that

clgss of DLPDU is available.

e Fofr all other received DLPDUs, the packet priority’ig cempaced to the priority thr¢shold
leyel. Received packets with lowe i S i . Furthermore, if the device
dogs not have packet buffers avails

In summary, network management pagkets alway C owing

the Network Manager to keep the network—eperati Mlarms’ flow through the network is
restrigted ensuring alarm IS E ‘ operation. Since alarms are glways
time-stamped, no informatjon ample, failure sequences is lost

Finally, all other networ i e network as buffer space and bangwidth
allowd. Within t ! 3 ffi ess data has priority. Operation and control pf the

process is secon R anting y' communication disruption.

5.4.4

5441

To paerf etectign and to ensure network security, WirelessHART includes an
unkeyed C ' every DLPDU. The CRC is used to detect communications ¢rrors.
The CRC is ted across the entire DLPDU using the 16-bit ITU-T algorithnm (see
5.4.1.8).

5.4.412 _MIC Caleculation
5.4.4.2.1 General

A keyed MIC is used to ensure that the DLPDU is originated from an approved, authenticated
device. The DLPDU itself is not enciphered; rather its contents are authenticated using the
four-byte MIC. The MIC is generated and confirmed using CCM* mode (Counter with CBC-
MAC (corrected)) in conjunction with the AES-128 block cipher to provide authentication. This
cipher requires four byte-strings as parameters:

e 'a', the additional data to be authenticated but not enciphered;

e 'm', the message to be enciphered;

e 'N', the 13-byte nonce; and

e 'K, the 128-bit AES Key.
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Since the DLPDU is not enciphered, the byte-string 'm' is empty (i.e., its length is zero). The
DLPDU, from the 0x41 byte through the end of the payload, is the byte-string 'a’

5.4.4.2.2 DLL Keys

The key is 128-bits long (16 bytes) and, as per the CCM Mode requirements, is copied into
the 'K' byte-string in most significant byte first. In other words, K[0] and K[15] are the most
significant and least significant byte of the key, respectively.

There are two DLL keys: the well-known key (used in advertisements and when joining the
network) and the network key (used for all other transactions) The well-known key is
|dent|\ CII IUI dll VVIICIUODI II"\RI UUVI\;UD GIIU Ildb d VGIUU UI 7777 772[ 6861 7274 Gsor 6D6D

2EG6F |7267 hexadecimal. The well-known key is used for messages passed betwegn the
joining device and devices already part of the network.

The network key is a write-only value controlled by the network manager s : Il DLL
transgctions except Advertise and Join DLPDUSs. This key is supptied\by ~ nager
to joining devices.

NOTE | The Network Manager may change the network key from ti

5.4.42.3 DLL Nonce

The 'N' byte-string shall be exactly 13 pytes lopg i enati nd the
source¢ address.

The ASN is the count of all slots tha ince forming the network. It is only
increnrented and shall never be reset. ASN always contains the number of
the current slot. The ASN j > g S SB to LSB) into N[0] to N[4].

The final 8-bytes of ti in S e address. If the DLPDU has the EUI-64
addresgs then it i > i N[5] through N[12]. In other words, 0x00,|0x1b,
Ox1E pre copie p ¢ i e and
Device ID are N[12],
respectively.

If the R-byte Mi 3 i [ i i i B) into
N[11] throug : p

5443

Two grrors.may™e and, in both cases, result in the DLPDU being discarded ahd no
response (being generated by the destination device. The first potential error is a CRC
mismgtch,,When the DLPDU is first received, the CRC is checked. If the CRC in the megssage
does notmmatchrtatimthe DEPDUthe DEPDU s distarded:

The second potential error is an authentication failure. After confirming the CRC, the MIC is
calculated and compared to the MIC in the DLPDU. If they disagree, the DLPDU is not
authentic and it is discarded.

5.5 Medium Access Control
5.5.1 General

The primary objectives of the Medium Access Control (MAC) sublayer are to maintain slot
synchronization, identify slots that shall be serviced, listen for packets being propagated from
neighbors and, in turn, propagate packets received from the Network Layer. Fundamentally,
the Medium Access Control (MAC) sub-layer is responsible for propagating DLPDUs across a
link. To accomplish this, the device includes the following:
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Tables of neighbors, superframes, links, and graphs that configure the communication
between the device and its neighbors (see 5.5.3). These tables are normally populated by
the Network Manager. In addition the neighbor table is populated as neighbors are
discovered.

A link scheduler (see 5.5.4) that evaluates the device's tables and chooses the next slot to
be serviced by listening for a packet or by sending a packet. In general the link scheduler
walks the tables to identify the next slot in which to send a packet and the next slot in
which to listen. The slot scheduled is the next of these two slots to occur.

State machines that control the propagation of packets through the MAC sub-layer. MAC
Operation (see 5.5.5) consists of schedule maintenance and service slots. MAC Operation
is fundamentally event driven and responds to service primitive invocations and the start
of [slots needing servicing.

The number one priority of the MAC sublayer is to propagate pagke s 3 n the
deviceg's buffers. Its next priority is to receive packets from neighboririg \ \of| these
operations are performed one slot at a time either by sending a ‘ i ing for

one. $uccessful communications depends on slot time sync
and the compliant timing of the transaction within the slot.

5.5.2| Slot Timing
5.5.21 General

ighbors

All trapsactions occur in slots following seC|f ‘ [ > Figure 11 shows one slot
and pfrovides an overview of transac ion the timing diagram shows the
operation of the source neighbor and the ~ destination neighbor. In the figure,
the dgstination's perception of the slot/s start tin ightly retarded when compared [to the
source's. All of the timing symbols arg S ough they may not be applicgble to

every [type of transaction.

Each |slot begins by [aNowihg a {

prepare the packet being conveyg¢d for

transmission. This.includex in the\packet and calculation of the MIC and CRC. Of
cours¢ these ¢ i ' if the source has a packet to propagate [to the
destinjation. The i the CCA (when required) and transmit the packet.

Depending on the ) } aly’ACK may be transmitted by the destination deyice.

When|sched Y destination, the device shall enter receive mode. The device
shall be liste |ng ation, starting TsRxOffset from the start of its slot, before and
after the device' RS ion of the ideal transmit start time. The receive window (specifijed by

TsRxWa
resyn¢hroni

siming to drift while still permitting devices to communicate and
ers. Sources of drift include temperature, aging, and other effects.

—_—_

| Sourge |
Tle— TsCCAOffset TsMaxPacket
TsCCA—>| [«— TsRxAckDelay >
TSRXTx—H [¢&— TsAckWait—>1 [e—
[¢+— TsTxOffset ———————»|
TsError—» [¢—
| Destination |
! - TsRxOffset—»Je— TsRxWait ——— TsTxAckDelay »he—TsAck—>] !

Figure 11 — Slot Timing

If the destination device detects a message, it captures the time when the start of message

(i.e.,

the end of reception of the Physical Layer Delimiter) occurs and calculates TsError as

the difference between the device's ideal start time and the actual start time of the packet.
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If a specific destination address is specified, the source packet will result in the destination
device generating and transmitting an ACK packet. If the destination address is the broadcast
address no ACK packet is generated. Finally, time is allocated at the end of the slot for
processing the propagated packet and preparing for the next slot, (e.g., assessing and
prioritizing the packets now queued up in each device). If one of the neighbors was the time
source for the other, then the end of the slot time will be aligned after successful
communication.

5.5.2.2 Acknowledged Transactions

Most communications consists of the source device propagating a message by transmitting a
packet_and the destination device ar‘knnwlpdging the reception of that packet. For
acknowledged communication, the source and destination address in the DEPRU shall¢pntain
a specific device address (i.e. not a broadcast address).

The spurce device shall begin its transmission such that the Start<f S occurs
exactly TsTxOffset after its start of slot. SOM occurs upon caompleti P h jof the
Physical Layer Delimiter. When performed, the CCA is perfor yi NI s CCAOffset
after the start of the slot. The CCA is performed (TsCCA) anx hs isNdccupidd, the

transgction attempt is rescheduled for a later slot. Other ] from

receive to transmit (TsRxTx) and the packet is transmitted:

The destination device shall enter receive mod ) i i ication by
TsRxQffset from its start of the slot. T a ion of
TsRxWait. If the destination device 8etects ¢ p i idate the

message. Any message that cannot be

Table 3

Slo

Symbpl Defcﬁgtio\\( N

TsTxQffset St%rt\c{m\a\slot@s(aﬁ\o\ﬁ#e{mble transmission

TsRxOQffset (@ta} of th% NtNWanscelver shall be listening

TsRxWait wait for start of message. This correlates fo the
etween the neighbors that can be tolerated and
s still be maintained
TsError ifference between the actual start of message and thg ideal
\ ssage time as perceived by the receiving device. In|other
rds,\this is how much the receiving device perceives the transmitting
to be out of sync.
TsMaxPacket \T)%e amount of time it takes to transmit the longest possible message
(includes PhL preamble, delimiter, length and DLPDU
TSTX: r\an!a\/ i i i te the
STX and generate an ACK durmg this mterval see note
TsRxAckDelay End of message to when transceiver shall be listening for ACK
TsAckWait The minimum time to wait for the start of an ACK
TsAck Time to transmit an ACK
TsCCAOffset Start of slot to beginning of CCA
TsCCA Time to perform CCA
TsRxTx The longer of the time it takes to switch from receive to transmit or vice
versa

NOTE Broadcast messages are not acknowledged.
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For validated messages, the destination device shall inspect the destination address in the
DLPDU. Under normal conditions, the destination device acknowledges all messages
addressed to it. The acknowledgement consists of the device switching from receive mode to
transmit mode and beginning its ACK such that the Start of Message (SOM) occurs exactly
TsTxAckDelay after the end of the transmitted source device's packet.

Meanwhile the source device is turning around its transceiver by switching from transmit
mode to receive mode. The source device shall enter receive mode and be listening for
communication by TsRxAckDelay after the end of its transmission. The source shall listen for
the ACK's SOM for a duration TsAckWait.

For ap acknowledged transaction, the packet is successfully forwarded /only~when-both the
sourcg¢ packet and the ACK packet have been successfully received by S n and
the squrce device respectively.

5.5.2)]3 Un-Acknowledged (Broadcast) Transmissio

Broad dress
is spe re not
ackno

The s ssage
(SOM edged
Trans

The ¢ on by
TsRx( ration
TsTxV| te the
message.

A mejssage conjai and,
consequently, t

5.5.3

5.5.3]

All devi by the
devicH ed as
messd

The tgbles-controlling communication activities include the following:

e Superframe and Link tables. Multiple superframes may be configured by the network
manager. Multiple links within a superframe are configured to specify communication with
a specific neighbor or broadcast communications to all listening to the link.

e The Neighbor table. The neighbor table is a list of all devices that the device may be able
to communicate with.

e The Graph table. Graphs are used to route messages from their source to their
destination. The device does not know the entire route rather, the graph indicates the next
hop destinations legal for propagating the packet onward toward its destination.

In addition to these tables, there is a packet queue that buffers messages (see 5.5.3.6).
Devices shall support the minimum number of table entries shown in Table 4.
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The communication tables and the relationships between them are shown in Figure 12. Within
the device, the neighbor table is central. This table contains a list of all devices that have
been identified by the device.

NOTE Although specific implementation of data and configuration storage is left up to the designers of the
WirelessHART devices, general description of the fields contained in the data structures is important to overall
understanding. Some fields described in the tables in 5.5.3 may be calculated or derived from other information,

and do

not necessarily occupy space on the device.

A graph may specify more than one neighbor any of which may be used for the next hop for
packets following the route designated by the Graph ID. In other words, when forwarding a
packet using graph routing, the device can propagate it to any of the neighbors associated

with that pnhllnf'e Crnph ID _For maore information see 5 5 4

The device maintains network time synchronization and tracks the
Thesg slots are organized into superframes. All communications are 3

a superframe during specific slots in that superframe. All devices \sh
superframes.

Each superframe has one or more links. The links specify

requir

bd to forward or accept a packet.

[ JGraph~ )

Blonininan
N,

1

SuperFrame

ID
NumSilots
Active

1.*
) Neighbor

niquelD
Nickname
TimeSourceFlag
Status
TimeLastCommunicated
BackOffCounter
BackOffExponent
Statistics

ata-Link Table Relationships

mber.
within
ultiple

nation

y one

either
m the

a-Link

-Link

Each ations opportunity. A link can belong to one and onl
supertf eighbor that is the partner in any communication using the link.
A link| i a neighbor or is a broadcast link. For a link, packets are
propa e neighbor. Broadcast links always propagate packets fro
device.

In mapy‘cases the information in these tables is shared between the Network and Dat
Layers—{see—Clause—-5Ffermore—information—Subelause—5-5-deseribes—each—of-the Dat
tables and buffers in more detail.

Table 4 — Minimum Table and Buffer Space Requirement

Description Minimum Number Required
Neighbors 32

Superframes 16

Total Number of Links 64

Graphs 32

Total Number of Graph-Neighbor Connections 128

Packet Buffers 16
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5.5.3.2 Superframes

Each device shall support multiple superframes. Superframes are created and maintained by
the Network Manager. Superframes consist of a fixed number of slots (see Table 5), initially
contain no links and begin as disabled.

Once a superframe is created, the Network Manager adds, deletes and modifies links within
the superframe, thus identifying opportunities for device to device communications. Once
configured with links, the superframe can be enabled to allow the link scheduler to begin
identifying transmit and receive slots.

Fabte-5=SuperframeProperties

Content Description

Unsign¢d-8 Superframeld Unique identifier of the superframe. This is ied net
manager

Unsign¢d-16 NumSilots Number of slots in the superframe (S{zé\ow\\@rh\im\e)\

Bits-1 ActiveFlag Flag indicating if the superframw&nﬂ{\\ma@

Links [ List of links in this superframe \ \ \ >

5.5.3)3 Links

5.5.3{3.1 General

Links gre allocated to a superframe by the 3 ; ink i hce to
a neighbor that is permitted to communicate wit ; ice. Thi single
neighbor or the link can be a broadcast to 3 od i . more,
the slpt number within the irect p icati i ivg), link

characteristics (e.g., share inftig icati ified.
When|the Netwo i 3 i , ion- , Itiple-
sender access \Qr or fithi esponding link. For these links, messages that are
not adknowledged 3 x-off algorithm being applied (see 5.5.4.4).

e 6 — Link Properties

Content \ \ \ Description

LinkId & \ \ \ Unique identifier of the Link

Ref Neighborld Reference to a Neighbor table entry

Enum-3 LinkType \/ Indicates the type of link: { normal, broadcast, join, discovery }
Bits-1 Txldnk When set, indicates the link may be used for transmit

Bits-1 Rxtmk Whemset,mdicates thetimkmay beusedfor receive

Bits-1 SharedLink When set, indicates the link is shared by multiple devices
Unsigned-16 Slot Slot number in superframe

Unsigned-6 ChannelOffset Frequency hopping channel offset

NOTE The Network Manager shall not delete or suspend any join links while there are outstanding received join
requests.

5.5.3.3.2 Link Channel Calculation

The link also specifies the ChannelOffset and thus implicitly the channel hop order. For a
given link and absolute slot, the actual channel used is determined by dividing the sum of the
ChannelOffset and absolute slot number by the number of channels currently active. The
remainder of this operation indexes the channel table to obtain the actual channel used for
communication in the active slot. The channel table contents and length is Physical Layer
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dependent. For example, the IEEE STD 802.15.4-2006 (2 450 MHz) Physical Layer supports
16 Channels (see 13.3.1.3.1).

To complete this channel calculation, each device shall contain a 64-bit ChannelMap
parameter that tracks the device's active channels. Each bit (bitO through bit63) that is set
identifies an active channel. The ChannelMap is initialized to all ones (i.e., all channels are
active by default). Only bits corresponding to legal channels for the Physical Layer are
significant and considered in any calculations.

Consequently, the active channel can be calculated using the modulo function:

e : b€ N-tHb€ o—NtHRbe Active-Ghannels
Once the ActiveChannel value is calculated, the ChannelMap is used to fi | used
for the izgd into
an arr

The b : y. The
bit number corresponds to the index into the Physical Chagine yer in
use. T| i 4

The r¢g mber.
The A ex (at
Active

5.5.34

The d anion

devicgs that share a bors whose communications have| been
overhg¢ard. As show reighbor table is central to driving device

commpnications: ; '
e Egch link has aTg eighbor (or its broadcast link).

e G

gveral neighbors. When a graph is used for routing the

lis H are all valid recipients of the packet being propagated.
The nlL' S collgcates a variety of properties and statistics pertaining fo the
neigh ' i

e Basi

e P¢ istorical statistics; and

e SHar€d slot parameters.

Basic identity information includes the neighbor's Unique ID, 2-byte Nickname address and
whether the device is a time source. To support contention-based access in shared slots, the
neighbor table also contains the parameters necessary to support the back-off algorithm (see
5.5.4.4).

The device's ability to communicate with a neighbor is a key metric in forming and grooming
the mesh network. Consequently, statistics are maintained in each neighbor table entry.
These include average Received Signal Level (RSL); statistics on the packets transmitted and
received and the timestamp of the last communication with the neighbor.

For linked neighbors, RSL is calculated using an IIR filter using the following equation:

RSL = RSL - ( RSL / RSLDamp ) + ( MeasuredRSL / RSLDamp )
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Where MeasuredRSL is the RSL for the current packet and RSLDamp is the damping factor.
RSLDamp shall be a power of 2 and defaults to 64. For discovered neighbors (i.e., neighbors
the device does not communicate with), the highest RSL value is returned.

If a link to that neighbor exists, the LastTimeCommunicated is used to trigger transmission of
Keep-Alive packets. A Keep-Alive shall be transmitted to the neighbor (see 5.5.4) whenever
the LastTimeCommunicated is greater than the keepAlivelnterval. Keep-Alive transmissions
are repeated until a new DLPDU is received from the neighbor.

The PathFailureTimer is also maintained in the Neighbor Table. Whenever a DLPDU from the
neighbpor is received, the timer is initialized to pathFaillnterval. When this timer reacheq zero,
the PATH_FAILURE.indicate SP shall be invoked. When this occurs, the - itfalized
to pathFaillnterval and restarted. The device shall keep trying to use & i > til the
neighbpor or its links are removed from the table.

Every| packet that is received updates the corresponding neighbox table. en : htes a
new ohe. Neighbors the device shares links with, shall be rgtai . i j inks to
this de¢vice can be deleted. When the neighbor table is ful_antha\neywrieig [ heard,
the ngighbor with the oldest lastTimeCommunicated is rlei is pdded

to the(table.

Table 7 ~Neigh

Content Deschon \ \ /

Unsign¢d-40 NeighborUniqueld Unique/ﬂj_%f the\re{}i\bor}e\vice (i.e., the long address)

Unsign¢d-16 NeighborNickname The sh\Qrt aw of\NQa eighbor
Unsigng¢d-4 JoinPriority < m y N >
Bits-1 [limeSourceFlag FI indic We should take time synchronization from this
nelghbep
Bits-7 PBtatus /\ > ? tatlk'@%@;,t}on regarding this neighbor (e.g., Path failure)
Unsign¢d-3 BOExp /\ Baa\%)fféponent in collision avoidance algorithm for shared links
A
Unsign¢d-8 BOCntr /\ \ Back\-yh/countdown in collision avoidance algorithm for shared link$
Time LastTimeC};.Qm\iQicét\eh\ Mwhen last communicated with this neighbor
Time HathFailuxeTime Cyclical path failure timer. Resets to pathFaillnterval after each
successful communications. The PATH_FAILURE.indicate SP is injoked
<\ \ whenever PathFailureTimer reaches zero
Signed{8 Avg Average received signal level (in dBm) for packets received from ngighbor
Unsign¢d-16 PackeE{K/s}mtted Number of (non-broadcast) packets transmitted to the neighbor
Unsign¢dA6-MissedAckPackets Number of packets for which an expected ACK was not received
Unsigned—+—RacketsReeceived Nuber-of-geod-{ron-broadeastpacketsrecetvedfromthereighbeor
Unsigned-16 BroadcastsReceived Number of good broadcast packets received from the neighbor

5.5.3.5 Graph

The graph provides the routing information to guide the delivery of a packet to its final
destination. A graph is a directed list of paths that connect two devices within the network.
Both upstream (toward the Gateway) and downstream graphs are used in WirelessHART.
The Network Manager is responsible for correctly configuring each graph. Graphs have an ID;
a list of neighbors and (optionally) the destination's long and short address. When the Graph
ID value is less than 0x0100 it indicates a Frame ID, and when equal to OxFFFF, it indicates
the Graph is Invalid.
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At the original source device for a packet the upper layers identify the packet's final
destination and the graph to use when routing the packet.

The list of neighbors identify those devices that are legal Data-Link destinations for the
packet's next-hop toward its final destination. Since it is possible for a graph to specify
multiple next hops, redundancy and reliability is built into graph routing. Individual neighbor
references are sometimes called a "connection”.

Table 8 — Graph Table Entry

Content Description

Unsign¢d-16 graphld Unique Graph Id TN

Unsign¢d-40 destUniquelD Destination node’s address

Unsign¢d-16 destNickname The short address of the neighbor \ &

Ref Neighbor [ ] List of references to neighbors that are ’h\g n\e%\k&)p N\h)ﬁ pstination
The destination addresses are required by all devices so! cmg specifi¢ final
destinjation. However, the addresses are optional since (te iat&’devicejs may
be megrely forwarding the packet along its route and notsourci the same final
destination.

5.5.3/6 Packet Buffer List

5.5.3)6.1 General

All deyices shall maintain a list of packet buffexs. 5¢ buffers are used to receive process
and transmit packets. The record assogciatethwi et is indi i inafter.
The Packet ID is used to r & iS¢ [ ed via
the TRANSMIT.request sé&

The PlacketTimeStamp i amp is
used [to select 6 an be
propagated in thexsdame s worst
case gcenarios aft ush a
very dld packet.
In addition S the packet's priority and the specification of the pdcket's
destingati

Table 9 — Packet Record
Content Description
Packetld Unique Packet ID.
Payload The Data-Link Payload (i.e., the NPDU)
Priority Transmit priority of the packet
Destination Graph, source or proxy routing information or broadcast destination
PacketTimeStamp Indicates when a packet was added to the transmit list

5.5.3.6.2 Packet Priorities

Since the device shall be able to store multiple packets, pending their propagation, it is
possible that multiple packets could be candidates for transmission in the same slot. When
that happens, priority and the age of the packet are used to select the packet to be
transmitted in that slot.
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More specifically, when there are multiple packets that can be transmitted in the slot, the
highest priority packet is chosen for transmission (see 5.4.3). If multiple packets are tied for
the highest priority, then the oldest packet is transmitted first.

5.5.3.6.3 Destinations
The destination of a DLPDU can be specified as one of the following types:

e Graph Route - If the Network Layer specifies a Graph ID as the destination, then the
Data-Link can send the packet to any of the devices associated with that graph.

e Source Route - If the Network Layer specifies a specific device address as the destination,
thgmthe Data=-timkshatttransmitthe packetonma tinkto thatmeighbor i thedevica does
not have a link to that neighbor then the Network Manager shall be ng ource
Rqute Error has occurred.

e Brpadcast - If the destination address is broadcast, then the D mitted

usjng a broadcast link from the designated superframe.

e Prpxy Route - When the Network Layer indicates the dé t of a

joiping device, then the packet shall be transmitted in a 4oi

The destination type determines the link type that can b which

the DILPDU can be transmitted.

5.5.4| Link Scheduling
5.5.4/1 General

All deyices shall maintain a link sche hat he next slot that shall be senviced.
Serviging the slot consists nin aw Ydcket or propagating a packet onward
through the mesh. When 4 slo packet . ing to be propagated and receive links,

propagating the packetxshal have prioritixOver attenmipting to listen for a new packet.

While] on the 3 sCR s straightforward, it is complicated by e.g,
transdction prior 7 1he i inks, and the enabling and disabling of superframes.
Each [event that affe k

links. | For examp h prioyity transaction fails transmission, then it shall be
resche¢duled. Consequen fority transactions may need to be deferred to a later link
and their cur i Q the higher priority transaction. Effects can be even| more
widespread, f i [ perframe is disabled or even deleted.

Every|eventthatXcan affect link scheduling shall result in the link schedule being re-assessed
(see $.5.4.5).Chi
determiningsthe first Absolute Slot Number that can be used to propagate a packet. Next, all
receive links shall be assessed to determine the first Absolute Slot Number that can beg used
in att¢gmpting to receive a new packet. The first slot, either transmit or receive, shall be
scheduled for servicing.

5.5.4.2 Servicing Transmit Links

Figure 13 summarizes the potential relationships that affect the calculation of the next
transmit slot to be serviced. Packets received from the Network Layer are scheduled for a slot
based on the graph, the destination address and whether or not the device is acting as a
proxy for a device joining the network. Fundamentally, each packet has a destination and a
priority. As specified in 5.5.3.6, there are several types of destinations, each of which affect
slot selection. For each type of destination the set of transmit links shall be determined:

e Dest-Graph - For a graph-routed destination, the set of links shall be all transmit Links for
all Neighbors in the Graph.

e Dest-Broadcast - If the destination address is broadcast, the set of links shall be all
broadcast Links for the designated Superframe ID.
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e Dest-Neighbor - When a single neighbor is specified as the destination, the set of links
shall be all transmit Links to that single Neighbor.

e Dest-Proxy - If the destination address belongs to a joining device, then the set of links
shall be all transmit Links of type Join.

Once the set of links suitable for transmitting the packet are determined, the set of upcoming
slots shall be determined. The intersection of the upcoming slots and the links with a pending
packet determines the next slot to be scheduled for propagating a packet.

gaclfet - > Destination
Type
Dest-Neighbor .st\-Rr?fy
Neighbor ID JoinBevice
1
1 Dest-Gr: \ \es{-Broégmast
Graph ID\ Frametd”
1 1 1
Neighbor U\ {;\\/
Uniqu /(>
Nickriame < Graph— |~
> < DN__/
Connections
SuperFrame > S
NumSlots” ™\ /\\
m/\ Lifk\ - Broadcast Links —
Slot LinkQptidas 1..
Absoljite Slot Numk(er 0k Ty
SlotNumber —1 - Join Links
3.2 Relationships Used for Link Scheduling
The A z sed to track the occurrence of each slot. This huge ipteger
indica \ & gince the network was originally formed. Links that are spon to
occur an be identified as follows:
SuperframeSlot = (Absolute Slot Number) % Superframe.NumsSilots
Using|this(informatioh, an ordered list of the links that are about to occur on all slots dan be
constructéed.

NOTE Links may be shared (see 5.5.4.4), used to advertise (see 5.5.4.5) the device's presence to new devices
attempting to join the network or used to discover neighbors (see 5.5.4.6).

The back-off algorithm in shared slots shall be employed to determine when a transmission in
a shared slot is allowed. Advertise packets (see 5.5.4.5) are transmitted periodically as
specified by the Network Manager.

Links that cannot be used to propagate a pending packet are ignored. From the resulting set
of links, the first potential link and its associated slot can be identified. When there are
multiple packets that can be propagated in the slot, the rules in Table 10 shall be used to
select the packet. The rules are applied top-to-bottom and the evaluation stops as soon as a
single packet is identified.
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Table 10 — Packet Precedence Order

Tie-Breaker Rule

Number (Apply Top-to-Bottom until a single packet is identified)
0 Choose the packet(s) with the highest priority
1 Choose the packet destined to the neighbor communicated with longest ago
2 If keep alive time has expired with a neighbor, generate a keep alive packet to the neighbor with

communicated with longest ago

3 If an advertise time has lapsed (see 5.5.4.5), then generate an Advertise packet

Once the rules have been applied, the next transmit slot and the packet to be transmitted
have lpeen identified.

5.5.4)3 Servicing Receive Links

For each active superframe, all receive links will be scheduled. The S g bceive
links ¢an be calculated in the same fashion as with transmitAi main
differgnce is that, baring the need to propagate a packet, all re viced.
Once [the ordered list of links is created, the earliest slotAs 3¢ e link within that
slot wjth the lowest Superframe ID number becomes the candidat jcing. If there are
no other receive links to service, then the device shdll serwi iscovery receive I|nk. In
any case, this receive link will be serviced if there j mitted
on or pefore this slot.

5.5.4/4 Shared Slots

Shared slots are assigned to many ice , or more of which may attempt to
convely a packet within that slot and cha spsequently, collisions may occur within a
shared slot. If a collision o€curs, desti will not be able to successfully receive

any spurce's transmissio ari acknowledgement to any of them. To
reduce the probability pf e devices shall use random back-off| delay
when their transmissio f is hot acknowledged (i.e., no ACK is received py the
source device). @

A device shall maint | ybtesnfor each neighbor: Back-Off Exponent (BOExp) and
Back-pff Counte plese variables are initialized to 0. When a transaction in
a shafed slot fa c 1 -off period is calculated based on the BOExp. For each
unsucessfu atte i rce device in a shared slot, the BOExp is incremented|and a
sequenti bers caleulated. The set of numbers consists of the whole numbgrs {0,
1, ... U}

L =((2tothe power BOExp)-1)

Table [11 shows sample random back-off sets for BOExp values of one (1) to four (4).

Table 11 — Example BOCntr Selection Sets

BOEXxp Set of Possible Values for BOCntr
1 {0,1}
2 {0,1,2,3}
3 {0,1,2,3,4,5,6,7}
4 {0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15}
5 {0,1,2,3,4,5, ... ,28,29, 30, 31}
6 {0,1,2,3,4,5, ... ,60,61,62, 63}
7 {0,1,2,3,4,5, ... ,124,125, 126, 127}

From this set calculated based on the BOExp, a random value for the BOCntr is selected. For
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each subsequent shared link to that neighbor, the BOCntr shall be decremented. Only when
the corresponding BOCntr is zero can the source device attempt a transmission in a shared
slot.

NOTE The value of BOExp shall not exceed that of MaxBackoffExponent.

Since it is also possible that interference can cause packet loss, the back-off exponent and
counter are maintained on a neighbor-by-neighbor basis. If communication with that neighbor
fails on a dedicated link, then the device shall assume channel degradation (rather than a
collision) caused the failure in the shared slot and the BOExp and the BOCntr shall both be
reset to zero.

Broadast messages shall not be transmitted on shared slots.

5.5.4/5 Advertising

Nodeg that are already part of the network may be configureg~by\the :
adverfise the network and facilitate joining of new devices. Th S ‘ tributle sets
the imterval at which Advertise packets (see 5.4.2.5 P W
Advertiselnterval lapses an Advertise packet shall be transmitted _oR irst availabl¢ non-
shared transmit link. When Advertiselnterval is set to zZero\the N is all be
generated whenever a non-shared transmit link is avai

An Advertise packet may be sent on 3 other

trafficlhas higher priority than advertisi

5.5.4)6 Neighbor Discovery

Devicgs shall continuoysly ations from their neighbor and for
commpunications from new mgnitoring of neighbors and the dis¢overy
of new neighbors is [sritica inte ¢ of the mesh and the enhancement of
commnications reliab

Upon | receiving
NEIGHBOR.indicatjg

8 new neighbor, the device shall invoke the
that neighbors address and the DLPDU's| RSL.

Periodically, the ¢ municates the list of new neighbors to the Nétwork
Manager. The.de%ce\m ive—a DLPDU, addressed to the device, from a new g@evice
attemEting teg joi v When this happens the device shall add the device fo the
neighbor tabl ' ¢ shall duplicate the join links and insert the joining devjce as
the lipk<neighbor\xthese\ neighbors are perishable and may be deleted based gn the
LastTimeCommdkica make room for new neighbors (see 5.5.3.4). When a neighbor is

deleted, the auto-created join links connecting the device to the joining device shiall be
deleted.

To aio-in-the discovery of new neighbors the device listens whenever possible on "Discovery"”
links. Discovery links are shared by all devices in the network. In addition to listening, a
device shall also randomly transmit a Keep-Alive message in a (transmit) Discovery Link.
This allows other devices listening on the Discovery link the opportunity to discover the
device.

The frequency at which the device transmits in the discovery link is bounded by the
Discoverylnterval. To schedule the discovery transmission, the device shall select a random
time period between 0 and Discoverylnterval and use this to initialize the discovery timer.
When that timer expires, the device shall set a TimeToDiscover flag to TRUE and schedule
the next randomly timed discovery transmission.

NOTE A Discoverylnterval value of -1 (i.e., OxFFFFFFFF) indicates discovery links are not serviced and
discovery transmissions are not generated.
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Once the TimeToDiscover flag is set, link scheduling will transmit the Keep-Alive packet at the
first available discovery (transmit) link. The Keep-Alive packet should be addressed to the
linked neighbor with the oldest LastTimeCommunicated value.

5.5.5 MAC Operation

5.5.5.1 General

This specification decomposes the MAC sub-layer into three primary components (see Figure
14) as follows:
e the TDMA machine that specifies the overall operation of the MAC sub-layer;

° the-transmitter that sends-a-DLPDI I; and

. thl receiver that listen to a link and receives a DLPDU (if one is trans d

TDMA Machine

XMIT
Network Device |

Correspon ents IN
Devi
ev \)RE@ XMIT

\:PI;MA Machine

Device¢ ; ed in 5.5.5 and a state transition diagram [Hatley] is ufed to
clarify| the equi onts state transition diagram notation is summarized in the Token-
Passing pecification.

5.5.5)2

5.5.5)2.1 General

The operation of the TDMA Machine is shown in Figure 15 hereinafter. Operation of the TDMA
Machine begins when the device joins a network, is configured with a list of superframes,
graphs and links, and begins receiving packets from other devices or from the device's
Network Layer. Normal operation can be divided into three basic responsibilities:

e Managing schedules;

e Propagating DLPDUs to other devices and acquiring DLPDUs; and

¢ Maintaining time synchronization.

Managing schedules includes creation and maintenance of superframes, links, and neighbor
statistics. Furthermore, as packets are acquired and propagated, the schedules shall be
updated by invoking the "Schedule Link" process (see 5.5.3.6). Link scheduling consists of
evaluating the active superframes, links and packets pending conveyance to identify the next
slot that needs servicing.
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The schedules determine the dispatching of DLPDUs. All receive links shall be serviced by

attempting DLPDU reception. Since links shall be allocated to support possible retries,

often

there are more receive links than transmission links. Since transmission is often successful,

many of the receive links will be unused, not containing a corresponding transmission.

Most

received DLPDUs contain packets destined for the Network Layer. Data-Link Layer command

DLPDUs are destined for the Data-Link Layer.

After joining the network, the "Idle" state is entered. The following events can occur while in

the Idle state:

e Slot Tlmeout The most frequent act|V|ty performed by the TDMA Machme is the servicing

of
sefviced. If the slot timed out to propagate a message (link type i
"Talk" state is entered. Otherwise, the "Listen" state is entered.

e A modification to the device's list of superframes or links. Modifisations
(elg., the enabling or disabling of one) or links (their additid i
scheduling. These changes typically result in link definitions/bei
in @ different number of transmit and receive attempts per sk
e AF
be
e A
an

All of

rames

cts link

result

out to

queue

to be

levice
ess or

s the
an be
pt the
i (Icates

sed.
error Response Code then the neighbor (specified by the link) has
(e.g., it does not have capacity to forward the received packet).|\When

occurs, the packet shall be retained and its propagation retried.

If no.résponse is received then the packet will be rescheduled and transmission retgried. If

the PDU times-out the queued packet is returned to the Network Layer for disposition and

possible re-routing.
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Successful Join
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SlotTimeout &&

Set RxWait = TsTxWait

SlotTimeout && (Link == Tx)

XMIT Successful &&
Destination == Broadcast

TRANSMIT confim{Success)

Talk
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Message Accepted &&
(Destinafion == Broadcast)

TRANSMIT indicate
Schedule Link

Message NOT

(Destination == Broadcast)

w

Accepted &&

Schedul

e Link

Message Discarded
Schedu\e(ink N

Messpge Acepted &8

(Destinfition != Broadcast)

Message NOT Accepted &&

(Destination != Broadcast)

TRANSMIT.indicate
Set ALK RC=Success

Set ACKRG

Answer

USH.request

¢ ¢————————Schedulolink
N0 Response e TFartedt
Schedule Link L %nedula’nk
»

pessful &8
= Broadcast

[T'sRxAckDelay
it f TsAckWait

L

\Mg Reponse \NACK

Retn ket to Tx Queue
che ink

[
Al \}
\ ACK
NSMIT.confirm{Success)
Schedule Link

W

Wait for ACK

1

Moedification of Link or Superframe
Schedule Link
Confirm modification

i

TRANSMIT request

Delete Mesage
Schedule Link
FLU SHIC onfirm

Add Packet to Tx Queue
Schedule Link

Figure 15 —- TDMA State Machine

Propagating’ a message consists of transmitting the packet and (optionally) receiving ap ACK
to confirm” packet acquisition by the destination device. When a transmit slot with a pgnding

packet occurs, the "Talk" state is entered by invoking the XMIT engine (see 5.5.5.3) and the
"Talk" state waits for its completion. The XMIT engine will successfully transmit the packet or,
if CCA fails, the transmission attempt will fail. If the transmission fails, the transaction is
aborted and link schedule is evaluated.

If the DLPDU destination is the broadcast address, there will be no ACK. The transaction is
complete and the link schedule is evaluated.

Upon successful transmission and if the DLPDU destination is not broadcast, the TDMA
Machine transitions to "Wait for ACK" by initializing the RxDelay timer to TsRxAckDelay and
the receive window (RxWait) to TsAckWait and calling the RECV engine. The RxDelay timer
allows the receiving device to process the received PhPDU, run its AES-128 cipher engine
and authenticate the contained DLPDU. The RxWait timer is used to set the duration of the
receive window.
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The TDMA Machine stays in "Wait for ACK" until the RECV engine completes. If the RECV
engine indicates there was "No Response", the transaction fails. If it was a shared link, the
BOExp and BOCntr are reevaluated to produce a random back-off period before the next
transmission attempt in a shared slot (see 5.5.4.4). If it was not a shared link, the BOExp and
BOCntr are reset to zero. Then, after link schedule evaluation, the TDMA Machine transitions
sets back to "Idle".

If an ACK containing the "Success" Response Code is received, then communication was
successful (i.e., the packet was successfully forwarded). However, if an error Response Code
was received the neighbor did not accept responsibility for the packet (i.e., the packet was not
forwarded). In e|ther case, network time synchronlzatlon may be assessed using the Time
Adjus i evice,
then the device shall resynchronize its network time using the Time Adjustment field\|If the
neighbpor is not a time source, then no time correction is performed.

Receiving an ACK indicates the neighboring device has successf
and accepted responsibility for it. This allows the packet buffe
DLPDUJ to be released. The TDMA Machine returns to "
schedyle.

\gissage
mitted
e link

5.5.5)2.3 Acquiring a message

Unless there is a packet to transmit in the slot iged as
their glot occurs and the acquisition ¢ ioh of a
message has three possible outcomes:

e the message's final destination is thedevice\i d;

e the message shall be forwarded by\the d award £ 's fi ination; or,

e the DLPDU is not addfess®

In all |cases, when a all be
updated (or creatid if

The DILPDU acquisitit of any
PhLPDU received 4 gion of

a response to a vali

When| atte S packet, the RxDelay timer is initialized to TsRxOffset apd the
receive qinde - it)\fo TsTxWait. The TsTxWait time sets the duration of the rgceive
window a ¢ the largest time drift between neighboring devices allowed by the
protoqol.

Once [the receive parameters are initialized, the RECV engine is called and the "Listen] state
is entered. From the "l isten" state the TDMA Machine transitions to the "Idle" or "Amswer"
state depending on the result returned by the RECV engine. If no packet was received the
TDMA Machine evaluates the link schedule and returns to the "ldle" state.

If a packet was captured then network time synchronization is assessed. TsError is calculated
by taking the difference between the actual start time and the predicted start time of the
received PhPDU. If the neighbor propagating the packet is one of the device's time sources,
then the device shall use the measured TsError to resynchronize its network time. If the
neighbor is not a time source, then no time correction is performed.

While in the "Listen" state and upon successful DLPDU reception, the device shall decide
whether to accept the packet or discard it. The device accepts or discards the packet based
on the DLPDU priority, the current priority threshold (see 5.4.3) and the number of packet
buffers currently occupied in the device. When a packet is accepted by the device, it is either
consumed by the Data-Link Layer itself or forwarded to the Network Layer for disposition.
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Once the Data-Link Layer has determined DLPDU disposition (accepting or discarding the
packet), the "Listen" state is exited as follows:

e |If the DLPDU destination address is the broadcast address, then the TDMA Machine
returns directly to the "ldle" state. If the packet is accepted then the TRANSMIT.indicate
service is signaled. The link schedule is updated to calculate the next slot timeout.

e If the destination address is not the broadcast address and the packet was accepted, then
an ACK (with Response Code = "Success") shall be transmitted to the device propagating
the message. The TRANSMIT.indicate service is signaled and the TDMA Machine

tra

nsitions to the "Answer" state.

e If the destination address is not the broadcast address and the packet was not accepted

then a ACK (with Response Code indicating the error) shall be transm
ppagating the message. After discarding the packet, the TDMA M3
the "Answer" state.

pr

DLPD
(e.g.,

If an A
of the

When
perfor

Upon
and reg

ed to the @levice
extransitipns to

|Us received via communication over a link are either consuiea h-layer

response DLPDU.

an ACK is to be transmitted, the "Answer" st
med as depicted in Figure 16.

completing transmission of the
turns to the "ldle" state.

|
ENABLE.Retuest (Rx, Ch
Set TxDelay=TsTxAckDelay
elay Timer \/
@For Tx Start
N

Tx Delay Timeout

DATA .request

]

Send Packet

DATA.confirm

Indicate XMIT Successful

t field

sion is

5.5.5.
5.5.5.

:

Figure 16 — ACK Transmission

3 XMIT

3.1 General

When a DLPDU is to be transmitted, the XMIT engine is called to perform the actual DLPDU
transmission (see Figure 17). This engine is called to propagate a message through either a
dedicated or a shared slot.

Two basic transmit sequences are supported. The sequence to be performed is indicated by
the CCAEnabled flag. The first sequence is a direct transmission (CCAEnabled is reset). The
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second sequence (CCAEnabled is set) consists of a Clear Channel Assessment (CCA) to
verify the channel is not in use followed by the packet transmission.

e When CCAEnabled is set the Physical Layer is initialized using the ENABLE.request SP to
place the transceiver into receive mode. TxDelay is set to TsCCAOffset.

e When CCAEnabled is reset the Physical Layer is initialized using the ENABLE.request SP
to place the transceiver into transmit mode. TxDelay is set to TsTxOffset.

Next, the TxDelay timer is started. The TxDelay time is set to so that the transmission starts
at the center of the neighbor's receive window. In other words, the goal of the transmitting
device is for the PhL start delimiter to complete transmission at the center of the neighbor’s
receiv, i iti i i PDU,
run itg AES-128 cipher engine and generate the MIC for the DLPDU. In e transogivers,
the MIC can be generated as the PhPDU is transmitted.

Start TxDelay Timer

I—’ Wait For Tx Start

Tx Delay Timeout &&

C e
CCA tequest
TxDelay Timeout &&
| CCAEnabled

DATA.request

Channel NOT Clear
Indicate XMIT Failed

\’Iﬁ‘n Around

: Transceiver

ENABLE.confirm
DATA.request

| l

Send Packet -

—DRATAconfirm
Indicate XMIT Successful

l

Figure 17 — Transmit State Machine

5.5.5.3.2 Wait For Tx Start

Once initialization is complete, the "Wait For Tx Start" state is entered to defer start of
transmission to the correct time within the slot. While in the "Wait For Tx Start" state, the
channel is selected based on the link's starting channel offset and current absolute slot
number. The transceiver mode (Rx or Tx) is selected based on the CCAEnabled flag.

Once TxDelay has timed-out, the XMIT engine transitions to the "Perform CCA" state if the
CCAEnabled flag is set. Otherwise, the "Send Packet" state is entered.
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5.5.5.3.3 Perform CCA
When the Perform CCA state is entered, the Physical Layer primitive CCA.request is invoked

and a CCA is performed. The state terminates when the CCA.confirm service is invoked by
the Physical Layer. If the channel is clear the "Turn Around Transceiver" stated is entered.

If the channel is not clear, then the XMIT engine terminates and indicated the transmission
attempt failed (i.e., the packet was not transmitted).

5.5.5.3.4 Turn-Around Transceiver

Upon reenfirming—the—channet—is—ctear—the—transcetver—st be—switeh m—recejve to
transmit mode using the ENABLE.request Physical Layer service. Upgn receptiop))pf the
ENABLE.confirm Physical Layer service the "Send Packet" state is enter

5.5.53.5 Send Packet

Entering the "Send Packet" state, the packet transmission is pquest
Physig¢al Layer service. Reception of the DATA.confirm eve ayer dignals

the completion of the transmission. The XMIT engihe a sucdessful

transmission.

5.5.5[4 RECV
5.5.514.1 General

All atte . This
engin vice's
neightbors or during the de

5.5.5/4.2 Receive #

When| the REC orrect
channel and plasing t and
ENABEE.confirm Ph arting
channiel offset and s d and
the "Wait For Rx\St ed to
settle and syich '

The "Wai mer is
set by of the
receive window> hich is
started afterthe RxBélay timer lapses.

The tramscetveris—instructed—to 'ucgill iiotullillg to—the—channet 'uy illvukillg the DATA.quueSt

Physical Layer service primitive. The device stays in the "Listen for Packet" state until either
1) the start of a DLPDU (indicated by reception of the end of a PhPDU start delimiter) is
detected or 2) the Rx Timer lapses and an RxTimeout occurs. If the RxWait timer lapses, then
the receive attempt fails and the RECV engine terminates indicating "No Response" and the
communication statistics are updated accordingly.

If the expected start delimiter is detected, its time of arrival is recorded and the RECV engine
transitions to the "Receive Packet" state to capture the balance of the packet. Upon receiving
the DATA.indicate Physical Layer service primitive, an initial evaluation of the received
DLPDU is performed. If the DLPDU addresses are not as expected for the link, the RECV
engine terminates indicating "No Response" and the communication statistics are updated
accordingly.
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ENABLE.request(Rx, Ch)
Start RxDelay Timer

Wait For Rx Start

RxDelay Timeout
Start RxWait Timer
DATA request

!

Listen for Packet

RAVVAIL TITTIE0UT
Indicate Mo Response

ENABLE.indicate
Record Messge Start Time

i Q
Receive Packet
-
(0 X

Validate Packet '

Bad CRC

In reme Pagke) Counter
J IndicaleNo Rlesponse
Good CRC
&8 BAD MIC &
Increment Bad MIC Count Calculate Ti

Indicate Mo Response

dicate Patket/ Type
ignbo Tabl

5.5.54.

If ther he received DLPDU is validated. If the CRC is incorrect,
then t p S S hefore or during reception, so the communication statistics are
updatg ine_términates indicating "No Response".

If the v Orrect, the received keyed MIC is computed and checked.|If the
received MIC(is s expected, it may be indicative of an attack. Therefore, reception is
considered-ga failure.and both security and communication statistics are updated. The RECV
enginT terminates indicating "No Response".

If both the CRC and MIC verify, the reception is considered successful and the RECV engine
exits indicating the type of DLPDU received.
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Subclause 5.6 specifies the requirements for devices supporting the IEEE STD 802.15.4-2006

Physical Layer.

frequency channels to the indices used by the TDMA Data-Link Layer.

Table 12 — 2 450 MHz IEEE STD 802.15.4-2006 Timing and Specifications

It also indicates the mapping of IEEE STD 802.15.4-2006, 2 450 MHz

Symbol Description Value
— Data rate 250 kbit/s
— Symbelrate 62-5-sym/s + 40 ppm
TsTxOffset The time between beginning of slot and start of packet transmission ( 2 12Q4y$ £100 ps
TsRxOffset Start of the slot to when transceiver shall be listening < N (‘\ \KZO p$ £100 us
TsRxWhit The time to wait for start of message < \ \KZOB\}J +100 ps
TsMaxRacket Maximum packet length (includes PhL header and DLPDU/NBQ b}t\eg)\ \{2\56/11
TsTxAdkDelay End of message to start of ACK \\ \ /000 pu$ £100 ps
TsRxAdkDelay End of message to when transceiver shall be I|sten|n§;\f\rM \ > 800 ps $100 ps
TsAckWait The minimum time to wait for start of an ACK - 400 ps £100 ps
TsAck ACK (26 bytes) ( (7 \ Y4 832 us
TsCCApffset The time between start of sWd begys&ln%\f/% oé\‘atlor:> 1 800 pg +100 s
TsCCA CCA detection time(8 symb%Q) \ \ \ )\/ 128 ps
TsRxTX TxRx turnaround(12 symbols) 192 s
sical Glvannel Table
Index| | 802.15.4 guhﬁ%\mg Index | 802.15.4 | Frequency|(MHz)
Channe{/\ > Channel

0 11 05 8 19 2 444

1 12 \\j\i\b\ g 9 20 2 454

2 13 NN 10 21 2 458

3 4 2 420 11 22 2 46(

4 <\1{\{ \\\\g\:§5> 12 23 2 469

5 \Q\ \\/2)430 13 24 2 474

6 17 > 2435 14 25 2 475

7 18 2 440 15 (Not Usgd)

The channel map array is two bytes long for IEEE STD 802.15.4-2006 (2 450 MHz) Physical
Layer. The least significant byte contains channels 0-7 from

Table 13 and the most-significant byte contains channels 8-15 (bit 15 is always reset).
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6 Network Management

6.1 Purpose

Clause 6 specifies the Network Layer and Network Management requirements for
WirelessHART Networks. Above the Network Layer resides the Application Layer that defines
allowed data types, procedures and commands. Below the Network Layer resides the TDMA
Data Link Layer. The rules necessary to communicate via the Network Layer over wireless
HART Networks are specified in Clause 6.

.

H 4.0 +la |y £o1
FlgUr T STOWS—the—Scope o T

1 .
UITUWITTY .

£ 4l H +H i ool Fad HPA | +
o opTTulinuativll. uiduotT U PIuviuTo 1T

e An overview of Network Layer requirements, and;

e Ngtwork Layer service requirements. The Network Layer
sepregated into common communication services and techno
sefvices.

User

Application Layer

—>*

G
N

Netfvork Layer Services

I

R/

Thma
Data-Link\cayer

IEEE 802.15.4
Physical Link Layers

—

(RF Chann_gu

Figure 19 — Network Layer

The sgegregation of requirements into these categories is intended as a frame of refgrence
rather[than as a description of an actual implementation.

Unless specifically noted otherwise, HART specific data is transmitted most significant byte
first (i.e., big endian).

6.2 WirelessHART™
6.2.1 General

WirelessHART is a sensor mesh communication system (see Figure 20) that simplifies
network and device installation and allows the end user to tailor the installation and its
topology to satisfy specific application requirements. The basic elements of a WirelessHART
network include:
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e Field Devices that are connected to the Process or Plant Equipment. All network devices,
including field devices, shall be able to source and sink packets and be capable of routing
packets on behalf of other devices in the network.

e A Gateway that enables communication between Host Applications and WirelessHART
field devices in the WirelessHART network. Every WirelessHART Network includes a
WirelessHART Gateway. Gateways, in turn, may include one or more Access Points.

e A Network Manager that is responsible for configuration of the network, scheduling
communication between WirelessHART devices (i.e., configuring superframes),
management of the routing tables and monitoring and reporting the health of the
WirelessHART network. While redundant network managers are supported, there shall be
only one active network manager per WirelessHART network.

6.2.2| Mesh Networks

Figurg 20 shows a basic WirelessHART network with the field deyi K mesh
topology. In this example network, there is 1 gateway, 1 netwo S b3 field
devicgs (labeled a to n). All communication occurs, for example ™k i m the
gatewpy, through the intermediate devices, to the packet's destinatiog, y t of a
packef from one device to another along the route to the pa N lled a

hop. Requirements specifying the communication of paskets adjacent network
devicgs can be found in the TDMA Data-Link Layer Speé ation

%_

Network Manager

All dejices sh le to source and sink packets and be capable of routing packets on
behalf of other devices in the network. The routing of packets from their initial source tp their
final destination may take several hops. The actual routing of packets is the responsibjlity of
the Network Layer.

Within this network, nodes a, f, g, and n are one hop from the gateway. Since these devices
can pass packets directly to the gateway, communication with these devices has the lowest
latency. However, since WirelessHART uses mesh technology, redundant links are included
to improve system reliability by allowing packets to be routed around e.g. interference. In
Figure 20, node a can communicate directly to the gateway but can also communicate via
node f to the gateway for example if the direct route becomes blocked.

Nodes c, d, j and k are several hops away. All intermediate devices (e.g., field devices g and
e) shall be capable of receiving and forwarding packets to and from these devices. Since the
packets shall make several hops to and from nodes c, d, j and k, the communication latency
to these devices is longer than the devices that are one hop away. However, WirelessHART
mesh technology allows the physical size of the network to become larger and allows
communication around obstructions. Furthermore the number of the devices that can be
supported in a single network can be larger than that supported by star networks.
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By supporting mesh communication technology, WirelessHART networks can be installed in a
wide range of topologies. WirelessHART compatible devices can be deployed in a star
topology (i.e., all devices are one hop to the gateway) to support a high performance
application, a multi-hop overly-connected mesh topology for a less demanding (e.g.,
monitoring) application, or any topology in between. In fact, WirelessHART technology is
flexible enough that a variety of applications (both high and low performance) can operate in
the same network.

The WirelessHART Field Network maintains very high reliability using several mechanisms
including multiple paths to network devices, multiple frequencies, and retries. If improved
reliability is required, more paths can be inserted by adding additional access points and field
devices _Additional network access points can be used to increase throughput and reduce

latencly.

Precige time synchronization is critical to the operation of networks Rased i vision
multipjexing. Since all communication happens in slots, the Netw haye the
same | notion of when each slot begins and ends, with mip ypical
WirelgssHART Network, time propagates outwards from the G4

6.2.3| WirelessHART Network Components
6.2.3.1 General
Subclause 6.2.3 discusses the types o ices\g entsythat are associated with a

WirelgssHART installation. The Wiref g a wide variety of devices
from many manufactures. Figure 21 ements of a Wireles§sHART

installption along with types of equipme G al components that may be presént. In
some , i i ice, ) et physical device. In other cases| (e.qg.,
Netwd ribed. The items shown in Figlire 21
includg:

o Fi

&
a
o
®
<
o
®
7
©
2
®
o
O
=)
©
—

ize, or, control, the Process. They are poth a

pr all be capable of routing packets on behalf of
other Netwo

o W ed field devices to the WirelessHART Network

o A \ icatjions between Host Applications and devices that are
md ¢ € i MART Network. The Gateway has one or more Access Points
int F omation Network and the WirelessHART Network

e H3ne 3 hother\Maintenance Tools are portable applications used to configure,
mai nt assets OnIy portable equipment directly connecting fo the

e Thle Network Manager is responsible for configuration of the network; schelduling

communication between Network Devices; management of the routing tables and
moRitering-and-reporting-the-health-of the WirslessHART Nebwork:

e The Plant Automation Network connects client applications to the gateway and,
consequently, the WirelessHART Network's members.

e Host Applications are the tools used by plant staff to monitor, manage and control plant
operations and plant equipment. Host Applications include all tools communicating to
Network Devices via the Gateway (e.g., plant automation controllers and maintenance
tools).
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~ ~ -
Plant \ ~ <
Automation \

Network n

———1

\s

\' 7
Host Appllication @ —————
(e.g., Asset Management) \ \

'
: ¥ j
theway
\

.@/ -
% / \ F|eId Devige
Net Nolrk ‘Manager E’::’ / -

Progess Automation
Controller

Handheld

Existing HART
Devices

6.2.3.2 Network
Netwdrk Devic

deviceg has a HA;

ayer connection to the network. Each ne¢twork
is used in communications with the device| Each
Netwd hQiding information on update rates, sessions, and ¢evice
resou e size of the superframe, etc. Each Network Device
contai > k Revices that it has identified during its listening operations

(neigh 3 identifi es during any receive time slot).
Typicd ¢ ihclude Field Devices, Wireless Adapters and Gateways. A{ least
one of ySi ayers supported by the Token-Passing Data-Link Layer shall be in¢luded

in the

Dedicated routers are also Network Devices. However, since all Network Devices shall be
capable of routing, they can offer only a subset of the capabilities of, for example, a
WirelessHART field device.

All Network Devices shall be capable of routing packets on behalf of other Network Devices.
The Network Device uses internal routing tables to decide which Network Device to forward
the packet to. If Graph Routing is used, then the Graph ID is used to select the neighbor to
forward to. If Source Routing is used, then the next entry in the Source Route, or the final
destination address itself, is used to determine the next Network Device to forward the packet
to. Network Devices are described in detail in Wireless Device Specification.

6.2.3.3 WirelessHART Field Device

The most common type of Network Device is a Field Device. The WirelessHART field device
is a Network Device that integrates wireless communications into the traditional HART field
device. The field device may be line, loop, or battery powered or they may be powered in
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some other fashion. The WirelessHART Field Device may or may not support the 4-20mA
current loop signaling traditional process measurement and control devices.

6.2.3.4 Wireless Adapter

The Wireless Adapter is a Network Device that enables connection and communication with
an existing field device in a WirelessHART Network. The Wireless Adapter connects the
existing device to the WirelessHART Network and supports the publishing of process data and
status on behalf of the connected device within the WirelessHART Network.

6.2.3.5 WirelessHART Gateway

A Gateway is a Network Device with one or more Access Points. The Gateway connegts the

WirelgssHART Network to a plant automation network allowing data toA e two
networks. Network Device data collected by the Gateway is com unlc plant
automation network using its protocols and interfaces. This cofm s, for
example:

e Rdutine communication of process-related data and events. Thi ication is cjyclical
and occurs on a predictable periodic interval.

e Status and other event generated data commupication 0 ~ e result of a field
depice malntenance or fallure or as the resut of & 2ess conditions| This
co

e Cgnfiguration and maintenance - i geferally occurs in hursts.
Mai i i jn many packets over gl short
tim ice. However, configuratign and
ma3i e in every three months or longer).

The Gateway connects pticati Rrocess Automation Systems and|Asset

Management Systems to bnvert

from same
protod

While d and
suppo r own
physid vords,
more to the
failure

To sif ¢ , ; nown
addre$ 0XF981 0x000002; Nickname = 0xF981). Consequently, the Gdteway
reside Il graphs allowing packets to be routed to the most convenient Access

Point.[SinCejall rout&s shall include alternate Access Points, should an Access Point fajl then
networkfaffic will be impaired but communication will still be possible. When a Gateway uses
multip e AccessPointstheNetwork Mallayw stratt pluvidc redundant luutillg foreachNetwork
Device using at least two of the Gateway's Access Points.

The Gateway is the clock source for the network and one or more of its Access Points may
propagate the clock to the network. If there are several Access Points providing the clock, it is
the Gateway's responsibility to ensure they stay synchronized with each other. This leads to
one of three possible configurations:

e asingle Access Point (see Figure 22);
e multiple Access Points providing the network clock (see Figure 23); or,

e multiple Access Points with at least one not providing the network clock (see Figure 24).

In any case, there shall be at least one Access Point providing the clock to the network.
When an Access Point does not source the network clock it shall synchronize to the Network
Devices acting as its clock parents.
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Network Manager Network Manager

ip c

Figure 22 — Single Access Point with Figure 23 -
Clock

Network Manager

s Point Not Providing Clock

6.2.3.

The N an application that manages the WirelessHART Network gnd its
Netwd [ N etwork Manager forms the WirelessHART Network, join$ and
configures new Pevices, and monitors the network.

The Network Manager contains a complete list of Network Devices and ensures each|has a
netwofkstnique short 16-bit Nickname. The Network Device list maintained by the Nrftwork
Manager 1s used for neftwork functions such as rouiing and scheduling. The Neiwork Manager
is responsible for configuration of the network, scheduling communication between
WirelessHART Devices, management of the routing tables and monitoring and reporting the
health of the WirelessHART Network.

As part of its system functions, the Network Manager collects performance and diagnostic
information. This information is accessible during run-time making it possible to view and
analyze the behavior of the overall network. If problems are detected the reconfiguration of
the network is performed while the network is operating. This network grooming is performed
continuously as the overall network operation and performance varies due to changes in
network load and environmental conditions.

While redundant Network Managers are possible, there shall be one and only one active
Network Manager per WirelessHART Network. The Network Manager has a fixed, well known
address (Unique ID = 0xF980 0x000001; Nickname = 0xF980).
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Since the Network Manager is an application rather than a Network Device, the location of the
Network Manager application is not restricted by this specification. However, the Network
Manager shall have a secure communication channel to the Gateway and the Security
Manager.

6.2.3.7 Security Manager

Join, Network and Session Keys shall be provided to the Network Manager and Join keys
shall be provided to Network Devices. These keys are used for device authentication and
encryption of data in the network. The Security Manager is responsible for the generation,
storage, and management of keys. There is one Security Manager associated with each
WirelessHART Network The Q.pmlrity Mr—magpr may service mulfiplp WirelessHART Networks.

bf this
nager
idn just

While|operation of, and requirements for the Security Manager are o
speciffjcation, these applications are often used to manage these keys
may He a centralized function in some plant automation networks
one WirelessHART Network and in some cases other networks an

6.2.3/18 WirelessHART Handheld

Portal orker reprgsents

the ng . dic worker is enabled
using |wi .9., WiFi, Wi AR . electrohically access plfocess
screerl\ , , ics, e i managing, maintaining,
comm

The H i i aputer containing a Host Appligation.
Handl i 3, perform calibrations, and mpnage
netwofk |nformat|on inside/eq vice) .|\When
used - ices onnect directly to erelessHART Field
devicq .

NOTE | It is possi | in this
scenarip the handheld defined
as conrjecting directly to

When target
Netwd target
Netwq berate
as thd HART
Netwq@

6.2.4

6.2.4.1 General

WirelessHART supports both Graph and Source routing of messages.

e Graph - The network topology can be represented as all of the devices and the directed
links between them. A Graph Route is a subset of the directed links and devices that
provides redundant communication routes between a source and a destination device. The
route actually taken is based on current network conditions when the packet is conveyed
from the source to the destination.

e Source - A Source Route is a single directed route (devices and links) between a source
and a destination device. The source route is statically specified in the packet itself.
Current network conditions could break the packet's specified route causing packet loss.

Only the ID of the Graph Route to be used is in the packet and, consequently devices in a
Graph Route shall be configured prior to its use. Each intermediate Network Device is
configured with a fragment of the overall Graph route. The device shall contain a list of all the
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links that can be used to forward a packet along the Graph. Graph Routes are redundant,
highly reliable, and, should be used for normal, routine communications (alarms,
request/response, publishing, etc.) both upstream and downstream.

Source Routing contains the entire route specification in the pack and, consequently,
intermediate devices require no knowledge of the Source Route in advance. As the packet is
routed, each intermediate device propagates the packet to the next device in the packet's
Source Route List. Source Routes are not redundant and may fail at anytime. Consequently,
Source Routes should only be used for testing routes, troubleshooting network paths or for
ad-hoc communications (e.g., routing Join Responses).

: 1 1 e Lo 1 el
A” de ICTS STidAIT SUPPUTT DULTT oUUTLCE dTTU OTapliT TOULTTY.

6.2.4]2 Graph Routing

A Graph Route is a directed list of paths that connect network endpoixnt ‘ c|paths
assoc|ated with each graph shall be explicitly configured by in the
indiviqual Network Devices. A single network instance may Wt me of
which|may overlap. Each Network Device may have multip S i ven to

Every|graph in a network is associated with a unique Graph<Ms Wh i uting,
the dgvice places the Graph ID value in networ . Devi receiving the packet then

forwar ation.

Each pperly
config ich they
may s backet
shall . Graph
Rout|r

Graph 1
Graph2 eceececececee

Figure 25 — Graph Routing

In Figure 25, ND 20 communicates with ND 25 using Graph 1. To send a packet on that
graph, ND 20 may forward it to ND 21 or ND 22. From those devices, the packet may take
several alternate routes, but either way, following Graph 1 it will end up at ND 25. Similarly, to
communicate with ND 24, ND 20 sends packets on Graph 2 (i.e., through ND 21 or ND 22).
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A special simplified version of Graph Routing, Superframe Routing, is also supported by all
devices. When Superframe Routing is performed, the Superframe ID is placed in the NPDU.
Devices receiving a Graph Routed NPDU attempt to lookup the Graph ID, and failing that, the
Network Layer looks for a superframe with the same value. If successful, the device may
forward the packet to any neighbor with a link in that superframe.

6.2.4.3 Source Routing

Source Routing specifies, in optional NPDU fields, the specific device-by-device route (i.e. a
list of addresses) a packet shall take when traveling from the source device to the destination
device. As the packet is propagated, each intermediate device looks at the source route
addregs li ice | i ' ly be
used by Network Devices that have been configured with source routes’ h by the N¢twork
Manager because only the Network Manager knows the complete topqlogy of\the.ne
Source Routing is shown below in Figure 26.

Sourc tket is
lost. G ource
route is the

respo

Src = ND 20, Dest = ND 24, Src-Route List = <22,25 > ————

Src = ND 20, Dest = ND 24, Src-Route List = <21,23,25> coceccecses

Figure 26 — Source Rnllfing

In Figure 26, suppose that ND 20 wishes to send a packet to ND 24. The routing table on ND
20 may contain <21,23,25> as the source route for ND 24. In that case, ND 20 will originate a
packet containing <21,23,25> in the header, and send the packet to ND 21. ND 21, upon
receiving the packet will send it to ND 23 after finding it in the header. ND 23 will send the
packet to ND 25. Finally, ND 25 will send the packet to ND 24 (the final destination).
Alternatively, ND 20's route to ND 24 may be <22,25>. In that case, ND 20 will originate a
packet containing <22,25> in the header, and send it to ND 22. In either case, the packet will
end up at ND 24.

6.2.5 Security

End-to-end communications are managed on the Network Layer by sessions. A device may
have more than one session defined for a given peer device. In fact, almost all network
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devices will have at least two sessions with the Network Manager: one for pair-wise
communication and one for network broadcast communication from the Network Manager. All
devices will also have a Gateway session. The sessions are distinguished by the Network
Device addresses assigned to them. For the pair-wise session with the Network Manager, a
device's standard Network Device address will be used; for the broadcast session, the special
Nickname address OxFFFF will be used.

A network device shall keep track of security information (encryption keys, nonce counters)
and transport information (reliable transport sequence numbers, retry counters, etc.) for each
session in which it participates.

6.3 [NetworktayerServices
6.3.1| General

Subclause 6.3 specifies the operation of the Network Layer from a view.
Subclause 6.3 specifies the Service Primitives (SPs) supplied & to the
Appligation Layer. In addition to specifying the individual SPs s are
included to indicate the order in which the SPs should be event
occurfence at the protocol layer boundaries.

The Services described in 6.3 are used to obtain:

e Message services supporting bi-djre strense communication traffic and

unjdirectional notifications (e.g., fo isfi g

e Management services for WirelessHART

All SPs described here shall be supporfeth b a_device unless otherwise stated. The
mapping of these SPs int6\an ipaplementa is eqntirely a local matter and is in np way

restridted by this specification.

not bg present 8P. Optional parameters are distinguished by

In the|definition oithe SPY] p t defined. Some parameters are optional anfd may
encloging them w

6.3.2 5Ps

6.3.2/1

Message orow(de seryices supporting the basic transfer of data between devices. The
Netwqrk La ) quest/response communications and one-way notification traffic. In

addition to normmal request response traffic, the Application Layer may request guargnteed
service. When requested, the guaranteed service will perform retries as needed to engure a

responsés is obtained from the destination device. The time sequence diagram for the
message SPs is shown in Figllrn 27

In Figure 27, Sequence 1 illustrates an un-acknowledged propagation of a data segment
across the network.

The transmit sequences illustrates request/response traffic between devices. Sequence 2
shows a basic, acknowledged request/response transaction. In this sequence, the
TRANSMIT.request inserts the message into the Network Layer's transmit queue. When a
message is received and validated, the correspondent Network Layer generates a
TRANSMIT.indicate. In return, the Application Layer generates a TRANSMIT.response, which
is communicated to the source Network Layer. Upon reception of the response, the source
Network Layer generates a TRANSMIT.confirm to the Application Layer.

Finally, in Sequence 3, the notification or publishing transaction is illustrated. In this
transaction, the TRANSMIT.confirm is generated immediately after the message is conveyed
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to the underlying Data-Link Layer. Publishing is an un-acknowledged and relies on over-
sampled, repetitive operation to simplify the network transaction.

6.3.2,
TRAN F e, nickname, priority, transportType, payload)
TRANGSNNT. 8, uniquelD, priority, transportType, payload)

TRAN . andfe, destEnum, priority, transportType, payload)

Source Source Intervening Destination Correspondent
Application Layer Network Layer Data Link Layers Network Layer Application Layer
] T T T
Transfer Request l
TRANSMIT.request

TRANSMIT.confirm TRANSMIT.indicate

|
H
. |
|
|

Acknonlzvledged Request/Response
gwl Nndicat JJ
%\ o
/—\ |4~ Command

TRANSMIT.response
2 \/ N
TRANSMIT.confirm

Cydlical Publishing
TRANSMIT.request ? /\ Q

TRANSMIT.request

Packet Loss; (

Retry Timer Retry

TRANSMIT.cPwfirm

TRANSMIT.indicate ’l

This gqverloaded SP”is used by the Application Layer to send the packet to one or[ more

devicegs.in/the network. The parameters included with the service request include:

handle - The packetHandle is supported for the convenience of the Application Layer.
The Network Layer returns this value in the corresponding TRANSMIT.confirm allowing
the Application Layer to match requests with responses.

uniqueID - the Unique ID (long address) of the destination device for payload. The
NPDU shall include and the control byte shall indicate a long destination address.

nickname - the Nickname (short address) of the destination device for payload. The
NPDU shall include and the control byte shall indicate a short destination address.

destEnum - The destination is enumerated and shall be one of the codes in Table 14.
The NPDU shall include and the control byte shall indicate a short destination address.

priority - The packet priority is determined by the contents of the payload and is one
of {management, process data, normal, or alarm} see TDMA Data-Link Layer Specification
for more information on packet priorities.

Processing
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e transportType - The transport type (see Table 15) indicates the service requested
and is used to set the Transport Byte (see Figure 35). The TRANSMIT.confirm is
generated as follows:

— For Transfer Request or Transfer Response service, the Network Layer promulgates
the packet and immediately generates a TRANSMIT.confirm.

— For a Request-Unicast, Request-Broadcast, or Search-Broadcast, the Network Layer
shall perform retries to ensure a response from the destination device is received. If
the retries are exhausted the TRANSMIT.confirm will indicate an error.

— For Publish / Notify the Network Layer promulgates the packet and immediately

generates a TRANSMIT.confirm. Publish transactions are typically used to cyclically

J pubtistrprocessdata:
p

yload - The contents of payload parameter is transmitted to the destination-device.

Table 14 — Destination Enumerator <\ x
Code |Destination /\\ \ \
DN\

0 Network Manager

1 Gateway \\ \ >
[

2 Broadcast
Table 1Wp@

Transport Byte Setting

Code (|Description B'cast | ACK'ed

0 Transfer Request. Th|s is\used he Blocl a T%ns)fer hanism = Req
(master side)

1 Transfer Respo se. hIS DataTransfer Mechanism € Rsp
(slave S|de)

2 Request-| Unlc\st/l' T re est 0 is used by (master side) Devices executing X = Req
Request/Responﬁ\ trans figuring a device)

3 Response-Unicas T-response, nly) This used by (slave side) Devices executing X € Rsp
Request/BeQQo e transagtions\e.g en conf|gur|ng a device)

4 Search- oad&%R NSWuest only). This is used to send a broadcast message X = Req
wh;rféi\ t|ng§> identify a specific device (e.g., Command 21)

5 Publish- \oﬁca t ANSMIT.response only). This is a broadcast announcement to all X € Rsp
network device ., time broadcast)

6 Request- Broa RANSMIT.request only) (e.g., changing Network ID) X = Req

7 Response-Broadcast (TRANSMIT.response only). This is the unicast response to the € Rsp
corresponding Request-Broadcast

8 Publish / Notify (TRANSMIT.response only) (e.g., process data) € Rsp

The Network Layer shall be capable of buffering at least one message in addition to the
message associated with the current transaction.

When this SP is invoked, it shall validate the parameters (e.g., invalid destination address, no
route to destination) and reject it if any errors are detected. In this case, the
TRANSMIT.confirm SP shall be invoked indicating the error.

Otherwise the payload will the forwarded to the correspondent device by constructing the
NPDU, invoking the Transport Layer, authenticating and enciphering NPDU and forwarding
the NPDU to the Data-Link Layer.
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6.3.2.3 TRANSMIT.indicate (handle, srcAddr, priority, transportType, payload)

This SP is invoked by the Network Layer when a packet is received and provides the payload
to the client layer. Parameters included in the SP include the following:

e srcAddr - indicates the address of the source device generating the payload. This
address depends on the network topology and may be, for example, the Primary Master,
the Gateway, or the Network Manager.

e handle - The handle provided to the Network Layer. The handle shall be returned in the
corresponding TRANSMIT.response SP.

e priority - The packet priority as provided in the TRANSMIT.request

e transportType - The transport type (see Table 15). The client
based on the transportType as follows:

—| For a Transfer Request or Publish/Notify TRANSMIT.indicaté
shall be invoked. The transaction is complete.

—| For a Request-Unicast or Request-Broadcast the

corresponding TRANSMIT.response SP.

—| For a Search-Broadcast the device
TRANSMIT.response SP.

e pdyload - The data to being transported.

6.3.2/4 TRANSMIT.response (

This $P is executed by the Field Devigexto resps o all incoming TRANSMIT.indicdte SP
that require a response (e.g., transporiTyp i
to thaf provided in the corregsponding TRA

The pjayload either coptains S shall
contain at least comma 3 s (i H(s) in

the TF’ANSMIT.i@
and
atleshall

The transportType i
identifies the typg’o
be inferred basedon

e 16 — Transport Type Codes Pairs

‘TI%QMT.indicate TRANSMIT.response
\Re@tﬁast—Unicast Response-Unicast
Search-Broadcast Response-Broadcast
Request-Broadeast

The device uses the addresses and priority associated with the TRANSMIT.indicate (identified
by the handle parameter) to generate and promulgate the NPDU back to the transaction
originator.

6.3.2.5 TRANSMIT.confirm (handle, localStatus, [payload])

This SP is returned to the Application Layer to communicate the results of a previously
executed TRANSMIT.request. The slave response (if any) is returned.

For request packets, TRANSMIT.confirm returns the response payload. For notification, it
indicates the packet has been sent to the Data-Link Layer (and the payload is empty).
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In all cases localStatus indicates the resulting status of the communication transaction. The
localStatus indicates success, warning or error. For warnings and errors the localStatus shall
have codes that indicate the cause of the warning or error (e.g., payload too large).

6.3.2.6 FLUSH.request (handle)

Deletes the indicated packet.

6.3.2.7 FLUSH.confirm (handle, localStatus)

Indicates whether the packet was deleted.

6.3.3| WirelessHART Network Layer Management Services
6.3.3]1 General

Management SPs support both configuration of the Network L& y » tistics
that it|gathers. The fundamental SP is a LOCAL MANAGEMENTR sequed

NOTE | None of the SPs in 6.3.3 require any data to be transmitted overpe i rcati ink. Remote
managgment of the device's Data-Link Layer configuration is gossible u cati ging of
standand HART commands.

Thesg SPs allow configuration on pow . i allows
management of the Field Device's nafi-vo atl D - [ to be
isolated from the Network Layer imple

Management SPs may be accessed [ ield Device has been on-lin¢. For
exam%e, the Application WY r that
changles the slots to be used Wh

6.3.3)2 LOCAL_

This §P is used
definegd in Table 1

ta are

6.3.3]

This §
The st

hest.

6.3.3]

This $
report-se

event

Table 17 — Local Device Management Commands

Service Data Description

RESET Reset and initialize the Network Layer. All network
tables are cleared when this primitive is invoked. This
primitive is normally invoked on device power-up or
when the device is being installed in a new network

WRITE_SESSION_KEY Sets the session and nonce
Unsigned-8 sessionld
Bits-8 sessionType Bitmap {broadcast, unicast, join}
Unsigned-40 destNodeAddress | Long Destination address (Unique ID)
Unsigned-16 destNickname Short Destination address
Unsigned-16 myNickname The device's Nickname or the Broadcast Address

Unsigned-128 sessionKey
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Service Data Description
Unsigned-32
correspondentNonceCounter
Unsigned-8 numSessions
DEL_SESSION Delete a session
Unsigned-8 sessionld
Unsigned-8 numSessions
ADD_ROUTE Add route to a given destination address
routeld
Unsigned-16 graphlD
Bits-8 routeType Bitmap: {Maintenance (defaulth Publish;|Block Transfer,
Event}
Boolean isDefault
Boolean isGraphRoute < \ \ N
Unsigned-40 destUniquelD Long Destipatiomaddressy
Unsigned-16 destNickname Short Desfinatbﬂ\éeré\ss N
Unsigned-16 srcRouteHops [8] Nic ames\that ad todie destihation. Unused
add sse s set to the destination|s Nickname
Unsigned-8 DnumRoutes \\/
[ 7N LY, i
DEL_RPUTE _—_\ | Belgte ,{ utd\informdtion
routeld K \ / \
N
Unsigned-8 k(&ﬁ%o\é\ Q \ )\/
DEFAULT_ROUTE ée\t given route as default
routeld

READ_PDU_TIMEOUT \/ Reads the number of slots since packet's birth until it is
discarded. Device checks ASN Snippet gdgainst current
ASN
Unsigned-No maxPacketAge Maximum number of slots a packet can I{ve while
/\ A hopping the mesh
A\ AN
WRITE[ PDU_TIMEOUT \/ Writes the number of slots since packet's birth until it is
discarded. Device checks ASN Snippet gdgainst current
ASN
Uhsigried-16 maxPacketAge
-
READ_[TT \ The value TTL is initialized to when a nelw packet is
generated
Unsigned-8 TTL
WRITE[ TTL

Unsigned-8 TTL

1 Indicates that the value is returned.
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Network Layer Constants and Attributes

Table 18, Table 19, and Table 20 show the attributes that are used for example in Clause 5.

Table 18 — General Network Layer Attributes

Attribute. Description

Unsign¢d-40 Unique ID Used to construct the EUI-64 (long) address. (EU(( \\be consffucted
by pre-pending the HCF OUI)

Unsign¢d-16 Nickname Short Address

Unsigngd-8 DefaultTTL Packet life limit in hops. Specifies the nun%’\\bi\o@\\m\ket\s> n travel
before being discarded (defaults to 32)

Unsign¢d-16 maxPacketAge Packet life limit in time using the Asm\ﬁi \Q\KUTBBJSMS dfter
which a packet shall be discarded (default S - slots

Time HpalthReportTime Period at which to publish health'repokts (defadjts Yo 15 hin)

Time BfastReplyTime Maximum amount of time to rew}%Wage
(defaults to 60 s)

Time mlaxReplyTime Used to trigger retires by Transpoxt Layer (defaults to 30 s)

Unsign¢d-8 maxRetries Number of retries used&Q }EIZTrans rt Layer xthen performing an
acknowledged packeit S aults to 5).

Unsign¢d-8 minAdsNeeded nuest

Prefer numb f differen A@wem ts before issuing join re
(defaiylts to\3).

Time AgWaitTimeout

The amwunt of ti t\while atteppting to receive additional
Advertisements au ts 0 300

Unsign¢d-

8 maxJoinRetries

Join refry limit (déf@ﬁttg to 5).

Time Jgin

RspTimeout

Join ré@pon%e\ﬁmeom\(d‘e(awfs to Keep-Alive time)

Time Cha

nnelSearchTime

<

un ti to stay on a given channel while listening for
Advert ack (defadlts to 400 ms), see NOTE

Time A ,tlveSearchShedTlm

search ee NOTE

amo W stay in active search mode while joining (dq
to 0B S) \Aff s interval lapses the device transitions to passjve
de

faults

Time P assweCycle@ K/\

hen pés\s))/e search mode, the period over which the device cy
betweensleeping and listening (defaults to 600 s). The sleep inte
qpa PassiveCycleTime minus the PassiveWakeTime, see N(

Cles
val
TE

Time PassiveWakeTi

Whe in passive search mode, the amount of time to be awake listé
\@rt network (defaults to 6,5 s), see NOTE

ning

NOTE | This a%tﬁ\ﬂgst Ne}‘{{MA Data-Link Layer, see Clause 5.

Qw Table 19 — Session Table Attributes

Attribufe

Description

Unsign¢d-,

8 SessmnTabIeSlze

Size of session table (i.e., maximum number of entries)

Unsign¢d-8.NumSessionTableEntries

Number of entries currently in the SessionTable

SessionTable

Set of session table entries, see 6.4.2.4

Table 20 — Route Table Attributes

Attribute

Description

Unsigned-

8 RouteTableSize

Size of route table (i.e., maximum number of entries)

Unsigned-8 NumRouteTableEntries

Number of entries currently in the RouteTable

RouteTable

Set of route table entries
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6.4
6.4.1

WirelessHART Network Layer

General

The Network Layer provides routing, end-to-end security, and transport services. It manages
"sessions" for end-to-end communication with correspondent devices. When packets are
received via the Data-Link Layer's TRANSMIT.indicate SP, it transfers packets destined for
the device itself from the Data-Link Layer to the client layer and routes packets destined for
other devices by sending them back to the Data-Link Layer. It also processes packets
received from the Application Layer with the TRANSMIT.request primitive.

The following diagram shows how data packets flow through the Network | ayer

Gateway

Bl «

Network Manager

Joining Device

etwork Layer Context Diagram

6.4.2

6.4.2/1

As shlown . ), the WirelessHART Network Layer PDU consists of three d
functions. Firs atwork Layer fields consist of those fields required to route the NH
its finpl destination,On top of that is a layer of security fields used to ensure p

unmol

ested/communication between the NPDU's end points. Finally, the NPDU payl

istinct
DU to
rivate,
bad is

enciphered and contains the information being exchanged across the network.
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Enciphered Payload

k )

Security Layer

Security
Control Counter MIC

\ J

Y

Netwchk Layer

Contro TTL ASN Graph ID Destination| Source |[Expanded Routing A (\%\Q

Snippet Address | Address Information]

NOTE| Collectively these three elements comprise the NPDL/, \$

Figure 29 — WirelessHART Nq DU Structlre

6.4.2)2 Network Layer
ists g@ following fields:

e Thle 1-byte Ti
e The Ieast-sig@a ' f AbSolute Slot Number (Latency Count);
e A 2-byte Grap

e Thle (final) Destinati : ral) Source Addresses; and

The Network Layer PDU

e A {-byte Control fi

e Optional kouting

The conig er PDU consists of these fields plus the security fields followed by
the enciphe

6.4.2)2.1 Control Byte

The fi Dt bytc ;II thc thvvu”r\ PDU ;D thc CUIItIU: bytc (OCC r;HuIU 33) Thc f;lat tVVU b;to (bit 7
and bit 6) indicate whether the source and destination addresses are long (8-byte) EUI-64
addresses or short (2-byte) Nicknames. The next three bits (bits 5-3) are reserved and no
device shall make any assumption regarding its possible future use. Devices built before any
such future use is assigned, shall set these bits to zero on transmission and masked off on
reception.
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b7 b0
Destination Addres 1st Source Route
1=EUI-64 Address 2nd Source Route
Source Address Proxy Route
1=EUI-64 Address Reserved

Figure 30 — Network Control Byte

Bits 2r0—ndicate—when—set—the—presence—ofthe—optionralrouting—fields—Ahen—present, the
proxy [route is a 2-byte field and each Source Route is 8-bytes long. Cong ently, baged on
bits 240, the length of the header can be extended by 0, 2, 10, or 18 bytes\

When|the Network Layer receives a NPDU, the Destination Addre y,| if the
address matches the device's, then, the NPDU is authenticated hered.
Once successful, the TRANSMIT.indicate primitive is invoked

6.4.2)2.2 Time-To-Live

If the all be
evalué e TTL
counter controls the T|me To Live for bp the
packet takes toward ot be
forwal TTL is
OxFF, ard its
final destination (i.e., TTL is infinite)

6.4.2)2.3 ASN Snippe

The AISN Snippet field when
the Network La critical
real-time perform ork. It
also provides, whenq

If the N Torresponding to the packet's birthday is compared [to the
currer he packet. If the age is greater than the maxPacketAge, the
packe e\ restit of this comparison shall be provided as the timeout [fo the
Data-Li

6.4.2)2.

The Graph ID is used to route the packet to its final destination. The Graph ID identifieg a list

of no

£ biank [ a £ £ A H o ] + 4 o+l £ A 1 EH
Co, dilty Ur wrielrudll VT UoTU TUT TUTWATuUIITy Ui PpadURNTL tuwaru uic 1irar U olrnrativrt.

Otherwise, the packet is forwarded based on the Graph ID and the other routing information
(if present) included in the Network Layer Header.

6.4.2.

2.5 Source/Destination Addresses

The Source and Destination Addresses are each either 2 or 8 byte addresses. For more

information, see the TDMA Data-Link Layer.

propagation of the NPDU.

These addresses are not modified during
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6.4.2.3 Special Routes
6.4.2.3.1 General

If any of bits 2-0 are set, then one or more of the optional routing fields shown in Figure 31
are present in the NPDU header. When multiple fields are present, they are included in the
NPDU header in the order depicted. These fields include the following:

e An optional 2-byte Nickname address for the proxy device; or

e Up to two optional Source Route segments each containing four Nicknames (8-bytes
each).

[ 1st Source Route |[ 2nd Source Route

[ Proxy Address ] Segment ] Segment]

Figure 31 — Expanded Routing Informatiop

6.4.2)3.2 Proxy Route

Proxy|routing is used to communicate with devices that have to the
network by the Network Manager. These include devices th X, in the
process of joining. When bit 2 of the NPDU Control byte i of the
proxy [parent for the final destination is indicated in the , ; S

If the|Proxy Address matches, the i ig” hesp if o the
device indicated by the Destination Address ' g, the

destinjation address shall be a EUI-64 addres

6.4.2)3.3 Source Route

If the |[source route field is present, the contains are used to route the pagket to
its final destination. Sogurge routes should’o sed to test or troubleshoot network ppaths.

Each [Source R' tai esses that designate the route the packet shall
follow|from the origin 3 ice_to the packet's final destination. Each address is a 2-
byte Nickname. Ez i dresses not used shall be set to OxFF.

6.4.2/4
6.4.2:4

The 9gecurity ¥ cader of the NPDU (see Figure 32) is designed to ensure private,
unmolEsted com gation and to allow for future possible enhancements to WirelessHART

security., To)this end, the security layer starts with a Security Control Byte that specifies the
security.employed. This field is followed by the fields needed by the security algorithms
employed.

Security [ counter| MIC
Control

Figure 32 — Security Sub-Layer

As indicated in Figure 33, the Security Control byte consists of a 4 bit enumeration (bits 0-3)
that indicates the security strategy employed for this NPDU. The most significant bits (bits 4-
7) of the Security Control byte are reserved and no device shall make any assumption
regarding their possible future use. Implementations shall mask off the most significant 4 bits.
Devices built before any such future use is assigned shall set these bits to zero on
transmission.
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|i b0
Reserved :I_ [ Security Type

(See Table 21)

Figure 33 — Security Control Byte

The overall length of the security layer header depends on the type of security employed (see
Table 21). Furthermore, the NPDU payload is always encrypted using the technique indicated

by the Security Type Sub-field.

Table 21 — Security Layer Sizes

Security Type Security Type Code Counter Length /\MKC Total Length
Session Keyed 0 8 bit (LSB of 32bit Nonce )gé\ \ﬁ{%g;/
Counter) (\
Join Kelyed 1 32 bit Nonce Counter bytes
Handhdld Keyed 2 32 bit Nonce Counger 2\\) 9 bytes

6.4.2)4.2 Sessions

For s

ultiple

sessigns. A session enables private an twork
addresses. Four sessions are generally, s

1. Network Manager and the device ( gnager

to[manage the device

2. Network Manager i deW in the network). All devices in the n¢twork

hgve the same k obally

: to the

data)

, to a handheld). Other than the Join session, the

i jevice

key is

vice's

twork

However, this can result in undetected and unmonitored communication between the devices
and, consequently, represents a security and safety threat. If the Network Manager supports
peer-to-peer sessions between field devices all of the resulting communications should be

routed via the Gateway thus allowing the detection and disruption of malicious behavior.

When and only when a new session is created, myNonceCounter is reset to zero. Each
element in the peerNonceCounter list is set to the Nonce Counter Value in the Write Session
command. The Session Key itself is a write-only value. No network device shall provide a

means to read back any key (Session, Join, Network).

The attributes of a session are shown in Table 22. The combination of the correspondent
address and session type shall be unique (no other session may have both the same

correspondent address and session type entries).
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Table 22 — Session Table Entry

Name Description
Enum-2 sessionType One of {Unicast, Broadcast, Join}
Unsigned-40 peerUniquelD Long address of correspondent (Expanded Device Type Code + Device ID).
See NOTE
Unsigned-16 peerNickname Short address of correspondent device
Unsigned-128 sessionKey (Write Only) Session key
Unsigned-32 peerNonceCounter Largest nonce counter value received from the correspondent device
Bits-32 nonceCounterHistory An array of bits recording the nonce counters received. Most significant bit is

always set and corresponds to the current peerNonceCaunter value._T|

least significant bit corresponds to

1+peerNonceCounter - sizeof (nonceCounterHistefty

This creates a sliding window with each set
with the corresponding nonce counter. The si
equals the number of received NPDUs r e ter
is right shifted the history of the older NPDU a

ne

ved

ry)
History

Unsign¢d-32 myNonceCounter Nonce counter for packets source@y\t‘h\\{evwe\ \
Ref trapsportable Reference to Transport tablmx é@Wh correspondent
Ref routeTable Reference to Route tablesésseciﬁted\th C resp§ndent destination
NOTE | The EUI-64 is constructed by pre-pending the HCF(G\{l\// N

N\
6.4.2/4.3 Join Sessions
Join s vritten
via th¢ maintenance port ssion are set to the standard Network
Manager addresses. The xuy bated.
The field device's my ide and
join rgsponses from the ‘ n key
myNohceCounte onsvolatife.
Sever ate the Join session on the Network Managegr. For
examy a seC|f|c field device could be created in advance using thg field
devicq . No matter the strategy used to create the join s¢gssion,
when ives and validates a join request the NPDU counter fjeld is
copieq ounter entries and is used to construct the join response
6.4.2)
A fourrbyte, keyed Message Integrity Code (MIC) is used for authentication of NPDUs apd the
deciphefing of the Network Layer payload All NPDUs that fall to authentlcate shall be
discarded—FheNRPDU Headerisnot-ensciphered : essfully

route the packet The NPDU payload is enciphered to ensure commun|cat|ons remain private
and secure.

A keyed MIC is used to ensure that the NPDU arrives successfully and unmolested from the
indicated source device. The MIC is generated and confirmed using CCM* mode (Counter
with CBC-MAC (corrected)) in conjunction with the AES-128 block cipher to p
authentication. This cipher requires four byte-strings as parameters:

a', the additional data to be authenticated but not enciphered,;
m', is the message to be enciphered;

[ ] 'N|,
¢ 'K,

the 13-byte nonce; and
the 128-bit AES Key.

rovide
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The NPDU payload is enciphered and is the byte-string 'm'. The NPDU header, from the
NPDU Control byte through the NPDU MIC, is the byte-string 'a’. The TTL, Counter and MIC
fields in byte-string 'a' are set to zero while enciphering the NPDU. These are replaced with
their actual values before transmitting the packet.

The Network Layer Nonce (the 'N' byte-string) is 13-bytes long and shown in Table 23.
Except for join responses, to create the Nonce:

e N[O] is set to zero.

e myNonceCounter is pre-incremented by one and written to the Nonce.

e The NPDU source address field is loaded into the Nonce (either the EUI-64 address or the
zefo-padded Nickname).

For jo|[n responses, create the Nonce by:

e Sdtting N[0] to one;
e Uging the peerNonceCounter value (from the join request) r; angd

e Lojading the joining device's EUI-64 address into the N
Table 23 — NPDU Nonce (Byte-StringdN

Byte Format ‘ Description f\\ )/7 A \

0 Unsigned-8 Set to 1 if J@ﬁh@épor{&é&heﬁ/ise sét to@ ‘\)

1-4 Unsigned-32 Nonce Counér\(sta}ﬁ%;\@h M&Q in lQ[\l])\ /
/A

For EUI-64 source address:

5 Unsigned-8 _ 0x00 (HCF AUl ( N\o "N\ \

6 Unsigned-8 < MB( \j ‘\>

7 Unsigned B\ \Qm%‘ O\

\J
8-9 UWedL@ \S@sgdeé\qe%g Tybe Code (starting with MSB in N[8])

For Nickname 59\ SS

10412 U ig}Ed-zﬁ\ If\vice\D\(st}r{QMh MSB in N[10])
\/\\/

e a €SS}
5-10 Urikigned 48 \Eachubyte st to 0x00

11-12 /h’ﬁsi\g\\ed-\i{i \ Nidkname (starting with MSB in N[11])
X

Once the ted, the NPDU is enciphered. Once encipherment is complefe, the
TTL fleld is_i{mtiali and the NPDU security fields are populated. The entire NPPDU is
assenjbled.by co enating the NPDU Header, the security header, and the enciphered
NPDU payload. Next, the NPDU is passed to the Data-Link layer for propagation.

6.4.2.4.5 NPDU Authentication
6.4.2.4.51 General

At the destination device, the NPDU is once again processed using the AES-128 engine to
authenticate the NPDU and decipher the payload. This cipher requires four byte-strings as
parameters:

e 'a', is the NPDU header (NPDU Control through MIC) with the NPDU TTL, Counter and
MIC fields set to zero;

e 'm', is the NPDU payload;

e 'N', the 13-byte nonce (see Table 11); and

e 'K', the 128-bit AES Key.
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Authentication and decipherment start by locating the correct session to determine the key
and nonce counters. Next, the Nonce is constructed.

6.4.2.4.5.2 Nonce Re-Construction

The NPDU Nonce is re-constructed from the source address and by re-constructing (if
necessary) the nonce counter. First, if the NPDU is a join response, N[0] is set to one
otherwise it is set to zero. The NPDU source address field is loaded into the Nonce (either the
EUI-64 address or the zero-padded Nickname). Next, the nonce counter is constructed:

e If the message is a join request, then the NPDU Counter is four-bytes long and shall be
copied to the nonce counter

ed to
h, the

e Else, if the message is a join response then the NPDU Countfer i
myNonceCounter. If they do not match, the packet shall be discarde
myNonceCounter is copied to the nonce counter (N[1] - N[4]).

e Else, the NPDU Counter is one-byte long and the nonce counte ucted.
Tq do this, the most significant three bytes of the peerNonce S i N[1] -
N[B]. If the NPDU Counter value is less than the quanti C nter) -
sigeof(nonceCounterHistory)) then the 24-bit value in N NPDU
Cdunter is copied to N[4].

The rgsulting nonce counter is compared to the nonce i . 0 any
of the|bits set in the nonceCounterHistory, the packe!

6.4.2)4.5.3 Authentication

If the [nonce is successfully construct B..P8 not a
replay] of a previous packet), authentica If the
authentication fails, the pa is di

6.4.2:4.5.4

arrive
te the

If the packet is
out ofl order or
commpnications

sliding window algorithm is used to facilita
ate packets. The peerNonceCounter plug the

noncelCounterHisfory ck G PDUs sinked by the device.
NOTE | If the F 3 er less than can be recorded in the nonceCounterHistory, the PDU| will be
discardpd.

When|a név 3 er (N[1] - N[4]) value is encountered, the peerNonceCountgr plus
the npnceCounierHistory shall be updated to record its reception. If the received Nonce
Countgr is-fess than the peerNonceCounter, the appropriate bit in the nonceCounterHistory
shall be set:

Otherwise, the nonceCounterHistory shall be right shifted and the peerNonceCounter value
updated. This is accomplished by subtracting the peerNonceCounter from the Nonce Counter.
The resulting difference indicates the number of times the nonceCounterHistory shall be right-
shifted. After shifting, the MS bit of the nonceCounterHistory shall be set. Finally, the Nonce
Counter is copied to the peerNonceCounter in the session table entry.

6.4.2.5 Payload

For security, the payload field is always enciphered to prevent observation by intermediate
devices as the NPDU traverses the network. The payload consists of Transport Layer
information, Transaction ID, Device Status, Extended Field Device Status, and one or more
commands.
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6.4.3 Wireless Transport Layer
6.4.3.1 General

The Data-Link Layer ensures packets are successfully propagated from one device to
another. The Transport Layer can be used to ensure end to end communication is successful.
In other words, the Transport Layer can ensure packets are communicated successfully
across multiple hops to their final destination. The Transport Layer supports both
acknowledged and un-acknowledged transactions.

Un-acknowledged service allows devices to send packets without requiring end to end
acknowledgement and with no guarantee of packet ordering at the destination device. This
methdd is useful, for example, for publishing process data. Since process-data is prepdgated
periodically, end to end acknowledgement and retries have limited utili B new
data point will be generated on a regular basis

In conptrast, the acknowledged service is used to construct a ansport pipe
across the network connecting to devices. The "transport Qipe - es to| send
packets and confirm their delivery. The Transport Layer ordexs theCpackets™s tween
devices and tracks their delivery. This method is best suite S ac and
event| notifications. When the acknowledged service ommunicafion is
synchfonous. Only one transaction across the bus for ipe is performef at a
time.

Using § retries are automdtically
performed if communication ive./ Statistically, communication

reliability for ; network is greater than |3 o
(3-sigma = 99,73 0020 4 %) and norm f 3 6 (99,99 95 %). Consequent|y, the

primary benefit provided iceg is that the client layer will receive
positiye acknowledgeme arrival-at\the destination. This allows synchrnonous

opera jvered
and a

6.4.3]

6.4.3)2.

Subclause 6/4. i TPDU

e of.more HART commands.

Figure-3dbetow ittustratesthebasic T PDUstructure:

When the Network Layer TRANSMIT.request SP is invoked, the transportType is indicated.
This allows the Transport Layer to correctly configure the Transport byte (see Figure 35
hereinafter). A Transport Layer transaction is modeled as follows:

e A "master" issuing a request packet and one or more "slaves" replying with
a response packet; or

e A slave publishing a response packet.

For request/response transactions, the master may generate a broadcast request to the entire

network. For example, the Gateway uses broadcast to "Poll by Long Tag" to find the device
with the desired name.
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Alternatively, a master may generate a packet and propagate the request to a specific device
(i.e., unicast request). For example, a path down alarm generated by a field device is a
request directed to the Network Manager. In turn, the Network Manager shall generate a
response packet and send it to the device acknowledging receipt of the alarm notification.

For transactions consisting of only a response the Transport Layer simply pushes the packet
to the destination. Publish Data Message operations use this technique.

Transport Layer

Device/
Tr"‘é‘s'm“ Extended cmd #1 Cmd #2 eoe Cmdn
yte Status
[ [
C 7

Aggregated Commands Possible

Figure 34 — Transport Layer

6.4.3]12.2 Transport Byte
The fifst byte in the TPDU is the transport byte (see Figure

1. THe most significant bit (bit 7) is set when a trang € ice) is
to|be used. When set, the Transport Layer ensure§ } ) edged
and generate the TRANSMIT.confirm SP up i

2. The next bit (bit 6) is set when thé N
the payload shall only contain com

s set,

Acknowledge Sequence Number

Respanse ('Requegst) Broadcast

35 - "1ransport Byte

3. Bi roradcast transport pipe is being used. This bit|is set
idI NPDU as in the request NPDU. This bit is used to
id oadcast) that is the parent of the transport pipe anfd thus

lo able entry. The broadcast request may target all deviges or
(ap indjcated in apayloackedntaining a Command 21 request) a single device. All devices
recedving~a \bor PDU that applies to themselves shall generate a response packet
difectet\to R i

4. THe sequence number field used to order and track packet traffic.

—| Feracknowledged traffic, the sequence number is incremented by the transport master
when it generates a request.

— For un-acknowledged communications the sequence number shall be set to the least
significant 5 bits of the packetHandle provided by the client layer.

— In response packets, the slave returns the sequence number found in the request.

6.4.3.2.3 Device/Extended Status

The Device Status and Extended Device Status bytes are included in all TPDUs. Information
about the Extended Device Status byte can be found in HCF Enumeration Table 17. (See
HART Communication Foundation Common Table Specification HCF_SPEC-183, available at
<http://www.hartcomm2.org/hcf/services_tools/doc_sales.html>
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6.4.3.2.4 Aggregated Commands

With some limitations, WirelessHART allows multiple HART commands to be transported in a
single transaction. This is especially useful when reading device configurations.
WirelessHART natively supports HART 16-bit command numbers. The format of commands
transported over WirelessHART is shown in Figure 36. They consist of a 16-bit command
number, the command's length (1-byte) and the data field. Commands 0-255 are zero filled to
form the 16-bit command number (e.g., Command 9 is transmitted as 0x0009). Command 31
is reserved and any response to a Command 31 request shall respond with "Command Not
Implemented".

16-Bit Command
Number

Lonath Dat
)

Figure 36 — WirelessHART Command Format

The t ¢. For

respo y to fit

in the

Genel

e In other
HA

o Orf ment"
trgnsactions. Network Manageme owledged NPDUs confaining
wr

o Ma e and
fonget" these commandgs asé€s, a combination of read comgands
ca

Additipnal restrictions & requirements for specific commands.

Furthermore, certai .0, ation.

This behavior isd suppsctedinhost applications.

6.4.3)3

Like slecurity 4essio shall track multiple transport pipes. The properties thaf shall

be m - i ransport session are shown in Table 5 above. For| each

acknowlgdge X tion link a new entry in the Transport Table entry is created] Field
devicgs wi 3

with N and Unicast with Gateway). These support request/response |traffic
used fo configure manage the field device. In addition, the device will act as a master
during event notifications to the Network Manager and the Gateway (adding two| more
transportisessions).

NOTE Data Publishing, Notifications and Block Data Transfer are unacknowledged and, consequently, do not
require a transport table entry.

On the other hand the Gateway and the Network Manager will need to track many transport
sessions using several for each device. For example, when an acknowledged broadcast is
generated by the Network Manager or Gateway, the Transport Layer shall ensure
acknowledges are received from all affected devices (e.g., every device in the network). In
this case the transport table tracks considerably more information than shown in Table 24.

Each entry in the Transport Table includes bits indicating whether it is active (a transaction is
in process), the device is performing as the master, and whether it is Broadcast.

When the transport table entry is for the master end of the pipe, the retry count and retry timer
are tracked. When the retry timer lapses, the request TPDU is resent and the retry counter


https://iecnorm.com/api/?name=ef57c1e6b45c0be21d43e4f5a89f4431

-92 - PAS 62591 © IEC:2009(E)

incremented. When the maximum retries is exceeded, the Transport Layer notifies its client
that a fault has occurred. The counter shall be reset whenever a new transaction commences.

Most importantly, the (if acting as a master) last request payload or (if acting as a slave) the
last response payload is cached along with the corresponding sequence number. This allows
the transport master to resend the request if needed. Furthermore, if the device is the
transport slave, the response can be resent if a repeated request is received. Repeated
requests are identified by the repetition of the sequence number. The sequence number is
initialized to a random number by the master device when the transport table is created and
then incremented for each new transaction.

Conten Description A -
Bits-1 Agtive Set if the transport is ACTIVE (reset if acknowl(edgg\x{ceiv )
Bits-1 Master Set if the device is the MASTER (i.e., the gd\ %Qdirﬁr}qgesé)\\/
Bits-1 Bfoadcast Set if the request packet is Broadcast
Unsigned-5 sequenceNumber On Master, the sequence number §6r th utsta g fequ
On Slave, the sequence number lastackno dg
Unsignegd-8 TPDUHandle On Master only, the hand| rom the IT request corresponding to
lastTPDU
Byte[] lastTPDU On Mast r, the last uhacl n ket NULL if none)
On SI e las{/ackno dge
Unsigngd-8 retryCount On Mas}‘ez&on hxmber comr>m\catlcy/ attempts
Time regponseTimer Timer toAfigger a re

6.4.34

The b he sequence performed when the Né¢twork

Key i ludes the key and the Absolute Slot Number
indicati

The s g e OtR"Manager (the master in this example) generati{ng an
Ackno C and promulgating it to the ne¢twork
(see Hi \ a broadcast request, the transport table entry associated with
the Br| i e Network Manager shall be used.

The Netwo ates the NPDU to all devices in the network. Each device, if turn,

ackno the White Network Key command (see Figure 37, @). If necessary, the ¢flevice
creatgs the<TFran3port’ Table Entry associated with the Network Manager-device Broadcast
sessiqgn.

The device replies and the acknowledge is enciphered using the unicast device-Network
Manager session. This ensures intervening devices cannot, for example, spoof the
acknowledge. However, to allow the Network Manager to correlate the acknowledge to the
correct transport table entry, the broadcast bit remains set in the Transport Byte.

The Network Manager's Transport Layer receives acknowledges from all devices (retrying as
needed). At the stipulated Absolute Slot Number, the Network Key in all devices roll over to
the new value (see Figure 37, ®).
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Field Device Neighbor | The Mesh | | Network Manager |
| |

L L il

@Broadcast new network key
- Uses Brodcast Session Key

Write Network Key

Write Network Key

Write Network Key

@ Unicast Acknowledges back from all devices
- Uses Unicast Session key to Network Manager

ACK- Write Network Key

ACK- Write Network Key
ACK—Write-Network-Key ACHK—Yrite jetkey
ACK- Write Network Key q
ACK- Write Network Key

AN

@At correct Absolute Slot Number the Network Keys roll gver.

I I

| |
Figure 37 — Using Transport Layer/

6.4.3/5 Transport Layer Operati
6.4.3/5.1 General

The Transport Layer builds upon the \endte entkss sessions provided by the Security
sublayer. The security sessi i on ection between two devices. For| each
security session there caR ay transpori/pipes (i.e., the field device is the| slave
for ong of the pipes angd the i ther). For each security session the corresponding

transgort table entries shall & ~ ically or when the transport pipe is first used.

To summarize, té}a'

e Th
e Th
e Th
e Rd

e Prpcessingqf the'xequest and the generation of the response;

e The slave propagating the response back to the master using the same sequence number.

During_this process the master will use the response timer to trigger retries as needed to
ensure delivery of the request and reception of the slave's response. An error is signaled if
the retry counter exceeds its maximum value.

6.4.3.5.2 Master Request Generation
6.4.3.5.2.1 General

When the client layer invokes TRANSMIT.request SP, the transportType parameter is
inspected and the most significant three bits of the Transport Byte are set accordingly.

6.4.3.5.2.2 Un-Acknowledged Service

If the Acknowledged bit is reset, then the least significant five bits of the packetHandle are
copied into the Sequence Number field. Construction of the NPDU is completed and it is
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passed to the security sublayer for transmission. The TRANSMIT.confirm SP is invoked and
the Network Layer transaction is complete.

6.4.3.5.2.3 Acknowledged Service

If the Acknowledged bit is set, then the corresponding Transport Table entry shall be located
or, if it does not exist, the entry shall be created.

If there is already an unacknowledged packet pending, one already buffered up for this
transport pipe, and no more buffers are available, then, the TRANSMIT.request fails and
TRANSMIT.confirm SP is invoked to signal the error, and the request is discarded.

r]try is

in the
transport Byte. The NPDU shall be then passed to the security subl k ission. The
packet shall also be buffered for possible future retries.

When| the transport pipe is available, the sequenceNumber from (the

The Active flag is set in the Transport Table entry and the rethyCounti itialize . The
replyTlimer is initialized to maxReplyTime and started to awai S

6.4.3/5.3 Master Retries

When| a replyTimer expires, a retry haII be . 3 i ht the
retryClount. If the count s [ the
TRANSMIT.confirm SP is invoked to flag is
reset and the packet buffer released.

Otheryise, the saved cop i.e. i i i nsport
Byte gs used in the origing 3

6.4.3/5.4 Propagsq
When|received e packet is processed by the Security Suplayer
and pfopagated to rom there, it is sent across the network and after

possible several 2 asrives at its destination(s). During transit, the NPDU
(includging the Transp B ¢iphered to prevent their molestation.

6.4.3/5.5 Request NPDU.
6.4.3)5.5.

When|the device eives a request NPDU from a correspondent master, it shall inspgct the
Transport ‘Byte.

6.4.3.5.5.2 Un-Acknowledged Service

If the Acknowledged bit is reset then the TRANSMIT.indicate SP is invoked with the data field
and the sequenceNumber set to the value in the Transport Byte. The Transport Layer
transaction is complete.

6.4.3.5.5.3 Acknowledged Service

However, if the Acknowledged bit is set then the sequence number shall be validated. First,
the correct Transport table entry shall be found by locating the session associated with the
correspondent address. There are generally two sessions for each correspondent address
(one Broadcast and the one Unicast). Using the Broadcast bit, the correct session is selected
and the Transport table entry is accessed.
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If the transport table entry does not exist, then it shall be created. The Active bit is set, the
Master bit reset and the sequenceNumber is set to one less than that in the current packet.

If the transport table entry already exists, then the packet's sequenceNumber is compared to
that found in the Transport Table. If they are the same, then the packet is a retry and the
buffered response is re-sent. If the sequenceNumber is not one greater than that in the
Transport table entry, then the packet is discarded.

If the transport table is new or the sequenceNumber is one greater than that in the Transport
table entry, then the TRANSMIT.indicate SP is invoked with the data field and the
sequenceNumber set to the value in the Transport Byte and the transportType set
accorgingty:

6.4.3/5.6 Generation of the Response NPDU

Upon |reception of a TRANSMIT.indicate containing a request packet i e shall
process the request and provide a response. Once the responsé layer
shall invoke the TRANSMIT.response SP with the same sequence al quest.
Furthgrmore, the response shall set the Broadcast “flag in the
TRANSMIT.indicate.

Once found
by lo e are
gener cast).
Using entry
is accessed.

The sg y in the
Transport Table. If the sequence i table
entry then the SP fails and

Otheryise, the packet Hated.
The device will uests.
Next, |the NPDU nsport

pipe's
6.4.3)5.
6.4.3]

When

6.4.3/5.7.2 Un-Acknowledged Service

If the Acknowledged bit is reset, then the TRANSMIT.confirm SP is invoked with the data field
and the sequenceNumber set to the value in the Transport Byte. The Transport Layer
transaction is complete.

6.4.3.5.7.3 Acknowledged Service

However, if the Acknowledged bit is set, then the sequence number shall be validated. First,
the correct Transport table entry shall be found by locating the session associated with the
correspondent address. There are generally two sessions for each correspondent address
(one Broadcast and the one Unicast). Using the Broadcast bit, the correct session is selected
and the Transport table entry is accessed.

If the transport table entry does not exist, then the packet is discarded.
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If the transport table entry already exists, then the packet's sequenceNumber is compared to
that found in the Transport Table. If they are the same then the packet completes the
Transport Layer transaction. The TRANSMIT.confirm SP is invoked with the data field and the
packetHandle set to the value from the TRANSMIT.request. TRANSMIT.confirm status is set

appropriately.

Finally, the request packet buffer is released, the Active bit reset and the replyTimer disabled.

6.4.4 Wireless Network Layer Operation

6.4.4.1 Overview of Network Layer Behavior

6.4.4)1.1 General

A WirelessHART enabled device progresses through a series of sta
state and continuing until the device is Operational and a full participant
There| are six principal states and they are briefly described i
discugsed in more detail in the following subdivisions of 6.4.4.

State Description

network

(O XN
Idle The device is quiescent and its wireless tra/ns&ﬁﬁk(s/n%%:\ct(}eslt h\a$10 knowledge of the WirelegsHART
N

Joining The device is listening for the network, attempting acherﬁsament and requesting admipsion to
the network

Quarantined The device has successfully joined the networkbutonly has a security clearance to talk with the Nefwork

communicate yiﬁ]\Qe GW

Manager. It is not available or allpwed\to pefformidata acgquisition or control functions or otherwise

Operatjonal The devic?\car}be\a&&issed by Wlﬁjﬁon}/a the Gateway. It is integrated in the system's operation

Susperlded The devic% isWAII\@QNtv%@BFe{ are intact

Re-synfhing T@ce i listenirg for'the.ne o?k\ézﬂ{ar identifying the slot time and ASN, it will begin issuing Kpep-
Ali o/reg nect toits-neighbors

The state tra

s n in Figure 38 below. This diagram depicts the ¢vents

that allow thé locate and join the network, and finally progress from bging a
new netwe ing a fully operational network device. In addition, the diagram
showg the_dew and network) being suspended and re-synchronized.

Furthgrmore \the~device
depotilevel maintenance) or to re-join at any time.

can be forced to disconnect (e.g., to be removed from the procgss for

6.4.4.7.2 Idle

After a device reset or on power up the device should enter the Idle state.

While in this state:

e the device shall not attempt to communicate wirelessly; and
e initial provisioning of the device should be perform using the maintenance port;

e the Join Key and Network ID are normally written to the device.

The device may stay in this state until instructed to initiate the Join process.
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6.4.4.1.3 Joining

Once initiated, the Join process can have three outcomes: success, failure, or be aborted

(e.g.,

To be

by the reception of a Disconnect Command).

successful the device shall:

e locate the network;

e synchronize to the network;

e Ca

e requestAdmISSION to the metwork fromm the Network Mamager; and——— |

* Tre

pture an Advertise packet;

ceive Network Keys and a Network Manager session; and

e be|provisioned with superframe, graphs and links.

Once jone or more Advertise packets have been received, the deyice ydmission
using the Join Key. The Join request may be answered by the ‘ jer immediately
or the(device may need to retry the request.

A failpre shall occur if the device sends an exce ithout
receiving the security keys and session parameters/frop case,
the dgvice shall return to the Idle state.

Once |the keys and Network Manage nd on
receplion of a normal frame, graph and and is
quaraptined.

6.4.411.4 EmbracedAQ

Quardntined devices 4 5 i until
approyed for deploymient™MniQ network Napplication. Approval may take the form pf the
operator authori th of thexdevice inhis system and placing the device into s¢rvice.
This quarantine s practices in the process industry and adds an addjtional

layer

While
devics
gener

exshould only be enabled to source and sink packets (i.T
). Normal network reports (e.g., neighbor reports) sh

., the

all be
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Initialize all Layers

b 4

DI Idie |1
Received "Shutdown" Command
Stop Accepting Packets
Tranmit Buffered Packets
"Disconnect” From MNeighbors

Received "Force Join" Command

— ofrrFaited
‘ (\
hl
| Joining .
Received "Disconnect” Command
Stop Accepting Packets
Tranmit Buffered Packets

- ! Resume Timeout
Disconnect" From Neighbors Join Succeeded T
N
ded

Suspend Timeout

Stop Accepting Packets
hd Tranmit Buffered Packety

"Disconnect” From Neighbors
3
Emigracech-
in »

¥

-~

Quar

E 3

Received Gateway Session

N/\ Gatgway Sessipn Deleted

Opelational Lost Sync

D

8 — WirelessHART Network Layer Operation

6.4.4/1.

The dgvice becomes operational upon the reception of the Gateway session parameters. This
allows host application access to the device and begins its interaction with it.

Once the device enters the operational state it is a full network partner and shall begin
performing the mission designated by its configuration. Based on its configuration parameters,
the device shall request bandwidth, for example, to periodically publish data.
Request/response traffic with host applications is enabled.

Since the device is a trusted full network partner, it may actively support operation and
grooming of the network. This includes routing packets onward through the network to their
final destination. The device also participates in advertising and supports new devices joining
the network.
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6.4.4.

1.6 Suspended

When quarantined or operational, the device may be suspended (along with the network).
This places the device into a quiescent state for the time specified. This is normally a brief
amount of time and done, for example, for safety purposes during mining blast operations.

When in this state, the device continues to track elapsed time while leaving the radio
disabled. Once the specified time has elapsed, the device progresses to the Re-syncing state.

6.4.4.2 Network Layer Data Model

6.4.424 Generat

All de by the

devicd re the

privac them

are sh ntains

refere tables

contrg

e S¢g table
en evice.
Ng ecurity session and all
de

o Tr ledge
transaction with automatic retries. T

e Rg A new
NH

e Sdurce Route table. route
(when present) co to the
cofrespondent.

e Sdrvice tabl [ Dy the
Ngtwork Man r

NOTE | Graphs and X

e Th their
de

e Thle e able
to , e are
ref e graph to the neighbor that indicate the legal next hop Datp-Link
depstinations” Neighbors with links to the device are listed first, followed by defected

(di

scovered) neighbors.
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77/ /777 ]
From Data-Link Layer

NOTE
descrip}i
6.4.4.2

7

Session 1| Correspondent % %

ID UniquelD % SuperFrame %
Type Nickname % M) %
Key p |
ReceiveNonceCounter 1% % Egt?\ﬁbts %
nonceCounterHistory Route | |
TransmitNonceCounter ID 0,1 % %
1 Packets Transmitted <_ % %

lastTransmitTime Z Graph Z

Packets Received l 1D %

1,2 1 1 7 DestinationUniquelD %

Transport % DestinationNickname %

Active 1.* % %

Master - % Z
Broadcast Service % Z
SequenceNumber ID Z %
TPDUHandle Flags . .
LastTPDU App Domain | |
RetryCount Period %
ResponseTimer imelastZommurjicated %

0,1 BackOffCounter %

SourceRoute BackOffExponent %

/

tistics

Nickname Lisy{/]

447 |

is left up to the designer, the
ome flelds described in the tables in
ly occupy space on the deyice.

vesccpien s 0

Minimum Required

Sessmv

8

Correspo’r\{\De\w\ \ » 1 per Session

T3aepY 1\ N

2 per Session

TN e

2

“Services

16

6.4.4:2.2 <Ro

The rquieAtable is associated with a security session and, thus, a correspondent address. This

is used to aid In the selection of the graph used to communicaie to the correspondent.
Statistics are also gathered to allow the Network Manager to optimize communication

resources over time.

Table 27 — Route Table Entries

Content

Description

Unsigned-8 routelD

Route ID

Bit-8 routeType

Bitmap: {Maintenance (default), Publish, Block Transfer, Event}

Unsigned-16 NumPktsTransitted

Number of Packets Transmitted

Time lastTransmitTime

Time last NPDU generated for this Route

Unsigned-16 NumPktsReceived

Number of Packets Received on this Route. This is updated based on the
Graph ID in the NPDU
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6.4.4.2.3 Service Table

The primary purpose of the service table (see Table 28) is to track the services allocated to
the device. When the device deletes a service, the Network Manager de-allocates the network

resources supporting the service.

Table 28 — Service Table Entries

Content Description

Unsigned-8 servicelD Service ID

Bits-8 serviceFlags Flags (e.g., source, sink, intermittent)

Enum-§ serviceDomain The Application domain using this service

Time s¢rvicePeriod For cyclical communications (e.g., Publish Datg}, ated
with this period. Latency for cyclical commum i 1/3
the period
For intermittent communications spe(y’rba{io , this i i latency

Unsign¢d-8 routelD The routelD is returned by the Netwo Mar%%w enW e
servicelD. More than one servi%e/c\aiks areﬁ{e ame routélD

~X

6.4.4]3 NPDU Management

%

6.4.4/3.1 General

%

One of the core responsibilities of the Net i essing of NPDUs as they are

received. There are three Network Layerxli e or sink an NPDU (see Figure

40):

1. THe Application Layer/s™a packet s k led™ysing the TRANSMIT.indicate SP)[and a
sojurce (invoking the T¥

2. THe Data-Link La » or consumption or routing by the Network
Lgyer.

3. A {oining D(@ > “Link. When Proxy routing, the device acts as the

NFPDU destinatiox ihing Device.

o’
AN/
Application Layer

Network Layer ‘\ l

/ Joining Device

Data-Link yer
Figure 40 — NPDU Clients

6.4.4.3.2 Processing Packets from the Application Layer

When a transmit request is received from the Application Layer, NPDU shall be constructed.

The field shall be set according the procedures indicated in Table 29.
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Table 29 — NPDU Construction

Field Procedure

Destination Set to value in Application Layer request (long, short, broadcast)

Source Set to long address if Nickname uninitialized

ASN Snippet Set to current ASN value

TTL Normally set to default value

Graph ID Set based on results of route selection

Control Set the address bits based on source and destination address sizes. Destination addresses are

indicated in the TRANSMIT.request. Source address shall be the device's EUI-64 address until

the device's Nickname is initialized

Set the routing bits based on results of route selection /\(\

Proxy Route

Set based on results of route selection /\\ K

Source|Route(s) | Set based on results of route selection \ \ )

The route

GrapHh ID is copied into the NPDU.

Except when testing routes, packets are normally gr
attachied, then the source route addresses sh
route pddress entries in the NPDU sh e se
ID shquld also be valid.

\’Z ntified the

ute is
ource
Graph

shall be chosen as indicated in Table 30. Onc

Table 30 — Default Routé Based

(N

TRANSMIT.request Field eswltin \)
Priorit T rt plicagon \Du\
riority| ranspo NE

ain aN ault Route Type
Commapd Don't ng k m@»{nce First "Maintenance" route to the Network Manager
Data Don't Qre> PubH{Q irst "Publish" Route to the Gateway
Normal Transfer < \S/I}x\k TM First "Block Transfer" Route as indicated by destAddress
! Transér \ Dm{lte nce ] First "Maintenance" Route as indicated by destAddress
Event D ar vent First "Event" Route to the Gateway or Network Manager as indlicated
by destAddress
N
If a rpute tching\the~Application Domain is not available, then the first route {o the

destAddress shatlbe ysed.

6.4.4.3.3

Processing Packets Received from the Data-Link

6.4.4.3.3.1 General

The Network Layer will be passed NPDUs as they are received by the Data-Link Layer. The
Network Layer shall route these packets to the correct destination: back to the Data-Link
Layer, onward to the Joining device, or up to the Application Layer.

6.4.4.3.3.2 Packets Addressed to the Device

If the device is the NPDU's final destination, then the NPDU is authenticated and deciphered,

discarding
payload to

if necessary. The Transport Layer shall be invoked which, in turn, forwards the
the Application Layer.
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6.4.4.3.3.3 Packets with a Broadcast address

When the NPDU is received and the destination address is the broadcast address, then the
NPDU is authenticated and deciphered, discarding if necessary. The Transport Layer shall be
invoked which, in turn, forwards the payload to the Application Layer. In addition, the NPDU
shall be forwarded as described in 6.4.4.3.3.4.

Some broadcast commands (e.g., Command 961) may result in responses from a large
number of devices. For these commands, a random back-off time is chosen to delay the
device response and minimize the flood of simultaneous responses. The back-off time is a
random value chosen between zero and BcastReplyTime.

For bfoadcast commands that should generate a single, unique respo 8. Jd., Conllmand

21), the response shall be generated immediately.

6.4.4)3.3.4 Forwarding Received Packets

Prior { unt is

exhau if the

maxP ippet,
the tin

Upon irmi 3 ired, N estination address shall be

inspegted.

e If fhe NPDU contains a proxy address thakmatche i nis a
joi ¢ i shall
rolite the packet to the Jomlng i YAS'S a-Link
indicating the Data-Li i ¢ i &’ joini ice's. ASN
Sni i bullet
items.

e If [he Unicast all be
rolited direc -Link for
pr )pagation di Data-
Lin ’

e Ot burce-
Rd Table
31 d from
lef ion). A
"N es not
mé inations
N(

The "Action" column indicates the routing action to be performed based on the state indjicated

in the "first-fourcotumms—hisresuitsin—eithera—specificaddressbemngprovided-to-the Data-
Link for the next hop or for the Data-Link to broadcast the NPDU. Two errors are possible: the
NPDU reaches the end of a source route without reaching its final destination; and the NPDU
reaches the end of a graph route without reaching its final destination. These errors can only
happen when the final destination is Unicast and the packet was not being broadcast across
the Data-Link.
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Table 31 — Routing of Forwarded Packets

Routing Destination Address

Source Graph DLPDU NPDU Action

Yes Yes Unicast Don't care Forward the NPDU to (1) the next address in the source route; or
(2) broadcast to the Superframe (Graph ID contains the Superframe ID) if
source route exhausted

Broadcast Don't care Continue broadcasting to the graph. Use broadcast link in the
Superframe (Graph ID contains the Superframe ID)
No Don't care Unicast Forward the NPDU to (1) the next address in the source route; or

(2) signal a source route error

Broadcast Forward the NPDU to (1) the next address i/n»t-he@urce route

No Yes Broadcast Don't care Graph ID is Superframe ID. Continue br castlngt NRDU {ising
broadcast link in the superframe

Unicast Unicast Forward NPDU along the Graph ( ing n norl I link to neighbor on
the Graph). If end of Graph SI erro

Broadcast Forward NPDU to all neighbors mW NP arded pt end of
Graph .

\\)

e’|D>used to\identify the corresponding

NOTE | When DLPDU is broadcast, then the Graph ID holds the
broadcast links.

6.4.5| WirelessHART Procedure

6.4.5]1

Prior {o forming the network, the Net ork isi i rk ID.
Using|this ID and a supply"x K Te i initi . This begins
with the Network Managehcreati S % i i . As part
of its |initialization seqp i er wi way's

Access Points:

e Thle network itor and

sefvice the netweg

e Thle network g

e Thle Join s
e Dagdica \are i i i ent  of
dejiées, th , icati .g., n).

In general, ' i i i i This
maximizes-the advertising, network management, and join packets available to the nefwork.
Once |the \Network Manager enables the first superframe, ASN 0 is established (i.p. the
netwofk\is born). Once the Gateway's Access Points begin transmitting Advertise pdckets,
devices can join the network and the network begins forming.

D

There are three components of network formation: advertising, joining, and parameter
negotiation. As part of advertising, Network Devices that are already part of the network may
send packets announcing the presence of the network. Advertise packets include the Network
ID, ASN, join frames and join links. Devices that are trying to join the network listen for these
packets. Once an Advertise packet for their network is heard, the new device can attempt to
join the network. The join sequence is described in 6.4.5.2.

As the device joins the network, both the device and the Gateway request bandwidth from the
Network Manager. For example, the device asks for bandwidth to publish process data and
the Gateway requests bandwidth to support request/response traffic. The Network Manager
uses these service requests to gauge and manage the available bandwidth. Assuming there is
sufficient bandwidth, the newly joined device is allocated superframes and links according to
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the requests. If bandwidth becomes constrained, then the Network Manager may reduce the
bandwidth requested or refuse to allocate any at all.

6.4.5.2 Joining
6.4.5.2.1 Overview

"Joining" refers to the process used by the device to obtain access to the network and to
become integrated into it. The key steps in the joining process include the following:

e Periodic Advertise packets by eX|st|ng network members to aIIow the network to be
identifi i k I I ice to
sy chromze to the network and communicate on the correct link (i.e5—¢ ight slot

e Esgstablishing a secure channel between the new device and the \Wet anag This is
dohe using the Join Key to encipher the initial communications.betwke s vices.
Thle Join Key can be different for every device

e Vdrifying the trustworthiness of the new device. This S y : vice's
Identity (Command 0) and Long Tag are presented-fo the N . more,
the Join Key is, in effect, a password. All of when
cohsidering to allow the device into the network

e Once the device is deemed tru o the

nefwork. Initially the device can be 2 i plant operations are ready to
begin utilizing the device.

In 6.4|5.2 an overview of the Join proc Data-

Link Liayer join requireme

6.4.5/2.
6.4.52.2.

An ove n in Figure 41 below. For a new device to bicome

operati a1l \ Network ID; locate and synchronize with the network;
petitio 8 access; obtaln session keys; and gain the bangwidth
neces S Ilga jons the device's configuration has imposed. The ggneral

progressi & foltowed for the joining device to become operational includes the
follow|ng

o Inifi ioning consists of obtaining the Network ID and Join Key.

e Th
c

Begin listening for network traffic to allow it to synchronize to the n¢twork
cK.and identify potential parents.

o

e Next, the device presents its credentials to the Network Manager 1o demonsirate the
device is trustworthy. The credentials include the device's identity and Join Key and, if
these credentials are valid, the device is admitted to the network.

e Once the Network Manager has scrutinized the device's credentials and deems the device
trustworthy, the Network Manager provides the first keys (Network Manager Session Key
and the Network Key) to the joining device.

e Once security requirements for new devices have been met the Network Manager
proceeds to integrate the device into the network. This is accomplished by provisioning
the device with normal superframes and links.

e The Network Manager may choose to leave the device Quarantined. In this case the
device can participate in the network but does not have a Gateway session.


https://iecnorm.com/api/?name=ef57c1e6b45c0be21d43e4f5a89f4431

- 106 - PAS 62591 © IEC:2009(E)

e Once the quarantined device obtains a session with the Gateway it becomes operational.
It then begins acquiring the bandwidth and communication resources required to publish
process data and events as dictated by its configuration.

Each of these steps are discussed in detail in the following paragraphs.

6.4.5.2.2.2 Initial Device Provisioning

Prior to attempting to join the network the device requires two pieces of data: the Join Key
and the Network ID. The Network ID identifies the network the device is to Join and the Join
Key is the network password that will allow the device to join the network. These two items
should_be written to the device via the device's maintenance port

Once |initial provisioning is complete, the device can be immediately sonfiguredto’ ajtempt

joining the network. Alternatively, the device can be mounted in the prfaces e end
user dan use a device maintenance tool to place the device into joir

The maintenance tool may also be used to monitor the join pro i he’operator to
intervgne (if necessary).

6.4.5/2.2.3 Listening for Network Traffic

Once |the join has been initiated, the device's Da i ' i de to
synchfonize to the network and receiyé€™Mdvertis i i ice will
identify neighbors (advertising or no signal
level)| Once one or more advertising Hevice
selects one of them to join through. ghbor
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| Maintenance Tool | | Joining Device | | Neighbor | | The Mesh | | Network Manager |
|

@ Initial Device Provisioning |
A

Write Join Key

ACK- Join Key

Write Network ID

ACK- Network ID|

Initiate Join

ACK- Initiate Join

Listen m Advertise

@Dew’ce begins requesting to Join 1

2

Join Request

Forwarded Join

Forwarded Join
____Authenti with
Join Key
N
Allocate

<«4—Session Keys

@Provision Device with|Session Keys

O

NetM (AWKeys)
) NetMgt (ACK-Write Keys)
N

@Integrate device into njetwork

N NetMgt (Write Keys)

NetMgt (Write Keyg

)

While the| device is joining the network
it is possiple to monitor its progress

Monitor Join

NetMgt (ACK-Write Keys)

/)

-I- ACK- Monitor Join

NetMgt (add inks)

NetMgt (add links)

NetMgt (ACK-add links)

NetMgt (ACK-add links)

NetMgt (Write frame, links
NetMgt (Write frame, links
tMgt (Write frame, links

NetM3t{ACK-Wrtie frame, links)

i

NetMgt (ACK-Wrtie frame, links)

NetMgt (ACK-Wrtie frame, links)

ith network statistics

Neighbor Report

Neighbor Report

Neighbor Report

ACK- Neighbor Report

ACK- Neighbor Report

ACK- Neighbor Report

Network Manager grooms the
network further integrating the device

NetMgt (update graphs)

Figure 41 — Join Sequence

6.4.5.2.2.4 Presenting Credentials

Once synchronized to the network, the device generates a join request (see Figure 41,®) and
sends it to the Network Manager. The join request and its encipherment contain the device's
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credentials for the Network Manager to inspect prior to allowing the device to join the network.
The device's objective is to obtain a Session Key (for further communication with the Network
Manager) and a Network Key (for Data-Link Layer device to device, one hop security and
authentication). There are three key credentials to be presented plus the list of neighbors
detected by the device:

1. the Device's Identity (i.e. Command 0 response);

2. its Long Tag (Command 20 response); and

3. the list of Neighbors detected by the device (Command 787 response).

4. the device's Join Key (i.e., the device's password to the network).

The fifst two are contained in the join request's payload. The Join Key is d as the-sgssion
key for all communications until the device receives Session and Net Keys. from the
Netwdrk Manager. Consequently, successful authentication by the Nety nfirms
the dgvice has the correct Join Key.

Since|the joining device does not know the Network Key, (i.& well-
knowr key is used for communicating the DLPDUs with i.g., the
device arded
throug

Once used
in the e next
availa

6.4.5]

When i joi g hall confirm the request was from a
truste ice ¢ : i

e Hg

e s

o Pr

The jg lished
using

NOTE ce is to
be trus Hevices
is beyo

If the twork

Manager allocates~Session Keys, the device's Nickname (i.e., the 2-byte short addres$) and
writesTthese along with the Network Key back to the joining device. Like the join request, the
NPDULis.énciphered using the Join Key. The NPDU containing the keys should be rodted to
the joining device via its prospective parent.

The device acknowledges the write commands received from the Network Manager. The
acknowledgement packet uses the new Session and Network Keys.

6.4.5.2.2.6 Device Integration into the Network

Now, the device has keys and a network ID and is, albeit awkwardly, able to communicate
with the Network Manager. At this point in the Join sequence, its communication requires the
Network Manager to use proxy routing to reach the joining device. The next step is for the
Network Manager to integrate the joining device more tightly into the network. This includes
the following:

e Providing the device with at least two time-source parents;
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e Updating the communication tables in the device's parents;

e Transferring the device's communication from join links to normal links.

Examples of the associated communication activity are shown in Figure 41, starting at @.
This communication activity will continue for some time and result in the Network Manager
writing a series of frames and links to the joining device. After this, the device is integrated
into the network and no longer may use join links for communication.

The device has now "Joined" the network.

NOTE The Network Manager shall not delete or suspend any join links while a device is in the process of joining.

6.4.5.2.2.7 Quarantine

When|a device is a member of the network and has no session wit levice

is "Quarantined". While quarantined, the device can only communigate with™ g¢twork
Manaier and shall not publish process data. The device shall ¢ 5 G eying

DLPDWs received from neighbors, generating neighbor repois a § atisticg. The
Netwdrk Manager can modify the network communication <o i ‘ jroom
the ngtwork.

As sopn as the device enters the Quarantine state( it pegi ating health report$ (see
Figurg 41,®, above). Upon entering this state led gport”timer is initialied to
HealthReportTime (see Table 18 aboveg

The dpvice generates health reports wh t port timer lapses. Health reports
are tnansmitted at the iori Following every health report the
HealthReport timer is reset to HealthRe

After joining the network, $ q be generated after identifying (at|least)
three |neighbors or when ] i expires, whichever comes first. If mlultiple

Adverfise packets were irst repart shall be generated immediately after erjtering
the Quarantine

Health reports congi c snse PDUs for Command 779, 780, and 787. |Using
Commjand 780, isti inked neighbors are returned. Command 787 reports [on all
detecled neig 3 o net have links to the device. Depending on the network and
number of devices i ets are normally generated. Health reports are aggregated
into ag f 3 [

Depending onthe Network Manager's security strategy, it may immediately write the Gdteway
sessiqn to the.quarantined device or leave the device quarantined for a time. In any cage, the
deviceg will_remain quarantined until it receives a session allowing communication o the
Gatewayst

6.4.5.2.2.8 Becoming Operational

When a new Gateway session is written to the device, it becomes operational. Once this
session is operational, a Gateway will normally begin filling the Gateway's data cache for
device. This will result in a surge in request/response traffic to the device and may be several
hundred transactions. This communication uses the Maintenance service. The maintenance
service is owned and controlled by the Gateway. Upon receiving a session to a new device,
the Gateway should request significant bandwidth (e.g., one request/response per second) to
the device while it fills its cache then lower it to a normal rate (e.g., one request/response per
10 s).

In addition, external host applications (e.g., instrument management packages, process
automation controllers, etc.) may begin communicating with the device. The Gateway shall
increase and decrease the Maintenance service bandwidth guaranteeing responsive
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communications with the field device. This communications rate should be similar to that
found in FSK-based communications.

Once the device receives its Gateway session, it shall obtain enough bandwidth and
communication resources to meet its responsibilities to the process automation system as a
whole. Once operational, the device begins requesting bandwidth for the process data (the
Publish service) and alarms (the Event service) it shall publish.

Once operational the Network Manager will continue adding or refining superframes and links
used by the (now operational) device. Although the Network Manager will continuously adjust
communication resources on its own in response to changing communication requirements,

norma
resou

6.4.5]
6.4.5.

2.3.1 General

ces from the Network Manager. This is covered in a separate proced

2.3 The Network Layer Join Process

sting

The join process is managed from the Network Layer u o0 cascaded state machines.
The Nltetwork Layer state machine enforces the high-level join pt (ingluding retries for
securi "0nizing the device
to the ess (at the NItwork
Layer With links) allowing the
device

Upon begin
active]y searching for the network.

6.4.5]

While
While
receiv

Once
seque

in this mo;\je,

aits for reception of an Advertise placket.

s received from the Data-Link, the Network
eighbor" state.

t and

Layer
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Place DLL In Join Mode

Searching

Advertisement Received

Got an Advertivisement Advertisement Timeout

Received Enough
Advertisements

I RW in Requist

Requesting Admission

Received Keys

\

Loosely Coupled

Received
ormal Frame

n Procedure

6.4.5)2.3.3 Got ar

Upon | entering ] Neighbor", the AdWaitTimer is initialized to
AdWajtTimeout ( al 2 e d started. The device continues to wait for adstionaI
Adverlise packets to i the desired number of different Advertise packefs has
been feceived or aitTimmer times out, the device moves to the "Requesting Admission"
state.

6.4.5{2.3

Upon lentry tato<th eguesting Admission" state, the device shall send a join request|to the

Netwdrk Managsex, initializes the JoinRspTimer to JoinRspTimeout (see Table 18 above]), and
starts|the AJJoinRspTNmer. If the Network Manager responds by writing the Network kgy, the
Netwgrk/Manager session, and the device's nickname, the device progresses to the "Lposely
Coupledtstate

Otherwise, upon JoinRsp timeout, the join request is issued again and the JoinRetry counter
is decremented (see Table 18 above). Join Requests continue to be transmitted until the
retries are exhausted or a response from the Network Manager admits the device into the
network.

If the retries become exhausted, the state machine is terminated and exits with an error.

6.4.5.2.3.5 Loosely Coupled

Once the device has a Nickname and keys, it is able to communicate with the Network
Manager. However, the device's connection to the network is tenuous at best (it only can talk
via the shared join links). The device shall stay in the "Loosely Coupled" state until it receives
a normal frame and links. If the device gets a frame, then it exits the Network Layer join
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process successfully. Reliable communications between the Network Manager and the device
is now ensured.

6.4.5.2.4 Data-Link Join Process
6.4.5.2.41 General
The Data-Link is triggered to enter the network search mode by the Network Layer. The

objective of this mode is to synchronize the device's slot timing to that of the network. The
first step in synchronizing is to begin actively searching for the network.

F' 4.2 b +lo 'y PAH £ 4l Dl 4+ L b pu |
Igur O OlTUWO UITT oldlT Uiaylialimt Ul uic UL TITULWUTIN oTdarull provcuurc.

NOTE | The join process is a device-level process and requires close coordination betwee york and Data-
Link Lalers.

6.4.5)2.4.2 Active Search

While|in the "Active Search" state the device shall leave i a ]ron ilggceive|mode
while continuously listening for packets. When the Data-L4 : ate, it sets q timer
to ActjveSearchShedTime to bound the network active se 9 e stime lapses without
identiflying the network, the device transitions to the Passive Se&

The (evice's transceiver remains iterval indicated by the
ChannelSearchTime value. When tha{ ti Eri evice shall switch to thg next
channel and resume listening. sequentially until
ActivelSearchShedTime lapses or a pack

When

6.4.5.

The P power saving mode of operation entered| when
the nd ode, the device continues to prospect for ng¢twork
packe akes up and listens for the interval indicated py the

Passi . 5 eived, the device turns off its transceiver and retyrns to

low-p( . hi epeats ds specified by the PassiveCycleTime.
If a packet ivey; the dexice transitions to the "Packet Received". The device cah also
be fol int Active Search" state by the reception of the "Force Join Mode"
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Begin Active Search

Active Search

Join Shed Timeout

Network
Packet Received

y

Passive Search

Network
Packet Received

Join Shed Timebut

Packet Received

ASN Received &&
Slot Timing Confirm:

SIOW Synchronizéﬁ
w NL: "Jojni

NL: Abort Join

9,

N
W Active »
\_/ NL: Join Successful

Mre 43 — Data-Link Layer Network Search Procedure

6.4.5]2.4.4 Packet Received

The objective of this state is to synchronize the device's slot timer to the network. This state is
entered when a network packet is received (i.e., a packet with the correct Network ID).

NOTE Upon entering this state the ActiveSearchShedTime is restarted. If this time lapses without identifying the
network, the device transitions to the "Passive Search" state.

If the DLPDU is not an ACK, then the start time of that packet is recorded and the device's
slot time is established. Subsequently, the start time of all additional non-ACK packets are
compared to the devices slot timing and statistics are compiled measuring the device's
synchronization to the network slot time. The device is considered synchronized when the slot
timing statistics converge.

While in this state, the device continues to capture network packets. As it does so, it shall
update its neighbor table as normal. In addition, channels continue to be changed as
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indicated by the ChannelSearchTime value. If an Advertise packet is received, the channels

searched shall be limited to those indicated in the Advertise packet's Channel Map.

This device transitions to the "Slot Time Synchronized" state when (1) the slot time is
synchronized, (2) the Absolute Slot Time has been aligned to the network. When these two

criteria are met the Data-Link transitions to the "Slot Time Synchronized" state.

6.4.5.2.4.5 Slot Time Synchronized

Once this state is entered, the Data-Link can reduce its listening to slot times. As packets are

received, the device's timers are updated keeping it in sync with the network.

At thig point, the Data-Link is pending on the Network Layer to generate a join
request. However, before the Network Layer will generate a Join requg packet
shall be received.

When| an Advertise packet is received, the Network ing the
ADVERTISE.indicate SP. The device shall configure the Joj icated
in thel Advertise packets it receives. These frames remain ts are
generated. In addition, the Graph indicated in the Adverti d the
connefction to the advertising device created.

Whenla join request is received from the Netw gme(s)
and transitions to the "Join Frame Act

6.4.5,2.4.6

The fifst join attempt shall b i iQ onstrating adequate Receive Bignal
Level jand indicating the KQwest Join Rrjocity: e join request is propagated, the device

shall |begin issuing

, to maintain synchronizatior] with

Neighpors connected in Li : ice stays in this state until the Network|Layer

signalp that the Join wa

Befor¢ the join requéstNsVQe ¢’ join frames received via the Advertise packets are

enabl¢d. Joined

ayed slots. Consequently, collisions with other joining

devicgs are probable. ini collisions resulting from many devices trying tp join
simultpneou vall be initialized to four prior to transmitting the firgt join

request.

6.4.5)3 . ving the network

In the

y be times when a device is either suspended or
disconnected from the network. When this occurs, the device shall go through a compl{te re-

join sequence. Prior to departing the network, the device should not accept any addjfitional

packets and shall send a disconnect PDU to all of its neighbors. This is shown in Figure 44.
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Device

6.4.5.

The negi
device

Time Source Device

Neighbor Health

Network Manager

> Update Device Tables

Neighbor Health (failed,

Discsec Node

Device

Delete

Delete

process is used to learn of potential connectivity to new device

of discovered devices in its Neighbor table following the neighbof

links fo t icexNetwork Devices periodically report neighbor information in their

Ne overd 1 NOIK grdpn adnad Iin QM

describe in Figure 45.

ing Commands 780 and 787. The Network Manager uses the information

Has Left the Network

bession Keys

ickname

5. The
s with
Health
in the

edule.
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Device B Device A Network Manager
1 1 1
L L L
Advertise Packet
> Listen Mode
imization
Write Connections, Write Links, Superfram:

6.4.5]
Path ity to
neighbors. Fig been
succe some
blockd htinue
respo and B
begin ues to
be problematic-and, gfter the pathFaillnterval lapses, a Path-Down Alarm (Command 7188) is
generated by both of'them.
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Firgured6 — Path Failure

the health

reports do not

Manager. It is common for broken paths to be restored as a tem

envirgnmental effect passes. If the disruption persists, additional Path-Down Alarms
generated’when the pathFaillnterval lapses again.

which
since
occur

borary
vill be

6.4.5.6

Changing the Network Keys

Changing the Network Keys is an important operation that shall be done periodically to ensure
the overall integrity of the system. This is done as shown in Figure 47.
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Network Manager

Change Keys

Security Manager

Broadcast Msg - Write Network Keys—]

Broadcast Msg - Write Network Keys———

Kz

Write Keys,
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7 Wireless Devices

7.1

Purpose

Clause 7 defines requirements for specific WirelessHART device types. For compliance
purposes, a WirelessHART compliant product shall be classified as one of five different
device types (see Figure 21 above). These device types are:

Field Devices are mounted in the process and shall be capable of routing packets on
behalf of other devices. In most cases they characterize or control the Process or

process equipment. A Router is a specijal type of field device that does not

ave a

The s

process sensor or control element and as such does not interfage
itself.

The Network Manager is resgonsiblg”¥ onf'gu
i agement of the routing table

descripes in detail each of

7.2
7.21

The H

Overview

Geren

devicegs.

Claus

7.2.2
7.2.2,

Figurg
showr

Netwa

48 jis'Used todiscuss WirelessHART network components. In Figure 48, the netw
connected to the Plant Automation Network through a Gateway. The Plant Auton
rkncould be a TCP-based network. a remote 10 system. or a bus such as PRO

with thecpiocess

levice

at are
Points

igure,
to the

duling
5 and

ication

ontrol
types.

ork is
nation
FIBUS

DP. The Gateway is connected to the WirelessHART Network through Network Access Points.
These Network Access Points increase the throughput and improve the overall reliability of
the WirelessHART Network.
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Plant Automation
Application Host

%@ Plant Automation

Network

b Gateway
Device
Alternet locations

£, Dlads 1. O
U INTIUWUITR X o \i
Security t( Y Network
RN
Managers /. Access Point

~ \ N

WirelessHART
Handheld

All de ; : G irelessHART Network are a type of Network Device.
Netwd i ield Devices, Adaptors, Routers, Access Points and Handheld
Devics

All Netwo S\ smit and receive WirelessHART packets and perform the|basic
functions necessary to support network formation and maintenance. All Network Devices shall
be ab and sink packets and be capable of routing packets on behalf of| other

devices in(the network.

All Network devices have a 5 byte HART Unique ID assigned at the factory. An 8 byte IEEE
address is created by appending the 5 byte HART Unique ID to the 3 byte OUI assigned to
the HCF.

7.2.2.2 Field Device
Field Devices are connected to, and characterize, or, control the Process. They are a

producer and consumer of WirelessHART packets and shall be capable of routing packets on
behalf of other Network Devices.

7.2.2.3 Adapter

An Adapter Device is a Network Device that connects non-native communicating Devices to
the WirelessHART Network. An Adapter uses internal routing tables to coordinate traffic flow


https://iecnorm.com/api/?name=ef57c1e6b45c0be21d43e4f5a89f4431

PAS 62591 © IEC:2009(E) -121 -

between the WirelessHART Network and its non-native communicating sub-device(s). An
Adapter is not directly connected to the process.

7.2.2.4 Gateway Device

A Gateway Device is an access point that connects the WirelessHART Network to a plant
automation network, allowing data to flow between the two networks. The Gateway Device
provides host applications access to the Network Devices. A Gateway Device can be used to
convert from one protocol to another, as go-between two or more networks that use the same
protocol, or to convert commands and data from one format to another. The WirelessHART
Gateway specification provides more detailed information.

The WirelessHART Network also uses the Gateway as the source for th clock
used by the timeslots and Superframes.

In mapy situations, networks will have more than one Network Actess, PQint. ultiple
Access Points can be used to improve the effective throughpu iabil twork.
Netwdgrk Access Points communicate directly with a Wire N - ich is
sometimes also referred as a Virtual Gateway. The Virtual S of the
network graph. The use of a Virtual Gateway addressd_i i teway
specifjcation.

7.2.2/5 Network Access Point

A Network Access Point is a Network™evi eways into the WirelessHART
Netwdrk. A Network Access Point hassa Wire orfnection on one side apd an

exterrlal connection on the other side \nection could be an Ethernet onf Wi-Fi
connection or a proprletary connegtion connection is not specifigd by
WirelgssHART. A Networ}k i v di connected to the process. Néetwork
Accesis Points are discusse S

7.2.2)6 Routex D

A Router Devic@ i at forwards packets from one Network Deice to
another. A Network { yatoi \g’as a Router Device uses its graphs and conn%ctions
to degide which {eigf RNevice to gend the packet. In general standalone routers are not
required since.all : i all support routing. However, it may be beneficial (e.g.,
to extend th .‘ C the power of a Field Device in the network) to add addjtional
devicegs toN S Syting inNtHe network. A router is not connected to the process and does

not agt &

7.2.2[7

Handheld’ ‘Devices are used in the installation, control, monitoring, and maintenarce of

Netwadrk:Devices - Handheld Devices are pnri‘thn egquipment npnrnfnr’l h\]/ the plnnf pers nnel.

There are two approaches to connect Handheld Devices:

1. WirelessHART-connected Handheld Device: A WirelessHART-connected Handheld
Device communicates directly to the WirelessHART Network. When operating with a
formed WirelessHART Network, this device joins the network as a WirelessHART Field
Device. When operating with a target Network Device that is connected to a
WirelessHART Network, the Handheld Device operates in a special mode, that mode
that allows it to communicate with one device at time.

2. Plant automation network-connected Handheld Device: A plant automation network-
connected Handheld Device connects to the plant automation network through some
other networking technology such as Wi-Fi. This device talks to Network Devices
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through the Gateway Device in the same fashion as external plant automation servers.
To the WirelessHART network this type of handheld is just another host application.

7.2.2.8 Network Manager

The Network Manager is also treated as a type of Network Device. Doing so allows other
HART devices to exchange HART Commands with the Network Manager.

7.3 WirelessHART Field Devices

7.3.1 Overview

The most common type of WirelessHART Network Device is a Field Devi i s|HART
Field [Device is a Network Device that combines wireless communi ons w itional
HART| Communication field device capabilities. The Field Device (ine attery
powered or powered in some other fashion. A Field Device is co BSS Or
Plant [Equipment. Field Devices may or may not support traditioana urrent
loop gignaling. The WirelessHART field device shall have a : ly only
have @ wire connection to the Process Automation System.

7.3.2| General Requirements

All Figld Devices shall support all HART Univer bvices

shall gupport the Commands found in Table 32

Table 32 — Mandatory Commands

Cmd Description \ Cm§> Description

38 Reset Configuration C@MFI?Q"\\ \) 105 Read Publish Data Configuration

41 Perform Self Test N )\/ 106 Flush Delayed Response Buffers
42 Perform Device Reset 107 Write Publish Data Device Variable$

48 Read Add@ngyta%s < \\/ 108 Write Publish Data Command Number

54 Read Device\@éhe\}wa@at&\/\ ) 109 Publish Data Control

59 Write Numlie/rb{\RQsp(%s{a P ambles> 115 Read Event Notification Summary

78 Read ﬁgg@g\\ted\f(o}rqand\s\ 116 Write Event Notification Bit Mask

79 Wr|te\D\eV|ceNSkbé\ \/ 117 Write Event Notification Timing

90 @a}}@\\l-ﬂ Iock\ 118 Event Notification Control

103 WrWFs\q Dé@ Peribd 119 Acknowledge Event Notification

104 Write PubWTrigger

7.3.3 Maintenance Port

All Field Devices shall provide a maintenance port that complies with the requirements. The
maintenance port interface is used for provisioning (e.g., to load the Join Key and Network ID
or to monitor the join process). All attributes and commands supported by the Field Device
shall be available via the maintenance port.

NOTE Some commands are restricted (e.g., Network Manager only commands) and, consequently are not
accessible via the maintenance port.

Masters or other tools connected to the maintenance port do not have access to the wireless
network.

The maintenance port can be either a standard HART interface designed for connection to the
Process Automation System or a dedicated maintenance port.
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If it is a dedicated maintenance port, the following requirements apply:
e Through the maintenance port, the Field Device shall appear to be a HART multi-drop
slave device. By default, the Field Device should be configured for polling address 1.

e The input impedance shall be 500 Q simplifying the direct connection of legacy
maintenance tools and applications supporting the HART Communication Protocol.

e The maintenance port shall not support Publish Data communication.
e The maintenance port shall not be permanently wired.

e The maintenance port shall be clearly labeled as the maintenance port.

7.3.4| WirelessHART Interface
7.3.41 Overview

The Field Device is a WirelessHART device and shall elessHART

specifjcations. Key Field Device requirements include:

e Support for network services; and

e Sdpport for Publish Data operations.

Subclause 7.3.4 describes network se nte hey are used.

7.3.4]2 Timing requirements

All WirelessHART network devices shall be capable outing messages on behalf of| other
Netwgrk Devices. Furth ications shall ensure latency across the mesh is
minimjzed and unnec dundanthcemmunications is minimized. To this end, devices
shall meet the following

e Bg able to @ : addressed to the Network Device) in the slot
immediately f i 5 was received in.
e B¢

th
be

e B¢ e commands addressed to the Network Device in the sixth slot
fol i he PRU was received in.

agement Command addressed to the Network Deyice in
dt the PDU was received in (i.e., one intervening slot
response is allowed for command processing).

o W esponses are allowed, the DR_Initiate shall not be generated until 75 %
of er maxReplyTime has elapsed.

e Latericyshall (unless otherwise noted) represent a 2-sigma value. That means, the ITtency
shplhbbe achieved 95 % of the time.

7.3.4.3 Publish Data Operation

Publish Data Messages are used to publish process data to applications. In general, the
Gateway provides access to the WirelessHART network and caches the published data. The
Publish Data Messages are configured as required to meet the process or plant equipment
requirements. This configuration is performed using standard procedures. For example,
Command 108 is used to select the command to be published and Command 109 turns
publishing on and off (see Figure 49 hereinafter)

Command 109 is used to start Publish Data operation and the device contacts the Network
Manager to request bandwidth. Since the Network Manager may take a moment to provide the
bandwidth, the Field Device initiates a Delayed Response (DR) to advise the application that
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it is processing the request. The Field Device next issues an "Add Publish" service request to
the Network Manager. The Network Manager returns a DR to the Field Device and begins
processing the request. The Network Manager then allocates the network resources for the
publish service and issues commands to set up Frames and Links. In most cases, the
Network Manager will set up links in an existing Superframe to satisfy this request. Once the
network has been configured, the Network Manager will return a response to the Field Device
indicating that the "Add Publish" service request is complete. The Field Device will then
complete the sequence by returning a response to the application indicating that command
109 is complete and Publish Data is on.

As usual, the application may issue another Command 109 to the Field Device to monitor
progress on the DR |f the command is incomplete the Field Device will respond with the

status{"DR_RUNNING".

Once |initiated, the Field Device then publishes data indefinitely (patential ; . The
Field Device will continue to publish data until it is instructed to stp.\J© § g\yice to
stop publishing data, the application issues another Comm ) s H ith the
commjand field "Off". The Field Device in-turn will send a "Delete Publi 2 conmmand
request to the Network Manager to delete the service and deall : e 5. The
Netwqgrk Manager will immediately answer this request®a any econfigure the network

accordingly.

®
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Network Manager Mesh Field Device Application

T
L Set up command 9 to be sent via Burst Mode —
Command 108:request("9")

Command 108:response("9","success")

T an
- o Turn Burst Mode “On” 0
Command 109:request("On")
Command 109:response("On", "status DR_INITIATE")
Command 799: Service Request("Add", "Publish")
Command 799:Service Response("Add","status DR_INITIATE")
( Command 109:request("On")
Commands 965,967:request("add Frame and Links") Optional 1 Command 109:response(;talsKDR7RUNNlNG”)
Commands 965,967:response("success") - > Add
Commands 965,967:request("add Frame and Links")
||
1 T
Commands 965,967:response("success") A > Add
Command 799:Service Responsel‘”A‘dd”,”Publish”,"s(atus SUCCESS")
Command\{09{retiyest("On"
(ﬁommand :rc?ons "on”, WS SU(>ESS")

Turn Burst Mode “Off”

b

Command 109:request("Off")

Command 109:response("Off", "status SUCCESS")

Command 8%5@% R

Commands 966,968:request("delete Fram@d Links

Commands 966,968:response["s\uccess") = Delete

Comn{and}@,g :request("deletg Franie ahd Linksy
e | B
kSernands 96%8%@30%9(” cess\)\ S L __>» Delete

/mmant>01:8%ice Respon(e(”‘l)e‘let?\tub!ish',' tatus ESS")
| |

igure 49 — Supporting Publish Data Operation

7.4 |Wireless.Adapter

7.4.1| /Overview

A Wireless Adapter (see Figure 50) enables the connection of a non-WirelessHART native
device to the WirelessHART Network. A Wireless Adapter is a WirelessHART Device
supporting the WirelessHART TDMA interface. The Wireless Adapter enables communication
to be passed to/from a non-native device through a WirelessHART Network. A Wireless
Adapter shall meet all the requirements specified in 7.4.
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-O;))_
_I_%

Figure 50 — Wireless Adapter

The Wireless Adapter shall support the publishing of process data gh 3 native
connelcted field device.

The Wireless Adapter shall support the Commands requirg bvices

and identifies itself (Manufacturer ID, Device Type ReWwsi ! > etc) in Identity
Command responses. As with /O Systems A shall set
Proto¢ol_Bridge_Device (bit 2) in the Flags byte of Id

7.4.2| General Requirements

The Wi ipport
the 1/ sub-

devics.

The Wi
non-n
requirg

s process data responses on behalf of its
er shall support the minimum cgpacity

er Minimum Capacity Requirements

Paramgd Requirement

Minimum Numbm%s\ \ 1

Minimun NysbeX of Chanhg!s\ 1

Minimufn &umb\\c\{\sm|ce> 1

Minimum Numtkr\o{Puble Data Messages 5
Minimum Number ofw Event Messages 2

7.4.3 WirelessHART Interface
7.4.31 General

The Wireless Adapter is a WirelessHART device and shall adhere to all WirelessHART
specifications.

7.4.3.2 Timing requirements

All Wireless Adapters shall be capable of routing messages on behalf of other Network
Devices and any non-native devices it connects to the WirelessHART Network. Wireless
Adapter communications shall ensure latency across the mesh is minimized and any
unnecessary, redundant communications is also minimized. To this end, Wireless Adapters
shall meet the following requirements:
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e Be able to forward (route) a PDU (not addressed to the Network Device) in the slot
immediately following the slot the PDU was received in.

e Be able to reply to a Network Management Command addressed to the Wireless Adapter
in the second slot following the slot the PDU was received in (i.e., one intervening slot
between the request and the response is allowed for command processing).

e Be able to reply to all other commands addressed to the Wireless Adapter in the sixth slot
following the slot the PDU was received in

e Where Delayed Responses are allowed by Commands to the Wireless Adapter, the
DR_Initiate shall not be generated until 75 % of the Transport Layer maxReplyTime has
elapsed.

7.4.3)13 Publish Sub-Device Process Data

The Wireless Adapter shall Publish Data on behalf of its connected 8. sub<devjce(s).
The Publish Data Messages are configured in the Wireless Adapte i neet the
process or plant equipment requirements. The Wireless Adapter_i ibfe acquiring
the data (as needed) from the sub-device. The Wireless Ad s i ith\the Hublish
Data requirements and generates the data on the specified s

7.5 |WirelessHART Gateway
7.5.1| Overview to this subclause
is functionally divided into

Access Points increage the
0 simplify support for redyndant

a Virtual Gateway and one or more Mcc
throughput and the reliability of a Wireles

Accesls Points, every Gateway has (a fixed, n address (Unique ID = OKxF981
0x000[002; Nickname = OxF .% per network. In addition, each Access
Point has a Unique ID, EYl-64 address. The™N e (short address) for the Access Ppint is
assigned by the Network Ma ar. scope of the’Gateway is shown in Figure 51.

By detcomposin G feway and one or more Access Points alloys the
Gateway reside . €onsequently, packets can be routed to thg most
convephient Access P 2ss Point fails, packets shall flow to the remfaining

Accesls Points. N O 2ffi ill be sohstrained but communication will still be succesgful.
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‘ HART OPC Server \
‘ RS485
‘ ControlNet
‘ Wired HART
‘ WiFi Factory
Backbone
‘ Modbus Information

Network
Ethernet TCP/IP

1L

Host Interface

Il

WirelessHART Virtual Gateway
- Host Interface

Network /\_I\ 3
Manager - Data Caching

- Access to Network Manager
irel ART
H K tow.
_/

Network Access Point  —\ ‘

Nepwork Access Paint
- AeCess 1Q Wirelg§sHART

Wire GS%T
(o)

Figure31>“Gateway Scope

wbdivided into a Virtual Gateway, one or more WirelessHART
6ne or more Host interfaces. The WirelessHART Gagteway

a Yirtual’ Gateway providing a sink or source point for WirelessHART Network traffic;

on€ or more Host Interfaces connecting the Gateway to0 backbone networks (e.g., the plant
automation network;

a connection to the Network Manager;

buffering and local storage for Publish Data, event notification, and common commands
(e.g. Commands 0, 20, 48);

time synchronization sourcing;
support for WirelessHART Adapters; and
backward compatibility with legacy applications.

The Gateway uses standard HART commands to communicate with network devices and host
applications. The Gateway also acts as a server responsible for collecting and maintaining
cached data and command responses from all devices in the network. These cached
responses correspond to Publish Data Messages, event notifications, and common HART
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command responses. These cached responses are returned immediately to host application
requests. This reduces network communication load improving power utilization and host
application responsiveness.

If multiple Access Points are supplied by the Gateway, the Network Manager will schedule
communication traffic through all of them. If one of these Network Access Points fails, then
the Network Manager will adjust the schedule spreading traffic across the remaining Network
Access Points. Each Access Point has its own physical and nickname Address.

Internal to the Gateway, all Access Points route traffic through the Virtual Gateway (see
Figure 52) with a Host Interface or the Network Manager.

HOST

10

Host Interface

1L

WirelessHART
Gateway
(Virtual Gateway)

WirelessHART
Network Manager

S
Ak

xternal Connections

% gﬁ?
Eetwork ccesé Point

WirelessHART

Netv?vk\ﬁccess Pfu\

N

WirelessHART Network

WirelessHART WirelessHART
Device Device

WirelessHART
WirelessHART Device

Deyice

Figure 52 — Virtual Gateway and Network Access Points in a WirelessHART Network

The WirelessHART Gateway shall provide the network clock to other Network Devices. The
clock information ripples downward from the top of the network hierarchy to the bottom.

The WirelessHART Gateway shall support Commands and identifies itself (Manufacturer ID,
Device Type Revision, Device ID, etc.) in ldentity Command responses. In addition, the
WirelessHART Gateway supports a number of Gateway Specific Commands.
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Gateway Model

1 General

The WirelessHART Gateway has several distinct components as shown in Figure 53. The
Virtual Gateway itself is a type of Network Device. The Virtual Gateway makes use of services
from the Network Manager and the Security Manager to authenticate and join network
devices.

Host

WirelessHART Gateway Model

Service Access Point
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Virtual Gateway
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e WirelessHART Netwaork Access to Host interfaces is 1hrm|gh Service Access H

Access to the WirelessHART Network itself is provided through Network Access Points. Each
of the items identified in the drawing above is described in more detail in the following
subdivisions of 7.5.3.

7.5.3.

2 Virtual Gateway

The Virtual Gateway provides a single entry point into the WirelessHART Network.

e Itis part of the WirelessHART Field Device network.

a. lItis a device type in the WirelessHART Network.

b. It communicates through Access Points to any Field Device in the WirelessHART

Network (the Virtual Gateway shall have a path to every device in the
WirelessHART network).
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e It can communicate directly with the Network Manager.
e |t sources time synchronization messages.
e Itis a HART Device Type that supports and is described by EDDL, see IEC 61804-3.

e It supports one or more Service Access Points for connecting to the automation network
and plant backbone. It supports the following through these Service Access Points:

a. Translation functions satisfying HART Commands with locally cached data. The
WirelessHART Gateway implements a data cache to optimize the overall
performance of the WirelessHART network and improve responsiveness to host
applications.

b. Tunneling functions transferring HART Commands to WirelessHART NetworK
requests. The WirelessHART Gateway can connect with the hg i
various protocols (e.g., Modbus, Profibus DP, ControlNet, \ grver
proprietary, other), based on different physical layers (RS43 AN} Wi-
Fi, etc.).

c. Optionally supports an XML-based interface.

e Cdgmpatibility

a. The WirelessHART Gateway can support/&xi nands (only to the

extent that the Gateway is acting as a trapsla

e It provides buffering for
a. Publish Data Messages.

b. Event Notification.

specific cases have been discussed, for examp|e a
S information and the results from a vibration analysis
s\where the gateway is receiving from a device; the gateway can

o |t pdblishing variables to devices (often referred to as |catch
vari ) case\the WirelessHART Gateway will be able to publish device variable
dafa that.t i ing_té other devices in the WirelessHART network.

The nptwork-tssed~anthe host side may consist of a variety of technologies. Most PLC}, DCS
or SCADAwendors utilize a proprietary network. Asset Management and Device Managgment
companies tend to use open protocols, such as TCP/IP and one of several stgndard
MAC/PHY layers such as IEEE 802.11 and IEEE 802.3.

7.5.3.3 Access Point

Network Access Points provide access to the WirelessHART Network. They provide the
following:

e They are part of the WirelessHART Field Device network.
a. They are a device type in the WirelessHART Network.

b. They communicate with the Virtual Gateway via dedicated link or
communication port.

c. Each Network Access Point can support communication with any device to
which the Network Manager has provided a path.
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7.5.3.4 Service Access Point (SAP)

7.5.3.4.1 General

Service Access Points provide a connection to the automation network and plant backbone.
They provide:

An interface to the Virtual Gateway for host systems or applications that wish to access
Network Devices that are part of the WirelessHART Network. The interface provides

support for accessing all wired HART Devices that are included through Adapters.

Access to cached response messages:

a. FPublish Data Reponses.

b. Event Notification Reponses.

c. Cached command responses.

Adcess to diagnostics.

Acgcess to Network Manager data.

. Sr.1pport for block mode data transfers (e.g. uploadi vibration analys|s).

e Tunneling functions transferring HART Co irelesSHART Network and
WirelessHART Device requests. Through thesg f ual Gateway can cgnnect
with the host application via varigus\pro¢ . dbus; Profibus DP, ContrioINet,
HART OPC server, proprietary, © ) nt physical layers (R$-485,
Ethernet LAN, Wi-Fi, etc.).

To support Service Access Points, twolinte e’ provided. The first directly supports

HART[ Commands - this jihte exsupported by all gateway implementationg. The

second supports XML-for

7.5.3/4.2 Wiries
A WirelessHAR t

WirelgssHART device

to tunnel HART commands to/from any

7.5.3/4.3 S Proprietary Protocols

A Wirelegst Gateway supporting open and vendor specific proprietary protocols shall be
able tp tunnel HARY'© nd request/responses through the open and proprietary profocols.
For example DCS or SCADA vendors utilize a proprietary network. Vendprs of
Asset|Management and Device Management applications tend to use open protocols, slich as

TCP/IP and one of s

veral standard MAC/PHY including 802.11 and 802.3.

7.5.3.5 Tunneling Protocols

Gateways shall also be able to support tunneling protocols. Tunneling protocols are used to
relay messages between the host which is outside the WirelessHART Network and a
destination device that is part of the WirelessHART Network. All WirelessHART Gateways
shall be able to support HART and WirelessHART commands. They may also support
manufacturer specific commands.

There are several categories of Tunneling Gateways — WirelessHART, HART over Ethernet,
open protocol such as TCP/IP, and Vendor Specific. Examples are described below.

3 Modbus, Profibus DP, ControlNet, HART OPC server are examples of suitable products available commercially.
This information is given for the convenience of users of this document and does not constitute an endorsement

by IEC of these products.
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6 Host Interface

The Gateway Host interface is used to connect client applications outside of the
WirelessHART Network with the WirelessHART Network and the devices in the WirelessHART
Network. The Gateway Host interface can take many forms. Several common ones include the

followi

ng:

e Ethernet-to-wireless Gateway Device: A Gateway Device that provides a bidirectional path
between industrial Ethernet Networks and the WirelessHART Network.

e Wi-Fi-to-wireless Gateway Device:A variation of an Ethernet-to-wireless Gateway Device
that uses 802.11 a/b/g radio to connect to the plant's network.

e Sdrial-to-wireless Gateway Device: Tf plant automation servers and equipment-slpport
sefial interfaces, a serial-to-wireless Gateway Device can be used to serial
interfaces of these devices.

The WirelessHART Gateway shall be able to cache Publish D ponses,

commpnly used to read and write commands, and diagnosticsda \irelessHART

Devic{ 2 y, the

Gatew bks at

reque eturns

the c4 ssues

HART it has

a cac nd #0

respo sulting

respo

The tr| : some

applic twonktayerxthe ave to

be dealt with, and a mappi U r esses and such is made.

7.5.3]7 Logical Ne

The Qateway m@z’ i L ogi etwork Devices. The device information cached in

the Gateways in ins™ mation about the devices such as the list of Publish Data

Commands, Event icati ages, and Cached Commands Responses that are

currently stored tirere. L Ogi ork Device is shown in Figure 54.

Virfjual ﬁa.tsv}ay Realtime Databape
\ 1 *
1 Logical Network Device *
1 -Device Id
-Burst Mode Commands

Network Access Point

Figure 54 — Logical Network Device

The Logical Network Device plays an important role in modeling the system and later in
commissioning the system. A Logical Network Device can exist independent of an actual
Physical Network Device. The Logical Network Device provides a network placeholder that
can be used for off-line configuration, simulation, and on-line operation. It also provides the

neces

sary separation for commissioning and device replacement.
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7.5.3.8 Physical Network Device

A Physical Network Device is an actual device in the network. A Physical Network Device
discovers neighbors and builds and maintains a neighbor table. This neighbor table is built by
the physical device by listening for a specified amount of time on each channel. Each
neighbor is recorded with its corresponding received signal strength.

The Physical Network Device is shown below in Figure 55.

Communication Interface

*

Physical Network Device

Network ID

N
YD

Neighbor .

Signal Strength .
/9\ —

ysical Network Device

7.5.3] ateway and Network Manager

The W
Gatew
combi

¥s not specify the architecture of the Network Manhager,
. The Network Manager and Gateway may be physgically

In all : ark Manager and the Gateway shall establish and maintain a gecure
commpunication>ehanngl with each other. All communications with the WirelessHART Network
pass through the Gateway. Consequently, the Gateway shall route packets to the spegcified

destinlation (Network Device, host application, or Network Manager).

The Network Manager creates an initial Superframe, assigns links in it for the Gateway's
Access Points, and configures the Gateway. ASN 0 is established when this initial frame is
activated.

The Network Manager is not involved in communications between host applications and
network devices. The Gateway is responsible for buffering, protocol conversions, timeouts,
and time synchronization.
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7.5.3.10 Communication Interface

7.5.3.10.1 General

The Communication Interface provides the required communication services to talk with
Network Devices. In the implementation, these communication services will be provided by

the Network and Transport layers. The service types are summarized below:

e Request/ Response;
e Block Data Transfers;

e Publish Data Messages;

e Event Notification;

e Diagnostic Service Type.

7.5.3/10.2 Request/Response

The Request/Response Service provides a method for the Host
Appligations to send request messages to Network Devigé P ponse
messdges. If the response takes too long, the Gateway wi 9 ier a DR or a "timeout"
response to the Host application. In all cases, the a HART
response message from the Network Device.

To th d-hoc.
Conss ¢ ponse
traffic i i i increasing and decreasing the
bandwi y

7.5.3/10.3 Block Dats

Block [data transfers shall alsg be Hapter
to its subdevice. This tation
and rg-assembl

7.5.3]

The P d to send data on a periodic schedule or on an excgption
basis. S consists of the response packet for the specified command.
The Publje a is gonfiglrable, based on application needs.

For control applicatigns;“the Publish Data rate is determined by control loop or sequence
execufi , the process time constant). In some cases, more than onge host
applicption” will subscribe to the same published data. In these cases, the update fate is
determingd by the fastest requested data rate.

Publish Data responses shall be cached inside the Gateway in a real-time database. This
provides a mechanism for multiple readers to access the same data, decouples the

applications and reduces duplicate network traffic.

7.5.3.10.5 Event Notification Services

The Event Notification Services provide support for the communications of events and alarms.
This is a guaranteed message delivery service. The Gateway is responsible for

acknowledging and caching Event Notification Messages.

7.5.3.10.6 Diagnostic Service Type

This service is used to transfer diagnostic information about the network to the Host.
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11 Cached Response Messages

11.1 Network Status

Each Network Device maintains diagnostics. The diagnostics are periodically published via
HART commands to the Network Manager. The Network Manager maintains the complete set
of Device and Network Diagnostics. Hosts can query the Gateway or the Network Manager for
network level diagnostics.

7.5.3.

The d

11.2 Publish Data Command Responses

tabase caches all of the Publish Data response messages

7.5.3
The d

7.5.3]

The d
are s

7.5.3]
For H

receiv
timeo

7.5.4
7.5.4,

examy
the G
inform
Client

7.5.4]

Resul

111.3 Event Notification Command Responses

outsta‘ljr;ding commands that have been

htabase caches all of the event notification response message

11.4 Cached Command Responses

ART request/response comma
a response has not ye
d in return. Delayed Responseg hall be purged if they exceed @

t.

i Wireless Adapter, do not have a N|ckname In all
of 5-byte HART addresses, Nicknames, and device

of the host application request to the Gateway may be classified as follows:

of all
been
24 h

its 5-

s, for
cases

type
st (or

e Success: A valid response message is generated within the prescribed timeout window.

e Busy: The Gateway received the request but is unable to respond at the present time.

e DR: The Gateway received the request and has started processing it.

e Error: The Gateway received the message but detected an error in it that prevents it from

be

ing processed.

The number of times that a Gateway will retry before the Gateway returns to Busy or an Error,
can be configured.

7.5.4.

3 Power-on Reset

The WirelessHART Virtual Gateway will perform the following sequence when it is powered

on:
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Calculate the power outage time. If the power outage time is less than 15 min, set an
internal WARM_START flag. If the power outage time is greater than 15 min, set the
COLD_START flag. If power outage time cannot be determined, set the COLD_START
flag.

Look for Network Access Points and form connections with them.

If a Network Manager is found with the same Network Id, connect to that Network
Manager.

Synchronize the Gateway’s clock with an external time source such as a GPS receiver.
The Gateway will synchronize it’'s clock with the external time source and, at least once
per hour, broadcast a UTC Time Messages.

NQTE  This is a separate mechanism from keep-alives which are used to keep the networks understanding of the ASN
in-sync.

e Initialize host interfaces. The Gateway can now begin returpi host

applications.
o IfWARM_START

—| Discover the networks Absolute Slot Number (ASN),

—1| Check connection to all network devices in the DI nds 0

and 20 to each of the devices.
—| For each Adapter execute the "Join Seq er Sti-Devices". Update the
devices status to match the respanse re \ e".
e Cdmmence normal operations.
7.5.4)J4 Network Access Point R rk
Access Point)

When|a Network Access Roi g hen it
starts|up it will look fg [ and /form a connection. Once it has found the
Virtual] Gateway it will ' ng for
neighthors on th@el
7.5.4)5 Gateway ‘ : ommand #42 sent to the Virtual Gateway)
Resetting the S a he same as COLD_START. The WirelessHART Gqteway
will sqt its interna SET flag, clear all of its buffers, and tell the Network Mgnager
that it|is being reset % SET flag will not be cleared until network communicationg have
been e ~Whilg the reset sequence is underway, the WirelessHART Gateway will
respond to~all 2 angds to field devices with Busy (code #32). Any existing dg¢layed
responpses anth\hlock \node transfers will be cleared and no new ones will be acceptefl until
the repet sequencehdas been completed. The following summarizes the actions taken py the
WirelgssHART Gateway:

Set RESET flag.
Fail any outstanding Block Mode Transfers.
Fail any outstanding Delayed Responses.

Send a command ‘03xxx Reset Device’ to the Network Manager (tell the Network Manager
that the Gateway is being reset).

Clear all tables and buffers.

Initialize host interfaces.

Re-connect with the Network Manager.

Get re-configured by the Network Manager.

Send Command #0 and Command #20 to each device.

For each Adapter execute the "Join Sequence for Adapter Sub-Devices".
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e Re-establish periodic update messages with all devices.
e Clear RESET flag.

7.5.4.6 Re-build Publish Data Periodic Data

When a WirelessHART Gateway’s REBUILD flag is set, all cached responses for a specified
device are cleared. In the case of a Wireless Adaptor, this means that all buffers for all
devices connected to the Wireless Adapter will also be reset. The WirelessHART Gateway will
use command #0 to test the connection to any WirelessHART device.

7.5.4.7 WirelessHART Gateway Self Test (Command #41)

The WirelessHART Gateway may do the following after accepting comma

e vefify the ROM checksum (and set a flag if the check fails);

D

o vefify the non-volatile memory contents (and set a flag if the chex

e geherate a command #41 response message.

Thesg ROM check and nonvolatile memory verificat brmed

periodically by the WirelessHART Gateway.

7.5.4)8 Adding New Network Devices

Whengver the Gateway receives a né EVi i.e., ice is
received from the Network Manager), 0 and
Command 20. The response messages>are cat . The
Gateway determines which devices are Wire e), by
examiping byte 8 (Flags), bi ice)of the Identity Command (Command
0).

7.5.4)9 Device C

Whengver the and 0
and a|Command 20 40 t ice in
the Gateway. The igura onse.
If the device is a e Japte Hen the Gateway repeats the "Join Sequence for Agapter

Sub-devices", ireless Adapter.

7.5.5 ale ateway Superframe

The Gateway(€Q icates with the Network Devices via its Access Points. The Access
Point should-have~activity (e.g., a transmit or receive) scheduled for every slot. Not ufilizing
every |slot\represents wasted opportunities. For example, if the access points have npthing
else t¢ 'dof they should advertise and perform shared listens.

The Network Manager should assign unused Access Points to Advertise faster than
ChannelSearchTime. In doing so, Devices trying to join will quickly identify the Access Point
(if it is in range) and join.

Generally, a dedicated superframe should be assigned by the Network Manager (e.g.,
superframe number 253). By allocating a high-numbered Superframe ID, other transmit and
receive links can be used to transmit or receive higher priority traffic (in fact every other
transmit/receive is more important).

7.5.6 Gateway Change Notification Services

The Gateway can return change notification messages to the Host (Client) when changes are
detected by the Gateway. These notifications provide an indication that a value or status has
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changed — they do not include the actual changed values. When a Client receives a change
notification, it can issue a Request message to the Gateway to read the associated
information. For example, when a Client receives a change notification from the Gateway for a
Publish Data update from a device, the Client could issue a request to the Gateway to return
the cached Response message.

NOTE

Not all host interfaces can support change notifications.

The changes for which a Client can receive change notifications on are summarized in

Table 34.
Table 34 —
Notification Type Fastest Comments
Notification Rate
2! N\ Q\
Publish| Data 0,250 ViG We basis for
re are changes, a
ificatjon HMst
EventNptification 1 Every 1 s the Gat€way cks\the“cachg on a device-py-device
basis for even tifteatio \f thete are changgs, a
change notificationNs added to the notification list
Device$tatus 5 py-device
a change
e Publish
will be
DeviceConfiguration 60 -by-
ic i for device configuration changes (monitofs
comma 0 and command #20, checks configuration|change
i{_ and gonfiguration change counter). If there are changes a
hange notification is added to the notification list.
TE Since this can also be handled with each PuRlish
ata, the notification should only be sent if no Publishf Data
/\\/\ message has been sent
NetworkTopology W Every 60 s the Gateway checks with the Network Manpger to
see if there have been network topology changes. If there are
/\ changes, a change notification is added to the notificqtion list
NetworkSchedul \ 60 Every 60 s the Gateway checks with the Network Manpger to
see if there have been network schedule changes. If there are
changes, a change notification is added to the notificqtion list
The Gateway shall Support at least 8 (32 recommended) separate change notification lists
(i.e. 8| clients can register for change notification messages). These change notification lists
are forhost-sfde support.

The following diagram illustrates the sequence a Client could use to request the Gateway to
monitor several devices. The overall sequence occurs in the following order:

1.

Client1 requests change notification messages for three devices, Device1, Device2,
and Device3. The client does this by issuing HART Command 140 to the Gateway.

The Gateway grants the request and sets up a change notification service for Client1.
The Gateway returns a HART Response message indicating that the change

notification request was successful.

Device2 sends a command 3 using Publish Data update. The Gateway caches the
response message for command 3 for Device2 and sets the change notification bits for
command 3 on Device2.
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4. The Gateway processes the change notification list for Client1. It adds command 3 for
Device 2 to its change list, sends a HART Command 142 to Client1 indicating the
changes that have occurred. It then clears the change notification bits for Client1.

5. Client1 receives the change notification message from the Gateway and reads the
cached command 3 Response message from the Gateway’s cache.

The sequence diagram is illustrated in Figure 56.

lient Gateway Device

Request Notification for Device 1, Device 2, Device 3 |

Response Notification

Change Notification to Client 1

Request Cmd 3 from Device 2

Response

7.5.7

7.5.7,

The \Vi d the

Wirele

e Alyays use_extended HART addressing (except command #0).

e CdchelPublish Data response message data and device status data.

e (Cdche selected HART read/write messages
e Cache Event Notification response messages.

e Support client-side service requests for request/response, change notification, Publish
Data, block mode transfers, delayed response messages, and high throughput services.

e Pass through command requests and responses addressed to/from devices in the
WirelessHART network.

e Automatically request increases and decreases in communication bandwidth between the
Gateway and field devices in response to host application demands.

Like other HART-enabled devices, the Gateway shall retain its configuration across resets
and power failure. Network schedule (superframe, links, routes, etc., are not retained). These
parameters include (but are not limited to):

e HART Address and Nickname per Access Point;
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e Network Id;
e Join Key;
e Tag, Descriptor and Date;

e Retry and timeout limits for busy and other errors.
7.5.7.2 Host to WirelessHART Command Request and Response

The following commands are commands from a host that are addressed to the WirelessHART
Gateway itself:

. vided

e Cdmmand #11, Read Unique ID associated with Tag, and Command ¥ ique ID
aspociated with Long Tag, will be recognized only if the tag and\address R \ thpse of
the WirelessHART Gateway.

e All other commands shall be in extended 5-byte addressingfor

e If @ communications error is detected, the Wireless with a
commes error response.

e Th code
#6

e Of til the
RH

7.5.7]

Pass- Hevice

to pag ork to

the dd to the

Gatew

o All

o |If ay will
re]

o |f e WirelessHART Gateway will pass-thru the request|to the

fie
su

yrn, cache the response (if it is one of the commands [that it
rn the response from the field device to the host.

e Th S S bleted delayed responses (command #106).

error is detected, the WirelessHART Gateway will respond to the host
the devices behalf with the appropriate comms error response.

7.5.7)4 .Y Caching Publish Data Command Response Messages

The dynamic data cache in the WirelessHART Gateway updates and records each time a
device sends Publish Data message response including the data validity flags, byte count,
response bytes, data bytes, total numbers of updates and the extended status bytes.

7.5.7.5 WirelessHART Gateway Status Error Flag Bits

The WirelessHART Gateway supports the Status Error Flag Bits shown in Table 35.
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Table 35 — WirelessHART Gateway Status Flags

Error Description

Cold-start Set when the WirelessHART Gateway is powered-up or reset and the amount of time the
Gateway has been unavailable is more than 15 min; cleared when the Gateway completes its
start-up sequence

Warm-start set when the WirelessHART Gateway is powered-up and the amount of time the Gateway has
been unavailable is less than 15 minutes, cleared when the Gateway completes its start-up
sequence
NOTE - this is an internal state in the Virtual Gateway. T

Configdration-changed Set whenever WirelessHART Gateway parameters are chan by the hest (any frite / reset),
cleared by command #38 ?d& (‘\\

Malfungtion OR of HARD_FAULT bits (see command #48 and varial(a a\e\f\)\ \

More status available Command 48 should be read

7.5.7)6 WirelessHART Gateway Additional St

In responding to command #48, the WirelessHART state

of its yarious flags (note use command #41 to have

7.5.7]7 WirelessHART Gatewa

The Gateway shall also provide the ted in

Table|36. The minimum capacities are

Tab e3 teway nimum Cdpacity Requirements
Parameter S > \\\> Tiny Gateway Small Gateway Large Gateway
(10 devices) (50 devices) (250 devjces)

Minimurmn Number of Seés( 30 110 510

Minimurh Number of Tr?q{)\\ SN § 30 110 510

Minimurh Number ofRodte \ \{ 15 60 128

Minimurh NumbeRof Neighbaes \| ) 12 50 128

Minimurh NgmberghSupsizames \ 12 12 12

Minimurh Number.of %s \ 50 100 500

Minimurh Numberof Graghs ) 25 60 128

Minimurn Number of Graph-Neighbor 40 200 1000

MinimuraNumber of Packet Buffers 25 100 500

Minimum Number of Publish Data Messages 30 200 1000

Minimum Number of Cached Messages 75 400 2000

Minimum Number of Publish Event Messages 25 100 500

Total Number of Devices (Wireless Adapters + Field Devices) 10 50 250

Clients 4 8 32
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7.5.7.8

7.5.7.8.1 General

- 143

WirelessHART Gateway Commands

The WirelessHART Gateway supports several Gateway specific commands, supports pass
through messages, supports Publish Data and block mode transfers, and caches several read
and write commands. The commands are described in the following subdivisions of 7.5.7.8.

7.5.7.8.2

Required Gateway Commands

The Gateway shall support the Commands that are Ilsted in Table 37. The Pubhsh Data

notificlation commands, too.

The I/D system commands shall be supported and employed transpare

Devic¢ Commands

Table 37 — Required Gateway Com

CONX

nds

Cmd Description Cmd D}sckip;tion\
38 Reset Configuration Changed Flag §9} eal\ﬁm/CIock
41 Perform Self Test <\ <\ ea}\i?}) System Client-Side Comnpunication
42 Perform Device Reset x 106 J}dsh Delayed Response Buffers
48 Read Additional Status ( . N Transfer Service Control
59 Write Number Of RespwPreambles \ \ \1/6 Transfer Service
WireldssHART Gateway Comm%@s ( N )\/
Cmd| | Description ) Cmd Description
773 Write Ne%magdS > \\> 832 Read Network Information
774 Read Neth 834 Read Network Topology Informatiof
775 | | write Netw?r(‘f\\g\ N § 835 | Read Publish Data List
776 Readmﬁ\g\\\ 836 Flush Cached Responses for a Device
794 <R/e}d\U\\C Wﬁap&x{g 837 Write Update Notification Bit Mask for a Device
814 I%ad\l)m Ij\tw 838 Read update notification bit mask fqr a Device
815 Add DeNst Téble Entry 839 Cancel update notifications
816 Delete Devicehgt Table Entry 840 Change Notification
817 Read Channel Blacklist 841 Read Network Device Identity using Nickname
818 Write Channel Blacklist 842 Write Network Device's Scheduling Flags
821 Write Network Access Mode 843 Read Network Device's Scheduling Flags
822 Read Network Access Mode 844 Read Network Constraints
833 Read Neighbor information 845 Write Network Constraints
7.5.7.8.3 Cached Response Messages

The Gateway shall be able to cache the responses to the Commands listed in Table 38.
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Table 38 — Cached Response Messages

HART Command Command Descriptor
Cached Response | 0 Read Unique Identifier
in Gateway upon - — - -
Read 11 Read Unique Identifier associated with Tag

13 Read Tag, Descriptor, Date

20 Read Long Tag

48 ReadAdditiomat-DeviceStatus

50 Read Dynamic Variable Assignments (
Publish Pata * 1% Read Primary Variable < N O\

2 Read Current & Percent < \ §

3* Read All Variables \

9* Read Device Variables and Status (| sﬁgportgd\s\HAQT G\atx(above)

33 Read Device Variables

2NN )

123 Read Trend — each PuinstyD/ata cont‘a'Qs 12 Treﬁ{values

Device specific Any HART command K S] “ \
Event Nptification 119 Read E)«%{Notifiyt&n S&tus (fim{S\ﬁimp %evice Status + Command 48)
Responges 18 Write Tag, Desgriptor, Da
Cached|in - }‘Q \Q \ )
Gateway upon 22 Write Lopgkag
Write cqnfirmation | 5¢ Write Plﬁmary(Var@ble\R\a}gg V%Jes

44 N\ | prieii ary%r\iabje Unﬁ§>
7.6 Wirelessng
7.6.1| Genera
Subcl gsHART Network Manager. The Network Manager is
respo hent, scheduling, and optimization of the Wireles§HART
Netwd the Network Manager initializes and maintains ngtwork
comm gs. The Network Manager provides mechanisms for devices to
join a It is also responsible for managing dedicated and shared nétwork
resou
The Netweork-Manager communicates with devices on the WirelessHART Network through the
networkdayer wh|ch is described in CIause 6. The commands that the Network Managef uses
to setl . C C ause etwork
Manager is also respon3|ble for collectlng and mamtammg dlagnostlcs about the overall
health of the network. These diagnostics are available to be reported to host-based
applications. The diagnostics are also used to adapt the overall network to changing

condit

ions.

The scope of the Network Manager is shown in Figure 57.
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User Correspondent
Security - . Network HART Command, Data, & At
Manager i = Manager Application Block Transfers Application
\ [
Network
HART Adds HART Specific Commands or . .
Management Commands Network Management Information Application Layer
Commands
\J
Network Layer f——————Adds Routing Information—— Network Layer
Logical Link Control \J Adds Addressing\and Data link Layer/
Media Access Control Frame Infecatior AC Layer
! » v ds Pregffibles T Physical Link
(Phy5[ca[ Layer SerV[CeS) Transce'ser SyrrT11 ?Zniiration y

/ Layer
(RF Channel) :'% %:

For the Network Manager to\perform its comple functions, it needs information|about
the dgvices themselves, twork is to be used, and feedback from
the ngtwork on how we VOrk.i rming) Configuration and setup information|about

devicgs i QW ommunication resources are requesfed by
devicgs, icatj ) ¢ k oh how well the network is performing is provided
by the i eports and diagnostics. The relationship pf the
Netwq@ sHART Network is illustrated in Figure 58.
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The WirelessHART Network architecture does not restrict where the Network Manager resides
in the plant automation network. As shown in Figure 48 above, the Network Manager may be
co-located with the Gateway in the same box or located in a completely separate physical
box. There is one Network Manager per WirelessHART Network.

7.6.2.

2 Connection between Network Manager and Security Manager

The Security Manager and the Network Manager are responsible for establishing a connection
with each other, and maintaining this connection to support device join requests and
establishment of sessions. The connection between the Network Manager and the Security
Manager and the method of securing it are not described by the WirelessHART standard. The
Security Manager is completely hidden from the Gateways.
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7.6.2.3 Security Management

The Security Manager works with the Network Manager to secure the WirelessHART Network
from adversarial threats to its operation. The Security Manager generates and manages the
cryptographic material used by the network. It is responsible for the generation, storage, and
management of keys.

The Security Manager works closely with the Network Manager in a server-client architecture.
The Security Manager is shown separately from the Network Manager because it may be a
centralized function in some plant automation networks, servicing more than one
WirelessHART Network and in some cases other networks and applications. There is one
Securjty Manager associated with each WirelessHART Netwark The Security Manager may

service multiple WirelessHART Networks.

A seclre connection between the Network Manager and Security . This
securg¢ connection is beyond the scope of this PAS.

7.6.2)J4 Network Diagnostics

As pgrt of its system functions, the Network Manager S e and
diagnostic information. This information is accessiblg ble to
view |and analyze the behavior of the overa ected,

reconfiguration of the network is performed while rk is operating. Network diagnostic
information can be accessed through !

7.6.2)5 Network Performance

The WWirelessHART Network mamtal S ili everal
mechanisms including mUkHips S i ultiple
commpunication tries. ¢ iability ¢ adding
additional network accgss pajnts' a ield i | iversity.
Additipnal s i [ educe
latencly, and can@

7.6.2)6 i

All communicati i ART Network is time-synchronized. The basic ynit of
measlre is g time i a unit of fixed time duration commonly shared by all N¢twork
Devices ina KT dtion of a time slot is sufficient to send or receive one xacket
per chan { amde panying acknowledgement, including guard-band times for nefwork-
wide |synchronizatign. e per-channel qualification indicates that more than one

commpunication~ean oocur in the same time slot.

Precige<ime synchronization is critical to the operation of networks based on time d|vision
mu|t|p nving Since all communication hnppnne intime slots the Network Devices shall have
the same notion of when each time slot begins and ends, with minimal variation. The
WirelessHART protocol defines mechanisms for time synchronization. In the WirelessHART
Network, time propagates outward from the Gateway.

7.6.2.7 Sessions

End to end communications are managed on the Network Layer by sessions. Each session
contains information on security for a pair (or group) of network devices. All network devices
will have two sessions with the Network Manager: one for pairwise communication, and one
for network broadcast communication from the Network Manager. All network devices will also
have two Network Manager session keys. The sessions are distinguished by the Network
Device addresses assigned to them. For the pairwise session with the Network Manager, a
device’s standard Network Device address will be used; for the broadcast session, a special
Network Device address OxFFFF will be used.
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7.6.2.8 Routing

There are two methods of routing packets in a WirelessHART Network: graph routing and
source routing.

e Graph Routing: When using graph routing, a Network Device sends packets with a Graph
ID in the network layer header along a set of paths to the destination. All Network Devices
on the way to the destination shall be pre-configured with graph information that specifies
the neighbors to which the packets may be forwarded. In a properly configured network,
all devices will have at least two devices in the Graph through which they may send
packets. For networks with only one Network Access Point there will also be at least one
node with only one outbound path even when properly configured.

e Sdurce Routing: With source routing, pre-configuration of the forwapdingsdevicés)lis not
necessary. To send a packet to its destination, the source Network Revice includes|in the
network layer header an ordered list of devices through which thg packge travel. As
the packet is routed, each routing device utilizes the next Ne 5 from

the packet to determine the next hop to use. Since packets gtination
without explicit setup of intermediate devices, source routing of the

nefwork topology. Even though no explicit configuratio j : ices”is required,
earch hop of the source route requires at least one activ '

7.6.2]9 Connection between Gateway and

The ipterface between a Gateway and the is not described Hy the
WirelgssHART protocol. The Netwg ay are responsibje for
establjshing a secure connection witf aintaining this connection to| carry
contrdl and data traffic. Thus, it is not ateway to go through the normal
network device join process. Once ects to the Network Managqr, the
Netwdrk Manager may configure the G sginagvertising to other devices.

There| are many forms of\Gate the WirelessHART Network to different
physigal networks on|the ptant side ¢ ateway Device types include, for example,
Ethernet and Seri : (& N ese Gateway Devices are not restricted fo any
particlilar proto

Etherpet-to-wirele eWa The Ethernet-to-wireless Gateway Device provjdes a
bidire¢tional path\bet ial Fthernet networks and the WirelessHART Network.
Wi-Fi{to-wire ; Device—A variation of the Ethernet-to-wireless Gateway Device
isaWi-Ki G that uses an 802.11a/b/g radio to connect to the plant’s network.

Serial-to-wirerle
serial |linterfaces.
devices.

s Gateway Device—Some plant automation servers and equipment spupport
érial-to-wireless Gateway Device connects to serial interfaces of|these

Proprietary—Many suppliers have their own 10 networks. In these cases, a proprietary-to-
wireless Gateway Device connection will be required. Gateways may contain any protocol that
suppliers wish to make use of.

A Gateway shall compare the destination address of packets with its own address and the
Network Manager’s address. Whenever a Gateway receives packets destined for the Network
Manager, it may remove the packets from the wireless network and forward them to the
Network Manager using its secure connection. Packets with other destinations, as well as
packets received from the Network Manager, are routed into the network according to the
routing described in the packet.

Once communication paths have been established, the Network Manager is not involved in
communications between host applications and network devices. The Gateway is responsible
for buffering, protocol conversions, timeouts, time clock, etc.
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7.6.2.10 Scheduling

The main functions of the Network Manager are to schedule, monitor, manage, and optimize
communication resources. The Network Manager combines information it has about the
topology of the network, heuristics about communication requirements, and requests for
communication resources from network devices and applications to generate the schedule.

7.6.3

Network M

anager Requirements

The Network Manager is central to the overall operation of the WirelessHART Network. The
Network Manager is responsible for forming the network, establishing routes, scheduling

comm

going
The o

Inication resources, monitoring the health of the network, adapting the network to on-

changes, and working with the Security Manager to allocate and m Session

erall set of req

uirements is summarized below in Table 39.

Table 39 — Network Manager Requiremen

Keys.

Network Function
Network Formation and Provides logic for initializing itself and stapting up the et
Configuration 7/ \M \

@

Requirement \ \\ >

Manages Topology. Understanding { tWy f the'n worMpts the network to ch
as diagnosticinformatigqis reported fr ices /\

hnges

N
Manages the Network Key N\ helNetwork Key-i pro\\idéd he Network Manager by the
vices\The Nefwork Manager distributes the Ng

becurity
twork

hat

prk.
vice the

er to

\or suring that the Neighbor Table inside each device is up-to-date

6-bit
sible

\Esge?}shes a connection with the Gateway. Whenever the Gateway ( via the Gateway's A
Poirfts) receive messages destined for the Network Manager, the Gateways forwards ther
>\letwork Manager

ccess
h to the

Configures at least one of the Gateway's Access Points to provide the network clock

Manages network configuration. Maintains a full map of the network configuration, includifg any

information about the network that has been distributed to network devices

request for all of the Network Devices in the network, the Network Manager is responsible
providing the response

Responds to requests for network information. For example, when a host application makes a

for
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Network Function Requirement

Routing Creates and manages network route. The network route is a complete map of the network

Manages Neighbor tables. The Network Manager collects network statistics and neighbor table
information from each device through periodic health reports. This information is used to adapt
the network to changes

Builds route tables for Graph routing. Graph Routing is ideal for both scheduled upstream and
downstream communications. Upstream communications include process measurements and
alarms. Downstream communications include SP changes to actuators.

Builds source route lists for Source routing

Allocates communication resources to itself, gateways, and to the Devices so that the Network
Manager can manage the network and so Devices can communicate

Network Schedule and Creates Superframes. Multiple Superframes will be used to support corfimunicati ecific
Channe| Management scan rates. Additional Superframes will be allocated to support devige|management and

Assigns links in Superframes

Creates Link tables. Each Link includes exactly one slot

channel offset, and the device connected to this ||n

Activates and Deactivates Superframes in resporﬁe\ Mat%dqnan%

Channel Management

Maintains overall Keeps track of kllst haWackllstlng is a manug|
WirelessHART Network oper |o

diagnostic informatio
example, when a Network
Device has not received.a
packet from one of its
neighbors within the

KeepAlivelnterval, the
deV|ce ends a path-down

Rfovides Channel O hannel offset is used to calqulate
thexchannel number when hannel hopping. The channel offset
umber of channels less number df

Network Diagnostics ﬁ/ Ih?intains% \skof h twc;%ation about each Network Device

Adaptin
pHny etw k to ang| environment and application demands. The adaptation includes
up ting ule information

unicdtion resources as requested by Network Devices. Devices request network
ity tosxsupport Publish Data operation, event notification, and block mode traffic. Gatg¢ways
idth to support client demands. Network traffic is biased towards a particulgr path
by fncreasipg or decreasing the number of links through a particular device.

Optimizes routes and schedules in order to improve operation of the network while consefving
p within devices

>€reation and management of Join Keys

Securityl Manager Creation and management of Session Keys

!'

a Aro X ahbhaowin—in o e a6 Th £ Iowin

A2 RAY l_\I\JIIILUULuIU IO OIIUVVII LILILI T IUUIU \>Av" LI AZ LAYA] g

ponents that go into the overall Network Management
complete architecture together.

Th | NP IVP-e) o
e Culllpll:us NEtWOoTrK—vrah ayvT

subclause 7.6.4 describes the co
Architecture. 7.6.4.6 below brings the

3'3

7.6.4 Network Manager Model
7.6.4.1 General Model for Network Manager
7.6.4.11 General

The Network Managers’ two most important functions are to setup and manage all routes
used throughout the WirelessHART Network and to allocate communication resources. The
allocation of communication resources is referred to as scheduling. The key components of
the Network Manager are the Network Schedule, the collection of Network Devices, the
collection of Neighbor Tables, the collection of Connection Tables, and the collection of
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Routes. The Network Manager also maintains an association with the Security Manager. The
Network Manager is shown below in Figure 59.

Security Manager

Host Application —gamg «
Network M -Session Keys

— etwork Manager I Join Keys
* -NodelD . 1 |-Network Key

1" |-NetworkID
-TopologyType {Mesh, Star}
+Active()

R I 2

Network Schedule

-NumChgnnels
-BlacklistedChannels

(}apQ \
}Qfaphl D Source
<D;stination dress: -RoutelD

\ -DestinationAddress

-Timeout
1 -NumSrcRouteHpps
< ¢ -SrcRouteHops[4]
onnection-Fable

. -Conpections

7
-Networf(\Qevic\e\(\ \N\Sgg

In thig i K Manager contains one overall Network Schedule. This schedule is
further . uperframes and time slots. Time slots are associated with| links.
The p i twork
Mana a list of all devices in the network. It also contains the overall n¢twork

using mMformation evices. raph o is built
from the list of Network Devices, their reported Neighbors, and current device capacities (e.g.,
how many descendents the neighbor already has). Each graph should use a maximum of four
neighbors as a potential next hop destination.

The Network Manager is also responsible for generating and maintaining all of the route
information for the network. The Network Manager uses this route information to generate a
complete graph leading from each network device back to the Network Manager. There may
also be special purpose routes that are used to send commands and other settings from the
Gateways to Network Devices. Finally, there are broadcast routes that are used to send
broadcast messages from the Network Manager through the Gateways to all of the Network
Devices.

The overall routing information is assembled by the Network Manager using device, neighbor,
and diagnostic information reported by the Network Devices. Once the routing information and
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communication requirements for each of the devices are known, the scheduling of network
resources can be performed. The route the Virtual Gateway is referred to as the "Network
Route". Connections are keyed by neighbor ID’s.

Special purpose routes are also created. These routes provide paths from the gateways to
devices and from devices to gateways — these are referred to as downstream and upstream
paths. For example, upstream paths are used for transfer of periodic data from the devices to
gateways, and downstream paths are used for transferring setpoint information from the
gateway to actuators.

The Network Manager |s responsible for adaptlng the network to changing conditions and for
schedpti .

comm
transfe

When
proces
along
gener
order,|i

ging the join
| of the network
been
bverse

7.6.4/1.

The l\t: — the Network Id shall be confjgured
for eq 3 itialize the Network ID is through a
Gateway that is hosting t ‘ W\ ed by

connecting the initial Gat [ i host,
setting the Network ID v Virtual
Gateway Nickname, Vi ion, and
other parameter

NOTE | The Network ey are
specifig

7.6.4,

Netwq@ the
type of de
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ications-are_nop
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described in this document. All Field Devices shall contain §
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list of
each
on on
bf the
it has
pceive
for a
ch of
twork

these
Router

Hand

elds are used (0 configure devices, run diagnostics, perrorm calibrations, and m

anage

network information inside each device. When used in a maintenance lab, Handheld Devices
can connect directly to WirelessHART Field devices through their maintenance port.

Routers are used to transfer messages from one location to another. All WirelessHART Field
Devices can act as a router.

Gateways are used to connect the WirelessHART Device network to Host applications such
as a process automation system or asset management system. The Gateway connects to the

Wirele

ssHART Network through Network Access Points.
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7.6.4.3 Network Routing

Network Devices use routing to communicate with each other. There are two methods of
routing packets in a WirelessHART Network: graph routing and source routing. These are
illustrated below in Figure 61.

Network Manager
-NodelD
-NetworkID
-TopologyType {Mesh, Star, Star-Mesh}
+Active()

¢ ¢

1 1

Route
s@ proxy
Zﬁ (\ for activatign.

=

Proxy”

[564-bit Destipation Address

Graph

-GraphID
-Destination Address

Connection Table

——-Connections

Neighbor \(
-NodelD N
-TimeSourceFlag
-KeepAliveTimer <
-Statistics Mkf\tkg
—Signa[Stren)P(\ “graphld

ress

“NeighborAl

\Q Network Device
* -NodelD
(\ -Updaterate
-Resources
-Session|D
(\ * | NetworkiD

\ -JoinKey

Figure 61 — Network Routing

The Network Manager contains a complete list of Routes, Connections, and Network Dgvices.
When| devices are initially added to the network, the Network Manager stores all Ne|ghbor
entries including signal strength information as reported from each Network Device. The
Network Manager uses this information to build a complete Network Graph. The Network
Graph is an optimized route map. During the optization of the Network graph, a large number
of possible (but suboptimal) links have been removed. The Network Graph is put together
optimizing several properties including reliability, hop count, reporting rates, power usage,
and overall traffic flow. A key part of the topology is the list of Connections that connect
devices together.

A key function of the Network Manager is to configure Graph and Connection information in
each Network Device. The Network Manager maintains a complete list of the Graph and
Connection information with which each Network Device has been configured. As the overall
network adapts to changing information, the Network Manager is responsible for updating the
overall topology, which includes adding and deleting information in each Network Device.
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Only the Network Manager knows about source routing. Intermediate devices do not know
about Source routes.

Using this knowledge, the Network Manager generates Graph Routes. It also generates
Source Routes for the Gateway (Source Routes are best derived from Graph Routes that the
Network Manager has already assembled — the graph route is a tree; if you go to each leaf on
the tree, then the path from the root to the leaf is a source route). The Network Manager
utilizes Graph Routes to generate schedules. This includes measurement information that is
transferred from Network Devices to the Gateway and control information that is transferred
from Gateway Devices to final control devices such as regulating valves, on-off valves,
pumps, fans, dampers, as well as motors used in many other ways.

Every|graph in a network is associated with a unique Graph Id. To send 2 jraph,

the squrce Network Device includes a Graph Id in the packet’s netwgrt . backet
travels along the paths corresponding to the Graph Id until it reaches i inatj or is
discarded. In order to be able to route packets along a graph, a de ce o L gured
with al Connection table. The Connection table contains entries t S ) d and
neighbor address. Redundant paths may be setup by ha |ng ghbor
assoc|ated with the same Graph Id. Using Graph Routing ! shall
perform a lookup in the connection table by Graph Id, and listed

neightbors. Once any neighbor acknowledges (Data-Link| level
acknowledgement), the routing device may release i ket from its transmit
buffer| If an acknowledge is not received, the device\wilk attempi{o retra i [ at its
next available opportunity.

7.6.4)J4 Network Schedule
7.6.414.1 General

The Network Manager<i i ati icati The
commpunication resour i ged in
Superframes. Commu i the

arized

Comnjunication gui
below|in Figure
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-Statistics
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contains exactly one overall schedule that is createfl and
managed b pjager. The schedule is organized into Superframes.| Each
Superfrapme_i bdivided into Superframe relative links that repeat as the Supeiframe

cycleg. g_aboye slots in Superframes are called Relative Slots. These slgts are
relative to he/Superframe. Relative Slots shall not be confused with the Abjsolute
Slot i icates the actual time that is being used for transmission of a specific

Link objects—are—assoc tee—te each—H rere—ate slot
allocations in one or more dewces If it is a dedicated slot, then there will be a send slot in
one device and a receive slot in another device. If it is a shared slot then there will be a
receive slot in one device and one or more transmit slots in several devices. If it is a
broadcast slot then there will be one transmit slot in one device and receive slots in several
devices. The Link object also contains the Superframe Id, Relative Slot Number, Link Options
(transmit, receive, shared), and Link Type (normal, broadcast, advertising, discovery).

The Channel Offset is used to calculate the specific radio frequency channel that is used for a
particular slot based on a pseudorandom sequence.

The Network Manager combines the Communication Requirements with the Superframe
information to create a set of Links for each device. The specific links loaded into each device
are used by the device to determine when the device’s radio needs to wake up, and when it
wakes up whether it should transmit, receive, or either transmit/receive.
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The Link does not determine what is communicated. A Link is an opportunity to communicate.
The device determines what it will communicate in each slot.

7.6.4.4.2 Superframe

As noted above, a Superframe is a collection of links assigned to time slots repeating in time.
The number of slots in a given Superframe (Superframe size) determines how often each slot
repeats, thus setting a communication schedule for devices that use the slots. When a
Superframe is created, it is associated with a Graph Id. The Network Manager uses this
association to help it allocate Slots and configure Links. In runtime, the device determines
how a Link will be used.

Every|new Superframe instance in time is called a Superframe cycle. Fj 63 shows how
devicgs may communicate in a simple three slot Superframe. Dewces Aland B sgmmunicate
durind slot 0, dewces B and C communicate during slot 1, and slot 24 .|[Every
three

Tso  Ts1 Ts2 | Tso | TS1 |
A>B | B->C A>B  B->C

The s
each

&, all periods should divide into
..and 3, 6, 12, 24 and as Well as

7.6.4)4.3

A given Wireles g i several concurrent Superframes of different
sizes.[A Superf ‘ 3 annels and time slots. Multiple Superframejs may
be us¢d to define 4 d 9 vicafl i to run
the enfti : erentduty cyctes. Additional Superframes may also be allocated for
differg vicati ublish Data requirements, event notifications, and [HART

comm

A Netwq
devicq e
in muftiple o
communication scked

articipate in one or more Superframes simultaneously, but not all
in all Superframes. By configuring a Network Device to participate
uperframes of different sizes, it is possible to establish different
les and connectivity matrices that all work at the same time.

Key applications, such as Asset Management Systems and device specific applications] often
require considerable throughput for short durations of time (where short duration is measured
in minutes — used to call up configuration and diagnostic screens and respond to user
requests). To support this temporary increase in demand for communication time slots,
additional Superframes may be used.

Superframes can be added, removed, activated, and deactivated while the network is running
(this is important). All Superframes logically start in the same place in time. Cycle 0, slot 0 of
every Superframe occurs at the beginning of epoch. The epoch for a specific WirelessHART
Network is the time when the Network Manager starts the network. Because of this, time slots
in different Superframes are always aligned, even though beginnings and ends of
Superframes may not be — this is shown in Figure 64. Because all Superframes begin at the
same time, it is always possible to identify time of a given Superframe cycle and time slot.
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Frame 0
5 slots

Frame 1
3 slots

Figure 64 — Multiple Superframes in a Network

A Network Device with links in multiple Superframes may encounter a link arbitration
situatian. This may happen when two or more Superframes with assigned links coincide in the
same |absolute time slot. In these cases, the device shall operate on thetink thatChas the
numefically lowest Frameld. The rules for link arbitration are defined i MADatp-Link
Layer|Specification.

7.6.4)4.4 Time Slots

A tim¢ slot is a unit of fixed time duration commonly sh Net Devices in a
network. The duration of a time slot is sufficient to s % 8 packet apd an
acconmpanying acknowledgement, z } C network-wide

synchfonization.

The npodel also refers to time slots 3s i i s is because time s|ots in
Super '

Dedic i ommunicate during an allocated time
slot. § 2 nly one listener. For shared lipks, a
define : 3 t may occur. Broadcast and mylticast
links i ata-Link ACK/NACK acknowledggment.
Broad S pset of listeners, but no Data-Link| level
ACKI/N Ren

Time
are asgsi
perfor
attem

M a time slot is assigned to a device, the devige can
within the time slot, depending on the type of link:
o receive a packet, or remain idle. A Network Devide that

has a S if/receive link may send a packet during the associated time
slot if inati dcket matches the neighbor(s) on the other end of the link. A
Netwd i Rt has \a receive link, or a transmit/receive link with no packet to|send,

listens i sacket during the associated time slot.

Time glotg~can also“be shared by multiple devices. All devices that participate in either a
Dedicated, or a Shared Link shall be awake and listening.

7.6.4.4.5 Links
7.6.4.4.5.1 General

When the Network Manager creates connections between devices, link assignments shall be
available to support those connections. In many cases it will be necessary for the Network
Manager to create new link assignments. In these cases the Network Manger will transfer the
link assignments to each of the devices that require it. A link assignment specifies how the
Network Device shall use a time slot. Each link includes exactly one time slot, a channel
offset, its type (transmit, receive or shared), neighbor information (neighbors are the
devices(s) on the other end of the link), and transmit/receive attributes.
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7.6.4.4.5.2 Transmit/Receive Attributes

Links may be transmit-only, receive-only, or transmit/receive. A Network Device that has a
transmit link or a transmit/receive link may send a packet during the associated time slot if the
destination of the packet matches the neighbor(s) on the other end of the link. A Network
Device that has a receive link, or a transmit/receive link with no packet to send, listens for an
incoming packet during the associated time slot.

7.6.4.4.5.3 Shared Links

Transmit links may be shared by multiple devices, which is indicated to the Network Device by
the shared flag in the link configuration. Shared links behave similar to the well-known Slotted
Aloha| and devices use a collision-avoidance scheme with a backoff handle (cdllision
situatipns. Using shared links may be desirable when throughput requirgments of devices are
low, and/or traffic is irregular or comes in bursts. In some situations i hared Imks may
decrease latency because the Network Device does not need to w4 i Ks, but
this is|true only when chances of collisions are low.

7.6.4)5 Security Manager

The Security Manager is used by the Network Manger shown

in Figlire 65.
AN
Seéun@ar‘{gﬁ
Network Manager Na
-NodelD SeSSI
-Network 1D Sx%Keys
+Active() * % -Netyork Key

Securify Manager

The Network Ma@r S i v ygating security keys.

7.6.4)6 i N e Manager

Subdiyision 7.6.4\6 byi ver“all the pieces of the Network Manager. The Network
Manager is ghowa \ i 66 below, along with all of the other key components pf the
architgcture. PacketQ) and Packet are also included in the diagram. [These
will bg B rough the model from the point of view of routing packets.

The Idft side.o wing primarily deals with allocating communication resources. The right
side deals-with routing. The Network Manager uses routing to determine how to route packets
and it| uses’ communication requirements to determine what network resources need|to be
assigned.”Using both of these, the Network Manager generates an overall network schedule,
which in effect allocates communication resources in terms of Superframes and Links. Once
the schedule has been determined, the Network Manager transfers these configurations items
to each Network Device (e.g., by issuing Write Superframe, Write Link, Write Graph).

To illustrate how the WirelessHART network works, consider what happens when a device
wakes up (this is simplistic overview, there are many rules not considered here). The device
first looks at its list of links and selects the next link. If the Link Option is Receive, the device
immediately enters into a listen mode. If the Link Option is Transmit or a Transmit/Receive,
the device will enter into transmit logic. Since the Link identifies which device can be
transmitted to, the next step is to see if the device has a packet in its PacketQ that can be
sent to the device on the other end of the Link. To find a match the device shall look at the
routing information in each Packet in the PacketQ. If a match is found the Packet is sent. If a
match is not found and the Link Type is Transmit/Receive, then the device will listen for an
incoming packet. If no match is found then the device is returned to sleep mode.
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Security Manager «implementation class»
Gateway -Name PacketQ
-Session Keys -Packet
———————{NodelD — -Join Keys -Graphld
’ 1 -NetworkID * 1 -Network Key -DestinationAddress
1 -Topology Type {Mesh, Star} -FI(_)ot_iFlag
@|-Accept Global Join Keys : bool -grlorltyTv
- -QueueTimer
+Active() 1
1 1 1 . 1
1
Network Py
! -NumChannels ¢ Reqts Route «implementation class»
BlacklistedChannels [® j,— ___ Packet
1 Priority
% 1 -Timeout
1 |
porh rapir 1
-FramelD -GraphlD
-GraphlD -Destination Address 7/\
-NumSlots
-ActiveFlag ddress
-Slots {ordered list of links} ] U SrcRou!er
-NextLink
-ChannelMap B ANR teHops[4
Connection Table
1 —-Connections
Relative Slot
1
Neighbor
-NodelD

1

-TimeSourceFlag

1 -KeepAliveTimer S -
-Statistics Y nnection
-SignalStrenth .Géaphm m

-NeighborAddregs

R \ ) / ! Network Device
* N\ -NodelD Physica Device
1 talker 1 listener Dedicated 'gzgster;ae‘: -HART Address
m talker 1 listener Shared \ \ B !

-SessionID -Device Resources
1 talker m listener Broadcast * 1 1 | Mig Info

1 talker m listener Directed -NetworkID e

-JoinKey

- - * f
Link ‘ Router
-NodelD ﬁl
-SlotNumber g
-Link Options {Transmit,Receive, TransmitiRecieve; ‘ 1
-Link Type ( rmat, Discover, ising}
1. -FramelD FieldDevice Gateway Hand Held
»Frethann ffset
-Statigtics

7.6.4)6.1

When|a Net v icey i ighs it a
16-bit| address ( e and
destination m ¢ gh the
network. i i¢ch the
destinjation n evice address matches the device’s own address. Broadcast ne¢twork

device address

7.6.4)6:2 Network Formation

A key attribute of a WirelessHART Network is its ability to self-organize. There are three
components of network formation: advertising, joining, and resource allocation. As part of
advertising, Network Devices that are already part of the network send packets announcing
the presence of the network that they are part of. Advertisement packets include time
synchronization information and a unique NetworklID. Devices trying to join the network listen
for these packets and try to match the advertised NetworkID with their own; once at least one
advertisement is heard, the new Network Device can attempt to join the network. A new
Network Device shall be authenticated to join the network. After a Device has joined the
network, it can negotiate with the Network Manager for network resources. The overall Join
Sequence is described in Network Management.
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7.6.5 Routing

7.6.5.1 General

A key part of the Network Manager’s duties is to develop the overall routing for the network.
In order to put together efficient and optimized routes, the Network Manager needs

information about the network, information about communication

requirements,

and

information about the capabilities of the network devices themselves. As this information is
discovered, the Network Manager adjusts the connections in the network until it has a good
working system. Subclause 7.6.5 summarizes some of the key requirements, presents rules

for determining routes, and outputs a simple example of a route.

7.6.5]

The re

2

Requirement

Routing Requirements
quirements for the Network Manager are summarized in Table 448.
Table 40 — Routing Requirement(s\s
NN AN

Creatg
netwo
prune
intern

resentafion of the ent
). The Network Man
the network. This

ager
5 the route information down into what it believes is a re on?ﬁa representation

bl representation is used to generate Graph and Source Routés
N\

Mana
each
routeq

from
he

ighbor table information
mation is used to adjust {

jes Neighbor tables. The Network Mana collects netwoiK statisfics and
evice through periodic health reports.@ cti d sigpal hevel i

Health
decisi

reports. The communication informatiorﬁsed\&i\ﬁe\be\tween existing connections and make
£

Builds
comm
comm

bns on forming new ones

route tables for Graph routing. Graph Rauting.is idgal f Mcheduled upstream and downstream
Linications. Upstream cafmmunications include precess measurements and alarms. Downstream
Lnications include SI:’\ changes™tq actuato

Builds

source route lists fc{rWutin&\ ~—_"

No cir

Cular loops iQén\/\robga (grap>8?$\(3u?<§e\) >

A dow

nstream broa}&z@/g*%m}{om\@ Vmalb;teway to all of the nodes shall be generated

Down

Etream graphs}&N]eWu\éf\Gaéﬁvéj}vaH of the nodes in the network shall be generated

7.6.5]
A bas n this
docunment

1)

2) —Fhemintmum-Agmberef-hopsto-be-considered-when—constructing-the-graph-is2

3) The maximum number of hops to be considered when constructing the initial graph is
4.

4) The ratio of the lowest signal strength on a two hop path to the signal strength on a
corresponding one hop path for the two hop path should be considered instead of the
one hop path.

5) Use the same rule noted in 4) above for 3 and 4 hop paths.

6) The signal level threshold to be used when building the graph; as a first pass 50 %

can be used as a starting point. If no paths are found using the specified signal level
threshold, then this threshold can be reduced to 0,75 of its previous value and the
graph generation retried. This recursion should continue up to four times. If at least
one route is still not possible, then it is considered that the node is unreachable.
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7.6.6 Scheduling
7.6.6.1 General

The most important thing the Network Manager does is schedule communication resources. In
order to put together efficient and optimized schedules, the Network Manager needs
information about the network, information about communication requirements, and
information about the capabilities of the network devices themselves. As this information is
discovered, the Network Manager adjusts the schedule until it has met the requirements. The
scheduler then uses feedback from the operation of the system to tune the schedule.
Subclause 7.6.6 summarizes some of the key requirements, presents rules for determining
routes, and outputs a simple example of a route.

7.6.6]2 Schedule Requirements

The rgquirements for developing the schedule are summarized in T

Table 41 — Scheduler Requiremefits

Function Requirement & \ \ \

Assumptions Network Manager has reasonable repres%@oﬁﬁ@mr\kéraph

Each device has been configured With a (:onné:@on tab\\ \/

Network Manager knoys\the up%ra\ ea d({\hs‘ \>

=

er

For redundancy, a datum is‘configured With on: tra%lt nd a retry on one path and ano|
retry on another path

Constra|nts Maximum number of ncurrent activexghannels is determined by the number of enabled
channels (limited by black-li

Qeﬁée{ca?/b’é‘sc\édylea\\h sten tv%g in a slot

ore than o}é device car fransmit to th& same device (e.g. A broadcast link and dedicatgd links
0‘each okthe Iisthev esS“ean coexist.)

Q Q multi-}9p th,}e(lh\Qp shall be scheduled first

he supportediiptiate rates Will be defined as 2" where ‘n’ is positive or negative integer Jalues

ey, lections of 4250 ms, 2500 ms, 1s,2s,4s,8s, 16, 32s, and 60 o (or
ork\Ma.naéement and Publish Data communications should not exceed 30 % of the
vall mun|cat|on bandwidth (100 slots/s max).

\Se |ces e network manager shall take into account the service requirements

xwal schedule (not counting the Gateway spec) should have 50 % free slots (i.e., allofated
forrefries, listens)

Data Superframe he data Superframe length is determined by data scan rate

Allocate slots starting with the fastest to the slowest scan rate

Erom the furthest end device allocate one link for each en-route Network Device to the Ghteway.
Allocate a 2™ dedicated slot on the same path to handle a retry. Allocate a 3" shared slot on a
separate path to handle another retry

Management Superframe Management Management Superframe has priority over data Superframes

The network management should be 6 400 slots

Traverse the graph by breath-first search, starting from the gateway,
number the devices as Ng, N1, ... N,

At a minimum, every device needs to have a slot for a Keep-Alives and
there shall be a corresponding shared receive on the parent side

Join Process Join-Request - From the furthest devices, allocate one link for each en-
route Network Device to the Gateway (No redundancy provided)

Join Response - Traverse the graph by breath-first search, allocate one
link for each en-route Network Device from the Gateway to end Network
Device (No redundancy provided)
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Function Requirement
Allocate advertise packets in each device. The number of advertise
packets will be inversely related to the number of hops away from the
gateway
Neighbor Discovery Neighbor discovery. The Network Manager shall allocate discovery link
common to all Netowerk Devices. The discoverylnterval timer shall be set
to enable discovery
Network Share the Network Management links with join requests and responses
Management
Commands
Command Allocate shared slots to meet ad-hoc request and response traffic
Request/Response Traffic
Gateway Superframe The Gateway Superframe should be allocated with a large ID value /\

should be allocated)

The Gateway Superframe should be 40 slots long. All slots in the

@wa&:ES\Poims

Schedule all unallocated slots in the Gateway. Alternate each f theses|ots XW
(receive slots shall be shared) /\

CEIVE

Special Purpose High Throughput
Superframes

\kgh rouahgzﬁ/deman
ications\ This will be allgcated
fsg typ

i to

Maintenance
Superframe

I‘:ield evice. This Superframe is

used to provide the Fjél i Handheld with a high-sgeed

connection twork Manager will allocate 4 slots ger s
/Qwo links,in ea ion).

7.6.6)]3 Schedule Strategy

A bas|c scheduling strateg
this document.

Scheduling Strategy
—| Starting fr
—| Allocate @s

Data §

—| Note one Network Device can only be scheduled to receive once in a slot.

fied in

to the

ble).

— Event Notification uses same slot allocation scheme as data. If there is Publish Data
operation scheduled, then events can share the same slots (they will be sent
infrequently — when they are sent they can use the retry slots).

Management Superframe

— Management Superframe has priority over data Superframes.

— The network management Superframe should be (6 400 slots).

— Advertisement

NOTE Advertisement slots are slots that devices use to allow devices wishing to become part of the

network to join through.

— Traverse the graph by breath-first search, starting from the gateway, number the

devices as Ng, Nq, ... N,

— Every device needs to have a slot for a keep-alive message (If a Network Device has
not sent a packet to its parent within this interval, it shall send a KEEP-ALIVE packet).
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The keep alive timer is (one slot in the Superframe will be allocated). This should be

shared receives on the parent side.

— Each device needs to have three slots every fifteen minutes for health reports.

— Each device needs to have at least one shared slot every minute for request/response
requests. If an asset management application is started up, then the Gateway will need

to allocate communication resources for that application.

Join Request
— From the furthest devices, allocate one link for each en-route Network Device to the

Gateway (No redundancy provided).

Join Response

Network Management Commands and Reponses

Mess

Maint

Gateway Superframe

Optimization

Traverse the graph by breath-first search, allocate one link for eac

Share the Network Management links with join requests and

and Request/Response Traffic (e.g., Device Managément
ges)
Allocate the links in the same way as join requests.

pnance Superframe
Allocate slots for the Maintenance Superframe — this grframe will be
in all devices. The Superframe should be 1 sin dur, are four slots in

The gateway Superframe is 40 sloi y a minimum of 400 ms).
Alternate the slots as XMIT, RE Shared).

Number of hops to the gajeway
Alternate paths

Latency Q
Power utilizati

—| Overall th
7.6.6)4 ling Example
In thig s S| le scheduling example will be presented. The example co
WirelgssHA kthat consists of one Gateway and three Field Devices. The gate

identified a

and
arrang

the three field devices are identified as ‘B’, ‘C’, and ‘D’. Field Dev
C communicate” every second; Field Device ‘D’ communicates every 4 s
ement is shown in Figure 67.

h—en-route Nétwork

ponse

set-up
itt.

ers a
vay is
ces B

The
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Virtual Gateway

(address 0)

A

A (address 1)
Gateway Network
Access Point

(Powered)
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In this
bandw

Step 1:

B: B-3
C: C-3
D: D-5

B (address 2)
Field Device
(1 sec)

dx

Figure 67
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simple e
idth.

rk evice WirelessHART Network
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Step 2: Data Superframes, see Table 42 and Table 43.
Table 42 — Frameld 1: 1 s Update Rate (Superframe Length 100)

PAS 62591 © IEC:2009(E)

Ch Offset TS0 TS1 TS2 TS3 TS4 TS5 TS6 TS7 TS8
0 B->A B->A
1 C->A C->A
2
Table 43 — Frameld 4: 4 s Update (Superframe Length 400)
Ch ffsot IS0 IS4 JS2 JIS3 IS4 IS5 IS6 JISZ TS8
0 D->B | D->B D->C
1 B->A [ B->A | C->AN[C->A
2
Step 3: Management superframe, see Table 44, Table 45, Table 4 and Tabl¢ 48
Framgld 0: Management Superframe Length 6 000 — once per nmy
Advertisements (advise joining devices about open links to(tal
Table 44 — Frameld 0: Managenien
Ch Dffset TS0 TS1 TS2 TS3 /I§A\ TS7 Tss
0 AU A
1 N {
2 *->C
3 *->D
4 >
Table 4 management responses)
choffset | /N N Ts7 [ tsah \so» | Tst0 | Ts11 | Ts12 | Ts13 | Tsqp
0 AN
1 < e NBAA B->A
2 Z\ C->A
3 DB
4 N
N
| —AJoin Response (shared w/ management requests)
Ch Dffset S11 | Ts12 TS13 TS14 | TS15
0 A->B A->C A->B
1 B->D
2
Table 47 — Commands
Ch Offset TS16 | TS17 TS18 TS19 TS20
0
1 B->A B->A
2 C->A
3 D->B
4
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Table 48 - Command Reponses

Ch Offset TS19 TS20 TS21 TS22 TS23
0 A->B A->B A->C

1 B->D

2

Step 4: Create sub-schedules for each node (Link table entries), see Table 49, Table 50,
Table 51, and Table 52.

Table 49 — Node A

Frametd Fime-Stot €h-Offset Bevice S tinkFype
Address Options

1 0 0 B Receive ormal

1 1 0 B Receive <[ Norfiak
1 2 1 C Receive ¢ \ \ormal

1 3 1 C Receiye Nogmal
4 4 1 B Recgive Norpal
4 5 1 B Recdive \ Notmal
4 6 1 C Reveive N\~ {’Normal
4 7 1 C ceiveX) \ NWormal
0 8 0 * eceive, AdVertise
0 9 1 B [ ,~ Reveive  Normal
0 10 2 c ) /| Recelve Normal
0 11 1 B\ [ |(Receive Normal
0 12 0< B ( (| Feansmif’ Normal
0 13 0 C ¢ Trangmit Normal
0 14 0\ N “Trahsmit Normal
0 16 2 ([ & Receive Normal
0 17 1\ ( B /| Receive Normal
0 18 o\ B Receive Normal
0 19 [ ]o BN Transmit Normal
0 0 A fG\ B) Transmit Normal
0 2D "C/ Transmit Normal

: abfe 50 Node B
AN
Frameld Tim Sl\t\_/éh Offset | Dest Addr Link Link Type
Options

1 ] / 0 A Transmit Normal
N N EN 0 A Transmit Normal
4 N\ 2 D 0 D Receive Normal
4 >\ [ 0 D Receive Normal
4 > 4 1 A Transmit Normal
4 5 1 A Transmit Normal
0 6 1 * Receive Advertise
G 7 3 D RGLSiVG Nunnai
0 9 1 A Transmit Normal
0 11 1 A Transmit Normal
0 12 0 A Receive Normal
0 14 0 A Receive Normal
0 15 1 D Transmit Normal
0 16 3 D Receive Normal
0 17 1 A Transmit Normal
0 18 1 A Transmit Normal
0 19 0 A Receive Normal
0 20 0 A Receive Normal
0 21 1 D Transmit Normal
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Table 51 — Node C

Frameld Time Slot Ch Offset Device Link Link Type
Address Options

0 0 2 * Receive Advertise
1 2 1 A Transmit Normal

1 3 1 A Transmit Normal

4 4 0 D Receive Normal

4 6 1 A Transmit Normal

4 7 1 A Transmit Normal

0 10 2 A Transmit Normal

0 13 0 A Receive Normal

a) 16 2 A Trancmi it Normal

0 21 0 A Receive Normal

Table 52 — Node D <\<®>
Frameld Time Slot Ch Offset Device
Address ptlon

0 0 3 * { | RegéiveN\xe Ad\(ertlse
4 2 0 B NTransit \ “KNogmal

4 3 0 B Transmit Normal

4 4 0 C (/N | Trdpsmit_ Normal

0 7 3 A\ \ 2/ KkTrangmit Normal

0 15 1 NB \ 7 [ {PReceivp Normal

0 16 3< B ( A\ T rahsmit Normal

0 21 1 B Releive Normal

7.6.6, Process Control Examp

Void

7.6.7
7.6.7.

The N ireless
Comm write
commpunicatiopn settms into network devices. For example, the Network Manager cgn use
these [commands to_cpeate frames and links in devices. In addition the Network Managef shall
implement.all of the Data Link Layer and the Network Layer Commands.

Each command describes a related set of parameters and has an expected action associated
with it. For example, Write/Add/Modify Link contains the parameters needed to add or change
a Link. Delete Link is used to remove a link from a Link table in a Network Device. Several
commands may be combined into one transaction. For example, the Network Manager could
combine commands for creating a superframe and a link.

Write/Add/Modify HART commands add or modify network resources. Delete HART
commands are used to terminate use of network items and reclaim resources. Read HART
commands are used to read network resources.

The example in Figure 68 shows two message sequences. In the first sequence, the Network
Manager sends a Read Superframe command requesting information on a specific
Superframe. The Device responds by sending a response. In the second sequence, the
Network Manager aggregates and sends commands to modify the Superframe and add Links.
The Network Device responds by sending the aggregated results of the commands.
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Network Manager Network Device

< Request (Read Superframe)>

\j

<Response (Read Superframe)>

A

<Request (Modify Superframe, Add Link)>

<Response (Modi Sup me pol eA Link)>

) N

Scendri

e AN ERAT

Initializ|ng a Wireless\I-M(B}ﬁ\@N@aQ( Sé«{in@p a self-organizing WirelessHART Network
A

Allocating communicatio sou es\ Devige sends a request to the Network Manager to increase it
co unication services

Adjusting nethe\ \ \ Route is changed and schedule is updated

Health ?ep Device sends a Health Report to the Network Manager
Path fa IUR\ \ > A path failure is reported to the Network Manager
Changing a Session Key Network Manager changes Session Keys

Changipg the NetworkM Network Manager changes Network Keys

7.6.7.2 Initializing a WirelessHART Network

A key characteristic of a WirelessHART Network is its ability to automatically start up and self-
organize. Before a WirelessHART Network can form, a Network Manager and a Gateway shall
exist and they shall have created a private connection with each other. As part of its
initialization sequence the Network Manager will create the following:

1) Network Management Superframe;
2) Network Graph.

Once complete, the Network Manager will activate the first superframe. This establishes the
system epoch — ASN 0. The overall initialization sequence is shown in Figure 69.
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Gateway Network Manager Security Manager

Initialize

e —

Create Network Key
Create Graph 0 (Network Graph )

Create Frame 0

Create Network Manager Session Key

> Create k-Ses

Unicast Key

Initialize Response

Initalize Virtual Gateway

Give Keys to Virtual Gateway___—

Create Frame

Create Links

Advdrtisement Msg____|
rHeemen 2

«—

69 — Initializing a WirelessHART Network

Once fthe Network ess Point starts to advertise, devices can begin to join the netwqgrk. As
devicgs ,join; the network forms. There are three components of network formation:
adverlising, joining, and resource negotiation. As part of advertising, Network Devices that
are already partoftheretwork may sendpackets—anmourncingthe presence of the etwork.
Advertisement packets include time synchronization information and a unique NetworklID.
Devices that are trying to join, listen for these packets and try to match the advertised
NetworkID with their own. Once at least one Advertisement packet is heard, the new device
can attempt to join the network. A new device joins the network by executing a join sequence.

7.6.7.3 Allocating Communication Resources

A device that joins the network shall not start generating or receiving non-network
management data until an appropriate amount of network resource is allocated to it.
Characteristics of throughput, reliability, and latency associated with a stream of data is called
a service. A service may be requested by a device, or may be created by the Network
Manager and communicated to the device. A service is identified by service type (Publish,
Block Transfer, see Network Management).

[ > Create k-Ses

[> Create Session Keys

[> Create Session Keys
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To request a service,
Manager.

171 -

the device shall send Write/Add/Modify Service to the Network

When the service is created, the Network Manager returns a response code
indicating what parameters were granted.
network, the Network Manager may do nothing except a response. Otherwise, additional links
and/or graphs may be created or activated. This sequence is indicated below in Figure 70.

Network Manager

T
|
|
A

If appropriate links/graphs already exist in the

Field Device

Command 799: Service

Request( "Add", "Publish")

AL

Command 799:Service Response( "Add","status DR_INITIATE") /\

Command 965,967 :request("add Frame and Links")

Command 965,967 response("success")

TS, Add

é,
Command 965,967 :request("add Framew

%

Command 965,967:

| |
[T

response(" cces/?‘k)\ \

Command 799:Sewice?€§3nnse

"AGANPublsh”, stés@%

7.6.7

The o
usage
Figure

ng and using services

be’adjusted to address changes in routing, device res
down), and network demand. This is illustrated bel

"> Add

ource
ow in
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Network Manager

-

">, Updating Network

7.6.7)5

Health

reports
The Health reportsg”j

in Figure 7

below
well.

Add Links, Add Connections, Del

e

Devices to the Network Manager periodically.
gges that are not acknowledged. This is illugtrated

Dg vic& Gateway Network Manager
i i i
| o o
He: eport Health Report
_ 2> Updating Network

T
|
|
|
|
|
|

Figure 72 — Health Reports


https://iecnorm.com/api/?name=ef57c1e6b45c0be21d43e4f5a89f4431

PAS 62591 © IEC:2009(E) -173 -

7.7 Handheld Devices

7.7.1 General

Handheld Devices are used in the installation and maintenance of Network Devices. Handheld
Devices are portable equipment operated by the plant personnel. There are four approaches
to connect Handheld Devices:

1.

Handheld or application connected through a Plant automation Network—
A plant automation network-connected Handheld Device connects to the plant
automation network through some networking technology such as Wi-Fi. This

device talks to Network Devices through the Gateway Device in the same

Out ¢
Wirelg
in Figlire 73.

3.

4.

fashion as external plant automation servers. 1o the Wireles
this type of handheld is just another host application.

WirelessHA
ricted in the s4d

brk

he
Field
ut

RT
me

iheld
d to

- A
1ART
e
ning
p and
e

on. A

dtrated
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Plant Automation Plant Automation
Application Host Application Host
Plant Automation Plant Automation
Network Network

Alternet locations - 5™ feg---------q-------

Alternet locations -

for Network & Wireless HART for Network &
Sgeurity .. etk Security |
Mapagers  / I Fislg—>,  Field Managers /
i Device ", Device

Adapter g

Field ™.
Device &

@

Wireless
i HART Wireless
Handheld HART
Field Handheld
Device

Connected as a Network Devic Connected as a Maintenance Device

held Connections

7.7.2| Gener

The WirelessHART K \ with all WirelessHART requirements.

7.7.3

The Wirele andheld ean configure and interrogate the device when connected|to the
maint¢néance™port. ¥ butes and commands supported by the Field Device are available

through the~maihtenante gport and shall be supported by the handheld. When requestgd, the
Field Pevice answers\ldentity Commands normally thus allowing the handheld load the¢ EDD
for the Field-Device.NWhen connected via the maintenance port the handheld does not have
accessp to the wireless network.

7.7.4 Network Device Connection
7.7.41 General

There are two reasons to connect a WirelessHART Handheld into the WirelessHART Network
as a WirelessHART Device.

1) To install session keys.
2) To view network diagnostics and health reports.

To join a WirelessHART Network as a network device, the user will need to first install the
Network Id and the Join Key for the WirelessHART Handheld into the WirelessHART
Handheld itself. This can be done in one of several ways including connecting the handheld
up to the Gateway via Ethernet to initialize the network and to allocate the initial keys for the
WirelessHART Handheld.
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Once the handheld has its Network Id and Join key, it will join the WirelessHART Network in
the same way as any other device joins the network.

NOTE Initializing the network and the gateway are implementation specific.
7.7.4.2 Install Session Keys

In order for the WirelessHART Handheld to connect to devices in the field, it will need a
session key for each device. To get these session keys, the handheld needs to connect to the
network as a WirelessHART device and request the Network Manager to allocate session
keys for each device it will talk to. The Network Manager will then install these keys into each
of the devices and into the handheld. The session keys and their nonce counters will be

initialized to the same number at creation.
7.7.4)]3 View Network Diagnostics and Health Reports
After fhe handheld has connected itself to the WirelessHART Network as s ice, it
can rgquest the Network Manager to allocate it additional co icati talk to
the Gateway and it can send requests to the Virtual Gatewa 3 &, N anager for
diagnostic and Health Report information. The handheld w i¢es on
the ndtwork when connected in this manner (device to dewi d).
7.7.5| Network Connection as a Maintenanc
Once | a network is up and i iclas may want to connect
WirelgssHART Handheld Devices up A jvidual insfalled Field Device vip the
WirelgssHART Network to gather device ific T, run diagnostics, check gevice
calibration, etc. To support these activities, the Wi JART Network Manager will allpw the
Wireld i a time using a special superframe
that has been installed intd e ce\Thexseguence for connecting up to the field device is
as follows:
1)| User connegts to thé e bains sessions (including the keys) for devjces it
shall taIkQ@
2)| User walks™
Ce on.
vidth.
nance

1) The Network Manager installs a well-known high-speed handheld superframe in each
device and into the handheld.

2) The handheld and the device need a peer-peer session key.

3) The Handheld use Commands 806 and 807 to activate and deactivate the
Maintenance Superframe.

Once connected to the device, the WirelessHART Handheld device is restricted to talking to
the WirelessHART device over the Maintenance Superframe.
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In many cases, more than one Network Access Point will be used in a WirelessHART
Network. When more than one Network Access Point is used, the following shall be
considered:

7.8.2

The N
relatig

Routing;

Synchronization;

Fault Detection;

Switch Over.

Routing

WirelessHART
Network Manager

etwork Manager is responsible for establishing network rou
nship of the Network Manager to the WirelessHART Net K

WirelessHART

Virtual Gateway

WirelessHART

Network Access Point

WirelessHART

A

irelassHA
\ﬁtwo AcsessPoint

\W_ir/ePSsHART
evice

WirelessHART
Device

ows the

External Link

WirelessHART N

WirelessHART
Device

WirelessHART
Device

etwork

Figure 74 — Network Routing

The Network Manager application will often run in the same physical box or on the same card
as the Virtual Gateway. It is also possible to run the Network Manager in a separate Host. In
any case, the Virtual Gateway will need to have an external secure communications link to the
Network Manager. The WirelessHART specification does not define this connection or the
method of securing it.

All WirelessHART devices communicate with the Network Manager as if it were a Network
Device with a WirelessHART address.


https://iecnorm.com/api/?name=ef57c1e6b45c0be21d43e4f5a89f4431

PAS 62591 © IEC:2009(E)

-177 -

Every device sending messages to the Network Manager uses a known address, for example
Nickname "0", which is discovered during the joining process. Each message traverses the
WirelessHART Network to the Virtual Gateway. The message is then routed to the Network
Manager. There may be more than one path the message can take to get to the Network
Manager. This is illustrated in Figure 75.
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Redundant Network Managers

WirelessHART WirelessHART
Network Manager Network Manager
(Active) (Standby)

. ced WirelessHART
Virtual Gateway

'.' K External Link
’ ‘\
’ Y
4 1y
I‘ . T
‘l .
R WirelessHART ] WirelessHART L l
Network Access Point Network Access Point
\‘ R4 “

Work

WirelessHART WirelessHART eless)

Device Device Device

Device “A’s” Graph Route to

Witeles§HART Network Manaper

WirelessHART
Device

Device

The active Network
synchronized. Synchro
machipe states).

ible foy "keeping the standby Network Mgnager
bases only) or tight (data bases and state

There|is no Wireles ; i perability issue on how synchronization is dong. The
one thing we negd REN 0 Is that it is unwise to assume that a synchronigation

scheme will pres ate | elessHART protocols. For example, if a device is|in the
process of jqQ Y . Its_state in a partially joined process may be lost on switchover.
This means all the Wjrels RT processes shall assume that states may be lost and have a
recover aNiSr I| e g time out. This is a wise design philosophy to adopt even if there is
no nefwork

Detecling ,#that a reddndant Network Management process has failed is key to making the
system reliable. Fault detection should be done on both the active and standby units |and it
may ble 'done through internal and external processes.

Switchover may be initiated by the fault detection or manually initiated.

8 Wireless Network and Gateway Commands

8.1 Overview

This clause on Wireless Commands is a key element of the WirelessHART specifications as it
establishes the minimum Application/Network layer support required of all WirelessHART
devices.

The Application Layer in HART defines the commands, responses, data types and status
reporting supported by the Protocol. While the HCF Enumeration Tables and Response Codes
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all establish mandatory Application Layer practices (e.g., data types, common definitions of
data items and procedures), the WirelessHART Commands specify the minimum
Application/Network Layer content for all WirelessHART compatible devices.

Clause 8 provides application layer command information for WirelessHART Network
Manager, Gateway and devices according to Figure 21. Many of these application layer
commands are used to control other layers within the protocol stack such as the physical
layer, data link layer and the network layer.

8.2 Subject

This gpecification—contains—both—the—definitions—and—the—recommended—usage—ofWireless
Commnjands. Wireless Commands, if used, shall be implemented exactly/as specified)|Many
Wirelgss Commands refer to tables from the HCF Enumeration Tabl . [When
HCF BEnumeration Tables are referenced, the tables shall be used exa

NOTE | The HART Communication Foundation Common Tables Specificatio 3 2Vailable at
http://www.hartcommz2.org/hcf/services_tools/doc_sales.html.

This gpecification contains commands that shall be imple ¢ Tr and
Gateway as depicted in Figure 80 hereinafter. It also S af shall
be implemented for the configuration of each device 3 gs well
as Network Layer.

8.3

8.3.1

The ¢ ontrol
certai

HART Command Wyz@n{Desc}i&tor \ Description

797 Wp'\é@a(%@\Psw\er XA borﬁmand to write the radio power output in dBm

798 I{gaa\eﬁcﬂo N/c-}\_//éommand to read the radio power output in dBm

804 e RadiodCCA Command to read the radio Clear Channel Assessment (CCA) mode
(Enabled or Disabled)

805 Radio\CCA Command to write the radio Clear Channel Assessment (CCA) mode
N (Enable or Disabled)

8.3.2 Data Link Layer Commands

Implementation of all commands in 8.3.2 Is required. These commands control the operation
of the Data Link Layer, see Table 56.

Table 56 — DL commands

HART Command Command Descriptor Description

773 Write Network Id Command to write the network id used for the wireless network
774 Read Network Id Command to read the network id used for the wireless network
781 Read Device Address Command to read the device addressing information

783 Read Superframe List | Command to read the superframe table entries in a network device
784 Read Link List Command to read the link table entries in a network device

785 Read Graph List Command to read the connection of a specific graph

786 Read Neighbor Command to read specific properties of a particular neighbor
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HART Command Command Descriptor Description
Property Flag
787 Read Neighbor table Command to read the neighbor table from a network device
788 Alarm Path Down Command for a device to notify the network manager it had a path issue
795 Write Timer Interval Command to write various timers required by the data link layer
796 Read Timer Interval Command to read various timers required by the data link layer
806 Read Handheld Command to determine if a network device has the maintenance
Superframe Status superframe enabled
807 Enable Handheld Command for a handheld/maintenance device to request that a device
Superframe activate the maintenance superframe
810 Read Join Priority Command to read a network devices curren),}ein\priority value
811 Write Join Priority Command to write a network devices’ joipgriority
812 Read Packet Priority Command to read a network devices /G\Sr{er;t cket priogty getting
813 Write Packet Priority Command to set a network devices&acﬁg}p\riomy\swg>
819 Read Back-Off
Exponent
820 Write Back-Off &\N
Exponent
8.3.3| Network Layer Commands \>

layer ¢f the WirelessHART device, see
Jable 57 - mands
AN
HART Command Commgnd\Dekscr\l‘pior Description
768 Write Jg{)in\i@/y\ om}}qMaintenance on a network device
769 /E(‘aq\Jo\g Statu> \Qo}\@arﬁ for an application to monitor the Join Process
770 M tive \/\ Coimmand for an application to request a network device bedin advertising
Advetise er devices
A\
771 I{rc&)‘&@ ommand for an application to request a device begin the Jqin process
772 e d Jein ode Command for an application to determine a network device's| active join
uration mode and shed time
782 (\ R d Sess n Entries Command to read the session table of a device
789 \Nar \Seq/eé Route Command for the device to notify the network manager it haq a source
Faile route fail
790 AMraph Route Command for the network device to notify the network manager it had a
Failed failure on a graph route
791 Alarm Trnr\cpnrf | ayer Command faor the device to nnfify the netwark manager thata Transport
Failed Layer session failed
799 Request Service Command for a Network Device to request additional network services for
a particular application request
800 Read Service Command to read the services a network device has allocated
801 Delete Service Command for a network device to request services no longer required be
deleted
802 Read Route Command for the network manager or an application to read information
about a particular route
803 Read Source Route Command to read the individual hop addresses of a source route
808 Read Time-to-Live Command to set the packet time-to-live
809 Write Time-to-Live Command to set the packet time-to-live
814 Read Device List Read active devices, whitelist or blacklist

Entries
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HART Command Command Descriptor Description
815 Add Device List Table Adds a device to whitelist or blacklist
Entry
816 Delete Device List Deletes a device from whitelist or blacklist
Table Entry
817 Read Channel Command to read the black-list table from a network device
Blacklist
818 Write Channel Blacklist | Command to write an entry into a network devices black-list table
8.3.4 _Network Manager Commands

Implerlnentation of all commands in 8.3.4 is required. These commands
'k configuration and management for the wireless network ma
rk Devices shall only accept these commands from the Netwo

netwo
Netwa

Table 58 —

Network Manager Com

ovideNhe contIroI for

vices.
le 58.

HART Command Command Descriptor < bgscﬁp.t{o‘n

960 Disconnect device Command for the n/etmm\hangg}kto}e\w device from|the network

961 Write Network key Command for thq/net\p/egk mﬁn\ag}r\tg Wrbe a new network key

962 Write Device Address Command tq/W}\té\tL‘ue\ (}éVl}sq SMU 6\—6it) address

963 Write session <C/o}nq1an fo thénetv(ork@qgg?to initiate a session

964 Delete session (\)s@m}qd\f({r théxqetw&Kman)'Jger to delete a session

965 Write Superframe and fqr the nétwork manager to write a new superfranie entry

966 Delete Superframe Qomn(éﬁﬂor\t@}»gtw/&k manager to delete a superframe entry

967 Write Link / /\ Btgmén\§r the}ytwork manager to write a link table entry

968 Delete Ifmk Co M\d for t%/network manager to delete a link table enty

969 Write rap mand Tor the network manager to add a graph connectign to a

ec n \Qet ork vice
970 mand for the network manager to delete a previously defined graph in
Con ect| network device
971 r| ighb \/}Iommand for the network manager to write the neighbor tabje of a device
perie and set which neighbor is a clock source
972 ne or| usp nd | Command for the network manager to suspend transmission|of all devices
\ on the network

973 I‘I\S@ Command for the network manager to notify a device of additional service
capabilities

974 \W\(@ﬁ}oute Command for the network manager to write a specific route to a network
device

975 Delete Route Command for the network manager to delete a previously defined route by
route 1d

976 Write Source Route Command for the network manager to define a source route in a network
device

8.3.5 Gateway Commands

Implementation of all commands in 8.3.5 is required for all Gateway Network Devices, see

Table

59.
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Table 59 — Gateway Commands
HART Command Command Descriptor Description
775 Write Network Tag Command for an application to add a readable tag to identify a specific
network
776 Read Network Tag Command for an application to read the network tag for identification
832 Read Network Device Command the gateway shall implement to provide the application
Identity using Unique information about the Network Device
ID
833 Read Neighbor Command the gateway shall implement to provide the application the
information Network Device’s neighbor information
834 Read Network Command the gateway shall implement to previde an application with
Topology Information information about the network connections @nd topglogy.
835 Read Publish Data Command returns the Publish Dat B\de ist that'the requested
Mode List device participates in /\
836 Flush Cached Command instructs the Gat y to flushythe CME sponses
Responses for a that a device participates i
Device .
837 Write Update It registers a client for natificatign tes
Notification Bit Mask
for a Device
838 Read update This comm sks the Gat ay%/return the list of update
notification bit mask for ifications fona ic
a Device
839 Change Notification is request is sent Wateway to the Client. The potification
he changes for the client. Up to 10 change notifications can
i ediRthe response message
840 Read Netw Raturnsthe numbe¥ of graphs, frames, and links that g device has
Device's Statistic \cu{ tly acti
841 Read vork Device ( ofmand-thé gateway shall implement to provide the gpplication
Identitylusin infarmation about the Network Device
ickram \
842 Whife . De\\m{é\ Thigcommand allows users to request special considgration for a
Scheduling\Fla ice when the Network Manager is creating schedulgs
843 ad Network Reads the network device properties that a network manager may
< Fle ce's Schedu consider when creating schedules
844 & gmw\ﬁk Reads the current setting of the Network Management|Strategy
onstraints
845 \W[;i;i)éetwork Writes the current setting of the Network Management|Strategy
Constraints
8.3.6

Implementation of all commands in 8.3.6 is required. These are commands that all wireless
network devices shall implement, see Table 60.

Table 60 — Wireless Application Commands

HART Command Command Descriptor Description
777 Read Wireless Device | Command all devices shall implement to provide the application
Information information about the Network Device
778 Read Battery Life Command all devices shall implement to provide the application the
Network Device’s battery data
779 Read Device Health Command all devices shall implement to provide the network manager and

Report

application with information about the devices communication statistics
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HART Command Command Descriptor Description

780 Read Neighbor Health | Command all devices shall implement to provide the network manager and
Report application information about a devices neighbors

781 Read Device Allows the Network Manager and an application to read a Network
Nickname Device’s address

793 Write UTC Time Command for an application to relate the network time to actual time

794 Read UTC Time Command to determine a network devices current time

8.4 NETWORK Commands

8.4.1| General

The HART commands in 8.4 are supported by WirelessHART Network

8.4.2| Command 768 Write Join Key

This ¢ommand allows a local maintenance tool (e.g., \ v a Network
Devicg’s join key, see Table 61, Table 62, and Table 6 A iCc& ccess
Restricted" if this command is received via the whj ce is
connelcted to the network.

Table 61 — Command 7

Byte Format Description, \Q\)\/

0-15 Unsigned-128 ey Value

'l['\bw 768 Response Data Bytes

Byte Xor at }Q\e rl[}t}on

0-15 \U)/thé’t{/\l 2&8\ Ke V\ﬁle

/\\Q Co and 768-specific Response Codes

Description
0 \\gkw No Command-Specific Errors
1-4 Undefined
5 Error Too Few Data Bytes Received
6 Error Device -Specific Command Error
7 Error In Write Protect Mode
8-15 Undefined
16 Error Access Restricted
17-31 Undefined
32 Error Busy (A DR Could Not Be Started)
33 Error DR Initiated
34 Error DR Running
35 Error DR Dead
36 Error DR Conflict
37-64 Undefined
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Code Class Description
65 Error Key change failed
66-127 Undefined

8.4.3

Command 769 Read Join Status

This command allows a host system or handheld device to monitor a field device as it

transitions through the WirelessHART joining process.

It is intended to assist an instr

ument

technician or service people diagnose a device in the event it has difficulty joining the

netwop—Hhe-eemmandis-speecthiedrTable-64—Table-65—andTable-66-
Table 64 — Command 769 Request Data Byte
QN
Byte Format Description & \ (,g\ >
None \ \
N\

Table 65 — Command 769 Resp ta Byt
Byte Format ‘ Description K £7 k& \/
0 Enum-4 an 4 Bits te 0) ireless Mode (See HCH

um at n Table 51), the our bits shall be set to zerp

1-2 Bits-16 Join §tat\§h{HE/\REnu ion Table 52)
3 Unsigned-8 N(umbf(re{a\?\k\B\ \:ghbors
4 Unsigneg-/S\ /\Q be\\flver\kjng Packets Received
5 Unsigned- \& 0f]01n ttempts. Too many join attempts will result |n the device

F\/\ ¢ ns1 join failed
6-9 @n K < Wlmer (indicates the amount of time since the last j¢in request
10-13 ork search timer (indicates the amount of time listening|for first

vertisement)
\\>ommand 769-specific Response Codes
Cod \N Description
\S{Jyéess No Command-Specific Errors
15 Undefined
6 Error Device Specific Command Error
7-31 Undefined
32 Error Busy (A DR Could Not Be Started)
33 -127 Undefined
8.4.4 Command 770 Request Active Advertising

This command allows active, fast advertising to be requested. Generally, this is received
locally by a network member from a local maintenance tool (e.g., a handheld) and is
propagated to the Network Manager. The Network Manager should configure or turn on fast
advertising in the device and one or more of its neighbors. The command is specified in Table
67, Table 68, and Table 69.
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Table 67 — Command 770 Request Data Bytes

Byte Format Description

0-3 Time Shed Time

Table 68 — Command 770 Response Data Bytes

Byte Format Description

0-3 Time Shed Time

4-7 Time Advertising Period

8 Unsigned-8 Number of neighbors advertising ing/ﬁliti?n\o\h'\ devfice

Table 69 — Command 770-specific Resp Q\ \\>

Code Class Description < \A\
0 Success No Command-Sp;(fl_c\Es@s\\ \

1-2 Undefined —~ ( Q “ \ \/

brvor pesed Pyrimeter Tog Litsy

Error Pa ed\K\a@eté\TOW

Error D\?/lcé\}(ilfl\E{}&P/

3
4
5 Error T{((OT: ew &Q\RX §\§ecelved
6
7

Erro'r\ \ \( \‘Q\s(e Protewode

8 War&ni}g\/\ §‘s¢\to\i\k%s{Possible Value

TR ORURAT

16 E@r \/\ \/~ co€ss Restricted

17-31 \ \dﬁndeﬁned

32 (\ Ef\ro\ \ S Busy (A DR Could Not Be Started)

3@/\\ g{r\or \ DR Initiated

34\ 2 Eror DR Running

35 \Ery}r DR Dead

36 Error DR Conflict

37-64 Undefined

65 Declined (e.g., operator overridden)
66 - 127 Undefined

8.4.5 Command 771 Force Join Mode

This command allows a host system or handheld device to force a field device into active join
mode. The device shall stay in the active search mode for at least the Join Shed Time. The
command is specified in Table 70, Table 71, and Table 72.
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Table 70 - Command 771 Request Data Bytes

Byte Format Description
0 Enum-8 Join Mode (see HCF Enumeration Table 61)
1-4 Time Join Shed Time
Table 71 — Command 771 Response Data Bytes
Byte Format Description
0 Enum-8 Join Mode /\
1-4 Time Join Shed Time N\
Table 72 - Command 771-specific Resp:{/s\ex \>
Code Class Description < \
0 Success No Command- Spy(fl_c\EsK}s\\ \
1-2 Undefined —~ ( Q “ \ \/
3 Error d Para et}rTéLr%J
4 Error Pa ed\%}a@eté\TOW
5 Error T{((OT: ew &Q\RX eceived
6 Error D\?/lcé\}(ilfl\E{}&P/
7 S et )
8 War 1}g/\ §‘s¢\to\i\k%s{Possible Value
R ORI
16 E@r \/\ \/~ co€ss Restricted
17-31 \dﬁndeﬁned
32 (\ Ef\ro\ \ S Busy (A DR Could Not Be Started)
33N\ et \ DR Initiated
34 RN F}\N DR Running
35 \Ery}r DR Dead
36 Error DR Conflict
37-64 Undefined
65 Error Force Join Declined
66-127 Undefined

8.4.6

Command 772 Read Join Mode Configuration

Reads the Join Mode and Shed Time. The Join Shed Time is the time a device shall be in
active search mode. After this time has expired, the device may go into Deep Sleep/Ultra Low
Power mode. The command is specified in:
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Request Data Bytes
Byte ‘ Format ‘ Description
None
Response Data Bytes
Byte ‘ Format ‘ Description
0 Enum-8 Join Mode (see HCF Enumeration Table 61)
1-4 Time Join Shed Time
Command-Specific Response Codes
Code Class Description
0 Success No Command-Specific Errors

6 Error Device Specific Command Err

a
1-5 Undefined /\
AN

7-31 Undefined -
32 Error Busy (A DR Could Not Be Started), \
33-127 Undefined O\

8.4.7| Command 773 Write Netwo
This gommand configures the device t0

only He issued by the Network Manage
responded to with "Access Restricted":

o Ifthe device<>n
Requgst Data Bytés A

d can
BS are

y. The
before

Byte J/Fq\wat 6\\\\/ h?escription

0-1 \Unsigneg-16\ Network Id

Response Dita Byt\\es \

)
&te\\ L\&%at\ ‘ Description
0-1 s

2\ Unsigned<16 Network Id

Command-Spe\dﬁc l}esponse Codes
N

0 Class Description
0 Success No Command-Specific Errors
1-4 Undefined
5 Error Too Few Data Bytes Received
6 Error Device-Specific Command Error
7 Error In Write Protect Mode
8 Warning Network ID change pending. New Network ID will be used next join
0-15 Undefined
16 Error Access Restricted
17-31 Undefined
32 Error Busy (A DR Could Not Be Started)
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Code Class Description

33 Error DR Initiated

34 Error DR Running

35 Error DR Dead

36 Error DR Conflict

37-64 Undefined

65 Error Invalid Network ID
66-127 Undefined

8.4.8| Command 774 Read Network Id

This i a Wireless Data Link Layer Command.

This command is used to read the current setting of the DLL n

Requegst Data Bytes N

None

Byte ‘ Format ‘ Description \N \\/
)

(O
Respgnse Data Bytes A\ /

Byte ‘ Format ‘ Q{esh‘{pt@\\ 8 /& U ‘\/

0-1 Unsigned-16 Nétworm \ \/

Command-Specific Response Codes f

Code Class D\Qscrig{tig N \/

0 Success& ( \SQm\lhap)i-Wﬁc Errors
1-5 NN (CNndeRped

N

6 //EQog > ebkg S}eciﬁc Command Error

7-31 \\/ \ g Unﬁ‘9ﬁned

32 /E%@{ \ ~ usy (A DR Could Not Be Started)

33-127 AN AUndefined

8.4.9 rite Network Tag

Writeq the 3

twork Tag. The network tag is a proxy for the Network Id so that the
netwofrk can-bei i

ied in a text form in at the application level.

RequestData Bytes
éyte Format Description
0-31 Latin-1 Network Tag
Response Data Bytes
Byte Format Description
0-31 Latin-1 Network Tag

NOTE The value returned in the response data bytes reflects the value actually used by the Field Device.

Command-Specific Response Codes

Code Class Description

0 Success No Command-Specific Errors

1-4 Undefined
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Code Class Description
5 Error Too Few Data bytes received
6 Error Device-Specific Command Error
7 Error In Write Protect Mode
8-15 Undefined
16 Error Access Restricted
17-31 Undefined
32 Error Busy (A DR Could Not Be Started)
34 Error DR Running (
35 Error DR Dead /\< h (\
36 Error DR Conflict NSNS
37-127 Undefined CONNNWIR N
D\

8.4.10

Command 776 Read Network Tag

Reads

network can be identified in a text form in at the appl
Requgst Data Bytes <\

at the

Byte Format D;erip}k{}t\\\y ~

None ( &N >
Respgnse Data Bytes /N —~ \_ 2\

Byte ForliQat De ﬁg\iion

0-31 Latnﬁ- kTag

Comi

Code

\\

nand-Speeﬁ“kﬁponsé Codés\ ™\
Class,

A\Qe§:r|pt|on

0

B

H)To Command-Specific Errors

1-5

Undefined

\

Device Specific Command Error

Undefined

STANN

Busy (A DR Could Not Be Started)

33 ~127

Undefined

8.4.1°

Command 777 Read Wireless Device Capabilities

This structure is used by the Network Manager to determine operational characteristics of a
Network Device. The peak packet rate and recovery time shall be used by network managers
to accommodate rechargeable or scavenging devices. Battery devices shall be able to sustain
the peak packet rate specified lifetime of the device.

Request Data Bytes
Byte ‘ Format ‘ Description
None
Response Data Bytes
Byte ‘ Format ‘ Description
0 Unsigned-8 Power Source (See HCF Enumeration Table 44. Device Power Source)



https://iecnorm.com/api/?name=ef57c1e6b45c0be21d43e4f5a89f4431

-190 - PAS 62591 © IEC:2009(E)

Byte Format ‘ Description

1-4 Float Peak packets per second

5-8 Time Duration at peak packet load before power drained. Shall be at least 1 h.
(Set to 24 h if not applicable)

9-12 Time Time to recover from power drain (Set to zero if not applicable). While
recovering, the device shall be able to route 1 packet per second

13 Signed-8 RSL (Receive Signal Level in dB) threshold ‘good’ connection

14-17 Time Minimum required Keep-Alive time

18-19 Unsigned-16 Maximum number of neighbors

20-21 Unsigned-16 Maximum number of packet buffers TN

Comipand-Specific Response Codes

A
Code Class Description /\\ & y\" Dv\
\

0 Success No Command-Specific Errors \

1-127 Undefined

8.4.12 Command 778 Read Battery Life

This qgommand allows an application or the Network (Magag i ate of
the bgttery on a Network Device.

NOTE | Careful design analysis of long-term battery perfarmange-is_requi i i hmand.

Requgst Data Bytes

Byte ‘ Format ‘ ﬂescrﬁﬁh{b?& )

ANYA\N S

N
Request Data Bytes N\ N \ )

Byte L@‘or at \&D\és\rlp on

1-2 ng ed-16 teMe remaining in days. If the device does not have a |battery or
the energy storage component then the device may return JxFFFF.

Command-Specyﬁb\msﬁaps}\Codeky

Code \le}s\s& : Description

\S&&ce\z\% ) No Command-Specific Errors

o <
<] \\ N\ Undefined

Error Device Specific Command Error
7-31 \/ Undefined
32 Error Busy (A DR Could Not Be Started)
33-127 Undefined

8.4.13 Command 779 Report Device Health

This command is periodically published to the Network Manager (see Command 795 and HCF
Enumeration Table 43). The command response is transmitted at "Process Data" level
priority.

All values returned are counters that are only reset just prior to the device joining the network.
The counters are incremented and roll-over to 0 upon overflow.
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Request Data Bytes
Byte ‘ Format ‘ Description
None
Response Data Bytes
Byte ‘ Format ‘ Description
0-1 Unsigned-16 Number of packets generated by this device since last report
2-3 Unsigned-16 Number of packets terminated by this device since last report
4 Unsigned-8 Number of Data-Link Layer MAC MIC failures detected
S Unsigned-8 Number of Network Layer (Session) MIC failures detected
6 Enum-8 Power Status (See HCF Enumeration Tablem
7 Unsigned-8 Number of CRC Errors detected A N\
Command-Specific Response Codes ( \ \
Code Class Description \ \_H@J\
0 Success No Command-Specific Err9{s\ \ \
1-127 Undefined

Neighpors with links to d
d.

the en

Packgt Statistics

.!tur ed ar

netwolk. The cof p

Request Data Bytes

i HCF
nse is

ected.
nks at

hg the

Byte

<}\Fo\k{n\at\\\\'\‘\/ﬁescription

0 <

Dt

Neighbor table index

N\

@égne -8

Number of Neighbor entries read

Resp¢

ns¢ PataBytes~.

Byte;\@QLF 01\91at ‘ Description

0 Utfsi gned-8 Neighbor table index

1 Unsigned-8 Number of Neighbor entries read

2 Unsigned-8 Total number of neighbors

3-4 Unsigned-16 Nickname of neighbor

5 Bit-8 Neighbor Flags (See HCF Enumeration Table 59)
6 Signed-8 Mean RSL (Receive Signal Level in dBm) since last report
7-8 Unsigned-16 Number of Packets transmitted to this neighbor
9-10 Unsigned-16 Number of Packets received from this neighbor
11-12 Unsigned-16 Packets received from this neighbor

13-... Number of entries based on response byte 1
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Command-Specific Response Codes

Code Class Description
0 Success No Command-Specific Errors
1-4 Undefined
5 Error Too Few Data Bytes Received
6-7 Undefined
8 Warning Set to Nearest Possible Value
9-127 Undefined
8.4.1% Command 781 Read Device Nickname Address
This i$ a Wireless Network Layer Command.
This command allows the Network Manager and an application to r dress.
Request Data Bytes AN
Byte ‘ Format ‘ Description W
None / ~
Respgnse Data Bytes f\\ ) K \
Byte ‘ Format ‘ P@s\b(iptigﬁ\ > ‘\)
0-1 Unsigned-16 Nickname. \ )
Comipand-Specific Response Codes
Code Class ﬂgscrﬁt\ﬁnb?x )
0 Success< F N@mﬁa@}i—%pe}ﬁc Errors
B NN )

ist

This ¢ ager to retrieve information about sessions from a
Netwd ddréssed by their position in the list of sessions gn the
devicq a particular implementation. Session indexes may change
follow 3 i
"Sess r of Entries to Read" may be modified and "Set to Nearest Yalue"
Respagnse Code,returned.
Request. Data Bytes
%{e | Format | Description
0 Unsigned-8 Session index
1 Unsigned-8 Number of entries to read
Response Data Bytes
Byte Format Description
0 Unsigned-8 Session index
1 Unsigned-8 Number of entries read
2 Unsigned-8 Number of active sessions
3 Enum-8 Session type. (See HCF Enumeration Table 48. Session Type Code)
4-5 Unsigned-16 Peer Device Nickname
6-10 Unsigned-40 Peer Device's Unique ID
11-14 Unsigned-32 Peer Device's Nonce Counter Value
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Byte ‘ Format Description

15-18 Unsigned-32 The Device's Nonce Counter Value

19-34 Response bytes 3 - 18 will be repeated up to the number of session

entries requested or the number of entries the Network Device has
available

Command-Specific Response Codes

Code Class Description

0 Success No Command-Specific Errors

1-4 Undefined

5 Error Too Few Data Bytes Received L~

6-7 Undefined A

8 Warning Set to Nearest Possible Value /\\ K

9-127 Undefined \ \ \ )
8.4.17 Command 783 Read Superframe List \ \>
This i$ a Wireless Command.
This ¢ommand allows the Network Manager frame
assignment from a Network Device. Supe list of
Superframes on the device, and do frame
numbérs may change following addition o
"Supefframe Index" or "Number of Entrie carest
Valuel| Response Code r
Request Data Bytes [\

Byte jKormat ~ NNIP@

0 \Qﬁsxgﬁid-S \ Slﬁe\rf\ﬁne index

1 }{ﬁ{lgMS\\ \/\Q\u{ber of entries to read
Response Data ﬁytés\ N_

Byte (\‘\f‘({rw\\ \ ‘ Description

0 \ Uﬁgnéq Superframe index

1 \ ﬁQ\rgQ 9>8 Number of entries read

2 Unésgned—S Number of active superframes

3 bi(signed—8 Superframe ID

45 Unsigned-16 Number of slots in this Superframe

6 Enum-8 Superframe mode flags (See HCF Enumeration Table 47)

7-10 ... Response bytes 3 - 6 will be repeated up to number of entries returned in

response byte 1

Command-Specific Response Codes

Code Class Description

0 Success No Command-Specific Errors
1-4 Undefined

5 Error Too Few Data Bytes Received
6-7 Undefined

8 Warning Set to Nearest Possible Value
9-127 Undefined
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8.4.18 Command 784 Read Link List

This is a Wireless Command.

This command may be used by the Network Manager to retrieve information about a link entry
in a Network Device. Links are addressed by their position in the list of links on the device,
and do not assume a particular implementation. Link indexes may change following addition
or deletion of links.

"Link Index" or "Number of Entries to Read" may be modified and "Set to Nearest Value"

Respgnse Code returned.
Request Data Bytes /\(F\\

Byte Format Description /\ \\'\ - \\

0-1 Unsigned-16 Link index \

AN
2 Unsigned-8 Number of Links to read \ \ \/

RN
Response Data Bytes Q \ \ \
Byte Format ‘ Description /\\& \

0-1 Unsigned-16 Link index ( ) \ \/

2 Unsigned-8 Number of l@ks\e\ad/ /

>
3-4 Unsigned-16 ﬁqmb%& %ctlvg\hnks\ )\/

5 Unsigned-8 Su}ﬁsfrar}s\ﬁﬁ\

6-7 Unsigned-16 S(ot nymber i\ﬁ\\hxupe rame for this link
8 Unsignegl(éx /\c\hknneﬁ&ffs t for\ﬂy}{ink
9-10 Unsig{led\—l\6 \& /_\Nkk&me of neMbor for this link (or OXFFFF if broadcast ljnk)

11 Bits{S \l}ﬂgOp\fi({Me HCF Enumeration Table 46)

12 ( Ehum8 z l\mkWSee HCF Enumeration Table 45)

13- .. \@nse bytes 5 - 12 will be repeated up to number of entri¢s indicated
iy Ye

/\ sponse byte 2
Command-Sp\c\f{c \Re\s;lon\s«z Codes

Code< \(ilg.@\ > Description

((\\ W\\cess\ No Command-Specific Errors
1-4 N \\/ Undefined

5 Err& Too Few Data Bytes Received
6-7 Undefined

s Wm‘ning Set to Nearest Possible Value
9-127 Undefined

8.4.19 Command 785 Read Graph List

This command reads one graph from the Graph Table in the device. The index is for reference
only and the referenced graph may change if a graph before it on the list is deleted.

"Graph List Index" may be modified and "Set to Nearest Value" Response Code returned
(e.g., if a read pas the end of the list is attempted).

Request Data Bytes

Byte ‘ Format Description

0 Unsigned-8 Graph List index
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Response Data Bytes
Byte ‘ Format Description
0 Unsigned-8 Graph List index
1 Unsigned-8 Total number of graphs
2-3 Unsigned-16 Graph ID
4 Unsigned-8 Number of neighbors
5-6 Unsigned-16 Nickname of neighbor
7- ... Repeat for number of neighbors

Comm,anrl-ﬂppciﬁc Rpcpnnen Codes

Code Class Description /\ (\O_>
0 Success No Command-Specific Errors A N\

1-4 Undefined ( \ \ \
5 Error Too Few Data Bytes Received /\ \ \

6-7 Undefined \ \ \/

8 Warning Set to Nearest Possible V&h{ \ \ B

9-127 Undefined / N

8.4.20 Command 786 Read Neig

This command allows the Network Man

SN

evprqpertiés of a neighbor on a Néetwork

Device.
Requgst Data Bytes (\
Byte ‘ Format& ( Dm{\e@m V
0-1 Unsibhed- 1 ) (\wcmwghbor
Response Data Bryt\esk
By B \,\&n\mn
0-1 1ng name of neighbor
2 &Bhﬂ eighbor Flags (see HCF Enumeration Table 59)

Comrnand-S{)e\ciﬁ\c\R\egp})Qse\Qodes
s\

(;o’de\\ \C Description

0 W) No Command-Specific Errors
1-4 \ Undefined

5 Brfor Too Few Data Bytes Received
664 Undefined

65 Error Unknown Nickname

66-127 Undefined

8.4.21 Command 787 Report Neighbor Signal Levels

This command is periodically published to the network manager (see Command 795 and HCF
Enumeration Table 43) indicating discovered (but not linked) neighbors. The command
response is transmitted at "Process Data" level priority. Command 780 reports linked

neighbors.

The neighbor table is treated as a list with entries being added as neighbors are detected.
Neighbors with links to device are at the beginning of the list and neighbors without links at

the end.
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Request Data Bytes

Byte Format Description

0 Unsigned-8 Neighbor table index

1 Unsigned-8 Number of Neighbor entries to read
Response Data Bytes

Byte Format Description

0 Unsigned-8 Neighbor table index

1 Unsigned-8 Number of Neighbor entries read

2 Unsigned-8 Total number of neighbors

3-4 Unsigned-16 Nickname of neighbor /\

5 Signed-8 RSL of neighbor in dB N

6-8 Repeats (as needed) based on respox@e\s@e\l \

Comimand-Specific Response Codes

(@A
N
A CAN
AR N\

Code Class Description \

0 Success No Command-Specific Eé\rs \ \ \
1-4 Undefined /_\ \

5 Error Too Few Data,\Byées @ivec& \/
yrienes N\ ) O S

8 Warning §e\to\l\@%f<st P(ss\mble\alue )\/

9-127 ine

8.4.22

Command 788

\\/
Y%

his command shall be transmitted eve

e path to a neighbor failed. The compmand

rytime

the pqthFaillnter p
Request Data Bytg(\
Byte ( F\(}nqt \ U‘\ ﬁescription
None A\ NEN
Response Data Bytes X
‘ Description

0-1

igned-16

Nickname of neighbor to which path failure was detected

Comrnand-Spec\lﬁQResponse Codes

\@ik) Class Description

v Success No-Command=SpecificErrors
1-15 Undefined

16 Error Access Restricted

17-127 Undefined

8.4.23 Command 789 Alarm "Source Route Failed"”

This command notifies the Network Manager that a source route failed. The command
response is transmitted at "Alarm" level priority every time a source route failure is

encou

ntered.
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Request Data Bytes
Byte ‘ Format ‘ Description
None
Response Data Bytes
Byte ‘ Format ‘ Description
0-1 Unsigned-16 Nickname of unreachable neighbor in the source route
2-5 Unsigned-32 Network-Layer MIC (i.e., the MIC generated using the session key) from
the NPDU that failed routing

Command-Specific Response Codes

Code Class Description P

0 Success No Command-Specific Errors ( \

1-15 Undefined & (\

16 Error Access Restricted \ \ \ )

17-127 Undefined { BN DS

N

8.4.24 Command 790 Alarm "Graph Route Fail
This command notifies the Network Manager th iled. The conmmand
response is transmitted at "Alarm" level prior a graph route faillire is
encountered.
Request Data Bytes

Byte ‘ Format ‘ I}écﬁripgon\%\?

None \ \\
Respgnse Data Bytes \ ( \ W \\/

Byte ‘ For ) (\es\@}p\\lﬂu

0-1 gged—ms \QMId}f the failed route
Command-SpeW Réspons\Coﬂe\

Code \b‘ss{rlptlon

0 Sw\&\ce /1<Io Command-Specific Errors

1-15 ( \ \ \ S Undefined

lﬁ/\\ @ro \ Access Restricted

lm\ \\) Undefined
8.4.25 Command 791 Alarm "Transport Layer Failed"
This qommand notifies the Network Manager that a Transport Layer connection failed. The
commant——response—is—transmitted—at—Atarm"tevetpriority—everytime—a—session—failure is
encountered.
Request Data Bytes

Byte ‘ Format ‘ Description

None
Response Data Bytes

Byte ‘ Format ‘ Description

0-1 Unsigned-16 Nickname of unreachable peer in the end to ends Transport Layer
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Command-Specific Response Codes

Code Class Description

0 Success No Command-Specific Errors
1-15 Undefined

16 Error Access Restricted

17-127 Undefined

8.4.26 Command 793 Write UTC Time Mapping

This iga Gateway command.

This gommand allows the network manager to set the mapping of stagt’ ot A 0
on a device.

Requegst Data Bytes AN

ut

C time

Byte Format Description \ \\%’Q\ \/

0-2 Date HART Date \ \\\ >
SN

3-6 Time Time of Day /
Respgnse Data Bytes K

Byte Format ‘]}ﬂc\riptiﬂ X\/ /, \ \>
0-2 Date MRNE)&%‘\ \ =

3-6 Time Timeof Day_\o. N\
>

Comipand-Specific Response Codes( &N

Code Class /\ /‘\Qe}sgrim% \

0 SuchQS \k y N()\Czo‘mmand—Sb{ciﬁc Errors

1-4 (  Undofined

5 E>0r< < 'I%Q\Mata Bytes Received

6-15 NN Dndfined

16 El}gr \_,Access Restricted

17-12¢ \\\\ . > | Undefined

8.4.27 n ead UTC Time Mapping

This i$ a Gatewa ommand.

This dommand allows a device (including the Network Manager) to read the mapping of ASN

0 to UTC time.

Request Data Bytes
Byte ‘ Format ‘ Description
None

Response Data Bytes
Byte ‘ Format ‘ Description
0-2 Date HART Date
3-6 Time Time of Day
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Command-Specific Response Codes
Code Class Description
0 Success No Command-Specific Errors
1-127 Undefined

8.4.28 Command 795 Write Timer Interval

This is a Wireless Data Link Layer Command.

This command allows the Network Manager to set an interval for a timer on a Network Device.

Request Data Bytes TN
Byte Format Description /\k Q\)v
0 Enum-8 Timer type. (See HCF Enumeration}é}{{\be\%. \Q(Mss imgr Code)
1-4 Unsigned-32 Timer interval (in ms) \ \ \\/
Respgnse Data Bytes Q \ \ >
Byte Format Description (\\ @ \
0 Enum-8 Timer type. (See HgP’Elm@\x{tio\kTa\b{Mireless Timgr Code)
1-4 Unsigned-32 Timer interval (inﬁns) ) >
Command-Specific Response Codes f\\/ / N
Code Class Q/es}siptiQnA\ 8 ,g( () ‘\/
0 Success No\Qon}hoa}QSp&{ﬁc ]\:\z%rs/
3 Error P sed\gala)petNMarge
4 Error \ \( %&Peﬁl{letwo Small
5 Erro (\I‘QQ M\Dafa/éytes Received
6 /i\}'or> 2 NWeciﬁc Command Error
7 AN \/\\Ig@ite Protect Mode
8 W‘Q}u’ng \\ ?et to Nearest Possible Value
9-15 /\ \ \ \ \ Undefined
1 \ %r \ Access Restricted (i.e., this command shall be accepted only [from the
& \ Network Manager)
17-3 1\ \ Undefined
32 “Ebr Busy (A DR Could Not Be Started)
33 Error DR Initiated
34 Error DR Running
35 Error DR Dead
36 Error DR Conflict
37-64 Undefined
65 Error Invalid timer type
66 Error Invalid timer interval

67-127

Undefined
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8.4.29 Command 796 Read Timer Interval

This is a Wireless Data Link Layer Command.

This command allows the Network Manager to read the interval for a timer on a Network

Device.
Request Data Bytes

Byte ‘ Format ‘ Description

0 Enum-8 Timer type. (See HCF Enumeration Table 43. Wireless Timer Code)
Respgnse Data Bytes

Byte ‘ Format ‘ Description f\ (\Q)

0 Enum-8 Timer type. (See HCF Enumeration Tg‘@é}\& Ehli{ele}s\’l“ imer Code)

1-4 Unsigned-32 Timer interval (in ms) ( \ \ \
NN

Command-Specific Response Codes

Code Class Description \ ‘%\\@\V \/

1-4 Undefined

0 Success No Command-Specific Eﬁqs \ \ X
/ o\

5 Error Too Few Data/liyﬁes @iv_ed\ \/

6 Error Wc Sp}a&ic };&r{nﬁnd(ﬁ’or‘\ >
d

7-31 Undeft

NN/
32 Error Bys%(A D\l\et)J{ldNQt}Be Started)

33 - 64 Undefipe
65 Error ( | \BQ/\AQd ?r‘mgbtyge>
66-127 N N LUndsined )

8.4.30 Comm e\Ra ';\@r Output
This is a Wireless ! ayex Command.

r output for a device or gateway. If the device c
 the application, it may respond with "Set to Nearest Pg

An not
ssible

‘ Description
Output Power in dBm
ResponseData Bytes
Byte | Format | Description
0 Signed-8 Output Power in dBm
Command-Specific Response Codes
Code Class Description
0 Success No Command-Specific Errors
1-2 Undefined
3 Error Passed Parameter Too Large
4 Error Passed Parameter Too Small
5 Error Too Few Data Bytes Received
6 Error Device specific error
7 Error In Write Protect Mode



https://iecnorm.com/api/?name=ef57c1e6b45c0be21d43e4f5a89f4431

PAS 62591 © IEC:2009(E) - 201 -

Code Class Description

8 Error Set to Nearest Possible Value

9-15 Undefined

16 Error Access Restricted

17-31 Undefined

32 Error Busy (A DR Could Not Be Started)

33 Error DR Initiated

34 Error DR Running

35 ETTOT DR Dead

36 Error DR Conflict (
37-127 Undefined KO (\,f&

S\

8.4.31 Command 798 Read Radio Output Power
This is a Wireless Physical Layer Command.
It is used to read the radio power output for a device/or gate
N\

Request Data Bytes (\ qg\

Byte ‘ Format ‘ ﬁesé}l,gt@ < (« \J )\/

None > = \\/
Respaonse Data Bytes ( Py \Q\\)\\ \

Byte ‘ Format /J\D\aécrl t

0 Signed-8\_ \( %\@% iNdBm

Comi

nand-Specific Response Codes . O\~

Code /Qasls\ > x@\e@&ipt@m

0 \Sr@ce@;\/\ \(\17 \No\€>ommand—Speciﬁc Errors

1-5 /\\ \G%W\g%ﬁned

N A .
6 \Eﬂ“ Device Specific Command Error
7

-31 \ \Q/Q\ \) Undefined

ior \ Busy (A DR Could Not Be Started)

Q" \ Undefined

\N
33 - 1975
> Y
NS
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8.4.32 Command 799 Request Service
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This command is used by wireless device to request connection to another device with
specified bandwidth and latency characteristics. Response to this command indicates that the
network manager accepted the request and will attempt to process it. Response to the
request shall include device-unique service id.

Request Data Bytes

Byte Format Description

0 Unsigned-8 Service ID (supplied by and specific to requesting device)

1 Bits Service Request Flags (See HCF Enumeratién e 39 Setyice Request
Flags)

2 Enum Service's Application Domain (See numeration le 40. Service
Application Domain)

3-4 Unsigned-16 Nickname of the peer with wh@MQi}Q is\w\que\pd

5-8 Time Period (Latency if Intermgtf\s&ﬁ&g \

9 Unsigned Route ID for this Segaee@\\ \\)
Respgnse Data Bytes /

Byte Format ‘ Descrlptlon /\\ ) / ’i\\\&

0 Unsigned-8 e IM > ( U ‘\)

1 Bits S\\&(lce\}\h\est f‘lqgs \ /

2 Enum S?ﬁ_i?:e's A}p{k&ﬁo&omain

3-4 Unsigned-16 N\\ @@\f tlég&gy?th which the service is requested

5-8 Time ( \Pg\@\ (I\Jateﬂcy\\f}}ltermlttent flag set)

Unsi

frea e

(\&ouN or

Service ID

Command-Spec;f\c l&zspon?es\&‘\od}s\ \ \

Code (}iﬁ;@& \ A "D}sc\rMon

0 R{ché\ \ \¥) Mommand—Speciﬁc Errors

1-3 \ \ /I/Jndeﬁned

4 (\ E\qo\ \ \ Passed Parameter Too Small (period/latency)
5 \ \E%r \ Too Few Data Bytes Received

6 \ ]é‘q\o'\) Device Specific Command Error

7 > Undefined

8 Wa/rning Set to Nearest Possible Value

9-15 Undefined

16 Error Access Restricted

17-31 Undefined

32 Error Busy (A DR Could Not Be Started)
33 Error DR Initiated

34 Error DR Running

35 Error DR Dead

36 Error DR Conflict

37-64 Undefined

65 Error Service Request denied

66 Error Unknown service flag
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Code Class Description
67 Error Unknown application domain
68 Error Unknown nickname
69-127 Undefined

8.4.33 Command 800 Read Service List

This command is used to read details of a service.

Request Data Bytes
Byte Format Description /\ (\Q)
0 Unsigned-8 Service index A ~
1 Unsigned-8 Number of entries to read /\ \\
Response Data Bytes \ \ \
Byte Format Description \ x%\v\ )
0 Unsigned-8 Service index < \ \
1 Unsigned-8 Number of entries ;e(\ N \
2 Unsigned-8 Number of active (ser \ \)
3 Unsigned-8 Sexryice ID %
4 Bits-8 g%?%{.u\gst\%gs {g/\l?éj\;zlmeration Table 39. Seryice Request
Flags)
5 Enum-8 S¢rvice's Aﬁ%ﬂ fon Bomain (See HCF Enumeration Table #0. Service
Applidation Do
6-7 Unmgne{ E\ fﬁ‘i@marﬁ&qf)thgp%r with which the service is requested
8-11 Tlme{\ N (\Rerl tencl))lf Intermittent flag set)
12 /Qns&\ne&-/S\ \138»;:@ be
13- & ) < & R}pga}s/ﬁ)r the number of entries in response byte 1

Code

P\

Command-Specdj&Re}p\oﬁs\e deeg\/
NN

escription

0

a

N

No Command-Specific Errors

TN
RN

Undefined

A\
SN

Too Few Data Bytes Received

W\
Bror )
Errx)j

Device Specific Command Error

Undefined

Warning

Set to nearest value (number of entries read)

O || [ &

- 127

Undefined
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8.4.34 Command 801 Delete Service
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This command notifies device of service deletion. The delete operation may be caused by
peer’s request or because of Network Manager’s decision.

Request Data Bytes
Byte Format ‘ Description
0 Unsigned-8 Service ID
1 Unsigned-8 Reason. (See HCF Enumeration Table 49. Service Deletion Reason
Codes)
Respgnse Data Bytes
Byte Format ‘ Description ( (-\QVJ
0 Unsigned-8 Service ID
1 Unsigned-8 Reason. (See HCF Enumeration Ta&ix&& tiop’Reason
Codes)
2 Unsigned Number of Service entrles/reQa 1n
Command-Specific Response Codes \ \ \\ >
Code Class Description / \>&‘ \
0 Success No Command)ip&ciﬁ§ ];7rr0,\rs\
1-4 Udefined N\ 3" [ Q) >
5 Error %Q Fe bﬁ\ta bytes rege{ved )
6-15 Updefined N
16 Error A‘gces{RN{ri(}sq >
17-64 N/ DundefindY) >
65 Errof\ N e En‘})\\m\foun(y
66 /Errok \Nld\Rqason Code
67 L E}or < < R%QM)de rejected, Service not deleted
68-127 | N\ Vadefined
8.4.3% Co n 2-Read Route List
This cp llsws-the\network manager to retrieve route used for a service.

Request Da tes

BY;%W

‘ Description

Unsigned-8 Route index
T Unsigned-8 Number of emrics to read
Response Data Bytes
Byte Format Description
0 Unsigned-8 Route index
1 Unsigned-8 Number of entries read
2 Unsigned-8 Number of active routes
3 Unsigned-8 Number of Routes remaining
4 Unsigned-8 Route ID.
5-6 Unsigned-16 Graph ID
7 Unsigned-8 Source-Route Attached (1=Attached, 0=None)
8-9 Unsigned-16 Number of packets transmitted
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Byte ‘ Format Description

10-13 Time Time packet last transmitted

14- ... 3-13 repeated for number of entries indicated in response byte 1
Command-Specific Response Codes

Code Class Description

0 Success No Command-Specific Errors

1-4 Undefined

5 Error Too Few Data Bytes Received

671 Undefined

8 Warning Set to nearest value (number of entries rea

9-127 Undefined RN

8.4.36

This i

This command allows the Network Manager to read thie cont
Broadrast addresses are not legal address values i

Command 803 Read Source-Route

a Wireless Command.

tstaf a particular Source-Route.
nd’shall not be in¢luded

in any|responses for this command.
Request Data Bytes <\
Byte ‘ Format ‘ De ’ptﬁn\ \\KV ~—
0 Unsigned-8 ute B
Respgnse Data Bytes "\ — \_ \oY  \
Byte ‘ Format lDFsg’ t?é‘ﬁ/ V
0 Unsi,gn - \ ute P

1 ¢ Ussigned-8

N{{n}be\r)ﬁ hops

2-3

4-

%pﬁ@n\w\\\ /\\Nicguame hop entry 0

epeated for number of entries indicated in response byte 1

Comrnand-Spe\ci}ic Re?p@n?e\CO es
A

Code\

"

Description

No Command-Specific Errors

o D\
14 D

WGSS\
N\

Undefined
5 \Qr/o} Too Few Data Bytes Received
G- 64 Undefined
65 Error Entry ot foumd
66-127 Undefined

8.4.37 Command 804 Read CCA Mode

This command allows an application to determine if Clear Channel Assessment (CCA) is
enabled on a device.

Request Data Bytes

Byte

Format

Description

None
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Response Data Bytes

Byte ‘ Format Description

0 Enum-8 CCA Mode.0 — disabled, 1 — enabled.
Command-Specific Response Codes

Code Class Description

0 Success No Command-Specific Errors

1-5 Undefined

6 Error Device Specific Command Error

32 Error Busy (A DR Could Not Be Started) (

N
33-127 Undefined <

8.4.38

This ¢

Command 805 Write CCA Mode

ommand allows an application to determine if Clear

enabl¢d on a device.

This gommand shall be rejected with a response co
addres$s is any device other than the Network Manager.

t (CCA) is

of 16 {Access Restricted) if the gource

Request Data Bytes /(x O

Byte ‘ Format ‘ ]ﬁs\cnﬁ\\\ \OQ\ /

0 Enum-8 ode\Q\&legled 1 —enabled
Respgnse Data Bytes

Byte ‘ Format< /\FBQ}Q{‘IP@ N >

0 Enurf~8 e.0 —)hsabled 1 — enabled

Comip

and-Specific l{esﬁo’\g\Qod‘eg \

Code C)ss{ Mn
0 SY( ce§s\\/\ \Ng/éommand—Speciﬁc Errors
1-4 \ \ )aneﬁned

Too Few Data Bytes Received

o

BN >
A\

Device-Specific Command Error

RN

In Write Protect Mode

8-15 \) Undefined

16 Error Access Restricted

17-31 Undetined

32 Error Busy (A DR Could Not Be Started)
33 Error DR Initiated

34 Error DR Running

35 Error DR Dead

36 Error DR Conflict

37-127 Undefined
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8.4.39 Command 806 Read Handheld Superframe

This is a Wireless Network Layer Command.

This command allows an application to determine if a particular network device has the
Handheld Superframe enabled. The Handheld superframe is used between a network device
and a Handheld device specifically for maintenance purposes.

Request Data Bytes

Byte | Format | Description

None /\
Response Data Bytes A L

Byte ‘ Format ‘ Description /\ \“r\ V\

0 Unsigned-8 Superframe ID \ \\/

1-2 Unsigned-16 Number of slots in the Superfr&@e \ \ )

3 Enum-8 Superframe Mode Flags é&eﬁ’i{‘& E e}ati()\q\ Table 47)
Command-Specific Response Codes X \

Code Class Description ( ) \\Q\ )

0 Success No Comman@—/S}\e\:i/ﬁ{: }érré}g \

ol C K I

9 Error Ncﬁkandw\silpé}f@me\/

10 - 127 Undefjned

8.4.40 Command 807 dh\eJ&up frame Mode

This i$ a Wireless Net

This ¢ommand
Handheld Superfra

betwegen a networ

o request that a Network Device enablgs the
can be done. The Handheld Superframe is| used

Request DataBytes

Byte \ w‘ \/ ‘ Description

K \ Wgne&sS Superframe ID

1 ' Er}am§8/ Superframe Mode Flags (See HCF Enumeration Table 47)
Response Data W
Kyy ‘ Format ‘ Description
U UTISIENCA-5 SUPCTIrame 10
1 Enum-8 Superframe Mode Flags
Command-Specific Response Codes
Code Class Description
0 Success No Command-Specific Errors
1 Undefined
2 Error Invalid Selection (e.g., Invalid superframe mode)
3-4 Undefined
5 Error Too Few Data Bytes Received
6-15 Undefined
16 Error Access Restricted
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Code Class Description

17-127 Undefined

8.4.41 Command 808 Read Packet Time-to-Live

This is a Wireless Network Layer Command.

This command allows an application to determine what the current configuration is for a
network device Time-to-Live. The Time-to-Live is a parameter that determines how many hops
deep a packet will go before it is discarded.

Requ‘sst-Bata B Y tes
Byte ‘ Format ‘ Description ( ,\QU)
None /\< A O\
Respanse Data Bytes < \ \ \
Byte ‘ Format ‘ Description /\\ kﬁ‘ij\ N
0 Unsigned-8 Currently configured Time/{({biye \\\ \
Command-Specific Response Codes \ >

Code Class Description / >&‘

0 Success No Command/—S\p&cifé F?rrq\rs\ \/

1-5 Wﬂew >\// (\ '\>

6 Error ]%\skice\SR}&'\ﬁc é({mm&ad ErrBJ

7-31 Upidefined \

32 Error Blsy (@&C}u@\}{cyﬁe Started)

33-127 4 | ( he\ﬁnéa\) v

8.4.42 Command 809 ‘Live
This i$ a Wireles@tw rk Layer
This gommand al anager to write the packet Time-to-Live. The Time-to-
Live determines Row\many ‘hops.deep a packet will go before it is discarded. This compmand
shall be reje ith a_regponse code of 16 (Access Restricted) if the source address |is any
device otherthan Netwo nager.
RequestData k

Byte thNat ‘ Description

0 \Snégned—S Time-to-Live value
Responsé Data Bytes

Byte | Format | Description

0 Unsigned-8 Time-to-Live value set
Command-Specific Response Codes

Code Class Description

0 Success No Command-Specific Errors

1-4 Undefined

5 Error Too Few Data Bytes Received

6 Error Device-Specific Command Error

7 Error In Write Protect Mode

8 Warning Set to nearest value
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Code Class Description
8-15 Undefined
16 Error Access Restricted
17-31 Undefined
32 Error Busy (A DR Could Not Be Started)
33 Error DR Initiated
34 Error DR Running
35 Error DR Dead
36 Error DR Conflict
37-127 Undefined Al

8.4.43 Command 810 Read Join Priority

This i a Wireless Network Layer Command.
This ¢
netwo
allows

ommand allows an application to determine wha
rk device Join Priority. The Join Priority determi
d to join. Device with a higher priority will join fifst.

Request Data Bytes

figuration is

ork device

for a
will be

Byte ‘ Format

(\
[ETANE A%
AN

None

Respgnse Data Bytes

RN\
Byte /iD\*\scrl t%\ \/

‘ Format

0 Unsigned-8 ( N\@o}h‘y) V
Command-Specific Response Codes. - On ~___/

Code \ ‘ }Q&I‘{ipﬁgn

0 No\QoMnand—Speciﬁc Errors

1-127 N \Undéfined

8.4.44 Command 81 W'MPriority

This is r Command.

This @
which

better use when joining.

etwork Manager write Join Priority. Joining devices to dete
its join request to using the Join Priority. The smaller the numb:t

rmine
br, the

This
address is

o ¢
—_
>
@
=
—_
0
Q
=}
~ <
-0 F.
D
P
D
~—
£
o
=
~ O

Request Data Bytes

ource

Byte

‘ Format

‘ Description

0 Unsigned-8

Join priority

Response Data Bytes

Byte ‘ Format

‘ Description

0 Unsigned-8

Join priority

Command-Specific Response

Codes

Code Class

Description

0 Success

No Command-Specific Errors
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Code Class Description

1-4 Undefined

5 Error Too Few Data Bytes Received
6-7 Undefined

8 Warning Set to nearest value

8-15 Undefined

16 Error Access Restricted

17-127 Undefined

8.4.44

This i

> Command 812 Read Packet Receive Priority

a Wireless Network Layer Command.

This ¢gommand allows an application to determine what the/Cu for a
network device’s receive priority. The receive priority determi ice will
respond to and/or forward to other nodes.
Requegst Data Bytes /_\

Byte ‘ Format ‘ Description ( (7 g& \/

N

OIS
Respgnse Data Bytes \ \ \ \ )

Byte ‘ Format ‘ De ’ptﬁ\ \\K ~

0 Enum-8 Pécket(ﬁegei\\%\g}kkritb
Command-Specific Respdiise Codes_ \  \oN  \

Code Clas§\ \( D&&’ i\én V

0 Succ{ess N@\C&n@dfépeciﬁc Errors

1-127 N Y 0 Dindefingd
8.4.46 Command i eceive Priority
This i$ a Wireless\Netwo mand
This ¢ommand allow etwork Manager to write receive priority. The receive griority
determindes 2 device will respond to and/or forward to other nodes.
This gommand e rejected with a response code of 16 (Access Restricted) if the gource
address israny device other than the Network Manager.
Request-Data Bytes

Byte ‘ Format ‘ Description

0 Enum-8 Receive Priority (0 — 3)
Response Data Bytes

Byte ‘ Format ‘ Description

0 Unsigned-8 Receive Priority (0 — 3)
Command-Specific Response Codes

Code Class Description

0 Success No Command-Specific Errors

1-4 Undefined

5 Error Too Few Data Bytes Received
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Code Class Description
6-7 Undefined
8 Warning Set to nearest value
9-15 Undefined
16 Error Access Restricted
17-127 Undefined

8.4.47 Command 814 Read Device List Entries

This gqommmamd—=atowsamappticationmto Tetrieve thefistsof devices thatare—mdicatedin the

List 10. The list indices may change due to addition or deletion of entries.

The Gateway and Network Manager shall maintain an Active Deyi
commpand. The Network Manager should support a whitelist an
Devices should support a blacklist. If a Network Device does riots
may answer this command with "Command Not Implemented".

sport this

st, then it

Request Data Bytes

Byte Format ‘ Description / \/\'&‘

0 Enum Device List C/od\el(seejC}Zleaﬁd\TaM)

1 Unsigned-8 Ntnber o/f/H‘Az eI)sr%s t(é reédy N >

2-3 Unsigned-16 S\mqiné\kk\inde\ \ /
Response Data Bytes /l \

Byte ‘ Format ‘ ﬂescrﬁE&Q’N >

0 Enum /\D\e\(ceWOQe>

1 Unsiggedk\ N (\Nu}&{e of list %ﬂries read

2-3 Unsil%ne \Sﬁtting\l\ist index

4-5 < U}sig ed-16 < Total huffiber of entries in the list

6-11 }\J@lg}e\}ﬁ@\ \/\\Bgy%e Unique ID

Unsipoed-
the number of entries the Network Device has available

evice Unique ID Repeated up to the number of list entries requested or

Command-§peciﬁc\\l§e\spohs\e ﬁodes
: o\

K/Qd I Description

0 Shv\ce No Command-Specific Errors

1 \) Undefined

2 Error Invalid Selection (i.e. Device List Code not supported)
3= Hdefimed

5 Error Too Few Data Bytes Received

6-7 Undefined

8 Warning Set to Nearest Possible Value

9-127 Undefined

8.4.48 Command 815 Add Device List Table Entry

This command allows the addition of a device to the indicated list. The Active Device List

cannot be modified by this command.

The Gateway and Network Manager shall maintain an Active Device List. Any attempt to add
an active device (i.e., on the Active Device List) to the blacklist will generate the response

code "Device List Conflict".
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This command can be used to move a device between the whitelist and the blacklist. If neither
a whitelist nor a blacklist is implemented this command is optional.

Request Data Bytes
Byte Format Description
0 Enum Device List Code (see Command Table 55)
1-5 Unsigned-40 Device Unique ID
Response Data Bytes
Byte Format Description
0 Enum Device List Code (see Command Table 55)
1-5 Unsigned-40 Device Unique ID f\
6-7 Unsigned-16 Number of List Entries remaining A (N
Command-Specific Response Codes ( \ \ \
Code Class Description \ \H(QJ\

/\

0 Success No Command-Specific Erry{s\ \ \ \/
1 Undefined & \ \\ \

2 Error Invalid Selection (m\b&%od\(mh/ pported)
3-4 Undefined () ¢ N

5 Error TooFew w B\yﬁ\ﬁlf/celé\‘ \>

; TR NS

8 Warning D;\sze al%e\dw mt\

9-15 Undefiied,

16 Error < F N}e\ss kes\tﬁct?\d>

RN W)

65 Errok N\ \No‘moreentries available

66 1;% /{Q & D\({\L/st Conflict

67-127 N\ Undéfined

8.4.49 Comma

This is a Wireless

This |com
gatewpy/netw0

manager shatPrero

d }‘ﬁ%eh\ueélce List Table Entry

eletion of devices from lists that are maintained i
. If a device is deleted from the Active Device List, the network
the traffic and disconnect the device.

If neitherawhitelist nor a blacklist is implnmnnfnd this command-is npfinnal

n

the

Request Data Bytes
Byte Format Description
0 Enum Device List Code (see Command Table 55)
1-5 Unsigned-40 Device Unique ID
Response Data Bytes
Byte Format Description
0 Enum Device List Code (see Command Table 55)
1-5 Unsigned-40 Device Unique ID
6-7 Unsigned-16 Number of List Entries remaining
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Command-Specific Response Codes
Code Class Description
0 Success No Command-Specific Errors
1 Undefined
2 Error Invalid Selection (e.g., Device List Code not supported)
3-4 Undefined
5 Error Too Few Data Bytes Received
6-15 Undefined
6 Frror ArccessRestricted
17-65 Undefined (
66 Error Device List Conflict /\< A
67-127 Undefined O\ >

8.4.50

This gommand reads the current channel blacklist and th

next restart.

Command 817 Read Channel Blacklist

O
8
NS

lacklist~{ will

e used affer the

Request Data Bytes — O ¢
Byte ‘ Format ‘ ]}e@c\riptiM X\/ /' \ X \>
~
None \
Respgnse Data Bytes
Byte ‘ Format
0 Unsigned-8 h the
i 16 bits long
I-n nt channel map array. This is an array of bits starting wjth the least

A@

t bit (bit 0 in byte 0) and adding bytes as necessary
re aj counted for. Each bit corresponds to a channel. If the b
hannel will be used

until all bits
t is set the

n+1-2n Bit

\/ﬁendmg channel map array. This is an array of bits starting w
significant bit (bit 0 in byte 0) and adding bytes as necessary
are accounted for. Each bit corresponds to a channel. If the b
channel will be used after the next restart of the virtual gatew
manager

ith the least
until all bits
t is set, the

ay/network

Command-SMﬁc Response Codes

ass

Coe

Description

0 Success

No Command-Specific Errors

1-127

Undefined
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8.4.51 Command 818 Write Channel Blacklist
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This command writes a new channel blacklist to the virtual gateway. This blacklist will come
into effect only after the Gateway and the Network Manager are restarted.

Request Data Bytes
Byte Format Description
0 Unsigned-8 Number of bits in new channel map array
1-n Bits Pending channel map array. This is an array of bits starting with the least
significant bit (bit 0 in byte 0) and adding b until all bits
are accounted for. Each bit corresponds to, g channel, If the bt is set the
channel will be used after the next rest ay/network
manager 2\
Respgnse Data Bytes /\\ \ \\/
Byte Format ‘ Description \ \&\Q\ \/
0 Unsigned-8 Number of bits in new ch&nnehﬂ%\a%\ B
l-n Bits Pending channel mdp array\Thi is,an a y of bits starting with the least

significant bit (bit{0 i e 0)afd addingbytes as necessary

are accounte . it sorresponds to a channel. If the b
mw e used affer ext estart of the virtual gatew

until all bits
t is set the
ay/network

nag
Command-Specific Response Codes }

\
Desergiog, X\

Code Class

0 Success< F \NQ\(‘\OH}B@—QPe>ﬁc Errors

EI R NANAPT ")

3 /Errok \EE&s\ed patameter too large (i.e. number of bits exceeds maximum value)
4 E}or < Q U\rmkeM

5 E@r V\ \W¥} \FQQ/ﬁGW Data Bytes Received

6 E evice-Specific Command Error

Undefined

%o

Nor
DS
S\

Access Restricted

N\

Undefined

65 Erro Illegal frequency channel bits
(e.g. channel 16 for 2,4 GHz 802.15.4 PHY)
66-127 Undefined

8.4.52 Command 819 Read Back-Off Exponent

Reads max back-off exponent (not to exceed 7).

Request Data Bytes
Byte ‘ Format ‘ Description
None
Response Data Bytes
Byte ‘ Format ‘ Description
0 Unsigned-8 Maximum Back-Off Exponent
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Command-Specific Response Codes
Code Class Description
0 Success No Command-Specific Errors
1-5 Undefined
6 Error Device Specific Command Error
7-31 Undefined
32 Error Busy (A DR Could Not Be Started)
33-127 Undefined

8.4.53 Command 820 Write Back-Off Exponent

Writeg max back-off exponent (not to exceed 7).

This gommand shall be rejected with a response code of 16 (A€ce
address is any device other than the Network Manager.

ri

if the s

ource

Requgst Data Bytes

Byte ‘ Format ‘ Description / . \(,i&\

0 Unsigned-8 Maximum Ba(eh\(\ff/ﬁndonlsgt Ghall bebetween 4 and 7)
Response Data Bytes /\ A > ( k) ‘\}

Byte ‘ Format ‘ ]ﬁs\criht(o\\ \OQ‘\ /

0 Unsigned-8 Ximum c\kx{)ff\E@onent
Comipand-Specific Response Codes\ (N )

Code Class < /\ \B%c{'ip@ N >

0 Succpss N N ob({}xmand—gpeciﬁc Errors

1-2 k \/\ \Un eﬁ&({

3 E}or < Q P%s\ea\l?érameter Too Large

E@r \/\ \W¥} }’t@s%d Parameter Too Small
E

4

5 ﬁ{)r /’B oo Few Data Bytes Received
A LS 0

AN KB

In Write Protect Mode

Set to Nearest Possible Value

Device specific error
A\
BN OB )

9-15 N Undefined

16 E(or Access Restricted

17431 Undefined

32 Error Busy (A DR Could Not Be Started)
33 Error DR Initiated

34 Error DR Running

35 Error DR Dead

36 Error DR Conflict

37-127 Undefined
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8.4.54 Command 821 Write Network Access Mode

This command writes the network access mode. This can be used to restrict the access to the
network. Only the Network Access Codes 0 and 4 are mandatory.

NOTE The access mode does not substitute the check for the device’s credentials such as join key, tag or device
id. The access mode provides additional checks.

Request Data Bytes

Byte Format Description

0 Enum Network Access Mode Code (see HCF Enuyaerat'{)n TableSp)
Respgnse Data Bytes A ~

Byte Format Description (\ \\'\ o \

0 Enum Network Access Mode Code \ \ \
Comipand-Specific Response Codes \ \\\ \ \/

Code Class Description \&R >
0 Success No Command- Spe)c/ fic Err&*s\ \
1 Undefined M\ \ ) / ,\ \
2 Error y{(/}\l{d Se}e’&ion> ( ) ‘\>
N
5 Error Tﬁ ew D}KM \e\celved
6 Error D&nce\Q\\lﬁc\SQMnd Error
Errog\ \ \( ite Protec ode
8-15 [ Ne?hi\/
16 ]%ork < \&Qe\ss\&g stricted
17-31 ,\( \/\ \/\ ndefined
32 EMor_ \.“\_ | Busy (A DR Could Not Be Started)
33 A Reroy s\ DR Initiated
34 \ \Eiﬁr \ DR Running
§5\ %@{ > DR Dead
36 Errer DR Conflict
37427 Undefined

8.4.55 Command 822 Read Network Access Mode

This command reads the network access mode.

Request Data Bytes
Byte ‘ Format ‘ Description
None
Response Data Bytes
Byte ‘ Format ‘ Description
0 Enum Network Access Mode Code(see HCF Enumeration Table 56)
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Command-Specific Response Codes
Code Class Description
0 Success No Command-Specific Errors
1-5 Undefined
6 Error Device Specific Command Error
7-31 Undefined
32 Error Busy (A DR Could Not Be Started)
33-127 Undefined

8.4.515 Command 823 Request Session

This is a command from a Handheld to the Network Manager.

This gommand requests a session from a handheld to a devicg. i0

icast].

Only

authotrized devices shall be granted a session.
Requgst Data Bytes
Byte ‘ Format ‘ Description / . \(,&
32-33 Unsigned-16 Peer DeViceI?I—ro{(}\a / /\ \
Response Data Bytes /\ A
Byte ‘ Format ‘ ]%s\criht(o\\ \00\\ /
3233 Unsigned-16 Py{rbevicé@okna}te\
34-37 Unsigned-32 Pger M&\C)ﬁlnter Value
38-53

Unsigned-128. %ah\lé\) N
N,

Comipand-Specific th\o,]%e\CO e

Code </\Gléls§> X \e;}x@tbn
0 \S/W /\\Nobommand—Speciﬁc Errors

14

\Plndeﬁned

5 /\

Too few data bytes received

35\

\ SN
ToRY
RN

Undefined

TN

Access restricted

N
ﬁw\g\)

17-64 Undefined

65 Error Unknown nickname

66 Error p;ﬂ]d dpv;r\p has insufficient r-qquvi.fy 1o ouppnrf qﬂnﬂ«g; session.
67-127 Undefined

8.5 Gateway and Network Manager Commands
8.5.1 Command 832 Read Network Device Identity using Unique ID

This is a Gateway Command.
This command returns the identity information for the indicated device

NOTE This command only needs to be implemented by Gateways.
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Request Data Bytes
Byte Format Description
0-4 Unsigned-40 Unique ID of the device

Response Data Bytes
Byte Format Description
0-4 Unsigned-40 Unique ID of the device
5-6 Unsigned-16 Nickname
7-38 Latin-1 Long Tag

Command- ific R n
Code Class Description N O
0 Success No Command-Specific Errors A ~
1 Undefined /\ \
2 Error Invalid selection \ \
3-4 Undefined \ \ \ \/
5 Error Too Few Data Bytes Recbived \ \ \
6-127 Undefined RN N

8.5.2| Command 833 Read Netwo

This id

It rety
potenti

determine how many nei
e issued as map
neighbor connection.

F: ppIication@?

ay, then a pic

then |

If an
Gatew

NOTE

Requgst Data By

This co

ang on

a Gateway Command.

bor or
>mmand 814, the application layger can
in its neighbor list. This command can
rmine the specific information abou{ each

formation from each device attached to a Wireless

B

A

AN

Description

0-4 R L}l\swm Unique ID of Network Device
5 Un§}>gned-8 Neighbor index number
9 Unsigned-8 Number of neighbor entries to read
Response-DataBytes
Byte Format Description
0-4 Unsigned-40 Unique ID of Network Device
5 Unsigned-8 Neighbor index number
9 Unsigned-8 Number of neighbor entries returned
10-11 Unsigned-16 Neighbor 1 nickname (2 byte address)
12 Signed-8 RSL of communication received at this device from Neighbor 1
13-16 Unsigned-32 Packets transmitted to neighbor 1
17-20 Unsigned-32 Failed transmits to neighbor 1 - number of packets expecting an ACK
and none was received
21-24 Unsigned-32 Packets received from neighbor 1
25-... Repeat bytes 10-24 for each neighbor returned



https://iecnorm.com/api/?name=ef57c1e6b45c0be21d43e4f5a89f4431

PAS 62591 © IEC:2009(E) -219 -

Command-Specific Response Codes

Code Class Description

0 Success No Command-Specific Errors

1 Undefined

2 Error Invalid selection

3-4 Undefined

5 Error Too Few Data Bytes Received

6-7 Undefined

8 Warning Set to nearest value

9-64 Undefined 2N
65 Error Invalid Neighbor table index A( N
66-127 Undefined

8.5.3

If an
Gatew

NOTE

gpplication makes requests for thi
ay, then a picture/graph of all the

This command only needs to be imple ent
Request Data Bytes

\ate ay

icipates

phs a
es as

reless

Respd

Byte F 0r (\D\&@Q}feu
0-4 /X@s&ged-«% \I\E\aday:ss of the device information is being requested
56 ;igéeg-m\ Graph ifdex number
nse Data Bytes RN
Byte \F(h\\t“\\\/ﬁescrlptlon

0-4

b\i{SléQe(\iM{) S Long address of the device information is being requested

SN\

\Qﬁtgn&k 16 Graph index number

7&\\ l‘)@@@% Total number of Graphs in this device

9-10 Uné}gned- 16 Graph Id for this index
11412 Unsigned-16 Number of Neighbors returned
13414 Unsigned-16 Neighbor 1

Command-Specific Response Codes

Neighbor n (based on number of neighbors id’s returned)

Code Class Description

0 Success No Command-Specific Errors
1 Undefined

2 Error Invalid selection

3-4 Undefined

5 Error Too Few Data Bytes Received
6-64 Undefined

65 Error Entry not Found

66-127 Undefined
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8.5.4 Command 835 Read Publish Data Message List

This is a Gateway Command.

It returns the Publish data Mode List that the requested device participates in. By reading
Gateway Command 835 the application layer can determine how many publish data mode
commands a particular device is participating in.

If an application makes requests for this information from each device attached to a Wireless
Gateway, then a list of all Publish data Mode Traffic in the system can be determined.

NOTE | This command only needs to be implemented by Gateways.

Request Data Bytes A (\
Byte ‘ Format ‘ Description \ G\Q\\ >
0-4 Unsigned-40 Unique ID O\ NN
Respgnse Data Bytes \ \\ \
Byte ‘ Format ‘ Description w‘& )
0-4 Unsigned-40 Unique ID ~ N
5 Unsigned-8 Number of di{ffe\(éQt };ﬁlﬁ}l’isl}\daNdes received from this device
6-7 Unsigned-16 %ﬁrmanq/l@m‘t}ér bei(lg [{Qb)is}i)g?
8-11 Unsigned-32 N\n{be}(g{ blishData acky/ received

etc R,eﬁeAat bw&é\fo}ﬁgch publish data mode command

Comipand-Specific Response Codes\ (\ \/

Code | Class { N\ [~ Deseription) , )

(\No hm@(_iﬁlpeciﬁc Errors

\ In%{ia\sélection

NN bndéﬁned

\_ ﬂz 00 Few Data Bytes Received

e
NXONC N | Undefined
RN

8.5.5 lush Cached Responses for a Device

This is a GatewaywCommand.

It instruets’the Gateway to flush the cached responses that a device participates in.

NOTE This command only needs to be implemented by Gateways.

Request Data Bytes

Byte ‘ Format ‘ Description

0-4 Unsigned-40 Unique ID for device to flush all cached responses for
Response Data Bytes

Byte ‘ Format ‘ Description

0-40 Unsigned-40 Unique ID for device to flush all cached responses for
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Command-Specific Response Codes
Code Class Description
0 Success No Command-Specific Errors
1-4 Undefined
5 Error Too Few Data Bytes Received
6-15 Undefined
16 Error Access Restricted
17-127 Undefined

8.5.6
This id

It regi

a Gateway Command.

Command 836 Write Update Notification Bit Mask for 3.

sters a client for notification updates.

NOTE | This command only needs to be implemented by Gateways.
Requgst Data Bytes /\
Byte Format ‘ Description K g ] &&
0-4 Unsigned-40 Tatget devieaUnigie 1D O >
5-6 Bits-16 bl\ange Ebi@catf\n ﬂa& (see HtF Enumeration Table 60)
Respanse Data Bytes /x \
Byte ‘ Format ‘ I*escri@ﬁo\h\‘ >
0-4 Uns1gne<l/})\ /\K}g\et ESQ Umhye ID
5-6 Bits- A6 Ch}n,g\RQ)tlﬁcajlon flags
Comr

Code

nand-Speufic R[esboﬁs@\COdQs\
Cpssy <

(Pesr

> on

0 ce \1{0 Qmmand—Speciﬁc Errors
1-4 /\ \ yndeﬁned
5 /\ \B{ro}\ \ \ Too Few Data Bytes Received
6/1’5\\ \\ \ Undefined

16

Access Restricted

8.5.7

17-64 > Undefined

65 Error Unknown Unique ID

66 Error Unknown Notification Flag
67-127 Undefined

Command 838 Read Update Notification Bit Mask for a Device

This is a Gateway Command.

This command asks the Gateway to return the list of update notifications for a Device.

NOTE

This command only needs to be implemented by Gateways.
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Request Data Bytes

Byte ‘ Format ‘ Description

0-4 Unsigned-40 Target device Unique ID
Response Data Bytes

Byte ‘ Format ‘ Description

0-4 Unsigned-40 Target device Unique ID

5-6 Bits-16 Change notification flags (see HCF Enumeration Table 60)
Command-Specific Response Codes

Code Class Description

0 Success No Command-Specific Errors /\

1-4 Undefined A [~

5 Error Too Few Data Bytes Received /\ \

6-64 Undefined N\ N0\

65 Error Unknown Unique ID \ \ \ \/

66-127 Undefined LN\

X

8.5.8| Command 839 Change Notification
This ig a Gateway Command.

client.

NOTE

Up to 10 change notifications ¢

This command only ne€ds

Request Data Bytes |\

be/imp

ne notification lists the changes flor the
1e response message.

be included

(\ Nl
\&]&rip ion

Byte Lgorrhat

0-4 Q @sig%\ed—% < T\arg@dé/ice address
Response Data ByAtQ/s \’\ /

Byte ( F\(}nqt \ \ escription

0-4 /\\Lns\l‘g\n&i\élo

Target device address

N\ Unsignied-8

Number of change notifications

Change notification 1 (cached command number)

SN\ N
\

Repeat for up to 10 change notifications

Commangd-Specifie Response Codes

@g Class Description

0 Success No Command-Specific Errors
1-4 Undefined

5 Error Too Few Data Bytes Received
6-64 Undefined

65 Error Unknown Unique ID

66-127 Undefined
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8.5.9

- 223 -

Command 840 Read Network Device's Statistics

This is a Gateway Command.

This command returns the number of graphs, frames, and links that a device has currently
active. This is information the Gateway has available and can respond with immediately.

NOTE This command only needs to be implemented by Gateways.

Request Data Bytes
Byte Format Description .
0-4 Unsigned-40 Unique ID of the device (
Respgnse Data Bytes L (\ X
Byte Format Description < \ W\ \>
0-4 Unsigned-40 Unique ID of the device (\\ \ \
5-6 Unsigned-16 Number of Graphs active \ \
7-8 Unsigned-16 Number of Frames a /mg \ \ )
9-10 Unsigned-16 Number of Links ?éw;\ \
11 Unsigned-8 Number of foig@t\o@ / X \
12-15 Time Me\{ge (%ﬁ*nul?icatiqn L@c*f}gm the Gateway to this npde
16-17 Unsigned-16 I\hngber\({f\k{ins\ \ /
18-20 Date Date of mo\t\(\oe\nt
21-24 Unsigned-32 \Q;\ % N{ng its from 12:00 am of the Date when the device
t rec oiney the network
25-28 UnsngedESQ N K\Nu})Q\ér\f pacl%e\t/ generated by this device
29-32 Unsi%n&ldi\ \I\%{Qbe f packets terminated by this device
33-36 < @sig ed—32< NM Data-Link Layer MIC failures detected
37-40 U 1g}:ez¥3\2\ \/\Wer of Network Layer (Session) MIC failures detected
41-44 ( Lh\\gged\ig \ ﬂumber of CRC Errors detected
Comipand- S[feelfit; Resbqns}\COdes
C /d\e\ mp{ \/ Description
&\ %&@ss X No Command-Specific Errors
1 \ Undefined
2 \Emfr Invalid selection
34 Undefined
5 Error Too Few Data Bytes Received
6-127 Undefined

8.5.10 Command 841 Read Network Device Identity using Nickname

This is a Gateway Command. This command returns the identity information for the indicated

device

NOTE This command only needs to be implemented by Gateways.

Request Data Bytes
Byte Format Description
0-1 Unsigned-16 Nickname
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Response Data Bytes

Byte Format Description

0-1 Unsigned-16 Nickname

2-6 Unsigned-40 Unique ID of the device

7-38 Latin-1 Long Tag
Command-Specific Response Codes

Code Class Description

0 Success No Command-Specific Errors

1 Undefined

2 Error Invalid selection /\

34 Undefined A
N\

5 Error Too Few Data Bytes Received

AN

(@A

Ny
6-127 Undefined /\\ \ \
NN

8.5.11 Command 842 Write Network Device's Schedu

This i a Gateway Command.

This gommand allows users to reques i ) t|@for a>device when the Network
Manager is creating schedules.

This gommand shall only be supported/by Gateway . This i nation
shall pot be written to the network dVIC i 9 other

Request Data Bytes [\

O\
b ek SN Jahn

0-4 \Eguﬁgq 40 \ R Un@le ID of Network ID

5 (ﬁ\\ \ bevice Scheduling Flags (see HCF Enumeration Table 62)

Response Daf\By\@\\
Description

Byte, \ N0
(h\\ w Unique ID of Network ID

B1té Device Scheduling Flags

Comimand-Specific Response Codes

L;de Class Description

0 Success No Command-Specific Errors

1-4 Undefined

5 Error Too few data byte received

6 Undefined

7 Error In Write Protect Mode

8 Warning Unsupported Property Flag detected, Device Property Flags adjusted

9 Error Invalid Property Flag

10-64 Undefined

65 Error Unknown Unique ID
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Code Class Description
66-127 Undefined

8.5.12 Command 843 Read Network Device's Scheduling Flags

This is a Gateway Command.

This command reads the network device properties that a network manager may consider
when creating schedules.

This gtommand shall only be supported by Gateways and Network Managers~Jhis information
shall not be supported in other network devices (e.g., Field Devices).
Requegst Data Bytes (\ x
Byte Format Description /\\ WU\
0-4 Unsigned-40 Unique ID of Network ID \ \\ \
Response Data Bytes \ \\)
Byte Format Description ( m &?\)
0-4 Unsigned-40 Upigue ID P\tﬁé\\%ﬂ?}’{) /\ \
5 Bits Bivi&c ed{ﬂi&g Flaé{(s}ej H}Z\F/ Enumeration Table 62)
Command-Specific Response Codes \
Code Class ﬂgscrm“x\)
0 Success< r Nk‘\om}tan)i—svpe}?ﬁc Errors
N
! AN Undstied )
2 /erok \/\ \@Nd }e%ection
3-4 K S Undefinéd
5 R@)r \ NN Mew Data Bytes Received
6-127 \ | Wndefined
8.5.13 \I%}Network Constraints
Thisis a G d.
This command reads’the current setting of the Network Management Strategy and the npmber
of Requéest/Response messages per 10 s.
Request Data Bytes
Byte Format Description
None
Response Data Bytes
Byte Format Description
0 Enum-8 Network Optimization Flags (see HCF Enumeration Table 62)
1 Unsigned-8 Number of Request/Response Message Pairs per 10 s
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Command-Specific Response Codes

PAS 62591 © IEC:2009(E)

Code Class Description
0 Success No Command-Specific Errors
1-127 Undefined

8.5.14 Command 845 Write Network Constraints

This is a Gateway Command.

This ¢command writes the current setting of the Network Manageme ategy @nd the
number of Request/Response messages per 10s. Minimum v Number of
Requegst/Response Messages per 10 s is 1.
Request Data Bytes

Byte Format Description \ X‘Q\ \/

0 Enum-8 Network Optimization Fl%g\&k&*m{ner}tlon Table 62)

1 Unsigned-8 Number of Reque?ﬁ{e/_gok\mss\ges}?r 10s
Respgnse Data Bytes \) / A\ \

Byte Format I{esc\ip\tiél\\ C (g U J\/

0 Enum-8 Neﬁ@rk\&ghmizw Fﬁgs-és%e HCF Enumeration Table 62)

1 Unsigned-8 I\(umb?re{R\&}{\(R%onse Messages per 10 s

Comy

hand-Specific Res@rﬁe\m\ \B >

Code Clasﬁ\ (\Qes

0 @cc&s X \Q\S\m}}and—Speciﬁc Errors

1 \/ \/\ \ U11\0*§ﬁned

2 /E\g\e{ \ ~ \77uva1id selection (illegal or unsupported strategy)
3-4 \\ Undefined

Too few data bytes received

Undefined

7 Er%{ In Write Protect Mode
8 Mming Set to nearest value
9-15 Undefined

16 Error Access restricted
17-127 Undefined

8.6 Network Management Configuration Commands

8.6.1

Command 960 Disconnect Device

This is a Wireless Network Manager Command.

This command allows the network manager to force a device off the network, clear all its
network information and rejoin the network.
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This command shall be rejected with a response code of 16 (Access Restricted) if the source

address is any device other than the Network Manager.

Request Data Bytes

Byte ‘ Format ‘ Description

0 Unsigned-8 Reason. (See HCF Enumeration Table 50. Disconnect Cause Codes)
Response Data Bytes

Byte ‘ Format ‘ Description

0 Unsigned-8 Reason. (See HCF Enumeration Table 50. Disconnect Cause Codes)
Command-Specific Response Codes

Code Class Description . O

0 Success No Command-Specific Errors A ~

1-15 Undefined /\ \ \

16 Error Access Restricted \ \

17-127 Undefined N AR\

8.6.2| Command 961 Write Network Key \\>

This i a Wireless Network Manager Command.

This gommand shall be rej
addres$s is any device other

Requgst Data @

e.

by will

ource

Byte | Fefmag\ XU | Resphiption

0-15 ¢ UnsignedZ8X_ Rey value

16-20 \{ns}gn}tkélo Execution time for command (ASN). 0 - execute immediatel

Resp¢ nse,Dﬁ(a BM \ \/

Ing \Mnat\ ‘ Description

0-15 e Unsigned-128 Key value

16-20 \Hg,s‘[)gned—40 Execution time for command (ASN). 0 - execute immediately
Command-Specific Response Codes

e(v)ae Class Description

0 Success No Command-Specific Errors

1-4 Undefined

5 Error Too Few Data Bytes Received

6-15 Undefined

16 Error Access Restricted

17-64 Undefined

65 Error Key change failed

66 Error Invalid execution time

67-127 Undefined
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Command 962 Write Device Nickname Address

This is a Wireless Network Manager Command.

This ¢

ommand allows the Network Manager to set a Network Device’s Nickname.

This command shall be rejected with a response code of 16 (Access Restricted) if the source
address is any device other than the Network Manager.

Request Data Bytes

Byte ‘ Format ‘ Description

0-1 Unsigned-16 Nickname RN
Respgnse Data Bytes A

Byte ‘ Format ‘ Description /\\ \\'\V\

0-1 Unsigned-16 Nickname \ \ \\/

Comi

hand-Specific Response Codes \ >

NI
Code Class Description (\\ \V(? \

0 Success No Command—Spec}frC‘Eﬂ\ \\/

5 Error T Few D@M%:

X
1-4 Undefined ( m \
(AT
RS S

16 Error A;eés R&x\ d \

17-64 Undefineth, D

65 Error ( F \I‘r\\AQd I\\Iic\k)large>

66-127 +Unditied

8.6.4 Comm@ Wri &%
This i3 a Wireless Ng mand.
This ¢ommapd™allo ork Manager to write the session parameters requifed to
estabILsh a sessiomi device the message is addressed to and the peer device
contai i
This gommand g truncated after the Session Key Value. When truncated, the sg¢ssion
and the Sesston will become effective immediately.
This cammand shall be rpjpr‘tpd with a response code of 16 (Ar‘r‘pqe qutrir‘tpd) if the source
address is any device other than the Network Manager.
Request Data Bytes
Byte Format Description
0 Enum-8 Session type. (See HCF Enumeration Table 48. Session Type Code)
1-2 Unsigned-16 Nickname of peer device
3-4 Unsigned-16 Peer Expanded Device Type Code
5-7 Unsigned-24 Peer Device Id
8-11 Unsigned-32 Peer Nonce counter value
12-27 Unsigned-128 Key value
28 Unsigned-8 Reserved shall be set to 0
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