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INTERNATIONAL ELECTROTECHNICAL COMMISSION
PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 6: Extreme space weather and potential impact
on the avionics environment and electronics

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising

national electrotechnical committees (IEC National Committees). The object of IEC_.is Ao pr
rnational co-operation on all questions concerning standardization in the electrical and electronic fiel
end and in addition to other activities, IEC publishes International Standards, Techhical Specificg
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter ‘referred to as

latter.

itself does not provide any attestation of conformity. Independent certification bodies provide conf
essment services and, in some areas, ‘access to IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certification bodies.

All users should ensure that they haye the latest edition of this publication.

Nq liability shall attach to IEC orlits’ directors, employees, servants or agents including individual exper
mémbers of its technical committees and IEC National Committees for any personal injury, property dam
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feeg
expenses arising out ofi.the publication, use of, or reliance upon, this IEC Publication or any othg
Pdblications.

Atjention is drawn to.the Normative references cited in this publication. Use of the referenced publicati
indispensable for.the correct application of this publication.

Atiention is drawh to the possibility that some of the elements of this IEC Publication may be the sub]
paftent rights. IEC shall not be held responsible for identifying any or all such patent rights.
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A PAS/is-a technical specification not fulfilling the requirements for a standard, but made
availpble’to the public. ’r

The document “Extreme Space Weather: impacts on engineered systems and infrastructure”
from the Royal Academy of Engineering (United Kingdom, London) has served as a basis for
the development of this publicity available specification.

The permission from the Royal Academy of Engineering (United Kingdom, London) to include
the report within this PAS is gratefully acknowledged by the IEC.

IEC PAS 62396-6 has been processed by IEC technical committee 107: Process management
for avionics.
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The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the
committee concerned as indicated in
the following document

Draft PAS Report on voting
107/244/PAS 107/250/RVD

Following publication of this PAS, the technical committee or subcommittee concerned may
transform it into an International Standard.

This

the
publication date. The validity may be extended for a single period up to a maximum of
3 years, at the end of which it shall be published as another type of normative document, or

shall|be withdrawn.

A bilingual version of this publication may be issued at a later date.

that| it contains colours which are considered to be useful for the cofrect

understanding of its contents. Users should therefore print sthis document using a
colour printer.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicrtes
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PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 6: Extreme space weather and potential impact
on the avionics environment and electronics
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3 Terms, definitions and abbreviations

For t

31T

PAS details the mechanisms and conditions that produce “extreme space~we
) and the changes within the avionics environment under such conditions. Conside
en to the impact and risks of ESW on passengers and crew travelling on aireraft in
he option for in flight monitoring of the environment. Avionics electroni€s and sy

BW can be assessed. In the PAS, flight related infrastructure (not the aircraft itself
be affected or disabled by an extreme space weather é&véent is identified;
structure can be in the local “space” environment or on the ground.

PAS is identical to the “Extreme Space Weather: impacts on engineered systems
structure” document from the Royal Academy of Engineering (United Kingdom, Lon
h is included in Annex A.

ormative references

ollowing documents, in whole or in part; are hormatively referenced in this PAS an
bensable for its application. For dated references, only the edition cited applies
ed references, the latest edition of the referenced document (including
dments) applies.

52396-1:2012, Process management for avionics — Atmospheric radiation effects —
ccommodation of atmospheric radiation effects via single event effects within avi
ronic equipment

he purposes of this PAS, the following terms, definitions and abbreviations apply.
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For the purposes of this PAS the terms and definitions given in IEC 62396-1:2012 apply.

3.2 Abbreviations and acronyms

For the purposes of this PAS the abbreviations and acronyms given in IEC 62396-1:2012 and
in Clause 15 of Annex A, as well as the following, apply.

CAA Civil Aviation Authority

CME Coronal mass ejections

EASA European Aviation Safety Agency
EMC Electromagnetic compatibility
ESD Electrostatic discharge
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ESW Extreme space weather

FAA Federal Aviation Administration

GEO Geostationary orbit

GMD Geomagnetic disturbance

GNSS Global navigation satellite systems

GPS Global positioning system

HF High frequency

ICAO International Civil Aviation Organisation

ICRH International Commission on Radiological Protection
IEEH Institution of Electrical and Electronic Engineers
LEO Low earth orbit

MEQO Medium earth orbit

MTTR Mean time to repair

NOAA National Oceanic and Atmospheric Administration
NRA National risk assessment

SAE Society of Automotive Engineers

SEIHG Space Environment Impact Expert Group
UHF Ultra high frequency
VHF Very high frequency

4 Technical recommendations

4.1 General

Anngx A describes the ‘effects of (the extreme space weather (ESW) improving| the
understanding, evaluates the impagets and provides recommendations on suitable mitiggtion
strategies.

4.2 HSW environment
4.2.1 Mechanisms responsible for ESW

An upderstanding.of-how an ESW event occurs, its impact and duration is given in Clauges 3
and 4 of Annex-A;

4.2.21 Changes in avionics environment due to ESW

Congidgration is given to the radiation environment at aircraft altitudes and the recommephded
potential radiation leverls.

4.3 Impact of ESW on aircraft passengers and crew
4.3.1 Impact on passengers and crew

During an ESW event, the radiation levels during a flight at altitudes and latitudes at risk may
be above those normally considered acceptable for the general public; a clear understanding
of the risks and mitigations will enable the industry to manage these events effectively. This is
discussed in more detail in Clause 8 of Annex A.

4.3.2 In flight radiation environment monitoring

In flight radiation monitoring is recommended because it has a number of benefits providing:
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a) Reliable method for determining the onset of ESW.

b) Ability to disseminate the onset information before there is major infrastructure impact and

p

rovides warning.

c) Clear measurement of the radiation exposure of passengers and crew.

d) ldentification of the radiation levels at which there is impact or weaknesses in the

e

lectronic flight systems.

4.4 Impact of ESW on aircraft electronic systems

4.41

Effect on electronics, equipment and systems

The leffects of atmospheric radiation on avionics electronics have been understood
number of years and in 2006, IEC TS 62396-1 was published by the IEC technical comnpittee
107 {o provide guidance to the avionics industry. When this technical specification' was is
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cumented that a very large space weather event occurred in Februaty 1956
ncements of 300 times on the radiation flux were experienced in certain-dgcations at
des. Clause 9 of Annex A expands on the effects and mitigations for avionics electro

The Technical Specification IEC TS 62396-1:2006 has been cancelled and-replaced by a newer 4
P396-1:2012 published in the form of an International Standard.

ESW simulation testing of electronics equipment and systems and analysis
ods

g ESW events which may result’'in more than a 2-decade increase in radiation fluX
critical equipment will be expected to continue safely in operation.

way to validate the equipment capability . in"ESW is to perform complete equip
m testing in a radiation simulator at enhanced flux levels. There are a small numb
ies world wide that can be 'used to test\complete avionics systems and determine

ods for demonstrating that the elgetronic component, the electronic equipment an
m exhibit enough design/architeeture margins to mitigate the radiation effects taking
Lint probabilities of increased radiation effects due to ESW in the safety analysis.

onsiderations of ESW-design margins

ore information becomes available from past and future large solar events, it shou

spheric radiation;
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Annex A
(informative)

Extreme Space Weather: impacts on engineered systems and
infrastructure from the Royal Academy of Engineering

This Annex describes the effects of the extreme space weather (ESW) improving the
understanding, evaluates the impacts and provides recommendations on suitable mitigation
strategies.
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Foreword

An extreme space weather event, or solar superstorm, is one of
a number of potentially high impact, but low probability natural
hazards. In response to a growing awareness in government,
extreme space weather now features as an element of the UK
National Risk Assessment.

‘ earlier studies conducted in the US. However, the consequential Q

i N impact on the UK's engineering infrastructure - which includes (.Oq/
the electricity grid, satellite technology and air passenger safety - b/

has not previously been critically assessed. This report addresses Q

that omission by bringing together a number of scientific and ({/b

engineering domain experts to identify and analyse those impacts. Q)

I believe that this study, with its strong engineering focus, is the

most extensive of its type to date. ?\

Itis my hope that by acting on the recommendations in this r@r,
stakeholders will progressively mitigate the impact of thegew able

solar superstorm. QQ
<

Professor Paul Cannon FRENng

Chair of the study working group s\\§\
\‘S\@
D
4\
xO
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1. Executive summary

Rarely occurring solar superstorms generate X-rays and solar

radio bursts, accelerate solar particles to relativistic velocities and
cause major perturbations to the solar wind. These environmental
changes can cause detrimental effects to the electricity grid,
satellites, avionics, air passengers, signals from satellite navigation
systems, mobile telephones and more. They have consequently

space situational awareness, an ability to undertake post-event
analysis, and the infrastructure to improve our understanding of
this environment.

The report explores a number of technologies and we find that
the UK is indeed vulnerable to a solar superstorm, but we also find

been identified a3
purpose of this regport is to assess their impact on a variety of
engineered systens and to identify ways to prepare for these
low-probability byt randomly occurring events. The report has an
emphasis on the K, but many of the conclusions also apply to
other countries.

O DRI Lol <l T ol
a TSR TU TITE WUTTU TLUTTUTTTY altu SULTTLY. TTTE

Explosive eruptiops of energy from the Sun that cause minor
solar storms on Egrth are relatively common events. In contrast,
extremely large epents (superstorms) occur very occasionally -
perhaps once evefy century or two. Most superstorms miss the
Earth, travelling harmlessly into space. Of those that do travel
towards the Earth), only half interact with the Earth's environment
and cause damaggp.

Since the start ofthe space age, there has been no true solar
superstorm and cpnsequently our understanding is limited.

There have, howdver, been a number of near misses and these
have caused majdr technological damage, for example the 1989
collapse of part of the Canadian electricity grid. A superstorm whigh
occurred in 1859, [now referred to as the 'Carrington event' istfie
largest for which fve have measurements; and even in this case the
measurements arg limited to perturbations of the geomagnetic
field. An event in 1956 is the highest recorded for ataaspheric
radiation with August 1972, October 1989 and @ctaber 2003 the
highest recorded fadiation events measured on§pacecraft.

How often superdtorms occur and vvhew\e\r the above are
representative of the long term risk is.not known and is the subject
of important curr¢nt research. The'general consensus is that a
solar superstorm |s inevitable,&matter not of ‘if’ but ‘when?’. One
contemporary vie is that'a€arrington-level event will occur within

period of 50 year

npact of
such events. In a'perfect storm’a number of technglagips will be
simultaneously affected which will substantially. exacerlpate the
risk. Mitigating and maintainingan awareness ofithe indjvidual and
linked risks over the long term is a challengefor government, for
asset owners and for managers. .

o o el e 1o ! o s ISR N
trat a TiarmoTr UTTTTUUS eSS Tiave dificduy THtiyatcu e

N,
)

, s \ .
Space weather: impacts on engin€ered systems - a sumlmary is a
shortened version of this repo?\tsuitable for policy makdrs and the
media - see www.raeng«rg.uk/spaceweathersumnjary.

Key points:

Solar supgerstorm environment
The recufrence statistics of an event with similar magni
impactito a Carrington event are poor, but improving. Vafious
studies indicate that a recurrence period of 1-in-100 to £00 years is
“reasonable and this report makes assessments of the efgineering
impact based on an event of this magnitude and return fime. If
further studies provide demonstrable proof that larger gvents do
occur - perhaps on longer timescales - then a radical regssessment
of the engineering impact will be needed. The headline figure of
100 years should not be a reason to ignore such risks.

ude and

Electricity grid
The reasonable worst case scenario would have a significant impact
on the national electricity grid. Modelling indicates aroupd six super
grid transformers in England and Wales and a further sqven grid
transformers in Scotland could be damaged through gegmagnetic
disturbances and taken out of service. The time to repaif would be
between weeks and months. In addition, current estimafes indicate

a period of 250 ygars with'a confidence of ~95% and within a a potential for some local electricity interruptions of a fgw hours.
witha confidence of ~50%, but these figures Because most nodes have more than one transformer ajailable,
T WITT COTSIOeranie care. ot A these fatfures woutd Tead 10 @ aistonmnection event. However,

should be interpri

Mitigation of solar superstorms necessitates a number of
technology-specific approaches which boil down to engineering
out as much risk as is reasonably possible, and then adopting
operational strategies to deal with the residual risk. In order to
achieve the latter, space and terrestrial sensors are required to
monitor the storm progress from its early stages as enhanced
activity on the Sun through to its impact on Earth. Forecasting

a solar storm s a challenge, and contemporary technigues are
unlikely to deliver actionable advice, but there are growing efforts
to improve those technigues and test them against appropriate
metrics. Irrespective of forecasting ability, space and terrestrial
sensors of the Sun and the near space environment provide critical

National Grid's analysis is that around two nodes in Great Britain
could experience disconnection.

Satellites

Some satellites may be exposed to environments in excess of
typical specification levels, so increasing microelectronic upset
rates and creating electrostatic charging hazards. Because of the
multiplicity of satellite designs in use today there is considerable
uncertainty in the overall behaviour of the fleet but experience
from more modest storms indicates that a degree of disruption to
satellite services must be anticipated. Fortunately the conservative
nature of spacecraft designs and their diversity is expected to limit
the scale of the problem. Our best engineering judgement, based
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on the 2003 storm, is that up ta 10% of satellites could experience
temporary outages lasting hours to days as a result of the extreme
event, butitis unlikely that these outages will be spread evenly
across the fleet since some satellite designs and constellations
would inevitably prove more vulnerable than others. In addition,
the significant cumulative radiation doses would be expected to

IEC PAS 62396-6:2014 © IEC

2014

UK networked communications appear to meet this requirement.
There will be certain specialist applications where the loss or
reduction in GNSS services would be likely to cause operational
problems; these include aircraft and shipping. Today, the aircraft
navigation system is mostly backed up by terrestrial navigation aids;
itis important that alternative navigation options remain available

gcil g Uf midarly DCltC:“tC)- ‘VICI_y U:d batc“itL:) Ill;g:_lt

to start to fail in the immediate aftermath of the

hew satellites would be expected to survive the event
but with higper risk thereafter from incidence of further (more
common) storm events. Consequently, after an extreme storm, all
satellite owrpers and operators will need to carefully evaluate the
need for replacement satellites to be launched earlier than planned
in order to njitigate the risk of premature failures.

cause rapid
be expected
storm while

Aircraft passenger and crew safety
Passengers pnd crew airborne at the time of an extreme event
would be exposed to an additional dose of radiation estimated to
be up to 20 MSv, which is significantly in excess of the 1 mSv annual
limit for members of the public from a planned exposure and about
three times ps high as the dose received from a CT scan of the
chest. Such |evels imply an increased cancer risk of 1in 1,000
for each pergon exposed, although this must be considered
in the context of the lifetime risk of cancer, which is about 30%.
No practicalmethod of forecast is likely'in the short term sincex(N
the high endrgy particles of greatest concern arrive at close,to the
speed of light. Mitigation and post event analysis is needéd, through
better onbogrd aircraft monitoring. An event of this type would
generate copsiderable public concern.

N

Ground andl avionic device technology

Solar energdtic particles indirectly generatetharge in
semiconducfor materials, causing ele\ctronic equipment to
malfunction| Very little documentary evidence could be obtained
regarding thie impact of solar energetic particles on ground
infrastructufe and it'is consequently difficult to extrapolate to a
solar supersform. More-doClimentary evidence of normal and storm
time impacts is availabledn respect to avionics - no doubt because
the operating environment has a higher flux of high-energy
particles. Our estimate is that during a solar superstorm the avionic

Y T -
mrurTeE Tuture,

Cellular and emergency communicatiéns

This study has concluded that the UK's commercia
communications networks are much.more resilient
effects of a solar superstorm thar(those deployed
of other countries (including the U\S) since they arg
on GNSS timing. In contrast He UK implementatig
Terrestrial European Truﬁl\<ed Radio Access (TETRA
communications netyork is dependent on GNSS. C

cellular

to the
nanumber
not reliant
n of the

) emergency
bnsequently,

mitigation strategies, which already appear to be i place, are

necessary..
High frequ‘ency (HF) communications
HF communications is likely to be rendered inopera
days during a solar superstorm. HF communication

\less thaniit used to be; however, it does provide th
distance communications bearer for long distance
aircraft have satellite communications and this tec
also fail during an extreme event). For those aircra
the start of the event, there are already well-defin
to follow in the event of a loss of communications.
event of a persistent loss of communications over
may be necessary to prevent flights from taking off
case, there does not appear to be a defined mecha
or reopening airspace once communications have 1

Mobile satellite communications
During an extreme space weather event, L-band (1
communications might be unavailable, or provide a
of service, for between one and three days owing
The overall vulnerability of L-band satellite commu
superstorm scintillation will be specific to the satel
aviation users the operational impact on satellite ¢

ble for several
S is used much
p primary long
hircraft (not all
hnology may
tintheairat
pd procedures
However, in the
h wide area, it

. In this extreme
hism for closing
ecovered.

1.5GHz) satellite
poor quality

Fo scintillation.
nications to

ite system. For
bmmunications

risk will be ~T;200tmes gher tham the quiescent background
risk level and this could increase pilot workload. We note that
avionics are designed to mitigate functional failure of components,
equipment and systems and consequently they are also partially
robust to solar energetic particles.

Global navigation satellite systems (GNSS)

Assuming that the satellites - or enough of them - survived

the impact of high energy particles, we anticipate that a

solar superstorm might render GNSS partially or completely
inoperable for between one and three days. The outage period

will be dependent on the service requirements. For critical timing
infrastructure it is important that holdover oscillators be deployed
capable of maintaining the requisite performance for these periods.

WIITDe SImital tO [F,

Terrestrial broadcasting

Terrestrial broadcasting would be vulnerable to secondary effects,

such as loss of power and GNSS timing.

BE ~1,200 TIMES HIGHER THAN

OUR ESTIMATE IS THAT DURING A SOLAR
SUPERSTORM THE AVIONIC RISK WILL

THE

QUIESCENT BACKGROUND RISK LEVEL AND
THIS COULD INCREASE PILOT WORKLOAD.
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Recommendations

A number of detai

led recommendations are included in each

chapter. Some of the most important are set out below. It is vital
that a lead government department or body is identified for each of
these recommendations.

— 13—

Aircraft passenger and crew safety

6.

Consideration should be given to classifying solar

superstorms as radiation emergencies in the context of air
passengers and crew. If such a classification is considered

Policy
The report maked

A UK Spacs

two key policy recommendations. These are that:

Weather Board should be initiated within

governmeit to provide overall leadership of UK space

weathera
maintain a
departmer
The Enging
(EPSRC) sh
the import]
EPSRC sho
strategy.

tivities. This board must have the capacity to

h overview of space weather strategy across all
ts.

ering and Physical Sciences Research Council
ould ensure that its own programmes recognise
hnce of extreme space weather mitigation and
Lild be fully integrated into any research council

Solar superstofim environment

3. TheUKsh
refine the
events and
provide prq

case super

Electricity grid
4, The curren
continued.
engineerin
increasing

to reduce |
compensaf

of transfor

Satellites
5. Extreme s
and econo

uld work with its international partners to further
bnivironmental specification of extreme solar
where possible should extend such/studies to
gressively better estimates of a reasonable worst
Storm in time scales of longerthan ~200 years.

~

t National Grid mitigation strategy; Should be
This strategy combines apprapriate forecasting,
g and operational procedures.\l‘t should include
the reserves of both active'and reactive power
bading on individual tfarsformers and to

e for the increasedweactive power consumption

mers. N
&

brm risksto space systems critical to social
niC'¢ohesion of the country (which is likely to

Ground and avionic device technglogy
7

Global ndvigation satellite systems (GNSS)
8.

N\

Terrestrial mobile communication networks
g,

High frequency (HF) communications
10. The aviation industry and authorities should con

apprupl iatc dalrrTTIrerycrity p:cu T D:_IUU:L_J‘ bC put ;II H
to cover such events. While the opportunities fof
reduction may be limited, appropriate refetence |
be considered and set, if appropriate. ~ *

v

Ground-and space-derived radfatién alerts should b
to aviation authorities and Oper\ators. The responsil
authorities and the aviat‘r\on industry should work t

determine if onboartmonitoring could be considers
inflight. Relatedoncepts of operation should be dd
define subseguent actions; this could even include

altitudeif d‘eemed beneficial and cost-effective.

Alf critical infrastructure and safety critical systemg
\saccurate GNSS derived time and or timing should b
to operate with holdover technology for up to thre

All terrestrial mobile communication networks wi
resiliency requirements should also be able to op
without GNSS timing for periods up to three day9
should particularly include upgrades to the netw
those associated with the new 4G licenses wherg
used for critical purposes and upgrades to the enj
services communications networks.

upgrades to HF modems (similar to those used by
military) to enable communications to be maintai
more severely disturbed environments. Such an g
could significantly reduce the period of signal los

lace
dose
bvels should

e provided
le aviation
gether to

d a benefit
veloped to
eductionsin

that require
b specified
E days.

th critical
brate

This

rk including
these are
ergency

ider

the

hed in
pproach
duringa

include nav

Igation sateliite SySsterms) Snoulid De as5e55ed

in greater depth. Users of satellite services which need to
operate through a superstorm should challenge their service
providers to determine the level of survivability and to plan
mitigation actions in case of satellite outages (eg network

diversificat

ion).

SUperstort and would De more genefrally Denetl

Terrestrial broadcasting
11. Where terrestrial broadcasting systems are required for

civil contingency operations, they should be asse
vulnerabilities to the loss of GNSS timing.

al.

ssed for

The Sun unleashed an M-2 (medium-sized) solar flare, an S1-class
radiation storm and a spectacular coronal mass ejection (CME) on
7 June 2011 © NASA
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2. Introduction

2.1 Background

The April 2010 Icelandic (Eyjafjallajokull) volcano eruption and
resulting ash cloud and the March 2011 Japanese earthquake and
tsunami demonstrated how devastating rarely occurring natural
hazards can be to society and national economies. Natural events

—15-—

2.2 Scope

This study has involved understanding the operational threats
posed by extreme space weather on a number of ground, air and
space-based technologies and then understanding how these
technologies respond to those threats. The report has benefited

faVaYak|

"l Ll e o - el ool
FT1atioriarouuriadaiics dita imr AU TS e vWITUTT

have no respect f
world can suffer.

In 2011, the UK rg
(also referred to g
superstorms) as g
weather was for 4
Risk Assessment
found at: www.c
risk-register.

Cognised extreme space weather events

5 solar superstorms and sometimes simply as

ne such rare, but high impact, hazard. Space

he first time included as part of the UK National
NRA) - an unclassified version of which can be
hbinetoffice.gov.uk/resource-library/national-

The Royal Acaden
to articulate the
particularlyina U

hy of Engineering has sought, through this study,
otential engineering impact of such events,
context.

to describe the effects, evaluate the impact and
mitigation strategies, but has not deliberated
homic impacts. Above all the report seeks to be
f the engineering impacts'so that solar storms
ed in the context of other natural hazards.

This report seeks
advise on suitabld
on societal or eco
realisticin terms

can be better plag Q

L L [l Leelo A D D)
o arrcariict U o VWUTRSTTUP TCTPUT T T IVAL, cUUO [,

The report addresses:

induced currents on the electrical grid, raitways,
telecommunication-wirelines and Gffjer networks
charging and ageing effects onspatecraft

drag effects on spacecraft orbiits

radiation doses for aircrevv\and passengers
unwanted upsets in sophisticated electronics on aif
the ground
a wide variety.gfeffects onradio technologies, inclyiding
navigation an‘d communication.

craft and on

s

The reporf makes recommendations intended to impro
understanding of extreme events and to help to mitigat
effects: The report does not consider high altitude nuclg
explosions orany other manmade modifications of spac
“A'summary report has also been published and is availaf]
www.raeng.org.uk/spaceweathersummary.

b the

P their

ar

b weather.
le at
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3. Space weather

3.1 Introduction

Space weather is a term which describes variations in the Sun, solar
wind, magnetosphere, ionosphere, and thermosphere, which can
influence the performance and reliability of a variety of space-borne
and ground-based technological systems and can also endanger

IEC PAS 62396-6:2014 © IEC 2014

Superimposed on this climatology are weather-like variations; on
some days space weather is more severe than on others. Minor solar
storms are relatively common events; in contrast, extremely large
events (superstorms) occur very occasionally - perhaps once every
century or two.

human healfrranrd )afcty [I’ oonsetar; 1999] fMar TY of-the systems
affected by §pace weather are illustrated in Figure 1; just like
terrestrial weather, space weather is pervasive and compensating
foritsimpadtis a challenge.

er exhibits a climatology which varies over timescales
ranging fronp days (ie diurnal variations resulting from the rotation
of the Earth) to the 11-year solar cycle and longer periods such as
grand solar fnaxima and minima [Lockwood et al., 2012].

Space weatt

Figure 1. Impécts of space weather © L. ]. Lanzerotti, Bell Laboratories, Lucent Technologies,IRc.
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L
¥

Although there is some’influence fro.m odtside thelsolar system,
most space weather starts at the S The elemenits of the coupled
Sun-Earth space weather system?onsist of Sun, splar wind, solar
magnetic field, magnetosph&re\and ionosphere, agdisplayed in

Figure 2. "
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Figure 2: The spac

weather environmen@ NASA
\®
AN
The Sun is a nearly constant.sorce of optical and near-infrared
radiation. However, there js.censiderable variability during storm
periods at EUV, X{Jray afid radio wavelengths. During these periods,
the Sunis also mqre likely to generate high-energy solar energetic

the IMF and the Earth's magnetic field occurs on the dayfide of

the magnetosphere and allows solar wind energy to enter the
magnetosphere. Only then is the solar event said to be deoeffective.
When a geoeffective event occurs, the energy abstractdd from

particles (SEPs) aNdthe sotarwind ptasma speed and aensity,
forming part of the solar corona, can increase substantially. Coronal
mass ejections (CMEs) are one manifestation of the latter and
stream interaction regions (SIRs), formed when fast streams in the
solar wind overtake and compress slow streams, also occur. Directly
or indirectly the ionising radiation, the ionised particles and the
plasma interact with the magnetosphere and the ionosphere below
it to cause a variety of effects on engineered systems.

The orientation of the interplanetary magnetic field (IMF) in the
solar wind controls the degree to which CMEs and SIRs influence the
magnetosphere-ionosphere system, producing the disturbances
that we call geomagnetic storms. When the IMF has a southward-
pointing component, magnetic reconnection (or merging) between

The Sotar wind 1S transported 1o the nightside of the Earth and
temporarily stored in the tail of the magnetosphere. When the
stored energy reaches some critical level, it is released explosively
by magnetic reconnection and some of that enerqgy is directed
towards Earth. This cycle of energy storage and release is called a
substorm and typically has a period of one to two hours; it will be
repeated as long as solar wind energy enters the magnetosphere.
For the purpose of this report, the key point to note is that a
geomagnetic storm contains a series of a substorms, so many of the
effects described in this report will come in a series of pulses and
not as a continuous period of high activity.

Extreme space weather is thought to be associated with fast
(>800 km s) CMEs, which are preceded by a shock wave that
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THE SUN IS A NEARLY CONSTANT SOURCE OF
OPTICAL AND NEAR-INFRARED RADIATION.
HOWEVER, THERE IS CONSIDERABLE
VARIABILITY DURING STORM PERIODS AT
EUV, X-RAY AND RADIO WAVELENGTHS.

10Re

compresses
(typically by
wind velocit]
deflection irj
a strong sou

the ambient solar wind plasma and magnetic field

a factor of four). This sharply accelerates the solar
with respect to Earth and introduces a sharp

the direction of the magnetic field. This shock is also

rce of SEPs. The so-called sheath region between

the shock apd the CME contains both high speed solar wind

and a strong
field is stror
geomagneti

During perid
CMEs towart
to Earth. Th
downasits

magnetic field. If the deflection of that magnetic
gly southward, the CME sheath can initiate severe
C storms.

ds of high solar activity, the Sun can launch several

s Earth and these may collide during their transit

s is not unusual since the first CME may be slowed
eeps up the ambient solar wind in its sheath,

&Qround—based magnetic observatories © DTU Space, ]
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s indicate,
Prmanent
echnical

) | ) . ) Q University of Denmark

leaving behind a low density region that allows a following C

to catch up.[The result is to produce a more complex patte

of IMF changes as the combined CMEs pass the Earth,ﬂ@% The core field is the dominant component of the measured field

alonger serfes of substorms-and hence a longer, moreJntense (of order 90% of the field strength) near the EartHfs surface and in

geomagnetic storm. \O near-Earth space. Changes in the core field occur oh timescales of
. C\){‘ months to millennia and can include reversals, where the polarity
\ (North or South) of the magnetic poles reverses. R¢versals occur on

33 Th e g eo mag n e‘tl C gth ronment average every 200,000 to 300,000 years and takd a few thousand

The Earth's

in the Earth’p

nagnetic field co &ﬁes contributions from sources
re (ie crust and upper mantle),

years to complete once the process begins. The lithospheric field is

stable, except on geological timescales, and is the
the presence of rocks rich in magnetic minerals. Lif]
contribute up to 5% of the measured field near thd

fonsequence of
hospheric fields
surface, but can

the ionosph sphere and also from electrical be very large near localised crustal magnetic anomglies.
currents coypling t sphere and magnetosphere (‘field aligned
currents, or sources external to the solid Earth also induce  The ionospheric, magnetospheric and FAC magneftic sources

secondary fi

the Earth (Figure 3).

FAC;.

producing the external magnetic field are controll

bd by solar UV-

To a first approximation the geomagnetic field is similar to that of
adipole (or bar magnet) currently inclined at around 11 degrees
to the geographic poles. The core field is generated by dynamo

actioninwh

ich the iron-rich fluid outer core convects as a result of

the heat sources contained within it. This fluid convection across
existing magnetic field lines generates electrical currents that

generate, in

turn, further magnetic fields, with diffusion losses

counteracting the generation of new magnetic field. The dynamics
of field generation and diffusion provide a spatially and temporally

complicated

magnetic field pattern across the Earth and in space.

aNaX-Tay Tagtaton, The sotar windanad sotar mag
The dynamics of these magnetic fields reflect the

etic activity.
variability of

space weather. Rapid time variations in these external electrical
current systems induce surface electric fields in the Earth that can

drive geomagnetically induced currents (GIC) thro
conducting networks, such as electricity, pipeline

ugh grounded
and railway

grids. External field variations can reach 5-10% of the total
magnetic field at the Earth's surface during geomagnetic storms

caused by space weather,
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3.4 The Satel | |te gnvironme ﬂt but favours events ariginating at around 45° West on the Sun.
These events often exhibit a peak in SEP fluxes as the shock passes
The satellite high-energy radiation environment derives from three  the Earth.

sources:
The Earth's magnetosphere partly shields the Earth against GCRs
 galactic cosmic rays (GCR) from outside the solar system and SEPs but they have easier access near the magnetic poles than
e solar energe ju pwtidc: (SEP) acceteratedmeartheSon by atthre eqator: e geormagt retieshetdit US| fattsoffwrith pacecraft
shock waves altitude and during extreme events the shielding at.alPefbits can
« radiation belparticles trapped inside the Earth's magnetic field. ~ become greatly reduced as the magnetopause js{ptshed close to or
inside this orbit. N,
The Earth is subjgcted to a continuous flux of GCRs generated G
by supernovae explosions throughout the galaxy. These are Changes in the radiation belts are driveri.Dy the interactign of the
very energetic prgtons, helium nuclei and heavier ions and are solar wind with the Earth's magnetosphére. The inner radliation
modulated by the|solar wind and the interplanetary magnetic field.  belt (within about 2 Earth radii) colSsts of energetic protons and
Typically, the fluxvaries by a factor of two over the eleven-year electrons while the outer radia’t\ian belt (3-7 Earth radii) i dominated
solar cycle and is highest during periods of low solar activity. It by electrons. The high-en€rgy electrons cause a range of problems
also varies markeflly as large CMEs pass the Earth and block the for satellites, particulanly satellite charging effects [lucci 4t al., 2005]
propagation of copmic rays - an effect now being explored as an while protons inthe$aher belt produce cumulative dose gnd damage
additional way todetect CMEs. Cosmic rays cause single event as well as prompt’single event effects. Satellites in geostdtionary
effects, damage tp electronic components and degradation of orbit (GEO) pass through the outer edge of the radiation bpelts,
solar array power] The variation in galactic cosmic raysis generally - whereas those in medium Earth orbit (MEQ) pass through the heart
understood and predictable and is not directly relevant to this of the outer radiation belt. Satellites in low Earth orbit (LHO) operate
discussion on extfeme events. mainly.tinderneath the belts, but encounter the inner radjiation
beltin aregion known as the South Atlantic Anomaly. LEQ satellites
SEPs are very higlh-energy ions, mainly protons which/are so “that have orbits inclined more than about 50° to the Equdtor will,
energetic that the first particles take only a few minutes to reach,! in addition, encounter the outer radiation belt in the highflatitude
the Earth. They afe accelerated close to the Sun by both rapidly auroral regions. High inclination LEO satellites are also vu|nerable to
changing magnetjc fields and by shock waves in the solar wind. The  SEPs encountered over high Iatitude regions.
former are thouglt to produce short-lived (<1 day) imptisive events
while the latter pfoduce much longer (gradual) eventstfReames, While the inner radiation belt is fairly stable, the outer rgdiation
1999]. Predicting|how long gradual events will lastis very difficult belt is highly dynamic and the flux of relativistic electrors, with
as it depends on fhe evolution of the CME shock' Wave as it travels energies of mega-electron volts (MeV), can change by filve orders
away from the Sup, and on how well the shaek is connected to the of magnitude on timescales from a few hours to a few dpys [Baker
Earth via the intefplanetary magnetic field; this varies in direction etal, 2007]. In exceptional cases, the low intensity slot fegion
\®
Figure 4: Rays refracted from th{lﬁered ionosphere © QinetiQ
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between the main belts has been observed to increase by orders
of magnitude on a timescale of two minutes, for example on 24th
March, 1991 [Blake et al., 1992].

Some of the highest radiation belt electron fluxes have been
observed when there is a fast solar wind stream emanating from a

IEC PAS 62396-6:2014 © IEC 2014

particles are sufficiently energetic to increase the flux of secondary
neutrons measured on the ground. This is known as a ground level
event (or GLE) but is also associated with significant increases in

radiation at aircraft cruising altitudes.

coronal holeprrthe-Sum—heseeventsoccurmoreoftendor US| the 3 " 6 IO n OS p h e ri C en‘\[li rO n m - nt

declining phpse of the solar cycle as coronal holes migrate from high

latitudes towards the equator and the fast solar wind is more able The ionosphere (Figure 4) is a lightly ionised regior of the upper

to encompass the Earth. atmosphere that extends from about 60 102,000 km in altitude
with a density peak around 300km aitittide.

It should be poted that, beyond geostationary orbit the Earth's .

magnetic figld contains a reservoir of electrons at energies of 1-10
keV. Changgs in the solar wind can trigger global changes in the
Earth's magetic field which rapidly transport these electrons
towards the|Earth in what is known as a substorm. The electrons
envelop those satellites in GEO and MEO orbits mainly between
midnight anfl dawn, causing surface charging, changes in the
satellite potg¢ntial and degradation of satellite surface materials
[Koons and Fennell, 2006]. The injected electrons also’penetrate
along the magnetic field to low altitudes and affect polar orbiting
satellites in LEO at high latitudes.

3.5 Atmospheric radiation N
enviropment \
When galacfic cosmic rays (GCRs) strike the atmosphere they

can interactwith the nuclei of oxygen and nitrogen molecules to
generate a dascade of secondary particlesincluding neutrons,
protons and|electrons. The secondary radiﬁtion buildsuptoa
maximum atlaround 60000 feet (18%m) and then attenuates
down to segllevel. The fluxes of particles at subsonic flight levels
(12 km) are ome 300 times greatér than at sea level while at 18
km they are gpbout 500 timés-more intense. The geomagnetic field
provides grepter shieldingéat the equator than at the poles and the
secondary rgdiation ihcreases by about a factor of five between
the equatorfnd latittdes of around 60 degrees beyond which the
levels flatten effwith increasing latitude.

",

The Sun emits electromagnetic waves over a ran
frequencies and the maximum\intensity of the s
occurs in the visible ranQe However, it is primari
ultraviolet and soft¢ray portions of the spectrd
the‘ionosphere, with additional contributions frd
precipitation.f¢the auroral region and ionisation
polarcap re%qion.

The&olar photo-ionising radiation is attenuated i
atmosphere, with the more energetic radiation pd
further into the atmosphere. Each atmospheric cf
species has a distinct photo-ionisation energy an
different species are preferentially ionised at diffd
Recombination losses are also height dependent,
combination with the production process, this prd
layers of ionisation (Figure 4).

The ionosphere can be conventionally divided into
regions: equatorial, mid-latitude, auroral and polar

ge of

pectrum

y the extreme

m that produce
m electron

by SEPs in the

y the
netrating
emical

i consequently
rent altitudes.
and in

duces defined

four latitudinal
Cap. The mid-

latitude region (under which the UK sits during nof-storm periods)

is by far the least variable, both spatially and temp

The ionospheric plasma is conductive and, theref
with electromagnetic waves. Low-frequency radi
considered to be reflected and high frequencies a
sometimes so much so that the signals return to {
if they had been reflected. Still higher frequency
through the ionosphere but are still weakly refrad

rally.

re, interacts
waves are often
Fe refracted -

he ground as
ignals pass
ted and delayed.

SEPs also contribute to the atmospheric radiation environment. They
vary greatly in energy spectrum but approximately once a year the

WHEN GALACTIC COSMIC RAYS (GCRS) STRIKE
THE ATMOSPHERE THEY CAN INTERACT

WITH THE NUCLEI OF OXYGEN AND NITROGEN
MOLECULES TO GENERATE A CASCADE

OF SECONDARY PARTICLES INCLUDING
NEUTRONS, PROTONS AND ELECTRONS. J

The TonoSphere generaity f1ias no practicar impact on signals above
2 GHz, but occasionally the effects extend to higher frequencies.

3.7 Space weather monitoring
and forecasting

Monitoring

Space weather is routinely monitored by many ground and space-
based instruments, operating in the optical and radio bands and
via in-situ measurements of the local plasma. This report cannot
hope to do justice to these instruments, but it worth noting the
importance of the Advanced Composition Explorer (ACE) satellite
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which is located ~1.5 million kilometres towards the Sun where

a stable orbit can

be established around the L1 Lagrange point.

Real-time data from ACE are used by various agencies to improve

forecasts and wa

rnings of solar storms as they travel between

Sun and Earth. The US is planning to launch the DSCOVR satellite

toLlin2014toa

ct as a backup for ACE. Looking to the longer

— 21—

AND MODEL THE EVOLUTION OF AN

CME FORECASTING IS MORE TRACTABLE
THAN SEP FORECASTING BECAUSE CMES
TAKE MANY HOURS TO TRAVEL TO THE
EARTH. IT IS NOW POSSIBLE TO MONITOR

EARTH-

term a Chinese s
in the year 2017
programme is pla
2024 solar maxir

Solar monitoring

generate severe 4
teams to go on st
which scientifica
Unfortunately, so
15 to 30 minutes’
dominate many o
Thus, thereis gro
anumber of mett
solar sail technold
demonstrationm
has recently appr
and plasma sensd
sensing of the int
to make Faraday 1
the magnetic field
heliosphere (a red
scientific step in |
scientific commur

Forecasting
Electromagnetic
forecast since theg
Predicting the tin
though there are

of flares and SEPY.

To overcome this
will need to be ba

tc“;tc, :\UUfU, iay Cl:)U bC |J:C|Lt'd Clt t:_IC Ll |JU;I It

hile the ESA Space Situational Awareness
nning an L1 monitor for launch ahead of the
hum.

S critical to forewarning of solar events that could
pace weather at Earth - it enables engineering
hndby and it helps provide the context against
vice and political decisions can be made.
ar wind monitoring at the L1 point provides only
arning in regards to CME-related effects which
the most important impacts of a superstorm.
ing interest in improving this warning time by
ods. Placing a monitor further upstream using
gy is one option and to explore this NASA willfly a
ssion, Sunjammer, in 2015. The UK Space Agency
pved funding for UK teams to fly a magnetometer
ron this mission. Other options include remote

ptation measurements; and better modelling of.!
topology in the Sun’'s atmosphere and the-inAer
uirement that isnow recognised as a crucial
nderstanding all aspects of solaractivify). The UK
ity is strongly engaged in all of thede-activities:

\.

nd SEP-related effects wilhalways be difficult to
effects travel at or clgse to the speed of light.
e of-a solar eruption.is not currently possible,

cervices that forecast the probabilities of classes
A\

Fundamental physical limitation flare forecasting
5edon identifying precursor features [e.q.

DIRECTED CME SUCH THAT'TTS ARRI
EARTH CAN SOMETIMES BE FOREEA

brplanetary magnetic field using radio telescopes s(henergisation, particularly at the shock waves ahead of

AN ACCURACY OF =6-8 HOURS}

experimental techniques;to transition to an operational
will be necessary to'fonitor plasma structures and mag
across thewhole %urface of the Sun including the far sig

There hasalso been significant progress in recent year
forecasting the energy spectrum of related SEP events
critical'to assessing their consequences. This progress
growing use of hybrid and full-kinetic models to simuld

and the availability of adequate computing power to rd
models. However, this approach is fundamentally depe
on knowledge of the shape and Mach number of the sh
thus dependent on progress in monitoring and modelli
propagation.

CME forecasting is more tractable than SEP forecasting
CMEs take many hours to travel to the Earth. It is now pd
monitor and model the evolution of an Earth-directed C
that its arrival at Earth can sometimes be forecast with

of +6-8 hours [ Taktakishvili et al., 2010]. Unfortunately,
errors are larger for fast CMEs which would be expected
superstorm. Furthermore, forecasts of its geoeffectiven
currently not possible until the CME reaches the L1 poin
magnetic field can be measured and alerts issued to eng
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Ahmed et al.,, 201

1. FOF SEFS, OpUans mcude 1oreCasts Ddsed

on flare observations [e.qg. Laurenza et al.,, 2009; Nufiez, 2011]
and on observations of SEP electrons that reach Earth ahead of
the more dangerous SEP ions [Posner, 2007]. For some of these

ealms dand agendcies. rneltedad tme s then onty 15-3UT

nutes. That

warning time would be significantly increased if the CME magnetic

field could be determined upstream from L1.
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3.8 Space weather forecasting - summary and recommendations

Summary

Space weather monitoring is critical to forewarning of solar events
that could generate severe space weather at Earth. It enables
engineering teams to go on standby and it helps provide the

Recommendations
» The UK should work with its international partners to ensure
that a satellite is maintained at the L1 Lagrangian point, and
that data from the satellite is disseminated rapidly.

A R Afe A0 o e
context agap strrhtchrscrenticadviceand puutlu:u gecrstonsTtan

be made.

Forecasts prpvide another useful capability which, given sufficient
accuracy, copild change how space weather is mitigated. Currently
neither flargs nor SEPs can be forecast but there are techniques in
research thgt may improve this situation. Operational provision of
such a servige would necessitate the appropriate instrumentation
including mq@nitoring of the far side of the sun.

CME arrival time can be forecast with an arrival time accuracy of
+6-8 hours phich, although far from precise, is useful for putting
the engineefing teams on standby; this can be expected to improve
over the next few years. However, the geoeffectiveness of the
CME cannot pe judged and definitive forecasts issued until the CME
reaches the| 1 point satellite sensor, thereby providing only 15-30
minute notige.

ners to explore
innovative methods to determine the state 'offthe solar wind,
and its embedded magnetic field upstr&am frdm L1.

« The UK should work with its international parfners to ensure
the continued provision of a coge set of other §pace-based
measurements for monitoriqgspace weather.

SEL_— 1L I L1l ! Rl A A i !
TS UN STTUUTU VWUTR VWILTTTLS TITETTIativuridrpart

)



https://iecnorm.com/api/?name=205fb1ca010414bb7496c314836e3cb4

IEC PAS 62396-6:2014 © IEC 2014 -23 -

4, Solar superstorms

4.1 O Utl ne d escri pt| on * The storm starts with the development of one or more complex
sunspot groups which are observed to track across the solar
As already described, the geomagnetic, satellite, atmospheric surface.
radiation and ionospheric environments all react to increased solar » From within these active regions, one or more solar flares
activity. However, each environment reacts differently depending on occur and are detected on Earth at radio, optical and x-ray
the energy spectrum of the electromagnetic and particle radiation. wavelengths just eight minutes later.
f :iyh:y sotaremret L_.y:t;L { c:ativi)tit_) pat tietesareretepsed and
Solar storms all differ, yet we understand their basic chronology and detected just a few minutes lateron both satellitesjand on the
their consequencps (Figure 5) ground. These continue to arrive over a peridd'of hqurs and
even days if further eruptions occur. N

Figure 5: A summaly of space weather effects on technology © Royal Academy of Engineering 2012 N
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» A coronal mass ejection of plasma occurs which travels
outwards at many hundred kilometres per second, taking ~ 15-
72 hours to arrive at the orbital distance of the Earth. The level
of impact on Earth is dependent on the speed of the CME, how
close it passes with respect to Earth, and the orientation of the
magnetic fields in the CME and in the compressed solar wind

Yod W Nk

IEC PAS 62396-6:2014 © IEC 2014

behind its shock wave). It is this combination of high speed and
strong southward magnetic field that generated such a severe

geomagnetic storm because it allowed the energy

of the CME to

enter the Earth’s magnetosphere [ Tsurutani et al, 2003]. The
location and duration of the impact region depends on processes
in Earth’s magnetosphere and upper atmosphere, in particular the

e
LIS e )

ahead

4.2 THe history of large solar
stormg and their impact

The effects ¢f solar storms [Baker, 2002; Baker and Green, 2011]

can be measpred in a number of ways but the longest series of
measuremeits (since the 1840s) has been made by ground-based
magnetometers. These records have demonstrated that there have
been many Solar storms of which a very small number are severe
(Figure 6). The storm of 2-3 September 1859 is the largest event on
record and igknown as the Carrington event, after Richard Carrington,
the distinguished British astronomer who observed a huge solar flare
on the day bpfore the storm. During this period aurora were seen all

over the worlld, rather than just at high latitudes, with contemporary , ~2006; Boteler and van Beek, 1999; Stenquist, 191
reports of ayrora in the Caribbean. The Carrington event serves as the

reference fo N

many studies and impact assessments.
™

We now belipve that this flare was associated with a veryfast CME

that took onjy 17.6 hours to travel from the Sun to the'tarth. The

Carrington gvent has been widely studied in the past-decade [e.g.

Clauer and $iscoe, 2006 and references therejafand we now

have a wealth of published data and analyses.These suggest that

the Earth was hit by a CME travelling at ab&Jt 1900 kms*and

with a large pouthward-pointing mag\netic field (100 to 200 nT)

in the sheath of compressed plasiajust ahead of the CME (but

)ub)tw L L_yl_:tf PI CV;UUD:_Y d;)LU)DCd- T:_II) ':)\tl ClLt)
the solar wind, stores it as magnetic energy inhe
magnetosphere and then explosively releases,it ba
Earth. During a severe geomagnetic storm, stich ag
event, lasting one or more days, thege will be many
intervals of one to three hours. Eachystbstorm will
conditions that will often be lacalised in space and
Q \
There are a number of po‘\ssible storm metrics. The
for example, addresgtheé related geomagnetic stor
radiation storm. Figure 6 shows one measure of th
geomagneticstorms that have occurred over the p
with-the Carfington event on the far left of the figy
Disrdption of telegraph and telephone communica
attested in descriptions of the 1859 event and by

spectacular case in May 1921 a telephone exchang
Sweden was badly damaged by a fire started by th
currents induced by space weather [Karsberg et al
contemporary threat to telephone systems (and n
internet) is much reduced following the widesprea
fibre, rather than copper wires. Nonetheless they g
historical proxy for the contemporary threats.

The space age has seen a number of major space wi
that provide further insights into extreme space we
example is the event of August 1972 which saw: (a)
transit time on record (reaching Earth only 14.6 hou

energy from
ail of Earth's
ck towards the
the Carrington
substorms at
pbroduce severe
time.

be can,
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pst 170 years
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bthers [Boteler,
1], Inone
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pather events
hther. A prime
the fastest CME
s after leaving

the Sun [Cliver and Svalgaard, 2004] (b) the most ijtense radiation

storm of the early space age [Barnard and Lockwo
the magnetopause compressed to less than 20,000
(compared to the usual 60,000 km) [Anderson et a
there was only a modest geomagnetic storm (Dst ~

pd, 2011] and (c)
km from Earth
, 1974]. Yet
-120nT). (Dstis
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Figure 6: The top 31 geomagnetic storms since 1850; storm sizes based
on the geomagnetic index, aa*MAX index developed at the US National
Geophysical Data Center (for more background see Annex A of Hapgood
[2011]). The Carrington event is the large peak on the left © Rutherford
Appleton Laboratory

knowledge that we have 40 years on, it is likely that this event was
similar to the Carrington event, but with a northward interplanetary
magnetic field (IMF). Thus the fast CME generated an intense
radiation storm and compressed the magnetosphere, but deposited
only a modest amount of energy into the magnetosphere (probably
through magnetic reconnection on the high latitude magnetopause,
an effect that is now known to occur during northward IMF [e.g. see
Dunlop et al.,, 2009]). This event should be regarded as a near miss - a
severe event whose practical impact was mitigated by a combination
of northward IMF and the contemporary resilient technology.

Another significant event was the geomagnetic storm of 8-9
February 1986, which saw Dst drop to -301 nT. This event is
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significant because of its timing very close to sunspot minimum,
which nominally occurred in September 1986, but which would
have been in March 1986 if the February storm had not occurred.
This storm shows that extreme events can occur at any phase

of the solar cycle and it is unwise to focus mitigation efforts only
around solar maximum.

_25_

event . Fortunately this flare occurred on the west limb of the Sun, as
the region that caused the Halloween event rotated to the far side of
the Sun. Significant energetic particle fluxes were detected despite
the poor connection from the event on the Sun to the Earth via the
interplanetary field. There has been reasonable speculation that this
event would have produced a Carrington-class CME as well as intense

The year of 1989
huge geomagnet
stormin October.
1989 was the larg
nT. It produced a

documented po

transformer dam
countries; (b) the
objects for almos
otherimpacts deq
storm of October
occurring within g
integrated flux) fq
was nearly four ti
and Lockwood, 2
seenso farin the
almost matched t

Another much sty
14 July 2000 (the
geomagnetic stor|
those described a
and 70% of the 1
droppedto-301n
call for the satellitp
first pair of Cluste
team received wa
planned criteria ta
equipment delayd

The last days of 0
event (the so-call
than in 1989 (Dst]

saw two major space weather events: (a) a

c storm in March and (b) a huge solar radiation
The great geomagnetic storm of 13-14 March

est of the modern era with Dst falling to -589

ide variety of impacts including: (a) the well-

br blackout in Quebec [Bolduc, 2002] as well as
ge in the UK [Erinmez et al,, 2002] and other

oss of positional knowledge for over 1,000 space
a week [Air Weather Service, 1997] and many
cribed elsewhere in this report. The radiation

| 989 was actually a series of large events all
week, thus giving a very high fluence (time-

r particles with energies of above 60 MeV. This
mes that from the 1972 radiation storm [Barnard
D11] and in terms of fluence, it is the largest event
space age. In terms of instantaneous flux, its peak
he 1972 event.

died event is the radiation storm that occurred ort
b0-called Bastille Day event) and the associated
m on 15-16 July. This was a smaller event than
bove: peak flux and fluence were respectively 30%
D72 event [Barnard and Lockwood,2@11] and Dst
. This event was a useful (anddew>cost) wake-up

launcher community.in that the launch of the

-Il spacecraft was planned for that day. The launch
nings about the radiation storm but lacked pre-
assess the risk. Fortunately problems with ground
d the launch untilafter the storm.

\%

ctober 2003 'saw another major space weather
bd Halloween event). This was a weaker event
fellde -383 nT, radiation fluence 60% of the

-of a superstorm
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4.3 Quantifying the geophyS|
impact

N,
)

In order to judge the impact of a s\upe\rstorm on anumbe
contemporary technologies, it"[snecessary to have aba
description of the geomagdnetic, electromagnetic and hi
particle environment dGring a typical event. This descrip
has been developedin the UK through the work of the §
Environment Impact Expert Group (SEIEG) and has been
report [SEIEG,2012]. Further iterations of this report arg
asour kne@wlgdge improves.

4.@ The environmental chron

No two storms are alike [eg Lanzerotti, 1992]. Neverthe
useful to have some understanding of the chronology o
weather superstorm (Figure 7).

First, there will be a general heightening of activity for so|
ahead of the event as a large active region (or regions) ro
view on the eastern side of the Sun. This period will be m
frequent solar flares and CME launches as shown in the u
the figure. Most of these will be medium scale events: M-
flares and slow CMEs (speeds < 800 km s*) marked inam
a few events will approach extreme levels: X-class solar fl
fast CMEs (> 800 km s, so likely to generate a bow shock
are marked in red. Many of these flares will produce HF ra
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1972 event), but

roviaed d wedith Or eviaernce 10l spdce wedather

impacts [ Weaver et al., 2004]. In particular, it provided clear
evidence that large geomagnetic storms can disrupt space based
navigation systems by inducing rapid and large changes in the
morphology of the ionosphere and plasmasphere. This event
dominates much current experience of space weather both because
itis still a recent event and because of the wealth of environmental

and impact dataa

vailable.

Finally we note that on 4 November 2003, a few days after the
Halloween event, the Sun produced the largest X-ray solar flare
observed since the advent of space measurements [Clark, 2007;

Thomson et al., 2005]

- and one that was probably similar in strength

to the flare associated with the CME that caused the Carrington

dD50rpPUor across the SUnieside or the Edrt - Strong db

orption

in the case of X flares (so marked in red), but weaker for M flares

(amber). At this stage, the fast CMEs are likely to miss the

Earth, so

an extreme geomagnetic storm is avoided. But some of the energetic

EXTREME GEOMAGNETIC STORM

CONDITIONS ARE LIKELY TO CONTINUE

FOR MANY HOURS AND PERHAPS DA

YS J
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particle particles from the CME shock will reach Earth, producing

a heightened radiation environment (amber) and perhaps even
extreme conditions (red). The heightened level of activity is likely to
produce disturbances in the solar wind that in turn cause heightened
geomagnetic activity at Earth (as shown by the amber bars on the
rightatt < 0). But this is only a precursor to the main event.

IEC PAS 62396-6:2014 © IEC 2014

There are also reasons to anticipate events larger than those seen
in recent history. Studies of long-term solar change [Barnard et al.,
2011] indicate that the Sun has been in an atypical state for the last
40 years. It has been suggested that the current gradual decline in
the overall strength of the solar wind magnetic field will increase
the Mach numbers of CME shocks and thus increase their ability to

faVaYat!

Att = -1.25days (shown by the red bar) a very fast Earth-directed
CME launchgs. This may be associated with an X-class solar flare and
is very likely followed within 10 minutes by the onset of a severe
radiation stofm with the particle radiation being generated at the
shock wave ghead of the fast CME. At t=0 the fast CME arrives at the
Earth and ggnerates an extreme geomagnetic storm (as shown by
the red bars ft the right for t > Q).

Extreme gegmagnetic storm conditions are likely to continue

for many holirs and perhaps days (eq if multiple CMEs impact

the Earth). The geomagnetic storm is not a period of continuous
extreme act|vity. Instead, it comprises pulses of extreme conditions
separated by periods of lower (but still high) activity - as shown by
the interleaying of red and amber bars in the figure. These pulses,
known as supstorms, arise as energy from the CMEs is temporarily
stored in thd Earth’s magnetic tail before being explosively released
towards the|Earth.

AN

4.5 Prpbability of a superstorma*

The key queftion, critical to placing this natural hazard in context
with other ntural hazards, is a good estimate pfithe probability of a
superstorm pn the scale of, or greater thar&the Carrington event.

In the UK, fof planning purposes a reasanable worst case superstorm
with the strgngth of the Carringtof event is currently considered

to be a 1-in-100 year event, However, given that the longest
geomagnetif data set extends\back only ~170 years and satellite
particle effeqts are at bestmeasured over ~50 years, understanding
of how ofter} an eventof-this type will affect the Earth is poor.

The Sun is bg¢lieved to produce several tens of Carrington-class

CMEs every CBmtary butmoSTMISS the Eartyor the MEfsorented
North. For example, on 23]uly 2012 a Carrington-class coronal mass
ejection was seen to leave the far side of the Sun [NASA, 2012] and
reached NASA's STEREO-A spacecraft just 19 hours later. STEREO-A
orbits at the same distance from the Sun as the Earth so this speed is
comparable to that of the Carrington CME. Preliminary data from the
spacecraft show a huge magnetic field (~100 nT) at first northward,
but then turning southward. Energetic particles were in fact detected
at Earth despite the poor connection to the event beyond the west
limb of the Sun. If the event had occurred several days earlier very
intense fluxes might have reached the Earth. The advent of satellite
missions such as STEREO means that we are now likely to see many
more of these events, and this is an opportunity to improve our
assessment of their occurrence rate.

gt rerateenet gct;k_ pat tictes [l‘\uhl’ct, ZUUJJ.
Various other authors are addressing this eStimatipn problem in
different ways. A paper looking at sevepatpatametgrs, including
observed CME speeds and the strength of the equgtorial current
system in Earth's magnetospherefcorncluded that fhe risk of a
superstorm could be as high as12% per decade [Rjley, 2012]. This
certainly provides a useful eSfinate but the reader{should treat
such estimates with con’:‘?;rderable caution.
)
sodr . eME Energetic  Dayside| Geomag.
‘\ﬂmfes launches particles  blacko activity

14«&

16 Mar

1B Mkar

=
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Figure 7: Indicative timeline of environmental phenomena leading up
to an extreme space weather event with time advancing from top to
bottom. The figure shows five key phenomena: solar flares (leftmost
column), CME launches (left of centre), solar energetic particle fluxes
(centre, dayside blackout (strong HF radio absorption on sunlit side of
Earth) (right of centre) and geomagnetic activity (right hand column).
Red indicates the occurrence of extreme conditions while amber
indicates heightened activity somewhat below the extreme case (see
text) © Rutherford Appleton Laboratory
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The use of nitrates inice cores as a possible proxy for solar

energetic particle

events [McCracken et al., 2001] has recently

been shown to be flawed [ Wolff et al., 2012]. However, Miyake et

al.[2012] has sho

wn that the study of carbon-14 in tree rings is

possibly a good proxy for atmospheric radiation events over the
last 3,000 years. The dominant natural source of carbon-14isa
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4.6 Solar superstorm environment
- summary and recommendation

Summary

The recurrence statistics of an event with similar magnitude and
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atmospheric radid
was much more irf
radiation measurg
that this event co
2x10%J, around 4
Carrington event
there is no corrob
with a severe geq
the associated C
from this era wer

Maeharaetal. [2
120 days of data f
designed to study
to look for dips th
across the disc of
ideal for looking f
The paper report{
stars (similar surf;
periods >10 days
>10%| (again 10 3
event) will occur g

;UI T Uf I Il:utIUI 5] \u>uc|“y fIUI Ll gO:GLt;L CUSTI I;L. ray

P atmosphere but with additional large spikes from
rticle events) with nitrogen molecules at altitudes
5 study indicates that there was an intense

tion event during the years 774-775 AD which
tense than any seen in the recent era of direct
ments. [Melott and Thomas., 2012] have shown
ild have arisen from a solar energy release around
0 times greater than the energy release from the
Clauer and Siscoe, 2006]. We note, however, that
brative evidence that this event was associated
magnetic storm - but that may just indicate that

E missed the Earth or that records of bright aurora
b Not preserved.

12] has studied the flares on other stars using
rom the NASA Kepler mission. This mission is

the light curves of large numbers of stars in.order
ht would indicate the passage of an exoplanet

its parent star. Serendipitously this mission is also
r bright flares (energy > 102%)) on those stars:
observations of 14 flares on 14,000 Sun-tike

hce temperature and spectral type, slow-rotation

. They use this to estimate that a flate of energy
nd 100 times greater that frop the Carrington
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Box 1. Probability of extreme space weather events -
implications and consequences for mitigation of risks

Given the pctential risk from severe space weather events, it is vital
to assess thi likelihood that such events will occur in the future

and to understand the nature of the risk. As with many other
natural hazards, we have no means of predicting the occurrence

of specific events, but we can make statistical estimates of their
rate of occurrence. Such statistical estimates are valuable as they
enable policymakers to compare the different risks and prioritise the
resources apiplied to mitigate these risks.

For severe space weather, the generally accepted benchmark for
assessing risk is that our planet experiences a Carrington like event.
Arecent pager looking at several parameters, including observed

100%

30% /
650% /
40%

Probability of experiencing
one or more severe events

20% /
0%

160 150 200 250

System lifetime (years)

CME speeds and the strength of the equatorial cur -ent system in
Earth’s magnetosphere, concluded that risk of such an event could
be as high as 12% in a decade [Riley, 2012].

This corresponds to a return period or recurrence interval of 79
years - but, this does not mean that we should exgect a severe
event every 79 years. Instead we expect these events to occur
randomly in time. The usual 95% confidence interval implies we
might only wait two years for a superstorm, but we: might wait
300 years. This is a consequence of the nature of randomness.

Random systems also have no memory. The potential for the next
severe event does not increase as time passes since the last event;
similarly that potential is not smaller in the years immediately
following a severe event. This is exactly equivalent of tossing a coin:
a run of heads in a row does not make it any more | kely you will get
a tail next time. Despite the fact that we have had 150 years since
the last Carrington-strength event, the average waiting time until
the next major storm remains 79 years. Random eents have no
concept of being overdue.

The bottom line is that any system sensitive to space weather has a
finite probability of experiencing a severe space weather event. The
figure above shows how, given a 12% risk per decacle, the probability
of experiencing a severe event increases with system lifetime. The
probability asymptotically approaches 100% over periods of several
centuries. But if we focus on the lower left of the fic ure, and take
10% as the acceptable level of risk, any system witt a design lifetime
of more than 8.25 years needs to consider the risk f om severe space
weather events similar to that first recorded by Carr ngton.
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5. Impacts on the electrical power grid

5.1 Introduction

Rapid variations of the geomagnetic field on time scales of a few
seconds to a few tens of minutes, caused by space weather, induce

an electric field in the surface of the Earth. This electric field, in turn,

induces electrical currents in the power grid and in other grounded

the geomagnetically induced currents (GIC) that will flow in the line.
In practice, however, the GICs are determined by all the line and
grounding resistances of the network and by the local resistance

of the Earth itself. The modelling tools that are required here are
essentially based on Ohm's and Kirchoff's laws from electrical
engineering.

conductors. Thesgetrrentscarcatse povvet transmisstorretwork
instabilities and tfansformer burn out. For example, severe space
weather caused damage to two UK transformers during the 13
March 1989 storm [Erinmez et al,, 2002], the same storm that
caused much disrpiption to the operation of the Hydro-Quebec grid
[Bolduc, 2002].

The strength of th)e electric field (in volts per kilometre: V/km)
depends on the rdlative resistance - or conductivity - of the sub-
surface. In the UK|typical electric field strengths are of order 0.1 V/
km during quiet space weather, but may rise to ~5-10 V/km during
severe space weather (for example during the October 2003 storm
[Thomson et al., 2005]. The electric field itself changes on a time
scale similar to th¢ driving geomagnetic variation.

The induced surfjce electric field can, under certain assumptions,
be modelled as a follection of voltage sources in each of the

conducting lines iph the network. In principle, fora given conducting
line, the larger th¢ separation between grounding points the larger.

A\

With Eskdalenuir dX/dT 4‘\‘0

Monitoring the rate of change of the horizontal co M bnt of the
geomagnetic field is a simple but still good indi of the strength
of GICin any grounded network [ Beamish et(aolz 02], 4ee Figure 8.

However the correlation between me @ magnetic ghd GIC data
falls off with separation between rement sites, ngcessitating
a network of magnetic monitor. s across the counfry. In
the UK, the NERC/BGS mag %bbservatory network apd the
University of Lancaster SQ ET variometer array together provide
such a network. In the UK horizontal magnetic field char|ges of
around 500 nT/mi ore have been known to be assgciated with
high voltage gn&( lems over the past two to three dgcades [eg
Erinmez et 2]: Thiss a useful rule-of-thumb thrdshold used
in UK geo&e’uc monitoring activities.
Fl \SJshows the modelled response of the UK high Yoltage
kV.and 275 kV) electricity transmission system td the 656
/mmute variation observed at the Eskdalemuir magrjetic
observatory at the peak of the Halloween storm of 20¢3 [Beggan,
unpublished, 2012].

The induced geoelectric field varies at a frequency that [s much less
than the network’s operating frequency of 50Hz. Thus, fiICs appear
as quasi direct currents superimposed on the system'’s gternating

current. These quasi-DC currents magnetise the transfgrmer core in
one polarity and can cause the core to magnetically satyrate on one
half-cycle of the AC voltage. This half-cycle saturation cguses peaks
in the magnetising current drawn from the grid system.

The most serious effect of this half-cycle saturation is that when
the core saturates, the main magnetic flux is no longer contained
in the core. The flux can escape from the core and this cap cause
rapid heating in the transformer and the production of ggses in the

Mewsured Spottich Grid GICs Com
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Figure 8: Time rate of change of the north (dX/dt) component of
the geomagnetic field from the Eskdalemuir observatory in the UK,
compared with simultaneously measured GIC data (Amps) at three
sites in Scotland, during a moderate storm on April 2001, when no
grid problems were reported. Horizontal tick marks are given every
30 minutes © British Geological Survey (NERC) and Scottish Power

Msutatmg ot Wit TEadS 10 afarms Demg trggered; shut-down of
the transformer, and, in the most severe incidents, serious thermal
damage to the transformer. Even if no immediate damage is caused,
the performance of the transformer can degrade, and increased
failure rates over the following 12 months have been observed
[Gaunt and Coetzee, 2007].

The more likely effect, although less serious, arises from voltage
instability. Reactive power is required on the grid to maintain
voltage. Under conditions of half-cycle saturation, transformers
consume more reactive power than under normal conditions.

If the increase in reactive power demand becomes too great a
voltage collapse can occur leading to a local or, if severe enough, a
national blackout.
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5.2 Consequences of an extreme

event on the UK grid

US space weather, transformer and modelling experts have
recently produced conflicting reports analysing the impact on
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Figure 9: Simplation of GIC flow across a simpliﬁed}mdel of.the'UK
400 and 275|kV transmission system at 21:2}AJ8en 30 October 2003.
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h.as'pegative phase sequences, and the presence of

F arises fromthé distortion of the magnetising current
hes non-Sinusoidal, and injects harmonics into the grid.
hl opérating conditions, these harmonics are indicators

d :UIL_.]C SpPaltt VVCOt:_ICI CVCI It UTT t:_IC IU”__J )_y)tcl LD :I T
report Kappenman [2010] suggests that a one-ins
could lead to catastrophic system collapse.ifi the U
years and trillions of dollars to restore. However, a
February 2012 report from the NortJ') American Elg
Corporation [NERC, 2012], suggested-that lossof r
and voltage instability would be the most likely ou
Federal GMD Technical Confé@rice on 30 April 201
that there was still morev\vork required to agree a
management of theqiski Ongoing work, prepared i
on a severe space weather event for the UK, initial
aligns more clgsély with the conclusions from the
Studies’of ar‘1 extreme event scenario in the UK ha
a raté of'change of the Earth's magnetic field of 50
20%0]; being approximately a one-in-100-year eve

saccording to Thomson et al. [2011]. This compares
1989 event where rates of change of the magneti
of 500nT/min were observed, during the largest g
disturbance experienced in the UK since the devel
national grid.

National Grid owns and maintains the high-voltage &
transmission system in England and Wales, together
the system across Great Britain including Scotland.

and Scottish transmission system owners have beer]
effects of space weather for many years, particularly
of geomagnetically induced currents (GICs) on large
transformers that, in England and Wales, step the vg
400kV or 275kV to the 132kV distribution networks
2002]. Transformers owned by generating compani
the voltage to connect to the high voltage grid are al
risk, as has been shown from experience in the USA

n influential

1 00-year event
b taking many
romprehensive
Ctric Reliability
bactive power
comes. Ata

P, it was clear
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y National Grid
y from June 2011,
NERC paper.

e been based on
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nt (or even rarer)
ith the March
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pment of a

lectricity

with operating
ational Grid
aware of the
the effect
upergrid

[tage down from
[Erinmez et al,
ps that step up
50 known to be at
hnd South Africa.

harmonics t

designed to

fJgers Protective Tetays. BUT UNder GIC Conaitons the
relays can disable equipment, such as static variable compensators,

support the voltage on the system, making voltage

collapse more likely. It was this triggering of relays that led to the

blackouts in Quebec Province in 1989 and Malmg, Sweden in 2003,

National Grid experienced distortion of the magnetising current

effects on 14 July 1982, 13-14 March 1989, 19-20 October 1989 and

8 November 1991.

Some transformer designs are more at risk than others. In particular,

single phase transformers, and three-phase transformers with
five-limb core transformers are more at risk than three phase
transformers with a three-limb core, because the quasi-DC flux
induced by the GIC can flow directly in the core [Price, 2002].

SCE T a5t peak of The Sofar CyCTE, the Great BTt
system has developed to become more meshed an

ain transmission
d more heavily

loaded. It now has a greater dependence on reactive compensation
equipment such as static variable compensators and mechanically

switched capacitors for ensuring robust voltage co

ntrol. Thus there

is increased probability of severe geomagnetic storms affecting
transmission equipment critical to robust operation of the system.
The greatest effects of GICs are normally experienced at the
periphery of the transmission systems, as in Figure 9.

UK studies that are still on-going, sponsored and u

ndertaken by

National Grid indicate that a Carrington-level event could have
a significant impact. The current worst case estimates are for
some local blackouts lasting a few hours as a result of increases
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in demand for local reactive power. National Grid has a well-
established plan for this type of event, whether or not caused by
space weather, and the plan is rehearsed regularly. Itis estimated
that, for a prolonged storm with maximum rate of change of the
geomagnetic field of 5000 nT/min, around six grid transformers
in England and Wales and a further seven grid transformers in

31—

5.3 Mitigation

There are three approaches to dealing with the risks posed by GMDs:
1. Understanding the risks through modelling.
2. Implementing appropriate engineering or hardware
solutions, such as increasing the spares holding and

Scotland could b
failures is within §he capacity of National Grid's transformer spares
carrying policy tofeplace sufficient transformers to restore demand.
The time for an efnergency transformer replacement, when a spare
is available, would normally be 8 to 16 weeks although the record

is four weeks. A significant delay can be the time required to get
permission to trasport the spare transformer on the road, and in
the event of a seVere event it is hoped that priority would be given
to allow transpor{ to occur more rapidly.

<l ol ] ol : Tl o e
UalimiagcU armiud taRTITUUT UT STTVILTE, TTHS TTUTTTUTT UT

Most nodes have nore than one transformer available and
consequently most failures would not lead to prolonged
disconnection evgnts. However, National Grid's analysis is that on
the order of two transformer substations in Great Britain could
experience discorjnection through transformer damage. If this
occurred, itis likely it would be in remote regions where there isless
transformer redupdancy.

Generator step-up transformers are potentially at more risk than
Super Grid network transformers because of their design (normally
single phase or thfee phase with a five-limb core) and the fact: . ¢
they are operated|close to their design loading. As a consequence,
network transformers installed since 1997 have, whereverpossible,
been three phaselwith a three-limb core, the most GlEresistant type.
Although some transformers at higher risk remajm-orrthe system,
operational mitiggtion would reduce the possibili\fy of damage.

Interconnectors tp France, the Netherlagd\s and to Northern Ireland
are operated as Hjgh Voltage Direct Gurrent (HVDC) links. As DC
equipment, they gre not susceptible‘to GIC effects. However, the
power electronicq that convert¢he current from DC to AC at each
end of the intercdnnectors'can be disrupted by the harmonic
distortions on thq AC sidey This means that these links may not be
available during a|sevére space weather event.

;I I)ta::;l Yy G:C b:UL:\;I g dCV;LC)-
3. Implementing forecasting and operational procedures, similar

to those for other severe risk events such @syterrgstrial

weather. N

The solution adopted in the UK isa combiﬁation of all thfee. This s
broadly similar to solutions adopted lzthher system opgrators.

X
Modelling, simulation and testing
Network models typically€haracterise each network as
interconnected serial and parallel DC resistances, representing
transformer and pawérlines, acted on by voltage or curfent sources
determined from*the modelled surface electric field. The relative
simplicity of the rr‘lethodology - though models of the UK132 kV,
275kV and 400 kV system currently have over 600 trangformer
nodes ard 1200 interconnecting lines - means that sim{ilation of
the gtid response to hypothetical and historical events if feasible
[Themson et al., 2005]. Moreover, the flexibility of suchjpetwork

“rodels lends them to simulation of proposed grid modifications,

particularly where additional long lines are being considgred

[ Turnbull, 2011]. Scenario modelling reveals how the paftern of GIC
hazard changes with any proposed reconfiguration and vhether
GICs are reduced or enhanced at known ‘weak points'

Models and simulations need testing against measured [GIC data.
Monitoring of GIC at all network grounding points is impractical,
given the numbers of nodes and connections in the UK gystem.
However, selection of appropriate monitoring points carj be
achieved with reference to previous model simulations. fdges
and less-connected portions of the grid are typically plages that
experience larger GICs.

Detailed understanding of the effects of GIC on individug
transformers at individual nodes in the system is still lacking.

ITIS ESTIMATED THAT, FOR A PROLONGED
STORM WITH MAXIMUM RATE OF

CHANGE OF THE GEOMAGNETIC FIELD

OF 5000 NT/MIN, AROUND SIX GRID
TRANSFORMERS IN ENGLAND AND

WALES AND A FURTHER SEVEN GRID
TRANSFORMERS IN SCOTLAND COULD

BE DAMAGED AND TAKEN OUT OF SERV/CH

THeSE effects Moude thermat damage, Moreased reactive power
consumption and production of harmonics in the presence of GIC.
For example, the oil in the transformer is degraded under repeated
small GIC events and this can result in unexpected failures and
greater vulnerability during a superstorm. A number of studies are
underway in the UK and USA, but more remains to be done. Both
theoretical modelling and, where feasible, the practical testing of
transformers are needed.

Forecasting mitigation

National Grid is working with the British Geological Survey (BGS)
to provide a real-time monitoring and warning system, known as
MAGIC (Monitoring and Analysis of GIC). This system will build on
the expertise that BGS has gained both through involvement in
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the academic community researching the effect of solar storms,
knowledge of the underlying geophysics of the British Isles and
experience of previously providing a monitoring and warning
system for Scottish Power.

Accurate forecasting of ground magnetic field variations that drive
GIC, whether thro f - f

models of the mapnetosphere, with solar wind input, or through
simpler parametefised models, is currently limited. Detailed
forecasts of whether the Great Britain grid will be affected and, if so,
which parts of th¢ grid in particular will be affected are, therefore,
not possible. Pargjlel activities in North America, such as the Solar
Shield project [Pdlkkinen et al., 2009] are progressing.

Undoubtedly, impfoved GIC forecasting capability is a key demand
from industry. Hepce the transition of one or more MHD-based
models to operatipnal readiness would be a major step forward

in improving pred|ctive capability. We note that NOAA SWPC and
NASA/CCMCin th¢ US are currently undergoing an evaluation of
relevant models.

Engineering miftigation

Since 2003, Natignal Grid has adopted transformer design
standards that erfsure a high level of GIC resilience. In practice this
means that only three limb transformers are'used in the network.
An audit of all Sugergrid transformers (SGTs) was completed in May
2011 and this is rqgularly updated to determine those transforfers
with a high vulnerability to GIC. The latest transformer audits
includes generatdr transformers which, because of theirdesign and
their heavy loadir{g, are more at risk than most SGTs~Stid Supply.
points (GSPs) havg then been analysed using a simple GIC model
(developed by BGP) to identify how many transformersat each
nodal point are atfrisk, and GSPs have beentated according to the
proportion of at-r|sk transformers present. As a consequence, the
target spares holding of SGTs has beenreviewed and increased.

AN

Consideration is being giventg¢he installation of series capacitors
on certain transmjission lines~These can block the flow of GICs but
can alter the elecfrical praperties of the network in ways that must
first be understoqdbéfore deciding if such devices are suitable

—-33-—

Consideration is also being given to the provision of transportable
recovery transformers that could temporarily meet some of the
demand needs at a node that had lost all its supergrid transformers
through thermal damage. Such devices are still only at the
prototype stage.

In the build-up to a significant space weather event, National Grid

would take actions that are, in many respects, sifiitar tofthose

taken in the face of severe terrestrial weather: These adtions

would be triggered by National Grid's spage weather mopitoring

team following on from advice from BGS,){he Met Office pnd other

forecasting bodies. National Grid wouldissue warnings pnd advice

to customers and third parties, as\spéciﬁed by business procedures.
~

Increased reserves of both‘éctibe and reactive power wquld

be scheduled to reducéloading onindividual transformdrs and

to compensate for thé increased reactive power consunjption

of transformers, Where possible, circuits would be returped

from maintenancé work;and other outage work postpoped,

increasing the stability of the system against voltage flyctuations.

Substatigons would be run to maximize the connectivity pf the grid

wherepossible. Large power transfers between areas would be

reduced, particularly on the Scottish-English transfer bdundary.

NS

National Grid would operate an ‘all-in’ policy where all of

transformers were switched in, reducing the individual ipeutral

current through any one, and all generators would be ingtructed to

generate, reducing the loading on generator transformdrs, and also

increasing reserves.

its

Throughout the duration of a geomagnetic disturbance] control
room engineers at the National Control Centre would mqnitor the
state of the system using the MAGIC tool, assessing whifh assets
are most at risk and identifying areas where voltage ins{ability and
reactive power demands are likely to be a problem.

shutdown
known as
lack Start,

To recover from either an intentional or non-intentional
of part of the Grid or the whole Grid requires a procedurd
Black Start. National Grid has a well-rehearsed plan for B

for the Great BritalTTIeTWOTK, SETtes tapacitors are primartty betmng
considered for reasons of load flow control.

More generally, National Grid is monitoring the development of
neutral current blocking devices for transformers. These devices

are as yet in theirinfancy, but consideration will be given to any
promising developments, again with the proviso that theirimpact
on the system would need to be addressed. Provision for such
devices is being considered to protect transformers for new DC links.

National Grid will consider whether the sensitivity of protective
relays to harmonics in the system is appropriate. This will rely
on data gathered from other network operators where such
disturbances are more common.

anNd generatng machmes are at ait tmes scheduied o provide this

Black Start capability.
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5.4 National electricity grid - summary and recommendations

Summary
The reasonable worst case scenario, assumed to be of the order .
of a one-in-100-year event, will have a significant impact on the

national electricity grid. Current estimates are for some local electricity

Recommendations:

The current National Grid mitigation strategy should be
continued. This strategy combines appropriate forecasting,
engineering and operational procedures. It should include

tive power to
to compensate
of transformers.

Fisk.
of transportable

interruption_ tastir ga ferhotrsrradditiorarotmd-six Stperat et frrereastt 0 thereservesofbotiractiveandrea
transformerg (SGTs) in England and Wales and a further seven grid reduce loading on individual transformers.and
transformerg in Scotland could be damaged and taken out of service. for the increased reactive power consumption
+ There s a need to clarify and maintain &very rapid decision-
Because mogt nodes have more than one transformer available, making process in respect to anenhanced GIC
not all these failures would lead to a disconnection event. However, + Consideration should be givefto'the provisior]
National Grids analysis is that around two nodes in Great Britain recovery supergrid transfanmeérs and to GIC blg

could experignce disconnection. This number of failures is within the
capacity of National Grid's transformer spares carrying policy. The time .
for an emergpncy transformer replacement, when a spare is available,

is normally efght to 16 weeks, with a record of four weeks. Some

generator step-up transformers will be at more risk than SGTs because

of their design. Lesser storms, compared to a one-in-100-year event,

will have progressively less impact on the system ¢
In the build-dip to a significant space weather event, National Grid ’

would take dctions triggered by National Grid's space weather
monitoring tkam following on from advice from the British Geological
Survey, Met Pffice and other forecasting bodies. National Grid webid
issue warninjgs and advice to government, customers and third
parties to enable them to mitigate the consequences.

)

N\

which are stillin their infan\cy.

Further geophysics, ’gransmission network andg
modelling research'should be undertaken to u
the effects of GIC on individual transformers, i
thermal effécts, reactive power effects, and tff
harmonics.
Long—te‘rm support for geomagnetic and GIC
beymaintained.

The National Grid should better quantify the fi
that it requires and assess this in the light of f
improvements following from current and futd
research.

cking devices,

transformer
hderstand
hcluding the

e production of

onitoring should
brecasting skill

preseeable
re scientific
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6. Other geomagnetically
induced current effects

6.1 Pipelines and railway networks 6.3 Recommendations

GlCscanbei

conducting material during a solar storm.

nduced on any long lengths of earthed electrical

» Government and industry should consider the potential for
space weather damage on the optical fibre network through

overvoltage on the repeaters and should consider whether

Boteler [1977] and Trichtchenko and Boteler [2001] have discussed appropriate assessment studies are necessary.

GICsinthe cf et f i fpett ould be briefed

hard to find. on the space weather and GICrisk and sh ubk ronsider whether
appropriate assessment studies are r}i/%sar) .

Evidence alqo exists of space weather impacting railway networks, CO K

with recent papers in the literature referring to Russian and Q),

Swedish networks [eg Eroshenko et al., 2010; Ptitsyna et al., 2008; Q

Wik et al., 2409]. However, again the study team was unable to rlib

assess whether this is an important issue for the UK. Q)

6.2 Tr
cables

Optical fibre

QX

G
N4
&

ANS-0Ceanic communications

communicatjons networks. They carry the vast majority (39%)
of internet gnd telephone traffic and are much preferred to
links via geopynchronous spacecraft since neither human voice 5\

communica
handle the

satellites. Optical fibres are more resilient to space weatQ@

their twiste
effects.

However, el
distributed 3
long conduc
are vulneral
geomagneti
fibre cable, T
experienced

cables are the backbone of the global QOQ

ons nor the standard TCP/IP protocol can efﬁcien,‘%\g
0.3s delay imposed by the long paths to geos’%o ary
an

copper wire predecessor, which was veryﬁone to GIC
xO
OF
pCtric power is required to driv@ﬁﬂcal repeaters
long the transoceanic fibres and thisis supplied by
[ing wires running alon the fibre. These wires
le to GIC effects as @ monstrated during the
[ storm of March,1 . The first transatlantic optical
perations in the previous year and

ELECTRIC POWER IS REQUIRED TO DRIVE
potential es as large as 700 volts [Medford et al., OPTICAL REPEATERS DISTRIBUTED ALONG

1989]. Fortynately wer system was robust enough to cope. THE TRANSOCEANIC FIBRES ANID THIS IS

Similar but smal ects were also seen during the Bastille Day 5

storm of July [Lanzerotti et al, 2001]. We are not aware of SUPPLIED BY LONG CONDUCTING WIRES
DLIAIANJINI— AL AN CIMC T I —impr

any effects otcarrmMg Uy the Hatftoween event of 2003, but that RONTVIINT ACOINOSTDE TTHIC T 1TDRL.

event was relatively benign in terms of GIC effects.

.
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/. Radiation impacts on satellites

7.1 Introduction

A solar superstorm, such as that described in section 4, dramatically

increases the flux

es of radiation particles seen by satellites, creating

a number of hazards to their operation and longevity. The specific
effects and impacts will depend upon satellite orbit, and design.

7.2 Elect

Electrons cause ¢
(ageing) effects
belt (see section
in geostationary-
has caused nume
electrostatic buil
(LEOs) canalsob
latitude) regions.

A discharge can rg
data upsets, falsd
are two types of ¢
charging. Bothin
environment, mat
continue to prove

» Surface char
which intera

7.3 Solar energetic particle effects

Energetic protons and ions are present as a background flux of
galactic cosmic rays and can be greatly enhanced for several days at
a time by solar energetic particles (SEPs). These add to total ionising
dose (as discussed above) but also cause two further effects:

on effects

lectrostatic charging and cumulative dose

n satellites. The Earth’s dynamic outer electron
b.4) is particularly troublesome for satellites
and medium-Earth orbits (GEO and MEO) and
rous anomalies and outages as a result of

-up and discharge. Low Earth orbit satellites

b subject to charging effects in auroral (high

adily couple into sensitive electronics causing
commands and even component damage. There
harging that can occur: surface-and internal-
olve complex interactions between the space
erials and microelectronic systems and they
difficult to analyse, model'and mitigate.

™
ping is caused by low energy electrons (<100keV)
t only with surface materials of the spacetraft.

Under certain conditions, potential differences of mapy

kilovolts can
to an electro
the 1970s an
grounding of

introduced. Inp

forms causin
chargerises

Internal chary
which penetr
deposit charg
and ungroun

hrise between various different supfares, leading
tatic discharge. Surface chargingwas first seenin

d 80s but techniques to suppgkss it, through the

surfaces and the use oficanductive coatings, were
recent years it has cme'back in new and subtle

] major power losses.in solar arrays. Surface

nd recedes oyvefrguite short timescales (minutes).

ping is causedy high-energy electrons (>100 keV)

bte intq thespacecraft equipment where they

e insidejinsulating materials (especially plastics)

the 1980s an

ledqpetals. The phenomenon first came to lightin
’ _

charging requires a day of two of persistently high fluxes to
build up enough charge to be a threat, but this often occursin
magnetic storms.

Electrons also cause ionising dose damage to microelectronic

devices through a

build-up of trapped charge in insulating

(usually silica) layers. Equipment power consumption goes up,

noise immunity is

reduced and decision thresholds may change.

Ultimately complete failure of equipment may occur. Cumulative

dose damage has

rarely been a cause of satellite failure since it is

relatively straightforward to analyse and large safety margins are
used. This might not be so in the event of a solar superstorm.

N

Thehigh upset rates produced by SEPs are an increasir
[Dyer et al., 2004] and have been blamed for a number

Displacement damage disrupts the crystalline stiig

materials used in microelectronic devices. THese de
the performance of transistors and are gspeeally in
optoelectronic devices such as opto-goupters wher
transfer ratios are reduced and for&o|ar cells wherg
is degraded q
Single event effects (SEE) arise ffom the charge dejj
individual particlesinthe §\ensitive regions of micro
Such depositions ocedipvia direct ionisation (domin
heavy ions) and ndclear interactions (dominant for
and neutrons). Effects range from soft (correctable
hard (permanient) errors, which can include burnou
devicessuch hs metal 6xide semiconductors. With f
reduging to tens of nanometres and critical charged
femtoCoulombs these are a growing problem and a
syStems have been damaged or compromised. Furt
of single event effects, which are also of growing inj
avionics (see section 11), can be found in the box b

ture of
Fects reduce
portant for
p current
efficiency

ositions of
blectronics.
nt for the
brotons
errors to
of some
Pature sizes
reducing to
humber of
er details
portancein
low.

g problem
of

Figure 10: An electrostatic discharge caused by electron accumulation
in aninsulator: such discharges are a major cause of anomalies on
satellites and have proved difficult to suppress © K A Ryden
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of the ~27 day solar rotation period being strongly linked to the

presence of persistent coronal holes). While the el

ectron fluxes

are elevated, the measured total ionising dose (yellow and green

lines) increases rapidly including in the aftermath
2006 solar storm.

SELs por $enimae irteval & CREDO proton fux (#em’a)

i | -
12928 1393

UT (day fom | Towsary 1997)

17508 11918

Figure 11: Ob
with arrival o
- fluxes and §
[Campbell et

of radiation t

operational
of upsetsin

Fervations of the onset of SEE on a satellite coincident
f solar particles during Bastille Day event on 14 July 2000

EE rates would be greater during an extreme eyent

bl., 2002]. Note that periodic dips and spikes in radiation
are also obsefved since the observing satellite routinely crosses regions

apped by the Earth's magnetic field © QinetiQ

putages and failures. Figure 11 shows observations

an analogue-to-digital converter during the Bastjlfes

Day solar pafrticle event in July 2000. SEPs are more probable

around sola
the solar cy

The Univers,
inclined, lo

during the §
one of the fi
componenty
random-acc
event upset

maximum, although they can occur atany.time in
eI ~

ty of Surrey's UoSAT-2 spacecraft, ofbitingin a highly
Earth orbit (700km, 98°), happened to be in operation
FP event of October 1989. Th%spacecraft was

st to make use of commerGial-off-the-shelf (COTS)

. and in particular carfied large amounts of dynamic
pss memory (DRAM).that was very sensitive to single-
L (SEUS). It is thiys\a valuable source of data on the

effects of sych an eventof fadiation sensitive devices operating in

space. Durin
in SEU activi
automatico

[ the event-there was an order of magnitude increase
ty [Underwood, 1996] but it is worth noting that the
n-Ddard error mitigation system (error-detection and

7.4 Satellite failures and.0

Unlike, for example, the UK electricity grid which i
well-defined system, there are aroupd ;000 satell

of the December

Itages

asingle,
tes operating

in different orbits and built to a vxgide'variety of stajpdards,

specifications and engineering pr&tices. Even satq
same nominal type usually d8ntain different permy
equipmentand componebtﬁts. Some space weath
are probabilisticin ndture (such as'single event effg
identical equipment;may exhibit different response

Satellites art% protected against space weatherin g
ways. Rhysical shielding is vital at component, equ

llites of the
tations of

er interactions
cts) and so even
S.

number of

pment and

spacecraft level toreduce particle fluxes and cumuative doses

to'acceptable levels. Circuits are designed to accou
degree of degradation and unwanted behaviour in
components and the components themselves are
selected, screened and tested. Data storage devicd
some level of error detection and correction and inf
values are checked for plausibility. At equipment le
typically like-for-like redundancy to cope with sing
less frequently, a diversity of technology to avoid S

ht for some

microelectronic
arefully

s often employ
portant data

el there is

e failures or,
ngle mode

failures. Design margins are used to account for unertainty in the

models and calculations used. Systems are also de
the impact of faults and steer the system towards
operator intervention is then required to recover th
serious case the satellite may go into a safe attitud

igned to limit
b safe state:

esystem.Ina
e position (eg

Sun pointing) while awaiting operator recovery actjons. In such

cases a satellite service outage would occur but th
still be recoverable later on. In the meantime, servi

b vehicle should
fes may have to

be transferred to other satellites, either in-orbit spares (if available)

or other satellites that have spare capacity.

correction c

amg prasmermnory wdsning ) was able to cOpe WITHout

difficulty, and the spacecraft remained fully operational during this
and indeed all the events encountered.

A subset of data from Giove-A, the UK-built satellite launched in

preparation
etal, 2008]

for the Galileo mission for the period 2006 [Ryden
illustrates (Figure 12) the highly dynamic nature

of the medium Earth orbit environment. Although not a solar
maximum period, it shows the various consequences of a CME-

driven solar

storm which occurred in December 2006 with two

associated SEP events (shown in red). Soon after the SEPs are
seen, the measured internal charging threat (shown in black) due

BEEN A CAUSE OF SATELLITE FAI

CUMULATIVE DOSE DAMAGE HAS RARELY

LURE SINCE

ITIS RELATIVELY STRAIGHTFORWARD TO
ANALYSE AND LARGE SAFETY MARGINS
ARE USED. THIS MIGHT NOT BE SO IN THE

to energetic electrons increases considerably for over a week.
(The internal charging threat is also enhanced, with a periodicity

EVENT OF A SOLAR SUPERSTORM.

|


https://iecnorm.com/api/?name=205fb1ca010414bb7496c314836e3cb4

IEC PAS 62396-6:2014 © IEC 2014

Despite all these engineering measures, problems resulting

from space weather have proven impossible to suppress altogether,
even in normal conditions. While most such effects are noticeable
only by the satellite operator, some do lead to service outages and,
on very rare occasions, complete satellites failures. Key engineering
reasons for these on-going problems include the following:

—39-—

whereas that figure has now increased by more than a factor of
two. Given a similar event today we may expect ~100 satellites to
report anomalies and approximately 20 satellites to have a loss of
service for more than one day.

 introduction pf new technology with unexpected sensitivities

» poor understpnding of certain radiation interaction
mechanisms

 inaccurate sgace environment models

 test facility linitations (ie we cannot fully replicate the space
radiation enjronment on the ground)

 design or build errors which are ultimately exposed during a
storm event

» stormintensfty may exceed specified protection levels
(specificatior) level is a cost-risk balance).

Some significant public domain examples of satellite failures or
outages which hgve been attributed to space weather are given
in Table 1. These gre based on data from satellites where data

are relatively freely available, but itis likely that many problems
encountered remgin undisclosed due to commercial and security
sensitivities. Morp than 47 satellites reported anomalies during
the October 2004 CME-driven ‘Halloween’ storm period [ Satellite
News Digest, 201P] one scientific satellite was a totallossand
10 satellites suffdred a loss of operational service for more thag
one day. In 2003 |there were approximately 450 satellites insorbit

Alnoorino concami laneco f
||H|||CC||||H UI|.DCL.|UC||L SO

-
an extreme event on satellites

Radiation C
A similar sequence of events, albeit on &htch larger'scdle, would
be expected during an extreme storm. Phere would be:
Q "
» oneor more SEP events ov\t\ar,several days leading to pn increase
in SEE and arapid inciéase in displacement damage ¢lose
which will be especially notable in optoelectronic coponents
(including the sBlarcells usedto power the satellite)
 asharpincrease’in the energetic electron environmient a day
or two after the arrival of the CME. This would causp internal
charging hazards for many days or even weeks, toggther with
surface charging threats
+ _&¥apid increase in the radiation damage accumulat¢d on the
satellite due primarily to the electron environment increases
" butalso with a proton contribution.

During an extreme event the energetic electron environmient in some

orbits could be up to an order of magnitude more severe [bhprits et al.,
2011] than those typically used in specifications and it is thought that
solar particle fluxes could be up to three or four times morg intense.

NG
1 { —\uﬁ!m,p%m\ [
h -H'dn'l | 35
| 30

=

S
Dose (kradiSij)

o
2

Charging curant (pA em™)
Praton flux ( 2000 [om® 5™

Memory upsets and other erroneous events may increase|so much
that they exceeded a threshold above which the inbuilt mftigation
approaches (eg error detection and correction) are no longer effective.
Under these circumstances, linear scaling of anomaly ratef from
previous storms might not provide an accurate picture. Odenwald et
al. [2006] has estimated up to 10 anomalies for every sat¢llite every
day as an upper limit (but noting very large uncertainties) pased on an
assumed Carrington event, However typically only a smallfsubset of
anomalies have animpact on service provision.

aoot =

AILIAIAIPI PSSP

AS WEIT IS anomattes, a Sotar SUPeTStorm coutd Tave a major impact
on satellite lifetimes. The reasonable worst case SEP is expected
to produce (in one go) a >30MeV proton fluence of approximately

Figure 12: Measurement of space weather engineering hazards in
medium Earth orbit on the Giove-A mission. The CME-driven storm

in December 2006 produced two separate, sudden, increases in
proton fluxes (marked in red) and then, after a couple of days, caused
substantially increased rates of internal charging (black) due to
acceleration of electrons in the outer belt. Energetic electron levels
remained elevated well into January 2007. lonising dose, which has an
‘ageing’ effect, was measured at two depths of aluminium shielding,
3mm (yellow line) and 6mm (green), both of which exhibited a rapid
increase in the aftermath of the storm due to the presence of the
energetic electrons. A similar sequence of events on larger scale would
be expected from an extreme storm © QinetiQ

3 x10% cm? [SEIEG, 2012] which is close to a typical lifetime
fluence specified for long-life geostationary or medium Earth orbit
satellites [eg Feynman et al, 1993]. Subjected to such a SEP event,
anewly launched satellite would rapidly use up this element of its
designed-in radiation tolerance, but should nevertheless survive.
The satellite would then however be vulnerable to further SEPs, but
we do not know when these would occur. After a superstorm, older
satellites might be operating well outside their radiation design-
life but, fortunately, long experience shows that most spacecraft
have the potential to significantly exceed their nominal design

lives because of the extremely conservative design approaches
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Event Satellite Orbit Cause (probable) Effects seen

July 1991

20January 994

11January 1997

19 May 19¢€8

15 July 2000

6Nov 2001

24 Qctober 2003

26 October 2003

28 October 2003

14 January 2005

150ctober 2006

5April 2010

13 March 2012

7 March 20112

22 March 2012

Instrument failure

Anik E1 GEO Temporary outage
(hotrs)
i ESD - note: all three
Fast solar wind Anik E2 catellites Do 6 months outage,
stream ; )
same basic design

partial loss
Intelsat K

Temporary outage
(hotrs)

Stream
stream
CME-driven storm Astro-D (ASCA) -
CME-driven storm - Interplanetar - Temporary outage

Atmospheric drag Totel loss

CME-driven storm SMART-1 HEO EgRsitl di-iits

and star tracker noise

ADEOS/MIDORI 2 - ESD (solar array) Totzl loss

DRTS/Kodama

Stream
‘ .
stream
SkyTerra 1 - SEE/ESD? Outage (1 day)

GOES15 Outage (days)

Outage (2 weeks)

Outage (weeks)

Outage (8 months)

CME-driven storm

Table 1: Selected significant satellite losses and outages in the public
domain [e.g. Satellite News Digest, 2012] that have been attributed to
space weather. Note however that diagnosis of one-off events is rarely
conclusive and the evidence base is generally circumstantial. Overall,
complete losses are extremely rare, with temporary outages being
more commonly observed © Royal Academy of Engineering 2012
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A SUPERSTORM WILL CAUSE EXPANSION

OF THE EARTH'S ATMOSPHERE, CAUSING
DRAG ON LEO SATELLITES; ORBITS WILL

BE DISTURBED AND PREDICTIONS OF
SATELLITE POSITIONS WILL BE L)I:(JRAUI:ﬂ
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against cumulative dose effects. Therefore, while some very old
satellites (eg those already in life extension) might have a short
lifespan (eg months) after the storm, a tidal wave of failures would
not be expected and most would carry on for several years, some
even reaching close to their full lifetime. However, the planning of
replacements would need to be actively accelerated which has the

IEC PAS 62396-6:2014 © IEC

2014

an extreme event should be possible, but the development and
enforcement of improved engineering standards that embrace
extreme environments will be required. The major space standards
[eg European Cooperation of Space Standardisation (ECSS)] include
environments that are at least close to the Carrington event (as
presently understood), especially with respect to cumulative effects

potential to

Lo el Lol ! loa
L AUST UULLITTTITURS TIT LTS SUPPTY LHalrT.

Satellitesin
already exp4

MEO, such as those providing navigation services,
rience much higher levels of radiation than those at
GEO - and td some extent this means that they are well protected.
The radiatiop environment could, however, be further increased
during an extreme event [Shprits et al., 2011]. GPS has now flown
in MEO for 6P0 satellite years and its resilience to solar storms,
such as we lave already seen during the satellite era, is excellent.
However, thp superstorm performance of GPS - and the other
satellite nav|gation satellites - is as yet unknown.

[t may be no
Skynet) are
against high
hardening ig
although sa

fed that a small number of defence satellites (eg UK
built to higher environmental specifications to protect
altitude nuclear events (HANE). The additional
likely to be beneficial in an extreme solar event,
ellite ageing will still occur.
Atmospherficdrag N
A superstorm will cause expansion of the Earth's atmosphere,
causing dragon LEO satellites; orbits will be disturbed and@redictions
of satellite ppsitions will be degraded. Satellite orbit datathen needs
to be re-acqyiired which may take some days to complete. In extreme
cases, low alfitude satellites may experience sigificant aerodynamic
torques whigh overcome the vehicle's attitudecontrol system
capability legding to termination of the miséfon as happened to
Astro-D (~4$0km altitude orbit) durin\g the storm of 14-15 July 2000.
| §

7.6 M

Engineerirng
Assessing the impagtof a solar superstorm and mitigating it
through gogd«de€sign requires an appropriate environmental model.

tigatiogxx

)UL:_I as dU)C at Id ddl nagec, : :U\I\IC\ICI LUl It )Otc“itt
do not typically cover low probability extreme ayvent
be exceeded by up to an order of magnitude{Operat
of critical satellite systemsvital to natiopal security
wellbeing should be strongly encouraged-to ensure
satellites can operate through anq\beyond an extre

Heavy reliance onasingle satéliife design presents
loss of service. Contingen‘c\y,plans should include th
switching to or benefifting from other independent
Multi-constellation GNSS receivers will be the norm
years, and thesereceivers treat the aggregation of
multiple constellations as one large constellation. T
GNSS receivérs will be'inherently robust to a satellit

Forecasting

“Satellites are generally intended to operate autong
in extreme events it is important to anticipate the
event so that operations staff can be better prepaf
teams usually have to manage several satellites fr
centre with minimum staffing levels so advance w4
events will be beneficial to increase alert levels ang
staff. Certain space systems can be placed in safe rf
warning is given, however, most satellites will nee
through the extreme event.

SEPs, giving rise to SEEs, arrive at close to the sped
afflicting spacecraft usually take up to several hou
then can last several days. Consequently, providing
survives the initial blast of high-energy particles, a
regarding the longevity of the event may be made,

Warnings of potential spacecraft charging events md
the medium term since they are linked to the arrival

specifications

5 and thus might
ors and owners
And economic
that their

ne storm event.

h greater risk of

p possibility of

satellite services.
ithin a few

atellites from

us the individual

b service denial.

mously but
Impact of the

led. Operations
m one control
rnings of storm
draw in extra
hode if adequate
to operate

d of light. Events
s to peak and
the satellite
judgement

y be achievable in
pf Earth-directed

For routine Spate Weather aTange of MOUers 15 avattabie and oOwners
and manufacturers are free to choose which they use and how.
Resilient satellites are already designed to have a high probability
of operating through very disturbed environments. However,

these environmental models are based on observations that do not
include a superstorm and thus satellites are not explicitly specified
for such an event, although extrapolations of the models can be of
relevance. Widely used models include NASA AE8 and AP8 [ Vette,
1991] for radiation belt electrons and protons respectively. These
are currently being updated to version 9 but are not yet released
[NASA GSFC, 2012]. Itis not yet clear if these new models will be
appropriate for superstorm conditions.

Increasing the level of hardening of critical satellites to withstand

CIMES, Aoweverl, whle 0D5ervations o LMES Call pro

ide some

measure of warning the associated geoeffectiveness is dependent
on the polarity of the interplanetary magnetic field. Only once this has
been determined can actionable advice be provided to the satellite

operators and, unfortunately, this cannot be determi
reaches the L1 position. By this time, the warning ha

ned until the CME
sreducedtoan

hour at most [Horne, 2012] and probably 15-30 minutes.

Testing

Testing of components for space radiation effects relies on major
facilities: these are generally beyond financial capability of any
one aerospace company and are under continual financial threat.
Government support and international collaboration are imperative

to ensure continued availability.
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/.7 Satellites - summary and recommendations

Summary

During an extreme space weather event, some satellites may be
exposed to environments in excess of typical specification levels.
This would increase microelectronic upset and failure rates and

Recommendations:

Extreme storm risks to space systems critical to social and
economic cohesion of the country (which is likely to include
navigation satellite systems) should be assessed in greater

also create electr
cumulative radiat
ageing. Because ¢
there is considerd
fleet but experier|
disruption to sate)
the conservative
expected to limit

During the supers
the 2003 storm, i
an anomaly leadir]
will be restored tg
outages will be sf
designs and cons
than others by vir
spacecraft might
damage mechani

In the months aft
those in life exter
ageing (dose) effd
in geostationary

Recently launche
but with higherri
common) storm €
satellite owners d
need for replacen
in order to mitigat
a scenario has po
supply chain whid

)tat;L d;)L:_IClI yc hO Uld). :I 1 additiw 1, D;yl I;ﬁLGI It
on doses could be received causing rapid satellite
f the multiplicity of satellite designs in use today,
ble uncertainty on the overall behaviour of the

ce from more modest storms indicates that some
lite services must be anticipated. Fortunately
hature of spacecraft designs and their diversity is
he scale of the problem.

torm, our best engineering estimate, based on

5 that around 10% of spacecraft will experience

g to an outage of hours to days but most of these
normal operations in due course. It is unlikely that
read evenly across the fleet since some satellite
ellations will inevitably prove more vulnerable

tue of their detailed design characteristics. A few
he |ost entirely during the storm through a sudden
m such as electrostatic discharge.

br the extreme storm, old satellites such as
sion mode may start to fail asa result of the ¢
cts (we note that as many as one in 10 satellites
rbit are thought to be in life-extensionmode).
i satellites would be expected to survive the event
bk thereafter from incidence offurther (more

ents. Consequently, after an extreme storm, all
nd operators will need te carefully evaluate the
ent satellites to be Iagngwed earlier than planned
e the risk of premature failures. Obviously such
ential for creating'a bottleneck in the satellite
h will raise-giestions of priority.

A\

operate

b providers

tigation

rsification).
hole

erious

ty could be

dcpth, al Id usStirsS Uf )Cltl:‘::;tc ST V;Ll:) VV:_I;L:_I 1 ICC,'L_JI t
through a superstorm should challenge their servi¢
to determine the level of survivability and tofptan m
actions in case of satellite autages (eg netwerk divd
The ageing effects of an'extreme stgrmvacross the
satellite fleet should be modelled fo)determine if a
bottleneck in satellite manufacture'or launch capad
created. O

Research should be active\lypursued to better defir]
extreme storm envir@hments for satellites and con
effects. Collaboration with the NASA Living witha §
programme waqtdd.be highly beneficial.
Observationsiof the space radiation environment afd its effects
should be maintained and developed. Such measur¢ments
enable post-event analysis of satellite problems, thi
development of improved physical models which cap be used in
satellite design phases and the development of betjter warning
and forecasting.

e the
equential
tar
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Box 2: More detailed description
of single event effects (SEEs)

A single eveiit UpSEt (SEU) iS5 GENEiated wiiei Uie Ciitical Cnaige
in a semiconductor is exceeded causing the memory cell to change
logic state with an associated change in the memory data word. For
complex systems with large amounts of memory, it is important that
recovery time is short compared to the time between SEE, so that
inbuilt reduridancy is adequate. During a large solar event, the time
between incividual SEE will be much shorter than itis in the nominal
atmospheric radiation environment.

Multiple bit upset (MBU) occurs when the energy deposited in
the silicon of* an electronic component by a single ionising particle
causes upset to more than one bit in the same word. These errors
are mainly associated with memory devices, although any register is
a potential target. Many memory manufacturers minimise the risk of
MBU in modi2rn memories by arranging the individual bits in a word
non-contiguously. Because more than one bit in a single word are
affected in t 1e same event MBU can avoid detection through simple
parity checks.

Multiple cell upset (MCU) occurs when the energy deposited in
the silicon of* an electronic component by a single ionising particle
induces several bits in an integrated circuit (IC) to upset at one

time. These errors are mainly associated with memory devices,
although any register is a potential target. The occurrence of MCU is
increasing a:s device feature size (and therefore the space between
transistors c ets smaller).

Single everit burnout (SEB) takes place in high voltage electronic
devices, where despite their comparatively large feature size they
are also at risk of SEE and burn out from atmospheric radiation.

Single everit transient (SET) is a class of non-destructive soft-
error that can cause changes of logical state in combinational logic,
or may be propagated in sequential logic, through ‘glitches’ on

CIOCK OF SEU/ TESEL iines, €iC. 10 aate, tis nas ot ueen a significant
threat, as device behaviour has been dominated by errors in
registers and memory cells - ie SEUs. However, as devices are
further scaled down to smaller feature sizes and fzster speeds,
SETs, are expected to become more probable. In contrast to SEUs,
which do not show clock frequency dependence, SETs depend
significantly on the operating speed of the devices in question -
slower devices are less vulnerable.

Single event functional interrupt (SEFI) is obse 'ved as an
unexpected loss of functionality, or otherwise unexpected change
of state of a device due to a particle strike in the inernal state-
machines of a device. Early reports were confined to microprocessor
SEFIs, however, new generation data handling devices, such as
advanced memories and field-programmable gate arrays (FPGAS),
have also been found to be susceptible. Functionality is usually
restored by power-cycling the device (soft SEFI) - hut sometimes
permanent damage is done (hard SEFI).

Single event gate rupture (SEGR) is caused when a heavy-ion
passing through an insulator under high field conditions leads to the
catastrophic breakdown of the insulator with a conse quent thermal
runaway condition. Such events may occur in the gat: dielectric of non-
volatile static random access memory (SRAM) or elec rically-erasable
programmable-read-only memory (EEPROM) during 4 write or clear
operation. The increasing use of such technology in cata handling
systems means that SEGR is an increasing risk factor in COTS systems.

A single event latchup (SEL) will persist until povver is removed
from the device. Single event latchup can be avoide:d at component
level by choosing devices that are not susceptible to SEL. Integrated
circuit manufacturers can reduce the risk of SEL using fabrication
technigues such as substrates that include control ed epitaxial
layers and silicon on insulator technology.
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8. lonising radiation impacts on
aircraft passengers and crew

8.1 Introduction

High-energy cosmic rays and solar particles incident on the Earth
spawn a multitude of other high-energy particles through nuclear
interactions in the upper atmosphere. These high-energy particles
generate secondary particles that reach a maximum flux at about

18 kmand are th
that only the mo9
ground. Typically,
radiation is ~ 300
these particles ca
because of thein

Itis well establish
human health. Th
effects, which ard
are deterministic
induction whereg
defined to deterni

of exposure. Also, in terms of optimisation, ICRP, divides exposure
situations into “planned”, “existing” and “emergency” [ICRP, 2007].
These apply to both occupational and public exposures with the
annual dose limit for occupational exposures set to 20 mSv and
that for public exposures set to 1 mSv. The 1396 EC Basic Safety

Standards and 2011 International Basic Safety Standards explicitly

The absorbe
deposited p¢
excitation (th
are only encd
Gy [ICRP, 201
and emergen
celldamage
sometimes W
comparable 1]
cause tissue
not be discus
astronauts
The effectivd
for the radios
of radiation.
(Sv) and the
believed toc
correspondin
Aside from s4
are the risks

ITPTUgl C));\IC:_Y dttcl |uatcd b_y t:_lt Cltl 1 IU)phCI < SU
t penetrating component can be measured on the
at aircraft cruising altitudes the flux of ionising
times higher than at sea level and consequently
h have an impact on aircraft passengers and crew
[reased exposure to ionising radiation.

ed that ionising radiation can be injurious to

e harm caused can be divided into stochastic
probabilistic in nature, and tissue reactions which
n nature. Tissue reactions have a threshold for

5 stochastic effects do not. Two quantities are

ine the incidence of these effects.

I dose, which is a measure of the energy

I unit mass of tissue in the form of ionisation and
eunitlgray or Gy = 1]kg%). Tissue reactions
untered for energy deposition greater than 0.5
2] which is typically only relevant in accident

cy situations. Tissue reactions are caused by .
rkilling, and the effects are seen within days;

ith fatal consequences. A solar superstorm

D the Carrington event would be far tog'small to
Feactions for altitudes up to 18 km, sa-they will
sed further. However, this might e a problem for
ho could receive much highe%oses.

dose, which is the absofbed dose weighted
ensitivity of each organiand the type/energy

[he effective dose ismeasured in sieverts
robability of cancerand hereditary effects is
rrelate lineary with the effective dose, with 1 Sv
g to a 5.5%-increase in lifetime risk of fatal cancer.
vere(@ccident and emergency situations, these
ohdman health that are generally of concern.

;I IL:LICI‘C CAPUSUTTS Uf Cl;l Crevv as ULLUPdt;UI IU: CAPUSUTT, bUt

air travel is not considered for either business or leisuré travel.
Pregnant air crew are restricted to 1 mSv perdeclared p¢riod of
pregnancy. FAA guidelines limit exposure in prégnancy tp no more

than 0.5 mSv in a month.

",
Long haul crew typically receive an Uccubational dose of 4 to 6 mSv
per year [Lindborg et al.,2004.] with € msv being specifi¢d as an
action level in Article 42 of EU D\irective 96/29 Euratom that was
adopted in the UK on'13 M&y 1996 and enacted in an amgndment
to the AirNavigation Order. For comparison, the UK averafje natural
background dose rate/at sea levelis 2.2 mSv per year (frofn rocks,
radon, internal'satirces and cosmic rays) [ Watson et al, 2005] while
medical diagnostic‘ dosesrange from 0.014 mSv for a cheft X-ray, to
6 mSv for€omputerised tomography of the chest [Wall efal,, 2011]
and highér for other interventions [ Fazel et al, 2009]. The average
medicatexposure in the UKis 0.4 mSv per year [ Watson gt al., 2005].

“Under.normal conditions, the geomagnetic field confineq the
radiation effects from solar energetic particles to high lajitude paths,
but this includes flights on some of the busiest routes, slich as those
from UK to North America and Japan. There have only begn a few
measurements of solar particle enhancements on boardjcommercial
flights and these have mostly come from the now retired Concorde
which was compelled to carry a monitor [Dyer et al, 1990]. Recent
observations have also been made in April 2001 and Octgber
2003 [Getley et al, 2005; Getley et al., 2010]. These obsprvations
have enabled calculations to be made for other events afd flight
routes. For example, during the major event on 23 Februgry 1956,
it has been calculated that there was a 300-fold increasg (over
background) at high latitudes and 12km altitude, with cofresponding
dose rates for contemporary aircraft and flight paths of geveral mSv
hr. This could have caused some air crews to exceed the current
annual occupational flight limits in just one flight [ Dyer ef al., 2007].

The field of radiation protection is overseen by the International
Commission on Radiological Protection (ICRP), which produces periodic
recommendations on all aspects of the field [ICRP, 1991; 2007]. The
recommendations of the ICRP are invoked as EC Basic Safety standards
[ Council of the European Union, 1996] which are then followed into
UK legislation as the lonising Radiations Regulations published by the
Health and Safety Executive [Health and Safety Executive, 1999].
Following the 2007 recommendations of the ICRP there has not yet
been a revision of the EC Basic Safety Standards, but the IAEA has
published international basic safety standards [/AEA, 2011].

The ICRP divides radiation exposures into occupational, medical and
public, with different recommendations applying to each category

FoTTUnately, SUCT{arge events are rare and TS estmated that since
1942 only six events would have resulted in a dose in excess of

1 mSv on a flight from London to the west coast of the USA [Lantos
and Fuller, 2003]. More recently, on 20 January 2005, a major event
caused a factor 50 increase in the Antarctic region corresponding to
effective dose rates of ~ 3 mSv hr at cruising altitudes [Dyer et al.,
2007]; [Butikofer et al., 2008]. Fortunately for aviation, this was very
short-lived and localised such that the northern hemisphere rates
were an order of magnitude lower.

The International Civil Aviation Organisation has recognised the
potential issues of space weather and has commenced activities to
provide operational requirements, guidance and the potential for
space weather information services [ICAO, 2010].
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8 . 2 CO nseq uences Of a\n from significant exposure of individual workers or fnembers of the
\ public. The potential for significant individual risks fesulting from
eXtre me eve ﬂt Q radiation exposure on commercial flights seems snjall, although
\ 8 this must be qualified by acknowledging the uncerfainty in the
If the geomdgnetic field ishighty disturbed when the particles maximum dose rates that could result at aviation aftitudes.
arrive, then much lowerlatitudes may be exposed with significant
exposure down to thatropics. If a major solar storm took place, then a large number of members
of public and air crew could be exposed. During 2011, UK aircraft
At conventidnal€ruising altitudes (33,000 to 39,000 feet), operators uplifted 111,082,766 passengers, which corresponds to
a superstormtonid Tesut M a radiatiom doSe 10 aircrew and M average of ~ 302,000 Passengers a aay. We assume that this is
passengers of greater than 20 mSv. This is greatly in excess (by a global event and experienced on both the day and night sides of
a factor 20) of the annual dose limit for a planned exposure to the Earth. This is somewhat pessimistic, but we will optimistically
the general public and comparable or in excess of the annual assume that in the event of a solar superstorm the aircraft can
occupational dose limit of 20 mSv for workers. However, a dose of land or reduce altitude within one hour. Given these assumptions
20 mSv implies an increased lifetime cancer risk of only 1in 1,000 ~13,000 passengers (on UK carriers alone) could be exposed to
for each person exposed which should be considered in the context ~ ~20 mSv. This would result in widespread public concern and an
of a lifetime cancer risk of about 30% [ONS, 2012]. urgent need for advice and reassurance on the doses received. .

Radiation emergencies are essentially dealt with by consideration While it is tempting to compare a solar superstorm with other

of individual risk. Conventional nuclear emergencies and accidents radiation emergencies in terms of collective dose, it is more relevant
have led to either very large exposures of individuals or had the to compare with domestic radon exposure; radon is also background
potential for very large exposures. They are characterised by the radiation and the action level is set according to individual risk. In
possibility of taking mitigating action and thereby reducing the risks  the UK, the action level for which remedial measures in homes
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are advised, is set to 200 Bg m~, which corresponds to an annual
effective dose of about 10 mSv y* [McColl and Prosser, 2001].
The target level for UK homes is half this value, but it still equates
to about 5 mSv yL. This latter dose rate is about a quarter of the
estimated dose received by passengers during a solar superstorm,
and it represents an ongoing exposure rather than a one-off dose.
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of the eye, could require consideration, though this is more likely
to have occupational implications rather than emergency ones.
The definitions of what constitutes an emergency are based on
individual risk rather than collective dose, and the individual risk
associated with a solar superstorm is likely to be low.

8.3 Mitig
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from 1956, next occurs; there will be many members of
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people affected through all channels after the event. Fo
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“work-related exposure. Special advice for pregnant won
required.

Emergency plans are in place for conventional nuclear e
with a view to covering all reasonably probable extreme
There is therefore a case for the development of a speci
emergency plan for public exposures from a solar super.
so that ad hoc decisions would not have to be made dur|
event. Such a plan would enable quick decisions to be m
options available for reducing exposure: for example, re
altitude, rerouting and remaining grounded. These all hg
consequences that need to be balanced against the rad
dose savings that can be made. The main requirement nj
provision of accurate and prompt information to the pub
is another Carrington-scale event, members of the public who
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In its document on the application of the 2007 recommendations
of the ICRP, the HPA stated that “emergency situations are likely
to be characterised by one or more of the following: significant
uncertainty concerning current and future exposures, rapidly
changing rates of potential exposure, potentially very high
exposures (ie those with the potential to cause severe deterministic
injury), and loss of control of the source of exposure or release.”
[HPA, 2008]. While the potential to cause deterministic injuries
(tissue reactions) at commercial aviation altitudes is small, a
solar superstorm would conform with the other characteristics.
Taken together with the ICRP definitions, there is a case for
considering a solar superstorm as a radiation emergency. It is
possible that doses to a specific organ or tissue, such as the lens

Traveitng White pregnant or With ChitdTem. Those who ave booked
to fly will expect information on the risks for a significant period
after the event.

Forecasting

Solar energetic particles from the solar superstorm arrive at close
to the speed of light and prediction is essentially impossible unless
solar precursors can be identified. The conditions on the Sun that
produce spectra with large amounts of high-energy particles are
currently not well understood. Near-term solutions based on such
warnings are unlikely, but there is hope that in the medium to long
term an approach based on precursors will provide the necessary
skill to provide actionable advice.
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Real-time monitoring

Ground level monitors are diminishing in number and this limits their
ability to provide adequate directional and spectral information.
Moreover, by the time a warning can be fed to aircraft its benefit is
reduced because the maximum dose rates are reached in a matter
of ten minutes or so.

IEC PAS 62396-6:2014 © IEC

8.4 Passenger and crew s
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Passengers and crew airborne at the time of an extreme event

Satellite-baged warning systems can also be employed, but current
satellite detdctors use low energy particle thresholds that are

more relevarlt to spacecraft operations than aircraft. This can
resultin nunjerous false alarms as well as missing other events.

Even so, a sensible first step is to provide an alert service relaying
information gbout current atmospheric radiation conditions to
aviation authorities, airlines, pilots and other parties as part of normal
meteorologifal reports: mitigating action could then be taken (eg to
delay take-off) in line with the operating procedures of each affected
body. These would preferably use a threshold of 300 MeV rather than
those currertly employed by the National Oceanic and Atmospheric
Administratipn (NOAA) (> 10 MeV, >50 MeV and >100 MeV).

On-board, rdal-time monitoring is the only practical way to rapidly
detect raisefl radiation levels that would allow action to be taken to
mitigate theleffects of particles from a solar superstorm. A height
reduction can bring great benefit, eg a 30% reduction per 1 km of
altitude, butjunilateral and uncoordinated height reductions are"™\
highly risky §nd probably more risky than staying at altitude,An
appropriate varning level at a rate that would exceed ~1 @SV in
one flight - §imilar to danger levels for SEEs in avionics™is probably
appropriate put this will require study.

A

Concorde wgs compelled to carry a radiationwarning monitor [Joint
Aviation Authorities, 2001] as-are all comm&tial aircraft operating
above 43,000 feet. A similar requirement has not been extended to
other aircraff despite the fact that Subsonic routes at high latitude are
more exposqd than Concorde beealise of the higher latitude effect
and longer fljght durations ogtweighing the influence of the reduced
altitude [Dyar et al., 200Z3Consequently, the avionic infrastructure to
implement this mitigation’approach’is not in place and the cost might
be a disincertive, Howvever, it must be noted that the current situation
of individual pirlideresponse to false positive NOAA warnings can

N

(LALIL AL AL A1 e Al
VWUUTU DT TAPUSTU tU artaudrtivriaruuscT Ut Tauiat

to be up to 20 mSy, which is significantly in q@s

annual limit for members of the public fr pla
and is comparable to about three CT sean&of the
levels imply an increased cancer ri in 1,000

ed inthe cor

exposed, but this should be CO&.;{
30%.

risk of fatal cancer which is

No practical method %&casting is likely in the
the high-energy in es of greatest concern arr
the speed of i @Vlltigation and post-event ana
through be%pnboard aircraft monitoring. An e
will geneg\e onsiderable public concern.

Reémendations
Q onsideration should be given to classifying

superstorms as radiation emergencies in the
passengers and crew. If such a classification
appropriate an emergency plan should be pu
such events. While the opportunities for dos
be limited, appropriate reference levels shou
and set, if appropriate.

» Atmospheric radiation alerts should be provi
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if reliable in-flight measurements were available. It should also be
noted that many pilots would like information on the radiation levels
to be immediately available to them so that they can make informed
decisions. For example, the European Cockpit Association, which
represents 38,000 commercial pilots, has written to the European
Commission recommending that a visible warning should be provided.

Post event analysis and management of public concern
Post-event analysis will inevitably be needed to reassure the public.
Crude estimates of the dose may be made using ground level and
space monitors but the accuracy is limited by the lack of data, to
factors between two and ten. In this context there is no substitute
for onboard monitors.

whereby the priotrequests d reduction I art

tude (noting

that modest reductions can be beneficial) under solar storm

conditions.

« Post-event information and advice on the radiation doses

received should be available to passengers a
(especially to pregnant women).

nd crew
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9. lonising radiation impacts on
avionics and ground systems

9.1 Introduction

Background galactic cosmic rays give rise, through collisions in

the upper atmosphere to a cascade of secondary particles. These
include neutrons, protons, electrons and muons with the flux of
secondary particles much stronger at aircraft cruising altitudes than

autopilot correlated with cosmic ray fluxes (as a function of latitude
variation), and the average autopilot upset rate of one for every
200 flight hours was consistent with predictions based on ground
irradiation of the same static random access memory chip (SRAM)
[Sims et al, 1994]. If these rates are scaled by calculated fluxes for
the February 1956 event, upsets could have occurred more than

on the ground.

SEPs associated With solar storms also generate secondary
particles in the ugper atmosphere with the most energetic
generating a groynd level signature. When large increases in the
flux of secondary|neutrons are seen on the ground this is known
as a ground level ¢vent (GLE). SEPs arrive within minutes of the
optical flare signajture since they travel at a significant fraction of
the velocity of ligt.

These high-enerqy neutrons and protons are problematic because
they interact with semiconductor material - on the ground or on
board aircraft - where they give rise to lower energy protons,
nuclear recoils anfl other secondary charged particles. These
deposit a small amount of electronic charge causing single event
effects (SEE), a ggneric term previously described in Box 2. With
early generation large geometry devices, this electronic charge
was small compared with the critical charge required to affect the
device. However, |ncreased integration with corresponding smaller
geometry deviceg has brought with it an increased vulnerability tQ
charge depositior). ¢
The largest GLE of record (since measurements began ird942)
occurred on 23 Fepruary 1956. This GLE exhibited a 504fold increase
in neutron flux over the background for a few hogrsilt has been
calculated that this event would have produced a@OO fold increase
at 12 km comparel with background condi%ions for this altitude [Dyer
etal, 2003]. Unfortunately, there is curfently no good estimate of
the flux correspording to a Carringtonsiiperstorm and this obviously
hinders our impacf assessmentsQurbest estimate is that the
environmental threat for a Carifgton level superstorm is four times
larger than the 19b6 event,Corresponding to a 200 fold ground level
increase and a 1200 fold iptrease at 12 km.

tion if the

lo el . ! - o o el
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system had reset after each upset [Dyeret al., 2003]

In their final report [ATSB, 2011] on an incident near northwest
Australia, the Australian Transportation Safety Bureau liminated all
environmental causes other than SEEs @0y false signals generated
by an Air Data Inertial Reference Unit, Itheir lessons fo new
systems, they state “SEEs are a pdter\ltial hazard to aircrgft systems
that contain high-density inteQrated circuits. Designers ghould
consider therisk of SEE a@include specific features in fhe system
design to mitigate the@ffects of such events, especially|in systems
with a potentially sigrificant influence on flight safety”.
A superstorm .vvodld be likely to cause an atmospheric rddiation
storm lasting 12 hours or even more. It would be widespfead,
possiblyxextending down to the tropics if there were alsp a
geomagnetic storm in progress. Consequently, all flight foutes from
theUK could be affected. As with spacecraft, the wide vpriety of
“avionic system designs makes a blanket assessment difffcult, but
during a storm period the most likely effects would be increased
workload for pilots and air traffic controllers in order to Handle
aircraft systems failures.

9.3 Engineering consequencegs
of an extreme event on ground
systems

The atmosphere provides considerable protection to grqund
level systems and for this reason this study focuses on dirborne
systems. Yet we know that SEEs are occasionally seen o ground
systems [Normand, 1996; Ziegler et al., 1996] and are likely to

9.2 Engineering consequences on
avionics of an extreme event

Since the early 1990s there have been a number of open literature
recorded instances of SEE in avionics at background levels of
radiation [e.g. Normand, 2001; Normand et al.,, 1997; Olsen et al.,
1993]. Increases in high-energy particles above this background,
associated with a superstorm are then of concern because they
increase the probability of an SEE in aircraft systems.

Normand [2001] illustrates the importance of SEE in the context
of the background cosmic ray flux. He reported that upsets in an

DE of MTrEasMy CoNTarmT M the 4esigm of automotive efectronics,
miniaturised devices and safety-critical systems in general. Medical
devices such as implantable cardiac defibrillators have been shown
to give errors from cosmic rays [Bradley and Normand, 1998].
Upsets in major computing facilities correlate with altitude and,
since a major server suffered significant outages and caused
economic losses, certain server technologies have been tested in
neutron radiation facilities [Lyons, 2000]. In light of this evidence,
safety-critical ground systems such as those in nuclear power
stations should consider the impact of superstorm radiation at
ground level within its electronic system reliability - and safety-
assessments. In the case of nuclear power a Carrington event

may not be a sufficient case since relevant timescales for risk
assessment may be as long as 10,000 years.
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9.4 Mitigation

Avionics
Avionics are[some of the most Sop\his\[icated but safe technological
systems in cpmmon use, Avianiesroutinely incorporate redundant
and majority voting systemsito'mitigate hazards - including the
effects of sglar storms (ground based safety critical systems also
embody sim|lar approaches making them also architecturally
resilient to spaceveather). Notwithstanding these design
approaches |speCific engineering steps could be required to

\.

management is increasing within the aviation industry. The
specification contains a requirement (clause 4.3.7)[that component
level atmospheric radiation effects shall be assess¢d and
documented in accordance with IEC 62396-1 Ed.1, 012 section

9. This specifies quiet-time and moderate events (fominal
environment). Solar storms are also mentioned in 4ection 5.6 of IEC
62396-1 Ed.1, 2012 where there is a specification ¢f the SEE rates
which could be experienced during a superstorm ejent.

The IEC standard on avionics atmospheric radiation (IEC 62396-1

minimise the TSRk TTom SEPS.
Since 2006, a series of atmospheric radiation standards has been
developed by the International Electrotechnical Commission (IEC)
[Edwards et al.,, 2004]. These are IEC62396-1 Ed1, 2012 [IEC, 2012¢]
;IEC62396-2, 2012 [IEC, 2012a]; IECTS 62396-3, 2008 [/EC, 2008c];
I[ECTS 62396-4, 2008 [IEC, 2008b] and IEC TS 62396-5 [IEC,
2008a]. The IEC publications have the form of recommendations for
international use, and are accepted by IEC national committees

Second or third party accreditation through the International
Electrotechnical Commission Quality (Assessment System for
Electronic Components) (IECQ) to the IEC technical specification,
I[EC/TS 62239-1 Ed.1, [IEC, 2012b] for electronic component

Ed- T, 202 Section Sy provides a methodoiogy for documenting
compliance of avionics which will be operated within an
atmospheric radiation environment. This standard recommends
that once the initial design is complete, all SEE sensitive electronic
components should be identified and their atmospheric radiation
susceptibility determined. Guidance for obtaining this information
is contained within technical specification IEC 62396-2, 2012. If
the component level SEE cannot be mitigated within the equipment
design the standard recommends that the SEE be mitigated at
the equipment or systems level. If this is not feasible, the part or
equipment design might need to be changed.

For aircraft systems (as opposed to components) radiation
standards and industry awareness are less developed. This is
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progressing through the revision of the SAE/EUROCAE Aerospace
Recommended Practices, ARP 4761, which is exploring how to
introduce consideration of SEE to the system safety assessment
process.

The impact on equipment and systems of extreme events might
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Operational mitigation

As already described in the context of air passenger safety
considerable reductions in superstorm radiation can be obtained
by reductions in flight altitude (30% per km of altitude reduction)
and possibly rerouting aircraft to lower latitudes. However,
uncoordinated altitude reduction introduces risk. Even coordinated

be determined by frradtatit | the cquipllltﬂ e videarea ettron
radiation beam with the appropriate energy, spectrum and fluence,
as described in tefhnical specification IEC62396-2:2012. Levels
comparable to anfextreme event such as the Carrington Event at
aircraft altitude would be required for such a determination. For
avionics there ard currently only two or three facilities worldwide
that could generdte radiation levels representative of the
atmospheric envijonment. This situation should improve in the
next two years w(th the opening of a dedicated beam-line (ChipIR)
ISIS Spallation Neptron Source at the Rutherford and Appleton
Laboratory in the[UK. The ChipIR wide beam facility will enable
complete powerefl and monitored equipment and systems to be
irradiated at radigtion levels equivalent or greater than a Carrington
event to verify equipment SEE tolerance. However, to make this
worthwhile, interpational aircraft industry cooperation will likely
be necessary to afjree on standardisation of test methodology

and equipment dgsign techniques to determine the most effective
means of addresding this phenomenon.

N
9.5 Avior

Summary O®

Very little documéntary evidence mﬁjbe obtained regarding the
impact of solar erfergetic parti ‘ground infrastructure and it is
consequently difffcult to ex te to a solar superstorm.

y e i@ie of normal and storm time impacts is
available in respeft ionics - no doubt because the operating

More documenta

: N\ .
ics and ground §y\stems - summary and recommendations

hc;ght redtetiorcarresttsowrrisk by frrereastt 4s] atreraft fuel burn
which results in an aircraft possibly needing to re-route|A risk-
benefit analysis would be required to evaluate this'eptign.
Situational awareness of superstorm radjation’- suggesjting
actions ranging from fastening seatbelts(to mitigate adainst any
unexpected changes in height and direetion introduced fhrough
the avionics) to altitude reductions br rerouting - can bg provided
to the pilot fromground, space‘:and on board sensors. The latter
is likely to be preferable frgm'a technical standpoint becpuse the
measurement will be made where the risk occurs.

SEPs exhibit a wide spectrum of energies and it is currently
impossible t@ fore‘cast the spectrum - and danger - of thje particles.
Mareover{thefirst particles arrive within a few minutes pf seeing
the associated solar flare. Consequently, no practical forpcast of the
eventyhor its associated impact can currently be providgd.

N

Recommendations:
» Ground-and space-derived radiation alerts should be provided
to aviation authorities and operators. The responsilple aviation
authorities and the aviation industry should work t¢gether to
determine if onboard monitoring could be considergd a benefit
in flight. Related concepts of operation should be d¢veloped
to define subsequent actions, eg fastening of seatfjelts or

environment has aftgher ffoxof Mfgh-energy partices. our
estimate is that during a solar superstorm the avionic risk will be
~1,200 times higher than the quiescent background risk level. We
note that the more critical avionics, such as engine control, are
designed to mitigate functional failure at component, equipment
and system level and consequently they will be partially robust to
solar energetic particles.

Solar energetic particles exhibit a wide range of energies and it
is currently impossible to forecast the spectrum of particles that
might erupt from the Sun. Moreover, because the first particles
arrive within a few minutes of the associated solar flare no
practical forecast of an event and its consequences can currently
be provided.

TequCng artttude Fthe stormoccars onroate or, 11 5till on the
ground, delaying take-offs until radiation levels have reduced.
This could even include reductions in altitude if deemed
beneficial and cost-effective.

» The responsible Aviation Authorities and the aviation industry
should work towards requiring that future aircraft systems
are sufficiently robust to superstorm solar energetic particles,
including through the appropriate standards in atmospheric
radiation mitigation - for example IEC 62396-1 Ed.1:.2012).

* Since the impact of a solar superstorm on ground-based systems
cannot be clarified, further consideration is required. Systems with
very high safety and reliability requirements (eg in the nuclear
power industry) may need to take account of superstorm ground-
level radiation on microelectronic devices within the system.
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10. Impacts on GPS, Galileo and other
GNSS positioning, navigation and timing

(PNT) systems

10.1 Introduction

(alel

structures and gradients in the ionosphere. Small-scale structures
(less than 1km) are also generated and these cause scintillation (ie

Transmissiops-fromGtobat Navigut;w rSatefitte S_y)tclll) (GN_)_J),
including th¢ Global Positioning System (GPS), GLONASS and Galileo,
provide posifioning and navigation services. The car satnav is
perhaps the|best known exemple, but ship and aircraft navigation,
tracking of groducts and deliveries and emergency service dispatch
are all incredsingly dependent on the GNSS position and navigation
services. GNSS also provides very accurate (tens of nanoseconds)
timing serviges. Some telecommunications services use timing
signals from|GPS satellites to synchronise networks to facilitate
data flow and the financial services industry uses GNSS to time-
stamp transpctions in high speed trading.

lonospheric gpace weather affects GNSS transmissions in.a number
of ways and|there are a number of compensatory approaches
[Cannon, 200S; Herndndez-Pajares et al., 2011; Kaplan, 2005;
Mannucci et|al., 1999; Walter et al., 2000].

|cp;d char TgeS e lp:itudc arret phc)c) of-the-stgmals. Scintillation

is not often observed over the UKand normal urs at equatorial

and high latitudes, where it is a serious aﬁg@i ing problem.

During an extreme space weatherevent, itis likely[that ionospheric
i

scintillation will be observedat UK es and infleed globally.

Amplitude scintillation;, that ca’jge'_% rapid changes |n the carrier-to-
noise ratio, can lead to los &D rrier tracking in all feceivers.

Phase scintillation t %fﬁciently disturbs the cafrier phase
causes the receiver phase tracking loop to lose lock impacting the
reception of t portant navigation data messade which includes
the satelli’ﬁmpherides. The code tracking loop, tfat measures
range to,the’satellite; is fairly robust to phase scintfllation and
usu@ mains locked.

Coincident w
bursts (SRBY
be detected
and especial

ith the optical signature of the solar flare, solar radio
), lasting for a few minutesto a few tens of minute‘@%
bt GNSS frequencies. During particularly active periods,

y associated with a superstorm, there may b, umber

R

s of phase lock in receivers used in high integrity
aviation)is particularly important as these receiverd
read the satellite data message. To mitigate this, sa
augmentation systems (SBAS), such as WAAS and E
message symbol rate of 500 symbols s, together w

applications (eg
need to regularly
ellite based
[LNOS, employ a
itharate one-

of bursts ovgr the course of several days. SRBs can causelsss of lock
in GNSS recgjivers [Cerruti et al., 2006; Cerrutiet a/.,&@B] located in
the sunlit hgmisphere, due to anincrease in radiofoise interference.
The effect of a SRB on GNSS was first Seen@ ecember 2006,
notably at sqlar minimum. This SRB was measured-at 1 million solar
flux units (ompe solar flux unit = 10'22\/)@(}-(2'1) with smaller events on
6.13 and 14 Pecember that year. T@ was sufficient energy at GPS
frequencies fo interfere with eé’u’er operation for 10 to 20 minutes
on each occdsion. Position romseveral semi-codeless (and
therefore noft robust) r €rs in the International GNSS Service (IGS)
network werle lost [ o etal., 2009].

Arriving sonj -24 hours behind these prompt effects are the

half encoder and repeated messages to deal with biirst errors.

Unfortunately, our estimates of the disruption to GN$S caused

by scintillation resulting from a superstorm are poor. Pur working
assumption is complete loss of service for a period offone day, however,
itis quite possible that there will be periods when at feast one satellite
signal can be received and timing synchronisation reqained. For critical
infrastructure, our working assumption is extended o loss of service
fora period of three days and includes an allowance for re-initialisation
of the satellite constellation (or augmentation systerp) after the storm.

10.2 GNSS for navigation

plasma partictes assotiated Wit the CME. The fatter matrecty
cause perturbations to the ionospheric electron density over large
portions of the globe and cause large-scale (10-1000km) wave-like

OUR WORKING ASSUMPTION IS COMPLETE
LOSS OF SERVICE FOR A PERIOD OF ONE
DAY, HOWEVER, IT IS QUITE POSSIBLE THAT
THERE WILL BE PERIODS WHEN AT LEAST
ONE SATELLITE SIGNAL CAN BE RECEIVED

AND TIMING SYNCHRONISATION REGAINED. |

Single frequency civilian navigation systems.

All GNSS systems have the option of operating in a single frequency
mode and are dependent on a compensating model of the signal
delay due to the electron density in the ionosphere. On average, the
model compensates for ~50% of the ionospheric delay.

At the start (and end) of an extreme event when the ionosphere is
highly disturbed, the position and navigation solution from a single
frequency GNSS receiver will be significantly degraded due to a
large mismatch between the actual ionosphere and the average
model assumed by the receiver. Moreover, during these periods it is
likely that, due to scintillation, not all satellites will be tracked and
there will be a consequential dilution of precision. Single frequency
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GPS is specified to provide horizontal errors below approximately
40 m for around 99% of the time. Typically, GPS errors are below 5
m. At the start and end of an extreme space weather event errors
might be measured in 100s of metres.

During the main p

hase of the event, very significant electron
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being extremely sensitive to phase scintillation on the L2 signal caused
by a disturbed ionosphere. Under superstorm conditions, spatial
gradients and tracking loss are likely to combine to cause a break in
service of precision approach and other high integrity operations.
Under these circumstances, SBAS is likely to support the reversionary
non-precision approach (vertical navigation based on baro-altimetry).

density perturba
will occur on all sg
positional and na

Dual frequency
GPSis being enhg
current L2 freque

IUI IS) V\l;“ uLiur al Id It ;) :I:\C:_y thc!t )L,;I IJL-;“C!JI:;UI I
tellite paths. During this period, it is likely that
igational solutions will be completely lost.

civilian navigation system.
nced with a second open (civil) signal at the
hcy (1227 MHz) and a new L5 frequency (1176

MHz). These freqliencies will become fully operational over the next

few years. Galileo
civil operations.

Dual frequency o
model and receive
able to maintain g
electron density i
frequency receivg
be more prevalen
the startand end
of precision and d
navigation solutid
best that can be g
frequency operat

Augmented nav
The preceding sp
augmented navig
aircraft navigatio
Augmentation Sy
Navigation Overld

During the large g
navigation guidar
30 hours [FAA, 2(
navigation guidar

will also add to the number of signals available for

eration obviates the need for an ionospheric

rs equipped for dual frequency operation will be
ccurate operation even in the event of significant
erturbations and gradients. However, the dual

rs do not mitigate scintillation which will in fact
at the lower frequencies. This means that during
phases of a storm, there will be significant dilution
Lring the main phase of the event positionand

ns will likely be lost. During a superstorm the
xpected is a marginal improvement over single
on. A

gation systems and otherdiffepéftial systems
hce weather vulnerabilities alserapply to
Htion systems such as those désigned for

and landing. These inaclude the US Wide Area
btem (WAAS) and thelEuropean Geostationary
y Service (EGNOS).\.

AN

eomagnetiestorms in October 2003, vertical
ce was.Unavailable from WAAS for approximately
04].(t should be noted that WAAS horizontal
cevémained continuously available and the

10.3 GNSS for time and timing

Background C

Many industrial applications require timentiming with ap

accuracy, stability and reliability in order & operate effecti
Q \

» (Constant digital traffic ﬂoh\/ dcross a telecommunicd
network requires accdrate timing to ensure uninter
traffic throughput!

* The next generation of mobile data communications (dealt
within'Chapter 12) willrequire accurate time slot aljgnment -
now refenred‘to in theITU standards as time/phase

. Natiahal power generation and distribution require
time’and time/phase.

s Server clocks need to keep the same time of day acro{
forexample to support billing systems and financial tr

propriate
ely - oratall.

tions
rupted

b accurate

s the world,

hding.

N\
Synchronising these time and timing applications to a
(UTCtraceable) clock was made easier with the emerg
GPS system.

ommon
bnce of the

National or core telecom network traffic timing

The UK national telecom networks first derived time fro
1996, but with mitigation techniques to ensure complet
GPS did not compromise network timing.

M GPSin
e loss of

ks when
rks,

must be
rsto meet
uperstorm.

Curry [2010] has explored the issue of holdover in netwag
GPS is denied. This analysis has demonstrated that netw
and particularly critical national infrastructure networks,

provisioned with rubidium or better (eg caesium) oscillatq
the requirement for three day holdover in the event of a g

integrity of the sy

M wdas NOTIOST SKBS dls0 dlfect the WAAS

availability. The December 2006 SRB (the largest on record) caused

a WAAS loss of ve
storms, operation

rtical guidance for 15 minutes. As with the 2003
al integrity was maintained.

Inan extreme event, the system metrics will be impaired at the start
and end phases and service loss is likely during the main phase.

Augmented and di

fferential systems are particularly sensitive to

medium scale spatial gradients in the ionosphere which will be

prevalent during a solar superstorm. Furthermore, augmented systems
(currently) use a type of receiver at their reference stations that tracks
the phase of the military encrypted GPS signals. These semi-codeless
tracking receivers require significantly higher signal-to-noise ratios
than normal code and carrier tracking. This results in the receivers

MOSTOR WITEINE Core Tetetom networks, for botTfixed e and
mobile backhaul, now use GPS timing backed up locally by rubidium
oscillators. In the event of GPS denial, the network timing is
referenced to caesium atomic oscillators meeting the ITU G.811
standard - the current UK national network infrastructure, therefore,
has the requisite holdover oscillators already in place. However, as
more edge networks (as opposed to core networks), higher data rate
packet-based networks and enterprise networks are deployed it is
important that space weather vulnerability is regularly assessed.

GNSS for time/phase applications

Time/phase is the alignment of elements in a network to a common
time base and most usually this is UTC which is easily derived from GPS.
Typical examples of this requirement are energy networks which use it
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for synchrophasor operations and future smart grid applications. Time/
phaseis also needed in the time division duplex (TDD) variants of the
4G mobile networks. These are dealt with in Chapter 12.

GNSS for time-of-day applications
Some computer systems require traceable and accurate time-of-

IEC PAS 62396-6:2014 © IEC 2014

We can identify vulnerabilities according to applications that require
clock accuracies of 1s, Ims and 1ps. Analysis by Curry [2010] shows
that an extreme space weather event will only have a severe impact
on time-of-day applications where accuracies of better than a
microsecond are required over the projected three days outage
period. Emerging applications needing accuracy better than a

U Jl:;IIIL'.')JL-Cll LI ﬁl Idil IL;Cl: tl al I)Cll.t;Ul S, }JIUV;L_JIC II__)I“II g
measure an event time and duration or log an alarm.
rk time protocol (NTP) servers exist on the internet,
metimes not secure or accurate enough for mission
Cially-critical applications. Consequently, some
s implement their own NTP servers. These locally
P servers usually use GNSS as the source of UTC and
ith high-grade oven-controlled crystal oscillators or
rubidium osgillators. Loss of GPS would result in the NTP master
clock progrepsively becoming less accurate and so the vulnerability
is applicatiop dependent.

day in order
information,
While netwd
these are s
- or commer
organisatior]
deployed NT
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104 C

Summary
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socialand e
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ht in a number of safety of life applications; and th%\
loss resulting from a superstorm would have sever
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e requirements. For crit@(ifming infrastructure,

ht that holdover osci I@r be deployed capable of

the requisite performance for these periods. UK

ommunicati@ﬁearto meet this requirement.

foreca@g, it is inevitable that aircraft will be flying
| be i@ sit when the superstorm initiated. Aircraft

use differenti augmented systems for navigation and in the

Assuming th
the impact d
superstorm
between on
on the servi
itisimporta
maintaining
networked g

With current]
and ships wi

Q
NSS - summary and recommend&@%ns

cy trading in the
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financial services sector and smart grid applicationp.
e maintained
propriate

[lude using

P) or other (than
bnisation such
nin the UK and
have (different)

If UTC alignment across multiple locations dahnot
against the temporary loss of GNSSther other ap
mitigation solutions might be conSidered. These in
network time and timing fromithetore (such as PT
GNSS) off air sources of UTC\Gateable time synchr]
as eLoran signals. These‘gre broadcast from Antho
are transmitted at 1@0 kHz and consequently also
space weather vdlnerabilities.

commendations
Al critical infrastructure and safety critical sy
accurate GNSS derived time and or timing sho
to operate with holdover technology for up to
Care should be taken to ensure that this requi
to cabled and fibre communications systems.
Backup position, navigation and time services
service (which in the UK is broadcast from the
transmitter) should be considered as an altern
UTC traceable time, timing and location based|services. We note
that the USA has set-up the Alternate Positiof Navigation and
Time (APNT) programme that is working to reqonfigure existing
and planned ground navigation aids (e.g. Distgnce Measuring
Equipment) and the ground based transmitteljs associated with
automatic surveillance) so that they can back {ip GNSS well into
the future.
Since loss of GNSS would have a major impactjon lives in
general, and on shipping and air travel specifidally, warnings

tems that require
ild be specified
three days.
ement extends

Kuch as elLoran
Anthorn
ative to GNSS for

|
future possibty Tor fanding: Wt These appitations Setto MTedsE, The
potential for significant impact from an extreme space weather event
will likewise increase. Fortunately, the aviation industry is highly safety
conscious and standard operating procedures appropriate to other
emergency situations are likely to provide sufficient mitigation to an
extreme space weather event. These include other terrestrially based
navigation systems. The challenge will be to maintain those strategies
over the long term as GNSS become further bedded into operations.

This study has not explored the impact on ship navigation, but
recognises that precision and non-precision navigation by GNSS is
widespread and standard operating procedures will be needed to
educate sailors on how to recognise a solar superstorm and deal
with it in the possible absence of HF and satellite communications.

of events shoufd be provided througma nationally recognised
procedure, possibly involving government crisis management
arrangements, NATS, the CAA and the General Lighthouse
Authority. Criteria should be established for the re-initiation of
flying when it is safe to do so.
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11. Impacts onradio
communication systems

11.1 Introduction

Space weather events can affect the operation of radio systems in
a number of ways. The effects may be prompt (ie they occur soon
after the initial event on the sun) or delayed (ie some days later).
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Figure 13: Potential mechagidnts Tor disturbance of terrestr
communications systemsdue to extreme space weather e
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GNSSis poten,tiall'y vulnerable to both solar radio noise
also to iomospheric disturbances. Uplink, downlink and b
links aregvholly terrestrial and are thus are only vulnera
incregsed solar noise.

“GNSS in mobile systems

The use of GNSS (currently GPS) at base stations varies
according to the wireless technology employed. The 3G
stations used by some operators in the US, Eastern Eurg
Far East, conform to the 3GPP2 standard use GPS for tinj
synchronisation at each base station. By contrast, the 3
systems which are used for almost all public mobile syst
the UK were specifically designed not to require GPS suf
avoiding the need for synchronous operation between g
base stations. Consequently, UK public mobile systems s
largely unaffected by GNSS disruption during a superstg

One potential exception in 3GPP systems is synchronisatiol
stations for the TDD variant of LTE technology (TD-LTE). G
proposed to provide uplink/downlink synchronisation. Ho

is an optional approach and could and should be avoided fg

al mobile
PNts

urstsand
hckhaul
leto

Gignificantly
[ DMA base
pe and the
ing and
[,PP-based
bms in

port, by
djacent
hould be
rm.

h of base

PS has been
ever, this
rcritical

Disturbance m

charmisms

SYSLEITIS Via the use O NMetwork-based Syncnronisation te

niques,

Terrestrial mobile systems typically work in the frequency range of
380 MHz - 3.5 GHz. Potential mechanisms for disturbance of mobile
networks by an extreme space weather event are illustrated in
Figure 13. They include:

» GNSS, ifitis used for timing/synchronisation/location purposes
at the base station or elsewhere within the network

» uplink access link (ie a mobile station transmitting to a
base station)

» downlink access link (ie a base station transmitting to a
mobile station)

» wireless backhaul (point-to-point and point-to-multipoint links
between base stations and the mobile core network).

such as via Precision Time Protocol (PTP) based on the IEEE-1588
standard which is currently being deployed. LTE inits FDD variant has
just started to be deployed commercially in the UK. Wider deployments
are expected following Ofcom's spectrum auction starting in early
2013. Although deployment of TD-LTE is likely to lag the FDD variant,
itisimportant that the UK maintains the robust architectures currently
being deployed where the application of the systems is critical.

Another potential exception where GPS may be used in 3GPP
networks is in femtocells - miniature cellular access points used to
enhance services in homes or small businesses. In the US, operators
have used GPS to meet FCC requirements for emergency call
location in femtocells. This has not been required by Ofcom in the
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UK and other means of locating femtocells have instead been used
to meet the relevant requirements [Small Cell Forum, 2012].

The TETRA system used by Airwave to provide communications to
the emergency services in the UK does use GPS at each base station
for timing and synchronisation (and possibly for operatlonal location

purposes als
therefore, in
service. Furtl
TETRA, thei
Airwave has

* by netw
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Inourv
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the absence of mitigating techniques, lead to a loss of
hermore, given the reliance of the emergency serviceson  essentially omnidirectional antennas (ex F@'\
mpact of a loss of service could be severe. Consequently, dBi. Tl
Imitigated against such potential impacts in several ways:

ork configuration to allow base stations to continue to
for an extended period of time in the absence of GPS.
ew, holdover for up to three days may be required
rovision of external power supply arrangements (battery

erator as applicable) to allow for non-mains running
bf up to seven days for the main part of the network

es which are independent of GNSS

fracts with Airwave are due to expire in the next
arting in 2016. It is strongly recommended that the

maintain and if appropriate extend resilience agaj
ver a period of three days. $
N
sessment concerns the impact of GPS as o'e&’oyed at
. It is possible that some mobile netw
here within the network:nosuchi
plevant standards, but the pos@h&y remains.

b in mobile systems
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ceis known of or
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connection and only temporary loss of service. These mechanisms are
likely to handle large noise rises with essentially the same robustness;
consequently only longer duration events are likely to affect the mobile
network. Furthermore, the external solar noise rise would have to be

significant compared to the internal system noise.

seven and 10 dB in bandwidths of 200 kHz to M

with a gain of between around -5 dBi a

protected from solar noise by surro bundmg
block the line of sight to the Su &equently, ev
noise from the SRB is signiﬁcao‘nrt:bwill affect only f
rather than the whole syé

The impact of radio Qs?Bn base stationsis more li
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SRBswill's gsw measureable impact. However, theg
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the base station will only be affected when the Sun
horizon. Furthermore, the horizontal beamwidth is |
t0 80°-110° (base stations typically have multiple s
coverage at all azimuths) so only sectors facing the
affected. In conclusion, the SRB must occur close to
and only those mobiles served by the sectorin the d
Sun will be affected. Mobiles near the cell edge (ie t
a weak signal at the base station) will be most affec
backhaul links could in principle also be affected by s
rise effects; however, they typically use narrow bea
reducing the probability that the Sunis in the beam

As a numerical example, we assume that at least o
every base station is directed at the horizon and h¢
the sun at near-maximum gain. Calculations (base

then suggest that the base station noise rise will be

of amobile is given in brackets):
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* noticeable [ie +1 dB] when solar flux density is above around

250 (12000) SFU and

* significant [ie +3dB] when solar flux density is above around

1000 (47000) SFU

There were 2,882 SRB events measured with more than 1,000 SFU
(assuming a 12 minute window) during the period 1960-99, [Bala
et al, 2002]; ie more than one per week on average. However, no
impacts on mobile phone networks have been reported, even during
the most intense SRB on record in December 2006. However, it is
possible that the effects are hard to discern among the many other
variabilities in service quality on mobile networks and the overall

impact is difficult to judge.
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In an attempt to understand the impact of SRBs associated with
a superstorm it is useful to look at the work of Kintner[2009]
who defines intense SRBs as those in excess of 150,000 SFU.
Such events, evaluated on the same basis, would correspond to
around 22 dB of noise rise in base stations, and a carresponding
severe loss of service. There have been several such events
between the 19 ; i

and characteristifs are uncertain because of inconsistencies in
various measurements. A fuller characterisation of the probability
and impact of sugh events requires a better understanding of

the expected dis{ribution of extreme events by radio frequency,
duration, intensitly and temporal structure within an event
(milliseconds to spconds).

In conclusion, extfeme event SRBs are likely to have a widespread
and noticeable impact on the mobile phone network, but only for
base stations facipg the Sun at dawn and dusk. The local time of the
radio burst will thprefore be critical and very different impacts will
seen in different geographical locations.

11.3 HF gommunications and
internatignal broadcasting

Introduction
High frequency (3
and broadcasting
ionosphere to pro
valuable alternati
especially near th
are not visible. Th
to-point HF comn
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unicationsare the aviat'@n and shipping

mary users of HF brogdgasting are international

as the BBC World Service.
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olar actjvity, such as flares and coronal mass
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equatoriallatitudes, between 18 local time and 24 |

ocal time

These irreqularities manifest themselves as multipath and
Doppler distortion on HF signals and are related to scintillation

seen at higher frequencies.

Modern HF systems provide substantial mitigation against all of

that defined in NATO STANAG 4415) that are tolerant to'll
and multipath effects that can operate with low signalle

these modems are used in conjunction with multiple groy
using multiple operating frequencies [ Gogdman, 2006; (
al, 1997]. However, there remain a largé.number of legad
- not least in commercial aircraft - that stffer frequent se
interruptions during even moderaté sfﬁace weather event

~

During a solar superstormdye e;pect theauroral oval ton
south sothat itincludesoris south of the UK and conseq
all of the above effeéts may be experienced by long dista

communications @riginating.in the UK. The effects will be
the evening hours‘, but will probably continue with little rg
several days:

Aircraft HF communications
As a minimum, aircraft are required to carry analogue vg
“equipment for long distance communications, although
aircraft are equipped with more modern and effective di
datalinks [ARINC, 2012]. Approximately 60% of aircraft]
of the UK also carry satellite communications equipmen
to their HF communication equipment. In contrast to so
countries (eg the US) no scheduled flights from the UK 1
72° north. This renders the HF communications to UK ai
somewhat less susceptible to moderate space weather
although it should be noted that loss of HF communicat
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aircraft remains a frequent event even under normal cofditions.

During an extreme event it is likely that communications
aircraft in the North Atlantic would be lost. For aircraft in
there are well established procedures for coping with lo
communications, as defined by /CAO [2005]; these gend
aircraft to complete their flight plans. However, in the e

to most
flight,
sof HF
rally allow
ent of an

Earth, which in turmfeadto dfStarbances M the TonospheTe:

e X-rays produced during solar flares cause an increase in the
density of the lower layers of the ionosphere across the
sunlithemisphere. This increases the absorption (fading)
of HF signals - an effect known as a sudden ionospheric
disturbance (SIDS)

» highly energetic solar particles ionize the lower ionosphere in
the polarregions. This increases the absorption of HF signals -
an effect known as polar cap absorption (PCA)

 ionospheric storms occur, which result in regional and global
reductions in the operational HF band.

» Storm associated electric fields and particles cause
irreqularities and gradients at high (primarily auroral) and at

extended-aurdation, wide-dred 1055 01 FF COmmunicatio

stoall

aircraft (when satellite communications may also be lost, Section

12.5) itis likely that flights will be prevented from taking
extreme case, there does not appear to be a defined me
reopening airspace once communications have recovere

HF broadcasting

off. In this
chanism for
d.

HF broadcasting, such as that provided by the BBC World Service,
will also be degraded or entirely unavailable for up to several

days during an extreme space weather event. However,
the limited use of national HF broadcasting within the U
unlikely to pose a major national threat.

owing to
K, thisis
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Figure 14. Iohospheric scintillation morphology © [Basu et al,, 2002]
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11.4 Mobile satellite
communications
Small scale ifregularities often found in'the high and equatoriah(s

regions (Figyire 14) during the evening hours cause scintillation,’ie
rapid fluctugtions in the amplitude, phase and direction ofarrival
of signals of|satellite signals. The effects of scintillationdncrease
as the frequpncy is decreased and lead to increased'efror rates

on communitations signals. Moderate ionosphehicscintillation
generally onlly affects satellite communications operating in the
VHF and low UHF band - such systems are\hargely military. More
severe evenls can degrade L-band (&1\SGHZ) civilian satellite
communicatjon systems (e.g. Iridigmand Inmarsat).

A\

rintillation, leads-t0 message errors if the system
fade marginfis exceeded;d@nd if the fade is so long that the error
correction cgde and.interleaving is unable to correct the data steam.
Fading has Heen recorded on satellite communication systems at

Amplitude s

6 GHz althodighthe fade depth at this frequency is only a few dB (around 10 GHz). At these frequencies the ionosph
(peak—to—pekmmmmmw

been measured on 4 GHz signals (worst case) [Aarons, 1984]
and over 20 dB has been observed at L band (1.5GHz) [Basu et al.,
1988]. This provides indicative values for a superstorm.

Solar radio bursts can interfere with VHF, UHF and L-band
communications satellites. This is especially true for geostationary
satellites around equinox, when the satellites lie close to the
direction of the Sun (at certain times of day), and for mobile systems
with large beamwidths and low signal-to-noise ratios [ Franke, 1996].

During an extreme space weather event, high latitude scintillation
will extend southwards to cover the UK and the equatorial
scintillation will intensify and expand. Scintillation may occur at

)

s

anytime of the day, but will be strongest in the evd

ning hours.

Ougjudgement is that scintillation will render L-bad links largely

\Uihavailable for between one and three days (secti
this will be specific to the system.

For example, the L-band Iridium satellite network (
a constellation of 66 LEO satellites operates with g
margin of 15.5 dB [ICAO, 2007] which is less than t
measured by Basu et al. [1988]. It seems that ever
allowance for other degrading factors such as mul{
margin is insufficient and signal outages will occur,

11.5 Satellite broadcasting

Assuming that the satellite survives the particle erf
caused by an extreme space weather event, it is ur
services will be impaired. This is because satellite
operates at much higher frequencies than mobile {

n11.1), however,

hich comprises
n average fade
he 20dB fades
without an
ipath, the fade

vironment
likely that
roadcasting
atellite services
ere has little

11.6 Terrestrial broadcasting

Terrestrial radio (ie national and local broadcasting) should not
be directly affected by space weather events. However, the

secondary effects stemming from degraded timin

g from GPS

should be considered; for example, the BBC DAB network operates
as a single frequency network and uses GPS to provide time

and frequency synchronisation [ETS/, 2000]. It is

not clear how

much holdover is provided by the system (see Section 11.3 for a

discussion of timing holdover).
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