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INTERNATIONAL ELECTROTECHNICAL COMMISSION 
____________ 

 
PROCESS MANAGEMENT FOR AVIONICS – 

ATMOSPHERIC RADIATION EFFECTS – 
 

Part 6: Extreme space weather and potential impact  
on the avionics environment and electronics 

 
FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

A PAS is a technical specification not fulfilling the requirements for a standard, but made 
available to the public. 

The document “Extreme Space Weather: impacts on engineered systems and infrastructure” 
from the Royal Academy of Engineering (United Kingdom, London) has served as a basis for 
the development of this publicity available specification. 

The permission from the Royal Academy of Engineering (United Kingdom, London) to include 
the report within this PAS is gratefully acknowledged by the IEC. 

IEC PAS 62396-6 has been processed by IEC technical committee 107: Process management 
for avionics. 
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The text of this PAS is based on the 
following document: 

This PAS was approved for 
publication by the P-members of the 
committee concerned as indicated in 

the following document 

Draft PAS Report on voting 

107/244/PAS 107/250/RVD 

 
Following publication of this PAS, the technical committee or subcommittee concerned may 
transform it into an International Standard. 

This PAS shall remain valid for an initial maximum period of 3 years starting from the 
publication date. The validity may be extended for a single period up to a maximum of 
3 years, at the end of which it shall be published as another type of normative document, or 
shall be withdrawn. 
A bilingual version of this publication may be issued at a later date. 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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PROCESS MANAGEMENT FOR AVIONICS – 
ATMOSPHERIC RADIATION EFFECTS – 

 
Part 6: Extreme space weather and potential impact  

on the avionics environment and electronics 
 
 
 

1 Scope 

This PAS details the mechanisms and conditions that produce “extreme space weather” 
(ESW) and the changes within the avionics environment under such conditions. Consideration 
is given to the impact and risks of ESW on passengers and crew travelling on aircraft in flight 
and the option for in flight monitoring of the environment. Avionics electronics and systems 
operating during flight can be affected under such conditions and these are reviewed. By 
testing of complete equipment for extreme space weather tolerance, the degree of robustness 
to ESW can be assessed. In the PAS, flight related infrastructure (not the aircraft itself) that 
can be affected or disabled by an extreme space weather event is identified; such 
infrastructure can be in the local “space” environment or on the ground. 

This PAS is identical to the “Extreme Space Weather: impacts on engineered systems and 
infrastructure” document from the Royal Academy of Engineering (United Kingdom, London) 
which is included in Annex A. 

2 Normative references 

The following documents, in whole or in part, are normatively referenced in this PAS and are 
indispensable for its application. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any 
amendments) applies. 

IEC 62396-1:2012, Process management for avionics – Atmospheric radiation effects – Part 
1: Accommodation of atmospheric radiation effects via single event effects within avionics 
electronic equipment  

3 Terms, definitions and abbreviations  

For the purposes of this PAS, the following terms, definitions and abbreviations apply.  

3.1 Terms and definitions 

For the purposes of this PAS the terms and definitions given in IEC 62396-1:2012 apply. 

3.2 Abbreviations and acronyms  

For the purposes of this PAS the abbreviations and acronyms given in IEC 62396-1:2012 and 
in Clause 15 of Annex A, as well as the following, apply. 

CAA Civil Aviation Authority 
CME Coronal mass ejections 
EASA European Aviation Safety Agency 
EMC Electromagnetic compatibility 
ESD Electrostatic discharge 
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ESW Extreme space weather 
FAA Federal Aviation Administration 
GEO Geostationary orbit 
GMD Geomagnetic disturbance 
GNSS Global navigation satellite systems 
GPS Global positioning system 
HF High frequency 
ICAO International Civil Aviation Organisation 
ICRP International Commission on Radiological Protection 
IEEE Institution of Electrical and Electronic Engineers 
LEO Low earth orbit 
MEO Medium earth orbit 
MTTR Mean time to repair 
NOAA National Oceanic and Atmospheric Administration 
NRA National risk assessment 
SAE Society of Automotive Engineers 
SEIEG Space Environment Impact Expert Group 
UHF Ultra high frequency 
VHF Very high frequency 

4 Technical recommendations 

4.1 General 

Annex A describes the effects of the extreme space weather (ESW) improving the 
understanding, evaluates the impacts and provides recommendations on suitable mitigation 
strategies. 

4.2 ESW environment 

4.2.1 Mechanisms responsible for ESW 

An understanding of how an ESW event occurs, its impact and duration is given in Clauses 3 
and 4 of Annex A. 

4.2.2 Changes in avionics environment due to ESW 

Consideration is given to the radiation environment at aircraft altitudes and the recommended 
potential radiation levels. 

4.3 Impact of ESW on aircraft passengers and crew 

4.3.1 Impact on passengers and crew 

During an ESW event, the radiation levels during a flight at altitudes and latitudes at risk may 
be above those normally considered acceptable for the general public; a clear understanding 
of the risks and mitigations will enable the industry to manage these events effectively. This is 
discussed in more detail in Clause 8 of Annex A. 

4.3.2 In flight radiation environment monitoring 

In flight radiation monitoring is recommended because it has a number of benefits providing: 
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a) Reliable method for determining the onset of ESW. 
b) Ability to disseminate the onset information before there is major infrastructure impact and 

provides warning. 
c) Clear measurement of the radiation exposure of passengers and crew. 
d) Identification of the radiation levels at which there is impact or weaknesses in the 

electronic flight systems. 

4.4 Impact of ESW on aircraft electronic systems 

4.4.1 Effect on electronics, equipment and systems 

The effects of atmospheric radiation on avionics electronics have been understood for a 
number of years and in 2006, IEC TS 62396-1 was published by the IEC technical committee 
107 to provide guidance to the avionics industry. When this technical specification was issued 
it documented that a very large space weather event occurred in February 1956 and 
enhancements of 300 times on the radiation flux were experienced in certain locations at flight 
altitudes. Clause 9 of Annex A expands on the effects and mitigations for avionics electronics.  

NOTE  The Technical Specification IEC TS 62396-1:2006 has been cancelled and replaced by a newer edition 
IEC 62396-1:2012 published in the form of an International Standard. 

4.4.2 ESW simulation testing of electronics equipment and systems and analysis 
methods 

During ESW events which may result in more than a 2-decade increase in radiation flux, the 
flight critical equipment will be expected to continue safely in operation. 

One way to validate the equipment capability in ESW is to perform complete equipment 
system testing in a radiation simulator at enhanced flux levels. There are a small number of 
facilities world wide that can be used to test complete avionics systems and determine their 
robustness to this type of event. On the other hand, there are qualitative and quantitative 
methods for demonstrating that the electronic component, the electronic equipment and the 
system exhibit enough design/architecture margins to mitigate the radiation effects taking into 
account probabilities of increased radiation effects due to ESW in the safety analysis. 

4.5 Considerations of ESW design margins  

As more information becomes available from past and future large solar events, it should be 
possible to recommend an acceptable margin for radiation tolerance of such enhancements in 
atmospheric radiation. 
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Annex A 
(informative) 

 
Extreme Space Weather: impacts on engineered systems and 

infrastructure from the Royal Academy of Engineering 

This Annex describes the effects of the extreme space weather (ESW) improving the 
understanding, evaluates the impacts and provides recommendations on suitable mitigation 
strategies. 
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Foreword

An extreme space weather event, or solar superstorm, is one of 
a number of potentially high impact, but low probability natural 
hazards.  In response to a growing awareness in government, 
extreme space weather now features as an element of the UK 
National Risk Assessment.

earlier studies conducted in the US. However, the consequential 
impact on the UK’s engineering infrastructure - which includes 
the electricity grid, satellite technology and air passenger safety – 
has not previously been critically assessed. This report addresses 

engineering domain experts to identify and analyse those impacts. 
I believe  that this study, with its strong engineering focus, is the 
most extensive of its type to date. 

It is my hope that by acting on the recommendations in this report, 
stakeholders will progressively mitigate the impact of the inevitable 
solar superstorm. 

Professor Paul Cannon FREng
Chair of the study working group

Foreword
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An extreme space weather event, or solar superstorm, is one of 
a number of potentially high impact, but low probability natural 
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earlier studies conducted in the US. However, the consequential 
impact on the UK’s engineering infrastructure - which includes 
the electricity grid, satellite technology and air passenger safety – 
has not previously been critically assessed. This report addresses 

engineering domain experts to identify and analyse those impacts.
I believe  that this study, with its strong engineering focus, is the 
most extensive of its type to date.

It is my hope that by acting on the recommendations in this report, 
stakeholders will progressively mitigate the impact of the inevitable 
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Professor Paul Cannon FREng
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4 Royal Academy of Engineering

Rarely occurring solar superstorms generate X-rays and solar 
radio bursts, accelerate solar particles to relativistic velocities and 
cause major perturbations to the solar wind. These environmental 

satellites, avionics, air passengers, signals from satellite navigation 
systems, mobile telephones and more. They have consequently 

purpose of this report is to assess their impact on a variety of 
engineered systems and to identify ways to prepare for these 
low-probability but randomly occurring events. The report has an 
emphasis on the UK, but many of the conclusions also apply to 
other countries.

Explosive eruptions of energy from the Sun that cause minor 
solar storms on Earth are relatively common events. In contrast, 
extremely large events (superstorms) occur very occasionally – 
perhaps once every century or two. Most superstorms miss the 
Earth, travelling harmlessly into space. Of those that do travel 
towards the Earth, only half interact with the Earth’s environment 
and cause damage. 

Since the start of the space age, there has been no true solar 
superstorm and consequently our understanding is limited. 
There have, however, been a number of near misses and these 
have caused major technological damage, for example the 1989 
collapse of part of the Canadian electricity grid. A superstorm which 
occurred in 1859, now referred to as the ‘Carrington event’ is the 
largest for which we have measurements; and even in this case the 
measurements are limited to perturbations of the geomagnetic 

highest recorded radiation events measured on spacecraft. 

How often superstorms occur and whether the above are 
representative of the long term risk is not known and is the subject 
of important current research. The general consensus is that a 
solar superstorm is inevitable, a matter not of ‘if’ but ‘when?’.  One 
contemporary view is that a Carrington-level event will occur within 

should be interpreted with considerable care.

Mitigation of solar superstorms necessitates a number of 

out as much risk as is reasonably possible, and then adopting 
operational strategies to deal with the residual risk. In order to 
achieve the latter, space and terrestrial sensors are required to 
monitor the storm progress from its early stages as enhanced 
activity on the Sun through to its impact on Earth. Forecasting 
a solar storm is a challenge, and contemporary techniques are 

to improve those techniques and test them against appropriate 
metrics.  Irrespective of forecasting ability, space and terrestrial 
sensors of the Sun and the near space environment provide critical 

space situational awareness, an ability to undertake post-event 
analysis, and the infrastructure to improve our understanding of 
this environment.

that a number of industries have already mitigated the impact of 
such events.  In a ’perfect storm’ a number of technologies will be 

risk. Mitigating and maintaining an awareness of the individual and 
linked risks over the long term is a challenge for government, for 
asset owners and for managers.

Space weather: impacts on engineered systems – a summary is a 
shortened version of this report suitable for policy makers and the 
media – see www.raeng.org.uk/spaceweathersummary.

Key points: 
Solar superstorm environment
The recurrence statistics of an event with similar magnitude and 
impact to a Carrington event are poor, but improving. Various 
studies indicate that a recurrence period of 1-in-100 to 200 years is 
reasonable and this report makes assessments of the engineering 
impact based on an event of this magnitude and return time. If 
further studies provide demonstrable proof that larger events do 
occur – perhaps on longer timescales - then a radical reassessment 

100 years should not be a reason to ignore such risks.

Electricity grid

on the national electricity grid.  Modelling indicates around six super 
grid transformers  in England and Wales and a further seven grid 
transformers in Scotland could be damaged through geomagnetic 
disturbances and taken out of service. The time to repair would be 
between weeks and months. In addition, current estimates indicate 
a potential for some local electricity interruptions of a few hours. 
Because most nodes have more than one transformer available, 
not all these failures would lead to a disconnection event. However, 
National Grid’s analysis is that around two nodes in Great Britain 
could experience disconnection.

Satellites
Some satellites may be exposed to environments in excess of 

rates and creating electrostatic charging hazards. Because of the 
multiplicity of satellite designs in use today there is considerable 

from more modest storms indicates that a degree of disruption to 
satellite services must be anticipated. Fortunately the conservative 
nature of spacecraft designs and their diversity is expected to limit 
the scale of the problem. Our best engineering judgement, based 

1.  Executive summary
IEC PAS 62396-6:2014 © IEC 2014 – 11 –
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Extreme space weather: impacts on engineered systems and infrastructure 5

1.  Executive summary

temporary outages lasting hours to days as a result of the extreme 
event, but it is unlikely that these outages will be spread evenly 

would inevitably prove more vulnerable than others. In addition, 

cause rapid ageing of many satellites. Very old satellites might 
be expected to start to fail in the immediate aftermath of the 
storm while new satellites would be expected to survive the event 
but with higher risk thereafter from incidence of further (more 
common) storm events. Consequently, after an extreme storm, all 
satellite owners and operators will need to carefully evaluate the 
need for replacement satellites to be launched earlier than planned 
in order to mitigate the risk of premature failures.

Aircraft passenger and crew safety
Passengers and crew airborne at the time of an extreme event 
would be exposed to an additional dose of radiation estimated to 

limit for members of the public from a planned exposure and about 
three times as high as the dose received from a CT scan of the 
chest. Such levels imply an increased cancer risk of 1 in 1,000  
for each person exposed, although this must be considered  

 
No practical method of forecast is likely in the short term since 
the high energy particles of greatest concern arrive at close to the 
speed of light. Mitigation and post event analysis is needed through 
better onboard aircraft monitoring. An event of this type would 
generate considerable public concern.

Ground and avionic device technology
Solar energetic particles indirectly generate charge in 
semiconductor materials, causing electronic equipment to 
malfunction. Very little documentary evidence could be obtained 
regarding the impact of solar energetic particles on ground 

solar superstorm. More documentary evidence of normal and storm 
time impacts is available in respect to avionics - no doubt because 

particles. Our estimate is that during a solar superstorm the avionic 

risk level and this could increase pilot workload. We note that 
avionics are designed to mitigate functional failure of components, 
equipment and systems and consequently they are also partially 
robust to solar energetic particles.

Global navigation satellite systems (GNSS)
Assuming that the satellites – or enough of them – survived 
the impact of high energy particles, we anticipate that a 
solar superstorm might render GNSS partially or completely 
inoperable for between one and three days. The outage period 
will be dependent on the service requirements. For critical timing 
infrastructure it is important that holdover oscillators be deployed 
capable of maintaining the requisite performance for these periods. 

UK networked communications appear to meet this requirement. 
There will be certain specialist applications where the loss or 
reduction in GNSS services would be likely to cause operational 
problems; these include aircraft and shipping. Today, the aircraft 
navigation system is mostly backed up by terrestrial navigation aids; 
it is important that alternative navigation options remain available 
in the future.

Cellular and emergency communications
This study has concluded that the UK’s commercial cellular 
communications networks are much more resilient to the 

of other countries (including the US) since they are not reliant 
on GNSS timing.  In contrast, the UK implementation of the 
Terrestrial European Trunked Radio Access (TETRA) emergency 
communications network is dependent on GNSS. Consequently, 
mitigation strategies, which already appear to be in place, are 
necessary. 

High frequency (HF) communications
HF communications is likely to be rendered inoperable for several 
days during a solar superstorm. HF communications is used much 
less than it used to be; however, it does provide the primary long 
distance communications bearer for long distance aircraft (not all 
aircraft have satellite communications and this technology may 
also fail during an extreme event). For those aircraft in the air at 

to follow in the event of a loss of communications. However, in the 
event of a persistent loss of communications over a wide area, it 

or reopening airspace once communications have recovered.

Mobile satellite communications

communications might be unavailable, or provide a poor quality 
of service,  for between one and three days owing to scintillation. 
The overall vulnerability of L-band satellite communications to 

aviation users the operational impact on satellite communications 
will be similar to HF.

Terrestrial broadcasting

such as loss of power and GNSS timing.

OUR ESTIMATE IS THAT DURING A SOLAR 
SUPERSTORM THE AVIONIC RISK WILL 
BE ~1,200 TIMES HIGHER THAN THE 
QUIESCENT BACKGROUND RISK LEVEL AND 
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Extreme space weather: impacts on engineered systems and infrastructure 5

1.  Executive summary
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would inevitably prove more vulnerable than others. In addition,

cause rapid ageing of many satellites. Very old satellites might
be expected to start to fail in the immediate aftermath of the 
storm while new satellites would be expected to survive the event
but with higher risk thereafter from incidence of further (more 
common) storm events. Consequently, after an extreme storm, all
satellite owners and operators will need to carefully evaluate the 
need for replacement satellites to be launched earlier than planned
in order to mitigate the risk of premature failures.

Aircraft passenger and crew safety
Passengers and crew airborne at the time of an extreme event 
would be exposed to an additional dose of radiation estimated to 

limit for members of the public from a planned exposure and about 
three times as high as the dose received from a CT scan of the 
chest. Such levels imply an increased cancer risk of 1 in 1,000  
for each person exposed, although this must be considered  

No practical method of forecast is likely in the short term since 
the high energy particles of greatest concern arrive at close to the 
speed of light. Mitigation and post event analysis is needed through 
better onboard aircraft monitoring. An event of this type would
generate considerable public concern.

Ground and avionic device technology
Solar energetic particles indirectly generate charge in
semiconductor materials, causing electronic equipment to 
malfunction. Very little documentary evidence could be obtained
regarding the impact of solar energetic particles on ground

solar superstorm. More documentary evidence of normal and storm 
time impacts is available in respect to avionics - no doubt because 

particles. Our estimate is that during a solar superstorm the avionic 

risk level and this could increase pilot workload. We note that 
avionics are designed to mitigate functional failure of components, 
equipment and systems and consequently they are also partially 
robust to solar energetic particles.

Global navigation satellite systems (GNSS)
Assuming that the satellites – or enough of them – survived
the impact of high energy particles, we anticipate that a
solar superstorm might render GNSS partially or completely 
inoperable for between one and three days. The outage period 
will be dependent on the service requirements. For critical timing 
infrastructure it is important that holdover oscillators be deployed 
capable of maintaining the requisite performance for these periods. 

UK networked communications appear to meet this requirement. 
There will be certain specialist applications where the loss or 
reduction in GNSS services would be likely to cause operational 
problems; these include aircraft and shipping. Today, the aircraft 
navigation system is mostly backed up by terrestrial navigation aids;
it is important that alternative navigation options remain available 
in the future.

Cellular and emergency communications
This study has concluded that the UK’s commercial cellular 
communications networks are much more resilient to the 

of other countries (including the US) since they are not reliant
on GNSS timing.  In contrast, the UK implementation of the 
Terrestrial European Trunked Radio Access (TETRA) emergency 
communications network is dependent on GNSS. Consequently, 
mitigation strategies, which already appear to be in place, are 
necessary. 

High frequency (HF) communications
HF communications is likely to be rendered inoperable for several 
days during a solar superstorm. HF communications is used much 
less than it used to be; however, it does provide the primary long 
distance communications bearer for long distance aircraft (not all 
aircraft have satellite communications and this technology may 
also fail during an extreme event). For those aircraft in the air at 

to follow in the event of a loss of communications. However, in the 
event of a persistent loss of communications over a wide area, it

or reopening airspace once communications have recovered.

Mobile satellite communications

communications might be unavailable, or provide a poor quality 
of service,  for between one and three days owing to scintillation.
The overall vulnerability of L-band satellite communications to

aviation users the operational impact on satellite communications 
will be similar to HF.

Terrestrial broadcasting

such as loss of power and GNSS timing.

OUR ESE TIMATE IS THAT DURING A SOLAR 
SUPERSTOTT RM THE AVIONIC RISK WILL 
BE ~1,200 TIMESE HIGHER THAN THE 
QUIESEE CENT BACKGROUND RISK LEVEL AND 
THIS COCC ULD INCREASE PILOT WT ORKLOADOO .

IEC PAS 62396-6:2014 © IEC 2014– 12 –

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IE
C PAS 62

39
6-6

:20
14

https://iecnorm.com/api/?name=205fb1ca010414bb7496c314836e3cb4


6 Royal Academy of Engineering

Recommendations
A number of detailed recommendations are included in each 
chapter. Some of the most important are set out below. It is vital 

these recommendations.

Policy 
The report makes two key policy recommendations. These are that:

1. A UK Space Weather Board should be initiated within 
government to provide overall leadership of UK space 

maintain an overview of space weather strategy across all 
departments. 

2. The Engineering and Physical Sciences Research Council 
(EPSRC) should ensure that its own programmes recognise 
the importance of extreme space weather mitigation and 
EPSRC should be fully integrated into any research council 
strategy.

Solar superstorm environment 
3. The UK should work with its international partners to further 

events and where possible should extend such studies to 
provide progressively better estimates of a reasonable worst 

Electricity grid
4. The current National Grid mitigation strategy should be 

continued. This strategy combines appropriate forecasting, 
engineering and operational procedures. It should include 
increasing the reserves of both active and reactive power 
to reduce loading on individual transformers and to 
compensate for the increased reactive power consumption 
of transformers.

Satellites
5. Extreme storm risks to space systems critical to social 

and economic cohesion of the country (which is likely to 
include navigation satellite systems) should be assessed 
in greater depth. Users of satellite services which need to 
operate through a superstorm should challenge their service 
providers to determine the level of survivability and to plan 
mitigation actions in case of satellite outages (eg network 

Aircraft passenger and crew safety
6. Consideration should be given to classifying solar 

superstorms as radiation emergencies in the context of air 

appropriate an emergency plan should be put in place 
to cover such events. While the opportunities for dose 
reduction may be limited, appropriate reference levels should 
be considered and set, if appropriate.

Ground and avionic device technology
7. Ground-and space-derived radiation alerts should be provided 

to aviation authorities and operators. The responsible aviation 
authorities and the aviation industry should work together to 

Global navigation satellite systems (GNSS)
8. All critical infrastructure and safety critical systems that require 

to operate with holdover technology for up to three days. 

Terrestrial mobile communication networks
9. All terrestrial mobile communication networks with critical 

resiliency requirements should also be able to operate 
without GNSS timing for periods up to three days. This 
should particularly include upgrades to the network including 
those associated with the new 4G licenses where these are 
used for critical purposes and upgrades to the emergency 
services communications networks.

High frequency (HF) communications
10. The aviation industry and authorities should consider 

upgrades to HF modems (similar to those used by the 
military) to enable communications to be maintained in 
more severely disturbed environments. Such an approach 

Terrestrial broadcasting
11. Where terrestrial broadcasting systems are required for 

civil contingency operations, they should be assessed for 
vulnerabilities to the loss of GNSS timing.

radiation storm and a spectacular coronal mass ejection (CME) on 
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2.1 Background

tsunami demonstrated how devastating rarely occurring natural 
hazards can be to society and national economies. Natural events 
have no respect for national boundaries and in extremis the whole 

In 2011, the UK recognised extreme space weather events 
(also referred to as solar superstorms and sometimes simply as 
superstorms) as one such rare, but high impact, hazard. Space 

found at: 
 

The Royal Academy of Engineering has sought, through this study, 
to articulate the potential engineering impact of such events, 
particularly in a UK context. 

advise on suitable mitigation strategies, but has not deliberated 
on societal or economic impacts.  Above all the report seeks to be 
realistic in terms of the engineering impacts so that solar storms 
can be better placed in the context of other natural hazards.

2.2 Scope
This study has involved understanding the operational threats 
posed by extreme space weather on a number of ground, air and 
space-based technologies and then understanding how these 

from an earlier US workshop report [NRC, 2008].

The report addresses:

induced currents on the electrical grid, railways, 
telecommunication-wirelines and other networks 

radiation doses for aircrew and passengers
unwanted upsets in sophisticated electronics on aircraft and on 
the ground

navigation and communication.

The report makes recommendations intended to improve the 
understanding of extreme events and to help to mitigate their 

 
A summary report has also been published and is available at  
www.raeng.org.uk/spaceweathersummary. 

2.  Introduction
IEC PAS 62396-6:2014 © IEC 2014 – 15 –
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3. Space weather

3.1  Introduction
Space weather is a term which describes variations in the Sun, solar 
wind, magnetosphere, ionosphere, and thermosphere, which can 

and ground-based technological systems and can also endanger 
human health and safety [Koons et al., 1999]. Many of the systems 

Figure 1; just like 
terrestrial weather, space weather is pervasive and compensating 
for its impact is a challenge. 

Space weather exhibits a climatology which varies over timescales 
ranging from days (ie diurnal variations resulting from the rotation 
of the Earth) to the 11-year solar cycle and longer periods such as 
grand solar maxima and minima [Lockwood et al., 2012]. 

Superimposed on this climatology are weather-like variations; on 
some days space weather is more severe than on others. Minor solar 
storms are relatively common events; in contrast, extremely large 
events (superstorms) occur very occasionally – perhaps once every 
century or two.

3.2  Causes of space weather

most space weather starts at the Sun. The elements of the coupled 
Sun-Earth space weather system consist of Sun, solar wind, solar 

Figure 2. 
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Figure 2: The space weather environment © NASA

The Sun is a nearly constant source of optical and near-infrared 
radiation. However, there is considerable variability during storm 
periods at EUV, X-ray and radio wavelengths.  During these periods, 
the Sun is also more likely to generate high-energy solar energetic 
particles (SEPs) and the solar wind plasma speed and density, 
forming part of the solar corona, can increase substantially. Coronal 
mass ejections (CMEs) are one manifestation of the latter and 
stream interaction regions (SIRs), formed when fast streams in the 
solar wind overtake and compress slow streams, also occur. Directly 
or indirectly the ionising radiation, the ionised particles and the 
plasma interact with the magnetosphere and the ionosphere below 

magnetosphere-ionosphere system, producing the disturbances 
that we call geomagnetic storms. When the IMF has a southward-
pointing component, magnetic reconnection (or merging) between 

the magnetosphere and allows solar wind energy to enter the 

the solar wind is transported to the nightside of the Earth and 
temporarily stored in the tail of the magnetosphere. When the 
stored energy reaches some critical level, it is released explosively 
by magnetic reconnection and some of that energy is directed 
towards Earth. This cycle of energy storage and release is called a 
substorm and typically has a period of one to two hours; it will be 
repeated as long as solar wind energy enters the magnetosphere. 
For the purpose of this report, the key point to note is that a 
geomagnetic storm contains a series of a substorms, so many of the 

not as a continuous period of high activity.

Extreme space weather is thought to be associated with fast 
(>800 km s-1) CMEs, which are preceded by a shock wave that 
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3. Space weather

(typically by a factor of four). This sharply accelerates the solar 
wind velocity with respect to Earth and introduces a sharp 

a strong source of SEPs. The so-called sheath region between 
the shock and the CME contains both high speed solar wind 

geomagnetic storms. 

During periods of high solar activity, the Sun can launch several 
CMEs towards Earth and these may collide during their transit 

down as it sweeps up the ambient solar wind in its sheath, 
leaving behind a low density region that allows a following CME 
to catch up. The result is to produce a more complex pattern 
of IMF changes as the combined CMEs pass the Earth, driving 
a longer series of substorms and hence a longer, more intense 
geomagnetic storm. 

3.3  The geomagnetic environment 

in the Earth’s core, the lithosphere (ie crust and upper mantle), 
the ionosphere, the magnetosphere and also from electrical 

currents’, or FAC). The sources external to the solid Earth also induce 
Figure 3).

a dipole (or bar magnet) currently inclined at around 11 degrees 

months to millennia and can include ‘reversals’, where the polarity 
(North or South) of the magnetic poles reverses. Reversals occur on 
average every 200,000 to 300,000 years and take a few thousand 

stable, except on geological timescales, and is the consequence of 

be very large near localised crustal magnetic anomalies. 

The ionospheric, magnetospheric and FAC magnetic sources 

and X-ray radiation, the solar wind and solar magnetic activity. 

space weather. Rapid time variations in these external electrical 

drive geomagnetically induced currents (GIC) through grounded 
conducting networks, such as electricity, pipeline and railway 

caused by space weather. 

Figure 3: The geomagnetic environment. ‘RE’ indicates one Earth radius 

respectively, measurement platforms in orbit and at permanent  
ground-based magnetic observatories © DTU Space, Technical 
University of Denmark
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3.4  The satellite environment
The satellite high-energy radiation environment derives from three 
sources:

galactic cosmic rays (GCR) from outside the solar system
solar energetic particles (SEP) accelerated near the Sun by 
shock waves

by supernovae explosions throughout the galaxy. These are 
very energetic protons, helium nuclei and heavier ions and are 

solar cycle and is highest during periods of low solar activity.  It 
also varies markedly as large CMEs pass the Earth and block the 

additional way to detect CMEs. Cosmic rays cause single event 

solar array power.  The variation in galactic cosmic rays is generally 
understood and predictable and is not directly relevant to this 
discussion on extreme events.

SEPs are very high-energy ions, mainly protons which are so 

the Earth. They are accelerated close to the Sun by both rapidly 

while the latter produce much longer (gradual) events  [Reames, 

as it depends on the evolution of the CME shock wave as it travels 
away from the Sun, and on how well the shock is connected to the 

but favours events originating at around 45o West on the Sun. 

the Earth.

The Earth’s magnetosphere partly shields the Earth against GCRs 
and SEPs but they have easier access near the magnetic poles than 

altitude and during extreme events the shielding at all orbits can 
become greatly reduced as the magnetopause is pushed close to or 
inside this orbit.  

Changes in the radiation belts are driven by the interaction of the 
solar wind with the Earth’s magnetosphere.  The inner radiation 
belt (within about 2 Earth radii) consists of energetic protons and 
electrons while the outer radiation belt (3-7 Earth radii) is dominated 
by electrons.  The high-energy electrons cause a range of problems 

Iucci et al., 2005] 
while protons in the inner belt produce cumulative dose and damage 

orbit (GEO) pass through the outer edge of the radiation belts, 
whereas those in medium Earth orbit (MEO) pass through the heart 
of the outer radiation belt. Satellites in low Earth orbit (LEO) operate 
mainly underneath the belts, but encounter the inner radiation 
belt in a region known as the South Atlantic Anomaly. LEO satellites 
that have orbits inclined more than about 50o to the Equator will, 
in addition, encounter the outer radiation belt in the high latitude 
auroral regions. High inclination LEO satellites are also vulnerable to 
SEPs encountered over high latitude regions. 

While the inner radiation belt is fairly stable, the outer radiation 

of magnitude on timescales from a few hours to a few days [Baker 
et al., 2007]. In exceptional cases, the low intensity slot region 

Figure 4: Rays refracted from the layered ionosphere © QinetiQ
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3. Space weather

between the main belts has been observed to increase by orders 
of magnitude on a timescale of two minutes, for example on 24th 
March, 1991 [Blake et al., 1992].

observed when there is a fast solar wind stream emanating from a 
coronal hole on the Sun.  These events occur more often during the 
declining phase of the solar cycle as coronal holes migrate from high 
latitudes towards the equator and the fast solar wind is more able 
to encompass the Earth.

It should be noted that, beyond geostationary orbit the Earth’s 

keV.   Changes in the solar wind can trigger global changes in the 

towards the Earth in what is known as a substorm.  The electrons 
envelop those satellites in GEO and MEO orbits mainly between 
midnight and dawn, causing surface charging, changes in the 
satellite potential and degradation of satellite surface materials 
[Koons and Fennell, 2006]. The injected electrons also penetrate 

satellites in LEO at high latitudes.  

3.5  Atmospheric radiation 
environment 

When galactic cosmic rays (GCRs) strike the atmosphere they 
can interact with the nuclei of oxygen and nitrogen molecules to 
generate a cascade of secondary particles including neutrons, 
protons and electrons. The secondary radiation builds up to a 
maximum at around 60000 feet (18 km) and then attenuates 

(12 km) are some 300 times greater than at sea level while at 18 

provides greater shielding at the equator than at the poles and the 

SEPs also contribute to the atmospheric radiation environment. They 
vary greatly in energy spectrum but approximately once a year the 

neutrons measured on the ground. This is known as a ground level 

radiation at aircraft cruising altitudes.

3.6  Ionospheric environment
The ionosphere (Figure 4) is a lightly ionised region of the upper 
atmosphere that extends from about 60 to 2,000 km in altitude 
with a density peak around 300km altitude.

The Sun emits electromagnetic waves over a range of 
frequencies and the maximum intensity of the spectrum 
occurs in the visible range. However, it is primarily the extreme 
ultraviolet and soft X-ray portions of the spectrum that produce 
the ionosphere, with additional contributions from electron 
precipitation in the auroral region and ionisation by SEPs in the 
polar cap region.

The solar photo-ionising radiation is attenuated by the 
atmosphere, with the more energetic radiation penetrating 
further into the atmosphere. Each atmospheric chemical 
species has a distinct photo-ionisation energy and consequently 

Recombination losses are also height dependent, and in 

layers of ionisation (Figure 4).

The ionosphere can be conventionally divided into four latitudinal 
regions: equatorial, mid-latitude, auroral and polar cap. The mid-
latitude region (under which the UK sits during non-storm periods) 
is by far the least variable, both spatially and temporally.

The ionospheric plasma is conductive and, therefore, interacts 
with electromagnetic waves. Low-frequency radio waves are often 

sometimes so much so that the signals return to the ground as 

through the ionosphere but are still weakly refracted and delayed. 
The ionosphere generally has no practical impact on signals above 

3.7  Space weather monitoring  
and forecasting

Monitoring
Space weather is routinely monitored by many ground and space-
based instruments, operating in the optical and radio bands and 
via in-situ measurements of the local plasma. This report cannot 
hope to do justice to these instruments, but it worth noting the 
importance of the Advanced Composition Explorer (ACE) satellite 

THE ATMOSPHERE THEY CAN INTERACT 
WITH THE NUCLEI OF OXYGEN AND NITROGEN  
MOLECULES TO GENERATE A CASCADE 
OF SECONDARY PARTICLES INCLUDING 
NEUTRONS, PROTONS AND ELECTRONS.
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satellite potential and degradation of satellite surface materials 
[Koons and FKK ennellFF , 2006]. The injected electrons also penetrate ll

satellites in LEO at high latitudes. 

3.5  Atmospheric radiation 
environment 

When galactic cosmic rays (GCRs) strike the atmosphere they
can interact with the nuclei of oxygen and nitrogen molecules to 
generate a cascade of secondary particles including neutrons,
protons and electrons. The secondary radiation builds up to a
maximum at around 60000 feet (18 km) and then attenuates 

(12 km) are some 300 times greater than at sea level while at 18 

provides greater shielding at the equator than at the poles and the 

SEPs also contribute to the atmospheric radiation environment. They
vary greatly in energy spectrum but approximately once a year the

neutrons measured on the ground. This is known as a ground level

radiation at aircraft cruising altitudes.

3.6  Ionospheric environment
The ionosphere (Figure 4) is a lightly ionised region of the upper 
atmosphere that extends from about 60 to 2,000 km in altitude
with a density peak around 300km altitude.

The Sun emits electromagnetic waves over a range of
frequencies and the maximum intensity of the spectrum 
occurs in the visible range. However, it is primarily the extreme
ultraviolet and soft X-ray portions of the spectrum that produce 
the ionosphere, with additional contributions from electron
precipitation in the auroral region and ionisation by SEPs in the 
polar cap region.

The solar photo-ionising radiation is attenuated by the
atmosphere, with the more energetic radiation penetrating
further into the atmosphere. Each atmospheric chemical 
species has a distinct photo-ionisation energy and consequently 

Recombination losses are also height dependent, and in

layers of ionisation (Figure 4).

The ionosphere can be conventionally divided into four latitudinal 
regions: equatorial, mid-latitude, auroral and polar cap. The mid-
latitude region (under which the UK sits during non-storm periods) 
is by far the least variable, both spatially and temporally.

The ionospheric plasma is conductive and, therefore, interacts 
with electromagnetic waves. Low-frequency radio waves are often

sometimes so much so that the signals return to the ground as 

through the ionosphere but are still weakly refracted and delayed.
The ionosphere generally has no practical impact on signals above

3.7  Space weather monitoring  
and forecasting

Monitoring
Space weather is routinely monitored by many ground and space-
based instruments, operating in the optical and radio bands and 
via in-situ measurements of the local plasma. This report cannotu
hope to do justice to these instruments, but it worth noting the 
importance of the Advanced Composition Explorer (ACE) satellite 

THE ATME OSPHERE THEY CAN INTERACT 
WITH THE NUCLEI OF OXYOO GEN AND NITRYY OGEN  
MOLECULES TEE OTT GENERATE A CASCADE 
OF SECOCC NDARY PARTICLESEE INCLUDING 
NEUTRONS,SS  PROTOTT NS AND ELECTRONS.
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a stable orbit can be established around the L1 Lagrange point. 
Real-time data from ACE are used by various agencies to improve 
forecasts and warnings of solar storms as they travel between 
Sun and Earth. The US is planning to launch the DSCOVR satellite 
to L1 in 2014 to act as a backup for ACE. Looking to the longer 
term a Chinese satellite, Kuafu, may also be placed at the L1 point 
in the year 2017 while the ESA Space Situational Awareness 
programme is planning an L1 monitor for launch ahead of the 
2024 solar maximum.

Solar monitoring is critical to forewarning of solar events that could 
generate severe space weather at Earth – it enables engineering 
teams to go on standby and it helps provide the context against 

Unfortunately, solar wind monitoring at the L1 point provides only 

dominate many of the most important impacts of a superstorm. 
Thus, there is growing interest in improving this warning time by 
a number of methods. Placing a monitor further upstream using 

demonstration mission, Sunjammer, in 2015. The UK Space Agency 

and plasma sensor on this mission.  Other options include remote 

to make Faraday rotation measurements; and better modelling of 

heliosphere (a requirement that is now recognised as a crucial 

Forecasting

Predicting the time of a solar eruption is not currently possible, 
though there are services that forecast the probabilities of classes 

will need to be based on identifying precursor features [e.g. 
Ahmed et al., 2011]. For SEPs, options include forecasts based 

Laurenza et al., 2009; Núñez, 2011] 
and on observations of SEP electrons that reach Earth ahead of 
the more dangerous SEP ions [Posner, 2007]. For some of these 

experimental techniques to transition to an operational capability, it 

across the whole surface of the Sun including the far side.

forecasting the energy spectrum of related SEP events – which is 

growing use of hybrid and full-kinetic models to simulate particle 
energisation, particularly at the shock waves ahead of fast CMEs,    
and the availability of adequate computing power to run those 
models. However, this approach is fundamentally dependent 
on knowledge of the shape and Mach number of the shock and 
thus dependent on progress in monitoring and modelling CME 
propagation.

CME forecasting is more tractable than SEP forecasting because 
CMEs take many hours to travel to the Earth. It is now possible to 
monitor and model the evolution of an Earth-directed CME such 
that its arrival at Earth can sometimes be forecast with an accuracy 
of ±6-8 hours [Taktakishvili et al., 2010]. Unfortunately, these 
errors are larger for fast CMEs which would be expected during a 

currently not possible until the CME reaches the L1 point, where its 

teams and agencies. The lead time is then only 15-30 minutes. That 

CME FORECASTING IS MORE TRACTABLE 
THAN SEP FORECASTING BECAUSE CMES 
TAKE MANY HOURS TO TRAVEL TO THE 
EARTH. IT IS NOW POSSIBLE TO MONITOR 

DIRECTED CME SUCH THAT ITS ARRIVAL AT 
EARTH CAN SOMETIMES BE FORECAST WITH 
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3. Space weather

3.8  Space weather forecasting - summary and recommendations
Summary
Space weather monitoring is critical to forewarning of solar events 
that could generate severe space weather at Earth. It enables 
engineering teams to go on standby and it helps provide the 

be made.

accuracy, could change how space weather is mitigated.  Currently 

research that may improve this situation. Operational provision of 
such a service would necessitate the appropriate instrumentation 
including monitoring of the far side of the sun. 

CME arrival time can be forecast with an arrival time accuracy of 
±6-8 hours which, although far from precise, is useful for putting 
the engineering teams on standby; this can be expected to improve 

reaches the L1 point satellite sensor, thereby providing only 15-30 
minute notice.

Recommendations
The UK should work with its international partners to ensure 
that a satellite is maintained at the L1 Lagrangian point, and 
that data from the satellite is disseminated rapidly.
The UK should work with its international partners to explore 
innovative methods to determine the state of the solar wind, 

The UK should work with its international partners to ensure 
the continued provision of a core set of other space-based 
measurements for monitoring space weather.
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4.1 Outline description
As already described, the geomagnetic, satellite, atmospheric 
radiation and ionospheric environments all react to increased solar 

the energy spectrum of the electromagnetic and particle radiation.

their consequences (Figure 5) 

The storm starts with the development of one or more complex 
sunspot groups which are observed to track across the solar 
surface. 

occur and are detected on Earth at radio, optical and x-ray 
wavelengths just eight minutes later.
Highly solar energetic (relativistic) particles are released and 
detected just a few minutes later on both satellites and on the 
ground. These continue to arrive over a period of hours and 
even days if further eruptions occur.  

4.  Solar superstorms
IEC PAS 62396-6:2014 © IEC 2014 – 23 –
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4. Solar superstorms

A coronal mass ejection of plasma occurs which travels 

72 hours to arrive at the orbital distance of the Earth. The level 
of impact on Earth is dependent on the speed of the CME, how 
close it passes with respect to Earth, and the orientation of the 

ahead of the CME.

4.2  The history of large solar 
storms and their impact

Baker, 2002; Baker and  Green, 2011] 
can be measured in a number of ways but the longest series of 
measurements (since the 1840s) has been made by ground-based 
magnetometers. These records have demonstrated that there have 
been many solar storms of which a very small number are severe 
(Figure 6).  The storm of 2-3 September 1859 is the largest event on 
record and is known as the Carrington event, after Richard Carrington, 

on the day before the storm.  During this period aurora were seen all 
over the world, rather than just at high latitudes, with contemporary 
reports of aurora in the Caribbean. The Carrington event serves as the 
reference for many studies and impact assessments.

that took only 17.6 hours to travel from the Sun to the Earth. The 
Carrington event has been widely studied in the past decade [e.g. 
Clauer and  Siscoe, 2006 and references therein] and we now 
have a wealth of published data and analyses. These suggest that 
the Earth was hit by a CME travelling at about 1900 km s-1 and 

in the sheath of compressed plasma just ahead of the CME (but 

behind its shock wave). It is this combination of high speed and 

geomagnetic storm because it allowed the energy of the CME to 
enter the Earth’s magnetosphere [Tsurutani et al., 2003]. The 
location and duration of the impact region depends on processes 
in Earth’s magnetosphere and upper atmosphere, in particular the 
substorm cycle previously discussed. This extracts energy from 
the solar wind, stores it as magnetic energy in the tail of Earth’s 
magnetosphere and then explosively releases it back towards the 
Earth. During a severe geomagnetic storm, such as the Carrington 
event, lasting one or more days, there will be many substorms at 
intervals of one to three hours. Each substorm will produce severe 
conditions that will often be localised in space and time.

There are a number of possible storm metrics. These can, 
for example, address the related geomagnetic storm or the 
radiation storm. Figure 6 shows one measure of the most severe 
geomagnetic storms that have occurred over the past 170 years 

Disruption of telegraph and telephone communications is well 
attested in descriptions of  the 1859 event and by others [Boteler, 
2006; Boteler and  van Beek, 1999; Stenquist, 1914]. In one 
spectacular case in May 1921 a telephone exchange in central 

currents induced by space weather [Karsberg et al., 1959]. The 
contemporary threat to telephone systems (and now to the 
internet) is much reduced following the widespread use of optical 

historical proxy for the contemporary threats. 

The space age has seen a number of major space weather events 
that provide further insights into extreme space weather. A prime 
example is the event of August 1972 which saw: (a) the fastest CME 
transit time on record (reaching Earth only 14.6 hours after leaving 
the Sun [Cliver and  Svalgaard, 2004] (b) the most intense  radiation 
storm of the early space age  [Barnard and  Lockwood, 2011] and (c) 
the magnetopause compressed to less than 20,000 km from Earth 
(compared to the usual 60,000 km) [Anderson et al., 1974]. Yet 

knowledge that we have 40 years on, it is likely that this event was 
similar to the Carrington event, but with a northward interplanetary 

radiation storm and compressed the magnetosphere, but deposited 
only a modest amount of energy into the magnetosphere (probably 
through magnetic reconnection on the high latitude magnetopause, 

Dunlop et al., 2009]). This event should be regarded as a near miss – a 
severe event whose practical impact was mitigated by a combination 
of northward IMF and the contemporary resilient technology.

February 1986, which saw Dst drop to -301 nT. This event is 

Figure 6: The top 31 geomagnetic storms since 1850; storm sizes based 
on the  geomagnetic index, aa*MAX index developed at the US National 
Geophysical Data Center (for more background see Annex A of Hapgood 
[2011]). The Carrington event is the large peak on the left © Rutherford 
Appleton Laboratory
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only a modest amount of energy into the magnetosphere (probably 
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severe event whose practical impact was mitigated by a combination 
of northward IMF and the contemporary resilient technology.
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which nominally occurred in September 1986, but which would 
have been in March 1986 if the February storm had not occurred. 
This storm shows that extreme events can occur at any phase 

around solar maximum.

The year of 1989 saw two major space weather events: (a) a 
huge geomagnetic storm in March and (b) a huge solar radiation 
storm in October. The great geomagnetic storm of 13-14 March 
1989 was the largest of the modern era with Dst falling to -589 
nT. It produced a wide variety of impacts including: (a) the well-
documented power blackout in Quebec [Bolduc, 2002] as well as 
transformer damage in the UK [Erinmez et al., 2002] and other 
countries; (b) the loss of positional knowledge for over 1,000 space 
objects for almost a week [Air Weather Service, 1997] and many 
other impacts described elsewhere in this report. The radiation 
storm of October 1989 was actually a series of large events all 

was nearly four times that from the 1972 radiation storm [Barnard 
and  Lockwood

almost matched the 1972 event.

Another much studied event is the radiation storm that occurred on 

Barnard and  Lockwood, 2011] and Dst 
dropped to -301 nT. This event was a useful (and low-cost) wake-up 
call for the satellite launcher community in that the launch of the 

team received warnings about the radiation storm but lacked pre-
planned criteria to assess the risk. Fortunately problems with ground 
equipment delayed the launch until after the storm.

The last days of October 2003 saw another major space weather 
event (the so-called Halloween event). This was a weaker event 

1972 event), but provided a wealth of evidence for space weather 
impacts [Weaver et al., 2004]. In particular, it provided clear 
evidence that large geomagnetic storms can disrupt space based 
navigation systems by inducing rapid and large changes in the 
morphology of the ionosphere and plasmasphere. This event 
dominates much current experience of space weather both because 
it is still a recent event and because of the wealth of environmental 
and impact data available.

Finally we note that on 4 November 2003, a few days after the 

observed since the advent of space measurements [Clark, 2007; 
Thomson et al., 2005] – and one that was probably similar in strength 

the region that caused the Halloween event rotated to the far side of 

the poor connection from the event on the Sun to the Earth via the 

event would have produced a Carrington-class CME as well as intense 

4.3  Quantifying the geophysical 
impact

In order to judge the impact of a superstorm on a number of 
contemporary technologies, it is necessary to have a baseline 
description of the geomagnetic, electromagnetic and high-energy 
particle environment during a typical event. This description 
has been developed in the UK through the work of the Space 
Environment Impact Expert Group (SEIEG) and has been issued as a 
report [SEIEG, 2012]. Further iterations of this report are expected 
as our knowledge improves.

4.4  The environmental chronology 
of a superstorm

No two storms are alike [eg Lanzerotti, 1992]. Nevertheless it is 
useful to have some understanding of the chronology of a space 
weather superstorm (Figure 7).

First, there will be a general heightening of activity for some days 
ahead of the event as a large active region (or regions) rotates into 
view on the eastern side of the Sun. This period will be marked by 

-1) marked in amber. But 

fast CMEs (> 800 km s-1, so likely to generate a bow shock). These 

absorption across the sunlit side of the Earth - strong absorption 

(amber). At this stage, the fast CMEs are likely to miss the Earth, so 
an extreme geomagnetic storm is avoided. But some of the energetic 

EXTREME GEOMAGNETIC STORM 
CONDITIONS ARE LIKELY TO CONTINUE 
FOR MANY HOURS AND PERHAPS DAYS
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4.  Solar superstorms

particle particles from the CME shock will reach Earth, producing 
a heightened radiation environment (amber) and perhaps even 
extreme conditions (red). The heightened level of activity is likely to 
produce disturbances in the solar wind that in turn cause heightened 
geomagnetic activity at Earth (as shown by the amber bars on the 

At t = -1.25 days (shown by the red bar) a very fast Earth-directed 

is very likely followed within 10 minutes by the onset of a severe 
radiation storm with the particle radiation being generated at the 
shock wave ahead of the fast CME. At t=0 the fast CME arrives at the 
Earth and generates an extreme geomagnetic storm (as shown by 
the red bars at the right for t > 0). 

Extreme geomagnetic storm conditions are likely to continue 
for many hours and perhaps days (eg if multiple CMEs impact 
the Earth). The geomagnetic storm is not a period of continuous 
extreme activity. Instead, it comprises pulses of extreme conditions 
separated by periods of lower (but still high) activity – as shown by 

known as substorms, arise as energy from the CMEs is temporarily 
stored in the Earth’s magnetic tail before being explosively released 
towards the Earth.

4.5  Probability of a superstorm
The key question, critical to placing this natural hazard in context 
with other natural hazards, is a good estimate of the probability of a 
superstorm on the scale of, or greater than, the Carrington event. 

In the UK, for planning purposes a reasonable worst case superstorm 
with the strength of the Carrington event is currently considered 
to be a 1-in-100 year event. However, given that the longest 

The Sun is believed to produce several tens of Carrington-class 
CMEs every century but most miss the Earth or the IMF is oriented 

ejection was seen to leave the far side of the Sun [NASA, 2012] and 
reached NASA’s STEREO-A spacecraft just 19 hours later. STEREO-A 
orbits at the same distance from the Sun as the Earth so this speed is 
comparable to that of the Carrington CME. Preliminary data from the 

but then turning southward. Energetic particles were in fact detected 
at Earth despite the poor connection to the event beyond the west 
limb of the Sun. If the event had occurred several days earlier very 

missions such as STEREO means that we are now likely to see many 
more of these events, and this is an opportunity to improve our 
assessment of their occurrence rate.

There are also reasons to anticipate events larger than those seen 
in recent history. Studies of long-term solar change [Barnard et al., 
2011] indicate that the Sun has been in an atypical state for the last 
40 years. It has been suggested that the current gradual decline in 

the Mach numbers of CME shocks and thus increase their ability to 
generate energetic particles [Kahler, 2009].

Various other authors are addressing this estimation problem in 

observed CME speeds and the strength of the equatorial current 
system in Earth’s magnetosphere, concluded that the risk of a 

Riley, 2012]. This 
certainly provides a useful estimate but the reader should treat 
such estimates with considerable caution.

Figure 7: Indicative timeline of environmental phenomena leading up 
to an extreme space weather event with time advancing from top to 

(centre, dayside blackout (strong HF radio absorption on sunlit side of 
Earth) (right of centre) and geomagnetic activity (right hand column). 
Red indicates the occurrence of extreme conditions while amber 
indicates heightened activity somewhat below the extreme case (see 
text) © Rutherford Appleton Laboratory
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The use of nitrates in ice cores as a possible proxy for solar 
energetic particle events [McCracken et al., 2001] has recently 

, 2012]. However, Miyake et 
al. [2012] has shown that the study of carbon-14  in tree rings is 
possibly a good proxy for atmospheric radiation events over the 
last 3,000 years. The dominant natural source of carbon-14 is a 
result of the collision of neutrons (usually from galactic cosmic ray 
interactions in the atmosphere but with additional large spikes from 
solar energetic particle events) with nitrogen molecules at altitudes 
of 9 to 15 km.  This study indicates that there was an intense 
atmospheric radiation event during the years 774-775 AD which 
was much more intense than any seen in the recent era of direct 
radiation measurements. [Melott and Thomas., 2012] have shown 
that this event could have arisen from a solar energy release around 
2 x 1026

Carrington event [Clauer and Siscoe, 2006]. We note, however, that 
there is no corroborative evidence that this event was associated 
with a severe geomagnetic storm - but that may just indicate that 
the associated CME missed the Earth or that records of bright aurora 
from this era were not preserved.

Maehara et al.
120 days of data from the NASA Kepler mission. This mission is 
designed to study the light curves of large numbers of stars in order 
to look for dips that would indicate the passage of an exoplanet 
across the disc of its parent star. Serendipitously this mission is also 

26

stars (similar surface temperature and spectral type, slow-rotation 

> 1027

event) will occur once every 800 years on a Sun-like star. 

4.6  Solar superstorm environment 
– summary and recommendation
Summary
The recurrence statistics of an event with similar magnitude and 
impact to a Carrington event are poor, but improving. Various 
studies indicate that a recurrence period of 1-in- 100 to 200 
years is reasonable and this report makes assessments of the 
engineering impact based on an event of this magnitude and 
return time. If further studies provide demonstrable proof that 
larger events do occur – perhaps on longer timescales - then a 
radical reassessment of the engineering impact will be needed. 

such risks. To demonstrate the issue, but without disturbing the 
main narrative of the report, a short outline of the implications of 
rare events is presented in Box 1.

be considered as a work in progress with the current estimates 
provided in SEIEG [2012].

Recommendation
The UK should work with its international partners to further 

and where possible should extend such studies to provide 
progressively better estimates of a reasonable worst case 
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4.  Solar superstorms

Box 1. Probability of extreme space weather events – 
implications and consequences for mitigation of risks

Given the potential risk from severe space weather events, it is vital 
to assess the likelihood that such events will occur in the future 
and to understand the nature of the risk.  As with many other 
natural hazards, we have no means of predicting the occurrence 

rate of occurrence. Such statistical estimates are valuable as they 

resources applied to mitigate these risks.

For severe space weather, the generally accepted benchmark for 
assessing risk is that our planet experiences a Carrington like event. 
A recent paper looking at several parameters, including observed 

CME speeds and the strength of the equatorial current system in 
Earth’s magnetosphere, concluded that risk of such an event could 

This corresponds to a return period or recurrence interval of 79 
years – but, this does not mean that we should expect a severe 
event every 79 years. Instead we expect these events to occur 

might only wait two years for a superstorm, but we might wait 

Random systems also have no memory. The potential for the next 
severe event does not increase as time passes since the last event; 
similarly that potential is not smaller in the years immediately 
following a severe event. This is exactly equivalent of tossing a coin: 
a run of heads in a row does not make it any more likely you will get 
a tail next time.  Despite the fact that we have had 150 years since 
the last Carrington-strength event, the average waiting time until 
the next major storm remains 79 years.  Random events have no 
concept of being overdue.

The bottom line is that any system sensitive to space weather has a 

of experiencing a severe event increases with system lifetime. The 

of more than 8.25 years needs to consider the risk from severe space 
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5.1  Introduction

seconds to a few tens of minutes, caused by space weather, induce 

induces electrical currents in the power grid and in other grounded 
conductors. These currents can cause power transmission network 
instabilities and transformer burn out. For example, severe space 
weather caused damage to two UK transformers during the 13 
March 1989 storm [Erinmez et al., 2002], the same storm that 
caused much disruption to the operation of the Hydro-Quebec grid 
[Bolduc, 2002].

depends on the relative resistance – or conductivity - of the sub-

severe space weather (for example during the October 2003 storm 
[Thomson et al.
scale similar to the driving geomagnetic variation.

be modelled as a collection of voltage sources in each of the 
conducting lines in the network. In principle, for a given conducting 
line, the larger the separation between grounding points the larger 

In practice, however, the GICs are determined by all the line and 
grounding resistances of the network and by the local resistance 
of the Earth itself. The modelling tools that are required here are 

engineering. 

Monitoring the rate of change of the horizontal component of the 

of GIC in any grounded network [Beamish et al., 2002], see  

However the correlation between measured magnetic and GIC data 

a network of magnetic monitoring sites across the country. In 
the UK, the NERC/BGS magnetic observatory network and the 
University of Lancaster SAMNET variometer array together provide 

around 500 nT/min or more have been known to be associated with 
high voltage grid problems over the past two to three decades  [eg 
Erinmez et al., 2002]. This is a useful rule-of-thumb threshold used 
in UK geomagnetic monitoring activities.

Figure 9 shows the modelled response of the UK high voltage 
(400 kV and 275 kV) electricity transmission system to the 656 
nT/minute variation observed at the Eskdalemuir magnetic 
observatory at the peak of the Halloween storm of 2003 [Beggan, 
unpublished, 2012].

than the network’s operating frequency of 50Hz. Thus, GICs appear 
as quasi direct currents superimposed on the system’s alternating 
current. These quasi-DC currents magnetise the transformer core in 
one polarity and can cause the core to magnetically saturate on one 
half-cycle of the AC voltage. This half-cycle saturation causes peaks 
in the magnetising current drawn from the grid system.

rapid heating in the transformer and the production of gases in the 
insulating oil, which leads to alarms being triggered, shut-down of 
the transformer, and, in the most severe incidents, serious thermal 
damage to the transformer.  Even if no immediate damage is caused, 
the performance of the transformer can degrade, and increased 
failure rates over the following 12 months have been observed 
[Gaunt and  Coetzee, 2007].

instability.  Reactive power is required on the grid to maintain 
voltage. Under conditions of half-cycle saturation, transformers 
consume more reactive power than under normal conditions.  
If the increase in reactive power demand becomes too great a 
voltage collapse can occur leading to a local or, if severe enough, a 
national blackout.

5.  Impacts on the electrical power grid

Figure 8: Time rate of change of the north (dX/dt) component of 

compared with simultaneously measured GIC data (Amps) at three 
sites in Scotland, during a moderate storm on April 2001, when no 
grid problems were reported. Horizontal tick marks are given every 
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5.  Impacts on the electrical power grid

which becomes non-sinusoidal, and injects harmonics into the grid. 
Under normal operating conditions, these harmonics are indicators 
of faults such as negative phase sequences, and the presence of 
harmonics triggers protective relays. But under GIC conditions the 
relays can disable equipment, such as static variable compensators, 
designed to support the voltage on the system, making voltage 
collapse more likely. It was this triggering of relays that led to the 

National Grid experienced distortion of the magnetising current 

8 November 1991.

Some transformer designs are more at risk than others. In particular, 
single phase transformers, and three-phase transformers with 

Price, 2002].

5.2  Consequences of an extreme 
event on the UK grid

US space weather, transformer and modelling experts have 

report Kappenman [2010] suggests that a one-in-100-year event 
could lead to catastrophic system collapse in the US taking many 
years and trillions of dollars to restore. However, a comprehensive 
February 2012 report from the North American Electric Reliability 
Corporation [NERC, 2012], suggested that loss of reactive power 
and voltage instability would be the most likely outcomes. At a 
Federal GMD Technical Conference on 30 April 2012, it was clear 
that there was still more work required to agree a proportionate 
management of the risk. Ongoing work, prepared by National Grid 

aligns more closely with the conclusions from the NERC paper.

Studies of an extreme event scenario in the UK have been based on 
NERC, 

2010], being approximately a one–in-100-year event (or even rarer) 
according to Thomson et al. [2011]. This compares with the March 

of 500nT/min were observed, during the largest geomagnetic 
disturbance experienced in the UK since the development of a 
national grid.

National Grid owns and maintains the high-voltage electricity 
transmission system in England and Wales, together with operating 
the system across Great Britain including Scotland.  National Grid 
and Scottish transmission system owners have been aware of the 

of geomagnetically induced currents (GICs) on large supergrid 
transformers that, in England and Wales, step the voltage down from 
400kV or 275kV to the 132kV distribution networks. [Erinmez et al., 
2002]. Transformers owned by generating companies that step up 
the voltage to connect to the high voltage grid are also known to be at 
risk, as has been shown from experience in the USA and South Africa.

Since the last peak of the solar cycle, the Great Britain transmission 
system has developed to become more meshed and more heavily 
loaded. It now has a greater dependence on reactive compensation 
equipment such as static variable compensators and mechanically 
switched capacitors for ensuring robust voltage control. Thus there 

transmission equipment critical to robust operation of the system. 

periphery of the transmission systems, as in Figure 9.

UK studies that are still on-going, sponsored and undertaken by 
National Grid indicate that a Carrington-level event could have 

some local blackouts lasting a few hours as a result of increases 

A reference 50 Amp spot size is also shown. Red and blue denote GIC 
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2002]. Transformers owned by generating companies that step up 
the voltage to connect to the high voltage grid are also known to be at
risk, as has been shown from experience in the USA and South Africa.

Since the last peak of the solar cycle, the Great Britain transmission 
system has developed to become more meshed and more heavily
loaded. It now has a greater dependence on reactive compensation 
equipment such as static variable compensators and mechanically 
switched capacitors for ensuring robust voltage control. Thus there 

transmission equipment critical to robust operation of the system. 

periphery of the transmission systems, as in Figure 9.

UK studies that are still on-going, sponsored and undertaken by
National Grid indicate that a Carrington-level event could have 

some local blackouts lasting a few hours as a result of increases 
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in demand for local reactive power. National Grid has a well-
established plan for this type of event, whether or not caused by 
space weather, and the plan is rehearsed regularly.  It is estimated 
that, for a prolonged storm with maximum rate of change of the 

in England and Wales and a further seven grid transformers in 
Scotland could be damaged and taken out of service. This number of 
failures is within the capacity of National Grid’s transformer spares 

The time for an emergency transformer replacement, when a spare 
is available, would normally be 8 to 16 weeks although the record 

permission to transport the spare transformer on the road, and in 
the event of a severe event it is hoped that priority would be given 
to allow transport to occur more rapidly.

Most nodes have more than one transformer available and 
consequently most failures would not lead to prolonged 
disconnection events. However, National Grid’s analysis is that on 
the order of two transformer substations in Great Britain could 
experience disconnection through transformer damage.  If this 
occurred, it is likely it would be in remote regions where there is less 
transformer redundancy.  

Generator step-up transformers are potentially at more risk than 
Super Grid network transformers because of their design (normally 

they are operated close to their design loading. As a consequence, 
network transformers installed since 1997 have, wherever possible, 
been three phase with a three-limb core, the most GIC resistant type. 
Although some transformers at higher risk remain on the system, 
operational mitigation would reduce the possibility of damage.

Interconnectors to France, the Netherlands and to Northern Ireland 
are operated as High Voltage Direct Current (HVDC) links.  As DC 

power electronics that convert the current from DC to AC at each 
end of the interconnectors can be disrupted by the harmonic 
distortions on the AC side. This means that these links may not be 
available during a severe space weather event.

5.3  Mitigation
There are three approaches to dealing with the risks posed by GMDs:

1. Understanding the risks through modelling.
2. Implementing appropriate engineering or hardware 

solutions, such as increasing the spares holding and 
installing GIC blocking devices.

3. Implementing forecasting and operational procedures, similar 
to those for other severe risk events such as terrestrial 
weather.

The solution adopted in the UK is a combination of all three. This is 
broadly similar to solutions adopted by other system operators.

Modelling, simulation and testing
Network models typically characterise each network as 
interconnected serial and parallel DC resistances, representing 
transformer and power lines, acted on by voltage or current sources 

simplicity of the methodology – though models of the UK 132 kV, 
275kV and 400 kV system currently have over 600 transformer 
nodes and 1200 interconnecting lines – means that simulation of 
the grid response to hypothetical and historical events is feasible 
[Thomson et al.

particularly where additional long lines are being considered 
[Turnbull, 2011]. Scenario modelling reveals how the pattern of GIC 

GICs are reduced or enhanced at known ‘weak points’.

Models and simulations need testing against measured GIC data. 
Monitoring of GIC at all network grounding points is impractical, 
given the numbers of nodes and connections in the UK system. 
However, selection of appropriate monitoring points can be 
achieved with reference to previous model simulations. Edges 
and less-connected portions of the grid are typically places that 
experience larger GICs.

transformers at individual nodes in the system is still lacking.  

consumption and production of harmonics in the presence of GIC. 
For example, the oil in the transformer is degraded under repeated 
small GIC events and this can result in unexpected failures and 
greater vulnerability during a superstorm. A number of studies are 
underway in the UK and USA, but more remains to be done. Both 
theoretical modelling and, where feasible, the practical testing of 
transformers are needed.

Forecasting mitigation
National Grid  is working with the British Geological Survey (BGS) 
to provide a real-time monitoring and warning system, known as 
MAGIC (Monitoring and Analysis of GIC).  This system will build on 
the expertise that BGS has gained both through involvement in 

 IT IS ESTIMATED THAT, FOR A PROLONGED 
STORM WITH MAXIMUM RATE OF  
CHANGE OF THE GEOMAGNETIC FIELD 

TRANSFORMERS IN ENGLAND AND 
WALES AND A FURTHER SEVEN GRID 
TRANSFORMERS IN SCOTLAND COULD  
BE DAMAGED AND TAKEN OUT OF SERVICE. 
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knowledge of the underlying geophysics of the British Isles and 
experience of previously providing a monitoring and warning 
system for Scottish Power. 

GIC, whether through detailed magneto-hydrodynamic (MHD) 
models of the magnetosphere, with solar wind input, or through 
simpler parameterised models, is currently limited.  Detailed 

not possible. Parallel activities in North America, such as the Solar 
Shield project [Pulkkinen et al., 2009] are progressing.

Undoubtedly, improved GIC forecasting capability is a key demand 
from industry. Hence the transition of one or more MHD-based 
models to operational readiness would be a major step forward 
in improving predictive capability. We note that NOAA SWPC and 
NASA/CCMC in the US are currently undergoing an evaluation of 
relevant models.

Engineering mitigation
Since 2003, National Grid has adopted transformer design 
standards that ensure a high level of GIC resilience. In practice this 
means that only three limb transformers are used in the network. 
An audit of all Supergrid transformers (SGTs) was completed in May 
2011 and this is regularly updated to determine those transformers 
with a high vulnerability to GIC. The latest transformer audit 
includes generator transformers which, because of their design and 
their heavy loading, are more at risk than most SGTs. Grid Supply 
points (GSPs) have then been analysed using a simple GIC model 
(developed by BGS) to identify how many transformers at each 
nodal point are at-risk, and GSPs have been rated according to the 
proportion of at-risk transformers present. As a consequence, the 
target spares holding of SGTs has been reviewed and increased.

Consideration is being given to the installation of series capacitors 

can alter the electrical properties of the network in ways that must 

for the Great Britain network. Series capacitors are primarily being 

More generally, National Grid is monitoring the development of 
neutral current blocking devices for transformers. These devices 
are as yet in their infancy, but consideration will be given to any 
promising developments, again with the proviso that their impact 
on the system would need to be addressed. Provision for such 
devices is being considered to protect transformers for new DC links.

National Grid will consider whether the sensitivity of protective 
relays to harmonics in the system is appropriate. This will rely 
on data gathered from other network operators where such 
disturbances are more common.

Consideration is also being given to the provision of transportable 
recovery transformers that could temporarily meet some of the 
demand needs at a node that had lost all its supergrid transformers 
through thermal damage. Such devices are still only at the 
prototype stage.

Operational mitigation 

would take actions that are, in many respects, similar to those 
taken in the face of severe terrestrial weather. These actions 
would be triggered by National Grid’s space weather monitoring 

forecasting bodies.  National Grid would issue warnings and advice 

Increased reserves of both active and reactive power would 
be scheduled to reduce loading on individual transformers and 
to compensate for the increased reactive power consumption 
of transformers. Where possible, circuits would be returned 
from maintenance work, and other outage work postponed, 

Substations would be run to maximize the connectivity of the grid 
where possible. Large power transfers between areas would be 
reduced, particularly on the Scottish-English transfer boundary. 

National Grid would operate an ‘all-in’ policy where all of its 
transformers were switched in, reducing the individual neutral 
current through any one, and all generators would be instructed to 
generate, reducing the loading on generator transformers, and also 
increasing reserves.

Throughout the duration of a geomagnetic disturbance, control 
room engineers at the National Control Centre would monitor the 
state of the system using the MAGIC tool, assessing which assets 
are most at risk and identifying areas where voltage instability and 
reactive power demands are likely to be a problem.

To recover from either an intentional or non-intentional shutdown 
of part of the Grid or the whole Grid requires a procedure known as 
Black Start. National Grid has a well-rehearsed plan for Black Start, 
and generating machines are at all times scheduled to provide this 
Black Start capability.
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5.4  National electricity grid – summary and recommendations
Summary 
The reasonable worst case scenario, assumed to be of the order 

national electricity grid. Current estimates are for some local electricity 
interruptions lasting a few hours. In addition, around six super grid 
transformers (SGTs) in England and Wales and a further seven grid 
transformers in Scotland could be damaged and taken out of service.

Because most nodes have more than one transformer available, 
not all these failures would lead to a disconnection event. However, 
National Grid’s analysis is that around two nodes in Great Britain 
could experience disconnection. This number of failures is within the 
capacity of National Grid’s transformer spares carrying policy. The time 
for an emergency transformer replacement, when a spare is available, 
is normally eight to 16 weeks, with a record of four weeks. Some 
generator step-up transformers will be at more risk than SGTs because 
of their design.  Lesser storms, compared to a one-in-100-year event, 
will have progressively less impact on the system 

would take actions triggered by National Grid’s space weather 
monitoring team following on from advice from the British Geological 

issue warnings and advice to government, customers and third 
parties to enable them to mitigate the consequences.

Recommendations:
The current National Grid mitigation strategy should be 
continued. This strategy combines appropriate forecasting, 
engineering and operational procedures. It should include 
increasing the reserves of both active and reactive power to 
reduce loading on individual transformers and to compensate 
for the increased reactive power consumption of transformers.
There is a need to clarify and maintain a very rapid decision-
making process in respect to an enhanced GIC risk.
Consideration should be given to the provision of transportable 
recovery supergrid transformers and to GIC blocking devices, 
which are still in their infancy. 
Further geophysics, transmission network and transformer 
modelling research should be undertaken to understand 

harmonics.
Long-term support for geomagnetic and GIC monitoring should 
be maintained.
The National Grid should better quantify the forecasting skill 
that it requires and assess this in the light of foreseeable 

research. 
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6.1  Pipelines and railway networks
GICs can be induced on any long lengths of earthed electrical 
conducting material during a solar storm.

Boteler [1977] and Trichtchenko and Boteler [2001] have discussed 

Evidence also exists of space weather impacting railway networks, 
with recent papers in the literature referring to Russian and 
Swedish networks   [eg Eroshenko et al., 2010; Ptitsyna et al., 2008; 
Wik et al., 2009]. However, again the study team was unable to 
assess whether this is an important issue for the UK.

6.2  Trans-oceanic communications 
cables

links via geosynchronous spacecraft since neither human voice 

their twisted copper wire predecessor, which was very prone to GIC 

However, electric power is required to drive optical repeaters 

experienced potential changes as large as 700 volts [Medford et al., 
1989]. Fortunately the power system was robust enough to cope. 

Lanzerotti et al., 2001]. We are not aware of 

6.3  Recommendations
Government and industry should consider the potential for 

overvoltage on the repeaters and should consider whether 
appropriate assessment studies are necessary.
UK railway operators and pipeline operators should be briefed 
on the space weather and GIC risk and should consider whether 
appropriate assessment studies are necessary.

6.  Other geomagnetically 

ELECTRIC POWER IS REQUIRED TO DRIVE 
OPTICAL REPEATERS DISTRIBUTED ALONG 
THE TRANSOCEANIC FIBRES AND THIS IS 
SUPPLIED BY LONG CONDUCTING WIRES 
RUNNING ALONGSIDE THE FIBRE.
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7.1  Introduction
A solar superstorm, such as that described in section 4, dramatically 

Electrons cause electrostatic charging and cumulative dose 

belt (see section 5.4) is particularly troublesome for satellites 
in geostationary- and medium-Earth orbits (GEO and MEO) and 
has caused numerous anomalies and outages as a result of 
electrostatic build-up and discharge. Low Earth orbit satellites 

latitude) regions. 

A discharge can readily couple into sensitive electronics causing 
data upsets, false commands and even component damage. There 
are two types of charging that can occur: surface-and internal-
charging. Both involve complex interactions between the space 
environment, materials and microelectronic systems and they 

Surface charging
which interact only with surface materials of the spacecraft. 

the 1970s and 80s but techniques to suppress it, through the 
grounding of surfaces and the use of conductive coatings, were 
introduced. In recent years it has come back in new and subtle 
forms causing major power losses in solar arrays. Surface 
charge rises and recedes over quite short timescales (minutes).
Internal charging is caused by high-energy electrons (>100 keV) 
which penetrate into the spacecraft equipment where they 
deposit charge inside insulating materials (especially plastics) 

the 1980s and is still a problem today. Discharges tend to occur 
very close to the sensitive and vulnerable components. Internal 

build up enough charge to be a threat, but this often occurs in 
magnetic storms.

Electrons also cause ionising dose damage to microelectronic 
devices through a build-up of trapped charge in insulating 
(usually silica) layers. Equipment power consumption goes up, 
noise immunity is reduced and decision thresholds may change. 
Ultimately complete failure of equipment may occur. Cumulative 
dose damage has rarely been a cause of satellite failure since it is 
relatively straightforward to analyse and large safety margins are 
used. This might not be so in the event of a solar superstorm.

galactic cosmic rays and can be greatly enhanced for several days at 
a time by solar energetic particles (SEPs). These add to total ionising 

Displacement damage disrupts the crystalline structure of 
materials used in microelectronic devices. These defects reduce 
the performance of transistors and are especially important for 
optoelectronic devices such as opto-couplers where current 

is degraded
arise from the charge depositions of 

individual particles in the sensitive regions of microelectronics. 
Such depositions occur via direct ionisation (dominant for the 
heavy ions) and nuclear interactions (dominant for protons 

hard (permanent) errors, which can include burnout of some 
devices such as metal oxide semiconductors. With feature sizes 
reducing to tens of nanometres and critical charges reducing to 
femtoCoulombs these are a growing problem and a number of 
systems have been damaged or compromised. Further details 

avionics (see section 11), can be found in the box below.

The high upset rates produced by SEPs are an increasing problem 
[Dyer et al., 2004] and have been blamed for a number of 

7. Radiation impacts on satellites

Figure 10:  An electrostatic discharge caused by electron accumulation 
in an insulator: such discharges are a major cause of anomalies on 
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7. Radiation impacts on satellites

operational outages and failures. Figure 11 shows observations  
of upsets in an analogue-to-digital converter during the Bastille 

around solar maximum, although they can occur at any time in  
the solar cycle.

The University of Surrey’s UoSAT-2 spacecraft, orbiting in a highly 
inclined, low Earth orbit (700km, 98o), happened to be in operation 
during the SEP event of October 1989. This spacecraft was 

components, and in particular carried large amounts of dynamic 
random-access memory (DRAM) that was very sensitive to single-
event upsets (SEUs). It is thus a valuable source of data on the 

space. During the event, there was an order of magnitude increase 
in SEU activity  [Underwood, 1996]  but it is worth noting that the 
automatic on-board error mitigation system (error-detection and 
correction coding plus memory ‘washing’) was able to cope without 

and indeed all the events encountered. 

A subset of data from Giove-A, the UK-built satellite launched in 
preparation for the Galileo mission for the period 2006 [Ryden 
et al., 2008] illustrates (Figure 12) the highly dynamic nature 
of the medium Earth orbit environment. Although not a solar 
maximum period, it shows the various consequences of a CME-
driven solar storm which occurred in December 2006 with two 
associated SEP events (shown in red). Soon after the SEPs are 
seen, the measured internal charging threat (shown in black) due 
to energetic electrons increases considerably for over a week. 
(The internal charging threat is also enhanced, with a periodicity 

are elevated, the measured total ionising dose (yellow and green 
lines) increases rapidly including in the aftermath of the December 
2006 solar storm.

7.4  Satellite failures and outages
Unlike, for example, the UK electricity grid which is a single, 

Satellites are protected against space weather in a number of 
ways. Physical shielding is vital at component, equipment and 

to acceptable levels. Circuits are designed to account for some 
degree of degradation and unwanted behaviour in microelectronic 
components and the components themselves are carefully 
selected, screened and tested. Data storage devices often employ 
some level of error detection and correction and important data 
values are checked for plausibility. At equipment level there is 
typically like-for-like redundancy to cope with single failures or, 
less frequently, a diversity of technology to avoid single mode 
failures. Design margins are used to account for uncertainty in the 
models and calculations used. Systems are also designed to limit 
the impact of faults and steer the system towards a safe state: 
operator intervention is then required to recover the system. In a 
serious case the satellite may go into a safe attitude position (eg 
Sun pointing) while awaiting operator recovery actions. In such 
cases a satellite service outage would occur but the vehicle should 
still be recoverable later on. In the meantime, services may have to 
be transferred to other satellites, either in-orbit spares (if available) 
or other satellites that have spare capacity. 

CUMULATIVE DOSE DAMAGE HAS RARELY 
BEEN A CAUSE OF SATELLITE FAILURE SINCE 
IT IS RELATIVELY STRAIGHTFORWARD TO 
ANALYSE AND LARGE SAFETY MARGINS  
ARE USED. THIS MIGHT NOT BE SO IN THE 
EVENT OF A SOLAR SUPERSTORM.

Figure 11: Observations of the onset of SEE on a satellite coincident 

[Campbell et al., 2002]. Note that periodic dips and spikes in radiation 
are also observed since the observing satellite routinely crosses regions 

Upset events observed in 
microelectronic device
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Despite all these engineering measures, problems resulting  
from space weather have proven impossible to suppress altogether, 

only by the satellite operator, some do lead to service outages and, 
on very rare occasions, complete satellites failures.  Key engineering 
reasons for these on-going problems include the following:

introduction of new technology with unexpected sensitivities
poor understanding of certain radiation interaction 
mechanisms
inaccurate space environment models
test facility limitations (ie we cannot fully replicate the space 
radiation environment on the ground)
design or build errors which are ultimately exposed during a 
storm event

outages which have been attributed to space weather are given 
in Table 1. These are based on data from satellites where data 
are relatively freely available, but it is likely that many problems 
encountered remain undisclosed due to commercial and security 
sensitivities.  More than 47 satellites reported anomalies during 
the October 2003 CME-driven ‘Halloween’ storm period [Satellite 
News Digest

one day.  In 2003, there were approximately 450 satellites in orbit 

report anomalies and approximately 20 satellites to have a loss of 
service for more than one day. 

7.5  Engineering consequences of 
an extreme event on satellites

Radiation
A similar sequence of events, albeit on a much larger scale, would 
be expected during an extreme storm. There would be: 

one or more SEP events over several days leading to an increase 
in SEE and a rapid increase in displacement damage dose 
which will be especially notable in optoelectronic components 
(including the solar cells used to power the satellite)
a sharp increase in the energetic electron environment a day 
or two after the arrival of the CME. This would cause internal 
charging hazards for many days or even weeks, together with 
surface charging threats
a rapid increase in the radiation damage accumulated on the 
satellite due primarily to the electron environment increases 
but also with a proton contribution.

During an extreme event the energetic electron environment in some 
orbits could be up to an order of magnitude more severe [Shprits et al., 

Memory upsets and other erroneous events may increase so much 
that they exceeded a threshold above which the inbuilt mitigation 

Under these circumstances, linear scaling of anomaly rates from 
previous storms might not provide an accurate picture. Odenwald et 
al. [2006] has estimated up to 10 anomalies for every satellite every 
day as an upper limit (but noting very large uncertainties) based on an 
assumed Carrington event. However typically only a small subset of 
anomalies have an impact on service provision.

As well as anomalies, a solar superstorm could have a major impact 
on satellite lifetimes. The reasonable worst case SEP is expected 

3 x 1010 cm-2 [SEIEG, 2012] which is close to a typical lifetime 

satellites  [eg Feynman et al., 1993]. Subjected to such a SEP event, 
a newly launched satellite would rapidly use up this element of its 
designed-in radiation tolerance, but should nevertheless survive.  
The satellite would then however be vulnerable to further SEPs, but 
we do not know when these would occur. After a superstorm, older 
satellites might be operating well outside their radiation design-
life but, fortunately, long experience shows that most spacecraft 

lives because of the extremely conservative design approaches 

Figure 12: Measurement of space weather engineering hazards in 
medium Earth orbit on the Giove-A mission. The CME-driven storm 
in December 2006 produced two separate, sudden, increases in 

substantially increased rates of internal charging (black) due to 
acceleration of electrons in the outer belt. Energetic electron levels 

3mm (yellow line) and 6mm (green), both of which exhibited a rapid 
increase in the aftermath of the storm due to the presence of the 
energetic electrons. A similar sequence of events on larger scale would 
be expected from an extreme storm © QinetiQ
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Date Event Satellite Orbit Cause (probable)

8 March 1985 Anik D2 GEO ESD Outage

October 1989 CME-driven storm TDRS-1 GEO SEE Outage

ERS-1 LEO SEE Instrument failure

20 Fast solar wind 
stream 

Anik E1 GEO

ESD – note: all three 
satellites were of 
same basic design

Temporary outage 
(hours)

Anik E2 GEO 6 months outage, 
partial loss

Intelsat K GEO Temporary outage 
(hours)

11 Fast solar wind 
stream Telstar 401 GEO ESD Total loss

19  May 1998 Fast solar wind 
stream Galaxy 4 GEO ESD Total loss

CME-driven storm Astro-D (ASCA) LEO Atmospheric drag Total loss

6 Nov 2001 CME-driven storm MAP Interplanetary L2 SEE Temporary outage

24 October 2003

CME-driven storm

ADEOS/MIDORI 2 LEO ESD (solar array) Total loss

26 October 2003 SMART-1 HEO SEE and star tracker noise

28 October 2003 DRTS/Kodama GEO ESD Outage (2 weeks)

Intelsat 804 GEO ESD Total loss

15 October 2006 Fast solar wind 
stream Sicral 1 GEO ESD Outage (weeks)

5 April 2010 Fast solar wind 
stream Galaxy 15 GEO ESD Outage (8 months)

13 March 2012

CME-driven storm

Spaceway 3 GEO SEE? Outage (hours)

7 March 2012 SkyTerra 1 GEO SEE/ESD? Outage (1 day)

22 March 2012 GOES15 GEO ESD? Outage (days)

domain [e.g. Satellite News Digest, 2012] that have been attributed to 

conclusive and the evidence base is generally circumstantial. Overall, 
complete losses are extremely rare, with temporary outages being 
more commonly observed © Royal Academy of Engineering 2012
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A SUPERSTORM WILL CAUSE EXPANSION 
OF THE EARTH’S ATMOSPHERE, CAUSING 
DRAG ON LEO SATELLITES; ORBITS WILL 
BE DISTURBED AND PREDICTIONS OF 
SATELLITE POSITIONS WILL BE DEGRADED. 

© NASA
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7. Radiation impacts on satellites

satellites (eg those already in life extension) might have a short 
lifespan (eg months) after the storm, a tidal wave of failures would 
not be expected and most would carry on for several years, some 
even reaching close to their full lifetime. However, the planning of 
replacements would need to be actively accelerated which has the 
potential to cause bottlenecks in the supply chain. 

Satellites in MEO, such as those providing navigation services, 
already experience much higher levels of radiation than those at 
GEO – and to some extent this means that they are well protected. 
The radiation environment could, however, be further increased 
during an extreme event [Shprits et al.
in MEO for 600 satellite years and its resilience to solar storms, 
such as we have already seen during the satellite era, is excellent. 
However, the superstorm performance of GPS – and the other 
satellite navigation satellites – is as yet unknown. 

It may be noted that a small number of defence satellites (eg UK 

against high altitude nuclear events (HANE). The additional 

although satellite ageing will still occur. 

Atmospheric drag
A superstorm will cause expansion of the Earth’s atmosphere, 
causing drag on LEO satellites; orbits will be disturbed and predictions 
of satellite positions will be degraded. Satellite orbit data then needs 
to be re-acquired which may take some days to complete. In extreme 

torques which overcome the vehicle’s attitude control system 
capability leading to termination of the mission as happened to 

7.6  Mitigation
Engineering
Assessing the impact of a solar superstorm and mitigating it 
through good design requires an appropriate environmental model. 
For routine space weather a range of models is available and owners 
and manufacturers are free to choose which they use and how. 
Resilient satellites are already designed to have a high probability 
of operating through very disturbed environments. However, 
these environmental models are based on observations that do not 

for such an event, although extrapolations of the models can be of 
relevance. Widely used models include NASA AE8 and AP8 [Vette, 
1991] for radiation belt electrons and protons respectively. These 
are currently being updated to version 9 but are not yet released 
[NASA GSFC, 2012].   It is not yet clear if these new models will be 
appropriate for superstorm conditions.

Increasing the level of hardening of critical satellites to withstand 

an extreme event should be possible, but the development and 
enforcement of improved engineering standards that embrace 
extreme environments will be required. The major space standards 
[eg European Cooperation of Space Standardisation (ECSS)] include 
environments that are at least close to the Carrington event (as 

do not typically cover low probability extreme events and thus might 
be exceeded by up to an order of magnitude. Operators and owners 
of critical satellite systems vital to national security and economic 
wellbeing should be strongly encouraged to ensure that their 
satellites can operate through and beyond an extreme storm event.

Heavy reliance on a single satellite design presents a greater risk of 
loss of service. Contingency plans should include the possibility of 

Multi-constellation GNSS receivers will be the norm within a few 
years, and these receivers treat the aggregation of satellites from 
multiple constellations as one large constellation. Thus the individual 
GNSS receivers will be inherently robust to a satellite service denial.

Forecasting
Satellites are generally intended to operate autonomously but 
in extreme events it is important to anticipate the impact of the 

teams usually have to manage several satellites from one control 

warning is given, however, most satellites will need to operate 
through the extreme event. 

SEPs, giving rise to SEEs, arrive at close to the speed of light. Events 

then can last several days. Consequently, providing the satellite 
survives the initial blast of high-energy particles, a judgement 
regarding the longevity of the event may be made.

Warnings of potential spacecraft charging events may be achievable in 
the medium term since they are linked to the arrival of Earth-directed 
CMEs. However, while observations of CMEs can provide some 

been determined can actionable advice be provided to the satellite 
operators and, unfortunately, this cannot be determined until the CME 
reaches the L1 position. By this time, the warning has reduced to an 
hour at most [Horne, 2012] and probably 15-30 minutes.

Testing

Government support and international collaboration are imperative 
to ensure continued availability.
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7.7  Satellites – summary and recommendations
Summary
During an extreme space weather event, some satellites may be 

This would increase microelectronic upset and failure rates and 

cumulative radiation doses could be received causing rapid satellite 
ageing. Because of the multiplicity of satellite designs in use today, 
there is considerable uncertainty on the overall behaviour of the 

disruption to satellite services must be anticipated. Fortunately 
the conservative nature of spacecraft designs and their diversity is 
expected to limit the scale of the problem. 

During the superstorm, our best engineering estimate, based on 

an anomaly leading to an outage of hours to days but most of these 
will be restored to normal operations in due course. It is unlikely that 

designs and constellations will inevitably prove more vulnerable 
than others by virtue of their detailed design characteristics. A few 
spacecraft might be lost entirely during the storm through a sudden 
damage mechanism such as electrostatic discharge.

In the months after the extreme storm, old satellites such as 
those in life extension mode may start to fail as a result of the 

in geostationary orbit are thought to be in life-extension mode). 
Recently launched satellites would be expected to survive the event 
but with higher risk thereafter from incidence of further (more 
common) storm events. Consequently, after an extreme storm, all 
satellite owners and operators will need to carefully evaluate the 
need for replacement satellites to be launched earlier than planned 
in order to mitigate the risk of premature failures. Obviously such 
a scenario has potential for creating a bottleneck in the satellite 
supply chain which will raise questions of priority.

Recommendations:
Extreme storm risks to space systems critical to social and 
economic cohesion of the country (which is likely to include 
navigation satellite systems) should be assessed in greater 
depth; and users of satellite services which need to operate 
through a superstorm should challenge their service providers 
to determine the level of survivability and to plan mitigation 

bottleneck in satellite manufacture or launch capacity could be 
created.

extreme storm environments for satellites and consequential 
Living with a Star 

should be maintained and developed. Such measurements 
enable post-event analysis of satellite problems, the 
development of improved physical models which can be used in 
satellite design phases and the development of better warning 
and forecasting. 
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A single event upset (SEU) is generated when the critical charge 
in a semiconductor is exceeded causing the memory cell to change 
logic state with an associated change in the memory data word. For 
complex systems with large amounts of memory, it is important that 
recovery time is short compared to the time between SEE, so that 
inbuilt redundancy is adequate. During a large solar event, the time 
between individual SEE will be much shorter than it is in the nominal 
atmospheric radiation environment. 

Multiple bit upset (MBU) occurs when the energy deposited in 
the silicon of an electronic component by a single ionising particle 
causes upset to more than one bit in the same word. These errors 
are mainly associated with memory devices, although any register is 
a potential target. Many memory manufacturers minimise the risk of 
MBU in modern memories by arranging the individual bits in a word 
non-contiguously. Because more than one bit in a single word are 

parity checks.

Multiple cell upset (MCU) occurs when the energy deposited in 
the silicon of an electronic component by a single ionising particle 
induces several bits in an integrated circuit (IC) to upset at one 
time. These errors are mainly associated with memory devices, 
although any register is a potential target. The occurrence of MCU is 
increasing as device feature size (and therefore the space between 
transistors gets smaller).

Single event burnout (SEB) takes place in high voltage electronic 
devices, where despite their comparatively large feature size they 
are also at risk of SEE and burn out from atmospheric radiation. 

Single event transient (SET) is a class of non-destructive soft-
error that can cause changes of logical state in combinational logic, 
or may be propagated in sequential logic, through ’glitches’ on 

threat, as device behaviour has been dominated by errors in 
registers and memory cells – ie SEUs. However, as devices are 
further scaled down to smaller feature sizes and faster speeds, 
SETs, are expected to become more probable. In contrast to SEUs, 
which do not show clock frequency dependence, SETs depend 

slower devices are less vulnerable.

Single event functional interrupt (SEFI) is observed as an 
unexpected loss of functionality, or otherwise unexpected change 
of state of a device due to a particle strike in the internal state-

SEFIs, however, new generation data handling devices, such as 

have also been found to be susceptible. Functionality is usually 
restored by power-cycling the device (soft SEFI) – but sometimes 
permanent damage is done (hard SEFI).

Single event gate rupture (SEGR) is caused when a heavy-ion 

catastrophic breakdown of the insulator with a consequent thermal 
runaway condition. Such events may occur in the gate dielectric of non-
volatile static random access memory (SRAM) or electrically-erasable 
programmable-read-only memory (EEPROM) during a write or clear 
operation. The increasing use of such technology in data handling 
systems means that SEGR is an increasing risk factor in COTS systems.

A single event latchup (SEL) will persist until power is removed 
from the device. Single event latchup can be avoided at component 
level by choosing devices that are not susceptible to SEL. Integrated 
circuit manufacturers can reduce the risk of SEL using fabrication 
techniques such as substrates that include controlled epitaxial 
layers and silicon on insulator technology.

Box 2: More detailed description 
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8.1  Introduction
High-energy cosmic rays and solar particles incident on the Earth 
spawn a multitude of other high-energy particles through nuclear 
interactions in the upper atmosphere. These high-energy particles 

18 km and are then progressively attenuated by the atmosphere so 
that only the most penetrating component can be measured on the 

these particles can have an impact on aircraft passengers and crew 
because of the increased exposure to ionising radiation.

It is well established that ionising radiation can be injurious to 
human health. The harm caused can be divided into stochastic 

are deterministic in nature. Tissue reactions have a threshold for 

The absorbed dose, which is a measure of the energy 
deposited per unit mass of tissue in the form of ionisation and 

-1). Tissue reactions 
are only encountered for energy deposition greater than 0.5 
Gy [ICRP, 2012] which is typically only relevant in accident 
and emergency situations. Tissue reactions are caused by 

sometimes with fatal consequences. A solar superstorm 
comparable to the Carrington event would be far too small to 
cause tissue reactions for altitudes up to 18 km, so they will 
not be discussed further. However, this might be a problem for 
astronauts who could receive much higher doses.

for the radiosensitivity of each organ and the type/energy 

Aside from severe accident and emergency situations, these 
are the risks to human health that are generally of concern. 

Commission on Radiological Protection (ICRP), which produces periodic 
ICRP, 1991; 2007]. The 

recommendations of the ICRP are invoked as EC Basic Safety standards 
[Council of the European Union, 1996] which are then followed into 
UK legislation as the Ionising Radiations Regulations published by the 
Health and Safety Executive [Health and Safety Executive, 1999]. 
Following the 2007 recommendations of the ICRP there has not yet 
been a revision of the EC Basic Safety Standards, but the IAEA has 
published international basic safety standards [IAEA, 2011].

The ICRP divides radiation exposures into occupational, medical and 

of exposure. Also, in terms of optimisation, ICRP, divides exposure 
situations into “planned”, “existing” and “emergency” [ICRP, 2007]. 
These apply to both occupational and public exposures with the 
annual dose limit for occupational exposures set to 20 mSv and 
that for public exposures set to 1 mSv. The 1996 EC Basic Safety 
Standards and 2011 International Basic Safety Standards explicitly 
include exposures of air crew as occupational exposure, but 
air travel is not considered for either business or leisure travel. 
Pregnant air crew are restricted to 1 mSv per declared period of 
pregnancy. FAA guidelines limit exposure in pregnancy to no more 
than 0.5 mSv in a month.

Long haul crew typically receive an occupational dose of 4 to 6 mSv 
per year [Lindborg et al.
action level in Article 42 of EU Directive 96/29 Euratom that was 
adopted in the UK on 13 May 1996 and enacted in an amendment 
to the Air Navigation Order. For comparison, the UK average natural 
background dose rate at sea level is 2.2 mSv per year (from rocks, 
radon, internal sources and cosmic rays) [Watson et al., 2005] while 
medical diagnostic doses range from 0.014 mSv for a chest X-ray, to 
6 mSv for computerised tomography of the chest [Wall et al., 2011] 
and higher for other interventions [Fazel et al., 2009]. The average 
medical exposure in the UK is 0.4 mSv per year [Watson et al., 2005]. 

measurements of solar particle enhancements on board commercial 

which was compelled to carry a monitor [Dyer et al., 1990]. Recent 
observations have also been made in April 2001 and October 
2003 [Getley et al., 2005; Getley et al., 2010]. These observations 

routes. For example, during the major event on 23 February 1956, 
it has been calculated that there was a 300-fold increase (over 
background) at high latitudes and 12km altitude, with corresponding 

hr-1. This could have caused some air crews to exceed the current 
Dyer et al., 2007]. 

Fortunately, such large events are rare and it is estimated that since 
1942 only six events would have resulted in a dose in excess of 

Lantos 
and  Fuller
caused a factor 50 increase in the Antarctic region corresponding to 

-1 at cruising altitudes [Dyer et al., 
2007]; [Butikofer et al., 2008]. Fortunately for aviation, this was very 
short-lived and localised such that the northern hemisphere rates 
were an order of magnitude lower.

The International Civil Aviation Organisation has recognised the 
potential issues of space weather and has commenced activities to 
provide operational requirements, guidance and the potential for 
space weather information services [ICAO, 2010].

8.  Ionising radiation impacts on 
aircraft passengers and crew
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8.  Ionising radiation impacts on aircraft passengers and crew

8.2  Consequences of an  
extreme event

exposure down to the tropics. 

At conventional cruising altitudes (33,000 to 39,000 feet), 
a superstorm could result in a radiation dose to aircrew and 
passengers of greater than 20 mSv. This is greatly in excess (by 
a factor 20) of the annual dose limit for a planned exposure to 
the general public and comparable or in excess of the annual 

20 mSv implies an increased lifetime cancer risk of only 1 in 1,000 
for each person exposed which should be considered in the context 

ONS, 2012].  

Radiation emergencies are essentially dealt with by consideration 
of individual risk. Conventional nuclear emergencies and accidents 
have led to either very large exposures of individuals or had the 
potential for very large exposures. They are characterised by the 
possibility of taking mitigating action and thereby reducing the risks 

maximum dose rates that could result at aviation altitudes.

If a major solar storm took place, then a large number of members 
of public and air crew could be exposed. During 2011, UK aircraft 
operators uplifted 111,082,766 passengers, which corresponds to 

a global event and experienced on both the day and night sides of 
the Earth. This is somewhat pessimistic, but we will optimistically 
assume that in the event of a solar superstorm the aircraft can 
land or reduce altitude within one hour. Given these assumptions 

urgent need for advice and reassurance on the doses received. .

While it is tempting to compare a solar superstorm with other 
radiation emergencies in terms of collective dose, it is more relevant 
to compare with domestic radon exposure; radon is also background 
radiation and the action level is set according to individual risk. In 
the UK, the action level for which remedial measures in homes 

© vivekchugh, www.sxc.hu
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are advised, is set to 200 Bq m-3, which corresponds to an annual 
-1   [McColl and  Prosser, 2001]. 

The target level for UK homes is half this value, but it still equates 
to about 5 mSv y-1. This latter dose rate is about a quarter of the 
estimated dose received by passengers during a solar superstorm, 

8.3  Mitigation

The impact on passengers and aircrew of an extreme solar storm 
might need to be considered as an emergency situation, where 

to reduce exposure are necessary. These reference levels would 
need to be applied based on pre-event considerations of the risk 

consequences of those remedial measures. The ICRP does not 
specify values for emergency reference levels but sets bounds of 20 
mSv to 100 mSv; hence the lower limit of concern for emergencies 
coincides with the estimates of individual doses from a Carrington 
scale event. Emergency plans tend to be drawn up on the basis 
of probability and impact, with a probability threshold estimate 
of 10-5 per annum being used. It is not clear how probable a solar 
superstorm would be, but a per annum risk between 10-2 and 10-3 
would seem reasonable.

emergencies as: “situations that may occur during the operation 
of a planned situation, or from a malicious act, or from any other 
unexpected situation and require urgent action in order to avoid 
or reduce undesirable consequences.” In its follow-up to those 
recommendations, it stated that “The Commission recommends 
that plans should be prepared for all types of emergency exposure 
situation: nuclear accidents (occurring within the country and 
abroad), transport accidents, accidents involving sources from 
industry and hospitals, malicious uses of radioactive materials, 
and other events, such as a potential satellite crash” [ICRP, 2009]. 

such as a solar superstorm.

In its document on the application of the 2007 recommendations 
of the ICRP, the HPA stated that “emergency situations are likely 

uncertainty concerning current and future exposures, rapidly 
changing rates of potential exposure, potentially very high 
exposures (ie those with the potential to cause severe deterministic 
injury), and loss of control of the source of exposure or release.” 
[HPA, 2009]. While the potential to cause deterministic injuries 
(tissue reactions) at commercial aviation altitudes is small, a 
solar superstorm would conform with the other characteristics. 

considering a solar superstorm as a radiation emergency. It is 

of the eye, could require consideration, though this is more likely 
to have occupational implications rather than emergency ones. 

individual risk rather than collective dose, and the individual risk 
associated with a solar superstorm is likely to be low.

Aspects of a solar superstorm that mitigate against its 
consideration as a radiation emergency are its short duration and 
the lack of scope for taking action to reduce doses. If real time 
monitoring of dose rates improves, either in terms of the available 
satellite data or through on-board monitors, then it may become 
possible to take considered actions to reduce doses during a solar 
storm. Currently, however, the data available may not be processed 

protection response to advice on the doses received.

When a Carrington-scale event, or even a storm as large as that 
from 1956, next occurs, there will be many members of the public 
in the air who will be exposed to additional radiation. It will be 
important to ensure that accurate information is provided to the 

advice will be needed on the levels of exposure experienced, the 
need for any medical checks (very unlikely), the advisability of 

work-related exposure. Special advice for pregnant women may be 
required. 

Emergency plans are in place for conventional nuclear emergencies, 
with a view to covering all reasonably probable extreme events. 

emergency plan for public exposures from a solar superstorm, 
so that ad hoc decisions would not have to be made during the 
event. Such a plan would enable quick decisions to be made on the 
options available for reducing exposure: for example, reduction in 
altitude, rerouting and remaining grounded. These all have adverse 
consequences that need to be balanced against the radiation 
dose savings that can be made. The main requirement may be the 
provision of accurate and prompt information to the public. If there 
is another Carrington-scale event, members of the public who 

travelling while pregnant or with children. Those who have booked 

after the event.

Forecasting
Solar energetic particles from the solar superstorm arrive at close 
to the speed of light and prediction is essentially impossible unless 

produce spectra with large amounts of high-energy particles are 
currently not well understood. Near-term solutions based on such 
warnings are unlikely, but there is hope that in the medium to long 
term an approach based on precursors will provide the necessary 
skill to provide actionable advice.
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impacts on engineered systems and infrastructure

8.  Ionising radiation impacts on aircraft passengers and crew

8.4  Passenger and crew safety – 
summary and recommendations
Summary
Passengers and crew airborne at the time of an extreme event 
would be exposed to an additional dose of radiation estimated 

annual limit for members of the public from a planned exposure 
and is comparable to about three CT scans of the chest. Such 
levels imply an increased cancer risk of 1 in 1,000 for each person 
exposed, but this should be considered in the context of a lifetime 

No practical method of forecasting is likely in the short term since 
the high-energy particles of greatest concern arrive at close to 
the speed of light. Mitigation and post-event analysis is needed 
through better onboard aircraft monitoring. An event of this type 
will generate considerable public concern.

Recommendations
Consideration should be given to classifying solar 
superstorms as radiation emergencies in the context of air 

appropriate an emergency plan should be put in place to cover 
such events. While the opportunities for dose reduction may 
be limited, appropriate reference levels should be considered 
and set, if appropriate.
Atmospheric radiation alerts should be provided to the 
aviation industry and concepts of operation should be 

reduced). 
Consideration should be given to requiring aircraft operating 

radiation sensor and data logger. This would enable post-
event analysis to allay public concerns and to manage any 
health risks. 
Consideration should be given to the sensor being visible to 
the pilot and to the development of a concept of operations 
whereby the pilot requests a reduction in altitude (noting 

conditions.
Post-event information and advice on the radiation doses 
received should be available to passengers and crew 
(especially to pregnant women).

Ground level monitors are diminishing in number and this limits their 
ability to provide adequate directional and spectral information. 

reduced because the maximum dose rates are reached in a matter 
of ten minutes or so. 

Satellite-based warning systems can also be employed, but current 
satellite detectors use low energy particle thresholds that are 
more relevant to spacecraft operations than aircraft. This can 
result in numerous false alarms as well as missing other events. 

information about current atmospheric radiation conditions to 
aviation authorities, airlines, pilots and other parties as part of normal 
meteorological reports: mitigating action could then be taken (eg to 

those currently employed by the National Oceanic and Atmospheric 

On-board, real-time monitoring is the only practical way to rapidly 
detect raised radiation levels that would allow action to be taken to 

altitude, but unilateral and uncoordinated height reductions are 
highly risky and probably more risky than staying at altitude. An 

appropriate but this will require study.

Concorde was compelled to carry a radiation warning monitor [Joint 
Aviation Authorities, 2001] as are all commercial aircraft operating 
above 49,000 feet. A similar requirement has not been extended to 
other aircraft despite the fact that subsonic routes at high latitude are 

altitude [Dyer et al., 2007]. Consequently, the avionic infrastructure to 
implement this mitigation approach is not in place and the cost might 
be a disincentive. However, it must be noted that the current situation 
of individual airline response to false positive NOAA warnings can 

noted that many pilots would like information on the radiation levels 
to be immediately available to them so that they can make informed 
decisions. For example, the European Cockpit Association, which 
represents 38,000 commercial pilots, has written to the European 
Commission recommending that a visible warning should be provided.

Post event analysis and management of public concern
Post-event analysis will inevitably be needed to reassure the public.  
Crude estimates of the dose may be made using ground level and 
space monitors but the accuracy is limited by the lack of data, to 
factors between two and ten. In this context there is no substitute 
for onboard monitors.

41
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9.1  Introduction
Background galactic cosmic rays give rise, through collisions in 
the upper atmosphere to a cascade of secondary particles. These 

secondary particles much stronger at aircraft cruising altitudes than 
on the ground. 

SEPs associated with solar storms also generate secondary 
particles in the upper atmosphere with the most energetic 
generating a ground level signature. When large increases in the 

as a ground level event (GLE).  SEPs arrive within minutes of the 

the velocity of light.

These high-energy neutrons and protons are problematic because 
they interact with semiconductor material – on the ground or on 
board aircraft – where they give rise to lower energy protons, 
nuclear recoils and other secondary charged particles. These 
deposit a small amount of electronic charge causing single event 

early generation large geometry devices, this electronic charge 

device. However, increased integration with corresponding smaller 
geometry devices has brought with it an increased vulnerability to 
charge deposition. 

The largest GLE on record (since measurements began in 1942) 
occurred on 23 February 1956. This GLE exhibited a 50-fold increase 

calculated that this event would have produced a 300 fold increase 
at 12 km compared with background conditions for this altitude [Dyer 
et al., 2003]. Unfortunately, there is currently no good estimate of 

hinders our impact assessments. Our best estimate is that the 
environmental threat for a Carrington level superstorm is four times 
larger than the 1956 event, corresponding to a 200 fold ground level 
increase and a 1200 fold increase at 12 km.

9.2  Engineering consequences on 
avionics of an extreme event

Since the early 1990s there have been a number of open literature 
recorded instances of SEE in avionics at background levels of 
radiation [e.g. Normand, 2001; Normand et al., 1997; Olsen et al., 
1993]. Increases in high-energy particles above this background, 
associated with a superstorm are then of concern because they 
increase the probability of an SEE in aircraft systems. 

Normand [2001] illustrates the importance of SEE in the context 

variation), and the average autopilot upset rate of one for every 

irradiation of the same static random access memory chip (SRAM) 
[Sims et al.
the February 1956 event, upsets could have occurred more than 
once an hour for the particular autopilot under consideration if the 
system had reset after each upset [Dyer et al., 2003].

ATSB, 2011] on an incident near northwest 
Australia, the Australian Transportation Safety Bureau eliminated all 
environmental causes other than SEEs for false signals generated 
by an Air Data Inertial Reference Unit. In their lessons for new 
systems, they state “SEEs are a potential hazard to aircraft systems 
that contain high-density integrated circuits. Designers should 

A superstorm would be likely to cause an atmospheric radiation 
storm lasting 12 hours or even more. It would be widespread, 
possibly extending down to the tropics if there were also a 

aircraft systems failures.

9.3  Engineering consequences 
of an extreme event on ground 
systems

The atmosphere provides considerable protection to ground 
level systems and for this reason this study focuses on airborne 
systems. Yet we know that SEEs are occasionally seen on ground 
systems [Normand, 1996; Ziegler et al., 1996] and are likely to 
be of increasing concern in the design of automotive electronics, 
miniaturised devices and safety-critical systems in general. Medical 

to give errors from cosmic rays [Bradley and  Normand, 1998]. 
Upsets in major computing facilities correlate with altitude and, 

economic losses, certain server technologies have been tested in 
neutron radiation facilities [Lyons, 2000]. In light of this evidence, 
safety-critical ground systems such as those in nuclear power 
stations should consider the impact of superstorm radiation at 
ground level within its electronic system reliability - and safety-
assessments. In the case of nuclear power a Carrington event 

assessment may be as long as 10,000 years.

9.  Ionising radiation impacts on 
avionics and ground systems
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9.  Ionising radiation impacts on avionics and ground systems

9.4  Mitigation
Avionics
Avionics are some of the most sophisticated but safe technological 
systems in common use. Avionics routinely incorporate redundant 
and majority voting systems to mitigate hazards – including the 

embody similar approaches making them also architecturally 
resilient to space weather). Notwithstanding these design 

minimise the risk from SEPs.

Since 2006, a series of atmospheric radiation standards has been 
developed by the International Electrotechnical Commission (IEC) 
[Edwards et al., 2004]. These are IEC 62396-1 Ed1, 2012 [IEC, 2012c] 
; IEC 62396-2, 2012 [IEC, 2012a]; IEC TS 62396-3, 2008 [IEC, 2008c]; 
IEC TS 62396-4, 2008 [IEC, 2008b] and IEC TS 62396-5 [IEC, 
2008a]. The IEC publications have the form of recommendations for 
international use, and are accepted by IEC national committees 

Second or third party accreditation through the International  
Electrotechnical Commission Quality (Assessment System for 
Electronic Components) 
IEC/TS 62239-1 Ed.1, [IEC, 2012b] for electronic component 

management is increasing within the aviation industry. The 

documented in accordance with IEC 62396-1 Ed.1, 2012 section 

environment). Solar storms are also mentioned in section 5.6 of IEC 

which could be experienced during a superstorm event.

The IEC standard on avionics atmospheric radiation (IEC 62396-1 
Ed.1, 2012 section 9) provides a methodology for documenting 
compliance of avionics which will be operated within an 
atmospheric radiation environment.  This standard recommends 
that once the initial design is complete, all SEE sensitive electronic 

susceptibility determined. Guidance for obtaining this information 

the component level SEE cannot be mitigated within the equipment 
design the standard recommends that the SEE be mitigated at 
the equipment or systems level. If this is not feasible, the part or 
equipment design might need to be changed. 

For aircraft systems (as opposed to components) radiation 
standards and industry awareness are less developed. This is 
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9.5  Avionics and ground systems – summary and recommendations

Summary
Very little documentary evidence could be obtained regarding the 
impact of solar energetic particles on ground infrastructure and it is 

More documentary evidence of normal and storm time impacts is 
available in respect to avionics - no doubt because the operating 

estimate is that during a solar superstorm the avionic risk will be 

note that the more critical avionics, such as engine control, are 
designed to mitigate functional failure at component, equipment 
and system level and consequently they will be partially robust to 
solar energetic particles.

Solar energetic particles exhibit a wide range of energies and it 
is currently impossible to forecast the spectrum of particles that 

practical forecast of an event and its consequences can currently 
be provided.

Recommendations:
Ground-and space-derived radiation alerts should be provided 
to aviation authorities and operators. The responsible aviation 
authorities and the aviation industry should work together to 

reducing altitude if the storm occurs on route or, if still on the 

This could even include reductions in altitude if deemed 

The responsible Aviation Authorities and the aviation industry 
should work towards requiring that future aircraft systems 

including through the appropriate standards in atmospheric 
radiation mitigation – for example IEC 62396-1 Ed.1:2012).
Since the impact of a solar superstorm on ground-based systems 

very high safety and reliability requirements (eg in the nuclear 
power industry) may need to take account of superstorm ground-
level radiation on microelectronic devices within the system. 

progressing through the revision of the SAE/EUROCAE Aerospace 
Recommended Practices, ARP 4761, which is exploring how to 
introduce consideration of SEE to the system safety assessment 
process.

The impact on equipment and systems of extreme events might 
be determined by irradiating the equipment in a wide area neutron 

comparable to an extreme event such as the Carrington Event at 
aircraft altitude would be required for such a determination. For 
avionics there are currently only two or three facilities worldwide 
that could generate radiation levels representative of the 
atmospheric environment. This situation should improve in the 
next two years with the opening of a dedicated beam-line (ChipIR) 
ISIS Spallation Neutron Source at the Rutherford and Appleton 
Laboratory in the UK. The ChipIR wide beam facility will enable 
complete powered and monitored equipment and systems to be 
irradiated at radiation levels equivalent or greater than a Carrington 
event to verify equipment SEE tolerance. However, to make this 
worthwhile, international aircraft industry cooperation will likely 
be necessary to agree on standardisation of test methodology 

means of addressing this phenomenon.

Operational mitigation
As already described in the context of air passenger safety 
considerable reductions in superstorm radiation can be obtained 

and possibly rerouting aircraft to lower latitudes. However, 
uncoordinated altitude reduction introduces risk. Even coordinated 
height reduction carries its own risk by increasing aircraft fuel burn 
which results in an aircraft possibly needing to re-route. A risk-

Situational awareness of superstorm radiation – suggesting 
actions ranging from fastening seatbelts (to mitigate against any 
unexpected changes in height and direction introduced through 
the avionics) to altitude reductions or rerouting – can be provided 
to the pilot from ground, space and on board sensors. The latter 
is likely to be preferable from a technical standpoint because the 
measurement will be made where the risk occurs.

SEPs exhibit a wide spectrum of energies and it is currently 
impossible to forecast the spectrum – and danger – of the particles. 

event, nor its associated impact can currently be provided.
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10.  Impacts on GPS, Galileo and other GNSS positioning, navigation and timing (PNT) systems

10.1  Introduction
Transmissions from Global Navigation Satellite Systems (GNSS), 
including the Global Positioning System (GPS), GLONASS and Galileo, 
provide positioning and navigation services. The car satnav is 
perhaps the best known exemple, but ship and aircraft navigation, 
tracking of products and deliveries and emergency service dispatch 
are all increasingly dependent on the GNSS position and navigation 
services.  GNSS also provides very accurate (tens of nanoseconds) 
timing services. Some telecommunications services use timing 
signals from GPS satellites to synchronise networks to facilitate 

stamp transactions in high speed trading.

of ways and there are a number of compensatory approaches  
[Cannon, 2009; Hernández-Pajares et al., 2011; Kaplan, 2005; 
Mannucci et al., 1999; Walter et al., 2000]. 

bursts (SRBs), lasting for a few minutes to a few tens of minutes, may 
be detected at GNSS frequencies. During particularly active periods, 
and especially associated with a superstorm, there may be a number 
of bursts over the course of several days. SRBs can cause loss of lock 
in GNSS receivers [Cerruti et al., 2006; Cerruti et al., 2008] located in 
the sunlit hemisphere, due to an increase in radio noise interference.  

notably at solar minimum. This SRB was measured at 1 million solar 
-22Wm-2Hz-1) with smaller events on 

frequencies to interfere with receiver operation for 10 to 20 minutes 
on each occasion. Position data from several semi-codeless (and 
therefore not robust) receivers in the International GNSS Service (IGS) 
network were lost [Carrano et al., 2009].

plasma particles associated with the CME. The latter indirectly 
cause perturbations to the ionospheric electron density over large 
portions of the globe and cause large-scale (10-1000km) wave-like 

structures and gradients in the ionosphere. Small-scale structures 
(less than 1km) are also generated and these cause scintillation (ie 
rapid changes in amplitude and phase) of the signals. Scintillation 
is not often observed over the UK and normally occurs at equatorial 
and high latitudes, where it is a serious and limiting problem. 
During an extreme space weather event, it is likely that ionospheric 
scintillation will be observed at UK latitudes and indeed globally. 

Amplitude scintillation, that causes rapid changes in the carrier-to-
noise ratio, can lead to loss of carrier tracking in all receivers. 

causes the receiver phase tracking loop to lose lock impacting the 
reception of the important navigation data message which includes 
the satellite empherides. The code tracking loop, that measures 
range to the satellite, is fairly robust to phase scintillation and 
usually remains locked. 

Loss of phase lock in receivers used in high integrity applications (eg 
aviation) is particularly important as these receivers need to regularly 
read the satellite data message. To mitigate this, satellite based 
augmentation systems (SBAS), such as WAAS and EGNOS, employ a 
message symbol rate of 500 symbols s-1, together with a rate one-
half encoder and repeated messages to deal with burst errors.

Unfortunately, our estimates of the disruption to GNSS caused 
by scintillation resulting from a superstorm are poor. Our working 
assumption is complete loss of service for a period of one day, however, 
it is quite possible that there will be periods when at least one satellite 
signal can be received and timing synchronisation regained. For critical 
infrastructure, our working assumption is extended to loss of service 
for a period of three days and includes an allowance for re-initialisation 
of the satellite constellation (or augmentation system) after the storm.

10.2  GNSS for navigation
Single frequency civilian navigation systems.  
All GNSS systems have the option of operating in a single frequency 
mode and are dependent on a compensating model of the signal 
delay due to the electron density in the ionosphere. On average, the 

At the start (and end) of an extreme event when the ionosphere is 
highly disturbed, the position and navigation solution from a single 

large mismatch between the actual ionosphere and the average 
model assumed by the receiver. Moreover, during these periods it is 
likely that, due to scintillation, not all satellites will be tracked and 
there will be a consequential dilution of precision. Single frequency 

10.  Impacts on GPS, Galileo and other 
GNSS positioning, navigation and timing 
(PNT) systems

OUR WORKING ASSUMPTION IS COMPLETE 
LOSS OF SERVICE FOR A PERIOD OF ONE 
DAY, HOWEVER, IT IS QUITE POSSIBLE THAT 
THERE WILL BE PERIODS WHEN AT LEAST 
ONE SATELLITE SIGNAL CAN BE RECEIVED 
AND TIMING SYNCHRONISATION REGAINED.
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provide positioning and navigation services. The car satnav is 
perhaps the best known exemple, but ship and aircraft navigation, 
tracking of products and deliveries and emergency service dispatch 
are all increasingly dependent on the GNSS position and navigation 
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timing services. Some telecommunications services use timing 
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the sunlit hemisphere, due to an increase in radio noise interference.  

notably at solar minimum. This SRB was measured at 1 million solar 
-22Wm-2Hz-1) with smaller events on 

frequencies to interfere with receiver operation for 10 to 20 minutes 
on each occasion. Position data from several semi-codeless (and
therefore not robust) receivers in the International GNSS Service (IGS) 
network were lost [CarrCC ano et al.rr , 2009].

plasma particles associated with the CME. The latter indirectly 
cause perturbations to the ionospheric electron density over large 
portions of the globe and cause large-scale (10-1000km) wave-like

structures and gradients in the ionosphere. Small-scale structures 
(less than 1km) are also generated and these cause scintillation (ie 
rapid changes in amplitude and phase) of the signals. Scintillation 
is not often observed over the UK and normally occurs at equatorial 
and high latitudes, where it is a serious and limiting problem. 
During an extreme space weather event, it is likely that ionospheric 
scintillation will be observed at UK latitudes and indeed globally.

Amplitude scintillation, that causes rapid changes in the carrier-to-
noise ratio, can lead to loss of carrier tracking in all receivers.

causes the receiver phase tracking loop to lose lock impacting the 
reception of the important navigation data message which includes 
the satellite empherides. The code tracking loop, that measures 
range to the satellite, is fairly robust to phase scintillation and
usually remains locked.

Loss of phase lock in receivers used in high integrity applications (eg
aviation) is particularly important as these receivers need to regularly 
read the satellite data message. To mitigate this, satellite based 
augmentation systems (SBAS), such as WAAS and EGNOS, employ a
message symbol rate of 500 symbols s-1, together with a rate one-
half encoder and repeated messages to deal with burst errors.

Unfortunately, our estimates of the disruption to GNSS caused 
by scintillation resulting from a superstorm are poor. Our working 
assumption is complete loss of service for a period of one day, however, 
it is quite possible that there will be periods when at least one satellite
signal can be received and timing synchronisation regained. For critical 
infrastructure, our working assumption is extended to loss of service 
for a period of three days and includes an allowance for re-initialisation 
of the satellite constellation (or augmentation system) after the storm.

10.2  GNSS for navigation
Single frequency civilian navigation systems.  
All GNSS systems have the option of operating in a single frequency 
mode and are dependent on a compensating model of the signal 
delay due to the electron density in the ionosphere. On average, the 

At the start (and end) of an extreme event when the ionosphere is 
highly disturbed, the position and navigation solution from a single 

large mismatch between the actual ionosphere and the average 
model assumed by the receiver. Moreover, during these periods it is 
likely that, due to scintillation, not all satellites will be tracked and 
there will be a consequential dilution of precision. Single frequency 
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DAY, HOWEVER, IT IR S QUITE POSSIBLE THAT 
THERE WILL BE PERIODS WHEN AT LEAST
ONE SASS TELLITE SIGNAL CAN BE RECEIVED 
AND TIMING SYNCHRONISASS TION REGAINED.

IEC PAS 62396-6:2014 © IEC 2014– 52 –

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IE
C PAS 62

39
6-6

:20
14

https://iecnorm.com/api/?name=205fb1ca010414bb7496c314836e3cb4


46 Royal Academy of Engineering

m. At the start and end of an extreme space weather event errors 
might be measured in 100s of metres.

density perturbations will occur and it is likely that scintillation 
will occur on all satellite paths. During this period, it is likely that 
positional and navigational solutions will be completely lost.

Dual frequency civilian navigation system. 
GPS is being enhanced with a second open (civil) signal at the 
current L2 frequency (1227 MHz) and a new L5 frequency (1176 
MHz). These frequencies will become fully operational over the next 
few years. Galileo will also add to the number of signals available for 
civil operations.  

Dual frequency operation obviates the need for an ionospheric 
model and receivers equipped for dual frequency operation will be 

electron density perturbations and gradients. However, the dual 
frequency receivers do not mitigate scintillation which will in fact 
be more prevalent at the lower frequencies. This means that during 

of precision and during the main phase of the event position and 
navigation solutions will likely be lost. During a superstorm the 
best that can be expected is a marginal improvement over single 
frequency operation.

The preceding space weather vulnerabilities also apply to 
augmented navigation systems such as those designed for 
aircraft navigation and landing.  These include the US Wide Area 
Augmentation System (WAAS) and the European Geostationary 
Navigation Overlay Service (EGNOS).  

During the large geomagnetic storms in October 2003, vertical 
navigation guidance was unavailable from WAAS for approximately 
30 hours [FAA, 2004]. It should be noted that WAAS horizontal 
navigation guidance remained continuously available and the 

availability. The December 2006 SRB (the largest on record) caused 
a WAAS loss of vertical guidance for 15 minutes. As with the 2003 
storms, operational integrity was maintained. 

In an extreme event, the system metrics will be impaired at the start 
and end phases and service loss is likely during the main phase.  

medium scale spatial gradients in the ionosphere which will be 
prevalent during a solar superstorm. Furthermore, augmented systems 
(currently) use a type of receiver at their reference stations that tracks 
the phase of the military encrypted GPS signals. These semi-codeless 

than normal code and carrier tracking. This results in the receivers 

being extremely sensitive to phase scintillation on the L2 signal caused 
by a disturbed ionosphere. Under superstorm conditions, spatial 
gradients and tracking loss are likely to combine to cause a break in 
service of precision approach and other high integrity operations. 
Under these circumstances, SBAS is likely to support the reversionary 
non-precision approach (vertical navigation based on baro-altimetry).

10.3  GNSS for time and timing 
Background
Many industrial applications require time or timing with appropriate 

network requires accurate timing to ensure uninterrupted 

The next generation of mobile data communications (dealt 
with in Chapter 12) will require accurate time slot alignment – 
now referred to in the ITU standards as time/phase. 
National power generation and distribution requires accurate 
time and time/phase. 
Server clocks need to keep the same time of day across the world, 

Synchronising these time and timing applications to a common 
(UTC traceable) clock was made easier with the emergence of the 
GPS system.

1996, but with mitigation techniques to ensure complete loss of 
GPS did not compromise network timing.  

Curry [2010] has explored the issue of holdover in networks when 
GPS is denied. This analysis has demonstrated that networks, 
and particularly critical national infrastructure networks, must be 
provisioned with rubidium or better (eg caesium) oscillators to meet 
the requirement for three day holdover in the event of a superstorm.  

Most UK wireline core
mobile backhaul, now use GPS timing backed up locally by rubidium 
oscillators. In the event of GPS denial, the network timing is 
referenced to caesium atomic oscillators meeting the ITU G.811 
standard – the current UK national network infrastructure, therefore, 
has the requisite holdover oscillators already in place. However, as 
more edge networks (as opposed to core networks), higher data rate 
packet-based networks and enterprise networks are deployed it is 
important that space weather vulnerability is regularly assessed. 

GNSS for time/phase applications
Time/phase is the alignment of elements in a network to a common 
time base and most usually this is UTC which is easily derived from GPS. 
Typical examples of this requirement are energy networks which use it 
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for synchrophasor operations and future smart grid applications.  Time/
phase is also needed in the time division duplex (TDD) variants of the 
4G mobile networks. These are dealt with in Chapter 12.  

Some computer systems require traceable and accurate time-of-

information, measure an event time and duration or log an alarm. 
While network time protocol (NTP) servers exist on the internet, 
these are sometimes not secure or accurate enough for mission 
– or commercially-critical applications. Consequently, some 
organisations implement their own NTP servers. These locally 
deployed NTP servers usually use GNSS as the source of UTC and 
back this up with high-grade oven-controlled crystal oscillators or 
rubidium oscillators. Loss of GPS would result in the NTP master 
clock progressively becoming less accurate and so the vulnerability 
is application dependent. 

We can identify vulnerabilities according to applications that require 
Curry [2010]  shows 

that an extreme space weather event will only have a severe impact 
on time-of-day applications where accuracies of better than a 
microsecond are required over the projected three days outage 
period. Emerging applications needing accuracy better than a 
microsecond include time stamping of high frequency trading in the 

If UTC alignment across multiple locations cannot be maintained 
against the temporary loss of GNSS, then other appropriate 
mitigation solutions might be considered. These include using 
network time and timing from the core (such as PTP) or other (than 

as eLoran signals. These are broadcast from Anthorn in the UK and 

space weather vulnerabilities.

10.4  GNSS - summary and recommendations
Summary
GNSS positioning, navigation and timing are ubiquitous to our lives 
and important in a number of safety of life applications; and their 
unmitigated loss resulting from a superstorm would have severe 
social and economic repercussions.  

Assuming that the satellites – or enough of them – survive 
the impact of high energy particles, we anticipate that a solar 
superstorm will render GNSS partially or completely inoperable for 
between one and three days. The outage period will be dependent 
on the service requirements. For critical timing infrastructure, 
it is important that holdover oscillators be deployed capable of 
maintaining the requisite performance for these periods. UK 
networked communications appear to meet this requirement. 

and ships will be in transit when the superstorm initiated. Aircraft 

future possibly for landing. With these applications set to increase, the 

will likewise increase. Fortunately, the aviation industry is highly safety 
conscious and standard operating procedures appropriate to other 

extreme space weather event. These include other terrestrially based 
navigation systems. The challenge will be to maintain those strategies 
over the long term as GNSS become further bedded into operations.  

This study has not explored the impact on ship navigation, but 
recognises that precision and non-precision navigation by GNSS is 
widespread and standard operating procedures will be needed to 
educate sailors on how to recognise a solar superstorm and deal 
with it in the possible absence of HF and satellite communications. 

Recommendations
All critical infrastructure and safety critical systems that require 

to operate with holdover technology for up to three days. 
Care should be taken to ensure that this requirement extends 

Backup position, navigation and time services such as eLoran 
service (which in the UK is broadcast from the Anthorn 
transmitter) should be considered as an alternative to GNSS for 
UTC traceable time, timing and location based services. We note 
that the USA has set-up the Alternate Position Navigation and 

and planned ground navigation aids (e.g. Distance Measuring 
Equipment) and the ground based transmitters associated with 
automatic surveillance) so that they can back up GNSS well into 
the future.
Since loss of GNSS would have a major impact on lives in 

of events should be provided through a nationally recognised 
procedure, possibly involving government crisis management 
arrangements, NATS, the CAA and the General Lighthouse 
Authority. Criteria should be established for the re-initiation of 
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11.1  Introduction

after the initial event on the sun) or delayed (ie some days later).

terrestrial mobile communications networks
HF communications and international broadcasting
mobile satellite communications
satellite and terrestrial broadcasting.

11.2  Terrestrial mobile 
communication networks 

Systems considered in this section include:

2G public mobile communication systems, mainly based on the 

3G public mobile communication systems, mainly based on the 

4G public mobile systems, expected to be based mainly on the 

a lesser degree the IEEE 802.16 “WiMAX” technologies (even 
higher rate data)
analogue private mobile radio, as used for a variety of 
business and security services, which are based in the main 
on FM technology according to a variety of proprietary and 
standardised approaches
digital private mobile radio, as used by the emergency services, 

Short-range systems such as Wi-Fi and Bluetooth are not 

used indoors and are less relied upon for critical services, although 
their use is proliferating.

Disturbance mechanisms
Terrestrial mobile systems typically work in the frequency range of 
380 MHz – 3.5 GHz. Potential mechanisms for disturbance of mobile 
networks by an extreme space weather event are illustrated in 
Figure 13. They include:

GNSS, if it is used for timing/synchronisation/location purposes 
at the base station or elsewhere within the network
uplink access link (ie a mobile station transmitting to a  
base station)
downlink access link (ie a base station transmitting to a  
mobile station)
wireless backhaul (point-to-point and point-to-multipoint links 
between base stations and the mobile core network).

GNSS is potentially vulnerable to both solar radio noise bursts and 
also to ionospheric disturbances. Uplink, downlink and backhaul 
links are wholly terrestrial and are thus are only vulnerable to 
increased solar noise. 

GNSS in mobile systems 

according to the wireless technology employed. The 3G CDMA base 
stations used by some operators in the US, Eastern Europe and the 
Far East, conform to the 3GPP2 standard use GPS for timing and 
synchronisation at each base station. By contrast, the 3GPP-based 
systems which are used for almost all public mobile systems in 

avoiding the need for synchronous operation between adjacent 
base stations. Consequently, UK public mobile systems should be 

One potential exception in 3GPP systems is synchronisation of base 
stations for the TDD variant of LTE technology (TD-LTE).  GPS has been 
proposed to provide uplink/downlink synchronisation. However, this 
is an optional approach and could and should be avoided for critical 
systems via the use of network-based synchronisation techniques, 
such as via Precision Time Protocol (PTP) based on the IEEE-1588 
standard which is currently being deployed.  LTE in its FDD variant has 
just started to be deployed commercially in the UK. Wider deployments 
are expected following Ofcom’s spectrum auction starting in early 
2013. Although deployment of TD-LTE is likely to lag the FDD variant, 
it is important that the UK maintains the robust architectures currently 
being deployed where the application of the systems is critical.

Another potential exception where GPS may be used in 3GPP 
networks is in femtocells – miniature cellular access points used to 
enhance services in homes or small businesses. In the US, operators 
have used GPS to meet FCC requirements for emergency call 
location in femtocells. This has not been required by Ofcom in the 

11.  Impacts on radio 
communication systems

Figure 13: Potential mechanisms for disturbance of terrestrial mobile 
communications systems due to extreme space weather events  
© Real Wireless Ltd
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11.  Impacts on radio communication systems

UK and other means of locating femtocells have instead been used 
to meet the relevant requirements [Small Cell Forum, 2012].

The TETRA system used by Airwave to provide communications to 
the emergency services in the UK does use GPS at each base station 
for timing and synchronisation (and possibly for operational location 
purposes also). The loss of GPS at TETRA base stations would, 
therefore, in the absence of mitigating techniques, lead to a loss of 
service. Furthermore, given the reliance of the emergency services on 
TETRA, the impact of a loss of service could be severe. Consequently, 
Airwave has mitigated against such potential impacts in several ways:

operate for an extended period of time in the absence of GPS. 
In our view, holdover for up to three days may be required
via the provision of external power supply arrangements (battery 
and generator as applicable) to allow for non-mains running 
periods of up to seven days for the main part of the network
the use of network-derived synchronisation techniques with 
references which are independent of GNSS

Existing contracts with Airwave are due to expire in the next 
few years, starting in 2016. It is strongly recommended that the 

mitigation to maintain and if appropriate extend resilience against 
loss of GPS over a period of three days.

The above assessment concerns the impact of GPS as deployed at 
base stations. It is possible that some mobile networks may make use 
of GPS elsewhere within the network: no such instance is known of or 

Radio noise in mobile systems
It has been reported [Kintner et al., 2009] that solar radio bursts 

increasing the noise in the system. The impact of such a noise rise 
will depend on the technical characteristics of the system, the 
intensity of the SRB and whether the antenna is pointed at the Sun.  

Both base stations and mobiles are designed via various mechanisms 
to cope with signal outages of up to several seconds without loss of 

connection and only temporary loss of service. These mechanisms are 
likely to handle large noise rises with essentially the same robustness; 

network. Furthermore, the external solar noise rise would have to be 

seven and 10 dB in bandwidths of 200 kHz to 20 MHz and they have 
essentially omnidirectional antennas (except in specialised cases) 
with a gain of between around -5 dBi and +2 dBi. They are typically 
protected from solar noise by surrounding buildings and trees which 
block the line of sight to the Sun. Consequently, even if the external 

rather than the whole system.

The impact of radio noise on base stations is more likely to be 

in the same bandwidth) than mobiles and, therefore, lower power 
SRBs will show a measureable impact. However, the base stations 
have relatively high gain antennae (10-20 dBi) with a narrow vertical 
beamwidth, (around 10°). They are typically placed in elevated 
locations and are usually directed downwards below the horizon with 
a little spill over at small angles above the horizon. Consequently, 

horizon. Furthermore, the horizontal beamwidth is limited, typically 
to 80°-110° (base stations typically have multiple sectors to provide 
coverage at all azimuths) so only sectors facing the Sun will be 

and only those mobiles served by the sector in the direction of the 

reducing the probability that the Sun is in the beam during an SRB.

As a numerical example, we assume that at least one sector of 
every base station is directed at the horizon and hence could view 
the sun at near-maximum gain. Calculations (based on 900 MHz) 
then suggest that the base station noise rise will be (the noise rise 
of a mobile is given in brackets):

250 (12000) SFU and

1000 (47000) SFU 

There were 2,882 SRB events measured with more than 1,000 SFU 
(assuming a 12 minute window) during the period 1960-99, [Bala 
et al., 2002]; ie more than one per week on average. However, no 
impacts on mobile phone networks have been reported, even during 
the most intense SRB on record in December 2006. However, it is 

variabilities in service quality on mobile networks and the overall 
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of GPS elsewhere within the network: no such instance is known of or 
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to cope with signal outages of up to several seconds without loss of 

connection and only temporary loss of service. These mechanisms are
likely to handle large noise rises with essentially the same robustness; 

network. Furthermore, the external solar noise rise would have to be 

seven and 10 dB in bandwidths of 200 kHz to 20 MHz and they have 
essentially omnidirectional antennas (except in specialised cases) 
with a gain of between around -5 dBi and +2 dBi. They are typically
protected from solar noise by surrounding buildings and trees which
block the line of sight to the Sun. Consequently, even if the external 

rather than the whole system.

The impact of radio noise on base stations is more likely to be

in the same bandwidth) than mobiles and, therefore, lower power 
SRBs will show a measureable impact. However, the base stations 
have relatively high gain antennae (10-20 dBi) with a narrow vertical 
beamwidth, (around 10°). They are typically placed in elevated 
locations and are usually directed downwards below the horizon with
a little spill over at small angles above the horizon. Consequently, 

horizon. Furthermore, the horizontal beamwidth is limited, typically 
to 80°-110° (base stations typically have multiple sectors to provide 
coverage at all azimuths) so only sectors facing the Sun will be 

and only those mobiles served by the sector in the direction of the 

reducing the probability that the Sun is in the beam during an SRB.

As a numerical example, we assume that at least one sector of
every base station is directed at the horizon and hence could view 
the sun at near-maximum gain. Calculations (based on 900 MHz)
then suggest that the base station noise rise will be (the noise rise
of a mobile is given in brackets):

250 (12000) SFU and

1000 (47000) SFU 

There were 2,882 SRB events measured with more than 1,000 SFU
(assuming a 12 minute window) during the period 1960-99, [Bala 
et al., 2002]; ie more than one per week on average. However, no 
impacts on mobile phone networks have been reported, even during 
the most intense SRB on record in December 2006. However, it is 

variabilities in service quality on mobile networks and the overall 

©
 Real W

ireless Ltd

IEC PAS 62396-6:2014 © IEC 2014– 56 –

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IE
C PAS 62

39
6-6

:20
14

https://iecnorm.com/api/?name=205fb1ca010414bb7496c314836e3cb4


50 Royal Academy of Engineering

In an attempt to understand the impact of SRBs associated with 
a superstorm it is useful to look at the work of Kintner [2009] 

Such events, evaluated on the same basis, would correspond to 
around 22 dB of noise rise in base stations, and a corresponding 
severe loss of service.  There have been several such events 
between the 1960s and 2006, although the precise number 
and characteristics are uncertain because of inconsistencies in 
various measurements. A fuller characterisation of the probability 
and impact of such events requires a better understanding of 
the expected distribution of extreme events by radio frequency, 
duration, intensity and temporal structure within an event 
(milliseconds to seconds). 

In conclusion, extreme event SRBs are likely to have a widespread 
and noticeable impact on the mobile phone network, but only for 
base stations facing the Sun at dawn and dusk. The local time of the 

11.3  HF communications and 
international broadcasting

Introduction

and broadcasting (often referred to as shortwave) rely on the 
ionosphere to propagate radio signals beyond the horizon. HF is a 
valuable alternative and complement to satellite communications, 
especially near the Earth’s poles where geostationary satellites 
are not visible. The most prevalent (non-military) users of point-
to-point HF communications are the aviation and shipping 
industries. The primary users of HF broadcasting are international 
broadcasters such as the BBC World Service.

The ionosphere is a dynamic propagation environment and this 
makes HF operations challenging even during routine space 

ejections, produce large variations in the radiation incident upon the 
Earth, which in turn lead to disturbances in the ionosphere:

density of the lower layers of the ionosphere across the 
sunlit hemisphere. This increases the absorption (fading) 

disturbance (SIDS)
highly energetic solar particles ionize the lower ionosphere in 
the polar regions. This increases the absorption of HF signals - 

ionospheric storms occur, which result in regional and global 
reductions in the operational HF band.

irregularities and gradients at high (primarily auroral ) and at 

equatorial latitudes, between 18 local time and 24 local time 
These irregularities manifest themselves as multipath and 
Doppler distortion on HF signals and are related to scintillation 
seen at higher frequencies.

Modern HF systems provide substantial mitigation against all of 

these modems are used in conjunction with multiple ground stations 
using multiple operating frequencies [Goodman, 2006; Goodman et 
al., 1997]. However, there remain a large number of legacy systems 

interruptions during even moderate space weather events.

During a solar superstorm we expect the auroral oval to move 
south so that it includes or is south of the UK and consequently 

the evening hours, but will probably continue with little respite for 
several days. 

Aircraft HF communications
As a minimum, aircraft are required to carry analogue voice 
equipment for long distance communications, although some 

data links [ARINC
of the UK also carry satellite communications equipment in addition 
to their HF communication equipment. In contrast to some other 

72° north. This renders the HF communications to UK aircraft 
somewhat less susceptible to moderate space weather events, 
although it should be noted that loss of HF communications to 
aircraft remains a frequent event even under normal conditions. 

During an extreme event it is likely that communications to most 

there are well established procedures for coping with loss of HF 
ICAO [2005]; these generally allow 

extended-duration, wide-area loss of HF communications to all 
aircraft (when satellite communications may also be lost, Section 

reopening airspace once communications have recovered.

HF broadcasting 
HF broadcasting, such as that provided by the BBC World Service, 
will also be degraded or entirely unavailable for up to several 
days during an extreme space weather event. However, owing to 
the limited use of national HF broadcasting within the UK, this is 
unlikely to pose a major national threat.
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11.  Impacts on radio communication systems

11.4  Mobile satellite 
communications
Small scale irregularities often found in the high and equatorial 
regions (Figure 14) during the evening hours cause scintillation, ie 

as the frequency is decreased and lead to increased error rates 
on communications signals. Moderate ionospheric scintillation 

VHF and low UHF band - such systems are largely military. More 

communication systems (e.g. Iridium and Inmarsat). 

Amplitude scintillation, leads to message errors if the system 
fade margin is exceeded; and if the fade is so long that the error 
correction code and interleaving is unable to correct the data steam. 
Fading has been recorded on satellite communication systems at 

(peak-to-peak) and usually inconsequential. Fades of 10dB have 
 

Basu et al., 
1988]. This provides indicative values for a superstorm.

Solar radio bursts can interfere with VHF, UHF and L-band 
communications satellites. This is especially true for geostationary 
satellites around equinox, when the satellites lie close to the 
direction of the Sun (at certain times of day), and for mobile systems 
with large beamwidths and low signal-to-noise ratios [Franke, 1996].

During an extreme space weather event, high latitude scintillation 
will extend southwards to cover the UK and the equatorial 
scintillation will intensify and expand. Scintillation may occur at 

any time of the day, but will be strongest in the evening hours. 
Our judgement is that scintillation will render L-band links largely 
unavailable for between one and three days (section 11.1), however, 

For example, the L-band Iridium satellite network (which comprises 
a constellation of 66 LEO satellites operates with an average fade 

ICAO, 2007] which is less than the 20dB fades 
measured by Basu et al. [1988]. It seems that even without an 
allowance for other degrading factors such as multipath, the fade 

11.5  Satellite broadcasting
Assuming that the satellite survives the particle environment 
caused by an extreme space weather event, it is unlikely that 
services will be impaired. This is because satellite broadcasting 
operates at much higher frequencies than mobile satellite services 

impact on the radio propagation.

11.6  Terrestrial broadcasting
Terrestrial radio (ie national and local broadcasting) should not 

should be considered; for example, the BBC DAB network operates 
as a single frequency network and uses GPS to provide time 
and frequency synchronisation [ETSI, 2000]. It is not clear how 
much holdover is provided by the system (see Section 11.3 for a 
discussion of timing holdover).

Figure 14. Ionospheric scintillation morphology © [Basu et al., 2002]
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as the frequency is decreased and lead to increased error rates 
on communications signals. Moderate ionospheric scintillation

VHF and low UHF band - such systems are largely military. More 

communication systems (e.g. Iridium and Inmarsat). 

Amplitude scintillation, leads to message errors if the system 
fade margin is exceeded; and if the fade is so long that the error 
correction code and interleaving is unable to correct the data steam. 
Fading has been recorded on satellite communication systems at 

(peak-to-peak) and usually inconsequential. Fades of 10dB have

Basu et al., 
1988]. This provides indicative values for a superstorm.

Solar radio bursts can interfere with VHF, UHF and L-band
communications satellites. This is especially true for geostationary 
satellites around equinox, when the satellites lie close to the
direction of the Sun (at certain times of day), and for mobile systems 
with large beamwidths and low signal-to-noise ratios [Franke, 1996].

During an extreme space weather event, high latitude scintillation
will extend southwards to cover the UK and the equatorial 
scintillation will intensify and expand. Scintillation may occur at

any time of the day, but will be strongest in the evening hours. 
Our judgement is that scintillation will render L-band links largely 
unavailable for between one and three days (section 11.1), however,

For example, the L-band Iridium satellite network (which comprises
a constellation of 66 LEO satellites operates with an average fade 

ICAO, 2007] which is less than the 20dB fades 
measured by Basu et al. [1988]. It seems that even without an 
allowance for other degrading factors such as multipath, the fade

11.5  Satellite broadcasting
Assuming that the satellite survives the particle environment
caused by an extreme space weather event, it is unlikely that
services will be impaired. This is because satellite broadcasting 
operates at much higher frequencies than mobile satellite services 

impact on the radio propagation.

11.6  Terrestrial broadcasting
Terrestrial radio (ie national and local broadcasting) should not

should be considered; for example, the BBC DAB network operates 
as a single frequency network and uses GPS to provide time 
and frequency synchronisation [ETSTT I, 2000]. It is not clear how I
much holdover is provided by the system (see Section 11.3 for a
discussion of timing holdover).

Figure 14. Ionospheric scintillation morphology © [Basu et al., 2002]
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