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FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization con|
ational electrotechnical committees (IEC National Committees). The object of IEC is to promote inter
peration on all questions concerning standardization in the electrical and electronic(fields. To this ¢
Hdition to other activities, IEC publishes International Standards, Technical Specifications, Technical R

aration is entrusted to technical committees; any IEC National Committee interested in the subject dg
participate in this preparatory work. International, governmental and non-governmental organizations

hdardization (ISO) in accordance with conditions determined by agreement)between the two organiza

formal decisions or agreements of IEC on technical matters expressyas nearly as possible, an inter
Eensus of opinion on the relevant subjects since each technical\committee has representation f
rested IEC National Committees.

Publications have the form of recommendations for interfational use and are accepted by IEC N
hmittees in that sense. While all reasonable efforts are ‘made to ensure that the technical content
lications is accurate, IEC cannot be held responsible\ for the way in which they are used or
nterpretation by any end user.

rder to promote international uniformity, IEC National Committees undertake to apply IEC Publ

IEC Publication and the corresponding national or regional publication shall be clearly indicated in th

itself does not provide any attestation of¢conformity. Independent certification bodies provide cof
essment services and, in some areas, access to IEC marks of conformity. IEC is not responsible
ices carried out by independent certification bodies.

isers should ensure that they hayétthe latest edition of this publication.

iability shall attach to IEC ar its directors, employees, servants or agents including individual exp¢g
hbers of its technical committees and IEC National Committees for any personal injury, property dan
r damage of any natufe_whatsoever, whether direct or indirect, or for costs (including legal feg
enses arising out of<the publication, use of, or reliance upon, this IEC Publication or any oth
lications.

ntion is drawn te the Normative references cited in this publication. Use of the referenced publica
spensable forythie correct application of this publication.

ntion is dfawn to the possibility that some of the elements of this IEC Publication may be the subject o
ts. IEC.shall not be held responsible for identifying any or all such patent rights.

of¢is drawn to the fact that the use of the associated protocol type is restricted

licly Available Specifications (PAS) and Guides (hereafter referred to as “EC’ Publication(s)”).

prising
ational
nd and
eports,
Their
alt with
liaising

the IEC also participate in this preparation. IEC collaborates closely with the International OrganizTion for

ions.

ational
rom all

ational
of IEC
or any

cations
etween
b |atter.

formity
for any

rts and
hage or
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er IEC

tions is

patent
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ctual-

property-rights made by the holders of those rights permits a layer protocol type to be used with
other layer protocols of the same type, or in other type combinations explicitly authorized by its
intellectual-property-right holders.

NOTE Combinations of protocol types are specified in the IEC 61784-1 series and the IEC 61784-2 series.

IEC 61158-6-10 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

This fifth edition cancels and replaces the fourth edition published in 2019. This edition
constitutes a technical revision.
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This edition includes the following significant technical changes with respect to the previous
edition:

D

integration of time-aware system basic functionality;

(=}

integration of time-aware network functionality;

Qo O

integration of SFP diagnosis functionality;

D

)
)
) integration of remote service interface functionality;
)
)

integration of media redundancy ring interconnection basic functionality.

The text of this International Standard is based on the following documents:

Draft Report on voting

65C/1204/FDIS 65C/1245/RVD

Full information on the voting for the approval of this International Standard €ah be found|in the
reporflon voting indicated in the above table.

The lgnguage used for the development of this International Standard‘is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
acco\t\Tance with ISO/IEC Directives, Part 1 and ISO/IEC Diregtives, IEC Supplement, available

at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
descriped in greater detail at www.iec.ch/publications,

A list pf all the parts of the IEC 61158 series, undéer‘the general title Industrial communication
netwoyks — Fieldbus specifications, can be found on the IEC web site.

The committee has decided that the contents of this document will remain unchanged until the
stabilify date indicated on the IEC websit€ under "http://webstore.iec.ch" in the data relgted to
the specific document. At this date, the document will be:
e re¢onfirmed,

e withdrawn,

e replaced by a revised.gdition, or

e anpended.

it contains colors which are considered to be useful for the correct understanding of its

IMPQRTANT - The 'color inside’' logo on the cover page of this publication indicatqs that
contents. Users should therefore print this document using a color printer.
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INTRODUCTION

This document is one of a series produced to facilitate the interconnection of automation system
components. It is related to other standards in the set as defined by the “three-layer” fieldbus

refere

nce model described in IEC 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this document
is to provide a set of rules for communication expressed in terms of the procedures to be carried
out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a variety

of pur

— as

pOses:

a guide for implementers and designers;

— fonuse in the testing and procurement of equipment;

— as

— as

a refinement to the understanding of time-critical communications within OSI.

This document is concerned, in particular, with the communication andsinterworking of se

effect

brs and other automation devices. By using this document together with other stan

positigned within the OSI or fieldbus reference models, otherwise incompatible systen
work fogether in any combination.

part of an agreement for the admittance of systems into the open systems environment;

nsors,
dards
s can

The International Electrotechnical Commission (IEC) draws attention to the fact that it is clfimed

that c
conce

The h
reaso

pbmpliance with this document may involve thé/use of a patent. IEC takes no p
rning the evidence, validity, and scope of this\patent right.

blder of these patent rights has assured{EC that s/he is willing to negotiate licences
hable and non-discriminatory terms and conditions with applicants throughout the

In thi$ respect, the statement of the holder of these patent rights is registered with
Information may be obtained from the patent database available at http://patents.iec.ch.

Attentjon is drawn to the possibility that some of the elements of this document may
subje¢t of patent rights otherthan those in the patent database. IEC shall not be

respo

nsible for identifying anyor all such patent rights.

sition

under
world.
IEC.

pe the
held
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-10: Application layer protocol specification -
Type 10 elements

1 Scope

1.1 General

The Rieldbus Application Layer (FAL) provides user programs with a meanscto“access the
fieldbdis communication environment. In this respect, the FAL can be viewed as a “wiindow
betwelen corresponding application programs”.

This dart of IEC 61158 provides common elements for basic time-critical and non-time-¢ritical
messdging communications between application programs in an automation environment and
mater|al specific to Type 10 fieldbus. The term “time-critical” is used to represent the prejsence
of a time window, within which one or more specified actions are required to be completgd with
a defiped level of certainty. Failure to complete specified actions within the time window risks
failurg of the applications requesting the actions, with attendant risk to equipment, plapt and
possilhly human life.

This document defines in an abstract way thecexternally visible behavior provided by the
Type [0 fieldbus application layer in terms of:

e th
co

abstract syntax defining the application layer protocol data units conveyed between
municating application entities,

transfer syntax defining the qapplication layer protocol data units conveyed between
municating application entities,

application context state”machine defining the application service behavior visible

application relationship state machines defining the communication behavior yisible
befween communicating application entities.

The pprpose of thissdocument is to define the protocol provided to:

o deffine the'wire-representation of the service primitives defined in IEC 61158-5-10 and

e define'the externally visible behavior associated with their transfer.

This ifi i fcati i nance
with the OSI Basic Reference Model (ISO/IEC 7498-1) and the OSI Application Layer Structure
(ISO/IEC 9545).

1.2 Specifications

The principal objective of this document is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-10.

A secondary objective is to provide migration paths from previously existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of protocols
standardized in IEC 61158-6.
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1.3 Conformance

This document does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automation systems.
Conformance is achieved through implementation of this application layer protocol specification.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
ameng@ments) applies.

NOTE |All parts of the IEC 61158 series, as well as the |IEC 61784-1 series and the IEC 61784-2 serjes are
maintaiphed simultaneously. Cross-references to these documents within the text therefore refern(te the edifions as
dated ip this list of normative references.

IEC 611131-9, Programmable controllers — Part 9: Single-drop digital comniunication interface
for small sensors and actuators (SDCI)

IEC 6]1158-2:2023, Industrial communication networks — Fieldbus specifications — Part 2:
Physic¢al layer specification and service definition

IEC 611158-5-10:2023, Industrial communication networks’> Fieldbus specifications — Par{ 5-10:
Applidation layer service definition — Type 10 elements

IEC 6]1158-6-3:2019, Industrial communication networks — Fieldbus specifications — Pajt 6-3:
Appligation layer protocol specification — Type 3,elements

IEC 6{1158-6-10:2010 ', Industrial commiunication networks — Fieldbus specificatipns —
Part 6-10: Application layer protocol specification — Type 10 elements

IEC 62439-2:2021, Industrial communication networks — High availability automation nejworks
— Parf 2: Media Redundancy Pretocol (MRP)

IEC TP 60079-47:2021, Explosive atmospheres — Part 47: Equipment protection by 2-Wire
Intringically Safe Ethennet concept (2-WISE)

ISO/IEC 646:1991;\Information technology — ISO 7-bit coded character set for information
interchange

ISO/IBC ,7498-1, Information technology — Open Systems Interconnection — Basic Refgrence
Model:~The Basic Model

ISO/IEC 8822:1994, Information technology — Open Systems Interconnection — Presentation
service definition

ISO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1) — Part 1:
Specification of basic notation

ISO/IEC 9545, Information technology — Open Systems Interconnection — Application Layer
structure

1 This earlier edition is mentioned here and in the text for legacy purposes.
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ISO/IEC 9834-8, Information technology — Procedures for the operation of object identifier
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3 Terms, definitions; abbreviated terms, symbols, and conventions

For the purposes.efithis document, the following terms, definitions, symbols, abbreviated ferms,
and conventionséapply.

ISO dnd, IEC maintain terminological databases for use in standardization at the following
addrejsses:

e |EC Electropedia: available at http://www.electropedia.org
e |ISO Online browsing platform: available at http://www.iso.org/obp

3.1 Referenced terms and definitions
3.1.1 ISO/IEC 7498-1 terms

For the purposes of this document, the following terms as defined in ISO/IEC 7498-1 apply:

)

application entity

T

application process

(¢

application protocol data unit

)
)
)
)

(o

application service element
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e) application entity invocation

f) application process invocation
g) application transaction

h) real open system

i) transfer syntax

3.1.2 ISO/IEC 8822 terms

For the purposes of this document, the following terms as defined in ISO/IEC 8822 apply:

a) a tract eynfav

b) présentation context
3.1.3 ISO/IEC 8824-1 terms
For the purposes of this document, the following terms as defined in ISO/IEC.8824-1 apply:

a) object identifier

b) type
3.1.4 ISO/IEC 9545 terms

purposes of this document, the following terms as defined in ISO/IEC 9545 apply:

application-association

)

b) application-context

c) aplplication context name

d) apjplication-entity-invocation
e) application-entity-type

f) aplplication-process-invocation
g) aplplication-process-type

h) apjplication-service-element

i) application control seryice element
3.2 [Terms and definitions
3.21

alarm

acknowledgement of an event that indicates a critical state

3.2.3
alarm data object
object(s) which represent(s) critical states referenced by device/ API/ slot/ subslot/ alarm type

3.2.4

allocate

take a resource from a common area and assign that resource for the exclusive use of a specific
entity

3.2.5
application
function or data structure for which data is consumed or produced
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3.2.6
application data cycle
user-defined time interval required for data-exchange between applications

3.2.7

application layer interoperability

capability of application entities to perform coordinated and cooperative operations using the
services of the FAL

3.2.8
application objects
multipfe—object thassesthatmamage—andprovide @ Tuntime—exchangeof PDUs—across the

netwofrk and within the network device

3.29
appligation process
part of a distributed application on a network, which is located on one device and unambigdiously
addregsed

3.2.10
appligation process identifier
attribyte that identifies an application process used in a device

3.2.11
appligation process object
component of an application process that is identifiable and accessible through am FAL
applicption relationship

Note 1 to entry: Application process object definitions\are composed of a set of values for the attributes |of their
class (pee the definition for Application Process QObject Class). Application process object definitions may be
accessed remotely using the services of the FAL @bject Management ASE. FAL Object Management serviges can
be used to load or update object definitions, to read-object definitions and to dynamically create and delete apglication
objects|and their corresponding definitions.

3.21

appligation process object class
class |of application process objects defined in terms of the set of their network-accgssible
attribytes and services

3.21

appligation relationship
coopefrative association between two or more application-entity-invocations for the purppse of
exchange ofinformation and coordination of their joint operation

Note 1 [to\eéntry: This relationship is activated either by the exchange of application-PDUs or as a result|of pre-
configuratiomactivities:

3.2.14

application relationship application service element

application-service-element that provides the exclusive means for establishing and terminating
all application relationships

3.2.15

application relationship endpoint

context and behavior of an application relationship as seen and maintained by one of the
application processes involved in the application relationship

Note 1 to entry: Each application process involved in the application relationship maintains its own application
relationship endpoint.
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3.2.16
attribute
description of an externally visible characteristic or feature of an object

Note 1 to entry: The attributes of an object contain information about variable portions of an object. Typically, they
provide status information or govern the operation of an object. Attributes can also affect the behavior of an object.
Attributes are divided into class attributes and instance attributes.

3.2.17
backup
status of an application relationship which indicates that it is in the backup state

Note 1 fo entry:  An IO AR needs to be established to enter backup state.

3.21
behayior
indication of how an object responds to particular events

3.2.19
channel
repregentation of a single physical or logical link of an input or output application obje¢t of a
server to the process in order to support addressing of diagnosissinformation

Note 1 |to entry: The channel typically represents a single connectorxor' clamp as a physical interfage of a
submodule. This reference is used to identify points of failure within diagnosis PDUs and to assign parametef during
paramgdterization.

3.2.2¢
channel diagnosis
infornation concerning a specific element of an-input or output application object, provided for
maint¢nance purposes

EXAMHLE 1 Wire break

EXAMHLE 2 Short circuit

3.2.21
class
set of|objects, all of which.répresent the same kind of system component

Note 1 fo entry: A class s a-generalization of an object; a template for defining variables and methods. All|objects
in a claps are identical in form and behavior, but usually contain different data in their attributes.

3.2.22
class|attributes
attribdte that\is shared by all objects within the same class

3.2.2
class code
unique identifier assigned to each object class

3.2.24

class specific service

service defined by a particular object class to perform a required function which is not performed
by a common service

Note 1 to entry: A class specific object is unique to the object class which defines it.

3.2.25
client
a) object which uses the services of another (server) object to perform a task

b) initiator of a PDU to which a server reacts
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3.2.26

common profile

collection of device independent information and functionality providing consistency between
all devices

3.2.27

communication data object

object(s) which is(are) parameter(s) of communication relationships and referenced by device/
slot/ subslot/ index

3.2.28

pbject

Data

configuration identifier

repregentation of a portion of 10 Data of a single input- and/dr. output-module of a server

3.2.31
consume
act of|receiving data from a provider

3.2.32
consumer
node ¢r sink receiving data from a provider

3.2.33
context management
network-accessible information)(communication objects) that supports managing the opgration
of thelfieldbus system, in¢luding the application layer

Note 1 fo entry: Managing intludes functions such as controlling, monitoring and diagnosing.

3.2.34
convegyance path
unidirgctionalsftow of APDUs in an application relationship

3.2.35
cyclic
repetitive in a regular manner

3.2.36

data consistency

means for coherent transmission and access of the input- or output-data object between and
within client and server

3.2.37
device
physical hardware connected to the link

Note 1 to entry: A device may contain more than one node.


https://iecnorm.com/api/?name=e6d92c2a70c55ce4867429a116cab07c

IEC 61158-6-10:2023 © |IEC 2023 - 59 -

3.2.38
device ID
vendor assigned device type identification

3.2.39

device profile

collection of device dependent information and functionality providing consistency between
similar devices of the same device type

3.2.40
diagnosis data object
objec i i

index

diagnpsis information
all dafa available at the server for maintenance purposes

3.2.42

dynaric reconfiguration
change of 10 Data objects without interruption of an established-Application Relation and
continuous updating of unchanged 10 Data objects

Note 1 fo entry: An IO AR of an AR-set needs to be established for reconfiguration.

3.2.43
endpoint
one of the communicating entities involved in a connection

3.2.411e
engineering

abstrgct term that characterizes the client;application or device responsible for configur|ng an
automation system

3.2.45
error
discrejpancy between a computed, observed, or measured value or condition and the spegcified
or thepretically correct value or condition

3.24
error class
general grouping.of related error definitions and corresponding error codes

3.24
error code
identification of a specific type of error within an error class

3.2.48
event
instance of a change of conditions

3.2.49

extended channel diagnosis

information concerning a specific element of a specific application object, provided for
maintenance purposes

EXAMPLE 1 Plastic Optical Fiber, damping level

EXAMPLE 2 Congestion loss, number of frames
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3.2.50

frame

unit of data transmission on an IEEE Std 802 Local Area Network (LAN) that conveys a Media
Access Control (MAC) Protocol Data Unit (MPDU)

[SOURCE: IEEE Std 802.1Q:2018, 3.95, modified — deleted “A” at the beginning and full stop
at the end to align with |IEC style]

3.2.51

gating cycle
user-defined time interval derived from Working or Local Clock and used to control access to
Ethergett{gatecontrottist)

3.2.5

identification data object
objecf(s) that contain(s) information about device, module and submodule manufactur¢r and
type referenced by device/ API/ slot/ subslot/ index

3.2.53
impligit AR endpoint
AR endpoint that is defined locally within a device existing by default

3.2.54
inboulnd
input communication relation from 10 device to 10 confroller

3.2.55
index
addreps of a record data object within an application process

3.2.56

instance
actua]physical occurrence of an object within a class that identifies one of many objects |within
the sgme object class

3.2.57
instance attributes
attribdte that is unigue to an object instance and not shared by the object class

3.2.58
instantiated
object instance that has been created in a device

3.2.5
invocation
act of using a service or other resource of an application process

Note 1 to entry: Each invocation represents a separate thread of control that can be described by its context. Once
the service completes, or use of the resource is released, the invocation ceases to exist. For service invocations, a
service that has been initiated but not yet completed is referred to as an outstanding service invocation. Also, for
service invocations, an Invoke ID may be used to unambiguously identify the service invocation and differentiate it
from other outstanding service invocations.

3.2.60
10 controller
controlling device, which acts as client for several 10 devices (field devices)

Note 1 to entry: This entity is typically found in a programmable controller or distributed control system.
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3.2.61
10 Data object

object designated to be transferred cyclically for the purpose of processing and referenced by

device/ API/ slot/ subslot

3.2.62
10 device
field device which acts as server for IO operation

Note 1 to entry: This entity is typically found in a sensor and/or actuator.

3.2.6

10 parameter server
servefl for application parameter of 10 devices (client)

Note 1 fo entry: This entity is typically found in a device used to backup parameter data and to.leg online G
of devi¢e parameter.

3.2.64
10 supervisor
enging¢ering device which manages commissioning and diagnosis of-an 10 system

Note 1 fo entry: This entity is typically found in an engineering tool.

3.2.65
10 system
system composed of 10 controllers and all associated 1O devices

3.2.6

Isochfonous mode
applicptions of 10 controllers and IO devices operating tightly synchronized with a jitter ¢
than 1 ps

3.2.6
membier
piece jof an attribute that is structured as an element of an array

3.2.6
message
ordergd series of octets intended to convey information

Note 1 fo entry: (Used to convey information between peers at the application layer.

Note 2 fo entry;» Messages are built upon packets, which are built upon frames.

hanges

f less

[SOURCE: derived from ISO/IEC 2382:2015]

3.2.69
method
synonym for an operational service which is provided by the server ASE and invoked by a

3.2.70
module
hardware or logical component of a physical device

3.2.71
network

client

set of nodes connected by some type of communication medium, including any intervening

repeaters, bridges, routers and lower-layer gateways
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3.2.72
NME domain

set of nodes where every node contains the same information about the responsible

configuration entity

3.2.73
object

abstract representation of a particular component within a device, usually a collection of related
data (in the form of variables) and methods (procedures) for operating on that data that has a

clearly defined interface and behavior

3.2.74
object specific service
service unique to the object class which defines it

3.2.7
operate
status| of the 10 controller which indicates that the control algorithm is curréntly running

3.2.76
outbgund
outpuf communication relation from an 10 controller to an 10 device

3.2.717
packgqt
logical grouping of information used to describe a unit\of data at any layer to convey the
layer User data to its peer layer

Note 1 fo entry: A packet is identical to the PDU at each.layer in terms of the OSI reference model. A data-li
packet Js a frame. Messages are built upon packets,.which are built upon frames.

3.2.78
peer
role of an AR endpoint in which it\is. capable of acting as both client and server

3.2.7
physical device
automation or other network device

3.2.8
pointito-point-conhnection
connelction that‘exists between exactly two application objects

3.2.8

primary
status of the 10 AR that indicates that it is in the operating state

upper

k layer

Note 1 to entry: Besides a primary 10 AR a backup IO AR may exist. For example used for redundancy and dynamic

reconfiguration of 10 Data.

3.2.82
provider
node or source sending data to one or many consumers

3.2.83
PTCP subdomain

system composed of 10 controller(s) and all its associated IO devices synchronized by the

associated PTCP master
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3.2.84

qualified channel diagnosis

information concerning a specific element of a specific application object, provided for
maintenance purposes with a parameterized severity

EXAMPLE 1 Severity maintenance required

EXAMPLE 2 Severity fault

3.2.85

record data object

object(s) which are already pre-processed and transferred acyclically for the purpose of
infornati ' i '

3.2.86
RedApplication
applicption supporting redundant or high availability operation

3.2.87
resoufrce
processing or information capability

3.2.88
run
status| of the 1O controller which indicates that the controlsalgorithm is currently operating

3.2.89
server
a) rqgle of an AREP in which it returns a confifmed service response APDU to the client that
irfitiated the request

—

b) object which provides services to anpther (client) object

3.2.9¢
servige
operagion or function that an ebject and/or object class performs upon request from apother
objecfl and/or object class

3.2.91
slot
addreps of a structural unit within an 10 device

Note 1 fo entry: \Within a modular device, a slot typically addresses a physical module. Within compact deyices, a
slot typjcally,addresses a logical function or virtual module.

3.2.92
stop
status of the application which indicates that the control algorithm is currently not running

3.2.93
submodule
hardware or logical component of a module

3.2.94
subslot
address of a structural unit within a slot

Note 1 to entry: A subslot can address a physical interface for submodules within a module. Generally, a subslot is
a second level to structure data within a device.
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3.2.95
time-aware system
end station or bridge synchronized using IEEE Std 802.1AS controlling its access to the network

Note 1 to entry: Time-aware systems are devices which support multiple VLANs, multiple traffic classes, stream
categories, time-controlled network access, ingress rate limiting and traffic engineering.

Note 2 to entry: Non-time-aware systems are devices which can support multiple VLANs, multiple traffic classes,
stream categories, time-controlled network access, ingress rate limiting and traffic engineering.

3.2.96
vendor ID
centraladministrative number used as manufacturer identification

3.3 |Abbreviated terms and symbols

3.31 Abbreviated terms and symbols for services

Cnf Confirmation
Ind Indication
Req Request
Rsp Response

3.3.2 Abbreviated terms and symbols for distributed 170

ACD Access Control Decision

AE Application Entity

AL Application Layer

ALME Application Layer Management Entity
ALP ApplicatiofLayer Protocol

ALPMI Alarm-Rrotocol Machine Initiator
ALPMR Alarm Protocol Machine Responder
AP Abpplication Process

APDU Application Protocol Data Unit

API Application Process Identifier

APM Acyclic Protocol Machine

APMR Acyclic Protocol Machine Receiver
APMS Acyclic Protocol Machine Sender

APO Application Object

AR Application Relationship

ARFP Application Relationship Fnd Paoint
ARP Address Resolution Protocol

ARPM Address Resolution Protocol Machine
ASCII American Standard Code for Information Interchange
ASDU Application Service Data